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Preface

Purpose
This guide explains the common handling of the Ifc8.Net Ifc8BControl module.
Audience

This document is intended for system administrators, support and users familiar with the
Hotel Property Interface application IFC8.

Customer Support

To contact Oracle Customer Support, access Customer Support Portal at the following
URL:

https://iccp.custhelp.com

When contacting Customer Support, please provide the following:

Product version and program/module name

Functional and technical description of the problem (include business impact)
Detailed step-by-step instructions to re-create

Exact error message received

Screen shots of each step you take
Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at

http://docs.oracle.com/en/industries/hospitality/

Table 1 Revision History

Description
Date

April 2026 Initial Publication
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General

ORACLE

IFC8 is used as the primary Property Interface application with Oracle Suite8 PMS and
with Oracle OPERA PMS (On-Premises & Cloud).

IFC8 should be installed at the customer site for communication to certain external
systems that are utilized by the site.

The Ifc8Control application is part of the Ifc8 version and provides an option allowing
display of the status of current installed IFC8 instances — as an application or as service
in one panel. It also manages the IFC8 service installation, configuration, and
maintenance.

This document will outline the common configuration and handling of the Ifc8Control
application.
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Installing and Uninstalling Ifc8Control

Install Ifc8Control

The IfcControl application is part of the IFC8.Net installer.
1. Run the IFC8.Net installer.

9 Oracle Hospitality Property Interface V8 - Install Wizard b .

Welcome to the Install Wizard for Oracle
Hospitality Property Interface

The [retal Wizard will mstal Oracle Hospetalty Property
Interface on your computer. To contrue, chok Next.

o

WARNING: Ths program s protected by copyroht law and
ntermatonal reabes.
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Select Next.

4 Oracle Hospitality Property Interface V8. - Install Wizard x |

Destination Folder
Click Next to install to this folder, or dick Change to install to a d

|‘k'- Install Orade Hospitality Property Interface to:
'..J C:Fidelo\Ifc8.Net\ | change...

InstaliShield
<ook  |[mexs ]| conee

2. Select Next.

ﬂ Oracle Hospitality Property Interface V8. - Install Wizard X

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type,

() complete

lﬁ All program features will be installed. (Requires the most disk
space.)

(® Custom
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstaliShield
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Choose Custom and select Next.
8 Oracle Hospitality Property Interface V8. - Install Wizard >

Custom Setup
Select the program fealures you want installed.

Click on an lcon in the list bebow to change how a feature is installed,

= e | [Feature Description
— m Installation of IFCEControl
=3 -] WelogBrowser el
== WeService
¥ =| WeBusi
This feature requires 3549K8 on
your hard drve.
Tnetall to:
C:\Fidelo\Ifcs. met\IfoControly, Change...
IngtaliShiald
e space oo [ tet> | concel

Option Ifc8Control is available for installation by default.
Ifc8Control will be installed to C:\Fidelio\Ifc8_Net\IfcControl folder.

3. Select Next.

ﬁ Oracle Hospitality Property Interface V8. - Install Wizard X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

| InstaliShield -

T

4. Select Install to proceed with the installation.
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ﬁ Oracle Hospitality Property Interface V8. - Install Wizard X

InstaliShield Wizard Completed

The InstalShield Wizard has successfully installed Oradle
Hospitality Property Interface. Click Finish to exit the wizard.

[ show the Windows Installer log

C

< Back Cancel

5. Select Finish to close installer.

After installation you find the related files in c:\Fidel io\l1fc8.Net\IfcControl folder:

[ Name Date modified Type Size

EE IfcControl.exe 10/05/2022 07:23 Application
[ #eControl.d
] teSuiteBWrapper.dil
D Interop.FidelioDatabase.dll
[#] Interop.fidelicerror.dil
D Interop.fidelicGlobalStatus.dll
|] Interop.FidelialfcAction.dil
D Interop.FidelioPostings.dll
[#] System.Data.Odbe.dll
D Systermn.Diagnostics. EventLog.dll
|#] System.DirectaryServices. AccountMa...

Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
D System.DirectoryServices.Protocols.dll
|#] system.Management.dil

Application exten...
Application exten...

D System.ServiceProcess.ServiceContrell... Application exten...

| tfcControl.deps.json JS0M File
D IfeControl.runtimeconfig.dev json JSON File
[ ] #cControl.runtimeconfig.json J50N File

D IfeControlxml XML Document

ORACLE’



IfcControl file description

File Name Description Notes

IfcControl.exe.config Mandatory config file Do not delete or change.

IfcControl.dll Data Link Library Do not delete or change

Interop.xxx.dll Mandatory files Suite8 only (will always be
deployed)

System*.dl| Mandatory files Additional Libraires

IfcControl.xml Mandatory files Configuration file

Uninstall Ifc8Control

Use the Ifc8.Net installer to uninstall the Ifc8Control application.

After uninstallation the configuration file IfcControl.xml will remain in the directory.

ORACLE



Configuring Connections

Starting Ifc8Control and Initial Connection

ORACLE’

Execute IfcControl.exe from out the \Ifc8.Net\IfcControl folder or through Windows Start
Menu \ ORACLE Hospitality Property Interface folder.

B ORACLE Hospitality Property Int... ~

28 Launch lfcControl.exe

gB Launch lfcLlogBrowser.exe

When you first start the IfcControl Program you will be presented with a blank canvas
with a default connection, Local Machine (127.0.0.1) and Default Port (5101).

g:] FC8Control [IfcControl] - V8. (Administrator) — O

lfcConnect ~ IfcProcess ~ View -~ 7 ~ SsiCert. Server/Client:

[ 127.0.0.1:5101 | |[15.09.24 14:53:59.454 Main - Unable to read security attributes.: Invalid or missing security attribut
Hs] Unknown licProcess 15.09.24 14:54:06.232 Main  : Configuration was updated automatically

Log: | Cfg:

If there is an IFC8 configured with the default port up & running, you can start the
connection by a double-click.



A new form will appear requesting the input of your Windows credentials (Win User).

| g:] IFC&Control [fcContrel] - V8. (Administrator) =5 O X
| lfcConnect ~ IfcProcess ~ View - ? = | SsiCert. Server/Client: vl -
X
B . 15.09.24 15:06:34 397 Main : Unable to read security attributes.: Invalid or missing security attribut
4] Unknown lfcProcess 15.09.24 15:06:40.080 Main  : Configuration was updated autormatically
15.09.24 15:06:45.051 Main ¢ [127.0.0.1:5101]Cormm status changed: Pert_Closed — Port_Not_Connected
15.09.24 15:06:45.081 Main : Try to connect to IP-Adress: 127.0.0.1:5101
15.09.24 15:06:45.096 Main : [127.0.0.1:5101]Comm status changed: Port_Not_Connected — Port_Open
15.09.24 15:06:45 101 Main - Added to ausue: LinkStart Reausst
122 E:] Authentication by Win user on "K. -8 X r\k%ni HaquestL el ST e o orsead
15.0 )
154 %
15.3 Hacs e ! kStart / RequestLinkStart | / Recsived_Reply /

Log: | Cfg: |

Once the credentials are correctly entered the Ifc Forms will display.

!:] IFC8Control [IfcControl] - V8. (Administrator) = (] x I
IfcConnect - IfcProcess = View - 7 - | SsiCert. Server/Client: -[ v} (
=i [ MessLviz = « @ => @ <= DbAction| [Style: Debug - | M87POS_Log XML |
M87POS - Oracle Micros 3700/870/| :
TimeStamp Ifcl Main-V8.16.2.0(A)

MB7POS « TCP=5001:LOCAL IFC8Cantrol < TCP=5101:LOCAL
Link:End Comm:Off

[ITCPFOWSCONNECT. LILL/ 3] — |
Licne

MessLvl3>
[CommMainServ.OnChangeComm |
State/5]

(127.0.0.1:50364) Off-Sync|
09.15/15:09:55] MessLvll>
[IfcMain.CtrlComm Received |
Func/9] (127.0.0.1:50364)
Successful login - Remote
conn. via Domain=""
User="KAI"

MessLv13>
[IfcMain.moStateTimer Elap |
sed/18] Garbage

collection done (memory ()
usage 124-122MB)

=
_ Log(A2): Ci\Fidelio\lfc8.Net\lfcApplication' FKT_LOGO\MST\MS7POS_Log. XML (1 Monltems/0,01+0,05sec.)

Cfg:
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Modifying a connection

If no IFC8 connections exist with a default port or you are connecting to a remote
machine you will need to modify the default connection offered.

To do this, right click on the existing entry and select Modify Connection.

Alternatively select Modify Connection from the drop-down menu.

E:] IFC8Control [IfcControl] - V&. (Administrator) &:] IFC8Control [IfcControl] - V8. (Administrator)
lfcConnect ~ IfcProcess ~ View ~ 7 + | SslCert Ser lfcConnect ~| IfcProcess » View - 7 - SsliC
B~ | ie nnaaacaa, Start Connection m
T'Wm‘d Connection ‘ Start all Connections [>09.24 15
‘ Modify Connection [ Stop all Connections
Add Cennection Modify Connection |
Delete Connection Add Connection

Hide Connection Delete Connection

Install new IfcProcess as Service Hide Connection

Add to Service z
Install new IfcProcess as Service

Get IFC8.Net (remote) Services: 3 OR Add to Service
Get IFC8.Net (remote) Services: »
Advanced Configuration 3
Close Alt+X
Log: | Cfg: J Log: | Cfg: |

In either scenario a configuration screen will appear where you can adjust the

IP Address or Port accordingly. IP Address and port are separated by a colon ( :)

E}] IFCBControf [eControl] - VB, [Admumistrator) - n] x
WeConnect = HeProcess = View » 7 » | SsiCert. Server/Client: L
B 127.0.0 151011 15.09.24 15:13:41.840 Main : Unable to read security antributes : Invalid or missing security attribute
Undmeown IicProcess 15.08 24 1513 46.340 Main Configuration was updated autormatcally
15.08 24 15:24 .45 822 Main [127.0.0.1:5101)Cormm status changed: Port_ Closad -« Port_ Not. Connected
15.09 24 15:24°45 834 Man Try to connect o IP-Admss: 127 0.0.1:5101
15.08.24 15:24:46.352 Main : Timmout on connect to:127.0.0.1:5101
15.09.24 15:24:51.357 Man Try to connect io IP-Adress: 127.0.0.1:5101
15.09.24 15:24:51 865 Main : Timeout on connect ta:127.0.0.1:5101
15.09.24 15:24:54 980 Man Oosing connecton
15.09.24 15:24:54 994 Man [127.0.0.1:5101Carmm status changsd: Port_Not_Connactsd -« Port_Closad

15.00.24 15:24:55.016 Man Stop connection

Log: | Clg:

ORACLE’



Adding a New Connection

Select Add Connection from the Ifc8Connect drop down menu.

gi] IfcControl[lfcControl] - V8 (Administrator) e a X

IfcConnect ~| fcProcess ~ View ~  SsiCert. Server/Client: v =

Start Connection

[Messtvs - =  — @ => B <=  DbAction|[Style:Debug MB7POS_Log.XML |

[ LS8 L2 - wein |
Ifcl Pms1 Main-V8.16.0.0 (A)
MB7|

POS < TCP=5001:LOCAL OPERA &> TCP=5501:10.64.197.0 IfcControl <> TCP=5101:LOCAL

Start all Connections

Stop all Connections

Modify Connection

Add Connection | apsed/11] Garbage
collection done (memory

Delete Connection usage 167-+167MB)

Hide Connection [r04.28/35:42: 361 | <MessLvl3>
[IfcMain.moStateTimer E1
apsed/11] Garbage

Add to Service collection deone (memory
Get IFCBNet (remote) Services: preseenl o

5:43:18 <MessLv13>

Advanced Configuration » [IfcMain.moStateTimer El
apsed/26] Garbage

Close Alt+X collection done (memory
usage 167-167MB)
<MessLv13>
[IfcMain.moStateTimer El
apsed/26] Garbage
collection done (memory v

e—] usage 166-166MB)

Install as Service

. Log: C:\Fidelio\lfc8.Net\IfcApplication\_FKT_LOGO\M8T\M87POS_Log.XML (1 Monitems/0,05+0,02sec) | Cfg:

The proceed to enter the IP Address and port of the IfcControl Object to connect to.
Port and address are separated by a colon (;).

The Port must correspond to the Port configured in Ifc8.NET MAIN Obiject of the Instance
you wish to connect to.

ORACLE’ 10




ﬂ IfcControl[lfcControl] - V& (Administrator) =

IfcConnect - IfcProcess ~ View - | SsiCert. Server/Client: Vi

. 127.0.0.1:5101 28.04.24 15:27:55.756 Main  : Send request: RequestLinkStart

Aij M87POS - Oracle Micros 3700/870| 28.04.24 15:27.55.772 Main : SendData - Daten gesendet (181 Bytes)

28.04.24 15:27:56.117 Main : Received data

128.04.24 15:27:56.247 Main : Q-Handler.GetNextEntry(): RequestLinkStart / RequestLinkStart/ / Received_Reply /
28.04.24 15:27:56.252 Main  : Received reply: RequestLinkStart

28.04.24 15:27:56.257 Main ~ : Request finished: RequestLinkStart

128.04.24 15:30:50.599 Main : Added to queue: LinkAlive Request

128.04.24 15:30:50.830 Main : Q-Handler GetNextEntry(): RequestLinkAlive /| RequestLinkAlive / / To_Be Processed /
28.04.24 15:30:50.842 Main : Send request: RequestLinkAlive

28.04.24 15:30:50.860 Main  : SendData - Daten gesendet (919 Bytes)

28.04.24 15:30:50.913 Main : Received data

28.04.24 15:30:50.941 Main : LinkAction authentication accepted

28.04.24 15:30:50.950 Main  : Received data

28.04.24 15:30:50.976 Main  : Got LinkState for Ifc1: Alive

28.04.24 15:30:50.989 Main  : Got LinkState for Pns1: Alive

128.04.24 15:30:51.506 Main : Q-Handler.GetNextEntry(): RequestLinkAlive / RequestLinkAlive / / Received_Reply /
28.04.24 15:30:51.525 Main  : Received reply: RequestLinkAlive

28.04.24 15:30:51.540 Main  : Request finished: RequestLinkAlive

28.04.24 15:34:01.886 Main : Closing connection

28.04.24 15:34:01.889 Main : Stopped BG-Read-Thread.

28.04.24 15:34:01.891 Main  : [127.0.0.1:5101]Comm status changed: Port_Open — Port_Not_Connected

28.04.24 15:34:01.895 Main  : Closed TCP-Client: port <5101>

128.04.24 15:34:01.905 Main : [127.0.0.1:5101]Conm status changed: Port_Not_Connected — Port_Closed
128.04.24 15:34:01.927 Main : Stop connection
28.04.24 15:34:01.895 Main : TCPClient | i L ption at iveData: A
28.04.24 15:34:01.947 Main  : TCPClient_ReceiveMessages: Read-Thread ended nomally.
I 1
Loa: | Cfa: |

ORACLE’



Adding a New Ifc80OperaConnector Connection

The process of adding an Ifc8OperaConnector to the IfcControl Program is the same as
adding a new Ifc Connection.

Simply select IfcConnect -> Add Connection from the drop down Menu

Then add the Ip address and Port to connect as seen below

&;] IFC8Control [IfcControl] - V8. (Administrator) = O >

lfcConnect » IfcProcess » View » 7 » | SslCert. Server/Client:

41

_!..... 127.0.0.1:5101

' @ M87POS - Cracle Micros 3700/8700/9700 (Enhanced) - Oracle
- LY

i Pmst

-. 127.0.0.1:5102

= -g. HT24 - ONITY / TESA HT22/HT24/HT28 - Onity-TESA.
i Ifct

Pms1

-. 127.0.0.1:5103

@ FIAS_MFPOS - Oracle Hospitality POS8 FIAS Interface - Oracle

. Pmsi

127.0.0.1:5201]

el Unknown IfcProcess

Log: Cfg: J

ORACLE’
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Adding Connection from remote Machines

To add connection from remote machines, we have two Possibilities.

1. As asimple connection using the drop-down menu as explained above in the add
new connection section.

2. Retrieving the Ifc8 Services on a remote Machine. This is done via the drop-down
menu.

3. Select the Get IFC8.Net (remote) Services Option.

ﬂ IFC&Control [IfcControl] - V8. (Administrator) - (m]
IfcConnect ~| HcProcess ~ View ~ ? ~» | SsiCert. Server/Client: -
Start Connection 5.09.24 15:13:41 840 Main : Unable to read security attributes_: Invalid or missing security attribute
Start all Connections 5.09.24 15:13:46.340 Main Configuration was updated automatically
5.09.24 15:24:45.822 Main : [127.0.0.1:5101]Comm status changed: Port_Closed — Port_Not_Connected
Stop all Connections 5.09.24 15:24:45.834 Main - Try to connect to [P-Adress: 127.0.0.1:5101
5.09.24 15:24:46.352 Main : Timeout on connect to:127.0.0.1:5101
Modify Connection 5.09.24 15:24:51.357 Main Try to connect to IP-Adress: 127.0.0.1:5101
. 5.09.24 15:24:51.865 Main : Timeout on connect t0:127.0.0.1:5101
Add Connectien 5.09.24 15:24:54 989 Main  : Closing connection
Delete Connection 5.09.24 15:24:54 994 Main : [127.0.0.1:5101]Comm status changed: Port_Not_Connected — Port_Closed

5.09.24 15:24:55.016 Main  : Stop connection
Hide Connection

Install new IfcProcess as Service
Add to Service

Get IFCB.Net (remote) Services:

-

127.001 - "

Advanced Configuration »

Close Alt+X

| log: | Cfg: |

Here the IP Address of the remote Machine is entered and confirmed by enter J

A request for credentials for the other Machine will pop up.
ﬂ cControl[lfcControl] - V8. (Administrator) et o X

fcConnect - cProcess ~ View ~ | SsiCert. Server/Client: -

SR 127.0.0.1:5101 \__ BEEPTEUELT| | MessLvi3 — |« @ => B < DbAction] [Style:Debug MS7POS Log XML |
(8] M87POS - Oracle Micros 3700870,

= min_vs l 16
MB7POS <> TCP=5001:LOCAL | OPERA « TCP=5¢
HieControl «» TCP=5101.LOCAL

apsed/11] Garbage

E Authentication by Win user on celvpvm()‘\'IS._ collection done (memory
usage 166-16EMB)
- — .
104.28/1)  User Name: %HUSERNAME% <MessLvl3>
[IfcMain.moStateTimer E1
Win Domain: %DOMAIN% apsed/11] Garbage
| Passwond: "““"" collection done (memory

usage 166-166MB)

<MessLv13>
[IfcMain.moStateTimer E1
apsed/é] Garbage

collection done (memory
usage 167-167MB)

<MessLv13>
[IfcMain.moStateTimer E1
apsed/6] Garbage

collection done (memory (¥}
I usage 167-+167MB)

Log: C:\Fidefio\fB.Net\fcApplication\ FKT LOGO\MBT\MBTPOS Log XML (1 Monltems/0,06+0,02sec) | Cig:
This may take some time depending on your Network / Domain structure.

When the Authentication is successful a screen will offer the services installed on the
remote Machine for selection.

ORACLE’ 13



] tcControllfcControl] - V8.15.

g:! M87POS_SPH - Oracle M

(Administratar)

. e B
feConnect = IfcProcess « View ~ | SsiCert. Server/Client B8 IFCONET-SERVICE select.. E
[ ¥el [ Pms1[A Pms2[ & | e

Select fficServices on '10. 1247

127.0.0.1:5102

<

TLP - Timelox PMS Plus D]

i
:

N _SihtoSIMO2
[] IFC8 NET-SERVICE_SIMtoSIMO3.

[05.13/14:41:23

[05.13/14:42:25

[05.13/14:43:26

[05.13/14:42:28

>

e

[ Style: Debug + [[&] MentorRefresh [ Botiom

KMeasLvl3s
[IfcMain.moStateTimer Elapsed
/6] Garbage collection done
(memory usage 96-96MB)

<MessLvI3>
[IfcMain.moStateTimer Elapsed
/11] Garbage collection done
(memory usage 96-36MB)

(MessLvl3>
[IfcMain.moStateTimer_Flapsed
/21] Garbage collection done
(memory usage $7-97MB)

53] eContreljMeContrel] - VE.
HeConnect » HePracess = View =

(Administrator)

SelCet. Server/Client:

<MessLvl3s
[IfcMain.moStateTimer Elapsed
/21] Garbage collection dome |y,
(memory usage $7-97MB)

Log: C:\Fidelio\(fc8.Net\lfcApplication FKT LOGO\MST\MS7POS SPH Log.XML (0 Monltems/0.10+1.44sec.) | Cfg: C:\Fidelio\lfc8.Net\|fcApplication\ FKT LOGO\MET\MST.xml
Mark the Ifc8 Services you wish to add to your IfcControl Configuration and select OK.

The Ifc8 Connections to the remote Services will then be available on the IfcControl form.

- o X

120522 145535469 Man - G-Handler RequesiLink St / FequeslLik Sart / / Wk For_Reply /
cCortrol connect 130522 145835509 Man - O-Handler Pequesilink St / Pequestlink Sart / / Wakt_For_Regly /
2415113 (Senvica [1305.22 145535545 Man - GiHandler Foquestlink Stat / Requestiink Star / / Wat_For_Regly /
¥ B 1305.22 145335680 Man - O-Handher P Lirk a1 / Fequestlink Sart / / Wat_For_Ragly /
clortrd connect i 4553546 Man - OrHander Faquestlivk a1 / Requestlick Stant / / Wat_For_Regly /
2415111 (Senvce |1 145935555 Man - (-Handber Gath Requestlink a1 / Requestlink ant / / Wk _For_Reply /
Fcontml 1 145536 047 Man - -andier FequestLink Start / RequestLick Stant / / Wak_For_Reply /
& 1270015101 130522 145536054 Man - (-Handler (1 RequestLik Start / RequestLink Start / / Wask_for_Reply /
METPOS. SPH- Crace | 110522145336 142Man - O-Hondler FequestLink St / Requestlink Start / / Wik or_Reply /
8} 5PH- 130522 145536412 Mo - GHandier FequestLink St / RequestLik Start / / Wial_For
| 1z001502 1 145336463 Mann - OHandler Flequestlink S / RequestLink Start / / Wat_For_Reply /
ETLF-TMMSMD 13 14 S07Man - OHander FoquestLink Stan / Feuestick Sart /|/ Wat_For_Reply /
13.05.2214 S48Man - OHander Pe ik St / Fegquest at £/ Wak_For_Regly /
13 14 SESMan - O-Hander Gellh P # RquestLick Start / / Wt _For_Reply /
1305214533655 Man - (-Handber Gt Link St / RequestLik Start / / Wast_For_Regly /
130522 14553655 Man - (-Hander RecuestLink St / RequestLick Stan / / Wat_For_Regly /
13 145537035 M : Q-Handler Link Stat  Fequestlick Start / / Wat_fer_Rleply /
13.05.22 1455:37076 Man Gt Ertry: RequestLink St / FeequeslLik St / / Wast_For_Rey /
130522 145537 117Man - Qiandier Requestlink S / RequestLink Stat / / Wl _For_Regly /
110522 14587729 Man - QHandler Faquestlink St / RequestlrkStan / / Wal_For_Regly /
130522 145337441 Man - QrHandher 3 # Fequestink Suat ¢/ Wan For_Regly /
1 145837500 Main Hander : P - LirkeStant / / Wt _For |
130522 145537538 Man - O-Handler Gethh  Re Link St / Requestlirk St ¢ / Wat_Fer_Reply /
(13.05.22 14.55-37 576 Man N Requestlink 5t / RequestLick Start / / Wa_For_Rely /
130522 145537559 Man - C-Handler Raquestlink Stat / Requestlick Start / / Wat_For_Regly /
| 13.05.22 14:59:38 003 Main  : Endlime of reques! exceeded: Requesi LickStart
.« > |[120522 145938059 Man - Recuest fished: RequestlnkSiat
Log: Co\Fidelic) fcB Net\fcApplication), FIT LOGOAMET\METPOS SPH Leg ML (1 Manlt 05+-0015ec) | Chg: \WI0.165.120.241\FcB Net\FIT\

ORACLE’
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Installing Services

If this is the first time you are Installing Services with Ifc8.Net 8.15.x please read all the
documentation pertaining to Services before proceeding. In Particular the handling
Section, to ensure any choices to be made are done soi on an informed basis.

Installing Ifc8 as a Service

To Install Ifc8 as a Service mark the Ifc8 connection of the Interface to be installed as a
service. From the drop-down menu or by right click select.

' B 1FCaControl [ifcControl] - V8, (A 3] IFcacontrol [ifcControl] - V8.

fcConnect ~| IlfcProcess ~ View ~ ? lfcConnect ~| IfcProcess = View ~
Stop Connection Stop Connection

Start all Connections Start all Connections
Stop all Connections Stop all Connections
Meodify Connection Modify Connection
Add Connection Add Connection
Delete Connection Delete Connection
Hide Connection OR Hide Connection
Install as Service | Install as Service
Add to Service Add to Service
Get IFCB.Net (remote) Services:  » Get IFC8.Net (remote) Services:  »
Advanced Configuration » Advanced Configuration »
Close Alt+X Close Alt+X
| | |
| Log(A2): C:\Fidelio\lfc8.Net\lfcApplication I. Log(A2): C:\Fidelio\lfc8.Net\lfcApplication
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The first step will be to confirm / indicate where the bin sub-directory of the services
directory is located. The default would be \Fidelio\Ifc8.Net\Services\Bin.

If it is located somewhere else (Non-Standard Installation), it should be linked in this step.

ﬂ Select the Ifc8.Met-Service installation source folder - (*.7) *
C:\Fidelio\ffic8.Net\fcService \bin

E- | $MieDeepRem A

5Recycle. Bin

E- - SWINDOWS.~BT

B~ $Windows.~WS

B~ SWinREAgent

- nL0FKLaSu_Oracle

H-  oracleprinters

Boot

[~ Corfig Msi

[y Documents and Settings

Drivers

@~ ESD

= Fidelio

IFC8
el .MNet
- chApplication
ffeBusi
feContral
e LogBrowser
- FeService
e bin

bin:

Directary ok

Mark the Bin Directory and select OK.

Next step is to indicate in which directory the Services are to be installed.

Recommendation is to have a “Installed Services” Directory where each individual
service is installed in its own sub-directory. The Sub-Directory should carry a unique clear
name. Either of the FKT_LOGO, HOTEL, MACHINE this depends on if you wish to group
Ifc8.Net Instances under one Service or not and if so according to which criteria.

Here the installation will group all Ifc8.Net Instances form one Property “Hotel Demo”
together.
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ﬂ
C:\Fidelio“lfc8. Net\ficService \Installed_Services\DEMO_HOTEL
i SWINDOWS."BT Al
$Windows.~W35
SWinREAgent
nL0FKLa%u_Oracle
oracleprinters
Boot
Corfig Msi
Documents and Settings
Drivers
ESD
Fidelio
- IFC8
IFc8.Net
P FcApplication
lFeBusi
lFeControl
lfcLogBrowser
lficService
i bin
=2 Installed_Services
DEMO_HOTEL ©

=

DEMO_HOTEL:

T 0K Cancel |

Ifc8.Net offers the ability to configure multiple I1fc8.Net Interfaces under one Service.
It is therefore recommended that only one Service be installed per machine or Property.

In this example the Services will be installed under

\Fidelio\Ifc8_Net\lfcService\lnstalled_Services\Demo_Hotel
A directory created using the ‘Make New Folder” button.

What happens in the background?
IfcControl will copy the IfcService files from the \IfcService\bin folder into the new folder
you created.

Once the directory is defined, the Service Name and parameters need to be entered.
I Verif-y i;cN-et-Servicé-s-etti-ngs . x|

lfcNet Service ServicelD (no whitespaces or special characters):

87

C:\Fidelio\lfc8 NetifcApplication\ FKT_LOGOWMSET\HT24(Ifc8). Xml

lfeNet Process parameters {use blank as separator):

Cancel OK

Note that the form will not allow you to proceed with an invalid entry.
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Verify IfcNetService settings X

ffcNet Service ServicelD (no whitespaces or special characters):
MS?POS—DEMO—HOTELI

C:\Fidelio\Ifc8. Net\IfcApplication'_FKT_LOGOWMS87\HT24(1fc8). Xml

ffcNet Process parameters (use blank as separator):

Cancel OK

IfcNetService Service ID: Freely definable using NO special characters except for a
dash / hyphen “- “

IfcNetProcess parameters

A
Start All Connections Automatically

This option will start all connections associated with this service automatically

ll+Cll
Start in Configuration Mode

IFC8 will start in 'Configuration Mode' and will not attempt to connect to the PMS (and
subsequently not to a vendor system).
Ry
Pack IHST Table and rebuild IDRV and IWKC views
For Suite8 PMS Interface only!

Added functionality into IFC8 to rebuild all Interface related views.
To activate this, please add a "+V" to the command line:

This option will as well pack IHST depending on the settings in IDRV and IWKC.

If the Service is intended for an OPERA / CLOUD PMS Installations, please remove if
unwanted.

Configuring IfcService

ORACLE

IfcControl module offers the option to configure Ifc8instances as service or remove from
an installed service.

It is also possible to maintain Ifc8.Net services by starting and stopping the service.

Select OK to continue.
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The Service will now be installed.

Once done the IfcControl shows the connection being installed as service with updated
connection name.

gij IFC8Control [IfcControl] - V8. (Administrator) = a x

lfcConnect ~ IfcProcess ~ View + 7 » | SsiCert. Server/Client: -

Pms1 ISR | MessLvi3 — — @ => B <= | DbAction| [Style: Debug ~ M87POS_Log XML |

TimeStamp Ifecl Pmsl Main-V8.16.2.0(a)
MBTPOS e TCP=5001:LOCAL | OPERA & TCP=5501:10.64.197.0 | IFCBControl < TCP=5101:LOCAL |i
Link :End Comm:Off Link: End L i ) Sy

COLIECLION Uole (memory
usage 133-133MB)

:04:1 <MessLvl3>
[IfcMain.moStateTimer Ela
psed/3] Garbage
collection done (memory
usage 133-133MB)

5/16:05:19 <MessLv13>
[IfcMain.moStateTimer Ela
psed/3] Garbage
collection done (memory
usage 133-133MB)
<MessLv13>
[IfcMain.moStateTimer_Ela
psed/5] Garbage
collection done (memory |y

— usage 133-133MB)
Log(A2): C:\Fidelio\lfc8.Net\IfcApplication\ FKT_LOGO\MET\ME7POS_Log.XML (0 Monitems/0,02+0,00sec.) | Cfg:

rvice-M87POS-DEMO-HI et

In the Windows Services list the IFCBNET-SERVICE is now visible.

1 Services Local)
IFCE.NET-SERVICE (DEMO-HOTEL)

Descrption Status  Startup fype  LogOnds

T-SERVICE (DEMO-HOTEL) Starts Cracle Hospiality Property Intedface as a service.
Lt the cenvice 2 .
o GLIKE #nd Auth® Pse Keving Modulés Thee IKEEXT senvice hosts the Internet Kev Ecchanae (KE) and ... Rlnnno  Automats (.. Le<al Svite

#'NOTE:
The service will be installed with StartupType = Manual by default.

Please ensure to change this to Automatic afterwards

Adding Ifc8 Instance to Existing Ifc8 Service

ORACLE’

As previously stated, it is possible to combine multiple Ifc8 instances into one Ifc8
service.

This can be done when e.g., multiple 1fc8 instances of multiple Hotel properties run on
the same PC and shall run as a service.

One can define one Ifc8 service containing all Ifc8 instances for one Hotel property, or
One Machine, the logic of which Interfaces are combined is freely definable.

It is also possible to define One Service for One Interface
1. Mark the Ifc8 instance to add to a service.

2. Select Ifc8Connect menu and choose Add to Service or right click marked Ifc8
instance and choose Add to Service.

The menu now offers the service the instance can be added to
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| !{j IFC8Control [IfcControl] - V8. (Administrator) = (m] X

| IfcConnect ~ IfcProcess ~ View = 7 « | SsiCert. Server/Client: -‘ -|

=[] 127.0.0.1:5101 (Senvice-M87POS-DEMOH MessLyl3 - — _ « @ = @ <= || DbAciion| Style:Debug - || HT24_Log XML |
M87POS - Oracle Micros 3700/8700/97
s Ifcl Main-V8.16.2.0(a)
| HT24 « TCP_S=5005.LOCAL IFC8Cantral <+ TCP=5102:LOCAL ~
| Modify Connection Link:End Comm:Off
. OILECLION QOME (Memory
| Add Connection usage 131-130MB)
Delete Connection -19 <MessLvl3>
| Hide Connection [TcpFoWsConnect. Init/15]
— done
Install as Service 191 | T <MessLv13> 1
Add to Service ’ IFCBNET-SERVICE (MTPOS-DEMO-HOTEL) | e S
Update all visible local Services (127.0.0.1:49380)
Get IFC2.Net (remote) Services:  » l Off-Sync
<MessLvll>
[IfcMain.CtrlComm Receive
dFunc/18]
(127.0.0.1:49380)
Successful login -
Remote conn. via v
I Domain="" User="kai"
Log(A2): C:\Fidelio\lfc8.Net\lfcApplication\_FKT_LOGO\HT2A\HT24_Log.XML (60 Monitems/0,01+0,08sec.) | Cfg:

3. Select the desired Service and a new form will open.

Verify IfcNetService settings X |
|

M87POS-DEMO-HOTEL

C:\Fidelio\lfc8.Net\lfcApplication\ FKT LOGO\HT24\HT24.xml

fcNetProcess parameters {use blank as separator):

4. Enter the optional start parameter as required

Verify IfcNetService settings X
|

M87POS-DEMO-HOTEL
C:\Fidelio\lfc8.NetlifeApplication\ FKT LOGOHT24\HT24.xml

fcNetProcess parameters {use blank as separator):

5. Click OK to confirm adding to service.
6. Press Cancel to go back.

7. After you click OK IfcControl adds the Ifc8 instance to the chosen Service.

ORACLE’
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[IfcControl] - V8. (Administrator) == =] X

| M iFcacontro
| HcConnect + IfcProcess ~ View = 7 = | SsiCert. Server/Client: | -i |

=~ 127.00.15101 (Service-M87POSDEMOH | ETTRNR] Prst NSRRI | MessLvi3 — _ « B - B <= | | DbAction| [Style: Debug - || HT24_Log XML ||

MB87POS - Oracle Micros 3700/8700/97

B 127.0.0.1:5102 (Service-M87POS-DEMO- TimeStamp Ifcl Pms1 Main-V8.16.2.0 (A)
&[] HT24 - ONITY / TESA HT22/HT24/HTZ HT24 & TOP S=5005L0CAL | OPERA &> TOP C=5001:L0CAL | IFCBControl > TCP=51021L0CAL [l
Link:End Comm:Off Link :End '

REMuLe COMmr. vid
Domain="" User="kai"
<MessLv13> |
[IfcMain.moStateTimer Ela |
psed/9] Garbage |
icollection done (memory
usage 129+129MB)

32T <MessLv13>
[1fcMain.moStateTimer Ela
psed/16] Garbage
collection done (memory ‘
usage 129-129MB)
[09.15/16:14:19 <MessLv13>
[IfcMain.mostateTimer Ela ‘
ipsed/16] Garbage
collection done (memory ¥ |
I a5aqe L2yl SORE) \

Log(A2): C:\Fidelio\lfc8.Net\lfcApplication\_FKT_LOGO\HT24\HT24_Log. XML (0 Monltems/0,01+0,00sec.) | Cfg:

Removing from Service

To remove an Ifc8 instance from an IfcService perform following steps:

1. Mark the Ifc8 instance to remove from service:

2. Select Ifc8Connect — Remove from Service or right-click the marked Ifc8 instance —
Remove from Service

IfcConnect ~| IfcProcess ~ Wiew ~ | SslCert. Server/Client  |fcConnect ~ IfcProcess ~ View ~ | SslCert. Server/Client:

SRR Hotel1) =[] 127.0.0.15101 (ServiceIFC8-Hotel1)
ace based on XML POS i X¥ML_POS - Generic Interface based on XML POS
8 b-talll

Start all Connections

Medify Connection Unknown e Start Connection

Add Connection Maedify Cennection

Delete Connection Add Connection

Remove from Service Delete Connection

Start Service | Remove from Service ‘
Close AlteX Start Service

T
After you click on this menu item, the Ifc8 instance will be removed from the Service.

lfcConnect = fcProcess = View = | SslCert. Server/Client:

=L 127.0.0.1:5101 (Service-IFC8-Hotel1)

5] ¥ML_POS - Generic Interface based on XML POS
0.0.1:5217
Unknown FcProcess

As there is no warning message, ensure to only click on Remove from Service.
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Displaying Service Status

IfcControl will display and icon showing the current Service Status.
It can display if the Ifc Service instance is started, stopped or paused.

Ifc Service status

Icon Description

| 2 Status Service started / running
[ | Status Service stopped

7] Status Service paused

The status icon is displayed at the end of the Ifc instance name
EI__| 127.0.0.1:5207 (Service-IFC3-Hetel 1 v}

— B i m same R

| 127.0.0.1:5207 (Service-IFC8-Hotel 1 m)

#NOTE:

Even the Ifc Service is in status started / running it does not mean that
the linked Ifc process is also started and running.

Starting IFC Service Instance

After installation of the Ifc service instance the user can now start the service via
IfcControl.

For starting or stopping the IFC8 service no IfcControl connection to the related Ifc8
instance is necessary.

1. Mark one Ifc instance of the IfcService to start.

2. Select IfcConnect menu option or right-click on the marked connection.
3. Select Start Service.

ORACLE
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Via IfcConnect

@ IFC8Control [IfcControl] - V8.

(Adn

IfeConnect ~+| IfcProcess = View =+ 7

Stop Connection

Start all Connections
Stop all Connections
Modify Connection
Add Connection
Delete Connection

Hide Connection

Remove from Service

Start Service

Update selected IfcService

Update all visible local Services

Get IFC8.Met (remote) Services: »

Advanced Configuration »

Close Alt+X
I

. Log(A2): C:\Fidelio\lfc8.Net\lfcApplication

The Service starts.

OR

Via Right Click

ﬂ IFC8Control [IfcControl] - V8.

(Administrator)

lfcConnect ~ IfcProcess = View = 7 =+ | SsiCert. Server/
[ 127.0.0.1:510 Modify Connection
- g:i (=g Add Connection
Delete Connection
Hide Connection
Remove from Service
Start Service
Update selected IfcService
Update all visible local Services
Get IFC8.Met (remote) Services: 3
[109.15/16:19:
|

L Log(A2): C:\Fidelio\lfc8.Net\IfcApplication\_FKT_LOGO\MBST\ME

Status can be checked in Windows Services list.

IFC8.NET-SERVICE (DEMO-HOTEL) Nam

Stop the service

EMOQ-HOTEL)

Stopping IFC Service

To stop a IFC8 service via IfcControl

1.
2.
3.

Mark the Ifc8 Service to stop.

Description

Starts Oracle Hospitality Property Interface as a service.

Status Startup Type

Select IfcConnect menu option or right-click on the marked connection.

Select Stop Service.

Log On As

Running  Manual ) Local Syste.. |

ORACLE’
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Via IfcConnect Via Right Click

. 3 FCaControl IfcContro Ve, — 3] IFcacontrol [ifcControl] - V8. (Administrator)
m} lfcProcess = View = 7 = IfcConnect - IfcProcess - View - 7 - SsiCert. Ser
Stop Connection E Stop Connection

Start all Connections i'l Modify Connection

Stop all Connections T2 Add Connection

Modify Connection Delete Connection

Add Connection Hide Connection

el onse chion Remove from Service

Hide Connection | Stop Service

Remove from Service StartUp IfcProcess
| Stop Service ShutDown IfcProcess

StartUp IfcProcess Update selected fcService

ShutDown IfcProcess Update all visible local Services

Update selected IfcService Get IFC8.Net (remote) Services: 3

Update all visible local Services S

Get IFC8.Net (remote) Services:  »

Advanced Configuration » EEEEEE——

Close Alt+X CF! Log(A2): C:\Fidelio\lfc8.Net\lfcApplication\_FKT_LOGO\MBS7

The Service will stop.
Status can be checked in Services list:
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Upgrading Services

Ifc8Control can upgrade local Services after a general IFC8 software Upgrade.

@ IFC8Control [IfcControl] - V. (Adn

lfcConnect ~| lfcProcess = View =«

Stop Connection

Start all Connections

Stop all Connections

Modify Connection
Add Connection
Delete Connection

Hide Connection

Remove from Service

Stop Service

StartUp IfcProcess

ShutDown IfcProcess

Update selected IfcService

Update all visible local Services

Get IFC8.Net (remote) Services: 3

Advanced Configuration »

Close Alt+X

Select the Update selected IfcService option for a Singular Service
or
Update all visible local services.

Then select the source bin to update from:
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@ Select the IfcB.Net-Service update source folder - (*.%) X
C:hFidelioWfc8. Net\lfc Service bin

=

SRECYCLE.BIN

Config Msi
Documents and Settings
Drivers

FcApplication
e Busi
FcCaonfig
FeControl
fclLogBrowser
fcService
- bin
[ Installed_Services
[ hgbu
- IFC_DEV

bir:

] | Diectory 0K Cancel

And Ifc8Control will update the service accordingly.

"
{ IFC8Control V8. X

Update:

"IFC8.NET-SERVICE_M87POS-DEMO-HOTEL" V8. 7=

V8. 3977

"|FCB.NET-SERVICE_M87POS-DEMO-HOTEL" V8. 7=

L% 1977

oK | Cancel

.r IFC8Control V& X

Update:
IFC8 NET-SERVICE_MB7POS-DEMO-HOTEL —~ done

oK Cancel

The Ifc8Control Program will then:

1. Stop The Service
2. Update the Service

3. Update the corresponding XML Configuration File

ORACLE’
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ORACLE

4. Restart the Service

In the case that one selects update all visible Services this will be done sequentially.

In other words, first service A, then Services B etc. So, to cause the least disruption
possible.

# NOTE:
Only Visible Services will be updated!

Visible is a local Service (This Machine) that is running.
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Creating New Interface from Ifc8Control

It is possible to create a new Interface from scratch out of the IfcControl Program.

Follow the following steps.

Adding Connection

g:] IFC8Control [IfcControl] - V8. (Administrator)

[ WfcConnect +| McProcess ~ View = 7 « | SsiCert, Server/Client:

Stop Connection E:

Start all Connections

Stop all Connections

N T

Modify Connection
Add Connection
Delete Connection

Hide Connection

Remove from
Stop Service
StartUp lfcProcess
ShutDown ifcProcess
Update selected ifcService

Update all visible local Services
Get IFC8.Net (remote) Services:  »

Advanced Configuration >

Close Alt+X

I\_FKT_LOGO\MBT\MB7POS_L

Defining the port to be used for communication.

M) IFcaControl [ifcControll - V8. (Administrator) = n x
licConnect ~ lfcProcess = View = 2 ~ | SsiCert.Server/Client: . =

= . 127.0.0.1:5101 (Service-M&7POS-DEMO-H [15.09.24 16:11:25.188 Main LinkAction authentication accepted
M87POS - Oradle Micros 3700/8700/97) [15.09.24 16:11:25 220 Main - Recewed data

B 15.09.24 161125238 Main Got Link State for Ifc1: CommOR
il 1z 0015102 B7POSDEMOH | 06,24 16:11:25.253 Main - Go Link State for Pros?: CommOft

4] HT24 - ONITY / TESA HT22/HT24/HT2 45 09 24 16:11:25.767 Main - Q-Handler. GetNextEntry(;: RequesiLinkAiive / RequestLinkAlive | | Received_Reply/
| 15.09.24 16:11:25.781 Main - Recened reply: RequesiLinkAlve

Unknown lfcProcess 15.09.24 16.11.25.796 Main  © Request finished: RequestLinkAlve
15.09.24 161755523 Meim - FC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state

15.09.24 16:17:55 523 Main - FCB.NET-SERVICE (M87POS-DEMO-HOTEL) svent new state
15.09.24 16:18:00.601 Main  : IFCB8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state
15.09.24 16:18:00.615 Main |FC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state
150924 16:18:05731 Main - IFC8.NET-SERVICE (MB7POS-DEMO-HOTEL) svent: naw stats
150924 16:18:05 736 Main - [FC3 NET-SERVICE (MB7POS-DEMO-HOTEL) svent: new stats
15.08.24 16:23:13 773 Main - [FC3.NET-SERVICE (MB7POS-DEMO-HOTEL) event: new state
15.08.24 16:23:14 971 Main - IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) svent: new stata
150824 2133.06 263 Main - FC3.NET-SERVICE (M87POS-DEMO-HOTEL) svent new state
15.09.24 21:33:06 270 Main - [FC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new siate

15.09.24 21:33:10.003 Main IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = "Stopped”
15.09.24 21:33:11.200 Main IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event. new state = *Stopped"”
15.09.24 21:33:11.283 Main : Ermor updating IfcNetService: Cannot stop '|FC8 NET-SERVICE_M87POS-DEMO-H
15.09.24 21:33:29.249 Man IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = *Running”
15.09.24 21:33:29.285 Main IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state
15.09.24 21:33:39.028 Main : IFC8.NET-SERVICE (ME?F‘DBDEMOHUTEL) event new state
15.09.24 21:33:39.034 Main : IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = *Running" |
.|
| tog: | crg: |

Once confirmed a new selection is available in the drop-down menu for IfcConnect.
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Installing new IfcProcess as Service

gi] IFC8Control [IfcControl] - V8. (Administrator)

IfcConnect ~| IfcProcess ~ View + 7 ~ | SsiCert. Server/Client: . L

Start Connection
Start all Connections
Stop all Connections
Madify Connection
Add Connection
Delete Connection

Hide Connection

[x i = A

Install new IfcProcess as Service

Add new IfcProcess to Service
Update all visible local Services
Get IFC8.Net (remote) Services:

15,09.24 16:11:25.188 Main
15.08.24 16:11:25.220 Main
15.09.24 16:11:25.238 Main
15.09.24 16:11:25.253 Main
15.09.24 16:11:25.767 Man
15.09.24 16:11:25.781 Main
15.09.24 16:11:25.796 Main
15.09.24 16:17:55.523 Main
15.09.24 16:17:55.523 Main
15.09.24 16:18:00.601 Main
15.09.24 16:18:00.615 Main
15.09.24 16:18:05.731 Main
15.08.24 16:18:05.736 Main
15.09.24 16:23:13.773 Main
15.08.24 16:23:14 871 Main
15.09.24 21:33:06.269 Main
15.09.24 21:33:06.270 Main
15,09.24 21:33:10.003 Main
15.09.24 21:33:11.200 Main

15.09.24 21:33:11.283 Main

< LinkAction authentication accepted

: Received data
Got LinkState for lfc1: CommOff
Got Link State for Pms1: CommOff

- Q-Handler GetNextEntry() RequestLinkAlve / RequestLinkAlve / | Received_Reply /
Received reply: RequestLinkAlive
Request finished: RequestLinkAlive
IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) avent: new state = "Running"

: IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = "Start Pending”
IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = "Stop Pending”

: IFC8.NET-SERVICE (MB7POS-DEMO-HOTEL) event: new state = "Stop Pending”
IFC8. NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = " Stopped"
IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state =" ped”
IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = "Running"

: IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = "Running"
IFC8. NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = "Running"
IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) avent: new state = "Running”
IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = " Stopped”
IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event: new state = " Stopped”

: - Error updating IlfcNetService: Cannot stop 'IFC8 NET-SERVICE_ M87POS-DEMO-H
Advanced Configuration 150924 213329249 Main - IFCB NET-SERVICE (MB7POS-DEMO-HOTEL) event: new state = *Running”
= T 15.09.2421:33:29.285 Main IFCB.NET-SERVICE (MB7POS-DEMO-HOTEL) event: new state ="Running”
o 150924 21:33:39.028 Main - IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event: new state =*Running"
15.09.2421:33:39.034 Main - IFC8.NET-SERVICE (MB7POS-DEMO-HOTEL) event: new stats = *Running”
I |
Log: | Cfg: |

Once selected the service Installation source folder needs to be selected.

Eﬂ Select the Ifc8.Met-5ervice installation source folder - (* *) >

C:\Fidelio*fic8 Net\fcService bin

Boot
Config.Msi

Drivers
ESD
Fidelio
IFC8

Documents and Settings

FcB. Met
lfcApplication
lfcBusi
lfeConfig
feContral
lfcLogBroy ser
lfcService:
bin
Installed_Services

[ hgbu
- IFC_DEV
- IFC_KM v

bin:

‘ OK ||Canc:el|

Directory

By default, this would be the bin folder.
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Next the Service destination folder is defined.

@ Create/Select a [fc8.Met-Service destination folder - (*.%) =

C:\Fidelio“fie8 Net'fcService Installed_Services

£k Fidelio A
- IFCe

B~ FeBNet

; feApplication

ficBusi

fcCorfig

feControl

fclLogBrowser

ffcService

Bl Installed_Services

DEMGC_HOTEL
Ma7
Test
TLP
[ hgbu
B IFC_DEV
B~ IFC_KM
[ IFC TOOLS ~
Installed_Service
Directory Make New Folder OK Cancel

This can be any folder you choose. Using the “Make New Folder” one can define the
location and tree structure as one wishes. In this example an Installed Services directory
was created containing folder for each individual service.

Verifying Ifc Service Settings

After creating / selecting the folder you wish to use a settings verification page will appear

Verify fcMetService settings X

eNet Service ServicelD (ho whit or special cf
J |
S ——r

Define a new FcNetProcess Corfigmi file:
|C:\Fidelioic8.Net \fcConfig\fc BNetCorfig_1 Xl |

cNet Process (use spaces as ator): 1
|"+CIICP:B'IDZFI:FIASIFP:OPERNCS lfc8 Net-Cert Serv pfx:[PASSWORDJCC: e 8. Net-CerClien crt” | |

I

Cancel OK
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Service ID: Used to identify the Service (Usually the FKT LOGO) default is the folder
name selected previously.

The file name for the xml file that will be saved.
Parameters:  CP:The port to communicated on. (IfcControl to Service) (Required)
FI: Interface Object Parser (Default is FIAS) (Required)
Cs: Server Certificate name with password inclosed in [ ] (Optional)

CC: Client Certificate name (Optional)

Adjust or remove the optional defaults as required, see example below the select OK.

Verify [fcNetService settings *

licMetService ServicelD {no whitespaces or special characters):
[TLAl |

Define a new ficNetProcess ConfigXml file:
|C:\Fidelio'\FcB Net'icCanfig fcBNetCarig_4 Xml |

cMetProcess parameters {use spaces as separator):
["+CICP:5103FI:FIASIFP-OPERA" |

Cancel 0K

#NOTE:
Parameters are separated by the pipe symbol “ | ”

(17

The parameter line / variables are enclosed by quotation marks
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Completing the Installation

Once completed the new connection / Interface will be listed like this.

fg:] IFC8Control [IfcControl] - V8.

‘ IfcConnect ~ [fcProcess - View ~ 7

~- [ 127.0.0.1:5101 (Servios- MB7TPOS-DEMO-H
|+ ] M87POS - Orade Micros 3700/8700/97
= [l 127.0.0.1:5102 (Servios M87POS-DEMOH

+ J3] HT24 - ONITY / TESA HT22/HT24/HT2

(Administrator)

SslCert. Server/Client:

15.09.24 16:11:25.188 Main
15.09.24 1°_ . "~ "7

+ LinkAction authentication accepted

1509.24 1 SSL certificate info for secure socket communication |

15.09.24 16:11:25 253 Main
15.09.24 16:11:25.767 Main
15.09.24 16:11:25.781 Main
15.09.24 16:11:25.796 Main
15.09.24 16:17:55.523 Main
15.09.24 16:17.55.523 Main
15.09.24 16:18:00.601 Main
15.09.24 16:18:00.615 Main
15.09.24 16:18:05.731 Main
15.09.24 16:18:05.736 Main
15.09.24 16:23:13.773 Main
15.09.24 16:23:14.971 Main
15.09.24 21:33:06 269 Main
15.09.24 21:33:06.270 Main
15.09.24 21:33:10.003 Main
15.09.24 21:33:11.200 Main

: Got Link State for Prs1: CommOff

: QHandler.GetNextEntry(;: RequestLinkAlive / RequestLinkAlive / / Received_Reply /

Received roply: RequestLinkAive
Request finished: RequestLinkAlive
: IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event

: IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event.

IFC8 NET-SERVICE (M87POS-DEMO-HOTEL ) event:

: IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event:

: IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event:

. IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) svent:

IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event:

: [FC8 NET-SERVICE (M87POS-DEMO-HOTEL) event:

: IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) avent:

: IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event:

IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event:
: IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) svent

new state = *Running"

new stats = *Running"
new state =" Running”
new state = "Stopped"

new state =" r

3 Stoppe
15.09.24 21:33:11.283 Main © Error updating IfcNetService: Cannot stop ‘IFC8.NET-SERVICE _M87POS-DEMO-H

15.09.24 21:33:29.249 Main
15.09.24 21:33:29 285 Main
15.09.24 21:33:35.028 Main
15.09.24 21:33:39.034 Main

: IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event:

IFC8 NET-SERVICE (M87POS-DEMO-HOTEL) event:

: IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event:
: IFC8.NET-SERVICE (M87POS-DEMO-HOTEL) event:

new state =" Running"
new state = "Running"
new state ="Running"
new state = "Running"

Now proceed to start the service and then the connection.

Access to configuration is now available and one can complete any configuration options

that are required.
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Menu Options

The IfcControl application has following Menu options:

gﬁ] IFC8Control [IfcControl] - V8. (Administrator) — (m]
lfcConnect ~ HcProcess ~ View - ? - | SslCert. Server/Client: -

Menu Option Description Notes

IfcConnect Options for IfcControl handling

IfcProcess Options for IFC8 instance

action
View Show About / Monitoring
? Query Menu

Ssl Cert. Server/Client

IfcConnect

Available Options

Set local certificate to use

Required for connections fro
IfcControl on remote PC

m

Menu Option

Description

Notes

Start Connection

Stop Connection

Start all Connections
Stop All Connections

Modify Connection

Add Connection

Delete Connection

ORACLE

Start connection to marked
Ifc8 instance

Stop connection to marked
Ifc8 instance

Start connection to all listed
Ifc8 instances

Stop specific connection to
marked Ifc8 instance
Modify connection settings

Add new Connection to
IFC8.Net instance
Remove Ifc8 Instance or
service from IfcControl

Available if connection is
Stopped

Available if connection is
Started

Change IP address, IP port

Not available for listed Ifc8.Net

services

Modification is only possible

when IfcControl is NOT
connected to this instance
and Ifc instance is not
assigned to an IfcService
instance
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Hide Connection
Install as Service

Uninstall Service

Add to Service

Update Selected Service

Update All Visible Services

Get Ifc8.Net (remote) services:

Advanced Configuration
Start Service
Stop Service

Close

#NOTE:

Hide specific connection which
shall not be displayed in this
IfcControl instance

Install a non-service Ifc8.Net
instance as a service.

Uninstall existing Service

Add a non-Service Ifc8.Net
instance to existing Ifc8.Net
service.

Allow updating IfcService files
to related sub folder.

Update All Ifc8.Net Services
on this Machine

Add Service Configuration
from remote Machine to
IfcControl instance

Access to Adv. Configuration
sub-menu

Start Ifc8.Net Service

Stop Ifc8.Net Service

Close Ifc8Control

The menu options display dynamically.

Only available if service not
already installed.

Only available if service is
installed

Only available when Service is
stopped

Only available for instances
installed as service

See Adv. Configuration Sub-
Menu description

Only available for instances
installed as service

Only available for instances
installed as service

All connections will be stopped

This means one will only be offered the menu options possible at any specific

time.

This means:

Un-install service is only available if a Service is installed.

Start Connection is only available if the connection is stopped.
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Advanced Configuration Sub-Menu

Menu Option

Description

Notes

Create Certificate

Refresh Encryption

Check Registry Access

IFC Process

View

ORACLE

Available options

Ability to create a self-signed
Certificate
Refresh Encryption

Check User has necessary
rights to access registry.

See Working with Certificates

Refresh the key used to
secure the Passwords in the
configuration.

Needed for Security features.

Menu Option

Description

Notes

Re-init

Configuration

Enable / Disable Config Mode
(Stop Ifc)

Collect Logs

Simulation

Database Swap

Available options

Let Ifc8.Net reinitialize its’
connections

Access the Ifc8.Net instance
Configuration editor
Set/Release Ifc8.Net instance
Config Mode

Collects a complete set of
Logs.

Open Simulation form for this
specific Ifc8.Net instance
Start Database
Resynchronization

Menu Option

Description

Show Logbrowser

Show Ifc8Control log

Show Hidden IfcConnects

Enable or disable
IfcLogBrowser view

Enable or disable internal
IfcControl log monitor

Enable or disable display of
hidden Ifc Connects

Dynamic menu option

A complete set of logs will be
created end stored as a zip file
in the ifc directory where the
xml resides.

Needs user authentication
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About

Available options

Company Application notes
/ Disclaimer

Menu Option

Description

About

Help

SSL Cert. Server/Client

Company Application notes
/ Disclaimer

Displays URL'’S for support
and complete Ifc8.Net

documentation (All Modules)

Option to allow connection between Ifc8Control and Ifc8.Net instances via valid SSL

certificate only.

Would allow connection of IfcControl from remote PC.

Menu Option

Description

Notes

LOV Box 1
LOV Box 2

ORACLE

Chose Server certificate

Chose client certificate

Enter path of .crt certificate

Enter path of .pfx ertificate
(requires password)



Working with Ifc8Control Form

Understanding Ifc8Control Connections

To get information about the status of the IFC instance IfcControl must have a connection
to the related Ifc instance.

This will be defined by adding the connection, enter the connection IP Address and the
Port as of Ifc instance Configuration.

Start Connection to let IfcControl connect to the Ifc instance.

The LED's in the tree menu show the status of the Connection of IfcControl to Ifc
instance respective, when Connection is established, also the link status of each Ifc
instance defined.

M ifcControl[ifcContral] - V8. (Administrator)

eConnect - McProcess - View - | SsiCert. Server/Client:

Icon showang the status of the Serace.
1270015101 (Senvice-M37-DEMO-HOTEL ) "'_ STOFPED ANNG
: 0SSP F0S Smphory - Orad

Log: C:\Fidelio\lfcB Net\fcApplication\_FKT LOGO\MET\

Ifc Control Connection status

Icon Colour Description Notes

= Grey Not connected Connection stopped
| Yellow Awaiting connection

B creen Connection established
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Ifc instance link status

Icon Colour Description Notes

M Red Not connected LinkEnd mode
" Yellow Awaiting connection LinkStart mode
| Orange Not connected + Comm Async Link End mode
M Green Link established LinkAlive mode

Without IfcControl connection to the Ifc instance, no Ifc status information is available.

Ifc Service status

Icon Description
> Status Service started / running
[} Status Service stopped
T Status Service paused
# NOTE:

Even the Ifc Service is in status started / running it does not mean that the
linked Ifc process is also started and running.

Status Examples

Example 1

lfcConnect = IfcProcess = View - | SsiCert. Server/Client:

=~ | 127.0.0.1:5214 (Service-Hotel 1Payment +)

. B XML_POS - Generic Interface based on XML POS
127.0.0.1:5225 (Service-Hotel 1Payment +)

_'_$ XML_OPI - Oracle Payment Interface
127.0.0.1:5207 (Service-IFC8-Hotel1 v)

_'_% TLP_VCP Vingecard YisiOnline Simulation

= 127.0.0.1:5217 (Service-IFC8-Hotel 1 +)

----- File DTW - DeTeWe TMS

When starting IfcControl tool all defined connections will be shown, but without current Ifc
link status.
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Example 2

IfcConnect = IfcProcess = View ~ | SslCert. Server/Client:

B 127.0.0.1:5214 (Service-Hotel 1 Payment »)

(&j XML_POS - Generic Interface based on XML POS
127.0.0.1:5225 (Service-Hotel 1Payment »)

4§ *ML_OP! - Oracle Payment Interface

. e
-l

é---. 127.0.0.1:5217 {Service-IFCB-Hotel 1 +)
=~ DTW - DeTeWe TMS
el

The first Connection does not show any Ifc status information as IfcControl has not
connected with this Ifc instance.

IfcControl has connection to the other three instances, two of them are properly initialized
with the vendor system, one has no connection with the vendor system.

Example 3

lfcConnect - IfcProcess = View - | SsiCert. Server/Client:

=l 127.0.0.1:5214 (Service-Hotel 1Payment )

BQ XML_POS - Generic Interface based on XML POS

; el

| Pms1

=l 127.0.0.1:5225 (Service-Hotel 1Payment )

=-§§ XML_OPI - Oracle Paymert Interface

e

Pms1

=l 127.0.0.1:5207 (Service-IFC8-Hotel1 »)

=, TLP_VCP Vingcard VisiOnline Simulation

e

. Pms1

=l 127.0.0.1:5217 (Service-IFC8-Hotel1 »)
=&k DTW - DeTeWe TMS

. e

i | Pmsi

IfcControl has connection to all defined Ifc instances.
The first and the last Ifc instance are not connected with the vendor, thus show the red
and yellow link status.

The second and third Ifc instance are properly connected with the vendor system and the
PMS.
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Example 4

[feConnect » KfcProcess ~ View ~ | SslCert. Server/Client:

E—J. 127.0.0.1:5225 (Service-Hotel 1Payment +)
=-§§ XML_OP! - Oracle Payment Interface

el

L Pmsl

-l 127.0.0.1:5207 (Service-FCB-Hatel1 +)

=8, TLP_VCP Vingeard VisiCnline Simulation
: e

Pms1

-l 127.0.0.1:5217 (Service-FCB-Hotel1 +)
=& DTW - DeTeWe TMS

. Pms1

IfcControl has connection to all defined Ifc instances.

All Ifc instances are properly connected with the vendor system and the PMS.

Connecting to an IFC Instance

Start Connection

To start to connect to a specific IFC8 instance select the IfcConnect Menu or right-click

on the IP address of the connection and then select Start Connection

At very first connection after creation of a connection authentication is required by

entering the local Windows user (user of IFC PC) credentials.

IfcConnect ~ IfcProcess ~ View - | SslCert. Server/Client: ‘ -

08.08.19 10:25:05.194 Main Added to queue: Link Start Request

08.08.19 10:25:05.744 Main Send request: Request Link Start
08.08.19 10:29:05.756 Main SendData - Daten gesendet (150 Bytes)

08.08.19 10:25:05.905 Main Received data

=] 127.0.0.1:5101 02.08.19 10:29.05.153 Main [127.0.0.1:5101)Comm status changed: Port_Closed — Port_Not_Connected
gﬂ fFeControl connect 08.08.19 10:25:05.183 Main Try to connect to IP-Adress: 127.0.0.1:5101

08.08.19 10:29:05.189 Main [127.0.0.1:5101)Comm status changed: Port_Not_Connected — Port_Open
08.08.19 10:29.05.740 Main G-Handler GetNextEntry(): RequestLink Start / RequestLinkStart / / To_Be_Processed /

08.08.19 10:29:05.760 Main Q-Handler GetMextEntry(): RequestLink Start / RequestLink Start / / Wait_For_Reply /
08.08.19 10:29.06.191 Main Q-Handler. GetNextEntry(): RequestLink Start # RequestLink Start /# / Received_Reply /
B, et pambu Rac st ink Gtad

08.08.19 10:29:06.193 Main
02.08.19 10:29.06.196 Main | M3 cati

e 02000 1o Mol ] Authentication by Win user X
02.08.19 10:29.12.409 Main

08.08.19 10:29:17 835 Main Send request: RequestLink Start
08.08.19 10:29:17.841 Main SendData - Daten gesendet (150 Bytes)

08.08.13 10:28:17.977 Main Received data

Authenticate with local Windows user.

ORACLE’

08.08.19 10:29:12.413 Main lser Name I:l [Connected

08.08.19 10:29:12.417 Main

08.02.19 1029.12427 Main | Win Domain R

08.08.19 10:29:12.443 Main

02.08.19 10:29:12424 Main |  Password l:l

08.08.19 10:29:17.283 Main _Connected

08.08.19 10:29:17.303 Main

08.08.19 10:28:17.309 Main Login Port_Open

08.08.19 10:29:17.316 Main

08.08.19 10:25:17.830 Main G-Handler GetNextErtry(): RequestlinkStart 7 RequestlinkStart / / To_Be_Processed /
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ﬂ Authentication by Win user *

Login

When connection to Ifc8 instance via defined port is successful then the 1fc8 monitoring
will appear showing current communication and status

[ McControliMeControl] - VB (Administrator) = 5

HeConnect = HeProcess = View = | SalCert. Server/Chient:

OPERA = TCP_C-5501 LOCA

=l 1270015102 (Service- TLP-DEMO-HOTEL m)
N TLP - Timelox PMS Phus Doordocking Sysem - Asse
e
Pral
Pms2

<Messlvld>
[IfcMain.moStaceTimer E1
speed/1l] Garbage
collection done (Bemary
usage 117-117TMB)

108, 09/05: 571251 Mesalvli>
[IfeMain.moStaceTimer E1

< >

1 i <Messlvli>
LoglAZ): Cr\Fidelic) HcB Net\fcApplication), FKT LOGOVMATUTC Log WML (0 Monltemns/0.01+-0.0%ec)  Cfg: CAFidefic\fcB Met\fcApplication’, FKT LOGOWMET\MET.xmi |

Also, on the left side in the connection tree following happens:
1. The Name of the Ifc8 instance will be shown
2. The IFC and PMS objects will be shown

3. The instance icon and the IFC object icons will be red, yellow or green colored
depending on the Ifc8 instance link status.

@ IfcControl[lfcControl] - V8. (Administrator)

IfcConnect + IfcProcess + View »  SslCert. Server/Client:

) . 127.0.0.1:5101 (Service-M87-DEMO-HOTEL ») ‘
Q M87POS_SPH - Oracle MICROS Simphony - Orac

Ifc instance link status

Icon Colour Description Notes

M Red Not connected LinkEnd mode
~ | Yellow Awaiting connection LinkStart mode
| Orange Not connected + Comm Async LinkEnd mode
M Green Link established LinkAlive mode

When the PMS and the vendor system are properly connected to IFC8 the status icons in
IfcControl will become green and the monitoring status shows proper connection.
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[ McControteContral] - V. (Administrator) — R 8
HeConnect = WecProcess = View = SsiCert. Serves/Chent:

~ B => Bl<=  DbAction] [Sile Debug - [[] MontorReiesh £ By TLP Log i |

Main-V8.15
EcControl = T

= [l 1270015101 (Service MET-DEMO-HOTEL =)
=) METPOS_SPH - Oracle MICROS Simphony - Orack

[TfcObject. ChangelinkSta
o e te/S1] Starc-Alive

105.235/26:00:441 <Meaalvid>
[1feCbjece.ChangelinkSta
te/0] Stazt-Alive

ChangelinkSta
Talive

LoglA2): C:\Fidelic\IfcB.Net\IfcApplication’ FKT LOGO\MBTVTC Log XML {0 Monktems/0.02+0.00sec) | Chg: C:\Fidefio\ificd Nef\ifcApplication FKT LOGONMET\MET xml

Remember that the status of the Ifc instance on the left side of the IfcControl form will
only show when IfcControl relates to the 1fc8 instance it relates to.

The Ifc8 instance monitoring is always present, even IfcControl has no connection to the
Ifc8 instance.

Stopping Connection

While the IfcControl has established connection to the IFC8 instance it is not possible to
modify or delete a connection configuration.

In case of necessary changes first stop the connection with the instance.

For this select the IfcConnect menu or right-click on the connection to stop and then
select Stop Connection.

Stop Connection only means that the Connection of IfcControl with the IFC8 instance
will be stopped/closed. The IFC8 instance itself will remain in its connection status with
PMS / vendor.

B eControlffeControl) - VB (Administrator) COMNECTION STOPPED! _ G ¥

[CeszMainServ.Culhangele
==State/29)
(227.0.0.1:83281)

CONMECTION RUNNING!

T nect.Clienthe
ceiveData/29]
(127.0.0.1:63351)

Thresd "ICP_FoServ_Clien
TReceivelata
[127.0.0.1:63281]" i3
< 3 finished

LoalA2): C:Fidekiolifcd MefiifcApolicaion’ FKT LOGOAMETUTC Loa XML i0 Monitems/0.02+0.00sec) | Cla: C:\Fideic\ifc&Nes\ificAoolication’. FKT LOGO\MBT\METxmli
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Starting and Stopping Individual Interfaces

Starting Individual Interface

To start individual interfaces, mark the Interface and through the Ifc Connect menu select
StartUp IfcProcess or right-click on the Interface and select Start IfcProcess.

Via IfcConnect

‘ ﬂ IFC8Control [IfcControl] - V&, (Administratar)

lfcConnect ~ IfcProcess + View = 7 =~ | SsiCert. Ser

1] 127.0.0.1:5103 (Service-lfcService m)

Unknown IfcProcess
:7 00 15404 (e hOgDAS MG

Stop Connection

Modify Connection

Add Connection

| Delete Connection
Hide Connection OR
Remove from Service

Stop Service

StartUp IfcProcess |

ShutDown ifcProcess

Update selected fcService
Update all visible local Services

Get IFC8.Net (remote) Services: »

Log(A2): C:\Fidelio\Ifc8.Net\IfcApplication\_FKT_LOGO\M&7

Via Right Click

g:] IFC8Contral [IfcControl] - V8. (Administrator)

fcConnect ~ IfcProcess ~ View ~ 7 ~ | SslCert.S

g 127.0.0.1:5103 (Service-IfcService m) ‘ [ et -]

F93] Unknown IfcProcess

. Ll 0 Stop Connection

.
i3] M

.04 Modify Connection
4“ HT:

O Add Connection
Delete Connection
Hide Connection
Remove from Service
Stop Service
StartUp lfcProcess

ShutDown HfcProcess

Update selected IfcService
Update all visible local Services

Get IFC8.Net (remote) Services: 3

Loa(A2): C:\Fidelio\lfc8.Net\IfcApplication\, FKT LOGO\M:
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Stopping Individual Interface

To stop individual interfaces, mark the Interface and via the IfcConnect menu select

ShutDown IfcProcess or right-click on the Interface and select ShutDown IfcProcess.

-
ﬂ IFC8Control [IfcControl] - V8.

Stop Connection
Start all Connections
Stop all Connections
Modify Connection

Add Connection

Delete Connection
Hide Connection
Remove from Service
Stop Service

StartUp IfcProcess

(Admini

| WcConnect | KcProcess - View = 7 =

2|

ShutDown IfcProcess

Update selected IfcService
Update all visible local Services

Get IFC8.Net (remote) Services:
Advanced Configuration

Close Alt+

h_F

OR

g;] IFC8Control [IfcControl] - V8. (Administrator)

fcConnect = IfcProcess ~ View » 7 ~  SsiCert. St

L ]

8
127.0.0 Modify Connection
ERUETE | addConnection

Delete Connection

Hide Connection

Remove from Service
Stop Service

StartUp IfcProcess
ShutDown IfcProcess
Update selected lfcService

Update all visible local Services
Get I[FC8.Net (remote) Services: »

LoglA2): C:\Fidelio\lfc8.Net\IfcApplication\ FKT_LOGO\ME
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Starting and Stopping Individual Remote

Interfaces

#NOTE:

Socket Layer).

Starting Individual Remote Interface

To execute this remotely the Connection must be secured by SSL (Secure

To stop individual interfaces, mark the Interface and via the IfcConnect menu select
Startup IfcProcess or right-click on the Interface and select Startup IfcProcess.

Via IfcConnect

2] IFcacantrol [IfcContral] - V8.

(Administrator)

ifcConnect - IfcProcess ~ View = 7 ~ | SsiCert. Server/Client
= 127.0.0.1:5103 (Servics-HfcSenvice m) B Pos1 @M
] Unknown IfcProcess
[ 127.0.0.1:5101 (Se
o z
- B Ma7ros -Orad | Stop Connection
1 127.0.0.1:5102 (Sel Modify Connection
+ ) HT24 - ONITY |

Add Connection
elete Connection

Hide Connection

Remove from Service

Stop Service

StartUp IfcProcess

ShutDown IfcProcess

Update selected IfcService

Update all visible local Services

Get IFC8.Net (remote) Services: »

T ——TF
Log(A2): C:\Fidelio\lfc8.Net\lfcApplication\ FKT_LOGO\MET\ME7POS

Stopping Individual Remote Interface

OR

Via Right Click
] iFcacontrol lifcControl] - V8. (Administrator)
ifcConnect ~ IfcProcess » View » 7 »  SsiCert. Server/Cl
+ [ 127.0.0.1:5103 (Senvice-ifcSenvice #) | Prst
H3] Unknown lfcProcess l .
B 127.0.0.1:5101 (Ranicadigzononty |
| UK Ms7pos-o[v/| Stop Connection
I 127.0.0.1:5102 Madiy Corinection
+ 3] Hr24 - ONIT)

Add Connection
Delete Connection
Hide Connection
Ranove Hotn Service
Stop Service

[ StartUp IfcProcess
ShutDown IfcProcess

Update selected IfcService
Update all visible local Services

Get IFC8.Net (remote) Services:  »

{

Log(A2): C:\Fidelio\lfc8.Net\IfcApplication\_FKT_LOGO\MET\MET}

To stop individual interfaces, mark the Interface and via the IfcConnect menu select

ShutDown IfcProcess or right-click on the Interface and select ShutDown IfcProcess.

Via IfcConnect

ORACLE’
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Hi] IfcControl[ifcControl] - V8, (Administrator) -
!-] HeControl[ifcControl] - V8, (Administrator)

HeConnect = IfcProcess ~ View = | SsiCert. Server/Client:

lfcConnect v] IfcProcess « View =  SsiCert. Server/Client:

] stop Connection I (| & Il 1270015101 (Service M87 =) Gt |
Start all Connections - Orack =) & METPOS_SPH - Oracle MICROS Simphony - Orack
Stop all Connections g
Meodify Connection
Add Connection S |
Delete Connection System - Ass 2 Stop Connection
x : Modify Connection
Hide Connection :
Add Connection
Remove from Service Delete Connection
Stop Service Hide Connection
StartUp HeProcess Remove from Service
ShutDown IfcProcess Stop Service
Check for update fcSenvice StartUp WeProcess
Get IFCE.Net (remote) Services:  » | ShutDown IfcProcess |
: - < Check for update icService
Advanced Configuration 3 - Log: C:\Fidelio\ca.Ne Get IFC8.Net (remote) Services:  »
3 —= ceoConmiguration |
C1|.c'|‘s-e Alts X T LOGOVHT20 Create certificate

Starting and Stopping Services

Starting Service

To stop individual interfaces, mark the Interface and via the IfcConnect menu select Start
Service or right-click on the Interface and select Start Service

Via IfcConnect Via Right Click menu
] iFcacontrol [ifcControl] - V8. (Adm | M8 Frcacontrol IfcCantrol] - V8, (Administrator)
HcConnect =| WcProcess = View = 1 HcConnect =  WcProcess » View = 7 = | SsiCert. Ser
Start Connection - - - Ll =
— [ 127.0.0.1:5103 (Servce-HicSenvics =) I -
Start all Connections 73] Pl ¢
Step all Connections = 7 - 18101 Senice iz m m‘i'
b
Modify Connection =l 127009 ]
Modify Connection
Add Connection + M Hr24 o e

Add Connection

Delete C cti
e Connection OR Delete Connection

Hide Connection
Hide Connection

Remove from Service
Start Service
Update selected HeService

Remove from Service
] [ Start Service |
Update selected fcService
Update all visible local Services
Get IFCB.Net ([remote) Services: 3

Update all visible local Services
Get IFC2.Met (remote) Services: »

Advanced Configuration »

Cloze Al+ X

. Logz C:\Fidelio\Ifc8.Net\IfcApplication’,_FK Log: C:\Fidelio\c8.Net\HcApplication\_FKT_LOGO\MEBT\ME
Stopping Service

To stop individual interfaces, mark the Interface and via the IfcConnect menu select Stop
Service or right-click on the Interface and select Stop Service.

Via IfcConnect Via Right Click menu
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!;] IFC8Control [IfcControl] - V8. (Adm

lficConnect ~| IfcProcess ~ View ~ 7
Stop Connection
Start all Connections
Stop all Connections
Modify Connection
Add Connection
Delete Connection

Hide Connection

Remove from Service

OR

Stop Service

StartUp IfcProcess

ShutDown IfcProcess

Update selected IfcService

Update all visible local Services

Get IFCB.Net (remote) Services:  »

Advanced Configuration 3

Close

Alt+X

Starting Remote Service

[ [:] IFC8Control [IfcControl] - V8."

IfcConnect ~ [IfcProcess ~ View - 7 -

[ = I 127.00.1:5103 (Service-lfcService m)
- [] Unknown lfcProcess

(Administrator)

SsiCert. Sen

Modify Connection
Add Connection
Delete Connection

Hide Connection

Remove from Service

Stop Service

StartUp IfcProcess

ShutDown IfcProcess

Update selected IfcService

Update all visible local Services

Get IFC8.Net (remote) Services: »

Log(A2): C:\Fidelio\lfc8.Net\IfcApplication\_FKT_LOGO\HT24

To stop individual interfaces, mark the Interface and via the IfcConnect menu select Start
Service or right-click on the Interface and select Stop Service.

_ Via IfcConnect
M3 ifcControlflfcCantral] - V8,

| IfeConnect «| IfcProcess « View v | SsiCen, Server/Client: |C:\Fidelio\|

| Stop Connection

Adrministrator)

Via Right Click menu

3] ifeControl[ifcControl] - V&

(Administrator)

lfeConnect + IfcProcess « View = | SsiCert. Server/Client: |C:\FideliohfeB.Net\feControl\|

Start all Connections fohany - Oracle

Stop all Connections System - Assafbloy
Modify Connection -[FCBWF Om
Add Connection

Delete Connection

Hide Connection

Remove from Service -[FCEWFI Om
Start Service

Get IFCE.Net (remote) Services:  »

Advanced Configuration ) [HFCENE nm
Close AltsX

#NOTE:

Stopping Remote Service

Log: “\wfivm05590.us.oracle.comific8.Net\FKT\SIM-POStoSIM\LOG\SI

- Il 127.0.0.1:5101 {Service-M87 =)

-l 1270015102 Sendce 87 )

& . whivn
SIM - Intemal IFC Simulation

lus orache co

el

Pms1
E-J)] whvml  us.oracle com:5103 (Senvice-l
-[;] SIM - Intemnal IFC Simulation
el
Pmal
e T s oracle com 5104 (Service |
# u S5IM - Intemal IFC Simulation

‘ ME7POS_SPH - Oracle MICROS Simphony - Oracle

# '& TLP - Timelox PMS Plus Doodocking System - Assafbloy
1.oracle com: 5101 (Senvice IFCHL m)

;
(% Hcl % Pms

TimeStamp

Modify Connection
Add Connection
Delete Connection

Hide Connection

Remove from Service

Start Service

Get IFC8.Net (remote) Services:  »

Create certificate

Log: \\wfivm05590.us.oracle.comifcB.Net\FKT\SIM-POStoSIM\LOG\SIM_Log.XML (28 Mo

The ability to Start / Stop a remote service is controlled by the Windows
domain user rights. This must be allocated to the user who wishes to do this.
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To stop individual interfaces, mark the Interface and via the IfcConnect menu select Stop
Service or right-click on the Interface and select Stop Service.

] ifcControl[lfcControl] - VB. (Administrator) ] tfcControl[ifcControl] - Vs, (Administrator)

lfcConnect ~| fcProcess ~ View - | SslCert. Server/Client: | C:\Fideliohl
Stop Connection

Start all Connections

lfeConnect = IfcProcess »~ View - | SslCert. Server/Client: | T\ FideliohIf

127.0.0.1:5101 (Service-M87 =)

Q MB7POS_SPH - Oracle MICROS Simphaony - Oracle
127.0.0.1:5102 (Service-M87 =)

% TLP - Timelox PMS Plus Doorocking System - AssaAbloy

wii D.us.oracle.com:5101 (Service-IFCBWFI 0=}

& SIM - Intemal IFC Simulation

SIM - Intemal Stop Connection

el
Pms1

#.us.org
34 SIM - Intemal

L
StartUp IfcProcess Pms1
ShutDown IfcProcess -IFC8! 10 =) E|. wi W.us.org

Get [FC8.Met (remote) Services: 3 a L=l |

.
phony - Oracle
Stop all Connections System - AssaAbloy

Modify Connection -IFC81 0=)

Add Connection

- IFCBWF

Delete Connection

Hide Connection Modify Connection

X Add Connection
Remove from Service -IFCay W0-) B ,
elete Connection

Stop Service

Hide Connection

Remove from Service

Stop Service
StartUp IfcProcess

Advanced Configuration 3
ShutDown lfcProcess

Alt+X Get IFCB.Met (remote) Services: 3

Log: \\wfivm05590.us.oracle.com\|fc8.Net\FKT\SIM-POStoSIM\LOG\SI Log: “\wfivim05590.us. Create certificate Sih

Close

IfcProcess Options

Re-Init

ORACLE’

Used to perform available action as per connected Ifc8 instance.
To use IfcProcess options requires IfcControl connection to the specific Ifc8 instance.

lfcConnect = | IfcProcess »| Yiew = | SslCert. Server/Client: [

Alt+R C =)

Re-Init

E|. 127.0.

= Sl

Configuration  Alt+C

Enable config mode

Alt+U
Database swap  Alt+W

Sirmulation

g

Re-Init Alt+R

Alt+C

Configuration

Enable config mode

Simulation Alt+U

Database swap  Alt+W

The following are available options:
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1. Select Re-Init option to disconnect IFC instance from current connections and
perform internal initialization.

2. Use the Re-Init option to restart an Ifc8 instance without need to shut down the
application or stopping the Ifc Service.

Configuration

1. Select Configuration option to access the Configuration Editor if the specific Ifc8
instance running either as Service or as application.

2. Access to the Configuration requires user authentication with local Windows user

credentials.

Enable Config Mode

Simulation

Select Enable Config mode option to set the current Ifc8 instance into Configuration
mode for longer configuration changes.

Config mode will disable any connections from or to Ifc8 instance.

Select Disable Config mode option to set current Ifc8 instance back to status to
allow connections from and to 1fc8 instance.

Select Simulation option to access the internal IFC8 simulation module.

Access to the Simulation module requires user authentication with local Windows
user credentials.

Database Swap

ORACLE

Select Database Swap option to start a Data Resync process for the specific Ifc8
instance.

Use this option to start a DataResync process for IfcService instances or for
IfcApplications running on remote Server.
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IfcProcess and View Options on a Remote
Machine

To execute IfcProcess Options on a Remote Machine.

The following pre-requisites must be fulfilled:

1.  Win User with local admin rights to the remote Machine.

2. A secure SSL connection from the IfcControl to the Ifc8.Net Instance

3. The Remote Registry Service must be activated on the remote Machine

 Services [m] =
File Action View Help
g |m HdE BHem v nn
Services (Lucal) | (20 Gamvices fLocal)
Remate R‘qbl.l]- Mame

£k Remote Procedue Call [BPC) Locatoe
Sart the senice -

Viewing Options

Menu options to disable or enable the display of current IFC8 communication or to
display hidden connections.

Showing LogBrowser

1. Enable or disable displaying the current IFC8 LogBrowser Monitoring.

2. Select the “View’- Menu and then select “Show LogBrowser”.

lfcConnect = [fcProcess - | View -| SslCert. Server/Client:

Show LogBrowser Alt+L
Show IfcControl log Alt+|
Show Hidden IfcConnects  Alt+H
About

By default, the Ifc8.Net instance monitoring window is enabled once IfcControl has initial
connection to the Ifc8.Net instance.

Unchecking the Show LogBrowser menu will either show no monitoring or the internal
IfcControl log — when it is marked to display.
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Showing IfcControl log

1. Enable or disable displaying the internal IfcControl log.

2. Select the “View” — Menu and then Select “Show IfcControl log.

&:} IFC&Control [IfcControl] - V8.16.2.0 (Administrator) — (] X

fcConnect - IfcProcess ~| View ~-| ? = SsiCert. Server/Client:

Al

[ =~ | 127.0.0.1:5103 (Service-If{ Show LogBrowser Alt+L

i) Unknown lfcProcess ‘ Show IFC8Control log Alt+0

127.0.0.1:5101 (Service-M -
3} M87POS - Oracle Micr Show Hidden IfcConnects  Alt+D
- . 127.0.0.1:5102 (Service-M87POS-DEMO-HOTEL =)
+.- Ml HT24 - ONITY / TESA HT22/HT24/HT28 - Onity-TESA

M} teControliiteCantral] - VEIS.  (Administratee) - o ES

WeComnect = WeProcess = View « | SsiCent. Servee/Client:

S
=i- [l 1970079102 (Service- DEMO-HOTEL )
. TLP - Timskox PMS Plus Docdaching Sysem - Atst
-\]‘?HGI!IOJ
+ ] Fos - Oracie Praperty Inteface bassd on FIAS

Log: € i FET L _SPH, Log ML (1 22+ 00sec) | Clg C\FidekaicANet\l pphcation, FET LC 2 7\MET el

#NOTE:
This is only possible when Show LogBrowser option is unchecked.

Unchecking the Show IfcControl log will show no monitoring.

Showing Hidden IfcConnects

Displays all IfcConnections marked as “hidden” for this IfcControl instance using the
“Hide Connection” option.

This is the only way to change back a hidden connection to unhide.

Select the Show Hidden IfcConnects to display all hidden Ifc Connections in this
IfcControl instance.

Hidden IfcConnects are displayed in light grey color.
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lfcConnect = IfcProcess = View = | 5slCert. Server/Client:

= 127.0.0.1:5101 (Service-Hotel OPERAVE-11966-FIASMSC m)
_#gﬂ FIAS 11966 - Oracle Property Interface based on FIAS
- 127.0.0.1:5122 (Service-Hotel OPERAVE-5122-0F| m)
_'_.gﬁ OFI OPERAVS 12222

127.0.0.1:5123 (Service-Hotel SIM-|ASte SIMEF T =)
-] Fasto SIM

: 127.0.0.1:5121 (Service-Hotel SIM-SIM-OP| m)

- L] XML_OPI - Oracle Payment Interface

127.0.0.1:5321 (Service-Hotel Trunk-21-0P| m)

gﬂ XML_OPI - Oracle Payment Interface

127.0.0.1:5000 (Service-HaotelVBLive-11FIAS-MSC =)

i s FIAS - Oracle Property Interface based on FIAS
127.0.0.1:5114 (Service-Hotel VBLive-18XML_POS m)
g;] XML_PO35-14 V8Live

: 127.0.0.1:5421 (Service-Hotel VBLive-21XML_OP| m)

- . XML_OPI-Oracle Payment Interface

Uncheck the Hide Connection option under IfcConnect or context menu of the marked
hidden Ifc Connection to show the connect in the IfcControl panel list.

lfeConnect = IfcProcess = View = | SslCert. Server/Clent:

Start Connection
Maodify Connection
Add Connection

Delete Connection

Hide Connection

Uninstall Service

Uncheck the Show Hidden IfcConnects to hide the IfcConnects marked as hidden.
About

The About option shows the legal Oracle disclaimer text for this version of IfcControl.
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Creating Secure Connections (SSL
Certificates)

It is possible to run IfcControl tool on a remote computer (not the IFC computer) within
the customer network and manage IFC instances or IFC Services installed on the IFC
computer from a different computer.

Connection is only possible using SSL certificates linked in the IFC configuration and in
the IfcControl configuration.

IfcControl offers one the ability to create and implement self-signed certificates.

#'NOTE:
Oracle encourages the use of certificates signed by a Certified Authority.

Oracle does not accept any legal responsibility for the use of self-signed
certificates, this lies with the customer. Accordingly, please verify the local
legal requirements and obligations.

Generating Certificates

IfcControl

1. Create a Self-Signed Certificate by selecting Create Certificate from the Advanced
Configuration Sub Menu.

i MeContretfMeContred] - VE {Adeministrator) _ o 5
WeConnect = MeProcess = Yiew = | SulCert Server/Chent: . =
Start Connection (% 5 % Man f[REER + = Fle> A<= Dbiction| [Ske Debug [ Montoiebesh [ Ba TLP Log XML |
ki G Ondl] Meselvid | _ . DbAction| | Syle: Dobug ~ | £7) Mortorflolreshy (7] 83 TLE, Log X%,
Pra? Main-vE.15.

OPERA »= TCP_Co5501 LOCAL OPERA == TCP_ Co5501 LOCAL HcControl s TCRS10210CAL R

TimeStasp 1fel
Stop sl Connectiont System - funs TLP = TCP_S=5001 LOCAL
Add Connection 3 A014224
Delete Connection
Hide Connection
Uninstall Senvice
Start Service
Check for update HeService
Get IFCENet (remote] Services

[ Advanced Cenfiguration_ ]| Cremecethicse AT

Close AReX Refresh encryption

5 Check registry sccess

LoglA2): C:\Fidelioh fc3.Nef\ficApplication)_FKT_LOGO\METUTC_Log XML (1 Monltems/0.02+0.01sec) | Cfg: C:\Fidelio\ifc8.Net\fcApplication) FKT_LOGOUMETUMST xml
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Local computer user authentication is required.

] Authentication by Win user on "K DE" X
User Name: 9%Win Userss
Win Domain %4Win Domain%
Password: | %Password%

Logn

2. Enter password for the current local user logged in to the computer.

The Create Certificate form will open to define the certificate path and name,
password, and certificate validity.

For an IfcConnect which did not have a connection with the Ifc instance the default
path is the IfcControl directory and a * * place holder name.

Certificate name:
|C “Fidelio e Net\FeApplication®,_FKT_LOGO\ME7 e Net-Cert(ITC) |

Password imin. length 8, req. 1 upper & numeric & symbol char ):

Validity (1-5 years):

Subject Altemative Name (SAM — DNS verfication - optional):

Cancel

3. Adjust the directory and the certificate name as desired.

Do not take over the default certificate name.
It is not possible to create the certificate with the above default name containing the
(*)-

4. Enter required password.

5. Enter required certificate validity (in years).
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Create a new certificate >

Certificate name:
|C:\Fidelio\lch.Net\rfcﬁpplication\_FKT_LOGO\ME?\chE.Ne‘t-Cert{ITC} |

Password {min. length 8, req. 1 upper & numeric & symbol char ).
|........... |

Walidity (1-5 years):
2 |

Subject Altemative Name (SAN — DNS verification - optional):

Cancel OK

6. Then click OK.

Certificates are generated and stored in the defined directory.

IfcControl V8 Certificate created X

Filelnfo:
o C:\FIDELIO\Ifc8.Net\FKT\1V8Live\11FIASMSC\Cert\If c8.Net-Cert(
FIAS).pfx

FileInfo:
C:\FIDELIO\If c8.Net\FKT\1V8Live\1 1FIASMSC\Cert\If c8.Net-Cert(
FIAS).cer

FIDELIO » Ic8.Met » FKT » 1VBLive » 11FIASMSC » Cert

~

~ [ Mame |

5] IfcB.Net-Cert{FIAS).cer
[} Ifc8. Net-Cert(FIAS). px

Adding Cetrtificate to Ifc8.Net Instances and Local
Ifc Control

Mark the related Ifc / Ifc Control Connection and make sure the connection (and the Ifc
Service) are stopped.
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gﬁ IFC8Control [ifcControl] - V8.16.3.1 (Administrator) — o x
lfcConnect ~ IfcProcess + View - 7 -
-
TR Mg Start Connection e
-5 ;7-0-0-‘ Modify Connection ions / double click for start connectior
HT24) =
5| 127004 Add Connection
(H FiAS | Delete Connection Oracle
e 127001 Hide Connection
i[5 IFce
Install as Service
Add to Service
Get IFCB.Net (remote) Services:

Log: C:\Fidelio\Ifc8.Net\IfcApplication\ FKT_LOGO\M8T\MB7POS LogXML | Cfg:

1. Mark the Interface in the Ifc / Ifc Control GUI and select Modify Connection

2. Select on the arrow to open the select file form.

r

&a IFC8Control [IfcControl] - V8.16.3.1 (Administrator) — (] X

lfcConnect = IfcProcess = View =

127.0.0.1:5101
| 1. /B] M87POS - Oracle Micros 3700/8700/9700 (Enhanced) - Oracle
- | 127.0.0.1:5102

- T, HT24- ONITY / TESA HT22/HT24/HT28 - Onity-TESA

- | 127.0.0.1:5103
-8 FIAS_MFPOS - Oradle Hospitality POSS FIAS Interface - Oracle
=il 127.0.0.1:5201

7 -

i+ 3] IFC8 Opera Connector
)
Address 127.0.0.1
Port 5101
SsiCert. Server ~
SslCert, Cliert | |
Save Discard

_ Log: ..\MB7POS_Log XML | Cfg: ..\HT24{ifcg)Xm|

3. Choose the desired .crt certificate which has been created and click OK.

IT g] Select the Server certificat - Certificate files (*.pfic*.cri;*.cer) x

- C:\Fidelio\lfc8.NetilfcControl

(| =85 c

T - - - - - B

M-

T SR A L ey

SRECYCLE.BIN
Boot
Config.Msi
cookbook
Documents and Settings
Drivers
ESD
Fidelic
IFC8
Ifc8.Net
- IfcApplication
IfcBusi
IfeConfig
IfeControl

w8
-8-8-8

m

{3 HeCtri-Cert(SIM) pfx

L[} o8 Net-Cert(CELVPVMO1180) pix
[ 5} o8 Net-Certwyifm055090-KAIpfx

) Ife8 Net-Cert{CELVPVMO1180).cer
(53] HeB.Net-Certwvifm055090-KAl.cer
i-[25) ifeCtri-Cert(SIM).cer

\ lfeControl:

~  Directory

ORACLE’
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Certificate has now been linked to the Ifc connection Instance.

It is now optional to enter also the .pfx client certificate to gain mutual authentication
— depending on the setup of mutual certificate in IFC instance configuration (client
certificate)

4. Repeat the Process this time selecting the Ssl. Client dropdown.Select on the arrow
to open the Select file form:

| &:] Select the Server certificat - Certificate files (*.phg*.cri;*.cer) X

C:\Fidslio\Ifc8. Net\lfcControl
(| =45 c
£ SRECYCLE.BIN
Boot
Config.Msi
cookbook
Documents and Settings
Drivers
ESD
Fidelio
H IFC8
i B Ifc8. Net
W lfeApplication
i | IfcBusi
d4 H [ lfeConfig
i B IfcControl
| 3 1fe8.Net-Cent(CELVPVMO1180).pfx
! L5 feB.Net-Certwyifm055090-KAI phx
{ | | ) IfeCtl-Cert(SIM).pfx
( i i --4_\‘] 1fc8.Net-Cert(CELVPVMO01180).cer
i H #_.J Ifc8.Net-Certwvifm055090-KAl.cer
(5] IfeCtrl-Cert(SIM).cer

) B B B -
0

-

s T R Y

il IfcControl:

-

5. Enter the password generated for the certificate.

6. Click Enter.
When password is correct the certificate information will be displayed in red.
When password in incorrect related message will display.

7. Select OK to confirm the choice.

(Select Cancel to close without change.)
[fcConnect = KfcProcess ~ View = | SslCert, Server/Client: C:AFIDELIOIfc8. Met\IfcControl\fc8.Met-Cert(FIAS).ce = CAFIDELIOWfcB.Net\fcControlfc8. Met-Cert(FIAS).pt -
el [A Pes AL [T = [ < => [ <= [ DbAction [=] MessLvi3 [+]] [CJ Styie: Debug [ 1

Second certificate has now been linked to the Ifc connection Instance.

=] 127.0.0.1:5000 (Service-HotelVBLive-11FIAS-MSC m)
§ _.@. FIAS - Cracle Propery Interface based on FIAS
127.0.0.1:5114 (Service-HotelVBLive-18XML_POS m)
B XML POS-14 WAl ive

8. Double-click on the defined Ifc Connection to see if certificate and password are valid
for this connection.

If Ifc Connection is linked to a IfcService first start the Service.

fcConnect » IfcProcess » View » | SslCert. Server/Client

5. 127.0.0.1:5000 (Service-HotelV8Live-11FIAS-MSC =)
; (=) FIAS - Oracle Property Interface based on FIAS
B fe

| Pms1

=-H "E?.D.DJ :5114 (Service-HotelVBLive-18XML_POS m)
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In the MAIN log you can see the validation of the certificate being correct (or not).

Main-V8.
IfcControl == TCP=5000:LOCAL

[<Me3sLvl3>
[TcpFoWsConnect.ClientReceiveData/22]
(127.0.0.1:53640) TcpClient Connection
iclosed by Client
[<MessLvl3>
[CommMainServ.OnChangeCommState/22]
(127.0.0.1:53640) Sync-Off
[<Messlvl3>
[TcpFoWsConnect.ClientReceiveData/22)
(127.0.0.1:53640)
Thread "ICP_FoServ_ClientReceiveData
[127.0.0.1:53640]" finished
MesaLvl3>[TcpFoWsConnect.Init/23]
SslStream authentication for Socket
{127.0.0.1:5000 - 127.0.0.1:53643) will be
validated
<Masalvl3>

[TcpFoWsConnect.S5s15tream ValidateClientCer
tificate/23] (127.0.0.1:53643) Certificate
validation done via
ClientCertInfo="I1fcH.Net-Cert (FIAS).cer"
MessLvl3> [TcpFoWaConnect. Init/23]
SslStream auchentication done:

Cipher: Aes256 strength 256

Protocol: Tlsl2

Is authenticated as server: True

Is Encrypted: Irue

Certificate revocation checked: True

Local cert issued to "CN=Ifc8.Net-Cert
(FIAS) " (SelfSigned+UntrustedRoot), valid
until 8/21/2023

Remote cert issued to "CN=IfcE.Net-Cert
(FIAS) " (SelfSigned+UntrustedRoot), valid
until 8/21/2023

Repeat the above on the remote IfcControl application.

Adding a Certificate to IFC8.Net Instance

The *.pfx certificate is added to the IFC8.Net configuration in the MAIN->COMM section.

H:] Configmi Setup for FIAS - Oracle Property interface based on FIAS

File =  Options =
Canfig stucture T
- IFCE Net Mame Value
5 MAM -
m __] CACommPort 5131
MON £ S o
SmAtrDef 3] MonConnidfomat IpAddress
[ IFC1
& PMS1

= O

x

Description

The server cedficate fle location foc the SSL
EOnNackian.

‘p‘ul)-pes'mqnd, relative paths ane supportad.

Left biank to dieable Sacume Socked Layer (SSL).
Defait: ™

ORACLE’
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Installing IfcControl on Remote PC

Use the Ifc8.Net Install wizard and choose Custom Setup to only install the IfcControl

tool.

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(C) Complete

All program features will be installed. (Requires the most disk
space.)

@ Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
¥ | IfcApplication P

- Installation of the ifc controller
IfcControl coivE

This feature reguires 2096KE on
your hard drive.

Install to:

C:VFidelio\Ifc8.Met\I fcControl} Change...

Example where only IfcControl shall be installed.
Execute the installation and after finishing, close the wizard.

Start IfcControl.exe as administrator from out the IfcControl directory.

It is recommended to create a shortcut which will start as administrator.

IfcControl executes.
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Configuring the Remote IfcControl

[ WeContral - vE. (Administrator)

HcConnect « McProcess = View «  SsiCert. Server/Clent:

S 127.0.0.15101
M| FeCortrel eornact

Log: | Cfg:

It generates a default connection record you can now use.

Requirement

ORACLE

Ensure you have created a valid network connection to the the local IFC PC.

Local IFC PC has windows share drive activated for the IFC Configuration and log paths.

example folder

c:\Fidelio\ITc8_Net\Config\FKT1\
c:\Fidelio\Ifc8._Net\Config\FKT2\
c:\Fidelio\Ifc8.Net\Config\FKT3\

Folder Config has an active share.

]

An active network share between IfcControl PC and IFC PC

(A pair of) certificates between IfcControl and local IFC8.Net instance

Config Properties

General Sharng  Securty Previous

MNetwork File and Folder Sharing

Config
Shared

Netwark Path:
WWEIVMDZ84 7 Config
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Configuration

1. Execute IfcControl .exe
IfcControl will open with a default connection to 127.0.0.1 Port 5101.

2. Select IfcConnect / Modify connection.

ﬂ HeControl - V8. {Administrator) - a x

IfcConnect = IfcProcess = View = | SsiCert. Server/Client:

= ﬁm |
3] ficControl connect

Log: | Cfg:

3. Enter the IP Address or DNS name and Connection IP port for the desired IFC
instance on the host PC.
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How to find the Connection IP Port?

On the IFC PC check for the IP port defined for the IfcControl connection.

This is shown in the Logbrowser of the related IFC instance in Main log header

P e L aevers s e (o s

Main
IfcControl <= TCP=5000:LOCAL

or in local IfcControl tool on the IFC PC — if already configured.

E;] ifcContrel - V8. {Administrator) - m] x

HecConnect = HcProcess = View ~ | SsiCert. Server/Client: | CAFIDELIC\HcB. Net\FKT\IVELve\ 1 TFIASMSC\HcB N =

@[ 127.0.0.1:5143 (Service OPERAPROP2 m) m[_ T~ > < | DbAdion =] Meni [1]] L1 59

@1l 127.0.0.1:5227 (Service-TEST-HashVal m)

5 EFM-MM Intedface based on FIAS |
fel

Pmsl
=1 127.001:5109
8 CAX-carus. -cCredt

Here =5000

Final entry should look like this:

4] IfcControl - V8. (Administrator)

IfcConnect ~ IfcProcess + View ~  SslCert. !

4. Add the certificates to this connection as shown above.
5. Copy both certificates to the remote PC and store them in a defined directory

Fidelio » IfcB.Net » cControl » certificates

~

~ Name ~  Date medified Type Size
ﬁ] Ifc8.Met-Cert(FIAS).crt 11.12.2019 10:13 Security Certificate 1KB
E lfc8. Met-Cert(FIAS).pfx 11.12.2019 10:13 Personal Informati... 3 KB
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B trcControl - va Administrator - o
McConnect = IfcProcess ~ View «  SeiCert. Server/Client: | -l -
EE |
- ffs) BeCortrcl connect F5] Select the Serves centficate file x
ook [ cothen J es e
* Name Date modified Type
; (2 ea.Net-Cert{MBOESEL-LAP).pfx 11220191412 Personall
Quick 3ccess  [_1ed Net- Cert(MBOESEL-LAP).cn 11220181402 Security €
- {3} HeB.Net-Cent{IFC).ph 08.01.2020 09:30 Personal |
o HeB.Net-Cen(IFC).cn 03.01.202009:30  Security C
Desktop (54 HeB Net-Cert{FIAS),phx 20.01.2020 10:06 Personal |
- L HeB Net-Cen(FIAS).cn 220012020 10:06  Security C
m
Libraries
This PC
@ ’
Fie name: ol Net Cen(FIAS) ot v Open
Radpe R I (e o B | R
[ Open a3 read-only
fcControl - VB Admir n]
WeConnect = WcProcess = View » | SslCert. Server/Client: C:\Fidelio\lfcB Net\fcControf cert Net-C = [+
EY | -
¥cCortrol connect Select the Client certificate file X
Mu:{ centhicates vl (< 25 R+ o
* Name - Date modified Type
p (5 tfcB.Net- Cert{MBOESEL-LAP). px 11122019 1412 Personal |
Quick 3cCess [ iep Net. Cent{IFC).phe 080120200930 Personal|
m 5 fcB.Net-Cert(FIAS).phx 20.01.2020 10:06 Personal |
Desktop
m
iz
This PC
¢ -
Fie name: Fc Net Cen hd
(R [eibaCu Ao __ ] Com
Fiescitpe: | Secunty Centficate fles (" pfx) ~ Cancel
A Open as read-cnly
3 irccontrol - ve - O
HcConnect » WcProcess = View = | SsiCert. Server/Client: C:\Fidelic Net\ifeC: Net-C = |C3 i n ra H
Validate SSL certificate password
Enter the X509-Cerlificate password:
| ]
Cancel OK
eControl - VB, (Administrater) - o
feConnect » WcProcess ~ View » | SsiCert. Server/Client: C:\Fi fel. Net\lfcControficerti fcB.Net-C = [C:AFi 2 Net\lfeCi 8. Net-C H

=N

FeControl connect

6. Start the connection by double clicking the connection on the left menu.

ORACLE’

63



| FeConnect ~ HeProcess = View = | SsiCert. Server/Client: | C:\Fidelio\lfcB.Net\fcControlcertificates\Ifc8 Net-C  »|| C:\Fidelio\lfcE Net\cControlicertificates\fcB Net-C  ~

20.01.20 10:56:21 375 Main [10.165.120 226:5411)Comm status changed: Port_Closed — Port_Not_Connected
Try to connect 1o IP-Adress: 10.165.120.226:5411
56:21672Man  : SalStream Ceficate validation done (via

g
3
7
5
§

13l HeControl connect

]
=]

20 10: XE0Certficate fie
20/01.20 10:55:21.672 Main EWDIESIZOHSS#HI.‘W:&u:M Port_Mot Cwm:-d Port_Open
20.01.20 10-56:21 672 Main Added 1o art Request
20.01.20 10:56:22 237 Main QMG&MWU RmﬂLnkStarfﬁcq.MerStm # To_Be_Processed /
20.01.20 10-56:22 268 Main Send request: RequestLink
20.01.20 10:56.22 283 Main SendData - DQMMHSGB*ﬁerJ
200120 10:56:22 424 Main Received dat
(20,0120 10:56:22.764 Main Dmndu&srmEmyu Rqugwsgr; RequestLnkStant / / Recerved_Reply /
20.01.20 10:56:22. 764 My
20.01.20 10-56 22 780 My E.] Authentication by Win user x

T E—
A —
P —

Logn

When connection to the host PC is possible the user must authenticate connection once
with the windows user and password of the host PC.

spiuwad ranhs Hanuaetl inke Stard

1| J] Authentication by Win user X
User Name: |user of IFC P |
Win Domain: | |
Password: |oooooooooo |

In case the log file and config file are accessible (through providing a proper network
connection / share) the remote IfcControl will display the current logfile browser and the
link status of the interface instance (left side).

Bclonwast = BcPrsdm = View = | SCent, Sovoms Chank ™

LD EINSE] e [ - - B - B = T oo [Tl |

B LOEE
Pusy

T
Bapaits - DO _STAKT
= "00.2%. 14182000

F BEE - “dmpniriliz
| Purser SERV. IwkoOui/ L8]
CEAck FloTed veke-mp Salls
for dom:
ReFalts - TWRC_STAKT
= "00.38. 141841007
AR S RTZNE] ORIV
[itcMain. msltatetine s _Llapeed’
14] Garbage colleccicn dons
immmsiy casge 13T-13M)
H Y & RS i palwl B
[Pareen_SERV. Ivkotxi/ L]
Check stored wake-ap callas
for St
Resalts = INNC_STRRT
i TS T ELLEE

Log: €AFidelo ol Mer T FLASMECFAS Log XVE (1 Moniterma 0 0+ 8 idnec ) | Gl € Fihelencl bkt FICT 1 ITUASAMVESCURASARSE 11 Joemd
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Multiple IfcControl Instances

It is possible to install multiple IfcControl instances on the same PC.

When the customer wants to run multiple interfaces of multiple properties on one PC it
might be useful to separate the interface instances in separate IfcControl applications as
to have better overview.

To create another IfcControl instance there are two options:

Multiple IfcControl Directories

ORACLE’

Copy the whole \lfcControl directory with its containing files and give it a different name —
for example the Property Name or code.

» FIDELIO » Kc8.MNet » IfcControl

P

[ Name Date modified Type Size

Hotell File folder

Hotel2 File folder
gg lfcControl.exe Application 1.922 KB
| | IfcControl.exe.config CONFIG File 1KB
=] feCantrolxml XML Document 5KB
%] IfcSuitedWrapper.dll 2 Application exten... 36 KB
|| InstallUtilInstallLog 148 INSTALLLOG File 2 KB
%] Interop.FideliocDatabase.dll 04,03,2020 21:32 Application exten.. 23 KB
|%] Interop.fidelioerror.dll 04.03.2020 21:33 Application exten... 12 KB
|%] Interop.fidelioGlobalStatus.dll 04.03.2020 21:33 Application exten... 44 KB
%] Interop.FideliolfcAction.dll 04.03.2020 21:33 Application exten... 14 KB
%] Interop.fidelioMisc.dIl 04.03.2020 21:33 Application exten... 17 KB
|%] Interop.FidelioPostings.dll 04.03.2020 21:33 Application exten... 25 KB

In IfcControl application header will display the folder name so one can differentiate
between the applications.

s ifcControl[Hotel2) - V8.
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Multiple IfcControl Configuration Files
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1. Create multiple IfcControl configuration files (IfcControl.xml) and name them as per

property or chain.

properties or chains.

» FIDELIO » Ic8.Met » IfcControl

~
0 Mame
bin
certificates
[ =] Hotel-OPERAVS xml
]2 Hotel-5IMxml
1= Hotel-Trunk.xml
[+ = Hotel-V8Livexml
@ feControl.exe
|j feControl.exe.config

cal
= FeControlaxml

4. Start the related IfcControl instance as per Shortcut linked with the related

Configuration file.

Configure them separately only with the desired IFC Connections.

Use the Hide Connection option for not displaying IfcService connection for other

E:] [feControl-Hotel ViLive Properties

Security Details Previous Versions
General Shorteut Compatibility U Encryption
L .
FeControl-Hotel VBLive
pIL)

Target type: Application

Target location: FoControl

Target: |C:'-.FIDELIO'-.HcE».Net'—-.IchurdroI'-.Hu:ntel-‘u‘EIJ\re xm||

Start in: |C:'-.FIDELIO'-.H:: 8 Net\FcControl| |

Shortout key: |N0ne |

Run: Marmal window w
Comment: | |
Open File Location Change lcon... Advanced...
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