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Preface

ORACLE

Oracle Hospitality OPERA Cloud Identity Management users are authorized to access the
following modules and features:

e Oracle Hospitality OPERA Cloud Identity Management
Purpose

This guide explains how to manage Identity and Access Management (IAM) administrators,
groups, and users in OPERA Cloud Identity Management using the OPERA Cloud Identity
Management Portal.

Audience

This document is intended for OPERA Cloud Services application administrators.

Customer Support

To contact Oracle Customer Support, access the Customer Support Portal at the following
URL:

https://iccp.custhelp.com

When contacting Customer Support, please provide the following:

e Product version and program/module name

e Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create

e Exact error message received

e Screenshots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at http://
docs.oracle.com/en/industries/hospitality/.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc=docacc.

Revision History

Date Description of Change

August 2024 Initial publication



https://iccp.custhelp.com
http://docs.oracle.com/en/industries/hospitality/
http://docs.oracle.com/en/industries/hospitality/
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Overview

This guide explains how to manage ldentity and Access Management (IAM) administrators,
groups, and users in OPERA Cloud Identity Management using the OPERA Cloud Identity
Management Portal.
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Managing IAM Administrator Roles

|AM Administrator Roles

ORACLE

Identity and Access Management (IAM) administrator roles in OPERA Cloud Identity
Management provide capabilities in OPERA Cloud Identity Management portal for managing
users, groups, user group memberships and managing Oracle support access.

IAM administrator roles can be used for controlling access to capabilities only within OPERA
Cloud Identity Management Portal.

The three IAM administrator roles available in OPERA Cloud Identity Management are as
follows:

- |AMADMIN
*  |AMUSERMANAGER
*  |AMHELPDESK

IAM administrator roles are always associated to an enterprise, chain, or a property where
scope of user and group data can be managed by members of that IAM. The Administrator role
in the OPERA Cloud Identity Management Portal is always based on the associated
enterprise, chain, or property.
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Chapter 2

IAM Administrator Roles

Table 2-1 Administration Capabilities in OPERA Cloud Identity Management Portal
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Chapter 2
Managing Administrator Roles

# Note:

The IAMADMIN Administrator Role is automatically assigned for the CHAIN-ADMIN
or PROPERTY-ADMIN group member for that respective chain or property.

Managing Administrator Roles

This section contains steps for managing IAM administrator roles in OPERA Cloud Identity
Management portal.

The IAMADMIN role membership is required for managing administrator roles in OPERA Cloud
Identity Management Portal.

Navigating to Administrator Roles

1. Log in to OPERA Cloud Identity Management portal using a user who is an IAMADMIN
role member.

¢ Note:

During provisioning of OPERA Cloud, the Enterprise administrator along with the
Chain administrator and Property administrator are created in the customer’s OCI
IAM Identity Domain, and those users automatically get assigned the IAMADMIN
role in OPERA Cloud Identity Management.

The home page is visible on successful login and the home page includes the tile for
Administrator Roles.

2. Click the Administrator Roles tile on the home page to open the OPERA Cloud Identity
Management Administrator Roles page.

OPERA Cloud Identity Management

Welcome,

® 0 o0 O

Users Groups Administrator Roles My Profile Oracle Support Access

Manage users Manage user groups Manage administrator roles Manage my profile Manage support user access

The Administrator Roles page consist of a search bar and displays the Administrator
Roles for your location.
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Chapter 2
Searching for Existing Administrator Roles

e The search bar can be used to filter administrator roles based on locations and role
name.

= OPERA Cloud Identity Management a ®

1 Administrator Roles

Q Locato 0s FRST X Try an administrator role name or description @
Role Type:
3 Results o
Location & Role Name Description & CreatedOn &
FIRST TAMADMIN FIRST 1AM Admin 2024.01-23T10:17:25.2422
FIRST IAMHELPDESK FIRST IAM Helpdesk 2024.01-23T10:17:23.3632
FIRST IAMUSERMANAGER FIRST 1AM User Manager 2024-01-23T10:17:25.2972

Searching for Existing Administrator Roles

1. Click the Locations filter chip in the search bar for filtering roles based on locations.

2. Type the role name or description to further filter the results based on a combination of
location and role name.

= OPERA Cloud Identity Management o @
s
t Administrator Roles
Q. Locations FIRST X IAMADMIN X [Try an administrator role name or description °
Rele Type
1 Result E
Location < Role Name Description & Created On ¢
FIRST IAMADMIN FIRST 1AM Admin 2024-01-23T10:17:23.242Z

Managing Administrator Role Memberships

1. You can click the respective role name to manage the administrator role membership.

= OPERA Cloud Identity Management o o T

t Administrator Roles

Q Locations FIRST X Try an administrator role name or description °
Role Type

3 Results m
Location Role Name Description CreatedOn &
FIRST IAMADMIN FIRST 1AM Admin 2024.01-25T10:17:23.2422
FIRST i |‘MHELWE;K FIRST IAM Helpdesk 2024-01-23T10:17:23.363Z
FIRST IAMUSERMANAGER FIRST 1AM User Manager 202401-25T10:17:23.2972
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Chapter 2
Managing Administrator Role Memberships

e On clicking the administrator role name, the respective administrator role profile page
opens.

« Administrator Roles Profile page consist of a search bar and a table listing members of
that role which also supports filtering.

« Administrator Roles Profile also consist of buttons to Assign Users and Remove Users
to the role.

2. Click Assign Users to add users to that administrator role. The assign users section
opens on the same page.

Assign Users

Q. Try username or email o Lrstname or firstname
o

Username First Name < LastName & Emall =

O 0O 0O0ODO0O0DOoOOQOODOO0ODODOO

o | [
3. Select a user and click Update to assign that user to the role.

4. Once on the Administrator Roles Profile page, select any user and click Remove User to
remove that user from the role.

ORACLE bs



Chapter 2
Managing Administrator Role Memberships

IAMADMIN

Location

OPERA Cloud ldentity Management

Recquired Infarmation
Bade Harret Location
[AMADMIN FIRST

Biske Beveripticn

FIRST 1AM Admin

Users

O eamglecom X Try wsername or

astriame or firstname

Work Locations | Account Status | identity Status
2ol 75 selected |+ AwignUsers ||| @ Remove Usars m

Username O First Name o Last Name O Email <

D000 O O0/mo

ORACLE
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Managing Groups

Groups in OPERA Cloud Identity Management

OPERA Cloud applications use groups for authorizing users. These groups are stored in a
customer’s OCI IAM Identity Domains and managed using OPERA Cloud Identity Management
Portal.

This section provides steps for managing groups in OPERA Cloud Identity Management portal.

OPERA Cloud Identity management consist of two types of groups:

1. Seeded Groups are groups available out of the box in OPERA Cloud Identity
Management and are associated with chains and properties. Seeded groups are created in
a customer’s OCI IAM Ildentity Domains during chain or property provisioning in OPERA
Cloud applications. These group cannot be deleted using the OPERA Cloud Identity
Management Portal.

The following groups are seeded groups in OPERA Cloud Identity Management:
e ADMIN

¢ OPERACASHIER

«  HDP_CHANNELMANAGEMENT

e HDP_ADMIN

« DEVELOPERPORTALACCESS

- CCTRANS
- CCCONF
- PPCONF

* OC_RNA-APPADMIN

* OC_RNA-REPORTINGADMIN
« OC_RNA-BIADMIN

*  OC_RNA-CHAINADMIN

* GUESTEXPERIENCE

# Note:

OC_RNA groups are only visible in Reporting and Analytics in the location
“OC_RNA."

2. Custom Groups are those groups created by customer administrators based on their
access control requirements. Custom groups must be mapped to permissions in OPERA
Cloud Role Manager.

ORACLE -



Chapter 3
Navigating to the Group Management Page

Navigating to the Group Management Page

Log in to OPERA Cloud Identity Management as an administrator.

Click the Groups tile on the home page.

The Group Management page consists of a search bar and a table listing all the groups
pertaining to a location.

D
(]

OPERA Cloud Identity Management

T Groups

Q. Try group name or description

Locations.

‘ + Create Group T8 Delete Groups

Location & Group Name Type Description Created On ¢ Action

Add search criteria to view groups.

Select chains and properties from the Locations filter chip. A minimum of one location is required to view a group or list of groups.

Creating a Custom Group

ORACLE

Click the Create Group button on the Group Management page.

Enter the custom Group Name.

# Note:

Empty spaces will be replaced with underscores.

Select a location from the location list of values.

Optionally, you can also select users for assigning group membership.

Click Submit to create the custom group.
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Chapter 3
Searching for Groups

Required Information

Location -

SNOW

Group Name ‘

FRONT OFFICE

Custom Group

Group Description ‘

~ Users

Q Try username or email or lastname or firstname

Work Locations

Account Status H Identity Status

2564 Results

~

Username < First Name © LastName <

Searching for Groups

1. Click Locations and select the location to search the associated groups for that location.

Optionally, you can also search based on group name or even group description.

= OPERA Cloud Identity Management a @

t Groups

@ Ty group name or descrption °

[0 4Results | + CreateGroup ] lﬁ Delete Groups m
Location & Group Name Type Description CreatedOn < Action

FIRST ADMIN = FIRST 2024-01-23T10:18:02.9... o]

O FIRST HDP_ADMIN = FIRST 2024-01-26T10:33:15.7... @

O FIRST ITADMIN [ caase | FIRST 2024-01-25T06:05:35.4... @

[J FIRST VAFIRST_ADMINUG = FIRST 2024-01-25T06:05:34.9.... il

¢ Note:
A

Seeded Groups are denoted as “Read Only” and Customer Groups are denoted
as “Editable.”

2. To search for Reporting and Analytics groups, click Locations and select the location
OC_RNA.
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Chapter 3
Group Profile Management

OPERA Cloud Identity Manage

Home

Groups

Q EREEENCL o @l Try group name or des

Q  RNA

B . Sclected

FIRST CHAIN - Chain and Properties

AIVIIVIATRS

( AMMAR4

TESTLOG
O TESTLOG

Reporting & Analytics

OC_RNA
OC_RNA

Group Profile Management

This page allows administrators to edit group description, assign user group membership, and
remove user group membership.

Assigning and Removing Group Membership

1. Click the Group Name to open the group profile page.
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Chapter 3
Group Profile Management

= OPERA Cloud Identity Management 2 @
T Groups
Q. Locations SNOW X FRONT X  Try group name or description ©
[0 1Result | =+ CreateGroup Tl Delete Groups m
Location ¢ Group Name Type Description CreatedOn ¢ Action
O SNOW FRONT_OFFICE m Custom Group 2024-03-11T09:19:28.5... &

Group details such as group description, associated location, and group memberships can
be viewed on this page. Group membership also supports searching filters to filer users in
the group membership table.

= OPERA Cloud Identity Management o o
1+ Groups
Editable —_—
& Edit Group | | fir etete Group
FO Required Information
Group Name Location
FRONT_OFFICE SNOW
FRONT_OFFICE Group Description
Custom Group
Locatien
SNOW
Users

Q Try username or email or lastname or firstname

Work Locations || Account Status || Identity Status

8|

+ Assign Users @ Remove Users

Username < First Name O LastName C Email

No data to display.

2. Click Edit Group to edit the group description.

3. Click Assign Users to assign user group membership in the group. Select the user and
click Update to assign the group membership.

4. Select a user in the group membership table and click the Remove Users button to delete
that user group membership.

Deleting a Group

1. Search for groups on the Group page.

ORACLE" 3.5
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2. Select group(s) and click the Delete Groups button to delete the group.

# Note:

Chapter 3

Group Profile Management

Seeded groups cannot be deleted in the OPERA Cloud Identity Management
portal and only custom groups can be deleted.

— OPERA Cloud Identity Management o @
T Groups
Q  Location ARIPOD X  Try group name or description
Location
1 of 26 selected ! + Create Group | 1] Delete Grovps | ‘ﬂ]‘
Group Name & Location © Type ¢ Description < CreatedOn o Action ©
ADMIN ARIPOD [ e oy | 2023.04-24T17:14:1...
ARIPOD [ e | 2023-06-01T17:15:3... 1w
ARIPOD = 2023-07-17T15:40:2... o
ARIPOD = 2023.04.24T17:15:2..
ARIPOD o oo | 2023-04-24T17:15:1...
ARIPOD [ et oo | 2023.04-24T17:14:3..
ARIPOD [ mestomy | 2023-04-26T04:13:3...
ARIPOD [ e oo | 2023-04-26T04:13:3..
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Managing Users

Navigating to the User Management Page

1. Log in to OPERA Cloud Identity Management as an administrator.

2. Click the Users tile on the homepage.

OPERA Cloud Identity Management

Welcome,

Users Groups Administrator Roles My Profile

Manage users Manage user groups Manage administrator roles Manage my profile

Oracle Support Access

Manage support user access

The User Management page consists of a search bar and a table listing all the users
pertaining to a location.

Creating a User

During a new employee or contractor onboarding in a chain or property, the administrator can
create the user account in OPERA Cloud Identity Management using the OPERA Cloud
Identity Management portal.

# Note:

Only respective IAMADMIN role members associated to the enterprise or a chain or a
property in OPERA Cloud Identity Management can create a user in OPERA Cloud
Identity Management Portal. Chain and property ADMIN group members are by
default IAMADMIN administrator role members in OPERA Cloud Identity
Management.
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Chapter 4
Creating a User

Follow the below steps to create a user account in the OPERA Cloud Identity Management
portal.

1.

Click the Create User button on the User Management page. A create user prompt
appears.

I}

OPERA Cloud Identity Management a @ uf

t Users

Q Username, Name, Email

| Work Locations. || Account Status || Identity Status

~+ create User I Pas: More Actions o

Username C First. S Last.. < Email Identity... < Account Primary... Last... ] Created... ¢ Action

Add search criteria to view users.

Select chains and properties from the Work Locations filter chip. A minimum of one work location is required to view a user or list of users.

The Create User prompt consists of the below user fields for creating a user:
* Last Name

* Email Address

* Username

* Primary Work Location: This is the chain or property code representing the location
where the user works.

e Optional: You can add additional information in the Additional Information section.

e Optional: You can search for and select groups to which you can add the user during
the user creation process.

Create a user also allows assigning of group membership during user creation. Groups
can be searched and selected to be assigned during user creation.

Click Create to create the user.
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Chapter 4

Searching for Users and Performing User Actions

Searching for Users and Performing User Actions

1.

Create User

Required Information

Last Name Email Address

Username

Required Required

Primary Work Location -
R\“l\m\-\i
> Additional Information
~  Groups
Q, Try a group name or description

Location SHSTGE3

366 Results
Name C Location ©
O ADMIN 316
O  ANSHULTEST 316
O  ccconF 316

Required

o]
Description <
316

TEST anshul

Click Locations and select the location to search for the associated users in that location.

Optionally, you can also search user(s) based on username, name or even user email

address.

Select users from the search result and perform actions on those user(s) by clicking More

Actions.
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Chapter 4
User Profile Management

= OPERA Cloud Identity Management a @ IH

T Users

Q  Username, Name, Email

Account Status Locked  Identity Status Active

285Results T+ Create User Reset Password More Actions ¥ o

Primary

Location v Ao

Username < First Name < Last Name < Email ¢

g SH
O SH
g SH
O SH
a SH
] ARIPOD3

3. Alternatively, click the Action column for a user row to perform actions on that respective
user.

User Profile Management

The User Profile Management page enables administrators to edit a user description, assign
user group membership, remove user group membership, and perform certain actions on the
user.

On the User Profile Management page, you can do the following:
* Reset the password for the user

*  Edit the user details

e Access the following actions:

Reset Factors

Unlock Account

Deactivate user

Delete user

* Assign/Remove group memberships

ORACLE 4-4



Chapter 4
User Profile Management

= OPERA Cloud Identity Management 2 ® T
t Users
Q. Work Locations x X  Username, Name, Email o
i Account Status || Identity Status
[0 2Resuts | = CreateUser More Actions m
Username < First. Last. Email Identity... < Account... Primary... Last... Created... < Action
[m] = Unlocked Tue, 12Mar ... Tue, 12Mar ...
(m] m Unlocked Tue, 12 Mar ... Tue, 12 Mar ...

Editing a User

ORACLE

1. Click Username to open the User Profile page.
2. Click Edit User to open the prompt to edit user fields.
3. Edit the following details as needed:
* Last Name
e Email Address
¢ Username
«  Primary Work Location: This is the chain or property code representing the location
where the user works.
e Optional: You can add additional information in the Additional Information section.
e Optional: You can search for and select groups to which you can add the user during
the user creation process.
4. Click Update to update the user.
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Chapter 4
User Profile Management

Edit Profile

Required Information

Last Name

Examplelast
Username
exampleuser

Additional Information

Email
exampleemail@oracle.com

Primary Work Location

First Name
Examplefirst

| Middle Name

Mobile

Secondary Work Location

| Recovery Email

Employee Number

Job Title

| Department

User Type

| Preferred Language

5. Click More Actions to perform various user actions.

Resetting a User Password

1. Click Username to open the User Profile page.

Saredl

2. Select one or multiple users. After your selection, the Reset Password button appears.

3. Click the Reset Password button to reset the passwords for all selected users.

* Users receive an email that allows them to enter a new password.

# Note:

Administrators cannot reset the passwords for deactivated user accounts.

ORACLE"



Chapter 4
User Profile Management

= OPERA Cloud Identity Management a 0 H

T Users

Q, Username, Name, Email
Account Status Locked  Identity Status Active

10f 285 selected | + Create User Reset Password More Actions ~ m
Username < First Name < Last Name < Email < iy < Action <
Location
SH
O SH
o -
@] SH
0O SH
] ARIPOD3
O 879

Changing Primary Work Location for a User

During an employee or contractor transfer from one property or chain to another, OPERA
Cloud Identity Management supports changing a user’s primary working location to a new
location, so the new location’s administrator can manage the user.

# Note:

Only a chain IAM administrator or enterprise IAM administrator in OPERA Cloud Role
Manager can perform this operation.

Follow the below steps to update a user’s primary work location.

1. On the User Profile page for a user, click More Actions and then click Edit User Primary
Work Location.
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Chapter 4
User Profile Management

OPERA Cloud Identity Management

\'A%

Username

Email
example@example.com

Primary Work Location

[.mm][/mm][mm-]

Required

Edit Primary Work Location

Last Name

Primary Work Location

Resend Invitation

v Additional Information [\

First Name
Suffix

Work Phone Numb

Employee Number

User Type

Groups

— Jexample.com
Unlock Account
Deactivate User
Middle Name
Mobile Phone Number
Job Title

Ovmer Code

Q. Try a group name or description

Secondary Work Location
Department

Preferred Language

2. Click New Primary Work Location to select the new primary work location from the list of
values, which is depicted as Chain followed by its properties.

Edit Primary Work Location

Current Primary Work Location
R

> Current Primary Work Location Groups

A Existing group memberships for the user will NOT be removed. If groups need to be
remaved, pl before ch

the primary work

the groups
location.

New Primary Work Location

—~

3. Click Current Primary Work Location Groups to view group memberships for that user
associated with the current primary work location.
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Chapter 4
User Profile Management

¢ Note:

Before you update the primary work location, it is highly recommended that you
remove group memberships for the user associated with the current primary work
location.

Edit Primary Work Location

Current Primary Work Location
FIRST

~ Current Primary Work Location Groups

Name Description

A the user will NOT b d. i groups need to be
remaved, ging the primary
location.

Mew Primary Work Location =

-~

4. Click Update to update the User Primary Work Location.

Deleting a User

During user termination, OPERA Cloud Identity Management supports deleting user accounts
in the OPERA Cloud Identity Management portal.

¢ Note:

Only respective IAMADMIN role members associated to the enterprise or a chain or a
property in OPERA Cloud Identity Management can delete a user in OPERA Cloud
Identity Management Portal. Chain and property ADMIN group members are by
default IAMADMIN administrator role members in OPERA Cloud Identity
Management.

Follow the below steps to delete user accounts in OPERA Cloud Identity Management.

1. On the User profile page for a user, click More Actions and then click Delete User.
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Chapter 4
User Profile Management

OPERA Cloud Identity Management

T Users
[ e | BE ResetPassword /ww]lumm«m-l
L
Edit Primary Work Location
Required Information
Last Name Username
- - o sexample.com - .
‘- ey ok L acacion Unlock Account
“ Deactivate User
Username ~ Additional Information
- -
Emall First Name Middle Name Prefix
example@example.com . - = e
Primary Work Location - iobiks Phorss Humbar
Work Phofte Nomivés Secondary Work Location
Emplayee Number Job Title Department

User Type Owner Code Preferred Language

Groups

Q. Trya group name or description

[

2. Click Delete to delete the user account.

Assigning and Removing Group Membership

In the Groups section of the User Profile screen, you see the group memberships that are
currently assigned to the user.

Assigning Groups

1. To assign an additional group to the user, select Assign Groups.

2. Search for and select one or multiple groups and select the Update button in the Assign
Groups drawer.

Assign Groups

Q Locadors PRST X fromdesk X guest X Trya group name or description °

) 2of 6selected o
Name Location 2 Description

@ FRONTDESK FRST Gives user front desk access

@ GuEsT FIRST FIRST

O GUESTENGAGEMENT FIRST Role for Guest Engagement

O  GUESTEXPERENCE FRST FRST

O ROLE2S GUEST MESSAGES FIRST ROLE25_GUEST_MESSAGES

O ROLE35 GUESTLOCATORS FIRST ROLE3S_GUEST_LOCATORS
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User Profile Management

# Note:
OC_RNA Location Search

To search for Reporting and Analytics groups:

e Click Locations and select the location OC_RNA (available for Enterprise and
Chain administrators).

Removing Groups

1. To remove one group from the user, select the Delete icon in the Action column of the
Groups table.

2. To remove multiple groups from the user at once, check all groups to be removed and

select the Remove Groups button above the groups table.

= OPERA Cloud Identity Management

® ™
v
[ - ]
B RewtPumod || 2 Eotpofle | | MorwAcim -
ﬂ Required Information
Exampieiastnae examplecser FRST
Examplelastname

~ Additional Information

exampleuser

FRST )

Unlocked

Groups

a

[ 20fSsclected | + AssignGroups ||| B Remove Groups m
Name < Location & Description Action

B GuEsT FIRST FIRST-GUEST @

@ FRONTDESK FiRST FIRST-FRONTOESK ®

O aoam VAB_ENT VAE_ENT1.ADMIN [e]
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Managing Oracle Users

Introduction

OPERA Cloud Identity Management provides the capability of Oracle Corporate single sign-on
(SSO0). Oracle users (specifically Oracle HGBU users) can use SSO to access customer
OPERA Cloud environments.

This guide provides the steps for granting the DATA ACCESS & SENSITIVE DATA ACCESS
role to Oracle users, so they can access customer environments. It is at the customer’s
discretion to grant this role to users.

Process Overview

The below processes are designed for Oracle users to gain access to customer OPERA Cloud
environments.

e Customers can assign data sensitive access and the data access role membership to an
Oracle user.

e Oracle users must manually communicate to customers through email or through an
Oracle support SR to assign data sensitive access or the data access role in the relevant
property/chain in that customer OPERA Cloud environment. Oracle users will receive a
notification when a customer assigns data access or data sensitive access to them through
the OPERA Cloud Identity Management portal.

Managing Oracle Support User Access

The below section describes the steps required for granting data access and sensitive data
access to Oracle users.

Navigating to Oracle Support Access

1. After logging in to OPERA Cloud Identity Management, you will see the OPERA Cloud
Identity Management homepage that allows access to different functionality areas, based
on your roles.

* The homepage includes a tile to open the Oracle Support Access area.

2. Select the Oracle Support Access tile to open the OPERA Cloud Identity Management
Oracle Support User Access area.

ORACLE -



OPERA Cloud Identity Management

Welcome,

My Profile

Manage my profile

Reset my password
Reset my password

Chapter 5
Managing Oracle Support User Access

Reports Oracle Support Access

Manage support user access

Granting, Extending, and Revoking Access to Oracle Support Users

After selecting the Oracle Support Access tile, the Oracle Support User Access page will
open. This page shows you existing and active Oracle Support Users for all locations to which

you have administrative access.

From the Oracle Support User Access page, you can do the following:

e Search for existing Oracle Support Users access

° Grant access to users

« Extend and revoke the access for users

OPERA Cloud Identity Management

T Oracle Support User Access

Q Tryan email address.

SH
O 100 Results :+ Grant Access

Email Address & Location ¢ Role © Access Grant Date & AccessEnd Date & Action T
a A_PROP DATAACCESSSENSITIVEDATAAC..  FriMay 16 2025 15000 GMT-0...  Fri May 19 2023 15:00:50 GMT-0.
a A_PROP DATAACCESS, SENSITIVEDATAAC.. FriMay 19 2023 15:00:50 GMT-0. FriMay 19 2023 15:00:50 GMT-0.
a A_PROP DATAACCESS SENSITIVEDATAAC Fri May 19 2023 15:00:50 GMT-0. FriMay 19 2023 15:00:50 GMT-0.
) A_PROP DATAACCESSSENSITIVEDATAAC...  FriMay 19 2025 150050 GMT-0...  Fri May 19 2025 15.00:50 GMT-0.
a A_PROP DATAACCESSSENSITIVEDATAAC..  FriMay 16 2025 150050 GMT-0...  Fri May 19 2023 15:00:50 GMT-0.
a A_PROP DATAACCESS SENSITIVEDATAAC. Fri May 19 2023 15:00:50 GMT-0. FriMay 19 2023 15:00:50 GMT-0.
a A_PROP DATAACCESS SENSITIVEDATAAC Fri May 19 2025 15:00:50 GMT-0. Fri May 19 2023 1500550 GMT-0.

Searching for Existing Oracle Support User Access

Use the search filter to search for users with existing grants for Oracle Support User access.

ORACLE"

The search result table will refresh and show the users that are matching the search criteria.

Only users for locations to which the logged in user has administrative access will show.
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Granting Access to Users

1.

Select the Grant Access button to grant Oracle Support User Access to a user.
You will see a grant access drawer that enables you to enter the required details for the
new Oracle Support User Access grant.

Enter the following details:

* Email Address (must end with @oracle.com)

e Location (that is, SH (chain), 879 (property), and so on)
* Role (DATAACCESS, SENSITIVEDATAACCESS)

Select the Grant Access button when you are ready to grant access to the user.
The user will be granted support access for 180 days to the selected locations for the
selected roles.

# Note:

If the user has existing access to any of the selected locations, the existing
access in these locations will be REPLACED with the new access granted to the
user.

Grant Access.

A v v b T et 1 s
0 10 B T ] s
watg e e e ks

DATASCCESS

Extending Access for Users

You can extend existing Oracle support user access from the Oracle Support User Access

page for any user with an active support access.

Extending access for one or multiple users will extend the existing access to 90 days from the
point of time the access was extended. You have two options to extend a user’s grant:

Extending access for an individual user

Extending access for multiple users

Extending Access for an Individual User

You can extend an existing Oracle Support User Access from the Oracle Support User Access
page for any user with active support access.

Extending one or multiple user access will extend the existing access to 90 days from the point
of time the access was extended.

ORACLE"
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Managing Oracle Support User Access

You can use the row-level action on the Oracle Support User Access table to extend the user’s

access.

1. Click the icon in the Action column and select Extend Access.

2. Confirm the pop-up message to extend the user access to 180 days from the point of time
you confirm or cancel the grant process.

= Hospitality OPERA Cloud Identity Management

1 Homs

Oracle Support User Access
O, Tryanemai agaress

fon A_PROP

O @eesuts =+ Gram Access

s 1

A_PROP

B_PROP

B_PROP

B_PROP

C_PROP

D_PROP

A_PROP

A_PROP

B_PROP

B_PROP

A_PROP

i I T s 0 o Y o O Y o I 5 R

D_PROP

Extending Access for Multiple Users

ORACLE

wie 14

DATAACCESS

SENSITIVEDATAACCESS

DATAACCESS

DATAACCESS

DATAACCESS

DATAACCESS

SENSITIVEDATAACCESS

SENSITIVEDATAACCESS

DATAACCESS

SENSITIVEDATAACCESS

DATAACCESS

DATAACCESS

e 4

Mon, Sep 26, 2022, 5:30 PM UTC

Mon, O<t 3, 2022, 211 PM UTC

Mon, Sep 26, 2022, 6:25PM UTC

Mon, Sep 26, 2022, 673 PM UTC

Tue, Sep 20, 2022, 12:46 PM UTC

Thu, Sea 29, 2022, 10:50 AM UTC

Mon, Sep 26, 2022, 6:23PM UTC

Mon, Oct 3, 2022, 211 PM UTC

Mo, Oct 3, 2022, 211 PM UTC

Mon, 0¢L3, 2022, 211 PM UTC

Mon, Oct 3, 2022, 2111 PM UTC

Mon, Oct 3, 2022, 241 PM UTC

oste 4
Mon, Sep 26, 2022, 5:30 PM UTC

Mon, 0ct 3, 2022 211 PMUTC

Mon, Sep 26, 2022, 623 PM UTC

Mon, Sep 26, 2022, 6:23 PM UTC

Tue, 5ep 20,2022, 1246 M1 [ Revoke Access
Thu, Se0 29,2022 1050 AM (55

Mon, Sep 26, 2022, 623 PM UTC

Mon, Oct 3, 2022, 2:11 PMUTC

Mon, Oct 3, 2022, 211 PMUTC

Mon, 0ct 3, 2022 211 PMUTC

Mon, Oct 3, 2022, 2:11 PM UTC

Mon, Oct 3, 2022, 2:11 PM UTC

You can select multiple users on the Oracle Support User Access table to extend the user
access for multiple users at the same time.

After you select users on the Oracle Support User Access table, the top menu button "Extend

Access" is enabled.

1. Click the Extend Access button.

2. Confirm the pop-up message to extend the user access for all selected users to 180 days
from the point of time you confirm or cancel the grant process.
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T Home

Oracle Support User Access

Managing Oracle Support User Access

Q Tryan email address

tion APROP
O zot @ slected | 4 Grant Access Extend Access Revoke Access

— noe 1L e 2 e T

] A_PROP DATAACCESS Mon, Sep 26, 2022, 530 PM UTC Mon, Sep 26, 2022, 530 PM UTC
o B_PROP SENSITIVEDATAACCESS iMon, Oct 3, 2022, 211 PM UTC Mo, Oct 3, 2022, 2:11 PMUTC
8] C_PROP SENSITIVEDATAACCESS Mon, Sep 26, 2022, 6:23 PM UTC Mon, Sep 26, 2022, 6:25 PM UTC
= B_PROP DATAACCESS Mon, Sep 26, 2022, 6:23 PM UTC Mon, Sep 26, 2022, 6:23 PMUTC
] C_PrOP DATAACCESS Mon, Sep 26, 2022, 6:23 PM UTC Mon, Sep 26, 2022, 6:23 PMUTC
] D_PROP DATAACCESS Thu, Sep 29,2022, 10:50 AM UTC Thu, Sep 26, 2022, 10:50 AM UTC
8] A_PROP SENSITIVEDATAACCESS Mon, Sep 26, 2022, 6:23PM UTC Mon, Sep 26, 2022, 6:23 PM UTC
a APROP SENSITIVEDATAACCESS Mon, Oct3, 2022, 211 PM UTC Mon, Oct 3, 2022, 2:11 PMUTC
] B_PROP DATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022 2:11 PMUTC
[m] B_PROP SENSITIVEDATAACCESS Mon, Oct’3, 2022, 2:11 PM UTC Mon, Oct 3, 2022, 2:11 PMUTC
o A_PROP DATAACCESS Mon, Oct 3, 2022, 2:11 PM UTC Mon, Oct 3, 2022, 2:11 PMUTC
8] D_PROP DATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022, 2:11 PMUTC
Extend Access?

Syl i < L A o e ] o L o T o i) s T,

R i ] ey WP L
— ﬂ

Revoking Access for Users

# Note:

In OPERA Cloud Identity Management version 24.2 and earlier versions, a hotel
administrator must manually revoke Oracle Support Access. Oracle Support Access
will not be revoked automatically.

1. You can revoke an existing Oracle support user access from the Oracle Support User
Access page for any user with active support access.

2. Revoking access for one or multiple users will IMMEDIATELY revoke the existing access.
3. You have two options to revoke a user’s grant:
e Revoking access for an individual user

e Revoking access for multiple users

Revoking Access for an Individual User

1. You can use the row-level action on the Oracle Support User Access table to revoke the
user’s access.

2. Click the icon in the Action column and select Revoke Access.

3. Confirm the pop-up message to revoke the user access IMMEDIATELY.
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Hospitality OPERA Cloud Identity Management fa
T Home
Oracle Support User Access
Q, Tryan email address
cation APROP
O Qs+ Grant Access o
Emal address 1L Locstian Roie 1L hacoss GramsDae Acoess Aaticn
a A_PROP DATAACCESS Mon, Sep 26, 2022, 530 PM UTC Mon, Sep 26, 2022, 530 PM UTC
a B_PROP SENSITIVEDATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022, 211 PMUTC
o B_PROP DATAACCESS Mon, Sep 26, 2022, 6:2% PM UTC Mon, Sep 26, 2022, 6:2% PM UTC
a] BPROP DATAACCESS Mon, Sep 26, 2022, 623 PM UTC Mon, Sep 26, 2022, 6:23 PM UTC
o C_PROP DATAACCESS Tue, Sep 20, 2022, 12:46 PM UTC Tue, Sep 20, 2022, 12246 PM L [ Revoke Access
=} D_PROP DATAACCESS Thu, Sep 29, 2022, 10:50 AM UTC Thu, Sep 29, 2022, 10:50 AM [ Extend Access
a A_PROP SENSITIVEDATAACCESS Mon, Sep 26, 2022, 6:23 PM UTC Mon, Sep 26, 2022, 6:23 PM UTC
[u] APROP SENSITIVEDATAACCESS Mon, 0ct'3, 2022, 211 PM UTC Mon, Oct 3, 2022, 211 PMUTE
u] B_PROP DATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022, 211 PMUTC
a B_PROP SENSITIVEDATAACCESS Mon, Oct 3, 2022, 2211 PM UTC Mon, Oct 3, 2022, 211 PMUTC
a A_PROP DATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022, 211 PMUTC
o D_pROP DATAACCESS Mon, Dct'3, 2022, 211 PM UTC Mon, Oct 3, 2022, 211 PMUTC

Revoking Access for Multiple Users

1. You can select multiple users on the Oracle Support User Access table to revoke the user
access for multiple users at the same time.
After you select users on the Oracle Support User Access table, the top menu button

"Revoke Access" is enabled.

2. Click the Revoke Access button.

3. Confirm the pop-up message to revoke the user access IMMEDIATELY for all selected

users.

Hospitality OPERA Cloud Identity Management

T Home

Oracle Support User Access

Q Try an email address
Location A_PROP
0 2018 swlocted | + Grant Access Extend Access. Rrvole Access m
Ema address 14 Location 1§ n wDae Access End Date T4
[w] A_PROP DATAACCESS Mon, Sep 26, 2022, 530 PM UTC Mon, Sep 26, 2022, 5:30 PM UTC
[m] B _PROP SENSITIVEDATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022, 2:11 PM UTC
a C_PROP SENSITIVEDATAACCESS Mon, Sep 26, 2022, 6:23 PM UTC Mon, Sep 26, 2022, 6:23 PM UTC
-] B_PROP DATAACCESS Mon, Sep 26. 2022. 6:23 PM UTC Mon, Sep 26, 2022, 6:23 PM UTC
] C_PROP DATAACCESS Meon, Sep 26, 2022, 6:23 PM UTC Mon, Sep 26, 2022, 623 PM UTC
[w] D_PROP DATAACCESS Thu, Sep 29, 2022, 10:50 AM UTC Thu, Sep 29, 2022, 10:50 AM UTC
a A_PROP SENSITIVEDATAACCESS Mon, Sep 26, 2022, :23 PM UTC Mon, Sep 26, 2022, 6:23 PM UTC
a A_PROP SENSITIVEDATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022. 211 PM UTC
a B_PROP DATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3. 2022. 211 PM UTC
o E_PROP SENSITIVEDATAACCESS Mon, Oct 3, 2022, 2:11 PM UTC Mon, Oct 3, 2022, 211 PM UTC
a A_PROP DATAACCESS Mon, Oct 3, 2022, 211 PM UTC Mon, Oct 3, 2022, 211 PM UTC
a D_PROP DATAACCESS Mon, Oct 3, 2022, 2211 PM UTC Mon, Oct 3, 2022. 211 PM UTC
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Managing Oracle Support Access Requests

OPERA Cloud Identity Management provides a self-service approval workflow for Oracle
Support Users access requests.

Oracle Support Users can request access for support roles, such as DATA ACCESS and
SENSITIVE DATA ACCESS, and respective customer administrators can approve/deny this
request based on their discretion.

These support roles provide the Oracle Support User with support access in OPERA Cloud
Services, and it is recommended that customers review such support requests before
approving/denying the request.

Oracle Support Access Request can be approved only by a customer’s respective enterprise,
chain, or property administrator in OPERA Cloud Identity Management Portal.

Navigating to Oracle Access Requests

1. Log in to OPERA Cloud Identity Management portal.

In the OPERA Cloud Identity Management portal, you will see a tile for Oracle Access
Requests.

# Note:

You must have administrative role membership in OPERA Cloud identity
Management Portal to see the tile.

2. Select the Oracle Access Requests tile.

Oracle Access Requests Screen Overview

The Oracle Access Requests screen:
*  Shows you details for all your access requests received within the last 90 days.
» Defaults the request status filter to support requests that are in “Awaiting Approval” status.

*  Sorts the list of requests to the longest waiting requests to show on top.

< Note:

You can only act on requests in “Awaiting Approval” status.

* Allows you to respond to one or multiple requests.
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# Note:

on.

OPERA Cloud Identity Management

Chapter 6

Approving a Single Request

Requests not responded to within 30 days will expire and can no longer be acted

Oracle Access Requests
O sranun desting spproed X

Locason

O Al requests expire alter 30 days and will be permanently removed after 90 days of the last update.

O 3hems

Approving a Single Request

1. To approve an Oracle Access Request with the row level action, click the ellipsis (“...")

under the Action column.
2. Click Approve Access.
3. Confirm by clicking Approve in the “Approve Access?” dialogue.

You have successfully granted the requested support access for the selected row.

< Note:

which you have administrative access.

Approving Multiple Requests

You can see the respective support access entry in the Oracle Support Access
tile. This shows all the currently active Oracle support access for locations to

1. To approve one or multiple Oracle Access Requests with the page level action, first select
the checkbox for all requests that you want to approve at the same time.

ORACLE
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¢ Note:

You can select up to a maximum of 20 requests at one time.

2. Click the page level Approve Access button.
3. Confirm by clicking the Approve button in the “Approve Access?” dialogue.

For the selected requests, you have successfully granted the requested support access to the
selected Oracle user.

" Note:

You can see the respective support access entry in the Oracle Support Access tile.
This shows all the currently active Oracle support access for locations to which you
have administrative access.

Denying a Single Oracle Access Request

1. To deny an Oracle Access Request with the row level action, click the ellipsis (“...”) under
the Action column.

2. Click Deny Access.

3. Provide a justification (required) to the requesting user explaining why the request was
denied and confirm by clicking the Deny button on the “Deny Access?” dialogue.

You have successfully denied the requested support access for the selected row.
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Denying Multiple Requests

1. To deny one or multiple Oracle Access Requests with the page level action, first select the
checkbox for all requests that you want to deny at the same time.

¢ Note:

You can select up to a maximum of 20 requests at one time.

2. Click the page level Deny Access button.

3. Provide a justification (required) to the requesting users explaining why the requests were
denied and confirm by clicking the Deny button on the “Deny Access?” dialogue.

For the selected requests, you have successfully denied the requested support access to the
selected Oracle user.

ORACLE 6.
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Viewing your Oracle Access Requests

1. On the Oracle Access Requests screen, you will see all access requests for the last 90
days assigned to you.

2. You can use the filter chips to filter by location and request status. By default, you will see
the list filtered by request status “Awaiting Approval.”

3. Each access requests shows you the status of the request.

a. Awaiting Approval — This status indicates the access request has been submitted by
the Oracle user and awaiting approval from the respective hotel administrator(s).

b. Approved & Finalizing — This status indicates the access request was approved or
denied by the hotel administrator, and the backend system is finalizing the request
approval or denial.

c. Granted — This status indicates the access request was approved by the hotel
administrator and granted in OPERA Cloud Identity Management.

d. Denied — This status indicates the access request was denied by the hotel
administrator. Note that all denied requests show the hotel administrator response in
the “Status Details” column.

e. Expired — This status indicates the access requests expired as it is not approved or
denied by the hotelier administrator within 30 days. Expired requests are shown for
information purposes only and cannot be actioned. You can create a new request with
the same detalils if required.

f. Cancelled — This status indicates the access request was cancelled by the Oracle
user.

g. Failed to finalize — This status indicates the access request was approved or denied
by the hotelier administrator, but the request failed to be granted or denied due to a
technical error. Requests with this status are no longer active. You can create a new
request with the same details if required.
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# Note:

Only requests in “Awaiting Approval” status can be actioned by using the
available row level actions or selecting the requests and using the available page
level actions.

Requests that are in a status other than “Awaiting Approval” are not actionable
and are shown for information only.

Figure 6-1 Oracle Access Requests Screen

OPERA Cloud Identity Management

1 GHSCHT SENSITVEDATAACCESS ===
o i P— (]
a crser SENSTVEDATAACCESS [—] deriad testing &
a s =3
(] RIPROT ¥ m
1 GKRIPRO 1 DATAACCESS 227 m
Figure 6-2 Oracle Access Requests — Status Flows
R st Submitted A d &
equest Submite » Awaiting Approval » p.pl'Djﬁ._' » Granted
by Oracle User Finalizing

r

Failed to finalize

> Denied

Cancelled

» Expired
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Email Notifications Received for Oracle Access Requests

When an Oracle Support User creates a new access request, the respective customer
administrator is notified by an email.

# Note:

An Oracle Support User can send a request for multiple roles at multiple locations at
the same time. Because the multiple requests can each go to different Admins, the
Admins will only receive one role request per email.

An access request email includes the following details:
e Oracle Support User email address

e The requested location / role

e The expiry date of the request

e Alink to review the Oracle Access Requests in the OPERA Cloud Identity Management
portal.

ORACLE Hospitality

Oracle Support User <support.user@oracledotcom= has requested the following
role:

Role:

DATAACCESS: A_PROP

Environment:
environmentname.oraclehospitality.us-name

Request expires:
Monday, December 25, 2024 at 5:30 PM UTC

Review this request in OPERA Cloud Identity Management

Oracle Access Requests

Sincerely,
Oracle Hospitality
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An Oracle user can send reminder emails for requests that are in awaiting approval status. A
reminder email includes the following details:

e Oracle Support User email address
e The requested location / role
*  The expiry date of the request

« Alink to review the Oracle Access Requests in the OPERA Cloud Identity Management
portal.

DRAC L.,'E Hospitality

Oracle Support User <support.user@oracledotcom= has requested the following
role:

Risle:
DATAACCESS: A_PROP

Environment:
environmentname.oraclehospitality.us-name

Request expires:
Monday, December 25, 2024 at 5:30 PM UTC

Review this request in OPERA Cloud Identity Management

Dracle &ccess Requests

Sincerely,
Cracle Hospitality

ORACLE" 6-8



|dentity Reports

ORACLE

Available Identity Reports

The following identity reports are available in the OPERA Cloud Identity Management portal.

1.

User Summary report

This report provides a comprehensive summary of customer users in their respective

locations (chains or properties).

This report allows the following filters:

The following fields are available in this report:

Username

Display Name

First Name

Last Name

Email

Primary Work Location
User Status

Lock Status

Last Successful Login Date
Modified Date

Creation Date

Username

Display Name

First Name

Last Name

Email

Primary Work Location (required)
Department
Employee Number
User Type

Identity Status

— Active (True)

— Inactive (False)
Account Status

— Locked (True)

— Unlocked (False)
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* Locked Date
* Locked Reason
— 0 - Failed password login attempts
— 1 - Admin lock
— 2 - Failed reset password attempts
— 3 - Failed MFA login attempts
— 4 - Failed MFA login attempts for a federated user
— 5 - Failed Database login attempts
e Last Successful Login Date
e Last Failed Login Date
* Modified Date
e Creation Date
*  Password Expiry Flag
* Last Successful Password Set Date
Group Summary Report

This report provides a comprehensive summary of groups in their respective locations
(chains or properties).

This report allows following filters:

e Location (required)

e Group Name

o Description

The following fields are available in this report:
* Location

e Group Name

e Description

Group Membership Report

This report provides a comprehensive summary of user group memberships in their
respective locations (chains or properties).

The report allows the following filters:

e Group Name (required)

* Username

e First Name

* Last Name

Emall

The following fields are available in this report:
e Group Name

* Username

e First Name

7-2



e Last Name
e Email

e Employee Number

Administrator Roles Membership Report

Chapter 7

Managing Identity Reports

This report provides a comprehensive summary of OPERA Cloud Identity Management
IAM administrator role memberships in their respective locations (chains or properties).

This report allows the following filters:
e Location (required)

* Admin Role Name

* Username

e First Name

« Last Name

The following fields are available in this report:

* Location

¢ Admin Role Name
* Username

e First Name

* Last Name

e Employee Number

*  Membership Type

— Direct — User assigned to application role.

— Indirect — User assigned to administrator group.

Managing Identity Reports

ORACLE

Navigate to Reports Management Page

1.
2.

Log in to OPERA Cloud Identity Management Portal as an administrator.

Click the Reports tile on the homepage.
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OPERA Cloud ldentity Management

Welcome,

Users
Manage users

Oracle Support Access

Manage support user access

Manage user greups

Administrator Roles

Manage administrator roles

Oracle Access Requests

Request Access to locations

@
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Reports

Manage reports

The Reports page consists of a list of available reports and a report generation page specific to

each report.

Select a Report and Configure Report Filters

1. To see the filter configuration page for a report, select the respective report.

On the right hand-side, you will see the available filter options for the selected report.

Add any required filter details. Optionally, you can also add additional filter criteria.

Some filters (for example, group name filter) allow you to search for existing groups and
select the groups that should be included in the report.

= OPERA Cloud Identity Management

Parent page

Reports

User Summary Report

Group Summary Report

Group Membership Report

Administrator Roles Marmbershio Report

@ Configur

User Summary Report

Configuration

Ematl

DateRange @ Fom O Unsi

Date Range @ From O Useil

Date Range @ From O Unil

Output Format

Outputt oot
esv

® ™
X
i Lsck =
2]
]

Some filters (for example, the Group Name filter) allow you to search for existing groups
and select the groups that should be included in the report.
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= OPERA Cloud ldentity Management o @ a

Porent page

Reports

User Summary Report © Configure and generate r

Rl el

Greup Summary Report
Group Summary Report

Group Mernibership Report
 Oeseription The Configuration

adimin Reles Membershin Report aKschr

Q Locstans GRscHt X Admin X Search Group name °

Name Location Description

8 Aomm GSCHI GKSCH1-ADMIN OPERA Cloud
HOP_ADMIN GKSCHI GKSCH1-HOR_ABMIN Distribution Admin
Output Format

esv

it m

Generating and Saving Reports

1.

After you have selected a report and added filter criteria, select Generate Report to create
a report.

Once the report generation has completed, a toast message “Report Downloaded”
appears as well as the following depending on your browser:

a. A*“"Save As” dialogue that allows you to specify a download location for the report and
save the report in that location.

b. The report being added in the “downloads” area of your browser.

# Note:

All report outputs are in CSV file format and report generation may take several
minutes to download or several minutes before a toast message appears on the
screen for “Save As.”
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