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Purpose

This guide explains the Microsoft Azure Active Directory (AD) Synchronization feature of
Oracle Hospitality OPERA Cloud. Customers who are using Microsoft Azure AD as their
identity provider can utilize the Microsoft Azure AD Synchronization feature.

Audience

This document is intended for OPERA Cloud Services application administrators.

Customer Support

To contact Oracle Customer Support, access the Customer Support Portal at the following
URL:

https://iccp.custhelp.com

When contacting Customer Support, please provide the following:

e Product version and program/module name

e Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create

e Exact error message received

e Screen shots of each step you take

Documentation
Oracle Hospitality product documentation is available on the Oracle Help Center at

http://docs.oracle.com/en/industries/hospitality/

Revision History

Table Revision History

]
Date Description of Change
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Microsoft Azure AD Synchronization Overview

OPERA Cloud Identity Management's OCI IAM Identity Domains provide the capability of
synchronizing users and groups from Microsoft Azure Active Directory (Azure AD). This feature
ensures customers who are using Microsoft Azure AD as their identity provider can centrally
manage their users and groups in Microsoft Azure AD, and those users, groups, and user
group memberships are seamlessly synchronized into OPERA Cloud Identity Management.

Prerequisites for Microsoft Azure AD Synchronization

e An operational Microsoft Azure AD tenant

e Auser account in Microsoft Azure AD with permission to configure provisioning (for
example, Application Administrator, Cloud Application Administrator, Application Owner, or
Global Administrator).

e OPERA Cloud Identity Management's OCI IAM Identity Domains provisioned for the
customer.

e User account in OCI IAM Identity Domain with Administrator permissions.
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Configuring Microsoft Azure AD
Synchronization in OCI IAM ldentity Domain

This section provides the steps to configure Microsoft Azure AD as the authoritative identity
store to manage identities in OPERA Cloud Identity Management. Microsoft Azure AD is
configured using an application template from Microsoft Azure AD Gallery.

Below are the high-level steps involved in this configuration.

1.

Configure OCI IAM so that Microsoft Azure AD is the identity store to manage identities in
OCI IAM. In OCI IAM, create a confidential application.

Generate a secret token from the OCI IAM identity domain's client ID and client secret.
Use this along with the domain URL in Azure AD.

Create an app in Microsoft Azure AD and use the secret token and identity domain URL to
specify the OCI IAM identity domain and prove that it works by pushing users from
Microsoft Azure AD to OCI IAM.

Assign the users and groups you want to provision to OCI IAM in the Microsoft Azure AD
application.

1. Create a Confidential Application

ORACLE

1
2
3.
4

In the OCI Identity Domain, open the navigation menu and click Identity & Security.
Under Identity, click Domains.
Click Integrated Applications in the identity domain in which you are working

Click Add Application and choose Confidential Application and click Launch workflow.

Add application

Appiication Catalog (‘\)

o]
Create a web-serverfserver-side application that uses

sth 2
SAML Appilication OAuth 2.0

A confidential application is accessed by muitiple users
and hosted on a secure and protecied server.
Applications that can protect their OAuth client ID and
client secret are calied confidential appl cations. These
applications typically run on a server and can maintain
the confidentiality of their client secret

Mobie Application
@ Confidential Application

Enterprise Application
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Chapter 2
1. Create a Confidential Application

5. Enter a name for the application, for example Azure AD, and click Next.

6. Under Client configuration, select Configure this application as a client now.

Client configuration

© configure this application as a client now Skip for later

7. Under Authorization, select Client credentials.

Authorization
Allowed grant types (@
Resource owner Authorization code
Client credentials Implicit
WT assertion SAML2 assertion
Refresh token TLS client authentication
Device code

8. Under Client type, select Confidential.

9. Scroll down and in the Token issuance policy section, set Authorized resources to
Specific.

Token issuance policy

Authorized resources (@)
All @ Specific

Add resources

add resources if vou want
~A00 respurces It you wani ya

Add app roles

Add the application roles to

tasks available to the id

App roles
Add roles

10. Select Add app roles.

11. In the App roles section, click the Add roles button.
12. On the Add app roles page, select User Administrator and then click Add.
13. Click Next and then click Finish.

14. On the Application Overview page, click Activate and confirm that you want to activate the
application. The confidential application is now activated.

ORACLE" 2.9



Chapter 2
2. Find the Domain URL and Generate a Secret Token

2. Find the Domain URL and Generate a Secret Token

You need the following pieces of information for the connection settings of the enterprise app
you create:

ORACLE"

1.

g » W DN

The domain URL
A secret token generated from the client ID and client secret

Return to the identity domain overview by clicking the identity domain name in the
breadcrumbs. Click Copy next to the Domain URL in Domain information and save the
URL to an app where you can edit it.

Overview in Default Domain

Change domain type Edit domain Add tags Reset all passwords

Domain information Tags

OcCID: Show Copy Created: Mon, Nov 8, 2022, 20:27-02 UTC
Domain type: Free Show domain on login: On

Description Show Copy Domain URL: Show Copy
Domain Status: @ Active

replication:

Home region: US East (Ashburn)

In the confidential app in OCI 1AM, click the OAuth configuration under Resources.
Scroll down and find the Client ID and Client secret under General Information.
Copy the client ID and store it.

Click Show secret and copy the secret and store it.

Client secret

The secret token is the base64 encoding of <clientID>:<clientsecret> or
base64(<clientID>:<clientsecret>)

The following examples show how to generate the secret token on Windows and MacOS:

2-3



Chapter 2
3. Create the OCI Application on Azure AD

In a Windows environment, open CMD and use this powershell command to generate
base64:

[Convert] ::ToBase64String ([System.Text.Encoding]::UTF8.GetBytes (‘client
id:secret’))

In MacOS, use the following:

echo -n <clientID>:<clientsecret> | base64

The secret token is returned. For example:

echo -n 3923577523475239234577437:3454-9853-7843-3554 | baset4

NkONzUyMzcyMzQI1NzMTcONzUyMzMtNTQzNCO50Dc4LTUzZNQ==

Make a note of the secret token value.

3. Create the OCI Application on Azure AD

Configure Microsoft Azure AD to enable Azure AD to be the authoritative identity store to
manage identities in IAM.

ORACLE

1.
2
3.

In the browser, sign into Microsoft Azure using the URL https://portal.azure.com
Click Azure Active Directory to open the Azure Active Directory overview page.

In the left menu, click Enterprise applications.

: Enterprise applications | All applications

hew application () Refresh  + Download Exporty @ Preview info Columas W Prevew festures 7 Getfeedback?
Overview &
O Overview veew, filter, and search applications in your organ 3% are set up 10 USe your Azure AD lenant as their identiy Provider,
v Diagnose and sche problems The list of applications that are mantained by your organization are in apphcation regestration
Manage gadch apphcat biect Apphcation type = = Enterprise Applicstions Apphcation ID starts with T Add fiers
B A appiications 13 appheaticns found

On the Enterprise applications page, click New application.

Select Oracle Cloud Infrastructure Console.

Browse Azure AD Gallery

D) redersted 550 D Provisioning

Oracle

Oracle IDCS for Oracle IDCS for JD Oracle IDCS for
ﬁ E-Business Suite “ Edwards (‘b PeopleSoft

Oracle Access Manager Oracle Access Manager Oracle Cloud Oracle Fusion ERP
for Oracle E-Business for Oracie Retail ﬁ Infrastructure Console oracLe

Suite 0 Merchandising iy Cerpertic s 3

Seace Copanyes R — 3

3 2

2 2 2
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Chapter 2
3. Create the OCI Application on Azure AD

Enter a name or accept the default of Oracle Cloud Infrastructure Console.

Click Create.

2

Oracle IDCS for
i E- Bmmus Sui!e

2

Oracle IDCS for JO
: Edw.rda

FeR > ReeRTRR > TR PR e Oracle Cloud Infrastructure Console x
Browse Azure AD Gallery
7 Got feedback?
D) rederated $50 1D Provisioning Loga G ——
Oracle
Publisher Provisioning
Oracle Corporation Automatic provisioning supported
Oracle Access Manager Oracle Access Manager ‘Oracle Clo
for Oracle E-Business for Oracle Retail Infr; single Sign-On Mode URL @
0 Suite 0 Merchandising 0 ora &
Orade Corparstion Orade Corporation SAML-based Sign-on

(*

o)

Linked Sign-on

Oracle IDC
PeqplgSof Oradle Cloud Infrastructure combines the benefits of public doud

(governance. predictability, controf)

into 3 single offering.

Select Provisioning from the left menu under Manage.

2, Oracle Cloud Infrastructure Console | Provisioning

* Got fredback?
B overvew

[0 Depboyment plan

Manage

1 Properies .
9
& Cwners [+ )
& Roles and adminatratces
& Users and groups
D single sign-on Automate identity lifecycle management with Azure Active Directory

P Provisioning Automatically create, update, and delete accounts when users join, leave, and move within your organization. Learm maore

Get starbed

C sef-service

Security

Click Get started and change the Provisioning Mode to Automatic.

In the Tenant URL, enter the OCI IAM Domain URL from 2. Find the Domain URL and

Generate a Secret Token followed by ladmin/vl. That is, the tenant URL is https://
<domainURL>/admin/v1l

Enter the secret token you generated in 2. Find the Domain URL and Generate a Secret

Token.
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4. Additional Configurations for Federated Users

Home > Default Directory > Enterprise applications > Orade Cloud astructure Console

Provisioning

B save X piscard

0 This provisioning connector is in preview. Please click here to provide us feedback

Provisioning Mode

l Automatic

7]

Use Azure AD to manage the creation and synchronization of user accounts in Oracle Cloud Infrastructure Console
based on user and group assignment.

~ Admin Credentials

Admin Credentials

Azure AD needs the following information to connect to Oracle Cloud Infrastructure Console’s APl and
synchronize user data.

Tenant URL *

Secret Token

Test Connection

12. Click Test Connection and verify if the test is successful.

4. Additional Configurations for Federated Users

ORACLE"

N o g M w N PR

In the browser, log in to Microsoft Azure using the URL.

Click Azure Active Directory to open the Azure Active Directory overview page.

In the left menu, click Enterprise applications.

Click the application you created earlier, Oracle Cloud Infrastructure Console.

In the left menu under Manage, click Provisioning and then click Edit Provisioning.

In the Provisioning page, click Mappings.

Under Mappings, click Provision Azure Active Directory Users.
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4, Additional Configurations for Federated Users

Provisioning Mode

Use Azure AD to manage the creation and synchronization of user accounts in OCI LAM - SHCorp based on user and
igroup assignment

Admin Credentials

Mappings

Mappings

Mappings allow you to define how data should flow between Azure Active Directory and OracleiDCS
Name Enabled
Provision Azure Active Directory Groups Yes

[ p'l':'..'.'l'f" "‘."-.'-." .'\-\‘ Ve :‘ rectory Users Yt‘s

D Restore default mappings

Under Attribute Mappings, scroll down and click Add New Mapping.

# Note:

and remove all other mappings.

Table 2-1 User Mappings

e In Azure User mapping, keep only the mappings shown in the below table

e If the target attribute is not found in the User Mapping in Azure, refer to the
‘Custom Attribute Mapping’ section to add the target attribute.

Azure AD OCI IAM IAM Mapping Value Description Mandatory
User Domain Domain Type Attribute
Attribute User Attribute
Name Attribute Type
Name
userPrincip [ userName | String Direct N/A User name | Yes
alName
surname name.famil | String Direct N/A Last name | Yes
yName
mail emails[type | String Direct N/A Email Yes
eq address
"work"].val
ue
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4. Additional Configurations for Federated Users

Table 2-1 (Cont.) User Mappings

Azure AD OCI IAM 1AM Mapping Value Description Mandatory
User Domain Domain Type Attribute
Attribute User Attribute
Name Attribute Type
Name
extensionAt | urn:ietf:par | String Direct N/A Mandatory | Yes
tributePrim | ams:scim:sc Single
aryWorkLo [ hemas:idcs: Valued User
cation extension:c Attribute.
ustom:User: Indicates
OC_Primar the User’s
yWorkLoca primary
tion work
location.
Primary
Work
Location
can have
values
<ENTERPRI
SE_ID >:E
for multi
chain
customers
derived
from the
User
profile. For
customers
having only
a single
chain, the
source
value can
be set to
constant
<CHAINCO
DE>:C for
all users.
CBool("true | urn:ietf:par | Boolean Expression | CBool("true | Enable Yes
") ams:scim:sc ") Federated
hemas:orac User flag in
le:idcs:exte Identity
nsion:user: Domain.
User:isFede
ratedUseris
FederatedU
S

2-8
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Table 2-1 (Cont.) User Mappings

Chapter 2

4, Additional Configurations for Federated Users

Azure AD
User
Attribute
Name

OCI IAM
Domain
User
Attribute
Name

IAM
Domain

Attribute

Type

Mapping

Type

Value

Description

Mandatory
Attribute

CBool("true
"

urn:ietf:par
ams:scim:sc
hemas:orac
le:idcs:exte

nsion:user:

User:bypass
Notification

Boolean

Expression

CBool("true
"

The bypass
notification
flag
controls
whether an
email
notification
is sent after
creating or
updating a
user
account

in Identity
Domain. by
passNotific
ation to be
set to "true"
for
Federated
users and
this
disables us
er account
activation
notification
in IAM
Identity
Domain for
the user.

Yes

active

active

String

Expression

Not([IsSoft
Deleted])

User status.
The
attribute
IsSoftDelete
d is often
part of the
default
mappings
for an
application
in Azure
AD. It is not
recommen
ded to
remove the
IsSoftDelete
d attribute
from your
attribute
mappings.

Yes

givenName

name.given
Name

String

Direct

N/A

First name

No
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4. Additional Configurations for Federated Users

Table 2-1 (Cont.) User Mappings

Azure AD OCI IAM 1AM Mapping Value Description Mandatory
User Domain Domain Type Attribute
Attribute User Attribute
Name Attribute Type
Name
perferredL |preferredl |String Direct N/A User's No
anguage anguage preferred
written or
spoken
language
used for
localized
user
interfaces.
displayNam | displayNam | String Direct N/A Display No
e e name
jobTitle title String Direct N/A Title No
mobile phoneNum | String Direct N/A User's No
bers[type mobile
eq phone
"mobile"].v number
alue
extensionAt | urn:ietf:par | String Direct N/A Unique No
tributeUser | ams:scim:sc code (typica
OwnerCode [ hemas:idcs: lly, the sales
extension:c manager's
ustom:User: initials)
OC_UserOw for the own
nerCode er. For
example, oc
_ownercod
e=First_Last
_Initial.
employeeld | urn:ietf:par | String Direct N/A Numeric or | No
ams:scim:sc alphanume
hemas:idcs: ric
extension:c identifier
ustom:User: assigned to
OC_UserEm a person,
ployeeNo typically
based on
order of
hire or
association
with an
organizatio
n.
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4, Additional Configurations for Federated Users

Table 2-1 (Cont.) User Mappings

Azure AD OCI IAM 1AM Mapping Value Description Mandatory
User Domain Domain Type Attribute
Attribute User Attribute
Name Attribute Type
Name
employeeT |urn:ietf:par | String Direct Possible Used to No
ype ams:scim:sc Values: identify the
hemas:idcs: . FULL- |organizatio
extension:c TIME |n-to-user
ustom:User: EMPLO | relationshi
OC_UserTy YEE p.
pe «  PART-
TIME
EMPLO
YEE
« TRAINE
E
* CONTR
ACTOR
e CONSU
LTANT
OTHER
department | urn:ietf:par | String Direct N/A Specifies No
ams:scim:sc the user's
hemas:idcs: department
extension:c
ustom:User:
OC_Depart
ment
telephoneN | phoneNum | String Direct N/A User's work | No
umber bers[type phone
eq number
"work"].val
ue
extensionAt| name.hono | String Direct N/A User’s No
tributeHon | rificPrefix Initials
orificPrefix
extensionAt| name.midd | String Direct N/A User’s No
tributeMid |leName Middle
dleName name
extensionAt| name.hono | String Direct N/A Suffix No
tributeHon | rificSuffix
orificSuffix
extensionAt | urn:ietf:par | String Direct N/A User's No
tributeTime | ams:scim:sc timezone
zone hemas:core
:2.0:User:ti
mezone
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4. Additional Configurations for Federated Users

Table 2-1 (Cont.) User Mappings
|

Azure AD OCI IAM 1AM Mapping Value Description Mandatory
User Domain Domain Type Attribute
Attribute User Attribute
Name Attribute Type
Name
extensionAt | urn:ietf:par | String Direct N/A Used to No
tributeLoca | ams:scim:sc indicate the
le hemas:core user's
:2.0:User:lo default
cale location for
purposes of
localizing
items such
as
currency,
date and
time
format,
numerical
representat
ions, and so
on.
Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and OraclelDCS
Ay et Divoniey it S—— (PR —
item(Split(userPrincipalName], *@"), 1) userName 1
Not([isSoftDeleted]) active m
displayName displayName m
jobTitle title [ Delete |
o emalslype eq “workvalve [ ociete |
prr— JE—— [ Daete |
givenName name givenName E3
sumame name familyName [ Delete |
CBool("true”) urnietf params:scim: User: m
CBool(true’) urn fetf params.scim sch Jeid User ES
extensionAttributeUserOwnerCode urm et params:scim schemasides extensioncustom:UserOC_OwnerCode | elete |
extensionAttributePrimaryWorkLocation umnietf params:scim User0C | EN
employeeType urnietf JserQC_UserType [ Delete |
Add New Magping

Custom Attribute Mapping

To add mapping for target attributes, such as custom attributes and attributes not defined by
default in the provisioning connector schema, you can edit the JSON representation of the
schema to add these attribute mappings.
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4, Additional Configurations for Federated Users

# Note:

Editing the list of supported attributes is only recommended for administrators who
have customized the schema of their applications and systems and have first-hand
knowledge of how their custom attributes are defined or if a source attribute is not
automatically displayed in the Microsoft Entra admin center Ul. This sometimes
requires familiarity with the APIs and developer tools provided by an application or
system. The ability to edit the list of supported attributes is locked down by default,
but customers can enable this capability by navigating to the following URL: https://
portal.azure.com/?

Microsoft AAD_Connect_Provisioning_forceSchemaEditorEnabled=true.

You can navigate to your application to view the attribute list. For more information, see the
"Editing the list of supported attributes" section of the Microsoft article Tutorial - Customize user
provisioning attribute-mappings for SaaS applications in Microsoft Entra ID.

1. Under Provisioning, select Mappings, and then select Provision Azure Active Directory
Users.

2. Select the Show advanced options check box at the bottom of the Attribute
Mapping screen, and then select Edit attribute list for OraclelDCS.

Edit Attribute List

sssss

\\\\\

3. Save the mapping.

Group Attribute Mapping

1. On the Provisioning page, click Mappings.

2. Under Mappings, click Provision Azure Active Directory Groups. Refer to the below
table to update and add the mappings for Group attributes.

Table 2-2 Group Attribute Mappings
]

Azure AD IAM Domain IAM Domain Mapping Value Description Mandatory
Attribute Group Attribute Type Attribute
Attribute Type
Name
displayNam displayNam String Direct N/A Group Yes
e e display
name
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4. Additional Configurations for Federated Users

Table 2-2 (Cont.) Group Attribute Mappings
]

Azure AD IAM Domain IAM Domain Mapping Value Description Mandatory
Attribute Group Attribute Type Attribute
Attribute Type
Name
members members String Direct N/A Members of No
the group
objectld externalld  String Direct N/A External No
Group Id
description urn:ietf:para String Direct N/A Group No
ms:scim:sch description

emas:oracle:
idcs:extensi
on:group:Gr
oup:descript
ion

Group Attribute Mapping in Azure AD

Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and OracleiiCS

Azure Active Directory Attribute Matching precedence

displayName

3
i

Follow the below steps to add the IDCS Group Description attribute.

1. Under Provisioning, select Mappings and then select Provision Azure Active Directory
Groups.

2. Select the Show advanced options check box at the bottom of the Attribute Mapping
screen and then select Edit attribute list for OracleIDCS.

# Note:

For this operation, you must set the Azure Portal URL with
forceSchemakEditorEnabled=true as mentioned in the Note under the 'Custom
Attribute Mapping' section.

3. Add the attribute.
4. Save the mapping.

5. Navigate to Provision Azure Active Directory Groups and add the mapping for the
Group description and save the changes.

6. Select Provisioning from the left menu and set the Provisioning Status to “On.”
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7. Save the changes.

Chapter 2
5. Assign Users and Groups to the Microsoft Azure AD Application

Petrwinring Made

Ut Azure AD 1o marage the creaticn and iyrcheonization of wier scoounts. in OCIM baved on uier and group

sangreTaent
« Admin Credentials

+ Mapgrgs

= Sating

Provitasming b
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5. Assign Users and Groups to the Microsoft Azure AD
Application

Assign the users you want to provision to OCI IAM.

ORACLE"

A A o

In Azure AD, in the left menu, click Enterprise applications.

Click the application you created earlier, Oracle Cloud Infrastructure Console.
In the left menu under Manage, click Users and groups.

In the Users and groups page, click Add user/group.

On the Add Assignment page, under Users and groups, click None Selected. The Users
and groups page opens.

6. Select one or more users or groups from the list by clicking them. The ones you select are
listed under Selected items.

Home Enterprise applications

Add Assignment

Users and groups
HNore Selected

Select a role

Enterprise applications | AN applications Use'.s and grou P5 W

. ‘_.R‘—
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5. Assign Users and Groups to the Microsoft Azure AD Application

10.

Click Select. The number of users and groups selected are shown on the Add Assignment

page.

Add Assignment

A When you assign a group to an application, only users directly in the group will have access. The assignment
does not cascade to nested groups.

Users and groups

2 users selected. 3 groups selected.
Select a role

On the Add Assignment page, click Assign.
The Users and groups page now shows the users and groups you have chosen.

Sa OCI IAM!| Users and groups

Enterpnse Application

T~ Add user/group

Columns &7 Got feedback?

H overview

@ The application will appear for assigned users within My Apps. Set ‘visible to users?" to no in properties to prevent this. =
[ oeployment Plan

X Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

Manage

I properties ‘ O First 200 shown, to search all users & gr. |

& Owners Display Name Object Type Role assigned
&. Roles and administrators O . Group User

&8 Users and groups D . User User

D single sign-on O . User User

D Provisioning

Click Provisioning in the left menu to provision the groups and users. The provisioning log
shows the status.

Provisioning Logs
4 Download (0 Leammore ) Refresh Columns &7 Got feedback?
[ .2 Jaentity ame or 1D |
Date : Last 24 hours Show dates as: : Local Status : All Action : All Application contains <unigue_I> X Y Add filters
Date Identity Action Source System Target System Status
1/6,/2023, 1628 AM Other Azure Active Directory OradelDCS OracleiDCS Success
Target iD

When provisioning is successful, the Current cycle status indicates that the incremental
cycle has completed, and the number of users provisioned to OCI IAM appears.

ORACLE
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Note

Current cycle status Statistics to date

I | eyl . vy .
nittal cycle completed, “ View provisioning details

100% complete

~ View technical information

6 13

View provisioning logs

Manage provisioning
Update credentials

Edit attribute mappings
Add scoping filters
Provision on demand

O Stop provisioning ¢ Restart provisioning & Edit provisioning # Provision on demand

In OCI IAM, you can now see the users and groups provisioned from Azure AD.

Users in Default Domain

Create user More actions

Username Status Email Last access Created -
Thas, Jul 14, 2022,
L o 14:11:45 UTC

OC_PrimaryWorkLocation is a custom attribute in OCI IAM Domain. Due to an issue in

Microsoft Azure, this does not get synced from Microsoft Azure to Oracle via the provisioning

connector in Microsoft Entra. As a work around, we are having the custom attribute sync
carried out by JIT attribute mapping as part of the Federation configuration. This custom
attribute is updated in OCI IAM Domain at the time of the user's first login to OPERA Cloud.
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