Oracle Hospitality Payment Interface

Cloud Service
Tenant Configuration Portal User Guide

Release 24.2
F96489-03
March 2025

ORACLE"



Oracle Hospitality Payment Interface Cloud Service Tenant Configuration Portal User Guide, Release 24.2
F96489-03
Copyright © 2022, 2024, Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation
of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find
any errors, please report them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related
documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, then
the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any
programs embedded, installed, or activated on delivered hardware, and modifications of such programs) and Oracle
computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are "commercial
computer software," "commercial computer software documentation,” or "limited rights data" pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, reproduction,
duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle
programs (including any operating system, integrated software, any programs embedded, installed, or activated on
delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract. The terms
governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services.
No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk of
personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used
under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc, and the AMD logo
are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information about content, products, and
services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an
applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss,
costs, or damages incurred due to your access to or use of third-party content, products, or services, except as set forth
in an applicable agreement between you and Oracle.



Contents

Preface
1 OPI Cloud Tenant Configuration Portal Overview
Prerequisites 1-2
Seeded roles using Shared Security Domain (SSD) 1-2
Manually Adding CCCONF Role through OIM 1-2
Assigning CCCONF Role to a User 1-5
Manually Adding PPCONF Role through OIM 1-7
Assigning PPCONF Role to a User 1-10
Seeded roles using OPERA Cloud Identity Management 1-13
Creating a Group 1-13
Creating a User 1-15
Assigning a User to CCCONF Group 1-18
Assigning a User to PPCONF Group 1-20
2 Onboarding a Property through OPERA Cloud
Creating and configuring EFT Property through OPERA Cloud 2-1
Configuring CHIP AND PIN (EMV) 2-6
Configuring OPERA Controls for Settlement at Checkout and Chip and Pin 2-10
Activating OPI Cloud Service for Credit Card and Token Exchange 2-15
Activating OPI Cloud Token Service for Token Exchange 2-16
Creating and configuring SVS property through OPERA Cloud 2-17
Activating Prepaid Card Functionality 2-20
Activate Prepaid Multi Record Processing 2-22
Activating Pay By link Functionality 2-23
Configuring Advanced Deposit Handling 2-24
Configuring Pay By Link Delivery by Email 2-26
3 Tenant Core Configuration
Updating Core Configuration with Endpoints 3-1
Updating Core Configuration with PSP Endpoints 3-1

ORACLE"



Updating Core Configuration with Prepaid Endpoints 3-6

4 Card Mappings

View/Update Card Mappings 4-1
5 Audit Information

Audit Search 5-1
9) Ecommerce

Configure E-commerce Endpoints 6-1

Configure E-commerce - 3DS2 Service Provider Endpoints 6-3
7 Accessibility

Navigating with the Keyboard 7-1

ORACLE"



Preface

ORACLE

Purpose

This document describes configuring information required for a OPERA Cloud property to use
OPI Cloud functionality for credit card, token exchange, pay by link, prepaid card, 3DS2
Authentication, and e-commerce processing in the Oracle Payment Interface (OPI) Cloud
Tenant Configuration portal.

Audience

This document is intended for OPERA Cloud users with the CCCONF and PPCONF roles.

Customer Support

To contact Oracle Customer Support, access the Customer Support Portal at the following
URL:

https://iccp.custhelp.com

When contacting Customer Support, please provide the following:

e Product version and program/module name

* Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create

e Exact error message received

e Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at http://
docs.oracle.com/en/industries/hospitality/.

Revision History

Date Description of Change

October 2024 Initial publication

November 2024 Updated content in Creating and configuring
EFT Property through OPERA Cloud section.

March 2025 ¢ Added Activating OPI Cloud Token Proxy

Service for Token Exchange functionality.
* Updated content in Creating and
configuring EFT Property through OPERA
Cloud section.
* Updated content in Activating OPI Cloud
Service for Credit Card and Token
Exchange section.
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OPI Cloud Tenant Configuration Portal
Overview

ORACLE

The Oracle Payment Interface (OPI) Cloud Service provides OPERA Cloud Users a single
interface for industry-standard payment acceptance and opens the door to an ecosystem of
payment services. Through the set of services offered by OPI Cloud Service, OPERA Cloud
can communicate with Payment Service Providers or Prepaid Card Service Providers from
cloud to cloud for card payment, token exchange, pay by link, prepaid card, e-commerce and
3DS2 transactions.

The OPI Cloud configuration portal is used by OPERA Cloud users with the below roles for
Tenant configuration:

e CCCONEF role to map the Tenant with the Payment Service Provider endpoints for credit
card, token exchange, pay by link, e-commerce and 3DS2 transactions

* PPCONF role to map the Tenant with the Prepaid endpoints for Prepaid card transactions

OPERA Cloud users with the CCCONF role can access OPERA Cloud and create an
Electronic funds transfer (EFT) property interface for a new property, activate the OPI Cloud
credit card processing parameter for credit card integration or OPI Cloud Token Proxy Service
parameter for token exchange for the property, and connect to the OPI Cloud Service. This will
launch the OPI Cloud Tenant Configuration portal where you can complete the Tenant
configuration and map the Tenant with the PSP endpoints for each Transaction type (Credit/
Debit Card, Token Exchange, Pay By Link, E-commerce and 3DS2 Authentication) to perform
end-to-end transactions.

# Note:

A tenant can be configured with a Pay by Link endpoint only if it is configured with a
Credit Card endpoint. The Pay by Link endpoint can be configured along with the
Credit Card endpoint, as the Pay by Link payment response includes a token that will
be used in the future.

# Note:

Please note that the availability of functionality such as credit/debit card, token
exchange, pay by link, e-commerce, and 3DS2 authentication depends on the
availability of support from the corresponding Payment Service Provider used by the
hotel resort.

OPERA Cloud users with the PPCONF role can access OPERA Cloud, activate the Prepaid
Card parameter for prepaid card transactions, and create a SVS property interface for a new
property. Once the property is created, connect to the OPI Cloud Service. This will launch the
OPI Cloud Tenant Configuration portal, where you can complete the Tenant configuration and
map the Tenant with the prepaid card endpoints to perform prepaid card transactions.
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# Note:

If there is an existing EFT interface or SVS interface, it is recommended to delete the
old interface and create a new one instead of editing the existing one.

This user can perform the following activities in the Tenant Configuration portal:

* View/Update Core Configuration Information

— Select a Payment Service Provider and corresponding endpoints for the hotel property
for card, token exchange and pay by link transactions

— Add Prepaid card endpoints for the OPERA Cloud property for prepaid card
transactions

* View/Update Card Mappings
*  Audit information

— Audit Search
* E-commerce

— Configure E-commerce and 3DS2 Service Provider endpoints

Prerequisites

You need to have the CCCONF and PPCONF roles as a prerequisite to onboard a property
with OPI Cloud Service using OPERA Cloud. The CCCONF and PPCONF roles are seeded
during the OPI Cloud onboarding. You can use any of the following methods to seed
CCCONF and PPCONF roles.

e Seeded roles using Shared Security Domain (SSD)
*  Seeded roles using OPERA Cloud Identity Management

Seeded roles using Shared Security Domain (SSD)

The user roles are seeded using SSD requested by OPERA Cloud users based on their
persona and approved (or directly assigned) by the approver.

Manually Adding CCCONF Role through OIM

ORACLE

The OPERA Admin user will create the CCCONF role at the CHAIN level using Oracle Identity
Management (OIM) manually.

1. Log in to OPERA Cloud using the URL provided.
2. Enter your Admin User Name and Password in the fields provided.
3. From the Side menu, select Identity Management.

The Oracle Identity Management screen appears.
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4. Click the Manage tab and select the Roles tab to manually create a role.
The Role Information screen appears.

5.

Home = Roles x

‘4 Roles
Search Q | Advanced
Actions w View v < Create Open Delete  ¢) Refresh
Name Role Description
% ALL USERS Default role for all users
Click Create .

The Create Role screen appears.

=] Detach

ORACLE"



Home Roles x Create Role x

Create Role
This wizard walks you through the ste,

Attributes

General Role Information

ps to create a Role,

Hierarchy Access Policy Members Organizations

Define members to this role manually.

* Name CCCONF

* Display Name CCCONF

Role E-mail

Role Description

* Owned By

4 Catalog Attributes
* category

Audit Objective

Risk Level

User Defined Tags

Approver User

Approver Role

Certifier User

Certifier Role

Fulfillment User

Fulfiliment Role

Role

Low Risk W

Certifiable

Auditable

Requestable

6. Under General Role Information, specify values for the fields:

Name: Enter name of the role.

Chapter 1
Prerequisites

iF]

Cancel  Next
Summary

a
b. Display Name: This field is automatically displayed based on the Role Name.

Role E-mail: E

0

d. Role Descripti

e. Owned By: En
Click

L}

nter email id of the role.
on: Enter description of the role.

ter the role owner details.

to search and select owner. If a value of the Owned By field is not specified, then it
takes the logged-in user as the role owner.

7. You can skip the fields under Catalog Attributes as these are optional.

ORACLE
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# Note:

A role can be created without role hierarchy, associated access policies and role
members.
8. Click Next until you reach Organization page.

9. In the Organizations page, you can specify the organizations to which this role will be
published.

To assign organization:
a. Click Add Organizations.The search panel appears.

b. From the list of Organizations, select the required organization and click Add Selected
to add it to Selected Organization list.

If you want to deselect any organization from Selected Organization list click Remove
Selected.

c. Click Select. The Organizations tab is displayed with the Organization to which this
role will be published.

Add Organizations x

Please note that only one organization can be attached to the role.

Search Organization Name b4 Q
Results
View w
Organization Name Type Organization Status
Company Active
' Add Selected
Selected Organizations
View w
Organization Name Type Hierarchy

Company

Select  Cancel

d. Click Next.The Summary page of the Create Role is displayed. It displays the role
summary information of the role that will be created.

10. Click Finish. Once the role is created successfully, you can assign CCCONF role to a
user. See Assigning CCCONF Role to a User for more information.

Assigning CCCONF Role to a User

The OPERA Admin user will assign the CCCONF role to the chain or property user using
Oracle Identity Management (OIM) manually.

1. Log in to OPERA Cloud using the URL provided.

2. Enter your Admin User Name and Password in the fields provided.

ORACLE e
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3. From the Side menu, select Identity Management.
The Oracle Identity Management screen appears.
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4. Click the Manage tab and select the Users tab to assign the role to a user.
The Users Information screen appears.
5. Select the user that you want to assign the role.
Home Users x User Details : X B

o

M

/' Modify Enable © Disable X Delete 3 Lock Account UnLock Account ) Reset Password

Attributes | Roles = Entitlements  Accounts  Direct Reports ~ Organizations ~ Admin Roles
Granted  Pending
Actions v View w == Request Roles Remove Roles Open Modify Grant Duration 1) Refresh 5 ‘Laa’ Detach
Role Name Description ¥yepmebership Assigned On Requestid Start Date End Date
ALL USERS Default role for al... Direct 09/22/2022
Direct 09/22/2022 24154 09/22/2022 15:5...
Direct 10/14/2022 27123 10/14/2022 09:3...

The Roles tab appears with the list of roles assigned to the user.
6. Click Request Role.
The Catalog screen appears.
7. Click the search icon next to the Catalog field.
8. Enter the CCCONF role and click Search.
9. Select the CCCONF role that you want to assign. Click Add Selected to Cart.
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Home Users x User Details : % Role Access Request x @

[ J Cart g'

Add Access Gheckout Cancel Next P
0

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab

Catalog = Request Profiles

Search CCCONF

Categories Sort By  Display Name v =)= Add Selected to Cart
Select Al & | -CCCONF »
Role (1)

The selected role catalog item is added to the request cart.
10. Click Next and then click Submit to submit the request.

The role is assigned to the user when an approver approves the request.

Home Users x User Details : x Role Access Request x

® s , )
Back Add Access Checkout Cancel € —

Cart Details w SaveAs.. w

4 Request Information

Justification

4 Cart ltems
Display Name
() ‘.‘ CCCONF b i )

Request Details Update
o Grant Duration

Grant will be effective immediately upon request completion

Start Date End Date

Manually Adding PPCONF Role through OIM

The OPERA Admin user will create the PPCONF role at the CHAIN level using Oracle Identity
Management (OIM) manually.
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1. Log in to OPERA Cloud using the URL provided.

2. Enter your Admin User Name and Password in the fields provided.

3. From the Side menu, select Identity Management.

The Oracle Identity Management screen appears.

ORACLE 55021200

Lt ey
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4. Click the Manage tab and select the Roles tab to manually create a role.

The Role Information screen appears.

Home Roles x

‘i Roles

Actions w View w <= Create Open Delete 4 Refresh B

Name Role Description

&5 ALL USERS Default role for all users

5. Click Create .

The Create Role screen appears.

" Detach

ORACLE"
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Home Roles x Create Role x CQ
Create Role
This wizard walks you through the steps to create a Role.
Back L] Cancel  Next

Attributes Hierarchy Access Policy Members Organizations Summary

General Role Information
Define members to this role manually.

* Name PPCONF

* Display Name PPCONF
Role E-mail
Role Description

* owned By

4 Catalog Attributes
* Category Role
Audit Objective
Risk Level ~
User Defined Tags
Approver User
Approver Role
Certifier User
Certifier Role
Fulfillment User
Fulfillment Role
Certifiable
Auditable

Requestable

6. Under General Role Information, specify values for the fields:
a. Name: Enter name of the role.
b. Display Name: This field is automatically displayed based on the Role Name.
c. Role E-mail: Enter email id of the role.
d. Role Description: Enter description of the role.

e. Owned By: Enter the role owner details.
Click

) A
to search and select owner. If a value of the Owned By field is not specified, then it
takes the logged-in user as the role owner.

7. You can skip the fields under Catalog Attributes as these are optional.

¢ Note:

A role can be created without role hierarchy, associated access policies and role
members.

ORACLE
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8. Click Next until you reach Organization page.

9. In the Organizations page, you can specify the organizations to which this role will be
published.

To assign organization:
a. Click Add Organizations.The search panel appears.

b. From the list of Organizations, select the required organization and click Add Selected
to add it to Selected Organization list.

If you want to deselect any organization from Selected Organization list click Remove
Selected.

c. Click Select. The Organizations tab is displayed with the Organization to which this
role will be published.

Add Organizations x

Please note that only one organization can be attached to the role.

Search Organization Name b4 Q
Results
View w
Organization Name Type Organization Status
Company Active

' Add Selected
Selected Organizations
View w
Organization Name Type Hierarchy

Company

Select  Cancel

d. Click Next.The Summary page of the Create Role is displayed. It displays the role
summary information of the role that will be created.

10. Click Finish. Once the role is created successfully, you can assign PPCONF role to a user.
See Assigning PPCONF Role to a User for more information.

Assigning PPCONF Role to a User

The OPERA Admin user will assign the PPCONF role to the chain or property user using
Oracle Identity Management (OIM) manually.

1. Log in to OPERA Cloud using the URL provided.
2. Enter your Admin User Name and Password in the fields provided.
3. From the Side menu, select Identity Management.

The Oracle Identity Management screen appeatrs.
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4. Click the Manage tab and select the Users tab to assign the role to a user.
The Users Information screen appears.
5. Select the user that you want to assign the role.
Home Users x User Details : X E
°
M
/' Modify Enable © Disable X Delete 3 Lock Account UnLock Account ) Reset Password
Attributes | Roles = Entitlements  Accounts  Direct Reports ~ Organizations ~ Admin Roles
Granted  Pending
Actions v View w == Request Roles Remove Roles Open Modify Grant Duration 1) Refresh 5 ‘Laa’ Detach
Role Name Description ¥yepmebership Assigned On RequestId Start Date End Date
ALL USERS Default role for al... Direct 09/22/2022
Direct 09/22/2022 24154 09/22/2022 15:5...
Direct 10/14/2022 27123 10/14/2022 09:3...

The Roles tab appears with the list of roles assigned to the user.
6. Click Request Role.
The Catalog screen appears.
7. Click the search icon next to the Catalog field.
8. Enter the PPCONF role and click Search.
9. Select the PPCONF role that you want to assign. Click Add Selected to Cart.

ORACLE"
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Home Roles x Users x User Details: x Role Access Request x B

® Carlg

Back Add Access Checkout Cancel Next )
0

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your crganization can be selected from the Request Profiles tab.

Catalog Request Profiles

Search PPCONF

Categories SortBy Display Name v <= Add Selected to Cart
[ ] -ppconf
| I
[ Select Al B¢ - EGENVA (i ] In Cart
Role (1)

The selected role catalog item is added to the request cart.
10. Click Next and then click Submit to submit the request.

The role is assigned to the user when an approver approves the request.

Home Roles x Users x User Details : % Role Access Request x &
s - 0
Back Add Access Checkout Cancel  Next

Cart Details Savahs... | v

4 Request Information

Justification

4 Cartltems
Display Name

® .o‘ ppeonf X 0

Request Details ppconf Update

Grant Duration

Grant will be effective immediately upon request completion

Start Date End Date

ORACLE 1-12
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Seeded roles using OPERA Cloud Identity Management

OPERA Cloud Identity Management is a cloud ready identity and access management service
for OPERA Cloud. OPERA Cloud identity management replaces SSD as the core identity and
access management engine for OPERA Cloud. Identity and Access Management (IAM)
Identity Domain is a container for managing users and roles through Oracle Single Sign-On
(SSO) configuration to access OPERA Cloud services.

Creating a Group

The Chain Admin or Property Admin user will create a CCCONF or PPCONF group using
OPERA Cloud Identity Management.

1. Loginto OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Groups tab and click the Manage user groups to create a group.

OPERA Cloud Identity Management

Welcome, NG

Users

Groups Administrators Tools
Manage users Manage user groups Manage User Administrators Import users and groups
My Profile Reset my password Reports Oracle Support Access
Manage my profile Reset my password Manage reports Manage support user access

The Groups Information screen appears.

= OPERA Cloud Identity Management

o
®
[ |

T Groups

Q, Try group name or description

Location SH

364 Results | T Create Group l ‘ T Delete G

Group Name Location Type Description & Created On ¢ Action

ORACLE" 1-13
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4. Click Create Group
(

+ Create Group

) to create a CCCONF or PPCONF group.

The Create Group screen appears.

Create Group

Required Information

Group Name Location g
CCCONF ARIPOD

Group Description

CCCONF

~ Users
Q_ Try username or email or lastname or firstname

Account Status Locked Identity Status Active

285 Results

Username ¢ First Name < LastName < Email <

I feanes!

5. Enter the Group name.
6. Enter the Group Description about the group.

7. Select or enter the Location manually. For example, Organization code (chain (SH) or
property (349).

8. Click Create to create a group.

The Group profile screen appears.

= OPERA Cloud Identity Management 2 0 -

T Groups

24 i - v B . S WA W— B

& Edit Group | ‘ 1@ Delete Group

Editable

Required Information

oo T e
C CCCONF OSHP2
CCCONF
CCCONF
0sHP2 Users
O Ty lisername 6¢ smail ar lastiisme or frstiame

Account Status Locked | | Identity Status Active

=+ Assign Users |

Username < First Name < Last Name 2 Email ¢ Action <

Assign Users to this group

Assign Users

ORACLE" 1-14
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Once the group profile is created, you can assign users to the group. See Assigning a User
to CCCONF Group or Assigning a User to PPCONF Group for assigning users to the

group.

Creating a User

The Chain Admin or Property Admin user will create and manage users and their access to
OPERA Cloud services using OPERA Cloud Identity Management.

1. Log in to OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Users tab and click the Manage users to create a user.

OPERA Cloud Identity Management

Welcome, NG

Users Groups Administrators Tools

Manage users Manage user groups Manage User Administrators Import users and groups
My Profile Reset my password Reports Oracle Support Access
Manage my profile Reset my password Manage reports Manage support user access

The User Information screen appears.

= OPERA Cloud Identity Management 2 0 ||

T Users

Q  Username, Name, Email

Account Status Locked  Identity Status Active

282 Results ‘ + Create User ‘ Reset Password l More Actions ¥ I m
U ~ First ) Last e Email < Identity . Account Primary Last % Created . Acti o_"
=SINBEMSS T Name; Name 7 R Status Status ~  Location ~  Access on e SO

O Unlocked SH MonSep ...  2023-05-..

0

Unlocked Mon,Sep ... 2023-05-...

D = Unlocked SH MonSep...  2023-05-..

ORACLE" 1-15
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4, Click Create User

(
+ Create User

)

The Create User screen appears.

Create User

Required Information

Username ‘ Primary Work Location

- ‘

Last Name ‘

Email Address ‘

Vv Additional Information

Preferred Language i ‘

First Name ‘ Middle Name Recovery Email

Secondary Work Location Employee Number

Department ‘

Country

Job Title ‘
us ‘

-

User Type v ‘ Phone Number

> Groups

=y

5. Under Required Information, specify values for the fields:
a. Last Name: Enter the last name of the user.
b. Email Address: Enter email address of the user.

Username: Enter the username for the user.

0

d. Primary Work Location: Select the primary work location from the drop-down list.
e. Additional Information section:

i. First Name: Enter the first name of the user.

ii. Middle Name: Enter the middle name of the user.

iii. Recovery Email: Enter the recovery email of the user.

iv. Preferred Language: Select the preferred language of the user.

v. Secondary Work Location: Select the secondary work location from the drop-
down list.

vi. Employee Number: Enter the employee number of the user.
vii. Job Title: Enter the job title of the user.

viii. Department: Enter the department of the user.

ix. User Type: Select the user type from the drop-down list.

x. Country: Select the country from the drop-down list.

xi. Phone Number: Enter the phone number.

6. Click Create to create a user.

ORACLE 116
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= OPERA Cloud Identity Management a @ .

T Users

Q X Username, Name, Email

Account Status Locked  Identity Status Active

1 Result ‘ —+ Create User ‘

)] [t |

Ll

~ First Last

Usemame ~ ~ Email & Identity .. Account . Primary . Last ~ Created . Action 3
Y Neme ¥  Name s Status Status ~  Locaton ~  Access ~  On h e
[} = Unlocked SH MonSep...  2023-06-...

After a user account is created, a welcome invitation is sent to the user, requesting that
they activate the account. The new user account must be activated before it can be used.

If the user account is not activated after a designated time period, then the administrator
can send another invitation to the user to activate the account.

Welcome to domain in hgbuidentity, Jayasree

Repl % Reply All | — Fo d
e Oracle <no-reply@oracle.com> 4 Reply | 4 Reply orwar
To

Thu 1

(i) If there ate problems with how this message is displayed, click here to view it in a web brawser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Hello

Your domain in hgbuidentity account is ready. To get started, activate your account

Aclivate Your Account

Details

If the activate your account link doesn't work, please copy and paste the following URL into the address bar of your
browser.

hitps: ffidcs-2945ed4184fc44e583d80142¢116eb14.identity pint. ocdgadev.com:443/uiv1, tpwd?
token=0jjo1DAY JGUKVEAYREDH7XWAIID3%2BrdleU1bfYihd0Y %3D

Important: This link will expire on Thursday, June 22, 2023 2:18:31 AM CDT_
If vou don't recoanize this messace. contact vour svstem administrator at

About Oracle Cloud | Legal Nofices and Terms of Use | Privacy Statsment
This is a system generated message. Do not reply to this message. You are recefving this e-mail as a resulf of your current relationship with Oracle
-mail,

Cloud. General markefing opt-out preferences have been over-ridden fo ensure that you receive th

Gopyright @ 2020, Oracle and/or its affiliates. All rights reserved

7. Click Activate Your Account to get started.

The Reset Password screen appears.
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ORACLE Cloud

hgbuidentity

dentity domain i*\]

Reset your password

Set a password for your user account,

Mew Password

Confirm Mew Password

8. Set a password for your user account.
a. Enter and confirm New Password.

The user can log into OPERA Cloud Identity Management portal to view the user
details.

Once the user is created successfully, you can assign CCCONF or PPCONF group to a usetr.
See Assigning a User to CCCONF Group or Assigning a User to PPCONF Group for more
information.

Assigning a User to CCCONF Group

The Chain Admin or Property Admin user will assign a user to CCCONF group using OPERA
Cloud Identity Management.

1. Log in to OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Groups tab and click the Manage user groups to assign a user to ccconf
group.
The Group Information screen appears
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T Groups

Q  ccconF X Try group name or description

Location SH

1of 35selected | T Create Group ‘ ‘ Ti] Delete Groups | m |
Group Name ¢ Location © Type < Description < CreatedOn © Action T
CCCONF OSHP2 [ o | 2023-04-24T17:11:... T

Enter the Group name, Description or select the Location check box. Click Enter.

Select the group name check box and click the CCCONF group that you want to assign to
a user.

The Group profile screen appears.

= OPERA Cloud Identity Management 2 0 -
T Groups
amm—  am v n Bl L\ S O ——
& Edit Group | ‘ 1@ Delete Group
Editable
Required Information
C CCCONF OSHPZ
CCCONF
OsHp2 Users
O iyicansme ot emal o lastisme o fistame
Account Status Locked | | Identity Status Active
+ Assign Users | m ‘
Username ¢ First Name < Last Name < Email < Action

Assign Users to this group

Assign Users

Click Assign Users

(
Assign Users

) to assign users to the CCCONF group.

The Assign Users screen appears.
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Assign Users

Q X Try username or email or lastname or first

Account Status Locked  Identity Status Active

Username C FirstName O Last Name C Email <

m

7. Enter the username, email, firstname or lastname. Click Enter.
8. Select the Username check box that you want to assign to the CCCONF group.
9. Click Update.

The Groups profile screen appears with assigned users.

= OPERA Cloud Identity Management 2 @ .

1 Groups

/ Edit Group

[ {0 Delete Group

Editable

Required Information

Group Name Location
C CCCONF 0SHP2
Group Description
CCCONF
CCCONF
Location
0SHP2 Users

‘ Q, Try username or email or lastname or firstname

Account Status Locked | Identity Status Active

@ Remove Users

Username < First Name < LastName < Email ¢ Action &

1 Result [ + Assign Users ]

You have successfully added the user(s) to the group.

Click Assign Users

(
—+ Assign Users

) to assign additional users to the CCCONF group.

Assigning a User to PPCONF Group
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The Chain Admin or Property Admin user will assign a user to PPCONF group using OPERA
Cloud Identity Management.

1. Log in to OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Groups tab and click the Manage user groups to assign a user to ppconf
group.

OPERA Cloud Identity Management

Welcome, I

Users Groups Administrators Tools

Manage users Manage user groups Manage User Administrators Import users and groups
My Profile Reset my password Reports Oracle Support Access
Manage my profile Reset my password Manage reports Manage support uUser access

The Groups Information screen appears.

T Groups

Q PPCONF | X Try group name or description

Location SH

1of 34 selected | + Create Group | ‘ il Delete Groups M
Group Name < Location < Type < Description < CreatedOn < Action <
& rpcoNF 0SHP2 = 2023-04-24T17:12:... i}

4. Enter the Group name, Description or select the Location check box. Click Enter.

5. Select the group name check box and click the PPCONF group that you want to assign to
a user.

The Group profile screen appears.
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6.

= OPERA Cloud Identity Management

co N

+ Groups
AN - S © WA W A
# Edit Group [ i Delete Group
Editable
Required Information
Group Name Location
PPCONF 0OSHP2
Group Description
PPCONF
PPCONF
Eed Users
i Q Try username or email or lastname or firstname ‘
Account Status Locked Identity Status Active
l —+ Assign Users l l ® Remove Users
Username © First Name < Last Name < Email Action T
Assign Users to this group
Click Assign Users
Y
Aszsign Users
) to assign users to the PPCONF group.
The Assign Users screen appears.
Assign Users
Q X Tryusername or email or lastname or first

Account Status Locked

LastName < Emal

Identity Status Active

Username < FirstName &

m

Enter the username, email, firsthname or lastname. Click Enter.

Select the Username check box that you want to assign to the PPCONF group.

Click Update.

The Groups Information screen appears with assigned users.

ORACLE
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= OPERA Cloud Identity Management Q @ .
T Groups
# EditGroup l 1@ Delete Group
Editable
Required Information
Group Name Location
PPCONF 0SHP2
Group Description
PPCONF
PPCONF
Location
05HP2 Users
Q. Try username or email or lastname o firstname
Account Status Locked | Identity Status Active
1of 1selected | 1 AssignUsers ] [ ® Remove Users m
Username & First Name & LastName & Email < Action T

You have successfully added the user(s) to the group.
Click Assign Users

(
—+ Assign Users

) to assign additional users to the PPCONF group.

1-23



Onboarding a Property through OPERA Cloud

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and execute the
following scenarios:

e Create an EFT property interface for a new property — See Creating and configuring EFT
Property through OPERA Cloud for more information.

— Configure CHIP AND PIN (EMV) for a new EFT property — See Configuring CHIP AND
PIN (EMV) for more information.

— Configure OPERA Controls for Settlement at Checkout and Chip and Pin for a new
EFT property — See Configuring OPERA Controls for Settlement at Checkout and Chip
and Pin for more information.

— Activate OPI Cloud Service control for Credit Card and Token Exchange — See
Activating OPI Cloud Service for Credit Card and Token Exchange for more
information.

— Activate OPI Token Proxy Service for Token Exchange — See Activating OPI Cloud
Token Service for Token Exchange

The OPERA Cloud users with the PPCONF role can access OPERA Cloud and execute the
following scenarios:

* Activate the Prepaid Card control — See Activating Prepaid Card Functionality for more
information.

e Create a SVS property interface for a new property — See Creating and configuring SVS
property through OPERA Cloud for more information.

* Activate the Prepaid Multi Record Processing — See Activate Prepaid Multi Record
Processing for more information.

Creating and configuring EFT Property through OPERA Cloud

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and create an EFT
property interface for a new property. Once the property is created, activate the OPI Cloud
credit card processing parameter for credit card integration, and connect to the OPI Cloud
Service. This will launch the OPI Cloud Tenant Configuration portal.

# Note:

» If there is an existing EFT interface, it is recommended to delete the old interface
and create a new one instead of editing the existing one.

*  While creating an EFT property, the IFC8 required fields such as Machine and
Version are mandatory, however these are not required for OPI Cloud. When the
OPI Cloud Credit Card Processing parameter is active, these fields will be no
longer be mandatory and can be left blank.
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1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, go to Interfaces, and then select Property Interfaces.
Click New to add the configuration for a new EFT interface.

4. Enter the following options:
a. Property: Enter or select the property from the list. For example, OPICloudProp
b. Interface Type: Select the interface type as ‘EFT’ from the list.
c. Product Code: Enter the product ID of the validated system. For example, OPI.

d. IFC8 Product Code: Will auto-populate based on the Product Code. For example,
FIAS_OPI

e. Name: Enter the display name of the system for identification. For example, EFT
Interface.

f. Cashier ID: Select the cashier id for the interface from the list. For example, 8.

g. Path ID: Enter the Path ID of the interface. In most cases this is a 1. Only if the vendor
is supporting multi-property with one interface, is there a need for more. If setting up a
multi-property, the first property must be defined as 1, and all subsequent properties
must follow sequentially and with no gaps. For example, 1.

h. Machine: This field is not applicable as IFC8 is not used.

i. Timeout: Enter a timeout value in seconds on how long the Ul will wait for response
on outbound messages (Room key and credit card transaction requests). For example,
240.

j-  Version: This field is not applicable as IFC8 is not used.

Property Interfaces @ Help
* Required Field O inactive
* Property * Name
Q OPI Cloud Service EFT Interface Q
* Interface Type All Charges Timeout
EFT Q Q - +
* Product Code Cashier D
ol 8 Q
~ IFC8 Product Code * path ID
FIAS_OPI = +
,,,,,,

5. Click Save to add the configuration for a new EFT interface.

6. Once the EFT property interface details are created, go to Interfaces, select Property
Interfaces, click edit EFT IFC, and then select General Information.

a. Select the check box to enable the Handle Night Audit / End of Day Commands.

b. Select the check box to enable the CC Vault Function.

< Note:

You cannot view the OPI Cloud Credit Card Processing parameter until the
EFT property interface details are created and the CC Vault Function check
box is enabled in the General Information panel.

c. Select the check box to enable the Regular Transaction.
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d. The Token Provider URL should be in the format: https://OPIHostIP.example.com

# Note:

The Token Provider URL is only required to be completed if the customer is
using legacy integrations such as OXI or OWS.

e. The Token Provider Protocol should be set to One Way Handshake which means
for OPI only server side certificate is required.

f. Click Save to save the details.

g. Go to Interfaces, select Property Interfaces, click edit EFT IFC, and then select
Custom Data panel.

h. The HTTP_USERNAME and HTTP_PASSWORD should be set at the Token proxy
service side that allows communication with the token proxy service URL.

# Note:

HTTP credentials are only required to be completed if the customer is using
legacy integrations such as OXI or OWS

i. OPERA Cloud uses the VAULT_CERT_CHAIN_CODE for the certificate lookup and
should be populated with what was entered during the OPI configuration for OPERA
Cloud.

j-  The VAULT_ID should be set to the same value as the auto populated IFC number.
k. The WALLET_PASSWORD is not used for One Way Handshake.

.  The VAULT_MAX CC PROCESSED is set to what the Payment Partner can support
for the number of rows sent in one Token (GetID/GetCC) request. This is used during
the bulk tokenization process and when multiple folio windows exist on OPERA
Reservations. 50 is the default used when nothing is set here.

m. Click Save.

n. Go to Interfaces, select Property Interfaces, click edit EFT IFC, and then select
Translation panel. Click New

o. Select the Origin Code as the DEFAULT code to run an EFT interface.

p.- Enter the Merchant Id . The Merchant ID is mandatory while creating an EFT interface
and it should match with the Merchant ID within the OPI Cloud Tenant Configuration.
The Merchant Id is a combination of OPERA Chain | Property Code. For example,
FIRST | FINPROP.

g. Click Save.
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Home / s # Property Interfaces / Property Interface. € Back to Property Interfaces

Property Interface @ Help

* Overview EFT - OPI Cloud Service EFT Interface

FINGENVA EFT (<) 1217

Interface Details

Class of Service = Custom Data ~ General Information = Primary Information  Rooms | Translation ~ Workstation Setup

GNRUCOS|RS  PST[TRXCIEXP ~ ROOMSIWS|TRL = CUSTOM|LOG My Panels £}

Primary Information -]

Edit
O inactive

FIAS OPI 1 45

OPI Cloud Service EFT Interface

8

General Information -]

Edit
Handle Night Audit / End of Day Commands P Addre [ create Prepaid Card at Check in

CC Vault Function

Regular Transaction e
o OPERA TRANSACTION
O courtesy Card Handling

Redeem Transaction Code

- (O Prepaid Card System

O Show Prepaid Card PIN

Custom Data -]

Edi

"7

Details

&£ View Options
User Defined Field Value

HTTP_USERNAME

HTTP_PASSWORD

VAULT_CERT_CHAIN_CODE

VAULT ID 12345
VAULT_MAX_CC_PROCESSED

WALLET_PASSWORD

Translation (-]
Edit

NA NA NA

® Merchantid QO Aticle Number O Language Code O Key Options

£ View Options
Origin Code Merchant Id

DEFAULT H

7. You can activate the OPI Cloud Credit Card Processing parameter to activate all credit
card transactions through OPI Cloud. See Activating OPI Cloud Service for Credit Card
and Token Exchange for more information.

# Note:

You cannot view the Configure link if the OPI Cloud Credit Card Processing
parameter is not activated.

Or
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8. You can activate the OPI Cloud Token Proxy Service parameter to support the token
exchange process through OPI Cloud. See Activating OPI Cloud Token Service for Token
Exchange for more information.

# Note:

You cannot view the Configure link if the OPI Cloud Token Proxy Service
parameter is not activated.

# Note:

You cannot turn ON OPI Cloud Token Proxy Service parameter when OPI
Cloud Credit Card Processing parameter is ON as OPI Token Proxy Service
and OPI Cloud Credit Card Processing OPERA Controls are mutually exclusive.

9. Once the OPI Cloud Credit Card Processing or OPI Cloud Token Proxy Service
parameter is active, click Configure under OPI Configuration. This will launch the OPI
Cloud Tenant Configuration portal where you can configure the Tenant information and
map the Tenant with the PSP endpoints for each Transaction type (Credit/Debit Card or
Token Exchange) to perform end-to-end transactions.

@A"f RA Cloud Enterprise =  Inventory =  Financial *  Booking =  Client Relations = Interfaces = ¥ ®
General Information -]
e ) Show Prepaid Card PIN p—
: 1
Sourat ) Create Prepaid Card at Check In
Confiqure :
" OPERA TRANSACTION
O ere i %
Class of Service AR
O o ) Enable Witk G Roe
Dicabled
Tenant Configuration E

Core Configuration

Core Configuration

Hotel Name

Donations Supported [ CC Surcharge Supported

Payment Service Provider

Select
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Configuring CHIP AND PIN (EMV)

ORACLE

Once the CC vault function is configured, OPERA Cloud users with the CCCONF role can
configure Chip and Pin (EMV) for a new EFT property interface.

1.
2.
3.

Log in to OPERA Cloud using the URL provided.
Enter your User Name and Password in the fields provided.

From the Administration menu, go to Enterprise, OPERA Controls, Groups, Credit
Card, Parameters.

OPERA Controls L]

ROSE

Co=] =
[e=]z

il

85

VAAXME #

ok

f

:

J

Turn ON Online Settlement parameter to allow online settlement. OPI is an online
settlement and this must be active to activate the Chip and PIN Application Setting.

Turn ON to enable CHIP AND PIN payment types.

e Chip and PIN Enabled Payment Types: When the IFC , Chip and PIN application
parameter is set to Y, this option is visible and selected by default. You may not
deselect the check box. Select the LOV to choose the credit card payment types that
will trigger a Chip and PIN message with or without credit card data to the EMV
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Device. Payment types that are configured here will not require a credit card number
or expiration date to be entered when selected as a payment method on the
Reservation screen or on the Payment screen. This data can be provided in the
response message from the Payment Partner.

6. Inthe Settings panel configure the following:

e Authorization at Check-In: Select the payment methods that will trigger an automatic
credit card authorization at check-in.

< Authorization Reversal Allowed: Select the payment methods that can process
authorization reversals. This provides a request transaction to the Payment Partner to
remove the existing authorization on a guest credit card or debit card if the folio
payment type is changed or at check-out a different payment method is used. For
example, a guest checks in on a reservation for a 5-night stay using a Visa credit card
for payment type. At the time of authorization, a hold is put on the Visa credit card for
the total cost of the stay. If the payment type is changed to another type on the
reservation or the guest checks out using cash or a different brand of credit card,
OPERA will send a reversal request for the originally selected Visa credit card
authorization. A partial reverse authorization is not supported.

# Note:

The Authorization reversal should only be setup if the selected PSP supports
this.

e Authorization During Stay/Deposit: Select the payment methods that allow manual
and automatic authorizations following check-in and prior to check-out and settlement.
This option must be enabled in order to allow authorizations by the end-of-day routine.

e Authorization Settlement at Check-Out: Select the payment types that use credit
card authorization and settlement in one transaction request. These are payment types
that do not allow an authorization separate from the settlement/sale. For example,
specific debit cards.

— Any one payment type can be selected for credit card specific rules of:
Authorization at check-in, Authorization Reversal, and Authorization during Stay/
Deposit. If they are selected for these card specific rules, then the payment types
will not be available for Authorization Settlement at Check Out

See Configuring OPERA Controls for Settlement at Checkout and Chip and Pin for
more details.

- Settlement Authorization Code: Specifies the authorization code used at settlement
if multiple authorization codes exist Pre authorizations and top-up authorizations
before the settlement. Select either the LAST or ORIGINAL authorization code.
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OPERA Controls

© Help

Search B 4] Settings Vlewoplic-n5| I'm looking for. a0 .

Property

Functions Allowed within Subscription
Unlimited

Functions Activated within Subscription

Complimentary Functions Activatec
36

Accounts Receivables

Activity

Blocks

Cashiering

Channel Management

Credit Card

End Of Day

Events

Exports

Front Desk

General

IFC

Inventory Management

Look To Book Sales Screen

Membership

Profile

Rate Management

Reservations

Room Management

€ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, tuming Parameters on or off, and selecting values

for Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you wi

return to Administration Home screen,

Reload Application

Credit Card

Functions

Parameters

Chip and Pin
Activate Chip and Pin Functionality
Adding this complimentary feature will not affect the subscription-based function count.

Chip and Pin Payment Methad
Credit Card types that shauld exhibit Chip and Pin fanctionality when using @ Chip and PIn enabled terminal,

MC,VA,AX,PO,VS,DC,DS,0PI-DS,JCB | &

Automatic Authorization
Ingicates if the Automatic Credit Card Auth

tion Scheduling functionality is active.

Automatic Autharization Failure No Post Flag
When this parameter is active, the “Ne Post” checkbox of o reservation is outomatically flogged when tf
automatic processes for Credit Card Authorizations.

Creait Card Authorization fails during any

Exclude No Post ians From Automatic
When this parameter s active, reservations flogged as “No Post” are not included in any automatic processes for Credit Cord Authorizations.

Use Folio Balance for Automatic Credit Card Authorization
Automatic Credit Cord Authorization will process the full

io balance authorization only if the balance of the folio exceeds olready authorized amount

‘Autematic Authorization Interval Time
‘Specifies the interval in minutes after completion of an automatic credit card authorization and the start of the next

60 &

stance. Minimum of 60 minutes.

Batch Settlement
Activates Bateh Settiements functionality for supported systems. This parameter and Oniine Settlement parameter are mutually exclusive,

Credit Card Type Check/Usages
Engble g cross check between the credit card type and usages for that cord type. This feature is used for any credit card types where o separate transaction code is applied to each specific
usage of the card,

Credit Limit Overage Payments.
Enables the processing of automatic payments for the total balance of o folio when the batance is equal or higher than the credit limit
Credit Limit Overage payments are processed based on the Credit Limit Overage Interval Time setting.

for credit cord poyment method. Automatic

Manual Authorization Notification
Enables on authorization message dellvery to the credit card processing vendor, when o manual credit card authorization code is obtained and entered in the feservation. Available if the
credit card interface uses web-enabled transaction pracessing via VPN or secure HTTR

OPI Cloud Credit Card Processing
Activate OP! Cloug Credit Card Delivery and Disobie IFC Controlier for Credit Cord Processsing.

Online Settlement
Activates Cnline Settlements functionaiity for supported systems.

parameter and Batch Settlement parameter are mutually exclusive.

Temporarily Store Offline Settlements
Indicates if the property wants to store failed Online Settiements (due to the credit card interface nof running) and process them offline at the end of the
day:

Send Total Tax in Settlements
Specifies If the system is required ta send Total Tax amounts in settlement requests to the interface.
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Settings

Authorization Reversal Allowed
Credit Card types which authorization reversal is allowed by the credit card vender. Existing autherizations for selected creait card types will be reversed if @ different credit card or method of payment is used ot
Checke Out.

W ]

Authorization at Check In
Credit Card types thot require an automatic authorization ot Check I.

MC,AX,JCB,DC,DS,0PI-DS VS | &
m Night Audit Remote Authorization
This option enables End of Doy remate authorization, where avoilable.

Authorization during Stay/Deposit
Credit Card types that aliow manuol and automatic Guthorization checks for deposits, and following Check In and prior to Check Out and settiement. This option must be enabied ta aliow authorizations by the End
of Day routine.

eascosanosis| #

Authorization settlement at Check-Out
Credit Card types for which an ization and settlement will take o ing Check Out

w o

Days te Purge Credit Card Autharization Log
Enter the number of days In which the credit cord Guthorization log should be removed. When no valle is set, purging of credit card authorization log defoults to 30 days.

L e

Days to Purge Credit Cards.
Enter the number of days in which the credit card information will be removed in the case where no transactions or reservations are active.

CT

Deposit Address Verification
Cregit Card types thot will require to provide the credit cord billing address information during payment.

Y 4

Deposit C¥V2 Chack
Crediit Card types for which the Credit Card Security Code (CVV2) will be required when making o payment.

e

Hotel ID
Hotel ID

e ¢

Settlement Authorization Code
Authorization Code to be used ot Settiement, if multiple outhorization codes exist

s ] #

7. Go to Enterprise, OPERA Controls, Groups, Credit Card, Parameters and enable
Prompt For Terminal to handle chip and pin EMV devices.

Prompt For Terminal

Allows a terminal to be selected for credit card transactions
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Home / Enterprise / OPERA Controls < Back to Home
OPERA Controls @ Hep
Search & 4] settings View Options | Q9 l
* Required Field
Hub - DFLT_FIRST €@ opeRa Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values
Property for Settings.
oroperty To immediately reflect any Functions changes, ciick on reload application link below. Note: After reload you will return to Administration Home screen.

Reload Application

Q

Credit Card

Parametes
Prompt For Terminal
Allows a terminal to be selected for credit cord transctions
Groups

Functions Allowed within Subscription
Unlimited
Functions Activated within Subscription
38
Complimentary Functions Activated

39

Configuring OPERA Controls for Settlement at Checkout and Chip and Pin

Once the CC vault function is configured, OPERA Cloud users with the CCCONF role can
configure OPERA Controls for Settlement at Checkout and Chip and Pin for a new EFT
property interface.

1. Loginto OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

Administration

Enterprise v Inventory v Financial « Booking Client Relations « Interfaces «

Pa)"me”t Methods Chain and Property Management b

P
'-'Ean:h Corporate nformation *

* Required Field Image Management L3
* Property OPE ol
PERA Controls
DLF F4 a
Track It »
User Interface Management 3

-

4. Select the Credit Card group.
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OPERA Cloud Enterpr " o i i i Client i terf
Administration Enterprise v Inventary Financial « Booking v Client Relations « Interfaces «

Home [ Enterprise f OPERA Controds
OPERA Controls
Proparty
) OPERA Contrals providé tha ability 1o customize OPERA Cloud functionalty by activating or deactivating Functions, turning Parameters on o

DLF_Fd4 Froo deollc To immediately reflect any Functions changes, dick on reload application link belove. Note: After reload you will returm to Administration Hom
Reload Application

Credit Card

Farameters
Groups
Automatic Authorization

RREONET If I AUNARStE: CAEE CaRT ALSRarIENaS SERESNAS nctanally 4 aotive
Aocounts Recenables

Blocks Bateh Settlemertt
Activated Boteh Setiements & STy O BUCOORY HENhTL THE Sandmener 250 Onlisd SEmiaeal Sanimenty Sat mutually Extiuiing

Casheeting

Chip and Bin
h B a
Channel Management Activese Chip ond Fin Functicnolty

Commigsaons

Chupr 3nd P Pryment Method

Creis Con ype tha Ao exnisit T ang Rin fusvsianally i uting ¢ Chp end Bin grabied trmisel

AX-PAYONLY,VI- PAYOMLY, PAYOMLY MAESTRO,DSETTLE  &°

Enchle o croas check between b

From Desk
el Blackist Card Check
- log & specidl f the syshem should perform Banus Check Ly

nRmtory Management

: s (e | oEimomnmn
Look To Baak Sales. Screen Encbies the processing of GUTGMSEC Paymments fbr the 2o0s! DEIoCE of 0 folio Wiken The Bolonoe is equol or RGREr thon the ect [imit

Membsership

# cord fype and wsnpes for

fype. This feature is wsed for amy credit covd types where o separah

et for credit cors

5. Click the edit icon in the Authorization settlement at Check-Out setting.

Authorization during Stay/Deposit

Cregit Card types that allow manual and automatic authorization checks for deposits, and following Check In and prior to Ch
Day routine,

'

Authorization settlement at Check-Out
Credit Card types for which an guthorization and settlement will take place during Check Out.

&

Days to Purge Credit Card Authorization Log
Enter the number of days in which the credit card authorization log should be removed. When no vaiue is set, purging of credit

'

6. Click in the search icon in the Configure Setting screen.
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&

EMLEEY  Configure Setting X L
settleme

es that allow
Authorization settlement at Check-Out
Credit Card types for which an authorization and settiement will take ploce during Check Out.

1 settlernen
s for wihich ¢
| cancel

7. Search and select the authorization settlement at Check-Out.
8. Click Select.

| Search and Select Authorization settlement at Check-Out X
il
| Use (*) for wildcard search

]

| D Code Description
(O ax-eavoNLy  AX Pay Only
: O wi-pavonLy Visa Pay Cnly
(O Dpserme Dsettle
O maestRO Maestro
O mooLa Test
i PAYOMLY PAY ONLY
O wa Visa

Cancel Select

9. Click Save to confirm selection.

¥ Configure Setting 4 I

Authorization settlement at Check-Qut

Credit Card fypes for which an authorization and settlement will foke place during Check Out

[IpavonLy | @

B

10. Pay only is now added.
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11.

12.

13.

@ 0P P"_"C'c-'d Enterprise = Imventory = Financial = Bocking - Client Relations = Interfaces =

&t Chak In
B B el

ABNAXARAX, MC 4

b Wik

Might Audit Remote Auth
This option ensbies End of Dey

seftienent at Check-Out

flar which an

 seftiemant will fode piace dring Check Out

oG Ehoud bF FEmOTE MR no Yot I B Punping of crecs

N i ing SOAELS VEINOT Surin) ARTHESL

Click the edit icon in the Chip and Pin Payment Method setting.

tierment This option must be snol

oy wingiow S inSeroctively i
Iy compirhed

@OPER;‘ Cloud Enterprise + Inventory Financial = Baoking * Client Relations -

Admanestration

Automatic Authorization

Ingicanes if ihe Aulnmark

Accounts Receivables

Elocks Eatch Settlement
ch Setth s funets flor supported yshems. This porameter ong' Onil

Cashignng
Channel Management

Commissions

Country Specific Chip and Pin Payment Method

Credit Card CreciE Card Types that should exhiBil Chip and Fin funch

End Of Day AX-PAYONLY MAESTRO,DSETTLEVI-PAYONLY &
Events

Click the Search icon in the Configure Setting screen.

E Configure Setting 4 I

Chip and Pin Payment Method ]
Credit Card types that should exhibit Chip and Pin fundiionalify when using a Chip and Pin
enabled ferminal

il | @
| Cancel -

Click Select.

Interfaces «

fign Scheduling fundtionally &5 otive.

ttiement porameter ore mutuoly ey

iy when using o Chip ond Pin enobled fermingl

ORACLE"
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Search and Select Chip and Pin Payment Method X I

(*) for wildcard search Search

=
A
141

Code Description
ABN Payment test I
AX-PAYONLY AX Pay Only

VI-PAYOMLY Visa Pay Only

DSETTLE Dsettle

MAESTRO Maestro

AX American Express |
MC Master |
MOOLA Test r
PAYONLY PAY ONLY

VA Visa |

OR®00000000|a

Cancel Select

14. Click Save to confirm selection.

Configure Setting x I

Chip and Pin Payment Method
Credit Card types that should exhibit Chip ond Pin fundionalify when using a Chip and Pin
enabled ferminal

| pavonLy Ax-pavoNLY.vi-TITImAY | C®

15. Pay only is now added.

OPERA Cloud

Administration Enterprise « Inventory * Financial = Booking + Client Relations = Interfaces =

Passreters

Groups

@ oF Automatic Authoriz

indicates §f the Aut

it Card Authorization Schedufing fLnchionaily is active

Agcounts Recerabled
Blocks ® o Batch Setthement

e pich Settiements functionality for supported gratems. This porometer ong Online Settiement poromeder one mutuolly excusive,
Cashigring

Chip and Pin

Astivale Ch oad Pin Functionoll)

]
e

Channel Managemant

Commissi

Country Specific Chip and #in Payment Method

Credit Card (Crecit Cord types thot should exiibit Chip and Bin funcionsily when waing & Chip ond Pin ensbied berminst
End Of Day AX-PAYONLY.MAESTRO,DSETTLEVI-PAYONLY &

Events

16. Repeat this process for all card types flagged as to activate the payment terminal and
settlement at check out.
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Creating and configuring EFT Property through OPERA Cloud

Activating OPI Cloud Service for Credit Card and Token Exchange

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and activate the
OPI Cloud Credit Card Processing parameter once the EFT interface is created for a new
property. Once the parameter is active, all credit card transactions communicate with the OPI
Cloud service.

1. Loginto OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

Aodﬁ’:érggﬁd Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥ ‘ =
Chain and Property Management
Announcements =
Corporate Information »
The RnA Hack-a-Thon is s e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields >
Image Management »
Home
Mobile Guest Experience
Hely
OPERA Cloud AdIT - oo, i scneuter iy
OPERA Controls @
Track It
User Interface Management
Quick Search
Q Enter Keyword [x]

Site Map

4. OPERA Control groups are listed down the left side panel, select the Credit Card group.

5. On the right-side panel, turn ON the OPI Cloud Credit Card Processing parameter to
activate all credit card transactions through OPI Cloud.

# Note:

You cannot turn ON OPI Cloud Credit Card Processing parameter when OPI
Cloud Token Proxy Service parameter is ON as OPI Token Proxy Service and
OPI Cloud Credit Card Processing OPERA Controls are mutually exclusive. If
you turn ON, an error message appears as given below.

(g0 X|

€ The OPI Cloud Credit Card Processing cannot be active when OPI Token Proxy Service control is ON.

ORACLE’ .
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Creating and configuring EFT Property through OPERA Cloud

OPERA Controls @ +ep
X B |
Property

@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for
Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Reload Application

Credit Card
Functions Allowed within Subscription

Unlimited Parameters

Functions Activated within Subscription OPI Cloud Credit Card Processing
22 Activate OPI Cloud Credit Card Delivery and Disable IFC Controller for Credit Card Processsing.

Complimentary Functions Activated

47 @ oif OPI Cloud Token Proxy Service
Enabes Token Proxy Service configuration on the OP tenant portal and Supports the token exchange process via the OPI Cloud interface. This feature is only applicable only fo the Reservation Sales

Screen (RSS), OPERA Distribution Channel Cloud Services and the Oracle Hospitality Integration Platform (OHIP).
Credit Card

Once the parameter is active, you can configure the property for credit card integration.
Activating OPI Cloud Token Service for Token Exchange

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and activate the
OPI Cloud Token Proxy Service parameter once the EFT interface is created for a new
property. Once the parameter is active and OPI Cloud is configured for token exchange for the
property, RSS can use the OPERA Pay widget for token exchange even when OPERA PMS is
still using OPI on premise and TPS.

Enables Token Proxy Service configuration on the OPI tenant portal and supports the token
exchange process through the OPI Cloud interface. This feature is only applicable for the
Reservation Sales Screen (OPERA Cloud Central Management Services), OPERA Distribution
Channel Cloud Services and the Oracle Hospitality Integration Platform.

1. Loginto OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

Rl Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces W ¥ B

Chain and Property Management P

Announcements =
Corporate Information »

The RnA Hack-a-Thon is s e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields »
Image Management >

Home
Mobile Guest Experience

OPERA Cloud Ad OPERA Chain Scheduler ity
OPERA Controls @
Track It

User Interface Management

Quick Search

Q Enter Keyword [x]

Site Map

4. OPERA Control groups are listed down the left side panel, select the Credit Card group.

5. On the right-side panel, turn ON the OPI Cloud Token Proxy Service parameter to
support the token exchange process through OPI Cloud.

ORACLE 2.16
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Creating and configuring SVS property through OPERA Cloud

# Note:

OPERA Controls

Property OPI Cloud Token Proxy Service
@ OPERA Controls provide the ability to customize |
Settings.
To immediately reflect any Functions changes, cli¢ Enables Token Proxy Service configuration on the OPI tenant portal and
Reload Application supports the token exchange process via the OPI Cloud interface. This

featiire is only applicable only for the Reservation Sales Screen (RSS),
[ OPERA Distribution Channel Cloud Services and the Oracle Hospitality

Credit Card
i A i St Integration Platform (OHIP).

Unlimited Parameters
Functions Activated within Subscription OPI Cloud Credit Card Processing
22 Activate OPI Cloud Credit Card Delivery ¢

Complimentary Functions Activated

Cancel | | @ Tumon

You cannot turn ON OPI Cloud Token Proxy Service parameter when OPI
Cloud Credit Card Processing parameter is ON as OP| Token Proxy Service
and OPI Cloud Credit Card Processing OPERA Controls are mutually exclusive.
If you turn ON, an error message appears as given below.

S

€ The OPI Token Proxy Service cannot be active when OPI Cloud Credit Card Processing control is ON.

@ Help
Q l

oroff, and selecting values for

lome screen.

a7 @® of OPI Cloud Token Proxy Service
Enables Token Proxy Service configuration on the OPI tenant portal and supports the token exchange process via the OPI Cloud interface. This feature is only applicable only for the Reservation Sales

Screen (RSS), OPERA Distribution Channel Cloud Services and the Oracle Hospitality Integration Platform (OHIP).

Credit Card

OPERA Controls

Search B ¢ Settings Vieprtions‘

Property

@ Help

&10'

@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for

Settings.

To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.

Reload Application

Functions Allowed within Subscription
Unlimited Parameters

Functions Activated within Subscription ® o OPI Cloud Credit Card Processing
22 Activate OPI Cloud Credit Card Delivery and Disable IFC Controller for Credit Card Processsing.

Complimentary Functions Activated
47 ® o OPI Cloud Token Proxy Service

Credit Card

Enables Token Proxy Service configuration on the OPI tenant portal and supports the token exchange process via the OPI Cloud interface. This feature is only applicable only for the Reservation Sales.
Screen (RSS), OPERA Distribution Channel Cloud Services and the Oracle Hospitality Integration Platform (OHIP)

Credit Card

Once the parameter is active, OPI Cloud is configured for token exchange for the property

Creating and configuring SVS property through OPERA Cloud

ORACLE"

The OPERA Cloud users with the PPCONF role can access OPERA Cloud, activate the
Prepaid Card parameter for prepaid card transactions, and create a SVS property interface for
a new property. See Activating Prepaid Card Functionality for more information. Once the
property is created, connect to the OPI Cloud Service. This will launch the OPI Cloud Tenant
Configuration portal. Prior to creating the Property Interface, a Cashier ID for the interface
should be created. See Configuring Cashiers for more information.
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Creating and configuring SVS property through OPERA Cloud

# Note:

If there is an existing SVS interface, it is recommended to delete the old interface and
create a new one instead of editing the existing one.

1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, go to Interfaces, and then select Property Interfaces.
Click New to add the configuration for a new SVS interface.

4. Enter the following options:
a. Property: Enter or select the property from the list.
b. Interface Type: Select the interface type as ‘SVS’ from the list.
c. Product Code: Enter ‘OPI’ as the product ID of the validated system.

d. IFC8 Product Code: Will auto-populate based on the Product Code. For example,
FIAS_OPI

e. Name: Enter the display name of the system for identification, which should include
the name of the SVS vendor. For example, OPI Cloud Service — (vendor name).

=-h

Cashier ID: Select the cashier id for the interface from the list. For example, 8.

Path ID: .Enter ‘1’ as the Path ID of the interface.

5 @

Machine: This filed is not applicable for SVS interface.
i. Timeout: Enter a timeout value of 240 seconds.

j- Version: This field is not applicable for SVS interface.

Property Interfaces @ el
* Required Field O inactive
= Property * Name Machine
Q OPI Cloud SVS Interface Q

* Interface Type All Charges imeou

svs Q Q - +

* Product Code Cashier ID fersion

OPI 8 Q

* IFC8 Product Code * Path ID

FIAS_OPI - 1+

5. Click Save to add the configuration for a new SVS interface.

6. Once the SVS property interface details are created, go to Interfaces, select Property
Interfaces, click edit SVS IFC, and then select General Information.

ORACLE T
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Creating and configuring SVS property through OPERA Cloud

Property Interface @ Help

———————
* Overview SVS - OPI Cloud SVS Interface

« Primary Information

Property Interface Type Product Code FC number
svs orPl 16666

* General Information

« Translation

Interface Details
Class of Service | General Information | Log | Primary Information = Rooms  Translation

GNRLICOSIRS | PST[TRXC[EXP ~ ROOMSIWS|TRL |~ CUSTOMILOG My Panels ¥
Primary Information

Edit
O nactive

IFC8 Product Code Path ID Timeout Menu Type
FIAS OPI 1 == =

Name Machine Message Expires After (minutes) Menu Name
OPI Cloud SVS Interface — — —

Cashier ID Version

General Information

®
|
|

OPI Configuration (O Create Prepaid Card at Check In Redeem Transaction Code
Configure -

Prepaid Card Transaction
O Show Prepaid Card PIN OPERA TRANSACTION

Translation -]
Guest Number Length Guest Message D Length Group Number Length
NA NA NA

Select Transaction

® Merchantld O Atticle Number O Language Code O Key Options

No data to display.

Show Prepaid Card PIN: Select the check box to display the stored value pin that is
provided by the vendor. The vendor can define whether a PIN is in use or not. This
should not be checked unless the Vendor has indicated they will use PINs.

Create Prepaid Card at Check In: Select to allow for a prompt to create a stored
value account when the guest is checking in.

Redeem Transaction Code: Select the stored value redeem transaction method from
the drop down list. The transaction code that is selected here will be used any time a
stored value account is redeemed.

Prepaid Card Transaction: Select to choose ‘OPERA Transactions’ from the drop
down list.

Click Save to save the details.

Click Configure under OPI Configuration. This will launch the OPI Cloud Tenant
Configuration portal, where you can configure the Tenant information and map the Tenant
with the Prepaid card endpoints to perform prepaid card transactions.
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Property Interface @ Help
——
« Overview SVS - OPI Cloud SVS Interface
 Primary Information
. Property interface Type Product Code IFC number
* General Information svs oPI 16666
* Translation

Interface Details
Class of Service | General Information | Log | Primary Information ~ Rooms | Translation

GNRL|COS|RS PST|TRXC|EXP ROOMS|WSI|TRL CUSTOM|LOG My Panels £

Primary Information

Edit
O nactive
IFC8 Product Code Path ID Timeout Menu Type
FIAS_OPI 1 - .
Name Machine Message Expires After (minutes) Menu Name
OPI Cloud SVS Interface = == =

Cashier ID Version

General Information

OPI Configuration Create Prepaid Card at Check In Redeem Transaction Code.
010

Prepaid Card Transaction
O Show Prepaid Card PIN OPERA TRANSACTION

Translation

Guest Number Length Guest Message ID Length Group Number Length
NA NA NA

Select Transaction

® Merchantld QO Article Number Q) Language Code Q) Key Options

No data to display.

Tenant Configuration ﬂ

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Prepaid Card Service Provider

‘Add‘

Activating Prepaid Card Functionality

The OPERA Cloud users with the PPCONF role can access OPERA Cloud and activate the
prepaid card parameter for a new property. Once the parameter is active, all prepaid card
transactions are supported by OPI Cloud Service via service-to-service communication.

To activate prepaid card parameter:
1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

ORACLE"
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OPERA Cloud

irGintaton Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ B

Chain and Property Management

Announcements =
Corporate Information » . .

The RnA Hack-a-Thon is s /e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields >
Image Management »

Home

Mobile Guest Experience

Hely
OPERA Cloud AdIT - oo e Oy
OPERA Controls @

Track It

User Interface Management

Quick Search

Q Enter Keyword )

Site Map

4. OPERA Control groups are listed down the left side panel, select the Cashiering group.

5. On the right-side panel, turn ON the Prepaid Cards parameter to activate all prepaid card
transactions for the property through OPI Cloud.

The Prepaid Card Purchase Transaction Code parameter is visible only when a Stored
Value System (SVS) interface is active. Select the Prepaid Card Purchase transaction
code from the list of values. The transaction code that is selected here will be used any
time a stored value card is purchased.

OPERA Controls @ relp
Property

@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off. and selecting values
for Settings.

To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen,
Reload Application

Cashiering
Functions Allowed within Subscription
Unlimited Parameters
Functions Activated within Subscription ® o Prepaid Cards
76 Engbles the ability to manage prepaid / Gift cards - [ssue, reload, balance inguiry, redeem and close/cash out actions, with the integration with a stored velue solution (SVS) partner
Complimentary Functions Activated
34 Prepaid Card Purchase Transaction Code
Transaction code defined in this setting will be used to post prepaid card purchase.
Cashiering

565656 I'd

Configure Setting 4

Prepaid Cards

Enables the akility to manage prepaid / gift cards - issue, reload, balance
ingquiry, redeem and close/cash out actions, with the integration with a
stored value solution (5VS) partner

Cancel . Turmn On
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Once the parameter is active, you can configure the property for prepaid card integration.
Activate Prepaid Multi Record Processing

The OPERA Cloud users with the PPCONF role can access OPERA Cloud and activate the
prepaid multi record processing parameter for a new property.

< Note:

Prepaid Multi Record Processing should only be activated if the selected Prepaid
Card Vendor supports this functionality.

To activate prepaid multi record processing parameter:
1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

E{ﬁgﬁ@tggﬁd Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ =
Chain and Property Management
Announcements ]
Corporate Information » . .
The RnA Hack-a-Thon s s s i gt I 6. it thctod) il ol i Staek elassel fof the latest dpdates:
Flexible Dynamic Fields »
Image Management »

Home
Mobile Guest Experience

Hely
OPERA Cloud AdIT - oo e Gy
OPERA Controls @

Track It

User Interface Management

Quick Search

Q Enter Keyword (]

Site Map

4. OPERA Control groups are listed down the left side panel, select the Cashiering group.

5. On the right-side panel, turn ON the Prepaid Cards parameter and then Prepaid Multi
Record Processing parameter to activate the prepaid multi record processing parameter
for a new property.

Search B «| Settings ViewOp(ion:‘ prepaid Q 0.

* Required Field
Hub - DFLT FIRST @ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for
8 Property Settings.
o To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
* Prope
ki Q Reload Application
FINCOMP SG

Cashiering
Parametes
Enables the ability to manage prepaid / gift cards - issue, reload, balance inquiry, redeem and close/cash out actions, with a partner integration to a stored value solution (SVS)
Groups
Functions Allowed within Subscription Prepaid Cards Offline Storage
Enables offline storing of Prepaid Card against the Reservation (without sending the details to the prepaid card Interface)

Unlimited
Functions Activated within Subscription
20 Prepaid Multi Record Processing
Allow users to process multiple records simultaneously when issuing or redeeming Prepaid Cards
Complimentary Functions Activated

43

Prepaid Card Purchase Transaction Code
Transaction code defined in this setting will be used to post prepaid card purchase.

1030 V4

Cashiering

Commissions
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Activating Pay By link Functionality

| Configure Setting X |
Prepaid Multi Record Processing

Allow users to process multiple records simultaneously when issuing or
redeeming Prepaid Cards

Once the parameter is active, you can configure the property for prepaid card integration
and process multiple records simultaneously when issuing or redeeming prepaid cards.

Activating Pay By link Functionality

The OPERA Cloud users with the CCCONF role can access OPERA Cloud to configure the
pay by link functionality. Once the Pay by link parameter is active, you can send an email to the

Guest with a Pay By Link , so that a Credit Card Deposit Payment can be made by the Guest
using that link.

# Note:

Advance Deposit handling OPERA Control parameter is a pre-requisite to use the
Pay by link feature.

1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

nnnnnnnnn Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥

Interfaces ¥ ¢ =
Chain and Property Management
Announcements =
Corporate Information »

e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields >

The RnA Hack-a-Thon is s

Image Management »
Home

Mobile Guest Experience

OPERA Cloud Adm

Hel
OPERA Chain Scheduler @ telp
OPERA Catrok g

Track It

User Interface Management

Quick Search

Q Enter Keyword (%]

Site Map

ORACLE"
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4. Enter or search for the property.
5. OPERA Control groups are listed down the left side panel, select the Credit Card group.

6. On the right-side panel, click Inactive next to Pay By Link parameter to activate pay by
link transactions. Click Activate.

Search B «] Settings V\EWUPIIO"S‘ I'm looking for [} 0.

* Required Field
8 Hub - DFLT_FIRST @ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for

Prorary Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.

Reload Application

* Property

Q

Configure Functionality

Credit Card

Functions

e Pay By Link
o=
Enables the Pay By link feature to generate a credit card payment link

Functions Allowed within Subscription email. d
Unlimited
Functions Activated within Subscription
32
Complimentary Functions Activated

47

Accounts Receivables Enables the Pay By link feature to generate a credit card payment link email.

Cancel

Search B <] Settings V\epr(mns‘ I'm looking for Q Ql

* Required Field
8 Hub - DFLT FIRST @ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for

Property Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.

Reload Application

* Property
Q

Credit Card

Functions

e
Activate Chip and Pin Functionality
Groups Adding this complimentary feature will not affect the subscription-based function count.

Functions Allowed within Subscription d
Unlimited Chip and Pin Payment Method
il AR T SOBSE o Credit Card types that should exhibit Chip and Pin functionality when using a Chip and Pin enabled terminal.
VILVAM 4
Complimentary Functions Activated

47

e
Accounts Receivables Enables the Pay By link feature to generate a credit card payment link emai.

Configuring Advanced Deposit Handling

You can configure Advanced Deposit Handling control setting to blank, 0, 1, 2 for Pay by Link.
If the control is not set, you cannot send the payment link to the guest.
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# Note:

OPERA Controls

* Required Field Pay By Link is active.
TS S - @ OPERA Controls prov O E
Property Settings. Advanced Deposit Handling

To immediately reflec -

P
roperty Reload Application

vanced Deposit Handling Setting

The Pay by link option is not available when Advance Deposit handling OPERA
control setting is set to 3 to 15. If you are trying to set the Advance Deposit handling
value between 3 and 15 when Pay by Link control is active, the system displays an
error message saying 'Pay By Link is active'.

@ Help

Confi Settil
Search = 4 [r—

ions, tuming Parameters on or off, and selecting values for

| return to Administration Home screen.

Functions Activated within Subscription
33

Complimentary Functions Activated

0 4

Cashiering

1. Log in to OPERA Cloud using the URL provided.

Q 3 Q
Cashiering
Sav
S—— coce | (e
[ @ Acive Deposit Handling
and Cancellation
Functions Allowed within Subscription Advanced Deposit Handling
Unlimited Advanced Deposit Handing Setting

2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

i Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ =
Chain and Property Management

Announcements a
Corporate Information » . .

The RnA Hack-a-Thon is s e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields »
Image Management »

Home
Mobile Guest Experience

OPERA Cloud Adm OPERA Chain Scheduler
OPERA Controls {b

Track It

User Interface Management

Quick Search

Q Enter Keyword o

Site Map

4. Enter or search for the property.

@ Help

5. OPERA Control groups are listed down the left side panel, select the Cashiering group.

6. Click the edit icon in the Advanced Deposit Handling setting. Click the Search icon in the

Configure Setting screen.

7. Click Select to select the Advanced Deposit Handling.

ORACLE"
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OPERA Cloud
Administration

¢ =

Search and Select Advanced Deposit Handling X @l
deard search Search
=) —

Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥

OPERA Controls

- = .
e Configure Setting Code

Description
8 Hub - DFLT_FIRST o SO:;!;ASCDHVQ\S P o Deposit receipt with option to print Jeters on or off, and selecting values for
,P:m,:ymy To‘mg‘e’dme,weﬂl 4 L diing Q 1 Print deposit receipt ation Home screen.
it Reload Application 0 2 Print tax on deposit receipt
6l : 3 Print folio for deposit receipt
g e 4 Print folio for deposit receipt, calculating ...
FERD . Print folio for deposit receipt, applying co... )
e © Bt i e B (]
Functions Allowed within Subscription Advanced Deposit Handling 8 A TR e,
Unlimited Advanced Deposit Handling Setting g Print deposit receipt, print folio for deposi... v
Functions Activated within Subscription ° Va
33 Cancel Select
Complimentary Functions Activated
47
Cashiering
You can setup to generate emails for deposit request payments. (Available when the Pay By
Link OPERA Control is active).
1. From the Administration menu, select Interfaces, and then select Delivery
Management.
2. Location.
a. Hub: Select to configure for all properties assigned to the hub.
b. Property: Select to configure for a specific property.
i. Property: Select a property from the list.
3. Delivery Method
a. Select Pay By Link and click Search.
Delivery Management @ Help
* Required Field
* Location * Property
QO Hib  ® Property (o}
8\2;::1\m QO Confirmation Letters ) Guest Messages  Q BillingFolios QO AR QO TexttoGuest ) Textto Housekeeping () Other Folios (@ Pay By Link
Rese
General
Email Delivery Settings -]
No results found.
4. Click New and complete the following details:

ORACLE"

a. Property: Enter or select the property.

b. Activate Email Delivery: Select to activate email delivery functionality.
c. From Email Address: Enter the sender email address.

d. Email Server Code: Select an SMTP Code from the list.

e. Email Subject: Enter the subject that is to appear in the email message.

f. Email Body: Use the rich text editor to enter text and select merge codes to display
reservation-specific values in the email body. Select the Merge Codes button to view
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Configuring Pay By Link Delivery by Email

and select from the list to insert merge code into the message body. All merge codes
will be inserted in the position where your cursor is placed.

# Note:

E-mail body is limited to 2000 characters.

g. Click Save.

Email Delivery Settings

= Required Field

Delivery Method Active Email Delivery
Pay By Link

* From Email Address
* Property

Q

* Email Body

@ RichText QO Source
Paragraph ~  Arial -k~ Bru TH- @

Merge Code

Dear My/s [ AddresseelastName ] .

@ Help

+ Email Subject
Pay By Link

Email Server Code (?)

Q

P2BESINEE B 4

{

|

i
1]
1]
I
Il
il

Amount | for reservation (_ConfirmationNumber | arriving on (_ AmivalDate | .

Amount +

ArrivalDate + Please use the following link [ PayByLinkUn_| topay s |
ConfirmationNumber ==

DepartureDate + Thank you

ExpiryDate + -

®

Cancel Save
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Tenant Core Configuration

Updating Core Configuration with Endpoints

The OPERA Cloud users can update the Tenant core configuration with PSP endpoints or
Prepaid Card endpoints.

*  The OPERA Cloud users with the CCCONF role can update the Tenant core configuration
details and map the Tenant with the PSP endpoints for each Transaction type (Credit/Debit
Card, Token Exchange, or Pay by Link) to perform end-to-end transactions. See Updating
Core Configuration with PSP Endpoints for more information.

* The OPERA Cloud users with the PPCONF role can update the Tenant core configuration
details and map the Tenant with the Prepaid card endpoints to perform prepaid card
transactions. See Updating Core Configuration with Prepaid Endpoints for more
information.

Updating Core Configuration with PSP Endpoints

Once the OPI Cloud Tenant Configuration portal is launched, OPERA Cloud users with the
CCCONF role can update the Tenant core configuration details with PSP endpoints to perform
credit card, token exchange, and pay by link transactions. OPI Cloud has only one merchant ID
assigned for the hotel property regardless how many PSP providers are configured for the
hotel. It is possible for the hotel to have one PSP provider for credit card and token exchange
and another provider for gift card processing and it is likely different provider will require to use
different merchant ID. OPI Cloud supports configuration of a different merchant ID for each
PSP provider that user can configure for a hotel property.

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

Tenant Configuration E

Core Configuration

Core Configuration

Donations Supported [0 CC Surcharge Supported

Payment Service Provider

Select

2. Hotel Name: Enter the Hotel name. The hotel name can be either the name of the hotel or
the OPERA Resort ID (this field is for information only).
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Donations Supported: If the check box is selected that means the Donation is supported
by PMS. If the check box is not selected that means the Donation is not supported.

CC Surcharge Supported: If the check box is selected that means the Credit Card
Surcharge is supported by PMS. If the check box is not selected that means Credit Card
Surcharge is not supported.

# Note:

e« OPERA Cloud does not support the Donations or Credit Card Surcharge
Support through OPI Cloud at this time.

e The Save option allows you to save the Core Configuration only after the
Payment Service Provider is selected.

Under the Payment Service Provider header, click Select to navigate to the Select
Payment Service Provider screen.

Select the Payment Service Provider from the list.

Once the PSP is selected, the lists of configured endpoints for each transaction type are
displayed. The screen will be one of two variations you see below:

The screen appears with Custom Headers.

7 Select Payment Service Provider Cancel E

Payment Service Provider - Merchant ID OPERA 9 Terminal
2132143

Select an endpoint for each transaction type

Credit/Debit Card o Token Exchange Pay By Link
Endpoints
DynamicUrlEndpoint Custom Headers
PE Jynamic URL
©
The screen appears without Custom Headers.
7 Select Payment Service Provider Cancel m

Payment Service Provider Merchant ID

Select an endpoint for each transaction type
Credit/Debit Card ° Token Exchange Pay By Link
Endpoints

Endpoint

Merchant ID: Enter the Merchant ID.
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The Merchant ID configured in OPERA Cloud should match exactly with the Merchant ID
that is configured in the OPI Cloud for that property. If the ID is not the same, OPI will
reject the transaction from that property due to a mismatched MerchantID. To locate the
Merchant ID in OPERA Cloud Go toAdministration Menu > Interfaces > Property
Interfaces > Select the EFT Interface > Click Edit. Go to the Translation tab and the
Merchant ID is configured here. This is the identifier sent to the Payment Service Provider.

OPERA 9 Terminal: Enter the OPERA 9 terminal value. This is provided by the Payment
Service Provider specific to a Tenant. This value is used to map the pseudo workstation
number that is typically used by OPERA Cloud in certain use cases to a specific terminal
ID that is required by the chosen PSP.

# Note:

The field is present only if the chosen PSP requires this field to be configured.

Custom Headers: Enter the header value that is unique to a tenant. This is provided by
the Payment Service Provider specific to a Tenant.

# Note:

The field is present only if the chosen PSP requires this field to be configured.

Select an endpoint for each transaction type (Credit/Debit Card, Token Exchange, or
Pay By Link) from the Endpoints list.

# Note:

e Atenant can be configured with a Pay by Link endpoint only if it is configured
with a Credit Card endpoint. The Pay by Link endpoint can be configured
along with the Credit Card endpoint, as the Pay by Link payment response
includes a token that will be used in the future.

e If atenantis not configured with the Credit Card endpoint along with the Pay
by Link endpoint, the system displays a message saying, ‘Please select a
Credit/Debit Card endpoint along with the Pay By Link endpoint, you cannot
select only Pay By Link endpoint’.

7 Select Payment Service Provider Cancel E

© Validation Error X

= Please select a Credit/Debit Card endpoint along with the Pay By Link endpoint, you cannot select only Pay By Link endpoint

Payment Service Provider o Merchant ID

Select an endpoint for each transaction type
Credit/Debit Card Token Exchange Pay By Link @

Endpoints

endpoint
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‘T.

You can use the up arrow icon to navigate to Tenant Core Configuration screen.
7 Select Payment Service Provider Cancel m
Payment Service Provider Merchant ID

Select an endpoint for each transaction type
Credit/Debit Card @ Token Exchange @ PayByLink @

Endpoints

endpoint

1T Select Payment Service Provider Cancel E

Payment Service Provider - Merchant ID OPERA 9 Terminal
2132143

Select an endpoint for each transaction type
Credit/Debit Card Q Token Exchange 0 Pay By Link °

Endpoints

DynamicUrlEndpoint Custom Headers

Supports Dynamic URL

x-api-key ®

Once the endpoints are selected for each transaction type, you will see a tick mark next to
the Transaction Type (Credit/Debit Card, Token Exchange, or Pay by Link).

11. Click Done.

The Tenant Core Configuration screen appears with mapped PSP endpoints.
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Tenant Configuration

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Donations Supported CC Surcharge Supported

Payment Service Provider
Edit

DynamicUrlEndpoint

Transaction Type

Credit/Debit Card Q Test

Supports Dynamic URL

Endpoint

Transaction Type Q Test
Token Exchange s

psp-endpoint Transaction Type

Pay By Link QG Test

endpoint

12. Click the Test “ ™ 'icon to test the endpoint connectivity.

If the PSP endpoint test is successful, the connection is successful.
If the PSP endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.

Tenant Configuration

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Donations Supported CC Surcharge Supported

Payment Service Provider

DynamicUrlEndpoint Transaction Type
7 Credit/Debit Card m
Supports Dynamic URL
Endpoint Transaction Type m Q
Token Exchange et

psp-endpoint

Transaction Type m -
{ Pay By Link s
endpoint

13. Click Save and you will see a confirmation that Core Configuration has been updated

successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.
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# Note:

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.

Updating Core Configuration with Prepaid Endpoints

Once the OPI Cloud Tenant Configuration portal is launched, OPERA Cloud users with the
PPCONF role can update the Tenant core configuration details with prepaid endpoints to
perform prepaid card transactions. OPI Cloud supports configuration of a different merchant ID
for each PSP provider that user can configure for a hotel property.

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
SVS property through OPERA Cloud.

Tenant Configuration E

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Prepaid Card Service Provider

‘Add‘

2. Hotel Name: Enter the Hotel name. The hotel name can be either the name of the hotel or
the OPERA Resort ID (this field is for information only).

3. Click Add

< Note:

The Save option allows you to save the Core Configuration only after the Prepaid
Card Service Provider is selected.

The Select Prepaid Card Provider screen appears.

7 Select Prepaid Card Provider Cancel ﬂ

OPERA Prepaid Card Interface ID Prepaid Card Service Provider b2 Merchant ID

Required Required Required
Endpoints

No items to display.
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Enter the unique OPERA Prepaid Card Interface ID.

The IFC number configured in OPERA Cloud for the SVS interface should match exactly
with the Prepaid Card Interface ID that is configured in OPI Cloud for that property.

Select the Prepaid Card Service Provider from the list.

Once the Prepaid card service provider is selected, the lists of configured endpoints are
displayed.

Merchant ID: Enter the Merchant ID.

The Merchant ID is the unique site identifier provided to the customer by their Prepaid
Card Service Provider.

Select the Prepaid Card endpoint from the Endpoints list.

‘T.

You can use the up arrow icon to navigate to Tenant Core Configuration screen.

1T Select Prepaid Card Provider Cancel m

OPERA Prepaid Card Interface ID Prepaid Card Service Provider = Merchant ID
456789

Endpoints

Endpoint

PREPAID ENDPOINT

Repeat steps 4 through 7 to add multiple Prepaid Card endpoints. You can select a
Prepaid Card Service provider and add multiple Prepaid Card endpoints, but it should meet
the following criteria:

 The OPERA Prepaid Card Interface ID is unique and should not be duplicated.

e Each Prepaid Card Service provider should be mapped with a unique OPERA Prepaid
Card Interface ID.

e Each Prepaid Card endpoint should be mapped with a unique OPERA Prepaid Card
Interface ID.

Click Done.

The Tenant Core Configuration screen appears with mapped Prepaid Card Service
Provider endpoints.

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Prepaid Card Service Provider

OPERA Prepaid Card Interface Endpoint:
D
17872 PREPAID ENDPOINT

OPERA Prepaid Card Interface DynamicEndpoint
D

456789 PREPAID ENDPOINT
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10. Once the prepaid card endpoints are added, you can perform the following actions:

< Edit: This option allows you to edit the Prepaid Card Service Provider and
Endpoints details. OPERA Prepaid Card Interface ID cannot be edited, it is disabled.

a. Select the Prepaid Card endpoint record you wish to edit.

b. Click the horizontal ellipsis icon under the Prepaid Card Service Provider section
and then click Edit to edit the endpoint.

c. Select the Prepaid Card Provider from the drop-down list.

d. Select the Endpoints that are configured for the relevant Prepaid Card Service
Provider.

7 Select Prepaid Card Provider Cancel E

Prepaid Card Service Provider - Merchant ID

Endpoints

Endpoint

PREPAID ENDPOINT

e. Click Done.
The Tenant Core Configuration screen appears with the updated details.
* Test: This option allows you to test the endpoint connectivity.
a. Select the Prepaid Card endpoint record you wish to test.

b. Click the horizontal ellipsis icon under the Prepaid Card Service Provider section
and then click Test to test the endpoint connectivity.

— If the Prepaid Card endpoint test is successful, the connection is successful.
— If the Prepaid Card endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.

Core Configuration Card Mappings Audit Information

Core Configuration

Prepaid Card Service Provider

Add

OPERA Prepaid Card Interface Endpoint
17872 PREPAID ENDPOINT
DPERA Prepaid Card Interface DynamicEndpoint

456789 PREPAID ENDPOINT

« Delete: This option allows you to delete an endpoint from the Tenant Configuration
portal.

11. Click Save and you will see a confirmation that Core Configuration has been updated
successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.
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# Note:

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.
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Card Mappings

The OPERA Cloud users with the CCCONF or PPCONF role can view or update the existing
card mappings based on the requirements. You can sort the details in ascending or

descending order using the sorting

icon.

# Note:

You can view the Card Mappings tab only once the Core Configuration details are

updated.

View/Update Card Mappings

To view/update card mappings:

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

2. Select the Card Mappings tab.

The Card Mappings screen appears.

Tenant Configuration

Core Configuration Card Mappings

Card Mappings

erlD 10 Card Type 1l

26

21

03

09

08

Card Type

AB

Card Type

AL

Card Type

AX

Card Type

BC

Card Type

b

Card Type

DT

Audit Information

Description

Description
AliPay
Deseription

Alliance

Description
American Express

Description
Bank Card

Description
CUP Debit
Description
Debit Card

3. If required, make necessary changes to the Card Mappings:

a. Card Type: View or update the card type, if required. The card type here should match
with the Payment Type configured in OPERA Cloud.

ORACLE
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b. Description: View or update the card description, if required.

# Note:

Issuer ID cannot be edited.

4. Click Save.
You will see a confirmation that Card Mappings has been updated successfully.

You will see a message ‘Configuration update may take up to 15 mins to reflect in runtime’.
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Audit Search

ORACLE

The OPI Cloud configuration portal includes an Audit function to keep track of any
configuration updates. The OPERA Cloud users with the CCCONF or PPCONF role can view
the OPI Cloud Tenant Configuration portal landing page once the EFT or SVS property is
created through OPERA Cloud. Go to the Audit Information tab to view the Audit information.

¢ Note:

You can view the Audit Information tab once the Core Configuration details are
updated.

By default, no Audit records are visible. Use the available filters to narrow the search criteria as
required.

1. Start Date — Click the calendar
icon and select the required start date
2. End Date — Click the calendar
icon and select the required end date
IP Address — Events containing the IP Address value entered
Username — Events containing the Username value entered

Description — Events having the Description value entered

°© o & w

Event Type

a. Application — Configuration related events
b. Security — User account related events

7. Click Search to display the relevant Audit details.

By default, the search results appear in descending Event Time order. To view details of a
particular event, click the Event Type on the relevant row.

Depending on the event type, you may see additional information in the Pre-snapshot and
Post-shapshot fields, showing the before and after values, if the event was a configuration
update.

Export XLS: This allows you to download the Audit report in excel format.

5-1



Chapter 5
Audit Search

Tenant Configuration

Core Configuration Card Mappings Audit Information

Audit Information

v Filters
Start Date End Date
02/01/2023 02/27/2023 IP Address Username
Event Type
Description

[ Application O Security

Audit events

Audit details
1 result(s)
Event ID Username
Feb 23, 2023, 07:30:57 AM UTC 5239
Tenant Updated Application
Date Event Type IP Address
Feb 23, 2023, 07:30:57 AM UTC Application

Tenant Updated Application
Description
Tenant Updated

Feb 22,2023

:44:31 PM UTC

Tenant Updated Application

e 15. 2023, 09-29:44 AM UTC { {

Feb 15, 2023, 09:29:44 AM UTC ) "TENANT": { "PREPAID_CARD_ENDPOINTS_AFTER":

Tenant Updated Application "active"™ true,
"chainCode™ " g {

. o "chainOrgCode™: " “endpointld”

=2 e L i “endpointld": %id:

Tenant Updated Arcaton, "hotelCode™ " & "prepaidCardinterfaceld”: " P
"hotelld": " "tenantld":

o e b
Feb 15, 2023, 09:22:22 AM UTC "hotelName™ ' , {

Tenant Updated Application
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Configure E-commerce Endpoints

OPERA Cloud users with the CCCONF role can configure the endpoints to support e-
commerce transactions.

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

Tenant Configuration E

Core Configuration Card Mappings Audit Information e-commerce

E-commerce
Add
SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

2. Select the Ecommerce tab. Click Add and select the Endpoints to process e-commerce
transactions.

The Select E-commerce Provider screen appears.

7 Select E-commerce Provider Cancel E

Endpoints

4_Endpoint
Custom Headers
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# Note:

SCA E-commerce configuration can be performed only when a Credit/Debit card
endpoint is selected. E-commerce tab will not be available for a PPCONF user.

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

SCA E-commerce - 3DS 2 service provider

A SCA E-commerce configuration can only be done when a Credit/Debit card is selected

Enable/Disable

3. The E-commerce Provider and Merchant ID fields are automatically populated based on
the Credit/Debit card endpoint configured for a Tenant. These two fields are non-editable.

4. Custom Headers: This field is automatically populated only if the same endpoint is
selected as the Credit/Debit card endpoint configured for a Tenant. If a different endpoint is
selected, enter the Custom header value.

# Note:

The field is present only if the chosen PSP requires this field to be configured.

# Note:

If you are switching the Payment Service Provider for a Credit/Debit card
endpoint, the system displays a warning message saying, ‘The E-commerce and
SCA setup modifications will be reset if you choose to switch payment provider’.
The E-commerce Provider and Merchant ID fields will be reset if the PSP is
switched for a Credit/Debit card endpoint.

T Select Payment Service Provider Cancel E

Payment Service Provider
” Z - Merchant ID

Required

A The E-commerce and SCA setup modifications will be reset if you choose to switch payment provider

Select an endpoint for each transaction type
Credit/Debit Card Token Exchange Pay By Link
Endpoints

Pay-By-Link-Demo-Endpoint

5. Click Done.

The E-commerce screen appears with mapped endpoint.
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Tenant Configuration E

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

4_Endpoint Transaction Type Q Test
E-commerce b

SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

6. Click the Test .~ ™ icon to test the endpoint connectivity.
» If the endpoint test is successful, the connection is successful.
e If the endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.

Tenant Configuration E

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

4_Endpoint Transaction Type
A ansaction Type
Success
E-commerce -

SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

7. Click Save and you will see a confirmation that E-commerce configuration has been
updated successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.

# Note:

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.

Configure E-commerce - 3DS2 Service Provider Endpoints

OPERA Cloud users with the CCCONF role can configure the endpoints to process 3DS2
transactions with Strong Customer Authentication (SCA). If SCA support has been enabled for
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the Hotel (For example, hotels in UK or European Union where SCA is mandated), there are
set of validations that can be enabled/disabled using the Tenant configuration portal.

Ecommerce with Strong Customer Authentication (3DS2) enabled. This is used if the hotel
is located in an economic area where SCA is mandated (For example, UK or European
Union).

Ecommerce with Strong Customer Authentication (3DS2) disabled. This is used if the hotel
is located in an economic area where SCA is not mandated (For example, United States of
America).

The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

Tenant Configuration E

Core Configuration Card Mappings  Audit Information e-commerce

E-commerce

SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

Select the Ecommerce tab.

Select Enable/Disable SCA E-commerce - 3DS2 service provider checkbox. Click Add
and select the Endpoints to process 3DS2 transactions.

The Select Strong Customer Authentication Provider screen appears.

T Select Strong Customer Authentication Provider Cancel m

Endpoints
Custom Headers
5_3DS2_with_supportheaders

3DS2-X-API-KEY ®
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# Note:

SCA E-commerce configuration can be performed only when a Credit/Debit card
endpoint is selected.

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

SCA E-commerce - 3DS 2 service provider

A SCA E-commerce configuration can only be done when a Credit/Debit card is selected

Enable/Disable

4. The Strong Customer Authentication Provider and Merchant ID fields are automatically
populated based on the Credit/Debit card endpoint configured for a Tenant. These two
fields are non-editable.

5. Custom Headers: This field is automatically populated only if the same endpoint is
selected as the Credit/Debit card endpoint configured for a Tenant. If a different endpoint is
selected, enter the Custom header value.

# Note:

The field is present only if the chosen PSP requires this field to be configured.

< Note:

If you are switching the Payment Service Provider for a Credit/Debit card
endpoint, the system displays a warning message saying, ‘The E-commerce and
SCA setup modifications will be reset if you choose to switch payment provider’.
The Strong Customer Authentication Provider and Merchant ID fields will be
reset if the PSP is switched for a Credit/Debit card endpoint.

1 Select Payment Service Provider Cancel ﬂ

Payment Service Provider
¥ - Merchant ID

Required

A The E-commerce and SCA setup modifications will be reset if you choose to switch payment provider

Select an endpoint for each transaction type
Credit/Debit Card Token Exchange Pay By Link
Endpoints

Pay-By-Link-Demo-Endpoint

6. Click Done.
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The E-commerce - 3DS2 service provider screen appears with mapped endpoint and input
fields.

Tenant Configuration

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

4_Endpoint Transaction Type
E-commerce

SCA E-commerce - 3DS 2 service provider
Enable/Disable @)
Edit

5_3DS2_with_supportheaders Transaction Type
3DS2 Authentication QG Test

Configure input fields

Input Fields Name Hide Mark required
Email Address » [ @)

Phone number

E

@ ]

Billing Address D [)

The below input fields can be hidden/mark required in the configuration:

« Email Address: If the Email Address is marked as required, the information should be
provided by the user.

*  Phone number: If the Phone number is marked as required, the mobile number
should be provided by the user.

» Billing Address: If the Billing Address is marked as required, the billing address
should be provided by the user.

# Note:

You can also set the email address, phone number, and billing address as
"hidden" in the portal based on your requirement.

7. Clickthe Test © " icon to test the endpoint connectivity.
< If the endpoint test is successful, the connection is successful.
e If the endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.
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Core Configuration Card Mappings

E-commerce

4_Endpoint

Audit Information e-commerce

SCA E-commerce - 3DS 2 service provider

Enable/Disable (@)

5_3DS2_with_supportheaders

Configure input fields

Input Fields Name Hide

Email Address »
Phone number »

Billing Address a

Mark required

@

s

a»

Transaction Type
y Success.
E-commerce -

Transaction Type
3DS2 Authentication -

Click Save and you will see a confirmation that E-commerce configuration has been

updated successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.

# Note:

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.
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Accessibility

Accessibility involves making your application usable for differently abled persons such as low
vision or blindness, deafness, or other physical limitations. This means creating applications
that can be used without a mouse (keyboard only), used with a screen reader for blind or low-
vision users, and used without reliance on sound, color, or animation and timing.

Navigating with the Keyboard

This section provides an overview of keyboard shortcuts and describes how to navigate OPI
Cloud Tenant Configuration portal using the keyboard.

Table 7-1 Keyboard Commands

Key Action

Tab Move focus to the next component

To enter/update any field value:
o Press the Tab key, input the data and press
Enter.

To select any check box:
*  Press the Tab key and press Spacebar key
to select/deselect the check box.

To select any options from the drop-down list:
o Use the Arrow (Up and Down) keys to
select the value and press Enter.

To sort the items:
o Press the Tab key and press Enter to sort
the items in ascending or descending order.

To select the date:

o Press the Tab key - Moves focus to the next
object within the calendar control. When
you initially open a calendar control, the
focus is on the current date link.

*  Press Enter - On the Current Date link,
pressing Enter selects the current date and
closes the calendar control.

*  Down Arrow - Moves to the same day of
the week in the next week.

*  Up Arrow - Moves to the same day of the
week in the previous week.

*  Right Arrow - Moves to the next day.

* Left Arrow - Moves to the previous day.

Or

To enter the date:
¢ Input the date and press Enter.
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Table 7-1 (Cont.) Keyboard Commands

_________________________________________________________________________________|
Key Action

To download a file:
o Pressthe Tab key and press Enter to
download the file.

To navigate to the actions (...) menu:

*  Pressthe F2 key - Enters the actionable
menu.

o Press Enter - This enables keyboard action
on elements inside the actions menu,
including navigating between focusable
elements inside the menu.

*  Up Arrow - Move focus to the item above.
Press Enter to select the current item.

*  Down Arrow - Move focus to the item
below. Press Enter to select the current
item.

*  Esc - Exits the actionable menu.

Shift+Tab Move focus to the previous component.

Esc Close the open popup.

Up Arrow Move focus and selection to the previous data
item.

Down Arrow Move focus and selection to the next data item.

Left Arrow Move focus and selection to the previous data
item (on left).

Right Arrow Move focus and selection to the next data item
(on right).
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