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Preface

Purpose

This document describes configuring information required for a OPERA Cloud property to use
OPI Cloud functionality for credit card, token exchange, pay by link, prepaid card, 3DS2
Authentication, and e-commerce processing in the Oracle Payment Interface (OPI) Cloud
Tenant Configuration portal.

Audience

This document is intended for OPERA Cloud users with the CCCONF and PPCONF roles.

Customer Support

To contact Oracle Customer Support, access the Customer Support Portal at the following
URL:

https://iccp.custhelp.com

When contacting Customer Support, please provide the following:

Product version and program/module name

Functional and technical description of the problem (include business impact)
Detailed step-by-step instructions to re-create

Exact error message received

Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at http://
docs.oracle.com/en/industries/hospitality/.

Revision History

Date Description of Change

July 2025 Initial publication
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OPI Cloud Tenant Configuration Portal
Overview

The Oracle Payment Interface (OPI) Cloud Service provides OPERA Cloud Users a single
interface for industry-standard payment acceptance and opens the door to an ecosystem of
payment services. Through the set of services offered by OPI Cloud Service, OPERA Cloud
can communicate with Payment Service Providers or Prepaid Card Service Providers from
cloud to cloud for card payment, token exchange, pay by link, prepaid card, e-commerce and
3DS2 transactions.

The OPI Cloud configuration portal is used by OPERA Cloud users with the below roles for
Tenant configuration:

e CCCONEF role to map the Tenant with the Payment Service Provider endpoints for credit
card, token exchange, pay by link, e-commerce and 3DS2 transactions

* PPCONF role to map the Tenant with the Prepaid endpoints for Prepaid card transactions

OPERA Cloud users with the CCCONF role can access OPERA Cloud and create an
Electronic funds transfer (EFT) property interface for a new property, activate the OPI Cloud
credit card processing parameter for credit card integration, and connect to the OPI Cloud
Service. This will launch the OPI Cloud Tenant Configuration portal where you can complete
the Tenant configuration and map the Tenant with the PSP endpoints for each Transaction type
(Credit/Debit Card, Token Exchange, Pay By Link, E-commerce and 3DS2 Authentication) to
perform end-to-end transactions.

@® Note

A tenant can be configured with a Pay by Link endpoint only if it is configured with a
Credit Card endpoint. The Pay by Link endpoint can be configured along with the
Credit Card endpoint, as the Pay by Link payment response includes a token that will
be used in the future.

® Note

Please note that the availability of functionality such as credit/debit card, token
exchange, pay by link, e-commerce, and 3DS2 authentication depends on the
availability of support from the corresponding Payment Service Provider used by the
hotel resort.

OPERA Cloud users with the CCCONF role can access OPERA Cloud and activate Custom
Token Provider parameter. This feature is available only for the non-vaulted properties.

OPERA Cloud users with the PPCONF role can access OPERA Cloud, activate the Prepaid
Card parameter for prepaid card transactions, and create a SVS property interface for a new
property. Once the property is created, connect to the OPI Cloud Service. This will launch the
OPI Cloud Tenant Configuration portal, where you can complete the Tenant configuration and
map the Tenant with the prepaid card endpoints to perform prepaid card transactions.
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@® Note

If there is an existing EFT interface or SVS interface, it is recommended to delete the
old interface and create a new one instead of editing the existing one.

This user can perform the following activities in the Tenant Configuration portal:

* View/Update Core Configuration Information

— Select a Payment Service Provider and corresponding endpoints for the hotel property
for card, token exchange and pay by link transactions

— Add Prepaid card endpoints for the OPERA Cloud property for prepaid card
transactions

* View/Update Card Mappings
*  Audit information

— Audit Search
e E-commerce

— Configure E-commerce and 3DS2 Service Provider endpoints

Prerequisites

You need to have the CCCONF and PPCONF roles as a prerequisite to onboard a property
with OPI Cloud Service using OPERA Cloud. The CCCONF and PPCONF roles are seeded
during the OPI Cloud onboarding. You can use any of the following methods to seed
CCCONF and PPCONF roles.

e Seeded roles using Shared Security Domain (SSD)
e Seeded roles using OPERA Cloud Identity Management

Seeded roles using Shared Security Domain (SSD)

The user roles are seeded using SSD requested by OPERA Cloud users based on their
persona and approved (or directly assigned) by the approver.

Manually Adding CCCONF Role through OIM

The OPERA Admin user will create the CCCONF role at the CHAIN level using Oracle Identity
Management (OIM) manually.

1. Log into OPERA Cloud using the URL provided.
2. Enter your Admin User Name and Password in the fields provided.
3. From the Side menu, select Identity Management.

The Oracle Identity Management screen appears.
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4. Click the Manage tab and select the Roles tab to manually create a role.
The Role Information screen appears.
Home Roles x
‘4" Roles
Search Q | Advanced
Actions w View v < Create Open Delete 4 Refresh [ o7 Detach
Name Role Description
s ALL USERS Default role for all users
5. Click Create .
The Create Role screen appears.
Tenant Configuration Portal User Guide
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Home Roles x Create Role x

Create Role

This wizard walks you through the steps to create a Role,

Attributes

General Role Information
Define members to this role manually.

* Name CCCONF

* Display Name CCCONF

Role E-mail

Role Description

* Owned By

4 Catalog Attributes

* category Role

Audit Objective

Risk Level Low Risk

User Defined Tags

Approver User

Approver Role

Certifier User

Certifier Role

Fulfillment User

Fulfiliment Role

Certifiable

Auditable

Requestable

Hierarchy Access Policy Members

Organizations

~

6. Under General Role Information, specify values for the fields:

Name: Enter name of the role.

Chapter 1
Prerequisites

Cancel  Next
Summary

a
b. Display Name: This field is automatically displayed based on the Role Name.

0

Role E-mail: Enter email id of the role.

d. Role Description: Enter description of the role.

e. Owned By: Enter the role owner details.

Click

A

to search and select owner. If a value of the Owned By field is not specified, then it
takes the logged-in user as the role owner.

7. You can skip the fields under Catalog Attributes as these are optional.

Tenant Configuration Portal User Guide
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@® Note

A role can be created without role hierarchy, associated access policies and role
members.

8. Click Next until you reach Organization page.

9. In the Organizations page, you can specify the organizations to which this role will be
published.

To assign organization:
a. Click Add Organizations.The search panel appears.

b. From the list of Organizations, select the required organization and click Add Selected
to add it to Selected Organization list.

If you want to deselect any organization from Selected Organization list click Remove
Selected.

c. Click Select. The Organizations tab is displayed with the Organization to which this
role will be published.

Add Organizations x

Please note that only one organization can be attached to the role.

Search Organization Name ~
Results
View w
Organization Name Type Organization Status
Company Active
' Add Selected
Selected Organizations
View w
Organization Name Type Hierarchy

Company

Select  Cancel

d. Click Next.The Summary page of the Create Role is displayed. It displays the role
summary information of the role that will be created.

10. Click Finish. Once the role is created successfully, you can assign CCCONF role to a
user. See Assighing CCCONF Role to a User for more information.

Assigning CCCONF Role to a User

The OPERA Admin user will assign the CCCONF role to the chain or property user using
Oracle Identity Management (OIM) manually.

1. Loginto OPERA Cloud using the URL provided.

2. Enter your Admin User Name and Password in the fields provided.
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3. From the Side menu, select Identity Management.
The Oracle Identity Management screen appears.
ORACLE 5031200 Sl e m
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4. Click the Manage tab and select the Users tab to assign the role to a user.
The Users Information screen appears.
5. Select the user that you want to assign the role.
Home Users x User Details : X [3

[

M

/' Modify Enable © Disable X Delete 3 Lock Account UnLock Account ) Reset Password

Attributes | Roles = Entitlements  Accounts  Direct Reports ~ Organizations ~ Admin Roles
Granted  Pending
Actions v View w == Request Roles Remove Roles Open Modify Grant Duration 1) Refresh 5 ‘Laa’ Detach
Role Name Description ¥yepmebership Assigned On Requestid Start Date End Date
ALL USERS Default role for al... Direct 09/22/2022
Direct 09/22/2022 24154 09/22/2022 15:5...
Direct 10/14/2022 27123 10/14/2022 09:3...

The Roles tab appears with the list of roles assigned to the user.
6. Click Request Role.
The Catalog screen appears.
7. Click the search icon next to the Catalog field.
8. Enter the CCCONF role and click Search.
9. Select the CCCONF role that you want to assign. Click Add Selected to Cart.
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&

Home Users x User Details : % Role Access Request x

[ J Cart g'

Add Access Gheckout Cancel Next P

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab

Catalog = Request Profiles

Search CCCONF

Categories Sort By  Display Name v =)= Add Selected to Cart
Select Al & | -CCCONF »
Role (1)

The selected role catalog item is added to the request cart.
10. Click Next and then click Submit to submit the request.

The role is assigned to the user when an approver approves the request.

Home Users x User Details : x Role Access Request x E
O [ LP
Back Add Access Checkout Cancel € v

Cart Details w SaveAs.. w

4 Request Information

Justification

4 Cart ltems
Display Name

CCCONF
(VI X 0

Request Details Update

Grant Duration

=

Grant will be effective immediately upon request completion

Start Date End Date

Manually Adding PPCONF Role through OIM

The OPERA Admin user will create the PPCONF role at the CHAIN level using Oracle Identity
Management (OIM) manually.
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1. Log in to OPERA Cloud using the URL provided.
2. Enter your Admin User Name and Password in the fields provided.
3. From the Side menu, select Identity Management.
The Oracle Identity Management screen appears.
ORACLE ssoal & e g comnees [
Lipars Rl
Wi ey Warage ey
4. Click the Manage tab and select the Roles tab to manually create a role.
The Role Information screen appears.
Home Roles x
‘i Roles
Search Q | Advanced
Actions w View v < Create Open Delete 4 Refresh [ o7 Detach
Name Role Description
s ALL USERS Default role for all users
5. Click Create .
The Create Role screen appears.
Tenant Configuration Portal User Guide
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Home Roles x Create Role x

Create Role

This wizard walks you through the steps to create a Role.

Attributes

General Role Information
Define members to this role manually.

* Name PPCONF

* Display Name PPCONF

Role E-mail

Role Description

* owned By

4 Catalog Attributes

* Category Role

Audit Objective

Risk Level

User Defined Tags

Approver User

Approver Role

Certifier User

Certifier Role

Fulfillment User

Fulfillment Role

Certifiable

Auditable

Requestable

Organizations

6. Under General Role Information, specify values for the fields:

a. Name: Enter name of the role.

Chapter 1
Prerequisites

Cancel Next

Summary

b. Display Name: This field is automatically displayed based on the Role Name.

c. Role E-mail: Enter email id of the role.
d. Role Description: Enter description of the role.

e. Owned By: Enter the role owner details.

Click

A

to search and select owner. If a value of the Owned By field is not specified, then it

takes the logged-in user as the role owner.

7. You can skip the fields under Catalog Attributes as these are optional.

@® Note

A role can be created without role hierarchy, associated access policies and role

members.
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8. Click Next until you reach Organization page.

9. In the Organizations page, you can specify the organizations to which this role will be
published.

To assign organization:
a. Click Add Organizations.The search panel appears.

b. From the list of Organizations, select the required organization and click Add Selected
to add it to Selected Organization list.

If you want to deselect any organization from Selected Organization list click Remove
Selected.

c. Click Select. The Organizations tab is displayed with the Organization to which this
role will be published.

Add Organizations x

Please note that only one organization can be attached to the role.

Search Organization Name ~
Results
View w
Organization Name Type Organization Status
Company Active
' Add Selected
Selected Organizations
View w
Organization Name Type Hierarchy

Company

Select  Cancel

d. Click Next.The Summary page of the Create Role is displayed. It displays the role
summary information of the role that will be created.

10. Click Finish. Once the role is created successfully, you can assign PPCONF role to a user.
See Assigning PPCONF Role to a User for more information.

Assigning PPCONF Role to a User

The OPERA Admin user will assign the PPCONF role to the chain or property user using
Oracle Identity Management (OIM) manually.

1. Log in to OPERA Cloud using the URL provided.
2. Enter your Admin User Name and Password in the fields provided.
3. From the Side menu, select Identity Management.

The Oracle Identity Management screen appears.

Tenant Configuration Portal User Guide
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4. Click the Manage tab and select the Users tab to assign the role to a user.
The Users Information screen appears.
5. Select the user that you want to assign the role.
Home Users x User Details : X B
°
M
/' Modify Enable © Disable X Delete 3 Lock Account UnLock Account ) Reset Password
Attributes | Roles = Entitlements  Accounts  Direct Reports ~ Organizations ~ Admin Roles
Granted  Pending
Actions v View w == Request Roles Remove Roles Open Modify Grant Duration 1) Refresh 5 ‘Laa’ Detach
Role Name Description ¥yepmebership Assigned On Requestid Start Date End Date
ALL USERS Default role for al... Direct 09/22/2022
Direct 09/22/2022 24154 09/22/2022 15:5...
Direct 10/14/2022 27123 10/14/2022 09:3...

The Roles tab appears with the list of roles assigned to the user.
6. Click Request Role.
The Catalog screen appears.
7. Click the search icon next to the Catalog field.
8. Enter the PPCONF role and click Search.
9. Select the PPCONF role that you want to assign. Click Add Selected to Cart.

Tenant Configuration Portal User Guide
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Home Roles x Users x User Details :

Back

Add Access

x Role Access Request x

Checkout Cancel

Next Ca"@

Chapter 1
Prerequisites

IF]

0

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your crganization can be selected from the Request Profiles tab.

Catalog Request Profiles

Search PPCONF

Categories

Select All

Role (1)

SortBy Display Name v

<= Add Selected to Cart

[ ] -ppconf
B - FINGENVA

(i ] In Cart

The selected role catalog item is added to the request cart.

10. Click Next and then click Submit to submit the request.

The role is assigned to the user when an approver approves the request.

Home Roles x Users x User Details:

Back

Cart Details

4 Request Information

Justification

4 Cartitems
Display Name

f
® I.l ppoont

Request Details ppconf

Grant Duration
=

x Role Access Request x

O ®

Add Access Checkout Cancel

Grant will be effective immediately upon request completion

Start Date

Tenant Configuration Portal User Guide
G38106-01
Copyright © 2022, 2025, Oracle and/or its affiliates.

End Date

Next I‘iio

Update

July 24, 2025
Page 12 of 23



ORACLE Chapter 1
Prerequisites

Seeded roles using OPERA Cloud Identity Management

OPERA Cloud Identity Management is a cloud ready identity and access management service
for OPERA Cloud. OPERA Cloud identity management replaces SSD as the core identity and
access management engine for OPERA Cloud. Identity and Access Management (IAM)
Identity Domain is a container for managing users and roles through Oracle Single Sign-On
(SSO) configuration to access OPERA Cloud services.

Creating a Group

The Chain Admin or Property Admin user will create a CCCONF or PPCONF group using
OPERA Cloud Identity Management.

1. Loginto OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Groups tab and click the Manage user groups to create a group.

OPERA Cloud Identity Management

Welcome, NG

Users Groups Administrators Tools

Manage users Manage user groups Manage User Administrators Import users and groups
My Profile Reset my password Reports Oracle Support Access
Manage my profile Reset my password Manage reports Manage support user access

The Groups Information screen appears.

= OPERA Cloud Identity Management

o
®
[ |

T Groups

Q, Try group name or description

Location SH

364 Results | T~ Create Group ‘ ‘ T Delete G

Group Name Location Type Description & Created On ¢ Action

Tenant Configuration Portal User Guide
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4. Click Create Group

(
+ Create Group

) to create a CCCONF or PPCONF group.

The Create Group screen appears.

Create Group

Required Information

Location

ARIPOD

Group Name

CCCONF ‘

Group Description
CCCONF

~ Users

Q, Try username or email or lastname or firstname

Account Status Locked Identity Status Active

285 Results

Username ¢ First Name <

Enter the Group name.

LastName <

Enter the Group Description about the group.

Chapter 1
Prerequisites

Email <

I Cancel

Select or enter the Location manually. For example, Organization code (chain (SH) or

property (349).
Click Create to create a group.

The Group profile screen appears.

= OPERA Cloud Identity Management

T Groups

24 -

& Edit Group | \@' Delete Group |

Editable

Required Information

C CCCONF

CCCONF

CCCONF
Gstipz Users
Q Tryusermame

Account Status Locked

=+ Assign Users |

Username

Identity Status Active

First Name <

Assign Users to this group

Assign Users

Tenant Configuration Portal User Guide
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Once the group profile is created, you can assign users to the group. See Assigning a User
to CCCONEF Group or Assigning a User to PPCONF Group for assigning users to the

group.

Creating a User

The Chain Admin or Property Admin user will create and manage users and their access to
OPERA Cloud services using OPERA Cloud Identity Management.

1. Log in to OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Users tab and click the Manage users to create a user.

OPERA Cloud Identity Management

Welcome, NG

Users Groups Administrators Tools

Manage users Manage user groups Manage User Administrators Import users and groups
My Profile Reset my password Reports Oracle Support Access
Manage my profile Reset my password Manage reports Manage support user access

The User Information screen appears.

= OPERA Cloud Identity Management 2 0 ||

T Users

Q  Username, Name, Email

Account Status Locked  Identity Status Active

282 Results ‘—l— Create User ‘ Reset Password ‘ l More Actions ¥ I m
U ~ First ) Last e Email < Identity . Account Primary Last % Created . Acti o_"
=SINBEMSS T Name; Name 7 R Status Status ~  Location ~  Access on e SO

O Unlocked SH MonSep ...  2023-05-..

0

Unlocked Mon,Sep ... 2023-05-...

D = Unlocked SH MonSep...  2023-05-..
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4, Click Create User

(
+ Create User

)

The Create User screen appears.

Create User

Required Information

Last Name Username ‘ Primary Work Location

- ‘

Vv Additional Information

Preferred Language i ‘

First Name ‘ Middle Name Recovery Email

Employee Number

Secondary Work Location Department ‘

Country -
us

Job Title ‘
Phone Number ‘

User Type . 2 ‘

> Groups

=y

5. Under Required Information, specify values for the fields:
a. Last Name: Enter the last name of the user.
b. Email Address: Enter email address of the user.

Username: Enter the username for the user.

0

d. Primary Work Location: Select the primary work location from the drop-down list.
e. Additional Information section:

i. First Name: Enter the first name of the user.

ii. Middle Name: Enter the middle name of the user.

iii. Recovery Email: Enter the recovery email of the user.

iv. Preferred Language: Select the preferred language of the user.

v. Secondary Work Location: Select the secondary work location from the drop-
down list.

vi. Employee Number: Enter the employee number of the user.
vii. Job Title: Enter the job title of the user.

viii. Department: Enter the department of the user.

ix. User Type: Select the user type from the drop-down list.

x. Country: Select the country from the drop-down list.

xi. Phone Number: Enter the phone number.

6. Click Create to create a user.
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= OPERA Cloud Identity Management

o @ |
T Users

Q X Username, Name, Email

Account Status Locked  Identity Status Active

1 Result ‘—i— Create User ‘ ‘ R

| | More Actions ¥ ‘III‘
Username 3 First ~ Last ~ Email & Identity .. Account .. Primary . Last Created . Action 3
Y Neme ¥  Name s Status ~  Status =  Location ~  Access = On h e
[} = Unlocked SH MonSep...  2023-06-...

After a user account is created, a welcome invitation is sent to the user, requesting that
they activate the account. The new user account must be activated before it can be used.
If the user account is not activated after a designated time period, then the administrator
can send another invitation to the user to activate the account.

Welcome to domain in hgbuidentity, Jayasree
< ;
Oracle <no-reply@oracle.com> Siraw | Sl | ) R
To Thu 15-0i
@ If there are problems with how this message is displayed, click here to view it in a web browser.

Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Hello

Your domain in hgbuidentity account is ready. To get started, activate your account

Aclivate Your Account

Details

If the activate your account link doesn't work, please copy and paste the following URL into the address bar of your
browser.

hitps: ffidcs-2945ed4184fc44e583d80142¢116eb14.identity pint. ocdgadev.com:443/uiv1, tpwd?
token=0jjo1DAY JGUKVEAYREDH7XWAIID3%2BrdleU1bfYihd0Y %3D

Important: This link will expire on Thursday, June 22, 2023 2:18:31 AM CDT_
If vou don't recoanize this messace. contact vour svstem administrator at

About Oracle Cloud | Legal Nofices and Terms of Use: | Privacy Statement

This is a system generated message. Do not reply to this message. You are recefving this e-mail as a resulf of your current relationship with Oracle

Cloud. General markeling opi-out preferences have been over-ridden fo ensure that you receive his e-mail

Gopyright @ 2020, Oracle and/or its affiliates. All rights reserved

7. Click Activate Your Account to get started.

The Reset Password screen appears.
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% TR ™ L1 - . . F L TR RER A

ORACLE Cloud

hgbuidentity

dentity domain i*\]

Reset your password

Set a password for your user account,

Mew Password

Confirm Mew Password

8. Set a password for your user account.
a. Enter and confirm New Password.

The user can log into OPERA Cloud Identity Management portal to view the user
details.

Once the user is created successfully, you can assign CCCONF or PPCONF group to a usetr.
See Assigning a User to CCCONF Group or Assigning a User to PPCONF Group for more
information.

Assigning a User to CCCONF Group

The Chain Admin or Property Admin user will assign a user to CCCONF group using OPERA
Cloud Identity Management.

1. Log in to OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Groups tab and click the Manage user groups to assign a user to ccconf
group.
The Group Information screen appears
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T Groups

Q  ccconF X Try group name or description

Location SH

1of 35selected | T Create Group ‘ ‘ Ti] Delete Groups | m |
Group Name ¢ Location © Type < Description < CreatedOn © Action T
CCCONF OSHP2 [ o | 2023-04-24T17:11:.... T

4. Enter the Group name, Description or select the Location check box. Click Enter.

5. Select the group name check box and click the CCCONF group that you want to assign to
a user.

The Group profile screen appears.

OPERA Cloud Identity Management 2 @ -

T Groups

L - v B — S WA W— B

& Edit Group | \@' Delete Group |

Editable

Required Information

C CCCONF OSHPR2
CCCONE
CCCONF
0sHP2 Users
.

Account Status Locked | | Identity Status Active

+ Assign Users | X m ‘
Username $ FirstName © Last Name < Email < Action T

Assign Users to this group

Assign Users

6. Click Assign Users
(

Assign Users

) to assign users to the CCCONF group.

The Assign Users screen appears.
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Assign Users
Q X Try username or email or lastname or first
Account Status Locked Identity Status Active
Username O First Name O Last Name C Email

m

7. Enter the username, email, firstname or lastname. Click Enter.
8. Select the Username check box that you want to assign to the CCCONF group.
9. Click Update.

The Groups profile screen appears with assigned users.

= OPERA Cloud Identity Management 2 @ .

1 Groups

/ Edit Group

[ {0 Delete Group

Editable

Required Information

Group Name Location
C CCCONF 0SHP2
Group Description
CCCONF
CCCONF
Location
0SHP2 Users

‘ Q, Try username or email or lastname or firstname

Account Status Locked | Identity Status Active

@ Remove Users

Username < First Name < LastName < Email ¢ Action &

1 Result [ + Assign Users ]

You have successfully added the user(s) to the group.

Click Assign Users

(
—+ Assign Users

) to assign additional users to the CCCONF group.

Assigning a User to PPCONF Group
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The Chain Admin or Property Admin user will assign a user to PPCONF group using OPERA
Cloud Identity Management.

1. Log in to OPERA Cloud Identity Management using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. Select the Groups tab and click the Manage user groups to assign a user to ppconf
group.

OPERA Cloud Identity Management

Welcome, I

Users Groups Administrators Tools

Manage users Manage user groups Manage User Administrators Import users and groups
My Profile Reset my password Reports Oracle Support Access
Manage my profile Reset my password Manage reports Manage support uUser access

The Groups Information screen appears.

T Groups

Q PPCONF | X Try group name or description

Location SH

1of 34 selected | + Create Group | ‘ il Delete Groups M
Group Name < Location < Type < Description < CreatedOn < Action <
& rpcoNF 0SHP2 = 2023-04-24T17:12:... i}

4. Enter the Group name, Description or select the Location check box. Click Enter.

5. Select the group name check box and click the PPCONF group that you want to assign to
a user.

The Group profile screen appears.
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Prerequisites
= OPERA Cloud Identity Management a o ||
+ Groups
s = e VS
# Edit Group [ i Delete Group
Editable
Required Information
Group Name Location
PPCONF 0OSHP2
Group Description
PPCONF
PPCONF
Location
OSHP2 Users
T !
| @ Tryusername or email or lastname or firstname

Account Status Locked  Identity Status Active

l —+ Assign Users l l ® Remove Users

Username © FirstName C Last Name © Email < Action

Assign Users to this group

6. Click Assign Users

(

Aszsign Users

i

) to assign users to the PPCONF group.

The Assign Users screen appears.

Assign Users

Q X Try username or email or lastname or first

Account Status Locked | Identity Status Active

Username < FirstName & LastName < Email ¢

m

7. Enter the username, email, firsthame or lastname. Click Enter.
8. Select the Username check box that you want to assign to the PPCONF group.
9. Click Update.

The Groups Information screen appears with assigned users.
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= OPERA Cloud Identity Management Q0 .

T Groups

[ & . a A ; MMM e

# EditGroup

l 1@ Delete Group

Editable

Required Information

Group Name Location

PPCONF 0OSHP2

Group Description

PPCONF
PPCONF

Location

05HP2 Users
Q. Try username or email or lastname or firstname

Account Status Locked  Identity Status Active

1of 1selected | 1 AssignUsers ] [ ® Remove Users m

Username & First Name & LastName & Email ¢ Action <

You have successfully added the user(s) to the group.

Click Assign Users

(
—+ Assign Users

) to assign additional users to the PPCONF group.
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Onboarding a Property through OPERA Cloud

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and execute the
following scenarios:

e Create an EFT property interface for a new property — See Creating and configuring EFT
Property through OPERA Cloud for more information.

— Configure CHIP AND PIN (EMV) for a new EFT property — See Configuring CHIP AND
PIN (EMV) for more information.

— Configure OPERA Controls for Settlement at Checkout and Chip and Pin for a new
EFT property — See Configuring OPERA Controls for Settlement at Checkout and Chip
and Pin for more information.

— Activate OPI Cloud Credit Card control — See Activating OPI Cloud Service for more
information.

The OPERA Cloud users with the PPCONF role can access OPERA Cloud and execute the
following scenarios:

* Activate the Prepaid Card control — See Activating Prepaid Card Functionality for more
information.

e Create a SVS property interface for a new property — See Creating and configuring SVS
property through OPERA Cloud for more information.

* Activate the Prepaid Multi Record Processing — See Activate Prepaid Multi Record
Processing for more information.

Creating and configuring EFT Property through OPERA Cloud

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and create an EFT
property interface for a new property. Once the property is created, activate the OPI Cloud
credit card processing parameter for credit card integration, and connect to the OPI Cloud
Service. This will launch the OPI Cloud Tenant Configuration portal.

@® Note

« If there is an existing EFT interface, it is recommended to delete the old interface
and create a new one instead of editing the existing one.

e While creating an EFT property, the IFC8 required fields such as Machine and
Version are mandatory, however these are not required for OPI Cloud. When the
OPI Cloud Credit Card Processing parameter is active, these fields will be no
longer be mandatory and can be left blank.

1. Log in to OPERA Cloud using the URL provided.

2. Enter your User Name and Password in the fields provided.
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3. From the Administration menu, go to Interfaces, and then select Property Interfaces.
Click New to add the configuration for a new EFT interface.

4. Enter the following options:

a.
b.

C.

Property: Enter or select the property from the list. For example, OPICloudProp
Interface Type: Select the interface type as ‘EFT’ from the list.
Product Code: Enter the product ID of the validated system. For example, OPI.

IFC8 Product Code: Will auto-populate based on the Product Code. For example,
FIAS_OPI

Name: Enter the display name of the system for identification. For example, EFT
Interface.

Cashier ID: Select the cashier id for the interface from the list. For example, 8.

Path ID: Enter the Path ID of the interface. In most cases this is a 1. Only if the vendor
is supporting multi-property with one interface, is there a need for more. If setting up a
multi-property, the first property must be defined as 1, and all subsequent properties
must follow sequentially and with no gaps. For example, 1.

Machine: This field is not applicable as IFC8 is not used.

Timeout: Enter a timeout value in seconds on how long the Ul will wait for response
on outbound messages (Room key and credit card transaction requests). For example,
240.

Version: This field is not applicable as IFC8 is not used.

Property Interfaces @ Help

* Required Field O inactive

* Property * Name

Q OPI Cloud Service EFT Interface Q

* Interface Type All Charges Timeout

EFT Q Q - +

* Product Code Cashier D

ol 8 Q

~ IFC8 Product Code * path ID

FIAS_OPI = +
,,,,,,

5. Click Save to add the configuration for a new EFT interface.

6. Once the EFT property interface details are created, go to Interfaces, select Property
Interfaces, click edit EFT IFC, and then select General Information.

a.

b.

C.

d.

Select the check box to enable the Handle Night Audit / End of Day Commands.

Select the check box to enable the CC Vault Function.

@® Note

You cannot view the OPI Cloud Credit Card Processing parameter until the
EFT property interface details are created and the CC Vault Function check
box is enabled in the General Information panel.

Select the check box to enable the Regular Transaction.

The Token Provider URL should be in the format: https://OPIHostIP.example.com
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@® Note

The Token Provider URL is only required to be completed if the customer is
using legacy integrations such as OXI or OWS.

e. The Token Provider Protocol should be set to One Way Handshake which means
for OPI only server side certificate is required.

f. Click Save to save the details.

g. Go to Interfaces, select Property Interfaces, click edit EFT IFC, and then select
Custom Data panel.

h. The HTTP_USERNAME and HTTP_PASSWORD should be set at the Token proxy
service side that allows communication with the token proxy service URL.

@® Note

HTTP credentials are only required to be completed if the customer is using
legacy integrations such as OXI or OWS

i. OPERA Cloud uses the VAULT_CERT_CHAIN_CODE for the certificate lookup and
should be populated with what was entered during the OPI configuration for OPERA
Cloud.

j-  The VAULT_ID should be set to the same value as the auto populated IFC number.
k. The WALLET_PASSWORD is not used for One Way Handshake.

I.  The VAULT_MAX CC PROCESSED is set to what the Payment Partner can support
for the number of rows sent in one Token (GetlD/GetCC) request. This is used during
the bulk tokenization process and when multiple folio windows exist on OPERA
Reservations. 50 is the default used when nothing is set here.

m. Click Save.

n. Go to Interfaces, select Property Interfaces, click edit EFT IFC, and then select
Translation panel. Click New

o. Select the Origin Code as the DEFAULT code to run an EFT interface.

p. Enter the Merchant Id . The Merchant ID is mandatory while creating an EFT interface
and it should match with the Merchant ID within the OPI Cloud Tenant Configuration.
The Merchant Id is a combination of OPERA Chain | Property Code. For example,
FIRST | FINPROP.

g. Click Save.
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Home / Intertaces / Property Interfaces / Property Interface. € Back to Property Interfaces

@ Help

EFT - OPI Cloud Service EFT Interface

FINGENVA EFT (<) 1217

Interface Details

Class of Service ~ Custom Data  General Information = Primary Information  Rooms  Translation ~ Workstation Setup

GNRL|COS|RS PST[TRXC|EXP ROOMS|WS|TRL CUSTOM|LOG My Panels a

Primary Information

Edit
FIAS OPI 1 45
0PI Cloud Service EFT Interface 1430 w020
8 . }.0.2 31

General Information

Edit
Handle Night Audit / End of Day Commands P Addre Create Prepaid Card at Check in
CC Vault Function
Regular Transaction Prepaid Card Transaction
™ OPERA TRANSACTION
O courtesy Card Handling

(O Prepaid Card System

(O show Prepaid Card PIN

Custom Data

a

Details (-]

£ View Options

User Defined Field Value

HTTP_USERNAME

HTTP_PASSWORD

VAULT_CERT_CHAIN_CODE

VAULT_ID 12345
VAULT_MAX_CC_PROCESSED

WALLET_PASSWORD

Translation

NA NA NA
® Merchantid QO Aticle Number O Language Code O Key Options

£} View Options

Origin Code Merchant Id

DEFAULT

7. You can activate the OPI Cloud Credit Card Processing parameter once the control is
available. See Activating OPI Cloud Service for more information.

@ Note

You cannot view the Configure link if the OPI Cloud Credit Card Processing
parameter is not activated.

8. Once the OPI Cloud Credit Card Processing parameter is active, click Configure under
OPI Configuration. This will launch the OPI Cloud Tenant Configuration portal where you
can configure the Tenant information and map the Tenant with the PSP endpoints for each
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Transaction type (Credit/Debit Card or Token Exchange) to perform end-to-end

transactions.
@?PE RA(}““ Enterprise + nventory = Financial = Booking = Client Relations = Interfaces « f e
General Information -]
mmancds dre [0 show Prepaid Card PIN =,
i
[0 create Prepaid Card at Check In
Configure
] OPERA TRANSACTION
O Prepaid Card System

[0 Disable Room Equipment at Check In [ Enable With Queue Room

Dicablad

Tenant Configuration Save

Core Configuration

Core Configuration

Hotel Name

Donations Supported  [J CC Surcharge Supported

Payment Service Provider

Select |

Configuring CHIP AND PIN (EMV)

Once the CC vault function is configured, OPERA Cloud users with the CCCONF role can
configure Chip and Pin (EMV) for a new EFT property interface.

1. Loginto OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, go to Enterprise, OPERA Controls, Groups, Credit
Card, Parameters.
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OPERA Controls L]

Search

RoSE Q

Cemm g 25 =

Le=]

[ ] yrke

(o=
L A
b

M(.Don &
o | :

[

VAAX M &
o=
o=

4. Turn ON Online Settlement parameter to allow online settlement. OPI is an online
settlement and this must be active to activate the Chip and PIN Application Setting.

5. Turn ON to enable CHIP AND PIN payment types.

e Chip and PIN Enabled Payment Types: When the IFC , Chip and PIN application
parameter is set to Y, this option is visible and selected by default. You may not
deselect the check box. Select the LOV to choose the credit card payment types that
will trigger a Chip and PIN message with or without credit card data to the EMV
Device. Payment types that are configured here will not require a credit card number
or expiration date to be entered when selected as a payment method on the
Reservation screen or on the Payment screen. This data can be provided in the
response message from the Payment Partner.

6. Inthe Settings panel configure the following:

e Authorization at Check-In: Select the payment methods that will trigger an automatic
credit card authorization at check-in.

« Authorization Reversal Allowed: Select the payment methods that can process
authorization reversals. This provides a request transaction to the Payment Partner to
remove the existing authorization on a guest credit card or debit card if the folio
payment type is changed or at check-out a different payment method is used. For
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example, a guest checks in on a reservation for a 5-night stay using a Visa credit card
for payment type. At the time of authorization, a hold is put on the Visa credit card for
the total cost of the stay. If the payment type is changed to another type on the
reservation or the guest checks out using cash or a different brand of credit card,
OPERA will send a reversal request for the originally selected Visa credit card
authorization. A partial reverse authorization is not supported.

® Note

The Authorization reversal should only be setup if the selected PSP supports
this.

* Authorization During Stay/Deposit: Select the payment methods that allow manual
and automatic authorizations following check-in and prior to check-out and settlement.
This option must be enabled in order to allow authorizations by the end-of-day routine.

* Authorization Settlement at Check-Out: Select the payment types that use credit
card authorization and settlement in one transaction request. These are payment types
that do not allow an authorization separate from the settlement/sale. For example,
specific debit cards.

— Any one payment type can be selected for credit card specific rules of:
Authorization at check-in, Authorization Reversal, and Authorization during Stay/
Deposit. If they are selected for these card specific rules, then the payment types
will not be available for Authorization Settlement at Check Out

See Configuring OPERA Controls for Settlement at Checkout and Chip and Pin for
more details.

« Settlement Authorization Code: Specifies the authorization code used at settlement
if multiple authorization codes exist Pre authorizations and top-up authorizations
before the settlement. Select either the LAST or ORIGINAL authorization code.
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OPERA Controls

© Help

Search B 4] Settings View Op n5| I'm looking for. a0 .

Property

Functions Allowed within Subscription
Unlimited

Functions Activated within Subscription

Complimentary Functions Activatec
36

Accounts Receivables

Activity

Blocks

Cashiering

Channel Management

Credit Card

End Of Day

Events

Exports

Front Desk

General

IFC

Inventory Management

Look To Book Sales Screen

Membership

Profile

Rate Management

Reservations

Room Management

€@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values
for Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Reload Application

Credit Card

Functions

Chip and
Activate Chip and Pin Functionality
Adding this complimentary feature will not affect the subscription-based function count.

Chip and Pin Payment Methad
Credit Card types that shauld exhibit Chip and Pin fanctionality when using @ Chip and PIn enabled terminal,

MC,VA,AX,PO,VS,DC,DS,0PI-DS,JCB | &

Parameters

Automatic Authorization
Indicates if the Automatic Credit Card Autherizotion Scheduling functionality s active.

Automatic Autharization Failure No Post Flag
When this parameter is active, the "No Post” checkbox of o reservation is automatically flagged when the Credit Card Authorization fails during any
automatic processes for Credit Card Authorizations.

Exclude No Post ians From Automatic
When this parameter s active, reservations flogged as “No Post” are not included in any automatic processes for Credit Cord Authorizations.

Use Folio Balance for Automatic Credit Card Authorization
Automatic Credit Card Authorization will process the full foilo balance authorization enly If the balance of the folio exceeds already authorized amount.

‘Autematic Authorization Interval Time
‘Specifies the interval in minutes after completion of an autematic erediit card authorization and the start of the next instance. Minimum of 60 minutes.

60 &

Batch Settlement
Activates Bateh Settiements functionality for supported systems. This parameter and Oniine Settlement parameter are mutually exclusive,

Credit Card Type Check/Usages
Engble g cross check between the credit card type and usages for that cord type. This feature is used for any credit card types where o separate transaction code is applied to each specific
usage of the card,

Credit Limit Overage Payments.
Enables the processing of automatic payments for the total batance of o folio when the balance Is equal or higher than the credit limi
Credit Limit Overage payments are processed based on the Credit Limit Overage Interval Time setting.

et for credit cord payment method. Automatic

Manual Authorization Notification
Enables on authorization message dellvery to the credit card processing vendor, when o manual credit card authorization code is obtained and entered in the feservation. Available if the
credit card interface uses web-enabled transaction pracessing via VPN or secure HTTR

OPI Cloud Credit Card Processing
Activate OP! Cloug Credit Card Delivery and Disobie IFC Controlier for Credit Cord Processsing.

Online Settlement
Activates Online Settlements functionality for supported systems. This parameter and Batch Settlement parameter are mutually exclusive.

Temporarily Store Offline Settlements
Indicates if the property wants to store failed Online Settiements (due to the credit card interface nof running) and process them offline at the end of the
day:

Send Total Tax in Settlements
Specifies If the system is required ta send Total Tax amounts in settlement requests to the interface.
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Settings

Authorization Reversal Allowed
Credit Card types which authorization reversal is allowed by the credit card vender. Existing autherizations for selected creait card types will be reversed if @ different credit card or method of payment is used ot
Checke Out.

s I

Authorization at Check In
Credit Card types thot require an automatic authorization ot Check I.

| MCAXJCB.DCDS,0PI-DSVS | &

m Night Audit Remote Authorization
This option enables End of Day remote authorization, where avoilable.

Authorization during Stay/Deposit
Credit Card types that aliow manuol and automatic Guthorization checks for deposits, and following Check In and prior to Check Out and settiement. This option must be enabied ta aliow authorizations by the End
of Day routine.

| MCAXJCB.DCDS,0PI-DSVS | &

Authorization settlement at Check-Out
Credit Card types for which an ization and settlement will take o ing Check Out

4

A

Days te Purge Credit Card Autharization Log
Enter the number of days In which the credit cord Guthorization log should be removed. When no valle is set, purging of credit card authorization log defoults to 30 days.

I

Days to Purge Credit Cards.
Enter the number of days in which the credit card information will be removed in the case where no transactions or reservations are active.

s

365

Deposit Address Verification
Cregit Card types thot will require to provide the credit cord billing address information during payment.

[ 4

Deposit C¥V2 Chack
Crediit Card types for which the Credit Card Security Code (CVV2) will be required when making o payment.

{ e
Hotel ID
Hotel ID

Settlement Authorization Code
Authorization Code to be used ot Settiement, if multiple outhorization codes exist

&

oRIG

7. Go to Enterprise, OPERA Controls, Groups, Credit Card, Parameters and enable
Prompt For Terminal to handle chip and pin EMV devices.

Configure Setting

Prompt For Terminal

Allows a terminal to be selected for credit card transactions
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Home / Enterprise / OPERA Controls < Back to Home

OPERA Controls @ e

Search & 4| settings VlewOptmns‘ Q0 l

* Required Field

Hub - DFLT_FIRST € OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, tuming Parameters on or off, and selecting values
8 Property for Settings.
Property To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Q Reload Application
Credit Card

Parametes
Prompt For Terminal
Allows a terminal to be selected for credit cord transctions
Groups

Functions Allowed within Subscription
Unlimited
Functions Activated within Subscription
38
Complimentary Functions Activated

39

Configuring OPERA Controls for Settlement at Checkout and Chip and Pin

Once the CC vault function is configured, OPERA Cloud users with the CCCONF role can
configure OPERA Controls for Settlement at Checkout and Chip and Pin for a new EFT
property interface.

1. Loginto OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

Admunestration

Enterprise v Inventory v Financial « Booking Client Relations « Interfaces «

Pa)"me”t Methods Chain and Property Management b

Search Corporate Information ¥

* Required Field mage Management L3
* Property
PERA Controls
DLF F4 a
Track It »
User Interface Management 3
.

4. Select the Credit Card group.
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OPERA Cloud

Administration
Home [ Enterprise f OPERA Controis

OPERA Controls

Enterprise v Inventory « Financial = Booking ~ Client Relations « Interfaces =

Settings

Proparty

DLF_Fd4 Fron_decle

Groups

Accounts Recevables
Blodk

Casheening

Channel Management
Commissicns

Country Specific

From Desk

General

FC

rertany hManagement
Look To Boak Sales Screen

Membsership

€ OPERA Controls provide the ability 1o customize OPERA Choud functionality by activating or deactivating Functions, turning Parameters on or
To immediately reflect any Functions changes, dick on reload application link belove. Note: After reload you will returm to Administration Hom
Reload Application
Credit Card

Farameters

:

Ement

ST ST A

STy O BUCOORY HENhTL THE Sandmener 250 Onlisd SEmiaeal Sanimenty Sat mutually Extiuiing
Chip and Pan
Actieie Chip ond Fin Functioncily

Chupr 3nd P Pryment Method

iy Cond fype dhat 1honi exnise Chip and Rin fusionadly wien uting & CAD eng Bin enabied prrmisel

AX-PAYONLY,VI- PAYOMLY, PAYOMLY MAESTRO,DSETTLE  &°

Ensble o cross check between the credt cond fype and usoges for fha

o fype. This feature (s wsed for omy credit cord fypes where o separate t

Elackiist Card Check
Fing fn coecily if the ystem should perform Bonus Check Validotions

Credit Limit Overage Payments.

Encbies the processing 0f DM payments for the (ool DEIACE of 0 ol When The BokNOE is #GU! Or RGREr than the Crecis [imi se for credit con

5. Click the edit icon in the Authorization settlement at Check-Out setting.

Authorization during Stay/Deposit
Cregit Card types that allow manual and automatic authorization checks for deposits, and following Check In and prior to Ch

Day routine,

'

Authorization settlement at Check-Out
Credit Card types for which an guthorization and settlement will take place during Check Out.

&

Days to Purge Credit Card Authorization Log
Enter the number of days in which the credit card authorization log should be removed. When no vaiue is set, purging of credit

'

6. Click in the search icon in the Configure Setting screen.
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Creating and configuring EFT Property through OPERA Cloud

&F

EautEsd  Configure Setting L
es that allow settleme

Authorization settlement at Check-Out

Credit Card types for which an authorization and settiement will take ploce during Check Out.
1 settlemen
s for wihich ¢

| Cancel

Search and select the authorization settlement at Check-Out.
Click Select.

| Search and Select Authorization settlement at Check-Out ¥
il
| se (*) for wildcard search

C

I D Code Description
(O ax-eavoNLy  AX Pay Only
: O wi-pavonLy Visa Pay Cnly
(O Dpserme Dsettle
O maestRO Maestro
O mooLa Test
i PAYOMLY PAY ONLY
O wa Visa

Cancel Select

Click Save to confirm selection.

¥ Configure Setting X I

Authorization settlement at Check-Qut

Credit Card fypes for which an authorization and settlement will foke place during Check Out

[IpavonLy | @

B

10. Pay only is now added.
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Enterprise = Imventory = Financial = Bocking - Client Relations = Interfaces =

o 3t Chak

ABNAXARAX, MC 4

w5 iSEraCTiely dispinye

compirhed

Might Audit Remote A
Thas option enstles £ad of

checis for deposits, snd following Check It and prior fo Check Dut ond seffiement. This 0ption must be enobied io slisw sutherizet

PAYONLY #

Dz 1o Purge
Erpr the rmper

Days 1o Punge Credit Cands

£ WAL B ERPAT £ LyIBITEA6 MLl B AEEE [ SR SLE PR S BN SITL AL B¢ FMERNES S0 SITR

11. Click the edit icon in the Chip and Pin Payment Method setting.

@?f:m‘.:‘lg”d Enterprise + Inventory Financial = Baoking * Client Relations » Interfaces =
Admanstration

Parameters
Automatic Authorization

Ingicates if e Autamatis Creo Corg Authorlalion Scheduling funtionally & octive.
Aooounts Receivables.

Elocks m Batch Setilement
Activotes Baich Settiements fundtionally for supponied REfems Tha porameter ond Online Seltiement porameter ore mutugly ek

Cashigring

Channel Management @ o>

Commissions

Country Specific Chip and Pin Payment Methad

R Creoit Cord fypes that should exhibit Chip and Fin functignalily when using o Chip ond Fin enobled hermingl
radi f

£nd Of Day AX-PAYONLY MAESTRO.DSETTLEVI-PAYONLY &

Events

12. Click the Search icon in the Configure Setting screen.

'_; Configure Setting = I

Chip and Pin Payment Method ]
Credit Card types that should exhibit Chip and Pin fundiionalify when using a Chip and Pin
enabled ferminal

'_'ll ) @
| Cancel

13. Click Select.
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Creating and configuring EFT Property through OPERA Cloud

Search and Select Chip and Pin Payment Method X I

") tor wildcard search

=
A
141

D Code Description

D ABN Payment test |
(0  Ax-eavONLY  AX Pay Only

(0 wi-eayOMLY  Visa Pay Only

(0 DserTLE Dsettle

(O maestRO Maestro

O ax American Express |
O mc Master ]
O mooLa Test F
PAYONLY PAY ONLY

O wa Visa |

Cancel Select

14. Click Save to confirm selection.

Configure Setting x I

Chip and Pin Payment Method
Credit Card fypes that should exhibit Chip and Pin functionalify when using a Chip and Pin
enabled ferminal

| pavonLy Ax-pavoNLY.vi-TITImAY | C®

15. Pay only is now added.

OPERA Cloud

Administration

Passreters

@ oF Automatic Auths
iniicobes if the Aub

Card Authorination Scheduling flnchionatity i active
Agcounts Recerabled

o P
dgtivoies Boich Seciiements funciionolily for suppenied pridems. This porameter ong Oniine Seitierent ¢

Cashigring
Chip and Pin

Astivale Ch oad Pin Functionoll)

Channel

Commiss

Country Specific
Country Specific

Creciit Card

AX-PAYONLY.MAESTRO,DSETTLEVI-PAYONLY &

End Of Day

Evenis

Enterprise = Inventory = Financial = Booking + Client Relations = Interfaces =

16. Repeat this process for all card types flagged as to activate the payment terminal and

settlement at check out.
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Creating and configuring EFT Property through OPERA Cloud

Activating OPI Cloud Service

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and activate the
OPI Cloud Credit Card Processing parameter once the EFT interface is created for a new
property. Once the parameter is active, all credit card transactions communicate with the OPI

Cloud service.

1. Loginto OPERA Cloud using the URL provided.

2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

Administration

Announcements

The RnA Hack-a-Thon is s

Home

OPERA Cloud Adm

Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ =
Chain and Property Management
Corporate Information »

e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields »

Image Management »
Mobile Guest Experience

Hel
OPERA Chain Scheduler @ Help
OPERA Controls &

Track It »

User Interface Management »

Quick Search

Q Enter Keyword (%]

Site Map

4. OPERA Control groups are listed down the left side panel, select the Credit Card group.

5. On the right-side panel, turn ON the OPI Cloud Credit Card Processing parameter to
activate all credit card transactions through OPI Cloud.
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Home / Enterprise / OPERA Controls

OPERA Controls

Search 8 « Settings View Options [

Property

Functions Allowed within Subscription

Unlimited

Functions Activated within Subscription

78

Complimentary Functions Activated

36

Accounts Receivables
Activity

Blocks

Cashiering

Channel Management
End Of Day

Events

Exports

Front Desk

General

IFC

Inventory Management
Look To Book Sales Screen
Membership

Profile

Rate Management
Reservations

Room Management

Chapter 2
Creating and configuring EFT Property through OPERA Cloud

€ Back to Home

@ Help

aol]

€) OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and
selecting values for Settings
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Reload Application

Credit Card

Functions

Parameters

@ off

@ or

® on

Chip and Pin

Activate Chip and Pin Functionality

Chip and Pin Payment Method
Credit Card types that should exhibit Chip and Pin functionality when using a Chip and Pin enabled terminal.

MC,VA,AX,PO,VS,DC,DS,0PI-DS,JCB f

Automatic Authorization
Indicates if the Automatic Credit Card Authorization Scheduling functionality is active.

@® on Automatic Authorization Failure No Post Flag
i When this parameter is active, the "No Post" checkbox of a reservation is automatically flagged when the Credit Card Authorization fails
during any automatic processes for Credit Card Authorizations

® on Exclude No Post Reservations From Autematic Authorization.
When this parameter is active, reservations flagged as "No Post" are not included in any automatic processes for Crediit Card
Authorizations

® on Use Folio Balance for Automatic Credit Card Authorization
Automatic Credit Card Authorization will process the full folio balance authorization only if the balance of the folio exceeds already
authorized amount.

Automatic Authorization Interval Time
Specifies the interval in minutes after completion of an automatic credit card authorization and the start of the next instance. Minimum of 60 minutes.

50 &

Batch Settlement
Activates Batch Settlements functionality for supported systems. This parameter and Online Settlement parameter are mutually exclusive.

Credit Card Type Check/Usages
Enable a cross check between the credit cord type and usages for that card type. This feature s used for any credit card types where a separate transaction code is applied
to each specific usage of the card.

Credit Limit Overage Payments.
Enables the processing of automatic payments for the total balance of a folio when the balance is equal or higher than the credit limit set for credit card payment method.
Automatic Credit Limit Overage payments are processed based on the Credit Limit Overage [nterval Time setting.

Manual Autherization Notification
Enables an authorization message delivery to the credit card processing vendor, when a manual credit card authorization code is obtained and entered in the reservation.
Available if the credit card interface uses web-enabled transaction processing via VPN or secure HTTR

® o

OPI Cloud Credit Card Processing
Activate OPI Cloud Credit Card Delivery and Disable IFC Controller for Credit Card Processsing.

Once the parameter is active, you can configure the property for credit card integration.

Activating OPI Cloud Token Service for Token Exchange

The OPERA Cloud users with the CCCONF role can access OPERA Cloud and activate the
OPI Cloud Token Proxy Service parameter once the EFT interface is created for a new
property. Once the parameter is active and OPI Cloud is configured for token exchange for the
property, RSS can use the OPERA Pay widget for token exchange even when OPERA PMS is
still using OPI on premise and TPS.

Enables Token Proxy Service configuration on the OPI tenant portal and supports the token
exchange process through the OPI Cloud interface. This feature is only applicable for the
Reservation Sales Screen (OPERA Cloud Central Management Services), OPERA Distribution
Channel Cloud Services and the Oracle Hospitality Integration Platform.

1.
2.
3.
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OPERA Cloud

irGintaton Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ B

Chain and Property Management

Announcements =
Corporate Information » . L.

The RnA Hack-a-Thon is s e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields >
Image Management »

Home
Mobile Guest Experience

Hely
OPERA Cloud AdIT - oo e Oy
OPERA Controls @

Track It

User Interface Management

Quick Search

Q Enter Keyword )

Site Map

4. OPERA Control groups are listed down the left side panel, select the Credit Card group.

5.  On the right-side panel, turn ON the OPI Cloud Token Proxy Service parameter to
support the token exchange process through OPI Cloud.

@ Note

You cannot turn ON OPI Cloud Token Proxy Service parameter when OPI Cloud
Credit Card Processing parameter is ON as OPI Token Proxy Service and OPI
Cloud Credit Card Processing OPERA Controls are mutually exclusive. If you turn
ON, an error message appears as given below.

"

€ The OPI Token Proxy Service cannot be active when OPI Cloud Credit Card Processing control is ON.

OPERA Controls @ rep
Configure Setting X

Property OPI Cloud Token Proxy Service

@ OPERA Controls provide the ability to customize or off, and selecting values for
Settings.
To immediately reflect any Functions changes, clit Enables Token Proxy Service configuration on the OPI tenant portal and jome screen.

Reload Application supports the token exchange process via the OPI Cloud interface. This

feature is only applicable only for the Reservation Sales Screen (RSS),
Crogiteard OPERA Distribution Channel Cloud Services and the Oracle Hospitality
redr ar
i A i S Integration Platform (OHIP).
e Parameters

Functions Activated within Subscription ® of OPI Cloud Credit Card Processing
2 [ ] Activate OPI Cloud Credit Card Delivery ¢ Cancel

Complimentary Functions Activated
OPI Cloud Token Proxy Service
Enables Token Proxy Service configuration on the OPI tenant portal and supports the token exchange process via the OPI Cloud interface. This feature is only applicable only for the Reservation Sales

Screen (RSS), OPERA Distribution Channel Cloud Services and the Oracle Hospitality Integration Platform (OHIP).

Credit Card
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Chapter 2
Creating and configuring SVS property through OPERA Cloud

OPERA Controls @ el
Search B ¢ Settings View Options ‘ O ) .
Property

@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for
Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Reload Application

Credit Card

Functions Allowed within Subscription
Unlimited Parameters
Cloud Credit Card Processing
ate

Functions Acti hin Subscription oPI
22 _ Active

Complimentary Functions Activated

Disable IFC Controller for Credit Card Processsing.

cess via the OPI Cloud interfa only applicable only for the Reservation Sales

Credit Card

Once the parameter is active, OPI Cloud is configured for token exchange for the property

Creating and configuring SVS property through OPERA Cloud

The OPERA Cloud users with the PPCONF role can access OPERA Cloud, activate the
Prepaid Card parameter for prepaid card transactions, and create a SVS property interface for
a new property. See Activating Prepaid Card Functionality for more information. Once the
property is created, connect to the OPI Cloud Service. This will launch the OPI Cloud Tenant
Configuration portal. Prior to creating the Property Interface, a Cashier ID for the interface
should be created. See Configuring Cashiers for more information.

@® Note

If there is an existing SVS interface, it is recommended to delete the old interface and
create a new one instead of editing the existing one.

Log in to OPERA Cloud using the URL provided.
Enter your User Name and Password in the fields provided.

From the Administration menu, go to Interfaces, and then select Property Interfaces.
Click New to add the configuration for a new SVS interface.

Enter the following options:

a. Property: Enter or select the property from the list.

b. Interface Type: Select the interface type as ‘SVS’ from the list.

c. Product Code: Enter ‘OPI’ as the product ID of the validated system.

d. IFC8 Product Code: Will auto-populate based on the Product Code. For example,
FIAS_OPI

e. Name: Enter the display name of the system for identification, which should include
the name of the SVS vendor. For example, OPI Cloud Service — (vendor name).

f. Cashier ID: Select the cashier id for the interface from the list. For example, 8.
g. Path ID: .Enter ‘1’ as the Path ID of the interface.
h. Machine: This filed is not applicable for SVS interface.

Timeout: Enter a timeout value of 240 seconds.

j- Version: This field is not applicable for SVS interface.
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Property Interfaces @ Help
* Required Field O nactive
* Property * Name Machine
Q OPI Cloud SVS Interface Q
* Interface Type All Charges Timeout
SVs Q Q - +
* Product Code Cashier ID Version
OPI 8 Q
* IFC8 Product Code * Path ID
FIAS_OPI - 1+

5. Click Save to add the configuration for a new SVS interface.

6. Once the SVS property interface details are created, go to Interfaces, select Property
Interfaces, click edit SVS IFC, and then select General Information.

Property Interface @ Help
* Overview SVS - OPI Cloud SVS Interface
« Primary Information
; Property Interface Type Product Code IFC number
* General Information svs oPI 16666

* Translation

Interface Details
Class of Service | General Information | Log | Primary Information = Rooms | Translation

GNRLICOSIRS | PST[TRXCIEXP  ROOMS|WS[TRL | CUSTOMILOG My Panels £

Primary Information

Edit
O nactive
1FC8 Product Code Path ID Timeout Menu Type
FIAS_ OPI 1
Name Machine Message Expires After (minutes) Menu Name
OPI Cloud SVS Interface — = -
Cashier ID Version

General Information

)
|
|

OPI Configuration () Create Prepaid Card at Check In Redeem Transaction Code
Configure -

Prepaid Card Transaction
O Show Prepaid Card PIN OPERA TRANSACTION

Translation -]
Guest Number Length Guest Message ID Length Group Number Length

NA NA NA

Select Transaction

® Merchantld O Atticle Number O Language Code O Key Options

No data to display.

a. Show Prepaid Card PIN: Select the check box to display the stored value pin that is
provided by the vendor. The vendor can define whether a PIN is in use or not. This
should not be checked unless the Vendor has indicated they will use PINs.

b. Create Prepaid Card at Check In: Select to allow for a prompt to create a stored
value account when the guest is checking in.

c. Redeem Transaction Code: Select the stored value redeem transaction method from
the drop down list. The transaction code that is selected here will be used any time a
stored value account is redeemed.

d. Prepaid Card Transaction: Select to choose ‘OPERA Transactions’ from the drop
down list.
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e. Click Save to save the details.

7. Click Configure under OPI Configuration. This will launch the OPI Cloud Tenant
Configuration portal, where you can configure the Tenant information and map the Tenant
with the Prepaid card endpoints to perform prepaid card transactions.

Property Interface @ Help

——
« Overview SVS - OPI Cloud SVS Interface
« Primary Information

| nf Property Interface Type Product Code IFC number
* General Information sVs oPl 16666
« Translation

Interface Details
Class of Service | General Information | Log | Primary Information ~ Rooms | Translation

GNRL|COS|RS PST|TRXC|EXP ROOMS|WSI|TRL CUSTOM|LOG My Panels £

Primary Information

Edit
O nactive
IFC8 Product Code Path ID Timeout Menu Type
FIAS_OPI 1 - .
Name Machine Message Expires After (minutes) Menu Name
OPI Cloud SVS Interface = == =

Cashier ID Version

General Information

OPI Configuration Create Prepaid Card at Check In Redeem Transaction Code.
010

Prepaid Card Transaction
O Show Prepaid Card PIN OPERA TRANSACTION

Translation -]
Guest Number Length Guest Message ID Length Group Number Length
NA

Select Transaction

® Merchantld QO Article Number Q) Language Code Q) Key Options

No data to display.

Tenant Configuration ﬂ

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Prepaid Card Service Provider

‘Add‘

Activating Prepaid Card Functionality

The OPERA Cloud users with the PPCONF role can access OPERA Cloud and activate the
prepaid card parameter for a new property. Once the parameter is active, all prepaid card
transactions are supported by OPI Cloud Service via service-to-service communication.

To activate prepaid card parameter:
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1.
2.
3.

Log in to OPERA Cloud using the URL provided.
Enter your User Name and Password in the fields provided.

From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

irGiaitShon Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ B

Chain and Property Management

Announcements =
Corporate Information » . .

The RnA Hack-a-Thon is s /e in? Register here to et started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields »
Image Management »

Home

Mobile Guest Experience
Hely

OPERA Cloud AdIT - oo e Oy

OPERA Controls @

Track It

User Interface Management

Quick Search

Q Enter Keyword Q

Site Map

OPERA Control groups are listed down the left side panel, select the Cashiering group.

On the right-side panel, turn ON the Prepaid Cards parameter to activate all prepaid card
transactions for the property through OPI Cloud.

The Prepaid Card Purchase Transaction Code parameter is visible only when a Stored
Value System (SVS) interface is active. Select the Prepaid Card Purchase transaction
code from the list of values. The transaction code that is selected here will be used any
time a stored value card is purchased.

OPERA Controls @ relp
Property

@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off. and selecting values
for Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Reload Application

Cashiering
Functions Allowed within Subscription
Unlimited Parameters
Functions Activated within Subscription ® o Prepaid Cards
76 Engbles the ability to manage prepaid / Gift cards - [ssue, reload, balance inguiry, redeem and close/cash out actions, with the integration with a stored velue solution (SVS) partner
Complimentary Functions Activated
34 Prepaid Card Purchase Transaction Code
Transaction code defined in this setting will be used to post prepaid card purchase.
Cashiering

565656 I'd
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Configure Setting 4

Prepaid Cards

Enables the ability to manage prepaid / gift cards - issue, reload, balance
inquiry, redeem and close/cash out actions, with the integration with a
stored value solution (5VS) partner

. Turn Cn

Cancel

Once the parameter is active, you can configure the property for prepaid card integration.

Activate Prepaid Multi Record Processing

The OPERA Cloud users with the PPCONF role can access OPERA Cloud and activate the
prepaid multi record processing parameter for a new property.

@ Note

Prepaid Multi Record Processing should only be activated if the selected Prepaid Card
Vendor supports this functionality.

To activate prepaid multi record processing parameter:

1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.
3.

From the Administration menu, select Enterprise, then select OPERA Controls.

nnnnnnnnn Enterprise ¥ Inventory ¥ Financial w Booking ¥ Distribution % Client Relations ¥

Interfaces w ‘ EJ

Chain and Property Management
Announcements
Corporate Information . .
The RnA Hack-a-Thon is s /e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields

v v v v

Image Management
Home
Mobile Guest Experience

OPERA Cloud Adm

OPERA Chain Scheduler

@ Help

OPERA Controls @
Track It

User Interface Management »

Quick Search

Q Enter Keyword

Site Map

o
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4. OPERA Control groups are listed down the left side panel, select the Cashiering group.

5. On the right-side panel, turn ON the Prepaid Cards parameter and then Prepaid Multi
Record Processing parameter to activate the prepaid multi record processing parameter
for a new property.

Search B «| Settings View Options | [PY0SSE] Qe .
* Required Field

Hub - DFLT_FIRST @ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turing Parameters on or off, and selecting values for
8 Property Settings.

To immediately reflect any Functions changes, dlick on reload application link below. Note: After reload you will return to Administration Home screen.

* Propert
roperty Reload Application

FINCOMP SG Cashlenng
Parameters
o
Enables the ability to manage prepaid / gift cards - issue, reload, balance inquiry, redeem and close/cash out actions, with a partner integration to a stored value solution (SVS)
Groups
Functions Allowed within Subscription @ o Prepaid Cards Offline Storage
TPy Enables offline storing of Prepaid Card against the Reservation (without sending the details to the prepaid card Interface).
Unlimited ff g of Prep: g [ g prep face)
Functions Activated within Subscription )
29 Prepaid Multi Record Processing
Allow users to process multiple records simultaneously when issuing or redeeming Prepaid Cards
Complimentary Functions Activated
43 Prepaid Card Purchase Transaction Code
Transaction code defined in this setting will be used to post prepaid card purchase.
Cashiering

1030 a

Commissions

| Configure Setting X |

Prepaid Multi Record Processing

Allow users to process multiple records simultaneously when issuing or
redeeming Prepaid Cards

Once the parameter is active, you can configure the property for prepaid card integration
and process multiple records simultaneously when issuing or redeeming prepaid cards.

Activating Pay By link Functionality

The OPERA Cloud users with the CCCONF role can access OPERA Cloud to configure the
pay by link functionality. Once the Pay by link parameter is active, you can send an email to the
Guest with a Pay By Link , so that a Credit Card Deposit Payment can be made by the Guest
using that link.

@ Note

Advance Deposit handling OPERA Control parameter is a pre-requisite to use the
Pay by link feature.
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Log in to OPERA Cloud using the URL provided.
Enter your User Name and Password in the fields provided.

From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

irGintaton Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ ¢ B

Chain and Property Management

Announcements -]
Corporate Information » . .

The RnA Hack-a-Thon is s /e in? Register here to et started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields »

-
Image Management »
Home

Mobile Guest Experience
OPERA Cloud Adrr OPERA Chain Scheduler
OPERA Controls &

Track It

User Interface Management

Quick Search

Q Enter K

Site Map

Enter or search for the property.
OPERA Control groups are listed down the left side panel, select the Credit Card group.

On the right-side panel, click Inactive next to Pay By Link parameter to activate pay by
link transactions. Click Activate.

Search B «] Settings View Options | [[ESNRSCRERT, Qe .
= Required Field
Hub - DFLT FIRST @ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for
e Settings.
i To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
o Reload Application
| @)
. Configure Functionalit X
Crei Card
—
e Pay By Link
=
Enables the Pay By link feature to generate a credit card payment link
Functions Allowed within Subscription email.
Unlimited
Functions Activated within Subscription Eedierpaal
32 Cancdl
Complimentary Functions Activated aNee
47
Pay By Link
Accounts Receivables Enables the Pay By link feature to generate a credit card payment link email.

coli

Search B «] Settings V\EWOPﬁOHS‘ I'm looking for

* Required Field
Hiub - DFITEIRST @ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and selecting values for
8 Property Settings.
oroperty To immediately reflect any Functions changes, click on reload application link below. Note: After reload you wil return to Administration Home screen.
= Proper

Reload Application

Q

Credit Card

Functions

Chip and Pin
Activate Chip and Pin Functionality
Groups Adding this ture will not affect the function count.

Functions Allowed within Subscription d

Unlimited Chip and Pin Payment Method
Functions Activated within Subscription Credit Card types that should exhibit Chip and Pin functionality when using a Chip and Pin enabled terminal.
33 VILVAM V4

Complimentary Functions Activated

47

Enables the Pay By link feature to generate a credit card payment link email.

Accounts Receivables
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Configuring Advanced Deposit Handling

You can configure Advanced Deposit Handling control setting to blank, 0, 1, 2 for Pay by Link.
If the control is not set, you cannot send the payment link to the guest.

@® Note

The Pay by link option is not available when Advance Deposit handling OPERA
control setting is set to 3 to 15. If you are trying to set the Advance Deposit handling
value between 3 and 15 when Pay by Link control is active, the system displays an
error message saying 'Pay By Link is active'.

OPERA Controls @ el
Configure Settin, ”
Search B« settings 9 9 (TSN Acvanced Deposit Handling 0. &
= Required Field © Pay By Linkis active.
8 Hub - DFLT_FIRST o SO;fRA Controls prov ions, turning Parameters on or off, and selecting values for
Prope ings. Advanced Deposit Handli
perty To immediately refled ' DoPost Hanciing Il return to Administration Home screen.
* Property ely ‘Advanced Deposit Handiing Setting
Q Reload Application a
Cashiering
Functons et | (0

@ Active
—

Functions Allowed within Subscription

Unlimited

Deposit Handling q
Activate the Deposit and Cancellation Rules/Schedule Functionality

Advanced Deposit Handling
Advanced Deposit Handiing Setting

Functions Activated within Subscription

) 4

Complimentary Functions Activated
a7

Cashiering

1. Log in to OPERA Cloud using the URL provided.
2. Enter your User Name and Password in the fields provided.

3. From the Administration menu, select Enterprise, then select OPERA Controls.

OPERA Cloud

Administration Enterpnse v

Inventory ¥ Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥

Chain and Property Management ~ p
Announcements ]

Corporate Information »

The RnA Hack-a-Thon is s e in? Register here to get started, and join our Slack channel for the latest updates.

Flexible Dynamic Fields »

Dismiss

Image Management »
Home
Mobile Guest Experience

OPERA Cloud Adm

OPERA Chain Scheduler

&

@ Help

OPERA Controls
Track It

User Interface Management

Quick Search

Q Enter Keyword

o

Site Map

4. Enter or search for the property.

5. OPERA Control groups are listed down the left side panel, select the Cashiering group.
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6. Click the edit icon in the Advanced Deposit Handling setting. Click the Search icon in the
Configure Setting screen.

7. Click Select to select the Advanced Deposit Handling.

OPERA Cloud
Administration

OPERA Controls Search and Select Advanced Deposit Handling X L @ el

- = . l
* Required Field Configure Setting Code Description

Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ ¥ =

8 Hub - DFLT_FIRST (] SOF’;RA COMMOIS P e Deposit Handling oot retn Wi O oTorn T PR eters on or off, and selecting values for
Prope ehhos A e s =

g ’:yny To immediately refll Advanced Deposit Handling Seting Print deposit receipt ation Home screen,

* Proper

Reload Application | 0 Q Print tax on deposit receipt

i Print folio for deposit receipt
ashierin
9 Print folio for deposit receipt, calculating t...

0
1
2
3
7
Functions P Print folio for deposit receipt, applying co...
6
T
8
9

Print folio for deposit receipt, calculating t ﬁ

Deposit Handling
Activate the Deposit and Cancellation Rules/Sche
Groups

Functions Allowed within Subscription Advanced Deposit Handling
Unlimited Advanced Deposit Handling Setting

Print deposit receipt, print tax on deposit
Print deposit receipt, print folio for deposi...
Print deposit receipt, print folio for deposi... v

Functions Activated within Subscription v i
Cancel Select

Complimentary Functions Activated

47

Cashiering

Configuring Pay By Link Delivery by Emall

You can setup to generate emails for deposit request payments. (Available when the Pay By
LinkOPERA Control is active).

1. From the Administration menu, select Interfaces, and then select Delivery
Management.

2. Location.
a. Hub: Select to configure for all properties assigned to the hub.
b. Property: Select to configure for a specific property.
i. Property: Select a property from the list.
3. Delivery Method
a. Select Pay By Link and click Search.

Delivery Management @ Help

* Required Field
* Location * Property

O Hib  @® Property Q

Delivery Method

O General O Confirmation Letters O Guest Messages O BilingFolios QO AR O TexttoGuest ) Textto Housekeeping (O Other Folios ~ (® Pay By Link

General

Email Delivery Settings -]

No results found.

4. Click New and complete the following details:
a. Property: Enter or select the property.

b. Activate Email Delivery: Select to activate email delivery functionality.
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From Email Address: Enter the sender email address.
Email Server Code: Select an SMTP Code from the list.
Email Subject: Enter the subject that is to appear in the email message.

Email Body: Use the rich text editor to enter text and select merge codes to display

reservation-specific values in the email body. Select the Merge Codes button to view
and select from the list to insert merge code into the message body. All merge codes
will be inserted in the position where your cursor is placed.

® Note

E-mail body is limited to 2000 characters.

Click Save.

Email Delivery Settings @ Help

Active Email Delivery = Email Subject
* From Email Address Pay By Link
Q Email Server Code (?)
Email Body
@ RichText Q'S
Paragraph ~  Arial ~ e~ BT U TH- & - =EE =E= EEE va +v

Dear My/s [ AddresseeLastName ] .

Please use the following link ( PayByLinkUrl | topay$ [ Amount | for reservation [ ConfirmationNumber | arrivingon [ AmvaDate .

Amount

ArrivalDate

ConfirmationNumber

DepartureDate Thank you

+ 44+

ExpiryDate

Activating Custom Token Provider Functionality

OPERA Cloud users with the CCCONF role can access OPERA Cloud and activate Custom
Token Provider parameter. This feature is available only for non-vaulted properties and allows
customers to use their own token service provider, following the Hotel Technology Next
Generation (HTNG) Payment Systems & Data Security Specifications, Release 2010A: Data

Proxy Specification Version 1.1 for request and response messages.

You can activate this parameter when integrating with a Custom Token Provider that provides a
token for exchange of credit card numbers in non-vaulted properties.

Log in to OPERA Cloud using the URL provided.
Enter your User Name and Password in the fields provided.

From the Administration menu, select Enterprise, then select OPERA Controls.
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%’Emggﬁd Enterprise ¥ Inventory ¥  Financial ¥ Booking ¥  Distribution ¥  Client Relations ¥ Interfaces ¥ ¢ B

Chain and Property Management

Announcements =
Corporate Information »
The RnA Hack-a-Thon is s e in? Register here to get started, and join our Slack channel for the latest updates.
Flexible Dynamic Fields >
Image Management »
Home

Mobile Guest Experience
OPERA Cloud Adrr OPERA Chain Scheduler
OPERA Controls &

Track It

User Interface Management

Quick Search

Q Enter Keyword )

Site Map

4. OPERA Control groups are listed down the left side panel, select the Credit Card group.

5. On the right-side panel, turn ON the Custom Token Provider parameter to activate the
control when integrating with a Custom Token Provider that provides a token for exchange
of credit card humbers in non-vaulted properties.

@ Note

You cannot enable the Custom Token Provider parameter while the property has
an active EFT interface.

E;E's@&gﬁd Enterprise ¥ Inventory ¥  Financial ¥  Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥ =2 ‘ B
Home / Enterprise / OPERA Controls bk o tiome
OPERA Controls @ el
Search B (] Settings View Options ‘ QQ l
Property

@ OPERA Controls provide the ability to customize OPERA Cloud functionality by activating or deactivating Functions, turning Parameters on or off, and
selecting values for Settings.
To immediately reflect any Functions changes, click on reload application link below. Note: After reload you will return to Administration Home screen.
Reload Application

Credit Card
Functions Allowed within Subscription
Unlimited Parameters
Functions Activated within Subscription - Custom Token Provider
73 Activate when integrating with a Custom Token Provider that provides a token for exchange of credit card numbers in non-vaulted properties.
Complimentary Functions Activated
60
Credit Card
Home / Enterprise / OPERA Controls < Back'to Home.
OPERA Controls @ el
Search B (] Settings View Options ‘ Custom Token Provider Qe .
Property
O OPERA Control e i sERERREGEC "<t 05, turning Parameters on o off, and
ELCSUERENE  Configure Setting X

To immediately ou will return to Administration Home screen.

Reload Applicat

Custom Token Provider

Credit Card

Functions Allowed within Subscription
Unlimited RN Activate when integrating with a Custom Token Provider that provides a
Functions Activated within Subscription (  token for exchange of credit card numbers in non-vaulted properties.
73
Complimentary Functions Activated

60

imbers in non-vaulted properties.

Cancel

Credit Card
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Once the parameter is active, you can navigate to the OPI Configuration menu, which will
take you to the OPI Cloud Tenant Configuration Portal, where you can configure only the
token exchange endpoint. See Configuring Token Exchange Endpoint for non-vaulted
properties for details.

Configuring Token Exchange Endpoint for non-vaulted properties

OPERA Cloud users with the CCCONF role can navigate to the OPI Configuration menu
once the Custom Token Provider parameter is active. This will launch the OPI Cloud Tenant
Configuration Portal, where you can configure only the token exchange endpoint for non-
vaulted properties.

1.
2.

4,

5.

Log in to OPERA Cloud using the URL provided.

Enter your User Name and Password in the fields provided.

From the Administration menu, go to Interfaces, and then select OPI Configuration
menu.

Edﬁﬁggllgﬂd Enterprise ¥ Inventory ¥ Financial ¥ Booking ¥  Distribution ¥ Client Relations ¥ Interfaces ¥ 2 ‘ =
Home
Business Events »
OPERA Cloud Administration @ relp
Channel Configuration »
Channel Controls
OPERA Cloud Channel Mapping »
Administration Channel Property Mapping
Channel Publications >
Quick Ssarch Delivery Management
Device Areas
ot P
Site Map Interface Devices 13
Interface Logs >
Machines »
OPI Configuration &
Printer Configuration
Property Interfaces
v

Property: Enter or select the non-vaulted property from the list.

OPERA Cloud

Administration Enterprise ¥ Inventory W Financial ¥ Booking ¥ Distribution ¥ Client Relations ¥ Interfaces ¥ = ‘ =

Home / Interfaces / OPI Configuration < Back to Home

OPI Configuration @ Help
* Required Field
* Property

Click Configure. This will launch the OPI Cloud Tenant Configuration Portal where you can
configure only the token exchange endpoint by selecting the Custom Token Vault Provider
from the Payment Service Provider drop-down list. See Updating Core Configuration with
PSP Endpoints for details.
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Tenant Configuration
I

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

@ ttis mandatory to select either Payment Service Provider or Prepaid Card Provider

Payment Service Provider

htng-endpoint1

Prepaid Card Service Provider

Add

OPERA Prepaid Card Interface ID
32885

e-commerce

Transaction Type
Token Exchange

‘ Edit

‘ Q Test
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Tenant Core Configuration

Updating Core Configuration with Endpoints

The OPERA Cloud users can update the Tenant core configuration with PSP endpoints or
Prepaid Card endpoints.

*  The OPERA Cloud users with the CCCONF role can update the Tenant core configuration
details and map the Tenant with the PSP endpoints for each Transaction type (Credit/Debit
Card, Token Exchange, or Pay by Link) to perform end-to-end transactions. See Updating
Core Configuration with PSP _Endpoints for more information.

*  The OPERA Cloud users with the PPCONF role can update the Tenant core configuration
details and map the Tenant with the Prepaid card endpoints to perform prepaid card
transactions. See Updating Core Configuration with Prepaid Endpoints for more
information.

Updating Core Configuration with PSP Endpoints

Once the OPI Cloud Tenant Configuration portal is launched, OPERA Cloud users with the
CCCONF role can update the Tenant core configuration details with PSP endpoints to perform
credit card, token exchange, and pay by link transactions. OPI Cloud has only one merchant ID
assigned for the hotel property regardless how many PSP providers are configured for the
hotel. It is possible for the hotel to have one PSP provider for credit card and token exchange
and another provider for gift card processing and it is likely different provider will require to use
different merchant ID. OPI Cloud supports configuration of a different merchant ID for each
PSP provider that user can configure for a hotel property.

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

Tenant Configuration E

Core Configuration

Core Configuration

Donations Supported [0 CC Surcharge Supported

Payment Service Provider

Select

2. Hotel Name: Enter the Hotel name. The hotel name can be either the name of the hotel or
the OPERA Resort ID (this field is for information only).
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3. Donations Supported: If the check box is selected that means the Donation is supported
by PMS. If the check box is not selected that means the Donation is not supported.

4. CC Surcharge Supported: If the check box is selected that means the Credit Card
Surcharge is supported by PMS. If the check box is not selected that means Credit Card
Surcharge is not supported.

® Note

»  OPERA Cloud does not support the Donations or Credit Card Surcharge
Support through OPI Cloud at this time.

* The Save option allows you to save the Core Configuration only after the
Payment Service Provider is selected.

5. Under the Payment Service Provider header, click Select to navigate to the Select
Payment Service Provider screen.

6. Select the Payment Service Provider from the list.

Once the PSP is selected, the lists of configured endpoints for each transaction type are
displayed. The screen will be one of two variations you see below:

The screen appears with Custom Headers.

< Select Payment Service Provider Cancel ﬂ

Payment Service Provider Merchant ID OPERA 9 Terminal
2132143

Select an endpoint for each transaction type

Credit/Debit Card ° Token Exchange Pay By Link
Endpoints
DynamicUrlEndpoint Custom Headers
Supports Dynamic URL
o ©®
The screen appears without Custom Headers.
< Select Payment Service Provider Cancel E

Payment Service Provider Merchant ID

Select an endpoint for each transaction type
Credit/Debit Card 0 Token Exchange Pay By Link

Endpoints

Endpoint

7. Merchant ID: Enter the Merchant ID.

The Merchant ID configured in OPERA Cloud should match exactly with the Merchant ID
that is configured in the OPI Cloud for that property. If the ID is not the same, OPI will
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reject the transaction from that property due to a mismatched MerchantID. To locate the
Merchant ID in OPERA Cloud Go toAdministration Menu > Interfaces > Property
Interfaces > Select the EFT Interface > Click Edit. Go to the Translation tab and the
Merchant ID is configured here. This is the identifier sent to the Payment Service Provider.

8. OPERA 9 Terminal: Enter the OPERA 9 terminal value. This is provided by the Payment
Service Provider specific to a Tenant. This value is used to map the pseudo workstation
number that is typically used by OPERA Cloud in certain use cases to a specific terminal
ID that is required by the chosen PSP.

® Note

The field is present only if the chosen PSP requires this field to be configured.

9. Custom Headers: Enter the header value that is unique to a tenant. This is provided by
the Payment Service Provider specific to a Tenant.

@ Note

The field is present only if the chosen PSP requires this field to be configured.

10. Select an endpoint for each transaction type (Credit/Debit Card, Token Exchange, or
Pay By Link) from the Endpoints list.

@® Note

* Atenant can be configured with a Pay by Link endpoint only if it is configured
with a Credit Card endpoint. The Pay by Link endpoint can be configured
along with the Credit Card endpoint, as the Pay by Link payment response
includes a token that will be used in the future.

» If atenantis not configured with the Credit Card endpoint along with the Pay
by Link endpoint, the system displays a message saying, ‘Please select a
Credit/Debit Card endpoint along with the Pay By Link endpoint, you cannot
select only Pay By Link endpoint’.

< Select Payment Service Provider Cancel M

© Vvalidation Error X

= Please select a Credit/Debit Card endpoint along with the Pay By Link endpoint, you cannot select only Pay By Link endpoint

Payment Service Provider Merchant ID

Select an endpoint for each transaction type
Credit/Debit Card Token Exchange Pay By Link 0

Endpoints

You can use the left arrow < icon to navigate to Tenant Core Configuration screen.
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< Select Payment Service Provider Cancel ﬂ

Payment Service Provider Merchant ID

Select an endpoint for each transaction type

Credit/Debit Card ° Token Exchange o Pay By Link o

Endpoints
endpoint
< Select Payment Service Provider Cancel ﬂ
Payment Service Provider o Merchant ID OPERA 9 Terminal
2132143
Select an endpoint for each transaction type
Credit/Debit Card @ Token Exchange @ Pay By Link @
Endpoints
DynamicUrlEndpoint Custom Headers
Supports Dynamic URL

x-api-key ®

Once the endpoints are selected for each transaction type, you will see a tick mark next to
the Transaction Type (Credit/Debit Card, Token Exchange, or Pay by Link).

11. Click Done.

The Tenant Core Configuration screen appears with mapped PSP endpoints.

Tenant Configuration

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Donations Supported CC Surcharge Supported

Payment Service Provider

DynamicUrlEndpoint Transaction Type
Credit/Debit Card G Tt
Supports Dynamic URL
Endpoint Transaction Type Q
Token Exchange e
psp-endpoint Transaction Type Q Test
Pay By Link .

endpoint
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12. Click the Test © ™ icon to test the endpoint connectivity.

If the PSP endpoint test is successful, the connection is successful.
If the PSP endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.

Tenant Configuration E

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Donations Supported CC Surcharge Supported

Payment Service Provider

DynamicUrlEndpoint Transaction Type
[ . - Credit/Debit Card
upports Dynamic URL

Endpoint Transaction Type Q
Token Exchange =2 L
psp-endpoint Transaction Type
{ Pay By Link
endpoint

13. Click Save and you will see a confirmation that Core Configuration has been updated
successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.

@® Note

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.

Updating Core Configuration with Prepaid Endpoints

Once the OPI Cloud Tenant Configuration portal is launched, OPERA Cloud users with the
PPCONF role can update the Tenant core configuration details with prepaid endpoints to
perform prepaid card transactions. OPI Cloud supports configuration of a different merchant ID
for each PSP provider that user can configure for a hotel property.

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
SVS property through OPERA Cloud.
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Tenant Configuration m

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Prepaid Card Service Provider

‘Add‘

Hotel Name: Enter the Hotel name. The hotel name can be either the name of the hotel or
the OPERA Resort ID (this field is for information only).

Click Add

@ Note

The Save option allows you to save the Core Configuration only after the Prepaid
Card Service Provider is selected.

The Select Prepaid Card Provider screen appears.

< Select Prepaid Card Provider Cancel m

OPERA Prepaid Card Interface ID Prepaid Card Service Provider W Merchant ID

Required Required Required
Endpoints

No items to display.

Enter the unique OPERA Prepaid Card Interface ID.

The IFC number configured in OPERA Cloud for the SVS interface should match exactly
with the Prepaid Card Interface ID that is configured in OPI Cloud for that property.

Select the Prepaid Card Service Provider from the list.

Once the Prepaid card service provider is selected, the lists of configured endpoints are
displayed.

Merchant ID: Enter the Merchant ID.

The Merchant ID is the unique site identifier provided to the customer by their Prepaid
Card Service Provider.

Select the Prepaid Card endpoint from the Endpoints list.

You can use the up arrow < icon to navigate to Tenant Core Configuration screen.
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< Select Prepaid Card Provider Cancel E

OPERA Prepaid Card Interface ID Prepaid Card Service Provider Merchant ID
456789

Endpoints

Endpoint

PREPAID ENDPOINT

8. Repeat steps 4 through 7 to add multiple Prepaid Card endpoints. You can select a
Prepaid Card Service provider and add multiple Prepaid Card endpoints, but it should meet
the following criteria:

* The OPERA Prepaid Card Interface ID is unique and should not be duplicated.

* Each Prepaid Card Service provider should be mapped with a unique OPERA Prepaid
Card Interface ID.

» Each Prepaid Card endpoint should be mapped with a unique OPERA Prepaid Card
Interface ID.

9. Click Done.

The Tenant Core Configuration screen appears with mapped Prepaid Card Service
Provider endpoints.

Core Configuration Card Mappings Audit Information

Core Configuration

Hotel Name

Prepaid Card Service Provider

OPERA Prepaid Card Interface Endpoint:

D

17872 PREPAID ENDPOINT
OPERA Prepaid Card Interface DynamicEndpoint

D

456789 PREPAID ENDPOINT

10. Once the prepaid card endpoints are added, you can perform the following actions:

e Edit: This option allows you to edit the Prepaid Card Service Provider and
Endpoints details. OPERA Prepaid Card Interface ID cannot be edited, it is disabled.

a. Select the Prepaid Card endpoint record you wish to edit.

b. Click the horizontal ellipsis icon under the Prepaid Card Service Provider section
and then click Edit to edit the endpoint.

c. Select the Prepaid Card Provider from the drop-down list.

d. Select the Endpoints that are configured for the relevant Prepaid Card Service
Provider.
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< Select Prepaid Card Provider Cancel ﬂ

Prepaid Card Service Provider - Merchant ID

Endpoints

Endpoint

PREPAID ENDPOINT

e. Click Done.
The Tenant Core Configuration screen appears with the updated details.
e Test: This option allows you to test the endpoint connectivity.
a. Select the Prepaid Card endpoint record you wish to test.

b. Click the horizontal ellipsis icon under the Prepaid Card Service Provider section
and then click Test to test the endpoint connectivity.

— If the Prepaid Card endpoint test is successful, the connection is successful.
— If the Prepaid Card endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.

Core Configuration Card Mappings Audit Information

Core Configuration

Prepaid Card Service Provider

‘ Add

OPERA Prepaid Card Interface Endpoint

17872 PREPAID ENDPOINT
DPERA Prepaid Card Interface DynamicEndpoint
456789 PREPAID ENDPOINT

- Delete: This option allows you to delete an endpoint from the Tenant Configuration
portal.

11. Click Save and you will see a confirmation that Core Configuration has been updated
successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.

@® Note

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.
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Card Mappings

The OPERA Cloud users with the CCCONF or PPCONF role can view or update the existing
card mappings based on the requirements. You can sort the details in ascending or
descending order using the sorting

icon.
® Note
You can view the Card Mappings tab only once the Core Configuration details are
updated.

View/Update Card Mappings

To view/update card mappings:

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

2. Select the Card Mappings tab.

The Card Mappings screen appears.

Tenant Configuration E

Core Configuration Card Mappings Audit Information

Card Mappings
erlD Card Type 11 Description

2 Card Type Description
AB AliPay

7 Card Type Description
AL Alliance

03 Card Type Description
AX American Express

n Card Type Description
BC Bank Card

09 Card Type Description
(@] CUP Debit

08 Card Type Description
DT Debit Card

3. If required, make necessary changes to the Card Mappings:

a. Card Type: View or update the card type, if required. The card type here should match
with the Payment Type configured in OPERA Cloud.
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b. Description: View or update the card description, if required.

® Note

Issuer ID cannot be edited.

4. Click Save.
You will see a confirmation that Card Mappings has been updated successfully.

You will see a message ‘Configuration update may take up to 15 mins to reflect in runtime’.
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Audit Information

Audit Search

The OPI Cloud configuration portal includes an Audit function to keep track of any
configuration updates. The OPERA Cloud users with the CCCONF or PPCONF role can view
the OPI Cloud Tenant Configuration portal landing page once the EFT or SVS property is
created through OPERA Cloud. Go to the Audit Information tab to view the Audit information.

@® Note

You can view the Audit Information tab once the Core Configuration details are
updated.

By default, no Audit records are visible. Use the available filters to narrow the search criteria as
required.

1. Start Date — Click the calendar
icon and select the required start date
2. End Date — Click the calendar
icon and select the required end date
IP Address — Events containing the IP Address value entered
Username — Events containing the Username value entered

Description — Events having the Description value entered

o g » »

Event Type

a. Application — Configuration related events
b. Security — User account related events

7. Click Search to display the relevant Audit details.

By default, the search results appear in descending Event Time order. To view details of a
particular event, click the Event Type on the relevant row.

Depending on the event type, you may see additional information in the Pre-snapshot and
Post-snapshot fields, showing the before and after values, if the event was a configuration
update.

Export XLS: This allows you to download the Audit report in excel format.
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Tenant Configuration

Core Configuration

Audit Information

~ Filters

Card Mappings

Audit

Information

Start Date End Date
02/01/2023 02/27/2023 D
Event Type
Description
[ Application O Security
Audit events
Audit details
1 result(s)
Event ID Username
Feb 23, 2023, 07:30:57 AM UTC 5239
Tenant Updated Application
Date Event Type
Feb 23, 2023, 12:11:38 AM UTC Feb 23, 2023, 07:30:57 AM UTC Application
Tenant Updated Application
Description
Tenant Updated
Feb 22, 2023, 11:44:31 PM UTC
Tenant Updated Application
Feb 15, 2023, 09:29:44 AM UTC { “TENANT™ {
Tenant Updated Application "active"™ true,
"chainCode": " .
e ; o "chainOrgCoade™:
b 15, 2023, 09:29:08 AM UTC “endpointld"™
Tenant Updated Application "hmeﬁ(ode"
"hotelld": "
Feb 15, 2023, 09:22:22 AM UTC "
Tenant Updated Application hotelllames

I
{

Username

IP Address

"endpointld"

=
"prepaidCardinterfaceld™ "
"tenantld":

i
"PREPAID_CARD_ENDPOINTS_AFTER":
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Ecommerce

Configure E-commerce Endpoints

OPERA Cloud users with the CCCONF role can configure the endpoints to support e-
commerce transactions.

1. The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

Tenant Configuration E

Core Configuration Card Mappings Audit Information e-commerce

E-commerce
Add
SCA E-commerce - 3DS 2 service provider

Enable/Disable C,

2. Select the Ecommerce tab. Click Add and select the Endpoints to process e-commerce
transactions.

The Select E-commerce Provider screen appears.

< Select E-commerce Provider Cancel E

Endpoints

4_Endpoint
Custom Headers

sk-header
®
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ORACLE Chapter 6
Configure E-commerce Endpoints

@® Note

SCA E-commerce configuration can be performed only when a Credit/Debit card
endpoint is selected. E-commerce tab will not be available for a PPCONF user.

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

SCA E-commerce - 3DS 2 service provider

A SCA E-commerce configuration can only be done when a Credit/Debit card is selected

Enable/Disable

3. The E-commerce Provider and Merchant ID fields are automatically populated based on
the Credit/Debit card endpoint configured for a Tenant. These two fields are non-editable.

4. Custom Headers: This field is automatically populated only if the same endpoint is
selected as the Credit/Debit card endpoint configured for a Tenant. If a different endpoint is
selected, enter the Custom header value.

@® Note

The field is present only if the chosen PSP requires this field to be configured.

@® Note

If you are switching the Payment Service Provider for a Credit/Debit card endpoint,
the system displays a warning message saying, ‘The E-commerce and SCA setup
modifications will be reset if you choose to switch payment provider’. The E-
commerce Provider and Merchant ID fields will be reset if the PSP is switched
for a Credit/Debit card endpoint.

< Select Payment Service Provider Cancel ﬂ

Payment Service Provider
24 . - Merchant ID

Required

A The E-commerce and SCA setup modifications will be reset if you choose to switch payment provider

Select an endpoint for each transaction type
Credit/Debit Card Token Exchange Pay By Link
Endpoints

Pay-By-Link-Demo-Endpoint

Demo

5. Click Done.

The E-commerce screen appears with mapped endpoint.
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ORACLE Chapter 6
Configure E-commerce- 3DS2 Service Provider Endpoints

Tenant Configuration E

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

4_Endpoint Transact Q T
! nsaction Type
E-commerce ot

SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

6. Click the Test .~ ™ icon to test the endpoint connectivity.
» If the endpoint test is successful, the connection is successful.
e If the endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.

Tenant Configuration

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

Edit
4_Endpoint
T Transaction Type
success @Y
E-commerce - Test

SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

7. Click Save and you will see a confirmation that E-commerce configuration has been
updated successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.

@® Note

The Sign Out option allows you to logout from the OPI Cloud Tenant
Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.

Configure E-commerce- 3DS2 Service Provider Endpoints

OPERA Cloud users with the CCCONF role can configure the endpoints to process 3DS2
transactions with Strong Customer Authentication (SCA). If SCA support has been enabled for
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Chapter 6
Configure E-commerce- 3DS2 Service Provider Endpoints

the Hotel (For example, hotels in UK or European Union where SCA is mandated), there are
set of validations that can be enabled/disabled using the Tenant configuration portal.

Ecommerce with Strong Customer Authentication (3DS2) enabled. This is used if the hotel
is located in an economic area where SCA is mandated (For example, UK or European
Union).

Ecommerce with Strong Customer Authentication (3DS2) disabled. This is used if the hotel
is located in an economic area where SCA is not mandated (For example, United States of
America).

The OPI Cloud Tenant Configuration portal landing page appears once you configure the
property through OPERA Cloud.

Tenant Configuration E

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

SCA E-commerce - 3DS 2 service provider

Enable/Disable ()

Select the Ecommerce tab.

Select Enable/Disable SCA E-commerce - 3DS2 service provider checkbox. Click Add
and select the Endpoints to process 3DS2 transactions.

The Select Strong Customer Authentication Provider screen appears.

< Select Strong Customer Authentication Provider Cancel m

Endpoints

Custom Headers

5_3DS2_with_supportheaders
3DS2-X-API-KEY ®

@® Note

SCA E-commerce configuration can be performed only when a Credit/Debit card
endpoint is selected.

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

SCA E-commerce - 3DS 2 service provider

A SCA E-commerce configuration can only be done when a Credit/Debit card is selected

Enable/Disable
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Chapter 6

Configure E-commerce- 3DS2 Service Provider Endpoints

4. The Strong Customer Authentication Provider and Merchant ID fields are automatically
populated based on the Credit/Debit card endpoint configured for a Tenant. These two
fields are non-editable.

5. Custom Headers: This field is automatically populated only if the same endpoint is
selected as the Credit/Debit card endpoint configured for a Tenant. If a different endpoint is
selected, enter the Custom header value.

® Note

The field is present only if the chosen PSP requires this field to be configured.

@ Note

If you are switching the Payment Service Provider for a Credit/Debit card endpoint,
the system displays a warning message saying, ‘The E-commerce and SCA setup
modifications will be reset if you choose to switch payment provider’. The Strong
Customer Authentication Provider and Merchant ID fields will be reset if the

PS

P is switched for a Credit/Debit card endpoint.

< Select Payment Service Provider

Caneel ﬂ

- Merchant ID

Required

A The E-commerce and SCA setup modifications will be reset if you choose to switch payment provider

Select an endpoint for each transaction type
Credit/Debit Card Token Exchange Pay By Link
Endpoints

Pay-By-Link-Demo-Endpoint

6. Click Done.

The E-commerce - 3DS2 service provider screen appears with mapped endpoint and input

fields.
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ORACLE Chapter 6
Configure E-commerce- 3DS2 Service Provider Endpoints

Tenant Configuration

Core Configuration Card Mappings Audit Information e-commerce

E-commerce

4_Endpoint Transaction Type
E-commerce

SCA E-commerce - 3DS 2 service provider
Enable/Disable @)
Edit

5_3DS2_with_supportheaders Transaction Type
3DS2 Authentication QG Test

Configure input fields

Input Fields Name Hide Mark required
Email Address » [ @)

Phone number

E

@ ]

Billing Address D [)

The below input fields can be hidden/mark required in the configuration:

« Email Address: If the Email Address is marked as required, the information should be
provided by the user.

*  Phone number: If the Phone number is marked as required, the mobile number
should be provided by the user.

» Billing Address: If the Billing Address is marked as required, the billing address
should be provided by the user.

® Note

You can also set the email address, phone number, and billing address as
"hidden" in the portal based on your requirement.

7. Click the Test © ™ icon to test the endpoint connectivity.
* If the endpoint test is successful, the connection is successful.
« If the endpoint test is unsuccessful, the connection fails.

If a test fails, you need to access the OPI Cloud logs to review the issue.
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Chapter 6

Configure E-commerce- 3DS2 Service Provider Endpoints

Core Configuration Card Mappings

E-commerce

4_Endpoint

SCA E-commerce - 3DS 2 service provider

Enable/Disable (@)

5_3DS2_with_supportheaders

Configure input fields

Input Fields Name Hide

Email Address »
Phone number »

Billing Address a

Audit Information

Mark required

@

s

a»

e-commerce

Transaction Type
E-commerce

Transaction Type

3DS2 Authentication

-

8. Click Save and you will see a confirmation that E-commerce configuration has been

updated successfully.

Whenever you are trying to update any of the fields, you will see a message ‘Configuration
update may take up to 15 mins to reflect in runtime’.

@® Note

The Sign Out option allows you to logout from the OPI Cloud Tenant

Configuration portal. When you login next time, you will directly navigate to the
Tenant Core Configuration landing page as you have already configured the
property using OPERA Cloud.
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Accessibility

Accessibility involves making your application usable for differently abled persons such as low
vision or blindness, deafness, or other physical limitations. This means creating applications
that can be used without a mouse (keyboard only), used with a screen reader for blind or low-
vision users, and used without reliance on sound, color, or animation and timing.

Navigating with the Keyboard

This section provides an overview of keyboard shortcuts and describes how to navigate OPI
Cloud Tenant Configuration portal using the keyboard.

Table 7-1 Keyboard Commands

Key

Action

Tab

Tenant Configuration Portal User Guide
G38106-01
Copyright © 2022, 2025, Oracle and/or its affiliates.

Move focus to the next component

To enter/update any field value:
o Press the Tab key, input the data and press
Enter.

To select any check box:
*  Press the Tab key and press Spacebar key
to select/deselect the check box.

To select any options from the drop-down list:
o Use the Arrow (Up and Down) keys to
select the value and press Enter.

To sort the items:
o Press the Tab key and press Enter to sort
the items in ascending or descending order.

To select the date:

o Press the Tab key - Moves focus to the next
object within the calendar control. When
you initially open a calendar control, the
focus is on the current date link.

*  Press Enter - On the Current Date link,
pressing Enter selects the current date and
closes the calendar control.

*  Down Arrow - Moves to the same day of
the week in the next week.

*  Up Arrow - Moves to the same day of the
week in the previous week.

*  Right Arrow - Moves to the next day.

* Left Arrow - Moves to the previous day.

Or

To enter the date:
¢ Input the date and press Enter.
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Navigating with the Keyboard

Table 7-1 (Cont.) Keyboard Commands

_________________________________________________________________________________|
Key Action

To download a file:
o Pressthe Tab key and press Enter to
download the file.

To navigate to the actions (...) menu:

*  Pressthe F2 key - Enters the actionable
menu.

o Press Enter - This enables keyboard action
on elements inside the actions menu,
including navigating between focusable
elements inside the menu.

*  Up Arrow - Move focus to the item above.
Press Enter to select the current item.

*  Down Arrow - Move focus to the item
below. Press Enter to select the current
item.

*  Esc - Exits the actionable menu.

Shift+Tab Move focus to the previous component.

Esc Close the open popup.

Up Arrow Move focus and selection to the previous data
item.

Down Arrow Move focus and selection to the next data item.

Left Arrow Move focus and selection to the previous data
item (on left).

Right Arrow Move focus and selection to the next data item
(on right).
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