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Preface

Audience

The Advanced Management Console User’s Guide provides information about using the
Advanced Management Console to create deployment rules and rule sets, and to monitor the
Java applications that are run in your enterprise.

The AMC is available to enterprise customers within My Oracle Support.

# Note:

The Advanced Management Console (AMC) is available as part of Oracle Java SE
Universal Subscription or legacy Java SE Subscription terms, and requires a
commercial license for use in production. For more information, see Oracle Java SE
Universal Subscription.

This document is intended for system administrators who are responsible for managing the
Java desktop environment in their enterprise. Readers are expected to know the process for
distributing software to computers in their enterprise and have some knowledge of the
Deployment Rule Set feature.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Diversity and Inclusion

ORACLE

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and
partners, we are working to remove insensitive terms from our products and documentation.
We are also mindful of the necessity to maintain compatibility with our customers' existing
technologies and the need to ensure continuity of service as Oracle's offerings and industry
standards evolve. Because of these technical constraints, our effort to remove insensitive
terms is ongoing and will take time and external cooperation.
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Related Documents

* Advanced Management Console Installation and Configuration Guide
* Information about Java Platform, Standard Edition (Java SE) 8

* Information about the Deployment Rule Set feature is available at Deployment
Rule Set in the Java Platform, Standard Edition Deployment Guide.

* Information about the Java Usage Tracker is available at Java Platform, Standard
Edition Usage Tracker Overview.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in the Advanced Management
Console

ORACLE

The Advanced Management Console (AMC) offers system administrators greater control in
managing Java version compatibility and security updates for desktops within their enterprise.

See What's New In Advanced Management Console for descriptions of changes and new
features in this and other releases of the Advanced Management Console .
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Introduction to Advanced Management
Console

The Advanced Management Console is a feature of Oracle Java SE Advanced. The
Advanced Management Console enables system administrators to monitor and manage the
use of Java technology in their enterprise.

The Introduction to Advanced Management Console topic includes the following sections:

e About Advanced Management Console

e Starting the Advanced Management Console User Interface

About Advanced Management Console

The Advanced Management Console provides system administrators with an insight into the
Java applications that their users run and the versions of the Java Runtime Environment
(JRE) that are used. Administrators can use the Advanced Management Console to provide
some control over the use of Java technology on desktops in their enterprise.

The Advanced Management Console provides the following capabilities:

*  Collection of information about Java applications that are run in the enterprise

*  Automated discovery of all installed versions of Java on desktops that the Advanced
Management Console manages

*  Web-based analytics for data collected and for remote management
* Management and distribution of deployment rule sets
»  Configuration of the MSI file for installing JREs

This guide contains the following topics that describe the capabilities of the Advanced
Management Console :

e Desktops

* Java Usage

e Installers

* Rule Sets

» Status

e Configuration

*  Accessibility in Advanced Management Console

e Advanced Management Console Samples

Starting the Advanced Management Console User Interface

The Advanced Management Console provides a browser-based user interface (Ul). You must
have a valid user account to log in.
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Starting the Advanced Management Console User Interface

If the Advanced Management Console is not yet installed, then see Installing and
Configuring Advanced Management Console in the Advanced Management Console
Installation and Configuration Guide. At least one administrator account must exist.

To start the AMC Ul:

1. Enter https://host-name:port-number/amcwebui/login.html in the browser,
where host-name is the DNS name of the WebLogic server that hosts Advanced
Management Console and port-number is the listen port of the WebLogic Server.

The browser must be set to allow cookies.

If you are using the Internet Explorer, then make sure that Display Intranet Sites
in Compatibility View is not selected in Compatibility View Settings.

2. Enter your login ID and password.

You must have an existing account to log in. The login ID is typically your email
address.

3. Click Login to display the Home tab of the Advanced Management Console .

# Note:

Users are automatically logged out after a preset interval of inactivity.
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Desktops

The Advanced Management Console provides administrators with information about how
Java technology is used in their enterprise. Through the Advanced Management Console,
administrators can determine such things as how many computers are running an insecure
version of Java, what versions of the JRE are installed on enterprise computers, and what
deployment rule sets are active in the enterprise. The Advanced Management Console also
enables administrators to push deployment rule sets to managed computers.

This topic includes the following sections:

e About Desktops

*  Desktops Tab

*  Generating Reports for Desktops
e Installing JRE

e Uninstalling JREs

e Push Deployment Rule Set

*  Other Actions

»  Desktop Properties

*  Filter Criteria for Desktops

* JRE Security Baseline

* JRE Management Architecture

About Desktops

Desktops in the Advanced Management Console represent the client computers in an
enterprise. Information about the desktops that are managed by the Advanced Management
Console is shown in the Desktops tab and the Status tab.

For a desktop to be managed by the Advanced Management Console , the Advanced
Management Console agent must be installed on the desktop. The agent gathers the
information about the desktop and sends it to the central server. The agent also processes
the requests to install a deployment rule set on the desktop. See Advanced Management
Console Agent Installation and Configuration in the Advanced Management Console
Installation and Configuration Guide.

A report of retired desktops and rule set failures is available from the Status tab.

Desktops Tab

ORACLE

The Desktops tab of the Advanced Management Console shows information about the
desktops that are managed by the Advanced Management Console . Filters are available to
get reports about selected desktop properties. The ability to push Deployment Rule Sets to
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Chapter 3
Desktops Tab

desktops and export desktop information to an HTML file or comma-separated values
(CSV) file is also provided.

Views for Desktops

The table in the Desktops tab shows the properties for desktops that are managed by
the Advanced Management Console . The properties view provides more detailed
information for each desktop. Depending on the display option selected, information
can also be shown as a pie chart or a bar chart.

The table view is the default view. The table view is available for all display options.
However the properties that are shown are dependent on the display option selected.
Click the arrow that appears in the column heading to sort the data by the values in
that column. Use the navigation bar below the table to view additional pages when the
number of desktops exceeds the page size.

The properties view is available only when Desktop is selected as the display option.
Click the column heading in the Installed JREs table or Command Queue table to sort
the data by the values in that column. Use the navigation bar to scroll through the
properties for other desktops that match the filter criteria.

The pie chart and bar chart are available when something other than Desktop is
selected as the display option. Click a segment from the pie chart or a bar from the bar
chart to see the desktops that match the selected value.

Filters for Desktop Properties

ORACLE

The display option and the filter criteria in the Desktops tab determine what information
is shown for the desktops managed by Advanced Management Console .

The default display option is Desktop, which shows the properties for each managed
desktop in a table. The other choices for the display option show the values for the
selected option and the number of desktops that match each value. For example,
selecting Java Runtime Environment (JRE) Major Version shows every major version
of the JRE that is installed on at least one desktop and the number of desktops on
which it is installed.

The filter criteria further refine the information shown. The choices available for the
criteria are based on the properties of the desktops. For example, if the only major
JRE versions found across all managed desktops are 1.7.0 and 1.8.0, then 1.6.0 is not
shown as a choice for the JRE Major Version criterion.

You can use the display option and filter criteria together to get answers to questions
similar to the ones in the following list:

*  Which desktops are running insecure versions of the JRE?

Set Display to Desktop. Add the criterion JRE Security, and set it to some JREs
are insecure. The table shows the list of desktops that have at least one insecure
JRE installed.

*  How many desktops are running versions of JRE 7?

Set Display to JRE Major Version. See the number in the Hosts column for the
row showing JRE Major Version 1.6.0.
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Chapter 3
Generating Reports for Desktops

To show only the data for version 1.7.0, add the criterion JRE Major Version and set it to
1.7.0. If 1.7.0 is not shown in the table or in the list of major versions available, then no
desktops are running a version of JRE 7.

*  Which deployment rule sets are desktops using?

Set Display to Active Rule Set. The table shows the list of rules sets that are active and
the number of desktops for each rule set.

*  Which desktops are using the rule set rule-set-name?

Set Display to Desktop. Add the criterion Active Rule Set and set it to the name of the
rule set that you are interested in. The table shows the list of desktops that are using the
selected rule set.

Generating Reports for Desktops

Reports are used to answer questions about desktops that are managed by Advanced
Management Console and about the JRE versions and deployment rule sets installed on
those desktops. Set the display option and filter criteria in the Desktops tab to generate the
type of report that you want. Report data can be exported to an external file.

Depending on the filters that are used, reports are available as a table, pie chart, or bar chart.
See Views for Desktops.

Reports about retired desktops or desktops with rule set failures are available from the
Status tab.

Setting the Display Option for Desktop Reports

Set the display option in the Desktops tab to show how many desktops managed by
Advanced Management Console match each value for a specific property.

To set the display option:

1. Inthe Advanced Management Console , click the Desktops tab.
2. Select a property to see the report for that property.
The following examples show how the display option is used:

*  To show the JRE versions installed on desktops and the number of desktops that
have each version installed, set Display to JRE Full Version. The first column in the
table shows the JRE versions that are found. The second column shows how many
desktops have that version installed.

* To show the rule sets that are active on desktops and the number of desktops that
have each rule set installed, set Display to Active Rule Set. The first column in the
table shows the names of the active rule sets that are found. The second column
shows how many desktops have that rule set installed.

» If a desktop group exists, then show the number of desktops associated with each
value for a desktop group by setting Display to the name of a desktop group.

Setting Filters for Desktop Reports

Use filters in the Desktops tab to show only desktops managed by Advanced Management
Console that match specific values for selected desktop properties.

To filter the information by a desktop property:
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Installing JRE

In Advanced Management Console , click the Desktops tab.
Click Add Criteria and select one or more filters from the list.
For each filter selected, select or enter the value to match.

Filters that provide a list of values show only values that are present in at least one
desktop. For example, the JRE Major Version filter shows only major versions that
are installed on at least one desktop. For filters that do not provide a list of values,
such as First Name and Last Name, enter the string to match and press Enter.
Wildcards are not currently supported.

Some filters require a secondary filter. The secondary filter is automatically shown
when the primary filter is selected. For example, if the filter criterion OS Version is
selected, then the OS Family filter is also displayed.

To see which desktops match the filter criteria, set Display to Desktop.

Installing JRE

In the Desktop tab of /amcwebui, click Install JRE to install a configured Java
Runtime Environment (JRE).

As a prerequisite, in the Installer tab of the Advanced Management Console , click
Add Java Version to add and configure a Java version before you start with the JRE
installation process:

To install JRE:

1.

In the Advanced Management Console, click the Desktops tab. Ensure that you
have selected the targeted Desktop from the Display drop-down list.

Click Install JRE to display the Install JRE dialog.
The Enterprise button is highlighted, by default.
Select a JRE from the from the Select JRE to install drop-down list.

You can select an available JRE version added to Installers tab. Once you select a
JRE, the corresponding Configuration is displayed in the Select a Configuration
for JRE drop-down list. For example, if you select Java 8 Update 141 JRE, then in
the Select a Configuration for Java 8 Update 141 drop-down list, 8ul41config is
displayed.
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Installing JRE
Install JRE X
. 'C:j' Mext )
Target JRE and Deskt... Schedule Summary
Mon-Enterprise
Select a JRE to install:
Java 8 Update 141(MS Windows) v
Setect a configuration for Java 8 Update 141
Sud1config v
Choose target desktops on which to install the Java & Update 141 configuration of 8u141config
) Selected Desktops (0 desktops)
@ All Filtered Desktops (8 desktops)
Cancel

4. Select target desktops on which to install the selected JRE. You can either select the

Selected Desktop or All Filtered Desktops. Ensure that you have selected at least one
desktop.

Once you select either of these options, Next is enabled. If you haven't selected at least
one desktop, the Next button is not enabled.

" Note:
In case you have selected more than 1000 desktops, then a warning message
is displayed under Summary.
Click Next to display the Schedule screen and select the following (Optional step):

a. Postpone JRE downloads, hours: Select a value if you want to postpone the time
taken to download the JRE.

b. Time interval to spread JRE downloads uniformly, hours: Select a value to
spread the time taken to download the JRE.

Click Next to display the summary of the selected JRE. The selected schedule is shown
under Summary.
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Installing JRE
Install JRE i
< Previous O 2 D
Target JRE and Deskt... Schedule Summary
Target JRE

The target JRE version is Java 8 Update 141 (64-bit)
Configuration
The conf01 configuration for Java B Update 141 (64-bit) will be installed
Target desktops
There are 1511 desktop(s) that will be affected
Scheduled JRE download
The star
The time interval for uniform distribution of downloads is 24 hour(s)

ime offset is 0 hour(s)

Warming: [nstalling JRE's on a large number of desktops may take a long time to complete and
may cause a heavy lcad on the AMC server.

Install JRE Cancel

Click Install JRE to schedule Install JRE command.

Installing a Non-Enterprise JRE

You can install non-enterprise JREs for Windows and on macOS. However, the non-
enterprise don’t have the ability to define customization, but can be installed by using
Install JRE from the Desktops tab.

As a prerequisite, in the Installer tab of the Advanced Management Console , click
Add Java Version to add and configure a Java version before you start with the JRE
installation process:

To install a non-enterprise JRE:

1.

ORACLE

In the Advanced Management Console , click the Desktops tab. Ensure that you
have selected the targeted Desktop from the Display drop-down list.

Click Install JRE to display the Install JRE dialog.
The Enterprise tab is highlighted, by default.

Select target desktops on which to install the selected JRE. You can either select
the Selected Desktop or All Filtered Desktops.

Once you select either of these options, Next is enabled.
Click Non-Enterprise tab.

Select a JRE from the Select JRE to install drop-down list.
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Installing JRE
Install JRE X
o Next »
Target JRE and Deskt... Schedule Summary
Enterprise
Select a JRE to install:
Java 8 Update141 (MS Windows) *
Cancel

6. Click Next to display the Schedule screen and select the following (Optional step):

a. Postpone JRE downloads, hours: Select a value if you want to postpone the time
taken to download the JRE.

b. Time interval to spread JRE downloads uniformly, hours: Select a value to
spread the time taken to download the JRE.

7. Click Next to display the summary of the selected JRE:
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Uninstalling JREs

Install JRE X
< Previous O O o
Target JRE and Deskt... Schedule Summary
Target JRE

The target JRE version is Java 8 Update 141
Target desktops
There are 8 desktop(s) that will be affected
Scheduled JRE download
The start time offset is 1 hour(s)
The time interval for uniform distribution of downloads is 24 hour(s)

o Mote: this operation will actually be performed over time,
as each target desktop will install the selected JRE
the next time it is online and connects to the Java AMC 2.7 server.

Install JRE Cancel

Click Install JRE to schedule Install JRE command.

Uninstalling JRES

You can uninstall detected Oracle JREs on managed desktops, which are installed
using Oracle Java Runtime Environment (JRE) installers or Enterprise Microsoft
Windows Installer (MSI). The Advanced Management Console doesn't uninstall
privately-installed JREs or JRESs that are present on the desktops but are not actually
installed.

To uninstall JREs:

1.

ORACLE

In the Advanced Management Console , click the Desktops tab. Ensure that you
have selected targeted Desktops from the Display drop-down list.

Click Uninstall JRE to display the Uninstall JRE dialog.

Select the target desktops from which you want to uninstall the JREs. Select either
of the following target options: Selected Desktops or All Filtered Desktops.

Click Next.

Select how you would like to uninstall JRE versions.. You can select either of the
following options: Uninstall JRE versions below the security baseline or
Uninstall specific JRE versions.

The Next button is enabled only when you select either of these options. If you
select Uninstall specific JRE versions, then a list of JRE versions are displayed
as shown:
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Uninstalling JREs

Uninstall JRE X

< Previous O o Next >
Target desktops Uninstall Options Summary

Choose how you would like to uninstall JRE versions:

() Uninstall JRE versions below the security baseline

@ Uninstall specific JRE versions

142 14

m

142 18

142 19

15.0 06

Cancel
6. Click Next to display the Summary of the JREs selected to be uninstalled.
Uninstall JRE X
£ Previous O O o
Target desktops Uninstall Options Summary

The following JRE versions will be uninstalled:
1.4.2_14 -
1.4.2_18

o Note: this operation will actually be performed over time,
as each target desktop will uninstall the selected JRE
the next time it is online and connects to the Java AMC 27 server.

Uninstall JRE Cancel

7. Click Uninstall JRE to uninstall the selected JREs.
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Push Deployment Rule Set

Push Deployment Rule Set

ORACLE

A deployment rule set provides rules for allowing or blocking Java applications based
on the criteria set in the rule. The Advanced Management Console enables you to
distribute signed deployment rule sets to the desktops in your enterprise. When the
Advanced Management Console pushes a signed DeploymentRuleSet.jar file to a
desktop, the Advanced Management Console agent edits the Java
deployment.properties on that desktop to point to a specific truststore that holds the
certificates from this DeploymentRuleSet.jar file. By default, the
deployment.properties file is located at: C:\Windows\Sun\Java\Deployment\.

If your desktop already contains a deployment.properties file with the
deployment.user.security.trusted.cacerts property set to a specific location, then
Advanced Management Console overwrites that property value.

" Note:

A signed deployment rule set must be available in Advanced Management
Console . Otherwise, the option to push a deployment rule set is not enabled.

To push a deployment rule set:

1. In Advanced Management Console , click the Desktops tab.
2. Make sure that Display is set to Desktop.

The Push Deployment Rule Set button is available only with the Desktop display
option.

3. (Optional) Set the filter criteria to show the subset of desktops to which you want
to push the rule set.

4. (Optional) Select the target desktops by selecting the check box for the desktop.

If no desktops are selected, then the target is all desktops that match the filter
criteria that is set.

5. Click Push Deployment Rule Set to display the Push Deployment Rule Set dialog
6. Choose one rule set from the list provided.

Only signed rule sets can be distributed. If the rule set that you want to push is not
in the list, then the rule set is currently unsigned.

7. Choose the target.
e To push only to selected desktops, select Selected Desktops.

e To push to all desktops matched by the filter criteria that is set, select All
Filtered Desktops.

8. Click Push.

The next time the agent on the target desktops contacts the Advanced Management
Console server, the agent downloads and installs the rule set. View the status of the
rule set by selecting the Rule Set Status display option or setting the Rule Set Status
filter criteria.
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Other Actions

< Note:

A rule set that is altered on a desktop after being deployed from the Advanced
Management Console is no longer recognized by the Advanced Management
Console . Properties for any desktop with an altered rule set are updated to indicate
that the desktop does not have an active rule set.

Other Actions

This topic contains the following sections:

Export Data

ORACLE

Export Data
Edit Desktop Properties
Unregistering Desktops

Set Java Auto Update for Desktops

Data from the desktop reports that are generated by Advanced Management Console can be
exported to an external file. Filter criteria is used to choose the desktops that are included in
the exported data.

To export data for desktops:

1.
2.

In the Advanced Management Console , click the Desktops tab.
Make sure that Display is set to Desktop.
The Other Actions button is available only with the Desktop display option.

(Optional) Set the filter criteria to show only the desktops that you want included in the
exported data.

Click Add Criteria and set the values for each filter that you select. Only information that
matches the criteria is exported.

If no filters are set, then all desktops are included in the exported data.

Click Other Actions and then select Export Data.

The Export Data window is shown.

Choose the output format:

» HTML: The generated file contains the data in a table with HTML formatting.

» CSV: The generated file contains the data in text fields that are separated by the
value separator that you select.

* JSON: The generate file contains the data in machine-readable JSON format.
Click Confirm.

The browser prompts you to either save or view the data. Depending on the format
selected, the default file name is amc2-desktops_YYYY-MM-DD HH-MM.csv OF amc2-
desktops YYYY-MM-DD HH-MM.html, where YYYY-MM-DD HH-MMis the server-side time
stamp of when the file was created.
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The following data is exported for each application that meets the filter criteria.

Operating system name

Operating system version

Operating system architecture

Owner name

Owner email address

Time stamp of last contact

Host name

IP address

Name of active rule set

Agent version

Number of secure JRE versions installed on the desktop
Number of insecure JRE versions installed on the desktop

Desktop groups and the value of the group property for any group that includes the
desktop

Latest Usage column that indicates timestamp of most recent usage for the
respective Java version

Edit Desktop Properties

The Advanced Management Console enables you to edit the desktop (user) properties
such as First Name, Last Name, and Owner Email.

ORACLE

To edit the desktop properties:

1.
2.

o g »

In the Advanced Management Console Ul, click the Desktop tab.
Ensure Display is set to Desktop.

The Other Actions button is enabled only if the Desktop display option is
selected.

Select the desktop whose properties need to be edited.

Select the Properties icon in the Display As: field.

Click Other Actions and then edit User Properties.

In the Edit User Properties dialog, you can edit any of the following fields:
*  First Name

e Last Name

«  Owner E-mail

# Note:

These fields show the existing values of the three properties. The fields
are empty if they are not initialized while agent registration.
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7. Click Save.

Refresh the page to view the edited user properties. The Advanced Management Console
server also initiates a command to the agent to edit the properties in the AMCUser.properties
file located in the agent-bundle-{0SJ\AMC Agent\conf directory in localhost.

If you had skipped the optional user properties initialization step during agent registration,
then this command will create an AMCUser .properties file with the edited properties.

Select the Commands tab on the Status page to check the status of the command.

Set Java Auto Update for Desktops

Java has a mechanism which checks for and installs new versions of Java in the background.
As the Advanced Management Console provides finer-grained control of Java Runtime
Environment (JRE) management on dekstops, an option is provided in the Desktop tab to
enable or disable Java Auto Update on each desktop.

To enable or disable Java auto update:
1. Inthe Advanced Management Console , click the Desktop tab.
2. Ensure that the Desktop is selected in the Display drop-down list.
The Other Actions button is available only with the Desktop display option.
3. Ensure that the Table icon is selected.

4. (Optional) Set the filter criteria to show only the desktops for which you want to enable or
disable the auto update.

a. Click Add Criteria .
b. Select the filters and set the values for each filter that you select.

The agent auto update is enabled or disabled only for the desktops that match the
criteria. If no filters are set, then the agent auto update is enabled or disabled for all
desktops.

5. Click Other Actions and then select Set Java Auto Update for Desktop(s) to display
the Set Java Auto Update for Desktop(s) dialog.

6. Select the target desktops by selecting either of the following options:

» Selected Desktops: Shows the number of desktops selected.

e All Filtered Desktops: Shows the number of filtered desktops included.
7. Select Enabled to enable Java auto update or Disabled to disable it.
8. Click Confirm.

The Java Auto Update mechanism is now enabled (or disabled) on the selected desktops.

Desktop Properties

ORACLE

The Advanced Management Console agent collects information about the desktops managed
by Advanced Management Console . The properties describe such things as the JRE
versions, the operating system, and the deployment rule set for each desktop.

The following table describes the desktop properties that are shown when the display option
is set to Desktop. Properties that are shown only in the properties view are indicated by an X
in the Properties View Only column.
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Property

Description Properties Optional
View Only

Active Rule Set

Name of the active rule set, if any X

Architecture

Architecture of the JRE, for example, 32-bit

Command List of commands executed for the desktop, the status of each X
Queue command, and any additional details, such as the name of the
deployment rule set that was pushed
First Name First name of the registered user of the desktop X X
Host Name Host name of the desktop X
IP Address IP address of the desktop X
Java Vendor Name of the vendor that distributed the JRE X
Java Versions  List all web-enabled JREs found on the desktop. X
Last Contact Time stamp of the last contact with the agent
Last Name Last name of the registered user of the desktop X X
oS Operating system that the desktop is running
OS Architecture Architecture of the operating system that the desktop is X
running, for example, 64-bit
OS Family Operating system for the desktop X
Other JREs Lists all other JREs (not web-enabled) found on the desktop.
Owner Email Email for the registered user of the desktop X
Secure Flag that indicates if the JRE is a secure version. A check X
mark means that it is secure.
Path Path to the location of the JRE. If the JRE is in more than one X
location, then all paths are shown, separated by semicolons
().
Version Version of the Advanced Management Console agent installed

on the desktop

When the display option is set to something other than Desktop, the table shows the
values for the selected filter criteria for desktops and the number of desktops that
match each value.

Web-Enabled JREs

ORACLE

The Advanced Management Console agents can detect whether or not the Java
Runtime Environments (JRES) are web enabled. If the JREs are web enabled, then
they can be used to run applets and Java Web Start applications.

The Advanced Management Console can detect what JREs are actually used by Java
Plugin or the Java Web Start to run Rich Internet Applications (RIAs). These web-
enabled JREs are displayed in the Java Versions column of the Desktop Properties
and in the Web Enabled JREs table in the Properties view. To view the Web Enabled
JREs table, in the Desktops tab, select a Desktop, and click the Properties icon.
Details of the selected desktop are displayed in the following tables: Web Enabled
JREs, Installed JREs, and Command Queue. All the other JREs are listed in the
Other JREs column of the Desktop tab.
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You can also view the web-enabled JREs when you select either the JRE Full Version or the
JRE Major Version from the Display drop-down list in the Desktop tab.

Desktop Properties Shared With Advanced Management Console Server

When the Advanced Management Console agent registers, it sends some information
(Desktop Properties) to the Advanced Management Console server. This is information
pertaining to both the Java Usage as well as the Java Runtime Environment (JRE).

The agent sends the following information about itself to the server:
*  First Name (Optional)

» Last Name (Optional)

*  Email (Optional)

* Heartbeat: Current time stamp of the agent trying to register.

* IP Address

* Host Name

*  OS Architecture, for example 64—bit

e OS Version, for example, 10.9.5

* OS Name, for example, macOS

The values for First Name, Last Name, and the Email are the values entered in the
AMCUser.properties file, which is the properties file of the Advanced Management Console
agent. If the properties file is absent or the agent chooses to leave some of these values
empty, then the values of the three properties are reported as null. Once the agent starts
running, with the usage tracking record configured, details, such as the usage tracking
records for webstart applications, applets — both jnlp and html, and the standalone
applications are collected and shared periodically with the Advanced Management Console
server.

The agent also periodically scans for JREs on the Desktop and shares the following
information with the server:

« Java Version (both major and minor)
* Architecture

*  Vendor

* Path where the JRE is installed

e Type of installation

*  Whether the JRE is web enabled

Filter Criteria for Desktops

ORACLE

The filter criteria available in the Desktops tab is used to generate reports about the desktops
managed by Advanced Management Console . The filters and the values chosen provide
administrators with specific information about the desktops and JRE versions in use in the
enterprise.

3-15



Chapter 3

Filter Criteria for Desktops

The following table describes the filters that are available for desktops, and indicates if
the criteria is set as the display option or as a filter. For filters, the valid values are
provided in the drop-down list, except where noted in the description.

Criteria

Description

Display Filter Criteria

Option

Desktop
JRE Major Version

JRE Minor Version

JRE Full Version

JRE Architecture

JRE Security

OS Family
OS Version

OS (Family +
Version)

OS Architecture

Last Contact

Owner First Name

Owner Last Name

Owner Email

ORACLE

List of desktops managed by AMC

Major version of the JRE, such as 1.7.0 or
1.8.0.

Version number of the update release for a
major release. The JRE major version filter is
also shown when this filter is selected.

Major and minor version of the JRE, such as
1.7.0_67 or 1.8.0_40

Architecture of the JRE, such as 32 for the 32-
bit JRE

Security status based on the JRE security
baseline. Set the filter to show desktops where
all installed JREs are secure, all installed JREs
are insecure, or some installed JREs are
insecure.

Operating system for the desktop

Version of the operating system. The OS family
filter is also shown when this filter is selected.

Family and version of the operating system

Architecture of the operating system

The following desktop states are listed in this
drop-down list: Retired, Offline, and Online. Set
the filter to display the desktop state:

» Retired: a desktop that hasn't contacted the
AMC server for more than a month. It may
happen that a desktop is actually on, but
for some reason the AMC agent cannot
contact the server.

See Unregistering Advanced Management
Console Agents and Usage Tracker
Properties in the Advanced Management
Console Installation and Configuration
Guide for instructions used in removing
Retired desktops.

«  Offline: a desktop that hasn't contacted the
AMC server for more than a day but less
than a month.

e Online: desktops that have contacted the
server in the last 24 hours.

First name of the registered user of the desktop.
Enter the name to match.

Last name of the registered user of the desktop.
Enter the name to match.

Email of the registered user of the desktop.
Enter the email address to match.

X
X X
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Criteria Description Display Filter Criteria
Option
Active Rule Set Name of the active rule set installed on the X X
desktop
Rule Set Status Status of the request to push a rule set to the X X
desktop
Agent Version Version of the AMC agent that is running on the X
desktop
Desktop-group Filter for each desktop group that is defined, if X X

any. Desktop-group is the name of the group.

JRE Security Baseline

The JRE security baseline identifies the latest version of the JRE that contains security-
related changes. A baseline is identified for each JRE family. The Status tab of Advanced
Management Console shows the current security baseline.

The Java Security Baseline section of the Status tab shows the following information:

URL: Location from which Advanced Management Console downloads information about
the security baseline version

Baseline Date: Date and time that the security baseline at the location identified by the
URL field was last updated

Baseline: The security baseline version for each JRE family

Last Check: Date and time that information about the security baseline was last checked
by the Advanced Management Console

JRE Management Architecture

The Java Runtime Environment (JRE) management workflow consists of the following
components: User Interface (Ul), Server, and agents.

ORACLE

This topic describes the JRE architecture:

Ul: The user interface for JRE Management is facilitated through the Desktop and the
Status tabs in the Advanced Management Console

— Desktops: In the Desktops tab, select required desktops, where a JRE should be
installed or uninstalled, and click Install JRE or Uninstall JRE respectively.

— Status: In the Status Tab, you can see view the details of all the scheduled actions
(commands) with information about the number of desktops, where each action is
completed, failed, or in progress.

— Installer: In the Installers tab, you can add Java versions and configure them for both
enterprise and non-enterprise JREs. Enterprise JREs are similar to .msi packages,
which contain both JRE packages and configuration files, while non-enterprise JREs
don’t contain any configuration files. Non-Enterprise JREs cannot be configured.
They are used without configuration.

Server/Database: The information about each install JRE or uninstall JRE action is
stored. Each action contains information about all desktops, where it is targeted to, as
well as status on each desktop
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* Agents: The agent actions perform the JRE installation and uninstallation
processes.
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Java Usage

The Advanced Management Console provides administrators with information about the Java
applications that are run in their enterprise and the versions of the Java Runtime Environment
(JRE) that are used to run them. Through the Advanced Management Console ,
administrators can determine such things as which version of the JRE is used to run
corporate applications and how many browser-based applets are being run in the enterprise.

This topic contains the following sections:

e About Tracking Java Usage

e Java Usage Tab

e Generating Reports for Java Usage

e Updating the Applications

* Deleting the Applications

* Export Data

* Java Usage Information

*  Filter Criteria for Java Usage Information

» Java Usage Record Counters

About Tracking Java Usage

Java Usage Tracker is a feature of Oracle Java runtimes (JDK and JRE). When enabled on
an instance, Java Usage Tracker (JUT) tracks the use of applications and Java runtimes on
that instance. Advanced Management Console collects the information from the Usage
Tracker and presents it in reports.

For the Advanced Management Console to collect information, the Java Usage Tracker must
be enabled on desktops in the enterprise. When you install the Advanced Management
Console Agent on a desktop, the Java Usage Tracker gets enabled. You can also manually
enable the Java Usage Tracker on desktops that do not support the Advanced Management
Console Agent.

See Java Usage Tracker Setup for Advanced Management Console in the Advanced
Management Console Installation and Configuration Guide.

The Status tab of the Advanced Management Console shows the number of records that
were processed successfully or unsuccessfully. See Java Usage Record Counters.

Java Usage Tab

ORACLE

The Java Usage tab of Advanced Management Console shows the applications that are
running on desktops in your enterprise and the versions of the Java Runtime Environment
(JRE) that are being used. Filters are available to get reports about the applications and
JREs.
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The information is shown in the format of a table, pie chart, or bar chart. See Views for
Java Usage.

The filters determine what information is shown.

From this tab, Java Usage Tracker data can be exported to an HTML file or a comma-
separated values (CSV) file.

Views for Java Usage

Information in the Java Usage tab of the Advanced Management Console is available
in table format, as a pie chart, and as a bar chart, as depicted by table, pie chart, and
bar chart icons respectively. The display option and filter criterion are used to choose
the type of information shown.

The table view is the default view. Click the arrow that appears in the column heading
to sort the data by the values in that column. Use the navigation bar below the table to
view additional pages when the number of entries exceeds the page size. The Details
and Properties icons are enabled when you select an application in the Display table.
These two icons are grayed out if no application is selected no application is selected.
The Properties icon gets enabled when you select a non-web application and the both
the icons are enabled only when you select a web-based application.

The categories shown for the pie chart and the horizontal axis of the bar chart are
based on the option selected for Display. For example, if Application Security is
selected, then the categories are Sandbox and All permissions. The count shown in
the pie chart segments and the vertical axis of the bar chart is based on the option
selected for Counter. If Counter is set to Hosts, then the charts show the number of
hosts in each category.

Filters for Usage Information

ORACLE

The display option and filter criteria in the Java Usage tab of the Advanced
Management Console determine what type of information is shown.

The default display option is JRE Full Version. This option shows statistics for the
applications that were run with the JRE versions that are shown. The display option
sets the type of information that is shown in the first column of the table view and the
categories for the pie chart and bar chart.

The filter criteria further refine the information shown. The choices available for each
criterion are based on the values reported by Java Usage Tracker. For example, if the
only major JRE versions used for all applications that are tracked are 1.7.0 and 1.8.0,
then 1.6.0 is not shown as a choice for the JRE Major Version criteria.

You can use the display option and filter criteria together to get answers to questions
similar to the ones in the following list:

*  Which applications are running with an insecure version of the JRE?

Set Display to Application. Add the criterion JRE Security Baseline and set it to
some JREs are insecure.

* How many Java Web Start applications require access to the user's system?

Set Display to Application Type. Add the criterion Application Security and set
it to All Permissions. Add the criteria Application Type and set it to WebStart
Application.
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The next example shows how to see which applications require access.
*  Which Java Web Start applications require access to the user's system?

Set Display to Application. Add the criterion Application Security and set it to All
Permissions. Add the criterion Application Type and set it to WebStart Application.

*  What operating systems are being used to run applications?
Set Display to OS Family. No additional filters are needed.

* What are the applications, types of applications, and the JRE versions discovered after a
specified date?

Add the criterion First Use After and set the required date and time to view all the
applications or JREs that were discovered after the date and time selected.

* How to list the applications that use Java Commercial features?

Set Display to Application. Add the criterion Java Commercial Feature. Select the
required filter option FlightRecorder, UseAppCDS, or both to display relevant
applications that use Java Commercial features.

Generating Reports for Java Usage

Reports are used to answer questions about how Java is used in your enterprise. These
reports use the information generated by Java Usage Tracker and collected by the Advanced
Management Console Agent. Report data can be exported to an external file.

To generate a report:

1. Inthe Advanced Management Console , click the Java Usage tab.
2. Set Display to the type of information that you want.

The values for the type of information selected are shown as the first column of the table
view, the categories for the pie chart, or the horizontal axis of the bar chart.

3. To further filter the information, click Add Criteria and select one or more filters from the
list.

4. For each filter selected, select or enter the value to match.

Filters that provide a list of values show only values that are present for at least one
application. For filters that do not provide a list of values, such as Application, type the
string to match and press Enter.

Some filters require a secondary filter. The secondary filter is automatically shown when
the primary filter is selected. For example, if the filter criterion JRE Minor Version is
selected, then the JRE Major Version filter is also shown.

5. Choose the format in which you want to view the information.

Updating the Applications

ORACLE

In the Java Usage tab of the Advanced Management Console , you can select an application
and set a name (an alias) for it. Applications are uniquely identified by locations, which are
different for various application types. They can be, for example, class names, web page
URLs, JNLP URLs, or jar file names. However, location names are often long and/or less
understandable. In addition, it is also possible for a single application to have multiple
locations that look similar or share a common pattern. For this reason, setting an alias makes
an application appear more readable and also enables the merging of multiple locations into
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a single application. More specifically, for every application in the Java Usage tab, you
can set an alias to simplify the application name. For example,
com.sun.deploy.panel.ControlPanel can be named Java Control Panel.

To update (or simplify) application names:

1.
2.

8.

In the Advanced Management Console , click the Java Usage tab.

Set Display to the type of information that you want. To update application names,
ensure to set the Display type to Applications.

The Update Name button is displayed only when the Display type is set to
Applications.

Select an Application that you want to update in the Application table.
The Update Name button becomes enabled.

Click Update Name to display the Update Application Name dialog box.
Enter the new application name in the Application Name field.

Enter a pattern in the Location Pattern field. You can use wild cards for the
pattern: an asterisk (*) substitutes zero or any characters; an underscore ()
substitutes a single character.

Note that the merging is enabled for standalone applications only.
Click Next to review the details under Review and Submit.

At this step, you can review the new name of the application, and in case of
standalone applications, a list of locations that are going to be merged into a single
application.

Click Submit.

The application name gets updated and message is displayed indicating that the
application was successfully updated.

Deleting the Applications

You can delete the applications based on the entries selected or filter criteria that is
applied.

ORACLE

To delete applications:

1.
2.

In Advanced Management Console , click the Java Usage tab.

Ensure that the Application is selected in the Display option. Select the
applications you want to delete.

You can also set the filter criteria to show only the applications that you want to
delete.

Click Add Criteria and set the values for each filter that you selected. The
applications that matches the criteria gets listed. See Filter Criteria for Java Usage
Information.

Click Delete Applications.

The Delete Applications window is shown where you can choose the target
applications to be deleted. Choose either Selected Applications or All Filtered
Applications.

Click Confirm.
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The selected applications gets deleted.

Export Data

Data from the Java usage reports that are generated by Advanced Management Console can
be exported to an external file. Filter criteria is used to choose the applications that are
included in the exported data.

To export Java usage data:

1. In Advanced Management Console , click the Java Usage tab.

2. (Optional) Set the filter criteria to show only the applications that you want included in the
exported data.

Click Add Criteria and set the values for each filter that you select. Only information that
matches the criteria is exported. The Display option does not affect what information is
exported.

If no filters are set, all applications are included in the exported data.
3. Click Export Data.
The Export Data window is shown.
4. Choose the output format.
e HTML: The generated file contains the data in a table with HTML formatting.

e CSV: The generated file contains the data in text fields that are separated by the
value separator that you select.

e JSON: The generated file contains the data in machine-readable JSON format.
5. Click Confirm.

The browser prompts you to either save or view the data. Depending on the format
selected, the default file name is amc2-java-usage YYYY-MM-DD HH-MM.csv OF amc2-
java-usage YYYY-MM-DD HH-MM.html, where YYYY-MM-DD HH-MM is the server-side
timestamp of when the file was created.

The following data is exported for each application that meets the filter criteria. See Filter
Criteria for Java Usage Information for a description of the properties:

* Location

*  Type of application

*  Application security

e Java version

* Java architecture

* Host name/IP address

*  Operating system name

e Operating system version
* Run count

e Timestamp of last run
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Java Usage Information

The Java Usage Information is about applications and their Java Runtime Environment
(JRE) versions that are used to run them is collected from desktops that have the
Advanced Management Console agent installed. This information is shown in the Java
Usage tab of Advanced Management Console .

The following table describes the statistics that are shown. All of the statistics, except
Path are available in the table view. Select one row (depends on the selected Display,
one row can be an application, or an application type, or an OS family) in table view
and click the Properties icon, the Path information for the table row is shown. The
path details for the JRE are displayed immediately below the Hosts details, and
appear in the same place for all display types. Latest usage is not available for the pie
chart or bar chart.

Statistic Description
# Apps Number of applications that meet the filter criteria
# Runs Cumulative number of times that the applications that meet the filter

criteria have been run

# Hosts Number of hosts on which the applications that meet the filter
criteria are installed

# JREs Number of JREs associated with this row for the chosen display
type. For example, if the display type is Applications, then it's the
number of JREs used to run the application; similarly, if the display
type is OS family, then it's the number of JREs run on that OS

family.
First Usage The first time an application or a JRE version was discovered.
Latest Usage The most recent time that an application that meets the filter criteria
was run.
Path Full path of the JRE in Java Usage reports. For example: /

Library/Application Support/Oracle/Java_ AMC/
versions/AMC-2.7-b04/java

Filter Criteria for Java Usage Information

The filter criteria available in the Java Usage tab of Advanced Management Console
are used to generate reports about how Java is used. The filters and the values
chosen provide administrators with specific information about the applications in use in
the enterprise.

The following table describes the filters that are available, and indicates if each
criterion is available as the display option or as a filter. For filters, valid values are
provided in the drop-down list, except where noted in the description.

Criteria Description Display Filter
Option Criteria

Application Type Type of application, such as HTML applet or X X
Java Web Start application.
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Criteria Description Display Filter
Option Criteria

Application Name or location of the main class, JAR file, or X X
JNLP file, depending on the type of application.
Enter the string to match.

Application Security  Type of access required by the application, such X X
as sandbox or all-permissions

JRE Major Version Major version of the JRE, such as 1.7.00r 1.8.0 X X

JRE Minor Version Version number of the update release for a major X
release

JRE Full Version Major and minor version of the JRE, such as X
1.7.0_67 or 1.8.0_40

JRE Security Security status based on the JRE security X

Baseline baseline. See JRE Security Baseline. Set the

filter to show statistics for applications that were
run with only secure JREs, only insecure JREs,
or a mixture of secure and insecure JREs.

JRE Architecture Architecture of the JRE, such as 32 for the 32-bit X X
JRE

OS Family Operating system on which the application and X X
JRE run

OS Version Version of the operating system X

OS Family + Version Family and version of the operating system X

Java Commercial The commercial features such as FlightRecorder X

Feature and UseAppsCDS that the applications use.

Java Usage Record Counters

ORACLE

The Advanced Management Console collects Java usage records and processes them to
extract the information needed. The Status tab shows the number of records that are
processed.

The Java Usage section of the Status tab shows the following information:

* Accepted Records: Number of usage records that were processed successfully.

* Rejected Records: Number of usage records that couldn’t be processed. Possible
reasons for rejecting a record can either include a discrepancy between the Java Usage
Tracker configuration in the Advanced Management Console and the Java Usage
Tracker configuration for a desktop, or a new Java application is using an argument value
that conflicts with the existing Java Usage Tracker configuration.

To display details of records:

1. Click Rejected Records to display rejected record details, such as IP address,
Rejection Reason, and Truncated Java Usage Tracker Record in the JUT Record
Rejection Details dialog.

2. Click the Rejected Records Table icon to display all the records in a tabular format.

3. Select a record and click the Rejected Record details icon to display the details of
the selected record. The display of records in the Rejected Records Table can be
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further refined with filters. You can toggle the checkboxes against each of the
filters to select or deselect the filters.

4. If you want to remove all filters, then click Remove All.

5. Click Download Rejected Records File to open or save the list of rejected
records as a CSV file.

# Note:

The maximum number of records that gets downloaded in a file is
100,000.

Clear Counters resets the record counters to zero. If records are being rejected,
then clearing the counters after attempting to resolve the issue shows if records
are no longer being rejected.
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The Advanced Management Console enables administrators to add Java installer packages
for Windows and macOS.

" Note:

Adding Java installer packages for Linux platform is currently not supported.

AMC supports Java Runtime (JRE) installers for Enterprise (MSI) as well as Non-Enterprise
(EXE/DMG). The customized installer package contains the installation options that are set
according to the needs of the enterprise.

This topic includes the following sections:

e About Installer Configurations

e Adding a Java Version

e Adding an Installer Configuration

e Editing an Installer Configuration

e Deleting an Installer Configuration

e Applying a Configuration to an Installer File
e Exporting an Installer Configuration to a File
e Installer Configuration Attributes

e Installer Configuration Properties

About Installer Configurations

ORACLE

The Installers tab of the Advanced Management Console is divided into Enterprise and Non
Enterprise sub tabs. Each of these sub tabs comprises the Windows tab and the macOS tabs
that show the installer configurations that have been created on Windows and macOS
respectively. Information about each installer is also shown, such as the date it was last
modified and the number of properties that have been customized. Commercial customers
have access to MSI (Windows installer) for the JRE. These files contain installer properties
that you can set to customize the installation of the JRE. The Advanced Management
Console enables you to create configuration files and custom installer files to use when
deploying a JRE to desktops that run on these operating systems.

Additional configurations can be created as needed. For example, if the organizations in your
enterprise have different requirements for installing the JRE, then you can create a custom
configuration for each organization. A custom installer file can be generated for each
configuration, or the configuration can be exported to a file, which is then passed to the
installer when the installer is invoked.
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< Note:

Any kind of installer configuration is applicable to Enterprise installers only.

The initial configuration is created when the Java version is added to the Advanced
Management Console . This configuration shows the default settings for the installer
properties.

Adding a Java Version

If you have an installer file for a Java Runtime Environment (JRE) version that is used
in your enterprise, then add this Java version to the Advanced Management Console .

ORACLE

As new versions of Java are released, add the installer files for each version. A default
configuration is created for each version based on the settings in the installer file. You
can also add non-enterprise JREs (EXE/DMG) to Advanced Management Console ,
but customization is not supported.

To add a Java version:

1.

In the Advanced Management Console , click the Installers tab.
The Enterprises sub tab is highlighted by default.

The Windows tab is displayed by default. Start the AMC Ul as described in
Starting the AMC User Interface, in case the user interface is not running.

If you want to add a Java version in a macOS environment, then click the macOS
tab.

Click Add Java Version.

A Java Web Start application is downloaded to your system and started. If you are
prompted to allow the application to run, then click Run.

# Note:

On Windows, you need to have a 32-bit JRE to run the Java Web Start
application.

On macOS, ensure that you open the jictool.jnlp from a terminal, using the
following command:

javaws <path-to-the-downloaded-jnlp-file>

Example: Use the following command if you are executing from the same folder
where the downloaded file is located:

javaws jictool.jnlp

In the Select installer for Configuration window, select installer file for the JRE that
you want to add, and click Open.
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After the installer file is uploaded to the Advanced Management Console , refresh the
browser page to see added Java version and installer file.

The installer file shown next to the Java version contains the default settings for the installer
properties. This is the base version, which is never changed in the Advanced Management
Console .

# Note:

Click the Non Enterprise sub tab, and repeat the steps to add a Java version to
non-enterprise JREs.

Adding an Installer Configuration

ORACLE

After you add a Java version to Advanced Management Console, you can add more
configurations for that version as needed. Different configurations enable you to customize
the installation for the different groups that you support.

# Note:

The configuration-related topics are applicable only to Enterprise JREs only. Non-
Enterprise JREs cannot be configured. They are used without configuration.

To add an installer configuration:

1. Inthe Advanced Management Console , click the Installers tab. The Enterprise sub tab
is highlighted by default.

In the Windows tab, the list of Java versions and existing configurations is shown. See
Adding a Java Version. If you want to add a configuration in a macOS environment, then
click the macOS tab.

2. Add a configuration.

* To add a configuration using the default settings, click Add New Configuration in the
table for the Java version of interest.

Enter the name for the configuration when prompted. The page of properties is then
shown.

» To add a configuration using the settings from an existing configuration, click
Duplicate in the Actions column for that configuration.

The page of properties is shown. The name of the configuration defaults to the name
of the configuration that was duplicated followed by -copy. Edit the Configuration
field to change the name.

3. Set the properties as needed.

If you change a property from its default setting, then the Reset option is shown in the
Set Default column. To restore the default value for a property, click Reset. If you
duplicate an existing configuration and change a property, then reset sets the property to
the default value, not to the value in the configuration that was duplicated.

4. Click Save to save the configuration.
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Editing an Installer Configuration

You can modify existing installer configurations in Advanced Management Console as
needed.

To edit an installer configuration:

1. Inthe Advanced Management Console , click the Installers tab. The Enterprise
sub tab is highlighted by default.

In the Windows tab, the list of Java versions and existing configurations is shown.

If you want to edit a configuration in a macOS environment, then click the macOS
tab.

2. Click Edit in the Actions column for the configuration that you want to edit.
The page of properties is shown.
3. Change the settings as needed.

If you change a property from its default setting, then the Reset option is shown in
the Set Default column. To restore the default value for a property, click Reset.

4. Click Save to save the configuration.

Any customized MSI files and exported configuration files that were created before the
configuration was edited are not changed.

Deleting an Installer Configuration

When a configuration is no longer needed, you can delete this installer configuration
from Advanced Management Console .

To delete an installer configuration:

1. Inthe Advanced Management Console , click the Installers tab. The Enterprise
sub tab is highlighted by default.

In the Windows tab, the list of Java versions and existing configurations is shown.
If you want to delete a configuration from a macOS environment, then click the
macOS tab.

2. Click Delete in the Actions column for the configuration that you want to remove.
3. Confirm the deletion when prompted.

The page automatically refreshes and shows that the installer configuration has
been deleted.

4. (Optional) Manually delete any customized MSI files and exported configuration
files that you created from the deleted configuration.

Applying a Configuration to an Installer File

To create a custom installer file, apply an installer configuration in Advanced
Management Console to the base installer file for a Java version. The custom installer
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file then contains the settings needed to install the Java Runtime Environment (JRE) in your
enterprise.

To apply a configuration to an installer file:

1. Inthe Advanced Management Console , click the Installers tab. The Enterprise sub tab
is highlighted by default.

In the Windows tab, the list of Java versions and existing configurations is shown.

" Note:

You cannot apply a configuration to an installer file in the macOS environment.
2. Click Apply to MSI in the Actions column for the configuration that you want to use to
create the custom MSI file.

A Java Web Start application is downloaded to your system and started. If you are
prompted to allow the application to run, then click Run.

3. Inthe Save Configured MSI File As window, go to the location where you want to save
the custom MSiI file and provide a name for the file.

4. Click Save to start downloading the base MSI and applying the configuration.

The message "File file-name patched successfully” is shown when the customized MSI
file is successfully saved.

Use this installer (MSI) file with system management software to distribute the JRE and
ensure that it is installed with the settings required by your enterprise. If needed, settings in
the MSiI file can be overridden by settings passed from the command line or a configuration
file.

an Installer Configuration to a File

A configuration file for installer can be exported using the Export to File option. This
configuration contains customized setting applicable to related Java version installer and can
be used to run a customized installations.

To export an installer configuration to a file:

1. Inthe Advanced Management Console , click the Installers tab. The Enterprise sub tab
is highlighted by default.

In the Windows tab, the list of Java versions and existing configurations is shown. If you
want to export an installer configuration in a macOS environment, then click the macOS
tab.

2. Click Export to File in the Actions column for the configuration that you want to export.
You are prompted to either open the file with a text editor or save the file.
* To save the file, select Save File.

Navigate to the location where you want to save the file and enter a name of your
choice. Click Save.

» To view the file in an editor, select Open With and choose the editor to use.

Make any changes that you want and then save the file to the location of your choice.
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When you install a JRE, pass the file that you created while installing an MSI file. This
step is required to provide custom settings to the file that is created during MSI
installation. Ensure that the version of the JRE you are installing matches the version
of the JRE for which the configuration file was created. Make sure that the Settings in
the configuration file override the settings in the MSI file. Settings from the command
line override both the configuration file and the MSI file.

You can use this configuration file to test configurations without needing to create
multiple MSI files. Also, if most settings are the same for all organizations, then you
can create a custom MSI file for most settings and then pass in a configuration file for
the few settings that are different.

Installer Configuration Attributes

The Installers tab of Advanced Management Console provides information about the
available installer configurations and the attributes. Configurations for each Java
version that was added to Advanced Management Console are grouped by Java
version.

The following table describes the information shown for each configuration:

Attribute Description

Configuration Name of the configuration

Created On Date and time that the configuration was created
Last Modified On Date and time of the most recent modification

# Customized Properties Number of properties that have a value different than the default
value

Actions Actions that are available for the configuration

Installer Configuration Properties

ORACLE

Property settings are used to manage the installation of the Java Runtime
Environment (JRE). These settings control such things as the location of the
deployment rule set, where the JRE is installed, and if Java applications are allowed to
run in the browser.

The properties that are available differ by the version of the JRE. See Installer
Configuration File Options in MSI Enterprise JRE Installer Guide for Windows.
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Rule Sets

The Advanced Management Console enables administrators to create and distribute
deployment rule sets, which provide control over the browser-based Java applications that
are run on desktops in their enterprise. Usage information collected from Java Usage Tracker
reports can be used to create rules and rule sets. Existing rule sets can be imported and
managed by Advanced Management Console . You can also remove deployed rule sets.

This topic includes the following sections:

e About Deployment Rule Sets

* Rule Sets Tab

e Managing Rule Sets and Rules

*  Deploying Rule Sets

*  Deployment Rule Set Distribution

*  Removing Deployment Rule Sets

About Deployment Rule Sets

A deployment rule set enables enterprises to continue using legacy business applications in
an environment of ever-tightening application security policies. You can use a deployment
rule set to manage which web-based Java applications, such as Java applets or Java Web
Start applications, are allowed to run in an enterprise. You can also use a deployment rule set
to control the version of the Java Runtime Environment (JRE) that is used for an application.
The Advanced Management Console provides administrators with a tool for creating and
managing deployment rules sets, which can then be distributed throughout the enterprise.

Deployment rule sets contain deployment rules. These rules are used in the deployment
process to determine if a browser-based Java application is allowed to run, if the application
is automatically blocked, or if default processing is used. Applications are compared to the
rules based on criteria such as location, title, JAR file checksum, and certificate used to sign
the application. Rules are compared in the order in which they appear in the rule set. The first
rule that an application matches determines the action taken for that application.

Although multiple rule sets can be defined, only one rule set can be active on a user's
system. That rule set must be a signed JAR file. The export feature of the in the Rule Sets
tab generates the necessary JAR file. If JAR signing is enabled, then signing is done as part
of the export process; otherwise, the JAR file must be signed manually. After the JAR file is
signed, it must be imported into the Advanced Management Console to be available for
distribution. See Exporting a Rule Set. In the Rule Sets tab, you can also set a rule set as the
default deployment rule set. See Setting Default Deployment Rule Set,

See Deployment Rule Set in the Java Platform, Standard Edition Deployment Guide.
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Rule Sets Tab

The Rule Sets tab of the Advanced Management Console shows a list of rule sets and
corresponding lists of all rules. The tab also displays an artificial rule set called All
Rules, which is not a rule set, but is a collection of all rules in the Advanced
Management Console . For each rule set, the name and its title, action of the rule, rule
version, and the location of the rule are displayed.

In the Display Rule As table, click the arrow that appears in the column heading to
sort the data by the values in that column. Use the navigation bar below the table to
view additional pages when the number of entries exceeds the page size. Click the
Properties icon next to Display Rule As to view the properties of the selected Rule.
The following figure displays the Display Rule As table and its properties:

Display Rule As: = D New

D Rule Name A Title Action 4. Run Version Location

61 Allow-DryRun-Rule JNLP application RUN % SECURE-1.8+ http:/iparovoz_ru.oracle.com/~aananievijem/applets/JnipApplic ation.jnip

45 Allow-Rule AMGC Webstart Sample RUN SECURE-1.8 https:f/slc0Bmcc. us oracle com:8088/amcwebuifamcsamples/webstart/Red/version-webstart jnlp

63 Allow-Sample-Rule AMC Webstart Sample RUN SECURE-1 8+ https:f/slc0Bmcc us oracle.com:8088/amcwebui'amcsamples/webstart/Yellow/version-webstart jnip

In Display Rule Set As, click the Table icon, and then click the Rule Set Action icon
to do the following to manage the rule sets:

e Create arule set

* Delete the selected rule set
e Sign the selected rule set

* Import a rule set

* Export arule set

e Assign a default rule set

*  Move the selected rule up or down by clicking the Up and Down arrow icons

Under Display Rule Set As, select a Rule Set and click the Rule Set Details icon to
view the Rule Set details, and then manage the rule sets (create, delete, sign, import,
export, and assign a default rule set).

In the Rule Set Details pane, click the Edit icon to edit the selected rule set. Click the
Rule Set Details (search) icon to view the details of the rule set both in tabular as well
as properties view.

Managing Rules and Rule Sets

ORACLE

Use the Rule Set tab in the Advanced Management Console to manage rule sets and
view the relationship between rule sets and applications.

The following table under Rule Set Details describes the information that is shown for
each rule set. To view the details, click the Rule Set Details icon :
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Property Description

Rule Set Name Name of the rule set. This name is not part of the exported rule set. Double-
click the rule set name to show and hide the names of the rules that are in
the rule set.

# of Rules Number of rules in the rule set

Signed Indicator that the rule set is signed. Rule sets that show a check mark in this

column are signed. Only signed rule sets can be distributed to desktops in
your enterprise.

This topic contains the following sections:

Managing Rule Sets

Managing Rules

Managing Rule Sets

You can manage rule sets in the Rule Sets tab of the Advanced Management Console .

This topic contains the following sections:

Adding Rules to a Rule Set

Editing a Rule Set

Deleting a Rule Set

Exporting a Rule Set

Signing a Rule Set

Setting Default Deployment Rule Set

Adding a Rule Set

Only one deployment rule set can be active on a desktop. However, you can have more than
one rule set in Advanced Management Console . You can also create rule sets for different
purposes, such as providing a customized rule set for each department in your enterprise.
Working with multiple rule sets also enables you to try out different combinations of rules.

Adding a Rule Set includes the following:

Importing an Existing Rule Set

Creating a Rule Set

Importing an Existing Rule Set

ORACLE

If you have an existing rule set, then you can import it into Advanced Management Console
from the Rule Set tab.

To import a rule set:

1.
2.

In the Advanced Management Console , click Rule Set.

In the Display Rule Set As, click the Rule Set Actions drop-down arrow icon and select
Import to display the Import New Rule Set dialog.

Enter or browse to the location of the file that you want to import.
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You can import a signed or unsigned rule set JAR file named
DeploymentRuleSet.jar, or a rule set definition file named ruleset.xml.

Enter a name in Rule Set Name.

Advanced Management Console uses this name is used to manage the rule set.
The name is not included when a rule set is exported.

Click Import to import the rule set.

The rule set is added to the Rule Sets table, and the rules included in the rule set
are added to the Rules table. Expand the rule set to see the rules that were
imported. The names for the rules in the imported rule set default to the name of
the rule set followed by a rule number. See Editing a Rule.

Creating a Rule Set

To create new Rule Sets for managing web-based Java applications in your enterprise,
go to the Rule Set tab in theAdvanced Management Console .

To create a rule set:

1. Inthe Advanced Management Console , click Rule Set.

2. In Display Rule Set As, click the Rule Set Actions icon to display the New Rule
Set dialog.

3. Enter a Name for the rule set.

4. (Optional) Enter the Customer Data for the rule set.
The Custom Data information is added to the Java Usage Tracker record when no
rules in the rule set match the application.
Add valid XML in the Customer Data field. A block of data must begin with the
<customer> element and end with the </customer> element. Multiple <customer>
blocks are valid and all XML elements must be within a <customer> block. If the
data is invalid, then the rule cannot be saved.

5. Click Create to create the rule set.
The rule set is added to the Rule Sets table. If you added rules when you created
the rule set, then you can expand the rule set to see the rules. See Adding a Rule
to a Rule Set.

Editing a Rule Set

ORACLE

After a deployment rule set is created, you can add more deployment rules and delete
rules that are not needed in the Rule Sets tab in the Advanced Management

Console . You can also reorder the rules. The order of the rules in the rule set is
important, because the action taken for a web-based Java application is determined by
the first rule that the application matches.

The Editing a Rule Set topic includes the following sections:

Adding a Rule to a Rule Set
Reordering Rules in a Rule Set
Removing Rules from a Rule Set

Editing Customer Data in a Rule Set
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Editing a Signed Rule Set

Adding a Rule to a Rule Set

You can add deployment rules to the rule set to define the action that you to be applied for a
web-based Java application in the Rule Sets tab. The order of the rules matters.

To add rules to a rule set:

1.
2.
3.

Click the Rule Sets tab in the Advanced Management Console .
Under Display Rule As, select a rule in the Rules table.
Use one of the following methods to add the selected rule to a rule set:

e Use the mouse to drag the selected rule from the Rules table to the target rule set in
the Rule Sets table.

e Click Add to Rule Set. In the Add a Rule to a Rule Set dialog, select a target rule
sets, and click Add.

e Inthe Rule Sets table, select a rule in a rule set. Use the mouse to drag the rule to a
different rule set. The rule is added to the target rule set and also remains in the
source rule set.

See Editing a Signed Rule Set for actions that are needed if you edit a signed rule set.

Reordering Rules in a Rule Set

The order of the deployment rules in a deployment rule set matters. The first rule to match an
application is used to determine the action for that application. You can reorder rules using
the Up and Down arrows in the Rule Sets tab. For bes