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ORACLE’

Preface

This guide explains how to install, configure, and manage a highly available Oracle Fusion
Middleware enterprise deployment..

Audience

In general, this document is intended for administrators of Oracle Fusion Middleware, who are
assigned the task of installing and configuring Oracle Fusion Middleware software for
production deployments.

Specific tasks can also be assigned to specialized administrators, such as database
administrators (DBAs) and network administrators, where applicable.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at ht t p: / / ww. or acl e. con? pl s/t opi ¢/ | ookup?ct x=accé& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit ht t p: / / www. or acl e. com pl s/t opi ¢/l ookup?
ctx=acc&i d=i nfo or visit ht t p: // www. or acl e. com pl s/t opi ¢/ | ookup?ct x=acc&i d=trs if you
are hearing impaired.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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Preface

@® Note

This guide focuses on the implementation of the enterprise deployment reference
topology on Oracle Linux systems.

The topology can be implemented on any certified, supported operating system, but
the examples in this guide typically show the commands and configuration steps as
they should be performed using the bash shell on Oracle Linux.
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Understanding an Enterprise Deployment

It is important to understand the concept and general characteristics of a typical enterprise
deployment, before you configure the Oracle WebCenter Content enterprise deployment

topology.
This part of the Enterprise Deployment Guide contains the following topics.

Enterprise Deployment Guide for Oracle WebCenter Content
October 20, 2025
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Enterprise Deployment Overview

The Enterprise Deployment Guide provides detailed, validated instructions that help you plan,
prepare, install, and configure a multi-host, secure, highly available, production topology for
selected Oracle Fusion Middleware products.

This chapter introduces the concept of an Oracle Fusion Middleware enterprise deployment. It
also provides information on when to use the Enterprise Deployment guide.

About the Enterprise Deployment Guide

An Enterprise Deployment Guide provides a comprehensive, scalable example for installing,
configuring, and maintaining a secure, highly available, production-quality deployment of
selected Oracle Fusion Middleware products. The resulting environment is known as an
enterprise deployment topology.

Enterprise Deployment Guides are the foundation to Maximum Availability Architectures for
Oracle Fusion Middleware products. Oracle’s Maximum Availability Architecture provides a set
of architectures, configurations, and operational best practices that provide High Availability
and Disaster Recovery solutions for the entire Oracle Stack. An Enterprise Deployment is the
incarnation of these best practices in the scope of a single data center. When combined with
the appropriate configuration and operational models for disaster protection, the enterprise
deployment will achieve optimal high availability, data protection, and disaster recovery at the
lowest cost and complexity while providing the best Recovery Time Objective (RTO) and
Recovery Point Objective (RPO).

For example, the enterprise deployment topology introduces key concepts and best practices
that you can use to implement a similar Oracle Fusion Middleware environment for your
organization.

Each Enterprise Deployment Guide provides detailed, validated instructions for implementing
the reference topology. Along the way, the guide also offers links to supporting documentation
that explains concepts, reference material, and additional options for an Oracle Fusion
Middleware enterprise deployment.

Note that the enterprise deployment topologies described in the enterprise deployment guides
cannot meet the exact requirements of all Oracle customers. In some cases, you can consider
alternatives to specific procedures in this guide, depending on whether the variations to the
topology are documented and supported by Oracle.

Oracle recommends customers use the Enterprise Deployment Guides as a first option for
deployment. If variations are required, then those variations should be verified by reviewing the
related Oracle documentation or by working with Oracle Support.

When to Use the Enterprise Deployment Guide

This guide describes one of the three primary installation and configuration options for Oracle
Fusion Middleware. Use this guide to help you plan, prepare, install, and configure a multi-
host, secure, highly available, production topology for selected Oracle Fusion Middleware
products.
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ORACLE Chapter 1
When to Use the Enterprise Deployment Guide

Alternatively, you can use the other primary installation and configuration options:

« Review Planning an Installation of Oracle Fusion Middleware, which provides additional
information to help you prepare for any Oracle Fusion Middleware installation.
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About a Typical Enterprise Deployment

It is essential to understand the components of a typical enterprise deployment topology.

This chapter provides information on the Enterprise Deployment Topology diagram.

Diagram of a Typical Enterprise Deployment

This diagram shows all the components of a typical enterprise deployment, including the Web
tier, Application tier, and Data tier. All enterprise deployments are based on these basic
principles.

All Oracle Fusion Middleware enterprise deployments are designed to demonstrate the best
practices for installing and configuring an Oracle Fusion Middleware production environment.

A best practices approach starts with the basic concept of a multi-tiered deployment and
standard communications between the different software tiers.

This Enterprise Deployment uses secured communications using SSL all the way from the
external clients to the backend WebLogic Servers. Although this eliminates numerous security
vulnerabilities and increases the resiliency against different types of attacks, it has implications
on the overall performance of the system. These implications vary depending on the
applications deployed and the workloads in each invocation. For more information, see
Configuring SSL Administering Security for Oracle WebLogic Server. An alternative approach,
is to terminate SSL at the load balancer. This approach also ensures the communication
between the client and the load balancer while maximizing performance within the system
components by avoiding SSL overhead in the rest of the tiers. The downside is that this may
not offer sufficient security in cloud based applications.

Figure 2-1 shows a typical enterprise deployment, including the Web tier, Application tier, and
Data tier. All enterprise deployments are based on these basic principles.

For a description of each tier and the standard protocols used for communications within a
typical Oracle Fusion Middleware enterprise deployment, see About the typical Enterprise
Deployment Topology Diagram.
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ORACLE Chapter 2
Diagram of a Typical Enterprise Deployment

Figure 2-1 Typical Enterprise Deployment Topology Diagram
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About the Typical Enterprise Deployment Topology Diagram

A typical enterprise deployment topology consists of a Hardware Load Balancer (LBR), web
tier, an application tier, and data tier. This section provides detailed information on these
components.

Understanding the Firewalls and Zones of a Typical Enterprise Deployment

The topology is divided into several security zones, which are separated by firewalls:

The web tier (or DMZ), which is used for the hardware load balancer and Web servers (in
this case, Oracle HTTP Server instances ) that receive the initial requests from users. This
zone is accessible only through a single virtual server name that is defined on the load
balancer.

The application tier, which is where the business and application logic resides.

The data tier, which is not accessible from the Internet and reserved in this topology for the
highly available database instances.

The firewalls are configured to allow data to be transferred only through specific
communication ports. Those ports (or in some cases, the protocols that need open ports in the
firewall) are shown on each firewall line in the diagram.

For example:

On the firewall protecting the web tier, only the HTTP ports are open: 443 for HTTPS.
On the firewall protecting an application tier, HTTP ports, and MBean proxy port are open.

Applications that require external HTTPS access can use the Oracle HTTP Server
instances as a proxy. Note that this port for outbound communications only and the proxy
capabilities on the Oracle HTTP Server must be enabled.

On the firewall protecting the data tier, the database listener port (typically, 1521) must be
open.

The LDAP ports (typically, 389 and 636) are also required to be open for communication
between the authorization provider and the LDAP-based identity store.

The ONS port (typically, 6200) is also required so that the application tier can receive
notifications about workload and events in the Oracle RAC Database. These events are
used by the Oracle WebLogic Server connection pools to adjust quickly (creating or
destroying connections), depending on the availability and workload on the Oracle RAC
database instances.

For a complete list of the ports that you must open for a specific Oracle Fusion Middleware
enterprise deployment topology, see the chapter that describes the topology that you want to
implement, or refer to the Enterprise Deployment Workbook for the topology that you want to
implement. See Using the Enterprise Deployment Workbook.

Understanding the Elements of a Typical Enterprise Deployment Topology

The enterprise deployment topology consists of the following high-level elements:

A hardware load balancer that routes requests from the Internet to the web servers in the

web tier. It also routes requests from internal clients or other components that perform

internal invocations within the corporate network.
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* A web tier, consisting of a hardware load balancer and two or more physical computers
that host the web server instances (for high availability).

The web server instances are configured to authenticate users (through an external
identity store and a single sign-on server) and then route the HTTP requests to the Oracle
Fusion Middleware products and components that are running in the Application tier.

The web server instances also host static web content that does not require the application
logic to be delivered. Placing such content in the web tier reduces the overhead on the
application servers and eliminates unnecessary network activity.

* An application tier, consisting of two or more physical computers that are hosting a cluster
of Oracle WebLogic Server Managed Servers, and the Administration Server for the
domain. The Managed Servers are configured to run the various Oracle Fusion
Middleware products, such as Oracle SOA Suite, Oracle Service Bus, Oracle WebCenter
Content, and Oracle WebCenter Portal, depending on your choice of products in the
enterprise deployment.

e A data tier, consisting of two or more physical hosts that are hosting an Oracle RAC
Database.

Receiving Requests Through Hardware Load Balancer

The following topics describe the hardware load balancer and its role in an enterprise
deployment.

Purpose of the Hardware Load Balancer (LBR)

There are two types of load balancers, Local Load Balancers and Global Load Balancers. Load
balancers can either be hardware devices such as Big IP, Cisco, Brocade, and so on—or they
can be software applications. Most load balancer appliances can be configured for both local
and global load balancers.

Load balancers should always be deployed in pairs to ensure that no single load balancer is a
single point of failure. Most load balancers do this in an active-passive way. You should consult
your load balancer documentation on how best to achieve this.

@® Note

Oracle does not certify against specific load balancers. The configuration information
of load balancers given in the Enterprise Deployment guide are for guidance only and
you should consult with your load balancer vendor about the best practices that are
associated with the configuration of the device that you are using.

A local load balancer is used to distribute traffic within a site. It can distribute both HTTP and
TCP traffic and the requirements of your deployment dictates which options you should use.

Local load balancers often provide acceleration for SSL encryption and decryption as well as
the ability to terminate or of f - | oad SSL requests.

This SSL termination at the load balancer provides a performance gain to applications at the
cost of communications being secured in the rest of the tiers only by subnet restrictions in
corporate networks. Given the increased security requirements applying nowadays to
production deployments, this version of the Enterprise Deployment guide is implementing end-
to-end SSL communication all the way from the external clients to the middle tier. The HTTPS
protocol is used for the communication between clients and the frontend load balancer,
between the frontend load balancer and Oracle HTTP Servers and between Oracle HTTP
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Server and the WebLogic Servers . This comes at the cost of performance overhead that is
especially relevant in SSL handshakes. Depending on the type of connections used by client
requests (long lived, short lived, keep alive settings) this may be a factor in the performance of
an Enterprise Deployment. It is considered however that security standards have increased
nowadays and this guide will focus on the most secure deployment approach.

@® Note

For the purpose of providing the most realistic working environment possible this guide
uses demo certificates in the web and application tiers. Notice that demonstration
digital certificates and keystores are not recommended in production mode. The
sample steps provided in this book should be run or substituted with appropriate
certificates signed by a formal Certificate Authority in your production environment.

Enterprise Deployment guide environments always use a local load balancer. A global load
balancer is used when you have multiple sites that need to function as the same logical
environment. Its purpose is to distribute requests between the sites based on a pre-determined
set of rules. Global load balancers are typically used in Disaster Recovery (DR) deployments
or Active/Active Multi-Data Center (MDC) deployments.

The following topics describe the types of requests that are handled by the hardware load
balancer in an Enterprise Deployment:

HTTP Requests From the Internet to the Web Server Instances in the Web Tier

The hardware load balancer balances the load on the web tier by receiving requests to a single
virtual host name and then routing each request to one of the web server instances, based on
a load balancing algorithm. In this way, the load balancer ensures that no one web server is
overloaded with HTTP requests.

For more information about the purpose of specific virtual host names on the hardware load
balancer, see Summary of the Typical Load Balancer Virtual Server Names.

HTTPS or encrypted requests are routed from the load balancer to the web tier. This guide
provides instructions for SSL configuration between the load balancer and the web tier and
between the web tier and the application tier.

The load balancer provides high availability by ensuring that if one web server goes down,
requests are routed to the remaining web servers that are up and running.

Further, in a typical highly available configuration, the hardware load balancers are configured
such that a hot standby device is ready to resume service in case a failure occurs in the main
load balancing appliance. This is important because for many types of services and systems,
the hardware load balancer becomes the unique point of access to make invocations and, as a
result, becomes a single point of failure (SPOF) for the whole system if it is not protected.

Specific Internal-Only Communications Between the Components of the Application Tier

In addition, the hardware load balancer routes specific communications between the Oracle
Fusion Middleware components and applications on the application tier. The internal-only
requests are also routed through the load balancer by using a unique virtual host name.
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Load Balancer Considerations for Disaster Recovery and Multi-Data Center Topologies

In addition to the load-balancing features for local site traffic as described in the previous
topics, many LBR also include features for configuring global load-balancing across multiple
sites in DR or active/active MDC topologies.

A global load balancer configuration uses conditional DNS to direct traffic to local load
balancers at different sites. A global load balancer for Oracle Fusion Middleware is typically
configured for DR or MDC topologies:

e Active/Passive DR: Always send requests to site 1 unless site 1 in unavailable in which
case send traffic to site 2.

e Active/Active MDC: Always send requests to both site 1 and site 2, often based on the
geographic location of the source request in relation to the physical geographical location
of the sites. Active/Active deployments are available only to those applications which
support it.

For example:

Application entry point: app.exanple.com

Site 1 - Local Load Balancer Virtual Host: sitelapp.exanple.com
Site 2 - Local Load Balancer Virtual Host: site2app.exanple.com

When a request for app. exanpl e. comis received, the global load balancer would:
* If the topology is active/passive DR:

Change the IP address of app. exanpl e. comin DNS to resolve as the IP address of the
local load balancer Virtual Host for the active site. For example: si t elapp. exanpl e. com
(assuming that is the active site).

« If the topology is active/active MDC:

Change the IP address of app. exanpl e. comin DNS to resolve as either the IP address of
si telapp. exanpl e. comor si t e2app. exanpl e. comdepending on which site is nearest to
the client making the request.

For information on Disaster Recovery, see Disaster Recovery Guide.

For more information on Multi-Data Center topologies for various Fusion Middleware products,
see the MAA Best Practices for Fusion Middleware page on the Oracle Technology Network
website.

Summary of the Typical Load Balancer Virtual Server Names

In order to balance the load on servers and to provide high availability, the hardware load
balancer is configured to recognize a set of virtual server names. By using the naming
convention in Figure 2-1, the following virtual server names are recognized by the hardware
load balancer in this topology:

e product.exanpl e. com This virtual server name is used for all incoming traffic.

Users enter this URL to access the Oracle Fusion Middleware product that you have
deployed and the custom applications that are available on this server. The load balancer
then routes these requests (by using a load balancing algorithm) to one of the servers in
the web tier. In this way, the single virtual server name can be used to route traffic to
multiple servers for load balancing and high availability of the web servers instances.
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productinternal . exanpl e. com This virtual server name is for internal communications
only.

The load balancer uses its Network Address Translation (NAT) capabilities to route any
internal communication from the application tier components that are directed to this URL.
This URL is not exposed to external customers or users on the Internet. Each product has
specific uses for the internal URL, so in the deployment instructions, the virtual server
name is prefixed with the product name.

admi n. exanpl e. com This virtual server name is for administrators who need to access the
Oracle Enterprise Manager Fusion Middleware Control and Oracle WebLogic Remote
Console interfaces.

This URL is known only to internal administrators. It also uses the NAT capabilities of the
load balancer to route administrators to the active Administration Server in the domain.

For a complete set of virtual server names that you must define for your topology, see the
chapter that describes the product-specific topology.

HTTPS Versus HTTP Requests to the External Virtual Server Name

This Enterprise Deployment Guide uses SSL for all the virtual servers, hence the frontend port
80 is no longer used. It is a best practice to assign the main external URL (for example, https://
myapplication.example.com) to the SSL port number 443.

@® Note

If port 80 remains open in the load balancer, then it is recommended to redirect any
requests to it (non-SSL protocol) to port 443 (SSL protocol). Refer to your load
balancer’s specific documentation to implement this redirection. See Configuring
Virtual Hosts on the Hardware Load Balancer.

Understanding the Web Tier

The Web tier of the reference topology consists of the Web servers that receive requests from
the load balancer. In the typical enterprise deployment, at least two Oracle HTTP Server
instances are configured in the Web tier. The following topics provide more detail.

Benefits of Using Oracle HTTP Server Instances to Route Requests

A Web tier with Oracle HTTP Server is not a requirement for many of the Oracle Fusion
Middleware products. You can route traffic directly from the hardware load balancer to the WLS
servers in the Application Tier. However, a Web tier does provide several advantages, which is
why it is recommended as part of the reference topology:

The web tier provides faster failover in the event of a WebLogic Server instance failure.
The plug-in actively learns about the failed WebLogic Server instance by using the
information supplied by its peers. It avoids the failed server until the peers notify the plug-in
that it is available. Load balancers are typically more limited and their monitors cause
higher overhead.

The web tier provides DMZ public zone, which is a common requirement in security audits.
If a load balancer routes directly to the WebLogic Server, requests move from the load
balancer to the application tier in one single HTTP jump, which can cause security
concerns.
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* The web tier provides faster failover in the event of a WebLogic Server instance failure.
The plug-in actively learns about the failed WebLogic Server instance by using the
information supplied by its peers. It avoids the failed server until the peers notify the plug-in
that it is available. Load balancers are typically more limited and their monitors cause
higher overhead.

e The web tier allows the WebLogic Server cluster membership to be reconfigured (new
servers added, others removed) without having to change the Web server configuration (as
long as at least some of the servers in the configured list remain alive).

e Oracle HTTP Server tier delivers static content more efficiently and faster than WebLogic
Server; it also provides FTP services, which are required for some enterprise deployments,
as well as the ability to create virtual hosts and proxies via the Oracle HTTP Server
configuration files.

e The web tier provides HTTP redirection over and above what WebLogic Server provides.
You can use Oracle HTTP Server as a front end against many different WebLogic Server
clusters, and in some cases, control the routing via content based routing.

e The web tier provides the ability to integrate single sign-on capabilities into your enterprise
deployment. For example, you can later implement single sign-on for the enterprise
deployment, using Oracle Access Manager, which is part of the Oracle Identity and Access
Management family of products.

* A web tier with Oracle HTTP Server provides support for WebSocket connections
deployed within WebLogic Server.

For more information about Oracle HTTP Server, see Introduction to Oracle HTTP Server in
Administering Oracle HTTP Server.

Configuration of Oracle HTTP Server in the Web Tier

This enterprise deployment guide provides information about configuring the Oracle HTTP
Server instances as separate standalone domains, one on each web tier host. In each OHS
Host the corresponding Node Manager listens only on | ocal host and manages only its local
HTTP Server. See About the Oracle HTTP Server Configuration for an Enterprise Deployment.
Oracle recommends this approach instead of configuring Oracle HTTP Server instances as
part of the application tier domain.

About Mod_WL_OHS

As shown in the diagram, the Oracle HTTP Server instances use the WebLogic Proxy Plug-In
(mod_wl _ohs) for proxying HTTPs requests from Oracle HTTP Server to the Oracle WebLogic
Server Managed Servers in the Application tier.

See What are Oracle WebLogic Server Proxy Plug-Ins? in Using Oracle WebLogic Server
Proxy Plug-Ins.

Understanding the Application Tier

The application tier consists of two physical host computers, where Oracle WebLogic Server
and the Oracle Fusion Middleware products are installed and configured. The application tier
computers reside in the secured zone between firewall 1 and firewall 2.

The following topics provide more information:
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Configuration of the Administration Server and Managed Servers Domain Directories

Unlike the Managed Servers in the domain, the Administration Server uses an active-passive
high availability configuration. This is because only one Administration Server can be running
within an Oracle WebLogic Server domain.

In the topology diagrams, the Administration Server on HOSTL1 is in the active state and the
Administration Server on HOST?2 is in the passive (inactive) state.

To support the manual fail over of the Administration Server in the event of a system failure,
the typical enterprise deployment topology includes:

e AVirtual IP Address (VIP) for the routing of Administration Server requests.

*  The configuration of the Administration Server domain directory on a shared storage
device.

In the event of a system failure (for example a failure of HOST1), you can manually reassign
the Administration Server VIP address to another host in the domain, mount the Administration
Server domain directory on the new host, and then start the Administration Server on the new
host.

However, unlike the Administration Server, there is no benefit to storing the Managed Servers
on shared storage. In fact, there is a potential performance impact when Managed Server
configuration data is not stored on the local disk of the host computer.

As a result, in the typical enterprise deployment, after you configure the Administration Server
domain on shared storage, a copy of the domain configuration is placed on the local storage
device of each host computer, and the Managed Servers are started from this copy of the
domain configuration. You create this copy by using the Oracle WebLogic Server pack and
unpack utilities.

The resulting configuration consists of separate domain directories on each host: one for the
Administration Server (on shared storage) and one for the Managed Servers (on local storage).
Depending upon the action required, you must perform configuration tasks from one domain
directory or the other.

For more information about structure of the Administration Server domain directory and the
Managed Server domain directory, as well as the variables used to reference these directories,
see Understanding the Recommended Directory Structure for an Enterprise Deployment.

There is an additional benefit to the multiple domain directory model. It allows you to isolate the
Administration Server from the Managed Servers. By default, the primary enterprise
deployment topology assumes the Administration Server domain directory is on one of the
application tier hosts, but if necessary, you could isolate the Administration Server further by
running it from its own host, for example in cases where the Administration Server is
consuming high CPU or RAM. Some administrators prefer to configure the Administration
Server on a separate, dedicated host, and the multiple domain directory model makes that
possible.

About the Node Manager Configuration in a Typical Enterprise Deployment

Oracle WebLogic Server can use either a per domain Node Manager or a per host Node
Manager. The following sections of this topic provide more information on the impact of the
Node Manager configuration on a typical enterprise deployment.
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@® Note

For general information about these two types of Node Managers, see Overview in
Administering Node Manager for Oracle WebLogic Server.

About Using a Per Domain Node Manager Configuration

In a per domain Node Manager configuration—as opposed to a per host Node Manager
configuration—you actually start two Node Manager instances on the Administration Server
host: one from the Administration Server domain directory and one from the Managed Servers
domain directory. In addition, a separate Node Manager instance runs on each of the other
hosts in the topology.

The Node Manager that controls the Administration Server uses the listen address of the
virtual host name created for the Administration Server. The Node Manager that controls the
Managed Servers uses the listen address of the physical host. When the Administration Server
fails over to another host, an additional instance of Node Manager is started to control the
Administration Server on the failover host.

The key advantages of the per domain configuration are an easier and simpler initial setup of
the Node Manager and the ability to set Node Manager properties that are unique to the
Administration Server. This last feature was important in previous releases because some
features, such as Crash Recovery, applied only to the Administration Server and not to the
Managed servers. In the current release, Oracle FMW products, such as Oracle SOA Suite,
can be configured for Automated Service Migration, rather than Whole Server Migration. This
means the Managed Servers, as well as the Administration Server, can take advantage of
Crash Recovery, so there is no need to apply different properties to the Administration Server
and Managed Server domain directories.

Another advantage is that the per domain Node Manager provides a default SSL configuration
for Node Manager-to-Server communication, based on the Demo Ildentity store created for
each domain.

About Using a Per Host Node Manager Configuration

In a per host Node Manager configuration, you start a single Node Manager instance to control
the Administration Server and all Managed Servers on a host, even those that reside in
different domains. This reduces the footprint and resource utilization on the Administration
Server host, especially in those cases where multiple domains coexist on the same computer.

A per host Node Manager configuration allows all Node Managers to use a listen address of
ANY, so they listen on all addresses available on the host. This means that when the
Administration Server fails over to a new host, no additional configuration is necessary.

If you want SSL for Node Manager-to-Server communication, then you must configure an
additional Identity and Trust store, and it also requires using Subject Alternate Names (SAN),
because the Node Manager listens on multiple addresses.

For scalability and manageability reasons, this Enterprise Deployment Guide uses Per Host
Node manager configuration. The sections in the different chapters will provide the required
steps for using a single Node manager in each host of the topology.
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About Using Unicast for Communications within the Application Tier

Oracle recommends the unicast communication protocol for communication between the
Managed Servers and hosts within the Oracle WebLogic Server clusters in an enterprise
deployment. Unlike multicast communication, unicast does not require cross-network
configuration and it reduces potential network errors that can occur from multicast address
conflicts as well.

When you consider using the multicast or unicast protocol for your own deployment, consider
the type of network, the number of members in the cluster, and the reliability requirements for
cluster membership. Also consider the following features of each protocol.

Features of unicast in an enterprise deployment:

e Uses a group leader that every server sends messages directly to. This leader is
responsible for retransmitting the message to every other group member and other group
leaders, if applicable.

e Works out of the box in most network topologies
« Requires no additional configuration, regardless of the network topology.

e Uses a single missed heartbeat to remove a server from the cluster membership list.

Features of multicast in an enterprise deployment:

e Multicast uses a more scalable peer-to-peer model, where a server sends each message
directly to the network once and the network makes sure that each cluster member
receives the message directly from the network.

*  Works out of the box in most modern environments, where the cluster members are in a
single subnet.

« Requires additional configuration in the routers and WebLogic Server (that is, Multicast
TTL) if the cluster members span more than one subnet.

* Uses three consecutive missed heartbeats to remove a server from the cluster
membership list.

Depending on the number of servers in your cluster and on whether the cluster membership is
critical for the underlying application (for example, in session-replication intensive applications
or clusters with intensive RMI invocations across the cluster), each model may act better.

Consider whether your topology is going to be part of an active-active disaster recovery system
or if the cluster is going to traverse multiple subnets. In general, unicast acts better in those
cases.

For more information about multicast and unicast communication types, see the following
resources:

e Configuring Multicast Messaging for WebLogic Server Clusters in High Availability Guide

e One-to-Many Communication Using Unicast in Administering Clusters for Oracle WebLogic
Server

Understanding OPSS and Requests to the Authentication and Authorization Stores

Many of the Oracle Fusion Middleware products and components require an Oracle Platform
Security Services (OPSS) security store for authentication providers (an identity store),
policies, credentials, keystores, and for audit data. As a result, communications must be
enabled so the application tier can send requests to and from the security providers.
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For authentication, this communication is to an LDAP directory, such as Oracle Internet
Directory (OID) or Oracle Unified Directory (OUD), which typically communicates over port 389
or 636. When you configure an Oracle Fusion Middleware domain, the domain is configured by
default to use the WebLogic Server Authentication provider. However, for an enterprise
deployment, you must use a dedicated, centralized LDAP-compliant authentication provider.

For authorization (and the policy store), the location of the security store varies, depending
upon the tier:

* For the application tier, the authorization store is database-based, so frequent connections
from the Oracle WebLogic Server Managed Servers to the database are required for the
purpose of retrieving the required OPSS data.

«  For the web tier, the authorization store is file-based, so connections to the database are
not required.

For more information about OPSS security stores, see the following sections of Securing
Applications with Oracle Platform Security Services:

«  Authentication Basics

e The Security Model

About the Data Tier

In the data tier, an Oracle RAC database runs on the two hosts (DBHOST1 and DBHOST?2).
The database contains the schemas required by Oracle FMW Products and the Oracle
Platform Security Services (OPSS) policy store.

You can define multiple services for the different products and components in an enterprise
deployment to isolate and prioritize throughput and performance accordingly. In this guide, one
database service is used as an example. Furthermore, you can use other high availability
database solutions to protect the database:

e Oracle Data Guard: See Introduction to Oracle Data Guard in Oracle Data Guard Concepts
and Administration.

¢ Oracle RAC One Node: See Overview of Oracle RAC One Node in Oracle Real
Application Clusters Administration and Deployment Guide.

These solutions above provide protection for the database beyond the information provided in
this guide, which focuses on using an Oracle RAC Database, given the scalability and
availability requirements that typically apply to an enterprise deployment.

For more information about using Oracle Databases in a high availability environment, see
Database Considerations in High Availability Guide.
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Understanding the WebCenter Content
Enterprise Deployment Topology

The Oracle WebCenter Content enterprise deployment topology represents a specific
reference implementation of the concepts described in Understanding a Typical Enterprise

Deployment.
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Diagram of the WebCenter Content Enterprise Topology

The below diagram shows the primary Oracle WebCenter Content enterprise deployment

topologies.
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Understanding the WebCenter Content Enterprise Topology

Diagram

Although most of the elements of Oracle WebCenter Content topology represent standard
features of any enterprise topology, there are some elements that are unique to the WebCenter
Content topology.

Most of the elements of Oracle WebCenter Content topologies represent standard features of
any enterprise topology that follows the Oracle-recommended best practices. These elements
are described detail in Understanding a Typical Enterprise Deployment.

Before you review the information in the following topics, it is assumed you have reviewed the
information in Understanding a Typical Enterprise Deployment and that you are familiar with
the general concepts of an enterprise deployment topology.

Summary of Oracle WebCenter Content Load Balancer Virtual Server

Names

In order to balance the load on servers and to provide high availability, the hardware load
balancer is configured to recognize a set of virtual server names.

For information about the purpose of each of these server names, see Summary of the Typical
Load Balancer Virtual Server Names.

The following virtual server names are recognized by the hardware load balancer in Oracle
WebCenter Content topologies:

e wecc. exanpl e. com- This virtual server name is used for all incoming traffic. It acts as the
access point for all HTTP traffic to the runtime Oracle WebCenter Content components.
The load balancer routes all requests to this virtual server name over SSL. As a result,
clients access this service using the following secure address:

wee. exanpl e. com 443

e weccinternal . exanpl e. com- This virtual server name is for internal communications
between the application tier components only and is not exposed to the Internet.

The traffic from clients to this URL is not SSL-enabled. Clients access this service using
the following address and the requests are forwarded to port 7777 on WEBHOST1 and
WEBHOST2:

weei nt ernal . exanpl e. com 80

Note that this URL can also be set as the URL to be used for internal service invocations
while modeling composites or at runtime with the appropriate Enterprise Manager MBeans.

This virtual server name also acts as the access point for all internal Remote Intradoc
Client (RIDC) TCP traffic to the runtime Oracle WebCenter Content components.
Applications like Imaging and Capture access this service using the address

ucni nt ernal . exanpl e. com 6300 for RIDC connections, and the requests are forwarded to
port 4444 on WCCHOST1 and WCCHOST2.
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e adni n. exanpl e. com- This virtual server name is for administrators who need to access
Oracle Enterprise Manager Fusion Middleware Control and Oracle WebLogic Remote
Console. As a result, clients access this service by using the following secure address:

admi n. exanpl e. com 445

To provide an easier mapping between front-end host names and back-end OHS listeners,
this guide presents different listeners (443, 444, and 445) in the front-end load balancer that
map to the 443, 444, and 445 listeners in OHS. This allows easier segregation of traffic
rules and SLAs for each type of access (LBR listener on 443 for apps, 444 for internal
access and 445 for WLS domain administration). Alternatively, the same port (443) can be
used in the front-end load balancer for all the different front-end host names. However, that
OHS cannot host more than one SSL virtual host on the same IP address and port so it will
still require separate listeners for each virtual host. For more information about the OHS
configuration for the different products, see the following sections.

Instructions later in this guide explain how to:

e Configure the hardware load balancer to recognize and route requests to the virtual host
names

* Configure the Oracle HTTP Server instances on the Web Tier to recognize and properly
route requests to these virtual host names to the correct host computers.

Summary of the Managed Servers and Clusters on the WebCenter Content
Application Tier

The Application tier hosts the Administration Server and Managed Servers in the Oracle
WebLogic Server domain.

Depending upon the topology you select, the Oracle WebLogic Server domain for the Oracle
WebCenter Content domain consists of the clusters shown in Table 3-1. These clusters
function as active-active high availability configurations.

Table 3-1 Summary of the Clusters in the Oracle WebCenter Content Enterprise Deployment Topology

Cluster Managed Servers

Oracle WebCenter Content Cluster WLS_WCC1, WLS _WCC2
Oracle SOA Suite Cluster WLS_SOA1, WLS SOA2
Oracle Inbound Refinery Cluster WLS_IBR1, WLS_IBR2

Oracle WebCenter Enterprise Capture Cluster WLS_CPT1, WLS_CPT2
WebCenter Content user interface Cluster WLS_WCCUI1, WLS_WCCUI2

Flow Chart and Roadmap for Implementing the WebCenter
Content Enterprise Topology

It is essential to understand the steps that you need to perform to install and configure the
WebCenter Content enterprise topology.
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Flow Chart of the Steps to Install and Configure the WebCenter Content
Enterprise Topology

Figure 3-1 shows a flow chart of the steps required to install and configure the primary
enterprise deployment topologies described in this chapter. The sections following the flow
chart explain each step in the flow chart.

This guide is designed so you can start with a working WebCenter Content domain and then
later extend the domain to add additional capabilities.

This modular approach to building the topology allows you to make strategic decisions, based
on your hardware and software resources, as well as the Oracle WebCenter Content features
that are most important to your organization.

It also allows you to validate and troubleshoot each individual product or component as they
are configured.

This does not imply that configuring multiple products in one Configuration Wizard session is
not supported; it is possible to group various extensions like the ones presented in this guide in
one Configuration Wizard execution. However, the instructions in this guide focus primarily on
the modular approach to building an enterprise deployment.
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Figure 3-1 Flow Chart of the Enterprise Topology Configuration Steps
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Roadmap Table for Planning and Preparing for an Enterprise Deployment

The following table describes each of the planning and preparing steps shown in the enterprise
topology flow chart.

Flow Chart Step More Information

Understand the Understanding a Typical Enterprise Deployment

basics of a Typical

Enterprise

Deployment

Understand the Review the product-specific topologies and the description of the topologies, including the virtual
specific reference servers required and the summary of clusters and Managed Servers recommended for the product-
topology for the specific deployment.

products that you

plan to deploy

Review the Oracle  Using the Enterprise Deployment Workbook
WebCenter Content
EDG Workbook

Procure the Procuring Resources for an Enterprise Deployment
hardware, IP

addresses, and

software downloads

Prepare the Preparing the Load Balancer and Firewalls for an Enterprise Deployment
hardware load
balancer and

firewalls

Prepare the file Preparing the File System for an Enterprise Deployment
system

Verify system Preparing the Host Computers for an Enterprise Deployment

requirements,
mount shared
storage, and enable
virtual IPs

Identify or installa  Preparing the Database for an Enterprise Deployment
supported Oracle
RAC Database

Roadmap Table for Configuring the Oracle WebCenter Content Topology

The following table describes each of the configuration steps required when configuring the
topology shown in Diagram of the WebCenter Content Enterprise Deployment Topology.

These steps correspond to the steps shown in the flow chart.

Flow Chart Step More Information

Create the initial Creating the Initial Infrastructure Domain for an Enterprise Deployment
Infrastructure domain

Extend the domain to Include Configuring the Web Tier for an Enterprise Deployment
the Web Tier

Extend the domain with Extending the Domain to Include Oracle WebCenter Content
Oracle WebCenter Content
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Flow Chart Step More Information

Extend the domain with Extending the Domain with Oracle SOA Suite
Oracle SOA Suite

Extend the domain with Extending the Domain to Include Inbound Refinery
Inbound Refinery

Extend the domain with Extending the Domain to Include Capture

Oracle WebCenter Enterprise

Capture

Extend the domain with Extending the Domain to Include WebCenter Content User Interface
WebCenter Content user

interface

Integrate the Enterprise #unique 67

Deployment with Oracle
Identity Management
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Preparing for an Enterprise Deployment

It is important to understand the tasks that need to be performed to prepare for an enterprise
deployment.

This part of the enterprise deployment guide contains the following topics.
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Using the Enterprise Deployment Workbook

The Enterprise Deployment workbook enables you to plan an enterprise deployment for your
organization.

This chapter provides an introduction to the Enterprise Deployment workbook, use cases, and
information on who should use the Enterprise Deployment workbook.

Introduction to the Enterprise Deployment Workbook

The Enterprise Deployment workbook is a spreadsheet that is used by architects, system
engineers, database administrators, and others to plan and record all the details for an
environment installation (such as server names, URLS, port numbers, installation paths, and
other resources).

The Enterprise Deployment workbook serves as a single document that you can use to track
input variables for the entire process, allowing for:

e Separation of tasks between architects, system engineers, database administrators, and
other key organizational roles.

e Comprehensive planning before the implementation.
* Validation of planned decisions before the actual implementation.
e Consistency during implementation.

*  Arecord of the environment for future use.

Typical Use Case for Using the Workbook

It is important to understand the roles and tasks involved in a typical use case of the Enterprise
Deployment workbook.

A typical use case for the Enterprise Deployment workbook involves the following roles and
tasks, in preparation for an Oracle Fusion Middleware Enterprise Deployment:

* Architects read through the first five chapters of this guide, and fill in the corresponding
sections of the workbook.

*  The workbook is validated by other architects and system engineers.

* The architect uses the validated workbook to initiate network and system change requests
with the system engineering departments.

e The Administrators and System Integrators who install and configure the software refer to
the workbook and the subsequent chapters of this guide to perform the installation and
configuration tasks.
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Using the Oracle WebCenter Content Enterprise Deployment
Workbook

Locating and understanding the Oracle WebCenter Content Enterprise Deployment workbook
enables you to use it efficiently.

The following sections provide an introduction to the location and contents of the Oracle
WebCenter Content Enterprise Deployment workbook:

Locating the Oracle WebCenter Content Enterprise Deployment Workbook

The Oracle WebCenter Content Enterprise Deployment workbook is available as a Microsoft
Excel spreadsheet in the Oracle Fusion Middleware documentation library. It is available as a
link on the Install, Patch, and Upgrade page of the library.

Understanding the Contents of the Oracle WebCenter Content Enterprise
Deployment Workbook

The following sections describe the contents of the Oracle WebCenter Content Enterprise
Deployment workbook. The workbook is divided into tabs, each containing a set of related
variables and values that you need to install and configure the Enterprise Deployment
topologies.

Using the Start Tab

The Start tab of the Enterprise Deployment workbook serves as a table of contents for the rest
of the workbook. You can also use it to identify the people who will be completing the
spreadsheet.

The Start tab also provides a key to identify the colors used to identify workbook fields that
need values, as well as those that are provided for informational purposes.

The following image shows the Start tab of the Enterprise Deployment workbook.
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Figure 4-1 Start Tab of the Enterprise Deployment workbook
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1 Oracle Enterprise Deployment Workbook
2 |12¢(12.2.1) | August, 2015
3
4 Completion Checklist
5 |Complete each tab of this workbook as directed. Use the table below to track completion of each worksheet.
Ml Worksheet (click each for direct link) [E3 Completed by:
7 Hardware - Host Computers
8 Network - Virtual Hosts & Ports
9 Storage - Directory Variables =
10 Database - Connection Details
11
12

13 Cell Color Reference
14 |These cell colors are used throughout the workbook to help guide your input.

i3 Cell Format Input instructions
16 No Action required - should not be changed
17 Input required
18 |Sample value or instructions Input required - sample value or instructions provided
19 |Default value Input required - default value provided
20 Input required - applies only to highly-available environments
M 4 » »| Start ,” Hardware - Host Computers -~ Metwork - Virtual Hosts & Ports .~ Storage - Directory Variables -~ Dat]l

Ready

Using the Hardware - Host Computers Tab

The Hardware - Host Computers tab lists the host computers that are required to install and
configure the Oracle WebCenter Content Enterprise Deployment topology.

The reference topologies typically require a minimum of six host computers: two for the web
tier, two for the application tier, and two for the Oracle RAC database on the data tier. If you
decide to expand the environment to include more systems, add a row for each additional host
computer.

The Abstract Host Name is the name used throughout this guide to reference the host. For
each row, procure a host computer, and enter the Actual Host Name. You can then use the
actual host name when any of the abstract names is referenced in this guide.

For example, if a procedure in this guide references WCCHOST1, you can then replace the
WCCHOST1 variable with the actual name provided on the Hardware - Host Computers tab of
the workbook.
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@® Note

If two domains share the same node, for example, if you set up the Oracle SOA suite,
and then create MFT with its own domain, you have two domains on the same node.
In this case, you use WCCHOST1 and MFTHOST1 at the same time, one for each
domain.

For easy reference, Oracle also recommends that you include the IP address, Operating
System (including the version), number of CPUs, and the amount of RAM for each host. This
information can be useful during the installation, configuration, and maintenance of the
enterprise deployment. See Preparing the Host Computers for an Enterprise Deployment.

Using the Network - Virtual Hosts & Ports Tab

The Network - Virtual Hosts & Ports tab lists the virtual hosts that must be defined by your
network administrator before you can install and configure the enterprise deployment topology.

The port numbers are important for several reasons. You must have quick reference to the port
numbers so that you can access the management consoles; the firewalls must also be
configured to allow network traffic through specific ports.

Each virtual host, virtual IP address, and each network port serves a distinct purpose in the
deployment. See Preparing the Load Balancer and Firewalls for an Enterprise Deployment.

In the Network - Virtual Hosts table, review the items in the Abstract Virtual Host or Virtual IP
Name column. These are the virtual host and virtual IP names that are used in the procedures

in this guide. For each abstract name, enter the actual virtual host name that is defined by your
network administrator. Whenever this guide references one of the abstract virtual host or virtual
IP names, replace that value with the actual corresponding value in this table.

Similarly, in many cases, this guide assumes that you are using default port numbers for the
components or products you install and configure. However, in reality, you are likely to use
different port numbers. Use the Network - Port Numbers table to map the default port values to
the actual values that are used in your specific installation.

Using the Storage - Directory Variables Tab

As part of preparing for an enterprise deployment, it is assumed you are using a standard
directory structure, which is recommended for Oracle enterprise deployments.

In addition, procedures in this book reference specific directory locations. Within the
procedures, each directory is assigned a consistent variable, which you should replace with the
actual location of the directory in your installation.

For each of the directory locations listed on this tab, provide the actual directory path in your
installation.

In addition, for the application tier, it is recommended that many of these standard directories
be created on a shared storage device. For those directories, the table also provides fields so
you can enter the name of the shared storage location and the mount point that is used when
you mounted the shared location. See Preparing the File System for an Enterprise

Deployment.
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Using the Database - Connection Details Tab

When you install and configure the enterprise deployment topology, you often have to make
connections to a highly available Oracle Real Application Clusters (RAC) database. In this
guide, the procedures reference a set of variables that identify the information you need to
provide to connect to the database from tools, such as the Configuration Wizard and the
Repository Creation Utility.

To be sure that you have these values handy, use this tab to enter the actual values for these
variables in your database installation. See Preparing the Database for an Enterprise

Deployment.

Who Should Use the Enterprise Deployment Workbook?

The details of the Enterprise Deployment workbook are filled in by the individual or a team that
is responsible for planning, procuring, or setting up each category of resources.

The information in the Enterprise Deployment workbook is divided into categories. Depending
on the structure of your organization and roles that are defined for your team, you can assign
specific individuals in your organization to fill in the details of the workbook. Similarly, the
information in each category can be assigned to the individual or team that is responsible for
planning, procuring, or setting up each category of resources.

For example, the workbook can be filled in, reviewed, and used by people in your organization
that fill the following roles:

e Information Technology (IT) Director
e Architect
e System Administrator

e Network Engineer

Database Administrator
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Procuring Resources for an Enterprise
Deployment

It is essential to procure the required hardware, software, and network settings before you
configure the Oracle WebCenter Content reference topology.

This chapter provides information on how to reserve the required IP addresses and identify
and obtain software downloads for an enterprise deployment.

Hardware and Software Requirements for the Enterprise
Deployment Topology

It is important to understand the hardware load balancer requirements, host computer
hardware requirements, and operating system requirements for the enterprise deployment
topology.

This section includes the following sections.

Hardware Load Balancer Requirements

The section lists the wanted features of the external load balancer.

The enterprise topology uses an external load balancer. The features of the external load
balancer are:

e Ability to load-balance traffic to a pool of real servers through a virtual host name: Clients
access services hy using the virtual host name (instead of using actual host names). The
load balancer can then load balance requests to the servers in the pool.

e Port translation configuration should be possible so that incoming requests on the virtual
host name and port are directed to a different port on the backend servers.

e Monitoring of ports on the servers in the pool to determine availability of a service.

e Ability to configure names and ports on your external load balancer. The virtual server
names and ports must meet the following requirements:

— The load balancer should allow configuration of multiple virtual servers. For each
virtual server, the load balancer should allow configuration of traffic management on
more than one port. For example, for Oracle HTTP Server in the web tier, the load
balancer needs to be configured with a virtual server and ports for HTTPS traffic.

— The virtual server names must be associated with IP addresses and be part of your
DNS. Clients must be able to access the external load balancer through the virtual
server names.

e Ability to detect node failures and immediately stop routing traffic to the failed node.
e ltis highly recommended that you configure the load balancer to be in fault-tolerant mode.

e ltis highly recommended that you configure the load balancer virtual server to return
immediately to the calling client when the backend services to which it forwards traffic are
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unavailable. This is preferred over the client disconnecting on its own after a timeout based
on the TCP/IP settings on the client machine.

*  Ability to maintain sticky connections to components. Examples of this include cookie-
based persistence, IP-based persistence, and so on.

* Inthis Enterprise Deployment Guide, SSL listeners are used for the Oracle HTTP Servers
and Oracle WebLogic Servers. The load balancer should be able to establish SSL
communication with the back-end servers in its pools.

e SSL acceleration (this feature is highly recommended, but not required for the enterprise
topology).

e The ability to route TCP/IP requests; this is a requirement for Managed File Transfer, which
can use sFTP/FTP protocol.

Host Computer Hardware Requirements

This section provides information to help you procure host computers that are configured to
support the enterprise deployment topologies.

It includes the following topics.

General Considerations for Enterprise Deployment Host Computers

This section specifies the general considerations that are required for the enterprise
deployment host computers.

Before you start the process of configuring an Oracle Fusion Middleware enterprise
deployment, you must perform the appropriate capacity planning to determine the number of
nodes, CPUs, and memory requirements for each node depending on the specific system's
load as well as the throughput and response requirements. These requirements vary for each
application or custom Oracle WebCenter Content system being used.

The information in this chapter provides general guidelines and information that helps you
determine the host computer requirements. It does not replace the need to perform capacity
planning for your specific production environment.

® Note

As you obtain and reserve the host computers in this section, note the host names and
system characteristics in the Enterprise Deployment workbook. You will use these
addresses later when you enable the IP addresses on each host computer. See Using
the Enterprise Deployment Workbook.

Reviewing the Oracle Fusion Middleware System Requirements

This section provides reference to the system requirements information to help you ensure that
the environment meets the necessary minimum requirements.

Review the Oracle Fusion Middleware System Requirements and Specifications to ensure that
your environment meets the minimum installation requirements for the products that you are
installing.

The Requirements and Specifications document contains information about general Oracle
Fusion Middleware hardware and software requirements, minimum disk space and memory
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requirements, database schema requirements, and the required operating system libraries and
packages.

It also provides some general guidelines for estimating the memory requirements for your
Oracle Fusion Middleware deployment.

Typical Memory, File Descriptors, and Processes Required for an Enterprise

Deployment

This section specifies the typical memory, number of file descriptors, and operating system
processes and tasks details required for an enterprise deployment.

The following table summarizes the memory, file descriptors, and processes required for the
Administration Server and each of the Managed Servers computers in a typical Oracle
WebCenter Content enterprise deployment. These values are provided as an example only,
but they can be used to estimate the minimum amount of memory required for an initial
enterprise deployment.

The example in this topic reflects the minimum requirements for configuring the Managed
Servers and other services required on WCCHOST1, as depicted in the reference topologies.

When you are procuring machines, use the information in the Approximate Top Memory
column as a guide when determining the minimum physical memory each host computer
should have available.

After you procure the host computer hardware and verify the operating system requirements,
review the software configuration to be sure the operating system settings are configured to
accommodate the number of open files listed in the File Descriptors column and the number
processes listed in the Operating System Processes and Tasks column. See Setting the
Open File Limit and Number of Processes Settings on UNIX Systems.

Managed Server, Utility, or Approximate Top Memory  Number of File Descriptors Operating System

Service Processes and Tasks
Administration Server 3.5GB 3500 165
WLS_WCC 4.0 GB 3100 240
WLS_WCCUI 4.0GB 3100 100
WLS_CPT 3.0GB 1300 100
WLS_IBR 3.0GB 1300 100
WLS_SOA 4.0 GB 3100 240
WLST (connection to the 15GB 910 20
Node Manager)

Configuration Wizard 15GB 700 20
Node Manager 1.0GB 720 15
TOTAL 11.5 GB* TBD TBD

* Approximate total, with consideration for Operating System and other additional memory
requirements.
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Typical Disk Space Requirements for an Enterprise Deployment

This section specifies the disk space that is typically required for this enterprise deployment.

For the latest disk space requirements for the Oracle Fusion Middleware 14c (14.1.2.0.0)
products, including the Oracle WebCenter Content products, review the Oracle Fusion
Middleware System Requirements and Specifications.

In addition, the following table summarizes the disk space that is typically required for an
Oracle WebCenter Content enterprise deployment.

Use the this information and the information in Preparing the File System for an Enterprise
Deployment to determine the disk space requirements required for your deployment.

Server Disk

Database nXm
n = number of disks, at least 4 (striped as one disk)
m = size of the disk (minimum of 30 GB)
WEBHOSTNn 10 GB

WCCHOSTn 20 GB*

* For a shared storage Oracle home configuration, two installations suffice by making a total of
20 GB.

Operating System Requirements for an Enterprise Deployment Topology

This section provides details about the operating system requirements.

The Oracle Fusion Middleware software products and components that are described in this
guide are certified on various operating systems and platforms, which are listed in Oracle
Fusion Middleware System Requirements and Specifications.

@ Note

This guide focuses on the implementation of the enterprise deployment reference
topology on Oracle Linux systems.

The topology can be implemented on any certified, supported operating system, but
the examples in this guide typically show the commands and configuration steps as
they should be performed by using the bash shell on Oracle Linux.

Reserving the Required IP Addresses for an Enterprise
Deployment

You have to obtain and reserve a set of IP addresses before you install and configure the
enterprise topology. The set of IP addresses that need to be reserved are listed in this section.

Before you begin installing and configuring the enterprise topology, you must obtain and
reserve a set of IP addresses:
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* Physical IP (IP) addresses for each of the host computers that you have procured for the
topology

e Avirtual IP (VIP) address for the Administration Server and a virtual host name mapped to
this VIP

* Additional VIP addresses for each Managed Server that is configured for Whole Server
Migration

For Fusion Middleware 12c¢ products that support Automatic Service Migration, VIPs for the
Managed Servers are typically not necessary.

e A unique virtual host name to be mapped to each VIP.

You can then work with your network administrator to be sure that these required VIPs are
defined in your DNS server. Alternatively, for non-production environments, you can use
the /etc/hosts file to define these virtual hosts.

For more information, see the following topics.

What is a Virtual IP (VIP) Address?

This section defines the virtual IP address and specifies its purpose.

A virtual IP address is an unused IP Address that belongs to the same subnet as the host's
primary IP address. It is assigned to a host manually. If a host computer fails, the virtual
address can be assigned to a new host in the topology. For the purposes of this guide, virtual
IP addresses are referenced, which can be reassigned from one host to another, and physical
IP addresses are referenced, which are assigned permanently to hardware host computer.

Why Use Virtual Host Names and Virtual IP Addresses?

For an enterprise deployment, in particular, it is important that a set of VIPs--and the virtual
host names to which they are mapped--are reserved and enabled on the corporate network.

Alternatively, host names can be resolved through appropriate / et ¢/ host s file propagated
through the different nodes.

In the event of the failure of the host computer where the IP address is assigned, the IP
address can be assigned to another host in the same subnet, so that the new host can take
responsibility for running the Managed Servers that are assigned to it.

The reassignment of virtual IP address for the Administration Server must be performed
manually, but the reassignment of virtual IP addresses for Managed Servers can be performed
automatically by using the Whole Server Migration feature of Oracle WebLogic Server.

Whether you should use Whole Server Migration or not depends upon the products that you
are deploying and whether they support Automatic Service Migration.

Physical and Virtual IP Addresses Required by the Enterprise Topology

This section describes the physical IP (IP) and virtual IP (VIP) addresses that are required for
the Administration Server and each of the Managed Servers in a typical Oracle WebCenter
Content enterprise deployment topology.

Before you begin to install and configure the enterprise deployment, reserve a set of host
names and IP addresses that correspond to the VIPs in Table 5-1.

You can assign any unigue host name to the VIPs, but in this guide, each VIP is referenced by
using the suggested host names in the table.
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@® Note

As you obtain and reserve the IP addresses and their corresponding virtual host
names in this section, note the values of the IP addresses and host names in the
Enterprise Deployment workbook. You will use these addresses later when you enable
the IP addresses on each host computer. See Using the Enterprise Deployment
Workbook .

Table 5-1 Summary of the Virtual IP Addresses Required for the Enterprise Deployment

Virtual IP VIP Maps to... Description

VIP1 ADMINVHN ADMINVHN is the virtual host name
used as the listen address for the
Administration Server and fails over with
manual failover of the Administration
Server. It is enabled on the node where
the Administration Server process is
running.

Identifying and Obtaining Software Distributions for an Enterprise
Deployment

Before you begin to install and configure the enterprise topology, you must obtain the software
distributions that you need to implement the topology.

The following table lists the distributions used in this guide.

For general information about how to obtain Oracle Fusion Middleware software, see Obtaining
Product Distributions in Planning an Installation of Oracle Fusion Middleware.

For more specific information about locating and downloading specific Oracle Fusion
Middleware products, see the Oracle Fusion Middleware Download, Installation, and
Configuration Readme Files on OTN.

@ Note

The information in this guide is meant to complement the information contained in the
Oracle Fusion Middleware Supported System Configurations. If there is a conflict of
information between this guide and the certification matrices, then the information in
the certification matrices must be considered the correct version, as they are
frequently updated.

Distribution Description

Oracle Fusion Middleware 14c (14.1.2.0.0) Infrastructure Download this distribution to install the Oracle Fusion
Middleware Infrastructure, which includes Oracle WebLogic
Server and Java Required Files software required for Oracle
Fusion Middleware products.
This distribution also installs the Repository Creation Utility
(RCU), which in previous Oracle Fusion Middleware releases
was packaged in its own distribution.
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Distribution Description

Oracle HTTP Server 14c (14.1.2.0.0) Download this distribution to install the Oracle HTTP Server
software on the Web Tier.

Oracle Fusion Middleware 14c (14.1.2.0.0) WebCenter Download this distribution to install the Oracle WebCenter

Content Content.

Oracle Fusion Middleware 14c (14.1.2.0.0) SOA Suite Download this distribution if you plan to install and configure

Oracle SOA Suite as part of the Oracle WebCenter Content
enterprise topology.
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Preparing the Load Balancer and Firewalls for
an Enterprise Deployment

It is important to understand how to configure the hardware load balancer and ports that must
be opened on the firewalls for an enterprise deployment.

Configuring Virtual Hosts on the Hardware Load Balancer

The hardware load balancer configuration facilitates to recognize and route requests to several
virtual servers and associated ports for different types of network traffic and monitoring.

The following topics explain how to configure the hardware load balancer, provide a summary
of the virtual servers that are required, and provide additional instructions for these virtual
servers:

Overview of the Hardware Load Balancer Configuration

As shown in the topology diagrams, you must configure the hardware load balancer to
recognize and route requests to several virtual servers and associated ports for different types
of network traffic and monitoring.

In the context of a load-balancing device, a virtual server is a construct that allows multiple
physical servers to appear as one for load-balancing purposes. It is typically represented by an
IP address and a service, and it is used to distribute incoming client requests to the servers in
the server pool.

The virtual servers should be configured to direct traffic to the appropriate host computers and
ports for the various services that are available in the enterprise deployment.

In addition, you should configure the load balancer to monitor the host computers and ports for
availability so that the traffic to a particular server is stopped as soon as possible when a
service is down. This ensures that incoming traffic on a given virtual host is not directed to an
unavailable service in the other tiers. At the same time, this monitoring should not overload the
back-end system with too frequent health requests. In the end, a trade off needs to be made
between how fast the death detection occurs and how much overhead is introduced on the
systems that are monitored.

Note that after you configure the load balancer, you can later configure the web server
instances in the web tier to recognize a set of virtual hosts that use the same names as the
virtual servers that you defined for the load balancer. For each request coming from the
hardware load balancer, the web server can then route the request appropriately, based on the
server name included in the header of the request. See Configuring Oracle HTTP Server for
Administration and Oracle Web Services Manager.

Typical Procedure for Configuring the Hardware Load Balancer

The following procedure outlines the typical steps for configuring a hardware load balancer for
an enterprise deployment.
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Note that the actual procedures for configuring a specific load balancer will differ, depending on
the specific type of load balancer. There may also be some differences depending on the type
of protocol that is being load balanced. For example, TCP virtual servers and HTTP virtual
servers use different types of monitors for their pools. Refer to the vendor-supplied
documentation for actual steps.

1.

Create a pool of servers. This pool contains a list of servers and the ports that are included
in the load-balancing definition.

For load balancing between the web hosts, create a pool of servers that would direct
requests to hosts WEBHOST1 and WEBHOST2 to each port used in the OHS. For
example, a pool to WEBHOST1 and WEBHOST? to port 4443 for access to applications
like WebCenter Content, another pool to WEBHOST1 and WEBHOST2 to port 4444 for
internal accesses, and another pool to WEBHOST1 and WEBHOST2 to port 4445 for
access to administration consoles.

Create rules to determine whether a given host and service is available and assign it to the
pool of servers that are described in Step 1.

Create the required virtual servers on the load balancer for the addresses and ports that
receive requests for the applications.

For a complete list of the virtual servers required for the enterprise deployment, see
Summary of the Virtual Servers Required for an Enterprise Deployment.

When you define each virtual server on the load balancer, consider the following:

a. If your load balancer supports it, specify whether the virtual server is available
internally, externally, or both. Ensure that internal addresses are only resolvable from
inside the network.

b. Assign the pool of servers created in Step 1 to the virtual server.
c. Configure SSL for the virtual server.

d. Configure SSL for the communication with the pool of servers.

Some load balancers may need to be provided with the back end's certificate (the SSL
certificate used by the OHS listeners in the back-end pool) to establish the appropriate SSL
communication. In that case, you may need to add the OHS's CA certificate to the load
balancer as a trusted certificate. Because this guide uses example certificates based on the
WebLogic per-domain CA, you can add this after the domain is created.

Summary of the Virtual Servers Required for an Enterprise Deployment

This topic provides details of the virtual servers that are required for an enterprise deployment.

The following table provides a list of the virtual servers that you must define on the hardware
load balancer for the Oracle WebCenter Content enterprise topology:

Virtual Host Server Pool Protocol SSL Termination?
admi n. exanpl e. com 445 VEBHOSTL. exanpl e. com 4445 HTTPS No
VEBHOST2. exanpl e. com 4445
wece. exanpl e. com 443 VEBHOSTL. exanpl e. com 4443 HTTPS No
VEBHOST2. exanpl e. com 4443
wecei nt ernal . exanpl e. com 444 VEBHOST1. exanpl e. com 4444 HTTPS No

WEBHOST2. exanpl e. com 4444
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Additional Instructions for admin.example.com

This section provides additional instructions that are required for the virtual server-
admin.example.com.

When you configure this virtual server on the hardware load balancer:

* Enable address and port translation.

 Enable reset of connections when services or hosts are down.

Additional Instructions for wcc.example.com

The address wec. exanpl e. comis a virtual server name that acts as the access point for all
HTTP traffic to the runtime Oracle WebCenter Content components. Traffic to SSL is
configured. Clients access this service using the address wcc. exanpl e. com 443 for HTTP.
When you configure this virtual server on the hardware load balancer:

e Use port 443. If port 80 is used for customer usability, then it is recommended to redirect
any requests to it (non-SSL protocol) to port 443 (SSL protocol). Refer to your load
balancer’s specific documentation to implement this redirection.

»  Specify ANY as the protocol (non-HTTP protocols are required for B2B).

e Enable address and port translation.

« Enable reset of connections when services and/or nodes are down.

e Create rules to filter out access to / managenent and / emon this virtual server.

These context strings direct requests to Oracle WebLogic Remote Console and to Oracle
Enterprise Manager Fusion Middleware Control and should be used only when accessing
the system from admi n. exanpl e. com

Additional Instructions for wccinternal.example.com

The address weci nt er nal . exanpl e. comis a virtual server name used for internal invocations
of WebCenter Content and SOA services. This URL is not exposed to the Internet and is
accessible only from the intranet. The incoming traffic from clients is not SSL enabled.

When you configure this virtual server on the hardware load balancer:
* Enable address and port translation.
* Enable reset of connections when services or nodes are down.

* Aswith wec. exanpl e. com create rules to filter out access to / managenent and / emon this
virtual server.

Configuring the Firewalls and Ports for an Enterprise Deployment

As an administrator, it is important that you become familiar with the port numbers used by
various Oracle Fusion Middleware products and services. This ensures that the same port
number is not used by two services on the same host, and that the proper ports are open on
the firewalls in the enterprise topology.

The following tables lists the ports that you must open on the firewalls in the topology:

Firewall notation:
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e FWO refers to the outermost firewall.
*  FWa1 refers to the firewall between the web tier and the application tier.

*  FWa2 refers to the firewall between the application tier and the data tier.
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Table 6-1 Firewall Ports Common to All Fusion Middleware Enterprise Deployments

Type Firewall Port and Port Range Protocol /| Inbound/ Other Considerations and Timeout
Applicatio Outbound Guidelines
n

Browser FWO 80 HTTP / Inbound Timeout depends on the size and type of
request Load HTML content.
Balancer

< @®~+0 2

=TT OWIT~Q®M®Cc O

(o= Ne]

TWhAPIZ3O0T O TOOMIZIOT 3035

)
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Table 6-1 (Cont.) Firewall Ports Common to All Fusion Middleware Enterprise Deployments
|

Type Firewall Port and Port Range Protocol / Inbound/ Other Considerations and Timeout
Applicatio Outbound Guidelines
n
u
S
e
d
Browser FWO0 443 HTTPS/  Inbound Timeout depends on the size and type of
request Load HTML content.
Balancer
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Table 6-1 (Cont.) Firewall Ports Common to All Fusion Middleware Enterprise Deployments

Type Firewall Port and Port Range Protocol / Inbound/ Other Considerations and Timeout
Applicatio Outbound Guidelines
n

Browser FW1 80 HTTPS/ Outbound Timeout depends on the size and type of
request Load (for HTML content.
Balancer intranet

clients)

< @®~+0 2

=TT OWIT~Q®®d®SCc O

(o= Ne]

TWhAPPIZTO0T O TOOMIZIOT 30335

)
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Table 6-1 (Cont.) Firewall Ports Common to All Fusion Middleware Enterprise Deployments

Type Firewall Port and Port Range Protocol / Inbound/ Other Considerations and Timeout
Applicatio Outbound Guidelines
n
u
s
e
d
Browser Fw1 443 HTTPS/ Outbound Timeout depends on the size and type of
request Load (for HTML content.
Balancer intranet
clients)
Callbacks FwW1 80 HTTPS/ Outbound Timeout depends on the size and type of
and Load HTML content.
Outbound Balancer
invocations
Callbacks FwW1 443 HTTPS/ Outbound Timeout depends on the size and type of
and Load HTML content.
Outbound Balancer
invocations
Load n/a 444x HTTPS n/a n/a
balancer to
Oracle
HTTP
Server
Session n/a n/a n/a n/a By default, this communication uses the
replication same port as the server's listen address.
within a
WebLogic
Server
cluster
Database FW2 1521 SQL*Net  Both Timeout depends on database content
access and on the type of process model used for
WebCenter Content.
Coherence n/a 9991 n/a n/a
for Coherence requires the
deploymen following connectivity
t between members:
e Port 9991 for both UDP
and TCP for both
multicast and unicast
configurations.
e TCPport7.
*  Ephemereal ports
32768-60999 for both
udp and tcp.
Oracle Fw2 389 LDAP or Inbound You should tune the directory server's
Unified 636 (SSL) LDAP/ssI parameters based on load balancer, and
Directory not the other way around.
access
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Table 6-1 (Cont.) Firewall Ports Common to All Fusion Middleware Enterprise Deployments
|

Type Firewall Port and Port Range Protocol / Inbound/ Other Considerations and Timeout
Applicatio Outbound Guidelines
n
Oracle FW2 6200 ONS Both Required for Gridlink. An ONS server runs
Notification on each database server.
Server
(ONS)

Table 6-2 Firewall Ports for Product-specific Components in Oracle Fusion Middleware Enterprise
Deployments

Type Firewall Port and Port Protocol / Inbound / Other Considerations
Range Application Outbound and Timeout
Guidelines
Oracle SOA Suite and Fwi1 8001 HTTPS /WLS_SOAn Inbound Timeout varies based
WSM Server access Range: 8000 - on the type of process
8080 model used for SOA.
Oracle WebCenter Fw1 16201 HTTPS /WLS_WCCn Inbound Browser-based access.
Content Access Configurable session
timeouts.
Oracle WebCenter FwW1 16401 HTTPS /WLS_CPTn Inbound Browser-based access.
Enterprise Capture Configurable session
access timeouts.
Communication between n/a 8001 TCP/IP Unicast n/a By default, this
SOA_Cluster members communication uses

the same port as the
server's listen address.

Communication between n/a 16201 TCP/IP Unicast n/a By default, this

WCC_Cluster members communication uses
the same port as the
server's listen address.

Communication between n/a 16401 TCP/IP Unicast n/a By default, this

CPT_Cluster members communication uses
the same port as the
server's listen address.
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Preparing the File System for an Enterprise
Deployment

Preparing the file system for an enterprise deployment involves understanding the
requirements for local and shared storage, as well as the terminology that is used to reference
important directories and file locations during the installation and configuration of the enterprise
topology.

This chapter describes how to prepare the file system for an Oracle Fusion Middleware
enterprise deployment.

Overview of Preparing the File System for an Enterprise
Deployment

It is important to set up your storage in a way that makes the enterprise deployment easy to
understand, configure, and manage.

This chapter provides an overview of the process of preparing the file system for an enterprise
deployment. Oracle recommends setting up your storage according to information in this
chapter. The terminology defined in this chapter is used in the diagrams and procedures
throughout the guide.

Use this chapter as a reference to understand the directory variables that are used in the
installation and configuration procedures.

Other directory layouts are possible and supported, but the model adopted in this guide was
designed for maximum availability, providing both the best isolation of components and
symmetry in the configuration and facilitating backup and disaster recovery. The rest of the
document uses this directory structure and directory terminology.

Shared Storage Recommendations When Installing and
Configuring an Enterprise Deployment

Oracle recommends that you implement certain guidelines regarding shared storage when you
install and configure an enterprise deployment.

Before you implement the detailed recommendations in this chapter, be sure to review the
recommendations and general information about using shared storage in the High Availability
Guide.

The recommendations in this chapter are based on the concepts and guidelines described in
the High Availability Guide.

Table 7-1 lists the key sections that you should review and how those concepts apply to an
enterprise deployment.
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Table 7-1 Shared Storage Resources in the High Availability Guide

Section in High Availability Guide

Importance to an Enterprise Deployment

Shared Storage Prerequisites

Describes guidelines for disk format and the requirements for hardware devices that
are optimized for shared storage.

Using Shared Storage for Binary
(Oracle Home) Directories

Describes your options for storing the Oracle home on a shared storage device that
is available to multiple hosts.

For an enterprise deployment, Oracle recommends that you use redundant Oracle
homes on separate storage volumes.

If a separate volume is not available, a separate partition on the shared disk should
be used to provide redundant Oracle homes to application tier hosts.

Using Shared Storage for Domain
Configuration Files

Describes the concept of creating separate domain homes for the Administration
Server and the Managed Servers in the domain.

For an enterprise deployment, the Administration Server domain home location is
referenced by the ASERVER_HOME variable.

Shared Storage Requirements for
JMS Stores and JTA Logs

Provides instructions for setting the location of the transaction logs and JMS stores
for an enterprise deployment.

Introduction to Zero Downtime
Patching

Describes the Zero Downtime feature and the procedure to configure and monitor
workflows.

@® Note

Zero Downtime Patching (ZDT Patching) provides an automated mechanism to
orchestrate the rollout of patches while avoiding downtime or loss of sessions. ZDT

reduces risks and downtime of mission-critical applications that require availability and
predictability while applying patches.

By using the workflows that you define, you can patch or update any number of nodes
in a domain with little or no manual intervention. Changes are rolled out to one node at
a time. This preemptively allows for session data to be migrated to compatible servers
in the cluster and allows service migration of singleton services, such as JTA and JMS.

When you patch the Oracle home, the current Oracle home must be installed locally
on each node that is included in the workflow. Although it is not required, Oracle also
recommends that the Oracle home be in the same location on each node.

Understanding the Recommended Directory Structure for an
Enterprise Deployment

The diagrams in this section show the recommended directory structure for a typical Oracle
Fusion Middleware enterprise deployment.

The directories shown in the diagrams contain binary files that are installed on disk by the
Oracle Fusion Middleware installers, domain-specific files generated via the domain
configuration process, as well as domain configuration files that are propagated to the various
host computers via the Oracle WebLogic Server pack and unpack commands:

*  Figure 7-1 shows the resulting directory structure on the shared storage device after you
have installed and configured a typical Oracle Fusion Middleware enterprise deployment.
The shared storage directories are accessible by the application tier host computers.
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e Figure 7-2 shows the resulting directory structure on the local storage device for a typical
application tier host after you have installed and configured an Oracle Fusion Middleware
enterprise deployment. The Managed Servers in particular are stored on the local storage
device for the application tier host computers.

»  Figure 7-3 shows the resulting directory structure on the local storage device for a typical
Web tier host after you have installed and configured an Oracle Fusion Middleware
enterprise deployment. Note that the software binaries (in the Oracle home) are installed
on the local storage device for each Web tier host.

Where applicable, the diagrams also include the standard variables used to reference the
directory locations in the installation and configuration procedures in this guide.
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Figure 7-1 Recommended Shared Storage Directory Structure for an Enterprise
Deployment
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* See About the Node Manager Configuration in a Typical Enterprise Deployment

Figure 7-2 Recommended Local Storage Directory Structure for an Application Tier

Host Computer in an Enterprise Deployment
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File System and Directory Variables Used in This Guide

Understanding the file system directories and the directory variables used to reference these
directories is essential for installing and configuring the enterprise deployment topology.

Table 7-2 lists the file system directories and the directory variables that are used to reference
the directories on the application tier. Table 7-3 lists the file system directories and variables
that are used to reference the directories on the web tier.

For additional information about mounting these directories when you use shared storage, see
About Creating and Mounting the Directories for an Enterprise Deployment.

Throughout this guide, the instructions for installing and configuring the topology refer to the
directory locations that use the variables shown here.

You can also define operating system variables for each of the directories listed in this section.
If you define system variables for the particular UNIX shell that you are using, you can then
use the variables as they are used in this document, without having to map the variables to the
actual values for your environment.

@® Note

As you configure your storage devices to accommodate the recommended directory
structure, note the actual directory paths in the Enterprise Deployment workbook. You
will use these addresses later when you enable the IP addresses on each host
computer.

See Using the Enterprise Deployment Workbook.

Table 7-2 Sample Values for Key Directory Variables on the Application Tier
|

Directory
Variable

Description Relative Path Sample Value on the Application Tier

ORACLE_BASE

The base directory, under which Oracle N/A

: /u0l/oracle
products are installed.

ORACLE_HOME

The read-only location for the product ORACLE_BASE/
binaries. For the application tier host product s/ f nw
computers, it is stored on shared disk.

The Oracle home is created when you
install the Oracle Fusion Middleware
Infrastructure software.

You can then install additional Oracle
Fusion Middleware products into the same
Oracle home.

/ u01/ oracl e/ product s/ f mw

ORACLE_COM The directory within the Oracle Fusion ORACLE_HOVE/ 1401/ or acl e/ product s/ f mw/
MON_HOME Middleware Oracle home where common oracl e_conmon .- o comon
utilities, libraries, and other common -
Oracle Fusion Middleware products are
stored.
WL_HOME The directory within the Oracle home ORACLE_HOVE/ /01 or acl ef product s/ f mw wl ser ver
where the Oracle WebLogic Server w server

software binaries are stored.
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Table 7-2 (Cont.) Sample Values for Key Directory Variables on the Application Tier

Directory Description Relative Path Sample Value on the Application Tier
Variable
PROD_DIR Individual product directories for each ORACLE_HOWE/ :
Oracle Fusion Middleware product that prod_dir fu01foract ef product s/ fmw prod_dir
you install. The product can be soa, wec, i dm bi , or
another value, depending on your
enterprise deployment.
EM_DIR The product directory used to store the ORACLE_HOWE/ e 101/ or acl e product s/ f mw/ em
Oracle Enterprise Manager Fusion m
Middleware Control software binaries.
JAVA_HOME The location where you install the ORACLE_BASE/ .
_ i == 1 I k
supported Java Development Kit (JDK). product s/j dk fub1foracl ef product s/ d
SHARED_CONF The shared parent directory for shared ORACLE_BASE/ / 401/ or acl e/ conf i g
IG_DIR environment configuration files, including config

domain configuration, keystores, runtime
artifacts, and application deployments

PRIVATE_CONFI
G_DIR

The local or nfs-mounted private
configuration directory unique to a given
host containing the machine-specific
domain directory (VSERVER_HOVE).
Directory variable:

PRI VATE_CONFI G DI R

/u02/ oracl e/
config

/ u02/ oracl e/ config

ASERVER_HOM
E

The Administration Server domain home,
which is installed on a shared disk.

SHARED CONFI G
_DI R/ domai ns/
domai n_name

/u01/ or acl e/ confi g/ donai ns/
donai n_name

In this example, replace donai n_nane
with the name of the WebLogic Server
domain.

MSERVER_HO The Managed Server domain home, which PRI VATE_CONFI / 02/ or acl el conf i g/ domai ns/
ME is created by using the unpack G DR dormai n name
command on the local disk of each domai ns/ -
application tier host. domai n_nane In this example, replace donai n_namne
with the name of the WebLogic Server
domain.
APPLICATION_  The Application home directory, whichis ~ SHARED CONFI G ; ; :
HOME installed on shared disk, so the directory DI R/ 332;/ ﬁr 2?”:/ confi g/ appl i cati ons/
is accessible by all the application tier host appl i cati ons/ -
computers. domai n_nane

In this example, replace donai n_namne
with the name of the WebLogic Server
domain.
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Table 7-2 (Cont.) Sample Values for Key Directory Variables on the Application Tier

- ______________________________________________________________________________________________|]
Directory Description Relative Path Sample Value on the Application Tier

Variable

ORACLE_RUNTI This directory contains the Oracle runtime ORACLE_BASE/

ME artifacts, such as the JMS logs and TLogs. runti nme

Typically, you mount this directory as a
separate shared file system, which is
accessible by all hosts in the domain.

When you run the Configuration Wizard or
perform post-configuration tasks, and you
identify the location of JMS stores or tlogs
persistent stores, then you can use this
directory, qualified with the name of the
domain, the name of the cluster, and the
purpose of the directory.

For example:

ORACLE_RUNTI ME/ ¢l ust er _nane/ j ns

/u01/ oracl e/ runti ne/

NM_HOME The directory used by the Per Machine PRI VATE_CONFI ;
Node Manager start script and GDR / u02/ or acl e/ confi g/ node_manager
configuration files. node_manager

Note: This directory is necessary only if
you are using a Per Machine Node
Manager configuration.

See About the Node Manager
Configuration in a Typical Enterprise

Deployment.

DEPLOY_PLAN_ The deployment plan directory, which is SHARED _CONFI G

HOME used as the default location for application _DI R/ dp
deployment plans.
Note: This directory is required only when

you are deploying custom applications to
the application tier.

/u01/ oracl e/ confi g/ dp

KEYSTORE_HO The shared location for custom certificates SHARED CONFI G

ME and keystores. DR

/u01/ oracl e/ confi g/ keyst ores

keyst ores

Table 7-3 Sample Values for Key Directory Variables on the Web Tier

Directory Variable Description

Sample Value on the Web Tier

WEB_ORACLE_HOME The read-only location for the Oracle HTTP
Server product binaries. For the web tier host
computers, this directory is stored on the local
disk.

The Oracle home is created when you install the

Oracle HTTP Server software .

/ u02/ or acl e/ product s/ f mw

ORACLE_COMMON_ The directory within the Oracle HTTP Server

HOME Oracle home where common utilities, libraries,
and other common Oracle Fusion Middleware
products are stored.

/u02/ or acl e/ product s/ f mv/ or acl e_common
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Table 7-3 (Cont.) Sample Values for Key Directory Variables on the Web Tier

- _____________________________________________________________________________________________|]
Directory Variable

Description Sample Value on the Web Tier

WL_HOME The directory within the Oracle home where the
Oracle WebLogic Server software binaries are Ju02/ oracl e/ product s/ fmi wi ser ver
stored.

PROD_DIR Indl\_/ldual_ product directories for each Oracle / 02/ or acl e/ pr oduct s/ f mw ohs
Fusion Middleware product that you install.

JAVA_HOME The location where you install the supported

Java Development Kit (JDK). /u02/ or acl e/ product s/ j dk

WEB_DOMAIN_HOME

The Domain home for the standalone Oracle
HTTP Server domain, which is created when
you install Oracle HTTP Server on the local disk
of each web tier host.

/ u02/ or acl e/ confi g/ domai ns/ domai n_nane

In this example, replace domai n_nane with the
name of the WebLogic Server domain.

WEB_CONFIG_DIR

This is the location where you edit the Oracle
HTTP Server configuration files (for example,
htt pd. conf and nmodul econf/*. conf) on
each web host.

Note this directory is also referred to as the OHS
Staging Directory. Changes made here are later
propagated to the OHS Runtime Directory.

See Staging and Run-time Configuration
Directories in the Administering Oracle HTTP
Server.

/u02/ or acl e/ confi g/ domai ns
/ domai n_nane/ confi g/ f mconfig
/ conponent s/ CHS/ i nst ance/
/instance_nane

WEB_KEYSTORE_HO

ME

If you use Oracle HTTP Server as your web
server, this is the location for custom certificates
and keystores.

/u02/ oracl e/ confi g/ keyst ores

About Creating and Mounting the Directories for an Enterprise

Deployment

Oracle recommends that you implement certain best practices when you create or mount the
top-level directories in an enterprise deployment.

For the application tier, install the Oracle home, which contains the software binaries, on a
second shared storage volume or second partition that is mounted to WCCHOST?2. Be
sure the directory path to the binaries on WCCHOST?2 is identical to the directory path on
WCCHOST1.

For example:
/u01/ oracl e/ product s/ f mv/
See Shared Storage Recommendations When Installing and Configuring an Enterprise

Deployment.

This enterprise deployment guide assumes that the Oracle Web tier software is installed
on a local disk.

The Web tier installation is typically performed on local storage to the WEBHOST nodes.
When you use shared storage, you can install the Oracle Web tier binaries (and create the
Oracle HTTP Server instances) on a shared disk. However, if you do so, then the shared
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disk must be separate from the shared disk used for the application tier, and you must
consider the appropriate security restrictions for access to the storage device across tiers.

As with the application tier servers (WCCHOST1 and WCCHOST?2), use the same
directory path on both computers.

For example:

/ u02/ or acl e/ product s/ f mv/

Summary of the Shared Storage Volumes in an Enterprise

Deployment

It is important to understand the shared volumes and their purpose in a typical Oracle Fusion
Middleware enterprise deployment.

You can use shared storage to host the Web tier binaries and config to make backups easier
so that files are stored on a more fault-tolerant hardware, but each node needs to use a private
directory that is not shared with the other nodes.

The following table summarizes the shared volumes and their purpose in a typical Oracle
Fusion Middleware enterprise deployment.

See Shared Storage Recommendations When Installing and Configuring an Enterprise

Deployment.

Table 7-4 Shared Storage Volumes in an Enterprise Deployment
|

Volume in Shared Storage

Mounted to Host

Mount Directories

Description and Purpose

NFS Volume 1

WCCHOST1

/u0l/ oracl e/ product s/

Storage for the product
binaries to be used by
WCCHOST1; this is where
the Oracle home directory
and product directories are
installed. Used initially by
WCCHOST]1, but can be
shared with other hosts when
scaling-out the topology.

NFS Volume 2

WCCHOST2

/u0l/ oracl e/ product s/

Storage for the product
binaries to be used by
WCCHOSTZ2; this is where
the Oracle home directory
and product directories are
installed. Used initially by
WCCHOST2, but can be
shared with other hosts when
scaling-out the topology.

NFS Volume 3

WCCHOST1 WCCHOST2

/u0l/ oracl e/ configl/

Administration Server domain
configuration, mounted to all
hosts; used initially by
WCCHOST1, but can be
failed over to any host.
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Chapter 7

Summary of the Shared Storage Volumes in an Enterprise Deployment

Volume in Shared Storage

Mounted to Host

Mount Directories

Description and Purpose

NFS Volume 4

WCCHOST1 WCCHOST2

[ u01/oracl e/ runtine/

The runtime artifacts
directory, mounted to all
hosts, contains runtime
artifacts such as JMS logs,
blogs, and any cluster-
dependent shared files
needed.

NFS Volume 5

WCCHOST1

[ u02/ oracl e/ configl/

Local storage for the
Managed Server domain
directory to be used by
WCCHOST], if the private
Managed Server domain
directory resides on shared
storage.

NFS Volume 6

WCCHOST2

[ u02/ oracl e/ configl/

Local storage for the
Managed Server domain
directory to be used by
WCCHOST?2, if the private
Managed Server domain
directory resides on shared
storage.

NFS Volume 7

WEBHOST1

[ u02/ oracl e/

Local storage for the Oracle
HTTP Server or the Oracle
Traffic Director software
binaries (Oracle home) and
domain configuration files that
are used by WEBHOST], if
the web tier private binary
and config directories reside
on shared storage.

NFS Volume 8

WEBHOST2

[ u02/ or acl e/

Local storage for the Oracle
HTTP Server or the Oracle
Traffic Director software
binaries (Oracle home) and
domain configuration files that
are used by WEBHOST2, if
the Web Tier private binary
and config directories reside
on shared storage.
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Preparing the Host Computers for an
Enterprise Deployment

It is important to perform a set of tasks on each computer or server before you configure the
enterprise deployment topology. This involves verifying the minimum hardware and operating
system requirements for each host, configuring operating system users and groups, enabling
Unicode support, mounting the required shared storage systems to the host and enabling the
required virtual IP addresses on each host.

This chapter describes the tasks that you must perform from each computer or server that is
hosting the enterprise deployment.

Verifying the Minimum Hardware Requirements for Each Host

After you procure the required hardware for the enterprise deployment, it is important to ensure
that each host computer meets the minimum system requirements.

After you have procured the required hardware for the enterprise deployment, log in to each
host computer and verify the system requirements listed in Hardware and Software
Requirements for the Enterprise Deployment Topology.

If you deploy to a virtual server environment, such as Oracle Exalogic, ensure that each of the
virtual servers meets the minimum requirements.

Ensure that you have sufficient local disk storage and shared storage configured as described
in Preparing the File System for an Enterprise Deployment.

Allow sufficient swap and temporary space; specifically:

* Swap Space—-The system must have at least 500 MB.

* Temporary Space—There must be a minimum of 500 MB of free space in the /tnp
directory.

Verifying Linux Operating System Requirements

You can review the typical Linux operating system settings for an enterprise deployment in this
section.

To ensure the host computers meet the minimum operating system requirements, ensure that
you have installed a certified operating system and that you have applied all the necessary
patches for the operating system.

In addition, review the following sections for typical Linux operating system settings for an
enterprise deployment.

Setting Linux Kernel Parameters

The kernel-parameter and shell-limit values shown in Table 8-1are recommended values only.
Oracle recommends that you tune these values to optimize the performance of the system.
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See your operating system documentation for more information about tuning kernel
parameters.

Kernel parameters must be set to a minimum of those in Table 8-1 on all nodes in the topology.

The values in the following table are the current Linux recommendations. For the latest
recommendations for Linux and other operating systems, see Oracle Fusion Middleware
System Requirements and Specifications.

If you deploy a database onto the host, you might need to modify additional kernel parameters.
See the documentation for your version of the database. For example, Configuring Kernel
Parameters in Oracle Grid Infrastructure Installation Guide for Linux.

Table 8-1 UNIX Kernel Parameters
]

Parameter Value
kernel.sem 256 32000 100 142
kernel.shmmax 4294967295

To set these parameters:

1. Signinasroot and add or amend the entries in the / et ¢/ sysct | . conf file.
2. Save the file.

3. Activate the changes by entering the following command:

[ sbin/sysctl -p

Setting the Open File Limit and Number of Processes Settings on UNIX

Systems

On UNIX operating systems, the Open File Linit is animportant system setting, which can
affect the overall performance of the software running on the host computer.

For guidance on setting the Open File Limt for an Oracle Fusion Middleware enterprise
deployment, see Host Computer Hardware Requirements.

@® Note

The following examples are for Linux operating systems. Consult your operating
system documentation to determine the commands to be used on your system.

For more information, see the following sections.

Viewing the Number of Currently Open Files

You can see how many files are open with the following command:
[usr/sbin/lsof | we -I
To check your open file limits, use the following commands.

C shell:
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limt descriptors

Bash:

ulimt -n

Setting the Operating System Open File and Processes Limits

To change the Open File Limit values:

1. Signinasroot user and edit the following file:
/etc/security/linmts.conf

2. Add the following lines to thel i nit s. conf file. (The values shown here are for example
only):

soft nofile 4096
hard nofile 65536
soft nproc 2047
hard nproc 16384

* % % ok

The nof i | es values represent the open file limit; the npr oc values represent the number of
processes limit.

3. Save the changes, and close thel i ni t s. conf file.

@® Note

Ensure that these values are not overridden by any . conf file located in /et ¢/
security/limts.d/ folder.

4. Re-log in to the host computer.
5. Use the following commands to check the current values:

echo "soft nofile = $(ulinit -S-n)"
echo "hard nofile = $(ulinit -H-n)"
echo "soft nproc = $(ulimt -S-u)"
echo "hard nproc = $(ulimt -H-u)"

Run these commands with user r oot and user or acl e to check the effective values for
each user.

Verifying IP Addresses and Host Names in DNS or hosts File

Before you begin the installation of the Oracle software, ensure that the IP address, fully
qualified host name, and the short name of the host are all registered with your DNS server.
Alternatively, you can use the local host s file and add an entry similar to the following:

| P_Address Fully_Qualified_Nane Short_Nane

For example:

10. 229. 188. 205 host 1. exanpl e. com host 1
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Setting the DNS Settings

You should configure the host to access your corporate DNS hosts.

To do this, update the DNS settings by updating the / et ¢/ resol v. conf file.

Configuring Operating System Users and Groups

The users and groups to be defined on each of the computers that host the enterprise
deployment are listed in this section.

Groups

You must create the following groups on each node.

e oinstall
e dba
Users

You must create the following user on each node.

* nobody—An unprivileged user.

e oracl e-The owner of the Oracle software. You may use a different name. The primary
group for this account must be oi nst al | . The account must also be in the dba group.

@® Note

e The group oi nstal | must have write privileges to all the file systems on shared
and local storage that are used by the Oracle software.

e Each group must have the same Group ID on every node.

e Each user must have the same User ID on every node.

Configuring a Host to Use an NTP (time) Server

All servers in the deployment must have the same time. The best way to achieve this is to use
an NTP server.

Since Oracle Linux 8 and Red Hat 8, the chrony daemon service replaces ntpd for the
management of NTP. Chrony is a feature that implements NTP to maintain timekeeping
accurately on the network.

To configure a host to use an NTP server with chrony:

1. Determine the name of the NTP servers you wish to use. For security reasons, ensure that
these are inside your organization.

2. Log into the host as the root user.

3. Editthe file / et ¢/ chr ony. conf to include a list of the time servers. After editing, the file
appears as follows:
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server ntphost 1. exanpl e. com
server ntphost 2. exanpl e. com

4. Use the following systemctl command to check the status the Chrony daemon, chronyd:
systentt| status chronyd

5. Use the following systemctl command to start or restart chronyd:
systentt| restart chronyd

6. Run the following chronyc -n tracki ng command to check chrony tracking:
chronyc -n tracking

7. Ensure the time is set correctly using the date command.

8. To ensure that the server always uses the NTP server to synchronize the time, set the
client to start on reboot by using the following command:

systenct| enable chronyd

Enabling Unicode Support

It is recommended to enable Unicode support in your operating system so as to allow
processing of characters in Unicode.

Your operating system configuration can influence the behavior of characters supported by
Oracle Fusion Middleware products.

On UNIX operating systems, Oracle highly recommends that you enable Unicode support by
setting the LANGand LC_ALL environment variables to a locale with the UTF-8 character set.
This enables the operating system to process any character in Unicode. Oracle WebCenter
Content technologies, for example, are based on Unicode.

If the operating system is configured to use a non-UTF-8 encoding, Oracle WebCenter Content
components may function in an unexpected way. For example, a non-ASCII file name might
make the file inaccessible and cause an error. Oracle does not support problems caused by
operating system constraints.

Mounting the Required Shared File Systems on Each Host

It is important to understand how to mount the shared storage to all the servers that require
access.

The shared storage configured, as described in Shared Storage Recommendations When
Installing and Configuring an Enterprise Deployment, must be available on the hosts that use
it.

In an enterprise deployment, it is assumed that you have a hardware storage filer, which is
available and connected to each of the host computers that you have procured for the
deployment.

You must mount the shared storage to all servers that require access.
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Each host must have appropriate privileges set within the Network Attached Storage (NAS) or
Storage Area Network (SAN) so that it can write to the shared storage.

Follow the best practices of your organization for mounting shared storage. This section
provides an example of how to do this on Linux by using NFS storage.

You must create and mount shared storage locations so that WCCHOST1 and WCCHOST?2
can see the same location if it is a binary installation in two separate volumes.

See Shared Storage Recommendations When Installing and Configuring an Enterprise
Deployment.
You use the following command to mount shared storage from a NAS storage device to a Linux

host. If you are using a different type of storage device or operating system, refer to your
manufacturer documentation for information about how to do this.

@® Note

The user account used to create a shared storage file system owns and has read,
write, and execute privileges for those files. Other users in the operating system group
can read and execute the files, but they do not have write privileges.

See Selecting an Installation User in the Oracle Fusion Middleware Installation
Planning Guide.

In the following example, nasfi | er represents the shared storage filer. Also note that these are
examples only. Typically, the mounting of these shared storage locations should be done by
using the / et ¢/ f st abs file on UNIX systems, so that the mounting of these devices survives
a reboot. Refer to your operating system documentation for more information.

To mount the shared storage on Linux:

1. Create the mount directories on WCCHOST1, as described in Summary of the Shared
Storage Volumes in an Enterprise Deployment, and then mount the shared storage. For
example:

mount -t nfs nasfiler:VOL1/ oracl e/ products/ /u01/oracl e/ products/

2. Repeat the procedure on WCCHOST2 using VOL2.

Validating the Shared Storage Configuration

Ensure that you can read and write files to the newly mounted directories by creating a test file
in the shared storage location that you just configured.

For example:

$ cd newy rounted directory
$ touch testfile

Verify that the owner and permissions are correct:

$1s -l testfile

Then remove the file:

$rmtestfile

Enterprise Deployment Guide for Oracle WebCenter Content

G12337-01

October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 6 of 8



ORACLE’

Chapter 8
Enabling the Required Virtual IP Addresses on Each Host

@® Note

The shared storage can be a NAS or SAN device. The following example illustrates
creating storage for a NAS device from WCCHOST1. The options may differ
depending on the specific storage device.

mount -t nfs -0 rw, bg, hard, nointr,tcp, vers=3, ti meo=300, rsi ze=32768, wsi ze=32768
nasfiler:VOL1l/ Oracle /u0l/oracle

Contact your storage vendor and machine administrator to learn about the appropriate
options for your environment.

Enabling the Required Virtual IP Addresses on Each Host

You must enable the required virtual IP addresses on each host in order to prepare the host for
the enterprise deployment.

To prepare each host for the enterprise deployment, you must enable the virtual IP (VIP)
addresses that are described in Reserving the Required IP Addresses for an Enterprise

Deployment.

It is assumed that you have already reserved the VIP addresses and host names and that they
have been enabled by your network administrator. You can then enable the VIPs on the
appropriate host.

Note that the virtual IP addresses used for the enterprise topology are not persisted because
they are managed by Whole Server Migration (for selected Managed Servers and clusters) or
by manual failover (for the Administration Server).

Starting with Oracle Enterprise Linux 6, the "i f conf i g" command is deprecated and is
replaced with the "i p" command.

To enable the VIP addresses on each host, run the following commands as r oot :

1. Determine the CIDR notation of the netmask. Each Netmask has a CIDR notation. For
example, 255.255.240.0 has a CIDR of 20.

If the netmask you are adding is the same as the interface, the fastest way to determine
this is to examine the existing IP address that are assigned to the network card. You can
do this by using the following command:

i p addr show dev ethO

Sample output:

2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdisc pfifo_fast glen
1000

l'ink/ether 00:21:f6:03:85:9f brd ff:ff:ff:ff:ff:ff

int 192.168.20.1/20 brd 10.248. 11. 255 scope gl obal ethO

In this example, the CIDR value is the value after the forward slash (/), which is, 20. If you
are unsure of the CIDR value, contact your network administrator.
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2. Configure the additional IP address on the appropriate network interface card with an
appropriately suffixed label using the following command:

ip addr add VI P/ CIDR dev nic# | abel nic#:n

@® Note

For each VIP/VHN that you need to add, increment the :n suffix starting with ;1

Example: For VIP IP of 192.168.20.3, netmask: 255.255.240.0 (CIDR: 20), and the ethO
NIC:

ip addr add 192.168.20.3/20 dev ethO | abel eth0O:1

3. For each of the virtual IP addresses that you define, update the ARP caches by using the
following command:

arping -b -A-c 3 -1 eth0 192.168. 20. 3

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01 October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 8 of 8



Preparing the Database for an Enterprise
Deployment

Preparing the database for an enterprise deployment involves ensuring that the database
meets specific requirements, creating database services, using SecureFiles for large objects in
the database, and creating database backup strategies.

This chapter provides information about the database requirements, creating database
services, and about the database backup strategies.

Overview of Preparing the Database for an Enterprise
Deployment

It is important to understand how to configure a supported database as part of an Oracle
Fusion Middleware enterprise deployment.

Most Oracle Fusion Middleware products require a specific set of schemas that must be
installed in a supported database. The schemas are installed by using the Oracle Fusion
Middleware Repository Creation Utility (RCU).

In an enterprise deployment, Oracle recommends a highly available Real Application Clusters
(Oracle RAC) database for the Oracle Fusion Middleware product schemas.

About Database Requirements

Before you configure the enterprise deployment topology, you have to verify that the database
meets the requirements described in the following sections.

Supported Database Versions

Use the following information to verify what databases are supported by each Oracle Fusion
Middleware release and which version of the Oracle database you are currently running:

e For a list of all certified databases, refer to Oracle Fusion Middleware Supported System
Configurations.

e To check the release of your database, query the PRODUCT COVPONENT _VERSI ON view:

SQL> SELECT VERSI ON FROM SYS. PRODUCT_COVPONENT_VERSI ON WHERE
PRODUCT LIKE ' Oracl e% ;

Oracle Fusion Middleware requires that the database supports the AL32UTF8 character set.
Check the database documentation for information on choosing a character set for the
database. Pluggable databases (PDBs) are also supported for Oracle Fusion Middleware
schemas, see Interoperability with Supported Databases in Understanding Interoperability and
Compatibility .

For enterprise deployments, Oracle recommends that you use GridLink data sources to
connect to Oracle RAC databases.
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@® Note

For more information about using GridLink data sources and SCAN, see Using Active
GridLink Data Sources in Administering JDBC Data Sources for Oracle WebLogic
Server.

Use of Active GridLink has specific licensing requirements, including a valid WebLogic
Suite license. See Oracle Oracle WebLogic Server data sheet.

Additional Database Software Requirements

In the enterprise topology, there are two database host computers in the data tier that host the
two instances of the RAC database. These hosts are referred to as DBHOST1 and DBHOST?2.

Before you install or configure the enterprise topology, you must ensure that the following
software is installed and available on DBHOST1 and DBHOST2:

e Oracle Clusterware

See Installing Oracle Grid Infrastructure for a Cluster in Oracle Grid Infrastructure
Installation Guide for Linux.

e Oracle Real Application Clusters

See Installing Oracle RAC and Oracle RAC One Node in Oracle Real Application Clusters
Installation Guide for Linux and UNIX.

« Time synchronization between Oracle RAC database instances

The clocks of the database instances must be in sync if they are used by servers in a
Fusion Middleware cluster configured with server migration.

« Automatic Storage Management (optional)

See Introducing Oracle Automatic Storage Management in Oracle Automatic Storage
Management Administrator's Guide.

Installing and Validating Oracle Text

Before you install or configure the WebCenter Content enterprise topology, you must be sure
that Oracle Text is installed and available on DBHOST1 and DBHOST?2.

For more information on installing Oracle Text, see the Oracle Database Installation Guide for
Linux.

To make sure that the database used for WebCenter Content installation has Oracle Text
enabled, run the following command:

SQ.> sel ect conp_nane, status, substr(version,1,10) as version fromdba_registry where
conp_id = " CONTEXT' ;

COVP_NAME STATUS VERSI ON

Oracle Text VALID 12.1.0.1.0
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Creating Database Services

When multiple Oracle Fusion Middleware products are sharing the same database, each
product should be configured to connect to a separate, dedicated database service. This
service should be different from the default database service. Having a different service name
from the default, allows you to create role based database services for Disaster Recovery and
Multi-Datacenter topologies.

® Note

The instructions in this section are for the Oracle Database 19c. If you are using
another supported database, refer to the appropriate documentation library for more
up-to-date and release-specific information.

For more information about connecting to Oracle databases using services, see Overview of
Using Dynamic Database Services to Connect to Oracle Databases in Real Application
Clusters Administration and Deployment Guide.

In addition, the database service should be different from the default database service. For
complete instructions on creating and managing database services for an Oracle Database
19c database, see Overview of Automatic Workload Management with Dynamic Database
Services in Real Application Clusters Administration and Deployment Guide.

Runtime connection load balancing requires configuring Oracle RAC Load Balancing Advisory
with service-level goals for each service for which load balancing is enabled.

You can configure the Oracle RAC Load Balancing Advisory for SERVI CE_TI ME or THROUGHPUT.
Set the connection load-balancing goal to SHORT.

You create and modify Oracle Database services by using the srvct | utility.
To create and modify a database service:
1. Add the service to the database and assign it to the instances by using srvct| :

srvct] add service -db wecdb -service wecedg. exanpl e. com -preferred weedbl, weedb?2

@® Note

For the Service Name of the Oracle RAC database, use lowercase letters,
followed by the domain name. For example: wccedg. exanpl e. com

2. Start the service:

srvctl start service —db wecdb -service wecedg. exanpl e. com
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@® Note

For complete instructions on creating and managing database services with
SRVCTL, see Creating Services with SRVCTL in the Real Application Clusters
Administration and Deployment Guide.

If the database is a multitenant database, provide the pluggable database (PDB)
name when creating the service so that the service is associated with the specified
PDB. For example:

srvctl add service -db weedb -service wecedg. exanpl e. com - preferred
weedbl, weedb2 - pdb PDB1

Modify the service so that it uses the Load Balancing Advisory and the appropriate service-
level goals for runtime connection load balancing.

Use the following resources in the Oracle Database 19¢ Real Application Clusters
Administration and Deployment Guide to set the SERVICE_TIME and THROUGHPUT
service-level goals:

e Overview of the Load Balancing Advisory
e Configuring Your Environment to Use the Load Balancing Advisory
For example:

Check the default configuration of the service by using this command:

srvctl config service -db weedb -service wecedg. exanpl e. com

Several parameters are shown. Check the following parameters:

e Connection Load Balancing Goal: Long

* Runtime Load Balancing Goal: NONE

You can modify these parameters by using the following command:

srvctl nodify service -db wecdb -service wecedg. exanpl e. com -rl bgoal
SERVI CE_TI ME -cl bgoal SHORT

Restart the service:

srvctl stop service -db wecdb -service wecedg. exanpl e. com
srvctl start service -db wecdb -service wecedg. exanpl e. com

Verify the change in the configuration:

srvctl config service -db weedb -service wecedg. exanpl e. com
Runtime Load Bal ancing Goal : SERVI CE_TI ME

Service name: wccedg. exanpl e. com

Service is enabl ed

Server pool: wecdb weccedg. exanpl e. com

Connection Load Bal ancing Goal : SHORT
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Runtime Load Bal anci ng Goal : SERVI CE_TI ME

Using SecureFiles for Large Objects (LOBs) in an Oracle

Database

SecureFiles is a new LOB storage architecture introduced in Oracle Database 11g Release 1.
It is recommended to use SecureFiles for the Oracle Fusion Middleware schemas, in particular
for the Oracle SOA Suite schemas.

Beginning with Oracle Database 11g Release 1, Oracle introduced SecureFiles, a new LOB
storage architecture. Oracle recommends that you use SecureFiles for the Oracle Fusion
Middleware schemas, in particular for the Oracle SOA Suite schemas. See Using Oracle
SecureFiles LOBs in the Oracle Database SecureFiles and Large Objects Developer's Guide.

The db_securefil e system parameter controls the SecureFiles usage policy. This parameter
can be modified dynamically. The following options can be used for using SecureFiles:

e PERM TTED: The default setting prior to 12c. Allows SecureFile LOB storage when the
SECUREFI LE keyword is used. The default storage method is BasicFiles).

»  PREFERRED: The default setting for 12c and later, which uses SecureFile LOB storage in all
cases where LOB storage would otherwise default to BasicFile.

e FORCE: Creates all (new) LOBs as SecureFiles.

e ALWAYS: Tries to create LOBs as SecureFiles, but falls back to BasicFiles if not possible (if
ASSM is disabled).

Other values for the db_secur ef i | e parameter are:

e | GNORE: Ignore attempts to create SecureFiles.
* NEVER: Disallow new SecureFiles creations.

Note that the SecureFiles segments require tablespaces managed with automatic segment
space management (ASSM). This means that LOB creation on SecureFiles will fail if ASSM is
not enabled. However, the Oracle Fusion Middleware tablespaces are created by default with
ASSM enabled. As a result, with the default configuration, nothing needs to be changed to
enable SecureFiles for the Oracle Fusion Middleware schemas.

About Database Backup Strategies

Performing a database backup at key points in the installation and configuration of an
enterprise deployment enables you to recover quickly from any issue that might occur in the
later configuration steps.

At key points in the installation and configuration of an enterprise deployment, this guide
recommends that you back up your current environment. For example, after you install the
product software and create the schemas for a particular Oracle Fusion Middleware product,
you should perform a database backup. Performing a backup allows you to perform a quick
recovery from any issue that might occur in the later configuration steps.

You can choose to use your own backup strategy for the database, or you can simply make a
backup by using operating system tools or RMAN for this purpose.
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Oracle recommends that you use Oracle Recovery Manager for the database, particularly if the
database was created using Oracle Automatic Storage Management. If possible, you can also
perform a cold backup by using operating system tools such as tar.
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Configuring the Enterprise Deployment

The tasks that need to be performed to configure the enterprise deployment topology are
detailed in this section.

Part 11l contains the following chapters:
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Creating the Initial Infrastructure Domain for
an Enterprise Deployment

It is important to understand how to install and configure an initial domain, which can be used
as the starting point for an enterprise deployment. You can extend this initial domain with the
various products and components that constitute the enterprise topology you are deploying.
This chapter provides information on variables used when creating the infrastructure domain,
creating the database schemas and configuring the infrastructure domain.

Variables Used When Creating the Infrastructure Domain

While creating the infrastructure domain, you will be referencing the directory variables listed in
this section.

The directory variables are defined in File System and Directory Variables Used in This Guide.

* ORACLE_HOME

* APPLICATION_HOME
« JAVA HOME

» ASERVER_HOME

* MSERVER _HOME

* KEYSTORE_HOME

In addition, you'll be referencing the following virtual IP (VIP) addresses and host names
defined in Reserving the Required IP Addresses for an Enterprise Deployment:

*  ADMINVHN

¢ WCCHOST1

«  WCCHOST2

e DBHOST1

e DBHOST2

e SCAN Address for the Oracle RAC Database (DB- SCAN. exanpl e. con)

Understanding the Initial Infrastructure Domain

Before creating the initial Oracle Fusion Middleware Infrastructure domain, ensure that you
review the following key concepts.

About the Infrastructure Distribution

You create the initial Infrastructure domain for an enterprise deployment by using the Oracle
Fusion Middleware Infrastructure distribution. This distribution contains both the Oracle
WebLogic Server software and the Oracle JRF software.
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The Oracle JRF software consists of Oracle Web Services Manager, Oracle Application
Development Framework (Oracle ADF), Oracle Enterprise Manager Fusion Middleware
Control, the Repository Creation Utility (RCU), and other libraries and technologies that are
required to support the Oracle Fusion Middleware products.

Later in this guide, you can then extend the domain to support the Oracle Fusion Middleware
products that are required for your enterprise deployment.

See Understanding Oracle Fusion Middleware Infrastructure in Understanding Oracle Fusion
Middleware.

Characteristics of the Initial Infrastructure Domain

The following table lists some of the key characteristics of the initial Infrastructure domain. By
reviewing and understanding these characteristics, you can better understand the purpose and
context of the procedures used to configure the domain.

Many of these characteristics are described in more detail in Understanding a Typical
Enterprise Deployment.

Characteristic of the Domain More Information

Contains only an Administration Server. Managed Servers About a Typical Enterprise Deployment
are added to the domain later, when you extend the initial
domain to include Oracle Fusion Middleware products.

Uses a separate virtual IP (VIP) address for the Configuration of the Administration Server and Managed
Administration Server. Servers Domain Directories
Uses a per host Node Manager configuration. About the Node Manager Configuration in a Typical

Enterprise Deployment

Requires a separately installed LDAP-based authentication ~ Understanding OPSS and Requests to the Authentication

provider.

and Authorization Stores

Installing the Oracle Fusion Middleware Infrastructure on
WCCHOST1

Use the following sections to install the Oracle Fusion Middleware Infrastructure software in
preparation for configuring a new domain for an enterprise deployment.

Installing a Supported JDK

Oracle Fusion Middleware requires that a certified Java Development Kit (JDK) is installed on
your system.

Locating and Downloading the JDK Software

To find a certified JDK, see the certification document for your release on the Oracle Fusion
Middleware Supported System Configurations page.

After you identify the Oracle JDK for the current Oracle Fusion Middleware release, you can
download an Oracle JDK from the following location on Oracle Technology Network:

https://www.oracle.com/java/technologies/downloads/

Be sure to navigate to the download for the Java SE JDK.
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Installing the JDK Software

Install the JDK onto the VOL1 and VOL2 shared storage volumes mounted to / u01/ or acl e/
product s on the application tier hosts. Name the folder for the JDK without version numbers to
avoid re-configuration challenges during JDK upgrades. Example: / u01/ or acl e/ product s/ j dk.

@ Note

Multiple installations may be needed as recommended mount points use multiple
product shared volumes.

For more information about the recommended location for the JDK software, see the
Understanding the Recommended Directory Structure for an Enterprise Deployment.

The following example describes how to install a recent version of JDK 17.0.

1.

Change directory to the location where you downloaded the JDK archive file.
cd downl oad_di r
Unpack the archive into the JDK home directory, and then run the following commands:

tar -xzvf jdk-17.0.10+11 |inux-x64 bin.tar.gz

@ Note

The JDK version listed here was accurate at the time this document was
published. For the latest supported JDK, see the Oracle Fusion Middleware
System Requirements and Specifications for the current Oracle Fusion
Middleware release.

Move the JDK directory to the recommended location in the directory structure.
For example:

mv jdk-17.0.10 /u0l/oracl e/ product s/ dk

See File System and Directory Variables Used in This Guide.

Define the JAVA_HOME and PATH environment variables for running Java on the host
computer.

For example:

export JAVA HOVE=/ u01/ oracl e/ product s/ j dk
export PATH=$JAVA HOVE/ bi n: $PATH

Run the following command to verify that the appropriate j ava executable is in the path
and your environment variables are set correctly:

java -version

The Java version in the output should be displayed as 17. 0. 10.

Repeat steps 1 through 5 for each unique products shared volume on an appropriate host.
For example: WCCHOST1 and WCCHOST?2.
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Starting the Infrastructure Installer on WCCHOST1

To start the installation program, perform the following steps.

1. Loginto WCCHOST1.
2. Go to the directory where you downloaded the installation program.

3. Launch the installation program by invoking the j ava executable from the JDK directory on
your system, as shown in the following example:

$JAVA HOWE/ bin/java -jar distribution_file_name.jar

In this example:

* Replace JAVA_HOME with the environment variable or actual JDK location on your
system.

 Replacedistribution file_nanme with the actual name of the distribution JAR file.

If you download the distribution from the Oracle Technology Network (OTN), then the
JAR file is typically packaged inside a downloadable compressed file.

To install the software required for the initial Infrastructure domain, the distribution you
want to install is fmw_14.1.2.0.0_infrastructure.jar.

For more information about the actual file names of each distribution, see Identifying
and Obtaining Software Downloads for an Enterprise Deployment.

When the installation program appears, you are ready to begin the installation. See Navigating
the Installation Screens for a description of each installation program screen.

Navigating the Infrastructure Installation Screens

The installation program displays a series of screens, in the order listed in the following table.

If you need additional help with any of the installation screens, click the screen name or click
the Help button on the screen.
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Table 10-1 Navigating the Infrastructure Installation Screens

Screen

Description

Installation Inventory Setup

On UNIX operating systems, this screen appears if you are installing any Oracle
product on this host for the first time. Specify the location where you want to create
your central inventory. Ensure that the operating system group name selected on this
screen has write permissions to the central inventory location.

See Understanding the Oracle Central Inventory in Installing Software with the
Oracle Universal Installer.

@® Note

Oracle recommends that you configure the central
inventory directory on the products shared volume.
Example: / u01/ or acl e/ pr oduct s/

oral nventory

You may also need to execute the
createCentralinventory. sh script as root from the
oral nvent ory folder after the installer completes.

Welcome

This screen introduces you to the product installer.

Auto Updates

Use this screen to search My Oracle Support automatically for available patches or
automatically search a local directory for patches that you have already downloaded
for your organization.

Installation Location

Use this screen to specify the location of your Oracle home directory.

For the purposes of an enterprise deployment, enter the value of the
ORACLE_HOME variable listed in Table 7-2.

Installation Type

Use this screen to select the type of installation and as a consequence, the products
and feature sets that you want to install.

For this topology, select Fusion Middleware Infrastructure.

@ Note

The topology in this document does not include server
examples. Oracle strongly recommends that you do not
install the examples into a production environment.

Prerequisite Checks

This screen verifies that your system meets the minimum requirements.

If there are any warning or error messages, refer to the Oracle Fusion Middleware
System Requirements and Specifications document on the Oracle Technology
Network (OTN).

Security Updates

If you already have an Oracle Support account, use this screen to indicate how you
would like to receive security updates.

If you do not have one and are sure that you want to skip this step, clear the check
box and verify your selection in the follow-up dialog box.
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Table 10-1 (Cont.) Navigating the Infrastructure Installation Screens
|

Screen

Description

Installation Summary Use this screen to verify the installation options that you have selected. If you want to

save these options to a response file, click Save Response File and provide the
location and name of the response file. Response files can be used later in a silent
installation situation.

For more information about silent or command-line installation, see Using the Oracle
Universal Installer in Silent Mode in Installing Software with the Oracle Universal
Installer.

Installation Progress This screen allows you to see the progress of the installation.

Installation Complete This screen appears when the installation is complete. Review the information on

this screen, then click Finish to dismiss the installer.

Installing Oracle Fusion Middleware Infrastructure on the Other Host

Computers

If you have configured a separate shared storage volume or partition for secondary hosts, then
you must install the Infrastructure on one of those hosts.

See Shared Storage Recommendations When Installing and Configuring an Enterprise
Deployment.

To install the software on the other host computers in the topology, log in to each host, and use
the instructions in Starting the Infrastructure Installer on WCCHOST1 and Navigating the
Infrastructure Installation Screens to create the Oracle home on the appropriate storage
device.

® Note

In previous releases, the recommended enterprise topology included a colocated set
of Oracle HTTP Server instances. In those releases, there was a requirement to install
the Infrastructure on the web tier hosts (WEBHOST1 and WEBHOST?2). However, for
this release, the Enterprise Deployment topology assumes that the web servers are
installed and configured in standalone mode, so they are not considered part of the
application tier domain. See Configuring the Web Tier for an Enterprise Deployment

Checking the Directory Structure

After you install the Oracle Fusion Middleware Infrastructure and create the Oracle home, you
should see the directory and sub-directories listed in this topic. The contents of your installation
vary based on the options that you selected during the installation.

To check the directory structure:

1. Change to the ORACLE_HOME directory where you installed the Infrastructure.

2. Enter the following command:

|'s --format=single-col um $ORACLE HOVE
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The directory structure on your system must match the structure shown in the following
example:

bin

cfgtool | ogs
coherence
em

install

i nventory
jlib

lib

OPat ch

opm

oracl e_comon
oralnst.loc
oui

w server

See What are the Key Oracle Fusion Middleware Directories? in Understanding Oracle
Fusion Middleware.

Disabling the Derby Database

Disable the embedded Derby database, which is a file-based database, packaged with Oracle
WebLogic Server. The Derby database is used primarily for development environments. As a
result, you must disable it when you are configuring a production-ready enterprise deployment
environment; otherwise, the Derby database process starts automatically when you start the
Managed Servers.

To disable the Derby database:

1.

3.

Navigate to the following directory in the Oracle home:

cd $W._HOVE/ common/ derby/lib

Rename the Derby library jar file:
nv derby.jar disable_derby.jar

If each host uses a separate file system, repeat steps 1 and 2 on each host.

Creating the Database Schemas

Oracle Fusion Middleware components require the existence of schemas in a database before
you configure a Fusion Middleware Infrastructure domain. Install the schemas listed in this
topic in a certified database for use with this release of Oracle Fusion Middleware.

Metadata Services (MDS)

Audit Services (IAU)

Audit Services Append (IAU_APPEND)
Audit Services Viewer (IAU_VIEWER)
Oracle Platform Security Services (OPSS)
User Messaging Service (UMS)
WebLogic Services (WLS)

Common Infrastructure Services (STB)
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Use the Repository Creation Utility (RCU) to create the schemas. This utility is installed in the
Oracle home for each Oracle Fusion Middleware product. For more information about RCU
and how the schemas are created and stored in the database, see Preparing for Schema
Creation in Creating Schemas with the Repository Creation Ultility.

Complete the following steps to install the required schemas:

Installing and Configuring a Certified Database

Make sure that you have installed and configured a certified database, and that the database is
up and running.

See the Preparing the Database for an Enterprise Deployment.

Starting the Repository Creation Utility (RCU)

To start the Repository Creation Utility (RCU):

1.

Make sure that the JAVA_HOME environment variable is set to the location of a certified JDK
on your system. The location should be up to but not including the bi n directory. For
example, if your JDK is located in / u01/ or acl e/ product s/ j dk, on UNIX operating
systems:

export JAVA HOVE=/ u01/ or acl e/ product s/ j dk

See File System and Directory Variables Used in This Guide.

Navigate to the following directory on WCCHOST1:
$ORACLE_HOME or acl e_conmon/ bi n
Start RCU:

.lrcu

@ Note

If your database has Transparent Data Encryption (TDE) enabled, and you want to
encrypt your tablespaces created by the RCU, provide the - encr ypt Tabl espace
t rue option when you start the RCU.

This will default the appropriate RCU GUI Encrypt Tablespace checkbox selection
on the Map Tablespaces screen without further effort during the RCU execution.
See Encrypting Tablespaces in Creating Schemas with the Repository Creation
Utility.

Navigating the RCU Screens to Create the Schemas

Follow the instructions in this section to create the schemas for the Fusion Middleware
Infrastructure domain:
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* Task 5, Specifying Schema Passwords

» Task 6, Verifying the Tablespaces for the Required Schemas

e Task 7, Creating Schemas

* Task 8, Reviewing Completion Summary and Completing RCU Execution

Task 1 Introducing RCU
Review the Welcome screen and verify the version number for RCU. Click Next to begin.

Task 2 Selecting a Method of Schema Creation

If you have the necessary permission and privileges to perform DBA activities on your
database, select System Load and Product Load on the Create Repository screen. The
procedure in this document assumes that you have the necessary privileges.

If you do not have the necessary permission or privileges to perform DBA activities in the
database, you must select Prepare Scripts for System Load on this screen. This option
generates a SQL script, which can be provided to your database administrator. See
Understanding System Load and Product Load in Creating Schemas with the Repository
Creation Ultility.

Click Next.

@ Tip
For more information about the options on this screen, see Create repository in
Creating Schemas with the Repository Creation Ultility.

Task 3 Providing Database Connection Details
Provide the database connection details for RCU to connect to your database.

1. As Database Type, select Oracle Database enabled for edition-based redefinition.

@® Note

Oracle Database enabled for edition-based redefinition (EBR) is recommended to
support Zero Down Time upgrades. For more information, see https://
www.oracle.com/database/technologies/high-availability/ebr.html.

In the Host Name field, enter the SCAN address of the Oracle RAC Database.
Enter the Port number of the RAC database scan listener, for example 1521.

Enter the RAC Service Name of the database.

o & 0 b

Enter the User Name of a user that has permissions to create schemas and schema
objects, for example SYS.

o

Enter the Password of the user name that you provided in step 4.
7. If you have selected the SYS user, ensure that you set the role to SYSDBA.

8. Click Next to proceed, and then click OK on the dialog window confirming that connection
to the database was successful.
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@ Tip
For more information about the options on this screen, see Database Connection
Details in Creating Schemas with the Repository Creation Ulility.

Task 4 Specifying a Custom Prefix and Selecting Schemas

1. Specify the custom prefix that you want to use to identify the Oracle Fusion Middleware
schemas.

The custom prefix is used to logically group these schemas together for use in this
domain. For the purposes of this guide, use the prefix FMW1412

@ Tip
Make a note of the custom prefix that you choose to enter here; you will need this
later, during the domain creation process.

For more information about custom prefixes, see Understanding Custom Prefixes
in Creating Schemas with the Repository Creation Ultility .

2. Select AS Common Schemas.

When you select AS Common Schemas, all the schemas in this section are
automatically selected.

If the schemas in this section are not automatically selected, then select the required
schemas.

There are two mandatory schemas that are selected by default. You cannot deselect them:
Common Infrastructure Services (the STB schema) and WebLogic Services (the WLS
schema). The Common Infrastructure Services schema enables you to retrieve information
from RCU during domain configuration. See Understanding the Service Table Schema in
Creating Schemas with the Repository Creation Utility.

@ Tip
For more information about how to organize your schemas in a multi-domain

environment, see Planning Your Schema Creation in Creating Schemas with the
Repository Creation Utility.

Click Next to proceed, and then click OK on the dialog window confirming that prerequisite
checking for schema creation was successful.

Task 5 Specifying Schema Passwords

Specify how you want to set the schema passwords on your database, then specify and
confirm your passwords. Ensure that the complexity of the passwords meet the database
security requirements before you continue. RCU proceeds at this point even if you do not
meet the password polices. Hence, perform this check outside RCU itself.

Click Next.
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@ Tip
You must make a note of the passwords you set on this screen; you need them later
on during the domain creation process.

Task 6 Verifying the Tablespaces for the Required Schemas
You can accept the default settings on the remaining screens, or you can customize how RCU
creates and uses the required tablespaces for the Oracle Fusion Middleware schemas.

@® Note

You can configure a Fusion Middleware component to use JDBC stores for JIMS
servers and Transaction Logs, by using the Configuration Wizard. These JDBC stores
are placed in the Weblogic Services component tablespace. If your environment
expects to have a high level of transactions and JMS activity, you can increase the
default size of the <PREFIX>_WLS tablespace to better suit the environment load.

Click Next to continue, and then click OK on the dialog window to confirm the tablespace
creation.

For more information about RCU and its features and concepts, see About the Repository
Creation Utility in Creating Schemas with the Repository Creation Ulility.

Task 7 Creating Schemas
Review the summary of the schemas to be loaded and click Create to complete schema
creation.

@® Note

If failures occurred, review the listed log files to identify the root cause, resolve the
defects, and then use RCU to drop and recreate the schemas before you continue.

Task 8 Reviewing Completion Summary and Completing RCU Execution
When you reach the Completion Summary screen, verify that all schema creations have been
completed successfully, and then click Close to dismiss RCU.

Verifying Schema Access

Verify schema access by connecting to the database as the new schema users are created by
the RCU. Use SQL*Plus or another utility to connect, and provide the appropriate schema
names and passwords entered in the RCU.

@® Note

If the database is a pluggable database (PDB), the appropriate t ns alias that points to
the PDB must be used in the sql pl us command.

For example:

.I'sgl plus FMAM412 W.S/ <W.S schenma_passwor d>
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SQ.*Plus: Release 23.0.0.0.0 - for Oracle Coud and Engi neered Systens on Wed Sep 11
14:20: 00 2024 Version 23.5.0.24.07
Copyright (c) 1982, 2024, Oacle. Al rights reserved.

Enter user-name: FMAL412 WS
Enter password: WS schema_password

Connected to:

Oracl e Dat abase 23ai EE Extrene Perf Release 23.0.0.0.0 - for Oracle O oud and
Engi neered Systens

Version 23.5.0.24.07

SQL>

Configuring the Infrastructure Domain

You can create and configure a WebLogic domain for the enterprise deployment topology
using the configuration wizard.

For more information on other methods available for domain creation, see "Additional Tools for
Creating, Extending, and Managing WebLogic Domains" in Creating WebLogic Domains Using
the Configuration Wizard.

Starting the Configuration Wizard

To begin domain configuration, run the following command in the Oracle Fusion Middleware
Oracle home on WCCHOST1.

$ORACLE_HOME or acl e_conmon/ common/ bi n/ confi g. sh

Navigating the Configuration Wizard Screens to Configure the Infrastructure

Domain

Follow the instructions in this section to create and configure the domain for the topology.

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Create a New Domain.

In the Domain Location field, specify the value of the ASERVER_HOME variable, as defined
in File System and Directory Variables Used in This Guide.

@ Tip
For more information about the other options on this screen of the Configuration

Wizard, see "Configuration Type" in Creating WebLogic Domains Using the
Configuration Wizard.

Task 2 Selecting the Configuration Templates
On the Templates screen, make sure Create Domain Using Product Templates is selected,
then select the following templates:

* Oracle Enterprise Manager - [em]
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Selecting this template automatically selects the following dependencies:
— Oracle JRF - [oracle_common]
— WebLogic Coherence Cluster Extension - [wiserver]

e Oracle WSM Policy Manager - [oracle_common]

@ Tip
More information about the options on this screen can be found in Templates in
Creating WebLogic Domains Using the Configuration Wizard.

Task 3 Selecting the Application Home Location
On the Application Location screen, specify the value of the APPLICATION_HOME variable,
as defined in File System and Directory Variables Used in This Guide.

@ Tip
More information about the options on this screen can be found in Application
Location in Creating WebLogic Domains Using the Configuration Wizard.

Task 4 Configuring the Administrator Account

On the Administrator Account screen, specify the user name (Oracle recommends using a
different user name from “WebLogic”) and password for the default WebLogic Administrator
account for the domain.

Make a note of the user name and password specified on this screen; you will need these
credentials later to boot and connect to the domain's Administration Server.

Task 5 Specifying the Domain Mode and JDK
On the Domain Mode and JDK screen:

e Select Production in the Domain Mode field.
e Select the Oracle Hotspot JDK in the JDK field.

@® Note

Ensure that it points to the folder where you have installed the JDK. See Installing
the JDK Software.

* |n the Enable or Disable Default Ports for the Domain field, use the default values
provided for Production Mode:

— Ensure that Enable Listen Ports (non-SSL Ports) is NOT selected.
— Ensure that Enable SSL Listen Ports is selected.

— Ensure that Enable Administration Port (SSL Port) is selected.
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More information about the options on this screen, including the differences between
development mode and production mode, can be found in Domain Mode and JDK in
Creating WebLogic Domains Using the Configuration Wizard.

Task 6 Specifying the Database Configuration Type

* Select RCU Data to activate the fields on this screen.

The RCU Data option instructs the Configuration Wizard to connect to the database and
Service Table (STB) schema to automatically retrieve schema information for the schemas

needed to configure the domain.

«  Verify that Vendor is Oracle and Driver is *Oracle's Driver (Thin) for Service Connections;
Versions: Any. Verify that Connection Parameters is selected.

@® Note

If you choose to select Manual Configuration on this screen, you will have to
manually fill in the parameters for your schema on the JDBC Component Schema

screen.

*  After selecting RCU Data, fill in the fields as shown in the following table. Refer to
Database Configuration Type for more information about the Database Configuration Type

screen.

Field

Description

Host Name

Enter the Single Client Access Name (SCAN) Address for
the Oracle RAC database, which you entered in the
Enterprise Deployment Workbook.

For information about the Enterprise Deployment Workbook,
see Using the Enterprise Deployment Workbook .

DBMS/Service

Enter the service name for the Oracle RAC database
appropriate for this domain where you will install the product
schemas. For example:

wecedg. exanpl e. com

Specify the service name based on the value configured
earlier in Preparing the Database for an Enterprise

Deployment.

Port

Enter the port number on which the database listens. For
example, 1521.

Schema Owner
Schema Password

Enter the user name and password for connecting to the
database's Service Table schema.

This is the schema user name and password that was
specified for the Service Table component on the Schema
Passwords screen in RCU (see Creating the Database
Schemas).

The default user name is pr ef i x_STB, where pr ef i x is the
custom prefix that you defined in RCU.
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Click Get RCU Configuration when you are finished specifying the database connection
information. The following output in the Connection Result Log indicates that the operation
succeeded:

Connecting to the database server... X
Retrieving schena data from database server... X
Bi nding | ocal schema conponents with retrieved data... K

Successful Iy Done.

Click Next if the connection to the database is successful.

@ Tip
More information about the RCU Data option can be found in "Understanding the
Service Table Schema" in Creating Schemas with the Repository Creation Utility.

More information about the other options on this screen can be found in Datasource
Defaults in Creating WebLogic Domains Using the Configuration Wizard.

Task 7 Specifying JDBC Component Schema Information

Verify that the values on the JDBC Component Schema screen are correct for all schemas.
The schema table should be populated because you selected Get RCU Data on the previous
screen. As a result, the Configuration Wizard locates the database connection values for all
the schemas required for this domain.

At this point, the values are configured to connect to a single-instance database. However, for
an enterprise deployment, you should use a highly available Real Application Clusters (RAC)
database, as described in Preparing the Database for an Enterprise Deployment.

In addition, Oracle recommends that you use an Active GridLink datasource for each of the
component schemas. For more information about the advantages of using GridLink data
sources to connect to a RAC database, see "Database Considerations” in the High Availability
Guide.

To convert the data sources to GridLink:

1. Select all the schemas by selecting the checkbox in the first header row of the schema
table.

2. Click Convert to GridLink and click Next.
Task 8 Providing the GridLink Oracle RAC Database Connection Details

On the GridLink Oracle RAC Component Schema screen, provide the information required to
connect to the RAC database and component schemas, as shown in Table 10-2.

Element

Description and Recommended Value

SCAN, Host Name, and Port Select the SCAN checkbox.

In the Host Name field, enter the Single Client Access Name
(SCAN) Address for the Oracle RAC database.

In the Port field, enter the SCAN listening port for the
database (for example, 1521).

ONS Host and Port These values are not required when you are using an Oracle

12c database or higher versions because the ONS list is
automatically provided from the database to the driver.

Enable Fan

Verify that the Enable Fan checkbox is selected, so the
database can receive and process FAN events.
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Element Description and Recommended Value

Service Name Verify that the service name for the Oracle RAC database is
appropriate. For example, wccedg.example.com.

For more information about specifying the information on this screen, as well as information
about how to identify the correct SCAN address, see "Configuring Active GridLink Data
Sources with Oracle RAC" in the High Availability Guide.

You can also click Help to display a brief description of each field on the screen.

Task 9 Testing the JDBC Connections

Use the JDBC Component Schema Test screen to test the data source connections you have
just configured.

A green check mark in the Status column indicates a successful test. If you encounter any
issues, see the error message in the Connection Result Log section of the screen, fix the
problem, then try to test the connection again.

@ Tip
More information about the other options on this screen can be found in Test
Component Schema in Creating WebLogic Domains Using the Configuration Wizard.

Task 10 Selecting Advanced Configuration
To complete domain configuration for the topology, select the following options on the
Advanced Configuration screen:

* Administration Server

This is required to properly configure the listen address of the Administration Server.
* Node Manager

This is required to configure Node Manager.
e Topology

This is required to add, delete, or modify the Settings for Server Templates, Managed
Servers, Clusters, Virtual Targets, and Coherence.

® Note
When using the Advanced Configuration screen in the Configuration Wizard:

e If any of the above options are not available on the screen, then return to the
Templates screen, and be sure you selected the required templates for this
topology.

e Do not select the Domain Frontend Host Capture advanced configuration
option. You will later configure the frontend host property for specific clusters,
rather than for the domain.

Task 11 Configuring the Administration Server Listen Address
On the Administration Server screen:

1. Inthe Server Name field, retain the default value, Adm nSer ver .
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2. Inthe Listen Address field, enter the virtual host name that corresponds to the VIP of the
ADMINVHN that you procured in Procuring Resources for an Enterprise Deployment and
enabled in Preparing the Host Computers for an Enterprise Deployment.

For more information on the reasons for using the ADMINVHN virtual host, see Reserving
the Required IP Addresses for an Enterprise Deployment.

3. Inthe Configure Administration Server Ports section, perform the following steps:

a. Leave the Enable Listen Port field unchecked. The Listen Port value will be disabled
in grey.

b. Ensure the Enable SSL Listen port field is checked.
c. Leave the default value as 7002 in the SSL Listen Port field.
d. Leave the default value as 9002 in the Administration Port.

4. Leave the default value as Unspecified in the Server Group.

Task 12 Configuring Node Manager
Select Manual Node Manager Setup as the Node Manager type.

@® Note

You can ignore the warning in the bottom pane. This guide provides the required
steps for the Manual Node Manager configuration.

@ Tip
For more information about the options on this screen, see Node Manager in Creating
WebLogic Domains Using the Configuration Wizard.
For more information about per domain and per host Node Manager implementations,
see About the Node Manager Configuration in a Typical Enterprise Deployment.
For information about Node Manager configurations, see Configuring Node Manager
on Multiple Machinesin Administering Node Manager for Oracle WebLogic Server.

Task 13 Configuring Managed Servers
There are no Managed Servers in the initial Infrastructure domain. Click Next to proceed to
the next screen.

Task 14 Configuring a Cluster
There are no clusters in the initial Infrastructure domain. Click Next to proceed to the next
screen.

Task 15 Configure Server Templates
There are no server templates in the initial Infrastructure domain. Click Next to proceed to the
next screen.

Task 16 Configure Coherence Clusters
There are no clusters in the initial Infrastructure domain. Click Next to proceed to the next
screen.

Task 17 Creating Machines
Use the Machines screen to create a new machine in the domain. A machine is required in
order for the Node Manager to be able to start and stop the servers.
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1. Select the Unix Machine tab.
2. Click the Add button to create a new Unix machine.

Use the values in Table 10-3 to define the Name and Node Manager Listen Address of the
new machine.

3. Verify the port in the Node Manager Listen Port field.

The port number 5556, shown in this example, may be referenced by other examples in
the documentation. Replace this port number with your own port number as needed.

Name

Node Manager Listen Address NNode Manager Type

=T 0 TS O~V T TTO0OQO® SO0

ADMINHOST

Enter the value of the ADMINVHN variable.

o o1 01 Ul
9]
(92]
-

© Tip
More information about the options on this screen can be found in Machines in
Creating WebLogic Domains Using the Configuration Wizard.

Task 18 Assigning Server To Machine
Complete the following steps:

1. Select AdminServer from the Server pane.
2. Select ADM NHOST from the Machines pane.

3. Click Next to proceed to the next screen.

Task 19 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information for the
domain you are about to create. Review the details of each item on the screen and verify that
the information is correct.
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If you need to make any changes, you can go back to any previous screen by either by using
the Back button or by selecting the screen in the navigation pane.

Domain creation will not begin until you click Create.

In the Configuration Progress screen, click Next when it finishes.

@ Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 20 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen will show the following items about the domain you just
configured:

e Domain Location

e Administration Server URL

You must make a note of both items as you will need them later; the domain location is needed
to access the scripts used to start the Node Manager and Administration Server, and the URL
is needed to access the Administration Server.

Click Finish to dismiss the configuration wizard.

Download and Configure WebLogic Remote Console

This section describes how to download and configure the WebLogic Remote Console.

@® Note

For the initial configuration steps required in this EDG, you will need access to the
AdminServer listen address and administration port. Later on you will configure access
from a frontend load balancer.

Perform the following steps to download and configure the WebLogic Remote Console:

1. Uninstall any previous versions of the WebLogic Remote Console from your computer.

2. Download the WebLogic Remote Console. Go to https://github.com/oracle/weblogic-
remote-console/releases and download the installer from your operating system.

3. Run the installer.

4. Install the WebLogic Remote Console extension in the WebLogic Server domain. The
WebLogic Remote Console extension provides additional functionality when using the
WebLogic Remote Console to manage WebLogic domains.

@® Note

This step is optional.

a. Create a managenent - servi ces- ext directory under the domain home.
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b. Download the latest WebLogic Remote Console extension, consol e-rest - ext -
<ver si on>. war , from https://github.com/oracle/weblogic-remote-console/releases and
save it inside the managenent - ser vi ces- ext directory you created in the previous
step. If you have an earlier version of the extension already downloaded, delete it and
replace it with the latest version.

c. Reboot the Administration Server if it is already running.
5. Launch the WebLogic Remote Console application.

Example:

. I webl ogi c- renot e- consol e

In the next steps you must connect to the EDG domain provider using initially the Admin
Servers listen address.

Configuring SSL Certificates for the Domain

This section describes how to configure SSL certificates for the domain.

Creating Certificates and Certificate Stores for the WebLogic Domain

The Enterprise Deployment Guide provides steps to configure a domain that uses SSL listen
addresses for all Weblogic Managed Servers, Weblogic Administration Server and Node
Managers in the application tier. To achieve this the required certificates for all servers,
machines and NM listen addresses must be created and pointed to from the domain and Node
Manager configuration.

In Oracle FMW 14.1.2.0, Oracle WebLogic allows the usage of a per-domain Certificate
Authority (CA). In this model, the CertGen and ImportPrivateKey utilities are enhanced to use
the domain's secret key to encrypt the passphrases and store them in the domain's
DemoCerts.props file. A self-signed Demo CA is automatically created for the domain and it is
used for signing certificates for the SSL listen addresses used in the EDG. Although in a real
production system, standard CAs should be used, the per-domain CA model implements an
SSL system using domain specific CA that provides a higher degree of protection than non-ssl
configurations. If you want to use your own custom certificates, see About Using Third Party
SSL Cetrtificates in the WeblLogic and Oracle HTTP Servers in the Common Configuration and
Management Tasks for an Enterprise Deployment chapter.

Oracle recommends using a shared storage location (protected with the appropriate snapshot
or file backup tooling) where all the different certificates and stores can be found by the
different servers. Perform the following steps to generate an Identity store and a Trust Store
that can be used for enabling SSL listeners in a Weblogic Server using a per-domain CA:

1. Download the gener at e_per dormai nCACERTS. sh script in the maa github repo.

https://github.com/oracle-samples/maa/blob/main/1412EDG/
generate_perdomainCACERTS.sh

2. Run the script with the following arguments:

*  WLS_DOMAIN_DIRECTORY: Directory hosting the Weblogic Domain that the
Administration Server uses.

*  WL_HOME: The directory within the Oracle home where the Oracle WebLogic Server
software binaries are stored. Typically / u01/ or acl e/ product s/ f nw/ Wl server.

- KEYSTORE_HOME: Directory where appldentity and appTrust stores will be created.
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 KEYPASS: Password used for the weblogic administration user (will be reused for
certs and stores).

Example:

. gener at e_per domai nCACERTS. sh $ASERVER HOMVE $ORACLE_HOWE/
w server $KEYSTORE_HOME <keypass>

The script will traverse the W.S_DOVAI N_DI RECTCORY/ confi g/ confi g. xm to find all the
listen addresses used in the domain, generate certificates for all of them, create a trust store
with the domain CA and import certificates into a new ldentity store. The aliases used in the
import will be the same as the hostname used as listen address. Both the trust store and the
identity store will be placed in the KEYSTORE_HOVE directory.

Run the following command to verify if the "domainca” entry is there as a trust edCert Entry:

keytool -list -keystore $KEYSTORE_HOVE/ appTrust KeySt ore. pkcs12

Run the following command to verify if there is a Pri vat eKeyEnt ry for each listen address (the
values for ADMINVHN, WCCHOST1, and WCCHOST2):

keytool -list -keystore $KEYSTORE_HOMWE/ appl dentityKeySt ore. pkcsl12

Adding Certificate Stores Location to the WebLogic Servers Start Scripts

Once the Identity and Trust Stores are created for the domain some Java properties must be
added to the WebLogic start scripts. These properties are added to the file

set User Overri desLat e. sh in $ASERVER_HOVE/ bi n. Any customizations you add to this file
are preserved during domain upgrade operations and are carried over to remote servers when
using the pack and unpack commands.

* If you created the Identity and Trust Stores with the script gener at e_per domai nCACERTS. sh,
as explained in Creating Certificates and Certificate Stores for the WebLogic Domain, then
the properties are automatically added to the file set User Overri desLat e. sh
in $ASERVER_HOVE/ bi n. Just verify that the file exists and that the
EXTRA_JAVA PROPERTI ES have been added.

* If you are using your own custom certificates, then manually create the file
set User Overri deslLat e. sh in $ASERVER HOMVE/ bi n. Edit the file and add the variable
EXTRA_JAVA PROPERTI ES to set the j avax. net. ssl . trust Store and
j avax. net. ssl.trust StorePasswor d properties with the values used by your EDG
system. For example:

EXTRA_JAVA_PROPERTI ES=" ${ EXTRA_JAVA_PROPERTI ES}

- Dj avax. net.ssl . trust St ore=/u01/ oracl e/ confi g/ keyst ores/
appTrust KeySt ore. pkcs12

- Dj avax. net. ssl . trust St or ePasswor d=nypasswor d"
export EXTRA_JAVA PROPERTI ES
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@® Note

The order of the extra java properties is relevant. In case that the same property is
defined more than once, the later value is used. The custom values must be defined
as in the example provided.

Update Server's Security Settings Using the Remote Console

Connecting to the Remote Console Using the Administration Server’s Virtual
Hostname as Provider

The following procedure temporarily starts the Administration Server with the default start script
so to enable you to perform these tasks. After you perform these tasks, you can stop this
temporary session and use the Node Manager to start the Administration Server.

@® Note

For this Remote Console initial access to the Administration Server, it is required that
the machine that runs the Remote Console can resolve and connect to the Admin
Server's Listen Address. This can be done by starting the Remote Console directly in
the node where the Admin Server runs or creating a tunnel to this address from the
node where the remote Console is executed.

1. Using the following default start script to start the Administration Server:

a. Change directory to the following directory:

cd $ASERVER HOWE bin

b. Run the start script:

.I'startWebLogi c. sh

Monitor the terminal till the following message is displayed:

<Server state changed to RUNNI NG

Also you must verify that the appropriate SSL listener is available, which can be
confirmed with the a message like the following displayed in output:

<Server > <BEA-002613> <Channel "DefaultSecure” is now |istening on
XXXX: 7002 for protocols iiops, t3s, |ldaps, https.>

2. Create a new provider in the WebLogic Remote Console as follows:

a. Download the domain's trust keystore to the host or laptop where you run the
WebLogic Remote Console. For example, when using the per-domain CA steps in
previous sections, this would be located at $KEYSTORE_HOVE/
appTrust KeySt ore. pkcs12.
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Open the Remote Console and add the domain trust store to the remote console
settings. Click File > Settings and enter the following values.

i. Trust Store type - jks

ii. Trust Store Path - The path to the trust keystore file in the host where the Remote
Console runs.

iii. Trust Store Key - Enter the password provided in the steps above for certificate
creation.

iv. Check Disable HostName verification if you are using Demo certificates as
described in the steps above.

Using the Providers window in the Remote Console, create a new provider by
selecting Add Admin Server Connection Provider.

i. Inthe provider name, enter the name of wccedg_domai n_asvi p. This will identify
the type of access.

ii. Enter the WebLogic Domain Administration username provided in the
configuration wizard user name.

iii. Enter the password used for the domain creation.

iv. Use https protocol and the admin server listen address used in the configuration
wizard as URL for access and specify port 9002.

For example, htt ps: // ADM NVHN. exanpl e. com 9002.

v. Check the Make Insecure Connection checkbox.

@® Note

This provider should not be used once the front end and webtier are
configured.

The Remote Console Home Window for the domain will be displayed.

Updating the WebLogic Servers Security Settings

Perform the following steps to update the WebLogic Servers Security Settings and
Administration Port:

1. Access the Domain provider in the Remote Console and update the Administration Server
and WebLogic Servers Security Settings:

a.
b.

C.

Click Edit Tree.

Click Environment > Servers > AdminServer.

Click Security tab.

Change the keystores dropdown to Custom Identity and Custom Trust.

In Custom Identity Keystore, enter the fully qualified path to the identity keystore as
follows:

KEYSTORE_HOME/ appl dent it yKeySt ore. pkcs12
Replace KEYSTORE_HOME with the value of the folder you use for storing keystore, as
described in the Table 7-2.

Set the Custom Identity Keystore Type to JKS.
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@® Note

Specifying JKS or PKCS12 is valid both for pkcs12 and jks stores. Both
formats can be read and managed if the Customer Key Store Type is set to
"JKS".

In Custom Identity Keystore Passphrase, enter the password Keyst or e_Passwor d
you provided in the certificate generation steps.

In Custom Trust Keystore, enter the fully qualified path to the trust keystore.

KEYSTORE_HOVE/ appTr ust KeySt or e. pkcs12
Replace KEYSTORE_HOME with the value of the folder you use for storing keystore, as
described in the Table 7-2.

Set the Custom Trust Keystore Type to JKS.

@® Note

Specifying JKS or PKCS12 is valid both for pkcs12 and jks stores. Both
formats can be read and managed if the Customer Key Store Type is set to
"JKS".

In Custom Trust Keystore Passphrase, enter the password you provided as the
<keypass> in the certificate generation steps.

Click Save.
Under Security settings, navigate to SSL tab.

In the Server Private Key Alias filed enter the alias provided in the certificate
generation steps. If you used the certificate generation script this will be the same as
the listen address used for the WLS server.

In the Server Private Key Pass Phrase field, enter the password provided in the
certificate generation steps. If you used the certificate generation script this will be the
same as the keystore passphrase.

Click Save.
The cart on the top right part of the screen will show full with a yellow bag inside.

Click the Cart icon on the top right and select Commit Changes.

Repeat the above steps for each managed server in the domain changing the alias to
match the alias used for the certificates.

Return to the terminal window where you started the Administration Server with the start
script.

Press Ctrl+C to stop the Administration Server process.

Wait for the Administration Server process to end and for the terminal command prompt to
appear.

Start the Administration Server again by using the following script:

a.

Change directory to the following directory:

cd $ASERVER HOME/ bi n
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b. Run the start script:
.I'startWebLogi c. sh
c. Monitor the output in the terminal till the following output is displayed.

<Server state changed to RUNNI NG

Configuring KSS with Per-domain CA

For consistency purposes and to use a common CA all across the domain artifacts you may
want to use the per-domain CA for KSS (store used by OPSS and other components in the
WebLogic Infrastructure/JRF Domain.

Perform the following steps to import the domain CA certificate in the KSS trusted store:

1.

Download the i nport - donmai nca- i nt o- kss. sh script in the maa github repo https./
github.com/oracle-samples/maa/blob/main/1412EDG/import-domainca-into-kss.sh.

Edit the script and customize the following variables according to your environment:

DOMAIN_HOME: Path to the WebLogic domain (ASERVER_HOME in this guide). For
example, / u01/ or acl e/ confi g/ dormai ns/ wccedg_domai n.

MW_HOME: The path to the FMW home. For example, / u01/ or acl e/ pr oduct s/ f mw.
ADMINVHN: Administration Server’s listen address. For example, adminvhn.example.com.
ADMINPORT: Administration Server’s listen port. For example, 9002.

DOMAINUSER: Name of the administrator user for the WLS domain. For example,
wccedgadmin.

TRUSTSTOREFILE: Location of the trustore used to connect though SSL to the Admin
Server. For example, / u01/ or acl e/ confi g/ keyst or es/
appTrust KeySt ore. pkcs12.

Run the script with the following arguments:

«  DOMAINPASS: WLS domain administrator user’s password
« KEYPASS: Password for the truststore.

Example

.l'inport-donmai nca-into-kss.sh adm npasswor d123 trust st or epasswor d123

The script imports the per Domain CA certificate into KSS and assigns it to jps.
You can verify that the update was successful by inspecting the jps configuration files.

grep domai nca $ASERVER_HOVE/ confi g/ f mvconfi g/ j ps-confi g. xm

The result of the command must be similar to the following example:
<property name="ca. key. al i as" val ue="donai nca- new 24- 05- 07- 16- 44- 52"/ >
Restart the Admin Server.

If Admin Server was started with the script, perform the following steps:

a. Press Ctrl+C to stop the Administration Server process.

b. Go to directory $ASERVER_HOMVE/ bi n and run the following command:
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.I'startWebLogi c. sh

Configuring a Per Host Node Manager for an Enterprise

Deployment

For specific enterprise deployments, Oracle recommends that you configure a per-host Node
Manager, as opposed to the default per-domain Node Manager.

For more information about the advantages of a per host Node Manager, see About the Node
Manager Configuration in a Typical Enterprise Deployment

Creating a Per Host Node Manager Configuration

The step in configuring a per-host Node Manager is to create a configuration directory and two
new node manager configuration files. You must also edit the default st ar t NodeManager . sh

file.

To create a per-host Node Manager configuration, perform the following tasks, first on
WCCHOST1, and then on WCCHOST?2:

1.

Log in to WCCHOST1 and create a directory for the Node Manager configuration files :
For example:

nkdir -p /u02/oracl e/ confi g/ nodemanager

Note that this directory should be on a local disk, because it is specific to the host. This

directory location is known as the Node Manager home, and it is identified by the
NM_HOME directory variable in examples in this guide.

Change directory to the Node Manager home directory:
cd $NM HOVE

Create a new text file called nodemanager . properti es and add the values shown in
Example: Contents of the nodemanager.properties File to this new file.

You must repeat similar configuration for the Node Managers in the other node of the
domain (WCCHOST?2, use the pertaining certificate alias).

Use the pertaining identity alias for the node that you are configuring. For example,
wechost 1. exanpl e. comin WCCHOST1 and wechost 2. exanpl e. comin WCCHOST2.

For more information about the properties that you can add to the
nodemanager . properti es file, see Node Manager Properties in Administering Node
Manager for Oracle WebLogic Server.

In the nodemanager . properti es file, you enable crash recovery for servers as a part of this
configuration. See Node Manager and System Crash Recovery in Administering Node
Manager for Oracle WebLogic Server.

Example: Contents of the nodemanager.properties File

Domai nsFi | e=/ u02/ or acl e/ confi g/ nodenanager / nodenanager . domai ns
LogLimit=0

PropertiesVersion=14.1.2.0.0

Aut hent i cati onEnabl ed=t rue

NodeManager Home=/ u02/ or acl e/ confi g/ nodemanager

#l ncl ude the specific JDK home

JavaHore=/ u01/ or acl e/ product s/ j dk
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LogLevel =I NFO

Domai nsFi | eEnabl ed=t r ue

Start Scri pt Name=st art WebLogi c. sh

#Leave blank for listening on ANY

Li st enAddr ess=

Nat i veVer si onEnabl ed=t r ue

Li st enPor t =5556

LogToStderr=true

SecureLi stener=true

LogCount =1

St opScri pt Enabl ed=f al se

Qui t Enabl ed=f al se

LogAppend=t r ue

St at eCheckl nt er val =500

CrashRecover yEnabl ed=t r ue

Start Scri pt Enabl ed=true

LogFi | e=/ u02/ or acl e/ confi g/ nodemanager / nodemanager . | og
LogFor mat t er =webl ogi c. nodemanager . server. LogFor mat t er
Li st enBackl og=50

KeySt or es=Cust oml dent i t yAndCust onilr ust

Cust om denti t yAl i as=wcchost 1. exanpl e. com

Cust om dent i t yKeySt or eFi | eName=/ u01/ or acl e/ confi g/ keyst or es/
appl dentityKeyStore. pkcsl12

Cust onl dent i t yKey St or ePassPhr ase=passwor d

Cust onl dent it yPri vat eKeyPassPhr ase=password

Notice the values for CustomldentityAlias. If you used the

gener at e_per domai nCACERTS. sh script, this is the hostname used as listen address in
the configuration wizard for the Node Manager Machine. If you created the certificates one
by one, this would be the alias that you assigned to the certificate import for WCCHOST1.
You must also provide the location of the IdentityStore generated in the previous steps and
the password for the same.

Locate the st art NodeManager . sh file in the following directory:

$W._HOVE/ server/bin

Copy the st art NodeManager . sh file to the Node Manager home directory.

cp $W._HOWE/ server/ bi n/ st art NodeManager. sh $NM HOVE

Edit the new st art NodeManager . sh file and add the NODEMGR_HOME property as follows:
NODEMCER_HOME=" NM_HOME"

In this example, replace NM_HOME with the actual path to the Node Manager home.

Locate the st opNodeManager . sh script in the W._ HOVE/ ser ver / bi n directory. Copy it to
the Node Manager home directory. Edit the copied file and edit the NODEMGR_HOME
property pointing to the node manager home (as it has been done for the

st art Nodenmanager . sh file):

NODEMGR_HOVE=" NM_HOME"

In this example, replace NM_HOME with the actual path to the Node Manager home.

Create another new file in the Node Manager home directory, called
nodemanager . domai ns.
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The nodenmanager . donai ns file provides additional security by restricting Node Manager
client access to the domains listed in this file.

9. Perform steps 1 through 8 on WCCHOST2.

10. Add the following entries to the new nodemanager . domai ns files:
On WCCHOST1, add values for both the Administration Server domain home and the
Managed Servers domain home:

wecedg_domai n=MSERVER_HOME; ASERVER HOVE

@® Note

The path that is mentioned first (MSERVER_HOME) is considered as the
primaryDomainPath and Managed Servers are run from this location.

On WCCHOST?2, add the value for the Managed Servers domain home only:

wecedg_domai n=MSERVER_HOVE

In these examples, replace ASERVER_HOME and MSERVER_HOME with the values of
the respective variables, as described in File System and Directory Variables Used in This
Guide.

Starting the Node Manager on WCCHOST1

After you manually set up the Node Manager to use a per-host Node Manager configuration,
you can start the Node Manager on WCCHOST1, by using the st art NodeManager . sh
script.

To start the Node Manager on WCCHOST1:

1. Change directory to the Node Manager home directory:
cd $NM HOMVE

2. Run the following command to start the Node Manager and send the output of the
command to an output file, rather than to the current terminal shell:

nohup ./start NodeManager.sh > ./nodemanager.out 2>&1 &

3. Monitor the the nodenanager . out file; make sure the NodeManager starts successfully.
The output should eventually contain the following strings:

<I NFO> <Upgrade> <Encrypting NodeManager property:

Cust onl dent i t yKeySt or ePassPhr ase>

<INFO> <Upgrade> <Encrypting NodeManager property:

Cust onl dentityPrivat eKeyPassPhrase>

<Upgr ade> <Savi ng upgraded NodeManager properties to '/u02/oracle/config/
nodenanager / nodenanager . properties' >

<INFO> <Loadi ng domains file: /u02/oracle/config/nodenanager/

nodenanager . domai ns>

<INFO> <Loading identity key store: FileName=/u0l/oracle/config/keystores/
appl dentityKeyStore. pkcs12, Type=pkcsl2, PassPhraseUsed=true>
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<INFO> <Loaded NodeManager configuration properties from'/u02/oracle/
confi g/ nodemanager/ nodemanager . properties' >

<INFO> <14.1.2.0.0>

<INFO> <Server |nplenentation d ass:

webl ogi c. nodemanager . server. NVBer ver $Cl assi cServer. >

<INFO> <Secure socket |istener started on port 5556>

You must check that the plain text used for passwords in nodenanager . properti es
has now been encrypted:

[oracl e@rcclonhost1l keystores]$ cat /u02/ oracl e/ confi g/ nodenanager/
nodemanager . properties

#Tue Feb 06 11:53:10 GVI 2024

#Mon Feb 05 17:24:30 GVI 2024

Domai nsFi | e=/ u02/ or acl e/ confi g/ nodenanager / nodenanager . domai ns
LogLimit=0

PropertiesVersion=14.1.2.0.0

Aut hent i cati onEnabl ed=t rue

NodeManager Horme=/ u02/ or acl e/ confi g/ nodemanager

#l ncl ude the specific JDK home

JavaHome=/ u01/ or acl e/ pr oduct s/ j dk

LogLevel =I NFO

Domei nsFi | eEnabl ed=t rue

Start Scri pt Name=st art WebLogi c. sh

#Leave blank for listening on ANY

Li st enAddr ess=

Nat i veVer si onEnabl ed=t r ue

Li st enPor t =5556

LogToStderr=true

SecureLi stener=true

LogCount =1

St opScri pt Enabl ed=f al se

Qui t Enabl ed=f al se

LogAppend=t r ue

St at eCheckl nt er val =500

CrashRecover yEnabl ed=t r ue

Start Scri pt Enabl ed=true

LogFi | e=/ u02/ or acl e/ confi g/ nodemanager / nodemanager . | og

LogFor mat t er =webl ogi c. nodemanager . server. LogFor mat t er

Li st enBackl og=50

Key St or es=Cust o dent i t yAndCust onilr ust

Cust om denti t yAl i as=wcchost 1. exanpl e. com

Cust om denti t yKeySt or eFi | eName=/ u01/ or acl e/ confi g/ keyst or es/
appl dentityKeyStore. pkcsl12

Cust om dent i t yKeySt or ePassPhrase={ AES256} EM/Pr OCRf N7f yv3d8JcEnt t TLyneSu+U
VK5DGEmymy DMLk pLz9nQFZ+f L1Bi dc

Cust onl dentityPri vat eKeyPassPhr ase={ AES256} 05¢c EJD8W/YP3aRLp9IKAbFZ3CGLyxmm W
FX1YzVf JvPpl 1dc5RbMksAcsBLquKe VWV

Starting the Node Manager on WCCHOST?2

To start the Node Manager on WCCHOST?2, follow the steps in Starting the Node Manager on
WCCHOST1.
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Configuring the Node Manager Credentials

Perform the following steps to set the Node Manager credentials using the Remote Console:

g » © b PR

Access the Domain provider in the Remote Console.
Click Edit Tree.

Click Environment > Domain> Security.

Check the Show Advanced Fields field.

Set Node Manager Username to the same as the Weblogic Administrator, since this
username will be used in other tasks mentioned in this guide.

Change the NM password. Ensure the Node Manager password is set to the same as the
Weblogic Administrator since this password will be used in other tasks mentioned in this
guide.

Click Save. The cart on the top right part of the screen will show full with a yellow bag
inside.

Click the Cart Icon on the top right and select Commit Changes.

Enrolling the Domain with NM

Perform the following steps in a new terminal window to enroll the domain with Node manager.

@® Note

You will be unable to connect to the Node Manager and use it to start the servers in
the domain without performing this step.

Change directory to the following directory:
cd $ORACLE_COWMON_HOVE/ commmon/ bi n

Start the WebLogic Server Scripting Tool (WLST). In order to use the certificates created
for the appropriate SSL handshake, the location of the stores and password of the same
need to be provided to WLST. Use the following command or add these in a script that can
be easily invoked:

export W.ST_PROPERTI ES="- Dwebl ogi c. security. Trust KeySt or e=Cust onilr ust -
Dwebl ogi c. security. Cust onilr ust KeySt or eFi | eNanme=/ u01/ or acl e/ confi g/
keyst ores/ appTrust KeySt ore. pkcs12 -

Dwebl ogi c. security. Cust onilr ust Key St or ePassPhr ase=st or epasswor d"

.Iw st.sh

@® Note

You must avoid including the password in the script.
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Connect to the Administration Server by using the following WLST command:

connect (' adm n_user', " adnin_password','adnmin_url")

For example:

connect (' webl ogi ¢', ' <password>','t3s://ADM NVHN: 9002" )

Use the nnEnrol | command to enable the Node Manager to manage servers in a specified
WebLogic domain.

nnEnrol | (' ASERVER_HOVE' )

For example:

nnEnrol | (" /u01/ oracl e/ confi g/ domai ns/ wccedg_domai n')
Generate startup properties for the Admin Server using the following WLST command:

nnCGenBoot St art upProps(' Admi nServer')

The startup. properties and boot . properti es files are created in the following directory:

$ASERVER _HOVE/ ser ver s/ Admi nSer ver/ dat a/ nodemanager /

Adding Truststore Configuration to Node Manager

It is required to add the corresponding truststore configuration for Node Manager
communication with the different WebLogic Server listeners. To do this, edit Node Manager's
start script st art NodeManager . sh located at $NM_HOMVE and add the variable JAVA_OPTIONS to
set the j avax. net.ssl.trust Store andjavax. net.ssl.trust StorePassword properties with
the values used by your EDG system. For example:

export JAVA OPTI ONS="${JAVA_OPTI ONS} -Dj avax.net.ssl.trustStore=/u0l/oracl e/
confi g/ keyst ores/ appTrust KeySt ore. pkcs12 -
Dj avax. net. ssl . trust St or ePasswor d=mypasswor d"

@® Note

If you have used the gener at e_per domai nCACERTS. sh script to generate certificates
and stores, the t rust St or ePasswor d is the password provided as "KEYPASS" parameter
to the script.
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Configuring the Domain Directories and Starting the Servers on
WCCHOST1

After the domain is created and the node manager is configured, you can then configure the
additional domain directories and start the Administration Server and the Managed Servers on
WCCHOST1.

Starting the Administration Server Using the Node Manager

After you have configured the domain and configured the Node Manager, you can start the
Administration Server by using the Node Manager. In an enterprise deployment, the Node
Manager is used to start and stop the Administration Server and all the Managed Servers in
the domain.

To start the Administration Server by using the Node Manager:

1. Start the WebLogic Scripting Tool (WLST):

export W.ST_PROPERTI ES="

- Dwebl ogi c. securi ty. Trust KeySt or e=Cust onfr ust

- Dwebl ogi c. securi ty. Cust omTr ust KeySt or eFi | eNane=/ u01/ or acl e/ confi g/ keyst or es/
appTrust KeySt ore. pkcs12

- Dwebl ogi c. securi ty. Cust onfr ust KeySt or ePassPhr ase=passwor d"

cd $ORACLE_COWMON_HOVE/ conmon/ bin

./wst.sh

® Note

The webl ogi c. security. SSL. i gnor eHost nameVeri fi cati on=true is required
when using Demo certificates as the ones provided by the generat eCertif cat es
scripts. In an environment with formal CA and certificates, this flag should not be
used.

2. Connect to Node Manager by using the Node Manager credentials:

nnConnect (' nodemanager _username', ' nodenmanager _password',' ADM NVHN , ' 5556 , '
donai n_nane',' ASERVER HOME', ' SSL')

@® Note

This user name and password are used only to authenticate connections between
Node Manager and clients. They are independent of the server administrator ID
and password and are stored in the nm passwor d. properti es file located in the
following directory:

ASERVER HOWE/ confi g/ nodenanager

3. Start the Administration Server:
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nnStart (" Adm nServer')

® Note

When you start the Administration Server, it attempts to connect to Oracle Web
Services Manager for WebServices policies. It is expected that the WSM-PM
Managed Servers are not yet started, and so, the following message appears in
the Administration Server log:

<War ni ng><or acl e. wsm resour ces. pol i cymanager >
<WM 02141><Unabl e to connect to the policy access service due to
Oracl e WBM pol i cy manager host server being down. >

4, Exit WLST:

exit()

Validating the Administration Server

Before you proceed with the configuration steps, validate that the Administration Server has
started successfully by making sure that you have access to the Oracle WebLogic Remote
Console and Oracle Enterprise Manager Fusion Middleware Control; both of these are
installed and configured on the Administration Servers.

To navigate to Fusion Middleware Control, enter the following URL, and log in with the Oracle
WebLogic Server administrator credentials:

https:// ADM NVHN: 9002/ em

Creating a New LDAP Authenticator and Provisioning Enterprise
Deployment Users and Group

When you configure an Oracle Fusion Middleware domain, the domain is configured by default
to use the WebLogic Server authentication provider (Def aul t Aut henti cat or). However, for an
enterprise deployment, Oracle recommends that you use a dedicated, centralized LDAP-
compliant authentication provider.

The following topics describe how to use the Oracle WebLogic Server Administration Console
to create a new authentication provider for the enterprise deployment domain. This procedure
assumes that you have already installed and configured a supported LDAP directory, such as
Oracle Unified Directory or Oracle Internet Directory.

About the Supported Authentication Providers

Oracle Fusion Middleware supports a variety of LDAP authentication providers. See ldentity
Store Types and WebLogic Authenticators in Securing Applications with Oracle Platform
Security Services.

The instructions in this guide assume that you are using one of the following providers:

e Oracle Unified Directory

e Oracle Internet Directory
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e Microsoft Active Directory

® Note

By default, the instructions here describe how to configure the identity service instance
to support querying against a single LDAP identity store with an unencrypted
connection.

If the connection to your identity provider has to be secured through SSL, then
additional keystone configuration is required for role management in the Enterprise
Manager Fusion Middleware Control to function correctly. For additional configuration
information, see Doc ID 1670789.1 at support.oracle.com.

Also, you can configure the service to support a virtualized identity store, which
queries multiple LDAP identity stores, by using LibOVD.

For more information about configuring a Multi-LDAP lookup, refer to Configuring the
Identity Store Service in Securing Applications with Oracle Platform Security Services.

About the Enterprise Deployment Users and Groups

The following topics provide important information on the purpose and characteristics of the
enterprise deployment administration users and groups.

About Using Unique Administration Users for Each Domain

When you use a central LDAP user store, you can provision users and groups for use with
multiple Oracle WebLogic Server domains. As a result, there is a possibility that one WebLogic
administration user can have access to all the domains within an enterprise.

It is a best practice to create and assign a unigue distinguished name (DN) within the directory
tree for the users and groups that you provision for the administration of your Oracle Fusion
Middleware domains.

For example, if you plan to install and configure an Oracle WebCenter Content enterprise
deployment domain, then create a user called webl ogi ¢_wcc and an administration group
called WCCAdmi ni strators.

About the Domain Connector User

Oracle recommends that you create a separate domain connector user (for example, weccLDAP)
in your LDAP directory. This user allows the domain to connect to the LDAP directory for the
purposes of user authentication. It is recommended that this user be a non-administrative user.

In a typical Oracle Identity and Access Management deployment, you create this user in the
syst enmi ds container. This container is used for system users that are not normally visible to
users. Placing the user into the syst eni ds container ensures that customers who have Oracle
Identity Governance do not reconcile this user.

A few products, such as IPM require the domain connector user to have the permission to
modify data of the LDAP directory. If such products are included, then the domain connector
user should be the administrative user.
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About Adding Users to the Central LDAP Directory

After you configure a central LDAP directory to be the authenticator for the enterprise domain,
then you should add all new users to the new authenticator and not to the default WebLogic
Server authenticator.

To add new users to the central LDAP directory, you cannot use the WebLogic Administration
Console. Instead, you must use the appropriate LDAP modification tools, such as Idapbrowser
or JXplorer.

When you are using multiple authenticators (a requirement for an enterprise deployment), login
and authentication will work, but role retrieval will not. The role is retrieved from the first
authenticator only. If you want to retrieve roles using any other authenticator, then you must
enable virtualization for the domain.

To enable virtualization:

1. Browse to the Fusion Middleware Control, and log in with the administrative credentials.
https:// ADM NVHN: 9002/ em

Navigate to WebLogic Domain > Security > Security Provider Configuration.
Expand Security Store Provider.

Expand Identity Store Provider.

Click Configure.

Add a custom property.

N o g & w Dd

Set the following properties:

e virtualize with value true

e optimn ze_search with valuetrue
Click OK.

8. Select property user. creat e. bases, example value used in this guide is
cn=user s, dc=exanpl e, dc=com

9. Select property group. creat e. bases, example value used in this guide is
cn=groups, dc=exanpl e, dc=com

10. Click OK again to persist the change.
11. Restart the Administration Server and all managed servers.

For more information about the virtualize property, see OPSS System and Configuration
Properties in Securing Applications with Oracle Platform Security Services.

About Product-Specific Roles and Groups for Oracle WebCenter Content

Each Oracle Fusion Middleware product implements its own predefined roles and groups for
administration and monitoring.

As a result, as you extend the domain to add additional products, you can add these product-
specific roles to the WCCAdmi ni st rat or s group. After they are added to the WCCAdmi ni strators
group, each product administrator user can administer the domain with the same set of
privileges for performing administration tasks.

For instructions on adding additional roles to the WCCAdni ni st rat or s group, see Common
Configuration and Management Tasks for an Enterprise Deployment.
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Example Users and Groups Used in This Guide

In this guide, the examples assume that you provision the following administration user and
group with the following DNs:

e Admin User DN:
cn=webl ogi ¢_wecc, cn=users, dc=exanpl e, dc=com
e Admin Group DN:
cn=WCCAdmi ni st rat or s, cn=gr oups, dc=exanpl e, dc=com
e Product-specific LDAP Connector User:
cn=wcCLDAP, cn=syst eni ds, dc=exanpl e, dc=com
This is the user that you use to connect WebLogic Managed Servers to the LDAP

authentication provider. This user must have permissions to read and write to the Directory
Trees:

cn=users, dc=exanpl e, dc=com
cn=gr oups, dc=exanpl e, dc=com

@ Note
This user needs to be granted membership in the following groups to provide read and
write access:

cn=or cl FAUser ReadPri vi | egeG oup, cn=gr oups, dc=exanpl e, dc=com
cn=or cl FAUser Wi tePrivil egeG oup, cn=gr oups, dc=exanpl e, dc=com
cn=or cl FAG oupReadPri vi | egeG oup, cn=gr oups, dc=exanpl e, dc=com
cn=or cl FAG oupW it ePrivil egeG oup, cn=gr oups, dc=exanpl e, dc=com

Prerequisites for Creating a New Authentication Provider and Provisioning
Users and Groups

Before you create a new LDAP authentication provider, back up the relevant configuration files:

$ASERVER_HOME/ conf i g/ confi g. xm
$ASERVER_HOVE/ confi g/ f mwconfi g/ j ps-confi g. xm
$ASERVER_HOVE/ confi g/ f maconfi g/ syst em j azn-dat a. xni

In addition, back up the boot . properti es file for the Administration Server in the following
directory:

$ASERVER_HOVE/ ser ver s/ Admi nServer/security

Backing up the Configuration

Before you create a new LDAP authentication provider, back up the relevant configuration files:

$ASERVER_HOMWE/ confi g/ confi g. xm
$ASERVER_HOME/ confi g/ f mwconfi g/ j ps- confi g. xm
$ASERVER_HOMVE/ confi g/ f mrconfi g/ syst em j azn-dat a. xni
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In addition, back up the boot . properti es file for the Administration Server in the following
directory:

$ASERVER_HOWE/ server s/ Adni nServer/security

Provisioning a Domain Connector User in the LDAP Directory

This example shows how to create a user called wccLDAP in the central LDAP directory.
To provision the user in the LDAP provider:

1. Create an LDIF file named donai n_user. | di f with the following contents and then save
the file:

dn: cn=wccLDAP, cn=syst eni ds, dc=exanpl e, dc=com
changet ype: add

or cl samaccount name: wccLDAP

user password: password

obj ectcl ass: top

obj ect cl ass: person

obj ect cl ass: organi zati onal Person
obj ectcl ass: inetorgperson

obj ectcl ass: orcl user

obj ectcl ass: orcluserV2

mai | : wccLDAP@xanpl e. com

gi vennane: wccLDAP

sn: wccLDAP

cn: wccLDAP

uid: wccLDAP
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@® Note

If you use Oracle Unified Directory, then add the following four group
memberships to the end of the LDIF file to grant the appropriate read/write
privileges:

dn:

cn=or cl FAUser ReadPri vi | egeG oup, cn=gr oups, dc=exanpl e, dc=com
changetype: nodify

add: uni quenmenber

uni quenenber: cn=wccLDAP, cn=syst em ds, dc=exanpl e, dc=com

dn: cn=or ¢l FAG oupReadPri vi | egeG oup, cn=gr oups, dc=exanpl e, dc=com
changetype: nodify

add: uni quenmenber

uni quenenber: cn=wccLDAP, cn=syst em ds, dc=exanpl e, dc=com

dn: cn=orcl FAUser Wit ePrivil egeG oup, cn=groups, dc=exanpl e, dc=com
changetype: nodify

add: uni quenmenber

uni quenenber: cn=wccLDAP, cn=syst em ds, dc=exanpl e, dc=com

dn: cn=orcl FAG oupWitePrivil egeG oup, cn=gr oups, dc=exanpl e, dc=com
changetype: nodify

add: uni quenmenber

uni quenenber: cn=wccLDAP, cn=syst em ds, dc=exanpl e, dc=com

2. Provision the user in the LDAP directory.
For example, for an Oracle Unified Directory LDAP provider:

QUD_| NSTANCE_HOWE/ bi n/ | daprmodi fy -a \
-h idstore. exanpl e.com
-D "cn=oudadmi n" \
-w password \
-p 1389 \
-f domai n_user. | dif

For Oracle Internet Directory:

O D_ORACLE_HOVE bi n/ | dapadd -h idstore. exanpl e. com\
-p 3060 \
-D cn="orcl admi n" \
-w password \
-c\
-v\
-f domai n_user.|dif

Creating the New Authentication Provider

To configure a new LDAP-based authentication provider:

1. Log into the WebLogic Remote Console.
2. Click Security Realms in the left navigational bar.

3. Click the myrealm default realm entry.
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Click the Providers tab.

Note that there is a Def aul t Aut hent i cat or provider configured for the realm. This is the
default WebLogic Server authentication provider.

Click the New button below the Authentication Providers table.
Enter a name for the provider.

Use one of the following names, based on the LDAP directory service that you plan to use
as your credential store:

e QUDAut henti cat or for Oracle Unified Directory
e O DAuthenticator for Oracle Internet Directory
Select the authenticator type from the Type drop-down list.

Select one of the following types, based on the LDAP directory service that you plan to use
as your credential store:

e OacleUnifiedDirectoryAuthenticator for Oracle Unified Directory

e OaclelnternetDirectoryAut henticator for Oracle Internet Directory
Click OK to return to the Providers screen.

On the Providers screen, click the newly created authenticator in the table.
Select SUFFICIENT from the Control Flag drop-down menu.

Setting the control flag to SUFFICIENT indicates that if the authenticator can successfully
authenticate a user, then the authenticator should accept that authentication and should
not continue to invoke any additional authenticators.

If the authentication fails, it falls through to the next authenticator in the chain. Make sure
all subsequent authenticators also have their control flags set to SUFFICIENT; in
particular, check the Def aul t Aut hent i cat or option and make sure that its control flag is
set to SUFFICIENT.

Click Save to save the control flag settings.

Click the Provider Specific tab and enter the details specific to your LDAP server, as
shown in the following table.

Note that only the required fields are discussed in this procedure. For information about all
the fields on this page, consider the following resources:

e To display a description of each field, click Help on the Provider Specific tab.

e For more information on setting the User Base DN, User From Name Filter, and
User Attribute fields, see Configuring Users and Groups in the Oracle Internet
Directory and Oracle Virtual Directory Authentication Providers in Administering
Security for Oracle WebLogic Server.

Parameter Sample Value Value Description
Host For example: i dst or e. exanpl e. com The LDAP server's server ID.
Port For example: 1389 The LDAP server's port number.
Principal For example: cn=wccLDAP, The LDAP user DN used to connect to the
cn=syst em ds, dc=exanpl e, dc=com LDAP server.
Credential Enter LDAP password. The password used to connect to the LDAP
server.
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Parameter

Sample Value Value Description

SSL Enabled

Unchecked (clear) Specifies whether SSL protocol is used when
connecting to the LDAP server.

User Base DN

For example: cn=user s, dc=exanpl e, dc=com Specify the DN under which your users start.

All Users Filter

&(ui d=*) (obj ect cl ass=per son Instead of a default search criteria for All
J p
Users Filter, search all users based on the
ui d value.

If the User Name Attribute for the user
object class in the LDAP directory structure is
a type other than ui d, then change that type
in the User From Name Filter field.

For example, if the User Name Attribute
type is cn, then this field should be set to:

(&(cn=*) (obj ect cl ass=person)))

User From Name Filter

For example: If the User Name Attribute for the user
object class in the LDAP directory structure is
a type other than ui d, then change that type
in the settings for the User From Name Filter.

(&(ui d=%) (obj ect cl ass=person))

For example, if the User Name Attribute
type is cn, then this field should be set to:

(&(cn=%) (obj ect cl ass=person))).

User Name Attribute For example: ui d The attribute of an LDAP user object that
specifies the name of the user.

Group Base DN For example: Specify the DN that points to your Groups

cn=gr oups, dc=exanpl e, dc=com node.

Use Retrieved User Name Checked Must be turned on.

as Principal

GUID Attribute entryuui d This value is prepopulated with ent r yuui d
when

Oracl eUni fi edDi rect or yAut henti cat or
is used for OUD. Check this value if you use
Oracle Unified Directory as your
authentication provider.

13.
14.

15.

16.
17.

Click Save to save the changes.

Click Security Realms in the right navigation pane, and then click the default realm name
(myrealm), and then Providers to return to the Providers page.

Click Reorder, and then use the resulting page to make the Provider you just created first
in the list of authentication providers.

5] Authentication Providers:
Available:
[[] DefaultAuthenticator
[[] DefaultidentityAsserter
[[] Trust Service Identity Asse

4 4

Click OK.

On the Providers Page, click DefaultAuthenticator.
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From the Control Flag drop-down, select SUFFICIENT.
Click Save to update the DefaultAuthenticator settings.

In the Change Center, click Activate Changes.

Restart the Administration Server and all managed servers.

To stop the Managed Servers, sign in to Fusion Middleware Control, select the Managed
Servers in the Target Navigator and click Shut Down in the toolbar.

To stop and start the Administration Server by using the Node Manager:
a. Start WLST:

cd $ORACLE_COWMON_HOVE/ conmon/ bin
.Iwist.sh

b. Connect to Node Manager by using the Node Manager credentials that you defined
when you created the domain in the Configuration Wizard:

w s:/of fl i ne>nmConnect (' nodemanager _user nane', ' nodemanager _password',
" ADM NVHN' , ' 5556' , ' domai n_nane',
" ASERVER_HOME' , ' SSL')

c. Stop the Administration Server:
nKi |1 (" Adm nServer"')
d. Start the Administration Server:
nnStart (" Adm nServer')
e. Exit WLST:
exit()
Restart the Administration Server.
To stop and start the Administration Server using the Node Manager:
a. Start WLST:

cd $ORACLE_COWMON_HOVE/ conmon/ bin
.Iwist.sh

b. Connect to Node Manager using the Node Manager credentials you defined in when
you created the domain in the Configuration Wizard:

w s:/of fli ne>nmConnect (' nodemanager _user nane', ' nodemanager _password',
" ADM NVHN' , ' 5556' , ' domai n_nane',
" ASERVER_HOME' , ' SSL')

c. Stop the Administration Server:
nKi |l (" Adm nServer"')
d. Start the Administration Server:
nnStart (" Adm nServer')
e. Exit WLST:
exit()
After the restart, review the contents of the following log file:

$ASERVER_HOWE/ ser ver s/ Admi nServer /| ogs/ Adm nSer ver. | og

Verify that no LDAP connection errors occurred. For example, look for errors such as the
following:
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The LDAP authentication provider named "CQUDAut henticator" failed to make connection
to I dap server at ...

If you see such errors in the log file, then check the authorization provider connection
details to verify that they are correct and try saving and restarting the Administration Server
again.

24. After you restart and verify that no LDAP connection errors are in the log file, try browsing
the users and groups that exist in the LDAP provider:

In the Administration Console, navigate to the Security Realms > myrealm > Users and
Groups page. You should be able to see all users and groups that exist in the LDAP
provider structure.

Provisioning an Enterprise Deployment Administration User and Group

This example shows how to create a user called webl ogi ¢_wcc and a group called
WCCAdni ni strat ors.

To provision the administration user and group in LDAP provider:

1. Create an LDI F file named adm n_user. | di f with the following contents and then save the
file:

dn: cn=webl ogi c_wcc, cn=users, dc=exanpl e, dc=com
changetype: add

orcl samaccount nanme: webl ogi c_wcc
user password: password

obj ectcl ass: top

obj ect cl ass: person

obj ect cl ass: organi zati onal Person
obj ect cl ass: inetorgperson

obj ectcl ass: orcl user

obj ectcl ass: orcluserV2

mai | : webl ogi c_wcc@xanpl e. com

gi vennane: webl ogi c_wcc

sn: webl ogi c_wcce

cn: webl ogi c_wcc

ui d: webl ogi c_wcc

2. Provision the user in the LDAP directory.
For example, for an Oracle Unified Directory LDAP provider:

QUD_| NSTANCE_HOWE/ bi n/ | daprmodi fy -a \
-h idstore. exanpl e.com
-D "cn=oudadnin" \
-w password \
-p 1389 \
-f admi n_user. | dif

For Oracle Internet Directory:

O D_ORACLE_HOVE/ bi n/ | dapadd -h idstore. exanpl e. com\
-p 3060 \
-D cn="orcl admi n" \
-w password \
-c\
-v o\
-f adm n_user.Idif
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Create an LD F file named admi n_gr oup. | di f with the following contents and then save
the file:

dn: cn=WCCAdmi ni strators, cn=G oups, dc=exanpl e, dc=com

di spl aynanme: WCCAdmi ni strators

obj ectclass: top

obj ect cl ass: groupOf Uni queNanes

obj ectcl ass: orcl Goup

uni quenenber: cn=webl ogi ¢c_wcc, cn=user s, dc=exanpl e, dc=com

cn: WCCAdmi nistrators

uni quenenber: cn=wccLDAP, cn=systenids, dc=exanple, dc=com

cn: WCCAdmi nistrators

description: Administrators Goup for the Oracle WbCenter Content Donain

Provision the group in the LDAP Directory.
For Oracle Unified Directory:

QOUD_| NSTANCE_HOWE/ bi n/ | daprmodi fy -a \
-D "cn=oudadmi n" \
-h oudhost. exanpl e. com\
-w password \
-p 1380 \
-f adm n_group. | dif

For Oracle Internet Directory:

O D_ORACLE_HOWE bi n/ | dapadd -h oi dhost . exanpl e. com\
-p 3060 \
-D cn="orcladm n" \
-w password \
-c\
-v
-f admi n_group. | dif

Verify that the changes were made successfully:

a. Inthe WebLogic Remote Console, go to Security Tree.

b. Navigate to Realms > myrealm > Authentication Providers.

c. Expand the new Authentication Provider.

d. Click Users and verify if the administrator user that you provisioned is listed.

e. Click Groups and verify if the administrator group that you provisioned is listed.

Adding the Administration Role to the New Administration Group

After you add the users and groups to your LDAP directory, the group must be assigned the
Administration role within the WebLogic domain security realm. This enables all users that
belong to the group to be administrators for the domain.

To assign the Administration role to the new enterprise deployment administration group:

1.

Log in to the WebLogic Remote Console by using the administration credentials that you
provided in the Configuration Wizard.

Do not use the credentials for the administration user that you created and provided for the
new authentication provider.

Select the Security Data Tree.
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Then select Realms > myrealm > Role Mappers > XACMLRoleMapper > Global >
Roles.

Click the Admin role.
Click Add conditions.
Select Group from the Predicate List drop-down menu, and then click Next.

Enter WCCAdni ni st rat or s in the Group Argument Name field, and then click OK.
WCCAdni ni strat or s is added to the list box of arguments.

Click Save to finish adding the Admin Role to the WCCAdni ni strat ors group.

Validate that the changes were made by logging in to the WebLogic Remote Console and
in to Fusion Middleware Control by using the new webl ogi ¢_wcc user credentials.

If you can log in to the Oracle WebLogic Remote Console and Fusion Middleware Control
with the credentials of the new administration user that you just provisioned in the new
authentication provider, then you have configured the provider successfully.

Updating the boot.properties File and Restarting the System

After you create the new administration user and group, you must update the Administration
Server boot . properti es file with the administration user credentials that you created in the
LDAP directory:

1.

On WCCHOST1, go the following directory:
ASERVER _HOVE/ server s/ Adnmi nServer/security
Rename the existing boot . properti es file:

nmv boot . properties boot. properties. backup

Use a text editor to create a file called boot . properti es under the security directory.

Enter the following lines in the file:

user name=webl ogi ¢_wcc
passwor d=passwor d

Save the file.

Restart the Administration Server.

Backing Up the Configuration

After you successfully extended a domain or at another logical point, it is an Oracle best
practices recommendation to create a backup.

Create a backup after you verify that the installation is successful so far. This is a quick backup
for the purpose of immediate restoration in case of problems in later steps.

Verification of Manual Failover of the Administration Server

After you configure the domain, you should test the failover.
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Configuring the Web Tier for an Enterprise
Deployment

For an enterprise deployment, Oracle HTTP Server must be installed on each of the web tier
hosts and configured as Oracle HTTP standalone domains on each host.

In this enterprise deployment, the LBR communicates with OHS over SSL protocol for a more
secure configuration. The OHS instances also communicate over SSL protocol with the
specific Managed Servers in the application tier. SSL is configured all the way from the LBR to
the backend WLS servers.

Before you configure Oracle HTTP Server, be sure to review Understanding the Web Tier.

@ Note

As of Fusion Middleware 14.1.2.0.0, Oracle Traffic Director has been deprecated. For
an enterprise deployment, use Oracle HTTP Server.

This chapter provides information on variables used when configuring the web tier and
installing and configuring a web tier domain.

Variables Used When Configuring the Web Tier

While configuring the web tier, you will be referencing the directory variables listed in this
section.

The values for several directory variables are defined in File System and Directory Variables
Used in This Guide.

- WEB ORACLE_HOME

-  WEB _DOMAIN_HOME

- WEB KEYSTORE_HOME
« JAVA_HOME

In addition, you'll be referencing the following virtual IP (VIP) address and host nhames:

*  ADMINVHN

«  WEBHOST1
«  WEBHOST2
+  WCCHOST1
+  WCCHOST2
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About the Web Tier Domains

In an enterprise deployment, each Oracle HTTP Server instance is configured on a separate
host and in its own standalone domain. This allows for a simplified management that requires a
minimum amount of configuration and a minimum amount of resources to run and maintain.
Contrary to the App tier, Node Managers in the Web Tier listen on plain sockets because they
are only accessed locally (they listen on | ocal host only).

For more information about the role and configuration of the Oracle HTTP Server instances in
the web tier, see Understanding the Web Tier.

Installing a Supported JDK

Oracle Fusion Middleware requires that a certified Java Development Kit (JDK) is installed on
your system.

Locating and Downloading the JDK Software

To find a certified JDK, see the certification document for your release on the Oracle Fusion
Middleware Supported System Configurations page.

After you identify the Oracle JDK for the current Oracle Fusion Middleware release, you can
download an Oracle JDK from the following location on Oracle Technology Network:

https://www.oracle.com/java/technologies/downloads/

Be sure to navigate to the download for the Java SE JDK.

Installing the JDK Software

Oracle Fusion Middleware requires you to install a certified Java Development Kit (JDK) on
your system.

You must install the JDK in the following locations:

On the local storage device for each of the Web tier host computers. The Web tier host
computers, which reside in the DMZ, do not necessarily have access to the shared storage on
the application tier.

See the Understanding the Recommended Directory Structure for an Enterprise Deployment.

To install JDK 17.0.10:

1. Change directory to the location where you downloaded the JDK archive file.
cd downl oad_dir

2. Unpack the archive into the JDK home directory, and then run the following commands:
tar -xzvf jdk-17.0.10+11_|inux-x64_bin.tar.gz
Note that the JDK version listed here was accurate at the time this document was

published. For the latest supported JDK, see the Oracle Fusion Middleware System
Requirements and Specifications for the current Oracle Fusion Middleware release.

3. Move the JDK directory to the recommended location in the directory structure.

For example:
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my/ ./jdk-17.0.10 /u02/ oracl e/ products/jdk

See File System and Directory Variables Used in This Guide.

4. Define the JAVA_HOME and PATH environment variables for running Java on the host
computer.

For example:

export JAVA HOVE=/ u02/ or acl e/ product s/ j dk
export PATH=$JAVA HOME bi n: $PATH

5. Run the following command to verify that the appropriate | ava executable is in the path
and your environment variables are set correctly:

java -version

The Java version in the output should be displayed as 17. 0. 10.

6. Repeat steps 1 through 5 for each web tier host, for example, WEBHOST1 and
WEBHOST2.

Installing Oracle HTTP Server on WEBHOST1

It is important to understand the procedure for installing the Oracle HTTP Server software on
the web tier.

Starting the Installer on WEBHOST1

To start the installation program, perform the following steps.

1. Loginto WEBHOSTL.
2. Go to the directory in which you downloaded the installation program.

3. Enter the following command to launch the installation program:
Ifrmw 14.1.2.0.0_ohs_|inux64. bin

When the installation program appears, you are ready to begin the installation.

Navigating the Oracle HTTP Server Installation Screens

The following table lists the screens in the order that the installation program displays them.

If you need additional help with any of the installation screens, click the screen name.
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Screen

Description

Installation Inventory Setup

On UNIX operating systems, this screen appears if you install
any Oracle product on this host for the first time. Specify the
location where you want to create your central inventory.
Ensure that the operating system group name selected on
this screen has write permissions to the central inventory
location.

See Understanding the Oracle Central Inventory in Installing
Software with the Oracle Universal Installer.

@ Note

Oracle recommends that you
configure the central inventory
directory within the products
directory. Example: / u02/
oracl e/ product s/

oral nventory

You may also need to execute
the
createCentralinventory.sh
script as root from the

or al nvent ory folder after the
installer completes.

Welcome

This screen introduces you to the product installer.

Auto Updates

Use this screen to automatically search My Oracle Support
for available patches or automatically search the local
directory for patches that you have already downloaded for
your organization.

Installation Location

Use this screen to specify the location of your Oracle home
directory.

For the purposes of an enterprise deployment, enter the
value of the WEB_ORACLE_HOME variable listed in
Table 7-3.

Installation Type

Select Standalone HTTP Server (Managed independently
of WebLogic server).

This installation type allows you to configure the Oracle
HTTP Server instances independently from any other
existing Oracle WebLogic Server domains.

JDK Selection

For the value of JDK Home, enter the value of JAVA_HOME
that you set when installing the JDK software.

Prerequisite Checks

This screen verifies that your system meets the minimum
necessary requirements.

If there are any warning or error messages, verify that your
host computers and the required software meet the system
requirements and certification information described in Host
Computer Hardware Requirements and Operating System
Requirements for the Enterprise Deployment Topology.

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01
Copyright © 2018, 2025, Oracle and/or its affiliates.

October 20, 2025
Page 4 of 21



ORACLE

Chapter 11
Installing Oracle HTTP Server on WEBHOST1

Table 11-1 (Cont.) Oracle HTTP Server Installation Screens
|

Screen

Description

Installation Summary

Use this screen to verify the installation options that you
selected. If you want to save these options to a response file,
click Save Response File and provide the location and
name of the response file. Response files can be used later
in a silent installation situation.

See Using the Oracle Universal Installer in Silent Mode in
Installing Software with the Oracle Universal Installer.

Installation Progress

This screen allows you to see the progress of the installation.

Installation Complete

This screen appears when the installation is complete.
Review the information on this screen, then click Finish to
close the installer.

Verifying the Oracle HTTP Server Installation

Verify that the Oracle HTTP Server installation completed successfully by validating the
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VEB_ORACLE_HOME folder contents.

Run the following command to compare the installed folder structure with the following list:

|'s --format=single-colum $WEB_ORACLE_HOME

The following files and directories are listed in theOracle HTTP Server Oracle Home:

assi stants
bi n

cf gt ool | ogs
cl one

crs

crypto

CcSs

cv
deinstall
dr daas
env.ora
has

hs

install
instantclient
i nventory
j avavm

j dbc

jlib

j pub

| dap

lib

net wor k
nls

odbc

ohs

ol ap
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Starting the Configuration Wizard on WEBHOST1
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OPat ch
opm
oracl e_common
oracore
oralnst.loc
ord

0SS

oui

perl

pl sql

pl ugi ns
preconp
pat ch
racg

r dbs
root.sh
schagent . conf
sdk

sl ax

sql cl
sql

sql pl us
srvm
supt ool s
ucp

uni xODBC
usm

utl
webgat e
W server
xdk

Chapter 11

Creating a Web Tier Domain on WEBHOST1

It is essential to understand how to create a new Oracle HTTP Server standalone domain on

the first Web tier host.

@® Note

In previous chapters, ssl store customizations were added to the set Domai nEnv. sh
scripts in the domain. These customizations are overwritten by the configuration
wizard in every domain extension operation. To customize server startup parameters
that apply to all servers in a domain, create a file called set User Overri deslLat e. sh
and add in it customizations such as custom libraries, additional JAVA command line

options for running the servers, or additional environment variables. Any

customizations added to this file are preserved during domain extension operations,
and are carried over to remote servers when using the pack and unpack commands.
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To start the Configuration Wizard, navigate to the following directory and start the WebLogic
Server Configuration Wizard, as follows:
cd $WEB ORACLE HOWE or acl e_common/ conmon/ bi n
.Iconfig.sh
Navigating the Configuration Wizard Screens for an Oracle HTTP Server
Domain

Oracle recommends that you create a standalone domain for the Oracle HTTP Server
instances on each web tier host.

The following topics describe how to create a new standalone Oracle HTTP Server domain:

e Task 1, Selecting the Domain Type and Domain Home Location

* Task 2, Selecting the Configuration Templates
* Task 3, Selecting the JDK for the Web Tier Domain.

e Task 4, Configuring System Components
e Task 5, Configuring OHS Server

e Task 7, Reviewing Your Configuration Specifications and Configuring the Domain

e Task 8, Writing Down Your Domain Home

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Create a new domain.

In the Domain Location field, enter the value assigned to the WEB_DOMAIN_HOME
variable.

Note the following:

* The Configuration Wizard creates the new directory that you specify here.

» Create the directory on local storage, so the web servers do not have any dependencies
on storage devices outside the DMZ.

e N\

© Important

*  More information about the Domain home directory can be found in About the
Domain Home Directory in Planning an Installation of Oracle Fusion Middleware.

*  More information about the other options on this screen can be found in
Configuration Type in Oracle Fusion Middleware Creating WebLogic Domains
Using the Configuration Wizard.

*  For more information about the web tier and the DMZ, see Understanding the
Firewalls and Zones of a Typical Enterprise Deployment.

*  For more information about the WEB_DOMAIN_HOME directory variable, see
File System and Directory Variables Used in This Guide.

. J

Task 2 Selecting the Configuration Templates
On the Templates screen, select Oracle HTTP Server (Standalone) - [ohs].
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@ Tip
More information about the options on this screen can be found in Templates in

Oracle Fusion Middleware Creating WebLogic Domains Using the Configuration
Wizard.

Task 3 Selecting the JDK for the Web Tier Domain.
Select the Oracle HotSpot JDK installed in the / u02/ or acl e/ product s/ j dk directory prior to
the Oracle HTTP Server installation.

Task 4 Configuring System Components

On the System Components screen, configure one Oracle HTTP Server instance. The screen
should, by default, have a single instance defined. This is the only instance that you need to
create.

1. The default instance name in the System Component field is ohs1. Use this default name
when you configure WEBHOST1.

2. Make sure that OHS is selected in the Component Type field.

3. If an application is not responding, use the Restart Interval Seconds field to specify the
number of seconds to wait before you attempt a restart.

4. Use the Restart Delay Seconds field to specify the number of seconds to wait between
restart attempts.

Task 5 Configuring OHS Server

Use the OHS Server screen to configure the OHS servers in your domain:

1. Select ohsl from the System Component drop-down menu.

2. Inthe Listen Address field, enter the value of WEBHOST1.

All the remaining fields are prepopulated, but you can change the values as required for
your organization. See OHS Server in Oracle Fusion Middleware Creating WebLogic
Domains Using the Configuration Wizard.

3. Inthe Server Name field, verify the value of the listen address and listen port.
It should appear as follows:

http://WEBHOST1: 7777

Task 6 Configuring Node Manager
Select Per Domain Default Location as the Node Manager type, and specify the user name
and password for the Node Manager.

@® Note

For more information about the options on this screen, see Node Manager in Creating
WebLogic Domains Using the Configuration Wizard.

For information about Node Manager configuration, see Configuring Node Manager
on Multiple Machines in Administering Node Manager for Oracle WebLogic Server.
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Task 7 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains detailed configuration information for the domain
that you are about to create. Review the details of each item on the screen and verify that the
information is correct.

If you need to make any changes, you can go back to any previous screen either by using the
Back button or by selecting the screen in the navigation pane.

Domain creation does not begin until you click Create.

In the Configuration Progress screen, click Next when it finishes.

@ Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 8 Writing Down Your Domain Home

The Configuration Success screen shows the domain home location.

Make a note of the information provided here, as you need it to start the servers and access
the Administration Server.

Click Finish to close the Configuration Wizard.

Installing and Configuring a Web Tier Domain on WEBHOST2

After you install Oracle HTTP Server and configure a Web Tier domain on WEBHOST1, then
you must also perform the same tasks on WEBHOST2.

1. Log into WEBHOST?2 and install Oracle HTTP Server, using the instructions in Installing
Oracle HTTP Server on WEBHOST1.

2. Configure a new standalone domain on WEBHOST?2, using the instructions in Creating a
Web Tier Domain on WEBHOST1.

Use the name ohs2 for the instance on WEBHOST2, and be sure to replace all
occurrences of WEBHOST1 with WEBHOST2 and all occurrences of ohs1 with ohs2 in
each of the examples.

Starting the Node Manager and Oracle HTTP Server Instances
on WEBHOST1 and WEBHOST?2

It is important to understand how to start the Oracle HTTP Server instances on WEBHOST1
and WEBHOST?2.

Starting the Node Manager on WEBHOST1 and WEBHOST?2

Before you can start the Oracle HTTP Server instances, you must start the Node Manager on
WEBHOST1 and WEBHOST2:

1. Loginto WEBHOST1 and navigate to the following directory:
cd $WEB_DOVAI N_HOVE/ nodemanager
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Modify nodemanager.properties to not use secure listener. Ensure it uses the localhost
only as listen address. Your $WEB_DOVAI N_HOVE/ nodenmanager / nodenanager . properti es
should appear like the following:

#Mon Feb 26 18:12:34 GMI' 2024

#Node manager properties

#Mon Feb 26 18:03:35 GVI 2024

LogAppend=t r ue

Domai nsFi | e=/ u02/ or acl e/ confi g/ domai ns/ wecedgohs/ nodemanager /
nodenmanager . domai ns

LogLevel =I NFO

PropertiesVersion=14.1.2.0.0

Li st enBackl og=50

Qui t Enabl ed=f al se

LogCount =1

LogLimit=0

NodeManager Horme=/ u02/ or acl e/ confi g/ domai ns/ wccedgohs/ nodenmanager
LogToStderr=true

Nat i veVer si onEnabl ed=t r ue

Aut hent i cati onEnabl ed=t rue

CrashRecover yEnabl ed=f al se

webl ogi c¢. St opScri pt Enabl ed=f al se

Domai nsFi | eEnabl ed=t r ue

webl ogi c. Start Scri pt Enabl ed=t rue

LogFi | e=/ u02/ oracl e/ confi g/ donai ns/ wccedgohs/ nodemanager / nodenanager . | og
LogFor mat t er =webl ogi c. nodemanager . server. LogFor mat t er

Li st enAddr ess=I ocal host

JavaHore=/ u02/ or acl e/ product s/ j dk

webl ogi c. Start Scri pt Name=st art WebLogi c. sh

Li st enPor t =5556

Secur eLi st ener =f al se

St at eCheckl nt er val =500

Start the Node Manager as shown in the following sections by using nohup and
nodemanager . out as an example output file:

nohup $WEB_DOMAI N_HOWE/ bi n/ st ar t NodeManager . sh > $WEB_DOMAI N_HOVE/ nodemanager /
nodemanager . out 2>&1 &

Log in to WEBHOST?2 and perform steps 1 and 2.

See Advanced Node Manager Configuration in Administering Node Manager for Oracle
WebLogic Server.

Starting the Oracle HTTP Server Instances

To start the Oracle HTTP Server instances:

1.

To start the ohs1 instance in WEBHOSTL, enter the following commands:

$WEB_ORACLE_HOVE/ or acl e_conmon/ common/ bi n/ wl st . sh

W s:/offline>
nnmConnect (' ohsdomai n_adni n_user' , ' ohsdomai n_admi n_password', 'l ocal host',"' 55
56', ' ohsdomai n_nane', ' VVEB_DOVAI N_HOVE' , ' PLAIN )
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W s: / nml weccedgohs> nnft art (server Nane=' ohsl', server Type=' CHS')

2. Repeat Step 1 to start the ohs2 instance on WEBHOST?2. See Starting Oracle HTTP
Server Instances in Administering Oracle HTTP Server.

3. Check the logs in each node at $WEB_DOVAI N_HOVE/ ser ver s/ ohs1/1 ogs/ ohs1. | og.

This will allow you to validate the appropriate start of OHS on a non-ssl listener. The
following steps will guide you through the process for using the SSL listeners for OHS and
routing to WLS using SSL.

Setting Front-end Addresses and WebLogic Plug-in for the
Administration Server

As a security best practice oracle recommends setting a front-end address for the
Administration Server. In the initial domain creation steps, since OHS and the front-end Load
Balancer may have not been configured yet, the front-end setting is avoided to allow
verifications using the individual server addresses. However, at this point and before
configuring OHS (and the front-end load balancer, if not done yet) it is required to add the
pertaining addresses.

1. To set the front end and WebLogic Plug-in for the Administration Server, use the WebLogic
Remote Console as follows:

a. Click Edit Tree.
b. Click Environment>Servers>AdminServer.
c. Select the Protocol Tab and then select the HTTP tab.

d. As Frontend Host, enter the front end LBR address that is used to access Enterprise
management and the Remote Console (admin.example.com in the example used in
this guide).

e. Leave the Frontend HTTP port set to 0.
f. Enter the LBR’s admin listener port (445) as Frontend HTTPS port.
g. Click Save.
h. Click the cart icon at the top right to commit the changes.
2. Enable the proxy plug-in for the domain using the WebLogic Remote Console as follows:
a. Click Edit Tree.
b. Click Environment>Domain.
c. Select Web Application tab.
d. Click the WebLogic Plugin Enable button.
e. Click Save.

f. Click the cart icon at the top right to commit the changes.

Generate Required Certificates for OHS SSL Listeners

Since the OHS listeners use SSL it is necessary to create the appropriate certificates for them
and add also the pertaining SANs for the server names they use. It is required to have
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certificates for each WEBHOST address, adding as SAN the different ServerNames that are
used in them.

This enterprise deployment uses wcci nt er nal . exanpl e. com wec. exanpl e. com and
adni n. exanpl e. comas front-end addresses. These addresses are used in the WLS domain
configuration as front-end addresses for different clusters and servers.

Oracle recommends using the same Identity and Trust store files for all the CAs and
certificates used in the app tier. The OHS nodes, do not use shared storage so the stores need
to be copied to their private folders from the app tier. Certificates in a production system should
come from formal Certificate Authorities.

In Oracle FMW 14.1.2.0, the Oracle WebLogic allows the usage of a per-domain Certificate
Authority (CA). To update the Identity store and a Trust Store for the OHS SSL listeners in a
WebLogic Server using a per-domain CA, you can perform the following steps. Run these
steps in any of the WLS nodes (because the OHS ones do not install the CerGen and keytool
utilities) and then transfer the stores to the OHS nodes:

1. Download the gener at e_per domai nCACERTS- ohs. sh script from the maa github repo
https://github.com/oracle-samples/maa/blob/main/1412EDG/
generate_perdomainCACERTS-ohs.sh to WCCHOSTL1.

2. Run the script with the following arguments:

*  WLS_DOMAIN_DIRECTORY: Directory hosting the WebLogic Domain that the
Administration Server uses (ASERVER variable in this guide).

*  WL_HOME: The directory within the Oracle home where the Oracle WebLogic Server
software binaries are stored. Typically / u01/ or acl e/ pr oduct s/ f nw/ Wl server.

« KEYSTORE_HOME: Directory where the appldentity and the appTrust stores are
created.

« KEYPASS: Password used for the WebLogic administration user (reused for certs and
stores).

e LIST_OF_OHS SSL_VIRTUAL_HOSTS: A space separated list of OHS Virtual host
addresses enclosed in single quotes.

For example:

. I gener at e_per domai nCACERTS- ohs. sh /u01/ or acl e/ confi g/ domai ns/ wccedg_domai n /u01/
oracl e/ products/fmv w server /u0l/oracl e/ confi g/ keystores "password"
' ohshost 1. exanpl e. com ohshost 2. exanpl e. con

The script performs the following actions:

a. It traverses the domain configuration and extracts the front-end addresses used by the
domain.

b. It uses the per domain CA to generate certificates for the OHS addresses that are
provided as input to the script. The front-end addresses gathered from the domain
configuration are added as SAN Subject Alternative Names (SAN) to these certificates.

c. It connects to the front-end addresses detected in the domain configuration and
downloads their public certificates. It adds these certificates to the WebLogic's trust
keystore to allow the WebLogic servers establish SSL handshake with the different
front-end addresses (used for callbacks, identity access and other redirections).
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@® Note

The node where the gener at e_per domai nCACERTS- ohs. sh script is executed
needs to have connectivity to the different front-end addresses included in the
domain's confi g. xnl to download their certificates.

d. It uses orapki to convert the identity and trust stores in the application tier into the
required pkcs wallets used by the different OHS Virtual Hosts.

e. It creates a tar with the corresponding wallets (this needs to be transferred to the OHS
nodes for completing the SSL configuration).

3. Transfer the tar generated by the script to the OHS nodes.

a. Use scp or any sftp tool to copy tar file to the OHS nodes. For consistency with the app
tier, place it under $WEB_KEYSTORE_HOME.

b. Untar the contents of the file in that folder as follows:
i. cd $WEB_KEYSTORE_HOME
ii. tar -xzvf orapki-ohs.tgz

This creates a wallet for WLS access and a directory wallet for each virtual host
provided as parameter.

Configuring Oracle HTTP Server to Route Requests to the
Application Tier

It is important to understand how to update the Oracle HTTP Server configuration files so that
the web server instances route requests to the servers in the domain.

About the Oracle HTTP Server Configuration for an Enterprise Deployment

The following topics provide overview information about the changes that are required to the
Oracle HTTP Server configuration files in an enterprise deployment.

Purpose of the Oracle HTTP Server Virtual Hosts

The reference topologies in this guide require that you define a set of virtual servers on the
hardware load balancer. You can then configure Oracle HTTP Server to recognize requests to
specific virtual hosts (that map to the load balancer virtual servers) by adding <Vi rt ual Host >
directives to the Oracle HTTP Server instance configuration files.

For each Oracle HTTP Server virtual host, you define a set of specific URLs (or context
strings) that route requests from the load balancer through the Oracle HTTP Server instances
to the appropriate Administration Server or Managed Server in the Oracle WebLogic Server
domain.

About the WebLogicCluster Parameter of the <VirtualHost> Directive

A key parameter of the Oracle HTTP Server <Vi rt ual Host > directive is the \WebLogi cC ust er
parameter, which is part of the WebLogic Proxy Plug-In for Oracle HTTP Server. When you
configure Oracle HTTP Server for an enterprise deployment, consider the following information
when you add this parameter to the Oracle HTTP Server configuration files.

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01 October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 13 of 21



ORACLE Chapter 11
Configuring Oracle HTTP Server to Route Requests to the Application Tier

The servers specified in the WebLogi cC ust er parameter are important only at startup time for
the plug-in. The list needs to provide at least one running cluster member for the plug-in to
discover other members of the cluster. When you start the Oracle HTTP server, the listed
cluster member must be running. Oracle WebLogic Server and the plug-in work together to
update the server list automatically with new, failed, and recovered cluster members.

Some example scenarios:

e Example 1: If you have a two-node cluster and then add a third member, you do not need
to update the configuration to add the third member. The third member is discovered on
the fly at runtime.

e Example 2: You have a three-node cluster but only two nodes are listed in the
configuration. However, if both listed nodes are down when you start Oracle HTTP Server,
then the plug-in would fail to route to the cluster. You must ensure that at least one of the
listed nodes is running when you start Oracle HTTP Server.

If you list all members of the cluster, then you guarantee you can route to the cluster,
assuming at least one member is running when Oracle HTTP Server is started.

Recommended Structure of the Oracle HTTP Server Configuration Files

Rather than adding multiple virtual host definitions to the ht t pd. conf file, Oracle recommends
that you create separate, smaller, and more specific configuration files for each of the virtual
servers required for the products that you are deploying. This avoids populating an already
large ht t pd. conf file with additional content, and it can make troubleshooting configuration
problems easier.

For example, in a typical Oracle Fusion Middleware Infrastructure domain, you can add a
specific configuration file called admi n_vh. conf that contains the virtual host definition for the
Administration Server virtual host (ADMINVHN).

Modifying the httpd.conf File to Include Virtual Host Configuration Files

Perform the following tasks to prepare the ht t pd. conf file for the additional virtual hosts
required for an enterprise topology:

1. Loginto WEBHOSTL.

2. Locate the htt pd. conf file for the first Oracle HTTP Server instance (ohs1) in the domain
directory:

cd $WEB_DOMAI N_HOVE/ confi g/ f mconfi g/ conponent s/ OHS/ ohs1/
3. Verify if the ht t pd. conf file has the appropriate configuration as follows:

a. Run the following command to verify the Ser ver Nane parameter, be sure that it is set
correctly, substituting the correct value for the current WEBHOSTn:

grep "ServerNane http" httpd. conf
Server Narme http://WEBHOSTL: 7777

b. Run the following command to verify there is an include statement that includes all
*. conf files from the moduleconf subdirectory:

grep nodul econf httpd. conf
I ncl udeOptional "modul econf/*. conf"
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c. If either validation fails to return results, or returns results that are commented out,
open the htt pd. conf file in a text editor and make the required changes in the
appropriate locations.

#

# ServerNanme gives the nane and port that the server uses to identify
itself.

# This can often be deternined automatically, but we recomend you
speci fy

# it explicitly to prevent problens during startup.

#

# |f your host doesn't have a registered DNS name, enter its |IP address
here.

#

ServerName http://WEBHOST1: 7777

# and at the end of the file:

# Include the adnmin virtual host (Proxy Virtual Host) related
configuration

i nclude "admin. conf"

I ncl udeOptional "modul econf/*. conf"

d. Save the httpd. conf file.

Ensure ssl . conf is included in the ht t pd configuration.

grep ssl.conf httpd. conf
include "ssl.conf"

Copy the ssl . conf file to a different file name.

@® Note

This is used as a template for other module conf files.

cp $VEB DOVAI N HOVE/ confi g/ f mwconfi g/ conponent s/ OHS/ ohs1/
ssl.conf $WEB DOMAI N HOVE/ confi g/ f maconfi g/ conponent s/ OHS/ ohs1/ modul econf/
ssl.tenplate

Edit the ssl . conf file to include only the following lines (remove other content from the
file):

<If Modul e ossl _nodul e>

#

# Some M ME-types for downl oading Certificates and CRLs
AddType application/x-x509-ca-cert .crt
AddType application/x-pkcs7-crl .crl

# Inter-Process Session Cache:
# Configure the SSL Session Cache: First the mechanism
# to use, second the expiring timeout (in seconds) and third
# the nutex to be used.
SSLSessi onCache "shnth: ${ ORACLE_| NSTANCE} / ser ver s/ ${ COMPONENT _NANE} /
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| ogs/ ssl _scache(512000)"
SSLSessi onCacheTi neout 300

</ | f Modul e>

7. Modify the $WEB_DOVAI N_HOVE/ confi g/ f maconfi g/ conponent s/ OHS/ ohs1/
nmod_w _ohs. conf to include the appropriate WLSSWallet file (required to route on SSL
to the WLS backends) as follows:

# NOTE : This is a tenplate to configure mod_webl ogi c.
LoadModul e webl ogi c_nmodul e " ${ PRODUCT_HOVE} / nodul es/ mod_wl _ohs. so"

# This enpty block is needed to save nod W related configuration fromEM
to this file when changes are made at the Base Virtual Host Level
<I f Modul e webl ogi ¢c_nodul e>

WLI OTi meout Secs 900
KeepAl i veSecs 290
Fi | eCachi ng OFF
W Socket Ti neout Secs 15
ErrorPage http://ww. oracle.com spl ash/ cl oud/i ndex. ht m
WLRet ryOnTi neout  NONE
WL_For war dUr i Unpar sed On
SecureProxy On
W.SSLWal | et "/ u02/ oracl e/ confi g/ keyst ores/ or apki /"
</ 1 f Modul e>

8. Log in to WEBHOST2 and perform steps 2 and 3 for the htt pd. conf file, replacing any
occurrences of WEBHOST1 or ohs1 with WEBHOST?2 or ohs?2 in the instructions as necessatry.

Creating the Virtual Host Configuration Files

To create the virtual host configuration files:

@® Note

Before you create the virtual host configuration files, be sure that you have configured
the virtual servers on the load balancer, as described in Purpose of the Oracle HTTP
Server Virtual Hosts.

1. Loginto WEBHOST1 and change directory to the configuration directory for the first
Oracle HTTP Server instance (ohs1):

cd $WEB_DOVAI N_HOVE/ confi g/ f mconfi g/ conponent s/ OHS/ ohs1/ nodul econf

2. Copy the ssl . tenpl at e file to the admi n_vh. conf file, this will transfer most of the
required SSL configuration:

cp $VEB DOVAI N HOVE/ confi g/ f mwconfi g/ conponent s/ OCHS/ ohs1/ modul econf/
ssl.tenpl ate $WEB DOMAI N HOVE/ confi g/ f maconfi g/ conponent s/ CHS/ ohs1/
modul econf/ admi n_vh. conf

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01 October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 16 of 21



ORACLE

Chapter 11
Configuring Oracle HTTP Server to Route Requests to the Application Tier

Edit the file to add the following Listen, VirtualHost, ServerName, AllowEncodedSlashes,
and Location directives. Also, change the SSLWallet directory to point to the specific wallet

for the virtual host. The adni n_vh. conf file should resemble the following file.

HHHHHHHHHH R R R
# Oracle HTTP Server nod_ossl configuration file: ssl.conf #
HHHHHHHHHH R R R

# The Listen directive bel ow has a comrent preceding it that is used
# by tooling which updates the configuration. Do not delete the coment.
#[ Li sten] OHS_SSL_PORT
Li sten WEBHOSTL: 4445
#it
## SSL Virtual Host Context
#it
#[ Virtual Host] OHS SSL_VH
<Virtual Host WEBHOST1: 4445>
Server Narme admi n. exanpl e. com 445
Al | owEncodedS| ashes On
<I f Mbdul e ossl _nodul e>

# SSL Engine Switch:
# Enable/Disable SSL for this virtual host.
SSLEngi ne on

# dient Authentication (Type):

# dient certificate verification type and depth. Types are
# none, optional and require.

SSLVerifydient None

# SSL Protocol Support:
# Configure usable SSL/TLS protocol versions.
SSLProt ocol TLSv1.2 TLSv1.3

# Option to prefer the server's cipher preference order
SSLHonor Ci pher Or der on

# SSL Cipher Suite:
# List the ciphers that the client is pernitted to negotiate.
SSLCi pher Suite

TLS_AES 128 GCM SHA256, TLS_AES 256_GCM SHA384, TLS_CHACHA20 POLY1305_SHA256,
TLS_ECDHE_ECDSA_W TH AES 128 GCM SHA256, TLS_ECDHE_ECDSA W TH_AES_256_GCM SH
A384, TLS_ECDHE_RSA_ W TH_AES_128_GOM SHA256, TLS_ECDHE_RSA W TH_AES_256_GCM S

HA384

#Path to the wall et
#SSLWal | et " ${ ORACLE_|I NSTANCE}/ confi g/ f maconfi g/ conponent s/ $

{ COVPONENT_TYPE} / i nst ances/ ${ COVPONENT_NANE} / keyst or es/ def aul t "
SSLV&l | et "/ u02/ oracl e/ confi g/ keyst or es/ or apki / or apki - vh- WEBHOST1"

<Fil esMatch "\.(cgi|shtnm | phtnl|php)$">
SSLOpti ons +St dEnvVars
</Fi | esMat ch>

<Directory "${ORACLE_ | NSTANCE}/ confi g/ f mconfi g/ conponent s/ $
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{ COVPONENT _TYPE}/ i nst ances/ ${ COMPONENT _NAME}/ cgi - bi n" >
SSLOpti ons +StdEnvVars
</Directory>

Browser Match "MSIE [2-5]" \
nokeepal i ve ssl -uncl ean-shut down \
downgrade-1.0 force-response-1.0

# Add the following directive to add HSTS

<If Mbdul e nod_headers. c>

Header always set Strict-Transport-Security "nmax-age=63072000; prel oad;
i ncl udeSubDormai ns"

</| f Modul e>

<Location /enmp
W.SRequest ON

\WebLogi cHost  ADM NVHN
\WebLogi cPort 9002

</ Locati on>

<Location /managenent >
W.SRequest ON

\WebLogi cHost ADM NVHN
WebLogi cPort 9002
</Location>

</ | f Modul e>
</ Vi rt ual Host >

Repeat similar steps to create awcci nt er nal _vh. conf file with this content (notice the
different listen port, virtual host, and WLS settings):

HHTHHHHHHHEH PP R
# Oracl e HITP Server nod_ossl configuration file: ssl.conf #
U PP A

# The Listen directive bel ow has a comrent preceding it that is used

# by tooling which updates the configuration. Do not delete the coment.
#[ Li sten] OHS_SSL_PORT

Li sten WEBHOST1: 4444

#it
## SSL Virtual Host Context
#it
#[Virtual Host] OHS_SSL_VH
<Virtual Host WEBHOSTL: 4444>
Server Narme weci nternal . exanpl e. com 444

<I f Modul e ossl _nodul e>

# SSL Engine Switch:

# Enable/Disable SSL for this virtual host.

SSLEngi ne on

# dient Authentication (Type):
# dient certificate verification type and depth. Types are
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# none, optional and require.
SSLVerifydient None

# SSL Protocol Support:
# Configure usable SSL/TLS protocol versions.
SSLProtocol TLSv1.2 TLSv1.3

# Option to prefer the server's cipher preference order
SSLHonor Ci pher Or der on

# SSL Cipher Suite:
# List the ciphers that the client is pernitted to negotiate.
SSLGi pher Suite

TLS AES 128 GCM SHA256, TLS AES 256 _GOM SHA384, TLS_CHACHA20 POLY1305_SHA256,
TLS_ECDHE_ECDSA W TH AES 128 GCM SHA256, TLS_ECDHE_ECDSA W TH AES_256_GCM SH
A384, TLS_ECDHE_RSA W TH_AES_128_GOM SHA256, TLS _ECDHE_RSA W TH_AES 256_GCM S
HA384

#Path to the wallet
#SSLWal | et " ${ ORACLE_| NSTANCE}/ confi g/ f mxconfi g/ conponent s/ $

{ COVPONENT _TYPE}/ i nst ances/ ${ COVPONENT _NAME} / keyst or es/ def aul t "

SSLval | et "/ u02/ oracl e/ confi g/ keyst or es/ or apki / or apki - vh- \EBHOST1"
<Fil esMatch "\.(cgi|shtnl|phtnl|php)$">

SSLOpti ons +StdEnvVars
</Fil esMat ch>

<Directory "${ ORACLE | NSTANCE}/ confi g/ f mrconfi g/ conponents/ $

{ COVPONENT _TYPE}/ i nst ances/ ${ COMPONENT _NAME} / cgi - bi n" >

SSLOptions +StdEnvVars
</Directory>

Browser Match "MSIE [2-5]" \
nokeepal i ve ssl -uncl ean-shut down \
downgrade-1.0 force-response-1.0

# Add the following directive to add HSTS

<If Mbdul e nod_headers. c>
Header always set Strict-Transport-Security "nmax-age=63072000; prel oad;

i ncl udeSubDonai ns"

</ | f Modul e>

</ | f Modul e>
</ Vi rtual Host >
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5. Restart the ohsl instance by entering the following commands:

$WEB_ORACLE_HOVE/ or acl e_conmon/ common/ bi n/ wl st . sh

w s:/offline>
nnConnect (' ochsdonai nadni n', ' ohsdonai nadni n_password', ' | ocal host',' 5556, ' oh
sdomai nnane', ' WEB_DOVAI N_HOVE' ,' PLAIN)

W s: / nm weccedgohs> nnKi | | (server Name=' ohs1', server Type=' CHS')

W s: / nm weccedgohs> nnfst art (server Nane=' ohs1', server Type=' CHS')

Watch the $WEB_DOVAI N_HOVE/ ser ver s/ ohs1/1 ogs/ ohs1. | og file for errors.

6. Copy the admi n_vh. conf file and the weci nt ernal _vh. conf file to the configuration
directory for the second Oracle HTTP Server instance (ohs2) on WEBHOST2:

$VEB_DOMAI N_HOVE/ confi g/ f mwconfi g/ conponent s/ OHS/ ohs2/ modul econf

7. Edit the adnmi n_vh. conf and wcci nternal _vh. conf files and change any references from
WEBHOST1 to WEBHOST?2 in the <Vi rt ual Host > directives.

8. Restart the ohs2 instance by entering the following commands:

$WEB_ORACLE_HOVE/ or acl e_conmon/ common/ bi n/ wl st . sh

w s:/offline>
nnmConnect (' ohsdonai nadmi n' ;' ohsdomai nadm n_password' , ' | ocal host', ' 5556', ' oh
sdonai nnane' , ' WEB_DOVAI N_HOVE' , ' PLAIN')

W s: / nm weccedgohs> nnKi | | (server Name=' ohs2' , server Type=' CHS')

W s: / nm wccedgohs> nnfst art ( server Nane=' ohs2', server Type=' OHS')

Validating the Virtual Server Configuration on the Load Balancer

From the load balancer, access the following URLS to ensure that your load balancer and
Oracle HTTP Server are configured properly. These URLs should show the initial Oracle HTTP
Server 12¢ web page.

e https://adnin.exanpl e. com 445/ i ndex. ht m
e http://wecinternal . exanpl e. com 444/ i ndex. ht m

Validating Access to the Management Consoles and Administration Server

To verify the changes that you have made in this chapter:

1. Access the Fusion Middleware Control by using the following URL:

https://admi n. exanpl e. com 445/ em
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Configure a New Provider in the WebLocic Remote Console to Access the
Domain Configuration Through the Front-end LBR

Create a new Admin Server Connection Provider that connects through the front-end load
balancer and OHS to the domain’s Administration Server. To establish this connection, the
WebLogic Remote Console must trust the certificate used by the load balancer for the
administration front-end address.

1. Ensure that the Trust Store used by the WebLogic Remote Console includes the certificate
or the CA certificate used by the front-end load balancer in the admin virtual server.

@ Tip
If you used the script gener at e_per domai nCACERTS- ohs. sh, you can download the
appTr ust KeySt or e. pkcs12 file from the domain and use it as the WebLogic

Remote Console trust store. It includes the front-end load balancer certificates as
a trusted entity.

2. Open the WebLogic Remote Console and click Add Admin Server Connection Provider.
3. Use the following values for the new provider:
* Connection Provider Name:
Use a name identifying the connection. For example, wccedg_domai n_| br provi der.
* Username and Password:
Enter the WebLogic Domain Administration user and password.

* URL: Use the front-end address and the port. For example, https://
admi n. exanpl e. com 445

« Make Insecure Connect: If the appropriate trust store settings are completed, you do
not need to check this field.

@® Note

If you are using demo certs in the load balancer, you might need to check the
Disable host name verification field in the WebLogic Remote Console
settings.

4. Click OK to add the provider.
5. Click the new provider.

You must able to manage the domain remotely through the front end LBR with these
settings.
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Extending the Domain to Include Oracle
WebCenter Content

You need to perform certain tasks in order to extend the enterprise deployment domain with
the Oracle WebCenter Content software. This includes installing the WebCenter Content,
extending the domain for WebCenter Content and completing post-configuration and
verification tasks.

This chapter provides information on installing the WebCenter Content, extending the domain
for WebCenter Content and completing post-configuration and verification tasks.

Installing WebCenter Content for an Enterprise Deployment

The procedure for installing WebCenter Content in an enterprise deployment domain is
explained in this section.

This section contains the following procedures.

Starting the Installation Program

To start the installation program:
1. Loginto WCCHOSTL.
2. Go to the directory where you downloaded the installation program.

3. Launch the installation program by invoking the j ava executable from the JDK directory on
your system, as shown in the example below.

JAVA_HOMVE/ bin/java -d64 -jar fmw 14.1.2.0.0_wccontent_generic.jar

Be sure to replace the JDK location in these examples with the actual JDK location on your
system.

When the installation program appears, you are ready to begin the installation.

Navigating the Installation Screens

The installation program displays a series of screens, in the order listed in the following table.

If you need additional help with any of the installation screens, click the screen name.

Screen Description

Installation Inventory Screen If you did not create a central inventory when you installed the Oracle Fusion
Middleware Infrastructure software, then this dialog box appears.

Edit the Inventory Directory field so it points to the location of your local
inventory, and then click OK.

Welcome This screen introduces you to the product installer.

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01 October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 1 of 28



ORACLE’

Chapter 12
Installing WebCenter Content for an Enterprise Deployment

Screen

Description

Auto Updates

Use this screen to automatically search My Oracle Support for available patches
or automatically search a local directory for patches that you've already
downloaded for your organization.

Installation Location

Use this screen to specify the location of your Oracle home directory.

For more information about Oracle Fusion Middleware directory structure, see
"Selecting Directories for Installation and Configuration” in Planning an Installation
of Oracle Fusion Middleware.

Prerequisite Checks

This screen verifies that your system meets the minimum necessary
requirements.

If there are any warning or error messages, you can refer to one of the documents
in the Roadmap for Verifying Your System Environment section in Planning Your
Oracle Fusion Middleware Infrastructure Installation.

Installation Summary

Use this screen to verify the installation options you selected.
Click Install to begin the installation.

Installation Progress

This screen allows you to see the progress of the installation.
Click Next when the progress bar reaches 100% complete.

Installation Complete

Review the information on this screen, then click Finish to dismiss the installer.

Installing Oracle WebCenter Content on the Other Host Computers

If you have followed the EDG shared storage recommendations, there is a separate shared
storage volume for product installations on WCCHOST2, and you must also install the software
on WCCHOST2. See Shared Storage Recommendations When Installing and Configuring an
Enterprise Deployment.

Verifying the Installation

After you complete the installation, you can verify it by successfully completing the following

tasks.

Reviewing the Installation Log Files

Review the contents of the installation log files to make sure that no problems were
encountered. For a description of the log files and where to find them, see Understanding
Installation Log Files in Installing Software with the Oracle Universal Installer.

Checking the Directory Structure

The contents of your installation vary based on the options you selected during the installation.

The addition of Oracle WebCenter Content will add the following directory and sub-directories:

/ u01/ oracl e/ product s/ f mv/ wecont ent

axf
common

i pm

pl ugi ns
ucm
wecadf
wecadf r ui
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/u01/ oracl e/ product s/ f mv/ wccapt ure
capture

conmon

pl ugi ns

For more information about the directory structure you should see after installation, see "What
are the Key Oracle Fusion Middleware Directories?" in Understanding Oracle Fusion
Middleware.

Viewing the Contents of Your Oracle Home

You can also view the contents of your Oracle home by using the vi ew nvent ory script. See
Viewing the contents of an Oracle home in Installing Software with the Oracle Universal
Installer.

Creating the Oracle WebCenter Content Database Schemas

Before you can configure an Oracle WebCenter Content domain, you must install the required
schemas in a certified database for use with this release of Oracle Fusion Middleware.

Follow the instructions in this section to install the schemas.

Starting the Repository Creation Utility (RCU)

To start the Repository Creation Utility (RCU):
1. Navigate to the ORACLE_HOVE/ or acl e_comon/ bi n directory on your system.

2. Make sure that the JAVA_HOVE environment variable is set to the location of a certified JDK
on your system. The location should be up to but not including the bi n directory. For
example, if your JDK is located in / u01/ or acl e/ product s/ j dk:

On UNIX operating systems:

export JAVA HOVE=/ u01/ or acl e/ product s/j dk
3. Start RCU:

On UNIX operating systems:

.lrcu

@® Note

If your database has Transparent Data Encryption (TDE) enabled, and you want to
encrypt your tablespaces that are created by the RCU, provide the -
encrypt Tabl espace true option when you start RCU.

This defaults the appropriate RCU GUI Encrypt Tablespace checkbox selection on
the Map Tablespaces screen without further effort during the RCU execution. See
Encrypting Tablespaces in Creating Schemas with the Repository Creation Utility.
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Navigating the RCU Screens to Create the Schemas

After you start the RCU, you can then use the wizard screens to select and install the required
schemas for your Oracle Fusion Middleware product. Schema creation involves the following
tasks.

Task 1 Introducing RCU
Click Next.

Task 2 Selecting a Method of Schema Creation

If you have the necessary permission and privileges to perform DBA activities on your
database, select System Load and Product Load. This procedure assumes that you have
the necessary privileges.

If you do not have the necessary permission or privileges to perform DBA activities in the
database, you must select Prepare Scripts for System Load on this screen. This option will
generate a SQL script, which can be provided to your database administrator. See
"Understanding System Load and Product Load" in Creating Schemas with the Repository
Creation Ultility.

Task 3 Providing Database Connection Details
Provide the database connection details for RCU to connect to your database.

1. Inthe Database Type, select Oracle Database enabled for edition-based redefinition.

@® Note

Oracle Database enabled for edition-based redefinition (EBR) is recommended to
support Zero Down Time upgrades. For more information, see https://
www.oracle.com/database/technologies/high-availability/ebr.html.

In the Host Name field, enter the SCAN address of the Oracle RAC Database.
Enter the Port number of the RAC database scan listener, for example 1521.

Enter the RAC Service Name of the database.

g & W Db

Enter the User Name of a user that has permissions to create schemas and schema
objects, for example SYS.

o

Enter the Password of the user name that you provided in Step 4.
7. If you have selected the SYS user, ensure that you set the role to SYSDBA.

8. Click Next to proceed, then click OK on the dialog window confirming that connection to
the database was successful.

Task 4 Specifying a Custom Prefix and Selecting Schemas

Choose Select existing prefix, and select the prefix you created while configuring the initial
domain.

From the list of schemas, select the WebCenter Content schema. This will automatically
select the following schemas as dependencies:

e Oracle WebCenter Content Imaging
e Oracle WebCenter Content Server - Complete

e Oracle WebCenter Enterprise Capture
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e Oracle WebCenter Content Server - Search Only

The custom prefix is used to logically group these schemas together for use in this domain
only; you must create a unique set of schemas for each domain as schema sharing across
domains is not supported.

@ Tip
For more information about custom prefixes, see "Understanding Custom Prefixes" in
Creating Schemas with the Repository Creation Ultility.
For more information about how to organize your schemas in a multi-domain
environment, see "Planning Your Schema Creation" in Creating Schemas with the
Repository Creation Ultility.

@ Tip
You must make a note of the custom prefix you choose to enter here; you will need
this later on during the domain creation process.

Click Next to proceed, then click OK in the dialog window confirming that prerequisite
checking for schema creation was successful.

Task 5 Specifying Schema Passwords

Click Next.

Specify how you want to set the schema passwords on your database, then specify and
confirm your passwords. Ensure that the complexity of the passwords meet the database
security requirements before you continue. RCU proceeds at this point even if you do not
meet the password polices, therefore, perform this check outside RCU itself.

@ Tip
You must make a note of the passwords you set on this screen; you will need them
later on during the domain creation process.

Task 6 Verifying the Tablespaces for the Required Schemas

On the Map Tablespaces screen, review the information, and then click Next to accept the
default values.

Click OK in the confirmation dialog box.

Task 7 Completing Schema Creation
Navigate through the remainder of the RCU screens to complete schema creation. When you
reach the Completion Summary screen, click Close to dismiss RCU.

® Note

If failures occurred, review the listed log files to identify the root cause, resolve the
defects, and then use RCU to drop and recreate the schemas before you continue.
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Task 8 Verifying the Schema Creation

To verify that the schemas were created successfully, and to verify the database connection
details, use SQL*PIlus or another utility to connect to the database, using the OCS schema
name and the password you provided.

For example:

.I'sql pl us FMAL412_ WCCI NFRA/ <weci nfra_passwor d>

SQ.*Plus: Release 23.0.0.0.0 - for Oracle Coud and Engi neered Systens on Wed Sep 11
14:20: 00 2024 Version 23.5.0.24.07
Copyright (c) 1982, 2024, Oacle. Al rights reserved.

Connected to:

Oracl e Dat abase 23ai EE Extrene Perf Release 23.0.0.0.0 - for Oracle O oud and
Engi neered Systens

Version 23.5.0.24.07

SQL>

Extending the Domain for WebCenter Content

You need to perform the following tasks in order to extend the existing enterprise deployment
domain with the Oracle WebCenter Content software.

Extending the domain involves the following tasks.

Starting the Configuration Wizard

Start the Configuration Wizard as the first step to extend the existing enterprise deployment
domain.

@® Note

If you added any customizations directly to the start scripts in the domain, those are
overwritten by the configuration wizard. To customize server startup parameters that
apply to all servers in a domain, you can create a file called set User Overri desLat e. sh
and configure it, for example, add custom libraries to the WebLogic Server classpath,
specify Additional JAVA command line options for running the servers, or specify
additional environment variables. Any customizations you add to this file are preserved
during domain upgrade operations, and are carried over to remote servers when using
the pack and unpack commands.

To start the Configuration Wizard:

1. Stop any managed servers that are modified by this domain extension. Managed Servers
that are not effected can remain on-line.

2. For any managed servers to be modified, verify that the managed server shutdown has
completed.

3. Stop the Administration Server once all managed servers are in a steady state.

4. Navigate to the following directory and start the WebLogic Server Configuration Wizard.
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cd $ORACLE_HOWE or acl e_conmmon/ common/ bi n
.Iconfig.sh

Navigating the Configuration Wizard Screens to Extend the Domain with
WebCenter Content

Follow the instructions in following sections to extend the domain for Oracle WebCenter
Content.

Domain extension and configuration includes the following tasks:

Task 1, Selecting the Domain Type and Domain Home Location

Task 2, Selecting the Configuration Template

Task 3, Configuring High Availability Options

Task 4, Specifying the Database Configuration Type

Specifying JDBC Component Schema Information

Task 6, Providing the GridLink Oracle RAC Database Connection Details

Task 7, Testing the JDBC Connections

Task 8, Selecting Advanced Configuration

Task 9, Configuring Managed Servers

Task 10, Configuring a Cluster

Task 11, Assigning Server Templates

Task 12, Configuring Dynamic Servers

Task 13, Assigning Managed Servers to the Cluster

Task 14, Configuring Coherence Clusters

Task 15, Creating Machines for WebCenter Content Servers

Task 16, Assigning Servers to Machines

Task 17, Reviewing Your Configuration Specifications and Configuring the Domain

Task 18, Writing Down Your Domain Home and Administration Server URL

Task 19, Start the Administration Server

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Update an existing domain.
In the Domain Location field, select the value of the ASERVER_HOME variable, which

represents the complete path to the Administration domain home you created as part of the
initial domain.
For more information about the directory location variables, see File System and Directory
Variables Used in This Guide.

@ Tip

More information about the other options on this screen can be found in Configuration

Type in Creating WebLogic Domains Using the Configuration Wizard.
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Task 2 Selecting the Configuration Template
On the Templates screen, make sure Update Domain Using Product Templates is selected,
then select the following templates:

e Oracle Universal Content Management - Content Server - 14.1.2.0 [wccontent]

In addition, the following additional templates should already be selected, because they
were used to create the initial Infrastructure domain:

— Oracle Enterprise Manager - 14.1.2.0 [em]
— Oracle JRF - 14.1.2.0 [oracle_common]

— WebLogic Coherence Cluster Extension - 14.1.2.0 [wiserver]

@ Tip
More information about the options on this screen can be found in Templates in
Creating WebLogic Domains Using the Configuration Wizard.

Task 3 Configuring High Availability Options

This screen appears for the first time when you create a cluster that uses Automatic Service
Migration or JDBC stores or both. After you select HA Options for a cluster, all subsequent
clusters that are added to the domain by using the Configuration Wizard, automatically apply
HA options (that is, the Configuration Wizard creates the JDBC stores and configures ASM for
them).

On the High Availability Options screen:

e Select Enable Automatic Service Migration with Database Basis.
* Set JTA Transaction Log Persistence to JDBC TLog Store.
* Set JMS Server Persistence to JMS JDBC Store.

® Note

Oracle recommends that you use JDBC stores, which leverage the consistency, data
protection, and high availability features of an oracle database and makes resources
available for all the servers in the cluster. So, the Configuration Wizard steps assume
that the JDBC persistent stores are used along with Automatic Service Migration.
When you choose JDBC persistent stores, additional unused File Stores are
automatically created but are not targeted to your clusters. Ignore these File Stores.
If, for any reason, you want to use Files Stores, you can retain the default values for
TLOGs and JMS persistent store options in this screen and configure them in a
shared location later. See Selecting Advanced Configuration. Shared location is
required to resume JMS and HA in a failover scenario.

You can also configure TLOGs and JMS persistent stores manually in a post step. For
information about the differences between JDBC and Files Stores, and for specific
instructions to configure them manually, see Using Persistent Stores for TLOGs and
JMS in an Enterprise Deployment.

Click Next.

Task 4 Specifying the Database Configuration Type
On the Database Configuration Type screen, select RCU Data.
In the RCU Data screen:
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»  Verify that Vendor is Oracle and Driver is *Oracle's Driver (Thin) for Service Connections;
Versions: Any.

*  Verify that Connection Parameters is selected.

All fields are pre-populated, because you already configured the domain to reference the
Fusion Middleware schemas that are required for the Infrastructure domain.

Verify and ensure that credentials in all the fields are the same that you have provided while
configuring the Oracle Fusion Middleware Infrastructure.

Click Get RCU Configuration after you finish verifying the database connection information.
The following output in the Connection Result Log indicates that the operation is successful.

Connecting to the database server... X
Retrieving schema data from database server... XK
Bi nding | ocal schema conponents with retrieved data... K

Successful Iy Done.

@ Tip
For more information about the RCU Data option, see "Understanding the Service
Table Schema" in Creating Schemas with the Repository Creation Ultility.

For more information about the other options on this screen, see "Datasource
Defaults" in Creating WebLogic Domains Using the Configuration Wizard.

Task 5 Specifying JDBC Component Schema Information

On the JDBC Component Schema screen, select all the UCM schemas (for WebCenter
Content) in the table.

When you select the schemas, the fields on the page are activated and the database
connection fields are populated automatically.

Click Convert to GridLink and click Next.

Task 6 Providing the GridLink Oracle RAC Database Connection Details

On the GridLink Oracle RAC Component Schema screen, provide the information that is
required to connect to the RAC database and component schemas, as shown in the following
table.

Element

Description and Recommended Value

SCAN, Host Name, and Port Select the SCAN check box.

In the Host Name field, enter the Single Client Access Name
(SCAN) Address for the Oracle RAC database.

In the Port field, enter the SCAN listening port for the
database (for example, 1521)

Service Name

Verify that the service name for the Oracle RAC database is
appropriate. For example, wecedg. exanpl e. com

ONS Host and Port These values are not required when you are using an Oracle

12c database or later versions because the ONS list is
automatically provided from the database to the driver.

Enable Fan

Verify that the Enable Fan check box is selected, so the
database can receive and process FAN events.

Task 7 Testing the JDBC Connections
Use the JDBC Component Schema Test screen to test the data source connections you have
just configured.
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A green check mark in the Status column indicates a successful test. If you encounter any
issues, see the error message in the Connection Result Log section of the screen, fix the
problem, then try to test the connection again.

@ Tip
For more information about the other options on this screen, see "Test Component
Schema" in Creating WebLogic Domains Using the Configuration Wizard.

Task 8 Selecting Advanced Configuration
To complete domain configuration for the topology, select the following options on the
Advanced Configuration screen:

*  Topology

Task 9 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server for Oracle WebCenter Content
appears in the list of servers.

Perform the following tasks to modify the default Oracle WebCenter Content Managed Server
and create a second Managed Server:

1. Rename the default Managed Server to W.S_WCC1.
2. Click Add to create a new Managed Server and name it WS _WCC2.

@ Tip

The server names recommended here will be used throughout this document; if
you choose different names, be sure to replace them as needed.

3. Use the information in the following table to fill in the rest of the columns for each Oracle
WebCenter Content Managed Server.
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Server Name Listen Address Listen Enable SSL Listen  AServer Groups
Port SSL Port

=~ 0TWSO T 9T ~n 3530

WLS_WCC1 WCCHOST1 Disabled Checked 16201 9UCM-MGD-SVR
0
0
5

WLS_WCC2 WCCHOST2 Disabled Checked 16201 9UCM-MGD-SVR
0
0
5

@ Tip
More information about the options on the Managed Server screen can be found in
Managed Servers in Creating WebLogic Domains Using the Configuration Wizard.

Task 10 Configuring a Cluster

In this task, you create a cluster of Managed Servers to which you can target the Oracle
WebCenter Content software.

For more information about the wec. exanpl e. comvirtual server address, see Configuring
Virtual Hosts on the Hardware Load Balancer.

Use the Clusters screen to create a new cluster:

1. Click the Add button.
Specify WCC_Cl ust er in the Cluster Name field.

2
3. Specify wec. exanpl e. comin the Frontend Host field.
4

Leave the Frontend HTTP Port blank and use 443 (or your precise LBS listeners port for
application requests) as the Frontend HTTPS port.
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@® Note

By default, server instances in a cluster communicate with one another using unicast.
If you want to change your cluster communications to use multicast, refer to
Considerations for Choosing Unicast or Multicast in Administering Clusters for Oracle
WebL ogic Server.

@ Tip
More information about the options on this screen can be found in Clusters in
Creating WebLogic Domains Using the Configuration Wizard.

Task 11 Assigning Server Templates
Click Next to proceed to the next screen.

Task 12 Configuring Dynamic Servers
Verify that all dynamic server options are disabled for clusters that are to remain as static
clusters.

1. Confirm that the Dynamic Cluster, Calculated Listen Port, and Calculated Machine
Names checkboxes on this screen are unchecked.

2. Confirm the Server Template selection is Unspecified.
3. Click Next.

Task 13 Assighing Managed Servers to the Cluster
Use the Assign Servers to Clusters screen to assign WS _WCC1 and W.S_WCC2 to the new
cluster, WCC _Cl uster:

1. Inthe Clusters pane, select the cluster to which you want to assign the servers; in this
case, WCC Cl uster.

2. Inthe Servers pane, assign WLS_WCC1 to WCC_Cl ust er by doing one of the following:

e Click once on the W.S WCC1 Managed Server to select it, then click on the right arrow
to move it beneath the selected cluster in the Clusters pane.

e Double-click on W.S_WCC1 to move it beneath the selected cluster in the clusters pane.
3. Repeatto assign WS WCC2 to WCC Cl uster.

4. Click Next to proceed to the next screen.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Clusters in Creating WebLogic Domains Using the Configuration Wizard.

Task 14 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is automatically
added to the domain. Leave the port number value at 9991, as it was defined during the initial
Infrastructure domain creation.
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@® Note

For Coherence licensing information, refer to Oracle Coherence in Oracle Fusion
Middleware Licensing Information.

Task 15 Creating Machines for WebCenter Content Servers

If required, use the Machines screen to add two new Unix Machines. Use the Machines
screen to create new machines in the domain. A machine is required in order for the Node
Manager to be able to start and stop the servers.

1. On the Unix Machines tab, click the Add button.
2. Enter WCCHOST1 in the Name field.

3. Enter the host name of WCCHOST1 for the Node Manage Listener address. Leave the
Node Manager port to the default value of 5556.

4. Repeat the above steps for WCCHOST?2.

Under the Unix Machine tab, verify the names of the machines you created when creating the
initial Infrastructure domain, as shown in the following table.
Click Next to proceed.

NNode Manager Type Node Manager Listen Address Node Manager Listen Port
a

m

e

WSSL The value of the WCCHOST1 host 5556
C name variable. For example,

C WCCHOSTL1. exanpl e. com

H

(0]

S

T

1

WSSL The value of the WCCHOST2 host 5556
C name variable. For example,

C WCCHOST2. exanpl e. com

H

O

S

T

2

ASSL Enter the value of the ADMINVHN 5556
D variable.

M

|

N

H

(0]

S

T

Task 16 Assigning Servers to Machines
Use the Assign Servers to Machines screen to assign the Oracle WebCenter Content
Managed Servers you just created to the corresponding machines in the domain. Use a
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similar process as when assigning managed servers to the cluster. See Assigning Managed
Servers to the Cluster.

Assign AdminServer to ADMINHOST.

Assign WLS_WCC1 Managed Server to WCCHOST1 machine, and assign WLS_WCC2
Managed Server to WCCHOST2 machine.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Machines in Creating WebLogic Domains Using the Configuration Wizard.

Task 17 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information for the
domain you are about to create. Review the details of each item on the screen and verify that
the information is correct.

You can go back to any previous screen if you need to make any changes, either by using the
Back button or by selecting the screen in the navigation pane.

Click Update to execute the domain extension.

@ Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 18 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen will show the following items about the domain you just
configured:

¢ Domain Location
¢ Administration Server URL

You must make a note of both items as you will need them later; the domain location is
needed to access the scripts used to start the Node Manager and Administration Server, and
the Administration Server URL to access the WebLogic Remote Console and Oracle
Enterprise Manager Fusion Middleware Control.

Click Finish to dismiss the configuration wizard.

Task 19 Start the Administration Server
Start the Administration Server, login, and then verify the clusters and servers views to ensure
that the changes made to the domain have been applied.

Re-Configuring SSL Certificates and Updating Servers

Repeat the steps in Configuring SSL Certificates for the Domain to generate new certificates
because we have added new host names. In addition, the Security Settings must be updated
for the newly added servers.

Completing Postconfiguration and Verification Tasks for
WebCenter Content

Several configuration and validation steps must be performed to bring the content servers
online. Complete the following sections in the order listed.
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Propagating the Extended Domain to the Domain Directories and Machines

After you have extended the domain with the Oracle Content, and you have started the
Administration Server on WCCHOST1, you can then propagate the domain changes to the
domain directories and machines.

Packing Up the Extended Domain on WCCHOST1

Use the following steps to create a template JAR file that contains the domain configuration
information, which now includes configuration information about Oracle WebCenter Content:

1. Loginto WCCHOSTL1 and run the pack command to create a template JAR file as follows:

cd $ORACLE_COWMON_HOVE/ conmon/ bin

. I pack. sh -nanaged=true \
- domai n=ASERVER_HOME \
-tenmpl at e=ful | _pat h/ edgdomai nt enpl at eEXTWCC. j ar \
-tenpl at e_nane=edgdonai nt enpl at eExt WCC \
-1 og=/tnp/ pack_Ext WCC. | og \
-l og_priority=debug

In this example:

* Replace ASERVER HOME with the actual path to the domain directory you created on the
shared storage device.

* Replace ful | _pat h with the complete path to the directory where you want the
template jar file saved.

e edgdoni nt enpl at eExt WCC. j ar is a sample name for the JAR file you are creating,
which will contain the domain configuration files, including the configuration files for
Oracle WebCenter Content.

e edgdomai nt enpl at eExt WCC is the name assigned to the domain template file.

2. Make a note of the location of the edgdomai nt enpl at eExt WCC. j ar file you just created with
the pack command.

By default, the pack template file is created in the current directory where you ran the pack
command. In this example, it would be created in the ORACLE_COVMON_HOVE/ conmon/ bi n
directory, but you can specify a full path for the template JAR file as part of the -t enpl at e
argument to the pack command.

@ Tip

For more information about the pack and unpack commands, see "Overview of
the Pack and Unpack Commands" in Creating Templates and Domains Using the
Pack and Unpack Commands.

Unpacking the Domain in Managed Server Domain Home on WCCHOST1

To copy the updated domain configuration information from the Administration Server domain
directory to the Managed Servers domain directory:

1. Loginto WCCHOSTL1 if you haven't already.
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2. If you haven't already, create the recommended directory structure for the Managed Server
domain on WCCHOST1.

Use the examples in File System and Directory Variables Used in This Guide as a guide.

3. Runthe unpack command to unpack the template in the domain directory on the local
storage, as follows:

cd $ORACLE_COWMON_HOVE/ common/ bin

. l'unpack. sh - domai n=MSERVER_HOME \
-tenpl ate=tenpl ate=/ful | _path/ edgdonai nt enpl at eExt WCC. j ar \
-l og_priority=DEBUG \
-1 og=/t np/ unpack. | og \
-overwrite_domain=true \
- app_di r =APPL| CATI ON_HOVE \

In this example:

* Replace MSERVER_HOME with the complete path to the domain home to be created on
the local storage disk. This is the location where the copy of the domain will be
unpacked.

* Replace ful | _path with the complete path to the directory where you want the
template jar file saved.

e edgdomai nt enpl at eExt WCC. j ar is the directory path and name of the template you
created when you ran the pack command to pack up the domain on the shared
storage device.

e« The -overwite_domain=true argument is necessary when you are unpacking a
Managed Server template into an existing domain and existing applications.

For any file that is overwritten, a backup copy of the original is created. If any
modifications had been applied to the start scripts and EAR files in the Managed
Server domain directory, they must be restored after this unpack operation.

» Replace APPLI CATI ON_HOME with the complete path to the appl i cati ons directory for
the domain on shared storage.

@ Tip

For more information about the pack and unpack commands, see "Overview of
the Pack and Unpack Commands" in Creating Templates and Domains Using the
Pack and Unpack Commands.

4. Change directory to the newly created MSERVER_HOME directory and verify that the
domain configuration files were copied to the correct location on the Unpacking the
Domain in on Managed Server Domain Home on WCCHOST1.

Unpacking the Domain on WCCHOST?2

After you create a domain template jar, you can propagate the domain configuration to other
hosts using the unpack command. To unpack the domain template jar file:

1. Loginto WCCHOST2.

2. If you haven't already, create the recommended directory structure for the Managed Server
domain on WCCHOST2.
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Use the examples in File System and Directory Variables Used in This Guide as a guide.

3. Make sure the domain template jar file is accessible to WCCHOST2.

For example, if you are using a separate shared storage volume or partition for
WCCHOST?2, then copy the template to the volume or partition mounted to WCCHOST?2.

4. Run the unpack command to unpack the template in the domain directory on the local
storage, as follows:

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOME \
-t enpl at e=edgdomai nt enpl at eExt WCC. j ar \
-app_di r =APPL| CATI ON_HOVE \
-overwrite_domain=true

In this example:

* Replace MSERVER_HOME with the complete path to the domain home to be created on
the local storage disk. This is the location where the copy of the domain will be
unpacked.

e edgdoni nt enpl at eExt WCC. j ar is the directory path and name of the template you
created when you ran the pack command to pack up the domain.

Note that if you are using a separate shared storage volume or partition for
WCCHOST?2 (and redundant Oracle homes), then you must first copy the template to
the volume or partition mounted to WCCHOST2.

« Replace APPLI CATI ON_HOME with the complete path to the appl i cati ons directory for
the domain on shared storage.

@ Tip

For more information about the pack and unpack commands, see "Overview of
the Pack and Unpack Commands" in Creating Templates and Domains Using the
Pack and Unpack Commands.

5. Change directory to the newly created MSERVER_HOME directory and verify that the domain
configuration files were copied to the correct location on WCCHOST2.

Starting the WLS_WCC1 Managed Server

To start the WLS_WCC1 Managed Server:

1. Enter the following URL into a browser to display the Fusion Middleware Control login
screen: https://adm n. exanpl e. com 445/ em

2. Sign in to the Fusion Middleware Control by using the administrator's account. For
example: webl ogi ¢_wcc.

3. Inthe Target Navigation pane, expand the domain to view the Managed Servers in the
domain.

4. Select only the WLS_WCC1 Managed Server and click Start Up on the Oracle WebLogic
Server toolbar.

5. When the startup operation is complete, navigate to the Domain home page and verify
that the WLS_WCC1 Managed Server is up and running.
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Configuring the Content Server on WLS WCC1 Managed Server

To configure Content Server:

1.

Create the runtime cluster subdirectories required for the Oracle WebCenter Content
cluster configuration.

The Oracle WebCenter Content configuration files are on a shared disk so that all
members of the cluster can access them. The shared disk location of the Oracle
WebCenter Content enterprise deployment is located at ORACLE_RUNTI ME/ WCDonai n/
WCC Cl uster.

Run the following commands to create the required subdirectories:

mkdir -p ORACLE_RUNTI ME/ donai n_nane/ WCC O ust er/ cs/ vaul t
mkdir -p ORACLE_RUNTI ME/ donai n_nane/ WCC O ust er/ cs/ webl ayout
mkdir -p ORACLE_RUNTI ME/ donai n_nane/ WCC O ust er/ cs/ dat a/ users/ profiles

Log into WLS_WCC1 at htt p: // WCCHOST1: 16200/ ¢s using the webl ogi ¢ user name and
password to display a configuration page.

The Oracle WebCenter Content configuration files are on a shared disk so that all
members of the cluster can access them. The shared disk location of the Oracle
WebCenter Content enterprise deployment is at ORACLE_RUNTI ME/ wecedg_donai n/
WCC Cl uster.

Change the following values on the server configuration page:
Make sure that the Is new Content Server Instance? check box is selected.

e Content Server Instance Folder: Set this to ORACLE_RUNTI ME/ donai n_nane/
WCC Cluster/cs/
For example:/ u01/ oracl e/ runti me/ wecedg_domai n/ WCC O uster/cs/

* Native File Repository Location: Set this to ORACLE_RUNTI ME/ domai n_nane/
WCC Cluster/cs/vaul t/
For example:/ u01/ oracl e/ runti me/ wecedg_domai n/ WCC O uster/cs/vaul t/

*  WebLayout Folder: Set this to ORACLE_RUNTI ME/ donai n_name/ WCC O ust er/ cs/
webl ayout /
For example:/ u01/ oracl e/ runt i me/ wecedg_domai n/ WCC O ust er/ cs/ webl ayout /

e User Profile Folder: Set this to ORACLE_RUNTI ME/ dormai n_name/ WCC O ust er/ cs/
dat a/ users/ profiles/
For example:/ u01/ or acl e/ runt i me/ wecedg_domai n/f WCC Ol ust er/ cs/ dat a/ user s/
profiles/

e Server Socket Port: 4444
* Incoming Socket Connection Address Security Filter: A pipe-delimited list of the
local host and the server IP addresses:

127.0.0.1]0:0: 0: 0: 0: 0: 0: 1] WCCHOST1- | P| WCCHOST2- | P| WEBHOST1- | P| WEBHOST2-
| Pl wee. exanpl e. com | P| weci nt ernal . exanpl e. com | P| | oad- bal ancer - host -1 P
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@® Note

Must use IP addresses for all entries, including the load-balancer IP
addresses for the internal virtual server and the primary interface depending
on network address translation configuration settings at the load-balancer.

WebServer HTTP/HTTPS Address: wcc. exanpl e. com 443
Web Address is HTTPS: Select this checkbox.

Server Instance Name: WCC C ust er

Server Instance Label: WCC J ust er

Server Instance Description: WebCenter Content cluster
Auto_Number Prefix: WCC _C ust er -

4. Click Submit when finished.

5. Restart the Managed Server by using Fusion Middleware Control.

Updating the cwallet File in the Administration Server

Content Server updates the cwal | et . sso file located in the MSERVER_HOME/ confi g/ f maconfi g
directory when it starts. This change needs to be propagated back to the Administration

Server.

To do this, on WCCHOST1, copy the cwal | et . sso file to ASERVER_HOVE/ confi g/ f maconfi g/
using the following command (note the back-slash for multi-line format):

cp MSERVER HOVE/ confi g/ f mmconfi g/ cwal | et.sso \
ASERVER_HOWE/ confi g/ f maconfi g/ cwal | et. sso

@® Note

If any operation is performed in a WLS_WCCn server that modifies the cwal | et . sso
file in the MSERVER_HOME/ confi g/ f maconfi g/ directory, the file will have to be
immediately copied to the Administration Server domain configuration directory on
WCCHOST1 at ASERVER HOME/ confi g/ f maconfi g.

Starting the WLS_WCC2 Managed Server

To start the WLS_WCC2 Managed Server:

1. Start the WLS_WCC2 Managed Server using the WebLogic Server Administration
Console, as follows:

a.
b.
c.

d.

Expand the Environment node in the Domain Structure tree on the left.
Click Servers.

On the Summary of Servers page, open the Control tab.

Select WLS_WCC2, and then click Start.

2. Verify that the server status is reported as Runni ng in the Administration Console. If the
server is shown as Starting or Resum ng, wait for the server status to change to
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St art ed. If another status is reported (such as Adni n or Fai | ed), check the server output
log files for errors.

Configuring the Content Server on WLS_WCC2 Managed Server

To configure Content Server:

1. Loginto WLS_WCC?2 at htt p: //WCCHOST2: 16200/ cs using the webl ogi ¢ administration
user name and password to display a configuration page.

The Oracle WebCenter Content configuration files are on a shared disk so that all
members of the cluster can access them. The shared disk location of the Oracle
WebCenter Content enterprise deployment is at ORACLE_RUNTI ME/ WCDomai n/ WCC O ust er .

2. Change the following values on the server configuration page:

e Content Server Instance Folder: Set this to ORACLE_RUNTI M/ WCDomai n/
WCC O uster/cs.

* Native File Repository Location: Set this to ORACLE_RUNTI ME/ WCDorai n/
WCC O uster/cs/vaul t.

*  WebLayout Folder: Set this to ORACLE_RUNTI ME/ WCDonai n/ WCC_Cl ust er/ ¢cs/
webl ayout .

e User Profile Folder: Set this to ORACLE_RUNTI ME/ WCDorai n/ WCC Ol ust er/ cs/ dat a/
users/profiles.

e Content Server URL Prefix: /cs/ (default val ue)
Make sure that the Is new Content Server Instance? check box is not selected.
3. Click Submit when finished.

4. Restart the Managed Server by using the WebLogic Server Administration Console.

Validating GridLink Data Sources

After the servers are started, verify that the GridLink data sources are correctly configured and
that the ONS setup is correct. Perform these procedures for every GridLink data source
created.

Verifying the Configuration of a GridLink Data Source for WebCenter Content

To verify the configuration of a GridLink data source for WebCenter Content:

1. Loginto the WebLogic Server Administration Console.

2. Inthe Domain Structure tree, expand Services, then click Data Sources.

3. Click the name of a GridLink data source that was created.

4. Click the Monitoring tab.

5. Click the Testing tab, select one of the servers, and click Test Data Source.
The test should be successful if the configuration is correct.

6. Repeat the test for every WebLogic Server instance that uses the GridLink data source.

Verifying the Configuration of ONS for a GridLink Data Source

To verify the configuration of ONS for a GridLink data source for WebCenter Content:
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1. Inthe Domain Structure tree on the Administration Console, expand Services, then click
Data Sources.

Click the name of a GridLink data source.
Click the Monitoring tab.

Click the name of the server (WLS_WCC1).
Click the ONS tab.

In the ONS tab, select the Testing tab.

N o g & w Dd

Select a server, and click Test ONS.

The test should be successful if the configuration is correct. If the ONS test fails, verify that
the ONS service is running in the Oracle RAC database nodes:

[ orcl @\CCDBHOST1 ~] $ srvctl status scan_|istener

SCAN Li stener LI STENER SCANL is enabl ed

SCAN |istener LISTENER SCANL is running on node WCCDBHOST1
SCAN Li stener LI STENER SCAN2 is enabl ed

SCAN |istener LISTENER SCAN2 is running on node WCCDBHOST?2
SCAN Li stener LI STENER SCAN3 is enabl ed

SCAN |istener LISTENER SCAN3 is running on node WCCDBHOST?2

[ orcl @A\CCDBHOST1 ~] $ srvctl config nodeapps -s
ONS exists: Local port 6100, renpte port 6200, EM port 2016

[ orcl @ACCDBHOST1 ~] $ srvctl status nodeapps | grep ONS
ONS i s enabl ed

ONS daenon is running on node: WCCDBHOST1

ONS daenon is running on node: WCCDBHOST?2

8. Repeat the ONS test for every WebLogic Server instance that uses the GridLink data
source.

Configuring Additional Parameters

Using a text editor, add the following options to each cluster node's

MSERVER HOVE/ ucnt cs/ bi n/f W.S _WCCn_i nt r adoc. cf g file, where the directories specified are on
a direct-bus-attached-controlled local disk and not a remote file system, such as a UNIX/Linux
mounted NFS or clustered file system (like OCFS2, GFS2, or GPFS):

TraceDi rect or y=MSERVER HOVE/ server s/ W.S WCCN | ogs

Event Di r ect or y=MSERVER_HOVE/ server s/ W.S WCCN | ogs/ event/
Archi ver DoLocks=t rue

Di sabl eShar edCacheChecki ng=t rue

The trailing N should match your nodes server names, like W.S WCCL is for WCCHOST1 and
WLS_WCC2 is for WCCHOST2, and so on.

These changes will take effect after a restart of all WebCenter Content Managed Servers, at
the end of the procedure described in Configuring Service Retries for Oracle WebCenter
Content.
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@® Note

The directories can reside in any local disk path that you have determined to have
enough space to hold the WebCenter Content logs and any trace that you may
configure. The preceding paths are a suggestion.

Configuring Service Retries for Oracle WebCenter Content

The following parameter should be set in the Content Server confi g. cf g file to enable login
retries during an Oracle RAC failover:

ServiceAl | owRet ry=true

If this value is not set, users will need to manually retry any operation that was in progress
when the failover began.

To configure service retries for Oracle WebCenter Content:

1. Goto Content Server at htt p: //WCCHOST1: 16200/ cs, and log in using the non-LDAP
WebLogic Server administration user name (for example, weblogic) and password.

2. From the Administration tray or menu, choose Admin Server, then General
Configuration.

3. On the General Configuration page, add the following parameter in the Additional
Configuration Variables box:

Servi ceAl | owRet ry=true

4. Click Save.

@® Note

The new parameter is included in the confi g. cf g file, which is at the following
location:

ORACLE_RUNTI ME/ domai n_nane/ cl ust er _nane/ cs/ confi g/ config.cfg

(You can also edit this file directly in a text editor. Remember to restart all
WebCenter Content Managed Servers.

Granting user administrative access to Oracle WebCenter Content

To grant users administrative access to Oracle WebCenter Content, configure the
Administrators group in the LDAP directory and then add the webl ogi ¢_wcc user as a member
of the group.

If adding the webl ogi ¢_wcc user to Administrators group is not allowed by your LDAP directory
administrator, see Granting the WebCenter Content Administrative Roles via Credential Map.
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Granting the WebCenter Content Administrative Roles through Credential
Map

You must configure the Credential map to grant the Content Server administrative roles to the
WCCAdmi ni strat ors LDAP group.

The WCCAdni ni strat ors LDAP group is created in the Provisioning an Enterprise Deployment
Administration User and Group section completed earlier. This configuration of credential map
ensures consistent use of the LDAP administrative user for all configuration, administration,
and maintenance tasks.

To configure a credential map and provide the necessary role grants to the LDAP-based
WCCAdnmi ni strat ors group:

1. Log in to content server using the weblogic account.

2. Expand the Administration menu, select Credential Maps.

3. In the Map Identifier Field, enter a name for the new credential map: LDAPAdmins.
4

Add the following lines to map the LDAP group to the multiple administrative roles:

# Assign full set of adninistration roles to the LDAP WCCAdmi nistrators
group

WCCAdmi ni strators, admin

WCCAdmi ni strators, sysmanager

WCCAdmi ni strators, refineryadmn

WCCAdni ni strators, rmaadnin

WCCAdmi ni strators, pcmadm n

WCCAdmi ni strators, ermadnin
# Allow existing roles to propagate w thout nappings

| #al | | , Wb
#
# Comment the following if you are not inplenenting Accounts in Content
Server
WCCAdmi ni strators, @tal | (RWDA)
WCCAdmi ni strators, @none( R\DA)
@ Note
If you are not implementing Accounts, comment out the last two lines of the
previous example.
Click Update.

Navigate to Administration > Providers.

Click the info link for the existing JPS provider.

® N o @

Make sure that the Credential Map parameter does not already have a map identifier
listed.

9. Click the Edit button.

10. Enter the name of the Map Identifier from step 3 above as the Credential Map value.
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@® Note

Double-check the value entered for any typos, extra characters, and so on. If this
is set incorrectly, you will not be able to log-in to your content server instances.

11. Click Update.
12. Repeat a modified process for the content server on WCCHOST2.

a. Confirm that the LDAPAdm ns credential map is already available for selection on the
Credential Maps view.

b. Repeat the edit of the JpsUser Provi der noting that even though the correct
LDAPAdmi ns credential Map value appears in the form automatically, it must still be
submitted on each server to take effect.

13. Restart the managed servers in the WCC_Cluster.

14. Log in to each content server using the webl ogi ¢_wcc LDAP user and verify that the
administrative menu options appear in the user interface.

@ Note

If the provider configuration was entered incorrectly and you can no longer log-in,
the j psuser provi der data file needs to be corrected manually. In this case,
shutdown all content server instances and edit the value of the
Provi der Credent i al sMap parameter in ORACLE_RUNTI ME/ DOVAI N_NAVE/

WCC d uster/cs/ data/ provi ders/j psuserprovider/ provi der. hda, and restart/
test one server instance at a time.

Configuring Content Server for the WebCenter Content User

Interface

If you are planning to use the WebCenter Content user interface (in addition to the native user
interface for Content Server), you need to enable the Content Server parameters.

From the Administration tray or menu, select Admin Server > Component Manager and
then enable the following parameters:

e AutoSuggestConfig
e DynamicConverter
e FrameworkFolders

In addition, you need to set up the Remote Intradoc Client (RIDC) for communication between
the WebCenter Content user interface and Content Server.

You can also set the following Content Server parameters for folders and searching, for the
WebCenter Content user interface. To set the Content Server parameters for folders and
searching for the WebCenter Content user interface:

1. From the Administration menu, select Admin Server.
2. Select General Configuration.

3. On the General Configuration page, add the following parameters in the Additional
Configuration Variables tab:
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e Fol der sl ndexPar ent Fol der Val ues=t rue
e Fl dEnf or ceFol der Fi | eNameUni queness=t r ue
e Fl dEnforceCasel nsensi tiveNaneUni queness=t rue

e Searchl ndexer Engi neName=Cr acl eText Sear ch or
Sear chl ndexer Engi neNane=DATABASE. METADATA

Select either one of the values - Or acl eText Sear ch or DATABASE. METADATA.

Configuring Oracle HTTP Server for the WebCenter Content

Cluster

The instructions for configuring Oracle HTTP Server for the WebCenter Content Cluster are
available in this section.

Configuring Oracle HTTP Server for the WLS_WCC Managed Servers

To configure the Oracle HTTP Server instances in the web tier so that they route requests
correctly to the Oracle SOA Suite cluster, use the following procedure to create an additional
Oracle HTTP Server configuration file that creates and defines the parameters of the

wece. exanpl e. comvirtual server.

This procedure assumes that you performed the Oracle HTTP Server configuration tasks
described in Configuring Oracle HTTP Server to Route Requests to the Application Tier.

Create awcc_vh. conf file by copying the existing admi n_vh. conf file. This will transfer most of
the required SSL configuration. Then update it with the entries required by SOA:

Log into WEBHOST1 and change directory to the configuration directory for the first Oracle
HTTP Server instance (ohsl):

cd $WEB DOMAI N HOVE/ confi g/ f maconfi g/ conponent s/ OHS/ ohs1/ modul econf

Copy the existing adm n_vh. conf file to the wcc_vh. conf file. This will transfer most of the
required SSL configuration:

cp adni n_vh. conf wcc_vh. conf

Edit the file and customize with the required values for Listen, ServerName, VirtualHost,
SSLWallet and Location directives (AllowEncodedSlashes not needed here).

® Note

For the Listen address you need to specify a different port from the ones used in
previous virtual hosts (admi n_vh. conf and soai nt er nal _vh. conf). Otherwise the
listeners will conflict.

#[Listen] OHS_SSL_PORT

Li sten WEBHOST1: 4443
##
## SSL Virtual Host Context
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##

#[Virtual Host] OHS_SSL_VH

<Virtual Host WEBHOST1: 4443>

Server Nane wec. exanpl e. com 443
<I f Modul e ossl _nodul e>

# SSL Engi ne Switch:
# Enabl e/ Di sable SSL for this virtual host.
SSLEngi ne on

# Client Authentication (Type):

# Client certificate verification type and depth. Types are
# none, optional and require.

SSLVerifydient None

# SSL Protocol Support:
# Configure usable SSL/TLS protocol versions.
SSLProtocol TLSv1.2 TLSv1.3

# Option to prefer the server's cipher preference order
SSLHonor G pher Order on

# SSL Cipher Suite:

# List the ciphers that the client is permtted to negotiate.

SSLCi pher Suite
TLS _AES 128 GCM SHA256, TLS_AES 256_GCM SHA384, TLS_CHACHA20_POLY1305_SHA256, TLS_ECDHE
ECDSA W TH_AES 128 GCM SHA256, TLS_ECDHE_ECDSA W TH _AES 256 _GCM SHA384, TLS_ECDHE_RSA W
| TH_ AES_ 128 GOM SHA256, TLS_ECDHE_RSA W TH_AES 256 _GCM SHA384

#Path to the wallet

#SSLWal | et " ${ ORACLE | NSTANCE}/ confi g/ f mwconfi g/ conponent s/ ${ COVPONENT_TYPE}/
i nst ances/ ${ COVPONENT_NAME} / keyst or es/ def aul t "

SSLWal I et "/ u02/ oracl e/ confi g/ keyst or es/ or apki / or apki - vh- WEBHOST1"

<FilesMatch "\.(cgi|shtn|phtm | php)$">
SSLOpti ons +StdEnvVars
</ Fi | esMat ch>

<Directory "${ORACLE_| NSTANCE}/ confi g/ f mrconfi g/ conponent s/ ${ COVPONENT _TYPE} /
i nst ances/ ${ COVPONENT_NAME}/ cgi - bi n">
SSLOpti ons +StdEnvVars
</Directory>
Browser Match "MSIE [2-5]" \
nokeepal i ve ssl-uncl ean-shut down \
downgrade-1.0 force-response-1.0

# Add the following directive to add HSTS

<If Modul e nod_headers. c>

Header always set Strict-Transport-Security "nmax-age=63072000; prel oad;
i ncl udeSubDonai ns"

</1fMdul e>

#UCM
<Location /cs>
WebLogi cd ust er WCCHOST1: 16201, WCCHOST2: 16201
W.SRequest ON
W.Cooki eName JSESSI ONI D
W.ProxySSL ON
WLPr oxySSLPassThr ough ON
</ Locati on>

<Location /adf Aut henti cati on>
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WebLogi cd ust er WCCHOST1: 16201, WCCHOST2: 16201
W.SRequest ON
W.Cooki eNanme JSESSI ONI D
W.ProxySSL ON
WLPr oxySSLPassThr ough ON
</ Locati on>

<Location /_ocsh>
WebLogi cd ust er WCCHOST1: 16201, WCCHOST2: 16201
W.SRequest ON
W.Cooki eNanme JSESSI ONI D
W.ProxySSL ON
WLPr oxySSLPassThr ough ON
</ Locati on>

</ | f Modul e>
</ Virtual Host >

Copy the wec_vh. conf file to the configuration directory for the second Oracle HTTP
Server instance (ohs2):

$VEB_DOMAI N_HOVE/ confi g/ f mconfi g/ conponent s/ OHS/ ohs2/ modul econf /
Edit the wec_vh. conf file and change any references to WEBHOST1 to WEBHOST?2 in the
<Vi rt ual Host > directives.

Restart the Oracle HTTP servers on WEBHOST1 and WEBHOST?2.

@ Note

If internal invocations are going to be used in the system, add the appropriate
locations to the soainternal virtual host.

Validating Access Through the Load Balancer

You should verify URLSs to ensure that appropriate routing and failover is working from Oracle
HTTP Server to WCC_Cluster.

Verifying the URLS

To verify the URLSs:

1.

2
3
4,
5

While WLS_WCC?2 is running, stop WLS_WCC1 using the WebLogic Server
Administration Console.

Access https://wece. exanmpl e. cont cs to verify that it is functioning properly.
Start WLS_WCC1 from the WebLogic Server Administration Console.
Stop WLS_WCC2 from the WebLogic Server Administration Console.

Access https://wec. exanpl e. coni cs to verify that it is functioning properly.

You can verify the cluster node to which you were directed after the traffic balancing provided
through your load balancer and then again through the web tier.
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Verifying the Cluster Nodes

To verify the cluster node:

1. Log in to the following WebCenter Content page, using your administrator user and
password credentials:

https://wcc. exanpl e. com cs/i depl g?1 dcSer vi ce=CONFI G_| NFO
2. Browse to the Administration/Configuration for WCC_Cluster page.
3. Inthe Options and Others section of the page, click Java Properties on the right.
4. Obtain the value for weblogic.Name.

This value denotes the cluster node you are accessing at the moment.

Enabling JDBC Persistent Stores

Oracle recommends that you use JDBC stores, which leverage the consistency, data
protection, and high availability features of an Oracle database and makes resources available
for all the servers in the cluster.

If you have made the following selections in the High Availability Options screen, as
recommended in this guide both for static clusters, then JDBC persistent stores are already
configured for both JMS and TLOGS.

* Set JTA Transaction Log Persistence to JDBC TLog Store.
* Set JMS Server Persistence to JMS JDBC Store.

In case you did not select JDBC for JMS and TLOGS persistence in the High Availability
Options screen, you can still configure JDBC stores manually in a post step. For more
information about how to configure them manually, see Using JDBC Persistent Stores for
TLOGs and JMS in an Enterprise Deployment.
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Extending the Domain with Oracle SOA Suite

You need to perform certain tasks in order to extend the enterprise deployment domain with
the Oracle SOA Suite software.

Variables Used When Configuring Oracle SOA Suite

While extending the domain with Oracle SOA Suite, you will be referencing the directory
variables listed in this section.

The values for several directory variables are defined in File System and Directory Variables
Used in This Guide.

* ORACLE_HOME

* ASERVER_HOME

+ MSERVER_HOME

*  APPLICATION_HOME
« DEPLOY_PLAN_HOME
*  OHS_DOMAIN_HOME
« JAVA_HOME

*  ORACLE_RUNTIME

In addition, you'll be referencing the following virtual IP (VIP) address defined in Reserving the
Required IP Addresses for an Enterprise Deployment:

*  ADMINVHN

Actions in this chapter will be performed on the following host computers:
+  WCCHOST1

+  WCCHOST2

«  WEBHOST1

«  WEBHOST2

Synchronizing the System Clocks

Verify that the system clocks on each host computer are synchronized.

To verify the time synchronization, query the NTP service by running the chronyc -n tracki ng
command on each host.

Sample output:

$chronyc -n tracking
Reference I D : A9FEAIFE (169.254.169. 254)
Stratum: 3
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Ref time (UTC) : Tue Jan 14 15:28:01 2025
Systemtine : 0.000043127 seconds fast of NTP tine
Last offset : +0.000034640 seconds

Installing the Software for an Enterprise Deployment

The procedure to install the software for an enterprise deployment is explained in this section.

Starting the Oracle SOA Suite Installer on WCCHOST1

To start the installation program:

1.
2.
3.

Log in to WCCHOST1.
Go to the directory where you downloaded the installation program.

Launch the installation program by invoking the j ava executable from the JDK directory on
your system, as shown in the following example:

JAVA_HOVE/ bin/java -jar Installer File Nane
Be sure to replace the JDK location in these examples with the actual JDK location on your
system.

Replace I nstal | er File Name with the name of the actual installer file for your product
listed in Identifying and Obtaining Software Distributions for an Enterprise Deployment.

When the installation program appears, you are ready to begin the installation.

Navigating the Installation Screens

The installation program displays a series of screens, in the order listed in the following table.

If you need additional help with any of the installation screens, click the screen name.

Screen

Description

Welcome

This screen introduces you to the product installer.

Auto Updates

Use this screen to automatically search My Oracle Support for available patches
or automatically search a local directory for patches that you have already
downloaded for your organization.

Installation Location

Use this screen to specify the location of your Oracle home directory.

For more information about Oracle Fusion Middleware directory structure, see
Selecting Directories for Installation and Configuration in Planning an Installation
of Oracle Fusion Middleware.

Installation Type

Use this screen to select the type of installation and consequently, the products
and feature sets you want to install.

¢ Select SOA Suite

Prerequisite Checks

This screen verifies that your system meets the minimum necessary
requirements.

If there are any warning or error messages, you can refer to one of the documents
in the Roadmap for Verifying Your System Environment section in Installing and
Configuring the Oracle Fusion Middleware Infrastructure.
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Screen

Description

Installation Summary

Use this screen to verify the installation options that you selected.
Click Install to begin the installation.

Installation Progress

This screen allows you to see the progress of the installation.
Click Next when the progress bar reaches 100% complete.

Installation Complete

Review the information on this screen, then click Finish to dismiss the installer.

Installing Oracle SOA Suite on the Other Host Computers

If you have configured a separate shared storage volume or partition for the products mount
point and ORACLE_HOME on WCCHOSTZ2, then you must also perform the product
installation on WCCHOST?2.

See Shared Storage Recommendations When Installing and Configuring an Enterprise
Deployment.

To install the software on the other host computers in the topology, log in to each host, and use
the instructions in Starting the Infrastructure Installer on WCCHOST1 and Navigating the
Infrastructure Installation Screens to create the Oracle home on the appropriate storage
device.

Verifying the Installation

After you complete the installation, you can verify it by successfully completing the following
tasks.

Reviewing the Installation Log Files

Review the contents of the installation log files to make sure that no problems were
encountered. For a description of the log files and where to find them, see Understanding
Installation Log Files in Installing Software with the Oracle Universal Installer.

Checking the Directory Structure

The contents of your installation vary based on the options that you select during the
installation.

The addition of Oracle SOA Suite adds the following directory and sub-directories. Use the | s
--f ormat =si ngl e- col utm command to verify the directory structure.

|'s --format=single-col um /u0l/oracl e/ product s/ f mw soa

bam

bi n

bpm
conmon
integration
jlib

nodul es

pl ugi ns
readme. t xt
reports
soa
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For more information about the directory structure you should see after installation, see What
are the Key Oracle Fusion Middleware Directories? in Understanding Oracle Fusion
Middleware.

Viewing the Contents of Your Oracle Home

You can also view the contents of your Oracle home by using the vi ew nvent ory script. See
Viewing the contents of an Oracle home in Installing Software with the Oracle Universal
Installer.

Creating the Oracle SOA Suite Database Schemas

Before you can configure an Oracle SOA Suite domain, you must install the required schemas
in a certified database for use with this release of Oracle Fusion Middleware.

Starting the Repository Creation Utility (RCU)

To start the Repository Creation Utility (RCU):

1. Navigate to the ORACLE_HOVE/ or acl e_common/ bi n directory on your system.

2. Make sure that the JAVA _HOME environment variable is set to the location of a certified JDK
on your system. The location should be up to but not including the bi n directory. For
example, if your JDK is located in / u01/ or acl e/ product s/ j dk:

On UNIX operating systems:

export JAVA HOMVE=/ u01/ or acl e/ product s/ j dk
3. Start RCU:

On UNIX operating systems:

.lrcu

@® Note

If your database has Transparent Data Encryption (TDE) enabled, and you want to
encrypt your tablespaces that are created by the RCU, provide the -
encrypt Tabl espace true option when you start RCU.

This defaults the appropriate RCU GUI Encrypt Tablespace checkbox selection on
the Map Tablespaces screen without further effort during the RCU execution. See
Encrypting Tablespaces in Creating Schemas with the Repository Creation Utility.

Navigating the RCU Screens to Create the Schemas

Schema creation involves the following tasks:

e Task 1, Introducing RCU

* Task 2, Selecting a Method of Schema Creation

e Task 3, Providing Database Connection Details

* Task 4, Specifying a Custom Prefix and Selecting Schemas

e Task 5, Specifying Schema Passwords
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* Task 6, Specifying Custom Variables

» Task 7, Verifying the Tablespaces for the Required Schemas

 Task 8, Creating Schemas

* Task 9, Reviewing Completion Summary and Completing RCU Execution

Task 1 Introducing RCU
Click Next.

Task 2 Selecting a Method of Schema Creation

If you have the necessary permission and privileges to perform DBA activities on your
database, select System Load and Product Load. This procedure assumes that you have
the necessary privileges.

If you do not have the necessary permission or privileges to perform DBA activities in the
database, you must select Prepare Scripts for System Load on this screen. This option
generates a SQL script, which can be provided to your database administrator to create the
required schema. See Understanding System Load and Product Load in Creating Schemas
with the Repository Creation Ultility.

Click Next.

Task 3 Providing Database Connection Details
Provide the database connection details for RCU to connect to your database.

1. Inthe Database Type, select Oracle Database enabled for edition-based redefinition.

@® Note

Oracle Database enabled for edition-based redefinition (EBR) is recommended to
support Zero Down Time upgrades. For more information, see https://
www.oracle.com/database/technologies/high-availability/ebr.html.

In the Host Name field, enter the SCAN address of the Oracle RAC Database.
Enter the Port number of the RAC database scan listener, for example 1521.

Enter the RAC Service Name of the database.

g & W DN

Enter the User Name of a user that has permissions to create schemas and schema
objects, for example SYS.

o

Enter the Password of the user name that you provided in step 4.
7. If you have selected the SYS user, ensure that you set the role to SYSDBA.

8. Click Next to proceed, then click OK on the dialog window confirming that connection to
the database was successful.

Task 4 Specifying a Custom Prefix and Selecting Schemas

Choose Select existing prefix, and then select the prefix you used when you created the
initial domain.

From the list of schemas, select the SOA Suite schema. This automatically selects SOA
Infrastructure. In addition, the following dependent schemas have already been installed with
the Infrastructure and are grayed out:

« Common infrastructure Services

e Oracle Platform Security Services
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* User Messaging Service

* Audit Services

e Audit Services Append

* Audit Services Viewer

* Metadata Services

*  Weblogic Services

e Oracle WebCenter Content Server - Complete

The custom prefix is used to logically group these schemas together for use in this domain
only; you must create a unique set of schemas for each domain as schema sharing across
domains is not supported.

@ Tip
For more information about custom prefixes, see Understanding Custom Prefixes in
Creating Schemas with the Repository Creation Ultility.
For more information about how to organize your schemas in a multi-domain
environment, see Planning Your Schema Creation in Creating Schemas with the
Repository Creation Ultility.

Click Next to proceed, then click OK on the dialog window to confirm that prerequisite
checking for schema creation was successful.

Task 5 Specifying Schema Passwords

Specify how you want to set the schema passwords on your database, then specify and
confirm your passwords. Ensure that the complexity of the passwords meet the database
security requirements before you continue. RCU proceeds at this point even if you do not
meet the password polices. Hence, perform this check outside RCU itself.

© Tip
You must make a note of the passwords that you set on this screen; you need them
later on during the domain creation process.

Click Next.

Task 6 Specifying Custom Variables

Specify the custom variables for the SOA Infrastructure schema.

For the enterprise deployment topology, enter MEDI UMfor the Database Profile custom
variable; enter NOfor the Healthcare Integration variable. See About the Custom Variables
Required for the SOA Suite Schemas in Installing and Configuring Oracle SOA Suite and
Business Process Management.

Click Next.

Task 7 Verifying the Tablespaces for the Required Schemas

On the Map Tablespaces screen, review the information, and then click Next to accept the
default values.

Click OK in the confirmation dialog box.

Click Next.
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Task 8 Creating Schemas
Review the summary of the schemas to be loaded, and click Create to complete schema
creation.

@® Note

If failures occurred, review the listed log files to identify the root cause, resolve the
defects, and then use RCU to drop and recreate the schemas before you continue.

Task 9 Reviewing Completion Summary and Completing RCU Execution
When you reach the Completion Summary screen, verify that all schema creations have been
completed successfully, and then click Close to dismiss RCU.

Verifying Schema Access

Verify schema access by connecting to the database as the new schema users created by the
RCU. Use SQL*Plus or another utility to connect, and provide the appropriate schema names
and passwords entered in the RCU.

For example:

.I'sql pl us FMAL412_WCCI NFRA/ <weci nf ra_passwor d>

SQL*Plus: Release 23.0.0.0.0 - for Oacle Coud and Engi neered Systenms on Wed Sep 11
14:20: 00 2024 Version 23.5.0.24.07
Copyright (c) 1982, 2024, Oacle. Al rights reserved.

Connected to:

Oracl e Dat abase 23ai EE Extrene Perf Release 23.0.0.0.0 - for Oacle Ooud and
Engi neered Systens

Version 23.5.0.24.07

sQL>

Configuring SOA Schemas for Transactional Recovery

After you have installed the Oracle SOA Suite schemas successfully, use the procedure in this
section to configure the schemas for transactional recovery.

This procedure sets the appropriate database privileges so that the Oracle WebLogic Server
transaction manager can query the schemas for transaction state information and issue the
appropriate commands, such as commit and rollback, during recovery of in-flight transactions
after a WebLogic Server is unexpectedly unavailable.

These privileges should be granted to the owner of the SOAINFRA schema, which you defined
when you created the schemas with the RCU.

To configure the SOA schemas for transactional recovery privileges:

1. Log onto SQL*Plus as a user with sysdba privileges. For example:
sqlplus "/ as sysdba"

2. Enter the following commands:

SQ.> Grant select on sys.dba_pending_transactions to soa_schena_prefix_soainfra,;
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Grant succeeded.
SQ> Grant force any transaction to soa_schema_prefix_soainfra;

G ant succeeded.

SQL>

Extending the Enterprise Deployment Domain with Oracle SOA
Suite

Perform the following tasks to extend the existing enterprise deployment domain with the
Oracle SOA Suite software.

@® Note

For an improved footprint and to optimize startup, only core adapters are targeted to
the SOA cluster (MFT Cluster if you are configuring MFT) after the Configuration
Wizard session. You must target the second-tier adapters manually, if required. See
Targeting Adapters Manually.

Extending the domain involves the following tasks:

Starting the Configuration Wizard

Start the Configuration Wizard as the first step to extend the existing enterprise deployment
domain.

@® Note

If you added any customizations directly to the start scripts in the domain, those are
overwritten by the configuration wizard. To customize server startup parameters that
apply to all servers in a domain, you can create a file called set User Overri desLat e. sh
and configure it, for example, add custom libraries to the WebLogic Server classpath,
specify Additional JAVA command line options for running the servers, or specify
additional environment variables. Any customizations you add to this file are preserved
during domain upgrade operations, and are carried over to remote servers when using
the pack and unpack commands.

To start the Configuration Wizard:

1. Stop any managed servers that are modified by this domain extension. Managed Servers
that are not effected can remain on-line.

2. For any managed servers to be modified, verify that the managed server shutdown has
completed.

3. Stop the Administration Server once all managed servers are in a steady state.

4. Navigate to the following directory and start the WebLogic Server Configuration Wizard.
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cd $ORACLE_HOWE or acl e_conmmon/ common/ bi n
.Iconfig.sh

Navigating the Configuration Wizard Screens to Extend the Domain with
Oracle SOA Suite

Follow the instructions in these sections to extend the domain for Oracle SOA Suite.

Domain creation and configuration includes the following tasks:

Extending the Domain

Follow the instructions in this section to extend the domain for Oracle SOA Suite.

@ Note

This procedure assumes that you are extending an existing domain. If your needs do
not match the instructions given in the procedure, ensure that you make your
selections accordingly, or refer to the supporting documentation for additional details.

Domain creation and configuration includes the following tasks:

Task 1,

Selecting the Domain Type and Domain Home Location

Task 2,

Selecting the Configuration Template

Task 3,

Configuring High Availability Options

Task 4,

Specifying the Database Configuration Type

Task 5,

Specifying JDBC Component Schema Information

Task 6,

Providing the GridLink Oracle RAC Database Connection Details

Task 7,

Testing the JDBC Connections

Task 8,

Keystore

Task 9,

Selecting Advanced Configuration

Task 10, Configuring Managed Servers

Task 11, Configuring a Cluster

Task 12, Assigning Server Templates

Task 13, Configuring Dynamic Servers

Task 14, Assigning Managed Servers to the Cluster

Task 15, Configuring Coherence Clusters

Task 16, Verifying the Existing Machines

Task 17, Assigning Servers to Machines

Task 18, Configuring Virtual Targets

Task 19, Configuring Partitions

Task 20,

Reviewing Your Configuration Specifications and Configuring the Domain

Task 21,

Writing Down Your Domain Home and Administration Server URL
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* Task 22, Start the Administration Server

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Update an existing domain.

In the Domain Location field, select the value of the ASERVER_HOME variable, which
represents the complete path to the Administration Server domain home that you created in
Creating the Initial Infrastructure Domain for an Enterprise Deployment .

For more information about the directory location variables, see File System and Directory
Variables Used in This Guide.

For more information about the other options on this screen, see Configuration Type in
Creating WebLogic Domains Using the Configuration Wizard.

Task 2 Selecting the Configuration Template
On the Templates screen, make sure Update Domain Using Product Templates is selected,
then select the following templates:

e Oracle SOA Suite Reference Configuration [soa]

The following additional templates should already be selected, because they were used to
create the initial domain:

— Oracle Enterprise Manager - 14.1.2.0.0[em]

— Oracle WSM Policy Manager - 14.1.2.0.0[oracle_common]

— Oracle JRF - 14.1.2.0.0[oracle_common]

— WebLogic Coherence Cluster Extension - 14.1.2.0.0[wlserver]

And the following template should also be selected, because you already configured
WebCenter Content:

— Oracle Universal Content Management - Content Server - 14.1.2.0.0[wccontent]

For more information about the options on this screen, see Templates in Creating WebLogic
Domains Using the Configuration Wizard.

Task 3 Configuring High Availability Options

This screen appears for the first time when you create a cluster that uses Automatic Service
Migration or JDBC stores or both. After you select HA Options for a cluster, all subsequent
clusters that are added to the domain by using the Configuration Wizard, automatically apply
HA options (that is, the Configuration Wizard creates the JDBC stores and configures ASM for
them).

On the High Availability Options screen:

* Select Enable Automatic Service Migration with Database Basis.
* Set JTA Transaction Log Persistence to JDBC TLog Store.
* Set JMS Server Persistence to JMS JDBC Store.
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@® Note

Oracle recommends that you use JDBC stores, which leverage the consistency, data
protection, and high availability features of an oracle database and makes resources
available for all the servers in the cluster. So, the Configuration Wizard steps assume
that the JDBC persistent stores are used along with Automatic Service Migration.
When you choose JDBC persistent stores, additional unused File Stores are
automatically created but are not targeted to your clusters. Ignore these File Stores.
If, for any reason, you want to use Files Stores, you can retain the default values for
TLOGs and JMS persistent store options in this screen and configure them in a
shared location later. See Task 9, Selecting Advanced Configuration. Shared location
is required to resume JMS and JTA in a failover scenario.

You can also configure TLOGs and JMS persistent stores manually in a post step. For
information about the differences between JDBC and Files Stores, and for specific
instructions to configure them manually, see Using Persistent Stores for TLOGs and
JMS in an Enterprise Deployment.

Click Next.

Task 4 Specifying the Database Configuration Type

On the Database Configuration Type screen, select RCU Data.

All fields are prepopulated, because you already configured the domain to reference the
Fusion Middleware schemas that are required for the Infrastructure domain. In the RCU Data
screen:

e Verify that Vendor is Or acl e and Driveris *Oracl e's Driver (Thin) for
Servi ce Connections; Versions: Any.

* Verify that Connection Parameters is selected.

*  Verify and ensure that credentials in all the fields are the same as those provided during
the configuration of Oracle Fusion Middleware Infrastructure.

Click Get RCU Configuration after you finish verifying the database connection information.
The following output in the Connection Result Log indicates that the operation is successful.

Connecting to the database server... X
Retrieving schena data from database server... XK
Bi nding | ocal schema conponents with retrieved data... K

Successful |y Done.

@ Tip
For more information about the RCU Data option, see Understanding the Service
Table Schema in Creating Schemas with the Repository Creation Ultility.
For more information about the other options on this screen, see Datasource Defaults
in Creating WebLogic Domains Using the Configuration Wizard.

Task 5 Specifying JDBC Component Schema Information

On the JDBC Component Schema screen, select all the SOA schemas in the table.
When you select the schemas, the fields on the page are activated and the database
connection fields are populated automatically.

Click Convert to GridLink , and then click Next.
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Task 6 Providing the GridLink Oracle RAC Database Connection Details
On the GridLink Oracle RAC Component Schema screen, provide the information that is
required to connect to the RAC database and component schemas, as shown in the following
table.
Element Description and Recommended Value

Service Name

Verify that the service name for the Oracle RAC database is
appropriate. For example, soaedg.example.com.

SCAN, Host Name, and Port Select the SCAN check box.

In the Host Name field, enter the Single Client Access Name
(SCAN) Address for the Oracle RAC database.

In the Port field, enter the SCAN listening port for the
database (for example, 1521).

ONS Host and Port These values are not required when you are using an Oracle

12c database or higher versions because the ONS list is
automatically provided from the database to the driver.

Enable Fan

Verify that the Enable Fan check box is selected, so that the
database can receive and process FAN events.

Task 7 Testing the JDBC Connections

Use the JDBC Component Schema Test screen to test the data source connections that you
have just configured.

A green check mark in the Status column indicates a successful test. If you encounter any
issues, see the error message in the Connection Result Log section of the screen, fix the
problem, then try to test the connection again.

For more information about the other options on this screen, see Test Component Schema in
Creating WebLogic Domains Using the Configuration Wizard.

Task 8 Keystore

Use this screen to specify details about the keystore to be used in the domain.
For a typical enterprise deployment, you can leave the default values.

See Keystore in Creating WebLogic Domains Using the Configuration Wizard.

Task 9 Selecting Advanced Configuration
To complete domain configuration for the topology, select Topology on the Advanced
Configuration screen.

@® Note

JDBC stores are recommended and selected in Task 3, Configuring High Availability
Options so there is no need to configure File Stores.

Task 10 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server for Oracle SOA Suite appears in the
list of servers. This server was created automatically by the Oracle SOA Suite configuration
template that you selected in Task 2, Selecting the Configuration Template.

Perform the following tasks to modify the default Oracle SOA Suite Managed Server and
create a second Oracle SOA Suite Managed Server:

1. Rename the default Oracle SOA Suite Managed Server to W.S_SOAL.
2. Click Add to create a new Oracle SOA Suite Managed Server, and name it WS _SOA2.
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@ Tip
The server names recommended here are used throughout this document; if you
choose different names, be sure to replace them as needed.

3. Use the information in the following table to fill in the rest of the columns for each Oracle
SOA Suite Managed Server.

For more information about the options on the Managed Server screen, see Managed Servers
in Creating WebLogic Domains Using the Configuration Wizard.

Server Listen Enable Listen Enable SSL Administ Server
Name Address Listen Port SSL Port Listen ration Groups
Port Port Port

WLS_S WCCHO Uncheck Disabled Checked 8001 9007 SOA-

OAl ST1 ed MGD-
SVRS-
ONLY

WLS S WCCHO Uncheck Disabled Checked 8001 9007 SOA-

OA2 ST2 ed MGD-
SVRS-
ONLY

Task 11 Configuring a Cluster

In this task, you create a cluster of Managed Servers to which you can target the Oracle SOA
Suite software.

You also set the Frontend Host property for the cluster, which ensures that, when necessary,
WebLogic Server redirects Web services callbacks and other redirects to wec. exanpl e. comon
the load balancer rather than the address in the HOST header of each request.

For more information about the wecc. exanpl e. comvirtual server address, see Configuring
Virtual Hosts on the Hardware Load Balancer.

1. Click the Add button.
Specify SOA C ust er in the Cluster Name field.

2
3. Specify wec. exanpl e. comin the Frontend Host field.
4

Leave the Frontend HTTP Port blank and use 443 (or your precise LBS listeners port for
app requests) as the Frontend HTTPS port.

@ Note

By default, server instances in a cluster communicate with one another by using
unicast. If you want to change your cluster communications to use multicast, refer to
Considerations for Choosing Unicast or Multicast in Administering Clusters for Oracle
WebLogic Server.

For more information about the options on this screen, see Clusters in Creating WebLogic
Domains Using the Configuration Wizard.

Task 12 Assigning Server Templates
Click Next to continue.
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Task 13 Configuring Dynamic Servers
Verify that all dynamic server options are disabled for clusters that are to remain as static
clusters. To configure dynamic servers:

1. Confirm that the Dynamic Cluster, Calculated Listen Port, and Calculated Machine
Names checkboxes on this screen are unchecked.

2. Confirm the Server Template selection is Unspecified.
3. Click Next.

Task 14 Assigning Managed Servers to the Cluster
Use the Assign Servers to Clusters screen to assign W.S_SOA1 and W.S_SQA2 to the new
cluster SOA O uster:

1. Inthe Clusters pane, select the cluster to which you want to assign the servers; in this
case, SOA C uster.

2. Inthe Servers pane, assign W.S_SQOAL to SOA O ust er by doing one of the following:

* Click WS_SCA1 Managed Server once to select it, and then click on the right arrow to
move it beneath the selected cluster in the Clusters pane.

*  Double-click W.S_SOA1 to move it beneath the selected cluster in the clusters pane.
3. Repeatto assign WS _SOA2 to SOA Cluster.

For more information about the options on this screen, see Assign Servers to Clusters in
Creating WebLogic Domains Using the Configuration Wizard.

Task 15 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is automatically
added to the domain. Leave the port number value at 9991, as it was defined during the initial
Infrastructure domain creation.

For Coherence licensing information, see Oracle Coherence Products in Oracle Fusion
Middleware Licensing Information User Manual.

Task 16 Verifying the Existing Machines

Under the Unix Machine tab, verify the names of the machines you created when creating the
initial Infrastructure domain.

Click Next to proceed.

Task 17 Assigning Servers to Machines

Use the Assign Servers to Machines screen to assign the Oracle SOA Suite Managed Servers
you just created to the corresponding machines in the domain.

Assign W.S_SOA1 to WCCHOST1, and assign W.S_SOA2 to WCCHOST2.

For more information about the options on this screen, see Assign Servers to Machines in
Creating WebLogic Domains Using the Configuration Wizard.

Task 18 Configuring Virtual Targets
Click Next.

Task 19 Configuring Partitions
Click Next.

Task 20 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains detailed configuration information for the domain
that you are about to extend. Review the details of each item on the screen and verify that the
information is correct.
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If you need to make any changes, you can go back to any previous screen if you need to
make any changes, either by using the Back button or by selecting the screen in the
navigation pane.

Click Update to execute the domain extension.

In the Configuration Progress screen, click Next when it finishes.

For more information about the options on this screen, see Configuration Summary in
Creating WebLogic Domains Using the Configuration Wizard.

Task 21 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen shows the following items about the domain that you just
configured, including:

« Domain Location
¢ Administration Server URL

Make a note of both these items, because you need them later; you need the domain location
to access the scripts used to start the Administration Server, and you need the Administration
Server URL to access the WebLogic Server Administration Console and Oracle Enterprise
Manager Fusion Middleware Control.

Click Finish to dismiss the Configuration Wizard.

If the Admin Server was running during the domain extension process, restart the server
before you continue.

Task 22 Start the Administration Server
Start the Administration Server to ensure that the changes that you have made to the domain
have been applied.

After you complete extending the domain with static clusters, go to Targeting Adapters
Manually.

Targeting Adapters Manually

Only core adapters are targeted to the SOA cluster after you run the Configuration Wizard. You
must target second-tier adapters manually, on a need basis.

The following second-tier adapters have to be targeted manually:

@® Note

Some of these adapters may not be available with the default installation. See Oracle
Technology Network for Adapter availability.

*  MSMQAdapter

e SocketAdapter

e OracleBamAdapter

e CoherenceAdapter

e SAPAdapter

*  SiebelAdapter

* ERPAdapter

e Oracle SalesCloudAdapter
* RightNowAdapter
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* EloquaAdapter

* NetSuiteAdapter

e LdapAdapter

* JDEWorldAdapter

To target a second-tier adapter manually:

Navigate to Edit Tree in the Admin Console.

In the left pane of the console, click Deployments.

Locate and click the name of the adapter in the Summary of the Deployments table.
Click Lock & Edit.

a p 8w d P

In the Targets tab, select SOA_Cluster.

@ Note
If you are deploying MFT, select MFT_Cluster as the target.

6. Click Save.
7. Activate the changes.

8. Inthe left pane of the console, click Deployments and verify that the adapter is in the
Active state.

Update Certificates for New Frontend Addresses

This section contains information about certificates for new frontend addresses.

@® Note

With regard to Certificates for the domain extension, because the SOA servers use the
same listen addresses (different port), there is no need to create new certificates and
update stores. However, the SOA cluster uses a different front end address that will be
added as a trusted endpoint in the Configuring SSL Certificates for the Domain.

Updating the WebLogic Servers Security Settings

Perform the following steps to update the WebLogic Servers Security Settings and
Administration Port:

1. Access the Domain provider in the Remote Console and update the Administration Server
and WebLogic Servers Security Settings:

a. Click Edit Tree.
b. Click Environment > Servers > AdminServer.
c. Click Security tab.

d. Change the keystores dropdown to Custom Identity and Custom Trust.
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e. In Custom Identity Keystore, enter the fully qualified path to the identity keystore as
follows:

KEYSTORE_HOVE/ appl dent it yKeySt ore. pkcs12
Replace KEYSTORE_HOME with the value of the folder you use for storing keystore, as
described in the Table 7-2.

f. Setthe Custom Identity Keystore Type to JKS.

@® Note

Specifying JKS or PKCS12 is valid both for pkcs12 and jks stores. Both
formats can be read and managed if the Customer Key Store Type is set to
"JKS".

g. In Custom Identity Keystore Passphrase, enter the password Keyst or e_Passwor d
you provided in the certificate generation steps.

h. In Custom Trust Keystore, enter the fully qualified path to the trust keystore.

KEYSTORE_HOVE/ appTr ust Key St or e. pkcs12
Replace KEYSTORE HOME with the value of the folder you use for storing keystore, as
described in the Table 7-2.

i. Setthe Custom Trust Keystore Type to JKS.

@® Note

Specifying JKS or PKCS12 is valid both for pkcs12 and jks stores. Both
formats can be read and managed if the Customer Key Store Type is set to
"JKS".

j- In Custom Trust Keystore Passphrase, enter the password you provided as the
<keypass> in the certificate generation steps.

k. Click Save.
I.  Under Security settings, navigate to SSL tab.

m. In the Server Private Key Alias filed enter the alias provided in the certificate
generation steps. If you used the certificate generation script this will be the same as
the listen address used for the WLS server.

n. Inthe Server Private Key Pass Phrase field, enter the password provided in the
certificate generation steps. If you used the certificate generation script this will be the
same as the keystore passphrase.

o. Click Save.
The cart on the top right part of the screen will show full with a yellow bag inside.
p. Click the Cart icon on the top right and select Commit Changes.

Repeat the above steps for each managed server in the domain changing the alias to
match the alias used for the certificates.

2. Return to the terminal window where you started the Administration Server with the start
script.

3. Press Ctrl+C to stop the Administration Server process.
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Wait for the Administration Server process to end and for the terminal command prompt to
appear.

4. Start the Administration Server again by using the following script:

a. Change directory to the following directory:

cd $ASERVER HOME/ bi n

b. Run the start script:

./ startWebLogi c. sh

c. Monitor the output in the terminal till the following output is displayed.

<Server state changed to RUNNI NG

Propagating the Extended Domain to the Domain Directories and
Machines

After you have extended the domain with the Oracle WebCenter Content instances, and you
have restarted the Administration Server on WCCHOST1, you must then propagate the
domain changes to the domain directories and machines.

Table 13-2 summarizes the steps required to propagate the changes to all the domain
directories and machines.

Note that there is no need to propagate the updated domain to the WEBHOST1 and
WEBHOST2 machines because there are no changes to the Oracle HTTP Server instances on
those host computers.

Table 13-2 Summary of Tasks Required to Propagate the Domain Changes to Domain Directories and
Machines

Task Description More Information
Pack up the Extended Domain on Use the pack command to create a Packing Up the Extended Domain on
WCCHOST1 new template JAR file that contains the WCCHOST1

new Oracle SOA Suite Managed
Servers configuration.

When you pack up the domain, create a
template JAR file called
wccdomai nt enpl at eExt SOA. j ar .

Unpack the Domain in the Managed Unpack the template JAR file in the Unpacking the Domain in the Managed

Servers directory on WCCHOST1 Managed Servers directory on Servers Domain Directory on
WCCHOST1 local storage. WCCHOST1

Unpack the Domain on WCCHOST2 Unpack the template JAR file in the Unpacking the Domain on WCCHOST?2

Managed Servers directory on the
WCCHOST2local storage.

Packing Up the Extended Domain on WCCHOST1

Use the following steps to create a template JAR file that contains the domain configuration
information:
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Log in to WCCHOST1 and run the pack command to create a template JAR file as follows:

cd ORACLE_COMMON_HOVE/ common/ bi n

.I'pack. sh -managed=true \
- domai n=ASERVER_HOME \
-tenpl ate=ful | _pat h/ wccdonai nt enpl at eExt SOA. j ar \
-tenpl ate_name=wcc_domai n_t enpl at e_ext ensi on_soa \
-1 og=/t nmp/ pack_soa. | og \
-l og_priority=debug

In this example:

* Replace ASERVER_HOME with the actual path to the domain directory that you
created on the shared storage device.

* Replace full_path with the complete path to the directory where you want the template
jar file saved.

e wecdonai nt enpl at eExt SOA. j ar is a sample name for the JAR file that you are
creating, which contains the domain configuration files, including the configuration files
for the Oracle HTTP Server instances.

e wec_domai n_tenpl at e_ext ensi on_soa is the name assigned to the domain template
file.

Make a note of the location of the template JAR file that you just created with the pack
command.

@ Tip
For more information about the pack and unpack commands, see Overview of

the Pack and Unpack Commands in Creating Templates and Domains Using the
Pack and Unpack Commands.

Unpacking the Domain in the Managed Servers Domain Directory on

WCCHOST1

To copy the updated domain configuration information from the Administration Server domain
directory to the Managed Servers domain directory:

1.

Log in to WCCHOST1 if you haven't already.

If you haven't already, create the recommended directory structure for the Managed Server
domain on the WCCHOST1 local storage device.

Use the examples in File System and Directory Variables Used in This Guide as a guide.

Run the unpack command to unpack the template in the domain directory onto the local
storage, as follows:

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOVE \
-overwrite_domain=true \
-tenpl ate=/ful | _pat h/ wccdonai nt enpl at eExt SOA. j ar \
-l og_priority=DEBUG \
-1 og=/t np/ unpack. | og \
-app_di r =APPLI| CATI ON_HOVE
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@® Note

The - overwrite_domai n option in the unpack command allows you to unpack a
managed server template into an existing domain and existing applications
directories. For any file that is overwritten, a backup copy of the original is created.
If any modifications had been applied to the start scripts and ear files in the
managed server domain directory, they must be restored after this unpack
operation.

Additionally, to customize server startup parameters that apply to all serversin a
domain, you can create a file called set User Overri desLat e. sh and configure it to,
for example, add custom libraries to the WebLogic Server classpath, specify
additional JAVA command-line options for running the servers, or specify
additional environment variables. Any customizations that you add to this file are
preserved during domain upgrade operations, and are carried over to remote
servers when you use the pack and unpack commands.

In this example:

Replace MSERVER_HOVE with the complete path to the domain home to be created on
the local storage disk. This is the location where the copy of the domain is unpacked.

Replace / ful | _pat h/ wccdonai nt enpl at eExt SQA. j ar with the complete path and file
name of the domain template jar file that you created when you ran the pack
command to pack up the domain on the shared storage device.

Replace APPLI CATI ON_HOME with the complete path to the applications directory for the
domain on shared storage. See File System and Directory Variables Used in This
Guide

@ Tip

For more information about the pack and unpack commands, see Overview of
the Pack and Unpack Commands in Creating Templates and Domains Using the
Pack and Unpack Commands.

4. Change directory to the newly created MSERVER HOME directory and verify that the domain
configuration files were copied to the correct location on the WCCHOST1 local storage

device.

Unpacking the Domain on WCCHOST?2

This procedure assumes you have copied the file that you created earlier in a location that is
accessible from both WCCHOST1 and WCCHOSTZ2; such as the ASERVER_HOME directory,
which is located on the shared storage filer:

1.
2.

Log in to WCCHOST?2

If you haven't already, create the recommended directory structure for the Managed Server
domain on the WCCHOST?2 storage device.

Use the examples in File System and Directory Variables Used in This Guide as a guide.

Make sure the wecdomai nt enpl at eExt SOA. j ar accessible to WCCHOST2.

Enterprise Deployment Guide for Oracle WebCenter Content

G12337-01

October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 20 of 32



ORACLE

Chapter 13
Propagating the Extended Domain to the Domain Directories and Machines

For example, if you are using a separate shared storage volume or partition for
WCCHOST?2, then copy the template to the volume or partition mounted to WCCHOST?2.

Run the unpack command to unpack the template in the domain directory onto the local
storage, as follows:

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOME \

-overwrite_domain=true \

-tenpl ate=/ful | _path/wccdonai nt enpl at eExt SOA. j ar \
-l og_priority=DEBUG \

-1 og=/t np/ unpack. | og \

-app_di r =APPLI| CATI ON_HOVE

@ Note

The -overwrite_domai n option in the unpack command allows unpacking a
managed server template into an existing domain and existing applications
directories. For any file that is overwritten, a backup copy of the original is created.
If any modifications had been applied to the start scripts and ear files in the
managed server domain directory, they must be restored after this unpack
operation.

Additionally, to customize server startup parameters that apply to all servers in a
domain, you can create a file called set User Overri desLat e. sh and configure it to,
for example, add custom libraries to the WebLogic Server classpath, specify
additional JAVA command line options for running the servers, or specify
additional environment variables. Any customizations you add to this file are
preserved during domain upgrade operations, and are carried over to remote
servers when using the pack and unpack commands.

In this example:

Replace MSERVER_HOME with the complete path to the domain home to be created
on the local storage disk. This is the location where the copy of the domain will be
unpacked.

Replace / ful | _pat h/ wccdonai nt enpl at eExt SQA. | ar with the complete path and file
name of the domain template jar file that you created when you ran the pack command
to pack up the domain on the shared storage device.

Replace APPLICATION_HOME with the complete path to the Application directory for
the domain on shared storage. See File System and Directory Variables Used in This
Guide.

@ Tip

For more information about the pack and unpack commands, see Overview of the
Pack and Unpack Commands in Creating Templates and Domains Using the Pack
and Unpack Commands.

Change directory to the newly created MSERVER_HOME directory and verify that the
domain configuration files were copied to the correct location on the WCCHOST?2 local
storage device.
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Starting and Validating the WLS_SOA1 Managed Server

Now that you have extended the domain, started the Administration Server, and propagated
the domain to the other hosts, you can start the newly configured Oracle SOA Suite Managed
Servers.

This process involves three tasks as described in the following sections.

Starting the WLS_SOA1 Managed Server

To start the WLS_SOA1 Managed Server:

1. Enter the following URL into a browser to display the Fusion Middleware Control login
screen:

https://admi n. exanpl e. com 445/ em

2. Signin to the Fusion Middleware Control by using the administrator's account. For
example: webl ogi c_wecc.

3. Inthe Target Navigation pane, expand the domain to view the Managed Servers in the
domain.

4. Select only the WLS_SOA1 Managed Server and click Start Up on the Oracle WebLogic
Server toolbar.

@® Note

SOA Servers depend on the policy access service to be functional. This implies
that the WSM-PM Managed Servers in the domain need to be up and running and
reachable before the SOA servers are started.

5. When the startup operation is complete, navigate to the Domain home page and verify that
the WLS_SOA1 Managed Server is up and running.

Adding the SOAAdmin Role to the Administrators Group

Before you validate the Oracle SOA Suite configuration on the WLS_SOA1 Managed Server,
add the SOAAdm n administration role to the enterprise deployment administration group
(WCCAdmi ni strat or s).

To perform this task, refer to Configuring Roles for Administration of an Enterprise Deployment.

Validating the Managed Server by Logging in to the SOA Infrastructure

After you add the SOAAdni n role to the SOA Administrators group, you can then validate the
configuration of the Oracle SOA Suite software on the WLS_SOA1 Managed Server as
follows:

1. Use your web browser to navigate to the following URL:

https://WCHOST1: 8001/ soa-i nfral

2. Log in by using the enterprise deployment administrator user credentials (webl ogi ¢c_wcc).
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You should see a web page with the following title:

Wl cone to the Oracle SOA Platformon Weblogic

Starting and Validating the WLS _SOA2 Managed Server

After you validate the successful configuration and startup of the WLS_SOA1 Managed Server,
you can start and validate the WLS_SOA2 Managed Server.

To start and validate the WLS_SOA2 Managed Server, use the procedure in Starting and
Validating the WLS SOA1 Managed Serverfor WLS_SOA2 Managed Server.

For validation of the URL, enter the following URL in your web browser and log in by using the
enterprise deployment administrator user (webl ogi ¢c_soa):

For Static cluster:

http://WCCHOST2: 8001/ soa-i nfral

Validating the Oracle SOA Suite URLs Through the Load

Balancer

To validate the configuration of the Oracle HTTP Server virtual hosts and to verify that the
hardware load balancer can route requests through the Oracle HTTP Server instances to the
application tier:

1. Verify that the server status is reported as Running in the Administration Console.

If the server is shown as Starting or Resuming, wait for the server status to change to
Started. If another status is reported (such as Admin or Failed), check the server output
log files for errors.

2. Verify that you can access these URLSs:
° https://wec. exanpl e. com 443/ soa-infra
e https://wcc. exanpl e. com 443/ i ntegration/worklistapp
e https://wcc. exanpl e. com 443/ sdpnessagi ng/ user pr ef s- ui
* https://wec. exanpl e. com 443/ soal conposer

e https://wcc. exanpl e. com 443/ wsm pm

Modifying the Upload and Stage Directories to an Absolute Path

After you configure the domain and unpack it to the Managed Server domain directories on all
the hosts, verify and update the upload and stage directories for Managed Servers in the new
clusters. See Modifying the Upload and Stage Directories to an Absolute Path in an Enterprise

Deployment.

Configuring Oracle HTTP Server for the Extended Domain

The following sections describe how to configure the Oracle HTTP Server instances so they
route requests for both public and internal URLSs to the proper clusters in the enterprise
topology.
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Generate the Required Certificates for OHS SSL Listeners

To add the new fronted address to the certificate stores and update the SAN for the OHS
listeners certs, follow the steps described in the Generate Required Certificates for OHS SSL
Listeners section in Starting the Oracle HTTP Server Instances.

When asked to replace the existing OHS Virtual Host certificates, answer yes so that they are
updated with the new frontend address for the SOA cluster as SAN.

Configuring Oracle HTTP Server for SOA in an Oracle WebCenter Content
Enterprise Deployment

Configure the virtual host configuration files so that requests are routed properly to the Oracle
SOA Suite clusters:

1.

Log in to WEBHOST1 and change directory to the configuration directory for the first
Oracle HTTP Server instance (ohs1):

cd VEB_DOVAI N_HOME/ confi g/ f mmconfi g/ conmponent s/ OHS/ ohs1/ modul econf/

Edit the weci nt ernal _vh. conf file and add the following directives inside the
<Virtual Host > tags:

@® Note

* The URL entry for / wor kf | owis optional. It is for workflow tasks associated
with Oracle ADF task forms. The / wor kf | ow URL itself can be a different
value, depending on the form.

»  Configure the port numbers appropriately as assigned for your static cluster.

* The WebLogicCluster directive needs only a sufficient number of redundant
server: port combinations to guarantee initial contact in case of a partial
outage. The actual total list of cluster members is retrieve automatically upon
first contact with any given node.

# soa-infra
<Location /soa-infra>
W.SRequest ON
\WebLogi cC ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
W.Pr oxySSLPassThr ough OFF
</ Locati on>

# SOA inspection. wsil
<Location /inspection.wsil>
W.SRequest ON
WebLogi cC ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
W.Pr oxySSLPassThr ough OFF
</ Locati on>

# Worklist
<Location /integration>
W.SRequest ON
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WebLogi cC ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF

</ Locati on>

# UMS prefs

<Location /sdpnessagi ng/ user pref s-ui >
W.SRequest ON
WebLogi cd ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF

</ Locati on>

# Default to-do taskflow
<Locati on /Def aul t ToDoTaskFl ow>
W.SRequest ON
WebLogi cC ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF
</ Locati on>

# Wor kf |l ow
<Location /workf | ow>
W.SRequest ON
WebLogi cd ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF
</ Locati on>

#Required if attachnents are added for workflow tasks
<Location / ADFAttachnent Hel per >
W.SRequest ON
WebLogi cd ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF
</ Locati on>

# SOA conposer application
<Location /soa/ conposer >
W.SRequest ON
WebLogi cO ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF
</ Locati on>

<Location /frevvo>
W.SRequest ON
WebLogi cC ust er WCCHOST1: 8001, WCCHOST2: 8001
W.ProxySSL OFF
WLPr oxySSLPassThr ough OFF
</ Locati on>
</ Vi rtual Host >

Copy the weci nt ernal _vh. conf to the configuration directory for the second Oracle HTTP
Server instance (ohs2):

VEB_DOVAI N_HOME/ confi g/ f mmconfi g/ conponent s/ ohs2/ modul econf/

Edit the weci nt ernal _vh. conf to change any references to WEBHOST1 to WEBHOST?2 in
the <Vi rt ual Host > directives.

Restart both Oracle HTTP servers.
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Post-Configuration Steps for Oracle SOA Suite

After you install and configure Oracle SOA Suite, consider the following post-configuration
tasks.

Configuring Oracle Adapters for Oracle SOA Suite

If the Oracle SOA Suite applications that you are developing take advantage of any of the
Oracle adapters for Oracle SOA Suite, then you should make sure that the adapters are
configured to work efficiently and securely in the enterprise topology.

See the following topics for more information.

Enabling High Availability for Oracle File and FTP Adapters

If the Oracle SOA Suite applications that you are developing or deploying require the Oracle
File and FTP Adapters, you must configure the adapters for high availability in the enterprise
deployment topology.

Use the following sections to complete this task.

Understanding the Oracle File and FTP Adapter Configuration

The Oracle File and FTP adapters enable a BPEL process or an Oracle Mediator to read and
write files on private file systems and on remote file systems through the File Transfer Protocol
(FTP).

When configured properly, these adapters support high availability for an active-active topology
with Oracle BPEL Process Manager and Oracle Mediator service engines for both inbound and
outbound operations.

For general information about this task, see Configuring Oracle File and FTP Adapters in
Understanding Technology Adapters. The instructions provided here are specific to the Oracle
SOA Suite enterprise deployment.

@ Note

The File Adapter picks up a file from the inbound directory, processes it, and then
outputs a file to the output directory. Because the File Adapter is hon-transactional,
files can be processed twice. As a result, it is possible to get duplicate files when there
is failover in the RAC backend or in the SOA managed servers.

Configuring the Oracle File Adapter in the Remote Console

To make the Oracle File Adapter highly available, first modify the Oracle File Adapter
deployment descriptor for the connection-instance that corresponds to ei s/ HAFi | eAdapt er .

To configure adapters, perform the following steps in the WebLogic Remote Console:

1. Create a deployment plan directory on shared storage (if it does not exist) as follows:

mkdir -p $DEPLOY_PLAN HOVE/ soaedg_donai n
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Create a fileadapter control directory in the shared runtime folder as follows:

mkdir -p /u0l/oracl e/ runtine/ soaedg_donai n/ SOA_Cl ust er/fadapt er
In the Monitoring Tree, navigate to Deployments > Application Management > File
Adapter.

Click Create Plan (if it does not already have a plan) and use the DEPLOY_PLAN_ HOVE/
donmai n_nane/ as its directory.

After the new plan is displayed under the File Adapter, in the Monitoring Tree navigate to
Deployments > Application Management > File Adapter.

Select Configuration > Outbound Connection Pool Groups.

Navigate to javax.resource.cci.ConnectionFactory > Outbound Connection Pool
Instances.

Navigate to eislHAFileAdapter > Properties.

Modify the values of the properties described in the following table:

Table 13-3 The following table describes modified parameters

Parameter Description

controlDir Enter the directory where you want the control files to be stored. You must set it to a
shared location if multiple WebLogic Server instances run in a cluster. Structure the
directory for shared storage as follows:
ORACLE_RUNTI ME/ doni n_nane/ cl ust er _nane/ f adapt er

inboundDataSource Set the value to j dbc/ SOADat aSour ce.

outboundDataSource Set the value to j dbc/ SOADat aSour ce.

outboundDataSourceLocal Set the value to j dbc/ SOALocal TxDat aSour ce. This is the data source where the
schemas that corresponds to high availability are precreated.

outboundLockTypeForWrite Set the value to or acl e if you are using Oracle Database. By default the Oracle File and

FTP Adapters use an in-memory mutex to lock outbound write operations. You must

choose from the following values for synchronizing write operations:

e nmenory: The Oracle File and FTP Adapters use an in-memory mutex to synchronize
access to the file system.

« oracl e: The adapter uses Oracle Database sequence.

- db: The adapter uses a pre-created database table (FI LEADAPTER MJTEX) as the
locking mechanism. You must use this option only if you are using a schema other
than the Oracle Database schema.

« user-defined: The adapter uses a user-defined mutex. To configure the user-
defined mutex, you must implement the mutex interface:
oracle.tip.adapter.file.Mtex and then configure a new binding-property
with the name oracl e. ti p. adapter.file. mut ex and value as the fully qualified
class name for the mutex for the outbound reference.

workingDirectory

Retain the default value.

10. Redeploy the Adapter using the console.

a. Inthe Monitoring Tree, navigate to Deployments > Application Management.

b. Select the FileAdapter deployment check box.
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c. Click Update/Redeploy > Redeploy - Deployment Source and Plan on Server (it is
not possible to use Update - Deployment Plan on Server because these are non-
dynamic changes).

Ensure that the deployment plan is correct in the Plan Path filed.
11. Click Done.
Wait for the operation to complete.

12. After the operation is complete, check the values entered in the Monitoring >
Deployments > Application Management > FileAdapter > Deployment plan.

Editing the JCA File Within the Composite Application

Example 13-1

<adapt er-config

After you have configured the FileAdapter deployment in the Administration Console, you can
edit the .jca file that is included in the composite applications to be deployed so that they can
use the connection factory that was configured in the previous steps, as shown in

Example 13-1.

@® Note

The location attribute is set to ei s/ HAFi | eAdapt er for the connection factory.

Example of the File Adapter .JCA File Modifications for an Enterprise Deployment

name="Fl at St ruct ureQut "
adapter="File Adapter"
xm ns="http://platformintegration.oracl e/ bl ocks/ adapt er/ f w net adat a" >

<connection-factory |ocation="eis/HAFi | eAdapter" adapterRef=""/>
<endpoint-interaction portType="Wite_ptt"

operation="Wite">

<interaction-spec classNane="oracle.tip.adapter.file.outbound.FilelnteractionSpec">

<property../>
<property../>

</interaction-spec>

</ endpoi nt -

interaction>

</ adapt er - confi g>

Configuring the Oracle FTP Adapter

If your application requires an FTP Adapter, then repeat the procedures Configuring the Oracle
File Adapter in the Administration Console and Editing the JCA File Within the Composite
Application, with the following differences:

* Locate the FtpAdapter deployment in the list of deployments in the Administration
Console.

Click FtpAdapter to display the Settings for the FtpAdapter page.

Click Configuration.

Click Outbound Connection Pools.

* Expand javax.resource.cci.ConnectionFactory to see the configured connection
factories.

Click eis/Ftp/HAFtpAdapter.

The Outbound Connection Properties for the connection factory appears.

Enterprise Deployment Guide for Oracle WebCenter Content

G12337-01

October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 28 of 32



ORACLE

Chapter 13
Post-Configuration Steps for Oracle SOA Suite

* Click Lock & Edit.

*  Modify the adapter properties for high availability. See #unigue 297/
unigue 297 Connect_42 BABIFCEI.

« Update the ControlDir property so it points to the following location:
ORACLE_RUNTI ME/ domai n_narre/ ¢l ust er _nane/ f t padapt er

» Enter a shared storage location for the deployment plan. The directory structure is as
follows:

DEPLOY_PLAN _HOME/ wecedg_domai n/ Ft pAdapt er Pl an. xm

Enabling High Availability for Oracle JMS Adapters

When the Oracle JMS adapter communicates with multiple servers in a cluster, the adapter's
connection factory property Fact or yProperti es must list available servers. If it does not list
servers, the connection is established to only one random server. If that particular server goes
down, no further messages are processed.

To avoid this issue, you can use the “cluster name” syntax in the Fact or yProperti es of the
adapter instead of using the static list of members. The cluster name syntax is as follows:

cluster:t3s://cluster_nane

When you use cl uster:t3s://cluster_nane, the invocation fetches the complete list of
members in the cluster at any given time, thus avoiding any dependencies on the initial servers
and accounting for every member that is alive in the cluster at that point of time. Note that you
can use this cluster syntax only when the cluster is in the same domain.

1. Create a deployment plan directory on shared storage (if it does not exist) as follows:

mkdir -p $DEPLOY_PLAN HOME/ soaedg_domnai n

2. Inthe Monitoring Tree , navigate to Deployments > Application Management > JMS
Adapter.

3. Create Plan (if it does not already have a plan) and use the DEPLOY_PLAN HOVE/
donmai n_nane/ as its directory.

4. After the new plan is displayed under the JMS Adapter, in the Monitoring Tree navigate
to Deployments > Application Management > JMS Adapter.

5. Navigate to Configuration > Outbound Connection Pool Groups.

6. Navigate to oracle.tip.adapter.jms.lImsConnectionFactory> Outbound Connection
Pool Instances.

7. Click eislwls/Queue > Properties.

8. Click the FactoryProperties field (click the corresponding cell under Property value), enter
the following, all in one line, separated by semicolons. Adjust the values to match your
cluster name, username and password:

java.namng.factory.initial =webl ogi c.jndi.WlInitial ContextFactory;
java. nanming. provider.url=cluster:t3s://SOA Custer;

java. namng. security. princi pal =soaedgadni n;

java. nanming. security. credenti al s=<passwor d>

9. Click Save after you update the properties.
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10. Redeploy the Adapter using the console.
a. Navigate to Monitoring > Deployments > Application Management.
b. Select the IMSAdapter deployment check box.

c. Click Update/Redeploy > Redeploy - Deployment Source and Plan on Server (not
possible to use Update - Deployment Plan on Server because these are non
dynamic changes)

Ensure that the deployment plan is correct in the Plan Path filed.

11. Click Done.
Wait for the operation to complete.

12. After the operation is complete, check the values entered in the Monitoring >
Deployments > Application Management > JMSAdapter > Deployment plan.

Enabling High Availability for the Oracle Database Adapter

To ensure High Availability while leveraging the Oracle Database Adapter, the Logical Delete
Polling Strategy is used normally as it performs better than a physical delete. However, when
you have a clustered environment where multiple nodes are polling for the same data, a single
record might get processed more than once. To avoid this problem, Oracle Database Adapter
uses a distributed polling technique that uses an Oracle Database feature called skip locking.

If you were using the Logical Delete Polling Strategy approach previously, you can remove (in
db. j ca) or clear (Logical Delete Page of wizard) the Mar kReser vedVal ue, and you
automatically get skip locking.

The benefits of using skip locking over a reserved value include:

e Skip locking scales better in a cluster and under load.

e All work is in one transaction (as opposed to update/reserve, then commit, then select in a
new transaction), so the risk of facing a non-recoverable situation in a high availability
environment is minimized.

¢ No unique MarkReservedValue must be specified. Previously, for this to work you would
have to configure a complex variable, such as R${webl ogi c. Nane- 2} - ${1 P- 2} - $
{instance}.

If you are using Logical Delete polling, and you set Mar kReser vedVal ue, skip locking is not
used.

For more information, see "Scalability" and "Polling Strategies" in the Oracle Fusion
Middleware User's Guide for Technology Adapters.

Considerations for Sync-Async Interactions in a SOA Cluster

In a SOA cluster, the following scenarios are not supported:
e Synchronous BPEL process with mid-process receive.
»  Synchronous BPEL process calling asynchronous services.

»  Callback from synchronous processes.

Updating FusionAppsFrontendHostUr

You must configure Oracle Workflow with the appropriate URL so that the default-to-do tasks
and custom tasks' details use the front-end load balancer to create task-display URLSs.
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To configure the appropriate URLS:

1.

Log in to Oracle Enterprise Manager Fusion Middleware Control with the username and
password that you specified in the boot . properti es file. See #unique_304.

In the left navigation tree, expand WebLogic Domain, and then click System MBean
Browser.

Navigate to Application Defined Mbean> oracle.as.soainfra.config.

a. If you are configuring a static cluster, navigate to Server:
WLS_SOA1>WorkflowConfig.

b. If you are configuring a dynamic cluster, navigate to Domain: wccedg_domain
>WorkflowConfig.

Click human-workflow.

® Note

In a clustered environment, there are multiple human-workflow Mbeans, one for
every server in the cluster. Modify any one of them to update the property centrally
in MDS for the entire cluster.

On the right panel, look for the FusionAppsFrontendHostUrl attribute.

For the FusionAppsFrontendHostUrl attribute, specify the value *=https://
wee. exanpl e. com 443.

Click Apply.

Enabling Automatic Service Migration

To ensure high availability for the product installed in this chapter, you must configure service
migration appropriately.

Follow these guidelines to ensure that you provide the required high availability for Weblogic
services when you use static or dynamic clusters:

For static clusters

Automatic Service Migration is already configured if you select Enable Automatic Service
Migration with Database Basis in the High Availability Options screen.

The Database Leasing is already configured and the migratable targets are created with
the appropriate policies for the cluster. If you have implemented these settings, validate the
configuration, as described in Validating Automatic Service Migration.

In case you do not select this option during the Configuration Wizard session, you can
configure automatic migration manually in a post step. For instructions to complete the
steps for static clusters, see Configuring Automatic Service Migration in an Enterprise

Deployment.
For dynamic clusters

You cannot configure Service Migration for dynamic clusters by using the Configuration
Wizard, it needs to be configured manually. The following steps are needed:

— Configure the database leasing for the cluster.

— Set the appropriate migration policies for JTA Service and JMS Persistent Stores.
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For instructions to complete the steps for dynamic clusters, see Configuring Automatic
Service Migration in an Enterprise Deployment.

® Note

The High Availability Options screen appears during the Configuration Wizard session
for the first time when you create a cluster that uses Automatic Service Migration or
JDBC stores or both. All subsequent clusters that are added to the domain by using
the Configuration Wizard, automatically apply the selected HA options.

Backing Up the Configuration

It is an Oracle best practices recommendation to create a backup after you successfully
extended a domain or at another logical point. Create a backup after you verify that the
installation so far is successful. This is a quick backup for the express purpose of immediate
restoration in case of problems in later steps.

The backup destination is the local disk. You can discard this backup when the enterprise
deployment setup is complete. After the enterprise deployment setup is complete, you can
initiate the regular deployment-specific Backup and Recovery process.
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Extending the Domain to Include Inbound
Refinery

You need to perform certain tasks in order to extend the enterprise deployment domain to
include Inbound Refinery software.

Overview of Extending the Domain to Include Inbound Refinery

Inbound Refinery is required for document conversion by Oracle WebCenter Content Server.

The actual number of Inbound Refinery Managed Servers varies depending on requirements.
For availability reasons, Oracle recommends configuring at least two Inbound Refinery
Managed Servers, each installed and configured on a separate machine. In the reference
Oracle WebCenter Content enterprise deployment topology, Inbound Refinery will be
configured on the same machine as Content Server.

Even though multiple Managed Servers are created in the process of extending the domain
with Inbound Refinery in this enterprise deployment topology, each Inbound Refinery instance
is completely independent. Inbound Refinery does not run in a cluster.

Extending the Domain for Inbound Refinery

The instructions for extending the existing enterprise deployment domain with the Inbound
Refinery software are detailed in this section.

Starting the Configuration Wizard

Start the Configuration Wizard as the first step to extend the existing enterprise deployment
domain.

@® Note

If you added any customizations directly to the start scripts in the domain, those are
overwritten by the configuration wizard. To customize server startup parameters that
apply to all servers in a domain, you can create a file called set User Overri desLat e. sh
and configure it, for example, add custom libraries to the WebLogic Server classpath,
specify Additional JAVA command line options for running the servers, or specify
additional environment variables. Any customizations you add to this file are preserved
during domain upgrade operations, and are carried over to remote servers when using
the pack and unpack commands.

To start the Configuration Wizard:

1. Stop any managed servers that are modified by this domain extension. Managed Servers
that are not effected can remain on-line.
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2. For any managed servers to be modified, verify that the managed server shutdown has

completed.

3. Stop the Administration Server once all managed servers are in a steady state.

4. Navigate to the following directory and start the WebLogic Server Configuration Wizard.

cd $ORACLE_HOWE or acl e_conmmon/ common/ bi n
.Iconfig.sh

Navigating the Configuration Wizard Screens to Extend the Domain

Follow the instructions in this section to update and configure the domain for the topology.

@® Note

You can use the same procedure described in this section to extend an existing
domain. If your needs do not match the instructions given in the procedure, be sure to
make your selections accordingly, or refer to the supporting documentation for
additional details.

Domain creation and configuration includes the following tasks:

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Update an existing domain.

In the Domain Location field, select the value of the ASERVER_HOME variable, which
represents the complete path to the initial Administration Server domain home you created.
For more information about the directory location variables, see File System and Directory
Variables Used in This Guide.

@ Tip
More information about the other options on this screen can be found in Configuration
Type in Creating WebLogic Domains Using the Configuration Wizard.

Click Next to proceed.

Task 2 Selecting the Configuration Template
On the Templates screen, make sure Update Domain Using Product Templates is selected,
then select the following templates:

e Oracle Universal Content Management - Inbound Refinery - [wccontent]

The following additional templates should already be selected, because they were used to
create the initial domain:

— Oracle Enterprise Manager - [em]
— Oracle SOA Suite - [soa]
— Oracle WebCenter Content - [wcc]

— Oracle WSM Policy Manager - [oracle_common]
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— Oracle JRF - [oracle_common]

— WebLogic Coherence Cluster Extension - [wiserver]

@ Tip
More information about the options on this screen can be found in Templates in
Creating WebLogic Domains Using the Configuration Wizard.

Click Next to proceed.

Task 3 Providing the GridLink Oracle RAC Database Connection Details
On the GridLink Oracle RAC Component Schema screen, click Next.

Task 4 Testing the JDBC Connections
Click Next to continue.

Task 5 Selecting Advanced Configuration

To complete domain configuration for the topology, select the following option on the
Advanced Configuration screen:

Topology

Click Next to proceed.

Task 6 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server appears in the list of servers.
Perform the following tasks to modify the default Managed Server and create a second
Managed Server:

1. Rename the default Managed Server to W.S | BR1.

2. Click Add to create a new Managed Server and name it W.S_| BR2.

@ Tip
The server names recommended here will be used throughout this document. If
you choose different names be sure to replace them as needed.

3. Use the information in the following table to fill in the rest of the columns for each
Managed Server.
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Server Name Listen Address Listen SSL Listen AServer Group
Port Port d
m
i
n
i
s
t
r
a
t
i
o
n
P
o
r
t
WLS_IBR1 WCCHOST1 16250 16251 9IBR-MGD-SVR
0
0
6
WLS_IBR2 WCCHOST2 16250 16251 9IBR-MGD-SVR
0
0
6
@® Note

The IBR servers will have a non-SSL port enabled in order to communicate locally
with the Content servers. The IBR servers are not accessible externally.

@ Tip
More information about the options on the Managed Server screen can be found in
Managed Servers in Creating WebLogic Domains Using the Configuration Wizard.

Click Next to proceed.

Task 7 Configuring a Cluster

In this task, you create a cluster of Managed Servers to which you can target the Oracle
Inbound Refinery software.

Use the Clusters screen to create a hew cluster:

1. Click the Add button.

2. Specify | BR_Servers in the Cluster Name field.

3. From the Dynamic Server Groups drop-down list, select Unspeci fi ed.
4

Click Next to proceed to the next screen.
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@® Note

By default, server instances in a cluster communicate with one another using unicast.
If you want to change your cluster communications to use multicast, refer to
"Considerations for Choosing Unicast or Multicast" in Administering Clusters for
Oracle WebLogic Server.

© Tip
More information about the options on this screen can be found in Clusters in
Creating WebLogic Domains Using the Configuration Wizard.

Task 8 Assigning Server Templates
Click Next to proceed to the next screen.

Task 9 Configuring Dynamic Servers
Verify that all dynamic server options are disabled for clusters that are to remain as static
clusters.

1. Confirm that the Dynamic Cluster, Calculated Listen Port, and Calculated Machine
Names checkboxes on this screen are unchecked.

2. Confirm the Server Template selection is Unspecified.

3. Click Next to proceed.

Task 10 Assighing Managed Servers to the Cluster
Use the Assign Servers to Clusters screen to assign W.S_| BR1 and W.S | BR2 to the new
cluster | BR_Servers:

1. Inthe Clusters pane, select the cluster to which you want to assign the servers; in this
case, | BR Servers.

2. Inthe Servers pane, assign WLS_IBR1 to | BR_Servers by doing one of the following:

e Click once on W.S_| BR1 Managed Server to select it, then click on the right arrow to
move it beneath the selected cluster in the Clusters pane.

* Double-click W.S_I BR1 to move it beneath the selected cluster in the clusters pane.

3. Repeatto assign W.S | BR2 to | BR_Servers.

@ Tip
More information about the options on this screen can be found in Assign Servers
to Clusters in Creating WebLogic Domains Using the Configuration Wizard.

4. Click Next to proceed.

Task 11 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is automatically
added to the domain. Leave the port number value at 9991, as it was defined during the initial
Infrastructure domain creation.
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@® Note

For Coherence licensing information, refer to Oracle Coherence in Oracle Fusion
Middleware Licensing Information.

Click Next to proceed.

Task 12 Verifying the Existing Machines

Under the Unix Machine tab, verify the names of the machines you created when creating the
initial Infrastructure domain.

Click Next to proceed.

Task 13 Assighing Servers to Machines

Use the Assign Servers to Machines screen to assign the Oracle Inbound Refinery Managed
Servers you just created to the corresponding machines in the domain.

Assign W.S_| BR1 to WCCHOST1, and assign W.S_| BR2 to WCCHOST2.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Machines in Creating WebLogic Domains Using the Configuration Wizard.

Click Next to proceed.

Task 14 Reviewing Virtual Targets
Click Next to proceed to the next screen.

Task 15 Reviewing Partitions
Click Next to proceed to the next screen.

Task 16 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information for the
domain. Review the details of each item on the screen and verify that the information is
correct.

You can go back to any previous screen if you need to make any changes, either by using the
Back button or by selecting the screen in the navigation pane.

Click Update to execute the domain extension.

© Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 17 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen will show the following items about the domain you just
configured:

Domain Location
e Administration Server URL

You must make a note of both items as you will need them later; the domain location is
needed to access the scripts used to start the Node Manager and Administration Server, and
the URL is needed to access the Administration Server.
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Click Finish to dismiss the Configuration Wizard.

Task 18 Start the Administration Server
Start the Administration Server to ensure the changes you have made to the domain have
been applied.

Completing Postconfiguration and Verification Tasks for Inbound

Refinery

After extending the domain with the Inbound Refinery software, consider the following post-
configuration and verification tasks.

Propagate the Domain Configuration Updates for Inbound Refinery

Propagate the start scripts and classpath configuration from the Administration Server's
domain directory to the Managed Server domain directory. To propagate the domain
configuration to the Inbound Refinery Managed Servers:

1.

Create a copy of the Managed Server domain directory and the Managed Server
appl i cati ons directory.

Run the following pack command on WCCHOST1 to create a template pack:

cd $ORACLE_COMMON_HOVE/ conmon/ bi n

. I pack. sh -managed=t rue -domai n=ASERVER HOME -t enpl at e=edgdomnai nt enpl at eExt I BR. j ar -
t enpl at e_name=edgdomai n_t enpl at el BR

Run the following unpack command on WCCHOST1 to propagate the template created in
the preceding step to the W.S_| BR1 domain directory:

cd $ORACLE_COMMON_HOVE/ common/ bi n

. lunpack. sh - domai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eExt I BR. jar -
app_di r=APPL| CATI ON_HOME - overwrite_domai n=true

Run the following command on WCCHOST1 to copy the template pack created in step 1 to
WCCHOST2:

scp edgdomai nt enpl atel BR j ar oracl e@\CCHOST2: ORACLE_COMMON_HOVE/ common/ bi n

Run the unpack command on WCCHOST?2 to unpack the propagated template to the
WLS_| BR1 domain directory.

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eExt | BR. j ar -
app_di r=APPL| CATI ON_HOME - overwrite_domai n=true

Starting the Inbound Refinery Managed Servers

To start the W.S_| BR1 Managed Server on WCCHOST1:

1.

Enter the following URL into a browser to display the Fusion Middleware Control login
screen:

https://adm n. exanpl e. com 445/ consol e
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2. Signin to the Fusion Middleware Control by using the administrator's account. For
example: webl ogi c_wecc.

3. Inthe Target Navigation pane, expand the domain to view the Managed Servers in the
domain.

4. Select only the W.S_| BR1 Managed Server and click Start Up on the Oracle WebLogic
Server toolbar.

5. When the startup operation is complete, navigate to the Domain home page and verify that
the W.S_| BR1L Managed Server is up and running.

6. Repeat the preceding steps to start the W.S_| BR2 Managed Server on WCCHOST2.

Configuring the Inbound Refinery Managed Servers

To initialize the configuration of an Inbound Refinery Managed Server, you need to access it
only once through HTTP. You can do this directly at the Managed Server's listen address. An
Inbound Refinery instance should not be placed behind an HTTP server.

All subsequent access to the Inbound Refinery instance is through the socket listener. This
listener is protected through the incoming socket connection address security filter configured
in the next section.

Oracle recommends configuring each Content Server instance with all Inbound Refinery
instances. The process for configuring Content Server is to add each Inbound Refinery
instance as a provider. You also need to perform some post-installation steps with Inbound
Refinery.

The following sections describe the procedures for post-installation configuration of each
Inbound Refinery instance.

Configuring Inbound Refinery Settings

After starting the Inbound Refinery Managed Servers, configure the settings for each server on
its post-installation configuration screen.

To configure the settings for each Inbound Refinery instance, complete the following steps:

1. Create unigue IBR directories on the ORACLE_RUNTI ME shared filesystem for each IBR
server as required for the Oracle WebCenter Content Inbound Refinery configuration. The
Oracle WebCenter Content Inbound Refinery configuration requires a unique and separate
directory for each IBR instance's runtime files. The EDG architecture recommends using
the ORACLE_RUNTI ME shared filesystem consistently for all runtime file-based data storage.
The recommended base path for the Oracle WebCenter Content Inbound Refinery runtime
file storage is ORACLE_RUNTI ME/ donai n_nane/ | BR_Server s/

@® Note

The IBR servers do not share file-based data between instances. Unlike the
Content Server instances, there is no product-specific requirement to implement a
shared filesystem for the IBR data. Use of the shared filesystem for IBR data is for
architectural consistency and DR replication efficiency.
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Run the following commands to create the required unique subdirectories for each IBR
managed server:

mkdir -p ORACLE_RUNTI ME/ donmai n_nane/ | BR_Servers/ibrl/vaul t

mkdi r -p ORACLE_RUNTI ME/ donai n_nane/ | BR_Servers/ i br 1/ webl ayout

mkdir -p ORACLE_RUNTI ME/ donmai n_nane/ | BR_Servers/ibr1/data/users/profiles
mkdir -p ORACLE_RUNTI ME/ donmai n_nane/ | BR_Servers/ibr2/vaul t

mkdi r -p ORACLE_RUNTI ME/ donai n_nane/ | BR_Servers/ i br 2/ webl ayout

mkdi r -p ORACLE_RUNTI ME/ donmai n_nane/ | BR_Servers/ibr2/ data/users/profiles

Access the Inbound Refinery post-installation configuration screen at the following URL for
each WCCHOST:
http://WCCHOSTN: 16250/ i br/

On the Configuration screen, you will see Inbound Refinery Instance Identifier: name.
Set the remaining configuration settings for this instance as follows.

@® Note

Each Inbound Refinery instance and associated runtime file repository directory
are unique and independent of the other instances. Use the specific directory
paths just created in this section for the corresponding configuration settings of
each instance. Inbound Refinery Instance Folder: Set this to ORACLE_RUNTI ME/
domai n_nane/ | BR_Servers/ibrN

Inbound Refinery Instance Folder: Set this to ORACLE_RUNTI ME/ donai n_name/
| BR Servers/ibrN

For example: /u01/ oracl e/ runti me/wccedg_donai n/ I BR Servers/ibrl

Native File Repository Location: Set this to ORACLE_RUNTI ME/ donai n_namne/
| BR_Servers/ibrN vaul t

For example: /u01/ oracl e/ runtime/ wccedg_donmai n/ 1 BR Servers/ibr1/vaul t

WebLayout Folder: Set this to ORACLE_RUNTI ME/ domai n_nane/ | BR_Servers/ibr N
webl ayout

For example: /u01/ oracl e/ runti me/wccedg _donai n/ | BR_Servers/i br 1/ webl ayout

User Profile Folders: Set this to ORACLE_RUNTI ME/ domai n_nane/ | BR_Servers/ibr N
data/ users/profiles

For example: / u01/ oracl e/ runti me/ wecedg_domai n/ | BR_Servers/ibr1/datal users/
profiles

Incoming Socket Connection Address Security Filter: A pipe-delimited list of
localhost and the server IP addresses:

127.0.0. 1] 0: 0: 0: 0: 0: 0: 0: 1] WOCHOST1- | P| WOCHOST2- | P| WEBHOST1- | P| WEBHOST2- | P

This setting enables access from Content Server. The values for WCCHOST1-IP and
WCCHOST2-IP should be the IP addresses of the machines with the Content Server
instance or instances that will send jobs to Inbound Refinery, not necessarily the IP
address of Inbound Refinery. (In the reference topology used in this enterprise
deployment guide, however, these IP addresses are the same.)

The Incoming Socket Connection Address Security Filter: field accepts wildcards
in the value; for example, 192.0.2.*.
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You can change this value later by setting Socket Host Addr essSecurityFilter in
the/ u02/ or acl e/ runt i me/ wccedg_donai n/ | BR_Servers/ibr N confi g/ config. cf g file
and then restarting the Inbound Refinery Managed Server.

Where N is 1 for htt p: // WCCHOST1: 16250/ i br/ and N is 2 for http://
WCCHOST2: 16250/ i br/

e Server Socket Port: Enter an unused port number, such as 5555. This value is the
number of the port for calling top-level services.

Take note of the port number because you need it later for configuring Oracle
WebCenter Content.

Changing this field value changes the | nt radocSer ver Port entry in /u01/ or acl e/
runtime/wecedg_domai n/ 1 BR_Servers/ibrN config/config.cfg

Where N is 1 for htt p: //WCCHOST1: 16250/ i br/ and N is 2 for http://
WCCHOST2: 16250/ i br/

* Server Instance Name: Specify a name for the Inbound Refinery server instance.

You can accept the default value or change it to a name that is more useful to you.
Take note of the server name because you will need it later for configuring Oracle
WebCenter Content.

You can leave all other fields on the configuration page as they are.
Click Submit, and you should get the following message:
Post-install configuration conplete. Please restart this node.

Restart the Inbound Refinery Managed Server, using the WebLogic Server Administration
Console.

Repeat the preceding steps for each Inbound Refinery instance, using different names for
the content folders.

Setting Up Content Server to Send Jobs to Inbound Refinery for Conversion

Before Oracle WebCenter Content Server can send jobs to Inbound Refinery for conversion,
you need to perform the setup tasks described in the following sections for each Inbound
Refinery Managed Server.

Creating an Outgoing Provider

Before Content Server can send files to Inbound Refinery for conversion, you must set up an
outgoing provider from Content Server to each Inbound Refinery with the Handles Inbound
Refinery Conversion Jobs option checked.

To create an outgoing provider for each Inbound Refinery instance:

1.

Log in to Content Server at the following URL:

https://WCHOST1: 16201/ cs/

Open the Administration tray or menu, then choose Providers.

In the Create a New Provider table of the Providers page, click Add in the outgoing row.
Enter the following values for the fields:

* Provider Name: Any short name with no spaces. It is a good idea to use the same
value as the Instance Name value

* Provider Description: Any text string.
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* Server Host Name: The name of the host machine where the Inbound Refinery
instance is running: WCCHOST1.

 HTTP Server Address: The address of the Inbound Refinery instance:
WCCHOST1: 16250.

* Server Port: The value of the Server Socket Port field for the Inbound Refinery
instance as specified in Configuring Inbound Refinery Settings; for example, 5555.
This is the | nt radocSer ver Port value in the Inbound Refineryconfi g. cf g file.

* Instance Name: The server instance name for Inbound Refinery as specified in
Configuring Inbound Refinery Settings. This is the | DC_Nane value in the Inbound
Refinery confi g. cf g file.

* Relative Web Root: The web root of the Inbound Refinery instance: /i br/
Under Conversion Options, check Handles Inbound Refinery Conversion Jobs.
Do not check Inbound Refinery Read Only Mode.

Click Add.

Restart the Inbound Refinery Managed Server and Oracle WebCenter Content Server
(WebCenter Content Managed Server), using the WebLogic Server Administration
Console.

Go back to the Providers page, and check that the Connection State value is good for the
provider.

If the value is not good, double-check that you entered all the preceding entries correctly,
and check that the Content Server and Inbound Refinery instances can ping each other.

Complete steps 1 through 8 for the second IBR server.

For more information about setting up providers, see "Configuring Content Server and Refinery
Communication” in Oracle Fusion Middleware Managing Oracle WebCenter Content.

Enabling Components for Inbound Refinery on Content Server

Some conversion types require helper components to be enabled on Content Server. The
InboundRefinerySupport component must always be enabled on any Content Server instance
that uses Inbound Refinery for document conversion. It is enabled by default on a new Content
Server installation.

To enable Inbound Refinery components on Content Server:

1.

Log in to Content Server at the following URL:
https://wcc. exanpl e. con cs

From the Administration tray or menu, choose Admin Server, then Component
Manager.

On the Component Manager page, select Inbound Refinery, then select components that
you want to enable under Inbound Refinery, such as XMLConverterSupport, and then
click Update.

Restart both Content Servers by restarting the WebCenter Content Managed Servers,
using Fusion Middleware Control.

Enterprise Deployment Guide for Oracle WebCenter Content

G12337-01

October 20, 2025

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 11 of 12



ORACLE Chapter 14
Validating the Configuration of the Inbound Refinery Managed Servers

Selecting File Formats To Be Converted

To tell Content Server which files to send to Inbound Refinery to be converted, you need to
select file formats.

To select file formats to be converted:
1. Log in to Content Server at the following URL:
https://wcc. exanpl e. com cs/

2. Open the Administration tray or menu, then choose Refinery Administration, and then
File Formats Wizard to open the File Formats Wizard page.

This page specifies what file formats will be sent to Inbound Refinery for conversion when
they are checked into Content Server.

3. Select the formats you want converted, such as doc, dot, docx, and dotx for Microsoft
Word documents.

4. Click Update.

You can also select file formats with the Configuration Manager, with more fine-grained control,
including file formats that the wizard does not list. See Managing File Types in Oracle Fusion
Middleware Managing Oracle WebCenter Content.

Validating the Configuration of the Inbound Refinery Managed
Servers

To ensure that the Inbound Refinery Managed Servers you have created are properly
configured, validate the configuration by logging in to Content Server and verifying that a file
with an extension recognized as valid for conversion is correctly converted.

For example, if you selected docx as a format to be converted, you can convert a Microsoft
Word document with a . docx extension to PDF format.

For information about the check-in and check-out procedures, see "Uploading Documents" and
"Checking Out and Downloading Files" in Oracle Fusion Middleware Using Oracle WebCenter
Content.

For information about the conversion process, see "Configuring Content Servers to Send Jobs
to Refineries" in Oracle Fusion Middleware Managing Oracle WebCenter Content.
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Extending the Domain to Include Capture

You need to perform certain tasks in order to extend the enterprise deployment domain with
Oracle WebCenter Enterprise Capture software.

Overview of Extending the Domain to Include Capture

Oracle WebCenter Enterprise Capture provides organizations with a single system to capture
both paper and electronic documents.

Capture supports both centralized and distributed image capture from a user-friendly web
interface capable of using high-volume, production-level scanners. Support for the industry-
standard TWAIN scanning interface enables Capture to use a wide variety of industry-leading
document imaging scanners to digitize paper content. Existing electronic document files can be
easily captured by users or automatically captured through an importing process that can
monitor an email server or network folder. Once captured, documents are organized and
indexed by applying metadata through manual or automated processes that use bar code
recognition technology. After documents are completed, they are committed into a content
management system. Capture is fully integrated with Oracle WebCenter Content to provide
organizations with one system to capture, store, manage and retrieve their mission critical
business content.

Extending the Domain for Capture

The instructions for extending the existing enterprise deployment domain with the Capture
software are detailed in this section.

Extending the domain involves the following tasks.

Starting the Configuration Wizard

Start the Configuration Wizard as the first step to extend the existing enterprise deployment
domain.

® Note

If you added any customizations directly to the start scripts in the domain, those are
overwritten by the configuration wizard. To customize server startup parameters that
apply to all servers in a domain, you can create a file called set User Overri desLat e. sh
and configure it, for example, add custom libraries to the WebLogic Server classpath,
specify Additional JAVA command line options for running the servers, or specify
additional environment variables. Any customizations you add to this file are preserved
during domain upgrade operations, and are carried over to remote servers when using
the pack and unpack commands.

To start the Configuration Wizard:
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Stop any managed servers that are modified by this domain extension. Managed Servers
that are not effected can remain on-line.

For any managed servers to be modified, verify that the managed server shutdown has
completed.

Stop the Administration Server once all managed servers are in a steady state.
Navigate to the following directory and start the WebLogic Server Configuration Wizard.

cd $ORACLE_HOWE or acl e_conmmon/ common/ bi n
.Iconfig.sh

Navigating the Configuration Wizard Screens to Extend the Domain

Follow the instructions in the following sections to create and configure the domain for the
topology with static clusters.

Extending the Domain with Static Clusters

Follow the instructions in this section to create and configure the domain for the topology with
static clusters.

@® Note

You can use the same procedure described in this section to extend an existing
domain with static clusters. If your needs do not match the instructions given in the
procedure, be sure to make your selections accordingly, or refer to the supporting
documentation for additional details.

Domain creation and configuration includes the following tasks:

Task 1, Selecting the Domain Type and Domain Home Location

Task 2, Selecting the Configuration Template

Task 3, Specifying the Database Configuration Type

Task 4, Specifying JDBC Component Schema Information

Task 5, Providing the GridLink Oracle RAC Database Connection Details
Task 6, Testing the JDBC Connections

Task 7, Selecting Advanced Configuration

Task 8, Configuring Managed Servers

Task 9, Configuring a Cluster

Task 10, Assigning Server Templates

Task 11, Configuring Dynamic Servers

Task 12, Assigning Managed Servers to the Cluster

Task 13, Configuring Coherence Clusters

Task 14, Verifying the Existing Machines

Task 15, Assigning Servers to Machines

Task 16, Reviewing Your Configuration Specifications and Configuring the Domain
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e Task 17, Writing Down Your Domain Home and Administration Server URL

* Task 18, Start the Administration Server

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Update an existing domain.

In the Domain Location field, select the value of the ASERVER_HOME variable, which represents
the complete path to the Administration Server domain home you created in Creating the
Initial Infrastructure Domain for an Enterprise Deployment and while extending the domain
with WebCenter Content, SOA and Inbound Refinery.

For more information about the directory location variables, see File System and Directory
Variables Used in This Guide.

© Tip
More information about the other options on this screen can be found in Configuration
Type in Creating WebLogic Domains Using the Configuration Wizard.

Task 2 Selecting the Configuration Template
On the Templates screen, make sure Update Domain Using Product Templates is selected,
then select the following templates:

« Oracle WebCenter Enterprise Capture - [wccapture]

In addition, the following additional templates should already be selected, because they
were used to create the initial domain. These templates are not required to run Capture.
They are already selected as part of the enterprise deployment configuration.

— Oracle Universal Content Management - Content Server - [wccontent]

— Oracle SOA Suite - [soa]

— Oracle Universal Content Management - Inbound Refinery - [wccontent]
— Oracle Enterprise Manager - [em]

— Oracle WSM Policy Manager - [oracle_common]

— Oracle JRF - [oracle_common]

— WebLogic Coherence Cluster Extension - [wiserver]

@ Tip
More information about the options on this screen can be found in Templates in
Creating WebLogic Domains Using the Configuration Wizard.

Task 3 Specifying the Database Configuration Type

On the Database Configuration Type screen, select RCU Data.

All fields are pre-populated, because you already configured the domain to reference the
Fusion Middleware schemas that are required for the Infrastructure domain.

Verify and ensure that credentials in all the fields are the same that you have provided while
configuring Oracle Fusion Middleware Infrastructure.

Click Get RCU Configuration after you finish verifying the database connection information.
The following output in the Connection Result Log indicates that the operating succeeded:

Connecting to the database server... X
Retrieving schena data from database server... XX
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Bi nding | ocal schema conponents with retrieved data... K

Successful Iy Done.

@ Tip
For more information about the RCU Data option, see Understanding the Service
Table Schema in Creating Schemas with the Repository Creation Ultility .

For more information about the other options on this screen, see Datasource Defaults
in Creating WebLogic Domains Using the Configuration Wizard.

Task 4 Specifying JDBC Component Schema Information
Click Convert to GridLink and click Next.

Task 5 Providing the GridLink Oracle RAC Database Connection Details
On the GridLink Oracle RAC Component Schema screen, perform the following tasks.
1. Select the SCAN check box.

2. Inthe Host Name field, enter the Single Client Access Name (SCAN) Address for the
Oracle RAC database.

3. Inthe SCAN Port field, enter the SCAN listening port for the database (for example,
1521).

4. Inthe ONS Host and ONS Port fields, these values are not required when you are using
an Oracle 12c database or later versions because the ONS list is automatically provided
from the database to the driver.

5. Inthe ONS Port field, enter the ONS Remote port (for example, 6200).

6. Inthe Enable Fan field, verify that the Enable Fan checkbox is selected, so that the
database can receive and process FAN events

Click Next.

Task 6 Testing the JDBC Connections
Click Next to continue.

Task 7 Selecting Advanced Configuration
To complete domain configuration for the topology, select the following options on the
Advanced Configuration screen:

*  Topology

¢ File Store

Task 8 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server appears in the list of servers.
Perform the following tasks to modify the default Managed Server and create a second
Managed Server:

1. Rename the default Managed Server to WS _CPT1.
2. Click Add to create a new Managed Server and name it W.S_CPT2.
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@ Tip
The server names recommended here will be used throughout this document; if
you choose different names, be sure to replace them as needed.

3. Use the information in the following table to fill in the rest of the columns for each Capture
Managed Server.

@ Tip
More information about the options on the Managed Server screen can be found in
Managed Servers in Creating WebLogic Domains Using the Configuration Wizard.

Server Name Listen Address Listen Port Enable SSL SSL Listen Administration Server Groups
Port Port

WLS_CPT1 WCCHOST1 Disabled No 16401 9008 JRF-MAN-SVR
CAPTURE-
MGD-SVR

WLS_CPT2 WCCHOST2 Disabled No 16401 9008 JRF-MAN-SVR
CAPTURE-
MGD-SVR

Task 9 Configuring a Cluster

In this task, you create a cluster of Managed Servers to which you can target the Capture
software.

You will also set the Frontend Host property for the cluster, which ensures that, when
necessary, WebLogic Server will redirect Web services callbacks and other redirects to
wece. exanpl e. comon the load balancer rather than the address in the HOST header of each
request.

For more information about the wecc. exanpl e. comvirtual server address, see Configuring
Virtual Hosts on the Hardware Load Balancer.

Use the Clusters screen to create a new cluster:

1. Click the Add button.
2. Specify CPT_C ust er in the Cluster Name field.

3. From the Dynamic Server Groups drop-down list, select Unspeci fi ed.

@® Note

By default, server instances in a cluster communicate with one another using unicast.
If you want to change your cluster communications to use multicast, refer to
"Considerations for Choosing Unicast or Multicast" in Administering Clusters for
Oracle WebLogic Server.
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@ Tip
More information about the options on this screen can be found in Clusters in
Creating WebLogic Domains Using the Configuration Wizard.

Task 10 Assigning Server Templates
Click Next to proceed to the next screen.

Task 11 Configuring Dynamic Servers
Verify that all dynamic server options are disabled for clusters that are to remain as static
clusters.

1. Confirm that the Dynamic Cluster, Calculated Listen Port, and Calculated Machine
Names checkboxes on this screen are unchecked.

2. Confirm the Server Template selection is Unspecified.
3. Click Next.

Task 12 Assighing Managed Servers to the Cluster
Use the Assign Servers to Clusters screen to assign WS _CPT1 and W.S_CPT2 to the new
cluster, CPT_C uster:

1. Inthe Clusters pane, select the cluster to which you want to assign the servers; in this
case, CPT_C uster.

2. Inthe Servers pane, assign W.S_CPT1 to CPT_C ust er by doing one of the following:

e Click the W.S_CPT1 Managed Server once to select it, then click on the right arrow to
move it beneath the selected cluster in the Clusters pane.

e Double-click W.S_CPT1 to move it beneath the selected cluster in the clusters pane.

3. Repeatto assign WS CPT2 to CPT_Cl uster.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Clusters in Creating WebLogic Domains Using the Configuration Wizard.

Task 13 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is automatically
added to the domain. Leave the port number value at 9991, as it was defined during the initial
Infrastructure domain creation. Oracle Enterprise Capture does not use Coherence Clusters.
This step is a part of the domain extension process.

@® Note

For Coherence licensing information, refer to Oracle Coherence in Oracle Fusion
Middleware Licensing Information.

Task 14 Verifying the Existing Machines

Under the Unix Machine tab, verify the names of the machines you created when creating the
initial Infrastructure domain.

Click Next to proceed.
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Task 15 Assighing Servers to Machines

Use the Assign Servers to Machines screen to assign the Capture Managed Servers you just
created to the corresponding machines in the domain.

Assign W.S_CPT1 to WCCHOST1, and assign W.S_CPT2 to WCCHOST2.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Machines in Creating WebLogic Domains Using the Configuration Wizard.

Task 16 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information for the
domain you are about to create. Review the details of each item on the screen and verify that
the information is correct.

You can go back to any previous screen if you need to make any changes, either by using the
Back button or by selecting the screen in the navigation pane.

Domain creation will not begin until you click Update.

@ Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 17 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen will show the following items about the domain you just
configured:

 Domain Location
*  Administration Server URL

You must make a note of both items as you will need them later; the domain location is
needed to access the scripts used to start the Node Manager and Administration Server, and
the URL is needed to access the Administration Server.

Click Finish to dismiss the Configuration Wizard.

Task 18 Start the Administration Server
Start the Administration Server to ensure the changes you have made to the domain have
been applied.

Update the WebLogic Servers Security Settings

This section contains information about WebLogic Servers security settings.

Follow the steps described in Updating the WebLogic Servers Security Settings and update
SSL settings for the WLS_WCCUI1 and WLS_WCCUI2 servers.
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Propagating the Domain Configuration to WLS CPT1 and

WLS_CPT?2

You need to perform the following steps in order to propagate the domain configuration to the
Capture Managed Servers.

To propagate the start scripts and classpath configuration from the Administration Server's
domain directory to the Managed Server domain directory:

1.

Create a copy of the Managed Server domain directory and the Managed Server
appl i cati ons directory.

Run the following pack command on WCCHOST1 to create a template pack:

cd ORACLE_COMMON_HOVE/ common/ bi n

.I'pack. sh -managed=true -domai n=ASERVER_HOME -t enpl at e=edgdomai nt enpl at eExt CPT. j ar -
t enpl at e_name=edgdomai n_t enpl at eCPT

Run the following unpack command on WCCHOST1 to propagate the template created in
the preceding step to the WLS_CPT1 domain directory:

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eExt CPT. j ar -
app_di r =APPLI CATI ON_HOME -overwrite_domai n=true

Run the following command on WCCHOST1 to copy the template pack created in step 1 to
WCCHOST2:

scp edgdomai nt enpl at eCPT. j ar or acl e@\CCHOST2: ORACLE_COMMON_HOVE/ common/ bi n

Run the unpack command on WCCHOST?2 to unpack the propagated template to the
WLS_CPT2 domain directory.

cd ORACLE_COMMON_HOVE/ common/ bi n

. lunpack. sh -donai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eExt CPT. jar -
app_di r=APPL| CATI ON_HOME - overwrite_domai n=true

Restart the Administration Server to make these changes take effect, stopping it with the
nnKi | I command, or with the WebLogic Remote Console, and then starting it with the
nnit art command. Before the restart, stop all Managed Servers in the domain through
the WebLogic Remote Console, and then start them after the restart. Log in to the
WebLogic Remote Console using the credentials for the webl ogi ¢ user.

Configuring Oracle HTTP Server for the Capture Cluster

To enable Oracle HTTP Server to route to CPT_Cluster, which contains the WLS_CPT1 and
WLS_CPT2 Managed Servers, you must set the WebLogi cCl ust er parameter to the list of
nodes in the cluster.

This section includes the following topics.

Configuring Oracle HTTP Server for the WLS _CPT Managed Servers

To configure Oracle HTTP Server for the WLS_CPT Managed Servers:
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For each of the web servers on WEBHOST1 and WEBHOST?2, add the following lines to
the ORACLE | NSTANCE/ confi g/ OHS/ ohs1/ nodul econf/wec_vh. conf and
ORACLE_| NSTANCE/ conf i g/ OHS/ ohs2/ nodul econf/wecc_vh. conf files:

#DC- Consol e
<Location /dc-consol e>
WebLogi cC ust er WCCHOST1: 16401, WCCHOST2: 16401
W.SRequest ON
WL.Cooki eNane JSESSI ONI D
W.ProxySSL ON
WLPr oxySSLPassThrough ON
</ Locati on>

#DC-d i ent
<Location /dc-client>
WebLogi cC ust er WCCHOST1: 16401, WCCHOST2: 16401
W.SRequest ON
WL.Cooki eNane JSESSI ONI D
W.ProxySSL ON
WLPr oxySSLPassThrough ON
</ Locati on>

Restart Oracle HTTP Server on both WEBHOST1 and WEBHOST2:

Setting the Front-End HTTP Host and Port for the Capture Cluster

To set the front-end HTTP host and port for the Capture cluster:

8.
9.

N o g & w dh PR

Log in to the WebLogic Server Administration Console.

Go to the Change Center section and click Lock & Edit.

Expand the Environment node in the Domain Structure tree on the left.
Click Clusters.

On the Summary of Clusters page, select CPT_Cluster.

Open the HTTP tab.

Set the following values:

e Frontend Host: wcc. exanpl e. com

*  Frontend HTTPS Port: 443

Click Save.

Click Activate Changes in the Change Center section of the Administration Console.

10. Restart the servers to make the front-end host directive in the cluster take effect.

Validating Access Through the Load Balancer

Verify URLSs to ensure that appropriate routing and failover is working from the HTTP Server to
CPT_Cluster. To verify the URLSs:

1.
2.

While WLS_CPT2 is running, stop WLS_CPT1 from the WebLogic Remote Console.

Access htt ps://wcc. exanpl e. conf dc- consol e to verify that it is functioning
properly. (You will not be able to retrieve reports or data because the Capture server is
down.)
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3. Start WLS_CPT1 from the WebLogic Remote Console.
4. Stop WLS_CPT2 from the WebLogic Remote Console.

5. Accesshttps://wec. exanpl e. conf dc- consol e to verify that it is functioning
properly.
6. Start WLS_CPT2 from the WebLogic Remote Console.
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Extending the Domain to Include Imaging

You need to perform certain tasks in order to extend the enterprise deployment domain with
Oracle WebCenter Enterprise Imaging software.

Overview of Extending the Domain to Include Imaging

Oracle WebCenter Enterprise Imaging provides organizations with a single system to capture
both paper and electronic documents.

Oracle WebCenter Content: Imaging provides organizations with a scalable solution upon
which to develop process-oriented imaging applications and image-enablement solutions for
enterprise applications. It enables image capture through Oracle WebCenter Capture,
annotation and markup of images, routing and approval automation, and support for high-
volume applications for billions of items. With Imaging, organizations can quickly integrate their
content and processes directly with Oracle enterprise applications, such as Oracle E-Business
Suite, PeopleSoft Enterprise, and JD Edwards EnterpriseOne. Users bene fit by having a
single source for all transaction-based content, eliminating the need for double entry.

Extending the Domain for Imaging

The instructions for extending the existing enterprise deployment domain with the Imaging
software are detailed in this section.

Extending the domain involves the following tasks.

Navigating the Configuration Wizard Screens to Extend the
Domain

Follow the instructions in the following sections to create and configure the domain for the
topology with static clusters.

Extending the Domain with Static Clusters

Follow the instructions in this section to create and configure the domain for the topology with
static clusters.

@® Note

You can use the same procedure described in this section to extend an existing
domain with static clusters. If your needs do not match the instructions given in the
procedure, be sure to make your selections accordingly, or refer to the supporting
documentation for additional details.
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Domain creation and configuration includes the following tasks:

e Task 1, Selecting the Domain Type and Domain Home Location

e Task 2, Selecting the Configuration Template

* Task 3, Specifying the Database Configuration Type

* Task 4, Specifying JDBC Component Schema Information

e Task 5, Providing the GridLink Oracle RAC Database Connection Details

* Task 6, Testing the JDBC Connections

» Task 7, Selecting Advanced Configuration

e Task 8, Configuring Managed Servers

e Task 9, Configuring a Cluster

e Task 10, Assigning Server Templates

e Task 11, Configuring Dynamic Servers

* Task 12, Assigning Managed Servers to the Cluster

e Task 13, Configuring Coherence Clusters

e Task 14, Verifying the Existing Machines

e Task 15, Assigning Servers to Machines

* Task 16, Reviewing Your Configuration Specifications and Configuring the Domain

e Task 17, Writing Down Your Domain Home and Administration Server URL

e Task 18, Start the Administration Server

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Update an existing domain.

In the Domain Location field, select the value of the ASERVER _HOME variable, which represents
the complete path to the Administration Server domain home you created in Creating the
Initial Infrastructure Domain for an Enterprise Deployment and while extending the domain
with WebCenter Content, SOA, and Inbound Refinery.

For more information about the directory location variables, see File System and Directory
Variables Used in This Guide.

@ Tip
For more information about the other options on this screen can be found in
Configuration Type in Creating WebLogic Domains Using the Configuration Wizard.

Task 2 Selecting the Configuration Template
On the Templates screen, make sure Update Domain Using Product Templates is selected,
then select the following templates:

* Oracle WebCenter Content: Imaging - [wccontent]

* In addition, the following additional templates should already be selected, because they
were used to create the initial domain. These templates are not required to run Imaging.
They are already selected as part of the enterprise deployment configuration.
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— Oracle Universal Content Management - Content Server - [wccontent]

— Oracle SOA Suite - [soa]

— Oracle Universal Content Management - Inbound Refinery - [wccontent]
— Oracle Enterprise Manager - [em]

— Oracle WSM Policy Manager - [oracle_common]

— Oracle JRF - [oracle_common]

— WebLogic Coherence Cluster Extension - [wiserver]

@ Tip
For more information about the options on this screen can be found in Templates in
Creating WebLogic Domains Using the Configuration Wizard.

Task 3 Providing the GridLink DS Oracle RAC Database Connection Details
On the GridLink Oracle RAC Component Schema screen, perform the following tasks.

1. Select the SCAN check box.

2. Inthe Host Name field, enter the Single Client Access Name (SCAN) Address for the
Oracle RAC database.

3. Inthe SCAN Port field, enter the SCAN listening port for the database (for example,
1521).

4. Inthe ONS Host field, enter the SCAN address for the Oracle RAC database.
5. Inthe ONS Port field, enter the ONS Remote port (for example, 6200).
6. Click Next.

Task 4 Testing the JDBC DS Connections
Click Next to continue.

Task 5 Specifying the Database Configuration Type

On the Database Configuration Type screen, select RCU Data.

All fields are pre-populated, because you already configured the domain to reference the
Fusion Middleware schemas that are required for the imaging domain.

Verify and ensure that credentials in all the fields are the same that you have provided while
configuring Oracle Fusion Middleware Infrastructure.

Click Get RCU Configuration after you finish verifying the database connection information.
The following output in the Connection Result Log indicates that the operating succeeded:

Connecting to the database server... X
Retrieving schena data from database server... XK
Bi nding | ocal schema conponents with retrieved data...K

Successful |y Done.
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@ Tip
For more information about the RCU Data option, see Understanding the Service
Table Schema in Creating Schemas with the Repository Creation Ultility .

For more information about the other options on this screen, see Datasource Defaults
in Creating WebLogic Domains Using the Configuration Wizard.

Task 6 Specifying JDBC Component Schema Information
Click Convert to GridLink and click Next.

Task 7 Providing the GridLink Oracle RAC Database Connection Details
On the GridLink Oracle RAC Component Schema screen, perform the following tasks.
1. Select the SCAN check box.

2. Inthe Host Name field, enter the Single Client Access Name (SCAN) Address for the
Oracle RAC database.

3. Inthe SCAN Port field, enter the SCAN listening port for the database (for example,
1521).

4. Inthe ONS Host field, enter the SCAN address for the Oracle RAC database.
5. Inthe ONS Port field, enter the ONS Remote port (for example, 6200).
6. Click Next.

Task 8 Testing the JDBC Connections
Click Next to continue.

Task 9 Selecting Advanced Configuration
To complete domain configuration for the topology, select the following options on the
Advanced Configuration screen:

* Topology

* File Store

Task 10 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server appears in the list of servers.

Perform the following tasks to modify the default Managed Server and create a second
Managed Server:

1. Rename the default Managed Server to W.S_| PML.
2. Click Add to create a new Managed Server and name it W.S_| PM2.

@ Tip
The server names recommended here will be used throughout this document. If
you choose different names, be sure to replace them as needed.

3. Use the information in the following table to fill in the rest of the columns for each Imaging
Managed Server.
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@ Tip
For more information about the options on the Managed Server screen can be found
in Managed Servers in Creating WebLogic Domains Using the Configuration Wizard.

Server Name  Listen Address Listen Port Enable SSL SSL Listen Administration Server Groups
Port Port

WLS_IPM1 WCCHOST1  Disabled No 16001 9009 IPM-MGD-SVR

WLS_IPM2 WCCHOST2  Disabled No 16001 9009 IPM-MGD-SVR

Task 11 Configuring a Cluster

In this task, you create a cluster of Managed Servers to which you can target the Imaging
software.

You will also set the Frontend Host property for the cluster, which ensures that, when
necessary, WebLogic Server will redirect Web services callbacks and other redirects to
wece. exanpl e. comon the load balancer rather than the address in the HOST header of each
request.

For more information about the wecc. exanpl e. comvirtual server address, see Configuring
Virtual Hosts on the Hardware Load Balancer.

Use the Clusters screen to create a new cluster:

1. Click the Add button.
2. Specify | PM O ust er in the Cluster Name field.

3. From the Dynamic Server Groups drop-down list, select Unspeci fi ed.

@® Note

By default, server instances in a cluster communicate with one another using unicast.
If you want to change your cluster communications to use multicast, refer to
Considerations for Choosing Unicast or Multicast in Administering Clusters for Oracle
WebLogic Server.

@ Tip
For more information about the options on this screen can be found in Clusters in
Creating WebLogic Domains Using the Configuration Wizard.

Task 12 Assigning Server Templates
Click Next to proceed to the next screen.

Task 13 Configuring Dynamic Servers
Verify that all dynamic server options are disabled for clusters that are to remain as static
clusters.

1. Confirm that the Dynamic Cluster, Calculated Listen Port, and Calculated Machine
Names checkboxes on this screen are unchecked.

2. Confirm the Server Template selection is Unspecified.

3. Click Next.
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Task 14 Assigning Managed Servers to the Cluster
Use the Assign Servers to Clusters screen to assign W.S_| PML and W.S | PM2 to the new
cluster, | PM d uster:

1. Inthe Clusters pane, select the cluster to which you want to assign the servers; in this
case, | PM O uster.

2. Inthe Servers pane, assign W.S | PML to | PM O ust er by doing one of the following:

e Click the W.S_| PML Managed Server once to select it, then click on the right arrow to
move it beneath the selected cluster in the Clusters pane.

*  Double-click WS_I PML to move it beneath the selected cluster in the clusters pane.

3. Repeatto assign WS |PM2to | PM Cl uster.

@ Tip
For more information about the options on this screen can be found in Assign Servers
to Clusters in Creating WebLogic Domains Using the Configuration Wizard.

Task 15 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is automatically
added to the domain. Leave the port number value at 0, as it was defined during the initial
Infrastructure domain creation. Oracle Enterprise Imaging does not use Coherence Clusters.
This step is a part of the domain extension process.

@® Note

For Coherence licensing information, refer to Oracle Coherence in Oracle Fusion
Middleware Licensing Information.

Task 16 Verifying the Existing Machines

Under the Unix Machine tab, verify the names of the machines you created when creating the
initial Infrastructure domain.

Click Next to proceed.

Task 17 Assigning Servers to Machines

Use the Assign Servers to Machines screen to assign the Imaging Managed Servers you just
created to the corresponding machines in the domain.

Assign W.S | PML to WCCHOST1, and assign W.S_| PM2 to WCCHOST2.

© Tip
For more information about the options on this screen can be found in Assign Servers
to Machines in Creating WebLogic Domains Using the Configuration Wizard.

Task 18 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information for the
domain you are about to create. Review the details of each item on the screen and verify that
the information is correct.

You can go back to any previous screen if you need to make any changes, either by using the
Back button or by selecting the screen in the navigation pane.

Domain creation will not begin until you click Update.
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@ Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 19 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen will show the following items about the domain you just
configured:

¢« Domain Location
¢ Administration Server URL

You must make a note of both items as you will need them later; the domain location is
needed to access the scripts used to start the Node Manager and Administration Server, and
the URL is needed to access the Administration Server.

Click Finish to dismiss the Configuration Wizard.

Task 20 Start the Administration Server
Start the Administration Server to ensure the changes you have made to the domain have
been applied.

Update the WebLogic Servers Security Settings

This section contains information about WebLogic Servers security settings.

Follow the steps described in Updating the WebLogic Servers Security Settings and update
SSL settings for the WLS_WCCUI1 and WLS_WCCUI2 servers.

Propagating the Domain Configuration to WLS IPM1 and
WLS_IPM2

You need to perform the following steps in order to propagate the domain configuration to the
Imaging Managed Servers.

To propagate the start scripts and classpath configuration from the Administration Server's
domain directory to the Managed Server domain directory:

1. Create a copy of the Managed Server domain directory and the Managed Server
appl i cati ons directory.

2. Run the following pack command on WCCHOST1 to create a template pack:

cd ORACLE_COWMON_HOME/ conmon/ bi n

. I pack. sh -nmanaged=true -domai n=ASERVER HOME -t enpl at e=edgdomnai nt enpl at eExt I PM jar -
t enpl at e_name=edgdomai n_t enpl at el PM

3. Run the following unpack command on WCCHOST1 to propagate the template created in
the preceding step to the WLS_IPM1 domain directory:

cd ORACLE_COMMON_HOVE/ common/ bi n

. lunpack. sh -donai n=MSERVER_HOME -t enpl at e=edgdomnai nt enpl at eExt | PM jar -
app_di r=APPL| CATI ON_HOME - overwrite_domai n=true

4. Run the following command on WCCHOST1 to copy the template pack created in step 1 to
WCCHOST2:

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01 October 20, 2025
Copyright © 2018, 2025, Oracle and/or its affiliates. Page 7 of 9



ORACLE’

Chapter 16
Configuring Oracle HTTP Server for the Imaging Cluster

scp edgdomai ntenpl atel PM jar oracl e@\CCHOST2: ORACLE_COMMON_HOVE/ common/ bi n

Run the unpack command on WCCHOST? to unpack the propagated template to the
WLS_IPM2 domain directory.

cd ORACLE_COMMON_HOVE/ common/ bi n

. lunpack. sh - donmai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eExt | PM jar -
app_di r=APPLI CATI ON_HOME - overwrite_domai n=true

Restart the Administration Server to make these changes take effect, stopping it with the
nnKi | I command, or with the Administration Console, and then starting it with the

nit art command. Before the restart, stop all Managed Servers in the domain through
the Administration Console, and then start them after the restart. Log in to the
Administration Console using the credentials for the webl ogi ¢ user.

Configuring Oracle HTTP Server for the Imaging Cluster

To enable Oracle HTTP Server to route to | PM C ust er, which contains the W.S | PML and
WS | PM2 Managed Servers, you must set the WebLogi cC ust er parameter to the list of
nodes in the cluster.

This section includes the following topics.

Configuring Oracle HTTP Server for the WLS_IPM Managed Servers

To configure Oracle HTTP Server for the WLS_IPM Managed Servers:

1.

For each of the web servers on WEBHOST1 and WEBHOST?2, add the following lines to
the ORACLE | NSTANCE/ confi g/ OHS/ ohs1/ nmodul econf/wecc_vh. conf and
ORACLE | NSTANCE/ conf i g/ OHS/ ohs2/ nodul econf/wecc_vh. conf files:

#l magi ng
<Location /i nagi ng>
WebLogi ¢ ust er WCCHOSTL: 16001, WCCHOST2: 16001
W.SRequest ON
W.Cooki eNanme JSESSI ONI D
WLPr oxySSL ON
WLPr oxySSLPassThr ough ON
</ Location>

@® Note

If AXF webservices are used, then you have to add the following lines to the
wee_vh. conf file:

#AXF \\ebservi ces
<Location /axf-ws>
WebLogi cC ust er WCCHOST1: 16001, WCCHOST2: 16001
W.SRequest ON
W.Cooki eNane JSESSI ONI D
W.ProxySSL ON
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W.Pr oxySSLPassThr ough ON
</ Locati on>

Restart Oracle HTTP Server on both WEBHOST1 and WEBHOST2:
For WEBHOST1, use ohs1 (where n=1) and for WEBHOST2, use ohs2 (where n=2).

Setting the Front-End HTTP Host and Port for the Imaging Cluster

To set the front-end HTTP host and port for the Imaging cluster:

8.
9.

N o g M e d PR

Log in to the WebLogic Server Administration Console.

Go to the Change Center section and click Lock & Edit.

Expand the Environment node in the Domain Structure tree on the left.
Click Clusters.

On the Summary of Clusters page, select IPM_Cluster.

Open the HTTP tab.

Set the following values:

*  Frontend Host: wcc. exanpl e. com

*  Frontend HTTPS Port: 443

Click Save.

Click Activate Changes in the Change Center section of the Administration Console.

10. Restart the servers to make the front-end host directive in the cluster take effect.

Validating Access Through the Load Balancer

Verify URLSs to ensure that appropriate routing and failover is working from the HTTP Server to
IPM_Cluster. To verify the URLSs:

1.

© o &> »

While WLS_IPM2 is running, stop WLS_IPM1 from the WebLogic Server Administration
Console.

Access htt ps: //wcc. exanpl e. com i magi ng to verify that it is functioning properly.
(YYou will not be able to retrieve reports or data because the Imaging server is down.)

Start WLS_IPM1 from the WebLogic Server Administration Console.
Stop WLS_IPM2 from the WebLogic Server Administration Console.
Access htt ps://wcc. exanpl e. cont i magi ng to verify that it is functioning properly.

Start WLS_IPM2 from the WebLogic Server Administration Console.
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Extending the Domain to Include WebCenter
Content User Interface

You need to perform certain tasks in order to extend the enterprise deployment domain to
include Oracle WebCenter Content User Interface software.

This chapter provides information on modifying system-level setting through MBeans and
configuring http server with the WebCenter Content user interface cluster.

Extending the Domain for WebCenter Content User Interface

The instructions for extending the existing enterprise deployment domain with the Oracle
WebCenter Content user interface software are detailed in this section.

Extending the domain involves the following tasks.

Starting the Configuration Wizard

Start the Configuration Wizard as the first step to extend the existing enterprise deployment
domain.

@ Note

If you added any customizations directly to the start scripts in the domain, those are
overwritten by the configuration wizard. To customize server startup parameters that
apply to all servers in a domain, you can create a file called set User Overri desLat e. sh
and configure it, for example, add custom libraries to the WebLogic Server classpath,
specify Additional JAVA command line options for running the servers, or specify
additional environment variables. Any customizations you add to this file are preserved
during domain upgrade operations, and are carried over to remote servers when using
the pack and unpack commands.

To start the Configuration Wizard:

1. Stop any managed servers that are modified by this domain extension. Managed Servers
that are not effected can remain on-line.

2. For any managed servers to be modified, verify that the managed server shutdown has
completed.

3. Stop the Administration Server once all managed servers are in a steady state.

4. Navigate to the following directory and start the WebLogic Server Configuration Wizard.

cd $ORACLE_HOME/ or acl e_comron/ comon/ bi n
.lconfig.sh
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Navigating the Configuration Wizard Screens to Extend the Domain

Follow the instructions in the following sections to create and configure the domain for the
topology with static clusters.

Extending the Domain with Static Clusters

Follow the instructions in this section to create and configure the domain for the topology.

® Note

You can use the same procedure described in this section to extend an existing
domain. If your needs do not match the instructions given in the procedure, be sure to
make your selections accordingly, or refer to the supporting documentation for
additional details.

Domain creation and configuration includes the following tasks:

 Task 1, Selecting the Domain Type and Domain Home Location

* Task 2, Selecting the Configuration Template

e Task 3, Specifying JDBC Data Sources Information

e Task 5, Providing the GridLink Oracle RAC Data Sources Details

* Task 6, Testing the JDBC Data Sources

* Task 7, Providing the GridLink Oracle RAC Component Schema Details

e Task 8, Testing the JIDBC Component Schema

* Task 9, Specifying Credentials for wccadfConnectUser

 Task 10, Selecting Advanced Configuration

 Task 11, Configuring Managed Servers

e Task 12, Configuring a Cluster

* Task 13, Assigning Server Templates

e Task 14, Configuring Dynamic Servers

 Task 15, Assigning Managed Servers to the Cluster

 Task 16, Configuring Coherence Clusters

e Task 17, Verifying the Existing Machines

 Task 18, Assigning Servers to Machines

* Task 19, Configuring Virtual Targets

*  Task 20, Configuring Partitions

 Task 21, Reviewing Configuration Summary

 Task 22, Reviewing Configuration Progress

e Task 23, Reviewing Your Configuration Specifications and Configuring the Domain

e Task 24, Writing Down Your Domain Home and Administration Server URL
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* Task 25, Start the Administration Server

Task 1 Selecting the Domain Type and Domain Home Location

On the Configuration Type screen, select Update an existing domain.

In the Domain Location field, select the value of the ASERVER_HOME variable, which represents
the complete path to the Administration Server domain home you created in Creating the
Initial Infrastructure Domain for an Enterprise Deployment.

For more information about the directory location variables, see File System and Directory
Variables Used in This Guide.

© Tip
More information about the other options on this screen can be found in Configuration
Type in Creating WebLogic Domains Using the Configuration Wizard.

Task 2 Selecting the Configuration Template
On the Templates screen, make sure Update Domain Using Product Templates is selected,
then select the following templates:

¢ Oracle WebCenter Content - Web Ul - [wccontent]

In addition, the following additional templates should already be selected, because they
were used to create the initial domain:

— Oracle Universal Content Management - Content Server - [wccontent]

— Oracle SOA Suite - [soa]

— Oracle Universal Content Management - Inbound Refinery - [wccontent]
— Oracle WebCenter Enterprise Capture - [wccapture]

— Oracle Enterprise Manager - [em]

— Oracle WSM Policy Manager - [oracle_common]

— Oracle JRF - [oracle_common]

— WebLogic Coherence Cluster Extension - [wiserver]

@ Tip
More information about the options on this screen can be found in Templates in
Creating WebLogic Domains Using the Configuration Wizard.

Task 3 Specifying JDBC Data Sources Information
Click Convert to GridLink, update the required database details, and then click Next.

Task 4 Specifying the Frontend Host
Specify wec. exanpl e. comin the Frontend Host field.
Specify 0 as the Frontend HTTP Port and 443 as the Frontend HTTPS port.
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@® Note

By default, server instances in a cluster communicate with one another by using
unicast. If you want to change your cluster communications to use multicast, refer to
Considerations for Choosing Unicast or Multicast in Administering Clusters for Oracle
WebL ogic Server.

Task 5 Providing the GridLink Oracle RAC Data Sources Details
On the GridLink Oracle RAC Data Sources screen, perform the following tasks.
In the SCAN, Host Name, and Port section:

1. Select the SCAN check box.

2. Inthe Host Name field, enter the Single Client Access Name (SCAN) Address for the
Oracle RAC database.

3. Inthe Port field, enter the SCAN listening port for the database (for example, 1521).

In the ONS Host and Port section: These values are not required when you are using an
Oracle 12c database or later versions because the ONS list is automatically provided from the
database to the driver.

Click Next.

Task 6 Testing the JDBC Data Sources
Click Next to continue.

Task 7 Providing the GridLink Oracle RAC Component Schema Details
Click Next to continue.

Task 8 Testing the JDBC Component Schema
Click Next to continue.

Task 9 Specifying Credentials for wccadfConnectUser
On the Credentials screen, enter the WebLogic user name(not webl ogi ¢_wcc) and password.
Click Next to continue.

Task 10 Selecting Advanced Configuration

To complete domain configuration for the topology, select the following options on the
Advanced Configuration screen:

Topology

Task 11 Configuring Managed Servers

On the Managed Servers screen, a new Managed Server appears in the list of servers.
Perform the following tasks to modify the default Managed Server and create a second
Managed Server:

1. Rename the default Managed Server to W.S_WCCUI 1.
2. Click Add to create a new Managed Server and name it W.S_WCCUI 2.

@ Tip
The server names recommended here will be used throughout this document; if
you choose different names, be sure to replace them as needed.
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3. Use the following table to fill in the rest of the columns for each Oracle WebCenter
Content user interface Managed Server.

@ Tip
More information about the options on the Managed Server screen can be found in
Managed Servers in Creating WebLogic Domains Using the Configuration Wizard.

Server Name Listen Listen Enable SSL Administr Server Groups
Address Port SSL Listen ation Port
Port
WLS_WCCUI1 WCCHOS Disabled No 16226 9004 UCM-ADF-MGD-SVR
T1
WLS_WCCUI2 WCCHOS Disabled No 16226 9004 UCM-ADF-MGD-SVR
T2

Task 12 Configuring a Cluster

In this task, you create a cluster of Managed Servers to which you can target the Oracle
WebCenter Content software.

You will also set the Frontend Host property for the cluster, which ensures that, when
necessary, WebLogic Server will redirect Web services callbacks and other redirects to
wece. exanpl e. comon the load balancer rather than the address in the HOST header of each
request.

For more information about the wecc. exanpl e. comvirtual server address, see Configuring
Virtual Hosts on the Hardware Load Balancer.

Use the Clusters screen to create a new cluster:

1. Click the Add button.
2. Specify WCCUI _C ust er in the Cluster Name field.

3. From the Dynamic Server Groups drop-down list, select Unspeci fi ed.

@® Note

By default, server instances in a cluster communicate with one another using unicast.
If you want to change your cluster communications to use multicast, refer to
"Considerations for Choosing Unicast or Multicast" in Administering Clusters for
Oracle WebLogic Server.

@ Tip
More information about the options on this screen can be found in Clusters in
Creating WebLogic Domains Using the Configuration Wizard.

Task 13 Assigning Server Templates
Click Next to proceed to the next screen.

Task 14 Configuring Dynamic Servers
Verify that all dynamic server options are disabled for clusters that are to remain as static
clusters.
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1. Confirm that the Dynamic Cluster, Calculated Listen Port, and Calculated Machine
Names checkboxes on this screen are unchecked.

2. Confirm the Server Template selection is Unspecified.
3. Click Next.

Task 15 Assigning Managed Servers to the Cluster
Use the Assign Servers to Clusters screen to assign W.S_WCCUl 1 and W.S_WCCUI 2 to the new
cluster, WCCUl _Cl uster:

1. Inthe Clusters pane, select the cluster to which you want to assign the servers; in this
case, WCCUl _Cl uster.

2. Inthe Servers pane, assign WLS_WCCUIL to WCCUl _Cl ust er by doing one of the
following:

e Click the W.S_WCCUI 1 Managed Server once to select it, then click on the right arrow to
move it beneath the selected cluster in the Clusters pane.

*  Double-click W.S_WCCUI 1 to move it beneath the selected cluster in the clusters pane.

3. Repeatto assign W.S WCCUl 2 to WCCUI_Cl uster.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Clusters in Creating WebLogic Domains Using the Configuration Wizard.

Task 16 Configuring Coherence Clusters

Use the Coherence Clusters screen to configure the Coherence cluster that is automatically
added to the domain. Leave the port number value at 9991, as it was defined during the initial
Infrastructure domain creation.

@® Note

For Coherence licensing information, refer to Oracle Coherence in Oracle Fusion
Middleware Licensing Information.

Task 17 Verifying the Existing Machines

Under the Unix Machine tab, verify the names of the machines you created when creating the
initial Infrastructure domain.

Click Next to proceed.

Task 18 Assigning Servers to Machines

Use the Assign Servers to Machines screen to assign the Oracle WebCenter Content user
interface Managed Servers you just created to the corresponding machines in the domain.
Assign W.S_WCCUI 1 to WCCHOST1, and assign W.S_WCCUI 2 to WCCHOST2.

@ Tip
More information about the options on this screen can be found in Assign Servers to
Machines in Creating WebLogic Domains Using the Configuration Wizard.
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Task 19 Configuring Virtual Targets
Click Next to proceed to the next screen.

Task 20 Configuring Partitions
Click Next to proceed to the next screen.

Task 21 Reviewing Configuration Summary
Click Update to proceed to the next screen.

Task 22 Reviewing Configuration Progress
After all the processes are complete, click Next to proceed to the next screen.

Task 23 Reviewing Your Configuration Specifications and Configuring the Domain

The Configuration Summary screen contains the detailed configuration information for the
domain you are about to create. Review the details of each item on the screen and verify that
the information is correct.

You can go back to any previous screen if you need to make any changes, either by using the
Back button or by selecting the screen in the navigation pane.

Domain creation will not begin until you click Update.

@ Tip
More information about the options on this screen can be found in Configuration
Summary in Creating WebLogic Domains Using the Configuration Wizard.

Task 24 Writing Down Your Domain Home and Administration Server URL
The Configuration Success screen will show the following items about the domain you just
configured:

* Domain Location
e Administration Server URL

You must make a note of both items as you will need them later; the domain location is
needed to access the scripts used to start the Node Manager and Administration Server, and
you need the Administration Server URL to access the WebLogic Remote Console and Oracle
Enterprise Manager Fusion Middleware Control.

Click Finish to dismiss the configuration wizard.

Task 25 Start the Administration Server
Start the Administration Server to ensure the changes you have made to the domain have
been applied.

After you have completed extending the domain with static clusters, go to Propagating the
Domain Configuration to WLS WCCUI1 and WLS_WCCUI2.

Update the WebLogic Servers Security Settings

This section contains information about WebLogic Servers security settings.

Follow the steps described in Updating the WebLogic Servers Security Settings and update
SSL settings for the WLS_WCCUI1 and WLS_WCCUI2 servers.
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Propagating the Domain Configuration to WLS_WCCUI1 and
WLS WCCUI2

You need to perform the following steps in order to propagate the domain configuration to the
WebCenter Content user interface Managed Servers.

To propagate the start scripts and classpath configuration from the Administration Server's
domain directory to the Managed Server domain directory:

1. Create a copy of the Managed Server domain directory and the Managed Server
appl i cati ons directory.

2. Run the following pack command on WCCHOST1 to create a template pack:

cd ORACLE_COMMON_HOVE/ common/ bi n

.I'pack. sh -managed=true -domai n=ASERVER_HOME -t enpl at e=edgdomai nt enpl at eWCCUl . j ar -
t enpl at e_nanme=edgdonai n_t enpl at eWCCUI

3. Run the following unpack command on WCCHOST1 to propagate the template created in
the preceding step to the WLS_WCCUI1 domain directory:

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eWCCUIl . j ar -
app_di r =APPLI CATI ON_HOME -overwrite_domai n=true

4. Run the following command on WCCHOST1 to copy the template pack created in step 1 to
WCCHOST2:

scp edgdomai nt enpl at eWCCUI . j ar or acl e@\CCHOST2: ORACLE_COMMON_HOVE/ conmon/ bi n

5. Run the unpack command on WCCHOST?2 to unpack the propagated template to the
WLS_WCCUI2 domain directory.

cd ORACLE_COMMON_HOVE/ common/ bi n

. l'unpack. sh - domai n=MSERVER_HOME -t enpl at e=edgdonai nt enpl at eWCCUl . j ar -
app_di r=APPL| CATI ON_HOME - overwrite_domai n=true

6. Restart the Administration Server to make these changes take effect, stopping it with the
nnKi | I command, or with the Administration Console, and then starting it with the
nnit art command. Before the restart, stop all Managed Servers in the domain through
the Administration Console, and then start them after the restart. Log in to the
Administration Console using the credentials for the webl ogi ¢ user.

Modifying System-Level Settings Through MBeans

To ensure high availability, modify system-level configuration settings for WebCenter Content
user interface through the System Configuration page in Fusion Middleware Control. The
settings on this page configure the WebCenter Content user interface MBeans for the domain.

For information about how to modify system-level settings in Fusion Middleware control, see
Modifying System Configuration Settings in Oracle Fusion Middleware Administering Oracle
WebCenter Capture.

Modify the required parameters:

1. To set the Adf ScopeHaSupport parameter, complete the following steps:

Enterprise Deployment Guide for Oracle WebCenter Content
G12337-01 October 20, 2025
Copyright © 2018, 2025, Oracle and/or its affiliates. Page 8 of 11



ORACLE Chapter 17
Configuring Oracle HTTP Server with the WebCenter Content User Interface Cluster

a. From the WebLogic Domain menu, select System MBean Browser.

b. From the left navigation, go to Application Defined MBeans >
oracle.adf.share.config > Domain:WCC server name > Application: Oracle
WebCenter Content - Web Ul > ADFConfig > ADFConfig > ADFConfig >
ADFcConfiguration.

c. Setthe Adf ScopeHaSupport parametertotrue.
d. Click Apply.
2. To setthe O usterConpati bl e and Tenpor aryDi r ect ory parameters, complete the
following steps:
a. From the WebLogic Domain menu, select System MBean Browser.

b. From the left navigation, go to Application Defined MBeans >
oracle.adf.share.config > Domain:WCC server name > Application: Oracle
WebCenter Content - Web Ul > ADFConfig > ADFConfig > ADFConfig >
WccAdfConfiguration.

c. Setthe C usterConpatibl e parameter to true.

d. Setthe TenporaryDirectory parameter to / u01/ or acl e/ confi g/ domai ns/ WCCDomai n/
WCCUl _Cluster/tenpdir.

e. Click Apply.

3. To setthe PropConnecti onUr| parameter, complete the following steps:
a. From the WebLogic Domain menu, select System MBean Browser.

b. From the left navigation, go to Application Defined MBeans >
oracle.adf.share.connections > Domain:WCC server name > Application: Oracle
WebCenter Content - Web Ul > ADFConnections > ADFConnections >
WccConnection > WccAdfServerConnection.

c. Setthe PropConnectionUr| parametertoidc://weccinternal.exanpl e.com 6300.
d. Click Apply.

4. To setthe ApplicationU | parameter, complete the following steps:
a. From the WebLogic Domain menu, select System MBean Browser.

b. From the left navigation, go to Application Defined MBeans >
oracle.adf.share.connections > Domain:WCC server name > Application: Oracle
WebCenter Content - Web Ul > ADFConfig > ADFConfig > ADFConfig >
WccAdfConfiguration.

c. Setthe ApplicationUr| parameter to https://wcc. exanpl e. com 443.

d. Click Apply.

Configuring Oracle HTTP Server with the WebCenter Content
User Interface Cluster

Configure Oracle HTTP Server with the WebCenter Content User Interface Cluster, set the
front-end HTTP Host and Port for the cluster, and validate access through the load balancer.

This section contains the following tasks.
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Configuring Oracle HTTP Server for the WLS_WCCUI Managed Servers

To configure Oracle HTTP Server for the WLS_WCCUI Managed Servers:

1.

2.

For each of the web servers on WEBHOST1 and WEBHOST?2, add the following lines to
the ORACLE | NSTANCE/ confi g/ OHS/ ohs1/ nodul econf/wec_vh. conf and
ORACLE_| NSTANCE/ conf i g/ OHS/ ohs2/ nodul econf/wecc_vh. conf files:

# ADF U
<Location /wcc>
WebLogi cd ust er WCCHOST1: 16226, WCCHOST2: 16226
W.SRequest ON
W.Cooki eNane WCCSI D
W.ProxySSL ON
WLPr oxySSLPassThr ough ON
</ Locati on>

Restart both Oracle HTTP Servers.

Setting the Front-End HTTP Host and Port for the WebCenter Content User
Interface Cluster

To set the front-end HTTP host and port for the WCC Ul cluster:

N o g & 0w DN PR

9.

10.

Log in to the WebLogic Server Administration Console.

Go to the Change Center section and click Lock & Edit.

Expand the Environment node in the Domain Structure tree on the left.
Click Clusters.

On the Summary of Clusters page, select WCCUI_Cluster.

Open the HTTP tab.

Set the following values:

e Frontend Host: wcc. exanpl e. com

*  Frontend HTTPS Port: 443

Click Save.

Click Activate Changes in the Change Center section of the Administration Console.

Restart the servers to make the front-end host directive in the cluster take effect.

Validating Access Through the Load Balancer

Verify URLSs to ensure that appropriate routing and failover is working from the HTTP Server to
WCCUI_Cluster. To verify the URLSs:

1.

While WLS_WCCUIZ2 is running, stop WLS_WCCUI1 from the WebLogic Server
Administration Console.

Access htt ps://wcc. exanpl e. conf wece to verify that it is functioning properly. (You
will not be able to retrieve reports or data because the Capture server is down.)

Start WLS_WCCUI1 from the WebLogic Server Administration Console.
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4. Stop WLS_WCCUI2 from the WebLogic Server Administration Console.
5. Access https://wecc. exanpl e. conf wece to verify that it is functioning properly.

You can verify the cluster node to which you were directed after the traffic balancing provided
through your load balancer and then again through the web tier.

Completing the Workflow Configuration

To complete the workflow configuration for the WebCenter Content user interface, you need to
restart the Managed Servers and verify the configuration. The UseDat abase\W | nQueue
configuration variable enables the WebCenter Content user interface to filter workflows
assigned to a user. The Enai | Noti fi cati onType configuration variable specifies where the
links in notification emails point for workflows and subscriptions in different Content Server user
interfaces, and its default value is Nat i ve\\ebUl .

To complete the workflow configuration:

1. Make sure that the WCCHOST1/ ucm cs/ confi g/ confi g. cf g file contains the
EmailNotificationType variable with either of the following settings:

e To generate emails with links that point only to the WebCenter Content user interface,
set Enmai | Noti fi cati onType=Cont ent Ul inconfig.cfg.

* To generate emails with links that point to both the WebCenter Content user interface
and the native 11g user interface, set
Emai | Noti fi cati onType=Cont ent U, Nati veWebUl in config. cfg.

2. Restart the Content Server Managed Server, using the WebLogic Server Administration
Console.

3. Click the alert that appears on the Content Server home page after restart: Click to
complete workflow setup.

Ensure that Content Server returns a success message: The setup for workfl ow
i n queue was successful.

4. Restart the WebCenter Content user interface Managed Server, using the WebLogic
Server Administration Console for the WebCenter Content user interface domain.

or more information about workflows, see "Managing Workflows” in Oracle Fusion Middleware
Managing Oracle WebCenter Content.
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Common Configuration and Management
Procedures for an Enterprise Deployment

There are certain configuration and management procedures that are recommended for a
typical enterprise deployment.

The following topics contain configuration and management procedures that are required for a
typical enterprise deployment.
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Common Configuration and Management
Tasks for an Enterprise Deployment

The configuration and management tasks that may need to be performed on the enterprise
deployment environment are detailed in this section.

Configuration and Management Tasks for All Enterprise
Deployments

Complete these common configuration tasks that apply to any Oracle Fusion Middleware
enterprise deployment. These tasks include checking the sizing requirements for the
deployment, using the JDBC persistence store for web services, and taking backups of the
deployment.

Verifying Appropriate Sizing and Configuration for the
WLSSchemaDataSource

In Oracle FMW 14.1.2, W.SRunt i meSchenaDat aSour ce is the common datasource that is
reserved for use by the FMW components for IMS JDBC Stores, JTA JDBC stores, and
Leasing services. W.SRunt i meSchenmaDat aSour ce is used to avoid contention in critical WLS
infrastructure services and to guard against dead-locks.

To reduce the W.SRunt i meSchemaDat aSour ce connection usage, you can change the JMS
JDBC and TLOG JDBC stores connection caching policy from Default to Minimal by using the
respective connection caching policy settings. When there is a need to reduce connections in
the back-end database system, Oracle recommends that you set the caching policy to
Minimal . Avoid using the caching policy None because it causes a potential degradation in
performance. For a detailed tuning advice about connections that are used by JDBC stores,
see Configuring a JDBC Store Connection Caching Policy in Administering the WebLogic
Persistent Store.

The default W.SRunt i neSchenaDat aSour ce connection pool size is 75 (size is double in the

case of a GridLink DataSource). You can tune this size to a higher value depending on the size

of the different FMW clusters and the candidates that are configured for migration. For
example, consider a typical WCC EDG deployment with the default number of worker threads
per store. If more than 25 JDBC Stores or TLOG-in-DB instances or both can fail over to the
same Weblogic server, and the Connection Caching Policy is not changed from Default to
Minimal, possible connection contention issues could arise. In these cases, increasing the
default W.SRunt i meScheraDat aSour ce pool size (maximum capacity) becomes necessary
(each JMS store uses a minimum of two connections, and leasing and JTA are also added to
compete for the pool).

Enterprise Deployment Guide for Oracle WebCenter Content

G12337-01 October 20, 2025
Copyright © 2018, 2025, Oracle and/or its affiliates. Page 1 of 31



ORACLE Chapter 18
Configuration and Management Tasks for All Enterprise Deployments

Verifying Manual Failover of the Administration Server

In case a host computer fails, you can fail over the Administration Server to another host. The
steps to verify the failover and failback of the Administration Server from WCCHOST1 and
WCCHOST? are detailed in the following sections.

Assumptions:

*  The Administration Server is configured to listen on ADMINVHN or any custom virtual host
that maps to a floating IP/VIP. It should not listen on ANY (blank listen address), localhost
or any host name that uniquely identifies a single node.

For more information about the ADMINVHN virtual IP address, see Reserving the
Required IP Addresses for an Enterprise Deployment.

* These procedures assume that the Administration Server domain home
(ASERVER_HOME) has been mounted on both host computers. This ensures that the
Administration Server domain configuration files and the persistent stores are saved on the
shared storage device.

¢ The Administration Server is failed over from WCCHOST1 to WCCHOST2, and the two
nodes have these IPs:

— WCCHOST1: 100.200.140.165
-  WCCHOST2: 100.200.140.205

— ADMINVHN : 100.200.140.206. This is the Virtual IP where the Administration Server
is running, assigned to a virtual sub-interface (for example, eth0:1), to be available on
WCCHOST1 or WCCHOST?2.

e Oracle WebLogic Server and Oracle Fusion Middleware components have been installed
in WCCHOST?2 as described in the specific configuration chapters in this guide.

Specifically, both host computers use the exact same path to reference the binary files in
the Oracle home.

The following topics provide details on how to perform a test of the Administration Server
failover procedure.

Failing Over the Administration Server When Using a Per Host Node Manager

The following procedure shows how to fail over the Administration Server to a different node
(WCCHOST?2). Note that even after failover, the Administration Server will still use the same
Oracle WebLogic Server machine (which is a logical machine, not a physical machine).

This procedure assumes you've configured a per host Node Manager for the enterprise
topology, as described in Creating a Per Host Node Manager Configuration. For more
information, see About the Node Manager Configuration in a Typical Enterprise Deployment.

To fail over the Administration Server to a different host:

1. Stop the Administration Server on WCCHOST1.
2. Stop the Node Manager on WCCHOST1.

You can use the script st opNodeManager . sh that was created in NM_HOME.
3. Migrate the ADMINVHN virtual IP address to the second host:

a. Run the following command as root on WCCHOST1 (where X is the current interface
used by ADMINVHN) to check the virtual IP address at its CIDR:
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i p addr show dev ethX

For example:
i p addr show dev ethO

b. Run the following command as root on WCCHOST1 (where X is the current interface
used by ADMINVHN):

ip addr del ADM NVHN Cl DR dev et hX

For example:
i p addr del 100.200.140.206/24 dev eth0

c. Run the following command as root on WCCHOST2:
ip addr add ADM NVHN CI DR dev ethX | abel ethX'Y

For example:

i p addr add 100.200. 140. 206/ 24 dev ethO | abel eth0:1

® Note

Ensure that the CIDR and interface to be used match the available network
configuration in WCCHOST?2.

Update the routing tables by using ar pi ng, for example:

arping -b -A-c 3 -1 eth0 100.200. 140. 206

From WCCHOST1, change directory to the Node Manager home directory:

cd $NM HOME

Edit the nodemanager . donai ns file and remove the reference to ASERVER_HOME.

The resulting entry in the WCCHOST1 nodenmanager . domai ns file should appear as follows:
wecedg_domai n=MSERVER HOME;

From WCCHOST2, change directory to the Node Manager home directory:

cd $NM _HOMVE

Edit the nodemanager . donai ns file and add the reference to ASERVER_HOME.

The resulting entry in the WCCHOST2 nodenanager . donmai ns file should appear as follows:
wecedg_domai n=MSERVER_HOME; ASERVER_HOVE

Start the Node Manager on WCCHOST1 and restart the Node Manager on WCCHOST2.
Start the Administration Server on WCCHOST2.

Check that you can access the Administration Server on WCCHOST?2 and verify the status
of components in Fusion Middleware Control using the following URL.:

https:// ADM NVHN: 9002/ em
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Validating Access to the Administration Server on WCCHOST2 Through the Load

Balancer

If you have configured the web tier to access AdminServer, it is important to verify that you can
access the Administration Server after you perform a manual failover of the Administration
Server, by using the standard administration URLS.

From the load balancer, access the following URLS to ensure that you can access the
Administration Server when it is running on WCCHOST2;

e https://adm n.exanpl e. com 445/ em

Where, 445 is the port you use to access to the Fusion Middleware Control in the Load
Balancer.

This URL should display Oracle Enterprise Manager Fusion Middleware Control.

e Verify that you can log into the WebLogic Remote Console through the provider you
defined for this domain.

Failing the Administration Server Back to WCCHOST1 When Using a Per Host Node

Manager

After you have tested a manual Administration Server failover, and after you have validated
that you can access the administration URLSs after the failover, you can then migrate the
Administration Server back to its original host.

This procedure assumes that you have configured a per host Node Manager for the enterprise
topology, as described in Creating a Per Host Node Manager Configuration. For more
information, see About the Node Manager Configuration in a Typical Enterprise Deployment.

1. Stop the Administration Server on WCCHOST2.

2. Stop the Node Manager on WCCHOST?2.

3. Run the following command as root on WCCHOST?2.
i p addr del ADM NVHN Cl DR dev et hX

For example:
i p addr del 100.200.140.206/24 dev eth0

4. Run the following command as root on WCCHOST1.:
ip addr add ADM NVHN/ CI DR dev ethX | abel ethX'Y

For example:

i p addr add 100.200. 140. 206/ 24 dev ethO | abel eth0:1

@ Note

Ensure that the CIDR and interface to be used match the available network
configuration in WCCHOST1.

5. Update the routing tables by using ar pi ng on WCCHOST1:
arping -b -A-c 3 -1 eth0 100.200. 140. 206
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From WCCHOST?2, change directory to the Node Manager home directory:

cd $NM _HOMVE

Edit the nodemanager . domai ns file and remove the reference to ASERVER_HOME.
From WCCHOST1, change directory to the Node Manager home directory:

cd $NM HOVE

Edit the nodemanager . donai ns file and add the reference to ASERVER_HOME.

Start the Node Manager on WCCHOST2 and restart the Node Manager on WCCHOST1.
Start the Administration Server on WCCHOST1.

Test that you can use the WebLogic Remote Console to access the provider defined for
this domain.

Check that you can access and verify the status of components in the Oracle Enterprise
Manager by using the following URL.:

https:// ADM NVHN: 9002/ em

https://adm n. exanpl e. com 445/ em

Modifying the Upload and Stage Directories to an Absolute Path in an
Enterprise Deployment

After you configure the domain and unpack it to the Managed Server domain directories on all
the hosts, verify and update the upload and stage directories for Managed Servers in the new
clusters. Also, update the upload directory for the AdminServer to have the same absolute path
instead of relative, otherwise deployment issues can occur.

This step is necessary to avoid potential issues when you perform remote deployments and for
deployments that require the stage mode.

To update the directory paths for the Deployment Stage and Upload locations, complete the
following steps:

g p 0 bd PR

Log into the WebLogic Remote Console to access the provider of this domain.
Open the Edit Tree.

Expand Environment.

Expand Servers.

Click the name of the Managed Server you want to edit. Perform the following steps for
each of the Managed Server:

a. Click the Advanced tab.
b. Click the Deployment tab.

c. Verify that the Staging Directory Name is set to the following:
MSERVER HOWVE/ server s/ server _nane/ st age

Replace MSERVER HOME with the full path for the MSERVER_HOME directory.
Update with the correct name of the Managed Server that you are editing.

d. Update the Upload Directory Name to the following value:
ASERVER HOVE/ ser ver s/ Adm nServer/ upl oad

Replace ASERVER_HOME with the directory path for the ASERVER HOME directory.
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e. Click Save.

f. Return to the Summary of Servers screen.

Repeat the same steps for each of the new managed servers.

Navigate to and update the Upload Directory Name value for the AdminServer:
a. Navigate to Servers and select the AdminServer.

b. Click the Advanced tab.

c. Click the Deployment tab

d. Verify that the Staging Directory Name is set to the following absolute path:
ASERVER HOVE/ server s/ Admi nSer ver/ st age

e. Update the Upload Directory Name to the following absolute path:
ASERVER HOWE/ ser ver s/ Adm nSer ver/ upl oad

Replace ASERVER_HOME with the directory path for the ASERVER HOME directory.
f. Click Save.

When you have modified all the appropriate objects, commit the changes in the shopping
cart.

Restart all the Servers for the changes to take effect. If you are following the EDG steps in-
order and are not going to make any deployments immediately, you can wait until the next
restart.

@® Note

If you continue directly with further domain configurations, a restart to enable the
stage and upload directory changes is not strictly necessary at this time.

About Using Third Party SSL Certificates in the WebLogic and Oracle HTTP

Servers

This Oracle WebCenter Content Enterprise Deployment Topology uses SSL all the way from
the external clients to the backend WebLogic Servers. The previous chapters in this guide
provided scripts (gener at e_per domai nCACERTS. sh and gener at e_per domai nCACERTS- ohs. sh)
to generate the required SSL certificates for the different FMW components.

These scripts generate the different SSL certificates using the WebLogic per domain
Certification Authority in the WebLogic domain. These scripts also add the frontend’s SSL
certificates to the trust keystore. However, in a production environment, you may want to use
your own SSL certificates, issued by your own or by a 3rd party certificate authority. This
section provides you some guidelines to configure the EDG system with this type of SSL
certificates.

Using Third Party SSL Certificates in WebLogic Servers

Here are some guidelines about using custom or third party SSL certificates with the WebLogic
Servers:

The SSL certificate used by each WebLogic server (identity key, private key) must be
issued to that server’s listen address. For example, if the server WLS_PROD1 listens in
apphostl.example.com, the CN of its SSL certificate must be that hostname or wildcard
name valid for that hostname.
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e Oracle recommends using an identity keystore shared by all the servers in the same
domain where you import all the private keys used by the different WebLogic servers each
mapped to a different alias.

e Oracle recommends using a trust keystore shared by all the servers in the domain. You
must import the Certificate Authority’s certificate (and intermediate and root CA if needed)
into this trust keystore.

*  You must specify the identity keystore, alias of the identity key and the trust keystore for
each WebLogic server in the WebLogic domain’s configuration. Use WebLogic’'s Remote
Console to configure these SSL settings for each server.

e Start the WebLogic servers using the appropriate java options to point to the trusted
keystore so that they can communicate with external SSL endpoints that use the
Certificate Authorities included in such a trust store.

The following commands are useful to manage SSL certificates in WebLogic.

e Command to import an SSL certificate (a private key) into the identity keystore:

Syntax

W._HOME/ server/ bi n/ set W.SEnv. sh

java utils.lnportPrivateKey
-certfile cert _file
-keyfile private_key file
[-keyfilepass private_key_ password]
-keystore keystore
-storepass storepass
[-storetype storetype]
-alias alias
[ - keypass keypass]

Example for a Certificate Issued to apphost 1. exanpl e. com

W._HOVE/ server/ bi n/ set W.SEnv. sh

java utils.lnportPrivateKey \

-certfile apphost 1. exanpl e.comcert.der \
-keyfile apphost 1. exanpl e. com key. der \
-keyfil epass keypassword \

-storetype pkcsl2 \

-keyst ore Customl dentityKeystore. pkcsl2 \
-storepass keystorepassword \

-alias apphost 1. exanpl e.com\

- keypass keypassword

e« Command to import an SSL certificate (a trusted certificate) into the trusted keystore:

Syntax

keytool -inport -v -nopronpt -trustcacerts \
-alias <alias _for trusted cert>\
-file <certificate> der \
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-storetype <keystoretype> \
-keystore <custonfrust KeySt ore> \
-storepass <keystorepassword>

Example for Importing a CA Certificate

keytool -inport -v -nopronpt -trustcacerts \
-alias exanple ca cert \

-file exanple_ca cert.der \

-storetype pkcsl2 \

-keyst ore Customlrust KeyStore. pkcsl12 \
-storepass keystorepassword

Example of the Java Options for Servers to Load Custom Trust Keystore

EXTRA_JAVA_PROPERTI ES="${ EXTRA_JAVA PROPERTI ES}

- Dj avax. net.ssl . trust Store=/u01/oracl e/ confi g/ keyst ores/
Cust onilr ust Key St or e. pkcs12

- Dj avax. net. ssl . trust St or ePasswor d=<keyst or epasswor d>"
export EXTRA_JAVA PROPERTI ES

Using Third Party SSL Certificates in Oracle HTTP Servers

Here are some guidelines to use your own SSL certificates in OHS:

Each OHS virtual host using SSL must use a wallet that contains only one private key. This
private key will be used as the OHS server’s SSL certificate. It must be issued to the
hostname in which the virtual host listens (the hostname value in the “VirtualHost”
directive). The private key can also include other hostnames such as Subject Alternative
Name (SAN) names (for example, the value of the “ServerName” directive). The virtual
host must include the SSLWallet directive pointing to this wallet.

Different OHS virtual hosts can use the same SSLWallet (hence, the same private key), as
long as they use the same hostname in the VirtualHost directive. The port can be different.

OHS acts as a client when it connects to the WebLogic servers. Hence, it must trust the
certificate authority that issued the WebLogic’s certificates. Use the directive
WLSSLWallet in the nod_w _ohs. conf file to point to the appropriate wallet that contains
the WebLogic certificates’ CA cert.

The frontend load balancer acts as a client when it connects to the OHS servers. It must
trust the certificate authority that issued the certificates used by OHS. You must check your
load balancer documentation to import the OHS’s CA as a trusted authority.

The following commands are useful to manage keys and wallets in OHS.

Command to create a wallet for OHS (orapki):

Syntax

$VEB_ORACLE_HOMVE/ bi n/ orapki wallet create \
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-wal et wallet \
-auto_login_only

Example

$VEB_ORACLE_HOVE/ bi n/ orapki wallet create \
-wal I et /u02/oracl e/ confi g/ keystores/orapki/ \
-auto_login_only

e« Command to add a private key to a wallet (orapki) from an identity keystore:

Syntax

$VWEB_ORACLE_HOME/ bi n/ or apki wall et jks_to_pkcsl2 \
-wal et wallet \

-pwd pwd \

-keystore keystore \

-j kspwd keyst orepassword

[-aliases [alias:alias..]]

Example

$WEB ORACLE HOME/ bi n/ or apki wal I et jks to _pkcsl2 \

-wal I et /u02/oracl e/ confi g/ keystores/orapki/ \

-keystore /u02/ oracl e/ confi g/ keyst ores/ cust om dentityKeyStore. pkcs12 \
-j kspwd keyst orepassword \

-al i ases ohshost 1. exanpl e. com

e Command to add all the trusted keys to a wallet (orapki) from a trusted keystore:

Example

$VEB_ORACLE_HOVE/ bi n/ orapki wallet jks_to_pkcsl2 \

-wal I et /u02/oracl e/ confi g/ keystores/orapki/ \

-keystore /u02/ oracl e/ confi g/ keyst ores/ cust onmlr ust KeySt ore. pkcs12 \
-j kspwd password

e Command to list all the keys of a wallet (orapki):

Example

$WEB_ORACLE_HOVE bi n/ orapki wal | et display \
-wal I et /u02/oracl e/ confi g/ keyst ores/ orapki /

Enabling SSL Communication Between the Middle Tier and SSL Endpoints

It is important to understand how to enable SSL communication between the middle tier and
the front-end hardware load balancer or any other external SSL endpoints that needs to be
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accessed by the WebCenter Content WebLogic Server. For example, for external web services
invocations, callbacks, and so on.

@® Note

The following steps are applicable if the hardware load balancer is configured with
SSL and the front-end address of the system has been secured accordingly.

When is SSL Communication Between the Middle Tier and Load Balancer

Necessary?

In an enterprise deployment, there are scenarios where the software running on the middle tier
must access the frontend SSL address of the hardware load balancer. In these scenarios, an
appropriate SSL handshake must take place between the load balancer and the invoking
servers. This handshake is not possible unless the Administration Server and Managed
Servers on the middle tier are started by using the appropriate SSL configuration.

For example, the following examples are applicable in an Oracle WebCenter Content
enterprise deployment:

e Oracle SOA Suite composite applications and services often generate callbacks that need
to perform invocations by using the SSL address exposed in the load balancer.

e Oracle SOA Suite composite applications and services often access external webservices
using SSL.

< Finally, when you test a SOA Web services endpoint in Oracle Enterprise Manager Fusion
Middleware Control, the Fusion Middleware Control software that is running on the
Administration Server must access the load balancer frontend to validate the endpoint.

Generating Certificates, Identity Store, and Truststores

Since this Enterprise Deployment Guide uses end to end SSL (except in the access to the
Database), certificates have already been generated in the different chapters using a per-
domain CA. These have been already added to the pertaining Identity Stores and a Truststore
has also been configured to include the per-domain CA. It is expected that through the use of
the different generateCerts scripts provided, appropriate certificates exist already in these
stores for the different listen addresses used by the WebLogic servers in the domain. On top of
this, when the script gener at e_per donmai nCACERTS- ohs. sh is executed, it traverses all the front-
end addresses in the domain’s confi g. xm and adds its pertaining certificates to the trust store
used by the domain. By adding these trust stores to the java properties used by the WebLogic
Servers in the domain (- Dj avax. net.ssl . trust Store and -

D avax. net. ssl . trust St or ePasswor d), the appropriate SSL handshake is guaranteed when
these WebLogic servers acts as client sin SSL invocations.

Importing Other External Certificates into the Truststore

Perform the following steps to add any other SSL end point’s certificates to the domain’s
truststore. These may be external addresses or frontends in other WLS domains used by the
applications in the WebCenter Content EDG one:

1. Access the end point’s site on SSL with a browser (this adds the server's certificate to the
browser's repository).
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2. Obtain the certificate from the site. For example, you can obtain a webservice site's
certificate using a browser such as Firefox. From the browser's certificate management
tool, export the certificate to a file that is on the server's file system (with a file name such
as site.webservi ce.com crt). Alternatively, you can obtain the certificate using the
openssl command. The syntax of the commands is as follows:

openssl s_client -connect site.webservice.com-showerts </dev/null 2>/dev/
nul | | openssl x509 -outform PEM > $KEYSTORE HOVE/ site.webservice.comcrt
3. Use the keytool to import the site’s certificate into the truststore:

For example:

keytool -inport -file /oracle/certificates/site.webservice.comcrt -v -
keystore appTrustKeyStore. pkcsl2 -alias siteWs -storepass password

4. Repeat this procedure for each SSL endpoint accessed by your WebLogic Servers.

@® Note

The need to add the load balancer certificate to the WLS server truststore applies
only to self-signed certificates. If the load balancer certificate is issued by a third-
party CA, you have to import the public certificates of the root and the intermediate
CAs into the truststore.

Adding the Updated Trust Store to the Oracle WebLogic Server Start Scripts

Since the trust store’s path was already added to the WebLogic start scripts in the chapter
where the domain was created, no additional configuration is required. Simply ensure that the
new trust store (with the CAs and/or certs for the SSL endpoints added) replaces the existing
one.

Configuring Roles for Administration of an Enterprise Deployment

In order to manage each product effectively within a single enterprise deployment domain, you
must understand which products require specific administration roles or groups, and how to
add a product-specific administration role to the Enterprise Deployment Administration group.

Each enterprise deployment consists of multiple products. Some of the products have specific
administration users, roles, or groups that are used to control administration access to each
product.

However, for an enterprise deployment, which consists of multiple products, you can use a
single LDAP-based authorization provider and a single administration user and group to control
access to all aspects of the deployment. See Creating a New LDAP Authenticator and
Provisioning a New Enterprise Deployment Administrator User and Group.

To be sure that you can manage each product effectively within the single enterprise
deployment domain, you must understand which products require specific administration roles
or groups, you must know how to add any specific product administration roles to the single,
common enterprise deployment administration group, and if necessary, you must know how to
add the enterprise deployment administration user to any required product-specific
administration groups.
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For more information, see the following topics.

Adding a Product-Specific Administration Role to the Enterprise Deployment
Administration Group

For products that require a product-specific administration role, use the following procedure to
add the role to the enterprise deployment administration group:

1.

Sign-in to the Fusion Middleware Control by using the administrator's account (for
example: webl ogi ¢_wec), and navigate to the home page for your application.

These are the credentials that you created when you initially configured the domain and
created the Oracle WebLogic Server Administration user name (typically, webl ogi c_wcc)
and password.

From the WebLogic Domain menu, select Security, and then Application Roles.
For each production-specific application role, select the corresponding application stripe
from the Application Stripe drop-down menu.

Click Search Application Roles icon @ (o display all the application roles available in the
domain.

Select the row for the application role that you are adding to the enterprise deployment
administration group.

Click the Edit icon ® to edit the role.

Click the Add icon  on the Edit Application Role page.
In the Add Principal dialog box, select Group from the Type drop-down menu.
Search for the enterprise deployment administrators group, by entering the group name

(for example, WCCAdni ni st rat or s) in the Principal Name Starts With field and clicking
the right arrow to start the search.

10. Select the administrator group in the search results and click OK.

11. Click OK on the Edit Application Role page.

Adding the Enterprise Deployment Administration User to a Product-Specific
Administration Group

For products with a product-specific administration group, use the following procedure to add
the enterprise deployment administration user (webl ogi ¢_wcc to the group. This allows you to
manage the product by using the enterprise manager administrator user:

1.

Create an Idif file called product _adni n_group. | di f similar to the following:

dn: cn=product - speci fic_group_name, cn=groups, dc=us, dc=oracle, dc=com
di spl ayname: product-specific_group_di spl ay_name

obj ectcl ass: top

obj ectcl ass: groupOf Uni queNames

obj ectcl ass: orcl G oup

uni quemenber: cn=webl ogi c_wcc, cn=users, dc=us, dc=or acl e, dc=com

cn: product-specific_group_nane

description: Admnistrators Goup for the Domain
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Replace product-specific_group_display_name with the display name for the group that
appears in the management console for the LDAP server and in the Oracle WebLogic
Remote Console.

2. Use the Idif file to add the enterprise deployment administrator user to the product-specific
administration group.

For Oracle Unified Directory:

OUD_| NSTANCE_HOWE/ bi n/ | daprmodi fy -a
-D "cn=Admini strator"
-X
-p 1389
-f product _adm n_group. | dif

For Oracle Internet Directory:

O D_ORACLE_HOWE bhi n/ | dapadd -h oi d. exanpl e. com
-p 389
-D cn="orcl adm n"
-w <passwor d>
-C
-V
-f product _adm n_group. |l dif

Using Persistent Stores for TLOGs and JMS in an Enterprise Deployment

The Oracle WebLogic persistent store framework provides a built-in, high-performance storage
solution for WebLogic Server subsystems and services that require persistence.

For example, the JMS subsystem stores persistent IMS messages and durable subscribers,
and the JTA Transaction Log (TLOG) stores information about the committed transactions that
are coordinated by the server but may not have been completed. The persistent store supports
persistence to a file-based store or to a JDBC-enabled database. Persistent stores’ high
availability is provided by server or service migration. Server or service migration requires that
all members of a WebLogic cluster have access to the same transaction and JMS persistent
stores (regardless of whether the persistent store is file-based or database-based).

For an enterprise deployment, Oracle recommends using JDBC persistent stores for
transaction logs (TLOGSs) and JMS.

This section analyzes the benefits of using JDBC versus File persistent stores and explains the
procedure for configuring the persistent stores in a supported database. It needs to be noted
that the configuration wizard steps provided in the different chapters in this book will already
create JDBC persistent stores for the components used. Use the manual steps below for
custom stores or for transitioning to JDBC stores from file stores.

Using JDBC Persistent Stores for TLOGs and JMS in an Enterprise Deployment

This section explains the guidelines to use JDBC persistent stores for transaction logs
(TLOGs) and JMS. It also explains the procedures to configure the persistent stores in a
supported database.
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@® Note

Remember that the steps provided for setting up the different components in this EDG
(using the configuration wizard) is already configured in JDBC persistent stores for
them. Use the following steps for custom persistent stores or when reconfiguring from
file stores to JDBC stores (migration of messages from file to JDBC is out of the scope
of this EDG).

Recommendations for TLOGs and JMS Datasource Consolidation

To accomplish data source consolidation and connection usage reduction, use a single
connection pool for both IMS and TLOGs persistent stores.

Oracle recommends you to reuse the W.SRunt i meSchemaDat aSour ce as is for TLOGs and JMS
persistent stores under non-high workloads and consider increasing the

W.SRunt i meSchemaDat aSour ce pool size. Reuse of datasource forces to use the same schema
and tablespaces, and so the PREFI X W.S_RUNTI ME schema in the PREFI X WS tablespace is
used for both TLOGs and JMS messages.

High stress (related with high JMS activity, for example) and contention in the datasource can
cause stability and performance problems. For example:

e High contention in the DataSource can cause persistent stores to fail if no connections are
available in the pool to persist JMS messages.

« High Contention in the DataSource can cause issues in transactions if no connections are
available in the pool to update transaction logs.

For these cases, use a separate datasource for TLOGs and stores and a separate datasource
for the different stores. You can still reuse the PREFI X W.S_RUNTI ME schema but configure
separate custom datasources to the same schema to solve the contention issue.

Roadmap for Configuring a JDBC Persistent Store for TLOGS

The following topics describe how to configure a database-based persistent store for
transaction logs.

1. Creating a User and Tablespace for TLOGs
2. Creating GridLink Data Sources for TLOGs and JMS Stores

3. Assigning the TLOGs JDBC Store to the Managed Servers

@® Note

Steps 1 and 2 are optional. To accomplish data source consolidation and connection
usage reduction, you can reuse PREFI X_WLS tablespace and

WLSRunt i meSchemaDat aSour ce as described in Recommendations for TLOGs and JMS
Datasource Consolidation.

Roadmap for Configuring a JDBC Persistent Store for JIMS

The following topics describe how to configure a database-based persistent store for JMS.

1. Creating a User and Tablespace for IMS
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Creating GridLink Data Sources for TLOGs and JMS Stores
Creating a JDBC JMS Store

Assigning the JMS JDBC store to the JMS Servers
Creating the Required Tables for the JMS JDBC Store

o W Db

® Note

Steps 1 and 2 are optional. To accomplish data source consolidation and connection
usage reduction, you can reuse PREFI X W.S tablespace and

W SRunt i neSchenaDat aSour ce as described in Recommendations for TLOGs and JMS
Datasource Consolidation.

Creating a User and Tablespace for TLOGs

Before you can create a database-based persistent store for transaction logs, you must create
a user and tablespace in a supported database.

1. Create a tablespace called t | ogs.
For example, log in to SQL*Plus as the sysdba user and run the following command:

SQ> create tabl espace tlogs
I ogging datafile 'path-to-data-file-or-+asmol une'
size 32m aut oextend on next 32m maxsize 2048m extent managenent | ocal;

2. Create a user named TLOGS and assign to it the t | ogs tablespace.

For example:

SQ.> create user TLOGS identified by password,;
SQ> grant create table to TLCGS;

SQ.> grant create session to TLCGS;

SQ.> alter user TLOGS default tablespace tlogs;

SQ.> alter user TLOGS quota unlinmited on tlogs;

Creating a User and Tablespace for JIMS

Before you can create a database-based persistent store for JMS, you must create a user and
tablespace in a supported database.

1. Create a tablespace called j ns.
For example, log in to SQL*Plus as the sysdba user and run the following command:

SQ.> create tabl espace jns
I ogging datafile 'path-to-data-file-or-+asmvol une'
size 32m aut oextend on next 32m maxsi ze 2048m ext ent managenent | ocal ;

2. Create a user named JMS and assign to it the j ns tablespace.
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For example:

SQ.> create user JVM5 identified by password;
SQ.> grant create table to JMS;

SQ.> grant create session to JM5;

SQ.> alter user JMS default tablespace jns;

SQ.> alter user JMS quota unlinited on jns;

Creating GridLink Data Sources for TLOGs and JMS Stores

Before you can configure database-based persistent stores for IMS and TLOGSs, you must
create two data sources: one for the TLOGSs persistent store and one for the JMS persistent
store.

For an enterprise deployment, you should use GridLink data sources for your TLOGs and JMS
stores. To create a GridLink data source:

1. Log into the WebLogic Remote Console.

2. Navigate to the Edit Tree.

3. Inthe structure tree, expand Services and select Data Sources.
4,

In the Summary of Data Sources page, click New and select GridLink Data Source.
Enter the following:

Table 18-1 GridLink Data Source Properties
|

Properties Description

Name Enter a logical name for the data source in the
Name field. For example, Leasing.

JNDI Names Enter a name for JNDI. For example, for the

TLOGs store enter jdbc/tlogs. For the JMS store,
enter jdbc/jms.

Targets Select the cluster that is using the persistent
store and move to "Chosen".

Data Source Type Select GridLink Data Source.

Database Driver Select Oracle's Driver (Thin) for GridLink
Connections Versions: Any.

Global Transaction Protocol Select None.

Listeners Enter the SCAN address and port for the RAC

database, separated by a colon. For example,
db-scan.example.com:1521.

Service Name Enter the service name of the database with
lowercase characters. For a GridLink data
source, you must enter the Oracle RAC service
name. For example, wccedg. exanpl e. com

Database username Enter the user name. For example, for the
TLOGs store, enter TLOGS. For the JMS
persistent store, enter JMS.

Password Enter the password that you used when you
created the user in the database.
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Table 18-1 (Cont.) GridLink Data Source Properties
|

Properties Description

Protocol Leave the default value (TCP).

Fan Enabled This property must be checked.

ONS Nodes You can leave this field empty. ONS node list is

automatically retrieved when the database is
12.2 or higher version.

ONS Wallet and password You can leave this field empty.
Test Configuration You must enable this option.

5. Click Create.
6. Commit changes in the shopping cart.

7. Repeat Step 4 to Step 6 to create the GridLink Data Source for JMS File Stores.

Assigning the TLOGs JDBC Store to the Managed Servers

If you are going to accomplish data source consolidation, you will reuse the <PREFI X> W.S
tablespace and W.SRunt i neSchenaDat aSour ce for the TLOG persistent store. Otherwise,
ensure that you create the tablespace and user in the database, and you have created the
datasource before you assign the TLOG store to each of the required Managed Servers.

Log into the Oracle WebLogic Remote Console.

In the Edit Tree, navigate to Environment > Servers.
Click the name of the Managed Server.

Select the Services > JTA tab.

Enable Transaction Log Store in JDBC.

@ g M w N P

In the Data Source menu, select WLSSchemaRuntimeDatasource to accomplish data
source consolidation. The <PREFI X> WS tablespace will be used for TLOGs.

7. Inthe Transaction Log Prefix Name field, specify a prefix name to form a unique JDBC
TLOG store name for each configured JDBC TLOG store.

8. Click Save.
9. Repeat step 2 to step 7 for each additional managed server.

10. To activate these changes, commit the changes in the shopping cart.

Creating a JDBC JMS Store

After you create the JMS persistent store user and table space in the database, and after you
create the data source for the JMS persistent store, you can then use the WebLogic Remote
Console to create the store.

Log into the WebLogic Remote Console.

Navigate to the Edit Tree.

In the structure tree, expand Services and select JDBC Stores.
Click New.

Enter a persistent store hame that easily relates it to the pertaining JMS servers that is
using it.

g & W NP
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@® Note

To accomplish data source consolidation, select W.SRunt i meSchenmaDat aSour ce.
The <PREFI X>_WLS tablespace is used for JMS persistent stores.

6. Target the store to the migratable target to which the JMS server belongs.
7. Repeat Step 3 to Step 7 for each additional IMS server in the cluster.

8. Commit changes in the shopping cart.

Assigning the JMS JDBC store to the JMS Servers

After you create the JMS tablespace and user in the database, create the JMS datasource,
and create the JDBC store, then you can assign the JMS persistence store to each of the
required JMS Servers.

To assign the JMS persistence store to the JMS servers:

Log into the WebLogic Remote Console.

Navigate to the Edit Tree.

In the structure tree, expand Services > Messaging > JMS Servers.

Click the name of the JMS Server that you want to use the persistent store.

In the Persistent Store property, select the JMS persistent store you created.
Click Save.

Repeat Step 3 to Step 6 for each of the additional IMS Servers in the cluster.

® N o g  wWw NP

To activate these changes, commit changes in the shopping cart.

Creating the Required Tables for the JMS JDBC Store

The final step in using a JDBC persistent store for JMS is to create the required JDBC store
tables. Perform this task before you restart the Managed Servers in the domain.

1. Review the information in #unique_383, and decide which table features are appropriate
for your environment.

There are three Oracle DB schema definitions provided in this release and were extracted
for review in the previous step. The basic definition includes the RAW data type without
any partition for indexes. The second uses the blob data type, and the third uses the blob
data type and secure files.

2. Create a domain-specific well-named folder structure for the custom DDL file on shared
storage. The ORACLE_RUNTIME shared volume is recommended so it is available to all
servers.

Example:

mkdir -p ORACLE_RUNTI ME/ donai n_nane/ ddl

3. Create ajns_custom ddl file in new shared ddl folder based on your requirements
analysis.
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For example, to implement an optimized schema definition that uses both secure files and
hash partitioning, create the j ms_cust om ddl file with the following content:

CREATE TABLE $TABLE (

id int not null,

type int not null,

handle int not null,

record blob not null,
PRI MARY KEY (1 D) USING | NDEX GLOBAL PARTI TI ON BY HASH (1 D) PARTITI ONS 8)
LOB (RECORD) STORE AS SECUREFI LE (ENABLE STORAGE I N ROW;

This example can be compared to the default schema definition for IMS stores, where the
RAW data type is used without any partitions for indexes.

Note that the number of partitions should be a power of two. This ensures that each
partition is of similar size. The recommended number of partitions varies depending on the
expected table or index growth. You should have your database administrator (DBA)
analyze the growth of the tables over time and adjust the tables accordingly. See
Partitioning Concepts in Database VLDB and Partitioning Guide.

Use the Remote Console to edit the existing JDBC Store you created earlier; create the
table that is used for the JMS data:

a. Log into the WebLogic Remote Console.

b. Navigate to the Edit Tree.

c. Inthe structure tree, expand Services and select JDBC stores.
d. Click the persistent store you created earlier.

e. Click Show Advanced Fields.

f. Under the Advanced options, enter ORACLE_RUNTI ME/ donai n_nane/ ddl /
j ms_custom ddl in the Create Table from DDL File field.

g. Click Save.
h. To activate these changes, commit changes in the shopping cart.

Restart the Managed Servers.

About JDBC Persistent Stores for Web Services

By default, web services use the WebLogic Server default persistent store for persistence. This
store provides high-performance storage solution for web services.

The default web service persistence store is used by the following advanced features:

Reliable Messaging
Make Connection
SecureConversation

Message buffering

You also have the option to use a JDBC persistence store in your WebLogic Server web
service, instead of the default store. For information about web service persistence, see
Managing Web Service Persistence.
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Best Configuration Practices When Using RAC and Gridlink Data Sources

Oracle recommends that you use GridLink data sources when you use an Oracle RAC
database. If you follow the steps described in the Enterprise Deployment guide, the data
sources will be configured as GridLink.

GridLink data sources provide dynamic load balancing and failover across the nodes in an
Oracle Database cluster, and also receive notifications from the RAC cluster when nodes are
added or removed. For more information about GridLink data sources, see Using Active
GridLink Data Sources in Administering JDBC Data Sources for Oracle WebLogic Server.

Here is a summary of the best practices when using GridLink to connect to the RAC database:

Use a database service (defined with srvct | ) different from the default database service

In order to receive and process notifications from the RAC database, the GridLink needs to
connect to a database service (defined with srvct ) instead to a default database service.
These services monitor the status of resources in the database cluster and generate
notifications when the status changes. A database service is used in Enterprise
Deployment guide, created and configured as described in Creating Database Services.

Use the long format database connect string in the data sources

When Gridlink data sources are used, the long format database connect string must be
used. The Configuration Wizard does not set the long format string, it sets the short format
instead. You can modify it manually later to set the long format. To update the data
sources:

1. Connect to the WebLogic Remote Console and navigate to Domain Structure >
Services > Datasources.

2. Select a data source, click the Configuration tab, and then click the Connection Pool
tab.

3. Within the JDBC URL, change the URL from j dbc: or acl e: t hi n: [ SCAN_VI P] :
[ SCAN_PORT] / [ SERVI CE_NAME] to
j dbc: oracl e: t hin; @ DESCRI PTI ON=( ADDRESS LI ST=( ADDRESS=( PROTOCOL=TCP)
(HOST=[ SCAN_VI P] ) ( PORT=[ SCAN_PORT] )))
( CONNECT_DATA=( SERVI CE_NAME=[ SERVI CE_NAME] ) ))
For example:

jdbc:oracl e:thin: @ DESCRI PTI ON=( ADDRESS_LI| ST=( LOAD_BALANCE=ON)
( ADDRESS=( PROTOCOL=TCP) ( HOST=db- scan- addr ess) (PORT=1521) ) )
( CONNECT _DATA=( SERVI CE_NAME=wccedg. exanpl e. con) ) )

Use auto-ons
The ONS connection list is automatically provided from the database to the driver. You can
leave the ONS Nodes list empty in the data sources configuration.

Test Connections On Reserve
Verify that the Test Connections On Reserve is checked in the data sources.

Eventhough the GridLink data sources receive FAN events when a RAC instances
becomes unavailable, it is a best practice to enable the Test Connections On Reserve in
the data source and ensure that the connection returned to the application is good.

Seconds to Trust an Idle Pool Connection

For a maximum efficiency of the test, you can also set Seconds to Trust an Idle Pool
Connection to 0, so the connections are always verified. Setting this value to zero means
that all the connections returned to the application will be tested. If this parameter is set to
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10, the result of the previous test will be valid for 10 seconds and if a connection is reused
before the lapse of 10 seconds, the result will still be valid.

e Test Frequency
Verify that the Test Frequency parameter value in the data sources is not 0. This is the
number of seconds a WebLogic Server instance waits between attempts when testing
unused connections. The default value of 120 is normally enough.

Using TNS Alias in Connect Strings

You can create an alias to map the URL information instead of specifying long database
connection strings in the jdbc connection pool of a datasource. The connection string
information is stored in a t nsnanes. or a file with an associated alias name. This alias is used in
the connect string of the connection pool.

The following example is of a connect string using tns alias.

jdbc: oracl e:thin: @ccedg_alias

The t nsnanmes. or a file contains the following details.

wccedg_alias =
( DESCRI PTI ON=
( ADDRESS LI ST=
( LOAD_BALANCE=ON)
( ADDRESS=( PROTOCOL=TCP) ( HOST=wccedgdb- scan) ( PORT=1521)))
( CONNECT_DATA=( SERVI CE_NAME=wccedg. exanpl e. conj)

You must specify the or acl e. net. t ns_adni n property in the datasource configuration to point
to a specific t nsnames. or a file. For example, <pr opert y><nane>or acl e. net . t ns_adm n</
name><val ue>/ u01/ oracl e/ confi g/ domai ns/ f mmd412edg/ confi g/ t nsadni n</ val ue></
property></properties>

This is the Maximum Availability and Enterprise Deployment recommended approach for JDBC
urls. It simplifies JDBC configurations, facilitates DB configuration aliasing in disaster
protection scenarios, and makes database connection changes more dynamic. For more
information, see Use a TNS Alias Instead of a DB Connection String in Administering JDBC
Data Sources for Oracle WebLogic Server.

In Oracle Fusion Middleware 14.1.2, you can use a new type of deployment module to manage
the t nsnanes. or a files, wallet files, and keystore and truststore files associated with a
database connection. These are called DBClientData modules. For more information, see
What Are DBClientData Modules in Administering JDBC Data Sources for Oracle WebLogic
Server. In this EDG, DBClientData type of module is used to maintain the database client
information. However, wallets and SSL configuration is not used to access the database so the
DBClientData module contains only the appropriate t nsnanes. or a.

The following steps are required to use a TNS alias in the different Datasources used by FMW
and WLS schemas:

1. Create atnsnanes. or a with the pertaining alias and mapping URLs used in the connection
pools. Copy the connect string from one of the existing datasource configuration files. For
example,
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@® Note

This is an example using the short jdbc URL.

[oracl e@oahost 1~]$ grep url /uOl/oracl e/ confi g/ domai ns/ wccedgdonai n/
config/jdbc/ opss-dat asource-j dbc. xn

<url>j dbc: oracl e:thin: @rdbracl2a-
scan. dbsubnet . venl on80. or acl even. com 1521/ wecedg. exanpl e. conx/ ur | >
[oracl e@oahost 1~] $

Use the information in the connect string to add a long URL entry to a t nsnanes. or a file.
Use an alias name that identifies your connection. Notice that in order to deploy the

t snnanes. or a as DBCLient module the location of the deployment module needs to be two
levels down under the domain config directory if it resides on the WLS Administration
Server node. The file can also be created in the node that runs the WebLogic Remote
Console and can also be uploaded (as an application ear or war file).

[oracl e@oahost 1~]$ cat /u0l/oracl e/ config/tnsadm n/tnsnanes. ora

wccedg alias =
( DESCRI PTI ON=
( ADDRESS_LI ST=
(LOAD_BALANCE=ON)
( ADDRESS=( PROTOCOL=TCP) ( HOST= dr dbr acl2a-
scan. dbsubnet . venl on80. or acl even. com) (PORT=1521) ))
( CONNECT_DATA=( SERVI CE_NAME=wccedg. exanpl e. conj)
)

2. Deploy the directory containing the t nsnanes. or a as a DBClientData module.
a. Access the domain provider in the WebLogic Remote Console.
b. Click Edit Tree.
c. Click Environment > Deployments >Database Client Data Directories.
d. Click New.

e. Enter a name for the dbclient directory deployment. For example,
dbcl i ent dat a_nodul enane.

If the directory containing the t nsnames. or a file resides on your local computer,
uncheck the Upload checkbox.

f. Click Create.
g. Click Save.

The cart on the top right part of the screen will display full with a yellow bag inside.
h. Click the Cart icon and select Commit Changes.

This will create at nsnanes/ dbcl i ent module under domain dir / u01/ or acl e/
confi g/ domai ns/ wecedgdomai n/ confi g/ dbcli entdata/
dbcl i ent dat a_nodul enane.
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You can also perform the deployment of a database client module using the depl oy
command in wist.

3. Update the different Datasources and fmwconfig files to use the alias instead of the explicit
URLS.

@® Note

To update a datasource to use the tns alias, the datasource configuration needs to
include both a pointer to the t snanes. or a file and the alias itself in the jdbc URL.

You must perform the following steps to include a pointer to the t nsnanes. or a file
include the property or acl e. net . t ns_admi n in the datasource properties.

a.

b.

Access the domain provider in the WebLogic Remote Console.

Click Edit Tree.

Click Services > Datasources > Datasource_name.

In the navigation tree on the left, select Properties for the precise Datasource.
Click New.

Enter oracl e. net. t ns_adni n as the property name.

Click Create.

In the next screen with the property details, enter as value the directory for the
dbcl i ent dat a_nodul enane that is / u01/ or acl e/ confi g/ domai ns/ wccedgdomnai n/
config/ dbclientdataldbclientdata_nmodul ename in the example above.

Click Save.

The cart on the top right part of the screen will display full with a yellow bag inside.
In the navigation tree on the left, click the Datasource name.

Select the Connection Pool tab.

In the URL, replace the URL with the alias syntax as shown below:

j dbc: oracl e:thin: @ecedg_alias

Click Save.

Click the Cart icon and select Commit Changes.

If you check the datasource configuration file, it should reflect the following under the
<j dbc-driver-parans> <properties> entries:

<property>

<nane>or acl e. net.tns_adm n</ nane>

<val ue>/ u01/ or acl e/ confi g/ domai ns/ wccedgdomai n/ confi g/ dbcl i ent dat a/
dbcl i ent dat a_nodul enane</ val ue>

</ property>

The datasource configuration file should reflect as JDBC URL under <j dbc-dri ver -
par ans> as shown below:

<url >j dbc: oracl e: thin: @ecedg_al ias</url>
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4. To update the FMW jps config to use the tns alias, the domai n_pat h/ confi g/ f mwconfi g/
j ps-config.xm and donai n_pat h/ confi g/ f maconfi g/j ps-config-jse.xn files need to
be updated and both a pointer to the t snanes. or a file and the alias itself must be included
in the jdbc url, that is replace the information in the propertySet for the DB with the updated
URL and the tnsadmin pointer.

<property name="oracl e.net.tns_adm n" val ue="/u01/ oracl e/ confi g/ domai ns/
wecedgdonai n/ confi g/ dbcl i ent dat a/ dbcl i ent dat a_nmodul enane "/ >
<property nanme="jdbc.url" val ue="jdbc: oracle:thin: @ccedg_alias "/>

Restart the Administration Server for all the changes to be applied.

Alternatively, you can use the https: //gi t hub. coni or acl e- sanpl es/ maa/ t r ee/ nmai n/
1412EDG f mv1412_change_to_tns_al i as. sh script instead of the steps 1, 2, 3 and 4 to deploy
the corresponding DBClientData module and replace all urls in the jdbc and jps configuration
with the pertaining alias.

However, using the script is only recommended when all domain extensions have been
completed and all the required datasources are present in the domain configuration because
the script is configured to exit if an existing thsadmin already exists in the configuration files.
This behavior is intentional to avoid conflicts with other DBClient modules in the domain.

Performing Backups and Recoveries for an Enterprise Deployment

It is recommended that you follow the below mentioned guidelines to make sure that you back
up the necessary directories and configuration data for an Oracle WebCenter Content
enterprise deployment.

® Note

Some of the static and runtime artifacts listed in this section are hosted from Network
Attached Storage (NAS). If possible, backup and recover these volumes from the NAS
filer directly rather than from the application servers.

For general information about backing up and recovering Oracle Fusion Middleware products,
see the following sections in Administering Oracle Fusion Middleware:

*  Backing Up Your Environment
* Recovering Your Environment

Table 18-2 lists the static artifacts to back up in a typical Oracle WebCenter Content enterprise
deployment.

Table 18-2 Static Artifacts to Back Up in the Oracle WebCenter Content Enterprise Deployment

Type Host Tier
Database Oracle home DBHOST1 and DBHOST2 Data Tier
Oracle Fusion Middleware Oracle home WEBHOST1 and WEBHOST?2 Web Tier

Oracle Fusion Middleware Oracle home WCCHOST1 and WCCHOST?2 (or NAS Application Tier

Filer)
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Table 18-2 (Cont.) Static Artifacts to Back Up in the Oracle WebCenter Content Enterprise Deployment

Type Host Tier
Installation-related files WEBHOST1, WEHOST?2, and shared N/A
storage

Table 18-3 lists the runtime artifacts to back up in a typical Oracle WebCenter Content
enterprise deployment.

Table 18-3 Run-Time Artifacts to Back Up in the Oracle WebCenter Content Enterprise Deployment

Type Host Tier
Administration Server domain home WCCHOST1 (or NAS Filer) Application Tier
(ASERVER_HOME)

Application home WCCHOST1 (or NAS Filer) Application Tier
(APPLICATION_HOME)

Oracle RAC databases DBHOST1 and DBHOST?2 Data Tier
Scripts and Customizations Per host Application Tier
Deployment Plan home WCCHOST1 (or NAS Filer) Application Tier
(DEPLOY_PLAN_HOME)

OHS Configuration directory WEBHOST1 and WEBHOST?2 Web Tier

Online Domain Run-Time Artifacts Backup/Recovery Example

This section describes an example procedure to implement a backup of the WebLogic domain
artifacts. This approach can be used during the EDG configuration process, for example,
before extending the domain to add a new component.

This example has the following features:

*  App tier Runtime Artifacts are backed up/recovered in this example:

Artifact Host Tier
Administration Server domain home WCCHOST1 (or NAS Filer) Application Tier
(ASERVER_HOME)

Application home WCCHOST1 (or NAS Filer) Application Tier
(APPLICATION_HOME)

Deployment Plan home WCCHOST1 (or NAS Filer) Application Tier

(DEPLOY_PLAN_HOME)

Runtime artifacts (adapter control files) WCCHOST1 (or NAS Filer) Application Tier
(ORACLE_RUNTIME)

Scripts and Customizations Per host Application Tier

e This backup procedure is suitable for cases when a major configuration change is done to
the domain (that is, domain extension). If something goes wrong, or if you make incorrect
selections, you can restore the domain configuration to the earlier state.

Database backup/restore is not mandatory for this sample procedure, but steps to backup/
restore the database are included as optional.
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Artifact Host Tier

Oracle RAC database (optional) Oracle RAC database (optional) Data Tier

e Operating system tools are used in this example. Some of the run-time artifacts listed in
this section are hosted from Network Attached Storage (NAS). If possible, do the backup
and recovery of these volumes from the NAS filer directly rather than from the application
servers.

e Managed servers are running during the backup. MSERVER_HOME is not backed up and
pack/unpack procedure is used later to recover MSERVER_HOME. Therefore, managed
server lock files are not included in the backup.

e AdminServer can be running during the backup if . | ok files are excluded from the backup.
To avoid an inconsistent backup, do not make any configuration changes until the backup
is complete. To ensure that no changes are made in the WebLogic Server domain, you can
lock the WebLogic Server configuration.

® Note
Excluding these:
— Admi nServer/data/l dap/| dapfil es/ EnbeddedLDAP. | ok
— Admi nServer/tnp/ Adm nServer. | ok

Back Up the Domain Run-Time Artifacts
To backup the domain runtime artifacts, perform the following steps:

1. Log into WCCHOSTL1 with user oracle and ensure that you define and export the following

variables:

Variable Example Value Description

BAK_TAG BEFORE_BPM Descriptive tag used in the
names of the backup files and
database restore point.

BAK_DIR /backups Host folder where backup files
are stored.

DOMAIN_NAME wccedg_domain Domain name

For example:

export BAK TAG=BEFORE_BPM
export DOVAI N NAVME=wccedg_domai n
export BAK DI R=/ backups

2. Ensure that the following domain variables are set with the values of the domain:

Variable Example Value

ASERVER_HOME /u01/ oracl e/ confi g/ donai ns/
wccedg_donmai n

DEPLOY_PLAN_HOME /u0l1/ oracl e/ confi g/ dp
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Variable Example Value

APPLICATION_HOME /u01/ oracl e/ confi g/ applications/
wccedg_domai n

ORACLE_RUNTIME /u0l/ oracl e/ runtime

See Table 7-2.

3. Before you make the backup, lock the domain configuration, so you prevent other accounts
from making changes during your edit session. To lock the domain configuration from
Fusion Middleware Control:

a. Logintohttps://adm n.exanpl e. com 445/ em
b. Locate the Change Center at the top of Fusion Middleware Control.

c. From the Changes menu, select Lock & Edit to lock the configuration edit for the
domain.

@ Note

To avoid an inconsistent backup, do not make any configuration changes until the
backup is complete.

4. Loginto WCCHOST1 and clean the logs and backups applications before the backup:

find ${ASERVER HOVE}/servers/ Adm nServer/logs -type f -nane "*.out0*" ! -
size Oc -print -exec rm-f {} \+
find ${ASERVER HOVE}/servers/ Adm nServer/logs -type f -nane "*.lo0g0*" ! -
size Oc -print -exec rm-f {} \+
find ${APPLI CATI ON_HOVE} -type f -nanme "*.bak*" -print -exec rm-f {} \;

5. Perform the backup of each artifact by using t ar :

tar -cvzf ${BAK_DI R}/backup_aserver_home_${DOVAI N_NAME} ${BAK TAG.tgz $
{ ASERVER HOME} --exclude ". 1 ok"

tar -cvzf ${BAK_ DI R}/backup_dp_home_${ DOMAI N_NAVE} _${BAK_TAG .t gz $
{ DEPLOY_PLAN_HOVE} / ${ DOVAI N_NANE}

tar -cvzf ${BAK DI R}/backup_app_home_${DOMAI N_NAME} ${BAK TAG.tgz $
{ APPLI CATI ON_HOVE}

tar -cvzf ${BAK_DIR}/backup_runtime_${DOVAI N_NAVE} _${BAK TAG .t gz $
{ ORACLE_RUNTI NE}/ ${ DOVAI N_NAVE}

|'s --format=single-colum ${BAK DI R}/ backup_aserver_*.tgz
I's --format=single-colum ${BAK_DI R}/ backup_dp_*.tgz

I's --format=single-col um ${BAK_DI R}/ backup_app_*.tgz

|'s --format=single-colum ${BAK DI R}/ backup_runtine_*.tgz

6. Release the domain lock.

a. Logintohttps://adm n.exanpl e.com 445/ em

b. Locate the Change Center at the top of Fusion Middleware Control.
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From the Changes menu, select Release Configuration to release the configuration
edit for the domain.

Backup your scripts and customizations, if needed.

(Optional) Log in to the database and create a flashback database restore point:

® Note

Flash database technology is used in this example for database recovery. Check
your database version’s documentation for more information about Flashback.

Create flashback guaranteed checkpoint.

sql plus / as sysdba
SQ.> create restore point BEFORE BPM guarantee flashback database;
SQ> alter systemswitch |ogfile;

Verify.

SQ.> set linesize 300

SQ.> col um nane format a30

SQ> colum tine format a32

SQ.> col um storage_size formt 999999999999

SQ.> SELECT nane, guarantee_flashback database, tinme, storage_size FROM
v$rest ore_poi nt ORDER BY ting;

Exanpl e:
NAMVE GUA TI ME
STORAGE_SI ZE

SOAEDG BEFORE_BPM YES 12- MAY-17 03. 29.28. 000000000 AM
8589934592
exit

Restore the Domain Run-Time Artifacts

To recover the domain to the point where the backups where made, follow these steps:

1.
2.
3.

Log in to WCCHOST?1 using the oracle user.
Stop all the servers in the domain, including the AdminServer.

Ensure that the following domain variables are set with the values of the domain:

Variable Example Value

ASERVER_HOME / u01/ or acl e/ confi g/ domai ns/
wccedg_donai n

DEPLOY_PLAN_HOME /u01/ oracl e/ confi g/ dp

APPLICATION_HOME /u01/ or acl e/ confi g/ appl i cati ons/

wccedg_donai n

ORACLE_RUNTIME /u01/oracl e/ runtinme
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Remove the current folders by renaming them. You can remove these folders completely at
the end of the process after you have verified the recovered domain.

a. In WCCHOST1:

mv  ${ ASERVER HOVE} ${ ASERVER HOVE} DELETE

mv  ${ DEPLOY_PLAN_HOVE}/ ${ DOMAI N_NAMVE} ~ ${ DEPLOY_PLAN_HOVE}/ $
{ DOVAI N_NAVE} DELETE

m/  ${ APPLI CATI ON_HOME}  ${ APPLI CATI ON_HOMVE} DELETE

m/  ${ ORACLE_RUNTI ME}/ ${ DOVAI N_NAME} ${ ORACLE_RUNTI ME}/ $

{ DOVAI N_NAVE} DELETE

b. Ineach WCCHOSTn:
m/ ${MSERVER HOVE} ${MSERVER HOVE} DELETE

Locate and identify the backups in the backup folder. Ensure that you define and export the
following variables with the correct values of the backup you want to recover:

Variable Example Value Description

BAK_TAG BEFORE_BPM Descriptive tag used in the
names of the backup files and
database restore point.

BAK_DIR /backups Host folder where backup files
are stored.

DOMAIN_NAME wccedg_domain Domain name

For example:

export BAK_TAG=BEFORE_BPM
export DOVAI N_NAVE=wccedg_donai n
export BAK DI R=/ backups

Perform the recovery of the files by extracting the files.

® Note

TAR files will recreate the structure beginning with / , so you need to go to/ folder.

cd /

tar -xzvf ${BAK DI R}/backup_aserver_home_${ DOVAI N_NAVE} _${ BAK_TAG .tgz
tar -xzvf ${BAK DI R}/ backup_dp_hone_${ DOVAI N_NAVE} _${ BAK TAG .t gz

tar -xzvf ${BAK DI R}/ backup_app_honme_${ DOVAI N_NAME} _${ BAK TAG.tgz

tar -xzvf ${BAK DI R}/ backup_runtime_${ DOVAI N_NAVE} _${ BAK TAG .t gz

(Optional) If you need to recover the database to the flashback recovery point, perform the
following steps:

a. Loginto DBHOST with oracle user and stop the database:

srvctl stop database -database wccedgdb
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b. Log in to the database and flashback database to the restore point:

sql plus / as sysdbaSQ.>
startup nount SQL>
FLASHBACK DATABASE TO RESTORE PO NT BEFORE_BPM
Fl ashback conpl ete.

c. Start database with this command:

SQ.> ALTER DATABASE OPEN RESETLGCGS;

8. Start AdminServer:

${ ORACLE_COVMON_HOME} / comnmon/ bi n/ wl st . sh

w s:/of fline> nnConnect (' nodemanager', ' password',' ADM NVHN , ' 5556' ,
" domai n_nane', "' ASERVER HOME' ,' PLAIN')

Connecting to Node Manager ...

Successful ly Connected to Node Manager.

w s:/nm domai n_nanme > nntart (' Admi nServer')

9. Propagate the domain to the Managed Servers.

a. Sign in to WCCHOST1 and run the pack command to create the template, as follows:

cd ${ ORACLE_COMMON_HOME} / conmmron/ bi n

. I pack. sh -managed=true
- domai n=ASERVER_HOME \
-tenplate=/full _path/recover_domain.jar \
-tenpl at e_nane=recover _domai n_tenplate \
-l og_priority=DEBUG \
-1 og=/t np/ pack. | og

* Replace ASERVER_HOME with the actual path to the domain directory you
created on the shared storage device.

* Replace /full_path/ with the complete path where you want to create the domain
template jar file.

 recover_donmi n.j ar is an example of the name for the jar file that you are
creating.

e recover _donmi n_t enpl at e is an example of the name for the jar file that you
are creating.

b. Run the unpack command in every WCCHOST, as follows:

cd $ORACLE_COMMON_HOVE/ cormmon/ bi n

. lunpack. sh - domai n=MSERVER_HOVE \
-overwite_domain=true \
-tenplate=/full _path/recover_donain.jar
-log_priority=DEBUG \

-1 og=/t np/ unpack. | og \
-app_di r =APPLI CATI ON_HOME \
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*  Replace MSERVER_HOME with the complete path to the domain home to be
created on the local storage disk. This is the location where the copy of the domain
will be unpacked.

* Replace/full _path/ recover_donain.jar with the complete path and file
name of the domain template jar file that you created when you ran the pack
command to pack up the domain on the shared storage device.

10. Recover/perform customizations, if needed.
11. Start the servers and verify the domain.
12. After checking that everything is correct, you can delete the previous renamed folders:

a. In WCCHOST1:

rm-rf  ${ASERVER HOVE} DELETE

rm-rf  ${KEYSTORE_HOME} DELETE

rm-rf  ${DEPLOY_PLAN HOVE}/ ${ DOMAI N_NAVE} DELETE
rm—rf  ${APPLI CATI ON HOVE} DELETE

rm-rf  ${ORACLE_RUNTI ME}/ ${ DOVAI N_NAVE} DELETE

b. Inevery WCCHOSTnN:

rm-rf  ${MSERVER HOVE} DELETE
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Using Service Migration in an Enterprise
Deployment

The Oracle WebLogic Server migration framework supports Whole Server Migration and
Service Migration. Whole Server Migration requires more resources and a full start of a
managed server, so it involves a higher failover latency than Service Migration. The products
included in this EDG support Service Migration. Hence, Service Migration is recommended and
this guide explains how to use Service Migration in an Oracle Fusion Middleware enterprise
topology. Whole Server migration is out of the scope of this guide.

About Automatic Service Migration in an Enterprise Deployment

Oracle WebLogic Server provides a migration framework that is an integral part of any highly
available environment. The following sections provide more information about how this
framework can be used effectively in an enterprise deployment.

Understanding the Difference between Whole Server and Service Migration

The Oracle WebLogic Server migration framework supports two distinct types of automatic
migration:

Whole Server Migration, where the Managed Server instance is migrated to a different
physical system upon failure.

Whole server migration provides for the automatic restart of a server instance, with all its
services, on a different physical machine. When a failure occurs in a server that is part of a
cluster which is configured with server migration, the server is restarted on any of the other
machines that host members of the cluster.

For this to happen, the servers must use a floating IP as listen address and the required
resources (transactions logs and JMS persistent stores) must be available on the
candidate machines.

See Whole Server Migration in Administering Clusters for Oracle WebLogic Server.

Service Migration, where specific services are moved to a different Managed Server
within the cluster.

To understand service migration, it's important to understand pinned services.

In a WebLogic Server cluster, most subsystem services are hosted homogeneously on all
server instances in the cluster, enabling transparent failover from one server to another. In
contrast, pinned services, such as JMS-related services, the JTA Transaction Recovery
Service, and user-defined singleton services, are hosted on individual server instances
within a cluster—for these services, the WebLogic Server migration framework supports
failure recovery with service migration, as opposed to failover.

See Understanding the Service Migration Framework in Administering Clusters for Oracle
WebLogic Server.
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Implications of Using Whole Server Migration or Service Migration in an
Enterprise Deployment

When a server or service is started in another system, the required resources (such as
services data and logs) must be available to both the original system and to the failover
system; otherwise, the service cannot resume the same operations successfully on the failover
system.

For this reason, both whole server and service migration require that all members of the cluster
have access to the same transaction and JMS persistent stores (whether the persistent store is
file-based or database-based).

This is another reason why shared storage is important in an enterprise deployment. When you
properly configure shared storage, you ensure that in the event of a manual failover
(Administration Server failover) or an automatic failover (whole server migration or service
migration), both the original machine and the failover machine can access the same file store
with no change in service.

In the case of an automatic service migration, when a pinned service needs to be resumed, the
JMS and JTA logs that it was using before failover need to be accessible.

In addition to shared storage, Whole Server Migration requires the procurement and
assignment of a virtual IP address (VIP). When a Managed Server fails over to another
machine, the VIP is automatically reassigned to the new machine.

Note that service migration does not require a VIP.

Understanding Which Products and Components Require Whole Server
Migration and Service Migration

Note that the table lists the recommended best practice. It does not preclude you from using
Whole Server or Automatic Server Migration for those components that support it.

Component Whole Server Migration (WSM) Automatic Service Migration (ASM)
Oracle WebCenter Content YES YES (Recommended)
Oracle SOA Suite YES YES (Recommended)
Oracle Enterprise Capture YES YES (Recommended)
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Creating a GridLink Data Source for Leasing

Automatic Service Migration requires a data source for the leasing table, which is a table that
resides in a tablespace, and schema created automatically, as part of the Oracle WebLogic
Server schemas by the Repository Creation Utility (RCU).

@® Note

To accomplish data source consolidation and connection usage reduction, you can
reuse the W.SScheneDat asour ce as is for database leasing. This data source is
already configured with the FMAL412_W.S RUNTI ME schema, where the leasing table is

stored.

For an enterprise deployment, you should create a GridLink data source:

1
2
3.
4

Enterprise Deployment Guide for Oracle WebCenter Content
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Log in to the WebLogic Remote Console.

Navigate to the Edit Tree.

In the structure tree, expand Services and select Data Sources.

On the Summary of Data Sources page, click New and select GridLink Data Source.

Enter the following:

Table 19-1 GridLink Data Source Properties
|

Properties Description

Name Enter a logical name for the data source in the
Name field. For example, Leasing.

JNDI Names Enter a name for JNDI. For example, jdbc/
leasing.

Targets Select the cluster that you are configuring for

Automatic Service Migration and move to
"Chosen".

Data Source Type

Select GridLink Data Source.

Database Driver

Select Oracle's Driver (Thin) for GridLink
Connections Versions: Any.

Global Transaction Protocol

Select None.

Listeners

Enter the SCAN address and port for the RAC
database, separated by a colon. For example,
db- scan. exanpl e. com 1521.

Service Name

Enter the service name of the database with
lowercase characters. For a GridLink data
source, you must enter the Oracle RAC service
name. For example, soaedg. exanpl e. com
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Table 19-1 (Cont.) GridLink Data Source Properties

|
Properties Description

Database username Enter the user name of the WLS Runtime
schema. For example, FMAL412 W.S RUNTI ME.
In this example, FMAL412 is the prefix you used
when you created the schemas as you prepared
to configure the domain.

@ Note

The leasing table is created
automatically when you create the WLS
schemas with the Repository Creation

Utility (RCU).

Password Enter the password you used when you created
the WLS schema in RCU.

Protocol Leave the default value (TCP).

Fan Enabled You must check this option.

ONS Nodes Leave it empty. ONS node list is automatically
retrieved when the database is 12.2 or higher
version.

ONS Wallet and password You can leave this field empty.

Test Configuration You must enable this option.

5. Click Create.

6. Commit changes in the shopping cart.

Configuring Automatic Service Migration in an Enterprise
Deployment

The services used by the different SOA components in this Enterprise Deployment Guide are
already configured with Automatic Service Migration when following the Configuration Wizard
steps provided in this guide. For any other custom services, you can use the following steps to
configure service migration.

Setting the Leasing Mechanism and Data Source for an Enterprise
Deployment Cluster

Before you can configure automatic service migration, you must verify the leasing mechanism
and data source that is used by the automatic service migration feature.
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@® Note

To accomplish data source consolidation and connection usage reduction, you can
reuse the W.SRunt i meSchemaDat aSour ce datasource as is for database leasing. This
datasource is already configured with the FMAL412 W.S RUNTI ME schema, where the
leasing table is stored.

The following procedure assumes that you have configured the Leasing data source
either by reusing the W.SRunt i meSchenaDat aSour ce or a custom datasource that you
created as described in Creating a GridLink Data Source for Leasing.

Log into the WebLogic Remote Console.
Navigate to the Edit Tree.
In the structure tree, expand Environment > Clusters.

The Summary of Clusters page appears. Click the cluster for which you want to configure
migration.

Click the Migration tab.
Verify that Database is selected in the Migration Basis drop-down menu.

In the Data Source for Automatic Migration drop-down menu, select the Leasing data
source that you created in Creating a GridLink Data Source for Leasing. Select the
W.SRunt i meSchenaDat aSour ce for data source consolidation.

Click Save.
Commit changes in the shopping cart

Restart the managed servers for the changes to be effective. If you are configuring other
aspects of ASM in the same configuration change session, you can use a final unique
restart to reduce downtime.

Changing the JTA Migration Settings for the Managed Servers in the Cluster

After you set the leasing mechanism and data source for the cluster, you can enable automatic
JTA migration for the Managed Servers that you want to configure for service migration. Note
that this topic applies only if you are deploying JTA services as part of your enterprise
deployment.

For example, this task is not required for Oracle WebCenter Content enterprise deployments.

To change the migration settings for the Managed Servers in each cluster:

1.
2.
3.

Log into the WebLogic Remote Console.

Navigate to the Edit Tree.

In the structure tree, expand the Environment node and click Servers.
The Summary of Servers page appears.

Expand the name of the server you want to modify.

Navigate to JTA Migratable Target.

In the the JTA Migration Policy drop-down menu, select Failure Recovery.
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In the JTA Candidate Servers section of the page, leave the Chosen list box empty. If you
do not select any servers from the Available list box, all the available servers in the cluster
become candidates for service migration.

7. Click Save.
8. Commit the changes in the shopping cart.

9. Restart the Managed Servers and the Administration Server for the changes to be
effective.

If you are configuring other aspects of ASM in the same configuration change session, you
can use a final unique restart to reduce downtime.

About Selecting a Service Migration Policy

When you configure Automatic Service Migration, you select a Service Migration Policy for
each cluster. This topic provides guidelines and considerations when selecting the Service
Migration Policy.

For example, products or components running singletons or using Path services can benefit
from the exactly-once policy. With this policy, if at least one Managed Server in the candidate
server list is running, the services hosted by this migratable target are active somewhere in the
cluster if servers fail or are administratively shut down (either gracefully or forcibly). This can
cause multiple homogenous services to end up in one server on startup.

When you use this policy, you should monitor the cluster startup to identify what servers are
running on each server. You can then perform a manual failback, if necessary, to place the
system in a balanced configuration.

Other Fusion Middleware components are better suited for the failure-recovery policy.

See Policies for Manual and Automatic Service Migration in Administering Clusters for Oracle
WebLogic Server.

Setting the Service Migration Policy for Each Managed Server in the Cluster

After you modify the JTA migration settings for each server in the cluster, you can then identify
the services and set the migration policy for each Managed Server in the cluster, using the
WebLogic Remote Console:

1. Log into the WebLogic Remote Console.

2. Navigate to the Edit Tree.

3. Inthe structure tree, expand Environment > Migratable Targets.
4. Click the name of the first Managed Server in the cluster.
5

In the Service Migration Policy drop-down menu, select the appropriate policy for the
cluster. See About Selecting a Service Migration Policy.

6. Inthe Candidate tab, leave the Chosen list box empty. If you do not select any servers
from the Available list box, all the available servers in the cluster become candidates for
service migration.

7. Click Save.
8. Repeat Step 2 to Step 6 for each of the additional Managed Servers in the cluster.
9. Commit changes in the shopping cart.

10. Restart the managed servers for the changes to be effective.
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If you are configuring other aspects of ASM in the same configuration change session, you
can use a final unique restart to reduce downtime.

Validating Automatic Service Migration

After you configure automatic service migration for your cluster and Managed Servers, validate
the configuration, as follows:

1.

2
3.
4

o

If you have not already done so, log into the WebLogic Remote Console.
Navigate to the Monitoring Tree.

In the structure tree, expand Environment > Migration.

Click Service Migration Data Runtimes.

The console displays a list of migratable targets and their current hosting server.
In the Migratable Targets table, select a row for one of the migratable targets.
Note the value in the Migrated To property.

Use the operating system command line to stop the first Managed Server.

Use the following command to end the Managed Server Process and simulate a crash
scenario:

kill -9 pid

In this example, replace pid with the process ID (PID) of the Managed Server. You can
identify the PID by running the following UNIX command:

ps -ef | grep managed_server_nane

@® Note

After you kill the process, the Managed Server might be configured to start
automatically. In this case, you must kill the second process using the ki || -9
command again.

Watch the terminal window (or console) where the Node Manager is running.

You should see a message indicating that the selected Managed Server has failed. The
message is similar to the following:

<INFO> <domai n_nane> <server _nane>

<The server 'server_name' with process id 4668 is no longer alive; waiting for the
process to die.>

<INFO> <domai n_nane> <server _nane>

<Server failed during startup. It may be retried according to the auto restart
configuration.>

<INFC> <domai n_nane> <server _nane>

<Server failed but will not be restarted because the maxi mum nunber of restart
attenpts has been exceeded. >

Return to the WebLogic Remote Console and refresh the table of Service Migration Data
Runtimes; verify that the migratable targets are transferred to the remaining, running
Managed Server in the cluster:

»  Verify that the Migrated to value for the process you killed is now updated to show
that it has been migrated to a different host.
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*  Verify that the value in the Status of Last Migration column for the process is
Succeeded.

10. Open and review the log files for the Managed Servers that are now hosting the services;
look for any JTA or JMS errors.

® Note

For JMS tests, it is a good practice to get message counts from destinations and
make sure that there are no stuck messages in any of the migratable targets:

For example, for uniform distributed destinations (UDDs):

a. Log into the WebLogic Remote Console and navigate to the Monitoring
Tree.

b. Navigate to Dashboards and click JIMS Destinations.

c. Order by Destination Name and look for the destination.

& Tip
You can copy this dashboard and create a custom one to filter by
specific destination name.

d. Review the Messages Current Count and Messages Pending Count
values.

Failing Back Services After Automatic Service Migration

When Automatic Service Migration occurs, Oracle WebLogic Server does not support failing
back services to their original server when a server is back online and rejoins the cluster.

As a result, after the Automatic Service Migration migrates specific JMS services to a backup
server during a fail-over, it does not migrate the services back to the original server after the
original server is back online. Instead, you must migrate the services back to the original server
manually.

To fail back a service to its original server, use WLST migrate command. For more information,
see WLST Command Reference for Oracle WebLogic Server.
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