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Preface

Audience

This preface describes the document accessibility features and conventions used in
this guide—WebLogic Scripting Tool Command Reference for Identity and Access
Management.

This document is intended for Administrators who are familiar with:

e Access and ldentity Management concepts and administration

e Oracle WebLogic Server concepts and administration

e LDAP server concepts and administration

- Database concepts and administration (for policy and session management data)
e Web server concepts and administration

WebGate and mod_osso agents

e Auditing, logging, and monitoring concepts

e Security token concepts

* Integration of the Policy store, Identity store, and familiarity with OIS might be
required

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at htt p: / / www. or acl e. conl pl s/t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=i nf o or visit htt p: / / www. or acl e. coni pl s/t opi ¢/ | ookup?
ctx=acc&i d=trs if you are hearing impaired.

Related Documents

ORACLE

You can see the following documents in the Oracle Fusion Middleware 12¢ Release 2
(12.2.1.3.0) documentation set:

*  Oracle Access Management 12c Release 2 (12.2.1.3.0) Release Notes

* Installing and Configuring Oracle Identity and Access Management. Explains how
to use the Oracle Universal Installer and the WebLogic Configuration Wizard.

XiX
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* Administrator's Guide for Oracle Access Management: Explains how to manage
configuration and policies for Access Manager, Security Token Service, ldentity
Federation, Mobile and Social, Identity Context and other Oracle Access
Management suite services.

»  Developer's Guide for Oracle Access Management: Explains how to write custom
AccessGates and plug-ins that enable programmatic access to extend Access
Manager single sign-on and authorization functions.

*  Upgrading Oracle Identity and Access Management: Explains how to upgrade
Oracle Identity Management 10g components to Oracle Identity Management 11g.

*  Tuning Performance: Explains how to monitor and optimize performance,
configure components for optimal performance, and write highly performance
applications in the Oracle Fusion Middleware environment.

*  Administering Oracle Fusion Middleware: Explains how to manage a secure
Oracle Fusion Middleware environment, including how to change ports, deploy
applications, and back up and recover Oracle Fusion Middleware. This guide also
explains how to move data from a test to a production environment.

»  Enterprise Deployment Guide for Oracle Identity and Access Management:
Provides a step-by-step guide to deployment.

*  High Availability Guide: Provides a high availability conceptual information and
also administration and configuration procedures for Administrators, developers,
and others whose role is to deploy and manage Oracle Fusion Middleware with
high availability requirements.

*  Administering Web Services: Explains how to administer and secure Web
services.

*  WLST Command Reference for Infrastructure Security : Describes all the
commands that are available to use with the WLST for Oracle Platform Security
Services and Infrastructure Security.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Introduction

This section describes the contents and organization of this guide—WebLogic
Scripting Tool Command Reference for Identity and Access Management.

*  Guide to This Document
e Document Scope and Audience
e Using WSLT Commands

* Related Documentation

1.1 Guide to This Document

This document is organized as follows:

*  This chapter introduces the guide and lists related documentation.

* WLST for Oracle Identity and Access Management summarizes WebLogic
Scripting Tool (WLST) commands and variables for Identity and Access
Management.

e WLST for Oracle Mobile Security Suite provides detailed descriptions for
commands and variables for the Oracle Mobile Security Suite gateway
component.

A refreshed version of this 11.1.2.3.0 documentation (published in September 2015)
was reorganized. For example, commands previously collected in one long chapter in
WLST for Oracle Identity and Access Management are now grouped in several shorter
chapters.

1.2 Document Scope and Audience

This document describes the ldentity and Access Management commands that are
available for the WebLogic Scripting Tool (WLST). This document includes WLST
commands for WebLogic Server, as well as custom WLST commands that can be
used to manage installed Oracle Fusion Middleware Identity and Access Management
components.

¢ Note:

Custom WLST commands for a given Oracle Fusion Middleware
component are available for use only if the component is installed in the
ORACLE_HOME directory.

This document is written for WebLogic Server administrators and operators who
deploy Java EE applications using the Java Platform, Enterprise Edition (Java EE)
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from Oracle. It is assumed that readers are familiar with Web technologies and the
operating system and platform on which WebLogic Server is installed.

1.3 Using WSLT Commands

To use the custom WLST commands on WebLogic Server, you must invoke the WLST
script from the Oracle Common home. To use the applicable Infrastructure Security
custom WLST commands on a WebSphere Server, see the 3rd Party Integration
Guide. For other WebLogic Server and Fusion Middleware WLST commands, refer to
the WLST Command Reference guide for your installed release of WebLogic Server.

# Note:

For additional information about Oracle Platform Security Services, see
Introduction to Oracle Platform Security Services in Securing Applications
with Oracle Platform Security Services.

1.4 Related Documentation

ORACLE

WLST is one of several interfaces for managing and monitoring WebLogic Server. See
Understanding the WebLogic Scripting Tool to understand WebLogic Scripting Tool.
For other management interfaces, see:

e Using Ant Tasks to Configure and Use a WebLogic Server Domain in Developing
Applications for Oracle WebLogic Server, describes using WebLogic Ant tasks
for starting and stopping WebLogic Server instances and configuring WebLogic
domains.

e Deployment Tools in Deploying Applications to Oracle WebLogic Server describes
several tools that WebLogic Server provides for deploying applications and stand-
alone modules.

e Administration Console Online Help describes a Web-based graphical user
interface for managing and monitoring WebLogic domains.

e Creating WebLogic Domains Using the Configuration Wizard describes using a
graphical user interface to create a WebLogic domain or extend an existing one.

e Creating Templates and Domains Using the Pack and Unpack Commands
describes commands that recreate existing WebLogic domains quickly and easily.

e Developing Custom Management Ultilities Using JMX for Oracle WebLogic Server
describes using Java Management Extensions (JMX) APIs to monitor and modify
WebLogic Server resources.

e Monitoring Oracle WebLogic Server with SNMP describes using Simple Network
Management Protocol (SNMP) to monitor WebLogic domains.

e Administering Oracle Fusion Middleware describes how to manage Oracle Fusion
Middleware, including how to start and stop Oracle Fusion Middleware, how to
configure and reconfigure components, and how to back up and recover.
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WLST for Oracle Identity and Access
Management

Part | describes the Identity and Access Management WLST commands.

Access Manager WLST Commands
Identity Federation WLST Commands
Mobile and Social WLST Commands
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Access Manager WLST Commands

Use these custom WebLogic Scripting Tool (WLST) commands to manage Oracle
Access Management Access Manager related components such as authorization
providers, identity asserters, and SSO providers. These commands allow you

to display metrics and deployment topology, manage your server and agent

configurations and logger settings.
The Access Manager Commandssection lists the Oracle Access Management Access
Manager WLST commands and their details.

2.1 Access Manager Commands

ORACLE

Table 2-1 WLST Access Manager Commands

Use this command... To... Use with
WLST...
displayAuthZCallBackKey Generate and retrieve the key used to hasha Online
resource URL in an authorization policy.
updateCustomPages Enables and disables custom error and login  Online
pages. Offline
createUserldentityStore Create a user identity store registration. Online
Offline
editUserldentityStore Edit a user identity store registration. Online
Offline
deleteUserldentityStore Delete a user identity store registration. Online
Offline
displayUserldentityStore Display a user identity store registration. Online
createOAMServer Create an entry for an Access Manager Online
Server configuration. Offline
editOAMServer Edit the entry for an Access Manager Server  Online
configuration. Offline
deleteOAMServer Delete the named Access Manager Server Online
configuration. Offline
displayOAMServer Display Access Manager Server configuration Online
details. Offline
configurePersistentLogin Enable or disable the Persistent Login feature. Online
configOAMLoginPagePref Configure the Access Manager login page Online
user preferences.
configRequestCacheType Configure the SSO server request cache type. Online
displayRequestCacheType Display the SSO server request cache type Online
entry. Offline
2-1
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Table 2-1 (Cont.) WLST Access Manager Commands
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Access Manager Commands

Use this command... To... Use with
WLST...
editOssoAgent Edit OSSO Agent configuration details. Online
Offline
deleteOssoAgent Delete the named OSSO Agent configuration. Online
Offline
displayOssoAgent Display OSSO Agent configuration details. Online
Offline
editWebgateAgent Edit 10g WebGate Agent registration details.  Online
Offline
deleteWebgateAgent Delete the named 10g WebGate Agent Online
configuration. Offline
displayWebgateAgent Display WebGate Agent configuration details. Online
Offline
exportPolicy Export Access Manager policy data from Online
a test (source) to an intermediate Access
Manager file.
importPolicy Import Access Manager policy data from the ~ Online
Access Manager file specified.
importPolicyDelta Import Access Manager policy changes from  Online
the Access Manager file specified.
migratePartnersToProd Migrate partners from the source Access Online
Manager Server to the specified target Access
Manager Server.
exportPartners Export the Access Manager partners from the Online
source to the intermediate Access Manager
file specified.
importPartners Import the Access Manager partners from the Online
intermediate Access Manager file specified.
displayTopology List the details of deployed Access Manager  Online
Servers. Offline
configureOAAMPartner Configure the Access Manager-Oracle Online
Adaptive Access Manager basic integration.
registerOIFDAPPartner Register Identity Federation as Delegated Online
Authentication Protocol (DAP) Partner. Offline
registerOIFDAPPartnerIDPMode Registers Identity Federation in IDP mode.
registerThirdPartyTAPPartner Registers any third party as a Trusted Online
Authentication Protocol (TAP) Partner.
disableCoexistMode Disable the Coexist Mode. Online
enableOamAgentCoexist Enables Coexist Mode for the Access Online

Manager agent (enabling the Access Manager
11g server to own the Obssocookie set by 10g
WebGate).
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Use this command... To... Use with
WLST...
disableOamAgentCoexist Disables Coexist Mode for the Access Online
Manager agent (disabling the Access
Manager 11g server from the Obssocookie set
by 10g WebGate).
editGITOValues Edit GITO configuration parameters. Online
editWebgatellgAgent Edit an 11g WebGate registration. Online
Offline
deleteWebgatellgAgent Remove an 11g WebGate Agent registration.  Online
Offline
displayWebgatellgAgent Display an 11g WebGate Agent registration.  Online
Offline
displayOAMMetrics Display metrics of Access Manager Servers.  Online
Offline
updateOIMHostPort (deprecated) Update the Oracle Identity Manager Online
configuration when integrated with Access
Manager.
configureOIM (deprecated) Creates an Agent registration specific to Online
Oracle Identity Manager when integrated with
Access Manager.
updateOSSOResponseCookieCo Updates OSSO Proxy response cookie Online
nfig settings.
deleteOSSOResponseCookieCo Deletes OSSO Proxy response cookie Online
nfig settings.
configureAndCreateldentityStore Configures an identity store and external user Online
store.
configAndCreateldStoreUsingPro Configures an identity store and external user Online
pFile store using values defined in a file.
manageAuditEvents Disables the audit of events of a specific type. Online
Offline
migrateArtifacts (deprecated) Migrates artifacts based on the specified Online
artifact file.
displaySimpleModeGlobalPassph Displays the simple mode global passphrase  Online
rase in plain text from the system configuration.
exportSelectedPartners Exports selected Access Manager Partners Online
to the intermediate Access Manager file
specified.
oamMigrate Migrates policies, authentication stores, and  Online
user stores from OSSO, OAM10g, OpenSSO,
or AM 7.1 to OAM11g.
preSchemeUpgrade Invokes the preSchemeUpgrade operation. Online
postSchemeUpgrade Invokes the postSchemeUpgrade operation. ~ Online
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Table 2-1 (Cont.) WLST Access Manager Commands

Use this command... To... Use with
WLST...
oamSetWhiteListMode Set to true and the Access Manager Server Online

will redirect to the URLS specified in the
WhiteListURL list only.

oamWhiteListURLConfig Add, update or remove whitelist URL entries  Online
from configuration file.

enableMultiDataCentreMode Enable Multi Data Centre Mode. Online
disableMultiDataCentreMode Disable Multi Data Centre Mode. Online
setMultiDataCentreClusterName  Set the Multi Data Centre Cluster name. Online
setMultiDataCentreLogoutURLs  Set the Multi Data Centre logout URLSs. Online
addPartnerForMultiDataCentre Add partner for Multi Data Centre. Online
removePartnerForMultiDataCentr Remove partner from Multi Data Centre. Online
e

addOAMSSOProvider Adds an OAM SSO provider. Online

2.1.1 displayAuthZCallBackKey

The displayAuthZCallBackKey command is an online command that allows generation
and retrieval of the key used to hash the resource URL that is returned during
authorization when a success or failure URL is configured for the policy.

Description

Allows retrieval of the key used to hash the resource URL during authorization if
already present. If the key is not present it is created and returned. The scope of this
command is an instance only; the scope is not an argument.

Syntax
di spl ayAut hZCal | BackKey()

# Note:

There are no arguments for this command.

Example
The following example displays the hash key.

di spl ayAut hZCal | BackKey()
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2.1.2 updateCustomPages

The updateCustomPages command is an online and offline command that enables
and disables custom error and login page configuration.

Description

Adds a context path and page extension to oam confi g. xnl that points to the WAR
containing the custom Error and login pages:

<Setting Nanme="ssoengi ne" Type="htf: mp">

<Setting Name="ErrorConfig" Type="htf:map">

<Setting Name="ErrorMde" Type="xsd:string">EXTERNAL</ Setting>

<Setting Name="CustonPageExt ensi on" Type="xsd: string">jsp</Setting>
<Setting Name="CustonPageContext" Type="xsd: string">/ Sanpl eApp</ Setting>
</ Setting>

</ Setting>

Syntax

updat eCust onPages( pageExt ensi on="<fi | eExt ensi on>", cont ext ="<cont ext Pat h>")

Argument Definition

Specifies the context path to the application; for example, /

cont ext SampleApp.

pageExt ensi on Has a default value of "jsp" but can be left blank.

Example

To enable the Custom Error page functionality, use updat eCust onPages with the
cont ext and pageExt ensi on parameters. This will modify the oam confi g. xm file and
enable the custom page functionality.

updateCustomPages(pageExtension ="jsp", context="/SampleApp™)

To disable the Custom Error page functionality, use the command without parameters
[updat eCust onPages() ]. This will undo the modifications made when the command is
run with parameters.

2.1.3 createUserldentityStore

ORACLE

The createUserldentityStore command is an online and offline command that creates
an identity store registration in the Access Manager system configuration.

Description

Creates an entry in the system configuration for a new user identity store registered
with Access Manager. The scope of this command is an instance only; the scope is not
an argument.

Syntax

createUserldentityStore(name="<Nanme>", principal ="<Principal >",
credential ="<Credential >", type="<Type>", userAttr="<userAttr>",

2-5



ORACLE

Chapter 2
Access Manager Commands

| dapProvi der ="<| dapPr ovi der >", user Sear chBase="<user Sear chBase>",

| dapUr | ="<I dapUr| >",

i sPrimary="<isPrimary>", isSystenr"<isSysten",

user | DProvi der =" <user | DProvi der>", rol eSecAdm n="<r ol eSecAdm n>",

rol eSysMoni t or =" <r ol eSyshboni tor>", rol eAppAdni n="<r ol eAppAdmi n>",

r ol eSysManager =" <r ol eSysManager >", rol eSecAdm nG oups="<r ol eSecAdni nGr oups>",
rol eSecAdm nUser s="<r ol eSecAdm nUsers>", groupSear chBase="<gr oupSear chBase>",
suppl enent aryRet urnAttri but es="<suppl enent aryRet ur nAttri but es>",

donai nHone=" <donmi nHome>")

Argument Definition
Mandatory. Specifies the unique name of the LDAP identity store
name .
being created. Use only upper and lower case alpha characters and
numbers.
S Mandatory. Specifies the Principal Administrator of the LDAP identity
princi pal . — ;
store being created. For example, cn=Admin.
. Mandatory. Specifies the password of the Principal for the LDAP
credenti al I )
identity store being created.
tvpe Mandatory. Specifies the type of the LDAP identity store being
yp created. For this command, the value would be LDAP.
user At tr Mandatory. Specifies the user attributes of the LDAP identity store

| dapPr ovi der

user Sear chBase

groupSear chBase

[ dapUr |

i sPrimary

i sSystem

user | DProvi der

rol eSecAdnmi nGr oups

rol eSecAdm nUser s

rol eSecAdmi n

r ol eSysMoni t or

being created.

Mandatory. Specifies the type of the LDAP identity store being
created. The value might be ODSEE, AD, OID, OVD, SJS, OUD,
and the like. This value is defined when a new user identity store
is created using the Access Manager Administration Console and
corresponds with Store Type in the user identity store.

Mandatory. Specifies the node under which user data is stored in the
LDAP identity store being created. For example, cn=user s.

Mandatory. Specifies the node under which group data is stored in the
LDAP identity store being created. For example, ch=gr oups.

Mandatory. Specifies the URL of the server host (including port
number) of the LDAP identity store being created. For example,
| dap://1ocal host: 7001.

Optional. Specifies whether the LDAP identity store being created is
the primary identity store. Takes true or false as a value.

Optional. Specifies whether the LDAP identity store being created is
the system store. Takes true or false as a value.

Optional. Specifies the underlying infrastructure with which to connect
to the identity store. Only supported type is OracleUserRoleAPI.

Optional. Specifies one or more comma-delimited groups with Access
Manager Console Administrator privileges. Needed if it is a System
Store in which the IsSystem property is set to true.

Optional. Specifies one or more comma-delimited users with Access
Manager Console Administrator privileges. Needed if it is a System
Store in which the IsSystem property is set to true.

Optional. Specifies the Security Administrator of the LDAP identity
store being created.

Optional. Specifies the System Monitor of the LDAP identity store
being created.
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Argument Definition

Optional. Specifies the Application Administrator of the LDAP identity

rol eAppAdmi n store being created.

Optional. Specifies the System Manager of the LDAP identity store

r ol eSyshanager being created.

Specifies a comma-delimited list of attributes that need to be retrieved
as part of the User object. For example:
ORCL_USR_ENC_FIRST_NAME,ORCL_USR_ENC_LAST_NAME,U
SR_USRNAME,ORCL_USR_CTY_CODE,ORCL_USR_LANG_COD
E_S,ORCL_USR_JROLE_ID_S,0RCL_USR_IND_ID,ORCL_USR_C
OMP_REL_ID,ORCL_USR_ASCII_IND,ORCL_ORA_UCM_VER,OR
CL_ORA_UCM_SRVC

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere.

suppl ement ar yRet ur
nAttributes

domai nHone

Example

The following example registers a new Oracle Internet Directory user identity store
definition for use with Access Manager.

createUserldentityStore(name="Namel", principal="Principall”,
credential="Credentiall", type="Typel", userAttr="userAttrl",
IdapProvider="IdapProvider", userSearchBase="userSearchBase", ldapUrl="IdapUrl",
isPrimary="isPrimary", isSystem="isSystem", userlIDProvider="userIDProvider",
roleSecAdmin="<roleSecAdmin>", roleSysMonitor="<roleSysMonitor>",
roleAppAdmin="<roleAppAdmin>", roleSysManager="<roleSysManager>",
roleSecAdminGroups="<roleSecAdminGroups>",
roleSecAdminUsers="<roleSecAdminUsers>", groupSearchBase=""groupSearchBase",
supplementaryReturnAttributes="supplementaryReturnAttributes",
domainHome="domainHomel')

2.1.4 editUserldentityStore

ORACLE

The editUserldentityStore command is an online and offline command that modifies an
existing identity store registration for Access Manager.

Description

Changes one or more attributes of the user identity store registered with Access
Manager. The scope of this command is an instance only; the scope is not an
argument.

Syntax

edi t Userl dentityStore(nane="<Name>", [ principal ="<Principal >",

credential ="<Credential >", type="<Type>", userAttr="<userAttr>",

| dapPr ovi der =" <l dapPr ovi der >", rol eSecAdm n="<r ol eSecAdni n>",

rol eSysMoni t or =" <rol eSyshoni tor>", rol eSysManager =" <r ol eSysManager >" ,

r ol eAppAdmi n="<r ol eAppAdm n>", rol eSecAdm nG oups="<r ol eSecAdni nG oups>",
rol eSecAdni nUser s="<r ol eSecAdmi nUser s>", user Sear chBase="<user Sear chBase>",
| dapUr | ="<I dapUrl>", isPrimary="<isPrimry>", isSystenr"<isSystenm",

user | DProvi der ="<user | DProvi der>" , groupSear chBase="<gr oupSear chBase>",
donai nHone="<domai nHome>", userFilterhj ect O asses="<userFilterChjectd asses>",
groupFi | ter Qbj ect G asses="<groupFi |l t er Obj ect d asses>",

referral Policy="<referral Policy>", searchTineLinit="<searchTineLinit>",
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m nConnect i ons="<m nConnecti ons>", naxConnecti ons="<maxConnections>",

connect i onVi t Ti neout =" <connect i onWai t Ti neout >",

connect i onRet r yCount =" <connect i onRet r yCount >", groupNanmeAt tr="<gr oupNameAttr>",
groupCacheEnabl ed="<gr oupCacheEnabl ed>", groupCacheSi ze="<groupCacheSi ze>",
groupCacheTTL=<"gr oupCacheTTL>",

suppl enent aryRet ur nAtt ri but es="<suppl enent aryRet urnAttri but es>" )

Argument Definition
Mandatory. Specifies the unique name of the LDAP identity store
name . o
being modified. Use only upper and lower case alpha characters and
numbers.
rinci pal Specifies the Principal Administrator of the LDAP identity store being
P P modified. For example, cn=Admi n.
credenti al Specifies the encrypted Password of the Principal Administrator for
the LDAP identity store being modified.
tvpe Specifies the type of the base identity store being modified. For this
yp command, the value would be LDAP.
user At tr Mandatory. Specifies the user attributes of the LDAP identity store

| dapPr ovi der

rol eSecAdnmi nGroups

rol eSecAdm nUsers

rol eSecAdmi n

rol eSyshoni t or

rol eAppAdni n

r ol eSysManager

user Sear chBase

groupSear chBase

| dapUr |

i sPrimary

being modified.

Mandatory. Specifies the LDAP type of the LDAP identity store being
registered. The value might be ODSEE, AD, OID, OVD, SJS, OUD,
and the like. This value is defined when a new user identity store

is created using the Access Manager Administration Console and
corresponds with Store Type in the user identity store.

Optional. Specifies one or more comma-delimited groups with Access
Manager Console Administrator privileges. Needed if it is a System
Store in which the IsSystem property is set to true.

Optional. Specifies one or more comma-delimited users with Access
Manager Console Administrator privileges. Needed if it is a System
Store in which the IsSystem property is set to true.

Optional. Specifies the Security Administrator of the LDAP identity
store being modified.

Optional. Specifies the System Monitor of the LDAP identity store
being modified.

Optional. Specifies the Application Administrator of the LDAP identity
store being modified.

Optional. Specifies the System Manager of the LDAP identity store
being modified.

Mandatory. Specifies the node under which user data is stored in the
LDAP identity store being modified. For example, cn=users.

Mandatory. Specifies the node under which user data is stored in the
LDAP identity store being modified. For example, cn=gr oups.

Mandatory. Specifies the URL of the server host (including port
number) of the LDAP identity store being modified. For example,
| dap://1ocal host: 7001.

Optional. Specifies whether the LDAP identity store being modified is
the primary identity store. Takes true or false as a value.
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Argument Definition

Optional. Specifies whether the LDAP identity store being modified is

I sSystem the system store. Takes true or false as a value.

Optional. Specifies the underlying infrastructure with which to connect

user | DPr avi der to the identity store. Only supported type is OracleUserRoleAPI.

Specifies a comma-delimited list of attributes that need to be retrieved
as part of the User object. For example:
ORCL_USR_ENC_FIRST_NAME,ORCL_USR_ENC_LAST_NAME,U
SR_USRNAME,ORCL_USR_CTY_CODE,ORCL_USR_LANG_COD
E_S,ORCL_USR_JROLE_ID_S,0RCL_USR_IND_ID,ORCL_USR_C
OMP_REL_ID,ORCL_USR_ASCII_IND,ORCL_ORA_UCM_VER,OR
CL_ORA_UCM_SRVC

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

suppl ement ar yRet ur
nAttributes

domai nHone

Mandatory. Specifies a list of user filter object classes (separated by

userFilterObjectd .
semicolon).

asses

gr OUPFi | t er Cbj ect C Specifies a list of group filter object classes (separated by semicolon).

| asses

referral Pol i cy Specifies an LDAP referral policy (either "follow", "ignore" or "throw").

sear chTi meLi ni t Specifies the time limit in seconds for an LDAP Search operation.

mi nConnect i ons Specifies the minimum number of connections in the connection pool.

maxConnect i ons Specifies the maximum number of connections in the connection pool.

Specifies the number of seconds to wait for obtaining a connection

connect i on\i t Ti ne
from the pool.

out

Specifies the number of attempts to retry when establishing a

connect i onRet ryCou connection to the identity store.

nt

Specifies the name of the attribute to lookup the user groups. For

grouphaneAt tr example, ou=peopl e, ou=nyr eal m dc=base_donai n.

A boolean that specifies whether to enable the LDAP group cache.

gr oupCacheEnabl ed Takes true or false as a value.

gr oupCacheSi ze Specifies the number of entries in the LDAP group cache.

gr oupCacheTTL Specifies the total time to live for each entry in the LDAP group cache.
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Example

The following example changes the search base values for the registered identity
store.

editUserldentityStore(name="1dStorel", userSearchBase="cn=users",
groupSearchBase=""cn=groups')

2.1.5 displayUserldentityStore

The displayUserldentityStore command is an online command that displays user
identity store registration information.

Description

Displays the information regarding the identity store registered with Access Manager.
The scope of this command is an instance only; the scope is not an argument.

Syntax

di spl ayUser | dentityStore(name="<nanme>", domai nHome="<domai nHonme>")

Argument Definition
Mandatory. Specifies the name of the LDAP identity store registration
nane .
to be displayed.
domai nhome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere.
Example

The following example invocation for WebSphere displays registration details of the
user identity store. To use this command in online mode with WebLogic, there is no
need to specify the domainHome argument.

di spl ayUser |l dentityStore(name="ID Storel", domai nHome="domai nHomel")

2.1.6 createOAMServer

ORACLE

THe createOAMServer command is an online and offline command that creates an
Access Manager Server entry in the system configuration.

Description

Creates an Access Manager Server registration. The details include the host, port,
registration name, Access Manager Proxy port, server ID and, optionally, the OAM
Proxy shared secret. The scope of this command is an instance only; the scope is not
an argument.

Syntax

creat eCAMSer ver (confi gurati onProfil e="<configurationProfile>",
host =" <host >", port ="<port>", oanProxyPort="<0000>",

oanPr oxySer ver | D="<oanPr oxyServer | D>", si t eNane="<si t eName>",
domai nHome=" <donai nHone>")
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Argument Definition

Mandatory. Specifies the Configuration Profile of the OAM Server.

conf i gurati onProf The profile appears under Server Instances on the System

le Configuration tab in the Access Manager Administration Console.

host Mandatory. Specifies the name of the Access Manager Server host.
Mandatory. Specifies the listening port of the Access Manager Server

port host.

oanPr oxyPor t Mandatory. Specifies the proxy port of the Access Manager Server

host.

Mandatory. Specifies the proxy server ID of the Access Manager
Server host. The Access Manager Proxy hame appears under the
Access Manager Proxy sub tab of the server instance in the Access
Manager Administration Console.

oanProxyServer| D

Mandatory. Specifies the siteName/serverName for the instance.

si teNane

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example creates a configuration for my_host with listening port 15000.
The configuration entry in the Access Manager Administration Console will be

oam server 1. The Access Manager Proxy port is 3004 and the Access Manager Proxy
Server ID is oanPr oxySer ver | D1.

createOAMServer (configurationProfile="oam_serverl", host="my_host",
port="15000", oamProxyPort="3004", oamProxyServerID="oamProxyServerliD1",
siteName="siteNamel™, domainHome="domainHomel')

2.1.7 editOAMServer

ORACLE

The editOAMServer command is an online and offline command that enables you to
modify the details of an Access Manager Server registration.

Description

Modifies the specified parameter values of the registration for an Access Manager
Server. The details may include the host, port, registration name, Access Manager
Proxy port, server ID and, optionally, the Access Manager Proxy shared secret. The
scope of this command is an instance only; the scope is not an argument.

Syntax

edi t OAMBer ver (confi gurationProfil e="<configurationProfile>",
host =" <host >", port ="<port>", oanProxyPort="<0000>",

oanPr oxySer ver | D="<oanPr oxyServer | D>", si t eNane="<si t eName>",
domai nHome="<donai nHone>")
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Argument Definition

Mandatory. Specifies the Configuration Profile of the Access Manager

conf i gurati onProf Server. The profile appears under Server Instances on the System

le Configuration tab in the Access Manager Administration Console.

host Mandatory. Specifies the name of the Access Manager Server host.
Mandatory. Specifies the listening port of the Access Manager Server

port host.

oanPr oxyPor t Mandatory. Specifies the proxy port of the Access Manager Server

host.

Mandatory. Specifies the proxy server ID of the Access Manager
Server host. The Access Manager Proxy hame appears under the
Access Manager Proxy sub tab of the server instance in the Access
Manager Administration Console.

oanProxyServer| D

Mandatory. Specifies the siteName/serverName for the instance.

si teNane

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

You can use any of the optional attributes to change current settings. The following
invocation enables you to add the Access Manager Proxy Sever ID to the
configuration entry oam server 1.

editOAMServer(configurationProfile="oam_serverl", host="my_host",
port="15000", oamProxyPort="3004", oamProxyServerID="oamProxyServerIDl1",
siteName="siteNamel", domainHome="domainHomel™)

2.1.8 deleteOAMServer

ORACLE

The deleteOAMServer command is an online and offline command that enables you to
delete the specified Access Manager Server registration.

Description

Deletes the specified Access Manager Server configuration. The scope of this
command is an instance only; the scope is not an argument.

Syntax

del et eQAMSer ver (host =" <host >", port="<port>", domai nHone="<domai nHome>")

Argument Definition

host Mandatory. Specifies the name of the Access Manager Server host.

Mandatory. Specifies the listening port of the Access Manager Server

port host.
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Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example

The following example enables you to delete the oam server 1 Access Manager Server

registration with listening port 15000.

deleteOAMServer(host="0am server 1", port="15000", domai nHome="domai nHomel")

2.1.9 deleteUserldentityStore

The deleteUserldentityStore command is an online and offline command that deletes
an existing identity store registration for Access Managetr.

Description

Deletes the identity store registration. The scope of this command is an instance only;
the scope is not an argument.

Syntax

del et eUser | denti t ySt or e( nane="<name>", domai nHome="<domai nHome>")

Argument Definition

name Mandatory. Specifies the name of the LDAP identity store registration
to be removed.

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example can be used on WebSphere and deletes the registration of the
named identity store. To use this command in online mode with WebLogic Server, the
domainHome argument need not be specified.

deleteUserldentityStore(name="identity_store", domainHome="domainHomel™)

2.1.10 displayOAMServer

ORACLE

The displayOAMServer command is an online and offline command that displays
registration details for the specified Access Manager Server.

Description

Displays the registration details of the specified Access Manager Server, including the
host, port, registration name, Access Manager Proxy port, server ID and, optionally,
the Access Manager Proxy shared secret. The scope of this command is an instance
only; the scope is not an argument.
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Syntax

di spl ayOAMSer ver (host ="<host >", port="<port>", domai nHome="<donmai nHome>")

Argument Definition

host Mandatory. Specifies the name of the Access Manager Server host.
Mandatory. Specifies the listening port of the Access Manager Server

port host.

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example will list all metrics specific to the ny_host Access Manager
Server.

displayOAMServer (host="ny_host", port="15000", domainHome="domainHomel")

2.1.11 configurePersistentLogin

ORACLE

The configurePersistentLogin command is an online command used to enable or
disable the Persistent Login feature.

Description

Enables the Persistent Login feature.

Syntax

confi gurePersi st ent Logi n(enabl e="true/fal se",
val i dityl nDays="<#>", maxAut hnLevel ="<#>", userAttribute="<userAttr>")

Argument Definition
enabl e Mandatory. Specify true or false.
val i di tyl nDays Mandatory. Specifies the number of days that the user login will be

persisted for a particular browser instance or device.

Mandatory. Specifies the maximum Authentication Level allowed after re-

maxAut hnLevel authenticating automatically through Persistent Login.

Mandatory. Specifies the user attribute with which Persistent Login

userAttr properties will be stored.

Example

The following example changes the search base values for the registered identity
store.

confi gurePersi stent Logi n(enabl e="true", validitylnDays="30", maxAuthnLevel ="2"
user Attri but e="obPSFTID")
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2.1.12 configOAMLoginPagePref

The configOAMLoginPagePref command is an online command that configures the
Access Manager login page user preferences.

ORACLE

Description

Configures the Access Manager login page user preferences.

Syntax

confi gOAM.ogi nPagePr ef (per si st ent Cooki e="true", persistent Cooki eLifetime=14,
| angPr ef Cooki eDomai n="or acl e. cont, |angPref Order="serverOverri deLangPref,
oanPr ef sCooki e, browserAccept Language, defaul t Language",

server OverrideLanguage="en", defaul t Language="en",

appl i cationSupportedLocal es="en,fr")

Argument

Definition

per si st ent Cooki e

per si st ent Cooki eLi
fetine

| angPr ef Cooki eDoma
in

| angPr ef O der

serverQverridelLang
uage

def aul t Language

appl i cati onSupport
edLocal es

Mandatory. Boolean that defines whether the OAM_LANG_PREF
cookie is persistent or non-persistent. Set to true or false.

Mandatory. Lifetime of the OAM_LANG_PREF cookie if persistent.

Mandatory. Defines the domain of the OAM_LANG_PREF cookie.

Mandatory. Decides the order of language precedence. Must be
formatted as in the syntax and example. The allowed value set is
(serverOverrideLangPref,o0amPrefsCookie,browserAcceptLanguage,d
efaultLanguage).

"oamPrefsCookie, browserAcceptLanguage, serverOverrideLangPref"
The server side language of Access Manager. Must be defined

in language codes and selected from OAM supported languages.
Default value is en.

The default language.

Supported languages defined in a comma-delimited list. Setting

appl i cati onSupportedLocal es="en, fr" insures the OAM Login
page will display a list of values containing French and English. The
supported language codes are documented in Table 2-2 below.

Table 2-2 Language Codes For Login Pages

Language Code Language Administrators
ar Arabic

cs Czech

da Danish

de German German

el Greek
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Table 2-2 (Cont.) Language Codes For Login Pages
|

Language Code Language Administrators
en English English

es Spanish Spanish

fi Finnish

fr French French

fr-CA Canadian French Canadian French
he Hebrew

hr Croatian

hu Hungarian

it Italian Italian

ja Japanese Japanese

ko Korean Korean

nl Dutch

no Norwegian

pl Polish

pt-BR Brazilian Portuguese Brazilian Portuguese
pt Portuguese

ro Romanian

ru Russian

sk Slovak

sv Swedish

th Thai

tr Turkish

zh-CN Simplified Chinese Simplified Chinese
zh-TW Traditional Chinese Traditional Chinese
Example

confi gOAMLogi nPagePr ef (per si st ent Cooki e="true", persistent Cooki eLifetime=14,
| angPr ef Cooki eDomai n="or acl e. cont, |angPref Order="serverOverri deLangPref,
oanPr ef sCooki e, browserAccept Language, defaul t Language",

server OverrideLanguage="en", defaul t Language="en",

appl i cationSupportedLocal es="en,fr")

This next example allows an administrator to revert back to the default behavior in
which no language list of values is displayed.

conf i gOAMLogi nPagePr ef (per si st ent Cooki e="true",
per si st ent Cooki eLi f et i me=14, | angPr ef Cooki eDomai n="exanpl e. cont',
| angPr ef Order ="server Overri deLangPr ef , oanPr ef sCooki e, br owser Accept Language,

defaul t Language", server Overri deLanguage="",
defaul t Language="en", appl i cati onSupport edLocal es="")
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2.1.13 configRequestCacheType

The configRequestCacheType command is an online and offline command that
defines the SSO server request cache type in the system configuration.

Description

Defines the SSO server request cache type in the system configuration. The scope of
this command is an instance only; the scope is not an argument.

Syntax

confi gRequest CacheType(type="<request CacheType>", domai nHome="<domai nHone>")

Argument Definition

tvpe Mandatory. Specifies the request cache type. Takes a value of BASIC
yp or COOKIE.

d . Specifies the location for the Weblogic Server OR Cell Path for
omai nHome

WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example
The following example identifies the request cache type as Cookie:

configRequestCacheType(type="COOKIE™)

2.1.14 displayRequestCacheType

ORACLE

The displayRequestCacheType command is an online and offline command that
displays the SSO server request cache type defined for the specified domain. The
request cache type may be BASIC or COOKIE.

Description

Displays the SSO server request cache type entry defined for the specified domain.
The scope of this command is an instance only; the scope is not an argument.

Syntax
di spl ayRequest CacheType( domai nHome="<donai nHonme>")

Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHone

Example

The following example will display the request cache type (BASIC or COOKIE) defined
for the specified domain home.

displayRequestCacheType(domainHome="domainHomel"")
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2.1.15 editOssoAgent

ORACLE

The editOssoAgent command is an online and offline command that enables you
to modify the details of an OpenSSO (OSSO) Agent registration in the system
configuration.

Description

Modifies OSSO Agent registration details including the Site Token, Success URL,
Failure URL, Home URL, Logout URL, Start Date, End Date, Administrator ID, and
Administrator Info. The scope of this command is an instance only; the scope is not an
argument.

Syntax

edi t OssoAgent (agent Name="Agent Nane", partnerld = "<partnerld>",
siteToken = "<siteToken>", siteNane = "<siteNane>", successU| ="<successUrl>",

failureUrl = "<failureUrl>", homeUrl="<homeUrl>", |ogoutUrl="<logoutUrl>",
startDate = "<startDate>", endDate = "<endDate>", adninld = "<admi nld>",
adnminl nfo = "<Admi nl nfo>", domai nHome="<donmai nHomeNanme>")
Argument Definition
agent Nare Manglgtory. Specifies the name of the OSSO Agent entry to be
modified.
adminld=admin Id of OSSO agent <optional>
admininfo=admin Information of OSSO agent <optional>
partner!d Optional. Specifies the Agent Name of the OSSO agent instance.
. Optional. Specifies the Application Token used by the partner when
siteToken . o
requesting authentication.
si t eNane _Optlonal. Specifies the SiteName/ServerName for the OSSO agent
instance.
Optional. Specifies the redirect URL to be used by the OSSO Agent if
successUr| VHARS
authentication is successful.
. Optional. Specifies the redirect URL to be used by the OSSO Agent if
failurelrl o .
authentication fails.
Optional. Specifies the redirect URL to be used for the Home page
homeUr | S
after authentication.
| ogout Ur | IOptlpnal. Specifies the redirect URL to be used when a user is
ogging out.
Optional. Specifies the first month, day, and year for which login to the
startDate T
application is allowed by the server.
Optional. Specifies the final month, day, and year for which login to
endDat e N
the application is allowed by the server.
adni nl d Optional. Specifies the administrator login ID for the OSSO Agent.
adni ni nf o Optional. Specifies an administrator identifier for the OSSO Agent for

tracking purpose.
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Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example

The following example changes the Administrator ID and information in the registration
entry for CSSOAgent 1.

editOssoAgent(agentName = "0SSOAgentl", partnerld = "partnerld"”,
siteToken = "siteToken", siteName = "siteName", successUrl="successUrl",
failureUrl = "failureUrl", homeUrl="homeUrl", logoutUrl="logoutUrl",
startDate = "2009-12-10", endDate = "2012-12-30", adminld = "'345",
adminInfo = "Agentll", domainHome="domainHomel")

2.1.16 deleteOssoAgent

The deleteOssoAgent command is an online and offline command that enables you to
remove the specified OSSO Agent registration in the system configuration.

Description

Removes the specified OSSO Agent registration in the system configuration. The
scope of this command is an instance only; the scope is not an argument.

Syntax

del et eOssoAgent (agent Name="<Agent Name>", domai nHome="<domai nHomeName>")

Argument Definition

agent Nare Mandatory. Specifies the name of the OSSO Agent entry to be
removed.

domai nhome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example removes the OSSO Agent registration entry named
OSSQAgent 1.

deleteOssoAgent(agentName="0SS0Agentl", domainHome="domainHomel")

2.1.17 displayOssoAgent

ORACLE

The displayOssoAgent command is an online and offline command that displays the
details of the specified OSSO Agent entry in the system configuration.

Description

Displays the details of the specified OSSO Agent entry in the Access Manager
Administration Console. The scope of this command is an instance only; the scope
is not an argument.
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Syntax

di spl ayGssoAgent (agent Nane="<Agent Nane>", donai nHone="<domai nHomeNanme>")

Argument Definition

agent Nare Mandatory. Specifies the name of the OSSO Agent entry to be
displayed.

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example displays the OSSOAgent 1 entry details.

displayOssoAgent(agentName="0SSOAgentl", domainHome="domainHomel™)

2.1.18 editWebgateAgent

ORACLE

The editWebgateAgent command is an online and offline command that enables you
to modify a Webgate 10g registration entry in the system configuration.

Description

Enables you to modify a Webgate 10g registration entry in the system configuration.
The scope of this command is an instance only; the scope is not an argument.

Syntax

edi t Webgat eAgent (agent Name="<Agent Nane>",

accessd i ent Passwd="<accessd i ent Password >", st at e="<st at e>",

pr ef err edHost =" <host >",

aaaTi neQut Thr eshol d="<aaaTi meout Threshol d >",

security="<security>", pri maryCooki eDomai n="<pri mar yCooki eDomai n>",

maxConnect i ons="<maxConnect i ons>", maxCacheEl ens="<nmaxCacheEl enments >",

cacheTi meout =" <cacheTi meQut >",

cooki eSessi onTi me="<cooki eSessi onTi ne >", nmaxSessi onTi ne="<nmaxSessi onTi me>",

i dl eSessi onTi meout =" <i dl eSessi onTi neout >", fail over Threshol d="<f ai | over Threshol d
>" domai nHome="<donmai nHoneNane>")

Argument Definition

agent Nare Mandatory. Specifies the name of the WebGate Agent to be modified.

accessd i ent Passwd Optional. Specifies the access client password of WebGate Agent.

Optional. Specifies whether the WebGate Agent is enabled or

state disabled with a value of either Enabled or Disabled, respectively.

Optional. Specifies the preferred host of the WebGate Agent. This
prevents security holes that can be created if a host's identifier is not
included in the Host Identifiers list. For virtual hosting, you must use
the Host Identifiers feature.

pr ef er r edHost
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Argument Definition

Optional. Specifies the number (in seconds) to wait for a response

aaaTi meQut Thr eshol from the Access Manager run-time server. If this parameter is set, it is

d used as an application TCP/IP timeout instead of the default TCP/IP
timeout. Default = -1 (default network TCP/IP timeout is used)
security Optional. Specifies the level of transport security to and from the

Access Manager run-time server. Takes as a value either open,
simple, or cert.

Optional. Specifies the Web server domain on which the Access

pri mar yCooki eDomai Manager Agent is deployed. For example, .acompany.com

n

Optional. Specifies the maximum number of connections that this
Access Manager Agent can establish with the Access Manager
Server. This number must be the same as (or greater than) the
number of connections that are actually associated with this agent.
Default = 1

maxConnecti ons

Optional. Specifies the maximum number of elements maintained in
the cache. Cache elements are URLs or Authentication Schemes.
The value of this setting refers to the maximum consolidated count for
elements in both of these caches. Default = 10000

maxCacheEl ens

Optional. Specifies the amount of time cached information remains
in the Access Manager Agent cache when the information is neither
used nor referenced. Default = 1800 (seconds)

cacheTi neout

Optional. Specifies the amount of time that the ObSSOCookie

cooki eSessi onTi me persists. Default = 3600 (seconds)

Optional. Specifies the maximum amount of time in seconds that a
user's authentication session is valid regardless of their activity. At
the expiration of this time, the user is re-challenged for authentication.
This is a forced logout. A value of 0 disables this timeout setting.
Default = 3600 (seconds)

Specifies the location of the Domain Home. When Offline, a value is
mandatory; when online, optional.

maxSessi onTi e

i dl eSessi onTi nmeout

Optional. Specifies a number representing the point when this Access
Manager Agent opens connections to a Secondary Access Manager
Server. Default = 1

fail over Threshol d

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHone

Example

You can alter any or all of the settings. Use the following example to change the
Agent ID, state, maximum connections, Access Manager Server timeout, primary
cookie domain, cache time out, cookie session timeout, maximum session timeout,
idle session timeout, and failover threshold.

editWebgateAgent(agentName="WebgateAgentl", accessClientPasswd="welcomel”,
state="Enabled", preferredHost=""141.144.168.148:2001", aaaTimeOutThreshold =
10",

security="open", primaryCookieDomain="primaryCookieDomain®, maxConnections="16",
maxCacheElems="10000", cacheTimeout=""1800", cookieSessionTime="3600",
maxSessionTime="24", idleSessionTimeout="3600", failoverThreshold="1",
domainHome="domainHomel")
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2.1.19 deleteWebgateAgent

The deleteWebgateAgent command is an online and offline command that enables
you to delete a Webgate_agent registration entry in the system configuration.

Description

Removes the specified Webgate_agent registration entry from the system
configuration. The scope of this command is an instance only; the scope is not an
argument.

Syntax

del et eVebgat eAgent (agent Nane="<Agent Nanme>", domai nHome="<donai nHoneNane>")

Argument Definition

agent Nare Mandatory. Specifies the name of the WebGate Agent being deleted.

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHone

Example
The following example removes the WebGate Agent named \Webgat eAgent 1.

deleteWebgateAgent(agentName="WebgateAgentl", domainHome="domainHomel')

2.1.20 displayWebgateAgent

ORACLE

The displayWebgateAgent command is an online and offline command that displays
all details of the specified Webgate agent registration entry in the Access Manager
Administration Console.

Description

Displays all details of the specified Webgate agent registration entry in the Access
Manager Administration Console. The scope of this command is an instance only; the
scope is not an argument.

Syntax

di spl ayWebgat eAgent (agent Name="<Agent Name>", domai nHone="<domai nHoneNane>")

Argument Definition

agent Nare Mandatory. Specifies the name of the WebGate Agent being
displayed.

domai nhome Specifies the location for the Weblogic Server OR Cell Path for

WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.
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Example
The following example displays entry details for Webgat eAgent 1.

di spl ayWebgat eAgent ( agent Name="\\ébgat eAgent 1", domai nHome="domai nHonel1")

2.1.21 exportPolicy

The exportPolicy command is an online command that exports Access Manager
policy data from a test (source) environment to the intermediate Access Manager file
specified.

Description

Exports Access Manager policy data from a test (source) environment to the
intermediate Access Manager file. The scope of this command is an instance only;
the scope is not an argument.

Syntax

export Pol i cy(pat hTenpOAMPol i cyFi | e="<absol ut eFi | ePat h>")

Argument Definition

Mandatory. Specifies the absolute path to the temporary Access

pat hTenpQAMPol i cyFi | Manager file.

e

Example

The following example specifies the path to the tenpfil e. t xt file used when exporting
policy data from a test (source) environment.

exportPolicy(pathTempOAMPolicyFile="/exampleroot/parent/tempfile.txt™)

2.1.22 importPolicy

The importPolicy command is an online command that imports the Access Manager
policy data from the specified Access Manager file.

Description

Imports the Access Manager policy data from the specified Access Manager file. The
scope of this command is an instance only; the scope is not an argument.

Syntax
i mpor t Pol i cy( pat hTenpOAMPol i cyFi | e="<absol ut eFi | ePat h>")

Argument Definition

Mandatory. Specifies the absolute path to the temporary Access

pat hTenpQAMPol i cyFi | Manager file.

e
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Example

The following example specifies the path to the tenpfil e. t xt file used when importing
policy data to a production (target) environment.

importPolicy(pathTempOAMPolicyFile="/exampleroot/parent/tempfile.txt")

2.1.23 importPolicyDelta

The importPolicyDelta command is an online command that imports the Access
Manager policy changes from the specified Access Manager file.

Description

Imports the Access Manager policy changes from the specified Access Manager file.
The scope of this command is an instance only; the scope is not an argument.

Syntax

i mport Pol i cyDel t a( pat hTenpOAMPol i cyFi | e="<absol ut eFi | ePat h>")

Argument Definition

pat hTenpOAMPol i cyFi | Mandatory. Specifies the absolute path to the temporary Access
o Manager file.

Example

The following example specifies the path to the tenpfil e _del ta. txt file used when
importing changed policy data to a production (target) environment.

importPolicyDelta(pathTempOAMPolicyFile="/exampleroot/parent/
tempfile_delta.txt™)

2.1.24 migratePartnersToProd

The migratePartnersToProd command is an online command that migrates partners
from the current (source) Access Manager Server to the specified (target) Access
Manager Server.

Description

Migrates partners from the current (source) Access Manager Server to the specified
(target) Access Manager Server. The scope of this command is an instance only; the
scope is not an argument.

Syntax

m gr at ePart ner sToPr od( pr odSer ver Host =" <host >", prodServer Port="<port>",
prodServer Adnmi nUser =" <user>", prodServer Adm nPwd="<passwd>")

Argument Definition

prodSer ver Host Host name of the target Access Manager Server to which partners
are to be migrated.
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Argument Definition
prodSer ver Por t Port of the target Access Manager Server to which partners are to
be migrated.

prodServer Adm nUser  Administrator of the target Access Manager Server to which
partners are to be migrated.

prodServer Admi nPwd  Target Access Manager Server administrator's password.

Example
The following example specifies the required information for partner migration.

migratePartnersToProd(prodServerHost="myhost", prodServerPort="1234",
prodServerAdminUser="weblogic", prodServerAdminPwd="welcome')

2.1.25 exportPartners

The exportPartners command is an online command that exports Access Manager
partners from the source to the Access Manager file specified.

Description

Exports the Access Manager partners from the source to the Access Manager file
specified. The scope of this command is an instance only; the scope is not an
argument.

Syntax

export Part ner s( pat hTenpOAMPar t ner Fi | e="<absol ut eFi | ePat h>")

Argument Definition

Mandatory. Specifies the absolute path to the temporary Access

pat hTenmpOAMPol i cyFi | Manager file.

e

Example
The following example specifies the absolute path to the Access Manager partners file.

exportPartners(pathTempOAMPolicyFile="/exampleroot/parent/
tempfile_partners.xml™)

2.1.26 importPartners

ORACLE

The importPartners command is an online command that imports Access Manager
partners from the specified Access Manager file.

Description

Imports the Access Manager partners from the specified Access Manager file. The
scope of this command is an instance only; the scope is not an argument.

Syntax

i nport Par t ner s(pat hTenpOAMPar t ner Fi | e="<absol ut eFi | ePat h>")
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Argument Definition

pat hTenpOAMPar t ner Fi  Mandatory. Specifies the path to the temporary Access Manager
le partner file.

Example

The following example specifies the absolute path to the Access Manager file from
which the partners will be imported.

importPartners(pathTempOAMPolicyFile="/exampleroot/parent/
tempFile_partners.xml')

2.1.27 displayTopology

The displayTopology command is an online and offline command that displays
information about all Access Manager Servers in a deployment.

Description

Lists the topology of deployed Access Manager Servers.

Syntax

di spl ayTopol ogy( donai nHone="<donmai nHomeNanme>")

Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example

The following example lists the details of all deployed Access Manager Servers in the
specified domain home.

displayTopology(domainHome="domainHomel")

2.1.28 configureOAAMPartner

ORACLE

The configureOAAMPartner command is an online command that configures the basic
integration of Access Manager and Oracle Adaptive Access Manager (OAAM).

Description

Configures the basic integration of Access Manager and OAAM. The scope of this
command is an instance only; the scope is not an argument.

Syntax

conf i gur eOAAMPar t ner ( dat aSour ceName="<dat aSour ceNanme>", host Name="<host Nane>",
port="<port>", serviceName="<servi ceName>", userName="<user Nane>",

passWr d="<passWr d>", naxConnectionSi ze="<maxConnecti onSi ze>",

maxPool Si ze="<maxPool Si ze>", server Name="<ser ver Nane>")
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Argument Definition

dat aSour ceNane Mandatory. Specifies the name of the data source to be created.
host Nare Mandatory. Specifies the name of the database host.

port Mandatory. Specifies the database port number.

servi ceName Mandatory. Specifies the database service name.

user Nane Mandatory. Specifies the OAAM schema name.

passWord Mandatory. Specifies the OAAM schema password.
maxConnect i onSi ze Optional. Specifies the maximum connection reserve time out size.
maxPool Si ze Optional. Specifies the maximum size for the connection pool.
server Nane Optional. Specifies the target server for the data source.
Example

The following example configures a basic integration for Access Manager and OAAM.

configureOAAMPartner (dataSourceName="MyOAAMDS", hostName="host.example.com",
port="1521", serviceName="sevicel"”, userName="username", passWord="password",
maxConnectionSize=None, maxPoolSize=None, serverName="oam serverl™)

2.1.29 registerOIFDAPPartner

ORACLE

The registerOIFDAPPartner command is an online and offline command that registers
Oracle Access Management Identity Federation (Identity Federation) as a Delegated
Authentication Protocol (DAP) Partner.

Description

Registers Identity Federation as Delegated Authentication Protocol (DAP) Partner. The
scope of this command is an instance only; the scope is not an argument.

Syntax

regi st er O FDAPPar t ner (keyst or eLocat i on="/scrat ch/ keyst ore"

| ogout URL="ht t p: / / <oi f host >: <oi f port >/ f ed/ user/ spl ooanllg?
doneURL=ht t p(s):// <oamhost >: <oanport >/ oam server/ pages/ | ogout . j sp",

rol | over Ti me="nnn")

Argument Definition

keyst oreLocati on Mandatory. Specifies the location of the Keystore file (generated at
the ldentity Federation Server).

| ogout URL Mandatory. Specifies the logout URL for the Identity Federation
server.

rol l overTi me Optional. Specifies the amount of time in seconds for which the

keys used to encrypt/decrypt SASSO tokens can be rolled over.

Example
The following example illustrates the use of the parameters.

regi st er O FDAPPar t ner (keyst oreLocat i on="/scrat ch/ keyst ore",
| ogout URL="htt p(s)://oif.nyconpany.com 1234/ fed/ user/ spl ooanllg?
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doneURL=ht t p(s)://o0am nyconpany. com 5678/ oani server/ pages/ | ogout . j sp",
rol | over Ti me="500")

2.1.30 registerOIFDAPPartnerIDPMode

The registerOIFDAPPartnerIDPMode command is an online and offline command that
registers Identity Federation as a Delegated Authentication Protocol (DAP) Partner in
IDP Mode.

Description

Registers Identity Federation as Delegated Authentication Protocol (DAP) Partner in
IDP Mode. The scope of this command is an instance only; the scope is not an
argument.

Syntax

regi st er O FDAPPar t ner | DPMbde( | ogout URL="ht t p: / / <oi f host >: <oi f port >/ f ed/ user/
spl oosso?doneURL=ht t p: / / <oamhost >: <oanport >/ ngan server/ pages/ | ogout.jsp")

Argument Definition

| ogout URL Mandatory. Specifies the logout URL for the Identity Federation
server.

Example

The following example illustrates the use of the logout URL parameter.

registerOIFDAPPartner(
logoutURL="http://oif.oracle.com:1234/fed/user/sploosso?
doneURL=htt p: // oam or acl e. com 5678/ ngant server/ pages/ | ogout . j sp")

2.1.31 registerThirdPartyTAPPartner

ORACLE

The registerThirdPartyTAPPartner command is an online command that registers any
third party as a Trusted Authentication Protocol (TAP) Partner.

Description

Registers any third party as a Trusted Authentication Protocol (TAP) Partner.

Syntax

regi sterThi rdPart yTAPPart ner ( part ner Name="Thi r dPar t yTAPPar t ner ",
keyst oreLocati on="/scrat ch/ DAPKeySt or e/ nykeyst ore. j ks",
password="test", tapTokenVersion="v2.0", tapScheme="TAPSchene",
tapRedirect Url ="http://thirdpartyserverhost: port/| ogi nPage.jsp")

Argument Definition

Mandatory. Specifies the name of the partner. Can be any name used

partner Nane to identify the third party partner.

keyst or eLocat i on Mandatory. Specifies the location of the keystore file.
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Argument Definition

passwor d Mandatory. Specifies the password for the keystore file.

t apTokenVer si on Mandatory. Specifies the version of the Trusted Authentication
Protocol.

t apSchene Optional. Specifies the TAPScheme name used to protect the
resource - TAPScheme, out of the box.

tapRedirect Ul Optional. Specifies the TAP challenge URL to which the credential
collector will be redirected.

Example

The following example illustrates the use of the parameters.

registerThirdPartyTAPPartner(partnerName = "ThirdPartyTAPPartner",
keystorelLocation="/scratch/DAPKeyStore/mykeystore.jks",
password=""test", tapTokenVersion="v2.0", tapScheme="TAPScheme",
tapRedirectUrl="http://thirdpartyserverhost:port/loginPage. jsp')

2.1.32 disableCoexistMode

The disableCoexistMode command is an online command that disables Coexist Mode.

Description

Disables Coexist Mode. The scope of this command is an instance only; the scope is
not an argument. There are no arguments for this command.

Syntax
di sahl eCoexi st Mode()

Example
The following example disables Coexist Mode.

disableCoexistMode()

2.1.33 enableOamAgentCoexist

ORACLE

The enableOamAgentCoexist command is an online command that enables coexist
mode for the Access Manager agent (enabling the Access Manager 11g server to own
the Obssocookie set by 10g WebGate).

Description

Enables Coexist Mode for the Access Manager agent. The scope of this command
is an instance only; the scope is not an argument. There are no arguments for this
command.

Syntax
enabl eCamAgent Coexi st ()

2-29



Chapter 2
Access Manager Commands

Example
The following example enables the Coexist Mode.

enableOamAgentCoexist

2.1.34 disableOamAgentCoexist

The disableOamAgentCoexist command is an online command that disables coexist
mode for the Access Manager agent.

Description

Disables the Coexist Mode for the Access Manager agent. The scope of this command
is an instance only; the scope is not an argument. There are no arguments for this
command.

Syntax

di sabl eCamAgent Coexi st ()

Example
The following invocation enables the Coexist Mode.

disableOamAgentCoexist

2.1.35 editGITOValues

ORACLE

The editGITOValues command is an online and offline command that edits GITO
configuration parameters.

Description

Edits GITO configuration parameters. The scope of this command is an instance only;
the scope is not an argument.

Syntax

edi t @ TOval ues(gi t oEnabl ed="true", gitoCooki eDomai n=". abc.conl',
gi t oCooki eNane="ABC', gitoVersion="v1.0", gitoTineout="20",
gi t oSecur eCooki eEnabl ed="f al se", domai nHone="/abc/ def/ijk")

Argument Definition

gi t oEnabl ed Allows (or denies) user to set GITO enabled property. Takes a
value of true or false.

gi t oCooki eDomai n Mandatory. Specifies the GITO cookie domain.

gi t oCooki eNane Optional. Specifies the cookie name.

gitoVersion Optional. Specifies the GITO version. Takes ONLY v1.0 or v3.0.

gi t oTi meout Optional. Specifies the GITO timeout value.

gi t oSecur eCooki eEnab Optional. Enables the GITO cookie enabled property. Takes a value
| ed of true or false.
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Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example
The following example edits the GITO configuration parameters.

editGITOValues(gitoEnabled="true", gitoCookieDomain=".abc.com",
gitoCookieName="ABC", gitoVersion="v1.0", gitoTimeout="20",
gitoSecureCookieEnabled="false", domainHome="/abc/def/ijk')

2.1.36 editWebgatel1lgAgent

ORACLE

The editWebgatellgAgent command is an online and offline command that edits an
11g Webgate_entry registration in the system configuration.

Description

Edits an 11g Webgate_entry registration in the system configuration. The scope of this
command is an instance only; the scope is not an argument.

Syntax

edi t Webgat el1gAgent (agent Name="<Agent Name>",

accessd i ent Passwd="<accessC i ent Password >", st at e="<st at e>",

pr ef err edHost =" <host >",

aaaTi neout Thr eshol d="<aaaTi neQut Thr eshol d>",

security="<security>",10ogQut Urls="<l ogQut Ur | s>",

maxConnect i ons="<maxConnect i ons>", maxCacheEl ens="<maxCacheEl ement s>",

cacheTi meout =" <cacheTi neQut >",

| ogout Cal | backUr | =" <l ogout Cal | backUr| >", maxSessi onTi me="<nmaxSessi onTi ne>",

| ogout Redi rect Ur | =" <l ogout Redi rect Url >", fail over Threshol d="<fai | over Thr eshol d>",
t okenVal i di t yPeri od="<t okenVal i di t yPeri od>", | ogout Tar get Ur | Par anName="<I ogout Tar g
et Ur| Par anName>",

domai nHonme="<donai nHome>", al | owMvanagement Oper at i ons="<al | owvanagenent Oper at i ons>"

al | owTokenScopeQper at i ons="<al | owTokenScopeQper ati ons>",
al | owvist er TokenRet ri eval ="<al | owVast er TokenRet ri eval >",
al | owCredent i al Col | ect or Oper ati ons="<al | owCr edent i al Col | ect or Oper ati ons>")

Argument Definition

Mandatory. Specifies the name of the 11g WebGate Agent to be

agent Narre modified.

Optional. Specifies the unique client password for this WebGate

accessC i ent Passwd A
gent.

Optional. Specifies whether the WebGate Agent is enabled or

state disabled with a value of either Enabled or Disabled, respectively.

Optional. Specifies the preferred host of the WebGate Agent. This
prevents security holes that can be created if a host's identifier is
not included in the Host Identifiers list. For virtual hosting, you must
use the Host Identifiers feature.

pr ef er r edHost
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Argument

Definition

aaaTi meout Threshol d

security

[ogQutUrls

maxConnect i ons

maxCacheEl ens

cacheTi neout

[ ogout Cal | backUr |

maxSessi onTi me

| ogout Redi rect Ur |

failover Threshol d

t okenVal i di tyPeri od

| ogout Tar get Ur | Par am
Nanme

domai nHome

Optional. Specifies the number (in seconds) to wait for a response
from the Access Manager run-time server. If this parameter is set,
it is used as an application TCP/IP timeout instead of the default
TCP/IP timeout. Default = -1 (default network TCP/IP timeout is
used)

Optional. Specifies the level of transport security to and from the
Access Manager run-time server. Takes as a value either open,
simple, or cert.

List of URLS that trigger the logout handler, which removes the
ObSSOCookie.

Optional. Specifies the maximum number of connections that this
Access Manager Agent can establish with the Access Manager
Server. This number must be the same as (or greater than) the
number of connections that are actually associated with this agent.
Default = 1

Optional. Specifies the maximum number of elements maintained
in the cache. Cache elements are URLSs or Authentication
Schemes. The value of this setting refers to the maximum
consolidated count for elements in both of these caches. Default
=10000

Optional. Specifies the amount of time cached information remains
in the Access Manager Agent cache when the information is
neither used nor referenced. Default = 1800 (seconds)

The URL to oam_logout_success, which clears cookies during the
call back. By default, this is based on the Agent base URL supplied
during agent registration. For example:

http://<host>: <port>

Optional. Specifies the maximum amount of time in seconds

that a user's authentication session is valid regardless of their
activity. At the expiration of this time, the user is re-challenged for
authentication. This is a forced logout. A value of 0 disables this
timeout setting. Default = 3600 (seconds)

Optional. Specifies the URL (absolute path) to the central logout
page (logout.html). By default, this is based on the Access
Manager Administration Console host name with a default port of
14200.

Optional. Specifies a number representing the point when this
Access Manager Agent opens connections to a Secondary Access
Manager Server. Default = 1

Optional. Specifies the amount of time in seconds that a user's
authentication session remains valid without accessing any Access
Manager Agent protected resources.

Optional. The value for this is the Logout Target URL to be invoked
on logout and configured at the OPSS level.

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

2-32



Chapter 2
Access Manager Commands

Argument Definition

Optional. Specifies the Set the flag for Allow Management

al | owvanagenent Gper a Operations

tions

Optional. Specifies the Set the flag for Allow Token Scope

al | owTokenScopeQper a Operations

tions

i dl eSessi onTi meout Optional. Specifies the

al | owMast er TokenRet r Set flag for Allow Master Token Retrieval

i eval

al | owcr edent i al Col | e Set flag for Allow Credential Collector Operations

ctor Qperations

Example
The following example uses all mandatory and optional parameters.

editWebgatellgAgent(agentName="WebgateAgentl", accessClientPasswd="welcomel",
state="Enabled", preferredHost="141.144.168.148:2001", aaaTimeoutThreshold="10",
security="open", logOutUrls="http://hostl.oracle.com:1234", maxConnections =
16",

maxCacheElems="10000", cacheTimeout="1800",
logoutCallbackUrl="http://host2.oracle.com:1234",

maxSessionTime="24", logoutRedirectUrl="logoutRedirectUrl",
failoverThreshold="1", tokenValidityPeriod="tokenValidityPeriod",
logoutTargetUriParamName="logoutTargetUrl", domainHome="domainHomel",
allowManagementOperations="false", allowTokenScopeOperations="false",
allowMasterTokenRetrieval="false", allowCredentialCollectorOperations="false")

2.1.37 deleteWebgate1llgAgent

The deleteWebgatel1gAgent command is an online and offline command that enables
you to remove an 11g Webgate agent entry in the system configuration.

Description

Removes an 11g Webgate_agent entry in the system configuration. The scope of this
command is an instance only; the scope is not an argument.

Syntax

del et eVebgat el1gAgent (agent Name="<Agent Name>", domai nHome="<domai nHomeName>")

Argument Definition

Mandatory. Specifies the name of the 11g WebGate Agent to be

agent hane removed.
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Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example
The following example removes the 11g Webgate agent entry named ny_11g\WbGat e.

deleteWebgatellgAgent(agentName="my_llgWebGate", domainHome="domainHomel')

2.1.38 displayWebgate1lgAgent

The displayWebgatellgAgent command is an online and offline command that
enables you to display an 11g Webgate_agent registration entry.

Description

Displays an 11g WebGate Agent registration entry. The scope of this command is an
instance only; the scope is not an argument.

Syntax

di spl ayWebgat e11gAgent (agent Nane="<Agent Nane>", donmai nHone="<domai nHomeNanme>")

Argument Definition

agent Nare Manpl_atory. Specifies the name of the 11g WebGate Agent to be
modified.

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example displays the WebGate Agent named ny_11g\WebhGat e:

displayWebgatellgAgent(agentName="my_ 1lgWebGate', domainHome="domainHomel')

2.1.39 displayOAMMetrics

ORACLE

The displayOAMMetrics command is an online and offline command that enables the
display of metrics for Access Manager Servers.

Description

Enables the display of metrics for Access Manager Servers. The scope of this
command is an instance only; the scope is not an argument.

Syntax

di spl ayOAMMet ri cs(domai nHone=" <donai nHomeName>")
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Argument Definition

domai nHome Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

Example

The following example displays the metrics for Access Manager Servers in the
specified domain.

displayOAMMetrics(domainHome="domainHomel")

2.1.40 updateOIMHostPort (deprecated)

DEPRECATED - Online only command that updates the Oracle Identity Manager
configuration when integrated with Access Manager.

Description

Updates the Identity Manager configuration in the system configuration. The scope of
this command is an instance only; the scope is not an argument.

Syntax

updat eO MHost Por t ( host Name="<host nane>", port="<port nunber>",
secur eProtocol ="true")

Argument Definition

host Nare Name of the Identity Manager host.

port Port of the Identity Manager host.

secur ePr ot ocol Takes a value of true or false depending on whether

communication is through HTTP or HTTPS.

Example
The following example illustrates this command.

updateOIMHostPort(hostName="0IM.oracle.com™, port="7777", secureProtocol="true'")

2.1.41 configureOIM (deprecated)

ORACLE

DEPRECATED - Online only command that registers an agent profile specific to
Oracle Identity Manager when integrated with Access Manager.
Description

Creates an Agent profile specific to Oracle Identity Manager when integrated with
Access Manager. The scope of this command is an instance only; the scope is not an
argument.

Syntax

configured M oi nHost =" <O M host >", oi mPort ="<port>",
oi nBecur eProt ocol Enabl ed="true | false",
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0i mMAccessGat ePwd="<AccessGat ePasswor d>",
oi mCooki eDomai n="<0 MCooki eDomai n>", oi mAgl d="<0 MAebgat el D>",
oi mM\gVer si on="<0 MAébgat eVer si on>")

Argument Definition

0i mHost Name of the Oracle Identity Manager host. In the case of EDG, the
front ending LBR hostname of the OIM Cluster.

oi nPor t Port of the Oracle Identity Manager Managed Server. In the case
of EDG, the front ending LBR port of the OIM Managed Server
Cluster.

oi nBecur ePr ot ocol Ena Takes a value of true or false depending on whether

bl ed communication is through HTTP or HTTPS.

oi mccessGat ePwd If provided, the agent password for Open mode.

oi mCooki eDomai n Domain in which the cookie is to be set .

oi M\gl d Agent registration name.

oi mMAgVer si on Possible values are 10g or 11g. If not provided, default is 10g.

Example

The following example illustrates this command.

configureOIM(oimHost="oracle.com™, oimPort="7777",
oimSecureProtocolEnabled=""true",

oimAccessGatePwd = "welcome", oimCookieDomain = "domainl”,
oimWgld="<0IM Webgate ID>", oimWgVersion="10g")

2.1.42 updateOSSOResponseCookieConfig

ORACLE

The updateOSSOResponseCookieConfig command is an online and offline command
that updates the OSSO Proxy response cookie settings.

Description

Updates OSSO Proxy response cookie settings. The scope of this command is an
instance only; the scope is not an argument.

Syntax

updat eCSSOResponseCooki eConf i g( cooki eNanme="<cooki eName>", cooki eMaxAge="<cooki e
age in mnutes>", isSecureCookie="true | false", cooki eDomai n="<domain of the
cooki e>", domai nHome="<domai nHomeNanme>")

Argument Definition

cooki eNane Optional. Name of the cookie for which settings are updated. If not
specified, the global setting is updated.

cooki eMaxAge Maximum age of a cookie in minutes. A negative value sets a
session cookie.

i sSecur eCooki e Boolean flag that specifies if cookie should be secure (sent over
SSL channel).

cooki eDomai n The domain of the cookie.
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Argument Definition

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example
The following example illustrates this command.

update0SSOResponseCookieConfig(cookieName = "ORASSO_AUTH_HINT",
cookieMaxAge = ""525600", isSecureCookie = "false",
cookieDomain="_example.com”, domainHome = "<domain_home>")

2.1.43 deleteOSSOResponseCookieConfig

The deleteOSSOResponseCookieConfig command is an online and offline command
that deletes the OSSO Proxy response cookie settings in the system configuration.

Description

Deletes the OSSO Proxy response cookie settings. The scope of this command is an
instance only; the scope is not an argument.

Syntax

del et eOSSOResponseCooki eConf i g( cooki eName="<cooki eNane>",
domai nHone="<donai nHomeNane>")

Argument Definition

cooki eNane Mandatory. Name of the cookie for which settings are being
deleted. The global cookie setting cannot be deleted.

Specifies the location for the Weblogic Server OR Cell Path for
WebSphere. This parameter is mandatory for WebSphere. When
Offline, a value is mandatory; when online, optional.

domai nHome

Example
The following example illustrates this command.

delete0SSOResponseCookieConfig(cookieName="0RASSO_AUTH_HINT",
domainHome = "<domain_home>")

2.1.44 configureAndCreateldentityStore

ORACLE

The configureAndCreateldentityStore command is an online command that configures
the identity store and external user store.

Description

Configures the identity store and external user store using the values supplied.

Syntax

conf i gured M oi mHost =" <O M host >", oi nmPort="<port>",
oi nBecur ePr ot ocol Enabl ed="true | false",
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oi mMccessGat ePwd="<AccessGat ePasswor d>",

oi mCooki eDomai n="<0 MCooki eDomai n>", oi mAgl d="<0 MAebgat el D>",

oi mMAgVer si on="<0 MAbgat eVer si on>"), nameCf | dSt or e="<nameCf | dSt or e>",

i dSt oreSecurityCredential ="<i dStoreSecurityCredential >",

user Sear chBase="<user Sear chBase>", |dapUrl="<ldapUrl>",

groupSear chBase="<gr oupSear chBase>", securityPrincipal ="<securityPrincipal >",
i dSt oreType="<i dSt oreType>", | dapProvi der="<I| dapProvi der>",

i sPrimary="<isPrimry>", userlDProvider="<user| DProvider>",

user NaneAt t r =" <user NameAt t r >"

Argument Definition

0i mHost Name of the Oracle Identity Manager host. In the case of EDG, the
front ending LBR hostname of the OIM Cluster.

oi nPor t Port of the Oracle Identity Manager Managed Server. In the case
of EDG, the front ending LBR port of the OIM Managed Server
Cluster.

oi nBecur ePr ot ocol Ena Takes a value of true or false depending on whether

bl ed communication is through HTTP or HTTPS.

oi mccessGat ePwd If provided, the agent password for Open mode.

oi mCooki eDomai n Domain in which the cookie is to be set .

oi M\gl d Agent registration name.

oi mMAgVer si on Possible values are 10g or 11g. If not provided, default is 10g.

name(f | dSt ore Mandatory. Specifies the name of the LDAP ID store to be created.

i dSt oreSecurityCrede Mandatory. Specifies the password of the Principal for the LDAP

ntial identity store being created.

user Sear chBase Mandatory. Specifies the node under which user data is stored in
the LDAP identity store being created.

[ dapUr | Mandatory. Specifies the URL for the LDAP host (including port
number) of the LDAP identity store being created.

groupSear chBase Mandatory. Specifies the node under which group data is stored in
the LDAP identity store being created.

securityPrincipal Mandatory. Specifies the Principal Administrator of the LDAP
identity store being created.

i dSt oreType Mandatory. Specifies the type of the LDAP identity store being
created.

| dapPr ovi der Specifies the LDAP Provider type of the store being created.

i sPrinmary Optional. Specifies whether the LDAP identity store being
registered is the primary identity store. Takes true or false as a
value.

user | DProvi der Specifies the user Identity Provider for the store being created.

user NaneAttr Mandatory. Specifies the user attributes for the store.

Example

The following example illustrates this command.

configureOIM(oimHost="oracle.com", oimPort="7777",
oimSecureProtocolEnabled="true",

oimAccessGatePwd = "welcome™, oimCookieDomain = "domainl”,
oimWgld="<OIM Webgate ID>", oimWgVersion="10g"
nameOfldStore="nameOfldStore",
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idStoreSecurityCredential="idStoreSecurityCredential”,
userSearchBase="userSearchBase", ldapUrl="1dapUrl",
groupSearchBase="groupSearchBase", securityPrincipal="securityPrincipal”,
idStoreType="idStoreType", ldapProvider="ldapProvider", isPrimary="true",
userDProvider="userlIDProvider", userNameAttr="userNameAttr')

2.1.45 configAndCreateldStoreUsingPropFile

The configAndCreateldStoreUsingPropFile command is an online command that
configures the identity store and external user store using the values supplied in a
properties file.

Description

Configures the identity store and external user store using the values supplied in the
specified properties file.

Syntax

confi gAndCr eat el dSt or eUsi ngPr opFi | e( pat h="<pat h_of property _file>")

Argument Definition
pat h Path to the property file in which the values are defined.
Example

The following example illustrates this command.

configAndCreateldStoreUsingPropFile(path="/prop_file_directory/
values.properties™)

2.1.46 manageAuditEvents

ORACLE

Use the nanageAudi t Event s command to disable the audit of events of a specific type.

Description

The manageAudi t Event s is an event type filter that allows you to disable the audit
of events of a specific type. The command can be run in online mode (after
domai nRunt i me() is run) or offline mode.

Syntax

manageAudi t Event s(event Type="<event type>", auditEnabl ed="<true|fal se>",
[event Status="<true|fal se>"],[presetFilter="<All|Mediun Low>"])

Argument Definition

eventType Mandatory
Specifies the event type to be filtered. Its value is as defined in the audi t . | og
file by the Event Type field or in the | AU_BASE table by the i au_eventt ype
field. It is case sensitive.

auditEnabled  Mandatory
Set to true to disable the audit.
Setting it to true is equivalent to removing the filter.
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Argument Definition

eventStatus Optional
Enables or Disables audit of events of specific event status.
Set to true (false) to disable only the audit of events, which status is true
(false).
presetFilter Optional
Activates the filter only for the specified preset filter.

Example 2-1 Examples

The following command disables the audit of all Pl ugi nl nvocati onSt art events, in
offline mode.

manageAudi t Event s( event Type="Pl ugi nl nvocati onStart", audi t Enabl ed="f al se", donai nHo
me="/ M\ HOME/ user _pr oj ect s/ donai ns/ oam donai n")

The following command disables the audit of successful Aut hori zati on events, in
online mode.

manageAudi t Event s( event Type="Aut hori zation", audi t Enabl ed="f al se", event Status="tru
e")

The following command disables the audit of all the events of type Aut hori zati on, in
online mode.

manageAudi t Event s( event Type="Aut hori zati on", audi t Enabl ed="f al se")

2.1.47 migrateArtifacts (deprecated)
DEPRECATED - Migrates artifacts.

Description

Migrates artifacts based on the values defined in the input artifact file.

Syntax

mgrateArtifacts(path="<path_to_artifacts_file>", password="<password>",
type="Qut Of Pl ace| I nPl ace", islncrenental ="true|fal se")

Argument Definition

pat h Location of the artifacts file

passwor d Password used while generating original artifacts.

tvpe Boolean that defines the type of migration and takes as a value
yp InPlace or OutOfPlace

i sl ncrenent al Boolean that takes a value of true or false. If true, an incremental

upgrade is done.
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Example
The following example illustrates this command.

migrateArtifacts(path="/exampleroot/parent/t", password="welcome",
type="InPlace", islncremental="false™)

2.1.48 displaySimpleModeGlobalPassphrase

The displaySimpleModeGlobalPassphrase command is an online command that
displays the simple mode global passphrase defined in the system configuration in
plain text.

Description

Online only command that displays the simple mode global passphrase in plain text.
There are no arguments for this command.

Syntax
di spl aySi npl eMbded obal Passphrase()
Example

The following example illustrates this command.

displaySimpleModeGlobalPassphrase()

2.1.49 exportSelectedPartners

ORACLE

The exportSelectedPartners command is an online command that exports selected
Access Manager Partners to the specified Access Manager file.

Description

Exports selected Access Manager Partners to the specified Access Manager file
specified.

Syntax

export Sel ect edPart ner s(pat hTenpOAMPar t ner Fi | e="<absol ut eFi | ePat h>",
part ner sNameLi st =" <comra_separ at ed_part ner _nanes>")

Argument Definition

pat hTenpOAMPar t nerFi | e Mandatory. The location of the file to which the information
will be exported.

part ner sNaneLi st Mandatory. Specifies a comma separated list of partner
ids being exported.

Example
The following example illustrates this command.

exportSelectedPartners(pathTempOAMPartnerFile="/exampleroot/parent/tempfile.extn"
partnersNameList="partnerl,partner2')
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2.1.50 oamMigrate

The oamMigrate command is an online command that migrates policies,
authentication stores, and user stores from OSSO, OAM10g, OpenSSO, or AM 7.1
to OAM11g.

Description

Invokes the begi nM gr at e operation of the migration framework mbean.

Syntax

oanmM gr at e( oanM gr at eType=<ni grati onType>,
pat hM grati onPropertiesFil e="<absol ut eFi | ePat h>")

Argument Definition

oanM grat eType Mandatory. Specifies the type of migration being done.
Takes one of the following as a value: OSSO | OpenSSO |
OAM10g

NOTE: OpenSSO applies to both SAML 7.1 and
OpenSSO.

pat hM grati onPropertiesFile Mandatory. Specifies the path to the file from which the
necessary artifacts for migration are read.

Example
The following example illustrates this command.

oamMigrate(oamMigrateType=0SS0,
pathMigrationPropertiesFile="/middlewarehome/oam-migrate.properties')

2.1.51 preSchemeUpgrade

ORACLE

The preSchemeUpgrade command is an online command that invokes the
preSchemeUpgrade operation.

Description

Invokes the preSchemeUpgrade operation.

Syntax

preSchenmeUpgr ade
(pat hUpgr adePr operti esFi | e="/ m ddl ewar ehone/ oam upgr ade. properties")

Argument Definition

pat hUpgr adePropertiesFile  Mandatory. Specifies the path to the file from which the
necessary system properties for upgrade are read.

Example
The following example illustrates this command.

preSchemeUpgrade(pathUpgradePropertiesFile="/exampleroot/parent/tempfile.extn™)
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2.1.52 postSchemeUpgrade

The postSchemeUpgrade command is an online command that invokes the
postSchemeUpgrade operation.

Description

Invokes the postSchemeUpgrade operation.

Syntax

post ScheneUpgr ade
(pat hUpgr adePr operti esFi | e="/ m ddl ewar ehone/ oam upgr ade. properties")

Argument Definition

pat hUpgr adePropertiesFile  Mandatory. Specifies the path to the file from which the
necessary system properties for upgrade are read.

Example
The following example illustrates this command.

postSchemeUpgrade(pathUpgradePropertiesFile="/exampleroot/parent/tempfile.extn™)

2.1.53 oamSetWhiteListMode

The oamSetWhiteListMode command is an online command that sets the
oanBet Wi t eLi st Mbde to true or false.

Description

Sets the oantet Wi t eLi st Mode to true or false. If true, Access Manager redirects to
the last URL requested by the consuming application only if it is configured as a
white-list URL.

Syntax

oanBet Whi t eLi st Mode( oamhi t eLi st Mode="t rue| f al se")

Argument Definition
oamhi t eLi st Mode Mandatory. Enables the Access Manager white list mode.
Example

The following example illustrates this command.

oamSetWhitelListMode(oamWhiteListMode=""true")
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2.1.54 oamWhiteListURLConfig

ORACLE

The oamWhiteListURLConfig command is an online command that performs actions
on whitelist URL entries from the specified file based on the add, update, or remove
operations.

Description
Add, update or remove whitelist URL entries from the specified file.

This command allows you to enter whitelist URL values having wildcard port/host into
the WhiteList config map.

In the value field, if host/port is specified using wildcard characters (* symbol) then all
the host/port belonging to that particular format will be allowed.

On adding the * symbol, the match will be made for the WhiteList URL based on wild
card comparison mechanism.

Syntax

oanmhi t eLi st URLConfi g( Nane="xyz", Value="http://xyz.com 1234",
Oper ati on="Renove| Updat e")

Argument Definition

Narme Mandatory. A valid string representing the name (key) for this
entry.

Val ue Mandatory. A valid URL in the <protocol>://<host>:<port>

format. If the port is not specified, default HTTP/HTTPS ports
are assigned accordingly.

Qperation Mandatory. Takes as a value Update or Remove. Not case
sensitive.

Example
The following example illustrates this command:

oamWhiteListURLConfig(Name="xyz", Value="http://xyz.com:1234",
Operation="Update')

The following example illustrates this command using wildcards for Whitelist ports:

oamWhiteListURLConfig(Name="xyz", Value="http://xyz.com:*", Operation="Update™)
oamWhiteListURLConfig(Name="xyz", Value="http://xyz.com:*", Operation="Remove')

The following examples illustrates this command when host/port is specified using wild
card characters in value field:

oamWhiteListURLConfig(Name="xyz", Value="http://*.com:7777", Operation="Update")

The above command will allow URL's such as http://xyz.com 7777, http://
abc. com 7777 and so on for redirection.

oamWhiteListURLConfig(Name="xyz", Value="http://xyz.com:*", Operation="Update')

The above command will allow URL's such as http://xyz. com 8000, http://
abc. com 4040 and so on for redirection.
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2.1.55 enableMultiDataCentreMode

The enableMultiDataCentreMode command is an online command that enables Multi
Data Center Mode.

Description

Enables Multi Data Center Mode.

Syntax

enabl eMul ti Dat aCent r eMode( propfi | e="<absol ut eFi | ePat h>")

Argument Definition

propFil e Mandatory. Specifies the absolute path to a file from which
the properties to enable the Multi Data Center are read.

Example
The following example illustrates this command.

enableMultiDataCentre(propfile="/middlewarehome/oamMDCProperty.properties™)

2.1.56 disableMultiDataCentreMode

The disableMultiDataCentreMode command is an online command that disables Multi
Data Center Mode.

Description

Disables Multi Data Center Mode. This command has no arguments.

Syntax
di sabl eMul ti Dat aCent r eMdde()
Example

The following example illustrates this command.

disableMultiDataCentreMode()

2.1.57 setMultiDataCentreClusterName

ORACLE

The setMultiDataCentreClusterName command is an online command that sets the
Multi Data Center cluster name.

Description

Sets the Multi Data Center cluster name.

Syntax

set Mul ti Dat aCent reCl ust er Name( cl ust er Name="M/Cl uster")
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Argument Definition
cl ust er Narme Mandatory. Specifies the name of the cluster.
Example

The following example illustrates this command.

postSchemeUpgrade(clusterName="MyCluster')

2.1.58 setMultiDataCentreLogoutURLSs

The setMultiDataCentreLogoutURLs command is an online command that sets the
Multi Data Center Partner logout URLSs.

Description
Sets the Multi Data Center Partner logout URLS.

Syntax

set Mul ti Dat aCent r eLogout URLS
(1 ogout URLs="ht t p: // <host >: <port >/ | ogout . j sp, http://<host>: <port>/1 ogout.jsp")

Argument Definition

| ogout URLs Mandatory. Specify a comma separated list of Multi Data
Center Partner logout URLSs.

Example
The following example illustrates this command.

setMultiDataCentreLogoutURLs(logoutURLs="http://localhost:6666/logout.jsp,http://
localhost:8888/1ogout.jsp'™)

2.1.59 updateMultiDataCentreLogoutURLs

The updateMultiDataCentreLogoutURLs command updates the Multi Data Center
Partner logout URLS.

Description

Updates the Multi Data Center Partner logout URLS.

Syntax

updat eMul ti Dat aCent r eLogout URLS
(1 ogout URLs="ht t p: //<host >: <port >/l ogout . j sp, http://<host>: <port>/|ogout.jsp")

Argument Definition

| ogout URLs Mandatory. Specify a comma separated list of Multi Data
Center Partner logout URLS.
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Example
The following example illustrates this command.

updateMultiDataCentreLogoutURLs(logoutURLs="http://localhost:7777/
logout. jsp,http://localhost:9999/1ogout. jsp™)

2.1.60 addPartnerForMultiDataCentre

The addPartnerForMultiDataCentre command is an online command that adds a
partner to a Multi Data Center.

Description

Adds a partner to a Multi Data Center. This command is supported only in online mode
and adds one partner at a time.

Syntax

addPar t ner For Mul ti Dat aCent re( propfil e="<absol ut eFi | ePat h>")

Argument Definition

propFile Mandatory. Specifies the absolute path to a file that
contains the agent information.

Example
The following example illustrates this command.

addPartnerForMultiDataCentre(propfile="/middlewarehome/partnerinfo.properties™)

2.1.61 removePartnerForMultiDataCentre

ORACLE

The removePartnerForMultiDataCentre command is an online command that removes
a partner from Multi Data Center.

Description

Removes a partner from Multi Data Center. This command is supported only in online
mode and removes one partner at a time.

Syntax

removePar t ner For Mul ti Dat aCent r e( webgat ei d="<webgat el d")

Argument Definition
webgat ei d Mandatory. Specifies the ID of the partner to be deleted.
Example

The following example illustrates this command.

removePartnerForMultiDataCentre(webgateid="1AMSuite")
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2.1.62 addOAMSSOProvider

The addOAMSSOProvider command is an online command that adds an Access
Manager SSO provider with the given login URI, logout URI, and auto-login URI.

Description

This command modifies the domain jps-config.xml by adding an Access Manager SSO
service instance with the required properties. In the event of an error, the command
returns a WLSTException.

Syntax

addOAMSSOPr ovi der (1 ogi nuri, |ogouturi, autologinuri)

Argument Definition
loginuri Specifies the URI of the login page. Required.
logouturi Specifies the URI of the logout page. Optional. If unspecified, defaults to

logouturi=NONE.

Set to " to ensure that ADF security calls the OPSS logout service, which
uses the implementation of the class OAMSSOServicelmpl to clear the cookie
ObSSOCookie. An ADF-secured web application that would like to clear
cookies without logging out the user should use this setting.

autologinuri Specifies the URI of the autologin page. Optional. If unspecified, it defaults to
autologin=NONE.

Example
The following example illustrates this command.

addOAMSSOPr ovi der (| ogi nuri ="/ ${app. cont ext }/ adf Aut henti cation",
| ogout uri ="/ oamsso/ | ogout. htm ", autol ogi nuri="/exanple.cgi")
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Use these custom WebLogic Scripting Tool (WLST) commands for Oracle Access
Management Identity Federation (Identity Federation) to configure federation partners
and partner profiles.

The Identity Federation WLST commands are organized into two categories.

e |dentity Federation Commands

e Advanced Identity Federation Commands

# Note:

Identity Federation WLST commands take attributes specified as key-value
pairs or only the value; Oracle Access Management Access Manager takes
only key-value pairs. Thus, WLST examples in this document might be
defined in either manner. This WLST example uses key-value pairs.

setldPPartnerAttributeProfileEntry(attrProfilel D="openid-idp-
attribute-profile", nessageAttributeNane="http://axschema. org/
namePer son", oanBessi onAttri but eName="nanme",

request From dP="t rue")

3.1 Identity Federation Commands

Use the WLST commands listed in Table 3-1 to configure federation partners and
partner profiles.

# Note:

The Identity Federation command definitions begin with
"addWSFed1lldPFederationPartner."

Table 3-1 WLST Commands for Identity Federation
|

Use this command... To... Use with
WLST...
addWSFed1lldPFederationPartner Create a WS-Fed 1.1 IdP partner. Online
addWSFed11SPFederationPartner Create a WS-Fed 1.1 SP partner. Online
addOpenlID20IldPFederationPartner Create an OpenlID 2.0 IdP partner. Online
addOpenID20SPFederationPartner Create an OpenlD 2.0 SP partner. Online
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Use this command... To... Use with
WLST...
addOpenID20GoogleldPFederationPartn Create a Google OpenlID 2.0 IdP Online
er partner.
addOpenlID20YahooldPFederationPartne Create a Yahoo OpenlID 2.0 IdP Online
r partner.
addSAML11ldPFederationPartner Create an IdP federation partner, Online
including metadata, under the SAML
1.1 protocol.
addSAML11SPFederationPartner Create an SP federation partner, Online
including metadata, under the SAML
1.1 protocaol.
addSAML20IdPFederationPartner Create an IdP federation partner Online
under the SAML 2.0 protocol.
addSAML20SPFederationPartner Create an SP federation partner under Online
the SAML 2.0 protocol.
addSAML20IdPFederationPartnerWithou Create an IdP federation partner Online
tMetadata under the SAML 2.0 protocol without
importing metadata.
addSAML20SPFederationPartnerWithout Create an SP federation partner Online
Metadata under the SAML 2.0 protocol without
importing metadata.
configureldPPartnerAttributeProfile Configure an IdP partner attribute Online
profile to specify whether incoming
attributes that are not part of the
profile should be ignored.
configureSAML20Logout Configure global federation logout for  Online
a SAML 2.0 federation partner.
configureSAMLBInding Configure the preferred binding fora  Online
SAML federation partner.
configureUserSelfRegistration Enable user self registration. Online
configureUserSelfRegistrationAttr Sets which attributes from the Online
assertion should be used as email,
first name, last name or username
during self registration.
createAuthnSchemeAndModule Create an authentication scheme and Online
module for an IdP partner.
createldPPartnerAttributeProfile Create an IdP partner attribute profile  Online
for a federation partner.
createSPPartnerAttributeProfile Create an SP partner attribute profile  Online
for a federation partner.
deleteAuthnSchemeAndModule Delete an authentication scheme and Online
module for an IdP partner.
deleteFederationPartner Delete a specific federation partner. Online
deleteFederationPartnerEncryptionCert ~ Delete the encryption certificate ofa  Online

federation partner.
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Use this command... To... Use with
WLST...
deleteFederationPartnerSigningCert Delete the signing certificate of a Online
federation partner.
deleteldPPartnerAttributeProfile Delete the attribute profile of an IdP Online
federation partner.
deleteSPPartnerAttributeProfile Delete the attribute profile of an SP Online
federation partner.
deleteldPPartnerAttributeProfileEntry Delete an entry from the attribute Online
profile of a federation partner.
deleteSPPartnerAttributeProfileEntry Delete an entry from the attribute Online
profile of a federation partner.
deletePartnerProperty Delete a partner-specific property Online
that was added to the partner's
configuration.
displayldPPartnerAttributeProfile Display an IdP federation partner's Online
attribute profile.
displaySPPartnerAttributeProfile Display an SP federation partner's Online
attribute profile.
getAllFederationldentityProviders List all IdP federation partners. Online
getFederationPartnerEncryptionCert Retrieve the encryption certificate for ~ Online
a federation partner.
getFederationPartnerSigningCert Retrieve the signing certificate for a Online
federation partner
getldPPartnerBasicAuthCredentialUsern Retrieve the HTTP basic Online
ame authentication username for a
federation partner.
getPartnerProperty Retrieve a property for a federation Online
partner.
getStringProperty Retrieve a string property from a Online
federation partner profile.
isFederationPartnerPresent Check whether a partner is Online
configured.
listidPPartnerAttributeProfileIDs List an IdP partner's attribute profiles. Online
listSPPartnerAttributeProfileIDs List an SP partner's attribute profiles.  Online
putStringProperty Sets an OpenlID partner as the default Online
Federation IdP.
setDefaultSSOIdPPartner Set an IdP partner as the default Online
identity provider for a federation single
sign-on.
setFederationPartnerEncryptionCert Set the encryption certificate for a Online
federation partner.
setFederationPartnerSigningCert Set the signing certificate for a Online

federation partner.
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Use this command... To... Use with
WLST...
setldPPartnerAttributeProfile Set the attribute profile to use during  Online
federated single sign-on with an IdP
partner.
setldPDefaultScheme Sets the default OAM Authentication  Online
Scheme.
setSPPartnerAttributeProfile Set the attribute profile to use during  Online
federated single sign-on with an SP
partner.
setldPPartnerAttributeProfileEntry Set an entry in an IdP federation Online
partner's profile.
setSPPartnerAttributeProfileEntry Set an entry in an SP federation Online
partner's profile.
setSPPartnerAttributeValueMapping add or update an outgoing attribute Online
value mappings in an SP profile.
deleteSPPartnerAttributeValueMapping  delete one or all the value mappings  Online
of an outgoing attribute configured in
an SP profile.
displaySPPartnerAttributeValueMapping  display the value mappings of one or  Online
all outgoing attributes configured in an
SP profile.
setldPPartnerAttributeValueMapping add or update an incoming attribute Online
value mappings in an IdP profile.
deleteldPPartnerAttributeValueMapping  delete one or all the value mappings  Online
of an incoming attribute configured in
an IdP profile.
displayldPPartnerAttributeValueMapping display the value mappings of one or  Online
all incoming attributes configured in
an IdP profile.
setSPPartnerAttributeValueFilter add or update an attribute value filter ~ Online
in an SP profile.
deleteSPPartnerAttributeValueFilter delete one or all the value filters of an  Online
attribute configured in an SP profile.
displaySPPartnerAttributeValueFilter display the value filters of one or all Online
attributes configured in an SP profile.
setldPPartnerBasicAuthCredential Update a federation partner's HTTP Online
basic auth credential.
setldPPartnerMappingAttribute Set the attribute used for assertion Online
mapping for a federation partner.
setldPPartnerMappingAttributeQuery Set the attribute query used for Online
assertion mapping for a federation
partner.
setldPPartnerMappingNamelD Set the assertion mapping namelD Online
value for an IdP federation partner
setPartnerAlias Update a federation partner's alias Online

name.
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Table 3-1 (Cont.) WLST Commands for Identity Federation

Use this command... To... Use with
WLST...

setPartnerIDStoreAndBaseDN Set a federation partner's identity Online
store and base DN.

setSPPartnerAlternateScheme Configure an alternate Authentication Online
Scheme.

setSPPartnerDefaultScheme Configure a default Authentication Online
Scheme.

setSPPartnerProfileDefaultScheme Configure the profile with a default Online
Authentication Scheme.

setSPPartnerProfileAlternateScheme Configure the profile for an alternate  Online
Authentication Scheme.

updatePartnerMetadata Update a federation partner's Online
metadata.

updatePartnerProperty Update a property for a federation Online
partner.

3.1.1 addWSFed11ldPFederationPartner

ORACLE

The addWSFed1lldPFederationPartner command is an online command that creates
a WS-Federation 1.1 IdP partner.

Description

Creates an IdP partner under the WS-Federation 1.1 protocol. The NamelD will be
mapped to the LDAP user mail attribute.

Syntax

addWsFed11l dPFeder at i onPart ner (part ner Nane, ssoURL, provider|D, description)

Argument Definition

part ner Nane The name of the partner to be created.

sSOURL The Identity Realm Securg Token URL yvhere users will be redirected
at the IdP for WS-Federation 1.1 operations.

provi der | D Provider ID/Issuer used in the SAML Assertion.

description The description of the partner. Optional.

Example

addWsFed11l dPFeder ati onPartner ("testpartnerl", "http://idp.com wsfedll",
"http://idp.cont, description="WsFed |dP1")
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3.1.2 addWSFed11SPFederationPartner

The addWSFed11SPFederationPartner command is an online command that creates
a WS-Federation 1.1 SP partner.

Description
Creates an SP partner under the WS-Federation 1.1 protocol.

Syntax

addWsFed11SPFeder ati onPart ner ( part ner Name, realm ssoURL, sani Version,
mef t ADFSConpat i bl e, description)

Argument Definition

part ner Nane The name of the partner to be created.

realm The realm identifier for this SP partner. It will be used in the WS-
Federation 1.1 protocol exchange.

ssoURL The Identity Realm Secure Token URL where users will be redirected
at the SP for WS-Federation 1.1 operations.

sanl Versi on The optional SAML version indicating what kind of Assertion to issue.

Takes a value of saml11 (default) or sami20.

msf t ADFSConpat i bl e An optional boolean indicating if the issued SSO Response should be
in the Microsoft ADFS compatible format WS-Trust 1.2 or WS-Trust
1.3.

description The description of the partner. Optional.

Example

addWsFed11SPFederati onPartner("testpartnerl", "http://sp.cont,
"http://sp.com wsfedll", description="Test SP1")

3.1.3 addOpenID20IdPFederationPartner

The addOpenlID20IldPFederationPartner command is an online command that creates
an OpenlID 2.0 IdP partner.

Description

Creates an IdP partner under the OpenID 2.0 protocol.

Syntax

addQpenl D201 dPFeder at i onPart ner ( part ner Name, i dpSSOURL, di scoveryURL,
descri ption)

Argument Definition

par t ner Nane The name of the partner to be created.
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Argument Definition

The initiate SSO URL of the IdP. Can be set to " if the discovery URL
is specified and intended to be used.

i dpSSOURL

di scover yURL The OpenlD discovery URL of the IdP.

description The description of the partner. Optional.

Example

addOpenl D201 dPFeder ati onPartner("testpartnerl", "",
"http://host:port/discoveryurl", description="Test |dP1")

3.1.4 addOpenID20SPFederationPartner

The addOpenID20SPFederationPartner command is an online that creates an OpenID
2.0 SP partner.

Description

Creates an SP partner under the OpenlID 2.0 protocol.

Syntax

addOpenl D20SPFeder at i onPart ner (partner Nane, realm ssoURL, description)

Argument Definition

par t ner Nane The name of the partner to be created.
real m The realm for the SP (RP).

ssoURL The endpoint URL of the SP (RP).
description The description of the partner. Optional.
Example

addOpenl D20SPFeder at i onPar t ner (part ner Nane="partner| D",
real m"http://real mdomain.con, ssoURL="http://host:port/endpoint",
descri ption="some description")

3.1.5 addOpenID20GoogleldPFederationPartner

The addOpenID20GoogleldPFederationPartner command is an online command that
creates an IdP partner with the name googl e.

Description

Creates an IdP partner with the name googl e using a discovery URL https://
www. googl e. conf account s/ 08/ d.
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Syntax
addOpenl D20Goog! el dPFeder at i onPart ner ()

Example

addOpenl D20Goog! el dPFeder at i onPart ner ()

3.1.6 addOpenlID20YahooldPFederationPartner

The addOpenlD20YahooldPFederationPartner command is an online command that
creates an IdP partner with the name yahoo.

Description

create an IdP partner with the name yahoo using a discovery URL https://
open. | ogi n. yahooapi s. coni openi d20/ user _profil e/ xrds.

Syntax

addOpenl D20Yahool dPFeder at i onPart ner ()

Example

addQpenl D20Yahool dPFeder at i onPart ner ()

3.1.7 addSAML11IdPFederationPartner

ORACLE

The addSAML11IdPFederationPartner command is an online command that creates a
SAML 1.1 IdP federation partner.

Description

Creates a SAML 1.1 IdP federation partner.

Syntax

addSAML11I dPFeder at i onPar t ner ( part ner Name, provi der I D, ssoURL,
soapURL, succinct|D, description)

Argument Definition

par t ner Nane The name of the partner to be created.

provi der | D The providerlD of the partner.

ssoURL The initiate SSO URL of the IdP.

soapURL The artifact resolution SOAP endpoint URL of the IdP.
succinct 1D The succinctID of the provider.

description The description of the partner. Optional.
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Example

addSAML11I dPFeder at i onPar t ner ( part ner Name="partnerl D",

provi der| D="provi der A", ssoURL="http://host:port/sanl 11sso",
soapURL="htt p://host: port/soapurl", succinctlD="1234",
descri ption="sonedescription")

3.1.8 addSAML11SPFederationPartner

The addSAML11SPFederationPartner command is an online command that creates a
SAML 1.1 SP federation partner.

Description

Creates a SAML 1.1 SP federation partner.

Syntax

addSAML11SPFeder at i onPar t ner (part ner Nane, provi derI D, ssoURL, description)

Argument Definition

part ner Name The name of the partner to be created.
pr ovi der | D The providerlD of the partner.

sSOURL The initiate SSO URL of the IdP.
description The description of the partner. Optional.
Example

addSAML11SPFeder at i onPart ner ( part ner Nane="partner| D', providerl D="provi derA",
ssoURL="http://host: port/san 11sso", description="sonmedescription")

3.1.9 addSAML20IdPFederationPartner

The addSAML20IdPFederationPartner command is an online command that creates a
SAML 2.0 IdP Federation partner.

Description

Creates a federation partner as an identity provider for Access Manager under the
SAML 2.0 protocol, and loads the partner metadata from a file.

Syntax

addSAML20I dPFeder at i onPar t ner ( part ner Name, net adat aFile, description)

Argument Definition

par t ner Nane The name of the partner to be created.
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Argument Definition

et adat aFi | e The location of the metadata file (full path).

description The description of the partner. Optional.

Example

addSAML20I dPFeder at i onPar t ner ( part ner Name="partnerl D',
nmet adat aFi | e="1 ocation_netadata_file", description="somedescription")

3.1.10 addSAML20SPFederationPartner

The addSAML20SPFederationPartner command is an online command that creates a
SAML 2.0 SP Federation partner.

Description

Creates a federation partner as a service provider for Access Manager under the
SAML 2.0 protocol, and loads the partner metadata from a file.

Syntax

addSAML20SPFeder at i onPar t ner (part ner Nane, net adat aFile, description)

Argument Definition

par t ner Nane The name of the partner to be created.

et adat aFi | e The location of the metadata file (full path).

description The description of the partner. Optional.

Example

addSAM_20SPFeder at i onPart ner (part ner Name="partner| D",
met adat aFi | e="1 ocation_netadata_file", description="somedescription")

3.1.11 addSAML20IdPFederationPartnerWithoutMetadata

ORACLE

The addSAML20IdPFederationPartnerWithoutMetadata command is an online
command that creates a SAML20 IdP federation partner without SAML 2.0 metadata.

Description

Creates a SAML20 IdP federation partner without loading SAML 2.0 metadata.

Syntax

addSAML20I dPFeder at i onPart ner W t hout Met adat a( part ner Narre,
provi derl D, ssoURL, soapURL, succinctlD, description)
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Argument Definition

part ner Nane The name of the federation partner to be created.

pr ovi der | D The providerlD of the partner.

ssoURL The initiate SSO URL of the IdP.

soapURL The artifact resolution SOAP endpoint URL of the IdP.
succi net 1D The succinctID of the provider.

description The description of the partner. Optional.

Example

addSAML20I dPFeder at i onPart ner W t hout Met adat a( par t ner Name="par t ner Narre",
providerI D="http://host:port", ssoURL="http://host:port/san/sso",
soapURL="htt p://host: port/sam /soap", descri ption="sone description")

3.1.12 addSAML20SPFederationPartnerWithoutMetadata

ORACLE

The addSAML20SPFederationPartnerWithoutMetadata command is an online
command that creates a SAML20 SP federation partner without SAML 2.0 metadata.

Description

Creates a SAML20 SP federation partner without loading SAML 2.0 metadata.

Syntax

addSAML20SPFeder at i onPar t ner Wt hout Met adat a( par t ner Name,
provi derl D, ssoURL, description)

Argument Definition

part ner Nane The name of the federation partner to be created.
or ovi der | D The providerID of the partner.

ssoURL The initiate SSO URL of the IdP.

description The description of the partner. Optional.
Example

addSAML20SPFeder at i onPar t ner W t hout Met adat a( part ner Name="part ner Nange" ,
provider| D="http://host:port", ssoURL="http://host:port/sam/sso",
descri ption="sonedescription")
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3.1.13 configureldPPartnerAttributeProfile

The configureldPPartnerAttributeProfile command is an online command that
configures an IdP partner attribute profile to process incoming attributes.

Description

Configures an IdP partner attribute profile to process or ignore incoming attributes not
defined in the profile.

Syntax

configureldPPartnerAttributeProfile(attrProfilel D, ignoreUnmappedAttributes)

Argument Definition

The identifier referencing the IdP partner attribute profile to

attrProfilel D .
configure.

Determines whether incoming attributes that are not defined
in the profile should be ignored.

Valid values are true (ignore) or (the default) false (process).

i gnor eUnmappedAt tri but es

Example

configureldPPartnerAttributeProfile(attrProfilel D="idp-attribute-profile",
i gnor eUnmappedAttri but es="f al se")

3.1.14 configureSAML20Logout

ORACLE

The configureSAML20Logout command is an online command that configures global
federation logout for a SAML 2.0 partner.

Description

Configures global federation logout for a SAML 2.0 federation partner.

Syntax

confi gur eSAML20Logout ( part ner Name, partner Type, enabl e,
sani 20Logout Request URL, sanl 20Logout ResponseURL, soapURL)

Argument Definition

part ner Nane The ID of the partner to be updated.

Whether the partner is a service provider or identity provider.

partner Type
Valid values are sp, idp.

Enable or disable global logout for that partner.
Valid values true (enable), false (disable)

The SAML 2.0 logout request service URL.

Optional if the partner was created using metadata, or if
logout is disabled.

enabl e

sam 20Logout Request URL
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Argument Definition

The SAML 2.0 logout response service URL.

This is optional if the partner was created using metadata, or
if logout is disabled.

The SAML 2.0 SOAP Service URL. This is optional if the
partner was created using metadata, if logout is disabled, or if
SOAP logout is not supported.

saml 20Logout ResponseURL

soapURL

Example

confi gur eSAM_.20Logout ( part ner Name="partner| D', partner Type="sp", enable="true",
sani 20Logout Request URL="ht t p: // host : port/sam /| ogout request ",

sani 20Logout ResponseURL="htt p:// host: port/sanl /| ogout r esponse"”,
soapURL="http://host: port/sanl /soap")

3.1.15 configureSAMLBInding

The configureSAMLBInding command is an online command that specifies the binding
for a SAML partner.

Description

Configures the preferred binding for a SAML Partner.

Syntax

conf i gur eSAMLBi ndi ng( part ner Nane, partnerType, binding,
ssoResponseBi ndi ng="ht t ppost")

Argument Definition
part ner Name The name of the partner to be configured.
Indicates whether the partner is a service provider or an identity
part ner Type provider. Valid values are sp, idp.
bi ndi ng Specifies the binding to use for messages other than SSO responses

(authentication requests, logout messages). Valid options are httppost
for HTTP-POST binding and httpredirect for HTTP-Redirect binding.

This optional attribute defines the binding to use for an SSO
response. Valid options are httppost for HTTP-POST binding (the
default value), httpredirect for HTTP-Redirect binding or artifact for
Artifact binding.

ssoResponseBi ndi ng

Example

conf i gur eSAMLBI ndi ng( part ner Nane="partner| D",
partner Type="sp", binding="httpredirect", ssoResponseBindi ng="httppost")
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3.1.16 configureUserSelfRegistration

The configureUserSelfRegistration command is an online command that enables the
user self-registration module.

Description

Enables the user self-registration module.

Syntax

configureUser Sel f Regi strati on(<enabl ed>, <registrationURL>,
<regDat aRet ri eval Aut hnEnabl ed>, <regDat aRetri eval Aut hnUser name>,
<regDat aRet ri eval Aut hnPasswor d>, <part ner Nane>)

Argument Definition

Indicates if the user self-registration module is enabled. Takes a value

enabl ed of true or false.

The location to which the user will be redirected for self-registration.

If partnerName is not specified, and if registrationURL is empty or
missing, the current property will be unchanged. If partherName is
specified, and if registrationURL is empty or missing, this property will
be removed from the partner's configuration.

regi strationURL

Indicates if authentication of the registration page is enabled when

regDat aRet ri eval Au contacting the server to retrieve registration data.

t hnEnabl ed

Specifies the username the registration page will send to the server

regbat aRet ri eval Au when retrieving the registration data from the server.

t hnUser nane

Specifies the password the registration page will send to the server

reghat aRet ri eval Au when retrieving the registration data from the server.

t hnPasswor d

Indicates the IdP partner for which to enable user self-registration. If

part ner Nare missing, the configuration operation will be global.

Example

configureUserSel fRegi stration("true", regDataRetrieval Aut hnEnabl ed="true",
r egDat aRet ri eval Aut hnUser nane="user nang",
regDat aRet ri eval Aut hnPasswor d="passwor d")

3.1.17 configureUserSelfRegistrationAttr

ORACLE

The configureUserSelfRegistrationAttr command is an online command that sets the
attributes in an assertion that will be used as email, first name, last name, and
username.

Description

Sets the attributes in an assertion that will be used as email, first name, last name and
username.
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Syntax

configureUserSel fRegi stration(<registrationAttrName>, <assertionAttrNanmes>,
<part ner Nane>)

Argument Definition

The self-registration page attribute to set. Can be one of the following

regi strationAttrNa , P
values: email, firstname, lastname or username.

e

The possible attributes from the assertion that can be used
to populate the self-registration page field specified as the
registrationAttrName.

asserti onAttrNanes

Indicates the IdP partner for which to configure user self-registration.

part ner Nane If missing, the configuration operation will be global.

Example

configureUser Sel f Regi strationAttr("email", "mail,fed.nanei dval ue")

The second parameter means that mail or fed.nameidvalue from the assertion can be
used to populate the email attribute in the user's self registration page.

3.1.18 createAuthnSchemeAndModule

ORACLE

The createAuthnSchemeAndModule command is an online command that creates an
authentication scheme that uses an OpenD IdP.

Description

Creates an authentication scheme that uses an OpenD IdP to protect resources in
Access Manager.

Syntax

creat eAut hnSchermeAndModul e( par t ner Nane)

Argument Definition
part ner Nane The name of the partner for whom the scheme is to be created.
Example

creat eAut hnSchemeAndModul e( "t est partner™)
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3.1.19 createldPPartnerAttributeProfile

The createldPPartnerAttributeProfile command is an online command that creates an
IdP attribute profile. This will contain name mapping rules used to process attributes in
incoming SAML assertions.

Description

Creates an IdP partner attribute profile that will contain name mapping rules used to
process attributes in incoming SAML Assertions.

Syntax

createl dPPartnerAttributeProfile(attrProfilelD)

Argument Definition

attrProfilel D The identifier of the IdP attribute profile.

Example

createl dPPartnerAttributeProfile(attrProfilel D="idp-attribute-profile")

3.1.20 createSPPartnerAttributeProfile

The createSPPartnerAttributeProfile command is an online command that creates an
SP attribute profile. This will contain name mapping rules used to process attributes in
incoming SAML Assertions.

Description

Creates an SP partner attribute profile that will contain name mapping rules used to
process attributes in incoming SAML Assertions.

Syntax

createSPPartnerAttributeProfile(attrProfilel D)

Argument Definition

attrProfilel D The identifier of the SP attribute profile.

Example

createSPPartnerAttributeProfile(attrProfilel D="sp-attribute-profile")
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3.1.21 deleteAuthnSchemeAndModule

The deleteAuthnSchemeAndModule command is an online command that deletes an
authentication scheme for an IdP partner.

Description

Deletes an authentication scheme for an IdP partner.

Syntax

del et eAut hnSchemeAndModul e( par t ner Nane)

Argument Definition

part ner Nane The name of the partner whose scheme is to be deleted.

Example

del et eAut hnSchemeAndModul e( "t est partner™)

3.1.22 deleteFederationPartner

The deleteFederationPartner command is an online command that deletes a
federation partner from Access Manager.

Description

Deletes a federation partner from Access Manager.

Syntax

del et eFeder at i onPart ner ( part ner Name, partner Type)

Argument Definition

par t ner Nane The ID of the partner to be deleted.

Specifies whether the partner is a service provider or an identity
provider.

Valid values are sp, idp.

partner Type

Example

del et eFeder ati onPart ner ( part ner Nane="partner| D', partnerType="idp")
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3.1.23 deleteFederationPartnerEncryptionCert

The deleteFederationPartnerEncryptionCert command is an online command that
deletes the encryption certificate of a federation partner.

Description

Deletes the encryption certificate of a federation partner.

Syntax

del et eFeder ati onPart ner Encrypti onCert ( partner Name, partner Type)

Argument Definition

part ner Nane The ID of the partner whose encryption certificate is to be deleted.

Specifies whether the partner is a service provider or an identity
provider.

Valid values are sp, idp.

part ner Type

Example

del et eFeder ati onPart ner Encrypti onCert ( part ner Name="cust onPart ner",
partner Type="i dp")

3.1.24 deleteFederationPartnerSigningCert

ORACLE

The deleteFederationPartnerSigningCert command is an online command that deletes
the signing certificate of a federation partner.

Description

Deletes the signing certificate of a federation partner.

Syntax

del et eFeder ati onPart ner Si gni ngCert (part ner Nane, partner Type)

Argument Definition

part ner Nane The ID of the partner whose signing certificate is to be deleted.

Specifies whether the partner is a service provider or identity provider.

artner Type
P yP Valid values are sp, idp.

Example

del et eFeder at i onPart ner Si gni ngCert (part ner Name="cust onPar t ner ", part ner Type="i dp")
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3.1.25 deleteldPPartnerAttributeProfile

The deleteldPPartnerAttributeProfile command is an online command that deletes an
IdP partner attribute profile.

Description

Deletes an IdP partner attribute profile.

Syntax

del etel dPPartnerAttributeProfile(attrProfilelD)

Argument Definition

attrProfilel D The identifier referencing the IdP partner attribute profile.

Example

del etel dPPartnerAttributeProfile(attrProfilel D="idp-attribute-profile")

3.1.26 deleteSPPartnerAttributeProfile

The deleteSPPartnerAttributeProfile command is an online command that deletes an
SP partner attribute profile.

Description

Deletes an SP partner attribute profile.

Syntax

del eteSPPartnerAttributeProfile(attrProfilel D)

Argument Definition

attrProfilel D The identifier referencing the SP partner attribute profile.

Example

del eteSPPartnerAttributeProfile(attrProfilel D="sp-attribute-profile")

3.1.27 deleteldPPartnerAttributeProfileEntry

ORACLE

The deleteldPPartnerAttributeProfileEntry command is an online command that
deletes an entry from the IdP partner attribute profile.

Description

Deletes an attribute from the attribute profile.
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Syntax

del etel dPPartnerAttributeProfileEntry(attrProfilelD,
messageAt t ri but eName)

Argument Definition

attrProfilel D The identifier referencing the IdP partner attribute profile.

The name of the attribute to delete, as it appears in the outgoing

messageAttri but eNa
message.

e

Example

del etel dPPartner AttributeProfileEntry(attrProfilel D="idp-attribute-profile",
messageAt tri but eName="first_name")

3.1.28 deleteSPPartnerAttributeProfileEntry

The deleteSPPartnerAttributeProfileEntry command is an online command that deletes
an entry from the SP Partner attribute profile.

Description

Deletes an attribute from the attribute profile.

Syntax

del et eSPPart nerAttributeProfileEntry(attrProfilelD,
messageAt t ri but eNare)

Argument Definition

attrProfilel D The identifier referencing the IdP partner attribute profile.

The name of the attribute to delete, as it appears in the outgoing

messageAttri but eNa
message.

e

Example

del eteSPPartnerAttributeProfil eEntry(attrProfilel D="sp-attribute-profile",
messageAt tri but eName="first_name")

3.1.29 deletePartnerProperty

ORACLE

The deletePartnerProperty command is an online command that deletes a partner-
specific property.

Description

Deletes a partner-specific property. Use this command only for a property that was
added to the partner's configuration.
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See Advanced ldentity Federation Commands for information regarding SAML 1.1.

Syntax

del et ePart ner Property( part ner Name, part ner Type, pr opNane)

Argument Definition

The ID of the partner to be updated.

By replacing the value of <partnerName> with the partner ID and
including the i ncl udecerti nsi gnat ur e parameter, the certificate
will be included with the signature. See Advanced Identity Federation
Commands for information regarding SAML 1.1.

part ner Name

Specifies whether the partner is a service provider or an identity

partner Type provider.

Valid values are sp, idp.

or opNane The name of the configured property to be removed.

Example

del et ePar t ner Property( part ner Name="part ner 1025", partner Type="sp/idp",
propName="i ncl udecertinsi gnat ure")

3.1.30 displayldPPartnerAttributeProfile

The displayldPPartnerAttributeProfile command is an online command that displays a
partner attribute profile.

Description

Display the content of an IdP Partner Attribute Profile.

Syntax

di splayl dPPartnerAttributeProfile(attrProfilel D)

Argument Definition

The identifier referencing the IdP partner attribute profile to be

attrProfilelD displayed.

Example

di splayl dPPartnerAttributeProfile(attrProfilel D="idp-attribute-profile")

3.1.31 displaySPPartnerAttributeProfile

The displaySPPartnerAttributeProfile command is an online command that displays an
SP partner attribute profile.

Description

Display the content of an SP Partner Attribute Profile.
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Syntax

di spl aySPPartner AttributeProfile(attrProfilelD)

Argument Definition

attrProfilel D The identifier referencing the SP partner attribute profile to be
displayed.

Example

di spl aySPPartnerAttributeProfile(attrProfilel D="sp-attribute-profile")

3.1.32 getAllFederationldentityProviders

The getAllFederationldentityProviders command is an online command that lists all
federation identity providers.

Description

Displays a list of all federation identity providers for Access Manager.

Syntax

get Al | Federati onl dentityProvi ders()

Example

get Al | Federationl dentityProviders()

3.1.33 getAllFederationServiceProviders

The getAllFederationServiceProviders command is an online command that lists all
federation service providers.

Description

Displays a list of all federation service providers for Access Manager.

Syntax

get Al | Feder ati onServi ceProvi ders()

Example

get Al | Federati onServi ceProvi ders()

3.1.34 getFederationPartnerEncryptionCert

The getFederationPartnerEncryptionCert command is an online command that
retrieves the encryption certificate for a partner.

Description

Retrieves the encryption certificate for a federation partner.
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Syntax

Argument Definition

par t ner Name Thg ID of the partner for which the encryption certificate will be
retrieved.

part ner Type Spe(_:n‘les whether the partner is a service provider or an identity
provider.
Valid values are sp, idp.

Example

get Feder ati onPart ner Encrypti onCert ( partner Name="cust onPar t ner", part ner Type="i dp")

3.1.35 getFederationPartnerSigningCert

The getFederationPartnerSigningCert command is an online command that retrieves
the signing certificate for a partner.

Description

Retrieves the signing certificate for a federation partner.

Syntax
Argument Definition
part ner Name The ID of the partner for which the signing certificate will be retrieved.

Specifies whether the partner is a service provider or an identity
provider.

Valid values are sp, idp.

partner Type

Example

get Feder at i onPart ner Si gni ngCert ( part ner Name="partner| DLl", partner Type="idp")

3.1.36 getldPPartnerBasicAuthCredentialUsername

ORACLE

The getldPPartnerBasicAuthCredentialUsername command is an online command
that gets a partner's basic authentication username.

Description

Retrieves the HTTP basic authentication username for a federation partner.

Syntax

get | dPPart ner Basi cAut hCr edent i al User nane( part ner Nane)
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Argument Definition

The ID of the partner for which the username will be retrieved and

part ner Name displayed.

Example

get | dPPar t ner Basi cAut hCr edent i al User nane( par t ner Name="part ner | D5")

3.1.37 getPartnerProperty

The getPartnerProperty command is an online command that retrieves a partner
property.

Description

Retrieves a property for a federation partner.

Syntax

get Part ner Property(partnerNane, partnerType, propName)

Argument Definition

The ID of the partner for which the proeprty will be retrieved.

By replacing the value of <partnerName> with the partner ID and
including the i ncl udecerti nsi gnat ur e parameter, the certificate
will be included with the signature. See Advanced Identity Federation
Commands for information regarding SAML 1.1.

part ner Nane

Specifies whether the partner is a service provider or an identity

partner Type provider. Valid values are sp, idp.

pr opNane The name of the property to configure.

Example

get Part ner Property(partnerNane="partner| D4", partnerType="sp",
propName="provi dertrusted")

3.1.38 getStringProperty

ORACLE

The getStringProperty command is an online command that retrieves a string property
for a federation partner profile.

Description
Retrieves a string property for a federation partner profile.

If a Partner does not have an Attribute Profile assigned to it, the default Attribute
Profile (based on whether the partner is an IdP or SP) will be used. The

defaul tattributeprofileidpanddefaultattributeprofilesp properties in the
fedserverconfi g file reference the default profiles.
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Syntax

get StringProperty("/fedserverconfig/ <propertyName>")

Argument Definition
or oper t yNane The name of the property to be retrieved.
Default Partner Profiles are available after installation and the
following properties reference them. Default property values can be
retrieved by replacing propertyName with one of the following:
e defaultpartnerprofileidpsaml20: default Partner Profile for SAML
2.0 IdP Partners
e defaultpartnerprofilespsaml20: default Partner Profile for SAML
2.0 SP Partners
e defaultpartnerprofileidpsaml1l: default Partner Profile for SAML
1.1 IdP Partners
e defaultpartnerprofilespsamll1l: default Partner Profile for SAML
1.1 SP Partners
e defaultpartnerprofileidpopenid20: default Partner Profile for
OpeniD 2.0 IdP Partners
«  defaultpartnerprofilespopenid20: default Partner Profile for
OpenlD 2.0 SP Partners
o If:
"defaultattributeprofileidp: default Attribute Profile for IdP Partners
"defaultattributeprofilesp: default Attribute Profile SP Partners
Example

get StringProperty("/fedserverconfig/defaul tpartnerprofilei dpopeni d20")

3.1.39 isFederationPartnerPresent

The isFederationPartnerPresent command is an online command that verifies if the
partner is configured in Access Managetr.

Description

Checks whether the specified federation partner is defined in Access Manager.

Syntax

i sFederati onPartner Present (partner Nane, partner Type)

Argument Definition

par t ner Nane The partner ID.

part ner Type Spe(_:lfles whether the partner is a service provider or an identity
provider.
Valid values are sp, idp.

Example

i sFederati onPart ner Present ( part ner ABC, SP)
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3.1.40 listldPPartnerAttributeProfilelDs

The listldPPartnerAttributeProfilelDs command is an online command that lists the IdP
partner attribute profiles.

Description

List the identifiers of the existing IdP Partner Attribute Profiles.

Syntax

|istldPPartnerAttributeProfilelDs()

Example

listldPPartnerAttributeProfilelDs()

3.1.41 listSPPartnerAttributeProfilelDs

The listSPPartnerAttributeProfilelIDs command is an online command that lists the SP
partner attribute profiles.

Description

List the identifiers of the existing SP Partner Attribute Profiles.

Syntax

|'istSPPartnerAttributeProfilelDs()

Example

|'istSPPartnerAttributeProfilelDs()

3.1.42 putStringProperty

ORACLE

The putStringProperty command is an online command that puts a string value under
a designated path in the OSTS configuration.

Description
Puts a string value under a designated path in the OSTS configuration.

Syntax

put StringProperty(path="/validationtenpl ates/ usernane-wss-validation-tenplate/
StringNAME", val ue="Test String")

Argument Definition

pat h Path inside the configuration where the String property will be put.

val ue The string.
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Example

put StringProperty("/spglobal / def aul t ssoi dp", "testpartner")

3.1.43 setDefaultSSOIdPPartner

The setDefaultSSOIdPPartner command is an online command that sets the IdP
partner to serve as the default IdP for federated single sign-on (SSO).

Description

If not set by the federation authentication plugin at run time, sets the IdP partner to
serve as the default IdP during federated SSO.

Syntax

set Def aul t SSO dPPar t ner ( par t ner Nane)

Argument Definition

part ner Name ID of the partner which will serve as the default IdP for federated
SSO.

Example

set Def aul t SSO dPPar t ner ( par t ner Name="part ner 25")

3.1.44 setFederationPartnerEncryptionCert

ORACLE

The setFederationPartnerEncryptionCert command is an online command that sets
the encryption certificate for a partner.

Description

Sets the encryption certificate for a federation partner.

Syntax

set Feder ati onPart ner Encrypti onCert (partner Nane, partner Type, certFil e)

Argument Definition

part ner Nane The ID of the partner to be updated

part ner Type The partner type. Valid values are idp, sp.

The full path and name of file that stores the encryption certificate.

certFile Certificates can be in either PEM or DER format.

Example

set Feder ati onPart ner Encrypti onCert
(part ner Name="cust onPar t ner ", part ner Type="i dp",
certFile="/tenp/encryption_cert")
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3.1.45 setFederationPartnerSigningCert

The setFederationPartnerSigningCert command is an online command that sets the
signing certificate for a federation partner.

Description

Sets the signing certificate for a federation partner.

Syntax

set Feder ati onPart ner Si gni ngCert ( part ner Nane, part ner Type, certFil e)

Argument Definition

part ner Nane The ID of the partner to be updated.

part ner Type The partner type. Valid values are idp, sp.

Specifies the full path and name of file that stores the signing

certFile certificate. Certificates can be in either PEM or DER format.

Example

set Feder ati onPart ner Si gni ngCert
(partnerName="custonPartner", partnerType="idp",
certFile="/tenp/signing_cert")

3.1.46 setldPPartnerAttributeProfile

ORACLE

The setldPPartnerAttributeProfile command is an online command that sets the IdP
partner attribute profile to use when performing a federation single sign-on with an 1dP
partner.

Description

Sets the IdP partner attribute profile to use when performing a federation single sign-
on with an IdP partner.

Syntax

set| dPPartnerAttributeProfile(partnerName, attrProfilelD)

Argument Definition

part ner Name The ID of the partner to be updated.

attrProfilel D The IdP partner attribute profile ID to be set.

Example

set| dPPartnerAttributeProfile(partnerName="partnerlD5", attrProfilel D="idp-
attribute-profile")
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3.1.47 setldPDefaultScheme

The setldPDefaultScheme command is an online command that sets the default OAM
Authentication Scheme to be used to challenge a user.

Description

Sets the default OAM Authentication Scheme that will be used to challenge a user.

Syntax

set | dPDef aul t Scheme( aut hnScheme, appDonai n, host 1D,
aut hzPol i cy="Pr ot ect edResour cePol i cy")

Argument Definition

The OAM Authentication Scheme.

aut hnSchene

Optional. The application domain in which the underlying policy

appDorai n components will be created.
host | D Optional. The HostID to be used when creating the underlying
resource policy object.
aut hzPol i ¢ Optional. The name of the Authorization Policy to be used to protect
y underlying resource policy object being created.
Example

set | dPDef aul t Scheme(' LDAPSchene' )

Prepend the command with "fed." if running on the WebSphere platform.

3.1.48 setSPPartnerAttributeProfile

The setSPPartnerAttributeProfile command is an online command that sets an SP
partner attribute profile to an SP partner.

Description

Sets the SP partner attribute profile to use with an SP partner.

Syntax

set SPPartnerAttributeProfile(partnerName, attrProfilelD)

Argument Definition

par t ner Nare The ID of the partner to be updated.

attrProfilel D The ID of the SP partner attribute profile to be set.
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Example

set SPPartner AttributeProfile(partnerNane="partnerlD5", attrProfilel D="sp-
attribute-profile")

3.1.49 setldPPartnerAttributeProfileEntry

The setldPPartnerAttributeProfileEntry command is an online command that sets the
IdP federation partner profile.

Description
Update an entry in the IdP Partner Attribute Profile.

Syntax

setldPPartnerAttributeProfileEntry(attrProfilelD, nessageAttributeNane,
oanBessi onAttri but eName, request From dP)

Argument Definition

attrProfilelD The IdP partner attribute profile.

messageAt tri but eName The name of the message attribute.

The name of the attribute as it will appear in the Access

oanSessi onAttri but eName .
Manager session.

Determines whether this attribute should be requested from the
IdP partner.

Valid values are true, false.

request From dP

Example

setldPPartnerAttributeProfileEntry(attrProfilel D="idp-attribute-profile",
messageAt tri but eName="first_name",
oanBessi onAttri but eName="first_name", requestFrom dP="true")

3.1.50 setSPPartnerAttributeProfileEntry

The setSPPartnerAttributeProfileEntry command is an online command that sets the
SP federation partner profile.

Description

Sets an entry in the SP Partner Attribute Profile.

Syntax

set SPPartnerAttributeProfileEntry(attrProfilel D, messageAttributeName,
val ue, alwaysSend, messageSAM.11Nanespace, nessageSAM.20For mat)
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Argument

Definition

attrProfilelD

messageAttri but eName

val ue

al waysSend

messageSAM_11Nanespace

messageSAM_20For mat

The identifier referencing the SP Partner Attribute Profile in
which the entry will be set.

The name of the attribute as it will appear in the outgoing
message.

Value of the attribute element. It can be a static string, user
attribute, session attribute or a combination of those types.

Signifies whether or not this attribute should always be sent to
the SP Partner. Valid values are true, false. If false it will only
be sent if the SP Partner requests it (OpenID supports this).

Optional. String value indicates the namespace to use
for this attribute. Applicable only to SAML 1.1 Assertions.
If empty, SAML 1.1 attribute namespace is set to
urn:oracle:security:fed: attrnamespace.

messageSAM_11Nanespace and messageSAM_20For mat are
mutually exclusive.

Optional. String value indicates the format to use

for this attribute. Applicable only to SAML 2.0
Assertions. If empty, SAML 2.0 attribute format

is setto urn: oasi s: names: tc: SAML: 2. 0: at t r nane-
format: basi c.

messageSAM_11Nanmespace and messageSAM_20For mat are
mutually exclusive.

Example

set SPPartnerAttributeProfileEntry(attrProfilel D="sp-attribute-profile",
messageAttri but eName="first_name", val ue="$user.attr.givennanme",
al waysSend="true", nessageSAM.11Nanmespace="None", nmessageSAM.20For mat="None")

3.1.51 setSPPartnerAttributeValueMapping

The setSPPartnerAttributeValueMapping command is an online command that adds or
updates an outgoing attribute value mappings in an SP profile.

Description

Adds or updates an outgoing attribute value mappings in an SP profile.

Syntax

set SPPartner Attri but eVal ueMappi ng(attrProfilel D, messageAttributeNane,

sendUnnappedVal ues,

| ocal Val ue, external Val ue,

defaul t, ignoreCase, local Null, external Null)

Argument

Definition

attrProfilelD

messageAttri but eName

Id of the SP profile

Message attribute name as defined in the attribute name
mappings.
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Argument

Definition

sendUnnmappedVal ues

| ocal Val ue

ext er nal Val ue

def aul t

i gnor eCase

| ocal Nul |

ext ernal Nul |

Optional

If set to true, values, for which a mapping is not defined is sent.
This setting applies to the attribute itself and not to a particular
mapping. Default is false for the first mapping. For the following
mappings, the sendUnmappedValues value is not changed if
not set.

Optional

The local value of the attribute.

Default is empty string.

Optional

The corresponding value to send in external messages.
Default is empty string.

Optional

If set to true, indicates that the external value is used if a local
value can be mapped to different external values. Only one
mapping can have default set to true.

Default is false.
Optional

If set to true, indicates that the string comparison must be
case-sensitive when matching the attribute values.

Default is false.
Optional

If set to true, indicates that the local value equals a null string
(this is different from an empty string "").

Default is false.
Optional

If set to true, indicates that the external value equals a null
string (this is different from an empty string " ").

Default is false.

Example

set SPPartner Attri buteVal ueMappi ng(attrProfilel D="idp-attribute-profile',
messageAt tri but eName=" TI TLE' , sendUnnappedVal ues='true', | ocal Val ue=' Doctor', extern
al Val ue="Dr', i gnoreCase="true")

3.1.52 deleteSPPartnerAttributeValueMapping

The deleteSPPartnerAttributeValueMapping command is an online command that
deletes one or all the value mappings of an outgoing attribute configured in an SP

profile.

Description

Deletes one or all the value mappings of an outgoing attribute configured in an SP

profile
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Syntax

del et eSPPart ner Att ri but eVal ueMappi ng(attrProfilel D, messageAttributeName,
| ocal Val ue, external Val ue)

Argument Definition
Id of the SP profile

attrProfilelD

Message attribute name as defined in the attribute name

messageAttri but eName .
mappings.

Optional

The local value of the mapping that needs to be deleted. If both
[ ocal Val ue and ext er nal Val ue are not set, all the value
mappings of the attribute are deleted.

| ocal Val ue

Optional

The external value of the mapping that needs to be deleted.
If both | ocal Val ue and ext er nal Val ue are not set, all the
value mappings of the attribute are deleted.

ext er nal Val ue

Example 1
To delete all the value mappings of attribute TI TLE:

del et eSPPart ner Att ri but eVal ueMappi ng(attrProfilel D="sp-attribute-profile',
messageAt tribut eName="TI TLE')

Example 2
To delete a value mapping of attribute Tl TLE identified by its local and external values:

del et eSPPart ner At t ri but eVal ueMappi ng(attrProfilel D="sp-attribute-profile',
messageAt tri but eName=' Tl TLE' ,
| ocal Val ue=" Doctor', external Value="Dr")

3.1.53 displaySPPartnerAttributeValueMapping

The displaySPPartnerAttributeValueMapping command is an online command that
displays the value mappings of one or all outgoing attributes configured in an SP
profile.

Description

Displays the value mappings of one or all outgoing attributes configured in an SP
profile.

Syntax

di spl aySPPartner Attri but eVal ueMappi ng(attrProfilel D, nessageAttributeNange)

Argument Definition

Id of the SP profile

attrProfilelD
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Argument Definition

messageAttri but eName Optional
Message attribute name as defined in the attribute name
mappings.

If set, only the value mappings for the specified attribute are
displayed. If not set, the value mappings for all attributes are
displayed.

Example 1
To display the value mappings of all attributes:

di spl aySPPartner Attri buteVal ueMappi ng(attrProfilel D="sp-attribute-profile')

Example 2
To display the value mappings of attribute Tl TLE:

di spl aySPPartner Attri buteVal ueMappi ng(attrProfilel D="sp-attribute-profile',
messageAt tri but eName=" TI TLE')

3.1.54 setldPPartnerAttributeValueMapping

ORACLE

The setldPPartnerAttributeValueMapping command is an online command that adds or
updates an incoming attribute value mappings in an IdP profile.

Description

Adds or updates an incoming attribute value mappings in an IdP profile.

Syntax

set | dPPartner Attri but eVal ueMappi ng(attrProfilel D, oanBessi onAttri but eNang,
recei veUnnappedVal ues,
recei vedVal ue, external Value, default, ignoreCase, receivedNull, external Null)

Argument Definition

Id of the IdP profile

attrProfilelD

OAM session attribute name, as defined in the attribute name

oanSessi onAttri but eName ;
mappings.

recei veUnnappedVal ues Optional

If set to true, values for which a mapping is not defined is
received. This setting applies to the attribute itself and not to a
particular mapping.

Default is false for the first mapping. For the subsequent

mappings, the receiveUnmappedValues value is not changed

if not set.

recei vedVal ue Optional o
The value received in the message.

Default is empty string.

3-34



Chapter 3
Identity Federation Commands

Argument Definition

Optional
The corresponding value to be saved in the session.
Default is empty string.

ext er nal Val ue

ional

def aul t Optiona o _ _
If set to true, indicates that the external value is used if a
received value can be mapped to different external values. Only
one mapping can have default set to true.
Default is false.

. ional

i gnor eCase Optiona! o . .
If set to true, indicates that the string comparison must be
case-sensitive when matching the attribute values.
Default is false.

recei vedNul | Optional o .
If set to true, indicates that the received value equals a null
string (this is different from an empty string " ").
Default is false.

external Nul | Optional
If set to true, indicates that the external value equals a null
string (this is different from an empty string " ").
Default is false.

Example

set | dPPartnerAttributeVal ueMapping(attrProfilelD="idp-attribute-profile',
oanBessi onAttributeName="title",

recei veUnmappedVal ues='true', |ocal Val ue='Doctor', external Val ue='Dr',
i gnoreCase="true")

3.1.55 deleteldPPartnerAttributeValueMapping

ORACLE

The deleteldPPartnerAttributeValueMapping command is an online command that
deletes one or all the value mappings of an incoming attribute configured in an IdP
profile.

Description

Deletes one or all the value mappings of an incoming attribute configured in an IdP
profile.

Syntax

del et eSPPart ner Att ri but eVal ueMappi ng(attrProfil el D, oanSessionAttributeNang,
recei vedVal ue, external Val ue)

Argument Definition

Id of the IdP profile

attrProfilelD

OAM session attribute name, as defined in the attribute name

oanBessi onAt tri but eNane ;
mappings.
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Argument Definition

Optional

The received value of the mapping that needs to be deleted. If
both r ecei vedVal ue and ext er nal Val ue are not set, all the
value mappings of the attribute are deleted.

recei vedVal ue

Optional

The external value of the mapping that needs to be deleted. If
both r ecei vedVal ue and ext er nal Val ue are not set, all the
value mappings of the attribute are deleted.

ext er nal Val ue

Example 1
To delete all the value mappings of attribute Tl TLE:

del et el dPPartner Attri but eVal ueMappi ng(attrProfilel D="idp-attribute-profile',
oanBessi onAttri but eName="' Tl TLE')

Example 2

To delete a value mapping of attribute Tl TLE identified by its received and external
values:

del et el dPPart ner At tri but eVal ueMappi ng(attrProfilel D="idp-attribute-profile',
oanBessi onAtt ri but eName=' Tl TLE',
recei vedVal ue=' Doctor', external Value="Dr")

3.1.56 displayldPPartnerAttributeValueMapping

ORACLE

The displayldPPartnerAttributeValueMapping command is an online command that
displays the value mappings of one or all incoming attributes configured in an IdP
profile.

Description

Displays the value mappings of one or all incoming attributes configured in an IdP
profile.

Syntax
di spl ayl dPPart ner At t ri but eVal ueMappi ng(attrProfilel D, oanSessi onAttri buteNane)

Argument Definition
Id of the IdP profile

attrProfilelD

Optional

OAM session attribute name, as defined in the attribute name
mappings.

If set, only the value mappings for the specified attribute are
displayed. If not set, the value mappings for all attributes are
displayed.

oanSessi onAttri but eName
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Example 1
To display the value mappings of all attributes:

di spl ayl dPPartner Attri but eVal ueMappi ng(attrProfilel D="idp-attribute-profile')

Example 2
To display the value mappings of attribute Tl TLE:

di spl ayl dPPart ner Attribut eVal ueMappi ng(attrProfilel D="idp-attribute-profile',
oanSessi onAttri but eName="TI TLE')

3.1.57 setSPPartnerAttributeValueFilter

ORACLE

The setSPPartnerAttributeValueFilter command is an online command that adds or
updates an attribute value filter in an SP profile.

Description

Adds or updates an attribute value filter in an SP profile.

Syntax

set SPPartner AttributeVal ueFilter(attrProfilel D, messageAttributeNane,
condi ti onQperator,
condition, expression, ignoreCase)

Argument Definition
Id of the SP profile

attrProfilelD

Message attribute name as defined in the attribute name

messageAttri but eName ;
mapping.

Optional

If set to and, indicates that all conditions need to be met for an
attribute to be sent.

If set to or, indicates that meeting one condition is sufficient to
send an attribute.

This setting applies to the attribute itself and not to a particular
mapping. Default is and for the first filter. For the subsequent
filters, the condi t i onQper at or is not changed if not set

condi ti onCper at or

Mandatory

The condition that is used to evaluate the attribute value.
Following are the values that can be set:

- equal s, not-equal s

e startswith,endswith

- contains, not-contains

¢ equal s-null, not - equal s-nul |

°  regexp

Default is empty string.

condi tion
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Argument Definition

Optional

The value or regular expression that is used to evaluate the
attribute value.

Default is empty string.

expression

. ional

i gnor eCase Optiona! o _ _
If set to true, indicates that the string comparison must be
case-sensitive when matching the attribute values.
Default is false.

Example

set SPPartnerAttributeVal ueFilter(attrProfilel D="sp-attribute-profile',
messageAt t ri but eName=" GROUP' ,

condi tionCperator="and', condition='contains', expression='Sale',

i gnoreCase="true")

3.1.58 deleteSPPartnerAttributeValueFilter

ORACLE

The deleteSPPartnerAttributeValueFilter command is an online command that deletes
one or all the value filters of an attribute configured in an SP profile.

Description

Deletes one or all the value filters of an attribute configured in an SP profile

Syntax

del eteSPPartnerAttributeVal ueFilter(attrProfilel D, attributeName, condition,
expressi on)

Argument Definition
Id of the SP profile

attrProfilelD

Message attribute name as defined in the attribute name

messageAttri but eName ;
mapping.

Optional
The condition of the filter to be deleted.

condi tion

To delete a specific filter, the values of both the condition
and expression parameters must be set. If both condition
and expression parameters are not set, all value filters of the
attribute are deleted.

Optional

expression ) ]
The expression of the filter to be deleted.

To delete a specific filter, the values of both the condition
and expression parameters must be set. If both condition
and expression parameters are not set, all value filters of the
attribute are deleted.
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Example 1
To delete all the value filters of attribute GROUP:

del eteSPPartnerAttributeVal ueFilter(attrProfilel D="idp-attribute-profile',
messageAt tri but eName=" GROUP' )

Example 2

To delete a value filter of attribute GROUP identified by its condition and expression
values:

del eteSPPartnerAttributeVal ueFilter(attrProfilel D="idp-attribute-profile',
messageAt tri but eName=" GROUP', condition='contains', expression='Sale')

3.1.59 displaySPPartnerAttributeValueFilter

The displaySPPartnerAttributeValueFilter command is an online command that
displays the value filters of one or all attributes configured in an SP profile.

Description

Displays the value filters of one or all attributes configured in an SP profile.

Syntax

di spl aySPPartner AttributeVal ueFilter(attrProfilel D, nessageAttributeNane)

Argument Definition
Id of the SP profile

attrProfilelD

Optional

Message attribute name as defined in the attribute name
mappings.

If set, only the value filters for the specified attribute are

displayed. If not set, the value filters for all attributes are

displayed.

messageAttri but eName

Example 1
To display the value filters of all attributes:

di spl aySPPartner AttributeVal ueFilter(attrProfilelD="idp-attribute-profile")

Example 2
To display the value filters of attribute GROUP:

di spl aySPPartner AttributeVal ueFilter(attrProfilelD="idp-attribute-profile',
messageAt tri but eName=" GROUP' )
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3.1.60 setldPPartnerBasicAuthCredential

The setldPPartnerBasicAuthCredential command is an online command that sets a
partner's basic authentication credentials.

Description

Sets or updates a federation partner's HTTP basic authentication credentials.

Syntax

set | dPPart ner Basi cAut hCredenti al (part ner Nane, user nanme, passwor d)

Argument Definition
par t ner Nane The ID of the partner to be updated.
The user ID of the user.
user nane
passwor d The password corresponding to the username.
Example

set | dPPart ner Basi cAut hCredent i al (part ner Name="partner| D4", usernane="user1")

3.1.61 setldPPartnerMappingAttribute

ORACLE

The setldPPartnerMappingAttribute command is an online command that sets a
partner's assertion mapping attribute.

Description

Specify that an attribute from the OpenlID assertion received from the IdP be mapped
to a given data store attribute in order to identify the user.

Syntax

set | dPPart ner Mappi ngAttri but e( partner Name, asserti onAttr, userstoreAttr)

Argument Definition

part ner Name The ID of the partner to be updated.

The attribute name in the assertion used to map the user to the

assertionAttr identity store.

The name of the attribute in the identity store to which to map the

userstoreAttr assertion attribute value.

Example

set | dPPart ner Mappi ngAttri but e( part ner Name="partnerl D",
assertionAttr="enmi|l", userstoreAttr="nail")
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3.1.62 setldPPartnerMappingAttributeQuery

The setldPPartnerMappingAttributeQuery command is an online command that
updates a partner for assertion mapping of user with attribute query.

Description

Sets or updates a partner to specify the attribute query to map an assertion to the user
store.

Syntax

set | dPPart ner Mappi ngAttri but eQuery(partnerNane, attrQery)

Argument Definition

part ner Nane The ID of the partner to be updated

The attribute query to be used. The LDAP query can contain
placeholders referencing the attributes in the SAML Assertion, as
well as the NamelD. An attribute from the SAML Assertion will be
referenced by its name and surrounded by the % character; for
example, if the attribute name is Userlastname, the attribute will be
referenced as %Userlastname%. The NamelD Value is referenced as
%fed.nameidvalue%.

attrQuery

Example

set | dPPar t ner Mappi ngAt t ri but eQuer y( part ner Nane="partner| D",
attrQuery="(& sn=%Jser| ast name% (gi vennane=%Jserfirstname%)")

3.1.63 setldPPartnerMappingNamelD

The setldPPartnerMappingNamelD command is an online command that sets the
assertion mapping namelD value for an IdP federation partner.

Description

Sets the assertion mapping namelD value for an IdP federation partner.

Syntax

set | dPPar t ner Mappi ngNanel D( par t ner Nane, userstoreAttr)

Argument Definition

par t ner Nare The ID of the partner to be updated.

The attribute name in the identity store to which the assertion namelD

userstoreAttr is to be mapped.

Example

set | dPPar t ner Mappi ngNanel D
(partnerName="partner| D', userstoreAttr="Idapattr")
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3.1.64 setPartnerAlias

The setPartnerAlias command is an online command that sets a federation partner's
alias.

Description

Sets or updates a federation partner's alias.

Syntax

set Partner Ali as(part ner Name, part ner Type, partner Al i as)

Argument Definition

part ner Name The ID of the partner to be updated.

part ner Type Specifies the partner type. Valid values are sp or idp.

partner Al i as The partner's alias.

Example

set Partner Ali as(partner Name="partnerl D',
partner Type="sp", partnerAlias="tenant1")

3.1.65 setPartnerIDStoreAndBaseDN

ORACLE

The setPartnerIDStoreAndBaseDN command is an online command that sets a
partner's identity store and base DN of a federation partner.

Description

Sets or updates the identity store and base DN of a federation partner.

Syntax

set Part ner | DSt or eAndBaseDN( par t ner Nane, part ner Type, st or eNane, sear chBaseDN)

Argument Definition

part ner Name The ID of the partner to be updated.

part ner Type The partner type. Valid values are sp or idp.

The name of the identity store.If left blank, the Default OAM ldentity

stor eNare Store will be used. (Optional)

The search base DN for the LDAP. If left blank, the Search Base DN

sear chBaseDN configured in the Identity Store will be used. (Optional)
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Example

set Part ner | DSt or eAndBaseDN( par t ner Name="partner| D',
partner Type="sp/idp", storeNane="testl| dap",
sear chBaseDN="dc=conpany, dc=cont')

3.1.66 setSPSAMLPartnerNamelD

The setSPSAMLPartnerNamelD command is an online command that updates a
partner by setting the NamelD during assertion issuance.

Description

Sets the NamelD for a SAML partner.

Syntax

set SPSAMLPar t ner Nanel D( <par t ner Name>, <nanel DFor mat >, <nanel DVal ue>)

Argument Definition

part ner Name The name of the partner to be configured.

The NamelD format to be used. Possible values include:
namel DFor mat

e orafed-emailaddress for urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress

e orafed-x509 for urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName

e orafed-kerberos for urn:oasis:names:tc:SAML:2.0:nameid-
format:Kerberos

e orafed-transient for urn:oasis:names:tc:SAML:2.0:nameid-
format:transient

- orafed-windowsnamequalifier
for urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName

«  orafed-persistent for urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent

e orafed-unspecified for urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified

e orafed-none for no NamelD

e Ifthe format is set to any other value, the Assertion will be
populated with that value.

narel Dval ue Value of the NamelD element. It can be a static string, user attribute,
session attribute or a combination of those types.

Example

set SPSAM_Par t ner Nanel D( par t ner Name="par t ner | D', namel DFor nat =" enai | Addr ess",
nanel DvVal ue="$user.attr. mil")
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3.1.67 setSPPartnerAlternateScheme

The setSPPartnerAlternateScheme command is an online command that provides a
way to authenticate clients with an alternate Authentication Scheme.

Description

Identity Federation evaluates an HTTP Header to determine if the alternate
Authentication Scheme should be used for this Partner.

Syntax

set SPPar t ner Al t er nat eSchene( <partner>, <enabl ed="true">, <httpHeader Name="">,
<ht t pHeader Expr essi on="">, <authnScheme="">, <appDomai n="1AM Suite">,
<host | D="1 AMBui t eAgent ">, <aut hzPol i cy="Protected Resource Policy">,
<renove="f al se">)

Argument Definition
part ner The ID of the partner.

Indicates whether or not Identity Federation should evaluate the HTTP
enabl ed :

Header sent by the client

Required if enabled is true, the HTTP Header to evaluate.
htt pHeader Nane IMPORTANT: This is a global setting and will affect all partners.

. Required if enabled is true, this is the regular expression used to

gat pHeader Expr essi evaluate the value of the HTTP Header.

Required if enabled is true, the alternate Authentication Scheme to be

aut hnScherme used instead of the default.

appDomai n Optional. The application domain in which the underlying policy
components will be created

host 1 D Optional. The HostID used when creating the underlying resource
policy object

aut hzPol i cy Optional. The Authorization Policy Name that will be used to protect
underlying resource policy object being created.

renove Optional. If set to true, removes the properties for the alternate
scheme in the partner configuration.

" Note:

ince this operation creates policy objects, it is possible to specify

the Application Domain (default: "IAM Suite"), the HostID (default
"IAMSuiteAgent") and the Authorization Policy (default "Protected Resource
Policy") to be used although the default values can be used.
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Example

In this example, Identity Federation is configured to enable the alternate Authentication
Scheme at a partner level for the SP partner Acme because the user's browser sends
the HTTP Header "User-Agent" with the iPhone string in it. The string triggers the
BasicScheme for authentication rather than the default Authentication Scheme.

set SPPar t ner Al t er nat eScheme("acmeSP", "true", httpHeader Name="User - Agent",
ht t pHeader Expr essi on=". *i Phone. *", aut hnScheme="Basi cSchenme")

3.1.68 setSPPartnerDefaultScheme

The setSPPartnerDefaultScheme command is an online command that defines the
default Authentication Scheme for the SP partner.

Description
Defines the default Authentication Scheme for the SP partner.

Syntax

set SPPar t ner Def aul t Scheme( <part ner>, <aut hnSchenme="">, <appDomai n="1AM Suite">,
<host | D="1 AMBui t eAgent ">, <aut hzPol i cy="Protected Resource Policy">)

Argument Definition

part ner The ID of the partner.

aut hnSchene The OAM Authentication Scheme to be used.

appDomnai n Optional. The application domain in which the underlying policy
components will be created

host 1D Optional. The HostID used when creating the underlying resource
policy object

aut hzPol i cy Optional. The Authorization Policy Name that will be used to protect
the underlying resource policy object being created.

Example

set SPPar t ner Def aul t Scheme( part ner Profi | e="acneSP",
aut hnScheme="Basi cSchene")

3.1.69 setSPPartnerProfileAlternateScheme

ORACLE

The setSPPartnerProfileAlternateScheme command is an online command that
provides a way to authenticate clients with an alternate Authentication Scheme.

Description

Identity Federation evaluates an HTTP Header to determine if the alternate
Authentication Scheme should be used for partners assigned to this Partner Profile.
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set SPPar t ner Prof i | eAl t er nat eSchene(<partnerProfil e>,
<enabl ed="true">, <httpHeaderNane="">, <httpHeader Expression="">,
<aut hnSchene="">, <appDonmai n="1AM Sui te">, <host|D="1AMsuiteAgent">,
<aut hzPol i cy="Protected Resource Policy"> <remove="fal se">)

Argument

Definition

partnerProfile

enabl ed

ht t pHeader Nare

ht t pHeader Expr essi
on

aut hnSchene

The ID of the partner profile.

Indicates whether or not Identity Federation should evaluate the HTTP
Header sent by the client

Required if enabled is true, the HTTP Header to evaluate.
IMPORTANT: This is a global setting and will affect all partners.

Required if enabled is true, this is the regular expression used to
evaluate the value of the HTTP Header.

Required if enabled is true, the alternate Authentication Scheme to be
used instead of the default.

appDomai n Optional. The application domain in which the underlying policy
components will be created
host 1D Optional. The HostID used when creating the underlying resource
policy object
aut hzPol i cy Optional. The Authorization Policy Name that will be used to protect
the underlying resource policy object being created.
" Note:

Example

ince this operation creates policy objects, it is possible to specify

the Application Domain (default: "IAM Suite"), the HostID (default
"IAMSuiteAgent") and the Authorization Policy (default "Protected Resource
Policy") to be used although the default values can be used.

set SPPart ner Prof i | eAl t er nat eSchene("acmeSP", "true",
ht t pHeader Name="User - Agent ", htt pHeader Expressi on=". *i Phone. *",
aut hnScheme="Basi cSchene")

3.1.70 setSPPartnerProfileDefaultScheme

The setSPPartnerProfileDefaultScheme command is an online command that sets the
default OAM authentication scheme to be used to challenge a user for a specific SP

partner profile.

Description

Sets the default OAM Authentication Scheme to be used to challenge a user for a
specific SP Partner Profile.
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Syntax

set SPPar t ner Prof i | eDef aul t Schene(<partnerProfile>,
<aut hnSchene="">, <appDonmai n="1AM Sui te">, <host|D="1AMsuiteAgent">,
<aut hzPol i cy="Protected Resource Policy">)

Argument Definition

partnerProfile The ID of the partner profile.

aut hnSchene The OAM Authentication Scheme to be used.

appDomai n Optional. The application domain in which the underlying policy
components will be created

host | D Optional. The HostID used when creating the underlying resource
policy object

aut hzPol i cy Optional. The Authorization Policy Name that will be used to protect
the underlying resource policy object being created.

Example

set SPPar t ner Prof i | eDef aul t Schene(" sant 20- sp- partner-profile",
" LDAPScheme")

3.1.71 updatePartnerMetadata

The updatePartnerMetadata command is an online command that updates federation
partner metadata.

Description

Updates the metadata for a federation partner.

Syntax

updat ePar t ner Met adat a( par t ner Nane, par t ner Type, net adat aFi | )

Argument Definition

par t ner Nane The ID of the partner to be updated

part ner Type Specifies the partner type. Valid values are sp or idp.

et adat aFi | e The location of the metadata file. Specify the complete path and name.

Example

updat ePar t ner Met adat a( par t ner Nane="partner| D",
partner Type="sp", netadataFile="/conmon/idm abc_netadata file")
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3.1.72 updatePartnerProperty

The updatePartnerProperty command is an online command that updates a partner
property.

Description
Configures or updates the specified property for a federation partner.
See Advanced Identity Federation Commands for information regarding SAML 1.1.

Syntax

updat ePar t ner Proper t y( part ner Nane, par t ner Type, pr opNane, propVal ue, t ype)

Argument Definition

par t ner Nane The ID of the partner to be updated.

By replacing the value of <partnerName> with the partner ID and
including the i ncl udecerti nsi gnat ur e parameter, the certificate will
be included with the signature. See Advanced Identity Federation
Commands for information regarding SAML 1.1.

part ner Type Specifies the partner type. Valid values are sp or idp.

The name of the property to configure.

pr opName

pr opVal ue The property value to be set.

type The data type of the property. Valid values are string, long, or boolean.
Example

updat ePar t ner Proper t y( partner Nane="partner| D', partnerType="idp",
pr opName="provi dertrusted",
propVal ue="true", type="bool ean")

3.2 Advanced Identity Federation Commands

ORACLE

The Advanced Identity Federation WLST commands do not have applicable
administrative fields for configuration in the Access Management console.
Administration for Authentication mappings and partner profiles are available using
WLST commands only. Table 3-2 lists the Advanced Identity Federation commands
documented in this section. The commands are organized as follows.

*  Federation Service and Datastore
e Federation Access Configuration
e Attribute Sharing Configuration

e Authentication Method Mapping Management - All Authentication Method/
Scheme/Level mappings are configured using WLST at the partner level or, if not
defined at the partner level, at the partner profile level.
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» Partner Profile Management - All Partner Profile management is done with WLST.

e Using WLST with SAML 1.1

# Note:

The Advanced Identity Federation command definitions begin with
"configureFederationService."

Table 3-2 Advanced Identity Federation WLST Commands
-

Use this command... To... Use
with
WL
ST...
Federation Service and
Datastore
configureFederationService Enable or disable Federation Service features.
setFederationStore Enables and configures the federation store.
Federation Access
Configuration
configureldPAuthnRequest Configure an IdP partner or IdP partner profile for
Force Authentication and/or IsPassive.
configureFedSSOAuthz Enables or disables Authorization for Federation
SSO.
configureFedDigitalSignature Configure the Hashing algorithm used in digital
signatures.
configureFedSignEncKey Configure the signing and/or encryption key alias
to be used for digital signature and encryption
operations.

Attribute Sharing
Configuration

configureAttributeSharingSPPartne Configures the NamelD to user store attribute
rNamelDMapping mapping to be used during Attribute Sharing.

configureAttributeSharingldPPartne Configures the default attribute sharing nameid and
r nameid format for the IdP Partner.

configureAttributeSharingUserDNT  Configures Attribute Sharing DN to IdP Mappings.
oldPPartnerMapping

configureAttributeSharing Configures the Attribute Sharing feature by setting
a default attribute authority.

removeAttributeSharingFromAuthn Removes the Attribute Sharing plug-in from the
Module Authentication Module.

configureAttributeSharingPlugin Lists the Federated Authentication Method
mappings for a specific Partner Profile.

insertAttributeSharingInToAuthnMo Inserts the attribute sharing step into the
dule Authentication Module flow.

Authentication Method
Mapping Management
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Table 3-2 (Cont.) Advanced Identity Federation WLST Commands
|

Use this command...

To... Use
with
WL
ST...

setSPPartnerAlternateScheme
setSPPartnerDefaultScheme

setSPPartnerProfileAlternateSche
me

setSPPartnerProfileDefaultScheme

addSPPartnerAuthnMethod

addSPPartnerProfileAuthnMethod

addldPPartnerAuthnMethod

addldPPartnerProfileAuthnMethod

listPartnerAuthnMethods
listPartnerProfileAuthnMethods

removePartnerAuthnMethod

removePartnerProfileAuthnMethod

setldPPartnerRequestAuthnMethod

setldPPartnerProfileRequestAuthn

Method

useProxiedFedAuthnMethod

Partner Profile
Management

createFedPartnerProfileFrom

Provides a way to authenticate clients with an
alternate Authentication Scheme (Partner).

Defines the default Authentication Scheme for the
SP partner.

Provides a way to authenticate clients with an
alternate Authentication Scheme (Partner Profile).

Sets the default OAM Authentication Scheme to be
used to challenge a user for a specific SP Partner
Profile.

Defines a mapping between a Federated
Authentication Method and an Access Manager
Authentication Scheme for a specific SP Partner.

Defines a mapping between a Federated
Authentication Method to an Access Manager
Authentication Scheme for a specific SP Partner
Profile.

Sets the Authentication Level to use when creating
a session for a Federated Authentication Method
for a specific IdP Partner.

Sets the Authentication Level to use when creating
a session for a Federated Authentication Method
for a specific IdP Partner Profile.

Lists the Federated Authentication Method
mappings for a specific Partner.

Lists the Federated Authentication Method
mappings for a specific Partner Profile.

Removes the mapping between a Federated
Authentication Method and Access Manager
Authentication Scheme for a specific Partner.

Removes the mapping between a Federated
Authentication Method and Access Manager
Authentication Scheme for a specific Partner.

Sets the Federated Authentication Method that will
be requested during Federation SSO for a specific
IdP Partner.

Sets the Federated Authentication Method that will
be requested during Federation SSO for a specific
IdP Partner Profile.

Configure the Identity Provider to use the proxied
Federation Authentication Method when performing
Federation SSO.

Creates a Federation Partner Profile based on the
specified existing one.
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Table 3-2 (Cont.) Advanced Identity Federation WLST Commands

Use this command... To... Use
with
WL
ST...

deleteFedPartnerProfile Deletes the specified Federation Partner Profile.

displayFedPartnerProfile Displays the properties defined in the specified

Federation Partner Profile.
listFedPartnerProfiles Lists all of the existing Federation Partner Profiles.
listFedPartnersForProfile Lists the partners bound to the specified Federation

Partner Profile.

getFedPartnerProfile Gets the ID of the Partner Profile bound to the
specified partner.

setFedPartnerProfile Sets the Federation Partner Profile ID for the
specified partner.

Using WLST with SAML 1.1

When an IDP partner is configured for SAML 1.1, the following URL is used by the SP
to start the SSO process.

http://idphost:idpport/ssourl ?TARGET=t ar get ur| &orovi deri d=http://
spprovi derid

By using these WLST commands, the URL can be populated with the applicable
information.

Use this command... To... Use with WLST...

idpinitiatedssoprovideridparam Value is used by the
peer provider to identify the
provider ID of the SP.

idpinitiatedssotargetparam Sets the target URL for the
specified SP partner.

The following SAML 1.1 configuration parameters are not exposed through the Oracle
Access Management Console. The values of these parameters can be modified using

WLST.

Use this command... To... Use with WLST...
"deletePartnerProperty” Delete a partner property.

"getPartnerProperty" Retrieve a partner property.
"updatePartnerProperty" Update a partner property.

Subject Confirmation Check

subjectconfirmationcheck Enables or Disables the
subject confirmation data
check in SAML assertion.
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3.2.1 configureFederationService

The configureFederationService command enables or disables the Federation Service
AttributeRequester or AttributeResponder.

Description

Enable or disable Federation Service features.

Syntax

confi gur eFeder ati onSer vi ce( <servi ceType>, <enabl ed>)

Argument Definition

servi ceType Takes as a value IDP, SP, AttributeResponder or AttributeRequester.

Takes as a value either true or false.
enabl ed

Example

configureFederationService("idp", "true")

configureFederationService("AttributeResponder", "true")

3.2.2 setFederationStore

ORACLE

The setFederationStore command enables and configures for the use of the federation
store.

Description

This will set the jndiname of the datastore to be used to store federation records and
will set the store as a RDBMS.

Syntax

set FederationStore (<enabl e>, <jndi name>)

Argument Definition

enabl e Enable or disable the Federation data store.
j ndi name Indicates the JNDI name of the datastore.
Example

set Feder ati onSt ore(enabl e="true", jndiname="j dbc/oands")
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3.2.3 configureldPAuthnRequest

The configureldPAuthnRequest command configures an IdP partner or an IdP partner
profile for Force Authentication and/or IsPassive.

Description

Configure an IdP partner or IdP partner profile for Force Authentication and/or
IsPassive.

Syntax

confi gur el dPAut hnRequest ( <partner="">, <partnerProfile=""> <partnerType="">,
<i sPassive="fal se">, <forceAuthn="false">, <displayOnly="false">,
<del et e="f al se">)

Argument Definition

Indicates the IdP partner to be configured. partner and partnerProfile

partner are exclusive, with one of the two required.

Indicates the IdP partner profile to be configured. partner and

partnerProfile partnerProfile are exclusive, with one of the two required.

part ner Type The type of partner (sp or idp).

Indicates if the IdP partner or IdP partner profile should be configured,
so that the Authn Request message sent to the IdP will indicate that
the I1dP should not interact with the user during Federation SSO. True
indicates that the IdP should not interact with the user. Optional.

i sPassi ve

Indicates if the IdP partner or IdP partner profile should be configured,
so that the Authn Request message sent to the IdP will indicate that
the I1dP should challenge the user even if a valid session exists. True
indicates that the user will be challenged. Optional.

forceAut hn

Indicates whether or not this command should display the Is Passive

di spl ayOnl'y and Force Authn settings. Default is false. Optional.

del et e Indicates whether or not this command should delete the Is Passive
and Force Authn settings from the specified partner or partner profile.
Default is false. Optional.

Example

confi gurel dPAut hnRequest (partner="acne", isPassive="false", forceAuthn="true")

3.2.4 configureFedSSOAuthz

ORACLE

The configureFedSSOAuthz command enables or disables Authorization for
Federation SSO.

Description

Enables or disables Authorization for Federation SSO. By default, the authorization
feature for Federation SSO will be turned off.
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Syntax

conf i gur eFedSSQAuUt hz( enabl ed)

Argument Definition
enabl ed Takes as a value true or false.
Example

conf i gur eFedSSQAut hz("true")

3.2.5 configureFedDigitalSignature

The configureFedDigitalSignature command configures the Hashing algorithm used in
digital signatures.

Description

If the displayOnly and delete parameters are false, this command will set the
algorithm.

Syntax

confi gureFedDi gi tal Si gnat ure(<partner="">,
<partnerProfile=""> <partnerType=""> <default="false">,
<al gori t hme" SHA- 256" >, <di spl ayOnl y="fal se">, <del ete="fal se">)

Argument Definition

par t ner The ID of the SP partner profile

The Federation Authentication Method to which the Access Manager

partnerProfile Authentication Scheme will be mapped

The Access Manager Authentication Scheme to which the Federated

partner Type Authentication Method will be mapped

defaul t Optional. Boolean indicating whether or not the specified Access
Manager Authentication Scheme should be used to challenge the
user when the SP requests the Federated Authentication Method

al gorithm Optional. Indicates the authentication level to be used in the mapping
in cases when the session authentication level is different from the
authentication scheme level

di splayOnly Optional. The application domain in which the underlying policy
components will be created

del ete Optional. The HostID used when creating the underlying resource
policy object

Example

confi gureFedDi gi tal Si gnature(defaul t="true",
al gorit hm=" SHA- 256")
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3.2.6 configureFedSignEncKey

The configureFedSignEncKey command configures the signing and/or encryption key
alias to be used for digital signature and encryption operations.

Description

Configure the signing and/or encryption key alias to be used for digital signature and
encryption operations.

Syntax

confi gur eFedSi gnEncKey(<partner="">, <partnerProfile=""> <partnerType="">,
<defaul t="fal se">, <signAlias=""> <encAlias=""> <displayOnly="false">,
<del ete="fal se">

Argument Definition

Indicates the partner for which the signing and/or encryption key alias
is to be configured. partner, partnerProfile and default parameters are
exclusive, with one of the three required

part ner

Indicates the partner profile for which the signing and/or encryption
key alias is configured for. partner, partnerProfile and default
parameters are exclusive, with one of the three required.

partnerProfile

Indicates the partner type for which the signing and/or encryption
key alias is to be configured. Required when specifying partner or
partnerProfile. Valid values are sp or idp.

partner Type

defaul t Indicates the global default signing and/or encryption key alias to
be configured. partner, partnerProfile and default parameters are
exclusive, with one of the three required.

signAlias The signing key alias. Required when setting the value.
encAlias The encryption key alias. Required when setting the value.
di splayOnly Indicates whether or not this command should display the signing and

encryption key aliases. Default is false. Optional.

del ete Indicates whether or not this command should delete the signing
and/or encryption key alias from the specified partner or partner
profile. Default is false. Optional.

Example

conf i gur eFedSi gnEncKey(def aul t="true", signAlias="osts_signing")

3.2.7 configureAttributeSharingSPPartnerNamelDMapping

ORACLE

The configureAttributeSharingSPPartnerNamelDMapping command configures the
NamelD to user store attribute mapping to be used during Attribute Sharing.

Description

If displayOnly is true the command displays the NamelD to userstore attribute
mapping. Else if delete is true the command deletes the specified mapping. Else it
sets the enabled flag to the given value and the sets a nameid to userstore attribute

mapping.
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configureAttributeShari ngSPPart ner Nanel DMappi ng( <partner="">,
<partnerProfile=""> <enabl ed="true">, <naneidformt="">,
<userStoreAttribute="">, <displayOnly="false">, <delete="false">)

Argument

Definition

part ner

partnerProfile

enabl ed

namei df or mat

userStoreAttribute

ID of the partner being configured. Optional. partner and
partnerProfile parameters are exclusive, with one of the two required.

Indicates the partner profile for which the mapping is being
configured. Optional. partner and partnerProfile parameters are
exclusive, with one of the two required

Boolean indicating if the namelD to userstore attribute mapping is
enabled/disabled. Optional. Default value is true.

The NamelD format that is mapped to a userStoreAttribute. Optional.
Needs to be specified for delete and create/update operations. If not
specified for a display operation all the mappings for the specified

partner or partnerprofile are displayed. Allowed NamelD formats are:

«  orafed-emailaddress for urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress

¢ orafed-x509 for urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName

e orafed-windowsnamequalifier
for urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName

e orafed-kerberos for urn:oasis:names:tc:SAML:2.0:nameid-
format:kerberos

«  orafed-transient for urn:oasis:names:tc:SAML:2.0:nameid-
format:transient

«  orafed-persistent for urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent

- orafed-unspecified for urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified

e <customnameidformaturi> for a custom nameid format

If the format is set to any other value, the Assertion will be populated

with that value.

The userstore attribute to which the specified NamelD Format is
mapped. Optional. Needs to be specified only for a create or update
operation.

di splayOnly Indicates whether or not this command should display the NamelD to
userstore attribute mapping. Default is false. Optional. If set to true
the mapping is displayed. If no NamelD parameter is specified all the
mappings are displayed.

del ete Indicates whether or not this command should delete NamelD to
userstore attribute mapping. Default is false. Optional.

Examples

configureAttributeShari ngSPPart ner Nanel DVappi ng( par t ner ="acne",
nanei df or mat =" or af ed- enmi | addr ess", userStoreAttribute="mil")

configureAttributeShari ngSPPart ner Nanel DVappi ng( part ner Profi | e="sam 20-i dp-
partner-profile", nanei df ormat="oraf ed-enail address", userStoreAttribute="mail")
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configureAttributeShari ngSPPart ner Nanel DMappi ng( part ner ="acme")
configureAttributeShari ngSPPart ner Nanel DVappi ng( partner="acne", enabl ed="fal se")

configureAttributeShari ngSPPart ner Nanel DVappi ng( part ner="acne",
di spl ayOnl y="true")

configureAttributeShari ngSPPart ner Nanel DVappi ng( part ner="acne",
narei df or mat =" or af ed- emai | address", del ete="true")

configureAttributeShari ngSPPart ner Nanel DVappi ng( part ner="acne",
narei df or mat =" or af ed- emai | address”, displayOnl y="true")

3.2.8 configureAttributeSharingldPPartner

ORACLE

The configureAttributeSharingldPPartner command configures the default attribute
sharing nameid and nameid format for the IdP Partner.

Description

Configures the default attribute sharing nameid and nameid format for the IdP Partner.

Syntax

configureAttributeSharingl dPPartner (<partner="">
<partnerProfile=""> <nanei df ormat="">, <naneidattribute="">)

Argument Definition

ID of the partner being configured. Optional. partner and

par tner partnerProfile parameters are exclusive, with one of the two required.

Indicates the partner profile for which the mapping is being
configured. Optional. partner and partnerProfile parameters are
exclusive, with one of the two required

partnerProfile

narrei df or mat The NamelD format that is mapped to a userStoreAttribute. Optional.

Needs to be specified for delete and create/update operations. If not

specified for a display operation all the mappings for the specified

partner or partnerprofile are displayed. Allowed NamelD formats are:

e orafed-emailaddress for urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress

e orafed-x509 for urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName

e orafed-windowsnamequalifier
for urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName

e orafed-kerberos for urn:oasis:names:tc:SAML:2.0:nameid-
format:kerberos

e orafed-transient for urn:oasis:names:tc:SAML:2.0:nameid-
format:transient

e orafed-persistent for urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent

« orafed-unspecified for urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified

e orafed-custom for a custom nameid

namel DAttri bute The attribute in the userstore that should be used as the nameid.
Optional.
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Argument Definition

di splayOnly Indicates whether or not this command should display the NamelD to
userstore attribute mapping. Default is false. Optional. If set to true
the mapping is displayed. If no NamelD parameter is specified all the
mappings are displayed.

Example

configureAttributeSharingl dPPart ner(partner="acne",
narei df or mat =" or af ed- emai | addr ess", naneidattribute="nail")

3.2.9 configureAttributeSharingUserDNToldPPartnerMapping

The configureAttributeSharingUserDNToldPPartnerMapping command configures
Attribute Sharing DN to IdP Mappings.

Description

If displayOnly is set to true the configuration is displayed. If delete is set to true the
command deletes a specified mapping; otherwise, a mapping is created or updated.

Syntax

configureAttributeShari ngUser DNTol dPPar t ner Mappi ng( <dn="">,
<idp="">, <displayOnly="false"> <delete="false">)

Argument Definition

dn The DN string to map to the given IdP. Optional. Needs to be specified
to delete a mapping and set a mapping. If specified for a display
operation the mapping for this DN only is displayed.

The partner ID of the IdP to use as Attribute Authority for the given
DN. Optional. Needs to be specified only when creating or updating a

mapping.

di splayOnly Indicates whether or not this command should display the NamelD to
userstore attribute mapping. Default is false. Optional. If set to true
the mapping is displayed. If no NamelD parameter is specified all the
mappings are displayed.

i dp

del ete Indicates whether or not this command should delete NamelD to
userstore attribute mapping. Default is false. Optional.

Examples

configureAttributeShari ngUser DNTol dPPar t ner Mappi ng
(dn="dc=us, dc=oracl e, dc=cont, displayOnly="true")

configureAttributeShari ngUser DNTol dPPar t ner Mappi ng( di spl ayOnl y="t rue")

configureAttributeShari ngUser DNTol dPPar t ner Mappi ng( dn="dc=us, dc=or acl e, dc=con',
del ete="true")

configureAttributeShari ngUser DNTol dPPar t ner Mappi ng( dn="dc=us, dc=or acl e, dc=con',
i dp="acne")
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3.2.10 configureAttributeSharing

The configureAttributeSharing command configures the Attribute Sharing feature by
setting a default attribute authority.

Description

Configures the Attribute Sharing feature by setting a default attribute authority.

Syntax

configureAttributeSharing(<defaul tAttributeAuthority="">)

Argument Definition

ID of the partner to use as the default Attribute Authority. Only used

defaul tALTri but eAu when this server is functioning in the SP mode.

thority

Example

configureAttributeSharing(defaul tAttributeAuthority="acne")

configureAttributeSharing("acme")

3.2.11 removeAttributeSharingFromAuthnModule

The removeAttributeSharingFromAuthnModule command removes the Attribute
Sharing plug-in from the Authentication Module.

Description

Lists the Federated Authentication Method mappings for the specified Partner.

Syntax

renmoveAttri but eShari ngFr omAut hnMbdul e( <aut hnhvbdul e>, <st epName="">)

Argument Definition
aut hnhbdul e The name of the authnModule from which to delete Attribute Sharing
plugin.
st epName The stepName of the Attribute Sharing plugin step to remove. Only
P needed if there is more than one attribute sharing step. Optional.
Example

removeAttri but eShari ngFr omAut hnMbdul e( aut hnMbdul e=" LDAPPI ugi n")

removeAttri but eShari ngFr omAut hnMbdul e(aut hnMbdul e=" LDAPPI ugi n",
st epNane="FedAt tri but eSharing")
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3.2.12 configureAttributeSharingPlugin

ORACLE

The configureAttributeSharingPlugin command lists the Federated Authentication
Method mappings for a specific Partner Profile.

Description

Configures the input parameters of the Attribute Sharing plugin.

Syntax

configureAttributeSharingPl ugi n(<aut hnModul e>, <st epName=None>,
<nanel DVari abl e=None>, <i dpVari abl e=None>, <defaul t | dP=None>,
<nanel DFor mat Var i abl e=None>, <def aul t Namel DFor mat =None>,
<request edAttri but es=None>)

Argument Definition

The name of the authnModule from which to delete Attribute Sharing

aut hnhodul e ;
plugin.

The stepName of the Attribute Sharing plugin step to remove. Only

stephare needed if there is more than one attribute sharing step. Optional.

The name of the variable in the session or context that contains the

nane| Dvari abl e namelD of the user.

The name of the variable in the session or context that contains the

| dpVari abl e idp name to which to send the attribute request.

The name of the default IdP to send the attribute request to if no IdP

defaul tldP can be determined from the session or context.

The name of the variable in the session or context that contains the

narel DFor mat Var i ab namelD format to use in the attribute request.

e

The default NamelD format to use if no nameid format could be
determined from the session or context. Allowed NamelD formats are:

« orafed-emailaddress for urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress

«  orafed-x509 for urn:oasis:names:tc:SAML:1.1:nameid-
format: X509SubjectName

e orafed-windowsnamequalifier
for urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName

«  orafed-kerberos for urn:oasis:names:tc:SAML:2.0:nameid-
format:kerberos

«  orafed-transient for urn:oasis:names:tc:SAML:2.0:nameid-
format:transient

e orafed-persistent for urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent

e orafed-unspecified for urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified

If the format is set to any other value, the Assertion will be populated

with that value.

def aul t Nanel DFor ma
t
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Argument Definition

The attributes to request from the IdP. This string is in the URL query

request edAttribute string format.

S

Example

configureAttributeSharingPl ugi n(aut hnMbdul e="LDAPPI ugi n",
namel DVari abl e="dn", idpVariable="attr.idpnanme", defaultldP="acne",
namel DFor mat Vari abl e="attr. nanmei df ormat", defaul t Nanmel DFor mat =" or af ed- x509",
request edAttri but es="mai | &accessAl | owed=al | owed")

3.2.13 insertAttributeSharingInToAuthnModule

The insertAttributeSharinginToAuthnModule command inserts the attribute sharing
step into the Authentication Module flow.

Description

Can also be used to remove the attribute sharing step from the Authentication Module
flow.

Syntax

i nsert AttributeSharingl nToAut hnMbdul e( <aut hnModul e>,
<fronft ep=None>, <fronCond=None>, <toStep=None>, <toCond=None>,
<st epNarme=None>)

Argument Definition
aut hnhbdul e The name of the authnModule into which the Attribute Sharing plugin
is inserted.
The name of the step after which the Attribute Sharing Step (or the
fronttep . )
step of given name) should be inserted.
fromCond The condition under which the Attribute Sharing (or step of given
name) is called after the fromStep. It has to be one of OnSuccess,
OnFailure or OnError.
t oSt e The name of the step to go to after the attribute sharing step (or step
P of given name).
The condition under which the toStep is called after the Attribute
t oCond : .
Sharing step (or step of given name).
st epNare The name of the step being added to the flow.
Example

i nsert AttributeSharingl nToAut hnMbdul e(aut hnModul e=" LDAPPI ugi n",
frontt ep="st epUA", fronCond="nSuccess")

i nsert AttributeSharingl nToAut hnMbdul e(aut hnModul e=" LDAPPI ugi n",

frontt ep="st epUA",
fromCond="0nSuccess", stepNane="success")
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3.2.14 addSPPartnerAuthnMethod

The addSPPartnerAuthnMethod command defines a mapping between a Federated
Authentication Method and an Access Manager Authentication Scheme for a specific

SP Partner.

Description

Maps a Federated Authentication Method to an Access Manager Authentication
Scheme for an SP Partner.

Syntax

addSPPar t ner Aut hnMet hod( part ner, aut hnMet hod, aut hnSchene,
i sDefaul t="true", authnLevel ="-1", appDormai n="1AM Suite",
host | D="1 AMBui t eAgent ", <aut hzPol i cy="Protected Resource Policy">)

Argument

Definition

part ner

aut hnMet hod

aut hnSchene

i sDef aul t

aut hnLevel

appDomai n
host I D

aut hzPol i cy

The ID of the SP partner.

The Federation Authentication Method to which the Access Manager
Authentication Scheme will be mapped

The Access Manager Authentication Scheme to which the Federated
Authentication Method will be mapped

Optional. Boolean indicating whether or not the specified Access
Manager Authentication Scheme should be used to challenge the
user when the SP requests the Federated Authentication Method

Optional. Indicates the authentication level to be used in the mapping
in cases when the session authentication level is different from the
authentication scheme level

Optional. The application domain in which the underlying policy
components will be created

Optional. The HostID used when creating the underlying resource
policy object

Optional. The Authorization Policy Name that will be used to protect
underlying resource policy object being created.

Example

addSPPar t ner Aut hnMet hod( " acmeSP",
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport ",

"LDAPSchene")

ORACLE
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3.2.15 addSPPartnerProfileAuthnMethod

The addSPPartnerProfileAuthnMethod command defines a mapping between a
Federated Authentication Method to an Access Manager Authentication Scheme for
a specific SP Partner Profile.

Description

Maps a Federated Authentication Method to an Access Manager Authentication
Scheme for an SP Partner Profile.

Syntax

addSPPar t ner Prof i | eAut hnMet hod(partner Profile, authnMethod,
aut hnSchene, isDefault="true", authnLevel ="-1", appDonai n="1AM Suite",
host | D="1 AMBui t eAgent ", <aut hzPol i cy="Protected Resource Policy">)

Argument Definition

partnerProfile The ID of the SP partner profile

The Federation Authentication Method to which the Access Manager

aut hnhet hod Authentication Scheme will be mapped

The Access Manager Authentication Scheme to which the Federated

aut hnScherre Authentication Method will be mapped

i sDef aul t Optional. Boolean indicating whether or not the specified Access
Manager Authentication Scheme should be used to challenge the
user when the SP requests the Federated Authentication Method

aut hnLevel Optional. Indicates the authentication level to be used in the mapping
in cases when the session authentication level is different from the
authentication scheme level

appDomai n Optional. The application domain in which the underlying policy
components will be created

hostID Optional. The HostID used when creating the underlying resource
policy object

aut hzPol i cy Optional. The Authorization Policy Name that will be used to protect
underlying resource policy object being created.

Example

addSPPar t ner Prof i | eAut hnMet hod(" sanl 20- sp- partner-profile",
"urn:oasis:names:tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport",
" LDAPSchene")

3.2.16 addldPPartnerAuthnMethod

ORACLE

The addldPPartnerAuthnMethod command sets the Authentication Level to use when
creating a session for a Federated Authentication Method for a specific IdP Partner.

Description

Defines the level to which to which users from this IdP partner are authenticated.
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Syntax

addl dPPar t ner Aut hnMet hod( partner, aut hnMethod, authnLevel)

Argument Definition

par t ner The ID of the SP partner profile

aut hnMet hod The Federated Authentication Method

aut hnLevel The level to use to create the Access Manager user session during
a Federation SSO flow for the specified Federated Authentication
Method

Example

addl dPPar t ner Aut hnMet hod( " acnel dP",
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport™, "1")

3.2.17 addldPPartnerProfileAuthnMethod

The addldPPartnerProfileAuthnMethod command sets the Authentication Level to use
when creating a session for a Federated Authentication Method for a specific 1dP
Partner Profile.

Description

Defines the level to which to which users from this IdP partner profile are
authenticated.

Syntax

addl dPPar t ner Prof i | eAut hnMet hod( part nerProfil e, authnMethod,
aut hnLevel )

Argument Definition

part nerProfil e The ID of the SP partner profile

The Federated Authentication Method

aut hnMet hod

aut hnLevel The level to use to create the Access Manager user session during
a Federation SSO flow for the specified Federated Authentication
Method

Example

addl dPPar t ner Prof i | eAut hnMet hod( " sam 20-i dp- partner-profile",
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport™, "1")
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3.2.18 listPartnerAuthnMethods

The listPartnerAuthnMethods command lists the Federated Authentication Method
mappings for a specific Partner.

Description

Lists the Federated Authentication Method mappings for the specified Partner.

Syntax

|'i st Partner Aut hnMet hods(partner, partnerType)

Argument Definition

part ner The ID of the partner

part ner Type The type of the partner (SP or 1dP)

Example

|'i st Partner Aut hnMet hods("acneSP", "SP")

3.2.19 listPartnerProfileAuthnMethods

The listPartnerProfileAuthnMethods command lists the Federated Authentication
Method mappings for a specific Partner Profile.

Description

Lists the Federated Authentication Method mappings for the specified Partner Profile.

Syntax

|'i st PartnerProfil eAut hnMet hods(partnerProfile, partnerType)

Argument Definition

partnerProfile The ID of the partner profile

part ner Type The type of the partner (SP or IdP)

Example

|'i st PartnerProfil eAut hnMet hods("sam 20-sp-partner-profile", "SP")

ORACLE 3-65



Chapter 3
Advanced |dentity Federation Commands

3.2.20 removePartnerAuthnMethod

The removePartnerAuthnMethod command removes the mapping between a
Federated Authentication Method and Access Manager Authentication Scheme for a
specific Partner.

Description

Removes the mapping between a Federated Authentication Method and Access
Manager Authentication Scheme for the specified Partner.

Syntax

renovePar t ner Aut hnhet hod( <par t ner >, <partner Type>, <authnMethod>)

Argument Definition

part ner The ID of the partner

part ner Type The type of the partner (SP or IdP)

aut hnhet hod The Access Manager Authentication Scheme

Example

renovePar t ner Aut hnhet hod( " acmeSP", "SP",
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport™)

3.2.21 removePartnerProfileAuthnMethod

ORACLE

The removePartnerProfileAuthnMethod command removes the mapping between a
Federated Authentication Method and Access Manager Authentication Scheme for a
specific Partner.

Description

Removes the mapping between a Federated Authentication Method and Access
Manager Authentication Scheme for the specified Partner.

Syntax

renovePar t ner Prof i | eAut hnMet hod(<part nerProfile>,
<partner Type>, <authnMethod>)

Argument Definition

partnerProfil e The ID of the partner profile

part ner Type The type of the partner (SP or 1dP)

aut hnhet hod The Federated Authentication Method
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Example

renmovePar t ner Prof i | eAut hnMet hod( " sanl 20- sp- part ner-profile",
"SP", "urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport")

3.2.22 setldPPartnerRequestAuthnMethod

The setldPPartnerRequestAuthnMethod command sets the Federated Authentication
Method that will be requested during Federation SSO for a specific IdP Partner.

Description

Sets the Federated Authentication Method that will be requested during Federation
SSO for the specified IdP Partner.

Syntax

set | dPPar t ner Request Aut hnMet hod( <part ner >, <aut hnMet hod>)

Argument Definition

part ner The ID of the IdP partner

aut hnMet hod The Federated Authentication Method
Example

set | dPPart ner Request Aut hniet hod( " acrel dP",
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport™")

3.2.23 setldPPartnerProfileRequestAuthnMethod

The setldPPartnerProfileRequestAuthnMethod command sets the Federated
Authentication Method that will be requested during Federation SSO for a specific
IdP Partner Profile.

Description

Sets the Federated Authentication Method that will be requested during Federation
SSO for the specified IdP Partner Profile.

Syntax

set | dPPart ner Prof i | eRequest Aut hnMet hod( <part ner Profil e>,
<aut hnMet hod>)

Argument Definition

partnerProfile The ID of the IdP partner profile

aut hnMet hod The Federated Authentication Method
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Example

set | dPPart ner Prof i | eRequest Aut hnMet hod( " sam 20-i dp- partner-profile",
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport™)

3.2.24 useProxiedFedAuthnMethod

The useProxiedFedAuthnMethod command configures the Identity Provider to use the
proxied Federation Authentication Method when performing Federation SSO.

Description

If the server acts as an SP with a remote IdP to authenticate the user, when acting

as an ldentity Provider in a different Federation SSO operation, the server can

use the Federation Authentication Method sent by the remote Identity Provider. The
server will send the proxied Federation Authentication Method for the list of specified
Federation Authentication Schemes. The server will only send the proxied Federation
Authentication Method if the Federation protocol used between the server and the
Service Provider is the same Federation protocol as the one used between the server
and the Identity Provider.

Syntax

usePr oxi edFedAut hnMet hod( <enabl ed="f al se" >,
<di spl ayOnl y="f al se">, <authnScheneToAdd="">, <authnSchemeToRenove="">,
<appDonmai n="1 AM Sui te">, <host|D="1AMSuit eAgent" >,
<aut hzPol i cy="Protected Resource Policy">)

Argument Definition

Indicates whether or not the proxied Federation Authentication

enabl ed Method should be used. Default is to disable the feature. Optional.

Indicates whether or not this command should display the list of

di spl ayOnl'y Federation Schemes for which the server should send the proxied
Federation Authentication Method. Default is false. Optional.
aut hnSchenmeToAdd The OAM Federation Authentication Scheme to be added to

the list of schemes for which the server should send the
proxied Federation Authentication Method. authnSchemeToAdd and
authnSchemeToRemove parameters are exclusive.

aut hnSchemeToRenov The OAM Federation Authentication Scheme to be removed

e from the list of schemes for which the server should send the
proxied Federation Authentication Method. authnSchemeToAdd and
authnSchemeToRemove parameters are exclusive.

appDomai n The application domain in which the underlying policy components
will be created. Optional.

host1D The HostID that will be used when creating the underlying resource
policy object. Optional.

aut hzPol i cy Optional. The Authorization Policy Name that will be used to protect
the underlying resource policy object being created.

Example

usePr oxi edFedAut hnMet hod( enabl ed="t r ue",
aut hnSchemeToAdd="Feder at i onSchene")
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3.2.25 createFedPartnerProfileFrom

The createFedPartnerProfileFrom command creates a Federation Partner Profile
based on the specified existing one.

Description
Creates a new partner profile based on the specified existing partner profile.

Syntax

creat eFedPar t ner Profi | eFron({ <newPart ner Profil e>,
<exi stingPartnerProfile>)

Argument Definition

newPar t ner Profi| e The ID of the new partner profile.

exi stingPartnerProfil e The ID of the existing partner profile

Example

creat eFedPart ner Prof i | eFron{"newAcneSPProfile", "acmeSPProfile")

3.2.26 deleteFedPartnerProfile

The deleteFedPartnerProfile command deletes the specified Federation Partner
Profile.

Description

Removes the specified partner profile.

Syntax

del et eFedPart ner Profil e(<PartnerProfil e>)

Argument Definition

PartnerProfil e The ID of the partner profile being deleted.

Example

del et eFedPartner Profi | e("acmeSPProfile")
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3.2.27 displayFedPartnerProfile

The displayFedPartnerProfile command displays the properties defined in the
specified Federation Partner Profile.

Description

Displays the properties in the specified Federation Partner Profile.

Syntax

di spl ayFedPart ner Profil e(<PartnerProfil e>)

Argument Definition

PartnerProfil e The ID of the partner profile.

Example

di spl ayFedPartnerProfil e("san 20-idp-partner-profile")

3.2.28 listFedPartnerProfiles

The listFedPartnerProfiles command lists all of the existing Federation Partner
Profiles.

Description

Lists the existing Federation Partner Profiles.

Syntax

|'i st FedPartnerProfiles()
This command has no arguments.

Example

|'i st FedPartnerProfiles()

3.2.29 listFedPartnersForProfile

ORACLE

The listFedPartnersForProfile command lists the partners bound to the specified
Federation Partner Profile.

Description

Lists all the partners bound to the specified Federation Partner Profile.

Syntax

|'i st FedPart ner sFor Prof il e(<PartnerProfile>)
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Argument Definition

Partner Profil e The ID of the partner profile.

Example

|'i st FedPart nersForProfil e("acmeSPProfile")

3.2.30 getFedPartnerProfile

The getFedPartnerProfile command retrieves the ID of the Partner Profile bound to the
specified partner.

Description

Retrieves the ID of the Partner Profile bound to the specified partner.

Syntax

get FedPart ner Profi | e(<partner>, <partnerType>)

Argument Definition

par t ner The ID of the partner.

part ner Type The type of the partner (sp or idp).

Example

get FedPart nerProfile("acnel DP", "idp")

3.2.31 setFedPartnerProfile

The setFedPartnerProfile command sets the Federation Partner Profile ID for the
specified partner.

Description

Sets the partner profile for the specified partner profile based on the specified partner
profile ID.

Syntax

set FedPart ner Profil e(<partner>, <partnerType>, <partnerProfile>)

Argument Definition

part ner The ID of the partner.

part ner Type The type of the partner (sp or idp).
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Argument Definition
partnerProfile The ID of the partner profile.
Example

set FedPartnerProfil e("acnel DP", "idp",
"sanl 20-i dp-partner-profile")

3.2.32 idpinitiatedssoprovideridparam

The idpinitiatedssoprovideridparam command sets the value to identify the provider ID
for the SP.

Description

The value held by i dpi ni ti at edssoprovi deri dpar amis used by the peer provider to
identify the provider ID of the SP.

Syntax

updat ePar t ner Property(partner Nane, partnerType,
"idpinitiatedssoprovideridparant, “providerid", "string")

Argument Definition

partnerName The ID of the partner
partnerType  Takes as a value either idp or sp
propName Name of the property being configured or modified

propValue The value of the property being configured. For an OIF peer IDP, the parameter
name must be "providerid". Changing this property will change the parameter
name used in the above URL.

type The data type of the property value. Valid values are string, long, or boolean.

Example

updat ePar t ner Property(partnerNane, "idp",
"idpinitiatedssoprovideridparant,”providerid", "string")

3.2.33 idpinitiatedssotargetparam

ORACLE

The idpinitiatedssotargetparam command sets the target URL for the specified SP
partner.

Description

Identifies the target resource. The value held by i dpi ni ti at edssot ar get par amis used

by the peer provider to identify the desired resource; TARGET in the case of Oracle
Identity Federation.

Syntax

updat ePar t ner Property(partner Nane, partnerType,
"idpinitiatedssotargetparant, "TARGET", "string")
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Argument Definition

partnerName  The ID of the partner

partnerType Takes as a value either idp or sp

propName Name of the property being configured or modified

propValue The location of the resource. The default value is TARGET.

type The data type of the property value. Valid values are string, long, or boolean.
Example

updat ePar t ner Property(partnerNane, "idp",
“idpinitiatedssotargetparant, "TARGET", "string")

¢ Note:

A certificate can be included in a SAML 1.1 signature. By replacing

the value of <partnerName> with the partner ID and including the

i ncl udecerti nsi gnat ur e parameter, the certificate will be included with the
signature. For example:

updat ePar t ner Property(" <partner Nane>", "sp",
“includecertinsignature", "true", "bool ean")

"

get Part ner Property("<partnerName>", "sp", "includecertinsignature")

del et ePart ner Property("<partner Nane>", "sp",

“incl udecertinsignature")

3.2.34 subjectconfirmationcheck

The subjectconfirmationcheck command enables or disables the Subject Confirmation
Data check.

Description

Enable or disable the Subject Confirmation Data check in SAML assertion.

Syntax

updat ePar t ner Proper t y( part ner Nane, part ner Type, pr opName, propVal ue, t ype)

Argument Definition

part ner Nane The ID of the partner to be updated.

part ner Type Specifies the partner type. Valid values are sp or idp.

pr opNane Set the property name as 'subjectconfirmationcheck’.
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Argument Definition

or opVal ue Specify the property value. Valid values are true or false.
type Data type of the property. It can only be boolean.
Example

updat ePar t ner Property(partner Nane="t est| DP", partner Type="1DP",
pr opName="subj ect confi rmati oncheck",
propVal ue="true", type="bool ean")
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Use these custom WebLogic Scripting Tool (WLST) commands for Oracle Access
Management Mobile and Social, including command syntax, arguments and

examples.

The Mobile and Social Commands section lists the Mobile and Social WLST

commands.

4.1 Mobile and Social Commands

ORACLE

Use the WLST commands listed in Table 4-1 to manage Mobile and Social

configuration objects.

Table 4-1 WLST Mobile and Social Commands for Mobile Services and Social

Identity
Use this command... To... Use with
WLST...

System Configuration

Commands

getRPSystemConfig Retrieve system configuration data. Online

replaceRPSystemConfig Update system configuration data. Online

RPApplication Commands

getRPApplications Retrieves the RPApplication objects. Online

removeRPApplication Deletes the specified RPApplication object. Online

displayRPApplication Displays the specified RPApplication Online
object.

createRPApplication Creates a new RPApplication object. Online

updateRPApplication Updates values for a defined Online
RPApplication object.

ServiceProviderinterface

Commands

getServiceProviderInterfaces Retrieves the RPApplication objects. Online

removeServiceProviderinterface Deletes the specified RPApplication object. Online

displayServiceProviderinterface Displays the specified RPApplication Online
object.

createServiceProviderinterface Creates a new RPApplication object. Online

updateServiceProviderinterface Updates values for a defined Online

RPApplication object.

Social
Commands

Identity Provider
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Table 4-1 (Cont.) WLST Mobile and Social Commands for Mobile Services and
Social Identity

Use this command... To... Use with
WLST...

getinternetldentityProviders Retrieves the Social Identity Provider Online
objects.

removelnternetldentityProvider Deletes the specified Social Identity Online
Provider object.

displayInternetldentityProvider Displays the specified Social Identity Online
Provider object.

createlnternetldentityProvider Creates a new Social Identity Provider Online
object.

updatelnternetldentityProvider Updates values for a defined Social Online
Identity Provider object.

User Attribute Mapping

Commands

getUserAttributeMappings Retrieves the User Attribute Mapping Online
objects.

removeUserAttributeMapping Deletes the specified User Attribute Online
Mapping object.

displayUserAttributeMapping Displays the specified User Attribute Online
Mapping object.

updateUserAttributeMapping Updates values for a defined User Online
Attribute Mapping object.

ServiceProvider Commands

createServiceProvider Create a ServiceProvider. Online

updateServiceProvider Update a ServiceProvider Online

addRelationshipToServiceProvider Add a Relationship To a Service Provider. Online

removeRelationshipFromServiceProv Remove a Relationship from a Service Online

ider Provider.

getServiceProviders Get a ServiceProvider. Online

removeServiceProvider Remove a ServiceProvider object. Online

displayServiceProvider Display a ServiceProvider object. Online

ServiceProfile Commands

createServiceProfile Create a service object. Online

updateServiceProfile Update a service object. Online

removeServiceProfile Remove a service object. Online

displayServiceProfile Display a service object. Online

getServiceProfiles Retrieve all the service objects. Online

ApplicationProfile

Commands

getApplicationProfiles List all ApplicationProfile objects. Online

createApplicationProfile Create an ApplicationProfile. Online
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Table 4-1 (Cont.) WLST Mobile and Social Commands for Mobile Services and

Social Identity

Use this command... To... Use with
WLST...
updateApplicationProfile Update an ApplicationProfile. Online
removeApplicationProfile Remove an ApplicationProfile. Online
displayApplicationProfile Display an ApplicationProfile. Online
ServiceDomain Commands
createServiceDomain Create a ServiceDomain. Online
updateServiceDomain Update a ServiceDomain. Online
getServiceDomains Retrieve a ServiceDomain. Online
removeServiceDomain Remove a ServiceDomain. Online
displayServiceDomain Display a ServiceDomain. Online
SecurityHandler Commands
createSecurityHandlerPlugin Create a SecurityHandlerPlugin. Online
updateSecurityHandlerPlugin Update a SecurityHandlerPlugin. Online
getSecurityHandlerPlugins Retrieve a SecurityHandlerPlugin. Online
removeSecurityHandlerPlugin Remove a SecurityHandlerPlugin. Online
displaySecurityHandlerPlugin Display a SecurityHandlerPlugin. Online
Jai IBreakingDetectionPol
icy Commands
createJailBreakingDetectionPolicy Create a JailBreakingDetectionPolicy. Online
updateJailBreakingDetectionPolicy ~ Update a JailBreakingDetectionPolicy. Online
getJailBreakingDetectionPolicys Retrieve a JailBreakingDetectionPolicy. Online
removeJailBreakingDetectionPolicy = Remove a JailBreakingDetectionPolicy. Online
displayJailBreakingDetectionPolicy  Display a JailBreakingDetectionPolicy. Online

4.1.1 getRPSystemConfig

ORACLE

The getRPSystemConfig command is an online command that retrieves the system

configuration information.

Description

Retrieves the system configuration information.

Syntax
get RPSyst enConfi g( )

This command has no arguments.

Example

get RPSyst enConfi g( )
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4.1.2 replaceRPSystemConfig

The replaceRPSystemConfig command is an online command that replaces the value
of a specific system configuration.

Description

Replaces the value of a particular system configuration.

Syntax

repl aceRPSyst enConf i g(host URL, proxyProtocol, proxyHost, proxyPort,
proxyUsernane, proxyPassword, attributelList)

Argument Definition

host URL The URL of the machine hosting the Mobile and Social server.
pr oxyPr ot ocol The proxy protocol (HTTP/ HTTPS).

pr oxyHost The URL of the proxy machine.

pr oxyPor t The port of the proxy machine.

proxyUser name Name of the user accessing the proxy.

pr oxyPasswor d Password of the user accessing the proxy.

attributeList List of attributes in the JSON format.

[{idp:[{name: val ue}, {nane: val ue}], i dp2: [{nane: val ue},
{name: val ue}] }]

Example

repl aceRPSyst enConfig(' http://
515. server.com, ' http','server.com,k'18001',"' proxyUser','proxyPass','[{aas.rest.s
ervice: http://adc514: 18001/ aas_rest}]")

4.1.3 getRPApplications

The getRPApplications command is an online command that retrieves the
RPApplication objects.

Description

Retrieves the RPApplication objects.

Syntax
get RPAppl i cations( )

This command has no arguments.

Example

get RPAppl i cations( )
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4.1.4 removeRPApplication

The removeRPApplication command is an online command that removes the specified
RPApplication object.

Description

Removes the specified RPApplication object.
Syntax

removeRPAppl i cati on(name)

where name is the name of the RPApplication object.

Example

renmoveRPAppl i cation(' Test App')

4.1.5 displayRPApplication

The displayRPApplication command is an online command that displays the specified
RPApplication object.

Description

Displays the specified RPApplication object.
Syntax
di spl ayRPAppl i cati on(nane) where name is the name of the RPApplication object.

Example

di spl ayRPAppl i cation(' Test App')

4.1.6 createRPApplication

The createRPApplication command is an online command that creates a new
RPApplication object.

Description

Creates a new RPApplication object.

Syntax

creat eRPAppl i cation(identityProviderNamelList, sharedSecret, returnUl,
SPI Bi ndi ngNane, applicationAttributesList, userAttributeMppings,
attributeList, nobileApplicationReturnUrl, name, description)

Argument Definition

i dentityProvider Nam A list of Identity Providers
elLi st
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Argument Definition
shar edSecr et The shared secret.
returnUrl The return URL.

SPI Bi ndi ngNane

applicationAttribut
esLi st

userAttributeMappin
gs

attributeLi st

mobi | eAppl i cati onRe
turnUrl

The SPI binding name.
List of RPApplication attributes specified in the JSON format.

[{nanel: val uel}, { name2: val ue2}]

List of User Attribute Mappings specified in the JSON format.

[{idp: [{nane: val ue}, {nane: val ue}], i dp2:[{nane: val ue},
{nane: val ue}]}]

List of attributes specified in the JSON format.

[{namel: val uel}, { nane2: val ue2}]

The return URL of the mobile application.

nane Name of the object to be created.
description Description of the object to be created.
Example

creat eRPAppl i cation(' Yahoo, Facebook', ' nySecret'," http://ne.com,

" QAMSer vi ceProvi derInterface','[{pratnanel: atval 1}, { pratnanme2: atval 2}]",
"[{Yahoo:[{uid:email}, {mail:email},{zip:postal Code}, {country:country}]},
{Facebook: [{uid:email}, {mail:email},{zip:postal Code}, {country:country}]}]",
"[{atnanel: atval 2}, {at name2: atval 2}]',"'/oam server', ' myApp', ' new Application')

4.1.7 updateRPApplication

The updateRPApplication command is an online command that updates a specific
value for an RPApplication object.

ORACLE

Description

Updates a particular value for an RPApplication object.

Syntax

updat eRPAppl i cation(identityProvider NameLi st, sharedSecret, returnUrl,
SPI Bi ndi ngNarre, applicationAttributesList, userAttributeMppings,
attributeList, nobileApplicationReturnUrl, name, description)

Argument

Definition

i dentityProvider Nam
eLi st

shar edSecr et
returnUrl
SPI Bi ndi ngNane

A list of Identity Providers

The shared secret.
The return URL.
The SPI binding name.
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Argument Definition

applicationAttribut List of RPApplication attributes specified in the JSON format.

esLi st [{namel: val uel}, { name2: val ue2}]

userAttributeMappi n List of User Attribute Mappings specified in the JSON format.

93 [{idp:[{name: val ue}, {nane: val ue}],idp2: [{nane: val ue},
{name: val ue}] }]
attributeList List of attributes specified in the JSON format.

[{nanel: val uel}, { name2: val ue2}]

mobi | eAppl i cati onRe The return URL of the mobile application.

turnUrl

nane Name of the object to be created.
description Description of the object to be created.
Example

updat eRPAppl i cati on(' Facebook, Googl €', ' nySecret', ' http://ne.com,

" OAMBer vi ceProvi derInterface','[{pratnanel: atval 1}, { prat name2: atval 2}]"',

"user Mapl, user Map2', ' [{at nanel: atval 2}, {atname2: atval 2}]', "' /oaniserver', ' nyApp',
"new Application')

4.1.8 getServiceProviderinterfaces

The getServiceProviderinterfaces command is an online command that retrieves the
Service Provider interface objects.

Description

Retrieves the Service Provider interface objects.

Syntax
get Servi ceProvi derlnterfaces( )

This command has no arguments.

Example

get Servi ceProvi derlnterfaces( )

4.1.9 removeServiceProviderinterface

The removeServiceProviderinterface command is an online command that removes
the specified Service Provider interface object.

Description

Removes the specified Service Provider interface object.
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Syntax
removeSer vi ceProvi der | nt er f ace( nane)

where name is the name of the Service Provider interface object.

Example

removeSer vi ceProvi derlnterface(' Test App')

4.1.10 displayServiceProviderinterface

The displayServiceProviderinterface command is an online command that displays the
specified Service Provider interface object.

Description

Displays the specified Service Provider interface object.

Syntax

di spl ayServi ceProvi der I nt er f ace( name) where name is the name of the Service
Provider interface object.

Example

di spl ayServi ceProvi derlnterface(' Test App')

4.1.11 createServiceProviderinterface

ORACLE

The createServiceProviderinterface command is an online command that creates a
new Service Provider interface object.

Description

Creates a new Service Provider interface object.

Syntax

createServiceProviderlnterface(idpSel ectorlnpl, postlDPSelectorlnpl,
i dpl nteractionProviderlnpl, registrationStatusCheckl npl,

regi strationTaskFl owProviderlnpl, sessionCreationProviderlnpl,
attributeList, name, description)

Argument Definition

i dpSel ect or | npl
post | DPSel ect or | npl

i dpl nteractionProvide
rlnpl

regi strationStatusChe
ckl npl

regi strationTaskFl owP
rovi der | npl

4-8



Chapter 4
Mobile and Social Commands

Argument Definition

sessionCreationProvid

er | npl

attributeList List of attributes in JSON format.
[{idp:[{name: val ue}, {nane: val ue}], i dp2: [{nane: val ue},
{name: val ue}] }]

nane Name of the object to be created.

description Description of the object to be created.

Example

createServiceProviderinterface('idp',' postIDP,"idplnteraction','regStatus',
"regTask','sessionPro','[{pratnamel: atval 1}, {pratnane2: atval 2}]',"' mySPI Bind',
"new SPI Binding")

4.1.12 updateServiceProviderinterface

ORACLE

The updateServiceProviderinterface command is an online command that updates a
specific value for a Service Provider interface object.

Description

Updates a particular value for a Service Provider interface object.

Syntax

updat eServi ceProvi derInterface(i dpSel ectorlnpl, postlDPSel ectorlnpl,
i dpl nteractionProviderlnpl, registrationStatusCheckl npl,

regi strationTaskFl owPr ovi derl npl, sessionCreationProviderlnpl,
attributeList, name, description)

Argument Definition

i dpSel ect or | npl
post | DPSel ect or | npl
i dpl nteractionProvide

rlnpl

regi strationStatusChe

ckl npl

regi strationTaskFl owP

rovi der | npl

sessi onCreationProvid

er | npl

attributelLi st List of attributes in JSON format.
[{idp:[{nane: val ue}, {nane: val ue}],idp2:[{nane: val ue},
{name: val ue}] }]

name Name of the object to be created.

description Description of the object to be created.
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Example

updat eServi ceProviderInterface('idp', ' postIDP','idplnteraction','regStatus',
"regTask','sessionPro','[{pratnamel:atval 1}, {pratnane2; atval 2}]',"' mySPI Bi nd',
"new SPI Binding')

4.1.13 getinternetldentityProviders

The getinternetldentityProviders command is an online command that retrieves the
Social Identity Provider objects.

Description

Retrieves the Social Identity Provider objects.
Syntax

getInternetldentityProviders( )

This command has no arguments.

Example

getlnternetldentityProviders( )

4.1.14 removelnternetldentityProvider

The removelnternetldentityProvider command is an online command that removes the
specified Social Identity Provider object.

Description

Removes the specified Social Identity Provider object.

Syntax

removel nternet | dentityProvider(nane) where name is the name of the Social
Identity Provider object.

Example

removel nternet|dentityProvider(' TestApp')

4.1.15 displaylnternetldentityProvider

ORACLE

The displayInternetldentityProvider command is an online command that displays the
specified Social Identity Provider object.

Description
Displays the specified Social Identity Provider object.
Syntax

di spl ayl nternet|dentityProvider(name) where name is the name of the Social
Identity Provider object.

4-10



Chapter 4
Mobile and Social Commands

Example

di spl ayl nternet|dentityProvider(' TestApp')

4.1.16 createlnternetldentityProvider

The createlnternetldentityProvider command is an online command that creates a new
Social Identity Provider object.

Description

Creates a new Social Identity Provider object.

Syntax

createlnternetldentityProvider(icon, protocol Type, protocol AttributelList,
providerlnpl O ass, attributeList, nane, description)

Argument Definition
icon Name of the icon.
pr ot ocol Type The protocol type is either Openl D, QAut h or Cust om

protocol AttributelList A listof protocol attributes specified in JSON format.

[{nanel:val uel}, { name2: val ue2}]

provider | npl C ass Implementation class for the provider.
attributeLi st List of attributes specified in JSON format.

[{namel: val uel}, {nane2: val ue2}]

nane Name of the provider to be created.
description Description of the provider to be created.
Example

createlnternetldentityProvider('nylcon','nyType','[{pratnanmel:atval 1},
{pratnane2: atval 2}]','[{atnanel: atval 1}, {atname2: atval 2}]', "' cl ass', ' nyProvi der"',
"new |l dentity Provider")
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< Note:

createlnternetldentityProvider can also be used within a script to create
the provider configuration for Foursquare and Windows Live. The following
example is a script for Foursquare. Update the username and password
used to connect to the WebLogic Server and the consumer's key and secret
values (between the quotes) before executing:

url ="t3://local host: 7001’
user name=" XXXxXxx'

passwor d=" XXXxxx'

connect (user nane, password, url)
domai nRunt i me()

print "Foursquare QAut h"
print "-----aieia o "
createlnternetldentityProvider(
' Foursquare.gif',
"QAuth',

"[{oauth. aut hori zation.url:
"https://foursquare.conl oaut h2/ aut hori ze"},
{oaut h. accesst oken. url :

“https://foursquare. conf oaut h2/ access_t oken"},

{oauth.profile.url: "https://api.foursquare.confv2/users/self"},
{oauth. consumer. key:""}, {oauth.consumer.secret:""},
{oaut h. rpi nstance. name: ""}, {oauth.rpinstance.url:""}]",

"[{id:id}, {firstnane:firstname}, {lastnane:|astnane},
{contact.email:contact.ennil}, {homecity:honecity},
{gender: gender}, {photo: photo}]",
"oracle.security.idaas.rp.oauth.provider. Foursquarel npl ',
' Foursquare', 'Foursquare QAuth Provider")

di sconnect ()
exit()

4.1.17 updatelnternetidentityProvider

The updatelnternetldentityProvider command is an online command that updates a
particular value for a Social Identity Provider object.

Description

Updates a particular value for a Social Identity Provider object.

Syntax

updat el nternet|dentityProvider(icon, protocol Type, protocol AttributelList,
attributeList, providerlnpl dass, name, description)

Argument Definition
i con Name of the icon.
pr ot ocol Type The protocol type is either Openl D, QAut h or Cust om
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Argument Definition

protocol AttributeList Alistof protocol attributes specified in JSON format.

[{nanel: val uel}, { name2: val ue2}]

provi der | npl O ass Implementation class for the provider.
attributelist List of attributes specified in JSON format.

[{nanel: val uel}, { name2: val ue2}]

nane Name of the provider to be updated.
description Description of the provider to be updated.
Example

updat el nternet|dentityProvider(' mylcon', ' nyType','[{pratnamel:atval 1},
{pratnane2: atval 2}]",'[{at nanel: at val 1},
{atnane2:atval 2}]',"'class', ' myProvider', 'new ldentity Provider')

4.1.18 getUserAttributeMappings

The getUserAttributeMappings command is an online command that retrieves the User
Attribute Mapping objects.

Description

Retrieves the User Attribute Mapping objects.

Syntax
get User At t ri but eMappi ngs( )

This command has no arguments.

Example

get User At t ri but eMappi ngs( )

4.1.19 removeUserAttributeMapping

ORACLE

The removeUserAttributeMapping command is an online command that removes the
specified User Attribute Mapping object.

Description

Removes the specified User Attribute Mapping object.
Syntax

removeUser Att ri but eMappi ng( nane)

where name is the name of the User Attribute Mapping object.

Example

removeUser At t ri but eMappi ng(' Test App')
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4.1.20 displayUserAttributeMapping

The displayUserAttributeMapping command is an online command that displays the
specified User Attribute Mapping object.

Description

Displays the specified User Attribute Mapping object.

Syntax

di spl ayUser At t ri but eMappi ng( name)

where name is the name of the User Attribute Mapping object.

Example

di spl ayUser At tri but eMappi ng(' Test App')

4.1.21 updateUserAttributeMapping

The updateUserAttributeMapping command is an online command that updates a
particular value for a User Attribute Mapping object.

Description

Updates a particular value for a User Attribute Mapping object.

Syntax

updat eUser At t ri but eMappi ng(appl i cation, idp, nane,
appProtocol Attributelist)

Argument Definition

application Name of the application.

i dp Name of the identity provider.
nane Name of the object to be created.

appProtocol Attribut List of protocol attributes in JSON format.

eLi st [{idp: [{name: val ue}, { nane: val ue}], i dp2: [{name: val ue},

{nare: val ue}] }]

Example

updat eUser At t ri but eMappi ng(' myApp' , ' myProvider',' nyMap', ' [{pratnanel:atval 1},
{pratnane2: atval 2}]")
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4.1.22 createServiceProvider

The createServiceProvider command is an online command that creates a service
provider.

Description
Creates a Service Provider.
Syntax

creat eServi ceProvi der (serviceProviderlnmpl, serviceProviderType,
rel ationshi pList, paranlist, nane, description)

Argument Definition

servi ceProviderlnpl  The service provider implementation.

servi ceProvi der Type The type of service provider. Acceptable values include either
Aut hori zati on, Aut henti cation, or User Profile.

rel ationshi pLi st The relationship for this Service Provider specified in JSON format:
[{relationship:relname,description:descrip,directionall:
{name:dirname,description:descrip,providerRelation:relname,entity
URIAttrName:uri,scopeAllLevelAttrName:toTop},directional2:
{name:dirname,description:descrip,providerRelation:relname,entity
URIAttrName:uri,scopeAllLevelAttrName:toTop}}]

par anli st The parameters for this Service Provider specified in JSON format:
[{nramel:valuel},{name2:value2}...]

nane Name of the service provider.

description Description of the service provider.

Example

createServiceProvider('oracle.security.idaas.rest.provider.token. Mbil eCAMIokenSe
r
viceProvider', "Authentication', '[]','[{OAM VERSI ON: OAM 11G}, { WEBGATE_

| D: accessgat e- 0i ¢}, { ENCRYPTED_PASSWORD: " passwor d"}, { DEBUG_VALUE: 0}, { TRANSPORT _
SECURI TY: OPEN}, { OAM_SERVER_1: "1 ocal host : 5575"}, { OAM_SERVER_1_MAX_CONN: 4}, { OAM_
SERVER _2: "oam server_2:5575"}, { OAM_SERVER 2_MAX_CONN: 4}] ',
' Mobi | eCAMAUt hentication', 'Qut O° The Box Mbile Oracle Access Manager (QAM

Aut hentication Service Provider')

4.1.23 updateServiceProvider

ORACLE

The updateServiceProvider command is an online command that updates a service
provider.

Description
Updates a Service Provider.
Syntax

updat eSer vi ceProvi der (servi ceProvi derl npl, serviceProvider Type,
rel ationshipList, paranlist, nane, description)
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Argument Definition

servi ceProvi der | npl The service provider implementation

servi ceProvi der Type The type of service provider - either Authorization, Authentication
or UserProfile.

rel ationshi pLi st The relationship for this service provider specified in JSON
format:

[{rel ationship:rel name, descri ption: descrip,

directional 1:

{nane: di rname, descri ption: descrip, provi der

Rel ation: rel name, entityURl AttrName: uri, scopeAl | Level At
t

r Nane: t oTop}, di rectional 2:

{nane: di rname, descri ption: des

crip, providerRel ation:rel name, entityURI AttrNanme:uri,sc
0

peAl | Level AttrName: toTop}}]

par anli st The parameters for this Service Provider specified in JSON
format:

[{namel: val uel}, {nane2: val ue2}...]

name Name of the service provider.
description Description of the service provider.
Example

updat eServi ceProvi der (' oracl e. security.idaas. rest.provider.cruds.ids.

| DSCRUDSSer vi ceProvi der', 'UserProfile', "[{rel ationship:peopl e_groups,
directional 1: { nane: menber O, providerRel ati on: user _menber & G oup,

entityURl AttrName: person-uri}, directional 2: {nanme: menbers,

provi der Rel ati on: gr oupMenber _user, entityURI AttrNane: group-uri }},

{rel ationshi p: peopl e_manager, directional 1:

{nanme: manager, provi der Rel ati on: manager,

entityURI AttrName: report-uri, scopeAl | Level AttrName:toTop},

directional 2: {nane:reports , providerRel ation:reportee,

gntityURl AttrName: manager-uri, scopeAllLevel AttrNane:all}},

{rel ationshi p: groupMenber O _gr oupMenbers , directional 1: { name: gr oupMenber Cf ,
provi der Rel ati on: gr oup_nenber Of G oup, enti t yURI At t r Name: nenber -uri},
directional 2: {nane: groupMenbers, providerRel ation: gr oupMenber

_group, entityURl AttrName: group-uri }},{relationship: personOmer_owner (f,
directional 1: {nane: owner Of, provi derRel ation: user_

owner OF Group, enti t yURI Attr Nane: owner-uri},

di rectional 2: { nane: per sonOaner, provi der Rel ati on: gr oupOaner _

user, entityURl AttrName: group-uri}}, {rel ationship: groupOaner_groupOnaner Cf,
directional 1: { nane: groupOaner, providerRel ation: group_

owner OF Group, enti t yURI AttrNane: group-uri}, directional 2: {name: gr oupOmer Of
provi der Rel ati on: gr oupOaner _group, entityURI AttrNane: owner - uri

131", " [{oracle.ids.nanme: userrol e}, {accessControl : fal se}]', 'UserProfile, 'Qut O
The Box User Profile Service Provider"')
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4.1.24 addRelationshipToServiceProvider

The addRelationshipToServiceProvider command is an online command that adds a
relationship to a service provider.

Description
Adds a Relationship to a Service Provider.
Syntax

addRel ati onshi pToSer vi ceProvi der (nane, relationshipList)

Argument Definition

name Name of the service provider.
rel ationshi pLi st The relationship for this Service Provider specified in JSON format:

[{rel ationship:rel name, descri ption: descrip, directional 1:
{nane: di rnane, descri ption: descrip, provi der Rel ati on: r el nane,
entityURI AttrName: uri, scopeAl | Level AttrNane:toTop},
directional 2: {nane: di rnane, descri ption: descrip,

provi der Rel ati on: rel name, entityURI AttrName: uri,

scopeAl | Level AttrName: toTop}}]

Example

addRel at i onshi pToServi ceProvi der ('idsproviderl','[{relationship:rel nane,
description:descrip, directional 1: {name: dirname, descri ption: descrip,

provi derRel ation: rel nane, entityURI AttrName: uri, scopeAl | Level AttrNane:toTop},
directional 2: { nane: di rnane, descri pti on: descrip,

provi der Rel ation: rel nane, entityURl AttrName: uri, scopeAl | Level AttrNane: toTop}}]

4.1.25 removeRelationshipFromServiceProvider

ORACLE

The removeRelationshipFromServiceProvider command is an online command that
removes a Relationship from a Service Provider.

Description
Removes a Relationship from a Service Provider.
Syntax

removeRel at i onshi pFronBer vi ceProvi der

Argument Definition

nane Name of the service domain.

rel ationshi pLi st The relationship name for this Service Provider.

Example

renmoveRel at i onshi pFronBer vi ceProvi der (' idsproviderl','relnane')
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4.1.26 getServiceProviders

The getServiceProviders command is an online command that retrieves a service
provider.

Description

Get a service provider.

Syntax
get Servi ceProvi der s()

This command has no arguments.

Example
get Servi ceProvi ders()

The following lines show sample output:

ServiceProvider: UserProfilel

Servi ceProvi der: JWAut hentication
ServiceProvider: UserProfile

Servi ceProvi der: Mbil eOAMAut henti cation

Servi ceProvi der: OAMAuUt henti cation

Servi ceProvi der: Mbil eJWAut henti cation

Servi ceProvi der: sanpl eaut hzservi ceprovi der
Servi ceProvider: InternetldentityAuthentication
Servi ceProvi der: OAMAuUt hori zation

4.1.27 removeServiceProvider

The removeServiceProvider command is an online command that removes a service
provider object.

Description

This command will remove a ServiceProvider object.

Syntax

renmoveSer vi ceProvi der (name) where name is the name of the ServiceProvider object.

Example

renoveServi ceProvi der (' nane')

4.1.28 displayServiceProvider

ORACLE

The displayServiceProvider command is an online command that displays a
ServiceProvider object.

Description

This command will display a ServiceProvider object.
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Syntax

di spl aySer vi ceProvi der (nane) where name is the name of the ServiceProvider
object.

Example

di spl aySer vi ceProvi der (' CAMAUt henti cation')

The following lines show sample output:

Di spl ayi ng: ServiceProvider : OAMAut hentication

ReadOnly = 0

Description = Qut O The Box Oracle Access Manager (OAM Authentication Token
Servi ce Provider

Param = ...

event Provider =1

obj ect Nane =

com oracl e. i daas: name=0AMAuUt hent i cati on, t ype=Xnl . Servi ceProvi der, Xm =Mobi | eServi ¢
e

SystenmvBean = 0

Servi ceProvi der Type = Aut hentication

Nane = QAMAut henti cation

ConfigMBean = 1

Servi ceProvi derlnpl =

oracle.security.idaas.rest.provider.token. OAMSDKTokenSer vi ceProvi der

Rel ationship = array(javax. managenent. opennbean. ConpositeData,[])

event Types = array(java.lang.String,['jnmx.attribute.change'])

Restart Needed = 0

4.1.29 createServiceProfile

ORACLE

The createServiceProfile command is an online command that creates a service
profile.

Description

Creates a service.

Syntax

createServiceProfil e(serviceProvider, supportedTokenList, paranlist,
endPoi nt, nane, description, enabled)

Argument Definition

servi ceProvi der Name of the service provider.

support edTokenLi st A list of supported tokens specified in JSON format:
{type,...}

where t ype is defined as CLI ENTTOKEN or USERTOKEN or
ACCESSTOKEN or CLI ENTREGHANDLE.

par anli st A list of parameters for this Service specified in JSON format:
[{namel: val uel}, {nane2: val ue2}...]

endPoi nt The service endpoint.

nane Name of the service.
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Argument Definition

description Description of the service.

enabl ed Indicates if the service should be enabled or disabled. Boolean
flag.

Example

createServiceProfile(' OAMAut hentication',' CLI ENTTOKEN, ACCESSTOKEN, USERTOKEN , ' []'

"/ oamaut henti cation',' OAMAut hentication',' Qut O The Box Oracle Access Manager
(OAM Authentication Token Service',true)

4.1.30 updateServiceProfile

The updateServiceProfile command is an online command that updates a service
profile.

Description

Updates a service.

Syntax

updat eServi ceProf il e(serviceProvider, supportedTokenList, parantist,
endPoi nt, nane, description, enabled)

Argument Definition

servi ceProvi der Name of the service provider.

support edTokenLi st A list of supported tokens specified in JSON format:
{type,...}
where t ype is defined as CLI ENTTOKEN or USERTOKEN or
ACCESSTOKEN or CLI ENTREGHANDLE.

par anli st A list of parameters for this Service specified in JSON format:
[{nanel:val uel}, {nane2: val ue2}...]

endPoi nt The service endpoint.

name Name of the service.

description Description of the service.

enabl ed Indicates if the service should be enabled or disabled. Boolean flag.
Example

updat eServi ceProfil e(' Mobil eJWAut henti cation',' CLI ENTREGHANDLE,

ACCESSTOKEN, USERTOKEN , " []", '/ nobi | ej wt aut henti cation', ' Mbi | eJWAut henti cation',
"Qut O The Box Mdbile Java Web Token (JW) Authentication Service

Provi der', true)
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4.1.31 removeServiceProfile

The removeServiceProfile command is an online command that removes a service
object.

Description

This command will remove a service object.

Syntax

renmoveSer vi ceProf i | e(name) where nane is the name of the service to be removed.

Example

renoveServi ceProfile(' myService')

4.1.32 displayServiceProfile

ORACLE

The displayServiceProfile command is an online command that displays a service
object.

Description

This command will display a service object.

Syntax
di spl ayServi ceProfil e( name)

where nane is the name of the service profile to be displayed.

Example
di spl ayServi ceProfile(' OAMAUt hori zation")
The following lines show sample output:

Di spl aying: ServiceProfile : QAMAut hori zation

ReadOnly = 0

Enabled = 1

Description = Qut O The Box Oracle Access Manager (OAM Authorization Service
Provi der

Param = array(j avax. managenent . opennbean. Conposi teData, [])

eventProvider = 1

SystemvBean = 0

obj ect Nane =

com oracl e. i daas: name=0AMAut hori zat i on, t ype=Xm . Servi ceProfil e, Xm =Mbbi | eServi ce
Support edToken = array(java.lang. String,[])

Servi ceProvi der Type = Authori zation

Servi ceProvi der Nane = OAMAut hori zation

Nane = QAMAut hori zation

ConfigMBean = 1

Servi ceEndPoi nt = /oamaut hori zation

event Types = array(java.lang.String,['jnmx.attribute.change'])

Restart Needed = 0
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The getServiceProfiles command is an online command that retrieves all service

objects.

Description

Gets all the service objects.

Syntax

get Servi ceProfiles()

This command has no arguments.

Example

get Servi ceProfiles()

The following lines show sample output:

ServiceProfile: UserProfilel
ServiceProfile: OAMAut henticatio
ServiceProfile: sanpleauthzservice
ServiceProfile: JWAut hentication
ServiceProfile: UserProfile
ServiceProfile: Mbil eOAMAUt henti cation
ServiceProfile: OAMAut hentication
ServiceProfile: MbileJWAuthentication
ServiceProfile: InternetldentityAuthentication
ServiceProfile: OAMAut hori zation
ServiceProfile: JWAut henticationl

4.1.34 getApplicationProfiles

The getApplicationProfiles command is an online command that lists the
ApplicationProfile objects.

ORACLE

Description

List the ApplicationProfile objects.

Syntax

get Appl i cationProfiles()

This command has no arguments.

Example

get Appl i cationProfiles()

The following lines show sample output:

Contract:
Contract:
Contract:
Contract:
Contract:

Mobi | eExpenseReport 1
Mobi | eAgent 2

Mobi | eBusi nessTest App01
Mobi | eAgent 1

profileidl
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Contract: sanpl emobi | eapp2
Contract: profileid2
Contract: sanpl emobi | eappl

4.1.35 createApplicationProfile

The createApplicationProfile command is an online command that creates an
ApplicationProfile.

Description

Creates an ApplicationProfile.

Syntax

createApplicationProfil e(paraniist, mobileAppProfileStr, nane,
description)

Argument Definition

par anli st A list of parameters for this Service specified in JSON format:
[{namel: val uel}, {nane2: val ue2}...]

mobi | eAppProfileStr The mobile app profile string specified in JSON format:

[{clientAppConfigParam [{name: val ue}, { nanme: val ue}],
j ai | Breaki ngDet ecti onPol i cyNane: nane} ]

nane Name of the IDaaS Client.
description Description of the IDaaS Client.
Example

createApplicationProfile('[{Mbile.clientRegHandl e. baseSecret:wel conel},]"',
"[{clientAppConfi gParam [ {Mbi | eparant: Mobi | epar amlVal ue},

{1 OSURLSchene: "sanpl emobi | eappl://"},

{Andr oi dPackage: or acl e. andr oi d. sanpl enobi | eapp1},

{ Andr oi dAppSi gnat ur e: sanpl enobi | eapplsi gnature}],

j ai | Breaki ngDet ecti onPol i cyNane: def aul t Jai | Breaki ngDet ecti onPol i cy}]"',

" sanpl enobi | eappl' , ' Sanpl e Mbile App 1)

createApplicationProfile('[{userld4BasicAuth:rest_clientl},
{shar edSecr et 4Basi cAut h: "9Qo9ol LI | 5gDAMESYROhOgw=="},
{signatureAl gorithm SHA-1}]","","profileidl ," O C Application Profile 1)

4.1.36 updateApplicationProfile

ORACLE

The updateApplicationProfile command is an online command that updates an
ApplicationProfile.

Description

Updates an ApplicationProfile.

Syntax

updat eAppl i cati onProfil e(paranLi st, mobileAppProfileStr, name,
description)
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Argument Definition

par anii st A list of parameters for this Service specified in JSON format:
[{nanel: val uel}, {nane2: val ue2}...]

mobi | eAppProfileStr The mobile app profile string specified in JSON format:

[{client AppConfi gParam [{nane: val ue}, { name: val ue}],
j ai | Breaki ngDet ecti onPol i cyNane: nanme} ]

The value of clientAppConfigParam should match what is defined in
the Administration Console on the "Application Profile Configuration
Page." Items specified under the 'Configuration Settings' heading
are set with the WLST ‘clientAppConfigParam'.

name Name of the IDaa$S (ldentity as a Service) Client.
description Description of the IDaaS (Identity as a Service) Client.
Example

updat eAppl i cationProfile('[{Mbile.clientRegHandl e. baseSecret: wel conel}]',"
[{clientAppConfigParam [{Profil eCacheDuration: 60},

{Aut henti cationRetryCount: 3}, {Al | owO fli neAut henti cati on: fal se},
{Claimittributes:"oracle:idmclains:client:geol ocation,
oracle:idmclains:client:inei,oracle:idmclains:client:jailbroken,
oracle:idmclains:client:locale,oracle:idmclains:client:nmcaddress,
oracle:idmclains:client:networktype,oracle:idmclains:client:ostype,
oracle:idmclains:client:osversion,oracle:idmclains:client:phonecarriernane,
oracle:idmclains:client:phonenunber, oracle:idmclains:client:sdkversion,
oracle:idmclains:client:udid,oracle:idmclains:client:vpnenabl ed"},

{ RPV¢bVi ew. Enbedded}, { URLSchene: "exp://"},

{1 CsBundl el D: com or acl ecor p. i nt er nal . ExpenseRepor t App},

{ Andr oi dAppSi gnat ure: "xm ns: xsi =\

“http://ww. w3. org/ 2001/ XM_Schena- i nst ance\"

xsi:nil=\"true\'"}, {Androi dPackage: "xm ns: xsi =\"

http://ww. w3. or g/ 2001/ XM_Schema- i nstance\' xsi:nil=\"true\'"}],

j ai | Breaki ngDet ecti onPol i cyNane: Def aul t Jai | Breaki ngDet ecti onPol i cy}]"',

' ExpenseApp' ,' O C Test Expense Sanple App')

4.1.37 removeApplicationProfile

ORACLE

The removeApplicationProfile command is an online command that removes an
ApplicationProfile.

Description

This command removes an ApplicationProfile.

Syntax

renmoveAppl i cati onProfil e(nanme) where nane is the name of the ApplicationProfile to
be removed.

Example

removeAppl i cationProfile(' name')
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4.1.38 displayApplicationProfile

ORACLE

The displayApplicationProfile command is an online command that displays the
specified ApplicationProfile.

Description

This command displays the specified ApplicationProfile.

Syntax

di sl ayAppl i cationProfile(nane) where name is the nane of the ApplicationProfile to
be removed.

Example
di spl ayApplicationProfile(' MbileAgent1')
The following lines show sample output:

Di spl aying: ApplicationProfile : MbileAgentl

ReadOnly = 0

ConfigMBean = 1

Name = Mobil eAgent 1

Mobi | eAppProfile = None

Description = Mobile Agent App 1

Param =

array(j avax. management . opennbean. Conposi t eDat a,

[j avax. managenent . opennbean. Conposi

t eDat aSupport (conposi t eType=j avax. managenent . opennbean. Conposi t eType( name=com or a
c

le.xmns.idmidaas.idaas _config 11 1 2 0 0. Attribute,itens=((itenNane=nane,

i t enifype=j avax. managenent . opennbean. Si npl eType( nane=j ava. | ang. String)),

(i temName=secr et Val ue, i t enlType=j avax. managenment . opennbean. ArrayType( name=[ Lj ava.

| ang. Char act er;, di mensi on=1, el enent Type=j avax. managenent . opennbean. Si npl eType( nam
e

=java. |l ang. Character), primtiveArray=fal se)),

(i temName=val ue, i t eniType=j avax. nanage

ment . opennbean. Si npl eType(nane=j ava. | ang. String)))), cont ent s={ name=Nbbi | e. reaut hn
F

or RegNewd i ent App, secretVal ue=nul |, val ue=true}),

j avax. managenent . opennbean. Conposi t eDat aSuppor t (conposi t eType=j avax. managenent . op
e

nnbean. Conposi t eType(name=com or acl e. xm ns. i dmi daas. i daas_config_ 11 1 2 0_0.
Attribute,itens=((itenNane=nane,itenType=javax. managenent.opennbean. Si npl eType(na
m

esjava.lang. String)),

(i temName=secr et Val ue, i t enlType=j avax. managenent . opennbean. Arr

ayType(name=[ Lj ava. | ang. Char act er;, di mensi on=1, el enent Type=j avax. nanagenent . openm

ean. Si npl eType(nane=j ava. | ang. Character), primtiveArray=fal se)),

(itenName=val ue, it

enType=j avax. managenent . opennbean. Si npl eType(nanme=j ava. | ang. String)))), cont ent s={
n

ame=Mbbi | e. cl i ent RegHandl e. baseSecret,

secret Val ue=[ Lj ava. | ang. Charact er; @1910bd,

val ue=i daas. Appl i cati onProfil e[ Mbi | eAgent 1] . par anf Mobi | e. cl i ent RegHandl e. baseSec
r
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et]})])

event Provi der =
SystenmvBean = 0
obj ect Nane =
com oracl e. i daas: name=Mobi | eAgent 1, t ype=Xm . Appl i cati onProfil e, Xm =Mobi | eServi ce
event Types = array(java.lang.String,['jnmx.attribute.change'])

Restart Needed = 0

1

4.1.39 createServiceDomain

ORACLE

The createServiceDomain command is an online command that creates a
ServiceDomain.

Description

Creates a ServiceDomain.

Syntax

creat eServi ceDomai n(securi t yHandl er Pl ugi n, servi ceBi ndi ngLi st
cl i ent AppBi ndi ngLi st, nobi | eAut hStyl e, servi ceDonai nType, nane, descri pti on)

Argument Definition

securityHandl er Plugi The name of the securityHandlerPlugin.
n

servi ceBi ndi ngLi st A list of the ServiceBinding objects in the format:

[{serviceNanme: User Profil e, al | owRead: true,

al lowWite:true}, {serviceNane: UserProfilel,

al | owRead: true, al | owWite:true,

requi redToken: [{t okenServi ce: JWIAut henti cati on,
t okenType: { ACCESSTOKEN} }] },

{servi ceNane: usert okenservi cef or nohi | e,

requi redToken: [{t okenServi ce: nobi | esecurityservicel,
t okenType: { ACCESSTOKEN, CLI ENTTOKEN} } ]},

{servi ceNane: nobi | esecuri tyservicel},

{servi ceNane: JWrAut henti cationl},

{servi ceNane: OAMAut hori zat i on}]

cl i ent AppBi ndi ngLi st A list of client applications specified in the format:

[{appNane: User Profi | e, mobi | eBi ndi ng:
[{SSQ ncl usion: true, SSCpriority:4}]

mobi | eAut hStyl e Mobile Authentication Style.
servi ceDomai nType The type of service domain.

nane Name of the ServiceDomain.
description Description of the ServiceDomain.
Example

creat eServi ceDomai n(" Juni t DebugSecuri t yHandl er Pl ugi n', ' [{servi ceName: UserProfil e,
al l owRead: true, al | owWite:true}, {serviceNane: UserProfilel, al | owRead: true,

al lowWite:true, requi redToken: [{tokenService: JWAut henti cationl,

t okenType: ACCESSTOKEN} ] }, { servi ceName: JWIAut hent i cati on},

{'servi ceNanme: CAMAut henti cati on}, { servi ceNane: JWAut hent i cati onl},

{servi ceName: CAMAut hori zati on,
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al l owRead: true, al | owW i te: fal se, requi redToken: [{t okenServi ce: CAMAUt henti cati on,
tokenType: USERTOKEN} ] }]", ' [ { appNane: Mobi | eAgent 1, nobi | eBi ndi ng:

[{SSQ ncl usion:true, SSOpriority: 1}]1}, {appNane: Mobi | eBusi nessTest App01,

mobi | eBi ndi ng: [ { SSO ncl usi on: true}]}, {appNane: Mobi | eAgent 2, nobi | eBi ndi ng:
[{SSQ ncl usion:true, SSOpriority:2}]}, {appNane: Mobi | eExpenseReport 1,

mobi | eBi ndi ng: [ {SSG ncl usi on: fal se}]}, {appNane: profileidl}]","'", " DESKTOP,
"Defaul t', ' Defaul t Servi ce Domai n ServiceBinding without any requiredToken')

4.1.40 updateServiceDomain

ORACLE

The updateServiceDomain command is an online command that updates a
ServiceDomain.

Description

Updates a ServiceDomain.

Syntax

updat eSer vi ceDonai n(securityHandl er Pl ugi n, servi ceBi ndi ngLi st ,
cl i ent AppBi ndi ngLi st, nobil eAuthStyle, serviceDomainType, nane,
descri ption)

Argument Definition

securityHandl erPlugin  The name of the SecurityHandlerPlugin.

servi ceBi ndi ngLi st A list of the ServiceBinding objects in the format:

[{serviceNane: UserProfile,al | owRead: t rue,

al lowWite:true}, {serviceNane: UserProfilel,

al |l owRead: true, al | owWite:true,

requi redToken: [ {t okenServi ce: JWTAut hent i cati on,
t okenType: { ACCESSTOKEN} } ] },

{servi ceNane: usert okenservi cef or nobi | e,

requi redToken: [ {t okenServi ce: nobi | esecurityservicel,
t okenType: { ACCESSTOKEN, CLI ENTTOKEN} }] },

{servi ceNane: mobi | esecurityservicel},

{servi ceNane: JWAut hent i cati onl},

{servi ceNanme: CAMAut hori zat i on}]

cl i ent AppBi ndi ngLi st A list of client applications specified in the format:

[{appNane: User Profi | e, mobi | eBi ndi ng:
[{SSO ncl usion:true, SSOpriority: 4}]

mobi | eAut hStyl e Mobile Authentication Style.

servi ceDomai nType The type of Service Domain.
nane Name of the ServiceDomain.
description Description of the ServiceDomain.
Example

updat eSer vi ceDonai n(' Juni t DebugSecuri t yHandl er Pl ugi n', ' [{servi ceNane: User Profil e,
al l owRead: true, al | owWite:true}, {serviceNane: UserProfilel, al | owRead: true,
al lowWite:true, requiredToken: [{tokenService: JWAut henti cationl,
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t okenType: ACCESSTOKEN} ] }, { ser vi ceNarre: JWFAut hent i cati on},

{servi ceName: OAMAut henti cati on}, {servi ceNanme: JWAut henti cati onl},

{servi ceName: OAMAut hori zation, al | owRead: true, al | owW i te: fal se,

requi redToken: [ {t okenServi ce: OAMAut henti cati on, t okenType: USERTOKEN} ] }] ",

" [{appName: Mobi | eAgent 1, mobi | eBi ndi ng: [ { SSG ncl usi on: true, SSQpriority: 1}]},
{appNane: Mobi | eBusi nessTest App01, mobi | eBi ndi ng: [ { SSQ ncl usi on:true}]},
{appNane: Mobi | eAgent 2, nobi | eBi ndi ng: [ { SSO ncl usi on: true, SSOpriority: 2}]},
{appNare: Mobi | eExpenseReport 1, mobi | eBi ndi ng: [ { SSO ncl usi on: fal se}]},
{appNane: profileidl}]',"'", ' DESKTOP','Default",

"Default Service Domain ServiceBinding without any requiredToken')

4.1.41 getServiceDomains

The getServiceDomains command is an online command that retrieves a
ServiceDomain.

Description

Get a ServiceDomain.

Syntax
get Ser vi ceDomai ns()

This command has no arguments.

Example
get Servi ceDomai n()
The following lines show sample output:

Servi ceDomai n: Mbbi | eSer vi ceDomai nUTReg
Servi ceDomai n: Mbi | eRPSer vi ceDomai n
Servi ceDomai n: Contract1

Servi ceDomai n: Mbbi | eJWI'Ser vi ceDomai n
Servi ceDomai n:  Mbbi | eRPSer vi ceDomai nUTReg
Servi ceDomai n: Mbbi | eCont ract

Servi ceDomai n: Defaul t

Servi ceDomai n: Nbbi | eSer vi ceDomai n

4.1.42 removeServiceDomain

ORACLE

The removeServiceDomain command is an online command that removes a
ServiceDomain.

Description

Removes a ServiceDomain.

Syntax
removeSer vi ceDonai n( nane)

where nane is the name of the ServiceDomain to be removed.

Example

removeSer vi ceDomai n(' nane')
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4.1.43 displayServiceDomain

ORACLE

The displayServiceDomain command is an online command that displays a
ServiceDomain.

Description

Displays a ServiceDomain.

Syntax

di spl aySer vi ceDonai n( name)

Example
di spl aySer vi ceDomai n(" nane')
The following lines show sample output:

Di spl aying: ServiceDomain : Contractl

ReadOnly = 0

Description = Service Domain 1 using HTTPBasic or Token based Client Token

event Provider =1

SystemvBean = 0

obj ect Nane =

com oracl e. i daas: name=Cont ract 1, t ype=Xnl . Ser vi ceDonai n, Xnl =Mbbi | eSer vi ce

Mobi | eAut hStyl e = None

Servi ceBinding =

array(j avax. management . opennbean. Conposi t eDat a, [ j avax. managenent . openmbean.
Conposi t eDat aSuppor t (conposi t eType=j avax. nanagenent . opennbean. Conposi t eType( hame=
comoracle. xmns.idmidaas.idaas_config_11_1_2_ 0_0. TServi ceBi ndi ng,

i tems=((itemName=al | owRead, i t enilype=j avax. managenent . opennbean. Si npl eType( name=
java.l ang. Bool ean)), (i temNane=al | owW i t e, it enType=j avax. managenent . opennbean.

Si npl eType( nane=j ava. | ang. Bool ean)),

(itenNanme=requi redToken, i t enType=j avax. managem

ent . opennbean. Conposi t eType(nane=com oracl e. xm ns. i dm i daas.idaas_config_11_1 2 0

0. TRequi redToken, i t ens=( (i t enName=t okenSer vi ce, i t enlType=j avax. mnanagenent . opennbea
n

. Si npl eType( name=j ava. | ang. String)),

(itenName=t okenType, i t enType=j avax. nanagenent .

opennbean. ArrayType(nane=[ Lj ava. | ang. String;, di mensi on=1, el enent Type=j avax. manage
m

ent. opennbean. Si npl eType(nanme=j ava. | ang. String), primtiveArray=false))))),
(itemNam

e=servi ceNang, i t enType=j avax. managenent . opennbean. Si npl eType(nane=j ava. |l ang. Strin
g

)))),contents={al | owRead=true, allowWite=true,

requi redToken=j avax. managenent . opennbean. Conposi t eDat aSupport (conposi t eType=j avax

managenent . opennbean. Conposi t eType( nane=com or acl e. xm ns. i dmi daas. i daas_config_
11_1_2_0_0. TRequi redToken,
i tems=((itemName=t okenServi ce, itenType=j avax. nanagenent . opennbean. Si npl eType( nane

java.lang. String)), (i temNane=t okenType, i t enlType=j avax. management . opennbean.
ArrayType(name=[ Lj ava. | ang. String;, di mensi on=1, el ement Type=j avax. managenent .
opennbean. Si npl eType(name=j ava. | ang. String), primtiveArray=false)))),

cont ent s={t okenSer vi ce=JWIAut henti cati on, tokenType=[Ljava.lang. String; @Of bf2}),
servi ceName=User Profile}),
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j avax. management . opennbean. Conposi t eDat aSupport (conposi t eType=j avax. managenent .
opennbean. Conposi t eType( nane=

comoracle. xm ns.idmidaas.idaas_config_11_1 2 0_0. TServi ceBi ndi ng,

i tems=((itemName=al | owRead, i t enilype=j avax. managenent . opennbean. Si npl eType(name=
java.l ang. Bool ean)), (i tenmNane=al | owW i t e, itenType=j avax. managenent . opennbean.

Si npl eType( nane=j ava. | ang. Bool ean) ), (it enNane=r equi r edToken, i t enlType=

j avax. management . opennbean. Conposi t eType( nane=com or acl e. xm ns. i dm i daas. i daas_
config_11_1 2 0_0. TRequi redToken,

i tems=((itemName=t okenServi ce, itenType=j avax. nanagenent . opennbean. Si npl eType( nane

java.lang. String)), (i temNane=t okenType, i t enlType=j avax. management . opennbean.
ArrayType(name=[ Lj ava. | ang. String;, di nensi on=1, el ement Type=j avax. managenent .
opennbean. Si npl eType(name=j ava. | ang. String), primtiveArray=false))))),
(itenName=servi ceNang, i t enType=j avax. nenagenent . opennbean. Si npl eType( nane=
java.lang. String)))), contents={al | owRead=nul |, all owWite=null,

requi redToken=nul |, servi ceName=JWIAut henti cation})])

Mobi | eCr edLevel For RegApp = None

Servi ceDonai nType = DESKTOP

Name = Contractl

ConfigMBean = 1

C i ent AppBi nding =

array(j avax. management . opennbean. Conposi t eDat a,

[j avax. managenent . opennbean. Conposi t eDat aSupport (conposi t eType=j avax. managenent .
opennbean. Conposi t eType( nane=com oracl e. xm ns. i dmi daas. i daas_config 11 1 2 0 0
TAppl i cationBindi ng, i tenms=((itenmNane=appNane, i t enilype=j avax. managenent . opennbean.
Si npl eType(nane=j ava. l ang. String)), (i tenmName=nobi | eBi ndi ng, i t eniType=j avax.
managenent . opennbean. Conposi t eType( nane=com or acl e. xm ns. i dm i daas.

i daas_config_11 1 2 0_0. TMbbi | eBi ndi ng, i t ens=( (it emNane=SSQ ncl usi on,

i t enifype=j avax. managenent . opennbean. Si npl eType( nane=j ava. | ang. Bool ean)),
(itenmName=SSQpriority,itenType=javax. nenagenent . opennbean. Si npl eType( nane=
java.lang. Short))))))), contents={appName=profilei dl, nobileBinding=null}),

j avax. managenent . opennbean. Conposi t eDat aSupport (conposi t eType=j avax. managenent .
opennbean. Conposi t eType( nane=com oracl e. xm ns. i dmi daas.i daas_config 11 1 2 0 0
. TAppl i cationBindi ng,itenms=((itemName=appNane, i t enilype=j avax. managenent . opennbean
. Si npl eType(name=j ava. | ang. String)), (i t emName=nobi | eBi ndi ng, i t enilype=j avax. manage
ment . opennbean. Conposi t eType( nane=com or acl e. xm ns. i dm i daas
.idaas_config_11_1 2 0_0. TMobil eBi ndi ng,itens=

((itemName=SSQ ncl usi on, i t enType=j avax. managenent . opennbean. Si npl eType( nane=
java.l ang. Bool ean)), (i temNane=SSOpri ority,itenType=j avax. managenent . opennbean.

Si npl eType(nane=j ava. | ang. Short))))))), cont ent s={ appNanme=pr ofi | ei d2,

mobi | eBi ndi ng=nul 1})]) Securit yHandl er Pl ugi nNane = None

event Types = array(java.lang.String,['jnmx.attribute.change'])

Restart Needed = 0

4.1.44 createSecurityHandlerPlugin

ORACLE

The createSecurityHandlerPlugin command is an online command that creates a
SecurityHandlerPlugin.

Description
Creates a SecurityHandlerPlugin.
Syntax

creat eSecurityHandl er Pl ugi n(securityHandl er C ass, paranlist, nane,
description)
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Argument Definition

securityHandl erd ass Name of the security handler class.

par anLi st A list of parameters.

nane Name of the SecurityHandlerPlugin.
description Description of the SecurityHandlerPlugin.
Example

createSecurityHandl er Pl ugi n(

‘oracle.security.idaas.rest.provider.plugin.inpl.

Def aul t Mobi | eSecurityHandl erlnpl',’

[{al | owdai | BrokenDevi ces: fal se}, {requi redHar dwar el ds: MAC_ADDRESS},
{requiredDevi ceProfil eAttrs: OSType OSVersion isJail Broken client SDKVersion}]"',
" Defaul t SecurityHandl erPlugin','")

4.1.45 updateSecurityHandlerPlugin

The updateSecurityHandlerPlugin command is an online command that updates a
SecurityHandlerPlugin.

Description

Updates a SecurityHandlerPlugin.

Syntax

updat eSecurit yHandl er Pl ugi n(securityHandl erd ass, paraniist, nanme,
description)

Argument Definition

securityHandl erd ass  Name of the security handler class.

par anli st A list of parameters.

name Name of the SecurityHandlerPlugin.
description Description of the SecurityHandlerPlugin.
Example

updat eSecur i t yHandl er Pl ugi n(' oracl e. security.idaas.rest.provider.plugin.im
pl . Def aul t Mobi | eSecurityHandl erlmpl', "' [{al | owlai |l BrokenDevi ces: f al se},
{requi redHar dwar el ds: MAC ADDRESS}, {requi redDevi ceProfil eAttrs: OSType
OSVer si on i sJai | Broken

client SDKVersion}]', "' Defaul t SecurityHandl erPlugin',"")

4.1.46 getSecurityHandlerPlugins

The getSecurityHandlerPlugins command is an online command that retrieves a
SecurityHandlerPlugin.

Description

Gets a SecurityHandlerPlugin.
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Syntax
get Securi t yHandl er Pl ugi ns()

This command has no arguments.

Example
get Securi t yHandl er Pl ugi ns()

The following lines show sample output:

Securit yHandl er Pl ugi n: Juni t DebugSecuri t yHandl er Pl ugi nSecuri t yHandl er Pl ugi n:
CaanBecuri t yHandl er Pl ugi nSecuri t yHandl er Pl ugi n: Def aul t Securi t yHandl er Pl ugi n

4.1.47 removeSecurityHandlerPlugin

The removeSecurityHandlerPlugin command is an online command that removes a
SecurityHandlerPlugin.

Description

Removes a SecurityHandlerPlugin.

Syntax

removeSecur it yHandl er Pl ugi n( name)

where nane is the name of the SecurityHandlerPlugin to be removed.
Example

removeSecurit yHandl er Pl ugi n(' nane')

4.1.48 displaySecurityHandlerPlugin

The displaySecurityHandlerPlugin command is an online command that displays a
SecurityHandlerPlugin.

Description
Displays a SecurityHandlerPlugin.
Syntax

di spl aySecri t yHandl er Pl ugi n( name) where nane is the name of the
SecurityHandlerPlugin to be displayed.

Example

di spl aySecurityHandl er Pl ugi n(' nare')
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4.1.49 createJailBreakingDetectionPolicy

The createJailBreakingDetectionPolicy command is an online command that creates a
JailBreakingDetectionPolicy.

Description
Creates a JailBreakingDetectionPolicy.
Syntax

createdai | Breaki ngDet ecti onPol i cy(enabl ed, statementList, name)

Argument Definition

enabl ed Enabled.

st at ement Li st A list of parameters.

nane Name of the JailBreakingDetectionPolicy.
Example

createdai | Breaki ngDet ecti onPol i cy(true,

"[{m nCSVer si on: 3. 5, maxOSVer si on: 5. 0, m nCl i ent SDKVer si on: 1. 0,
maxCl i ent SDKVer si on: 1. 0, pol i cyExpi rati onDur ati onl nSec: 3600,

aut oCheckPeri odl nM n: 60,

detectionLocation: [{filePath:"/root", success:true, action: exi sts},
{filePath:"/opt", success:true, action:exists}]}]",

" def aul t Jai | Breaki ngDet ecti onPol i cy')

4.1.50 updateJailBreakingDetectionPolicy

ORACLE

The updateJailBreakingDetectionPolicy command is an online command that updates
a JailBreakingDetectionPolicy.

Description

Updates a JailBreakingDetectionPolicy.

Syntax

updat eJai | Breaki ngDet ecti onPol i cy(enabl ed, statenentList, nange)

Argument Definition

enabl ed Enabled.

st at ement Li st A list of parameters.

name Name of the JailBreakingDetectionPolicy.
Example

updat eJai | Breaki ngDet ecti onPol i cy(true,' [{m nOSVersion: 3.5, maxOSVer si on: 5.
0, mi nC i ent SDKVer si on: 1. 0, maxCl i ent SDKVer si on: 1. 0, pol i cyExpi rati onDurati on
I nSec: 3600, aut oCheckPeri odl nM n: 60, det ecti onLocation: [{filePath:"/
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root", success:true, action: exists},{filePath:"/
opt",success:true,action:exists}]}]', " defaul tJail Breaki ngDet ectionPolicy')

4.1.51 getJailBreakingDetectionPolicys

The getJailBreakingDetectionPolicys command is an online command that retrieves
the JailBreakingDetectionPolicy.

Description

Gets the JailBreakingDetectionPolicy.

Syntax
get Jai | Breaki ngDet ecti onPol i cys()

This command has no arguments.

Example
get Jai | Breaki ngDet ecti onPol i cys()
The following lines show sample output:

Jai | Breaki ngDet ecti onPol i cy: Defaul tJai | Breaki ngDet ecti onPol i cy

4.1.52 removeJailBreakingDetectionPolicy

The removeJailBreakingDetectionPolicy command is an online command that
removes a JailBreakingDetectionPolicy.

Description

Removes a JailBreakingDetectionPolicy.
Syntax

renmovelJai | Breaki ngDet ecti onPol i cy(name)

where nane is the name of the JailBreakingDetectionPolicy.

Example

removelJai | Breaki ngDet ecti onPol i cy(' nane')

4.1.53 displayJailBreakingDetectionPolicy

ORACLE

The displayJailBreakingDetectionPolicy command is an online command that displays
a JailBreakingDetectionPolicy.

Description

Displays a JailBreakingDetectionPolicy.

Syntax

di spl ayJai | Breaki ngDet ect i onPol i cy( nane)
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where nane is the name of the JailBreakingDetectionPolicy.

Example
di spl ayJai | Breaki ngDet ecti onPol i cy(' Def aul t Jai | Breaki ngDet ecti onPol i cy')
The following lines show sample output:

Di spl ayi ng: Jai |l Breaki ngDet ectionPol i cy : Defaul tJail Breaki ngDet ecti onPol i cy
ReadOnly = 0

ConfigMBean = 1

Narme = Defaul t Jai | Breaki ngDet ecti onPol i cy

event Provider =1

SystemMvBean = 0

obj ect Nane =

com oracl e. i daas: name=Def aul t Jai | Br eaki ngDet ecti onPol i cy, t ype=Xn . Jai | Br eaki ngDet
ectionPolicy, Xm =Mbbi | eServi ce

Enable = 1

Jai | Breaki ngDet ecti onPol i cySt atement =

array(j avax. management . opennbean. Conposi t eDat a, [ j avax. managenent . openmbean.
Conposi t eDat aSupport (conposi t eType=j avax. managenent . opennmbean. Conposi t eType( name=
comoracle. xmns.idmidaas.idaas_config_11_1 2 0_0.

TJai | Breaki ngDet ecti onPol i cySt atement , i t ens=((itemName=aut oCheckPeri odl nM n,

i t enifype=j avax. managenent . opennbean. Si npl eType( name=j ava. | ang. Long)),
(itenmName=det ecti onLocati on, i t enType=j avax. managenent . opennbean. ArrayType( name=
[ Lj avax. management . opennbean. Conposi t eDat a; , di mensi on=1, el enent Type=

j avax. managerent . opennbean. Conposi t eType( nane=com or acl e. xm ns. i dm i daas.

i daas_config_11_1 2 0_0.

TDet ecti onLocation, itens=((itenName=action,itenilType=javax. managenment. opennbean.
Si npl eType(nanme=j ava.l ang. String)), (i temName=fil ePath, i t enType=j avax. nanagenent .
opennbean. Si npl eType(name=j ava. | ang. String)), (i temName=success, i t enilype=j avax.
managenent . opennbean. Si npl eType( name=j ava. | ang. Bool ean)))), prim tiveArray=fal se))
(itenName=enabl e, i t eniType=j avax. managenent . opennbean. Si npl eType( hanme=j ava. | ang.
Bool ean)), (it emNane=maxC i ent SDKVer si on, i t eniType=j avax. managenment . opennbean.

Si npl eType(nane=j ava. l ang. String)), (itenmName=naxOSVer si on, i t enlType=j avax.
managenent . opennbean. Si npl eType( name=j ava. | ang. String)), (i t emNane=

m nCl i ent SDKVer si on, i t enType=j avax. managenent . opennbean. Si npl eType( nane=
java.lang. String)),

(itenmName=m nOSVer si on, i t eniType=j avax. managenent . opennbean. Si npl eType( name=
java.lang. String)), (itemName=pol i cyExpirationDurationlnSec,itenfType=javax.
managenent . opennbean. Si npl eType( name=j ava. | ang. Long)))), content s=

{aut oCheckPeri odl nM n=60, det ecti onLocat i on=[ Lj avax. managenent . opennbean.

Conposi t eDat a; @dc906, enabl e=t r ue, maxC i ent SDKVer si on=11. 1. 2. 0. 0,

maxOSVer si on=nul |, m nd i ent SDKVersi on=11.1.2.0.0, m nOSVersion=1.0,

pol i cyExpirationDurationl nSec=3600})])

event Types = array(java.lang.String,['jmx.attribute.change'])

Restart Needed = 0
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Use these custom WebLogic Scripting Tool (WLST) commands to manage Security
Token Service.

The Security Token Service Commandssection lists the Security Token Service WLST
commands and contains links to the command reference details.

5.1 Security Token Service Commands

ORACLE

Use these WLST commands to manage Security Token Service.

The Security Token Service WLST commands are divided into the following
categories:

» Partner Commands are related to tasks involving partners.

*  WS-Prefix to Relying Party Partner Mapping Commands are used to map
a service URL, specified in the AppliesTo field of a WS-Trust RST request, to
a partner of type Relying Party. The WS prefix string can be an exact service
URL, or a URL with a parent path to the service URL. For example, if a
mapping is defined to map a WS Prefix (http://test.com/service) to a Relying Party
(RelyingPartyPartnerTest), then the following service URLs would be mapped to
the Relying Party: http://test.com/service, http://test.com/service/calculatorService,
http://test.com/service/shop/cart...

» Partner Profiles Commands are related to tasks involving partner profiles.

* Issuance Templates Commands are related to tasks involving issuance
templates.

* Validation Templates Commands are related to tasks involving validation
templates.

Table 5-1 WLST Commands for Security Token Service

Use this command... To... Use with
WLST...

Partner Commands

getPartner Retrieve a partner and print result. Online

getAllIRequesterPartners Retrieve the names of Requester Online
partners.

getAllRelyingPartyPartners Retrieve the names of all Relying Party  Online
partners.

getAlllssuingAuthorityPartners Retrieve the names of all Issuing Online

Authority partners.

isPartnerPresent Query Security Token Service to Online
determine whether or not the partner
exists in the Partner store.
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Use this command... To... Use with
WLST...

createPartner Create a new Partner entry. Online

updatePartner Update an existing Partner entry based  Online
on the provided information.

deletePartner Delete a partner entry. Online

getPartnerUsernameTokenUsername Retrieve the partner's username value.  Online

getPartnerUsernameTokenPassword Retrieve the partner's password value. Online

setPartnerUsernameTokenCredential Set the username and password values  Online
of a partner entry.

deletePartnerUsernameTokenCredential Remove the username and password Online
values from a partner entry.

getPartnerSigningCert Retrieve the Base64 encoded signing Online
certificate for the partner.

getPartnerEncryptionCert Retrieve the Base64 encoded encryption Online
certificate for the partner.

setPartnerSigningCert Upload the signing certificate to the Online
partner entry.

setPartnerEncryptionCert Upload the encryption certificate to the ~ Online
partner entry.

deletePartnerSigningCert Remove the signing certificate from the  Online
partner entry. Offline

deletePartnerEncryptionCert Remove the encryption certificate from  Online
the partner entry. Offline

getPartnerAllldentityAttributes Retrieve and display all Identity mapping Online
attributes used to map a token to a Offline
requester partner.

getPartnerldentityAttribute Retrieve and display the identity Online
mapping attribute. Offline

setPartnerldentityAttribute Set the identity mapping attribute for a Online
requester partner. Offline

deletePartnerldentityAttribute Delete the identity mapping attribute for ~ Online
a requester partner. Offline

Relying Party Partner

Mapping Commands

getAllWSPrefixAndPartnerMappings Retrieve and display all WS Prefixes. Online

Offline

getWSPrefixAndPartnerMapping Retrieve and display the Relying Party Online
Partner mapped to the specified wsprefix offline
parameter.

createWSPrefixAndPartnerMapping Create a new WS Prefix mapping to a Online
Relying Partner. Offline
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Use this command... To... Use with
WLST...
deleteWSPrefixAndPartnerMapping Delete an existing WS Prefix mapping to Online
a Relying Partner. Offline
Partner Profiles Commands
getAllPartnerProfiles Retrieve the names of all the existing Online
partner profiles.
getPartnerProfile Retrieve partner profile configuration Online
data.
createRequesterPartnerProfile Create a new Requester Partner profile  Online
with default configuration data.
createRelyingPartyPartnerProfile Create a new Relying Party Partner Online
profile with default configuration data.
createlssuingAuthorityPartnerProfile Create a new Issuing Authority Partner  Online
profile with default configuration data.
deletePartnerProfile Delete an existing partner profile. Online
Issuance Template Commands
getAlllssuanceTemplates Retrieve the names of all the existing Online
Issuance Templates. Offline
getlssuanceTemplate Retrieve configuration data of a specific  Online
Issuance Template.
createlssuanceTemplate Create a new Issuance Template with Online
default configuration data.
deletelssuanceTemplate Delete an existing Issuance Template. Online
Offline
Validation Template
Commands
getAllValidationTemplates Retrieve the names of all the existing Online
Validation Templates. Offline
getValidationTemplate Retrieve configuration data of a specific  Online
Validation Template. Offline
createWSSValidationTemplate Create a new WS Security Validation Online
Template with default configuration data. ofjine
createWSTrustValidationTemplate Create a new WS Trust Validation Online
Template with default configuration data. gfline
deleteValidationTemplate Delete an existing Issuance Template. Online
Offline
configureOWSMAQentSTS Modify configuration to allows MSAS/ Online

OWSM policies to work
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5.1.1 getPartner

The getPartner command is an online command that retrieves the Partner entry
and prints out the configuration for this partner. This command belongs to Partner
commands category.

Description

Retrieves the Partner entry and prints out the configuration for this partner.

Syntax

get Part ner (partnerld)

Argument Definition

partner | d Specifies the partnerld: the ID of the partner.

Example

The following invocation retrieves the Partner entry and prints out the configuration for
cust onPart ner:

getPartner(partnerld="customPartner')

5.1.2 getAllRequesterPartners

The getAllRequesterPartners command is an online command that retrieves
Requester type partners. This command belongs to Partner commands category.

Description

Retrieves Requester type partners.

Syntax

get Al | Request er Partners()

Example
The following invocation retrieves Requester type partners:

getAlIRequesterPartners()

5.1.3 getAllRelyingPartyPartners

ORACLE

The getAllRelyingPartyPartners command is an online command that retrieves Relying
Party partners. This command belongs to Partner commands category.

Description

Retrieves the Relying Party partners.
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Syntax

get Al | Rel yi ngPart yPart ners()

Example
The following invocation retrieves Relying Party partners:

getAlIRelyingPartyPartners()

5.1.4 getAlllssuingAuthorityPartners

The getAlllssuingAuthorityPartners command is an online command that retrieves
Issuing Authority partners and prints out the result. This command belongs to Partner
command category.

Description

Retrieves the Issuing Authority partners and prints out the result.
Syntax

get Al | | ssui ngAut horityPartners()

Example

The following invocation retrieves Issuing Authority partners and prints out the result:

getAlllssuingAuthorityPartners()

5.1.5 isPartnerPresent

ORACLE

The isPartnerPresent command is an command that queries the Security Token
Service to determine whether or not the specified partner exists in the Partner store.
This command belongs to Partner command category.

Description

Queries the Security Token Service to determine whether or not the specified partner
exists in the Partner store, and prints out the result.

Syntax

i sPart ner Present (partnerld)

Argument Definition

partner | d Specifies the ID of the partner.

Example

The following invocation queries the Security Token Service to determine whether or
not cust onPar t ner exists in the Partner store, and prints out the result:

isPartnerPresent(partnerld="customPartner")

5-5



Chapter 5
Security Token Service Commands

5.1.6 createPartner

The createPartner command is an online command that creates a new Partner entry.
This command belongs to Partner command category.

Description

Creates a new Partner entry based on provided information. Displays a message
indicating the result of the operation.

Syntax

createPartner(partnerld, partnerType, partnerProfileld, description,
bl sTrust ed)

Argument Definition

partner | d Specifies the ID of the new partner to be created.

Specifies the type of partner. Values can be one of the following:

e STS_REQUESTER for Requester

e STS_RELYING_PARTY for Relying Party

e STS_ISSUING_AUTHORITY for Issuing Authority

Specifies the profile ID to be attached to this partner. It must reference

an existing partner profile, and the type of the partner profile must be
compliant with the type of the new partner entry.

par t ner Type

partnerProfileld

descri ption Specifies the optional description of this new partner entry.

A value that indicates whether or not this new partner is trusted. Value

bl sTrust ed .

can be either:

e true for trusted

« false if not trusted
Example

The following invocation creates STS_Requestor partner, cust onPar t ner, custom
par t ner profi | e with a description (cust om r equest er ), with a trust value of t r ue,
displays a message indicating the result of the operation:

createPartner(partnerld="customPartner”, partnerType="STS_REQUESTER",
partnerProfileld="custom-partnerprofile”, description="custom requester”,
blsTrusted="true")

5.1.7 updatePartner

ORACLE

The updatePartner command is an online command that updates an existing Partner
entry. This command belongs to Partner command category.

Description

Updates an existing Partner entry based on the provided information. Displays a
message indicating the result of the operation.
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Syntax

updat ePartner (partnerld, partnerProfileld, description, blsTrusted)

Argument Definition

partner | d Specifies the ID of the new partner to be updated.

Specifies the partner profile ID. It must reference an existing partner
profile, and the type of the partner profile must be compliant with the
type of the new partner entry.

partnerProfileld

Specifies the optional description f this new partner entry.

description

bl sTr ust ed A value t_hat indicates whether or not this new partner is trusted. Value
can be either:
e true for trusted
- false if not trusted

Example

The following invocation updates cust onPar t ner with a new profile ID, (x509- wss-
val i dt enp), description (cust om requester wi th new profile id), and a trust value
of f al se. A message indicates the result of the operation:

updatePartner(partnerld="customPartner", partnerProfileld="x509-wss-validtemp",
description="custom requester with new profile id", blsTrusted="false")

5.1.8 deletePartner

ORACLE

The deletePartner command is an online command that deletes a partner entry from
the Security Token Service. This command belongs to Parther command category.

Description

Deletes an existing Partner entry referenced by the part ner | d parameter from the
Security Token Service, and prints out the result of the operation.

Syntax

del et ePart ner (partner|d)

Argument Definition

partner | d Specifies the ID of the partner to be deleted.

Example

The following invocation deletes the cust onPar t ner partner entry referenced by the
partnerld parameter from the Security Token Service, and prints out the result of the
operation:

deletePartner(partnerld="customPartner")
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5.1.9 getPartnerUsernameTokenUsername

The getPartnerUsernameTokenUsername command is an online command that
retrieves a partner's username value that will be used for UNT credentials partner
validation or mapping operation. This command belongs to Partner command
category.

Description

Retrieves a partner's username value that will be used for UNT credentials partner
validation or mapping operation, and displays the value.

Syntax

get Par t ner User naneTokenUser name( part ner | d)

Argument Definition

partner | d Specifies the ID of the partner.

Example

The following invocation retrieves the cust onPar t ner partner username value that will
be used for UNT credentials partner validation or mapping operation, and displays the
value:

getPartnerUsernameTokenUsername(partnerld="customPartner™)

5.1.10 getPartnerUsernameTokenPassword

ORACLE

The getPartnerUsernameTokenPassword command is an online command that
retrieves a partner's password value that will be used for UNT credentials partner
validation or mapping operation. This command belongs to Partner command
category.

Description

Retrieves a partner password value that will be used for UNT credentials partner
validation or mapping operation, and displays the value.

Syntax

get Par t ner User naneTokenPasswor d( par t ner | d)

Argument Definition
partner | d Specifies the ID of the partner.
Example

The following invocation retrieves cust onPart ner partner password value that will be
used for UNT credentials partner validation or mapping operation, and displays the
value:
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getPartnerUsernameTokenPassword(partnerld="customPartner)

5.1.11 setPartnerUsernameTokenCredential

The setPartnerUsernameTokenCredential command is an online command that sets
the username and password values of a partner entry, that will be used for UNT
credentials partner validation or mapping operation. This command belongs to Partner
command category.

Description

Sets the username and password values of a partner entry, that will be used for
UNT credentials partner validation or mapping operation. Displays the result of the
operation.

Syntax

set Par t ner User naneTokenCr edenti al (partnerld, UTUsername, UTPassword)

Argument Definition

partner | d Specifies the ID of the partner.

Specifies the username value used for UNT credentials validation or

UTUser nanme . :
mapping operations.

UTPasswor d Spemﬁes the username value used for UNT credentials validation or
mapping operations.

Example

The following invocation sets the username and password values of the
cust onPar t ner partner entry, and displays the result of the operation:

setPartnerUsernameTokenCredential (partnerld="customPartner", UTUsername="test",
UTPassword="password")

5.1.12 deletePartnerUsernameTokenCredential

ORACLE

The deletePartnerUsernameTokenCredential command is an online command that
removes the username and password values from a partner entry that are used for
UNT credentials partner validation or mapping operation, and displays the result of the
operation. This command belongs to Partner command category.

Description

Removes the username and password values from a partner entry that are used for
UNT credentials partner validation or mapping operation, and displays the result of the
operation.

Syntax

del et ePart ner User nameTokenCr edent i al (partnerld)
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Argument Definition

partner | d Specifies the ID of the partner to be deleted.

Example

The following invocation removes the username and password values from a partner
entry that are used for UNT credentials partner validation or mapping operation, and
displays the result of the operation:

deletePartnerUsernameTokenCredential (partnerld="customPartner')

5.1.13 getPartnerSigningCert

The getPartnerSigningCert command is an online command that retrieves the Base64
encoded signing certificate for the partner referenced by the partnerld parameter, and
displays its value, as a Base64 encoded string. This command belongs to Partner
command category.

Description

Retrieves the Base64 encoded signing certificate for the partner referenced by the
partnerld parameter, and displays its value, as a Base64 encoded string.

Syntax

get Par t ner Si gni ngCert ( partnerld)

Argument Definition

partner |l d Specifies the ID of the partner.

Example

The following invocation retrieves Base64 encoded signing certificate for the partner
referenced by the partnerld parameter, and displays its value, as a Base64 encoded
string:

getPartnerSigningCert(partnerld="customPartner")

5.1.14 getPartnerEncryptionCert

ORACLE

The getPartnerEncryptionCert command is an online command that retrieves the
Base64 encoded encryption certificate, and displays its value as a Base64 encoded
string. This command belongs to Partner command category.

Description

Retrieves the Base64 encoded encryption certificate for the partner referenced by the
partnerld parameter, and displays its value as a Base64 encoded string.

Syntax

get Part ner EncryptionCert (partnerld)
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Argument Definition

partner | d Specifies the ID of the partner.

Example

The following invocation retrieves the Base64 encoded encryption certificate for the
partner referenced by the partnerld parameter, and displays its value, as a Base64
encoded string:

getPartnerEncryptionCert(partnerld="customPartner")

5.1.15 setPartnerSigningCert

The setPartnerSigningCert command is an online command that Uploads the provided
certificate to the partner entry as the signing certificate. Displays the result of the
operation. This command belongs to Partner command category.

Description

Uploads the provided certificate to the partner entry (referenced by the partnerld
parameter) as the signing certificate. The supported formats of the certificate are DER
and PEM. Displays the result of the operation.

Syntax

set Part ner Si gningCert(partnerld, certFile)

Argument Definition

partner |l d Specifies the ID of the partner.

Specifies the location of the certificate on the local file system.

tFil o
certhite Supported formats of the certificate are DER and PEM.

Example

The following invocation uploads the provided certificate to the partner entry
cust onPar t ner as the signing certificate. Displays the result of the operation:

setPartnerSigningCert(partnerld="customPartner"”, certFile="/temp/signing_cert")

5.1.16 setPartnerEncryptionCert

ORACLE

The setPartnerEncryptionCert command is an online command that Uploads the
provided certificate to the partner entry as the encryption certificate. Displays the result
of the operation. This command belongs to Partner command category.

Description

Uploads the provided certificate to the partner entry (referenced by the partnerld
parameter) as the encryption certificate. Displays the result of the operation.
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Syntax

set Partner EncryptionCert (partnerld, certFile)

Argument Definition

partner | d Specifies the ID of the partner.

Specifies the location of the certificate on the local filesystem.

certFile o
! Supported formats of the certificate are DER and PEM.

Example

The following invocation uploads the provided certificate to the partner entry
cust onPar t ner as the signing certificate. Displays the result of the operation:

setPartnerSigningCert(partnerld="customPartner", certFile="/temp/signing_cert")

5.1.17 deletePartnerSigningCert

The deletePartnerSigningCert command is an online command that removes the
encryption certificate from the partner entry and displays the result of the operation.
This command belongs to Partner command category.

Description

Removes the encryption certificate from the partner entry, referenced by the partnerld
parameter, and displays the result of the operation.

Syntax

del et ePart ner Si gni ngCert (partnerld)

Argument Definition
partner |l d Specifies the ID of the partner.
Example

The following invocation removes the encryption certificate from the partner entry,
cust onPar t ner, and displays the result of the operation:

deletePartnerSigningCert(partnerld="customPartner')

5.1.18 deletePartnerEncryptionCert

ORACLE

The deletePartnerEncryptionCert command is an online command that removes the
signing certificate from the partner entry and displays the result of the operation. This
command belongs to Partner command category.

Description

Removes the signing certificate from the partner entry, referenced by the partnerld
parameter, and displays the result of the operation.
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Syntax

del et ePart ner EncryptionCert (partnerld)

Argument Definition

partner | d Specifies the ID of the partner.

Example

The following invocation removes the signing certificate from the partner entry,
cust onPar t ner, and displays the result of the operation:

deletePartnerEncryptionCert(partnerld="customPartner")

5.1.19 getPartnerAllldentityAttributes

The getPartnerAllldentityAttributes command is an online command that retrieves and
displays all the identity mapping attributes used to map a token to a requester partner,
or to map binding data (SSL Client certificate or HTTP Basic Username) to a requester
partner. This command belongs to Partner command category.

Description

Retrieves and displays all the identity mapping attributes used to map a token to
a requester partner, or to map binding data (SSL Client certificate or HTTP Basic
Username) to a requester partner.

The identity mapping attributes only exist for partners of type Requester.

Syntax

getPartner Al l I dentityAttributes(partnerld)

Argument Definition

Specifies the ID of the Requester partner. Identity mapping attributes

partnerld -
only exist for partners of type Requester

Example

The following invocation retrieves and displays all the identity mapping attributes used
to map a token to a requester partner, or to map binding data (SSL Client certificate or
HTTP Basic Username) to a requester partner: cust onPart ner .

getPartnerAllldentityAttributes(partnerld="customPartner")
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5.1.20 getPartnerldentityAttribute

The getPartnerldentityAttribute command is an online command that retrieves and
displays identity mapping attributes used to map a token or to map binding data to a
requester partner. This command belongs to Partner command category.

Description

Retrieves and displays an identity mapping attribute used to map a token to a
requester partner, or to map binding data (SSL Client certificate or HTTP Basic
Username) to a requester partner.

The identity mapping attributes only exist for partners of type Requester.

Syntax

getPartnerldentityAttribute(partnerlid, identityAttributeName)

Argument Definition

partner | d Specifies the ID of the Requester partner.

Specifies the name of the identity mapping attribute to retrieve and

IdentityAttributeNa ! ;
entityAtiribute display. For example: ht t pbasi cuser nane.

me

Example

The following invocation retrieves and displays one i dentityAttri bute and its value
as specified by i denti tyAttri but eName.

getPartnerldentityAttribute(partnerld="customPartner",
identityAttributeName="httpbasicusername')

5.1.21 setPartnerldentityAttribute

The setPartnerldentityAttribute command is an online command that sets the identity
mapping attribute for the Requester partner. This command belongs to Partner
command category.

Description

Set the identity mapping attribute specified by i denti t yAt t ri but eNane for the partner
of type requester specified by the partnerld parameter. These identity mapping
attributes only exist for Requester partners. Displays the result of the operation.

Syntax

setPartnerldentityAttribute(partnerlid, identityAttributeNane,
i dentityAttributeVal ue)

Argument Definition

partner | d Specifies the ID of the partner of type Requester.
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Argument Definition

Specifies the name of the identity mapping attribute to retrieve

i dentityAttributeNane and display.

i dentityAttribut eVal ue Specifies the value of the identity mapping attribute to set.

Example

The following invocation sets the identity mapping attribute specified by
i dentityAttributeNane for the Requester partner of type requester specified by the
partnerld parameter. Displays the result of the operation.

setPartnerldentityAttribute(partnerld="customPartner",
identityAttributeName="httpbasicusername", identityAttributeValue="test")

5.1.22 deletePartnerldentityAttribute

The deletePartnerldentityAttribute command is an online command that deletes the
identity mapping attribute. This command belongs to Partner command category.

Description
Deletes the identity mapping attribute specified by i denti t yAttri but eNare.

The identity mapping attributes used to map a token to a requester partner, or to map
binding data (SSL Client certificate or HTTP Basic Username) to a requester partner,
and they only exist for Requester partners.

Syntax

del etePartnerldentityAttribute(partnerld, identityAttributeName)

Argument Definition

partner | d Specifies the ID of the partner.

i dentityAttribut eName Specifies the name of the identity mapping attribute to delete.

Example

The following invocation deletes the identity mapping attribute specified by
i dentityAttributeNane for Requester partner cust onPart ner .

deletePartnerldentityAttribute(partnerld="customPartner",
identityAttributeName="httpbasicusername')
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5.1.23 getAlIWSPrefixAndPartnerMappings

The getAllWSPrefixAndPartnerMappings command is an online command that
retrieves and displays all WS Prefixes to Relying Party Partner mappings. This
command belongs to Relying Party Partner Mapping Commands category.

Description

Retrieves and displays all WS Prefixes to Relying Party Partner mappings.

Syntax
get Al | WBPr ef i xAndPar t ner Mappi ngs()

Example
The following invocation retrieves and displays theWS Prefixes.

getAlIWSPrefixAndPartnerMappings()

5.1.24 getWSPrefixAndPartnerMapping

The getWSPrefixAndPartnerMapping command is an online command that retrieves
and displays the Relying Party Partner mapped to the specified wsprefix parameter, if
a mapping for that WS Prefix exists. This command belongs to Relying Party Partner
Mapping Commands category.

Description

Retrieves and displays the Relying Party Partner mapped to the specified wsprefix
parameter, if a mapping for that WS Prefix exists.

Syntax

get WEPr ef i xAndPar t ner Mappi ng(wspr ef i x)

Argument Definition
: Specifies the WS Prefix entry to retrieve and display. The path is
wspref i x ; L .
optional. If specified, it should take the following form:
http_protocol://hostname_ip/path
Example

The following invocation retrieves nd displays the Relying Party Partner mapped to the
specified wsprefix parameter, if a mapping for that WS Prefix exists.

getWSPrefixAndPartnerMapping(wsprefix="http://host 1. exanpl e. conl pat h")
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5.1.25 createWSPrefixAndPartnerMapping

The createWSPrefixAndPartnerMapping command is an online command that creates
a new WS Prefix mapping to a Relying Partner. This command belongs to Relying
Party Partner Mapping Commands category.

Description

Creates a new WS Prefix mapping to a Relying Partner referenced by the partnerid
parameter, and displays the result of the operation.

Syntax

creat eWsPr ef i xAndPar t ner Mappi ng(wsprefi x, partnerid, description)

Argument Definition

Specifies the WS Prefix entry to retrieve and display. The path is
optional. If specified, it should take the following form:

http_protocol://hostname_ip/path

wsprefix

partnerld Specifies the ID of the partner.

descri ption Specifies an optional description.

Example

The following invocation creates a new WS Prefix mapping to a Relying Partner
Partner referenced by the partnerid parameter, and displays the result of the operation.

createWSPrefixAndPartnerMapping(wsprefix="http://hostl.example.com/path",
partnerid="customRPpartner", description="some description')

5.1.26 deleteWSPrefixAndPartnerMapping

ORACLE

The deleteWSPrefixAndPartnerMapping command is an online command that deletes
an existing mapping of WS Prefix to a Relying Partner. This command belongs to
Relying Party Partner Mapping Commands category.

Description

Deletes an existing mapping of WS Prefix to a Relying Partner, and displays the result
of the operation.

Syntax

del et eWSPr ef i xAndPar t ner Mappi ng(wspr ef i x)

Argument Definition

Specifies the WS Prefix entry to retrieve and display. The path is
optional. If specified, it should take the following form:

http_protocol://hostname_ip/path

wsprefix
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Example

The following invocation deletes the existing mapping of WS Prefix to a Relying
Partner, and displays the result of the operation.

deleteWSPrefixAndPartnerMapping(wsprefix="http://hostl._example.com/path™)

5.1.27 getAllPartnerProfiles

The getAllPartnerProfiles command is an online command that retrieves the names of
all the existing partner profiles and displays them. This command belongs to Partner
Profiles Commands category.

Description

Retrieves the names of all the existing partner profiles and displays them.

Syntax

get Al | PartnerProfiles()

Example

The following invocation retrieves the names of all the existing partner profiles and
displays them.

getAllPartnerProfiles()

5.1.28 getPartnerProfile

ORACLE

The getPartnerProfile command is an online command that retrieves the configuration
data of a specific partner profile, and displays the content of the profile. This command
belongs to Partner Profiles Commands category.

Description

Retrieves the configuration data of the partner profile referenced by the
partnerProfileld parameter, and displays the content of the profile.

Syntax

get PartnerProfile(partnerProfileld)

Argument Definition

partner Profil el d Specifies the name of the partner profile.

Example

The following invocation retrieves the configuration data of the partner profile
referenced by the partnerProfileld parameter, and displays the content of the profile.

getPartnerProfile(partnerProfileld="custom-partnerprofile™)
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5.1.29 createRequesterPartnerProfile

The createRequesterPartnerProfile command is an online command that creates a
new requester partner profile with default configuration data. This command belongs to

ORACLE

Partner Profiles Commands category.

Description

Creates a new requester partner profile with default configuration data, and displays

the result of the operation.

Table 5-2 describes the default configuration created with this command.

Table 5-2 Default Configuration: createRequesterPartnerProfile

___________________________________________________________________________|
Description

Element

Return Error for Mssing
dains

Al l ow Unnmapped C ai ms

Token Type Configuration

Attribute Name Mapping

Default: false

Default: false

The Token Type Configuration table includes the following
entries. There are no mappings of token type to WS-Trust
Validation Template:

SAML 1.1 token type mapped to the following External
URI:

http://docs. oasi s- open. or g/ wss/ 0asi s- wss-
sani -
token-profile-1. 1#SAM.VL. 1

The SAML 1.1 token type is not mapped to any WS-
Trust Validation Template.

SAML 2.0 token type mapped to the following External
URI:

http://docs. oasi s- open. or g/ wss/ oasi s- wss-
sant -
t oken-profile-1. 1#SAM.V2. 0

The SAML 2.0 token type is not mapped to any WS-
Trust Validation Template.

Username token type mapped to the following
External URI:

http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s-
200401- wss- user nane-t oken-
profile-1.0#User nameToken

The Username token type is not mapped to any WS-
Trust Validation Template.

Note: Token Type Configuration and token type to
Validation Template mapping are both empty

Default: The Attribute Name Mapping table is empty by
default.
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Syntax

creat eRequesterPartnerProfile(partnerProfileld, defaultRelyingPartyPPlD,
descri ption)

Argument Definition

partner Profil el d Specifies the name of the partner profile.

Specifies the relying party partner profile to use, if the AppliesTo
field is missing from the RST or if it could not be mapped to a
Relying Party Partner.

def aul t Rel yi ngPartyPPI D

description Specifies the optional description for this partner profile

Example

The following invocation creates a new requester partner profile with default
configuration data, and displays the result of the operation. For default data
descriptions, see Table 5-2.

createRequesterPartnerProfile(partnerProfileld="custom-partnerprofile”,
defaultRelyingPartyPPID="rpPartnerProfileTest", description="custom
partner profile™)

5.1.30 createRelyingPartyPartnerProfile

ORACLE

The createRelyingPartyPartnerProfile command is an online command that creates
a new relying party partner profile with default configuration data. This command
belongs to Partner Profiles Commands category.

Description

Creates a new relying party partner profile with default configuration data, and displays
the result of the operation.

Table 5-3 describes the default configuration created with this command.

Table 5-3 Default Configuration: createRelyingPartyPartnerProfile
|

Element Description
Download Policy Default: false
Allow Unmapped Claims Default: false
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Table 5-3 (Cont.) Default Configuration: createRelyingPartyPartnerProfile
|

Element Description

Token Type Configuration The Token Type Configuration will contain a single entry, with:

*  The token type set to the type of Issuance Template
referenced by defaultlssuanceTemplatelD

*  The Issuance template set to defaultissuanceTemplatelD

Note: For the token type of the issuance template referenced

by defaultissuanceTemplatelD, it will be linked to the issuance

template, while the other token types will not be linked to any

issuance template.

If the issuance template referenced by
defaultlssuanceTemplatelD is of custom token type, the
table will only contain one entry, with the custom token
type, mapped to the custom token type as the external
URI, and mapped to the issuance template referenced by
defaultlssuanceTemplatelD

Attribute Name Mapping The Attribute Name Mapping table is empty be default.

Syntax

createRel yi ngPartyPartnerProfile(partnerProfileld, defaultlssuanceTenpl atelD,
description)

Argument Definition

partner Profil el d Specifies the name of the partner profile.

Specifies the default issuance template and token type to

faultl nceTenpl ID . e
defaul t1ssuanceTenpl ate issue if no token type was specified in the RST.

description Specifies the optional description for this partner profile

Example

The following invocation creates a new relying party partner profile with default
configuration data, and displays the result of the operation.

createRelyingPartyPartnerProfile(partnerProfileld="custom-partnerprofile"”,
defaultlssuanceTemplatelD="saml11l-issuance-template", description="custom
partner profile™)

5.1.31 createlssuingAuthorityPartnerProfile

ORACLE

The createlssuingAuthorityPartnerProfile command is an online command that creates
a new issuing authority partner profile with default configuration data. This command
belongs to Partner Profiles Commands category.

Description

Creates a new issuing authority partner profile with the default configuration data in
Table 5-4, and displays the result of the operation.
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Table 5-4 Default Configuration: createlssuingAuthorityPartnerProfile
|

Element Description
Server Clockdrift Default: 600 seconds
Token Mapping The Token Mapping Section will be configured as follows:

e Override Simple User Mapping: false

e Override User NamelD Mapping: false

e Override Attribute Based User Mapping: false
e Override Simple Partner Mapping: false

e Override Partner NamelD Mapping: false
Empty fields

e simple user mapping

e attribute based user mapping

e simple partner mapping

Partner NamelD Mapping The Partner NamelD Mapping table will be provisioned with the
following entries as NamelD format. However, without any data
in the datastore column the issuance template referenced by
defaultlssuanceTemplatelD is of token type SAML 1.1, SAML 2.0,
or Username.

The table will contain the following entries:

e urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName

e urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName

e urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

e urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

e urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos

e urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

User NamelD Mapping The User NamelD Mapping table will be provisioned with the
following entries as NamelD format:

e urn.oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName, empty
datastore column

e urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName, dn set in the datastore column

. urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress,
mail set in the datastore column

e urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified,
empty datastore column

e urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos,
empty datastore column

e urn:oasis:names:tc:SAML:2.0:nameid-format:persistent,
empty datastore column

Attribute Mapping The Attribute Value Mapping and Attribute Name Mapping table
is empty be default.

Syntax

createl ssui ngAut horityPartnerProfile(partnerProfileld, description)
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Argument Definition

partner Profil el d Specifies the name of the partner profile.

description Specifies the optional description for this partner profile

Example

The following invocation a new issuing authority partner profile with default
configuration data, and displays the result of the operation.

createlssuingAuthorityPartnerProfile(partnerProfileld="custom-partnerprofile”
description="custom partner profile™)

5.1.32 deletePartnerProfile

The deletePartnerProfile command is an online command that deletes an partner
profile referenced by the partnerProfileld parameter. This command belongs to Partner
Profiles Commands category.

Description

Deletes an partner profile referenced by the partnerProfileld parameter, and displays
the result of the operation. See Advanced Identity Federation Commands for
information regarding SAML 1.1.

Syntax

del etePartnerProfil e(partnerProfileld)

Argument Definition

partnerProfil el d Specifies the name of the partner profile to be removed.

Example

The following invocation deletes an partner profile referenced by the partnerProfileld
parameter, and displays the result of the operation.

deletePartnerProfile(partnerProfileld="custom-partnerprofile™)

5.1.33 getAlllssuanceTemplates

ORACLE

The getAlllssuanceTemplates command is an online command that retrieves the
names of all the existing issuance templates. This command belongs to Issuance
Template Commands category.

Description

Retrieves the names of all the existing issuance templates and displays them.
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Syntax

get Al | | ssuanceTenpl at es

Example

The following invocation retrieves the names of all the existing issuance templates and
displays them.

getAlllssuanceTemplates

5.1.34 getlssuanceTemplate

The getlssuanceTemplate command is an online command that retrieves the
configuration data of a specific issuance template. This command belongs to Issuance
Template Commands category.

Description

Retrieves the configuration data of the issuance template referenced by the
issuanceTemplateld parameter, and displays the content of the template.

Syntax

get | ssuanceTenpl at e(i ssuanceTenpl at el d)

Argument Definition

i ssuanceTenpl at el d Specifies the name of the issuance template.

Example

The following invocation retrieves the configuration data of the issuance template
referenced by the issuanceTemplateld parameter, and displays the content of the
template.

getlssuanceTemplate(issuanceTemplateld="custom-issuancetemp')

5.1.35 createlssuanceTemplate

The createlssuanceTemplate command is an online command that creates a new
issuance template with default configuration data. This command belongs to Issuance
Template Commands category.

Description

Creates a new issuance template with default configuration data, and displays the
result of the operation.

Table 5-5 describes the default configuration for this command.
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Table 5-5 Default Configuration: createlssuanceTemplate

Token Type Description
Username The issuance template will be created with the following default values:
*  Send Encrypted Token: false
*  NamelD User Attribute: uid
*  NamelD User Attribute Store: User Store
»  Password Attribute: (empty)
* Include Nonce: true
e Include Timestamp: true
SAML 1.1 The issuance template will be created with the following default values:
or *  Send Encrypted Token: false
SAML 2.0 e Assertion Issuer: Access Manager Hosthame

Custom Type

e NamelD Format: Email Address

*  NamelD User Attribute: mail

*  NamelD User Attribute Store: User Store

*  NamelD Qualifier: (empty)

* Include Authn Statement: true

* Include Attr Statement: true

e Sign Assertion: true

* Include Certificate in Signature: true

*  Send Encrypted NamelD: false (SAML 2.0 only)

Default Subject Confirmation Method: Sender Vouches

e Compute HOK Symmetric Key: true

e HOK Symmetric Key Generation Algorithm: http://
www. w3. or g/ 2001/ 04/ xn enc#aes128- chc

Empty tables: Attribute Name Mapping, Attribute Value Mapping and
Attribute Value Filter

The issuance template will be created with the following default values:
*  Send Encrypted Token: false

Syntax

createl ssuanceTenpl at e(i ssuanceTenpl atel d, tokenType, signingKeyld,

description)

Argument

Definition

i ssuanceTenpl atel d

t okenType

si gni ngKeyl d

description

Specifies the name of the issuance template to be created.

Possible values can be:

e username: indicates that the token type is UsernameToken

e samlll: indicates that the token type is a SAML 1.1 Assertion

*  saml20: indicates that the token type is a SAML 2.0 Assertion

e <other>: in this case, the token type is assumed to be a custom
token type, referenced by <other> (replace <other> by a value)

Specifies the keylID referencing the key entry (defined in the STS
General Settings Ul section) that will be used to sign outgoing SAML
Assertions. Only required when token type is saml11 or samli20.

An optional description.
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Example

The following invocation creates a new issuance template with default configuration
data, and displays the result of the operation.

createlssuanceTemplate(issuanceTemplateld="custom-issuancetemp",
tokenType="saml20", signingKeyld="osts_signing", description="custom issuance
template™)

5.1.36 deletelssuanceTemplate

The deletelssuanceTemplate command is an online command that deletes an
issuance template referenced by the issuanceTemplateld parameter, and displays the
result of the operation. This command belongs to Issuance Template Commands
category.

Description

Deletes an issuance template referenced by the issuanceTemplateld parameter, and
displays the result of the operation.

Syntax

del et el ssuanceTenpl at e(i ssuanceTenpl at el d)

Argument Definition

i ssuanceTenpl at el d Specifies the name of the existing issuance template to be removed.

Example

The following invocation deletes an issuance template referenced by the
issuanceTemplateld parameter, and displays the result of the operation.

deletelssuanceTemplate(issuanceTemplateld="custom-issuancetemp')

5.1.37 getAllValidationTemplates

ORACLE

The getAllvalidationTemplates command is an online command that retrieves the
names of all the existing validation templates. This command belongs to Validation
Template Commands category.

Description

Retrieves the names of all the existing validation templates and displays them.

Syntax

get Al | Val i dati onTenpl at es()

Example

The following invocation retrieves the names of all the existing validation templates
and displays them.

getAllvalidationTemplates()
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5.1.38 getValidationTemplate

The getValidationTemplate command is an online command that retrieves the
configuration data of a specific validation template, and displays the content of the
template. This command belongs to Validation Template Commands category.

Description

Retrieves the configuration data of the validation template referenced by the
validationTemplateld parameter, and displays the content of the template.

Syntax

get Val i dati onTenpl at e(val i dati onTenpl at el d)

Argument Definition

val i dati onTenpl at el Specifies the name of the existing validation template.

d

Example

The following invocation retrieves the configuration data of a specific validation
template, and displays the content of the template.

getValidationTemplate(validationTemplateld="custom-wss-validtemp™)

5.1.39 createWSSValidationTemplate

ORACLE

The createWSSValidationTemplate command is an online command that creates a
new validation template with default configuration data. This command belongs to
Validation Template Commands category.

Description

Creates a new WSS validation template with default configuration data, and displays
the result of the operation. The validation template is created using the values in
Table 5-6, depending on the token type.

Table 5-6 Default Configuration: createWSSValidationTemplate

|
Token Type Description

Username The validation template will be created with the following default values:
e Timestamp Lifespan: 600 seconds
«  Enable Credential Validation: true
e Validation Source: Partner
«  Token Mapping: Map token to Partner
*  Enable Simple Partner Mapping: true
e Partner Datastore Attribute: username
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Table 5-6 (Cont.) Default Configuration: createWSSValidationTemplate
|

Token Type Description
SAML 1.1 The validation template will be created with the following default values:
or *  Authentication Timeout: 3600 seconds
SAML 2.0 e Timestamp Lifespan: 3600 seconds
The Token Mapping section will be created with the following default
values:

e Map token: Map token to Partner

e Enable Simple User Mapping: false

e Enable User NamelD Mapping: false

«  Enable Attribute Based User Mapping: false

«  Enable Simple Partner Mapping: false

«  Enable Partner NamelD Mapping: false

Empty fields: User Token Attribute, User Datastore Attribute and Attribute

Based User Mapping

Also:

e Partner Token Attribute: NamelD

*  Partner Datastore Attribute: username

Partner NamelD Mapping table will be provisioned with the following

entries as NamelD format, but without any data in the datastore column:

e urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName

e urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName

e urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

e urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

e urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos

e urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

User NamelD Mapping table will be provisioned with the following entries

as NamelD format:

e urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName, empty datastore column

. urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName, dn
set in the datastore column

e urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress, mail set
in the datastore column

e urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified, empty
datastore column

e urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos, empty
datastore column

e urn:oasis:names:tc:SAML:2.0:nameid-format:persistent, empty
datastore column
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Table 5-6 (Cont.) Default Configuration: createWSSValidationTemplate

Token Type Description
X.509 The Token Mapping section will be created with the following default
values:

e Map token: Map token to Partner

«  Enable Simple User Mapping: false

e Enable Attribute Based User Mapping: false

*  Enable Simple Partner Mapping: true

Empty fields: User Token Attribute, User Datastore Attribute and Attribute
Based User Mapping

Also:

e Partner Token Attribute: DN

*  Partner Datastore Attribute: sslclientcertdn

Kerberos The Token Mapping section will be created with the following default
values:
e Map token: Map token to User
e Enable Simple User Mapping: true
*  Enable Attribute Based User Mapping: false
«  Enable Simple Partner Mapping: false
Empty fields: Partner Token Attribute, Partner Datastore Attribute and
Attribute Based User Mapping
Also:
e User Token Attribute: TPE_KERBEROS_PRINCIPAL_FULL
e User Datastore Attribute: mail

Syntax

createWsSval i dati onTenpl ate(tenpl ateld, tokenType,
def aul t Request er PPI D, descri ption)

Argument Definition

tenpl atel d Specifies the name of the name of the validation template to be
created.

t okenType Specifies the token type of the validation template. Possible values

can be:

e username: indicates that the token type is UsernameToken

e samlll: indicates that the token type is a SAML 1.1 Assertion
e saml20: indicates that the token type is a SAML 2.0 Assertion
»  x509: indicates that the token type is an X.509 certificate

»  kerberos: indicates that the token type is a Kerberos token

e oam: indicates that the token type is Access Manager

def aul t Request er PPI Specifies the R_eques_ter partner profile to use if OSTS is configured
D not to map the incoming message to a requester.

description Specifies an optional description.
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Example

The following invocation creates a new validation template with default configuration
data, and displays the result of the operation.

createWSSValidationTemplate(templateld="custom-wss-validtemp",
tokenType="custom",

defaultRequesterPPID="requesterPartnerProfileTest", description="custom
validation

template™)

5.1.40 createWSTrustValidationTemplate

ORACLE

The createWSTrustValidationTemplate command is an online command that creates
a new WS-Trust validation template with default configuration data. This command
belongs to Validation Template Commands category.

Description

Creates a new WS-Trust validation template with default configuration data, and
displays the result of the operation. The WS-Trust validation template is created with
the values in Table 5-7, depending on the token type.

Table 5-7 Default Configuration: createWSTrustValidationTemplate

|
Token Type Description

Username The WS-Trust validation template will be created with the following default

values:

e Timestamp Lifespan: 600 seconds

*  Enable Credential Validation: false

e Validation Source: User Store

«  Token Mapping: Map token to User

e Enable Simple User Mapping: true

e USer Datastore Attribute: uid
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Table 5-7 (Cont.) Default Configuration: createWSTrustValidationTemplate

Token Type Description
SAML 1.1 The WS-Trust validation template will be created with the following default
or values:
SAML 2.0 *  Authentication Timeout: 3600 seconds
e Timestamp Lifespan: 3600 seconds
The Token Mapping section will be created with the following default values:
e Map token: Map token to User
e Enable Simple User Mapping: false
e Enable User NamelD Mapping: true
«  Enable Attribute Based User Mapping: false
Empty fields: User Datastore Attribute, Attribute Based User Mapping
User NamelD Mapping table will be provisioned with the following entries as
NamelD format:
e urn:oasis:names:tc:SAML:1.1:nameid-
format:WindowsDomainQualifiedName, empty datastore column
e urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName, dn set
in the datastore column
e urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress, mail set in
the datastore column
e urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified, empty
datastore column
e urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos, empty datastore
column
e urn:oasis:names:tc:SAML:2.0:nameid-format:persistent, empty
datastore column
X.509 The WS-Trust Token Mapping section will be created with the following
default values:
e Map token: Map token to User
«  Enable Simple User Mapping: true
«  Enable Attribute Based User Mapping: false
- Enable Simple Partner Mapping: true
e User Token Attribute: CN
e User Datastore Attribute: CN
e Attribute Based User Mapping (empty)
Kerberos The WS-Trust Token Mapping section will be created with the following
default values:
e Map token: Map token to User
e Enable Simple User Mapping: true
«  Enable Attribute Based User Mapping: false
e Attribute Based User Mapping (empty)
e User Token Attribute: TPE_KERBEROS_PRINCIPAL_FULL
e User Datastore Attribute: mail
OAM The WS-Trust Token Mapping section will be created with the following

default values:

e Map token: Map token to User

«  Enable Simple User Mapping: true

«  Enable Attribute Based User Mapping: false
e Attribute Based User Mapping (empty)

e User Token Attribute: TPE_NAME_ID

e User Datastore Attribute: uid
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Table 5-7 (Cont.) Default Configuration: createWSTrustValidationTemplate

_______________________________________________________________________|
Token Type Description

custom The WS-Trust Token Mapping section will be created with the following
default values:
e Map token: Map token to None
e Enable Simple User Mapping: false
e Enable Attribute Based User Mapping: false
e Attribute Based User Mapping (empty)
e User Token Attribute: (empty)
e User Datastore Attribute: (empty)

Syntax

creat eWsTr ust Val i dati onTenpl ate(tenpl ateld, tokenType, description)

Argument Definition
Specifies the name of the name of the WS-Trust validation template to
tenplateld
be created.
t okenType Specifies the token type of the WS-Trust validation template. Possible
values can be:
e username: indicates that the token type is UsernameToken
e samlll: indicates that the token type is a SAML 1.1 Assertion
* saml20: indicates that the token type is a SAML 2.0 Assertion
»  x509: indicates that the token type is an X.509 certificate
»  kerberos: indicates that the token type is a Kerberos token
e oam: indicates that the token type is an Access Manager token,
supported by default
e <other>:in this case, the token type is assumed to be a custom
token type, referenced by <other> (replace <other> by a value)
description Specifies an optional description.
Example

The following invocation creates a new WS-Trust validation template with default
configuration data, and displays the result of the operation.

createWSTrustValidationTemplate(templateld="custom-wss-validtemp™,
tokenType="custom™, description="custom validation template')

5.1.41 deleteValidationTemplate

ORACLE

The deleteValidationTemplate command is an online command that deletes a
validation template. This command belongs to Validation Template Commands
category.

Description

Deletes a validation template referenced by the validationTemplateld parameter, and
displays the result of the operation.
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Syntax

del eteVal i dati onTenpl ate(val i dati onTenpl at el d)

Argument Definition

val i dati onTenpl at el Specifies the name of the validation template to be removed.

d

Example

The following invocation deletes a validation template referenced by the
validationTemplateld parameter, and displays the result of the operation.

deleteValidationTemplate(val idationTemplateld="custom-wss-validtemp™)

5.1.42 configureOWSMAQgentSTS

The configureOWSMAgQgentSTS command is an online command required to allow
custom Mobile Security Access Server (MSAS)/Oracle Web Services Manager
(OWSM) policies to work. This command belongs to Validation Template Commands
category.

Description

Online command modifies the Security Token Service configuration to allow custom
MSAS/OWSM policies to work.

Syntax

confi gur eONBMAgent STS( <t ype>, <server="soa_server1l">)

Argument Definition

The type can be ‘classpath’ or 'policymanager'. If OWSM policy manager

type service has to be seeded with STS policy, then pass in 'policymanager'.
Otherwise, use 'password' and STS policies are picked from sts_policies.jar.

server Optional. If type=policymanager, enter the WLS managed server name
where the OWSM Document Manager MBean is deployed.

Example

conf i gur eOASMAgent STS( " pol i cymanager”, server="omsm server1")
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Use these WebLogic Scripting Tool (WLST) commands to manage Identity Directory
Service.

The Identity Directory Service Commands section lists the Identity Directory Service
WLST commands and contains links to the command reference details.

6.1 Identity Directory Service WLST Commands

ORACLE

This chapter describes the WLST commands for Identity Directory Service.
Use the WLST commands listed in Table 6-1 to manage Identity Directory Service
entity attributes, entity definitions, relationships and default operational configurations.

Table 6-1 WLST Identity Directory Service Commands

Use this command... To... Use with
WLST...
activateIDSConfigChanges Reload the Identity Directory Service Online
configuration.

addAttributelnEntityConfig  Add a new attribute to the entity configuration. Online

addAttributePropsinEntityC Add new properties for an attribute in an entity Online
onfig configuration.

addAttributeRefForEntity ~ Add a new attribute to the specified entity. Online

addAttrrefPropsIinEntityCon Add new properties for an attribute reference  Online
fig in an entity configuration.

addCommonPropertyForO Add a new property for a specified operation ~ Online
perationConfig configuration.

addEntity Add a new entity to the entity configuration. Online

addEntityProps Add new properties for an entity in an entity Online
configuration.

addEntityRelation Add a new entity relation to the entity Online
configuration.

addldentityDirectoryService Add a new Identity Directory Service to the Online
configuration.

addOperationConfig Add a new operation configuration to the entity Online
configuration.

addPropertyForOperationC Add a new property to a specified operation Online
onfig configuration.

deleteAttributelnEntityConfi Delete an attribute from an entity configuration. Online
g

deleteAttributePropsIinEntit Delete attribute properties in an entity Online
yConfig configuration.
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Table 6-1 (Cont.) WLST Identity Directory Service Commands
|

Use this command... To... Use with
WLST...
deleteAttrrefPropsIinEntityC Delete attribute reference properties in an Online
onfig entity configuration.
deleteEntity Delete an entity from an entity configuration. Online
deleteEntityProps Delete entity properties in an entity Online
configuration.
deleteEntityRelation Delete the specified entity relation. Online
deleteldentityDirectoryServi Delete the specified Identity Directory Service Online
ce in the configuration.
deleteOperationConfig Delete operation configuration in an entity Online
configuration.
listAllAttributeInEntityConfi  List all attributes in the entity configuration. Online
g
listAllEntityInEntityConfig List all entities defined in the specified entity Online
configuration.
listAllldentityDirectoryServi List all Identity Directory Services in the Online
ce configuration.
removeAttributeRefForEntit Remove an attribute from the specified entity.  Online
y
removeCommonPropertyF Remove a property for the specified operation Online
orOperationConfig configuration.
removePropertyForOperati Remove a property for the specified operation Online
onConfig configuration.
updateAttributelnEntityConf Update attributes in an entity configuration. Online
ig
updateAttributePropsinEntit Update attribute properties in an entity Online
yConfig configuration.
updateAttrrefPropsinEntity Update attribute reference properties in an Online
Config entity configuration.
updateEntity Update an entity's properties in an entity Online
configuration.
updateEntityAttrs Update an entity's properties in an entity Online
configuration.
updateEntityProps Update the entity properties in an entity Online
configuration.
deleteAttributePropsinEntit Delete the attribute properties in an entity Online
yConfig configuration.
dumpConnectionPoolStats Dumps the LDAP connection pool statistics for Online
ForinMemoryConfig the associated in-memory IDS configuration
for the current JVM into a specified file.
dumpConnectionPoolStats Dumps the LDAP connection pool statistics for Online
ForAllinMemoryConfig all in-memory IDS configuration for the current
JVM into a specified file.
dumpConnectionPoolStats Dumps the LDAP connection pool statistics for Online

ForAllFileBasedConfig

all file-based IDS configuration for the current
JVM into a specified file.
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Table 6-1 (Cont.) WLST Identity Directory Service Commands

Use this command... To... Use with
WLST...

dumpConnectionPoolStats Dumps the LDAP connection pool statistics for Online
ForAllFileBasedConfig all file-based IDS configuration for the current
JVM into a specified file.

6.1.1 activateIDSConfigChanges
Online command that reloads the configuration for Identity Directory Service.

Description

Reloads the Identity Directory Service configuration.
Syntax

acti vat el DSConfi gChanges()

This command has no arguments.

Example

The following command reloads the Identity Directory Service configuration:

act i vat el DSConf i gChanges()

6.1.2 addAttributelnEntityConfig

Online command that adds an attribute to the entity configuration.

Description

Adds a new attribute to the entity configuration.

Syntax

addAttributel nEntityConfig(name, datatype, description, readOnly, pwdAttr,
appNane)

Table 6-2 addAttributelnEntityConfig Arguments

_______________________________________________________________________________________|
Argument Definition

name Name of the attribute to be added.
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Table 6-2 (Cont.) addAttributelnEntityConfig Arguments

Argument

Definition

dat at ype

description
readOnly

pwdAt t r
appNane

The attribute's type is defined as one of the following:

e binary

e boolean

e datetime

e double

* integer

e rfc822name
e string

¢ x500name
Description of the attribute to be added.

Flag to specify whether the attribute is read only or can be
modified.

Flag to specify whether the attribute defines a password or not.

Name of the Identity Directory Service.

Example

The following command adds an attribute cormonnane of userr ol e entity:

addAttributel nEntityConfig(' conmonnane','string','conmon
nane', fal se, fal se,"userrole')

6.1.3 addAttributePropsinEntityConfig

Online command that adds properties for an attribute in an entity configuration.

Description

Adds new properties for an attribute in an entity configuration.

Syntax

addAttri but ePropsl nEntityConfig(nanme, propNanes, propVals, appName)

Table 6-3 addAttributePropsinEntityConfig Arguments

Argument

Definition

name
pr opNanes

propVal s

ORACLE

Name of the attribute to be added.

List of property names separated by "|".

The properties (pr opNanes and pr opVal s) are free key/value
pairs. Applications can store any required metadata at the
attribute level in these properties. The Identity Directory Service
does not perform any validation for these property names and
does not interpret or use these properties internally.

For configuration attributes, however, the Identity Directory
Service performs a schema check and interprets the configuration
names and their values.

List of corresponding property values separated by "|".
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Table 6-3 (Cont.) addAttributePropsinEntityConfig Arguments
|

Argument Definition
appNane Name of the Identity Directory Service.
Example

The following command adds an attribute or guni t of entity userrol e:

addAttribut ePropslnEntityConfig(' orgunit','label name| multivalued','comon nang|
true','userrole')

6.1.4 addAttributeRefForEntity

Online command that adds attribute to an entity.

Description

Adds a new attribute to the specified entity.

Syntax
addAttributeRef ForEntity(name, attrRefNanme, attrRefFilter, attrRefDefaultFetch,
appNare)

Table 6-4 addAttributeRefForEntity Arguments
|

Argument Definition

nane Name of the entity to which the attribute will be added.

at t r Ref Narme Name of the attribute to be added to the entity.

attrRefFilter Type of filter to be used with the attribute, defined as one of the
following:

e beginswith

e contains

e doesnotcontain
e dynamic

e endswith

* equals

e greaterequal
e greaterthan
e lessequal

e lessthan

°* none

*  notequals

at t r Ref Def aul t Fet ch Flag to specify whether the attribute is fetched by default.
appName Name of the Identity Directory Service.

Example
The following command adds an attribute User to userr ol e entity:

addAttributeRef ForEntity(' User','givennane','none','true','userrole')

ORACLE 6-5



Chapter 6
Identity Directory Service WLST Commands

6.1.5 addAttrrefPropsInEntityConfig

Online command that adds property for an attribute reference.

Description

Adds new properties for an attribute reference in an entity configuration.

Syntax

addAttrref Propsl nEntityConfig(entityNane, attrNanme, propNames, propVals, appName)

Table 6-5 addAttrrefPropsinEntityConfig Arguments
|

Argument Definition

entityNane Name of the entity.

at t r Name Name of the attribute reference.

pr opNanes List of property names separated by "|".

The properties (pr opNanes and pr opVal s) are free key/value
pairs. Applications can store any required metadata at the
attribute level in these properties. The Identity Directory Service
does not perform any validation for these property names and
does not interpret or use these properties internally.

For configuration attributes, however, the Identity Directory
Service performs a schema check and interprets the configuration
names and their values.

propVal s List of corresponding property values separated by "|".
appNane Name of the Identity Directory Service.
Example

The following command adds a multivalued property | abel name for or g entity:

addAttrrefPropslnEntityConfig('org', 'orgunit','label name|nultivalued','conmmn
nanme|true','userrole')

6.1.6 addCommonPropertyForOperationConfig

ORACLE

Online command that adds a property for an operation configuration.

Description

Adds a new property for a specified operation configuration.

Syntax

addComonPr oper t yFor Oper ati onConfi g(entityName, propNanme, propVal ue, appName)

Table 6-6 addCommonPropertyForOperationConfig Arguments

_____________________________________________________________________________________________|
Argument Definition

entityNane Name of the entity.
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Table 6-6 (Cont.) addCommonPropertyForOperationConfig Arguments

Argument Definition

pr opName Name of the property to be added for this operation configuration.
propVal ue Value of the property to be added for this operation configuration.
appName Name of the Identity Directory Service.

Example

The following command adds a new property menber :

addComonPr oper t yFor Oper ati onConfi g(' groupnenber.attr', 'menber', 'userrole')

6.1.7 addEntity

Online command that adds an entity to the configuration.

Description

Adds a new entity to the entity configuration.

Syntax

addEntity(nane, type, idAttr, create, nodify, delete, search, attrRefNanes,
attrRefFilters, attrRefDefaultFetches, appNane)

Table 6-7 addEntity Arguments

Argument Definition

nane Name of the entity to which the attribute will be added.
type Name of the attribute to be added to the entity.

i dAttr Identity attribute of the entity to be added.

Create Flag to specify the create is allowed.

modi fy Flag to specify the modify is allowed.

delete Flag to specify the delete is allowed.

search Flag to specify the search is allowed.

attr Ref Nanmes Array of attribute names.
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Table 6-7 (Cont.) addEntity Arguments

Argument Definition

attrRefFilters An array of filter type values, defined as one of the
following:
e beginswith
e contains

e doesnotcontain
e dynamic

e endswith

e equals

e greaterequal

e greaterthan

e lessequal

e lessthan

* none

e notequals
at t r Ref Def aul t Fet ches Array of boolean strings (true, false).
appNane Name of the Identity Directory Service.

Example
The following command adds an attribute gr oup to the Gr oup entity.

addEntity(' Goup', ' group',' commonnane',true,true,true,true,’' nane|
conmonnane' , ' none| none', ' true|fal se','userrole")

6.1.8 addEntityProps

Adds property for an entity.

Description
Online command that adds new properties for an entity in an entity configuration.
Syntax

addEnt i tyProps(name, propNames, propVals, appNane)

Table 6-8 addEntityProps Arguments
|

Argument Definition

name Name of the entity.

pr opNanes List of property names separated by "|".

propVal ues List of corresponding property values separated by "|".
appName Name of the Identity Directory Service.

Example

The following command adds i ncl obj cl asses and excl obj cl asses properties:
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addEntityProps(' User',"inclobjclasses|exclobjclasses','inetorgperson|
orclidxperson','userrole')

6.1.9 addEntityRelation

Online command that adds entity relation to an entity.

Description

Add a new entity relation to the entity configuration for the specified attributes.

Syntax
addEntityRel ation(nane, type, fronEntity, fromAttr, toEntity, toAttr, recursive,
appNane)

Table 6-9 addEntityRelation Arguments
|

Argument Definition

nane Name of the relation between the entities for the given attributes.

type Type of the entity relation ("ManyToMany", "ManyToOne",
"OneToMany", "OneToOne").

fronEntity Name of the from entity.

fromittr Name of the from attribute.

toEntity Name of the to entity.

tOAtLtr Name of the to attribute.

recursive Flag to set the entity relationship as recursive.

appNane Name of the Identity Directory Service.

Example

The following command adds the nanager relation between the nanager and User
entities:

addEntityRel ation(' manager', 'ManyToOne', 'User', 'manager', 'User',
"principal', false, 'userrole')

6.1.10 addldentityDirectoryService
Online command that adds an Identity Store Service.

Description

Adds a new ldentityStoreService to the Identity Directory Service configuration.

Syntax

addl dentityDirectoryService(nane, description, propNanes, propVal ues)
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Table 6-10 addlidentityDirectoryService Arguments
|

Argument Definition

name Name of the IdentityStoreService to be added.
description Description of the IdentityStoreService.

pr opNanes An array of property hames to be added to the

IdentityStoreService configuration.

propVal ues An array of values to be defined for the property names added to
the IdentityStoreService configuration.

Example
The following command adds the userr ol e IdentityStoreService:

addl dentityDirectoryService('userrole', "user role', 'ovd.context]|
entity.config', 'default|userrole')

6.1.11 addOperationConfig

Online command that adds operation configuration to an entity.

Description

Adds a new operation configuration to the entity configuration.

Syntax

addOper ati onConfi g(entityNane, propNames, propVal ues, appNane)

Table 6-11 addOperationConfig Arguments
|

Argument Definition

entityNane Name of the entity to which the operation configuration will be
added.

pr opNanes An array of property names to be added to the operation
configuration.

propVal ues An array of property values for the properties added to the
operation configuration.

appNane Name of the Identity Directory Service.

Example

The following command adds the User entity to which the operation configuration will
be added:

addQperationConfig(' User', 'entity.searchbase', 'cn=users, dc=oracle, dc=coni,
"userrole')

6.1.12 addPropertyForOperationConfig

Online command that adds a property to an operation configuration.
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Description

Adds a new property to a specified operation configuration.

Syntax

addPr opert yFor Oper ati onConfi g(entityNane, propNanme, propVal ue, appName)

Table 6-12 addPropertyForOperationConfig Arguments
|

Argument Definition

entityNane Name of the entity to which the operation configuration will be
added.

pr opName A property name to be added to the operation configuration.

propVal ue A value for the property added to the operation configuration.

appNane Name of the Identity Directory Service.

Example

The following command adds the property to the operation configuration:

addPr opert yFor Operati onConfig(' User',"'entity. searchbase',
' cn=users, dc=oracl e, dc=conm, 'userrole')

6.1.13 deleteAttributeInEntityConfig

Online command that deletes attribute from an entity.

Description

Deletes an attribute from an entity configuration.

Syntax

del eteAttributel nEntityConfig(nane, appNane)

Table 6-13 deleteAttributelnEntityConfig Arguments
|

Argument Definition

nane Name of the attribute to be deleted.
appName Name of the Identity Directory Service.
Example

The following command deletes the commonnane attribute.

del eteAttributel nEntityConfig(' commonnane', 'userrole')

6.1.14 deleteAttributePropsinEntityConfig

Online command that deletes the properties of an attribute.
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Description

Deletes attribute properties in an entity configuration.

Syntax

del eteAttribut ePropsl nEntityConfig(name, propNames, appNane)

Table 6-14 deleteAttributePropsinEntityConfig Arguments
|

Argument Definition

name Name of the attribute.

pr opNames List of property names separated by "|".
appName Name of the Identity Directory Service.
Example

The following example deletes the property | abel nane from the userr ol e entity:

del eteAttributePropslnEntityConfig('orgunit','label nane|multivalued ,'userrole")

6.1.15 deleteAttrrefPropsinEntityConfig

ORACLE

Online command that deletes attribute reference properties in an entity.

Description

Deletes one or more attribute reference properties in an entity configuration.

Syntax
del eteAttrrefPropslinEntityConfig(entityName, attrNanme, propNanes, appNane)

Table 6-15 deleteAttrrefPropsinEntityConfig Arguments
|

Argument Definition

entityNane Name of the entity.

attrName Name of the attribute reference.

pr opNames List of property names to be deleted. If multiple properties are to
be deleted, they should be separated by "|".

appNane Name of the Identity Directory Service.

Example

The following command deletes two properties from attribute reference or guni t of
entity or g:

del eteAttrref PropsinEntityConfig('org', 'orgunit','|abel name|
mul tival ued', ' userrole")
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6.1.16 deleteEntity

Online command that deletes an entity.

Description

Deletes an entity from an entity configuration.

Syntax

del et eEntity(name, appNane)

Table 6-16 deleteEntity Arguments
|

Argument Definition

nane Name of the entity to be deleted.
appNane Name of the Identity Directory Service.
Example

The following command deletes the User entity.

del eteEntity(' User', 'userrole')

6.1.17 deleteEntityProps

ORACLE

Online command that deletes the properties of an entity.

Description

Deletes entity properties in an entity configuration.

Syntax

del et eEnti tyProps(nane, propNanes, appNane)

Table 6-17 deleteEntityProps Arguments
|

Argument Definition

nane Name of the entity.

pr opNames List of property names separated by "|".
appNane Name of the Identity Directory Service.
Example

The following command deletes the two properties i ncl obj cl asses and
excl obj cl asses of User entity:

del eteEntityProps(' User',"incl objcl asses| excl obj cl asses', ' userrole')
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6.1.18 deleteEntityRelation

Online command that deletes the relationship between entities.

Description

Deletes the specified entity relation between entities for the given attributes.

Syntax

del et eEnti tyRel ati on(nane, appName)

Table 6-18 deleteEntityRelation Arguments
|

Argument Definition

name Name of the relation between the entities for the given attributes.
appName Name of the Identity Directory Service.

Example

The following command deletes the manager relation specified between entities:

del eteEntityRel ation(' nanager', 'userrole')

6.1.19 deleteldentityDirectoryService

Online command that deletes the specified IdentityStoreService.

Description

Deletes the specified IdentityStoreService in the Identity Directory Service
configuration.

Syntax

del etel dentityDirectoryService(nanme)

where name is the name of the IdentityStoreService configuration to be deleted.

Example
The following example deletes i ds1 IdentityStoreService configuration.

del etel dentityDirectoryService('idsl")

6.1.20 deleteOperationConfig

Online command that deletes an operation configuration.

Description

Deletes an operation configuration in an entity configuration.
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Syntax

del et eQperati onConfig(entityNane, appNane)

Table 6-19 deleteOperationConfig Arguments
|

Argument Definition

entityNane Name of the entity from which the operation configuration will be
removed.

appNane Name of the Identity Directory Service.

Example

The following command deletes the operation configuration associated with entity User
and application userrol e:

del et eCperationConfig(' User', "' userrole')

6.1.21 listAllAttributeInEntityConfig

Online command that lists all attributes.

Description

Lists all attributes in the entity configuration.
Syntax
listAllAttributelnEntityConfig(appNare)

where appName is the name of the Identity Directory Service that contains the entity
configuration from which the list of attributes is retrieved.

Example
The following command obtains the list of attributes from userr ol e entity:

[istAllAttributelnEntityConfig(' userrole')

6.1.22 listAllEntitylnEntityConfig

ORACLE

Online command that lists all entities for an entity configuration.

Description

Lists all entities defined in the specified entity configuration.

Syntax

listAlEntitylnEntityConfig(appNane)

where appName is the name of the Identity Directory Service that contains the entity
configuration from which the list of entities is retrieved.
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Example
The following command obtains the list of entities associated with userr ol e entity:

listAlEntitylnEntityConfig('userrole')

6.1.23 listAllldentityDirectoryService

Online command that lists all IdentityStoreService for an Identity Directory Service
configuration.

Description
Lists all IdentityStoreService in Identity Directory Service configuration.

Syntax

listAllldentityDirectoryService()
This command has no arguments.

Example

The following command lists all the IdentityStoreService for an Identity Directory
Service configuration:

listAllldentityDirectoryService()

6.1.24 removeAttributeRefForEntity

ORACLE

Online command that deletes an attribute from an entity.

Description

Removes an attribute from the specified entity.

Syntax

removeAttribut eRef ForEntity(name, attrRefNanme, appName)

Table 6-20 removeAttributeRefForEntity Arguments
|

Argument Definition

name Name of the entity from which the attribute will be removed.
attr Ref Name The name of the attribute to be removed.

appNane Name of the Identity Directory Service.

Example

The following command deletes the gi vennane attribute associated with User entity:

renoveAttribut eRef ForEntity(' User','givennane', ' userrole')
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6.1.25 removeCommonPropertyForOperationConfig

Online command that deletes a property for an operation configuration.

Description

Removes a property for the specified operation configuration.

Syntax

r enoveConmonPr oper t yFor Qper ati onConfi g(entityNane, propNane, appName)

Table 6-21 removeCommonPropertyForOperationConfig Arguments
|

Argument Definition

entityNane Name of the entity.

pr opNane Name of property to be removed for this operation configuration.
appName Name of the Identity Directory Service.

Example

The following command removes gr oupnenber . attr property associated with User
entity:

r emoveCommonPr opert yFor Oper ationConfi g(' User', ' groupmenber.attr',' userrole')

6.1.26 removePropertyForOperationConfig

ORACLE

Online command that removes a property for an operation configuration.

Description

Removes a property for the specified operation configuration.
Syntax

renovePr opert yFor Qper ati onConfi g(entityNane, propNane, appNane)

Table 6-22 removePropertyForOperationConfig Arguments
|

Argument Definition

entityNane Name of the entity from which the operation configuration will be
removed.

pr opName A property name to be removed from the operation configuration.

appName Name of the Identity Directory Service.

Example

The following command removes ent i ty. sear chbase property associated with User
entity:

r emovePr opert yFor OperationConfig(' User',"'entity.searchbase','userrole')
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6.1.27 updateAttributeInEntityConfig

Online command that updates an attribute for an entity configuration.

Description

Updates attributes in an entity configuration.

Syntax

updat eAttributel nEntityConfig(name, attrNames, attrVals, appNane)

Table 6-23 updateAttributelnEntityConfig Arguments
|

Argument Definition
nane Name of the entity attribute to be updated.
at t r Names List of configuration attribute names separated by "|". Valid
configuration attribute names are:
- dataType
e description
e readOnly
e pwdAttr
« attrlnUse
attrvals List of corresponding attribute values separated by "|".
appName Name of the Identity Directory Service.
Example

The following command updates the conmonnane attribute:

updat eAttributel nEntityConfig(' commnnane','readOnly|pwdAttr|attrinUse',"'true|
false|false','userrole')

6.1.28 updateAttributePropsinEntityConfig

ORACLE

Online command that updates the properties of an attribute for an entity.

Description

Updates attribute properties in an entity configuration.

Syntax

updat eAttri but ePropsl nEntityConfig(nane, propNanes, propVals, appNanme)

Table 6-24 updateAttributePropsinEntityConfig Arguments
|

Argument Definition

nane Name of the attribute to be updated.

pr opNanes List of property names separated by "|".

propVal s List of corresponding property values separated by "|".
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Table 6-24 (Cont.) updateAttributePropsinEntityConfig Arguments
|

Argument Definition
appNane Name of the Identity Directory Service.
Example

The following command updates the properties for or guni t attribute associated with
userr ol e application:

updat eAttributePropslnEntityConfig(' orgunit', ' multivalued ,'nrmultivalued ,'userrol
e')

6.1.29 updateAttrrefPropsinEntityConfig

Online command that updates attribute reference properties for an entity.

Description

Updates attribute reference properties in an entity configuration.

Syntax
updat eAttrref Propsl nEntityConfig(entityNane, attrNane, propNanes, propVals,
appNare)

Table 6-25 updateAttrrefPropsinEntityConfig Arguments
|

Argument Definition

entityNane Name of the entity.

at t r Name Name of the attribute reference.

pr opNanes List of property names separated by "|".

propVal s List of corresponding property values separated by "|".
appNane Name of the Identity Directory Service.

Example

The following command updates the attribute reference properties:

updat eAttrref Propsl nEntityConfig('org',
‘orgunit',"entity.searchbase', ' nultivalued','userrole')

6.1.30 updateEntity

Online command that updates properties of an entity.

Description

Updates an entity's properties in an entity configuration.
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Syntax

updat eEntity(nane, type, idAttr, create, nodify, delete, search, appNane)

Table 6-26 updateEntity Arguments

Argument Definition

nane Name of the entity to be updated.
type Type of the entity.

i dAttr Identity attribute of the entity.

Create Flag to specify the create is allowed.
modi fy Flag to specify the modify is allowed.
delete Flag to specify the delete is allowed.
search Flag to specify the search is allowed.
appName Name of the Identity Directory Service.
Example

The following command updates the properties associated with G oup entity:

updat eEntity(' Group','group',' comonnane',true,true,true,true,' userrole')

6.1.31 updateEntityAttrs

Online command that updates the configuration attributes for an entity.

Description

Updates the configuration attributes for an entity attribute.

Syntax

updat eEntityAttrs(name, attrNames, attrVals, appNane)

Table 6-27 updateEntityAttrs Arguments

_______________________________________________________________________|
Argument Definition

nane Name of the entity attribute.

To update the properties of an entity attribute, see
updateAttributePropsInEntityConfig.
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Table 6-27 (Cont.) updateEntityAttrs Arguments

______________________________________________________________________|
Argument Definition

attr Names List of configuration attribute names. If multiple configuration
attributes are to be updated, they should be separated by "|". Valid
configuration attribute names are:
o idAttr
o pwdAttr
o firstnameAttr
- lastnaneAttr
e« mailAttr
o displaynameAttr
e descriptionAttr
e challengeAttr
e chall engeAnsAttr
e comonl dAttr.

attrvals List of corresponding configuration attribute values separated by
"

appNane Name of the Identity Directory Service.

Example

The following command updates configuration attributes associated with User entity:

updateEntityAttrs(' User', idAttr|firstnameAttr', ' uid|givennane','userrole')

6.1.32 updateEntityProps

Online command that updates the properties of an entity.

Description

Updates the entity properties in an entity configuration.

Syntax

updat eEntityProps(name, propNames, propVals, appName)

Table 6-28 updateEntityProps Arguments
|

Argument Definition

nane Name of the attribute to be updated.

pr opNames List of property names separated by "|".

propVal s List of corresponding property values separated by "|".
appName Name of the Identity Directory Service.

Example

The following command updates the properties associated with User entity:
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updat eEntityProps(' User',"inclobjcl asses| excl objclasses',"inetorgperson|
orclidxperson','userrole')

6.1.33 deleteAttributePropsinEntityConfig

Online command that deletes the attribute properties in an entity configuration.

Description
Deletes the attribute properties in an entity configuration.
Syntax

del eteAttributePropslnEntityConfig(name, propNanes, appNane)

Table 6-29 deleteAttributePropsinEntityConfig
|

Argument Definition

nane Name of the attribute to be deleted.

pr opNanes List of property names separated by "|".
appNane Name of the Identity Directory Service.
Example

The following command deletes the attribute property, or guni t from the userrol e.

del eteAttributePropslnEntityConfig('orgunit','label nane|validvalues','userrole')

6.1.34 dumpConnectionPoolStatsForinMemoryConfig

ORACLE

Online command that dumps the LDAP connection pool statistics for the associated
in-memory IDS configuration for the current JVM on which WLS is configured into a
specified file.

Description

Dumps the LDAP connection pool statistics for the associated in-memory IDS
configuration for the current JVM on which WLS is configured into a specified file.

Syntax

dunpConnect i onPool St at sFor | nMenor yConfi g(name, fileNane)

Table 6-30 dumpConnectionPoolStatsForinMemoryConfig
|

Argument Definition

nane Name of the in-memory IDS configuration.
fil eNane Refers to the full path of the file.
Example

The following example dumps the connection pool statistics for the in-memory IDS
configuration i ds1 into the specified file:
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dunpConnect i onPool St at sFor | nMenoryConfig('idsl', '/tnp/dunp.txt')

6.1.35 dumpConnectionPoolStatsForAlllnMemoryConfig

Online command that dumps the LDAP connection pool statistics for all in-memory
IDS configuration for the current JVM on which WLS is configured into a specified file.

Description

Dumps the LDAP connection pool statistics for all in-memory IDS configuration for the
current JVM on which WLS is configured into a specified file.

Syntax

dunpConnect i onPool St at sFor Al | | nMenor yConfi g(fil eNane)

Table 6-31 dumpConnectionPoolStatsForAllinMemoryConfig
|

Argument Definition
fil eNanme Refers to the full path of the file.
Example

The following example dumps LDAP connection pool statistics for all in-memory IDS
configuration into the specified file:

dunpConnect i onPool St at sFor Al | [ nMemoryConfig('/tnp/ dunp. txt')

6.1.36 dumpConnectionPoolStatsForAllFileBasedConfig

ORACLE

Online command that dumps the LDAP connection pool statistics for all file-based IDS
configuration for the current JVM on which WLS is configured into a specified file.

Description

Dumps the LDAP connection pool statistics for all file-based IDS configuration for the
current JVM on which WLS is configured into a specified file.

Syntax

dunpConnect i onPool St at sFor Al | Fi | eBasedConfi g(nanme, fileNange)

Table 6-32 dumpConnectionPoolStatsForAllFileBasedConfig
|

Argument Definition

name Name of the file-based IDS configuration.
fileNane Refers to the full path of the file.
Example

The following example dumps the connection pool statistics for ids file-based
configuration into the specified file:

dunpConnect i onPool St at sFor Fi | eBasedConfig('idsl', '/tnp/dunp.txt')
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6.1.37 dumpConnectionPoolStatsForAllFileBasedConfig

ORACLE

Online command that dumps the LDAP connection pool statistics for all file-based IDS
configuration in the current JVM on which WLS is configured into a specified file.

Description

Dumps the LDAP connection pool statistics for all file-based IDS configuration for the
current JVM on which WLS is configured into a specified file.

Syntax

dunpConnect i onPool St at sFor Al | Fi | eBasedConfi g(fil eName)

Table 6-33 dumpConnectionPoolStatsForAllFileBasedConfig
|

Argument Definition
fil eNane Refers to the full path of the file.
Example

The following example dumps the connection pool statistics all file-based IDS
configuration into the specified file:

dunpConnect i onPool St at sFor Fi | eBasedConfig('/tnp/dunp.txt")
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Library Oracle Virtual Directory WLST
commands

Use these custom WebLogic Scripting Tool (WLST) commands to manage Library

Oracle Virtual Directory.

The Library Oracle Virtual Directory commands section lists the Library Oracle Virtual

Directory WLST commands and contains links to the command reference details.

7.1 Library Oracle Virtual Directory WLST Commands

This chapter describes the Library Oracle Virtual Directory (libOVD) WLST commands.

ORACLE

Use the WLST commands listed in Table 7-1 to manage a libOVD configuration

associated with a specific Oracle Platform Security Services (OPSS) context.

Table 7-1 WLST libOVD Commands

Use this command... To... Use with
WLST...

addDNAttribute Add an attribute to the DN attributes list for an  Online
existing adapter.

activateLibOVDConfigChan Reload the libOVD configuration. Online

ges

addAttributeExclusionRule  Add a attribute exclusion rule. Online

addAttributeRule Add a new attribute mapping rule. Online

addDomainExclusionRule  Add a domain exclusion rule. Online

addDomainRule Add a new domain mapping rule. Online

addJoinRule Add a join rule to an existing Join Adapter for a Online
libOVD configuration.

addLDAPHost Add a new remote host to an existing LDAP Online
adapter.

addMappingContext Create a new mapping context. Online

addPlugin Add a plug-in to an existing adapter or at the ~ Online
global level.

addPluginParam Add new parameter values to the existing Online
adapter level plug-in or global plug-in.

addToRequestControlExclu Add a control to the Request Control Online

delList Exclude List for an existing LDAP adapter
configuration.

addToRequestControlinclu  Add a control to the Request Control Online

delList Include List for an existing LDAP adapter
configuration.

assignViewToAdapter Assign the given view to an adapter. Online
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Table 7-1 (Cont.) WLST libOVD Commands

Use this command...

To...

Use with
WLST...

createJoinAdapter

createLDAPAdapter

createLDAPAdapterWithDe

faultPlugins
createView

deleteAdapter

deleteAttributeExclusionRul

e
deleteAttributeRule

deleteDomainExclusionRul

e
deleteDomainRule
deleteMappingContext
deleteView

getAdapterDetails

listAdapters

listAllMappingContextlds
listAttributeRules
listDomainRules
listViews
modifyLDAPAdapter

modifySocketOptions

removeAllRequestControlE

xcludeList

removeAllRequestControlin

cludeList

removeDNAttribute

removeFromRequestContr

olExcludeList

removeFromRequestContr

olincludeList

Create a new Join Adapter for a libOVD

configuration.

Create a new LDAP adapter for a libOVD

configuration.

Create a new LDAP adapter with default plug-
ins based on the specified directory type.

Create a new view.

Delete an existing adapter for a libOVD

configuration.

Delete a attribute exclusion rule.

Delete a attribute mapping rule.

Delete a domain exclusion rule.

Delete a domain mapping rule.

Delete the specified mapping context.

Delete the specified view.

Display the details of an existing adapter for a

libOVD configuration.

List the name and type of all adapters that are
configured for a libOVD configuration.

List all the mapping contexts.

List all the attribute rules.
List all the domain rules.

List all views

Modify the existing LDAP adapter

configuration.

Modify the socket options for an existing LDAP

adapter configuration.

Remove all controls from the Request Control
Exclude List for an existing LDAP adapter

configuration.

Remove all controls from a Request Control
Include List for an existing LDAP adapter

configuration.

Remove an attribute from the DN attributes list
for an existing LDAP adapter configuration.

Remove a control from the Request Control
Exclude List for an existing LDAP adapter

configuration.

Removes a control from the Request Control
Include List for an existing LDAP adapter

configuration.

Online

Online

Online

Online

Online

Online

Online

Online

Online
Online
Online

Online

Online

Online
Online
Online
Online

Online

Online

Online

Online

Online

Online

Online
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Table 7-1 (Cont.) WLST libOVD Commands
|

Use this command... To... Use with
WLST...

removeJoinRule Remove a join rule from a Join Adapter Online
configured for a libOVD configuration.

removeLDAPHost Remove a remote host from an existing LDAP  Online
adapter configuration.

removePlugin Remove a plug-in from an existing adapter or ~ Online
at the global level.

removePluginParam Remove an existing parameter from a Online
configured adapter level plug-in or global plug-
in.

replacePluginParam Replace existing parameter values for an Online
adapter level plug-in or global plug-in.

unassignViewFromAdapter Un-assign a view from an adapter. Online

listSSLStoreType List the type of SSL store in use for libOVD. Online

enableKSSForSSL Enable KSS for libOVD. Online

enableJKSForSSL Enable JKS for libOVD. Online

createKeyStoreAndEnable Enable JKS for libOVD. Online

JKSForSSL

importTrustedCertificatelnt  Import given trusted certificate into SSL store. Online

0SSLStore

migrateAllTrustedCertificat Migrate all trusted certificates from JKS to Online

esFromJKSToKSS KSS store.

migrateTrustedCertificates Migrate given trusted certificates from JKSto  Online

FromJKSToKSS KSS store.

changeLDAPHostPort Change given LDAP host and port in an Online
existing LDAP adapter configuration to the new
host and port.

removelLDAPHostPort Remove a remote host and a port from an Online
existing LDAP adapter configuration.

setReadOnlyForLDAPHost Set the given host and port to read- Online
only/writable in an existing LDAP adapter
configuration.

dumpLdapConnectionPool Dumps the current connection pool statistics ~ Online

Stats for an adapter to a file for the given JVM.

addCipherSuite Adds cipher suite to an existing LDAP adapter Online
configuration.

removeCipherSuite Removes cipher suite to an existing LDAP Online

adapter configuration.

7.1.1 addDNAttribute

Online command that adds an attribute to the DN Attributes List.

ORACLE
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Description

Adds an attribute to the DN Attributes List for an existing adapter configured for the
libOVD configuration associated with an OPSS context.

Syntax

addDNAt t ri but e(adapt er Nane, attributeName, [contextNane])

Table 7-2 addDNAttribute Arguments
|

Argument Definition

adapt er Name Name of the adapter to be updated.

attributeName Name of the new DN attribute to be added.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is def aul t .

Example
The following example adds nenber of attribute to | dapl adapter:

addDNAt t ri but e(adapt er Nane=' | dapl', attributeName='menberof',
cont ext Name=" defaul t")

7.1.2 activateLibOVDConfigChanges

Online command that reloads the libOVD configuration.

Description

Reloads the libOVD configuration associated with a specific OPSS context.

Syntax

act i vat eLi bOVDConf i gChanges( [ cont ext Nane] )

Table 7-3 activateLibOVDConfigChanges Arguments

_______________________________________________________________________|
Argument Definition

cont ext Name Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is def aul t .

Example

The following command reloads the default libOVD configuration for a specified OPSS
context:

act i vat eLi bOVDConf i gChanges("' defaul t")

7.1.3 addAttributeExclusionRule

Online command that adds an attribute exclusion rule.
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Description

Adds an attribute exclusion rule to the exclusion list.
Syntax

addAttributeExcl usi onRul e(attribute, mappi ngContextld, [contextNange])

Table 7-4 addAttributeExclusionRule Arguments
|

Argument Definition

attribute Name of the attribute to be added to the exclusion list.
mappi ngCont ext | d Name of the mapping context.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is def aul t .

Example
The following command add obj ect si d to the exclusion list:

addAttri but eExcl usi onRul e(' obj ectsid', ' userrole')

7.1.4 addAttributeRule

Online command that adds a new attribute mapping rule.

Description

Adds a new attribute mapping rule to the libOVD configuration associated with a
specific OPSS context..

Syntax
addAttributeRul e(srcAttrs, srcbjectC ass, srcAttrType, dstAttr, dstbjectd ass,
dst AttrType, mappi ngExpression, direction, mappingContextld, [contextNane])

Table 7-5 addAttributeRule Arguments
|

Argument Definition
mappi ngCont ext 1 d Name of the mapping context.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is default.

Example

The following command creates a mapping rule for the libOVD configuration. Here, the
| ast name is mapped to the cn.

addAttributeRul e('lastnane',"","","sn',"","" """, "Inbound','userrole')

7.1.5 addDomainExclusionRule

Online command that adds a domain exclusion rule.
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Description

Adds a domain exclusion rule to the exclusion list.

Syntax

addDomai nExcl usi onRul e( domai n, mappi ngCont ext I d, [contextName])

Table 7-6 addDomainExclusionRule Arguments
|

Argument Definition

domai n Distinguished name (DN) of the attribute to be added to the
exclusion list.

mappi ngCont ext | d Name of the mapping context.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command adds cn=gr oup, dc=or acl e, dc=comto the exclusion list:

addDomai nExcl usi onRul e(' cn=gr oup, dc=or acl e, dc=coni , ' userrol e")

7.1.6 addDomainRule

ORACLE

Online command that adds a new domain mapping rule.

Description

Adds a new domain mapping rule.

Syntax

addDoma] i nRul e(srcDomai n, dest Domai n, domai nConstruct Rul e, nmappi ngCont ext | d,
[ cont ext Nane] )

Table 7-7 addDomainRule Arguments
|

Argument Definition
srcDomai n Source domain.
dest Domai n Destination domain

donmmi nConstruct Rul e Name of the attribute to be added to the exclusion list.
mappi ngCont ext | d Name of the mapping context.

cont ext Name Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is def aul t .

Example
The following command creates a domain mapping rule:

addDomai nRul (' dc=or acl e, dc=com, 'dc=oracle,dc=com, "', 'defaultContext',
"default")
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7.1.7 addJoinRule

Online command that adds a join rule to a Join Adapter.

Description

Adds a join rule to an existing Join Adapter for the libOVD configuration associated
with the specified OPSS context.

Syntax

addJoi nRul e(adapt er Name, secondary, condition, [joinerType], [contextNange])

Table 7-8 addJoinRule Arguments
|

Argument Definition

adapt er Name Name of the Join Adapter to be modified.

secondary Name of the adapter to join to.

condition The attribute(s) to join on.

j oi ner Type Optional. Defines the type of Join. Values can be Simple (default),
Conditional, OneToMany, or Shadow.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is def aul t .

Examples

The following commands create different join rules for an existing Join adapter:
addJoi nRul e(' joinl'," secondaryl dap','cn=cn', 'Sinple', 'default')

addJoi nRul e(' joinl',"' secondaryl dap','cn=cn", 'Conditional', 'default")

addJoi nRul e( adapt er Name="j 0i n1', secondary='LDAP3', condition="uid=cn',
Joi ner Type=' OneToMany" )

addJoi nRul e( adapt er Name="j 0i n1', secondary='LDAP2', condition="uid=cn",
cont ext Name=" myCont ext ')

7.1.8 addLDAPHost

ORACLE

Online command that adds a new remote host.

Description

Adds a new remote host (host and port) to an existing LDAP adapter. By default, the
new host is configured in Read-Write mode with percentage set to 100.

Syntax
addLDAPHost ( adapt er Name, host, port, [contextNane])
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Table 7-9 addLDAPHost Arguments
|

Argument Definition

adapt er Name Name of the Join Adapter to be modified.

host Remote LDAP host to which the LDAP adapter will communicate.
port Remote LDAP host port.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following commands add a host and a port to an existing LDAP adapter:

addLDAPHost ( adapt er Name=" | dapl', host="myhost.exanpl e.com, port=389)

addLDAPHost (' | dapl', 'nyhost.exanple.com,'389", 'nyContext')

7.1.9 addMappingContext

Online command that creates a new mapping context.

Description

Creates a new mapping context for the libOVD configuration associated with the
specified OPSS context.

Syntax

addMappi ngCont ext ( mappi ngCont ext 1 d, [context Name])

Table 7-10 addMappingContext Arguments
|

Argument Definition
mappi ngCont ext | d Name of the mapping context.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command creates a mapping context for the libOVD configuration:

addMappi ngCont ext (' def aul t Context', ' context')

7.1.10 addPlugin

Online command that adds a plug-in to an existing adapter or at the global level.

Description

Adds a plug-in to an existing adapter or at the global level. The "i"th key corresponds
to "i"th value. The plug-in is added to default chain.
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Syntax
addPl ugi n( pl ugi nNane, plugi nd ass, paranKeys, paranVal ues, [adapterNang],
[ cont ext Nane] )

Table 7-11 addPlugin Arguments
|

Argument Definition

pl ugi nName Name of the plug-in to be created.

pl ugi nd ass Class of the plug-in.

par ankeys Init Param Keys separated by "|".

par anval ues Init Param Values separated by "|".

adapt er Name Optional. Name of the adapter to be modified. If not specified, the
plug-in is added at the global level.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Examples
The following commands add a plug-in to an existing adapter:

W s: / nydomai n/ server Confi g> addPl ugi n( adapt er Name=" | dapl',

pl ugi nName=" Virtual Attr', pl ugi nCl ass="oracl e. ods. virtual i zati on. engi ne. chai n. pl ug
ins.virtualattr.Virtual AttributePlugin', paranKeys='AddAttribute | MatchFilter |
Cont ai nerDN', par anVal ues=' cn=%ui d% | objectclass=person | dc=oracle, dc=com)

W s: / nydonai n/ server Confi g>

addPl ugi n( pl ugi nNane="Virtual Attr', pl ugi nC ass="oracl e. ods. virtual i zati on. engi ne.
chain.plugins.virtualattr.Virtual AttributePlugin', paranKeys='AddAttribute |

Mat chFilter | ContainerDN, paranVal ues='cn=%ii d% | objectclass=person |

dc=oracl e, dc=com )

W s: / nydonai n/ server Confi g>

addPl ugi n( pl ugi nNane="' DMSMet ri cs', pl ugi nC ass=' oracl e. ods. virtual i zati on. engi ne. c
hai n. pl ugi ns. DMSMet ri ¢s. Moni t or Per f or nence'

par anKeys=' None', par anVal ues=' None' , adapt er Nane=' | dapl', cont ext Nane=' defaul t')

7.1.11 addPluginParam

ORACLE

Online command that adds new parameter values to the existing adapter level plug-in
or global plug-in.

Description

Adds new parameter values to the existing adapter level plug-in or the global plug-in. If
the parameter already exists, the new value is added to the existing set of values. The
"i"th key corresponds to "i"th value.

Syntax

addPl ugi nPar an( pl ugi nName, par ankeys, paranVal ues, [adapterNane], [contextName])
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Table 7-12 addPluginParam Arguments
|

Argument Definition

pl ugi nName Name of the plug-in to be modified.

par ankeys Init Param Keys separated by "|".

par anVval ues Init Param Values separated by "|".

adapt er Namre Optional Name of the adapter to be modified. If not specified, the
global plug-in is modified.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Examples
The following commands add a new plug-in parameter for an existing plug-in:

W s: / nydomai n/ server Confi g> addPl ugi nPar am( adapt er Nane='| dapl',
pl ugi nName="Virtual Attr', paranmkKeys='ReplaceAttribute | MatchFilter',
par anVal ues=' cn=%i d% | obj ectcl ass=person')

W s: / nydomai n/ server Confi g> addPl ugi nPar an( pl ugi nNarme="Virtual Attr',
par anKeys=' Repl aceAttribute | MatchFilter', par)

7.1.12 addToRequestControlExcludeList

ORACLE

Online command that adds a control to the Request Control Exclude List.

Description

Adds a control to the Request Control Exclude List for an existing LDAP adapter
configuration.

Syntax
addToRequest Cont r ol Excl udeLi st (adapt er Nane, control, [contextNane])

Table 7-13 addToRequestControlExcludeList Arguments
|

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

control LDAP control object identifier (OID).

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command adds 2. 16. 840. 1. 113894. 1. 8. 31 control to | dapl adapter's
Request Control Exclude List:

addToRequest Cont r ol Excl udelLi st (adapt er Nane=' | dapl',
control =' 2. 16. 840. 1. 113894. 1. 8. 31", cont ext Name="defaul t')
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7.1.13 addToRequestControlincludeList

Online command that adds a control to the Request Control Include List.

Description

Adds a control to the Request Control Include List for an existing LDAP adapter
configuration.

Syntax

addToRequest Cont rol I ncl udeLi st (adapt er Nane, control, [contextNang])

Table 7-14 addToRequestControlincludeList Arguments
|

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

control LDAP control object identifier (OID).

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command adds 2. 16. 840. 1. 113894. 1. 8. 31 control to | dapl adapter's
Request Control Include List:

addToRequest Cont rol I ncl udeLi st (adapt er Nane="| dapl',
control =' 2. 16. 840. 1. 113894. 1. 8. 31', context Name="defaul t")

7.1.14 assignViewToAdapter

ORACLE

Online command that assigns a view to an LDAP adapter.

Description

Assigns a view to an LDAP adapter in the libOVD configuration associated with an
OPSS context.

Syntax

assi gnVi ewToAdapt er (vi emNane, adapt er Name, [cont ext Nane])

Table 7-15 assignViewToAdapter Arguments
|

Argument Definition

vi ewNanme Name of the view.

adapt er Name Name of the LDAP adapter.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".
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Example
The following command assigns user Vi ewto | dapl adapter:

assi gnVi ewToAdapt er (' userView ,'ldapl', 'default')

7.1.15 createJoinAdapter

Online command that creates a new join adapter.

Description

Creates a new join adapter for the libOVD configuration associated with an OPSS
context.

Syntax

creat eJoi nAdapt er (adapt er Name, root, prinaryAdapter, [bindAdapter],[contextNange])

Table 7-16 createJoinAdapter Arguments
|

Argument Definition

adapt er Nane Name of the Join Adapter to be created.

pri mar yAdapt er Specifies the identifier of the primary adapter, which is the adapter
searched first in the join operation.

root root

bi ndAdapt er Specifies identifier of the bind adapter(s), which are the adapter(s)

whose proxy account is used to bind in the LDAP operation. By
default, pri mar yAdapt er is set as bi ndAdapt er.

cont ext Nane Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is "default".

Examples
The following commands create a Join adapter:
createJoi nAdapter('joinl','dc=join', ' primaryldap','nyldap', 'nyContext')

creat eJoi nAdapt er (adapt er Name="j oi n1', root="dc=join', primaryAdapter="nyldap')

7.1.16 createLDAPAdapter

ORACLE

Online command that creates a new LDAP adapter.

Description

Creates a new LDAP adapter for the libOVD configuration associated with an OPSS
context.

Syntax

creat eLDAPAdapt er (adapt er Name, root, host, port, renoteBase, [isSecure],
[bi ndDN], [bindPasswd], [passCred], [contextNanme])

7-12



Chapter 7
Library Oracle Virtual Directory WLST Commands

Table 7-17 createLDAPAdapter Arguments
|

Argument Definition

adapt er Nane Name of the LDAP adapter to be created.

r oot Virtual Namespace of the LDAP adapter.

host Remote LDAP host with which the LDAP adapter will
communicate.

port Remote LDAP host port number.

r enot eBase Location in the remote DIT to which root corresponds.

i sSecure Optional. Boolean value that enables secure SSL/TLS
connections to the remote hosts when set to t r ue. The default
is f al se.

bi ndDN Optional. Proxy Bi ndDN used to communicate with remote host.
Default is ™.

bi ndPasswd Optional. Proxy Bi ndPasswd used to communicate with the

remote host. Default is ™.

passCred Optional. Controls the credentials, if any, the libOVD configuration
will pass to the back-end (remote host) LDAP server. Values can
be Always (default), None, or BindOnly.

cont ext Nane Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is "default".

Examples
The following commands create an LDAP adapter:

creat eLDAPAdapt er ("t est LDAP", "dc=us, dc=oracl e, dc=conf', "nyhost.exanpl e. cont,
3060, "dc=uk,dc=o0id", false, "cn=testuser", "welcomel", "Al ways", "nyContext"

creat eLDAPAdapt er (adapt er Name=" | dapl', root="dc=conm, host='nyhost.exanple.con,
port=5566, renoteBase='dc=0id')

7.1.17 createLDAPAdapterWithDefaultPlugins

ORACLE

Online command that creates a new LDAP adapter.

Description

Creates a new LDAP adapter with default plug-ins based on the directory type for the
libOVD configuration associated with an OPSS context.

Syntax

creat eLDAPAdapt er Wt hDef aul t Pl ugi ns(adapt er Name, directoryType, root, host,

port, renoteBase, [isSecure], [bindDN], [bindPasswd], [contextName])

Table 7-18 createLDAPAdapterWithDefaultPlugins Arguments

______________________________________________________________________|
Argument Definition

adapt er Name Name of the LDAP adapter to be created.
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Table 7-18 (Cont.) createLDAPAdapterWithDefaultPlugins Arguments

_______________________________________________________________________|
Argument Definition

directoryType Directory type. The value can be one of the following directories:
e OID - Oracle Internet Directory
e OUD - Oracle Unified Directory
e SUNONE- Sun Java System Directory Server
e OVD - Oracle Virtual Directory
* ACTIVE_DIRECTORY - Microsoft Active Directory
«  EDIRECTORY - Novell eDirectory
*  OPEN_LDAP - Open LDAP
¢ WLS_OVD - Oracle WebLogic Server OVD
e TIVOLI - IBM Tivoli Directory Server

r oot Virtual Namespace of the LDAP adapter.

host Remote LDAP host to which LDAP adapter should communicate.

port Remote host port.

r enot eBase Location in the remote DIT to which the root corresponds.

i sSecure Optional. Boolean value that enables secure SSL/TLS
connections to the remote hosts when set to t r ue. The Default
is f al se.

bi ndDN Optional. Proxy Bi ndDN used to communicate with remote host.
Default is ™.

bi ndPasswd Optional. Proxy Bi ndPasswd used to communicate with the
remote host. Default is "".

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default”.

Examples

The following commands create an LDAP adapter with default plug-ins based on the
directory type:

w s: / nydomai n/ server Confi g> creat eLDAPAdapt er Wt hDef aul t Pl ugi ns("t est LDAP",
"0 D', "dc=us, dc=oracl e, dc=con’', "nyhost.exanpl e. domai n. conf', 3060,
"dc=uk, dc=oi d", false, "cn=testuser", "welconmel", "nyContext")

w s: / nydonai n/ ser ver Confi g>
cr eat eLDAPAdapt er W t hDef aul t Pl ugi ns(adapt er Namre="1dapl', directoryType="Q D",
root =' dc=com, host="nyhost . exanpl e. domai n. com, port=55686,

r enot eBase="' dc=oi d', bi ndDN="cn=t est user", bi ndPasswd="wel conel", cont ext Nane=' def au
It")

7.1.18 createView
Online command that creates a new view.

Description

Creates a new view for the libOVD configuration associated with an OPSS context.
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Syntax

createVi ew(vi ewName, [context Nang])

Table 7-19 createView Arguments
|

Argument Definition
vi ewNane Name of the new view.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command create a view nhamed, user Vi ew.

createView('userView ,'default")

7.1.19 deleteAdapter

Online command that deletes an existing adapter.

Description

Deletes an existing adapter for the libOVD configuration associated with an OPSS
context.

Syntax

del et eAdapt er (adapt er Name, [ cont ext Name])

Table 7-20 deleteAdapter Arguments
|

Argument Definition
adapt er Name Name of the Join Adapter to be deleted.
cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command deletes j oi nl adapter:

del et eAdapt er (adapt er Name="j oi n1') del eteAdapter('joinl', 'default'))

7.1.20 deleteAttributeExclusionRule

Online command that deletes an attribute exclusion rule.

Description

Deletes an attribute exclusion rule for the libOVD configuration associated with an
OPSS context.
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Syntax

del eteAttribut eExcl usi onRul e(attribute, nmappi ngContextld, [contextNane])

Table 7-21 deleteAttributeExclusionRule Arguments
|

Argument Definition

attribute Name of the attribute to be removed from the exclusion list.
mappi ngCont ext | d Name of the mapping context.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command deletes the obj ect si d attribute exclusion rule for the
associated libOVD configuration:

del eteAttri but eExcl usi onRul e(' obj ectsid', "' userrole")

7.1.21 deleteAttributeRule

Online command that delete an attribute mapping rule.

Description

Deletes an attribute mapping rule for the libOVD configuration associated with an
OPSS context.

Syntax

del eteAttributeRul e(srcAttrs, dstAttr, mappingContextld, [contextNane])

Table 7-22 deleteEntityRelation Arguments
|

Argument Definition

SrcAttrs Source attributes.

dstAttr Destination attribute.

mappi ngCont ext 1 d Name of the mapping context.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command deletes the | ast nane attribute mapping rule from cn:

del eteAttributeRul e(' | astname','sn")

7.1.22 deleteDomainExclusionRule

Online command that deletes a domain exclusion rule.
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Description

Deletes a domain exclusion rule for the libOVD configuration associated with an OPSS
context.

Syntax

del et eDonai nExcl usi onRul e(donmai n, mappi ngCont ext1d, [contextName])

Table 7-23 deleteEntityRelation Arguments
|

Argument Definition

domai n Distinguished Name of the container to be removed from the
exclusion list.

mappi ngCont ext | d Name of the mapping context.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command deletes ' ch=gr oup, dc=or acl e, dc=comi domain exclusion
rule:

del et eDonai nExcl usi onRul (' cn=gr oup, dc=or acl e, dc=con )

7.1.23 deleteDomainRule

Online command that deletes a domain mapping rule.

Description

Deletes a domain mapping rule for the libOVD configuration associated with an OPSS
context.

Syntax

del et eDonai nRul e('srcDonai n, dest Donai n, mappi ngCont extld, [contextNane])

Table 7-24 deleteDomainRule Arguments
|

Argument Definition

srcDomai n Source domain.

dest Donai n Destination domain.

mappi ngCont ext | d Name of the mapping context.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command deletes ' dc=or acl e, dc=com domain mapping rule:

del et eDonai nRul e(' dc=or acl e, dc=com , ' dc=or acl e, dc=com , ' userrol e")
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7.1.24 deleteMappingContext

Online command that deletes a mapping context.

Description

Deletes the specified mapping context for the libOVD configuration associated with an
OPSS context.

Syntax

del et eMappi ngCont ext (mappi ngCont ext I d, [ cont ext Nanme])

Table 7-25 deleteMappingContext Arguments
|

Argument Definition
mappi ngCont ext | d Name of the mapping context.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command deletes a mapping context for a libOVD configuration:

del et eMappi ngCont ext (' def aul t Context',"' cont ext)

7.1.25 deleteView

ORACLE

Online command that deletes a view.

Description

Deletes a view for the libOVD configuration associated with an OPSS context.

Syntax

createVi ew(vi ewName, [context Nane])

Table 7-26 createView Arguments
|

Argument Definition
vi ewNane Name of the view to delete.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command deletes user Vi ew view:

del eteView(' userView ,'default")
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7.1.26 getAdapterDetails

Online command that displays the details of an existing adapter.

Description

Displays the details of an existing adapter configured for the libOVD configuration
associated with an OPSS context.

Syntax

get Adapt er Det ai | s(adapt er Name, [ cont ext Nang])

Table 7-27 getAdapterDetails Arguments
|

Argument Definition
adapt er Name Name of the adapter that contains the details to be displayed.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Examples
The following commands display the details of | dapl and j oi n1 adapter respectively:

get Adapt er Det ai | s(adapt er Nane='| dapl', contextName="default')

get Adapt er Det ai | s(adapt er Nane="j oi n1')

7.1.27 listAdapters

ORACLE

Online command that lists the name and type of all adapters.

Description

Lists the name and type of all adapters that are configured for the libOVD configuration
associated with an OPSS context.

Syntax

|'i st Adapt er s([ cont ext Nane] )

Table 7-28 listAdapters Arguments

_______________________________________________________________________________________|
Argument Definition

cont ext Nane Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is "default".

Example

The following command displays the name and type of all adapters configured for a
libOVD configuration:
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|'i st Adapters()

|'i st Adapt er s( cont ext Name=" myCont ext ')

7.1.28 listAllIMappingContextlds

Online command that lists all mapping contexts.

Description

Lists the mapping contexts associated with the specified OPSS context.

Syntax

|'i st Al'l Mappi ngCont ext | ds([ cont ext Nange])

Table 7-29 listAllMappingContextlds Arguments

_______________________________________________________________________|
Argument Definition

cont ext Name Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is "default".

Example
The following command lists all the mapping contexts:

|'i st Al Mappi ngContextlds(' default')

7.1.29 listAttributeRules

ORACLE

Online command that lists all the attribute rules.

Description

List all the attribute rules in the format
SOURCE_ATTRI BUTE:DESTI NATI ON_ATTRI BUTE:DI RECTI ON.

Syntax

|istAttributeRul es(mappi ngContextld, [contextNane])

Table 7-30 listAttributeRules Arguments
|

Argument Definition
mappi ngCont ext 1 d Name of the mapping context.
cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command lists all the attribute rules:

listAttributeRul es(' defaul tContext', ' default')
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7.1.30 listDbomainRules

Online command that lists all domain rules.

Description

Lists all the domain rules in the format of SOURCE_DOMAI N:DESTI NATI ON_DOVAI N.

Syntax

|'i st Domai nRul es( mappi ngCont ext 1 d, [contextName])

Table 7-31 listDomainRules Arguments
|

Argument Definition
mappi ngCont ext I d Name of the mapping context.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command lists all domain rules:

|'i st Domai nRul es(' defaul t Context', ' default')

7.1.31 listViews

Online command that lists all views

Description

Lists all views for a libOVD configuration associated with an OPSS context.

Syntax

|'i st Vi ews([contextNane])

Table 7-32 listViews Arguments

_______________________________________________________________________________________|
Argument Definition

cont ext Nane Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is "default".

Example
The following command lists all views:

listViews('default')

7.1.32 modifyLDAPAdapter

Modifies parameters in an LDAP adapter.
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Description

Modifies the following LDAP adapter parameters:

Remote Base

Root

Secure

BindDN

BindPassword
PassCredentials
MaxPoolSize
MaxPoolChecks
MaxPoolWait

InitialPoolSize
PoolCleanuplnterval
MaxPoolConnectionldleTime
Active

PingProtocol

PingBindDN
PingBindPassword

PageSize

HeartBeatInterval
OperationTimeout
SearchCountLimit

Visible

Critical

InclusionFilter
ExclusionFilter

DNPattern
RequestControlAllowServerSupported
MaxPoolConnectionReuseTime
ConnectTimeout
PoolConnectionReclaimTime

Protocols

Syntax

nmodi f yLDAPAdapt er (adapt er Nane, attribute, value, [contextNane])
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Table 7-33 modifyLDAPAdapter Arguments

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

attribute Name of the attribute to be modified.

val ue New value for the attribute.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Examples
The following examples illustrate how to set attributes in | dap1:

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="Root', val ue='dc=us,
dc=oracl e, dc=com, contextName="nydefault')

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="RenoteBase', val ue='dc=org',
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Nane=" 1 dapl', attribute="PassCredentials',
val ue=' BindOnl y', cont ext Name=" nydefaul t")

modi f yLDAPAdapt er (adapt er Nane=" 1 dapl', attribute="Bi ndDN ,
val ue=' cn=proxyuser, dc=com , context Name="nydefault")

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="Bi ndPassword',
val ue='t estwel come123', context Name=' nydefault')

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="Secure', val ue=true,
cont ext Narme=' nydefaul t"')

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="MaxPool Size', val ue=500,
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="MaxPool Checks', val ue=10,
cont ext Name=' nydefaul t")

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute="MaxPool Wait', val ue=120000,
cont ext Name="nydefault') [value is in nilliseconds]

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute="Initial Pool Size', val ue=10,
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="Pool C eanuplnterval',
val ue=300, context Name="nydefault') [value is in seconds]

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute="MaxPool Connecti onl dl eTine',
val ue=300, context Name="nydefault') [value is in seconds]

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute="Active', value=false,
cont ext Name=' nydefaul t")

modi f yLDAPAdapt er (adapt er Nane="1dapl', attribute="PingProtocol', val ue=" LDAF,
cont ext Name=' nydefaul t")

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute="PingBi ndDN ,
val ue=' cn=proxyuser', contextName='nydefault')
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modi f yLDAPAdapt er (adapt er Nane=' | dapl', attribute="Pi ngBi ndPassword',
val ue=' wel conel', context Name=' nydefault')

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute="PageSi ze', val ue=500,
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Nane='1dapl', attribute=' HeartBeatlnterval', val ue=120,
cont ext Name=" nydefault') [value is in seconds]

modi f yLDAPAdapt er (adapt er Nane=' | dapl', attribute="CperationTi neout',
val ue=120000, cont ext Name="nmydefault') [value is in milliseconds]

modi f yLDAPAdapt er (adapt er Nane='1dapl', attribute="SearchCountLinit', val ue=100,
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Name=" 1 dapl', attribute="Visible', value="Yes',
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Name="1dapl', attribute='Critical', value='false",
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Nane=' | dapl', attribute="InclusionFilter",
val ue=' obj ect cl ass=i net or gper son#base', cont ext Name=" nydefaul t')

modi f yLDAPAdapt er (adapt er Nane=' | dapl', attribute="ExclusionFilter",
val ue=' uni quenenber =*#base', contextName='nydefault')

modi f yLDAPAdapt er (adapt er Nane='1dapl', attribute='DNPattern', value='(.*)cn=[a-
z0-9]*$', contextName='nydefault')

modi f yLDAPAdapt er (adapt er Nane='| dapl',
attribut e=' Request Control Al | owServer Supported', val ue=fal se,
cont ext Name=' nydefaul t')

modi f yLDAPAdapt er (adapt er Nane=' | dapl', attribute="MaxPool Connecti onReuseTi ne',
val ue=3600, context Name='nydefault') [value is in seconds]

modi f yLDAPAdapt er (adapt er Nane='1dapl', attribute="ConnectTi neout', val ue=10000,
cont ext Name="nydefault') [value is in mlli seconds]

modi f yLDAPAdapt er (adapt er Nane='1dapl', attribute=" Pool Connecti onRecl ai nili ng',
val ue=180, context Nane=' nydefault"')

modi f yLDAPAdapt er (adapt er Nane=' | dapl', attribute='Protocols', value='TLSvl.2',
cont ext Name=' nydefaul t')

7.1.33 modifySocketOptions

Online command that modifies socket options.

Description

Modifies socket options for an existing LDAP adapter configuration.

Syntax

modi f ySocket Opti ons(adapt er Nane, reuseAddress, keepAlive, tcpNoDelay,
readTi meout, [contextNange])
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Table 7-34 modifySocketOptions Arguments
|

Argument Definition

adapt er Nane Name of the LDAP adapter to be modified.

reuseAddr ess Value of r euseAddr ess.

keepAlive Value of keepAl i ve.

t cpNoDel ay Value of t cpNoDel ay.

readTi meout Value of r eadTi meout in seconds.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command modifies the socket option for | dapl adapter:

modi f ySocket Opti ons(adapt er Nane='1dapl', reuseAddress=true, keepAlive=true,
tcpNoDel ay=t rue, readTi meout =180000, context Nane='default")

7.1.34 removeAllRequestControlExcludeList

Online command that removes all controls from the Request Control Exclude List.

Description

Removes all controls from the Request Control Exclude List for an existing LDAP
adapter configuration.

Syntax

renoveAl | Request Cont r ol Excl udeLi st (adapt er Name, [ cont ext Nanme])

Table 7-35 removeAllRequestControlExcludeList Arguments
|

Argument Definition
adapt er Name Name of the adapter to be updated.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command removes all controls from | dapl adapter's Request Control
Exclude List:

renoveAl | Request Cont r ol Excl udeLi st (adapt er Nane="| dapl', contextNanme='default")

7.1.35 removeAllRequestControlincludeList

Online command that removes all controls from the Request Control Include List.
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Description

Removes all controls from the Request Control Include List for an existing LDAP
adapter configuration.

Syntax

renoveAl | Request Control | ncl udeLi st (adapt er Name, [ cont ext Name])

Table 7-36 removeAllRequestControlincludeList Arguments
|

Argument Definition
adapt er Name Name of the adapter to be updated.
cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command removes all controls from | dapl adapter's Request Control
Include List:

renmoveAl | Request Control I ncl udeLi st (adapt er Name="| dapl', context Nane='default")

7.1.36 removeDNAttribute

ORACLE

Online command that removes a attribute from the DN Attributes List.

Description

Removes a attribute from the DN Attributes List for an existing adapter that is
configured for the libOVD associated with an OPSS context.

Syntax

removeDNAtt ri but e(adapt er Nane attributeNane, [contextNane])

Table 7-37 removeDNAttribute Arguments
|

Argument Definition

adapt er Name Name of the adapter to be updated.

attri but eNane Name of the new DN attribute to be removed.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command removes nenber of attribute from | dapl adapter's attribute list:

removeDNAt t ri but e( adapt er Nane="1dapl', attributeName="menberof',
cont ext Name="defaul t")
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7.1.37 removeFromRequestControlExcludeList

Online command that removes a control from the Request Control Exclude List.

Description

Removes a control from the Request Control Exclude List for an existing LDAP
adapter configuration.

Syntax

r enoveFr omRequest Cont r ol Excl udeLi st (adapt er Nane, control, [contextNanme])

Table 7-38 removeFromRequestControlExcludeList Arguments
|

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

control LDAP control object identifier (OID).

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following command removes 2. 16. 840. 1. 113894. 1. 8. 31 control from | dapl
adapter's Request Control Exclude List:

r emoveFr onRequest Cont r ol Excl udeLi st (adapt er Nane="1dap1',
control =' 2. 16. 840. 1. 113894. 1. 8. 31', context Name="defaul t")

7.1.38 removeFromRequestControlincludeList

ORACLE

Online command that removes a control from the Request Control Include List.

Description

Removes a control from the Request Control Include List for an existing LDAP adapter
configuration.

Syntax

removeFr omRequest Cont rol | ncl udeLi st (adapt er Nane, control, [contextName])

Table 7-39 removeFromRequestControlincludeList Arguments
|

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

control LDAP control object identifier (OID).

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".
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Example

The following command removes 2. 16. 840. 1. 113894. 1. 8. 31 control from | dapl
adapter's Request Control Include List:

r enoveFr onRequest Cont rol | ncl udeLi st (adapt er Name="1| dapl',
control =' 2. 16. 840. 1. 113894. 1. 8. 31", context Name="defaul t")

7.1.39 removeJoinRule

Online command that removes a join rule from a Join Adapter.

Description

Removes a join rule from a Join Adapter configured for the libOVD configuration
associated with the specified OPSS context.

Syntax

renoveJoi nRul e(adapt er Name, secondary, [contextNange])

Table 7-40 removeJoinRule Arguments
|

Argument Definition

adapt er Nane Name of the Join Adapter to be modified.

secondary The join rules corresponding to this secondary adapter are
removed from the Join Adapter.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Examples

The following command removes 2. 16. 840. 1. 113894. 1. 8. 31 control from | dapl
adapter's Request Control Include List:

renmoveJoi nRul e('joinl', ' secondaryl dapl', 'default')

renoveJoi nRul e(adapt er Name="j oi nl', secondary='LDAP3")

7.1.40 removeLDAPHost

Online command that removes a remote host from an existing LDAP adapter.

Description

Removes a remote host (host:port) from an existing LDAP adapter.

Syntax

r enovelLDAPHost (adapt er Name, host, [contextName])
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Table 7-41 removeLDAPHost Arguments
|

Argument Definition

adapt er Nane Name of the LDAP adapter to be modified.

host Location of a remote LDAP host with which the LDAP adapter will
communicate.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command removes the host and port from | dapl adapter:

r enovelLDAPHost (adapt er Name=' | dapl', host="nyhost. exanpl e. coni)

renovelLDAPHost (' | dapl', 'nyhost.exanple.com, 'nyContext')

7.1.41 removePlugin

Online command that removes a plug-in from an existing adapter.

Description

Removes a plug-in from an existing adapter or at the global level.

Syntax

renmovePl ugi n(pl ugi nNane, [adapterNane], [contextName])

Table 7-42 removePlugin Arguments
|

Argument Definition

pl ugi nName Name of the plug-in to be removed.

adapt er Name Optional. Name of the adapter to be modified. If not specified, the
global plug-in is removed.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following commands remove Vi rtual Attr plug-in from | dapl adapter:

renovePl ugi n(adapt er Name="'| dapl', plugi nName="Virtual Attr')

renovePl ugi n(pl ugi nNane=' Virtual Attr')

7.1.42 removePluginParam

Online command that removes an existing parameter from a configured adapter level
plug-in.
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Description

Removes an existing parameter from a configured adapter level plug-in or a global
plug-in. This command removes all values of a particular parameter from the plug-in.

Syntax

renovePl ugi nPar am( pl ugi nNarre, par ankKey, [adapterName], [contextNange])

Table 7-43 removePluginParam Arguments
|

Argument Definition

pl ugi nName Name of the plug-in to be modified.

par ankey Parameter to be removed.

adapt er Name Optional. Name of the adapter to be modified. If not specified, the
global plug-in is modified.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example

The following commands remove the plug-in parameter Repl aceAttri but e from
Virtual Attr plug-in:

renovePl ugi nPar an( adapt er Name="1dapl', pluginNane='Virtual Attr",
par anKey=" Repl aceAttribute')

removePl ugi nParan( pl ugi nName="Virtual Attr', paranKey='Repl aceAttribute')

7.1.43 replacePluginParam

ORACLE

Online command that replaces parameter values for a plug-in.

Description

Replaces existing parameter values for the specified adapter level plug-in or global
plug-in.

Syntax

repl acePl ugi nPar an{ pl ugi nNane, paranName, paranVal ues, [adapterNang, ]

[ cont ext Nane] )

Table 7-44 replacePluginParam Arguments
|

Argument Description

pl ugi nName Name of the plug-in to be modified.

par amNane Name of the parameter to be replaced.

par anval ues New values of the parameter. For more than one new value,

separate each new parameter value are by a "[".

adapt er Name Optional. Name of the adapter to be modified. If not specified, the
global plug-in is modified.

7-30



Chapter 7
Library Oracle Virtual Directory WLST Commands

Table 7-44 (Cont.) replacePluginParam Arguments

______________________________________________________________________|
Argument Description

cont ext Name Optional. Name of the OPSS context with which the libOVD
configuration is associated. Default is "default”.

Examples

The following commands replace the parameter values for the associated plug-in for
an adapter:

repl acePl ugi nPar an{ adapt er Nane="' | dap1', plugi nName="Virtual Attr',
par amNanme=' Repl aceAttribute', paranVal ues='cn=%i d% )

repl acePl ugi nPar an{ adapt er Nane=" | dap1', pl ugi nName=" User Managenent ',

par anNanme=' mapAttribute', paranVal ues=' orcl gui d=obj ectQuid |
uni quenenber =mrenber ")

7.1.44 unassignViewFromAdapter

Online command that unassigns a view from an adapter.

Description

Unassigns a view from an LDAP adapter configuration.

Syntax

unassi gnVi ewFr omAdapt er (vi ewName, adapt er Nane, [context Nane])

Table 7-45 unassignViewFromAdapter Arguments
|

Argument Definition

vi ewNanme Name of the view.

adapt er Name Name of the LDAP adapter.

cont ext Nane Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default is "default".

Example
The following command unassigns user Vi ew associated with | dapl adapter:

unassi gnVi ewFr omAdapt er (' userView , ' I dapl', 'default"')

7.1.45 listSSLStoreType

Online command that lists the type of SSL store in use.

Description

This command lists the type of SSL store in use for libOVD (JKS or KSS).
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Syntax

|'i st SSLSt or eType( cont ext Name=[ cont ext Nane] )

Table 7-46 listSSLStoreType Arguments

|
Argument Definition

contextName Name of the OPSS context with which libOVD configuration is
associated. The default value is def aul t .

Example
This following command list the SSL store types in use:

|'i st SSLSt or eType( cont ext Name=" defaul t')

7.1.46 enableKSSForSSL

Online command to enable KSS for libOVD.

Description

This command enables KSS for SSL, and disables JKS if it was enabled before. For
more information about KSS, see Oracle® Fusion Middleware Securing Applications
with Oracle Platform Security Services.

Syntax
enabl eKSSFor SSL( cont ext Name=[ cont ext Nare] )

Table 7-47 enableKSSForSSL Arguments

_______________________________________________________________________|
Argument Definition

cont ext Name Optional. Name of the OPSS context with which libOVD
configuration is associated. The default value is def aul t .

Example
The following command enables KSS for SSL:

enabl eKSSFor SSL( cont ext Name=" defaul t")

7.1.47 enableJKSForSSL

ORACLE

Online command to enable JKS for libOVD.

Description

This command enables JKS for SSL, and disables KSS if it was enabled before. The
command assumes that the libOVD adapters.jks file exists.

Syntax
enabl eJKSFor SSL( cont ext Name=[ cont ext Narre] )
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Table 7-48 enableJKSForSSL Arguments

______________________________________________________________________|
Argument Definition

contextName Optional. Name of the OPSS context with which libOVD
configuration is associated. The default value is def aul t .

Example
The following command enables JKS for SSL.:

enabl eJKSFor SSL( cont ext Name="def aul t ')

7.1.48 createKeyStoreAndEnableJKSForSSL

Online command to enable JKS for SSL.

Description

This command enables JKS for SSL, and disables KSS if it was enabled before. The
command creates the libOVD adapters.jks file.

Syntax
creat eKeySt or eAndEnabl e JKSFor SSL( keyst or ePasswor d=[ passwor d] ,
cont ext Name=[ cont ext Nane] )

Table 7-49 createKeyStoreAndEnableJKSForSSL Arguments
|

Argument Definition
keyst or ePasswor d Password for libOVD adapters.jks file.
cont ext Nane Optional. Name of the OPSS context with which libOVD

configuration is associated. The default value is def aul t .

Example
The following command enable JKS for SSL:

creat eKeySt or eAndEnabl eJKSFor SSL( keyst or ePasswor d=' wel conel',
cont ext Name=" defaul t")

7.1.49 importTrustedCertificateIntoSSLStore

ORACLE

Online command to import trusted certificate into SSL store.

Description

This command imports the provided trusted certificate into SSL store.

Syntax

i mport TrustedCertificatelntoSSLStore(certificateFileName=[cert_file],aliasName=[a
| i asName] , cont ext Nane=[ cont ext Name] )
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Table 7-50 importTrustedCertificateIntoSSLStore Arguments

_______________________________________________________________________|
Argument Definition

certificateFil eNane File name that contains the certificate.

al i asNane Alias name for the certificate.

cont ext Nane Optional. Name of the OPSS context with which libOVD
configuration is associated. The default value is def aul t .

Example
The following command imports the provided trusted certificate into SSL store:

i nport TrustedCertificatelntoSSLStore(certificateFileName="/tnp/
cert.txt',aliasName='nyCert1', contextName="default')

7.1.50 migrateAllTrustedCertificatesFromJKSToKSS

Online command to migrate all trusted certificates from JKS- based libOVD truststore to
KSS store.

Description

This command migrates all trusted certificates from JKS- based libOVD truststore to KSS
store.
Syntax

m grateAl | Trust edCertifi cat esFr omJIKSToKSS( cont ext Nane=[ cont ext Nare])

Table 7-51 migrateAllTrustedCertificatesFromJKSToKSS Arguments

_______________________________________________________________________|
Argument Definition

cont ext Name Optional. Name of the OPSS context with which libOVD
configuration is associated. The default value is def aul t .

Example

The following command migrates all trusted certificates from JKS- based libOVD
truststore to KSS store:

m grateAl | Trust edCertificat esFr omJKSToKSS( cont ext Nane=' defaul t')

7.1.51 migrateTrustedCertificatesFromJKSToKSS

ORACLE

Online command to migrate given trusted certificates from JKS- based libOVD
truststore to KSS store.

Description

This command migrates the given trusted certificates from JKS- based libOVD
truststore to KSS store.
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Syntax
m grateTrustedCertificatesFromIKSToKSS(al i asNames=[ al i as_nanes],
cont ext Name=[ cont ext Nane] )

Table 7-52 migrateTrustedCertificatesFromJKSToKSS Arguments
|

Argument Definition
al i asNanes List of alias names to migrate separated by a comma.
cont ext Name Optional. Name of the OPSS context with which libOVD

configuration is associated. The default value is def aul t .

Example

The following command migrates the specified trusted certificates from JKS- based
libOVD truststore to KSS store:

m grateTrustedCertificatesFromIKSToKSS (al i asNanes="aliasl, alias2',
cont ext Name=" defaul t")

7.1.52 changeLDAPHostPort

Online command to change given LDAP host and port in an existing LDAP adapter
configuration to a new host and port.

Description

This command changes given LDAP host and port in an existing LDAP adapter
configuration to a new host and port.
Syntax

changeLDAPHost Por t (adapt er Nane=[ adapt er Nane] , ol dHost =[ ol dHost ],
ol dPort=[ ol dPort], newHost=[newHost], newPort=[newPort],
cont ext Name=[ cont ext Nane] )

Table 7-53 changeLDAPHostPort Arguments
|

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

ol dHost Old LDAP host.

ol dPort Old LDAP port.

newHost New LDAP host.

newPor t New LDAP port.

cont ext Nane Optional. Name of the OPSS context with which libOVD

configuration is associated. The default value is def aul t .

Example

The following command changes given LDAP host and port in an existing LDAP
adapter configuration to a new host and port:
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changeLDAPHost Port (adapt er Nane='| dapl', ol dHost =" ol dhost . exanpl e. donai n. com ,
ol dPort =389, newHost ="' newhost . exanpl e. domai n. coml, newPort=389)

7.1.53 removeLDAPHostPort

Online command to remove a remote host and a port from an existing LDAP adapter
configuration.

Description

This command removes a remote host and a port from an existing LDAP adapter
configuration.

Syntax
r enovelL DAPHost Por t (adapt er Name=[ adapt er Nane], host=[ host], port=[port],
cont ext Name=[ cont ext Nane] )

Table 7-54 removeLDAPHostPort Arguments
|

Argument Definition

adapt er Name Name of the LDAP adapter to be modified.

host Remote LDAP host.

port Remote LDAP port.

cont ext Name Optional. Name of the OPSS context with which libOVD

configuration is associated. The default value is def aul t .

Example

The following command removes a remote host and a port from an existing LDAP
adapter configuration:

r enmovelLDAPHost Por t (adapt er Name=' | dapl', host='nyhost. exanpl e. domai n. con ,
port =389)

7.1.54 setReadOnlyForLDAPHost

Online command to set the given host and port to read-only/writable in an existing
LDAP adapter configuration.

Description

This command sets the given host and port to read-only/writable in an existing LDAP
adapter configuration.

Syntax

set ReadOnl yFor LDAPHost (adapt er Nane=[ adapt er Name], host=[ host], port=[port],
readOnl y=[true/fal se], contextName=[ cont ext Nange])
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Table 7-55 setReadOnlyForLDAPHost Arguments
|

Argument Definition

adapt er Nane Name of the LDAP adapter to be modified.

host LDAP host.

port LDAP port.

readOnly It has values: true or f al se.

cont ext Name Optional. Name of the OPSS context with which libOVD

configuration is associated. The default value is def aul t .

Example

The following command sets the given host and port to read-only in an existing LDAP
adapter configuration:

set ReadOnl yFor LDAPHost (adapt er Nane="'1 dapl', host="nyhost. exanpl e. donai n. com ,
port =389, readOnly=true)

7.1.55 dumpLdapConnectionPoolStats

ORACLE

Online command that dumps the current connection pool statistics for an adapter to a
file for the given JVM on which WLS is configured.

Description

This command dumps the current connection pool statistics for an adapter to a file for
the given JVM on which WLS is configured.

Syntax
dunpLdapConnecti onPool Stats(fileNane=[fileNane], adapterNane=[ adapt er Nang],
cont ext Name=[ cont ext Nane] )

Table 7-56 dumpLdapConnectionPoolStats Arguments
|

Argument Definition

fil eNanme Refers to the full path of the file.

adapt er Name Name of the LDAP adapter.

cont ext Nane Optional. Name of the OPSS context with which libOVD

configuration is associated. The default value is def aul t .

Example

The following example dumps the connection pool statistics for | dapl adapter into the
specified file:

dunpLdapConnecti onPool Stats('/tnp/pool statsl.txt','ldapl', 'default')

7-37



Chapter 7
Library Oracle Virtual Directory WLST Commands

7.1.56 addCipherSuite

Online command that adds cipher suites to an existing LDAP adapter configuration.

Description

Adds cipher suites to an existing LDAP adapter configuration.

Syntax

addCi pher Sui t e(adapt er Nane, ci pher Suite, [contextNang])

Table 7-57 addCipherSuite Arguments
|

Argument Definition

adapt er Name Name of the adapter to be updated.

ci pherSuite Name of the cipher suite to be added.
cont ext Nane Optional. Name of the OPSS context with

which the libOVD configuration is associated.
Default value is def aul t .

Example

The following example adds a cipher suite TLS DHE_RSA W TH_AES 128 CBC SHAto an
existing adapter, | dapl:

addGi pher Sui te("1dapl", ' TLS DHE RSA W TH AES 128 CBC SHA', "nyContext")

7.1.57 removeCipherSuite

ORACLE

Online command that removes cipher suites from an existing LDAP adapter
configuration.

Description

Removes cipher suite from an existing LDAP adapter configuration

Syntax

renoveC pher Sui t e( adapt er Nane, ci pherSuite, [contextName])

Table 7-58 removeCipherSuite Arguments
|

Argument Definition

adapt er Name Name of the adapter to be updated.

ci pherSuite Name of the cipher suite to be removed.

cont ext Name Optional. Name of the OPSS context with which the libOVD

configuration is associated. Default value is def aul t .
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Example

The following example deletes the cipher suite TLS DHE RSA W TH_AES 128 CBC_SHA
from | dapl configuration:

removeC pher Sui te("l dapl”, ' TLS DHE RSA W TH AES 128 CBC SHA', "myContext")
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Security Access Server WLST

Commands

8.1 Using

Use these custom WebLogic Scripting Tool (WLST) commands to manage Mobile
Access Security Server (MSAS) instances. You can also manage in the MSAS
console.

Mobile Access Security Server WLST commands are divided into the following
categories to manage MSAS instances:

e Using the WLST Commands

e MSAS Configuration Commands

¢ MSAS ldentity Store Profile Commands

*  Repository Commands

*  Session Commands

e Token Issuer Trust Configuration Commands

e Diagnostic Commands

the WLST Commands

Prerequisites to be followed before running the WLST commands.

*  Ensure that the Administration Server for the MSM domain is running.

*  Execute the MSAS WLST commands from the | DM HOVE/ conmon/ bi n directory.
For example, / hone/ or acl e/ onmsm ORACLE_| DM comon/ bi n.

* Connect to a running instance of the server and enter hel p(' nsasManage')
to display the help for the MSAS configuration, identity store, and repository
management commands.

e Connect to a running instance of the server and enter hel p(' wsnvanage') to
display the help for r eset WsMPol i cyReposi t ory, session commands, and trusted
issuer configuration commands

8.2 MSAS Configuration Commands

ORACLE

Use these MSAS Configuration Commands to manage MSAS configurations and
application metadata.
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Table 8-1 MSAS Configuration Commands
|

Use this command... To... Use with
WLST...

displayMSASConfiguration Display the MSAS configuration properties, Online
and their values and groups, for a MSAS
instance.

setMSASConfiguration Create or modify the configuration Online
properties for a MSAS instance.

setMSASLogLevel Set the logger configuration for a MSAS Online
instance to a specified level.

getMSASLogLevel Get logger configuration for a MSAS Online
instance.

listMSASLoggers List the logger configurations for a MSAS Online
instance.

8.2.1 displayMSASConfiguration

The displayMSASConfiguration command is an online command that displays the
configuration properties, and their values and groups, for a MSAS instance.

Description

Displays the configuration properties, and their values and groups, for a MSAS
instance. If a property is not defined in the MSAS instance's configuration document,
then the default value defined for the product is displayed. If a MSAS instance name
is not specified, or the specified MSAS instance does not exist, then the default values
defined for the product are displayed.

Syntax
di spl ayMSASConf i gur ati on(i nst anceName=None)

Argument Definition

Optional. The name of the MSAS instance associated with the

i nst anceNarme ) X . .
configuration document from which property values are displayed.

Example

This example displays the MSAS configuration properties, including their values and
groups, for an instance named MSAS- 123456.

W s:/ nydomai n/ server Confi g> di spl ayMSASConfi gurati on(' MSAS- 123456" )

This example displays the default MSAS configuration properties.

w s: / nydomai n/ server Confi g> di spl ayMSASConfi guration()
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8.2.2 setMSASConfiguration

The setMSASConfiguration command is an online command that sets the
configuration properties in the configuration document associated with a MSAS
instance

Description

Sets the configuration properties in the configuration document associated with a
MSAS instance. If the configuration document does not exist for the instance, it

is created automatically. A new property with values and/or groups of values can

be added inside the configuration document. The set of acceptable properties are
determined by the default set of properties supported by the product. Specific property
values or groups of values can also be removed from the configuration document. The
configuration document is removed if it does not have any properties.

Syntax

set MBASConf i gur ati on(i nst anceNane, cat egor yNane, pr opert yNane, gr oup=None, val ues=Non
e)

Argument Definition

The name of the MSAS instance associated with the configuration

| nstanceNane document to be modified.

The category of the configuration property. This is verified with the

categoryhame default set of properties for acceptability.

The name of the configuration property. This is verified with the default

propert yName set of properties for acceptability.

Optional. The group containing the set of values to add in the
configuration document. If the group exists, and this value is set to
None, then the group is removed.

gr oupNane

Optional. The array of values to set for a property or group inside
the configuration document. Default is None which refers to an empty
array list

propertyVal ues

Example

This example is setting the location of the SSL keystore in a MSAS instance named
MSAS- 123456.

w s: / nydonmai n/ server Confi g>
set MBASConf i guration(' MSAS- 123456' , ' Server Settings','ssl.keystore.location', None,
['kss://magl/ ssl keystore'])

8.2.3 setMSASLogLevel

ORACLE

The setMSASLogLevel command is an online command that sets the logger
configuration for a MSAS instance to a specified level.

Description

Sets the logger configuration for a MSAS instance to a specified level (for example,
VWARNI NG).
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Syntax

set MSASLogLevel (i nst anceNane, | ogger, | evel)

Argument Definition

The name of the MSAS instance logging configuration to be modified.

i nst anceName ) . . .
This option is required; there is no default value.

A logger name. The empty string denotes the root logger. This option

| ogger is required; there is no default value.
| evel The level name. It has to be one of the following:
e SEVERE
. WARNING
* INFO
e CONFIG
 FINE
. FINER
*  FINEST
An empty string can be used to set the level to null (inherited from
parent). This option is required; there is no default value.
Example

This example is setting a logging level of FI NEST for an MSAS logger named
oracl e.idm gat eway. grs in an instance named MSAS- 123456.

w s: / mydomai n/ ser ver Conf i g>
set MSASLogLevel (' MSAS- 123456' , ' oracl e. i dm gat eway. grs',' FINEST' ])

This example is setting a logging level to null for an MSAS logger named
oracl e.idm gateway. grs in an instance named MSAS- 123456.

w s: / mydomai n/ server Confi g>
set MSASLogLevel (' MSAS-123456' , ' oracl e.idm gateway.grs',"''])

This example is setting a logging level of SEVERE for the root logger in an instance
named MSAS- 123456.

w s: / nydomai n/ server Confi g> set MSASLogLevel (' MSAS- 123456' ,' ', ' SEVERE'])

8.2.4 getMSASLogLevel

ORACLE

The getMSASLogLevel command is an online command that retrieves the logger
configuration for a MSAS instance.

Description

Gets the logger configuration for a MSAS instance.

Syntax

get MSASLogLevel (i nst anceNane, | ogger)
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Argument Definition

i nst anceNane The MSAS mstgnce name of the logging configuration. This option is
required; there is no default value.

| ogger A logger name. The empty string denotes the root logger. This option
is required; there is no default value.

Example

This example is getting the logging level for an MSAS logger named
oracle.idm gateway. grs in an instance named MSAS- 123456.

W s: / mydomai n/ ser ver Confi g>
get MSASLogLevel (' MBAS-123456' , ' oracl e.idm gateway. grs')

This example is getting the logging level for the root MSAS logger in an instance
named MSAS- 123456.

W s: / nydomai n/ ser ver Confi g>
get MSASLogLevel (' MBAS-123456' , ' oracl e.idm gateway. grs')

8.2.5 listMSASLoggers

The listMSASLoggers command is an online command that lists the logger
configurations for a MSAS instance.

Description

Lists the logger configurations for a MSAS instance.

Syntax
|'i st MSASLogger s(i nst anceNare)

Argument Definition

i nst anceNane The MSAS mstgnce name of the logging configuration. This option is
required; there is no default value.

Example

This example is listing the loggers for a MSAS instance named MSAS- 123456.

W s:/ nydomai n/ server Confi g> |i st MSASLogger s(' MSAS- 123456' |)

8.3 MSAS lIdentity Store Profile Commands

ORACLE

Use these commands to manage an identity store profile, which is a logical
representation of a user repository. The identity store configuration is stored in

an Identity Profile Document in the MSAS Repository. All identity store profile
management commands must be performed in the context of a repository session.
A repository session can only act on a single document.
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Table 8-2 Identity Profile Management Commands

Use this command... To... Use with
WLST...
createldentityProfile Create a new identity store profile in a Online
MSAS instance within a repository session.
displayldentityProfile Display the contents of a specified identity ~ Online
store profile, or list the names of all identity
profiles, in a MSAS instance.
selectldentityProfile Select an identity store profile in a MSAS Online
instance for modification within a repository
session.
deleteldentityProfile Delete an identity store profile from a Online
specified MSAS instance within a repository
session.
setldentityProfileDirectory Set or update the directory information for Online
an identity store profile in a MSAS instance
within a repository session.
setldentityProfileUser Set or update the user information for an Online
identity store profile in a MSAS instance
within a repository session.
setldentityProfileGroup Set or update the group information for an Online

identity store profile for a MSAS instance
within a repository session.

8.3.1 createldentityProfile

The createldentityProfile command is an online command that creates a new identity
store profile in a MSAS instance within a repository session.

ORACLE

Description

Create a new identity store profile in a MSAS instance within a repository session. The
identity store profile must be associated with a specified MSAS instance. Issuing this
command outside of a repository session will result in an error.
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< Note:

e This command only creates a new identity store profile for a
MSAS instance. To use an identity store profile at runtime,
the MSAS configuration must already be set, as described in
setMSASConfiguration. After running set MSASConf i gur at i on, you must
also restart the Oracle MSAS Management Server for the runtime to
access the configured profile.

You cannot create multiple identity store profiles in the same session.
You must commit the session after creating a profile, and then start a
new session to create another profile.

e If an error occurs during the creation of an identity store profile, the
profile must first be committed before it can be deleted.

Syntax

createl dentityProfile(instanceNane, Profil ename, descri pti on=None)

Argument Definition

i nst anceName Name of t_he MSAS instance in which you want to create an identity
store profile.

Profil eNane Name of the new identity store profile.

description Optional. Description of the new identity store profile.

Example

This example creates an identity store profile named i dentity-profileina MSAS
instance named MSAS- 123456, with a description of I dentity profile.

W s:/ nydomai n/ server Config> createl dentityProfile(' MSAS-123456',"identity-
profile',"ldentity profile")

8.3.2 displayldentityProfile

ORACLE

The displayldentityProfile command is an online command that displays the contents
of a specified identity store profile in a MSAS instance, or list the names of all identity
store profiles associated with a specified MSAS instance.

Description

Display the contents of a specified identity store profile in a MSAS instance, or list the
names of all identity store profiles associated with a specified MSAS instance. If this
command is executed from an active session, session changes are also displayed.

If this command is executed outside of active session, content from the repository is
displayed.

Syntax

di spl ayl dentityProfile(instanceName, Profil eName=None)
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Argument Definition
. Name of the MSAS instance associated with the identity store profiles
i nstance -
to be displayed.
Profil eName Optional. The name of the identity store profile to be displayed. If
a name is not specified, then the names of the all available identity
profiles for the MSAS instance are displayed.
Example

This example displays the contents of an identity store profile named i dentity-
profilein aninstance named MSAS- 123456.

W s: / nydomai n/ server Confi g> displ ayl dentityProfile(' MSAS-123456',"identity-
profile")

This example displays the names of the all available identity store profiles in the MSAS
instance MSAS- 123456.

w s:/ nydomai n/ server Confi g> di spl ayl dentityProfile(' MSAS-123456")

8.3.3 selectldentityProfile

The selectldentityProfile command is an online command that selects an identity store
profile for modification in a MSAS instance within a repository session.

Description

Select an identity store profile for modification in a MSAS instance within a repository
session.

Syntax

sel ectldentityProfile(instanceNane, ProfileNane, descri pti on=None)

Argument Definition

Name of the MSAS instance associated with the identity store profile

I nstanceNare to be modified.

Profi | eNane Name of the identity store profile to be modified.

Example

This example selects the identity profile i dentity-profil e in MSAS instance
MBAS- 123456 for modification:

W s:/ nydomai n/ server Confi g> sel ectldentityProfile(' MSAS-123456',"identity-
profile")
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8.3.4 deleteldentityProfile

The deleteldentityProfile command is an online command that deletes an identity store
profile from a MSAS instance within a repository session.

Description

Delete an identity store profile from a MSAS instance within a repository session.
Issuing this command outside of a repository session will result in an error.

" Note:

You cannot both create and delete the same identity store profile in a single
repository session. You must commit the session after creating a profile, and
then start a new session in order to delete that profile.

Syntax

del etel dentityProfile(instanceNane, Profil enane)

Argument Definition

Name of the MSAS instance associated with the identity store profile

i nst anceName
to be deleted.

Profi | eName Name of the identity store profile to be deleted.

Example

This example deletes the identity profile i dentity-profil e from the MSAS instance
MBAS- 123456.

W s: / nydomai n/ server Confi g> del etel dentityProfile(' MSAS-123456',"identity-
profile")

8.3.5 setldentityProfileDirectory

ORACLE

The setldentityProfileDirectory command is an online command that sets or updates
the directory information for an identity store profile in a MSAS instance within a
repository session.

Description

Set or update the directory information for an identity store profile in a MSAS instance
within a repository session. The secur e argument can be used to determine if the
identity store connection should be made over SSL. Before running this command, an
identity store profile must be selected for modification or must be created in the current
session.

Syntax
setldentityProfileDirectory(DirectoryType, hosts, bi ndDN, bi ndPass, baseDN, i sSecur e)
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Argument Definition

Type of identity store profile directory. Supported types are:
*  OID (Oracle Internet Directory)

e OUD (Oracle Unified Directory)

* ACTIVE_DIRECTORY

*  ODSEE (Oracle Directory Server Enterprise Edition)

e WLS_LDAP (Embedded LDAP in WebLogic Server)

directoryType

Host port information of the directory in the form host : port .

host s
. The distinguished name of the user to be

bi ndDN . .
used for connecting to the directory. For example:
CN=Administrator,CN=Users,DC=mycompany,DC=com.

bi ndPass Bind distinguished name (DN) password for accessing the directory.
Base distinguished name (DN) information of the directory. For

baseDN
example: DC=mycompany,DC=com

i sSecur e Flag (boolean) to indicate if the connection to the directory should be
made over SSL. When set to true the connection is configured over
SSL.

Example

This example creates an identity store profile directory with a type of O D

on a host named ['host.example.com:1234"], with bind distinguished name of
cn=host, dn=or acl e, dn=com using a password of wel core, and a base distinguished
name of cn=host, dn=or acl e, dn=com which does not require an SSL connection
because the secur e argument is f al se.

W s:/ nydomai n/ server Config> setldentityProfileDirectory(' D,
[' host. exanpl e. com 1234' ], ' cn=host, dn=or acl e, dn=com , ' wel cone', "' cn=us, dn=oracl e, d
n=coni , f al se)

This example creates an identity store profile directory that is identical to the one
created in the previous example except that it requires an SSL connection to access
the directory because the secur e argumentis true.

w s: / nydomai n/ server Confi g> setldentityProfileDirectory(' QD ,
[' host. exanpl e. com 1234' ], ' cn=host, dn=or acl e, dn=coni , ' wel conme' , ' cn=us, dn=or acl e, d
n=con , true)

8.3.6 setldentityProfileUser

ORACLE

The setldentityProfileUser command is an online command that sets or updates the
user information for an identity store profile in a MSAS instance within a repository
session.

Description

Set or update the user information for an identity store profile in a MSAS instance
within a repository session. Before running this command, an identity store profile
must be selected for modification or must be created in the current session.
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Syntax

setldentityProfileUser(baseDN, | oginl DAttribute, obj ect G assNames))

Argument Definition

baseDN The base distinguished name (DN) used to create users.

| ogi nl DAt tri but e The login identity of the user.

The fully-qualified names of one or more of LDAP object classes used

obj ect d assNanes . ’
) to identify users.

Example

This example creates an identity store profile user with base DN of
cn=host, dn=or acl e, dn=com with login ID of ui d, which is represented by a schema
object class named i nt eor gper son.

w s:/ mydomai n/ ser ver Conf i g>
setldentityProfileUser (' cn=user, dn=oracl e, dc=com,'uid,['inteorgperson'])

8.3.7 setldentityProfileGroup

ORACLE

The setldentityProfileGroup command is an online command that sets or updates the
group information for an identity store profile in a MSAS instance within a repository
session.

Command Category: MSAS Configuration Management

Use with WLST: Online

Description

Set or update the group information for an identity store profile in a MSAS instance
within a repository session. Before running this command, an identity store profile
must be selected for modification or must be created in current session.

Syntax

setldentityProfil eG oup(baseDN, gr oupNaneAttri but e, obj ect O assNanes)

Argument Definition

baseDN The base DNs used to create groups or enterprise roles.

The attribute that uniquely identifies the name of the enterprise role or
group.

The fully-qualified names of one or more LDAP object classes used to
represent enterprise roles or groups.

groupNanmeAttribute

obj ect 0 assNanes
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Example

This example creates an identity store profile user group with a base DN of
cn=host, dn=or acl e, dn=com with group name attribute of cn, which is represented
by a schema object class named gr oupof uni quenanes.

w s:/ mydomai n/ server Confi g>
setldentityProfileGoup('cn=group, dn=oracl e, dc=com,'cn',[' groupofuni quenames'])

8.4 Repository Commands

Use these Repository WLST commands to manage the documents stored in the
Oracle Repository.

Table 8-3 Policy Repository Management Commands

Use this command... To... Use with
WLST...
exportMSASAppMetadata Export MSAS application metadata from the Online

repository to a specified ZIP archive.

importMSASAppMetadata Import MSAS application metadata into the  Online
repository from a specified ZIP archive.

migrateMSASAppHostports Migrate physical host:port values for Online
applications in a MSAS instance to a
mapped host:port value.

resetWSMPolicyRepository Delete the existing policies stored in the Online
repository and refresh it with the latest set
of predefined policies that are provided in
the new installation of the Oracle MSAS
software.

8.4.1 exportMSASAppMetadata

ORACLE

The exportMSASAppMetadata command is an online command that exports MSAS
application metadata from the repository into a specified ZIP archive.

Description

Exports MSAS application metadata from the repository into a specified ZIP archive. If
the specified archive already exists, you can choose whether to merge the documents
into the existing archive, overwrite the archive, or cancel the operation. By default,

all metadata for MSAS applications in the current domain is exported to the archive.
However, you can use a MSAS instance name and MSAS application name to export
specific metadata for these MSAS applications in the repository.

Syntax

expor t MSASAppMet adat a( ar chi veFi | eNane, [ i nst anceNane=None], [ appl i cat i onName=None] ,
[includeShared="'fal se'])
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Argument Definition

Name of the ZIP archive. If the specified archive already exists, you
can choose whether to overwrite the archive, merge the documents
into the existing archive, or cancel the operation. During override, the
original archive is backed up and a message describes the location of
the backup archive.

ar chi veFi | eNane

Optional. The name of the MSAS instance from which you want to
export the metadata of one or more MSAS applications. If no MSAS
instance name is specified, but a valid MSAS application name is
specified, then the metadata for all MSAS instances containing this
MSAS application is exported. When neither the MSAS instance nor
MSAS application name is specified, then the metadata for all the
MSAS applications across all MSAS instances is exported.

i nst anceNane

A wildcard '%' is allowed. If this argument is set to None, empty ", or
'%', then all MSAS instances are searched.

Optional. The name of the MSAS application for the metadata to be

appl i cati onNane
bp exported.

A wildcard '%' is allowed. If this argument is set to None, empty ", or
‘%', then all applications in the specified instance are searched.

Optional. Specifies whether a shared resource (such as a referenced

| ncl udeshar ed policy) should be included with exported metadata.

Example

This example exports the metadata for all the MSAS applications across all MSAS
instances into an archive named MSASAppl i cati ons. zi p.

w s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t np/ MSASAppl i cati ons. zip')

This example also exports the metadata for all MSAS applications across all MSAS
instances into the MSASAppl i cati ons. zi p archive.

W s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t np/ MSASAppl i cations.zip','",
('

This example exports the metadata for all applications across all MSAS instances that
begin with MSAS into the MSASAppl i cati ons. zi p archive.

W s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t mp/
MBASAppl i cations. zip', "' MSAS% )

This example exports the metadata for all applications that begin with vi rtual on an
instance named MBAS- 123456 into the MSASAppl i cat i ons. zi p archive.

W s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t mp/
MSASAppl i cations. zip', ' MSAS-1234561" ,['virtual %])

This example exports the metadata for an application named Vi rt ual _Foo on the
MBAS- 123456 instance into the MSASAppl i cati ons. zi p archive.

W s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t np/
MBASAppl i cations. zip', "' MBAS-1234561" ,['virtual _Foo'])

This example exports the metadata for all applications that begin with vi rt ual across
all MSAS instances into the MSASAppl i cati ons. zi p archive.
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w s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t np/ MSASAppl i cations.zip',"",
["virtual%])

This example exports the metadata for all applications that begin with virtual ,
including application's shared resources, on the MSAS- 123456 instance into the
MBASAppl i cati ons. zi p archive.

W s: / nydomai n/ server Confi g> export MSASAppMet adat a(' / t mp/
MSASAppl i cations. zip', ' MBAS-1234561" ,['virtual %], true)

8.4.2 importMSASAppMetadata

ORACLE

The importMSASAppMetadata command is an online command that imports MSAS
application metadata into the repository from a specified ZIP archive.

Description

Import MSAS application metadata into the repository from a specified ZIP archive.
You can use the map argument to provide the location of a file that describes how to
map physical information from the source environment to the target environment. You
can generate a new map file by setting the gener at eMapFi | e argument to t r ue.

Syntax

i npor t MSASAppMet adat a( ar chi veFi | eNane, [ mapFi | eName=None] ,
[ gener at eMapFl ag="fal se'])

Argument Definition

ar chi veFi | eNare Name of the ZIP archive to be imported.

Optional. Location of a sample map file that describes how to
map physical information from the source environment to the target
environment.

mapFi | eNane

You can generate a new map file by setting the gener at eMapFl ag
argument to t r ue. If the map file already exists, it will be overwritten;
however, no import takes place in the repository. If you specify a

map file without setting the gener at eMapFl ag, or setting it to f al se,
and the map file does not exist, the operation fails and an error is
displayed.

Optional. Specify whether to generate a map file at the location
specified by the mapFi | eName argument. No metadata is imported
when this argument is set to t r ue, only a map file is generated. The
default is f al se.

gener at eMapFl ag

Example

This example imports application metadata from the MSASarti f act s. zi p archive
without using a map file.

w s: / nydomai n/ server Confi g> i nport MSASAppMet adat a(' / t np/ MSASartifacts. zip')

This example collects all application metadata from the MSASarti f acts. zi p archive
and puts it into a map file named MSASMapfi | e. t xt . If the specified map file already
exists, it will be overwritten.
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W s: / nydomai n/ server Confi g> i nport MSASAppMet adat a(' /t mp/ MSASartifacts. zip','/tnp/
MSASmapfile.txt', true)

This example imports application metadata from the specified MSASar ti f acts. zi p
archive according to the MSASmapfi | e. t xt map file.

W s: / nydomai n/ server Confi g> i nport MSASAppMet adat a(' /t mp/ MSASartifacts. zip',"'/tnp/
MSASmapfile.txt")

8.4.3 migrateMSASAppHostports

ORACLE

The migrateMSASAppHostports command is an online command that replaces

the source host:port values with host:port values according to the source-to-target
mapping in the specified mapFi | eName for applications in the repository that match the
specified MSAS instance name and application name.

Description

For applications in the repository that match the specified MSAS instance name

and application name, replaces the source host:port values (for example, URLSs to

a back-end service) with host:port values, according to the source-to-target mapping
in the specified mapFi | eNane. You can generate a new map file by setting the

gener at eMapFl ag argument to tr ue.

Syntax

m gr at eMSASAppHost por t s(i nst anceNarre, appl i cat i onName, nmapFi | eName,
[ gener at eMapFl ag="fal se'])

Argument Definition

i nst anceName Name of the MSAS instance. A wildcard is not accepted.

Name of MSAS application whose referenced back-end service

appl i cati onNane : . )
PP host:port information needs to be migrated or replaced.

A wildcard '%' is allowed. If this argument is set to None, "empty ", or
‘%', then all applications in the specified MSAS instance are searched.

Location of a input map file that describes how to map source MSAS
host:port values to a target host:port.

You can generate a new map file by setting the gener at eMapFl ag
argument to t r ue. If the map file already exists, it will be overwritten.
The generated map file provides destination host:port values for the
source host:port values that need to be replaced.

If you specify a map file without setting the gener at eMapFl ag
argument to t r ue, the map file is treated as an input map file and
it will be read in for source-to-target host:port replacement for all
matched applications.

If you specify a map file without setting the gener at eMapFl ag, or by
setting it to f al se, and the map file does not exist, the operation fails
and an error is displayed.

mapFi | eNane

Optional. Specify whether to generate a map file at the location
specified by the napFi | eName argument. No MSAS application
metadata is modified when this argument is setto t r ue, only a map
file is generated. The default is f al se.

gener at eMapFl ag
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Example

This example collects all host:port values for the myApp application on an
instance named MBAS- 1234, and puts it into a newly-generated map file named
gener at edMapfil e. t xt. (Note that if a specified map file already exists, it will be
overwritten).

w s: / nydomai n/ server Config> m grat eMSASAppHost ports (' MSAS-1234', "' nyApp',"' /tnp/
generatedMapfile.txt', true)

This example migrates the host:port values for all applications that begin with myApp on
the MBAS- 1234 instance according to the myMapfil e. t xt map file.

W s:/ nydomai n/ server Confi g> m grat eMSASAppHost port s(' MSAS-1234', ' nyApp%, '/tnp/
nmyMapfile.txt')

The following migrates the host:port values for all applications on the MSAS- 1234
instance according to the nyMapfil e. t xt map file.

W s: / nydomai n/ server Confi g> m gr at eMSASAppHost port s(' MSAS-1234', ' None', '/tnp/
myMapfile.txt')

8.4.4 resetWSMPolicyRepository

ORACLE

The resetWSMPolicyRepository command is an online command that deletes the
existing policies stored in the repository and refresh it with the latest set of predefined
policies that are provided in the new installation of the Oracle MSAS software.

Caution:

This command will delete all MSAS artifacts, including registered MSAS
application and configuration documents. Restarting the server would
recover the seed MSAS documents in the repository but will not recover
other user-created documents. Therefore, prior to running this command,
Oracle recommends running the exportMSASAppMetadata command to
back up all your MSAS metadata.

Description

Delete the existing policies stored in the repository and refresh it with the latest set
of predefined policies that are provided in the new installation of the Oracle MSAS
software. You can use the cl ear St or e argument to specify whether to delete all
policies, including custom user policies, from the repository before loading the new
predefined policies.

# Note:

In order to reseed the repository with all Oracle MSAS predefined policies,
you must restart the Mobile Security Manager (MSM) server after running the
r eset WBMPol i cyReposi t ory command.
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Syntax

reset WSMPol i cyRepository([clearStore="false'])

Argument Definition

clearStore='fal se' Policies to be deleted. Valid values are:
e true—All policies in the repository, including custom user
policies, are deleted.
« fal se—Only the predefined policies supplied by Oracle are
deleted. The default is f al se.

Example

The following example deletes all the policies in the repository, including user policies,
and adds the predefined policies provided in the current product installation:

W s:/w s-domai n/ server Confi g>resetWSMPolicyRepository(true)

8.5 Session Commands

Use these custom WLST commands to manage the session. Some MSAS WLST
commands, which modify repository documents and trusted token issuers must be
executed in the context of a session.

Table 8-4 Session Management WLST Commands

Use this command... To... Use with
WLST...
abortRepositorySession Abort the current modification session, Online

discarding any changes that were made
during the session.

beginRepositorySession Begin a session to modify the repository Online
documents.
commitRepositorySession Write the contents of the current session to Online

the repository.

describeRepositorySession Describe the contents of the current session. Online
This will indicate either that the session is
empty or list the name of the document that is
being updated, along with the type of update
(create, modify, or delete).

8.5.1 abortRepositorySession

ORACLE

The abortRepositorySession command is an online command that aborts the current
Oracle Repository modification session, discarding any changes that were made to the
repository during the session.

Description

Abort the current Oracle Repository modification session, discarding any changes that
were made to the repository during the session.
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Syntax
abor t Reposi t orySessi on()
Examples

The following example aborts the current session.

w s:/w s-domai n/ server Conf i g>abortRepositorySession()

8.5.2 beginRepositorySession

The beginRepositorySession command is an online command that initiates a session
to modify the Oracle Repository.

Description

Begin a session to modify the Oracle Repository. A repository session can only act on
a single document. An error will be displayed if there is already a current session.

Syntax
begi nReposi t or ySessi on()
Example

The following example begins a session.

w s:/w s-domai n/ server Conf i g>beginRepositorySession()

8.5.3 commitRepositorySession

The commitRepositorySession command is an online command that writes the
contents of the current session to the Oracle Repository.

Description

Write the contents of the current session to the Oracle Repository. Messages are
displayed that describe what was committed. An error will be displayed if there is no
current session.

Syntax

conmi t Reposi t orySessi on()

Example
The following example commits the current repository modification session.

w s:/w s-domai n/ server Conf i g>commitRepositorySession()
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8.5.4 describeRepositorySession

The describeRepositorySession command is an online command that describes the
contents of the current session.

Description

Describe the contents of the current session. This will either indicate that the session
is empty or list the name of the document that is being updated, along with the type
of update (create, modify, or delete). An error will be displayed if there is no current
session.

Syntax

descri beReposi t orySessi on()

Examples
The following example describes the current session.

w s:/w s-domai n/ server Conf i g>describeRepositorySession()

8.6 Token Issuer Trust Configuration Commands

Use these WLST commands to view and define trusted issuers, trusted distinguished
name (DN) lists, and token attribute rule filters for trusted SAML or JWT signing
certificates. When using WLST commands to create, modify, and delete token issuer
trust documents, you must execute the commands in the context of a session. Each
session applies to a single trust document only.

# Note:

Connect to a running instance of the server and enter hel p(' wsmvanage' ) to
view the help for these commands.

Table 8-5 Token Issuer Trust Commands
]

Use this command... To... Use with
WLST...
createWSMTokenlssuerTrustDoc Create a new token issuer trust document Online
ument using the name provided.
deleteWSMTokenlssuerTrust Delete the entry for the issuer, including the  Online
DN listin it.
deleteWSMTokenlssuerTrustAttri  Delete a token attribute rule associated with a Online
buteRule trusted DN.
deleteWSMTokenlssuerTrustDoc Delete the token issuer trust document, Online
ument specified by the name argument, from the
repository.
displayWSMTokenlssuerTrust Display the names of the DN lists associated Online

with a specified issuer.
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Table 8-5 (Cont.) Token Issuer Trust Commands

Use this command... To... Use with
WLST...

exportWSMTokenlssuerTrustMeta Export the trust configuration (issuers, DNs,  Online
data and token attribute rules) for all trusted

issuers.
importWSMTokenlssuerTrustMeta Import the trust configuration (Issuers, DNs,  Online
data and token attribute rules) for all trusted

issuers.
listWSMTokenlssuerTrustDocume List the token issuer trust documents in the Online
nts repository.
revokeWSMTokenlssuerTrust Remove trusted issuers and associated Online

configurations (DNs and token attribute

rules).
selectWSMTokenlssuerTrustDocu Select the token issuer trust document, Online
ment identified by the name argument, to be

modified in the session.
setWSMTokenlssuerTrust Specify a trusted issuer with a DN list. Online
setWSMTokenlssuerTrustAttribut  Add, delete, or update token attribute rules for Online
eFilter a given token signing certificate DN.
setWSMTokenlssuerTrustAttribut  Specify the DN of a token signing certificate ~ Online
eMapping and a list of trusted users. The name ID and

the attribute can be mapped to another user

ID.
setWSMTokenlssuerTrustDisplay Sets or resets the display nhame of the Token  Online

Name

Issuer Trust document currently selected in
the session.

8.6.1 createWSMTokenlssuerTrustDocument

The createWSMTokenlssuerTrustDocument command is an online command that
creates a new token issuer trust document using the name provided within a session.

ORACLE

Description

Within a session, create a new token issuer trust document using the name provided.
A display name can also be provided as the second argument. You must start

a session (begi nWsMsessi on) before creating or modifying any token issuer trust
documents. If there is no current session or there is already an existing modification

process, an error is displayed.

Syntax

cr eat eWsMrokenl ssuer Tr ust Docunent ( nane, di spl ayName)

Arguments Definition

name Name of the document to be created. An error is thrown if a name is
not provided If a document by this name already exists, then a new
document will not be created.
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Arguments Definition
di spl ayName Optional. Display name for the document.
Examples

In the following example, the trust document named
t okeni ssuertrust W.Shase_domai n is created, with a display name of wl s_domai n
Trust Docunent. In the second example, no display name is provided.

w s:/w s-domai n/ server Conf i g>
createWSMTokenlIssuerTrustDocument(*'tokenissuertrustWLSbase_domain","wls_domain
Trust Document')

w s:/w s-domai n/ server Confi g>
createWSMTokenlIssuerTrustDocument(‘"tokenissuertrustWLSbase_domain')

8.6.2 deleteWSMTokenlssuerTrust

The deleteWSMTokenlssuerTrust command is an online command that deletes a
trusted token issuer and its associated trusted DN list within a session.

Description

Within a session, delete a trusted token issuer and its associated trusted DN list.
Supported values for a SAML assertion or JWT token type are dns. sv, dns. hok, or
dns. j wt . This issuer must exist in the token issuer trust document selected in the
session for modification. If no trusted key identifiers exist, then the issuer itself is
deleted.

To delete a specified list of trusted key identifiers for an issuer, use
selectWSMTokenlssuerTrustDocument. You must start a session (begi n\WsMSessi on)
and select a token issuer trust document for modification before executing this
command. If there is no current session or there is already an existing modification
process, an error is displayed. You cannot modify the default token issuer trust
document.

Syntax

del et eWSMrokenl ssuer Trust (type, issuer)

Arguments Definition

type The type of SAML assertion or JWT tokens the trusted issuer issues:
¢ dns. sv — SAML sender vouches client list
¢ dns. hok — SAML HOK or Bearer
e dns.jw —JWT token.

i ssuer The name of the issuer whose trusted DN list will be deleted (for
example, SAML assertion or JWT token). The issuer will also be
deleted.

Examples

In the following example, the issuer www. your Conpany. comand the DN list in the
dns. sv trusted SAML sender vouches client list for the issuer are deleted:
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w s:/w s-domai n/ server Confi g> deleteWSMTokenlssuerTrust("dns.sv",
"www . yourCompany.com®)

In the following example, the issuer www. your Conpany. comand the DN list in the
dns. jwt trusted JWT token sender vouches client list for the issuer are deleted:

W s:/w s-domai n/ server Confi g> deleteWSMTokenlssuerTrust(“dns_jwt -,
“www.yourCompany.com*®)

8.6.3 deleteWSMTokenlssuerTrustAttributeRule

The deleteWSMTokenlssuerTrustAttributeRule command is an online command that
deletes a token attribute rule associated with a trusted DN from the token issuer trust
document.

Description

Delete a token attribute rule associated with a trusted DN from the token issuer
trust document. To delete only the list of filter values for an attribute, use

the setWSMTokenlssuerTrustAttributeFilter command. You must start a session
(begi nWBMSessi on) and select a token issuer trust document for modification before
executing this command. If there is no current session or there is already an existing
modification process, an error is displayed.

Syntax

del et eWBMTokenl ssuer Trust At t ri but eRul e(dn)

Arguments Description

dn The DN of the token signing certificate that identifies the rule to be
deleted.

Examples

In the following example, the token attribute rule associated with the ' CN=webl ogi c,
OU=0Crakey Test Encryption Purposes Only, O=Oracle, C=UStrusted DN is deleted.

W s:/w s-domai n/ server Confi g>
deleteWSMTokenlssuerTrustAttributeRule("CN=weblogic, OU=Orakey Test Encryption
Purposes Only, O=Oracle, C=US")

8.6.4 deleteWSMTokenlssuerTrustDocument

ORACLE

The deleteWSMTokenlssuerTrustDocument command is an online command that
deletes the specified token issuer trust document permanently from the repository.

Description

Deletes the specified token issuer trust document permanently from the repository.
The default token issuer trust document (or acl e- def aul t ) cannot be deleted.

Syntax

del et eWBMIokenl ssuer Tr ust Docunent (nane)
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Arguments Definition
name Name of the token issuer trust document to be deleted.
Examples

In the following example, the token issuer trust document
t okeni ssuertrust W.Shase_donai n trust document is deleted:

W s:/w s-domai n/ server Confi g>
deleteWSMTokenlssuerTrustDocument (" tokenissuertrustWLShase_domain®)

8.6.5 displayWSMTokenlssuerTrust

The displayWSMTokenlssuerTrust command is an online command that displays a
trusted token issuer and its associated trusted DN list.

Description

Display a trusted token issuer and its associated trusted DN list. Supported values for
a SAML assertion or JWT token type are dns. hok, dns. sv, or dns. jwt . The i ssuer
argument is optional. If the issuer and type is specified and exists in the trusted issuer
list for the type, then the associated DN lists for the issuer is displayed. If i ssuer is not
set, then all trusted issuers of the given type are listed.

Syntax

di spl ayWsMrokenl ssuer Trust (type, issuer)

Arguments Definition

type The type of SAML assertion or JWT tokens the trusted issuer issues:
e dns. sv — SAML sender vouches client list
» dns. hok — SAML HOK or Bearer
e dns.jw — JWT token.

i ssuer Optional. The issuer whose trusted DN list is displayed (for example,

SAML assertion or JWT token). If not set, the list of all the trusted
issuers is displayed.

Examples

In the following example, the DN lists in the dns. sv trusted SAML sender vouches
client list for the www. or acl e. comtrusted issuer are displayed:

W s:/w s-domai n/ server Confi g>di spl ayWsMrokenl ssuer Trust (' dns. sv',
"www. or acl e. com )

In the following example, the names of all trusted SAML issuers associated with the
dns. sv trusted SAML sender vouches client list are displayed:

W s: /W s-domai n/ server Confi g>di spl ayWsMrokenl ssuer Trust (' dns. sv', None)
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8.6.6 exportWSMTokenlssuerTrustMetadata

The exportWSMTokenlssuerTrustMetadata command is an online command that
exports all trust configurations (issuer, DNs, and token attribute rules) for all trusted
issuers.

Description

Export all the trust configurations (issuer, DNs, and token attribute rules) for all trusted
issuers. The trust configuration will be exported to an XML file identified by the
specified location. The trust configuration for the issuers specified in the exclude list
will not be exported. If no argument is passed, the trust configuration for all trusted
issuers will be exported.

Syntax

expor t WBMTokenl ssuer Trust Met adat a(trust Fi | e, excl udel ssuer s=None)

Arguments Definition

trustFile The location of the file where the exported metadata will be stored.

excl udel ssuers Optional. The list of issuers for which trust configuration should not be
exported.

Examples

In the following example, all trusted issuer configurations are exported to the specified
XML file except for wwv. or acl e. comand www. your conpany. com which have been
excluded:

W s:/w s-domai n/ server Confi g>expor t WbMIokenl ssuer Tr ust Met adat a(trust Fil e='/tnp/
trustData.xm ', [" www. oracle.com, ' www. nyi ssuer.com])

Starting Operation exportWMrokenl ssuer Trust Met adata . ..
Configuration for trusted issuers successfully exported.

In the following example, all specified trusted issuer configurations are exported to the
specified XML file:

W s:/w s-domai n/ server Confi g>expor t WMIokenl ssuer Trust Met adat a(trust Fil e="/tnp/
trustData. xm ")

Starting Operation exportWMrokenl ssuer Trust Met adata . ..
Configuration for trusted issuers successfully exported.

8.6.7 importWSMTokenlssuerTrustMetadata

ORACLE

The importWSMTokenlssuerTrustMetadata command is an online command that
imports the trust configurations (issuers, DNs, and token attribute rules) for all trusted
issuers.

Description

Import the trust configurations (issuers, DNs, and token attribute rules) for all trusted
issuers. The trust configuration will be imported from an XML file identified by the
specified location.
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Syntax

i mpor t WBMTokenl ssuer Trust Met adat a(trustFil e)

Arguments Definition
trustFile The location of the file where the imported metadata will be stored.
Examples

In the following example, all trusted issuer configurations are imported from the
specified XML file:

W s:/w s-domai n/ server Confi g>i nport WsMIokenl ssuer Trust Met adat a(trustFil e="/tnp/
trustData. xm ")

Starting Operation inportWMrokenl ssuer Trust Met adata . ..
Configuration for trusted issuers successfully inported.

8.6.8 listWSMTokenlssuerTrustDocuments

The listWSMTokenlssuerTrustDocuments command is an online command that lists all
token issuer trust documents in the repository.

Description

When used without any arguments, this command lists all the token issuer trust
documents in the repository. If the detail argument is set to t r ue, the display name
and the status of the document are also displayed. You can use the wildcard character
(*) in combination with other characters. If no wildcard character is specified in the
name argument, the document that matches the name argument exactly is displayed.
If the detai | argument is setto true, the contents of the document are listed. This
command can be executed inside and outside of a session.

Syntax

|'i st WBMIokenl ssuer Tr ust Docunent s( nane=None, detail =" fal se')

Arguments Definition

nane Optional. Name of the token issuer trust document. You can use
wildcards with this argument.

det ai | Optional. List the details for the requested document. The default is
fal se.

Examples

In the following example, the token issuer trust document
t okeni ssuertrust W.Shase_domai n trust document is listed along with any details:

w s:/w s-domai n/ server Confi g>
listWSMTokenlIssuerTrustDocuments(tokenissuertrustWLShase_domain, "true®)
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8.6.9 revokeWSMTokenlssuerTrust

The revokeWSMTokenlssuerTrust command is an online command that revokes trust
by removing all trusted issuers and associated configurations (DNs and token attribute
rules).

Description

Revokes trust by removing all trusted issuers and associated configurations (DNs
and token attribute rules). The issuers specified in the optional exclude list will not
be removed. If no argument is passed, then all trusted issuers and the associated
configuration are removed.

Syntax

r evokeWsMTIokenl ssuer Tr ust (excl udel ssuer s=None)

Arguments Definition

excl udel ssuers Optional. The list of issuers for which trust configuration should not be
removed.

Examples

In the following example, all trusted issuer configurations are removed except for
www. or acl e. comand www. your conpany. com which have been excluded:

w s:/w s-domai n/
server Confi g>r evokeWsMlokenl ssuer Trust ([ ' www. or acl e. coni , ' www. your conpany. coni ])

Starting Operation revokeWsMrokenl ssuerTrust ...
Configuration for trusted issuers successfully renoved.

In the following example, all trusted issuer configurations are removed:

w s:/w s-domai n/ server Conf i g>r evokeWSMTlokenl ssuer Tr ust ()

Starting Operation revokeWsMrokenl ssuer Trust ...
Configuration for trusted issuers successfully renoved.

8.6.10 selectWSMTokenlssuerTrustDocument

ORACLE

The selectWSMTokenlssuerTrustDocument command is an online command that
selects the token issuer trust document, identified by the name argument, to be
modified in the session.

Description

Selects the token issuer trust document, identified by the name argument, to be
modified in the session. The name must match the value of the name attribute in
the document. You must start a session (begi nWsMSessi on) before executing this
command. If there is no current session or there is already an existing modification
process, an error is displayed. You cannot modify the default token issuer trust
document.
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Syntax

sel ect WBMTokenl ssuer Tr ust Docunent ( nane)

Argument Definition

name Name of the document to modified in the session. An error is thrown if a
name is not provided.

Examples

In the following example, the t okeni ssuertrust W.Shase_domai n document is selected
for modification:

w s:/w s-domai n/ server Confi g>
selectWSMTokenlssuerTrustDocument( " tokenissuertrustWLSbase_domain®)

8.6.11 setWSMTokenlssuerTrust

ORACLE

The setWSMTokenlssuerTrust command is an online command that configures a
trusted token issuer and define trusted keys or a trusted DN list for the issuer.

Description

Configure a trusted token issuer and define trusted keys or a trusted DN list for

the issuer. Supported values for a SAML assertion or JWT token type are dns. hok,
dns. sv, ordns.jw . The trust edKeyl Ds argument is optional. If you do not set this
argument, only the trusted issuer will be set for the specified type. This command can
be used to specify the DN list associated with a trusted token issuer, update the list, or
delete the list.

Syntax

set WBMTokenl ssuer Trust (type, issuer, trustedKeyl Ds)

Argument Definition
i ssuer The name of the trusted issuer, for example www. or acl e. com
type The type of SAML assertion or JWT tokens the trusted issuer issues:

. dns. sv — SAML sender vouches client list
« dns. hok — SAML HOK or Bearer
e dns.jw —JWT token.

trust edKeyl Ds Optional. An array of DNs for token signing certificates associated with
the issuer for the specified type. This is a comma-separated list with
the format [ ' CN=nanel', ' CN=nane2', 'CN=name3', ...].Ifyou
enter an empty set ([ ] ) the list of DN values will be deleted for the
issuer.

Examples

In the following example, CN=webl ogi ¢, OU=Orakey Test Encryption Purposes
Oly, O=Oracle, C=US' is setas a DN inthe dns. sv DN list for the www. or acl e. com
trusted issuer:

w s:/w s-domai n/ server Confi g>set WSMTokenl ssuer Trust (' dns. sv', ' ww. oracle. coni,
[' CN=webl ogi c, OU=Orakey Test Encryption Purposes Only, O=Oracle, C=US'])
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In the following example, the name CN=or cl adnmi n, OU=Doc, O=Oracle, C=US in
added to the dns. sv DN list for the www. or acl e. comtrusted issuer:

W s:/w s-domai n/ server Confi g>set WSMTokenl ssuer Trust (' dns. sv', ' www. or acl e. com ,
[' CN=webl ogi c, OU=Orakey Test Encryption Purposes Only, O=Oracle, C=US,
" CN=orcl adnin, OU=Doc, O=Oracle, C=US])

In the following example, the list of DN values in the dns. sv DN list is removed from
the www. or acl e. comtrusted issuer:

w s:/w s-domai n/ server Conf i g>set WeMlokenl ssuer Trust (' dns. sv', ' ww. oracl e. cont,

(1

8.6.12 setWSMTokenlssuerTrustAttributeFilter

ORACLE

The setWSMTokenlssuerTrustAttributeFilter command is an online command that
specifies token attribute filtering rules for a trusted DN list.

Description

Specify token attribute filtering rules for a trusted DN list. For each trusted DN
configured for an issuer, a token attribute filtering rule can be configured and applied.
Each rule has two parts: a name ID and an attributes part for attributes in a SAML
assertion or a JWT token. The name ID and each attribute can contain a filter with
multiple value patterns. To remove the list of filters for an attribute for the signing
certificate, use an empty set ([]) for the value of filters.

< Note:

You must first use the set WSMTrokenl ssuer Trust command to configure a list
of trusted DN names for an issuer.

Syntax

set WBMTokenl ssuer Trust AttributeFilter(dn, attrName, filters)

Argument Definition

dn The DN of the token signing certificate. The DN as the
identifier of the token attribute rule where modifications would
be done.

at t r Name The name of the user attribute for which the filtering will be

applied. The value can be as follows:
e name-i d—assert a subject name ID.

filters Optional. List of filters for the attribute. The list has the format
[val uel’, 'val ue2', 'val ue3, . ... Each value can be an
exact name or a name pattern with a wildcard character "*".

When nane-i d is selected for the at t r Name argument, then
the value of the subject name ID in the incoming SAML
assertion must match one of the specified values to go
through. If no values are specified, then any value for the
subject name ID will go through.
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Examples

In the following example, the name ID your Trust edUser is set as a trusted user for the
webl ogi ¢ trusted DN:

W s:/w s-domai n/ server Confi g>
setWSMTokenlssuerTrustAttributeFilter("CN=weblogic, OU=Orakey Test Encryption
Purposes Only, O=Oracle, C=US","name-id", ["yourTrustedUser"])

In the following example, the name IDs | doe is added to the list of trusted users for the
webl ogi ¢ trusted DN:

w s:/w s-domai n/ server Confi g>
setWSMTokenlssuerTrustAttributeFilter("CN=weblogic, OU=Orakey Test Encryption
Purposes Only, O=Oracle, C=US","name-id", ["yourTrustedUser®, "jdoe"])

In the following example, the list of trusted users for the webl ogi ¢ trusted DN is
removed:

w s:/w s-domai n/ server Conf i g>
setWSMTokenlssuerTrustAttributeFilter("CN=weblogic, OU=Orakey Test Encryption
Purposes Only, O=Oracle, C=US", "name-id", [1)

8.6.13 setWSMTokenlssuerTrustAttributeMapping

ORACLE

The setWSMTokenlssuerTrustAttributeMapping command is an online command that
specifies token attribute mapping rules for a trusted DN list.

Description

Specify token attribute mapping rules for a trusted DN list. For each trusted DN
configured for a token issuer, a token attribute mapping rule can be configured and
applied. Each rule has two parts: a name ID and an attributes part for attributes
associated with a SAML assertion or a JWT token. For a trusted DN, a token attribute
mapping rule sets the mapping for the value of an attribute as specified by the
attrName argument. The user Attri but e argument is optional and indicates the local
user attribute it corresponds to. The user Mappi ngAttri but e argument is optional and
indicates the user attribute to be used in the system to authenticate the users. If the
attribute as identified by at t r Nane exists for a token attribute rule for the DN, the
mapping is overwritten by the new value. For example, in federated environments,
where the user subject ID (for example, nai | ) in the token is different from the user
attribute (for example, ui d) for authenticating the same user, the name ID and each
attribute can map the local user attribute for the subject name ID to the local user
attribute to authenticate a trusted user.

¢ Note:

You must first use the set WsMTokenl ssuer Tr ust command to configure a list
of trusted DN names for an issuer.

Syntax

set Tokenl ssuer Trust At t ri but eMappi ng(dn, attrNane, userAttribute=None,
user Mappi ngAtt ri but e=None)
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Arguments Description

dn The trusted DN of a token signing certificate.

attrName The name of the use attribute for which the mapping will be applied The
value can be as follows:
e nane-id

userAttribute Optional. The local name of the user attribute in the local identity store
that the subject name ID corresponds to. The value can be as follows:
e mail

user Mappi ngAttri b Optional. The value of the local name of the user attribute in the local

ute identity store that the subject name ID maps to for authentication. The
value can be as follows:
- uid

Examples

In the following example, the nai | attribute for the Subject ID in the token is mapped to
the ui d attribute.

W s: / base_domai n/ server Confi g>set Tokenl ssuer Trust At t ri but eMappi ng(' CNEwebl ogi ¢,
OU=0rakey Test Encryption Purposes Only, O=Oracle, C=US', 'nane-id, 'mil",
‘uid)

Starting Operation set WsMlokenl ssuer Trust Attri but eMapping ...
The token attribute nmapping are successfully set

In the following example, the local user attribute for the Subject ID in the token is
mapped to the ui d attribute.

W s: / base_domai n/ server Confi g>set Tokenl ssuer Trust At t ri but eMappi ng(' CNewebl ogi ¢,
OU=Crakey Test Encryption Purposes Only, O=Cracle, C=US', 'nane-id, '', 'uid")

8.6.14 setWSMTokenlssuerTrustDisplayName

The setWSMTokenlssuerTrustDisplayName command is an online command that sets
or resets the display name of the Token Issuer Trust document currently selected in
the session.

Description

Sets or resets the display name of the Token Issuer Trust document currently selected
in the session.

You must start a session (begi nWsMSessi on) before creating or modifying any token
issuer trust documents. If there is no current session or there is already an existing
modification process, an error is displayed.

Syntax

set WeMTokenl ssuer Tr ust Di spl ayName(" di spl ayNane")

Arguments Definition

di spl ayName Name to be set as a display name for the document currently selected
for modification in the session.
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Examples

In the following example, the display name for the trust document being modified is set
to Test Docunent .

W s:/w s-donmai n/ server Confi g> setWSMTokenlssuerTrustDisplayName(*'Test Document™)

8.7 Diagnostic Commands

Use the WLST diagnostic command to check the status of the Oracle components that
are required for proper functioning of the product.

8.7.1 checkWSMStatus

ORACLE

The checkWSMStatus command is an online command that verifies the status of the
Oracle components that are required for proper functioning of the product.

Description

Check the status of the Oracle components that are required for proper functioning
of the product. The Oracle components that are checked are the policy manager
(wsm pm), the agent (agent ), and the credential store and keystore configuration. The
status of the components can be checked together or individually.

< Note:

The Policy Manager (wsm pm) application must be deployed and running for
the check status tool to function correctly.

Syntax

checkWSMSt at us( [ conponent =None] , [ addr ess=None] , [ ver bose=t rue] )

Arguments Description
conponent Optional. All checks will be performed if no value is specified. Valid
options are:

* wsm pm—Policy Manager. Checks the configuration state of the
policy manager component.

* agent —Enforcement Agent. Checks status of end-to-end service-
side enforcement through the wsmagent component. The
enforcement check is specific only to the environment from which
the command is run.

- credst ore—Credential Store. Checks whether the credentials
are configured for the keystore password, signing, and encryption
certificates in the keystore.
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Arguments Description

address Optional. The HTTP URL of the host running the Policy Manager wsm
pmapplication. This value is required for checking enforcement through
an agent component, for example,

checkWsMst at us(' agent', 'http://1ocal host:7001")
The address is not required in the WebLogic Server domain where
auto-discovery is present.

ver bose Optional. If the value of this flag is t r ue, then the detailed messages
(including stack trace, if any) are displayed. Default is f al se.

Examples

In the following example, the checkWSMSt at us command is run without arguments. The
status of the credential store, policy manager, and enforcement agent is returned.

W s: / base_donai n/ server Confi g> checkWSMStatus()
Credential Store Configuration:

PASSED.
Message(s):
keystore. pass. csf.key : Property is configured and its value is
"keyst ore- csf-key".
Description: The "keystore.pass.csf.key" property points to the
CSF alias that is mapped to the username and password of the keystore. Only the
password is used; username is redundant in the case of the keystore.
keystore-csf-key : Credentials configured.
keystore.sig.csf.key : Property is configured and its value is
"si gn-csf-key".
Description: The "keystore.sig.csf.key" property points to the
CSF alias that is mapped to the username and password of the private key that is
used for signing.
sign-csf-key : Credentials configured.
Sign Key : Key configured.
Alias - orakey
Sign Certificate : Certificate configured.
Alias - CN=webl ogic, OU=Crakey Test Encryption Purposes Only,
O=Oracle, C=US
Expiry - June 28, 2020 11:17:12 AM PDT
keystore.enc.csf.key : Property is configured and its value is "enc-
csf-key".
Description: The "keystore.enc.csf.key" property points to the
CSF alias that is mapped to the username and password of the private key that is
used for decryption.
enc-csf-key : Credentials configured.
Encrypt Key : Key configured.
Alias - orakey
Encrypt Certificate : Certificate configured.
Alias - CN=webl ogic, OU=Crakey Test Encryption Purposes Only,
O=Oracle, C=US
Expiry - June 28, 2020 11:17:12 AM PDT

Pol i cy Manager:

PASSED.
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Message(s):
OASM Pol i cy Manager connection state is OK
ONBM Pol i cy Manager connection URL is "host.exanpl e.com 1234".

Enf or cenent Agent:

PASSED.
Message(s):
Enforcenent is successful.
Service URL: http://host.exanpl e.com 7001/ Di agnosti c/
Di agnost i cServi ce?wsdl

In the following example, the credential store key keyst or e- csf - key is deleted and
the check\WMSt at us command is rerun for the credential store cr edst or e. The status
check fails because the csf-key keyst or e- csf - key is not present in the credential
store:

W s: / base_domai n/ server Confi g> del et eCred( map="oracl e. wsm security",
key="keyst or e-csf-key")
W s: / base_donai n/ server Confi g> checkWSMStatus("credstore™)

Credential Store Configuration:

FAI LED.
Message(s):
keystore. pass.csf.key : Property is configured and its value is
"keyst or e- csf - key".
Description: The "keystore. pass.csf.key" property points to the
CSF alias that is mapped to the username and password of the keystore. Only the
password is used; username is redundant in the case of the keystore.
keystore-csf-key : Credentials not configured.

Credential Store Diagnostic Messages:
Message(s):
The csf-key keystore-csf-key is not present in the credential
store.

Performthe followi ng steps to update the credential store (using WST
conmands) : -

1. connect()

2. createCred(nmap="oracl e.wsmsecurity", key="keystore-csf-key", user="keystore-
csf-key", password="<keystore-password>", desc="Keystore Password CSF Key")

NOTE: - All the above commands are based on the Donain |evel configurations
The actual csf key may be overridden at runtime due to config override. See
Docunentation for nore details

In the following example, the csf-key keyst or e- ¢sf - key is configured and the
checkWSMSt at us command is rerun. The configuration check passes.

w s: / base_domai n/ server Confi g> createCred(map="oracl e. wsm security",
key="keyst ore-csf-key", user="keystore-csf-key", password="wel comel",
desc="Keystore Password CSF Key")

Already in Domain Runtime Tree

W s: / base_donai n/ server Confi g> checkWSMStatus("credstore™)

Credential Store Configuration:

PASSED.
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Message(s):
keystore. pass.csf.key : Property is configured and its value is
"keyst ore- csf-key".
Description: The "keystore. pass.csf.key" property points to the
CSF alias that is mapped to the username and password of the keystore. Only the
password is used; username is redundant in the case of the keystore.
keystore-csf-key : Credentials configured.
keystore.sig.csf.key : Property is configured and its value is
"si gn-csf-key".
Description: The "keystore.sig.csf.key" property points to the
CSF alias that is mapped to the username and password of the private key that is
used for signing.
sign-csf-key : Credentials configured.
Sign Key : Key configured.
Alias - orakey
Sign Certificate : Certificate configured.
Alias - CN=webl ogic, OU=COrakey Test Encryption Purposes Only,
O=Oracle, C=US
Expiry - June 28, 2020 11:17:12 AM PDT
keystore.enc.csf.key : Property is configured and its value is "enc-
csf-key".
Description: The "keystore.enc.csf.key" property points to the
CSF alias that is mapped to the username and password of the private key that is
used for decryption.
enc-csf-key : Credentials configured.
Encrypt Key : Key configured.
Alias - orakey
Encrypt Certificate : Certificate configured.
Alias - CN=webl ogic, OU=COrakey Test Encryption Purposes Only,
O=Oracle, C=US
Expiry - June 28, 2020 11:17:12 AM PDT
true

The following example checks the enforcement status of the agent component at the
URL http://1ocal host: 7001.

W s:/test_domai nl/server Confi g> checkWSMStatus("agent”, "http://
localhost:7001%)

Enf or cenent Agent:

Not e: Enforcenent might succeed if OASM Policy Manager is down due to policy
caching. For such scenarios wsmpmtest nust be run prior to this test.

PASSED.
Message(s):
Enforcenent is successful.
Service URL: http://Iocal host: 7001/ Di agnosti ¢/ Di agnosti cServi ce?wsdl
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