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Preface

Preface

Oracle Fusion Middleware Administering Oracle Identity Manager describes how to perform
system administration tasks in Oracle Identity Manager.

Audience

This guide is intended for system administrators who can perform system configuration tasks,
application servers, connectors, and scheduled task management, connector installation and
deployment, and archival utility management.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=accsid=docacc.
Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=info Or Visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you
are hearing impaired.

Related Documents

For more information, refer to the following documents:

e Oracle Fusion Middleware Developing and Customizing Applications for Oracle Identity
Governance

e Oracle Fusion Middleware Performing Self Service Tasks with Oracle Identity Governance
e Oracle Fusion Middleware Installation Guide for Oracle Identity and Access Management
e Oracle Fusion Middleware High Availability Guide

e Oracle Fusion Middleware Administrator's Guide for Oracle Access Manager

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

ORACLE o~


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Preface

Convention Meaning

monospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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What's New In This Guide

What's New In This Guide

ORACLE

This preface provides a summary of new features and updates to Administering Oracle Identity
Governance 14c (14.2.1.0).

Oracle Identity Governance 14c (14.1.2.1.0) includes the following new and changed
administrative features for this document.

JDK Upgrade: Oracle Identity Governance 14c (14.1.2.1.0) is certified for use with JDK 17
and JDK 21, which introduces new features, optimizations, and bug fixes enhancing the
overall performance and stability.

FMW Upgrade: OIG 14.1.2.1.0 is based on the latest FMW version 14.1.2.0.0, which has
new security updates and performance optimizations.

OJET Uptake: Ul Screens based on OJET now use the version 17.1.0 with redwood
theme, providing a fresh look to such Ul.

JCS Uptake: Cache has been replaced by JCS which has better distributed caching
support, and more advanced memory management.

Third Party Software Upgrade: OIG 14.1.2.1.0 uses the latest and most secure version of
third party libraries which make the software more secure.

IDS Uptake: Instead of User/Role API, OIG now uses IDS which is better suited for large
enterprises and is optimized for high performance authentication.

Cache has been replaced by JCS which has better distributed caching support, and more
advanced memory management. See Configuration of JCS.

To enable Administration port in Oracle Identity Governance, refer to Enable Administration
Port in Oracle Identity Governance.
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Overview

ORACLE

Understand Oracle Identity Governance along with its functions and architecture, and introduce
yourself to the ldentity System Administration interface.

This part describes the Oracle Identity Governance overview and architecture and provides an
overview of the Oracle Identity System Administration interface. It contains the following
chapters:

*  Product Overview for Oracle Identity Governance
e Product Architecture of Oracle Identity Governance

e Oracle Identity System Administration Interface



Product Overview for Oracle Identity
Governance

Oracle Identity Governance overview includes understanding the purpose and major features
of the product, the different modes in which it can be deployed, and its interaction with other
products, IT systems, and users.

This chapter describes the purpose of Oracle Identity Governance and highlights the major
features. It includes the following topics:

# Note:

Oracle ldentity Governance and Oracle Identity Manager product name references in
the documentation mean the same.

* What is Oracle Identity Governance?
* What are the Different Modes of Oracle Identity Governance?
* How does Oracle Identity Governance Interact with Other IT Systems?

* How does Oracle Identity Governance Interact with Other Oracle Identity and Access
Management Products?

* How do Users Interact with Oracle Identity Governance?

1.1 What is Oracle Identity Governance?

ORACLE

Oracle Identity Governance is a solution that provides self service, compliance, provisioning
and password management services for applications residing on-premise or on the Cloud.

Oracle Identity Manager is a Governance solution that makes it possible for enterprises to
manage the identities and access privileges of their customers, business partners, and
employees, all on a single platform. It allows these users to manage their own identities as well
as those of others by using delegated administration. It allows enterprises to setup delegated
administrators, who are users empowered to manage the identities, passwords, password
policies, and access of other users. Business users can create and manage the lifecycle of
enterprise roles, which grant access to end-users. These roles can be granted automatically by
using rules. With the help of roles and access policies, organizations can ensure that their
users are on-boarded and off-boarded in a timely and automated manner.

Oracle Identity Manager enables end-users to get the access they need to do their jobs in a
simple and user-friendly manner. End-users use the access catalog, which presents available
access in a non-technical, user-friendly manner, to request the access they need. They submit
their requests, which are routed to approvers and managers for approval.

Oracle Identity Manager automates the process of creating, updating, and deleting user
accounts, provisioning of passwords, and granting/revoking of entittements across applications
hosted on the Cloud or on-premise. This process is known as provisioning and de-provisioning.
Oracle Identity Manager makes use of connectors to do provisioning and de-provisioning with
connected applications. It also supports manual provisioning and de-provisioning in
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applications that do not support a connector. Such applications are called disconnected
applications.

Oracle Identity Manager can synchronize identities from authoritative sources, such as HR
applications and accounts and access privileges from applications including LDAP and
databases. Identity lifecycle events, such as hire, transfer, manager change, and separation
from the organization, can be synchronized with Oracle Identity Manager, which can then take
appropriate action including revoking access. This mechanism of synchronizing identity
information with an authoritative source of identity data is known as trusted reconciliation.
Oracle Identity Manager can also synchronize account information, including access privileges,
and entitlements from applications that it manages. This mechanism is known as target
reconciliation.

Oracle Identity Manager helps managers, authorized users, and compliance administrators to
review and certify user access, in a user-friendly manner, by a process known as identity
certification. Authorized administrators can create and configure certification campaigns, on a
scheduled or ad-hoc basis, by using simple wizards. Certifiers, who have to certify the user
access, are presented the information in a simple manner. They can either approve the access
or reject it. When a violation is detected and the access is rejected, Oracle Identity Manager
initiates a process that enables administrators to correct the violation. It can also directly
deprovision the access privileges from the target platform or application, while maintaining a
comprehensive trail of the actions taken. This is known as closed-loop remediation. Oracle
Identity Manager supports different types of certifications, based on various user personas,
such as business managers, role owners, application owners, and entitlement owners.

Oracle Identity Manager makes it possible for organizations to meet their compliance
objectives by allowing business users to define audit policies. Audit policies specify what type
of access a user may or may not have. For example, a user who has access to both Accounts
Payables and Accounts Receivables is violating Sarbanes-Oxley guidelines. This is known as
a Segregation of Duties (SoD) violation. Oracle Identity Manager allows organizations to define
SoD policies that can be enforced during access request and can also be used to scan existing
access to identify toxic combinations of access privileges, known as policy violations. Oracle
Identity Manager identifies the violations and initiates a workflow allowing remediators, who
could be business manager or administrators to fix these violations. This process is known as
remediation. All actions taken by remediators are recorded and a comprehensive audit trail is
maintained.

Oracle Identity Manager provides comprehensive auditing capabilities that allow auditors and
security staff to keep track of who initiated what change, on whom, when and in what context. It
allows the creation of custom audit events. This enables customers to audit their workflows
and processes. All audit information is available in a manner that can be reported on using
standard reporting tools.

1.2 What are the Different Modes of Oracle Identity Governance?

ORACLE

Oracle Identity Governance provides the flexibility to use functionality based on your identity
management requirements. You can enable specific functionality by picking specific
deployment options.

Oracle Identity Manager can be configured in three deployment modes:

e Oracle Identity Manager in database mode

Oracle Identity Manager is a highly scalable identity administration and provisioning
solution that is capable of managing millions of identities, roles, and entitlements, and
thousands of applications that are stored in a database. This mode should be used when
identity administration, access request, account, and entitlement provisioning and

1-2



ORACLE

Chapter 1

What are the Different Modes of Oracle Identity Governance?

reconciliation is the main business driver and simple Single Sign On (SSO) with a SSO

solution is adequate.

*  Oracle Identity Manager with Identity Auditor mode enabled

Oracle Identity Manager with the Identity Auditor mode enabled provides the ability to run
certification campaigns, manage and make use of identity audit policies, and carry out role

mining to detect clusters of roles and policies.

Identity Auditor mode enables you to use the role LCM, Segregation of Duties (Identity
Audit), and Access Certification features. You must be licensed to use the Identity Auditor

features.

# Note:

Identity Auditor mode can be enabled after installing Oracle Identity Manager. See
"Enabling Identity Audit" in Performing Self Service Tasks with Oracle Identity
Governance for information about enabling the Identity Auditor mode.

Table 1-1 provides a summary of the features that are available in each deployment mode of

Oracle Identity Manager.

Table 1-1 Summary of Features

. __________________________________________________________________________________|
Oracle Identity Manager in Oracle Identity Manager with

Feature

DB mode Identity Auditor mode
enabled

Access policy management Yes Yes
Access request Yes Yes
Approvals Yes Yes
Auditing Yes Yes
Delegated administration Yes Yes
Identity audit (SoD) No Yes
Identity certification No Yes
Identity store Database Database
Lost password, forgot user ID, self Yes Yes
registration

OAM/OAAM/OMSS integration Yes Yes
Organization management Yes Yes
Password synchronization Yes Yes
Provisioning Yes Yes
Reconciliation Yes Yes
Reporting Yes Yes
Role management Yes Yes
User management Yes Yes
User password management Yes Yes
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# Note:

e Workflows can be disabled in all modes. However, certain features require
workflows. See Running Oracle Identity Governance Without Workflows for
information about disabling workflows and the impact of doing so on various
Oracle Identity Manager features.

e See Configuring Auditing for information about auditing.

1.3 How does Oracle Identity Governance Interact with Other IT

Systems?

Oracle Identity Governance interacts with various applications and IT systems to manage the
application instances and accounts by using connectors.

In Oracle Identity Manager, applications and other IT systems are called IT resources. The IT
resources expose various objects that can be managed by Oracle Identity Manager. These
objects are called resource objects. The objects that represent accounts are called application
instances, and the objects that represent access within an application are known as
entitlements.

Oracle Identity Manager interacts with various applications and IT systems to manage the
application instances and accounts by using connectors. Connectors are installed on the
Oracle Identity Manager Server. Oracle provides several connectors for common technologies,
such as JDBC, LDAP, SPML, SOAP, and REST, and for common business applications, such
as SAP, eBusiness Suite, and PeopleSoft. New connectors can be developed by using the
Identity Connector Framework (ICF).

Some IT systems cannot be communicated with directly and require the use of a lightweight
component called the Connector Server. Examples of applications that require the use of the
Connector Server include Microsoft products, such as Exchange and Active Directory, Novell
eDirectory, IBM Lotus Notes, and others. In such scenarios, the connector is deployed on the
Connector Server, and it communicates using native protocols with the application. Oracle
Identity Manager communicates with the Connector Server, which then communicates with the
connector.

1.4 How does Oracle Identity Governance Interact with Other
Oracle Identity and Access Management Products?

ORACLE

Oracle Identity Governance integrates with other Oracle and third-party Identity and Access
Management products via standards-based integration.

When integrated with OAM, Oracle Identity Manager provides forgot user ID, forgot password,
challenge questions and responses, password and password policy management, account
locking, self registration, and user, role, and organization management services. OAM provides
Single Sign On services for Oracle Identity Manager. OAM also provides real-time session kill if
the user is locked and auto-unlock features.

Oracle Identity Manager requires the use of the LDAP synchronization feature. This feature
allows Oracle Identity Manager to push users, user passwords, and changes to user attributes,
groups, and group memberships to the LDAP directory. Oracle Identity Manager reconciles the
changes from the LDAP directory including the account lock status.
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Oracle Identity Manager supports a reduced and simplified integration with OAM as well,
where OAM provides Single Sign On for Oracle Identity Manager. In this approach, there is no
synchronization of the state attributes or of OIM users and groups. You can make use of
provisioning and connectors to provision and reconcile LDAP users and groups.

# Note:

See Integrating Oracle Access Manager and LDAP in the Integration Guide for
Oracle Identity Management Suite for information about integration with OAM.

1.5 How do Users Interact with Oracle Identity Governance?

Oracle Identity Governance provides an end-user interface, called Identity Self Service, and a
system administrator interface, called Identity System Administration. Both end-users and
system administrators use the web browser to log on to Oracle Identity Governance.

The interface for end-users is used:

« To manage your user profile, passwords, challenge questions, and account passwords.

« To view, request, and approve access for self and others, certify users, and process policy
violations and manual provisioning tasks.

« To setup organizations and administration roles and to configure delegated administration.
It is also used by delegated administrators to create and manage users, organizations, and
password policies.

* By authorized users to compose roles, create and run certification campaigns, configure
SoD rules and policies, and create and run compliance scans.

The interface for system administrators is used:

e To define workflow policies, home organization policies, and user capabilities

e To manage the schema of system entities, such as user, role, and organization
e To manage provisioning end-points and the schema of the supported objects

e To import/export Oracle Identity Manager configuration objects

e To install/uninstall/upgrade connectors

You can also use the REST services to either create your own user interface or to integrate
other applications with Oracle Identity Manager.

Developers can also use:

e The JDeveloper IDE to create custom Ul by using the Oracle Application Development
Framework (ADF) and to create custom workflows by using Business Process Execution
Language (BPEL)

» The Design Console, which is a Java thick client, to create provisioning workflows

e The embedded BI Publisher reporting server to create custom reports
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Product Architecture of Oracle Identity
Governance

Understand the various components and multi-tiered architecture of Oracle Identity
Governance.

This chapter provides an overview of Oracle Identity Governance product architecture. It
consists of the following topics:

e Oracle Identity Governance Components

e Multi-tiered Architecture of Oracle Identity Governance

2.1 Oracle Identity Governance Components

Oracle Identity Governance is a J2EE web application. The J2EE platforms consists of a set of
industry-standard services, APls, and protocols that provide the functionality for developing
multi-tiered and web-based enterprise applications.

Figure 2-1 shows the various components of Oracle Identity Governance.

Figure 2-1 Oracle Identity Governance Components
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2.2 Multi-tiered Architecture of Oracle Identity Governance

ORACLE

The system architecture of Oracle Identity Governance is distributed across logical tiers,
namely user interface tier, application tier, database tier, and connector tier.

This section contains the following topics:

e About the User Interface Tier

e About the Application Tier
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*  About the Database Tier

*  About the Connector Tier

2.2.1 About the User Interface Tier

The user-interface tier (or the user tier) consists of administrators and end-users who interact
with Oracle Identity Governance through one of the user interfaces.

The main user interface for Oracle Identity Manager is web-based, which communicates with
Oracle Identity Manager over HTTP/S. There are two browser-based Uls, the end-user facing
Oracle Identity Self Service and the administrator facing Oracle Identity System Administration.
These Uls are developed by using the Oracle Application Development Framework (ADF).

Identity Self Service can be customized via the web browser, by system administrators who
can add links, add business logic to show/hide form fields, extend shipped forms, and perform
several other common Ul customization tasks. Administrators perform Ul customization tasks
in Ul sandboxes. These sandboxes can be exported and imported into higher environments.
The use of Oracle ADF and Ul customization framework allows administrators to customize
Identity Self Service in an upgrade-safe manner.

Identity System Administration allows administrators to perform typical system administration
functions including scheduling jobs, onboarding applications, and managing schemas. This Ul
is not customizable.

Developers can use the Design Console to create provisioning workflows and Oracle
JDeveloper to create BPEL workflows for manual fulfillment, approval, identity certification, and
identity audit.

2.2.2 About the Application Tier

ORACLE

Oracle Identity Manager Server is a J2EE application. It is deployed on Oracle WebLogic
Server. The server consists of the Identity Self Service and Identity System Administration web
applications, SPML XSD, and REST services, and the EJBs and related Java classes that
provide the core functionality. Connectors, which interact with other IT systems, are deployed
on the Oracle Identity Manager Server.

# Note:

Oracle recommends that you use REST services instead of SPML.

The server comprises of the following functional components:
e ldentity administration

This includes self-registration, lost password and forgotten user ID, user, role, and
organization management, and password management.

The user management engine allows administrators to manage users; reset their
passwords and grant/revoke/modify access. When integrated with Oracle Access Manager
(OAM), the changes in the user profile are synchronized with the LDAP directory used by
OAM using a feature called LDAP synchronization.

The role management engine allows business users and administrators to create static
and dynamic roles, associate access via access policies, and make the role available to
various organizations. These operations can go through approval. After approval, the
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changes are committed to the Oracle Identity Manager repository. This feature is known as
role lifecycle management.

The organization management engine allows administrators to create and manage static or
rule-based dynamic organizations. Administrators can define password policies and
associate them with organizations, which allows different user communities to have
different password policies.

Authorization

The authorization engine in Oracle Identity Manager allows granular delegated
administration by allowing administrators to define admin roles and associate them with
functional capabilities. The authorization engine enforces the policies, which in turn
leverage the admin role memberships of the user. Administrators can also define attribute-
level permissions for users and specify who can see and modify user attributes.

Provisioning

Oracle Identity Manager provides a highly scalable provisioning engine that provides
account management and account password management capabilities. Oracle Identity
Manager allows administrators to manage accounts and grant/revoke/modify additional
access (entitlements). Administrators and end-users can also reset account passwords or
configure Oracle Identity Manager so that the user password is synchronized with the
accounts provisioned to a user. The provisioning engine supports two types of
provisioning, connected provisioning using connectors and disconnected provisioning (or
manual fulfillment) where a user has to take some action.

You can use Oracle Identity Governance to create, maintain, and delete users on target
systems. In this configuration, Oracle Identity Governance acts as the front-end entry point
for managing user data on the target systems. After accounts are provisioned, the users
for whom the accounts have been provisioned can access the target systems without any
interaction with Oracle Identity Governance. This is the provisioning configuration of Oracle
Identity Governance.

A provisioning operation can be started through any of the following ways:

— Request-Based Provisioning: In request-based provisioning, an individual creates a
request for a target system account. The provisioning process is completed when an
Oracle Identity Governance User with the required privileges approves the request and
provisions the target system account to the requester.

— Policy-Based Provisioning: This type of provisioning refers to resources being
granted to users automatically through access policies. Access policies are used to
define the association between user groups (or roles) and target resources.

— Direct Provisioning: This type of provisioning is a special administrator-only function
in which an Oracle Identity Governance administrator provisions a resource to an OIG
User. The workflow for this form of provisioning does not include the request and
approval steps. You perform direct provisioning by using the Oracle Identity Self
Service interface.

— Automate and Manual Provisioning: Oracle Identity Governance provides
automated provisioning to managed applications and target systems upon access
grant for both standard and privileged access, using a robust set of connectors. If
these grants need to be revoked as a result of monitoring controls, then they can be
automatically deprovisioned by using the same connectors, while providing a
comprehensive audit trail.

Some of the provisioning actions can be automated if a provisioning connector is
deployed for the specific target system and others can be completed manually. For
manual fulfillment, an administrator will be assigned a provisioning task, make the
appropriate changes in the target system, and then mark the task as ‘completed’ in
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Oracle Identity Governance. As approval needs can change over the period of time,
policy owners can change the approval routing logic using the Identity Self Service
interface.

— Role-Based Provisioning: Any organization that implements a role-based platform for
automated provisioning and a personalized portal must first implement an integrated
identity-management platform to manage risk, protect sensitive information assets,
and improve business performance. An identity management suite also can be used to
integrate information portals, providing a sophisticated solution for access
management, provisioning, and role management.

A solution that implements role-based provisioning should include four key
components:

*  Provisioning platform: The provisioning platform pulls identities from a trusted
source (often an HR system) and facilitates provisioning by automatically creating
accounts on a target system. It is responsible for synchronizing user data between
the HR system and target systems where there are changes to user data, such as
new-hires, job role changes, or employee termination. When a user is removed
from a role and no longer requires access, the provisioning platform automatically
deletes the user privileges from the target system.

*  Role management: Role management organizes user-access rights based on
similar responsibilities across the enterprise. For instance, a company might
formalize job codes or responsibilities into particular roles that carry their own
specific system-access rights and security levels. As a user's role changes, so do
the user's access permissions. Oracle Identity Governance pushes these changes
to the role manager, which derives user role membership and access information
based on the user profile sent from the trusted resource. The provisioning platform
and role manager should work in tandem to ensure that provisioning events are
based on roles.

*  Access management: An access management platform allows users of
applications or IT systems to log in once and gain access to IT resources across
the enterprise. This allows the organization to create a centralized and automated
single sign-on (SSO) solution for managing who has access to what information
across the IT infrastructure.

*  Portal: Portals provide unified access to enterprise information in a personalized
fashion. Portals can leverage the access-management platform to authenticate
and authorize users. Once the user is authenticated and authorized, the portal
presents an interface that can be personalized for each user to display only the
data and applications that user has access to.

Reconciliation

The reconciliation engine allows changes in target applications to be detected and
synchronized with Oracle Identity Manager. It can retrieve changes from an authoritative
source or from a target resource.The reconciliation engine allows changes in target
applications to be detected and synchronized with Oracle Identity Manager. It can retrieve
changes from an authoritative source or from a target resource. In the former scenario,
changes are synchronized with the user, while in the latter, with the account.

Access request and approvals

The request engine allows end-users to submit requests for new and modified access,
either for themselves or for others. They can use the access catalog to search and browse
in a manner similar to online shopping and submit their requests. The requests are routed
to the appropriate approvers and fulfilled either in an automated manner by using
connectors, or manually by using disconnected provisioning.

Identity certification
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The identity certification engine allows administrators to define certification campaigns.
These campaigns allow managers and authorized users to review and certify the access
granted to users. They can delegate certain users or process them themselves. They can
reject a user's access, which can trigger a provisioning action to revoke the access. This is
called closed-loop remediation.

« ldentity audit or Segregation of Duties (SoD)

The SoD engine allows administrators to define rules and group them into policies. These
rules and policies, known as identity audit rules and policies, allow Oracle Identity Manager
to detect access that violates compliance rules. Administrators can specify which policies
should be enforced during access request, while allowing other policies to be enforced
retroactively. When a policy violation is found, the engine assigns the violation to a user for
remediation.

*  Auditing

The auditing engine audits (or logs) various actions in Oracle Identity Manager.
Administrators can also add custom audit events. The audit data can be reported on using
the reporting capabilities of Oracle Identity Manager.

 Embedded reporting server

The embedded reporting server, based on Oracle Bl Publisher, provides operational and
historical reports. Administrators can also use standalone Bl Publisher or use the schema
information to create reports using any other reporting tool.

*  BPEL workflow engine

Oracle Identity Manager uses BPEL to provide workflow orchestration for approval, manual
fulfillment, identity certification, and identity audit. Administrators or developers can define
BPEL workflows or SOA composites and use workflow rules to dynamically invoke these
workflows. BPEL provides data-driven approver resolution, task expiration, and escalation
and email-based actionable notification. Oracle JDeveloper can be used to create new
workflows and register them in Oracle Identity Manager.

2.2.3 About the Database Tier

Oracle Identity Manager stores all its information in the Oracle Identity Manager repository. The
repository is comprised of tables that store the configuration, state, and other data.

Oracle Identity Manager keeps a copy of the account and entitlement data that is provisioned
to the user, allowing it to be the source of truth for identity and account data.

Oracle Identity Manager also makes use of other schemas to store metadata about the
workflows, approvals, configuration, and authorization policies.

Because Oracle ldentity Manager can accumulate state data, it provides archival and purge
utilities to manage data growth. Administrators must follow the product recommendations to
manage data growth for optimal performance.

2.2.4 About the Connector Tier

ORACLE

The connector tier consists of applications and IT systems to which you provision and
deprovision user accounts, change the account password, and grant/revoke entitlements.

The connector tier also includes the connector server, which is a lightweight application that
allows Oracle Identity Manager to manage applications that do not provide remote APIs or
require native integration.
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Typically, Oracle Identity Manager connectors are developed by using the Identity Connector
Framework and are deployed with the server. In some cases, where a connector server is
required, they are deployed on the connector server.

You can create your own connectors by using the Identity Connector Framework, a lightweight
and easy to use framework for developing connectors.
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Interface

Login to Oracle Identity System Administration, access the various links and options available
in the interface, and use online help for information on the Ul elements.

This chapter discusses the procedure to access and log in to Oracle Identity System
Administration, and provides an overview of the Oracle Identity System Administration.

This chapter contains the following topics:

e Logging in to Oracle Identity System Administration

e Oracle Identity System Administration

3.1 Logging in to Oracle Identity System Administration

Use the correct login ID and password to login to Oracle Identity System Administration.
To log in to Oracle Identity System Administration:
1. Browse to the following URL by using a Web browser:

http://HOSTNAME: PORT/sysadmin

In this URL, HOSTNAME represents the name of the computer hosting the application server
and PORT refers to the port on which the Oracle Identity Manager server is listening.

# Note:

The application name, sysadmin, is case-sensitive.

2. After the Oracle Identity System Administration login page is displayed, log in with your
user name and password.

3.2 Oracle Identity System Administration

The left navigation pane of Oracle Identity System Administration provides links to open
various sections of the interface on the right pane.

The interface of the Oracle Identity System Administration is composed of the following areas:

e Layout of the Oracle Identity System Administration Interface
e Links in the Oracle Identity System Administration Interface
« Left and Right Panes in the Oracle Identity System Administration Console

e Help in Oracle Identity System Administration
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3.2.1 Layout of the Oracle Identity System Administration Interface

The layout of the Oracle Identity System Administration consists of left and right panes, links,
and options.

Figure 3-1 shows a sample page and the layout of the interface.

Figure 3-1 Layout of the Oracle Identity System Administration Console
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3.2.2 Links in the Oracle Identity System Administration Interface

The top pane of Oracle Identity System Administration consists of Accessibility, Sandboxes,
and Sign Out.

This area consists of the following links in the upper-right corner of the interface:
*  About Accessibility Link

*  About Sandboxes Link

e About Sign Out Link

3.2.2.1 About Accessibility Link

Oracle Identity System Administration has been designed to adhere to the standards set in
Section 508 of the Rehabilitation Act and the World Wide Web Consortium's Web Content
Accessibility Guidelines 2.0 AA (WCAG 2.0 'AA").
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When you click the Accessibility link in the upper right corner of the page, the Accessibility
dialog box is displayed. You can select one of the following options from the Accessibility
dialog box:

* luse a screen reader
Select this option if you want to use a screen reader.
« luse high contrast colors

Select this option to use the high-contract color scheme that you have specified in your
operating system, rather than using the default color scheme specified in Oracle Identity
System Administration.

e luse large fonts

Select this option if you want to change the font size for easy viewing and readability.

3.2.2.2 About Sandboxes Link

A sandbox represents an area where metadata objects can be modified without affecting their
mainline usage. In other words, a sandbox is a temporary storage area to save a group of
runtime page customizations before they are either saved and published to other users, or
discarded.

In the Manage Sandboxes page, you can create, delete, activate, deactivate, and publish
sandboxes. See Managing Sandboxes in Developing and Customizing Applications for Oracle
Identity Governance for detailed information.

3.2.2.3 About Sign Out Link

The Sign Out link is available on the top right corner of Oracle Identity System Administration.

Click the Sign Out link to log out of Oracle Identity System Administration.

3.2.3 Left and Right Panes in the Oracle Identity System Administration

Console

ORACLE

Every page in the Oracle Identity System Administration is divided into two panes. The left
pane consists of sections that contain links to regions using which a variety of tasks can be
accomplished.

The left pane is the primary navigation tool and is displayed on all web pages of Oracle Identity
System Administration. Depending on the link that you click in the left pane, corresponding
details are displayed in the right pane.

The left pane consists of these regions:
e About Provisioning Configuration

e About System Entities

*  About System Configuration

e About Upgrade

*  About Workflows
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3.2.3.1 About Provisioning Configuration

The Provisioning Configuration region consists of Form Designer, IT Resource, Generic
Connector, Application Instances, and Manage Connector.

The Provisioning Configuration region contains the following:

e Form Designer

Use this page to create and manage forms of type users, roles, organizations, catalog, and
resources that are not predefined in Oracle Identity Manager.

See "Managing Forms" for more information.
e IT Resource

Use this page to create and manage IT resources. An IT resource is composed of
parameters that store connection information about a target system. Oracle Identity
Manager uses this information to connect to a specific installation or instance of the target
system.

See "Managing IT Resources" for more information.
*  Application Instances

Use this page to create and manage application instances. An application instance is a
combination of an IT resource instance and resource object. Users have accounts and
entitlements that are associated with application instance and not with the IT resource

instance or resource object.

See "Managing Application Instances " for more information.
* Manage Connector

Use this page to define, install, clone, upgrade, and uninstall predefined connectors in an
Oracle Identity Manager environment. A predefined connector is designed for commonly
used target systems such as Microsoft Active Directory and PeopleSoft Enterprise
Applications.

See "Managing Connector Lifecycle" for more information.

3.2.3.2 About System Entities

ORACLE

The System Entities region consists of links for customizing forms for the user, organization,
role, and catalog entities.

The System Entities region contains the following:

e User
Click to customize the User form, such as to create a UDF for the user entity.
e Organization

Click to customize the Organization form, such as to create a UDF for the organization
entity.

* Role
Click to customize the Role form, such as to create a UDF for the role entity.
e Catalog

Click to customize the Catalog form, such as to create a UDF for the catalog entity.
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3.2.3.3 About System Configuration

ORACLE

The System Configuration region contains of the Home Organization Policy, Self Service
Capabilities, Lookups, Role Categories, Scheduler, Notification, Configuration Properties,
Import, and Export links.

The System Configuration region contains the following:

Home Organization Policy

Use this page to create and manage policies based on which the home organization of a
user is determined at the time of self registration.

See Managing the Home Organization Policy for more information.
Self Service Capabilities

Use this page to define self service capability policies to control what operations a user can
perform for self.

See Managing Self Service Capability Policy for more information.
Lookups

Use this page to create and manage lookup definitions. See Managing Lookups for more
information.

Role Categories

Use this page to create and manage role categories for categorizing roles for the purpose
of navigation and authorization.

See Managing Role Categories for more information.
Scheduler

Use this page to create and manage scheduled jobs. Scheduled jobs are jobs that are run
at specified time intervals to manage various activities in Oracle Identity Manager.

See Managing the Scheduler for more information.
Notification

Use this page to create and manage notification templates. A notification template is used
to send notifications.

See Managing Notification Service for more information.
Configuration Properties

Use this page to create and manage system properties. System properties define the
characteristics that control the behavior of Oracle Identity Manager.

See Configuring Oracle Identity Governance for more information.
Import

Use this page to import Oracle Identity Manager configurations by using the Deployment
Manager.

See Migrating Incrementally Using the Deployment Manager for more information.
Export

Use this page to export Oracle Identity Manager configurations by using the Deployment
Manager.

See Migrating Incrementally Using the Deployment Manager for more information.
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3.2.3.4 About Upgrade

When you upgrade to this release of Oracle Identity Manager, the custom attributes for entities
(such as users, roles, organizations, and application instances) exist in the back-end.

However, if you want to display these attributes as form fields in the Oracle Identity Manager
user interface, then you must customize the associated pages on the interface to add the
custom form fields. To do so, use the links in the Upgrade region of Identity System
Administration.

The Upgrade region contains the following:
e Upgrade User Form
Use this page to create and manage custom form fields for the user entity.
e Upgrade Role Form
Use this page to create and manage custom form fields for the role entity.
e Upgrade Organization Form
Use this page to create and manage custom form fields for the organization entity.
* Upgrade Application Instances
Use this page to create and manage custom form fields for the application instance entity.

For detailed information about upgrading Oracle Identity Manager to 19¢ (19.1.0.0.0), see
Upgrading Oracle Identity Manager Single Node Environments in Upgrade Guide for Oracle
Identity and Access Management.

3.2.3.5 About Workflows

The Workflows region consists of the Approval Workflow Rules page.

Use this page to manage approval workflow rules that determine whether or not request
approval is required for an operation and which workflow is invoked for a specific operation.

See "Managing Workflows" for more information.

3.2.4 Help in Oracle Identity System Administration

The Oracle Identity System Administration interface includes a help system. Clicking the Help
link opens the help system in a new window.

The help interface provides context-sensitive help. For example, if you are in the Form
Designer page and click the Help link, then help content related to form designer is displayed.

The default view of the help system consists of three panes:

e About Top Pane in the Help Interface
e About Lower Left Pane in the Help Interface

e About Lower Right Pane in the Help Interface

3.2.4.1 About Top Pane in the Help Interface

The top pane in the Help interface consists of the Book list, search fields, and buttons for
navigation and printing.
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Figure 3-2 shows a sample page and default layout of the help interface.

Figure 3-2 Layout of the Help Interface
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The top pane consists of the following:

Book drop-down list: From this drop-down list you can select one of the following values:

Help Topics for Oracle Identity Manager: Select this value to open all help topics for
Oracle Identity Manager.

Administrator's Guide for Oracle Identity Manager: Select this value to open the
online help version of Oracle Fusion Middleware Administrator's Guide for Oracle
Identity Manager.

Developer's Guide for Oracle Identity Manager: Select this value to open the online
help version of Oracle Fusion Middleware Developing and Customizing Applications
for Oracle Identity Manager.

User's Guide for Oracle Identity Manager: Select this value to open the online help
version of Oracle Fusion Middleware Performing Self Service Tasks with Oracle
Identity Manager.

Custom Help Topics for Oracle Identity Manager: Select this value to open any
custom help topics.

Search field: Specify any word or term to search for in the help system.

View: From the View menu, you can select any one of the following options:

Maximize Reading Pane: Collapses the lower left pane to maximize the reading
pane, which is the lower right pane.

Restore Default Window Layout: Restores the current layout of the help system to
the default layout.
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— Contents: Restores the lower left pane to display the Contents region along with the
help topics, if it is not already being displayed.

— Search: Displays the Search region in the lower left pane. In the Search region, you
can search for help topic and the search results are displayed in a tabular format. Here
are a few guidelines on performing a search:

*  Search criterion specified in the Search field can be made case sensitive by
selecting the Case Sensitive option.

*  To define your search precisely, you can specify the boolean operators & (for
AND), [(for OR), ! (for NOT) in your search criterion, select the Boolean
expression option, and then click Search.

*  To search for help topics containing all words specified in the search criterion,
select All words.

*  To search for help topics containing any word specified in the search criterion,
select Any words.

— Show permanent link for this topic page: If you want to save the link to a help topic
for future reference, then from the View menu, select Show permanent link for this
topic page. In the dialog box that is displayed, right-click the link to the help topic and
select one of the following options:

*  Bookmark This Link: Adds the help topic URL to the browser bookmarks.
*  Copy Link Location: Copies the help topic URL to the clipboard.

* Toolbar: The help system contains a toolbar that provides action buttons for certain tasks.
You can view the name of the button by moving the mouse pointer over the button. The
following buttons are available:

— Go back one page: Takes you back to the page containing the previous help topic.

— Go forward one page: This icon is enabled only if you have clicked the Go back one
page icon. Clicking the Go forward one page icon takes you to the next page in the
sequence of topics you visited.

— Print this topic page: Prints the current help topic.

— Email this topic page: Drafts an email with a link to the help topic currently displayed
in the help system. This draft can be sent to the desired email recipient.

— Link to this topic page: Saves the link to a help topic for future reference by right-
clicking the link to the help topic in the dialog box that is displayed, and then selecting
one of the following options:

*  Bookmark This Link: Adds the help topic URL to the browser bookmarks.
*  Copy Link Location: Copies the help topic URL to the clipboard.

3.2.4.2 About Lower Left Pane in the Help Interface

The lower left pane contains the Contents and Search regions. By default, the Contents region
is expanded.

The Contents region displays links to help topics depending on the option you select from the
Book drop-down list in the top pane. You can click the arrow icon beside Contents to expand or
collapse the Contents region.

3.2.4.3 About Lower Right Pane in the Help Interface

The lower right pane is also called the reading pane.
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The lower right pane displays any help topic that you search for or open from the Contents and
Search regions in the lower left pane. The pages in the reading pane displays a description of
each element in the Ul page of Oracle Identity System Administration.
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Policy Administration

Policy administration includes managing workflows for request generation and approval.
This part contains the following chapter:

e Managing Workflows
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Managing workflows include understanding and configuring workflow rules, managing request
approval in an upgraded deployment, moving workflow policies from test to production, and
running Oracle Identity Manager without workflows.

This contains the following sections:

Understanding Workflow Rules

Configuring Approval Workflow Rules

Managing Request Approval in an Upgraded Deployment of Oracle Identity Governance
Migrating Workflow Rules From Test to Production

Running Oracle Identity Governance Without Workflows

Use Cases for Disabled or Deleted Proxy Users

4.1 Understanding Workflow Rules

Understand workflow rules, request process flow with or without workflows, and request
lifecycle for single and bulk requests.

This sections describes about the approval workflows in the following topics:

About Workflow Rules
About Request Process Flow

About Request Lifecycle

4.1.1 About Workflow Rules

Request generation and approval depends on the usage and configuration of workflow rules.

ORACLE

Request generation and approval is governed by the following:

Whether Oracle Identity Manager is running with or without workflows. By default,
workflows are enabled in Oracle Identity Manager. For information about running Oracle
Identity Manager without workflows, see Running Oracle Identity Governance Without
Workflows.

Approval workflow rules defined for the supported operations.

< Note:

Approval policies have been removed in favor of workflow policies. Request
generation and approval is governed by workflow policies, as described in this
document. The removal of approval policies is applied in 14c.release.

Workflow rules determine the following:
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*  Whether or not approvals are required for an operation

e Which workflow must be invoked for a specific operation

4.1.2 About Request Process Flow

ORACLE

The process flow of a request depends on whether or not the operation is allowed, single or
bulk operation, and the deployment is with or without workflows.

The process of request generation and approval, which is governed by approval workflow
rules, is depicted in Figure 4-1.
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The request process flow is as follows:
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1. Authorization checks are performed based on the admin roles granted to the user. This
check determines whether or not the user is allowed to perform the operation.

2. If the operation is not authorized, then an error is returned and the flow ends.

3. If the operation is allowed, then it is checked if the operation is a bulk operation or future-
dated operation.

4. |Ifitis a bulk or future-dated operation, then a request is created, approval is initiated based
on workflow rule evaluation, and the operation is completed after approval.

5. Ifitis not a bulk or future-dated operation, then approval workflow rules are evaluated. The
result of this evaluation determines whether request is created or not.

« If the result is Direct, then no request is created, and the operation is performed
directly.

« If a SOA Workflow ID is returned as the result, then a request is created, and the
workflow returned by the policy evaluation is invoked.

Bulk requests are processed in the following way:
e An allowed bulk operation always results in a request being created.
e Approval workflow rules configured for the bulk operation are evaluated.

If rule evaluation results in a workflow ID, then bulk request is created and corresponding
SOA workflow is initiated.

If rule evaluation results in no workflow ID, then bulk request is created and it is auto-
approved.

e After the bulk request is approved (auto-approved or SOA workflow approval), child
requests are created.

e Child requests go through approval workflow rule evaluation (non-bulk), and are processed
based on the outcome.

4.1.3 About Request Lifecycle

Each request goes through a specific lifecycle after it is created in the system. The lifecycle
transits the request through various stages. The stage a request is in determines what action
the controller takes in that step, what operations are available on the request at that time, and
what the possible stage transitions are.

Request lifecycle is described in the following sections:

* Various Request Stages
e Single Request Lifecycle

*  Bulk Request Lifecycle

4.1.3.1 Various Request Stages

Table 4-1 describes how a request functions at various stages through its life cycle and how a
request attains these stages.
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Request Stage

Description

Request Draft Created

Request Created

Provide Information

Request Awaiting Approval

After saving the request as a draft by clicking the Save as Draft button
on the Cart Details page, the request moves to the Request Draft
Created stage.

A requester can save a request for modifying, submitting, or deleting it
later. This is useful if the requester is awaiting additional information
before submitting the request. The draft request cannot be withdrawn
or closed.

Note: The request data saved in draft mode does not include sensitive

information such as passwords, even if they were entered before
saving the request as draft.

After successful submission of the request, the request moves to the
Request Created stage.

This is a task assigned to requester (accessible from Inbox) for the
entitlement request to search for and select the account for which the
entitiement needs to be provisioned.

After the request is created, the request moves to the Request

Awaiting Approval stage automatically if there are approvals

defined for this request. At this stage, the corresponding approvals are

initiated through the request service.

If a request is withdrawn or closed at this stage, then the request

engine calls cancel workflow on each workflow instance. Notifications

are sent to approvers about the withdrawn tasks.

After the request successfully completes these statuses, it will attain

the Request Approved stage.

If an SoD validation check is plugged-in after the request has been

successfully created, the request is associated with the following

statuses.

*  SoD check not initiated
A request attains this stage, if the SoD validation is not initiated for
provisioning resource based request. The request engine moves
the request to this stage after submission of request and before
Obtaining Approval.

e SoD check initiated
A request attains this stage, if the SoD validation is initiated
asynchronously for provisioning resource based request. The
request engine moves the request to this stage after submission of
request and before Obtaining Approval.

e SoD check completed
A request attains this stage, if the SoD validation is completed for
provisioning resource based request. The request engine moves
the request to this stage after submission of request and before
Obtaining Approval.

Note: These SoD request statuses are possible if the request is any of

the following request types:

e Provision Application Instance

e Modify Account

e Provision Entitlement

*  Revoke Entitlement

e Assign Roles

*  Remove from Roles
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Table 4-1 (Cont.) Request Stages
]

Request Stage

Description

Request Approved

Request Auto Approved

Request Rejected

Operation Initiated

Request Failed

Request Withdrawn

Only after a request is approved, it moves to the next stage and is
updated with the current status. The outcome is Approved, Rejected, or
Pending.

Only after a request is approved, it moves to the next stage and is
updated with the current status.

Each time a workflow instance is updated, request service updates the
request engine with the current status of that instance. The outcome
that the request engine expects from request service is Approved or
Rejected. If any of the workflow instances that are instantiated are
rejected, then request engine moves the request to Rejected stage. If
any workflow instance is rejected, then the controller calls cancel on all
the pending workflows and moves the request to Rejected stage.

After the request is approved, the request engine moves the request to
the Operation Initiated stage and initiates the operation.

The following request statuses are associated with this stage:
e Operation Completed

After completing the actual requested operation, the request
engine moves the request to the Operation Completed stage. This
happens after Operation Initiated status and is associated with
Completed stage.

e Post Operation Processing Initiated

After the actual requested operation is completed, if there exists

any additional operation that needs to be executed as post-

processing, the request engine moves the request to the Post

Operation Processing Initiated stage, before initiating those

operations. This happens after Operation Completed status.
Note: In case of a bulk operation, child requests are created after
request level approval, and the parent request moves to the "Request
Awaiting Child Requests Completion" status.

When the associated operations specified in the request fails to
execute, the request cancels any pending operations and moves the
request to the Request Failed stage.

The following request statuses are associated with this stage:

*  Request Failed
When all associated operations specified in a request fail, the
request is moved to the Request Failed stage.

*  Request Partially Failed
When any associated operation specified in a request fails, the
request is moved to the Request Partially Failed stage.

A request can be withdrawn by the requester. At this stage, the request
is associated to the Request Withdrawn status, and the initiation of all
approvals are canceled.

Note:

* Arequest can be withdrawn before Operation Initiated stage. After
the request attains the Operation Initiated stage, the request
cannot be withdrawn.

e Arequest saved in draft mode cannot be withdrawn.

e Arequest can always be withdrawn by a requester only, which is
done by using Identity Self Service.

e An administrator can close requests, which is similar to the
withdraw function.
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Table 4-1 (Cont.) Request Stages
]

Request Stage Description

Request Closed A request can be closed by the requester. At this stage, the request is
associated to the Request Closed status, and the initiation of all
approvals are canceled.

Note:

e Arequest saved in draft mode cannot be closed.

e An administrator can close requests, which is similar to the
withdraw function.

Request Completed After the execution of all operations specified in the request are
completed, the request engine moves the request to the Request
Completed stage.

The following request statuses are associated with this stage:
*  Request Completed with Errors

A request attains this status, when an actual requested operation
executes fine, but fails to execute any of the post-processing
operations. The Request Completed with Errors stage is
associated with the Failed stage.

*  Request Completed

A request attains this status, when an actual requested operation
executes fine without any errors.

*  Request Awaiting Completion
When a request is scheduled to be executed on a future date, the

request attains Request Awaiting Completion status till the
operation is completed on an effective date.

The successful attainment of a stage also results in the status of the request being updated to

t

he corresponding status.

Operations can be executed manually or automatically by the system in response to an event.
Examples of manual operations are:

Save request as draft
Edit/update draft request
Submit request

Close/cancel (withdraw) request

Approve request when the service is notified that the approval workflow is successfully
approved

Examples of automatic operations are:

4.1.3.2 Single

Start approvals when the request is submitted

Execute request when the request is approved and execution date is in the future or not
specified

Request Lifecycle

Any single or non-bulk request goes through a single level of approval. When the approval
workflow is invoked, the request moves to the Request Awaiting Approval stage, and it
moves to the Request Approved stage after approval, as shown in Figure 4-2.

ORACLE

4-7



Chapter 4
Understanding Workflow Rules

Figure 4-2 Single Request Lifecycle
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4.1.3.3 Bulk Request Lifecycle

The lifecycle of a bulk or parent request is similar to a single or non-bulk request, until the bulk
request goes to the Request Approved stage. After that, it is split into child requests, and then

it moves to the Request Awaiting Child Requests Completion Status of the Operation
initiated stage, as shown in Figure 4-3.
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Figure 4-3 Bulk Request Lifecycle
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Each child request goes through the lifecycle described in "Single Request Lifecycle". After the
child requests are completed, the bulk or parent request moves to the Request Completed
stage.

4.2 Configuring Approval Workflow Rules

ORACLE

Configuring approval workflow rules involve understanding workflow rules, rule conditions, and
system-defined operations and rules; and creating approval workflow rules, configuring custom
rule conditions, modifying approval workflow rules, deleting approval workflow rules, and
understanding approval workflow rule evaluation.

This sections describes about configuring approval workflow rules in the following topics:
e About Approval Workflow Rules

*  About Rule Conditions

e About System-Defined Operations and Rules

e Creating Approval Workflow Rules

¢ About Custom Rule Conditions

e Modifying Approval Workflow Rules

e Deleting Approval Workflow Rules

e About Approval Workflow Rule Evaluation
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4.2.1 About Approval Workflow Rules

ORACLE

Approval workflow rules can be configured to determine whether an operation requires
approval or not. In addition, if approval is required, then the rule also indicates which SOA
workflow is to be initiated.

A list of operations and corresponding workflow rules are predefined in Oracle Identity
Manager. These system-defined rules determine whether or not approvals are required and the
SOA workflow to be initiated. All the non-bulk operations have pre-defined approval workflow
rules configured.

For a list of supported operations and corresponding rules, see "About System-Defined
Operations and Rules".

# Note:

Oracle Identity Manager does not allow you to create new operations and
corresponding rules. However, you can create and modify rules for the existing
operations.

Approval workflow rules can be configured for all the supported operations, which are:

» Self-Register User

* Create User

*  Modify User

o Disable User

* Enable User

e Delete User

* Create Role

*  Modify Role

* Delete Role

e Assign Roles

* Remove from Roles
*  Modify Role Grant

*  Provision Application Instance
*  Modify Account

* Disable Account

*  Enable Account

* Revoke Account

*  Provision Entitlement
*  Modify Entitlement

* Revoke Entitlement

* Heterogeneous Request
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e Bulk Modify User Profile

e Bulk Disable User

e Bulk Enable User

e Bulk Delete User

* Bulk Delete Role

*  Bulk Assign Roles

e Bulk Remove from Roles
e Bulk Provision Application Instance
e Bulk Disable Account

e Bulk Enable Account

*  Bulk Revoke Account

e Bulk Provision Entitlement

*  Bulk Revoke Entitlement

4.2.2 About Rule Conditions

An approval workflow rule consists of rule condition and outcome.
An approval workflow rule consists of:

« Condition: Rule condition based on the allowed inputs defined at the operation level
e Outcome: Workflow ID, which is the SOA workflow ID to be initiated for the operation

The following is an example of an approval workflow rule for the Modify User operation:
Rule condition:

requester.adminroles CONTAINS OrclOIMUserAdmin

Rule Outcome:

Direct

Here, the rule condition checks if the requester is a member of the User Administrator admin
role in the beneficiary's organization. If the condition is satisfied, then operation is performed
without initiating any approval workflow.

The rule conditions vary from operation to operation. For example, user data is required along
with requester data for a Create User operation, and role information and user data is required
along with requester date for an Assign Role operation. Requester data is required for all
operations. Oracle Identity System Administration enables you to enter the required role
conditions based on the operation that you select.

Each approval workflow can have multiple rules associated with it, which must be defined in a
certain order. For example, the Create User approval workflow can have rules, such as Create
Contractor, Create Supplier, and Create Partner, defined in a sequence. The order in which the
rules in an approval workflow are evaluated depends on the order or sequence in which the
rules are defined in the policy.

See "About Custom Rule Conditions" for examples of rule conditions for each operation.
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4.2.3 About System-Defined Operations and Rules

< Note:

Each operation/workflow policy has a default rule, whose outcome is DIRECT. This means that
if the default rule condition evaluates to true for an operation, then it is a direct operation
without approvals.

Table 4-2 lists the system-defined operations and corresponding workflow rules, for which the
outcome is DIRECT.

The rules in Table 4-2 are only for backward compatibility. You must remove these
and create your own rules.

Table 4-2 Operations and Rules

Operation

Rule Name

Rule condition

Assign Roles

Assign Roles Default Rule

requester.adminroles CONTAINS OrclOIMRoleAuthorizer OR
requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Create Role

Create Role Default Rule

requester.adminroles CONTAINS OrclOIMRoleAdministrator OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Create User

Create User Default Rule

requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Delete Role Delete Role Default Rule requester.adminroles CONTAINS OrclOIMRoleAdministrator OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator
Delete User Delete User Default Rule requester.adminroles CONTAINS OrclOIMUserAdmin OR

requester.adminroles CONTAINS OrclOIMSystemAdministrator

Disable Account

Disable Account Default
Rule

requester.adminroles CONTAINS
OrclOIMApplicationinstanceAuthorizerRole OR requester.adminroles
CONTAINS OrclOIMUserAdmin OR requester.adminroles CONTAINS
OrclOIMSystemAdministrator

Disable User

Disable User Default Rule

requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Enable Account

Enable Account Default
Rule

requester.adminroles CONTAINS
OrclOIMApplicationinstanceAuthorizerRole OR requester.adminroles
CONTAINS OrclOIMUserAdmin OR requester.adminroles CONTAINS
OrclOIMSystemAdministrator

Enable User Enable User Default Rule requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator
Modify Account Modify Account Default requester.adminroles CONTAINS

Rule

OrclOIMApplicationinstanceAuthorizerRole OR requester.adminroles
CONTAINS OrclOIMUserAdmin OR requester.adminroles CONTAINS
OrclOIMSystemAdministrator

Modify Entitlement

Modify Entitlement Default
Rule

requester.adminroles CONTAINS OrclOIMEntitlementAuthorizer OR
requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Modify Role

Modify Role Default Rule

requester.adminroles CONTAINS OrclOIMRoleAdministrator OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

ORACLE
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Operation

Rule Name

Rule condition

Modify User Profile

Modify User Profile Default
Rule

requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Provision Application
Instance

Provision
Applicationinstance Default
Rule

requester.adminroles CONTAINS
OrclOIMApplicationinstanceAuthorizerRole OR requester.adminroles
CONTAINS OrclOIMUserAdmin OR requester.adminroles CONTAINS
OrclOIMSystemAdministrator

Provision Entitlement

Provision Entitlement
Default Rule

requester.adminroles CONTAINS OrclOIMEntitlementAuthorizer OR
requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Remove from Roles

Remove from Roles Default
Rule

requester.adminroles CONTAINS OrclOIMRoleAuthorizer OR
requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Revoke Account

Revoke Account Default
Rule

requester.adminroles CONTAINS
OrclOIMApplicationinstanceAuthorizerRole OR requester.adminroles
CONTAINS OrclOIMUserAdmin OR requester.adminroles CONTAINS
OrclOIMSystemAdministrator

Revoke Entitlement

Revoke Entitlement Default
Rule

requester.adminroles CONTAINS OrclOIMEntitlementAuthorizer OR
requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

Modify Role Grant

Modify Role Grant Default
Rule

requester.adminroles CONTAINS OrclOIMRoleAuthorizer OR
requester.adminroles CONTAINS OrclOIMUserAdmin OR
requester.adminroles CONTAINS OrclOIMSystemAdministrator

In addition, there are a few other system-defined rules that support compliance use cases,
which include role lifecycle, identity auditor, and certification, as listed in Table 4-3.

Table 4-3 Rules for Compliance Use Cases

Operation Rule Name Rule Condition Rule Outcome
Assign Roles Assign Roles identityAuditEnabled EQUAL TRUE  Workflow
IdentityAuditorEnabled Rule default/
DefaultOperationalApproval!
5.0
Create Role Create Role identityAuditEnabled Equal TRUE Workflow
IdentityAuditorEnabled Rule default/RoleLCMApproval!1.0
Delete Role Delete Role identityAuditEnabled Equal TRUE Workflow
IdentityAuditorEnabled Rule default/RoleLCMApproval!1.0
Disable User Disable User Certification request.isCertification Equal true Workflow
Rule default/
DefaultRequestApproval!6.0
Modify Role Modify Role identityAuditEnabled Equal TRUE Workflow
IdentityAuditorEnabled Rule default/RoleLCMApproval!1.0
Remove from Roles Remove from Roles identityAuditEnabled Equal TRUE Workflow
IdentityAuditorEnabled Rule default/
DefaultOperationalApproval!
5.0

ORACLE
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Table 4-3 (Cont.) Rules for Compliance Use Cases

Operation Rule Name Rule Condition Rule Outcome
Remove from Roles Remove from Roles request.isCertification Equal TRUE Workflow
Certification Rule default/
DefaultRequestApproval!6.0
Revoke Account Revoke Account request.isCertification Equal TRUE ~ Workflow
Certification Rule default/
DefaultRequestApproval!6.0
Revoke Entitlement Revoke Entitlement request.isCertification Equal TRUE Workflow
Certification Rule default/
DefaultRequestApproval!6.0
Modify Role Grant Modify Role Grant identityAuditEnabled EQUAL TRUE  Workflow
IdentityAuditorEnabled Rule default/

DefaultOperationalApproval!
5.0

4

See Also:

Table 4-4 for information about the request.isCertification and
identityAuditorEnabled conditions.

Note:

The workflow rules listed in Table 4-3 are configured ahead (in terms of order) of the
default rules listed in Table 4-2. Therefore, these rules would be evaluated before the
default rules. See "About Approval Workflow Rule Evaluation” for more information
about workflow rule evaluation.

For example, the Assign Roles operation has two rules configured by default in the
following order:

1. Assign Roles IdentityAuditorEnabled Rule
2. Assign Roles Default Rule

To determine the approval workflow to be initiated for an Assign Roles operation, the
Assign Roles IdentityAuditorEnabled Rule rule is evaluated first. If the rule does
not match (evaluates to true), then Assign Roles Default Rule is evaluated.

4.2.4 Creating Approval Workflow Rules

Approval workflow rules are configured to determine whether an operation requires approval or
not. In addition, if approval is required, then the rule also indicates which SOA workflow is to be
initiated.

To create an approval workflow rule:

1.

ORACLE

Login to Oracle Identity System Administration.
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On the left navigation pane, under Workflows, click Approval. The Approval Workflow
Configuration page is displayed.

In the Select an Operation to configure rules section, select an operation to configure rules
for the operation. The rules associated with the operation are displayed in the Rules
section at the bottom of the page. This section displays the rule name, rule description,
and the workflow associated with the operation.

In the Rules section, you can create a new rule, or select an existing rule and update or
delete it.

# Note:

When multiple rule conditions are specified in an approval workflow policy, the
order in which rules are evaluated is based on the order in which they are
configured in the policy. The order cannot be changed after the rules have been
created. Therefore, the rules must be created in the order in which you want
them to be evaluated.

In the Rules section, click Create. The Create Rule page is displayed.
In the Name box, enter a name for of the rule. This is a mandatory field.
In the Description box, enter a description for the rule.

In the Owner box, specify a owner of the rule. To do so, click the search icon adjacent to
the Owner field, and then search and select a owner.

From the Status list, select a status for the rule. By default, the rule is in Enabled status.

In the Condition Builder section, specify the rule conditions in the IF and THEN clauses. To
do so, perform the following steps to create a sample rule condition in which if the user is a
member of the Top organization, then the Create User operation will be auto-approved:

a. Under the IF clause, in the first field of the empty row, to specify an object and
attribute, click the search icon adjacent to the field. The Condition Builder dialog box is
displayed.

# Note:

If you are aware of the exact object and attribute name, then you can enter
the condition in the first field, for example requester.Organization Name,
instead of clicking the search icon.

b. Click requester because you want to specify the condition based on requester data. A
list of attributes is displayed that you can specify for the requester object. You can
navigate through the attributes by clicking the page number icons and select it.
Otherwise, enter the attribute name in the search field and click the search icon.

# Note:

From any screen of the Condition Builder dialog box, you can click Start to
come back to the first screen in which you can start specifying a fresh
condition by selecting the object.
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c. Click the Organization Name attribute. The condition requester.Organization Name iS
displayed in the Condition Builder dialog box.

d. Click OK. The condition is added to the first field in the IF clause.
e. From the Operator list, select Equal.

The following operators are available for selection:

- EQUAL
- NOT_EQUAL
- CONTAINS

- DOES_NOT_CONTAIN
- BEGINS_WITH

- DOES_NOT_BEGIN_WITH
- ENDS_WITH

- DOES_NOT_END_WITH

f. To specify the value in the field on the right side, click the search icon. The Condition
Builder dialog box is displayed.

# Note:

If you are aware of the exact value, then you can enter the value, for
example Top, instead of clicking the search icon.

g. Select any one of the following options:
* Value: To specify the value of an attribute.
* Expression: To specify the condition based on an expression.

For the purpose of this example, select the Value option. The values for the
Organization Name attribute are listed. This is because the object and attribute
specified in the rule is requester.Organization Name.

h. Click Top. The Top organization is selected.
i. Click OK. The Top organization is populated in the value field.

j. To add another condition, click Add Condition. Another row is added under the IF
clause. From the operator list on the right, you can select the AND or OR operator, and
enter another rule condition as described in steps a through i.

To remove a row, you can select the check box to the left of the row, and click
Remove.

k. If you have added multiple rule conditions, then you can group the conditions together.
To do so, select the check boxes to the left of the conditions, and click Group.
Similarly, to remove the grouping of the conditions, select the check boxes to the left of
the conditions, and click Ungroup.
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< Note:

*  You can group only two conditions at a time. If you select more than two
conditions, then the Group button is disabled. Alternatively, the Ungroup
button is enabled only when you select one of the conditions that is
grouped, but it is disabled when you select more than one group.

A maximum of two conditions can be grouped together. Therefore, if you
create a rule with four conditions that are grouped together with the AND
operator, then the conditions are grouped into two sets. But if one of the
conditions are grouped with the OR operator, then rule is updated
correctly.

I. Inthe THEN clause, click the search icon adjacent to the first field to open the
Condition Builder dialog box.

m. Select workflow and click OK.

n. Inthe value field for workflow, select AutoApproval!1.0. The request will be auto-
approved if you select this workflow.

o. Click OK. The workflow value is populated in the value field.
Therefore, the rule condition you specified is the following:

IF
requester.Organization Name EQUALS Top

THEN
workflow default/AutoApproval!l.0

10. Click Create to create the rule condition. The rule condition is displayed in the table when
you select the Operation for which it is created.

# Note:

* When Risk attributes are used to define the conditions in a rule, for the rule
to be evaluated correctly, the Risk Aggregation Job scheduled job must be
run before the request is made.

e For application instances, there is no mechanism to filter out the attributes.
All the attributes for application instances are displayed in the Condition
Builder with which a rule can be written. For roles, select the role name to
display the list of attributes for the role entities. You can select the asterisk (*)
wildcard character to display the list of attributes.

See "About Custom Rule Conditions" for examples of rule conditions for each workflow
operation.
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In this release, while creating a workflow rule, use User Type instead of Role. For
example, in the following rule condition, user.User Type is used instead of

user.Role:

IF user.User Type=Contractor
THEN capability=selfModifyUser

4.2.5 About Custom Rule Conditions

Custom rule conditions have a syntax that consist of operation and the corresponding top-level
attribute for the condition.

Table 4-4 describes how to specify custom rule conditions with examples.

Table 4-4 Approval Workflow Rule Syntax and Examples

Operation

Top-Level Attribute for
Condition

Creating Workflow Rule Conditions (based on top-level
attribute)

All operations including  operation This refers to the operation being performed currently, for example:
bulk
operation EQUALS Create User
Note: Such a condition can be used where the desired outcome is
always true.
All operations including  requester This refers to the user profile attributes, roles, and admin role
bulk and excluding self- memberships of all the requesters. For example:
register user .
requester.Email CONTAINS @example.com
requester.adminRoles CONTAINS OrclOIMUserAdmin
This condition means if requester's email ID contains example.com,
and requester is a member of OrclOIMUserAdmin admin role.
Create User user This refers to all the user entity attributes, which can be specified by
the requester while creating a user. For example:
user.Last Name EQUALS Doe
Modify User user This refers to all the user entity attributes of the user being modified,
which can be specified by the requester while modifying a user. For
example:
user.Organization EQUALS Marketing
Disable User, Enable user This refers to all the user attributes of the user being disabled,

User, Delete User

enabled, or deleted, which are currently set in the user's profile. For
example:

existingUser.Organization EQUALS Marketing

ORACLE
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation Top-Level Attribute for  Creating Workflow Rule Conditions (based on top-level
Condition attribute)
Disable User, Enable request This refers to the request metadata, and the only allowed

User, Delete User

subattribute is isCertification. The only allowed values are true
and false, which must be entered manually. This can be used to
check if the current operation/request is a certification request. For
example:

request.isCertification EQUAL true
Note: request.isCertification is used within default rules. It is

not recommended to create custom conditions using
request.isCertification.

Create Role role This refers to all the role entity attributes, which can be specified
while creating a role. For example:
role.Name EQUALS ITAdmin
Because catalog metadata attributes can also be specified while
creating the role, conditions are allowed based on catalog metadata
attributes as well. For example:
role.catalog.Category EQUAL Role

Create Role identityAuditEnabled This can be used to create condition based on the value of the
0IG.IsIdentityAuditorEnabled system property. The only
allowed values are TRUE and FALSE, which must be entered
manually. For example:
identityAuditEnabled EQUALS TRUE
Note: identityAuditEnabled is used within default rules. It is not
recommended to create custom conditions using
identityAuditEnabled.

Modify Role role This refers to all the role entity attributes, which can be specified
while modifying a role. For example:
role.Name EQUAL ITAdmin
Because catalog metadata attributes can also be specified while
modifying the role, conditions are allowed based on catalog
metadata attributes as well. For example:
role.catalog.Category EQUAL Role

Modify Role existingRole This refers to all the role entity attributes, which are currently set for
the role being modified. For example:
existingRole.DisplayName EQUALS IT Administrator
Because catalog metadata attributes can also be specified while
modifying the role, conditions are allowed based on catalog
metadata attributes as well. For example:
role.catalog.Category EQUAL Role

ORACLE
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation Top-Level Attribute for  Creating Workflow Rule Conditions (based on top-level
Condition attribute)

Modify Role identityAuditEnabled This can be used to create condition based on the value of the
0IG.IsIdentityAuditorEnabled system property. The only
allowed values are TRUE and FALSE, which must be entered
manually. For example:
identityAuditEnabled EQUALS TRUE
Note: identityAuditEnabled is used within default rules. It is not
recommended to create custom conditions using
identityAuditEnabled.

Delete Role existingRole This refers to all role entity attributes, which are currently set for the
role being deleted. For example:
existingRole.DisplayName EQUALS IT Administrator

Delete Role identityAuditEnabled This can be used to create condition based on the value of the
0IG.IsIdentityAuditorEnabled system property. The only
allowed values are TRUE and FALSE, which must be entered
manually. For example:
identityAuditEnabled EQUALS TRUE
Note: identityAuditEnabled is used within default rules. It is not
recommended to create custom conditions using
identityAuditEnabled.

Assign Roles, Remove  user This refers to all user attributes, which are currently set in the profile

from Roles for the user/beneficiary who is being assigned a role or whose role
membership is being revoked. For example:
user.Organization EQUALS Marketing

Assign Roles, Remove  role This refers to all attributes of the role, which is being assigned ro or

from Roles revoked from a user. For example:
role.name EQUAL IT Administrator

Assign Roles, Remove  catalogltem This refers to catalog metadata attributes corresponding to the role

from Roles for which the access request is being submitted. For example:
catalogItem.Category EQUAL Role

Assign Roles, Remove  identityAuditEnabled This can be used to create condition based on the value of the

from Roles

0IG.IsIdentityAuditorEnabled system property. The only
allowed values are TRUE and FALSE, which must be entered
manually. For example:

identityAuditEnabled EQUALS TRUE

Note: identityAuditEnabled is used within default rules. It is not
recommended to create custom conditions using
identityAuditEnabled.
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation Top-Level Attribute for
Condition

Creating Workflow Rule Conditions (based on top-level
attribute)

Assign Roles, Remove  request
from Roles

This refers to the request metadata, and the only allowed sub-
attribute is isCertification. The only allowed values are true and
false, which must be entered manually. This can be used to check if
the current operation/request is a certification request. For example:

request.isCertification EQUAL true
Note: request.isCertification is used within default rules. It is

not recommended to create custom conditions using
request.isCertification.

Modify Role Grant user

This refers to user attributes, which are currently set in the profile for
the user/beneficiary whose role membership is being modified. For
example:

user.Organization EQUALS Marketing

Modify Role Grant role

This refers to attributes of the role whose membership is being
modified. For example:

role.name EQUALS IT Administrator

Modify Role Grant catalogltem

This refers to catalog metadata attributes corresponding to the role
for which the access request is being submitted. For example:

catalogItem.Category EQUAL Role

Modify Role Grant identityAuditEnabled

This can be used to create condition based on the value of the
0IG.IsIdentityAuditorEnabled system property. The only
allowed values are TRUE and FALSE, which must be entered
manually. For example:

identityAuditEnabled EQUALS TRUE
Note: identityAuditEnabled is used within default rules. It is not

recommended to create custom conditions using
identityAuditEnabled.

Provision user
Applicationinstance

This refers to the user profile attributes of the user/beneficiary to
whom the account is being provisioned. For example:

user.Organization EQUALS Marketing

ORACLE
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation

Top-Level Attribute for

Condition

Creating Workflow Rule Conditions (based on top-level
attribute)

Provision
Applicationinstance

appType

This refers to the account which is being provisioned to a user/
beneficiary.

appType is a top-level attribute that can lead to a hierarchy of sub-
attributes, such as appInstance, followed by account, and
optionally followed by account-specific child tables or entitlements.
Further, account can be followed by the parent form attributes, and
child table or entitlement can be followed by their specific attributes.

Example 1:

appType [AD
User] .applnstance[VisionEmployeesDomain].account[*].0rgani
zation Name EQUAL Marketing

This condition means that if an account is being created in the
VisionEmployeesDomain applnstance within the Marketing
organization.

Note: Workflow rule evaluation only considers the account that is
being requested and does not consider any of the existing accounts
that the user/beneficiary might have.

Example 2:

appType [AD User].applnstance[*].account[*].0Organization
Name EQUAL Marketing

This condition means that if an account is being created in any
applnstance pertaining to the AD User target within the Marketing
organization.

Provision
Applicationinstance

catalogltem

This refers to catalog metadata attributes set in the catalog item for
which the access request is being submitted, for example
catalogItem.

Modify Account

user

This refers to user profile attributes of the user/beneficiary whose
account is being modified. For example:

user.Organization EQUALS Marketing

Modify Account

appType

This refers to the account information that is being modified as part
of this operation. For example:

existingAppType [AD
User] .applInstance[*].account[*].0rganization Name EQUAL
Manufacturing

This condition means that if the user account on any of the AD User
targets is being transferred to the Manufacturing organization.

ORACLE
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation Top-Level Attribute for
Condition

Creating Workflow Rule Conditions (based on top-level
attribute)

Modify Account existingAppType

This refers to current or existing user account information, which is
being modified as part of this operation. For example:

appType[AD User].applnstance[*].account[*].0Organization
Name EQUAL Marketing

This condition means that if the user account on any of the AD User
targets is being transferred from the Marketing organization to some
other organization.

Note: Workflow rule evaluation only considers the account that is
being modified and does not consider any of the existing accounts
that the user/beneficiary might have.

Modify Account catalogltem

This refers to the catalog metadata attributes set in the catalog item
for which the access request is being submitted. For example:

catalogItem.Category EQUALS Role

Enable Account, Disable user
Account, Revoke
Account

This refers to the user profile attributes of the user/beneficiary whose
account is being enabled/disabled/revoked. For example:

user.Organization EQUALS Marketing

Enable Account, Disable existingAppType
Account, Revoke
Account

This refers to current or existing user account information, which is
being disabled/enabled/revoked as part of this operation. For
example:

existingAppType [AD
User] .applInstance[*].account[*].0rganization Name EQUAL
Marketing

This condition means that if the user account being disabled/
enabled/revoked belongs to the Marketing Organization of any of the
AD User targets.

Note: Workflow rule evaluation only considers the account which is
being disabled/enabled/revoked and does not consider any of the
existing accounts that the user/beneficiary might have.

Enable Account, Disable catalogltem
Account, Revoke
Account

This refers to catalog metadata attributes set in the catalog item for
which the access request is being submitted, for example
catalogItem.

Enable Account, Disable request
Account, Revoke
Account

This refers to the request metadata, and the only allowed sub-
attribute is isCertification. The only allowed values are true and
false, which must be entered manually. This can be used to check if
the current operation/request is a certification request. For example:

request.isCertification EQUAL true
Note: request.isCertification is used within default rules. It is

not recommended to create custom conditions using
request.isCertification.

Provision Entitlement user

This refers to user profile attributes of the user/beneficiary to whom
the entitlement is being provisioned. For example:

user.Organization EQUALS Marketing
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation

Top-Level Attribute for

Condition

Creating Workflow Rule Conditions (based on top-level
attribute)

Provision Entitlement

appType

This refers to the entitlement information or the data that is being
specified while performing the operation. For example:

appType [AD
User] .applInstance[VisionEmployeesDomain] .account
[*].UD ADUSRC[*].Group Name EQUAL PasswordPolicyAdminGrp

This condition means that if the PasswordPolicyAdminGrp
entitiement is being granted to the user/beneficiary on
VisionEmployeesDomain application instance.

Provision Entitlement

catalogltem

This refers to the catalog metadata attributes set in the catalog item
for which the access request is being submitted, for example,
catalogItem.

Modify Entitlement

user

This refers to the user profile attributes of the user/beneficiary whose
entitlement grant is being modified. For example:

user.Organization EQUALS Marketing

Modify Entitlement

appType

This refers to the entitlement information or the data that is being
specified while performing the operation. For example:

appType [AD
User] .appInstance[VisionEmployeesDomain] .account
[*].UD _ADUSRC[*].Group Name EQUAL PasswordPolicyAdminGrp

This condition means that if PasswordPolicyAdminGrp entitlement
grant is being modified for the user/beneficiary on
VisionEmployeesDomain application instance.

Modify Entitlement

existingAppType

This refers to the entitlement information or the existing entitlement
form data, such as start date and end date. For example:

existingAppType [AD
User] .applInstance[VisionEmployeesDomain] .account
[*].UD _ADUSRC[*].Group Name EQUAL PasswordPolicyAdminGrp

This condition means that if PasswordPolicyAdminGrp entitlement
grant is being modified for the user/beneficiary on
VisionEmployeesDomain application instance.

Modify Entitlement

catalogltem

This refers to the catalog metadata attributes set in the catalog item
for which the access request is being submitted, for example
catalogItem.

Revoke Entitlement

user

User profile attributes of the user/beneficiary whose entitlement grant
is being revoked. For example:

user.Organization EQUALS Marketing

ORACLE
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Table 4-4 (Cont.) Approval Workflow Rule Syntax and Examples

Operation

Top-Level Attribute for  Creating Workflow Rule Conditions (based on top-level
Condition attribute)

Revoke Entitlement

existingAppType This refers to the entitlement information or the existing entitlement
form data, such as start date and end date. For example:

existingAppType [AD
User] .applInstance[VisionEmployeesDomain] .account
[*].UD ADUSRC[*].Group Name EQUAL PasswordPolicyAdminGrp

This condition means that if PasswordPolicyAdminGrp entitlement
grant is being modified for the user/beneficiary on
VisionEmployeesDomain application instance.

Revoke Entitlement catalogltem This refers to the catalog metadata attributes set in the catalog item
for which the access request is being submitted, for example
catalogItem.

Revoke Entitlement request This refers to the request metadata, and the only allowed sub-

attribute is isCertification. The only allowed values are true and
false, which must be entered manually. This can be used to check if
the current operation/request is a certification request. For example:

request.isCertification EQUAL true
Note: request.isCertification is used within default rules.lt is

not recommended to create custom conditions using
request.isCertification.

4.2.6 Modifying Approval Workflow Rules

You can modify workflow rules to add, modify, or remove the rule conditions.

ORACLE

To modify the workflow rule that you added in "Creating Approval Workflow Rules":

1.

On the left navigation pane of Identity System Administration, under Workflows, click
Approval. The Approval Workflow Configuration page is displayed.

In the Operation section, select an operation to configure rules for the operation.
In the Rules section, click Edit. The Edit Rule page is displayed.

In the Operation section, search and select the operation for which you want to modify the
workflow rule. For the purpose of this example, select Create User. The rules for the
Create User operation is displayed in a table in the Rules section.

In the Rules section, select the rule that you want to edit, and click Edit. The Edit Rule
page is displayed.

If you want to modify any rule attribute, then update the attribute values in the Edit Rule
section.

In the Condition Builder section, you can modify an existing rule by modifying the object,
attribute, or value fields. You can also add conditions to the existing ones, or remove rule
conditions. Perform the following steps to add a rule condition that specifies that if the
requester has the UserHelpDesk admin role, then the target user manager's approval is
required for the Create User Operation:

a. Inthe Condition Builder section, click Add Condition. A new row is added.

b. From the operators list on the right, select OR.
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c. Inthe first field of the row, specify requester.adminRole by using the Condition Builder
dialog box. See step 10 of "Creating Approval Workflow Rules" for information about
selecting values in the Condition Builder dialog box.

d. From the operators list, select CONTAINS.

e. Inthe value field, select 0rc10IMUserHelpDesk by using the Condition Builder dialog
box.

f. Inthe THEN section, specify workflow and default/BeneficiaryManagerApproval!4.0 in
the two fields respectively. Therefore, the complete rule condition is:

IF
requester.adminRoles CONTAINS OrclOIMUserHelpDesk

THEN
workflow default/BeneficiaryManagerApproval!4.0

This rule condition will ensure that if the requester has the UserHelpDesk admin role,
then the target user manager's approval is required for creating the user.
Click Update. The workflow rule is updated with the new rule condition.

To remove a rule condition, select the check box to the left of the rule condition row, and
click Remove. Then, click Update.

4.2.7 Deleting Approval Workflow Rules

You can delete the workflow rules that you define for all the operations. However, it is
recommended that the default rules are not deleted.

To delete a workflow rule:

1.

2.
3.
4,

On the left navigation pane of Identity System Administration, under Workflows, click
Approval. The Approval Workflow Configuration page is displayed.

In the Operation section, select an operation whose workflow rule you want to delete.
In the Rules section, click Delete. A message box is displayed asking for confirmation.
Click Yes.

4.2.8 About Approval Workflow Rule Evaluation

Understand the approval workflow rule evaluation for bulk and non-bulk operations.

ORACLE

When an operation (bulk or non-bulk) is being performed, approval workflow rule evaluation
takes place in the following way:

1.

The approval workflow rules associated with the operation being performed are evaluated
one by one, in the order in which they are configured.

Rule evaluation stops, and the outcome, which is workflowID or Direct, of the matched rule
is returned.

Approval workflow rule evaluation stops at the first matching rule, which is the rule that
evaluates to true, and that rule's outcome is returned as the result.

For a Bulk operation, if none of the rules match, then the SOA composite configured in
defaultRequestApprovalComposite of SOAConNfig is returned implicitly.

For a non-bulk operation, if none of the rules match, then the SOA composite configured in
defaultOperationApprovalComposite of SOAConfig is returned implicitly.
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If the approval workflow rule evaluation returns a WorkflowlD, for example
UserManagerApproval, then a request is created and the corresponding ASYNC orchestration
is initiated. As part of the orchestration, there is a possibility that some of the data submitted by
the user is modified or added. As a result, a different workflow ID than UserManageraApproval
might be applicable. To handle such scenarios, approval workflow rules are re-evaluated
before the workflow is initiated. If the re-evaluation results in a different workflowlID, for
example HRManagerApproval, then HRManagerApproval is initiated.

4.3 Managing Request Approval in an Upgraded Deployment of
Oracle Identity Governance

Managing request approvals in an upgraded deployment involves understanding request
approval process in an upgraded deployment, request process flow with disabled workflow
rules, migrating approval policies, and enabling workflow rules.

This section describes about managing request approvals in an upgraded deployment of
Oracle Identity Governance in the following topics:

* About Request Approval in an Upgraded Deployment of Oracle Identity Governance
e About Request Process Flow With Approval Workflow Rules Disabled

*  Migrating Approval Policies to Approval Workflow Rules

e Enabling Approval Workflow Rules

4.3.1 About Request Approval in an Upgraded Deployment of Oracle
Identity Governance

In an upgraded deployment of Oracle Identity Manager, the approval workflow rules feature is
disabled by default.

As a result, the following occurs when an operation is initiated:

» Authorization policies and admin role assignments determines whether or not an operation
requires approval, as described in Request vs. Direct Operation in the User’s Guide for
Oracle Identity Manager.

e Approval policies are functional and determines which SOA workflow is to be invoked if
approval is required.

e There are two levels of approval, and the functionality is as described in Managing
Requests of User's Guide for Oracle Identity Manager for 11g Release 2 (11.1.2.2).

* If you enable workflow policies, then request generation and approval takes place in the
same manner as in a fresh deployment of Oracle Identity Manager. However, you must
migrate approval policies to workflow policies, as described in "Migrating Approval Policies
to Approval Workflow Rules".

# Note:

After enabling workflow policies, you must not disable it again. Toggling between
enabling and disabling workflows is not supported.
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Most of the approval policy features can be achieved by using approval workflows. Table 4-5
lists the approval policy features that can be achieved by using approval workflows.

Table 4-5 Approval Policies to Approval Workflows

Approval policies

Approval workflow rules

Approval policies for a request type

Approval policy level, which consists of request
level and operation level

Scope type, scope
Approval process configuration: auto approval

Approval process configuration: approval process

Approval policy rule
Heterogeneous request type

Bulk request type

Request level approval policies
Operation level approval policy
Priority

Hierarchical organization scoping

Approval workflow rule specific to an operation

Single level of approval

Approval workflow rule condition
Approval workflow rule configuration: Select Direct

Workflow rule configuration: Search and select
workflow

Approval workflow rule condition
Heterogeneous request policy

Bulk policy for operation, for example Create User
Bulk

Approval workflow rules
NA
Policy order, in which the policies are configured

Policy condition based on organization hierarchy, for
example:

user.Organization="VisionMarketing" OR
user.parentOrganization="Vision" OR ...

4.3.2 About Request Process Flow With Approval Workflow Rules Disabled

In an upgraded deployment of Oracle Identity Manager, approval workflows is disabled by

ORACLE

default.

Figure 4-4 shows the request process flow when approval workflows is disabled.
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Figure 4-4 Request Process Flow with Disabled Workflow
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When approval workflow rules feature is disabled, the ApprovalRequired obligation(s) returned
as a result of authorization policy evaluation determine whether the operation requires
approval(s) or not.

If ApprovalRequired is false, then no request is created, and it is a direct operation.

If ApprovalRequired is true, then a request is created, approval policies are evaluated, and the
SOA workflow returned by approval policy evaluation is initiated.

4.3.3 Migrating Approval Policies to Approval Workflow Rules

ORACLE

By default, a single workflow policy is available for an operation, whereas, an operation or
request type can have multiple approval policies configured at request level and operation
level.

To migrate approval policies to approval workflow rules:

1. Identify all the approval policies that are applicable to a request type. Because there can
be policies at request level and operation level, some manual analysis is required to
identify their priority or order.
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An operation or request type can have multiple approval policies configured at request
level and operation level. Whereas, by default, there is only a single approval workflow
policy available for an operation. This default approval workflow policy cannot be deleted;
new rules can be added to the same.

Pick the approval policy that comes first or next in the order of priority.

Open the default approval policy configuration specific to the request type. If there is a
requirement to modify the current approval policy as a bulk workflow policy rule, then open
the default bulk policy, for example Bulk Modify User.

Model the current approval policy as an approval workflow rule as follows:

a. Create a new approval workflow rule with the same name as the approval policy name
picked in step 2. Provide a description for the approval workflow rule.

¢ See Also:

"Creating Approval Workflow Rules" and "Modifying Approval Workflow
Rules" for information about the user interface to work with approval
workflow rules

b. Inthe Approval Workflow Configuration page of Oracle Identity System Administration,
search and select the workflow that is configured in the approval policy as approval
process.

c. Model the approval policy rule as approval workflow rule condition in the Approval
Workflow Configuration page.

Repeat steps 2 through 4 for all the approval policies applicable to a request type.

Repeat steps 1 through 5 for all the request types.

4.3.4 Enabling Approval Workflow Rules

Enabling approval workflow rules in an upgraded deployment involves enabling the workflow
rules feature and understanding the in-flight rquest lifecycle.

This section contains the following topics:

Enabling the Approval Workflow Rules Feature
About In-Flight Request Lifecycle

4.3.4.1 Enabling the Approval Workflow Rules Feature

ORACLE

In an upgraded deployment of Oracle Identity Manager, the approval workflow rules feature is
disabled by default. To enable the feature:

1.

4,

Ensure that SOA is enabled. To do so, verify that the value of the Workflows Enabled
system property is true.

Ensure that migration of approval policies to approval workflows, as described in
"Migrating Approval Policies to Approval Workflow Rules", has been completed.

Set the value of the Workflow Policies Enabled System property to true.

Restart Oracle Identity Manager Managed Server.
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4.3.4.2 About In-Flight Request Lifecycle

When you upgrade Oracle Identity Governance to 19¢ (19.1.0.0.0), there can be some in-flight
requests that must be processed after the upgrade. After the approval workflow policies feature
is enabled, the life cycle of all the in-flight requests are the same as in the earlier release of
Oracle Identity Manager, except for workflow determination. SOA workflow to be initiated is
determined based on the workflow policies and not approval policies. In-flight request go
through the existing request stages, which are Obtaining Request Approval, Obtaining
Operation Approval, Request Approval Approved, Operation Approval Approved, Request
Approval Rejected, and Operation Approval Rejected.

After enabling approval workflows, the in-flight requests are processed in the following manner:
For In-Flight Requests Awaiting Request Approval

Figure 4-5 shows the lifecycle of in-flight requests that are awaiting request approval.

Figure 4-5 In-Flight Requests Awaiting Request Approval
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If the request is approved, then approval workflow rule is evaluated to determine the SOA
workflow to be initiated at operation level. The request moves to the Obtaining Operation
Approval stage.
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If the request is rejected, then the request moves to Request Approval Rejected stage.
For In-Flight Requests Awaiting Operation Approval

Figure 4-6 shows the lifecycle of in-flight requests that are awaiting operation approval.

Figure 4-6 In-Flight Requests Awaiting Operation Approval
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If the request is approved, then the operation is initiated.

If the request is rejected, then the request moves to the Operation Approval Rejected Stage.

4.4 Migrating Workflow Rules From Test to Production

You can migrate workflow rules from a test environment to a production environment.
This section contains the following topics:

e About Migration of Workflow Rules From Test to Production

*  Moving Workflow Rules From Test to Production Using the Deployment Manager

4.4.1 About Migration of Workflow Rules From Test to Production

ORACLE

Workflow rules can be exported from the source environment, such as test environment, and
imported to the target environment, such as production environment, by using the Deployment
Manager.

Migration of workflow rules and rule to operation/policy relationships come under the category
of Policy in the Deployment Manager Wizard. See "Migrating Incrementally Using the
Deployment Manager" for information about the Deployment Manager.

As workflow rules are associated with a specific operation, you must select the operation first,
and then select the rules that you want to export.

While exporting/importing workflow rules, the workflow rule configuration in the source
environment overrides the workflow rule configuration in the target environment. As a result,
when workflow rules for an operation are imported, all rules configured for that operation are
deleted, and the exported rules are associated with that operation in the target environment. In
addition, the order of the rules in the source environment are carried over to the target
environment.
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For example, consider that the Create User operation has rules Rulel and Rule2 configured in
the target environment. But the Create User operation on the source environment has rules
Rulel and Rule3, and both are exported. When these rules are imported to the target
environment, Rulel and Rule2 are deleted, and Rulel and Rule3 are associated with the
Create User operation.

Therefore, it is recommended to maintain the source/test environment as the source of truth for
workflow rule configuration.

4.4.2 Moving Workflow Rules From Test to Production Using the
Deployment Manager

Use the Deployment Manager to export the operations and policies and import them to the
target environment.

To export/import the workflow rules by using the Deployment Manager:

1. Login to Oracle Identity System Administration of the source/test environment as the
system administrator.

2. Onthe left pane, under System Configuration, click Export. The Export Configuration page
opens and the Search Objects option is displayed.

3. From the Search Objects page, select Type as Policy and click Search icon. Search result
is displayed in the Available Entities table.

4. From the Available Entities table, select the check box against the policy you want to
export the workflow rules. The Policy is moved to the Selected Entities table.

5. Click Next or click Export Options in the train link. The Export Options page is displayed.

6. Set Dependency to Yes, select the workflow rules for the selected operations that you want
to export.

7. Continue with the remaining steps of the wizard and complete the export.

8. Login to Oracle Identity System Administration of the target/production environment as the
system administrator.

9. On the left pane, under System Configuration, click Import.

10. Select the file that contains the exported workflow rules (from step 7), and complete the
import process. For detailed steps see, Importing Deployments

# Note:

A workflow rule condition can refer to entities, such as role or application instance.
Such dependent entities cannot be migrated as part of workflow rule migration. You
must manually configure or migrate such dependent entities in the target/production
environment. Otherwise, rule evaluation result might be unpredictable.

4.5 Running Oracle Identity Governance Without Workflows

Oracle Identity Manager is dependent on SOA server, which is installed and enabled by
default. However, you can manually disable workflows by disabling SOA as a post install
configuration step.
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This chapter describes the procedure to disable SOA and the functional impact of doing so in
the following sections:

e Disabling SOA Server
e About the Impact of Disabling Workflows

4.5.1 Disabling SOA Server

You can disable the SOA server by setting the value of the Workflows Enabled system
property.

To disable SOA Server:
1. Shutdown the SOA Managed Server.

2. Set the value of the Workflows Enabled System property to false. See Table 19-1 for
information about this system property.

3. Restart Oracle Identity Manager Managed Server.

SOA Server can be re-enabled by setting the value of the Workflows Enabled system property
to true.

# Note:

Oracle recommends that you do not enable SOA again after disabling it. Toggling
between enabling and disabling workflows is not supported.

4.5.2 About the Impact of Disabling Workflows

ORACLE

The primary functional impact of disabling workflow is that all operations are auto-approved,
which means that the operations are completed without any approvals. Because no approval
workflows are initiated, neither approval policies nor approval workflow rules are evaluated.

Figure 4-7shows the impact of disabling workflows.
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Figure 4-7 Disabled Workflows
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In addition, Table 4-6 lists the features that are not available when workflow is disabled.
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Table 4-6 Unavailable Features When Workflow is Disabled

Feature

Details

Request approvals

All the operations performed are direct operations and a request is not created, with
the following exceptions:

— Request is always created for bulk operations. Child requests are created
immediately, which are auto-approved.

— Request is always created for all operations with future effective date.

All the newly created requests are auto-approved without involving any human

approval. For example, all add access, self profile modification, and account/

entitlement modification requests, are direct operations.

Approval policies or workflow rules are not evaluated. See "About Rule Conditions" for

information about workflow rules.

Provisioning operations

Disconnected application instance: Manual fulfillment tasks for disconnected
application instances do not work when workflow is turned off. Provisioning operations
for disconnected application instances will fail.

Account-entitlement dependency: Entitlement request with one beneficiary when
workflow is turned off works in the following way:

— Selected user has one account: The account is preselected, and there is no
impact.

— Selected user has multiple accounts: It is mandatory to select an account, and
there is no impact.

— Selected user has no account: Application instance automatically gets added to
the cart and a bulk request is created. As SOA is turned off, bulk and child
requests will be auto-approved.

— Selected user has a pending account request: Newly created entitlement
request is set as dependent on the account request. If the account is pending for
approval, then as SOA is turned off, the requests are not processed further. If
account request is waiting for an effective date, then the entitlement request is
processed after the account request is completed.

Entitlement request with multiple beneficiaries when SOA is turned off results in bulk

request. The bulk request is auto-approved and child requests are created. The

following are some specific use cases:

— User has one account: entitlement request: This is auto-approved and
completed.

— User has multiple accounts: Corresponding entitiement child requests will fail.

— User has no account: Corresponding entitiement child requests will fail.

— User has pending account request: Entitlement child request is set as
dependent on the account request. If the account is pending for approval, then as
SOA is turned off, the requests are not processed further. If account request is
waiting for an effective date, then entitlement request is processed after the
account request is completed.

The following account -entitlement use cases that rely on SOA composites will fail:

— A multiple beneficiary request for entittement where one or more beneficiaries
have no account, and there is no in-flight account request (for that beneficiary and
application instance combination).

— A multiple beneficiary request for entittement where one or more beneficiaries
have multiple accounts, and account is not identified.

Identity Auditor features

When workflow is turned off, Certification and Identity Auditor features do not work, and the
Ul links related to Certification and Audit Compliance are not displayed in both Identity Self
service and Identity System Administration. This is true when the value of the Identity
Auditor Feature Set Availability system property is setto TRUE.

When workflow is turned off, any certification-related scheduled job will not be run, and
appropriate messages will be logged.

ORACLE
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Table 4-6 (Cont.) Unavailable Features When Workflow is Disabled

Feature

Details

UMS natification

UMS notification provider works depending on whether workflows are enabled or not. UMS
provider does not send notifications when SOA is not available. If UMS provider is kept
enabled when SOA is not available, then UMS does not attempt to send notifications and
logs an error message. An alternate provider, for example, the EmailServiceProvider must
be configured and enabled to continue sending notifications.

Web services connector Web services connector does not work when SOA is disabled.

SIL-based SoD

SlL-based SoD check do not happen when workflows are disabled even when the
operation results in a request. However, SIL-based SoD Checks continue to work at the
provisioning level when SOA is unavailable.

User management

e User self-registration: User self-registration continue to work when SOA is turned off.
Organization is calculated through the home organization determination policy, and the
self registration request is auto approved.

*  Proxy user management: The proxy feature is disabled when SOA is turned off. The
panel for managing proxies in the Identity Self Service is not displayed, and all the
APIs around proxy throws an exception with the following message:

Proxy functionality is only supported when SOA and workflows are
enabled.

User interface

The following features are disabled (and not displayed) in the default user interface when
the Workflows Enabled system property is set to false:

* In Oracle Identity System Administration: The Approval Policies link

* In Oracle Identity Self Service: The Certifications, My open tasks, and Pending
Approvals links/icons in the Self Service Home page, and the Approvals tab in the
Request Details/Summary pages

4.6 Use Cases for Disabled or Deleted Proxy Users

ORACLE

When users are disabled, Oracle Identity Governance handles tasks without losing the
assignments although the target assignee of the task being initiated is already disabled, or the
current assignee of the pending tasks is being disabled. The type of tasks can be one of
request/approval task, identity audit (IDA) scan violation, or certification.

Applying Oracle Identity Governance Bundle Patch 12.2.1.4.210428 provides the following
enhancements:

Removing Proxy Relationships When a User is Disabled or Deleted

When a user is disabled or deleted, all proxy relationships defined with the user is not effective
anymore. If there is an active proxy at the time of disabling the user, the proxy will be
terminated. This means that Oracle Identity Governance removes all proxy data of this user
from the database and SOA.

For example, Userl and User2 set their proxy to User3, and User3 sets his proxy to User4.
When User3 is disabled, those proxy relationships will be removed.

Proxy cleanup actions are done both with Oracle Identity Governance database and SOA. As a
result, the proxy data is completely removed from the system.
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Task Assignment with Proxy

When a user has proxy a setup, all tasks are delegated to both the user and its proxy. This
means that both the users have the same level of control at the beginning. When a user starts
to take actions on the task, modification actions on the same task are limited for the other
assignee.

Reassigning Tasks When Current Assignee is Disabled or Deleted

When a user is disabled or deleted, the existing proxies from/to this user are removed, and all
pending tasks are reassigned to the other user or role depending on the configuration of the
0IG.DefaultTaskReassignee System property. It is important to set this property with an active
user or role.

By default, the value of the 0I1G.DefaultTaskReassignee system property is the SYSTEM
ADMINISTRATORS role so that pending tasks can be reassigned to the SYSTEM
ADMINISTRATORS role when a user is disabled or deleted.

When the value of the 0IG.DefaultTaskReassignee System property is a manager, Oracle
Identity Governance finds the closest active manager from the hierarchy if the current target
assignee is disabled.

When the value of the 0IG.DefaultTaskReassignee system property is a user, Oracle Identity
Governance reassigns the task to the user.

When the value of the 0IG.DefaultTaskReassignee System property is a role, Oracle Identity
Governance reassigns the task to the role. Here, the role name as the value of the
0IG.DefaultTaskReassignee System property is case-senstivie.

If Oracle Identity Governance cannot find any valid assignee, then the tasks are reassigned to
the System Administrator.

< Note:

This feature works for the disable and delete operations initiated from Oracle Identity
Governance user interface or APIs only. Disabling and deleting the users from
reconciliation and bulk load does not trigger this new feature.

Defining the New Initial Task Assignee

If the target assignee of a request being created is already disabled, Oracle Identity
Governance looks for the closest manager of the initial target assignee based on the
configured approval workflows, as described below:

e OIG.BeneficiaryManagerApprovalWorkflows (for request only): When the initial target
assignee is already disabled, Oracle Identity Governance looks for the closest manager of
the beneficiary of the request with the defined approval workflow, as shown:

OIG.BeneficiaryManagerApprovalWorkflows=default/BeneficiaryManagerApproval!
4.0,default/MyCustomComposite!1.0

Multiple composites can be defined with the comma separator.

« OIG.RequesterManagerApprovalWorkflows (for Request only): When the initial target
assignee is already disabled, Oracle Identity Governance looks for the closest manager of
the requester of the request with the defined approval workflow, as shown:
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0IG.RequesterManagerApprovalWorkflows=default/RequesterManagerApproval!4.0,default/
MyCustomComposite2!1.0

Multiple composites can be defined with the comma separator.

# Note:

The OIG.BeneficiaryManagerApprovalWorkflows and
OIG.RequesterManagerApprovalWorkflows properties are applicable only for
requests. By default, OIG.BeneficiaryManagerApprovalWorkflows is set to
default/BeneficiaryManagerApproval!4.0, and
OIG.RequesterManagerApprovalWorkflows is set to default/
RequesterManagerApproval!4.0. You can append more approval workflows, such
as the following:

0IG.BeneficiaryManagerApprovalWorkflows= default/BeneficiaryManagerApproval!
4.0,default/DefaultOperationalApproval!5.0

Identity Audit (IDA) scan violations and certifications are assigned to the closest active
manager of the initial target assignee if the manager is already disabled.

If a valid assignee is not found, Oracle Identity Governance assigns the IDA scan
violations and certifications to the user defined for OIG.DefaultTaskReassignee, and then
for SYSTEM ADMINISTRATOR or the default certification assignee, if defined.

When certifications are created, if there is no valid assignee even after looking up for the
active higher manager and the user defined for OIG.DefaultTaskReassignee and
XL.AlternativeReviewerIDForManager, Oracle Identity Governance skips the creation of
such certifications. Therefore, make sure that the two system properties are defined with
active users with enough privilege for the operations.

Deploying the New Version of the CertificationProcess Composite

To enable this feature after applying this bundle patch, deploy the new version of the
CertificationProcess composite. To do so:

1.

Create a backup of the current version of the CertificationProcess composite from SOA,
as shown:

a. Login to Oracle Enterprise Manager Fusion Middleware Control.
b. Navigate to SOA, soa-infra, default, CertificationProcess[2.0].
c. From the SOA Composite menu, select Export the conposite.

Extract the contents of the 0IM HOME/server/workflows/composites/
CertificationProcess.zip file to a temporary directory.

Perform the following steps to deploy the deploy/sca CertificationProcess rev2.1l.jar
file:

a. In Oracle Enterprise Manager Fusion Middleware Control, navigate to SOA, soa-infra,
default.

b. From the SOA Composite menu, select SOA Deployment, Deploy.

c. Provide the complete path of the /deploy/sca CertificationProcess rev2.l.jar
file.

d. Restart the SOA servers.

4-39



Form Management

Form Management is done by using the Form Designer in Identity System Administration.
This part contains the following chapter:

e Managing Forms

ORACLE



Managing Forms

You can use Form Designer in Oracle Identity System Administration to create and manage
application instance forms.
This chapter contains the following sections:

e Creating Forms By Using the Form Designer
e Searching Forms By Using the Form Designer
e Modifying Forms By Using the Form Designer

e Removing or Hiding Form Attributes

# Note:

Before you start performing the procedures described in this section, it is
recommended that you review Managing Sandboxes in Developing and Customizing
Applications for Oracle Identity Governance for information about creating, activating,
and publishing sandboxes.

5.1 Creating Forms By Using the Form Designer

ORACLE

Creating forms involve creating and activating a sandbox, creating the form by using Form
Designer, and exporting and publishing the sandbox.

To create forms by using the Form Designer:

1. Login to Oracle Identity System Administration.

2. Create and activate a sandbox. A warning message is displayed if no sandbox is activated.
For detailed instructions on creating and activating a sandbox, see Managing Sandboxes
in Developing and Customizing Applications for Oracle Identity Governance

3. Inthe left pane, under Provisioning Configuration, click Form Designer. The Form
Designer page is displayed.

4. From the Actions menu, select Create. Alternatively, click Create on the toolbar. The
Create Form page is displayed.

5. Inthe Resource Type field, specify a resource object with which you want to associate the
form. To do so:

a. Click the lookup icon next to the Name field. The Search and Select: Name dialog box
is displayed.

b. Inthe Name field, enter the name of the resource object you want to search. You can
leave this field blank if you want to display all resource objects.

c. Click Search. The resource objects that match the search condition are displayed.

d. Select the resource object that you want to associate with the form, and click OK. The
resource object name is displayed in the Name field of the Create Form page.
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6. Inthe Form Name field, enter a form name.

7. Inthe Available form fields section, a list of form field names along with description and
Display Name are displayed. These fields are available for the form you are creating. For
each available form field, you can select the Bulk Update option. Selecting this option
makes the form field available for updating the entities in bulk.

8. (Optional) By default, the Parent Form + Child Tables (Master/Detail) option is selected.
You can select a different Form Type option.

9. (Optional) Select the Generate Entitlement Forms option if you want to associate the new
form with the entitlements. Using this form, users can provide additional information that
might help an approver during the approval process. The following is a sample screenshot:

Form Designer > E| Create Form x @
New form for eBusiness Suite User o Create
Resource Type eBusiness Suite User %
* Form Mame

Form Type (@) Parent Form + Child Tables (Master/Detail)
~ Parent Form (Master)
Parent Form + Child Tables for Non Entilement {Master/Detail)
|:| Generate Entittement Forms

Available form fields

View v i Detach

I # Display Name MName Description Bulk Update
1 EBS Server UD_EBS_USER._EBS_ITRES EES Server D o
2 User Name UD_EBS_USER._USRMAME User Name D =
3 Password UD_EBS_USER_PASSWORD Password ]
4 Description UD_EBS_USER_DESCR Description |:|
5 Emai UD_EBS_UUSER_EMAIL Email ]
& Fax UD_EBS_UUSER_FAX Fax 0
7 Password Expiration Type UD_EBS_UUSER _PSWD_EXP_TYPE Password Expiration Type |:| -
>
«# Note:

The Generate Entitlement Forms option is displayed only for complex
entitlements. A complex entitlement is represented by child object having at least
two attributes, one of them marked as Entitlement attribute.

10. Click Create. A message is displayed stating that the form is created.

11. If required, you can export the sandbox to store all the changes made in your sandbox. For
detailed instructions on exporting a sandbox, see Managing Sandboxes in Developing and
Customizing Applications for Oracle Identity Governance

12. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance

5.2 Searching Forms By Using the Form Designer

Searching forms involve specifying the resource object associated with the form as the search
condition.

To search forms by using the Form Designer:
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In Oracle Identity System Administration, under Provisioning Configuration, click Form
Designer. The Form Designer page is displayed.

From the Resource Type list, select the type of resource object associated with the form.

Click Search. The forms that match your search condition are displayed. For each form,
the search result displays the form name, form type, and resource type.

5.3 Modifying Forms By Using the Form Designer

Modifying forms involve creating and activating a sandbox, searching and opening the form in
Form Designer, modifying the form attributes, and exporting and publishing the sandbox.

ORACLE

To modify a form by using the Form Designer:

1.

Create and activate a sandbox. A warning message is displayed if no sandbox is activated.
For detailed instructions on creating and activating a sandbox, see Managing Sandboxes
in Developing and Customizing Applications for Oracle Identity Governance

In the Form Designer page, search for the form you want to modify.
In the Search Results table, select the form you want to modify.

From the Actions menu, select Open. Alternatively, click Open on the toolbar. Otherwise,
click the form name in the search results table.

The Manage Form page displays the form attributes in the Object Information section. The
Standard and Custom sections list the standard and custom fields of the form. You can edit
the standard fields, and create and edit custom fields in these sections.

(Optional) If you want to associate a form with the entittements, then you can regenerate
the form to allow users to provide additional information that might help the approver
during the approval process. To do so, click Regenerate View. In the Regenerate View
popup window, select the Generate Entitlement Forms checkbox, as shown in the
following sample screenshot.

# Note:

« If you have upgraded Oracle Identity Manager, then you must regenerate all
the forms to use this feature.

* The Generate Entitlement Forms option is displayed only for complex
entitlements. A complex entitlement is represented by child object having at
least two attributes, one of them marked as Entitlement attribute.
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4% Regenerate View

& will ite any izati Are you sure you want to
continue ?

() Parent Form (Master)
() Parent Form + Child Tables for Non Entilement (Master/Detail)
Generate Entitlement Forms

|('.ZK| Cancel

Table 5-1 lists the options in the Regenerate View popup window.

Table 5-1 Options in the Regenerate View Window

|
Option Description

Parent Form + Child Tables Selecting this option generates the appropriate account form. The
(Master/Detail) account form includes all multi-valued attributes irrespective of
whether the forms represent an entitlement or not.

Parent Form (Master) Selecting this option generates the appropriate account form. The
account form does not include any multi-valued attributes.

Parent Form + Child Tables Selecting this option generates the appropriate account form. The
for Non Entitlement (Master/  account form includes all multi-valued attributes that do not
Detail) represent an entitlement.

Generate Entitlement Forms  Selecting this checkbox generates the appropriate Entitlement
forms. The entitlement form is generated only if the multi-valued
attribute that represent an entitlement is complex. If the multi-valued
attribute that represent an entitlement is scalar, then no form is
generated.

6. If required, you can export the sandbox to store all the changes made in your sandbox. For
detailed instructions on exporting a sandbox, see Managing Sandboxes in Developing and
Customizing Applications for Oracle Identity Governance

7. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance

¢ See Also:

Configuring Custom Attributes for information about creating and modifying
custom fields or user-defined fields (UDFs)
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5.4 Removing or Hiding Form Attributes

ORACLE

Removing or hiding form attributes involve creating and activating a sandbox, removing the Ul
component for the form attribute by customizing the Ul, and exporting and publishing the
sandbox.

To remove or hide a form attribute in Oracle Identity Self Service:

1. Log in to Oracle Identity Self Service.

2. Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

3. Open the request catalog.

4. Search for and select the application instance whose resource form page must be
updated, and the click Add to Cart.

5. Click Checkout.

6. On the Cart Details page, under the Details section, the application instance form and its
attributes are displayed.

7. Click Customize to open WebCenter Composer. The page opens in customization mode.
8. Click Structure. The object tree is displayed.

9. If you want to delete a form attribute, select the Ul component and click the delete icon in
the Composer panel at the top of the page.

If you want to hide a form attribute, click Edit. Then, select the Ul component and set the
Visible property to false.

10. Click Close to leave customization mode.

11. If required, you can export the sandbox to move the change from the test to production
environment. For detailed instructions on exporting a sandbox, see Managing Sandboxes
in Developing and Customizing Applications for Oracle Identity Governance

12. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance
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System Entities

You can extend the system entities, such as users, roles, organizations, and request catalogs.
This part contains the following chapter:

e Configuring Custom Attributes
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Configuring Custom Attributes

You can configure custom attributes or user-defined fields (UDFs) for the user, role,
organization, and catalog entities.
Entity attributes are properties of the entity. The information about the user entity is stored in

the form of attributes, such as first name, last name, user login, and password. There are
default user attributes in Oracle Identity Manager. However, you can create custom user

attributes by using the User form under System Entities in the Oracle Identity System

Administration. The custom attributes are referred to as user defined fields (UDFs). Oracle

Identity Manager lets you create UDFs for the user, role, resource, organization, and catalog
entities.

This chapter describes how to create and manage UDFs in the following sections:

Creating a Custom Attribute

Creating a Custom Child Form

Creating a Custom Child Form Attribute

Modifying a Custom Attribute

Adding a Custom Attribute

Adding a Custom Attribute to an Application Instance Form
Moving UDFs from Test to Production

Synchronizing User-Defined Fields Between Oracle Identity Governance and LDAP
Creating Cascaded LOVs

Specifying Cascaded LOVs Without NULL Value

Localizing Display Labels of UDFs

Configuring a Field as Mandatory Attribute in the Request Catalog

# Note:

Before you start performing the procedures described in this section, it is

recommended that you review the Managing Sandboxes section in Developing and

Customizing Applications for Oracle Identity Governance.

6.1 Creating a Custom Attribute

Creating a custom attribute involves activating a sandbox, using the System Entities section of
the Identity System Administration to create the UDF for the particular entity, and exporting and
publishing the sandbox.

ORACLE

The searchable property controls whether or not the attribute can be used to perform searches.
For user defined attributes, setting this property will result in the attribute being shown in the
Search form. Default attributes do not support this property.
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To create a custom attribute or UDF:

# Note:

Do not use ParentAccountld as a form field name. ParentAccountld is used to store
system information.

Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

To create a UDF for the user, organization, role, and catalog entities, click the component
under System Entities on the left navigation pane of Identity System Administration.

Catalog UDFs will not be available under Role VO. When ever a catalog UDF is added and
customized in access request page, then the new UDF will be available automatically in
Role page.

In the Custom section of the Fields tab, click the Create icon. The Select Field Type dialog
box is displayed.

Select a field type you want to create. The available field types are:
e Text: Select this option to create a text field.

* Number: Select this option to create a numeric field.

e Checkbox: Select this option to create a checkbox field.

» Date: Select this option to create a date type field.

* Lookup: Select this option to create a lookup field in which users can search and
select the value. Note that there are two types of lookups that you can create:

— A drop-down list from which you can select a value.

— A searchable picklist (ADF name input list of value), from which users can search
and select the value. If you want to create a searchable picklist, then on the Create
Lookup Field page, under the Advanced section, select Searchable Picklist.
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< Note:

After you create a UDF for dependent lookups (a lookup field that is created
with the Constrain list by parent field value selection option selected),
you must set the partialTriggers property through WebCenter composer to
refresh the values in the dependent lookup. To do so, see the procedure
described in Creating Cascaded LOVSs.

If you create a UDF in the User Details page, then the UDF is recommended
to be in read-only mode. If the UDF is of drop-down or checkbox type, then
you must customize it to read-only mode explicitly. To do so:

a. Inthe User Details page, click Customize to open WebCenter
Composer. The page opens in customization mode.

b. Click the drop-down or checkbox region to edit its properties. In the pop-
up window, click Edit.

c. Inthe Component Properties window, select the Read Only checkbox
and click OK.

d. Click Close to close the page in customization mode.

Do not add drop-down UDF as outputText to a page if the value of the
Meaning field has to be displayed.

6. Click OK. The page to create a custom field is displayed.

As an example, Figure 6-1 shows the Create Text Field page. The rest of the procedure in
this section has been based on creating a custom text field.

Figure 6-1 The Create Text Field Page

Create Text Field Save and Close | Cancel

Appearance
Configure how this Field will appear when displaved to your users,

* Digplay Label

-

Display Width 40 7 Characters

Name

Each field requires a unique name in the system, Mame and description are for internal use only, and are newer displaved to wour users,

* Mame
Descripkion
Constraints
I searchable
Maximurm Length 64 3 Characters

Default Value

Enter the value wou want to set For the Field when an object is created. Select Expression if wou wank ko set the default dynamically,

Advanced

[~ Encrypt [ Certifiable
[ Use in Bulk.
LDAP Attribuke
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Enter values in the fields of the Create Text Field page. Table 6-1 lists the fields in the
Create Text Field page. Depending on the type of field that you are creating, the fields on
the Create Text Field page varies.

Table 6-1 Fields in the Create Text Field Page

L __________________________________________________________________________|
Section Field Description

Appearance Display Label The custom field label that is displayed in the form.

Note: Display Labels for forms designed by using the
Form Designer must be specified in single default
language, for example English. If there is a requirement
to enter the Display Label in any other language, then the
ROOT resource bundle (/xliffBundles/oracle/iam/ui/
runtime/BizEditorBundle.xIf) containing the Display
Labels specified in the Form Designer can be translated
to other languages. The translated labels will be
displayed when the form is displayed in the request
catalog, Inbox, track requests, and other pages.

Appearance Display Width The display width in characters. If you do not specify a
value for this field, then the length of the field is taken as
default.

Name Name The unique custom field name. This field is of internal
use only, and the value of this field is not displayed to the
user.

" Note:

The auto-populated value of the Name field is
the first character of the value in the Display
Label field. Overwrite the auto-populated value
manually with the desired value.

Name Description The description of the custom field. This field is of
internal use only, and the value of this field is not
displayed to the user.

Constraints Searchable The searchable property controls whether or not the
attribute can be used to perform searches. For user
defined attributes, setting this property will result in the
attribute being shown in the Search form. Default
attributes do not support this property.

Note: If you select the Searchable checkbox, then in the
Advanced section, you cannot select Encrypt. A custom
field that is marked as searchable cannot be encrypted.

Constraints Maximum Length The maximum length of the field in characters.

Note: You can increase the maximum length for default
and custom attributes by using the User form. However,
decreasing the maximum length is not supported.

Default Value Text field The default value of the custom field. The value you
specify in this field is set for the field when the object is
created.

Note: The field below the text field is grayed out and is
not used.
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Table 6-1 (Cont.) Fields in the Create Text Field Page

|
Section Field Description

Advanced Encrypt Determines whether the custom field must be encrypted.

Note: If you select the Encrypt checkbox, then in the
Constrains section, you cannot select Searchable. A
custom field that is encrypted cannot be searchable.

Advanced Use in Bulk Determines whether the attribute is available in bulk
operations.
Advanced LDAP Attribute Name of the attribute in the LDAP repository to which this

custom attribute must map to.

Note: Unless LDAP synchronization is enabled, setting a
value for this field has no effect. For more information
about enabling LDAP synchronization, see Installing and
Configuring the Oracle Identity Governance Software in
Installation Guide for Oracle Identity and Access
Management.

Advanced Certifiable Determines whether the attribute is certifiable. A
requestable entity is available for certification only if it is
marked as certifiable.

Click Save and Close. The UDF is created in the backend and is displayed in the Custom
section of the Form Details page.

It is recommended that you export the sandbox to store all the changes made in your
sandbox. For detailed instructions on exporting a sandbox, see Managing Sandboxes in
Developing and Customizing Applications for Oracle Identity Governance.

Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in the Developing and Customizing Applications for Oracle Identity
Governance.

When you create a UDF by using the Form Designer, it is created in the back-end, and is not
available for use. To make it available for use to the user, you must include the UDF in the
Oracle Identity Self Service page on which it will be displayed. For information about including
a UDF in the Oracle Identity Self Service page, see Adding a Custom Attribute.

6.2 Creating a Custom Child Form

Application instance forms can have child forms. Creating custom child forms involve activating
a sandbox, using the Form Designer to add the child form to the application instance form, and
exporting and publishing the sandbox.

Note that at some places in this guide, the term resource form has been used to refer to
application instance forms.

To create a custom child form:

1.
2.

ORACLE

Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance
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# Note:

You must ensure that sandbox in which the application instance form for which
you are creating the child form must be published. If it is not published, then you
must perform the procedure described in this section in the same sandbox in
which the application instance form was created.

3. Inthe left pane, under Provisioning Configuration, click Form Designer. The Form
Designer page is displayed.

4. Search for and open the application instance (resource) form for which you want to create
a child form as follows:

a. Specify a value for the Resource Type lookup field.
b. Click Search.

A list of all resource forms (application instance forms) that meet the search criteria is
displayed.
c. From this list, select the form to open. Alternatively, click Open on the toolbar.
The Manage APP_INSTANCE_FORM_NAME page is displayed.
5. On the Child Objects tab, click the Add icon on the toolbar. The Add dialog box is
displayed.

6. Inthe Name field, enter the name of the child form. In the Description field, enter a
description of the child form. Then, click OK. The child form is created in the backend and
is displayed in the Child Objects tab of the application instance form for which it was
created.

For information about adding a new child form attribute, see "Creating a Custom Child
Form Attribute”.

7. Click Regenerate View to regenerate the application instance form associated with the
child form. If you do not regenerate the view the child form will not be available in the page
for use on which you want it to be displayed.

8. Itis recommended that you export the sandbox to store all the changes made in your
sandbox. For detailed instructions on exporting a sandbox, see Managing Sandboxes in
Developing and Customizing Applications for Oracle Identity Governance.

9. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

6.3 Creating a Custom Child Form Attribute

Creating a custom child form attribute involves activating a sandbox, opening the parent form
and the child form in the Form Designer, creating and saving the child form attribute, and
exporting and publishing the sandbox.

To create a custom child form attribute:

< Note:

Do not use ParentAccountld as a form field name. ParentAccountld is used to store
system information.
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Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

# Note:

You must ensure that sandbox in which the child form for which you are creating
the attribute must be published. If it is not published, then you must perform the
procedure described in this section in the same sandbox in which the child form
was created.

In the left pane, under Provisioning Configuration, click Form Designer. The Form
Designer page is displayed.

Search for and open the parent form (application instance form) of the child form in which
you want to create an attribute. See Step 4 of Creating a Custom Child Form for
information about searching and opening a form.

The Manage APP_INSTANCE_FORM_NAME page is displayed.

On the Child Objects tab, from the list of child forms, select the child form in which you
want to create the attribute. The Manage CHILD_FORM_NAME page is displayed.

In the Custom section of the Fields tab, click the Create icon. The Select Field Type dialog
box is displayed.

Select a field type you want to create. The available field types are:
e Text: Select this option to create a text field.

*  Number: Select this option to create a numeric field.

e Checkbox: Select this option to create a checkbox field.

- Date: Select this option to create a date type field.

e Lookup: Select this option to create a lookup field in which users can search and
select the value.

Click OK. The page to create a custom field is displayed.
The rest of the procedure in this section has been based on creating a custom lookup field.

Enter values in the fields of the Create Lookup Field page. Table 6-2 lists the fields in the
Create Lookup Field page:
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Table 6-2 Fields in the Create Lookup Field Page

|
Section Field Description

Appearance Display Label The custom field label that is displayed in the form.

Note: Display Labels for forms designed by using the
Form Designer must be specified in single default
language, for example English. If there is a requirement
to enter the Display Label in any other language, then the
ROOQT resource bundle (/xliffBundles/oracle/iam/ui/
runtime/BizEditorBundle.xIf) containing the Display
Labels specified in the Form Designer can be translated
to other languages. The translated labels will be
displayed when the form is displayed in the request
catalog, Inbox, track requests, and other pages.

Appearance Display Width This attribute will specify the width for LOV UDF on the
screen.

Note: When creating a Lookup type UDF, the
recommended value of Display Width is 40.

Appearance Help Text Field-level help text that is displayed to the users as a
tooltip.

Name Name The unique custom field name. This field is of internal
use only, and the value of this field is not displayed to the
user.

Name Description The description of the custom field. This field is of

internal use only, and the value of this field is not
displayed to the user.

Constraints Searchable Determines if the custom field can be searched by the
user.

Constraints Maximum Length Determines the maximum length of the value that can be
provided.

List of Values Lookup Type The lookup whose values are displayed to the user as a

list of available values. You can either specify an existing
lookup type or create a new one.

Note: If you are creating a new lookup, then the name of
this new lookup must not be the same as that of the UDF
(of type lookup) that you are creating. Otherwise, the
lookup is not displayed in the Manager User page.

Default Value Drop-down list The default value of the custom field. The value you
specify in this field is set for the field when the object is
created.

Note: The field below the down-down list is grayed out
and is not used.

Advanced Entitlement Determines whether the custom field is an entitlement.

Note: If you are creating a child form with a lookup field
for entitlement (in other words, the Entitlement field is
selected), then you must select Searchable and
Searchable Picklist options too.

Advanced Use in Bulk Determines whether the attribute is available in bulk
operations.
Advanced Searchable Picklist ~ Determines whether the custom field is a input list of

values. This is applicable to Lookup field.

10. Click Save and Close. The UDF is created in the backend and is displayed in the Custom
section of the Form details page.
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11. Click Re-generate View.

12. It is recommended that you export the sandbox to store all the changes made in your
sandbox. For detailed instructions on exporting a sandbox, see Managing Sandboxes in
Developing and Customizing Applications for Oracle Identity Governance

13. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

6.4 Modifying a Custom Attribute

Modifying a custom attribute involves activating a sandbox, editing the custom attribute, and
exporting and publishing the sandbox.

To modify a custom attribute that you created for a form:

1. Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

2. Inthe Form Designer, search and open the form which contains the custom attribute you
want to modify.

3. In the Custom section, select the custom attribute that you want to modify.

4. Click the Edit icon on the toolbar. Alternatively, click the Display Name of the attribute. The
page to edit the field is displayed.

5. Modify the values in the fields by referring to Table 6-1. Note that all the fields listed in
Table 6-1 are editable.

6. Click Save and Close.
7. Click Re-generate View.

8. Itis recommended that you export the sandbox to store all the changes made in your
sandbox. For detailed instructions on exporting a sandbox, see Managing Sandboxes in
Developing and Customizing Applications for Oracle Identity Governance

9. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

6.5 Adding a Custom Attribute

ORACLE

When you create a UDF, it is created only in the backend, and is not available in the page for
use on which you want it to be displayed.

6-9



Chapter 6
Adding a Custom Attribute

# Note:

e Adding a custom attribute is always in relation to one of the following entities:
User, Organization, Role, or Catalog.

*  When catalog UDFs are customized to show in the first page of the Create Role
wizard, they are also shown in the summary page of the wizard. But when role
UDFs are customized to show in first page of the Create Role wizard, they are
not shown in the summary page of the wizard. The summary page must be
separately customized for these role UDFs to be displayed.

e The LOV attribute (OOTB/CUSTOM) is not supported for unauthenticated pages.
For example, in the self-registration Ul, the LOV attribute is not supported.

Adding a custom attribute involves the following:

» Displaying a UDF in Oracle Identity Self Service Page

e Enabling the Submit Button After Adding a UDF to the Modify User Form
e Adding a Custom Attribute Category into Create User Form

e Customizing Unauthenticated Page

6.5.1 Displaying a UDF in Oracle Identity Self Service Page

ORACLE

You must customize the Ul to add the custom attribute and display it in a page in the Identity
Self Service.

To display a UDF in a page in Oracle Identity Self Service:

1. Create the UDF by using the User form under System Entities in Identity System
Administration. For example, you can create a UDF for the Create User page.

See Creating a Custom Attribute for information about creating a UDF.

< Note:

After adding a UDF through the User form, logout of both Oracle Identity System
Administration and Oracle Identity Self Service, and then login again to be able to
see the newly added UDF and use it for customization.

2. Log in to Oracle Identity Self Service as the system administrator.

3. Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

4. Click Manage. The Home tab displays the different Manage option. Click Users. The
Manage Users page is displayed.

5. From the Actions menu, select Create. Alternatively, you can click Create on the toolbar.
The Create User page is displayed with input fields for user profile attributes.

6. Click Customize at the upper right corner of the page to open WebCenter Composer. The
Create User page opens in customization mode as shown in Figure 6-2.
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Figure 6-2 Create User Page in Customization Mode
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7. Enter values for all mandatory fields.

8. Select Structure tab. The object tree is displayed as shown in Figure 6-3.

Figure 6-3 Object Tree Page in Customization Mode
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9. Select the section of the page on which you want to add the UDF.

10. In the Confirm Task Flow Edit dialog box, click Edit to confirm the edit task. The
corresponding ADF component in the object tree is selected.

11. Select the panelFormLayout component, and click the Add icon. The Add Content dialog
box is displayed.
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12. Depending on the entity or area on which the UDF was added, select the data component,
and then the view object. Table 6-3 lists the entities, pages, data components, and view
objects that must be selected.

# Note:

Adding VO as tables is not supported.

Table 6-3 Entities and Corresponding Data Components and View Objects

Entity Page Data Component View Object

User Create User Data Component - Catalog userVO

User Modify User Data Component - Catalog userVO

User Search Users Data Component - Manage UserVOl1
Users

User View User Details Data Component - Manage UserVO1
Users

User My Information Data Component - My UserVO1
Information

User New User Registration Data Component - User UserVOl1
Registration

Role Create Role Data Component - Role RoleDetailsVO

Role Modify Role Data Component - Role RoleDetails\VO

Role Search Roles Data Component - Role RolevO1

Organization Create Organization Data Component - Organization EditOrgVO

Organization Modify Organization Data Component - Organization EditOrgVO

Organization Search Organizations Data Component - Organization OrganizationVO

Catalog Access Request Data Component - Catalog e Catalog results table:
CartltemsVO1
»  Cart items under Edit Cart
Popup: CartltemsVO
e Catalog details for a selected
cart item either under catalog
results table or edit cart popup:
EditCartltemsVO
Certification User Certification Data Component - Certification  UserCertificationUservVO1
Certification User Certification Data Component - Certification  UserCertificationUserEntitlementVO
1
Certification Role Certification Data Component - Certification ~ RoleCertificationRoleVO1
Certification Role Certification Data Component - Certification ~ RoleCertificationMemberVO1
Certification Role Certification Data Component - Certification ~ RoleCertificationPolicyVO1
Certification Application Instance Data Component - Certification ~ ApplicationCertificationApplicationV
Certification (o)
Certification Application Instance Data Component - Certification  ApplicationCertificationEntitlementV
Certification (0]
Certification Entitlement Certification Data Component - Certification  EntitlementCertificationEntitlementV
O
ORACLE
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Table 6-3 (Cont.) Entities and Corresponding Data Components and View Objects
|

Entity Page Data Component View Object
Certification Entitlement Certification Data Component - Certification  EntitlementCertificationEntitlementM
emberVO

13. Scroll to find the UDF that you added and click Add. If the UDF is not displayed, then
refresh the content by clicking the Refresh icon at the top right hand corner of the dialog
box.

14. Depending on the custom attribute that you created in step 1 and the type of UDF that you
want to display, select one of the following items from the menu:

For a UDF of Text or Number type:
*  ADF Output Text

e ADF Output Text w/Label

e ADF Output Formatted

e ADF Output Formatted w/Label

e ADF Input Text

e ADF Input Text w/Label

e ADF Label

e ADF Readonly Input Text w/Label
* ADF Table Column

For a UDF of Checkbox type:

* ADF Select Boolean Checkbox

* ADF Table Column

For a UDF of Date type:

e ADF Input Date w/Label

* ADF Table Column

For a UDF of Lookup type:

e ADF Input List Of Value (select only for searchable PickList)

e ADF Select One Choice (select only for non-searchable PickList; this option is not
visible for a searchable PickList for which you must select ADF Input List of Value)

e ADF Table Column (select when adding a column within an af:table)

For example, if you have created a UDF of Text type, then select ADF Input Text wiLabel.
Similarly, if you created a searchable UDF of Lookup type, then select ADF Input List of
Value. As an example, Figure 6-4 shows options for a UDF of Text type.

ORACLE 613



ORACLE

Figure 6-4 Options for Adding a UDF of Text Type
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16. From the object tree on the Editing Page, select the UDF on the page, and click the Show
properties icon. The Component Properties page is displayed.

17. On the Display Options tab:
Select Auto Submit.

If you have added the UDF on the user form, then in the Value Change Listener field,
enter # {pageFlowScope.cartDetailStateBean.attributeValueChangedListener}.

a.

b.

If you have added the UDF on a form other than the user form, then copy the value of
the Value Change Listener field from any of the existing fields on the form and paste it
as the value of the Value Change Listener field for the newly added UDF.
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c. If you want to mark this attribute as mandatory, then change the Required and Show
Required properties to true. To set the Show Required property, select the Show
Required option. In the Required field, select Expression Editor, and in the
Expression Editor field, enter the value as true.

d. If you want to display this attribute as read-only, then select the checkbox for the Read
Only property.

e. If you want to bind this attribute to a custom-managed bean method, then change the
Value property.

The custom-managed bean method must include a call to the original method binding.
For more information, see Developing Managed Beans and Task Flows section of
Developing and Customizing Applications for Oracle Identity Governance.

18. Click OK.
19. Click Close to leave customization mode.

20. Itis recommended that you export the sandbox, in case if you intend to move the change
from test to production environment. See Managing Sandboxes in Developing and
Customizing Applications for Oracle Identity Governance for detailed instructions on
exporting a sandbox.

21. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

To remove a UDF, you can use the customization mode to open the WebCenter Composer. In
the customization mode, select the component or UDF that you want to remove, and then
delete it or set the rendered property on that UDF to false.

6.5.2 Enabling the Submit Button After Adding a UDF to the Modify User

Form

ORACLE

After adding a new UDF to the modify user form by customizing the Ul using Web Composer,
the Submit button of the form is not enabled when you try to modify a user. But modification of
other user form fields enables the Submit button.

To avoid this issue, when you add a new UDF to the modify user form for the first time:

1. Create a sandbox and activate it. Open the page that contains the UDF, and click
Customize.

2. Select Structure.

3. Note the value of the valueChangeListener property of a predefined or default field. To do
Sso:

a. Click the predefined field, and then click Edit to open the Component Properties dialog
box.

b. Copy the value of the valueChangeListener property.

Add the new UDF to the form, as described in Adding a Custom Attribute.
Export the sandbox as a ZIP file.

Delete the sandbox without publishing it.

Extract the ZIP file, and edit the jsff.xml file for the specific screen.

® N o g »

Add the following attributes to the ADF tag, for example af:inputText, for the UDFD field, as
shown:
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valueChangeListener=VALUE COPIED IN STEP3
autoSubmit="true"

The resulting XML will look similar to the following:

<?xml version='1l.0' encoding='UTF-8'?>
<mds:customization version="11.1.1.61.92" xmlns:mds="http://xmlns.oracle.com/mds"
motype local name="root" motype nsuri="http://java.sun.com/JSP/Page">
<mds:move node="_xg 12" parent=" xg pfl5" position="last"/>
<mds:insert parent=" xg pfl5" position="last">
<af:inputText xmlns:af="http://xmlns.oracle.com/adf/faces/rich"
value="#{bindings.JobCode c.inputValue}" label="#{bindings.JobCode c.hints.label}"
required="#{bindings.JobCode c.hints.mandatory}"
columns="#{bindings.JobCode c.hints.displayWidth}"
maximumLength="#{bindings.JobCode c.hints.precision}"
shortDesc="#{bindings.JobCode c.hints.tooltip}" id="dtrt dc 628826708"
autoSubmit="true"
valueChangeListener="#{pageFlowScope.cartDetailStateBean.attributeValueChangedListene
">
<f:validator xmlns:f="http://java.sun.com/jsf/core"
binding="#{bindings.JobCode c.validator}"/>
</af:inputText>
</mds:insert>
<mds:move node="_ xg 19" parent=" xg pfl5" position="last"/>
<mds:move node="_ xg 20" parent=" xg pfl5" position="last"/>
<mds:move node="_xg 27" parent=" xg pfl5" position="last"/>
<mds:move node="_ xg 23" parent=" xg pfl5" position="last"/>
<mds:move node="_ xg 41" parent=" xg pfl5" position="last"/>
</mds:customization>

Create the ZIP file for the sandbox.

10. Import the sandbox.

11. Publish the sandbox.

6.5.3 Adding a Custom Attribute Category into Create User Form

You must customize the Create User or Modify User form to add a new category of fields.

ORACLE

To customize the Create User or Modify User form to add a new category of fields:

1.
2.

Log in to Oracle Identity Self Service.

Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

Click Manage. The Home tab displays the different Manage option. Click Users. The
Manage Users page is displayed.

From the Actions menu, select Create. Alternatively, you can click Create on the toolbar.
The Create User page is displayed with input fields for user profile attributes.

Click Customize at the upper right corner of the page to open WebCenter Composer. The
Create User page opens in customization mode.

Enter values for all mandatory fields.
Select Structure tab. The object tree is displayed.

Click the first field of the Create User form and select its ancestor panelGroupLayout
component.

Click the Add Content icon.

6-16



10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

22.
23.

24,
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In the Add Content dialog box, click Web Components.
Click Add next to the ShowDetailHeader component.
Click Close.

Select the newly added ShowDetailHeader component and click Edit to open the
Component Properties dialog box.

Modify the value of Size to 2.

Modify the default value of Text with a suitable value.

Click Apply and Close.

Click the Add Content icon.

In the Add Content dialog box, click Web Components, if not already open.
Click Add next to the PanelFormLayout component.

Click Close.

Add fields into this new panelFormLayout component as described in step 11 in Adding a
Custom Attribute.

Click Close to leave customization mode.

It is recommended that you export the sandbox, in case if you intend to move the change
from test to production environment. See Managing Sandboxes in Developing and
Customizing Applications for Oracle Identity Governance for detailed instructions on
exporting a sandbox.

Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

6.5.4 Customizing Unauthenticated Page

You can customize an unauthenticated page for example New User Login or Self Registration
page.

To customize an unauthenticated page for example New User Login or Self Registration page:

ORACLE

1.
2.

Log in to Oracle Identity Self Service.

Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance.

Click Self Service. The Home tab displays the different Self Service option.

Click Customize at the upper right corner of the page to open WebCenter Composer. The
Home page opens in customization mode.

Select Structure tab. The object tree is displayed.

Select the area on the screen where all other tiles like My Information, My Access and so
on are present.

In the right hand side panel, select the last gridRow, right click and select Show
Component.

Incase the Unauthenticated box does not immediately appear on the screen, you may
have to close the screen and reopen.
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Unauthenticated option gets added to the screen. This box has a drop-down list of all
unauthenticated pages in the Identity Self Service. You can select any one screen that you
would like to customize.

For detailed steps on how to add a custom attribute see, Adding a Custom Attribute.

6.6 Adding a Custom Attribute to an Application Instance Form

When you create a custom attribute (UDF) on an application instance form, it is created only in
the backend, and is not available in the page for use on which you want it to be displayed. The
options available to display the UDF in a page in the Identity Self Service are regenerating
view and updating the application instance form by using WebCenter Composer.

The following are the options available to display the UDF in a page in Oracle Identity Self
Service:

Regenerating View

Updating the Application Instance Form By Using WebCenter Composer

6.6.1 Regenerating View

One of the methods to display a UDF in a page in the Identity Self Service is to use the
Regenerate View option in the Child Objects tab of the Form Designer.

To display the UDF in a page in Oracle Identity Self Service:

1.
2.

ORACLE

Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

# Note:

You must ensure that sandbox in which the application instance form for which
you are adding a custom child attribute must be published. If it is not published,
then you must perform the procedure described in this section in the same
sandbox in which the application instance form was created.

In the left pane, under Provisioning Configuration, click Form Designher. The Form
Designer page is displayed.

Search for and open the application instance form whose child form (containing the UDFs
that you added) must be displayed in a page in Oracle Identity Self Service.

On the Child Objects tab, click Regenerate View.
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# Note:

* The Regenerate View dialog box is displayed. Select the appropriate options
for Form Type and Generate Entitlement Forms. See Modifying Forms By
Using the Form Designer for information about the Form Type and Generate
Entitlement Forms options.

* Any customization made to the page will be lost when you click Regenerate
View.

6. Itis recommended that you export the sandbox, in case if you intend to move the change
from test to production environment. See Managing Sandboxes in Developing and
Customizing Applications for Oracle Identity Governance for detailed instructions on
exporting a sandbox.

7. Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

6.6.2 Updating the Application Instance Form By Using WebCenter

Composer

ORACLE

One of the methods to display a UDF in a page in the Identity Self Service is to update the
application instance form by using WebCenter Composer.

To display the UDF in a page in Oracle Identity Self Service:

1. Create the UDF by using the Form Designer.
2. Log in to Oracle Identity Self Service.

3. Create and activate a sandbox. For detailed instructions on creating and activating a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance

4. Inthe left pane, under System Entities, click Catalog. The Catalog page is displayed.

5. Search for and select the application instance whose resource form page must be
updated, and the click Add to Cart.

6. Click Checkout.

7. Onthe Cart Details page, under the Details section, the application instance form and its
attributes are displayed.

8. Click Customize to open WebCenter Composer. The page opens in customization mode.
9. Enter values for all mandatory fields.

10. From the View menu at the upper left corner of the page, select Structure. The object tree
is displayed.

11. Under the Details section, select and click the attributes of the application instance form. A
message confirming whether you want to edit the page is displayed.

12. Click Edit. In the object tree, the ADF component corresponding to the selection made in
the preceding step is selected.

13. Click Add Content. The Add Content dialog box is displayed.

14. Select the data component. To do so:
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a. Select Data Component - Catalog.

b. Search for APP_INSTANCEVO and then click Open. Here, APP_INSTANCE is the
name of the application instance for which the attributes are added.

Scroll to find the UDF that you added. If the UDF is not displayed, then refresh the page.
Select the UDF on the page, and click Add.
Click Close to leave customization mode.

It is recommended that you export the sandbox to move the change from the test to
production environment. For detailed instructions on exporting a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance

Publish the sandbox. For detailed instructions on publishing a sandbox, see Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity Governance.

6.7 Moving UDFs from Test to Production

You can move a UDF that is added to an entity from one deployment, such as test
environment, to another, such as production environment.

The following sections discuss the procedure to move a UDF added to entities from test to
production:

Moving UDFs Added to Entities
Moving UDFs Added to Catalog Entities

# See Also:

« Limitations of the Test to Production Procedures for information about test to
production limitations.

e Handling Concurrency Conflicts in Developing and Customizing Applications for
Oracle Identity Governance for information about handling concurrency conflicts
when multiple users customize an application by using sandboxes and
troubleshooting concurrency issues

6.7.1 Moving UDFs Added to Entities

You can move a UDF that is added to a User, Role, Organization or Application Instance entity
from one deployment to another by using the Deployment Manager.

Moving a UDF that is added to a User, Roles, Organization or Application Instance entity from
test to production consists of the following steps:

ORACLE

Exporting the UDF from the Test Environment

Importing the UDF into the Production Environment
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# Note:

Before you perform these procedures, ensure that you do not have any popup
blockers enabled in your browser and that you have a supported Java Runtime
Environment (JRE) installed in the browser. This is because the Deployment
Manager uses a popup window and it requires JRE to be installed in the browser.

6.7.1.1 Exporting the UDF from the Test Environment

To export the UDF from the test environment:

1.
2.
3.

© © N o O

Log in to Oracle Identity System Administration.
Under System Configuration, click Export.

Search for the desired metadata, User Metadata, Role Metadata, Organization Metadata,
or Application instances. A list of all available metadata is displayed.

Select the UDF that you want to move from test to production, and then click Select
Children.

Click Select Dependencies, and then click Confirmation.

Click Add for Export.

In the confirmation message that is displayed, click OK to exit the wizard.
Click Export. Alternatively, provide description and then click Export.

Specify the location to which the content must be exported. A message confirming that the
export was successful is displayed.

. Export the sandbox from the test environment to store all the changes made in your

sandbox. For detailed instructions on exporting a sandbox, see Managing Sandboxes in
Developing and Customizing Applications for Oracle Identity Governance.

# Note:

* The sandbox exported here must be the same, which has been used while
creating and adding custom UDFs.

* The sandbox must not have been published before exporting, because there
is no way to export the published sandbox.

6.7.1.2 Importing the UDF into the Production Environment

ORACLE

To import UDF into the production environment:

1.
2.

In Oracle Identity System Administration, under System Configuration, click Import.

Specify the path to the XML file that was exported from the test environment by using the
Deployment Manager.

Click Add File, Import, and then confirm the import. A message confirming that the import
was successful is displayed.
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4. Import the sandbox exported from the test environment. For information about importing a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance.

5. Activate the sandbox to verify the changes. For information about activating a sandbox,
see Managing Sandboxes in Developing and Customizing Applications for Oracle Identity
Governance.

6. Publish the sandbox after you verify the changes. For information about publishing a
sandbox, see Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance.

6.7.2 Moving UDFs Added to Catalog Entities

Depending upon the type of customization done, moving the catalog definition from test to
production involves one or both the steps of exporting and importing using sandbox and
Deployment Manager.

The procedure to move a UDF added to a catalog entity from test to production is discussed
later in this guide. See Test to Production Procedures for Catalog Customizations for more
information.

6.8 Synchronizing User-Defined Fields Between Oracle Identity
Governance and LDAP

If you enable LDAP synchronization any time after creating one or more UDFs, then you must
synchronize these UDFs with the corresponding LDAP attributes.

To do so, by using the Form Designer, search for and open the form containing the UDF, and
then save it (no need to make any other change). Repeat this process of opening the form
containing the UDF and then saving it for all UDFs created before enabling LDAP
synchronization.

# Note:

e LDAP synchronization works when Oracle Identity Manager is integrated with
Access Manager (OAM). The integration is based on LDAP connectors and is
available from Release 12.2.1.3 onwards. For more information on LDAP
synchronization, see Enabling LDAP Synchronization in Oracle Identity Manager
in the Integration Guide for Oracle Identity Management Suite.

e While creating/modifying an attribute using Form Designer, provide a value
against LDAP Attribute. This is the value of LDAP attribute name against which
the user-defined field (UDF) will be synchronized, and applicable only in LDAP
sync enabled environment.

e If you are using an OUD LDAP directory, then the Oracle Identity Manager
custom attribute name must not contain a space. OUD does not allow creating a
custom attribute with space in the attribute name.
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6.9 Creating Cascaded LOVs

Creating cascaded LOVs involve activating a sandbox, creating UDFs of Lookup type,
exporting the sandbox, and customizing the Ul.

ORACLE

To create cascaded LOVs on the My Information page:

# Note:

In this release of Oracle Identity Manager, LOVs cannot be added on the Self-
Registration Page.

1. Log in to Oracle Identity System Administration.

2. Create and activate a sandbox, for example suJ. For detailed instructions on creating and
activating a sandbox, see Managing Sandboxes in Developing and Customizing
Applications for Oracle Identity Governance.

3. Under System Entities in the left pane, click User.

4. Create the following UDFs of Lookup Type:

parent - ParentChoice
dependent - DepChoice

While creating DepChoice, make it dependent on the UDF ParentChoice, and map the
values. To do so:

a. Inthe List of Values section, search for the parent field and select it.

Select Constrain list by parent field value selection. This enables the fields to
set the parent dependency details.

b. Select the required Parent Choice List and set the Value Map.

5. Click Save and Close.

6. Export the sandbox.

The sandbox is stored as sandbox_SUJ.zip.

7. Unzip the sandbox_SUJ.zip file, and perform the following steps:

a.

In the file
\persdefisessiondef\oracle\iam\ui\runtime\form\model\user\view\mdssys\cust\site\site\u
serVO.xml.xml, under tag <ViewAttribute Name="DepChoice__c", search for the
following text:

<Property Name="CascadingParentChoiceList" Value="ParentChoice c"/>

<Property Name="CascadingRelationshipId" Value="100000000002523"/>

Copy the text in Step 7 a to
\persdefloracle\iam\ui\common\model\user\view\mdssys\cust\site\site\UserVO.xml.xml
file under tag <ViewAttribute Name="DepChoice__c".

In the file
\persdefisessiondefloracle\iam\ui\runtime\form\model\user\view\mdssys\cust\site\site\u
serVO.xml.xml, search for the following text:
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</mds:insert>

<mds:insert parent=" userVO " position="last">

<ViewAccessor Name="LOVVA For DepChoice c"
ViewObjectName="oracle.adf.businesseditor.model.views.CascadingLookups "
xmlns="http://xmlns.oracle.com/bcdj">

<ParameterMap>
<PIMap Variable="Bind RelationshipId">
<TransientExpression Name="expression" access="local"><!
[CDATA [structureDef.findAttributeDef ("DepChoice ¢
") .getProperty ("CascadingRelationshipId")]]></TransientExpression>
</PIMap>
<PIMap Variable="Bind ParentLookupCode">
<TransientExpression Name="expression" access="local"><!
[CDATA [ParentChoice __c]]></TransientExpression>
</PIMap>
</ParameterMap>

</ViewAccessor>
</mds:insert>
</ParameterMap>
</ViewAccessor>
</mds:insert>

In the file
\tmp\persdefioracle\iam\ui\common\modeluser\view\mdssys\cust\site\site\UserVO.xml
xml search for the below text and replace it with the text copied in step 7 c. Change
userVO to UserVO:

</mds:insert>

<mds:insert parent="UserVO" position="last">

<ViewAccessor Name="LOVVA For DepChoice c"
ViewObjectName="oracle.adf.businesseditor.model.views.Lookups"
xmlns="http://xmlns.oracle.com/bcdj">

<ParameterMap>

<PIMap Variable="Bind LookupType">
<TransientExpression><![CDATA['Lookup.Conditions.Severity']]></TransientExp
ression>

</PIMap>

</ParameterMap>

</ViewAccessor>

</mds:insert>

In the file
\persdefisessiondefloracle\iam\ui\runtime\form\modeluser\view\mdssys\cust\site\site\u
serVO.xml.xml, search for the following text:

<mds:insert parent="userVO" position="last">
<Properties xmlns="http://xmlns.oracle.com/bcdj">
<Property Name=" INTERNAL EXPR VALUE OVERRIDES " Value="userEQ"/>
</Properties>
</mds:insert>

Copy the text from 7 e to file
persdefloracle\iam\ui\common\model\user\view\mdssys\cust\site\site\UserVO.xml.xml
and change userVO to UserVO and userEO to UserEO.

Recreate the zip file with same name as in Step 6.
For example, $zip -r sandbox SUJ.zip*
Delete the sandbox suJ from Oracle Identity System Administration.

Import the modified sandbox_SUJ.zip created in Step 8.
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15.

16.

17.

18.

19.

Chapter 6
Specifying Cascaded LOVs Without NULL Value

Logout from Oracle Identity System Administration.
Log in to Oracle Identity Self Service.
Activate the sandbox, SUJ.

In the left pane, under My Profile, click My Information. The My Information page is
displayed.

Click Customize to customize the My Information page while the sandbox is active in
Oracle Identity Self Service.

Add parent UDF and child UDF (created in Step 4) on the page as Select one choice
component.

Select ParentChoice and click Edit Property and copy the Id of parent component. Set the
auto submit property to true.

Select DepChoice and click Edit Property and paste the id value of ParentChoice UDF
copied in Step 17 to the partailTrigger field.

Publish the sandbox.

# Note:

For any LOV, the user details page displays the lookup code as the output text value.
To display the LOV lookup value on the user details page, create a searchable
picklist (ADF name input list of value), and then make it read-only.

6.10 Specifying Cascaded LOVs Without NULL Value

When you set the value of the required property to true in the attributes on the create user or
modify user form, you can still submit a request without selecting a value.

ORACLE

To make the user select a value for the required attribute, you must modify the request dataset
to mark the attribute as mandatory. To do so:

1.

When the administrative server and at least one Oracle Identity Manager managed server
is running, login to Oracle Enterprise Manager Fusion Middleware Control by using the
URL in the following format:

http://ADMINSTRATION_SERVER:PORT/em

Navigate to Identity and Access, oim. Right-click and navigate to System MBean
Browser.

Under Application Defined MBeans, navigate to oracle.mds.lcm, Server:oim_serverl,
Application:OlIMAppMetadata, MDSAppRuntime.

To export the request dataset:

a. Click the Operations tab, and then click exportMetaData.

b. In the toLocation field, enter /tmp or the name of another directory.

c. Select createSubDir as false.

d. Specify the doc location as the following:
/metadata/iam-features-requestactions/model-data/CreateUserDataSet.xml.

/metadata/iam-features-requestactions/model-data//ModifyUserDataset.xml
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< Note:

Multiple documents can be set in the doc location while invoking operations
exportMetaData or importMetaData.

e. Also select false for excludeAllCust, excludeBaseDocs, and
excludeExtendedMetadata. Then, click Invoke.

This exports the file specified in the docs field to the directory specified in the
toLocation field.

Edit the CreateUserDataSet.xml file, and change the value of the 'required' property to
true for the attribute you created.

Edit the ModifyUserDataset.xml file, and change the value of the 'required' property to true
for the attribute you created.

To import the request dataset:
a. Click importMetaData.

b. Inthe fromLocation field, enter /tmp or the name of the directory in which you have the
configuration files.

c. Select createSubDir as false.

d. Also select false for excludeAllCust, excludeBaseDocs, and
excludeExtendedMetadata. Then, click Invoke.

This imports the file specified in the docs field to MDS in the toLocation field.

Restart Oracle Identity Manager.

6.11 Localizing Display Labels of UDFs

Localizing display labels of UDFs involves localizing the content in the BizEditorBundle.xIf file.

ORACLE

To localize display labels of UDFs:

1.

Add a new custom field for the user object by referring to Creating a Custom Attribute and
ensure to publish the sandbox.

Export the BizEditorBundle.xIf file from MDS by referring to Exporting Metadata Files to
MDS in the Developing and Customizing Applications for Oracle Identity Governance.

Localize the content in BizEditorBundle.xIf to the expected locales. To do so:

a. Create a copy of the BizEditorBundle.xIf file and rename it, for example,
BizEditorBundle_zh_ CN.xIf.

b. Edit the <file> element from:

<file source-language="en" original="/xliffBundles/oracle/iam/ui/runtime/
BizEditorBundle.x1f" datatype="x-oracle-adf">

To the following sample:

<file source-language="en" original="/xliffBundles/oracle/iam/ui/runtime/
BizEditorBundle.x1f" datatype="x-oracle-adf" target-language="zh-CN">

c. Translate all the contents in the BizEditorBundle_zh CN.xIf file.
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Import the BizEditorBundle_zh_CN.xIf file to MDS by referring to Importing Metadata Files
from MDS in the Developing and Customizing Applications for Oracle Identity Governance.

Customize the Identity Self Service page to add the custom field label. See Adding a
Custom Attribute for details.

Switch the browser language to zh-CN, and log in to the Identity Self Service again.

Go to the page on which the custom attribute has been added, and confirm that the
customized field label is using its localized value.

6.12 Configuring a Field as Mandatory Attribute in the Request

Catalog

Configuring a field as mandatory attribute in the request catalog involves customizing the
catalog, and setting the value of the Override property to true.

To configure a field as mandatory attribute in the request catalog:

1.

10.

11.

12.

13.
14.
15.

ORACLE

In Oracle Identity Self Service, create and activate a sandbox. For detailed instructions on
creating and activating a sandbox, see Managing Sandboxes in Developing and
Customizing Applications for Oracle Identity Governance.

On the left pane, under System Entities, click Catalog. The Catalog page is displayed.

Search for and select the application instance whose form page must be updated, and the
click Add to Cart.

Click Checkout.

On the Cart Details page, under the Details section, the application instance form and its
attributes are displayed.

Click Customize. The page opens in customization mode.
From the View menu, select Source. The object tree is displayed.

Under the Details section, select and click the attributes of the application instance form. A
message confirming whether you want to edit the page is displayed.

Click Edit. In the object tree, the ADF component corresponding to the selection made in
step 8 is selected.

Select the input text that is to be marked as mandatory, and click Edit. The Component
Properties:inputText window opens.

Navigate to the required field, click the drop down icon adjacent to the field, select
Override, and then select Expression Builder.

In the Expression Builder window, select the Type a value or expression option, and
enter true.

Click OK, and then click Apply.
Click OK in the Component Properties:inputText. Click Close to quit customization mode.

Export the sandbox and publish it.
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Application Management

Application management includes managing IT resources, application instances, and
connector lifecycle, and reconciliation.

This part describes application management in Oracle Identity Manager. It contains the
following chapters:

* Managing IT Resources
e Managing Application Instances
e Managing Connector Lifecycle

e Managing Reconciliation
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In an application instance, IT resource management includes target connectivity configurations
and connector configurations. Using the managing IT resources section, you can create an IT
resource, search for existing IT resources, and view and modify IT resources.

See Managing Application Instances for information about application instances.

This chapter describes how to create and manage IT resources in the following sections:

Creating IT Resources
Searching IT Resources
Viewing IT Resources
Modifying IT Resources

Deleting IT Resources

7.1 Creating IT Resources

Oracle Identity Manager associate resource types with resource objects. Users need to create
a new IT resource in order to associate this resource type with the corresponding resource
object. Creation of IT resource includes steps such as selecting the IT resource type definition
and providing parameter values.

ORACLE

To create an IT resource:

# Note:

The IT resource type is created before the IT resource can be created. The IT
resource type can be created either by using the Design Console, or by importing the
IT resource type using the Deployment Manager. See IT Resources Type Definition
Form in Developing and Customizing Applications for Oracle Identity Governance for
information about defining an IT resource type.

Login to Oracle Identity System Administration.

Under Provisioning Configuration, click IT Resource. The Manage IT Resources page is
displayed.

Click Create on the toolbar. The Create IT Resource wizard is displayed.
Enter the following information:
a. IT Resource Name: Enter a name for the IT resource.

b. IT Resource Type: Select an IT resource type for the IT resource. The Parameter
Values information is displayed.

c. Inthe Parameter Values section, specify values for the parameters of the IT resource.

Click Test Connection to check the connectivity.
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# Note:

By default, Test connectivity option is available for IT resource types Database
and Mails server.

If the test is successful, then click Finish. If the test fails, then you can perform one of the
following steps:

a. Check and make changes to the parameter values and then click Test Connection.
b. Click Cancel to stop the procedure.

c. Proceed with the creation process by clicking Finish. You can fix the problem later,
and then rerun the connectivity test.

7.2 Searching IT Resources

You can search IT resources by IT resource name and type in the Manage IT Resources page.

To search an IT resource:

1.

In Oracle Identity System Administration, under Provisioning Configuration, click IT
Resource. The Manage IT Resource page is displayed.

On the Manage IT Resources page, you can use one of the following search options to
locate the IT resource that you want to view:

* |IT Resource Name: Enter the name of the IT resource, and then click Search.

* IT Resource Type: Select the IT resource type of the IT resource, and then click
Search.

e Click Search.

On the Manage IT Resource page, the list of IT resources that meet the search criteria is
displayed.

To clear selections made in the IT Resource Name or the IT Resource Type fields, click Reset.

7.3 Viewing IT Resources

You can view IT resources and their parameters in the Manage IT Resources page.

To view an IT resource:

1.

From the list of IT resources displayed in the search results, click the IT resource name.
The View IT Resource page is displayed. All IT Resource parameter values are listed in
this page.

Click Edit to update the parameters of the IT Resource. The Edit IT Resource page is
displayed.

7.4 Modifying IT Resources

You can modify IT resource parameters in the Manage IT Resources page.

To modify an IT resource:

ORACLE
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1. From the list of IT resources displayed in the search results table, select the IT resource
and then click Edit. The Edit IT Resource page is displayed.

2. Update the parameter values of the required fields. Click Save.

7.5 Deleting IT Resources

ORACLE

You can find and delete an IT resource in the Manage IT Resources page. The delete
operation is performed as part of the IT Resource lifecycle management process and reduces
resource duplication.

To delete an IT resource:

1. From the list of IT resources displayed in the search results, click the Delete icon for the IT
resource that you want to delete.

2. To confirm that you want to delete the IT resource, click Confirm Delete.

# Note:

Deleting IT resource instances soft-deletes the corresponding application instances.
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Managing Generic Connectors

Generic connector management includes various subtasks such as creating, deploying, and
managing generic technology connectors.

Generic connectors are managed by using Oracle Identity System Administration. See
Predefined Providers for Generic Technology Connectors in Developing and Customizing
Applications for Oracle Identity Governance for information about generic technology
connectors (GTC).

This chapter describes how to create and manage generic connectors in the following sections:

e Creating Generic Technology Connectors
e Using Identity System Administration to Create the Connector

e Managing Generic Technology Connectors

8.1 Creating Generic Technology Connectors

While creating a generic connector, you need to consider various connector design aspects,
such as provider requirements and selections, address all prerequisites, configure
reconciliation and provisioning, create a form, publish a form, and enable logs for the generic
create operations.

The procedure to create a generic technology connector is composed of the following steps:

e Determining Provider Requirements for Creating Generic Technology Connectors
e Selecting the Providers for Creating Generic Technology Connectors

e Addressing the Prerequisites for Creating Generic Technology Connectors

e Creating the Connector Using Identity System Administration

e Configuring Reconciliation

e Configuring Provisioning

e Creating the Form and Publishing the Application Instance

e Enabling Log for the Generic Technology Connector

8.1.1 Determining Provider Requirements for Creating Generic Technology
Connectors

In order to determine provider requirements, first you need to identify various provider-based
building blocks. Then, you create data formats and transport mechanism. As a final step, you
identify providers to create a generic connector.

The following providers can be used as the building blocks of the generic technology
connectors you create:

* Reconciliation Transport Provider

* Reconciliation Format Provider
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*  Provisioning Transport Provider
e Provisioning Format Provider

e Transformation Provider

e Validation Provider

Based on your knowledge of the data formats and data transport mechanisms supported by
the target system, identify the providers that must be included in the generic technology
connector that you create. If the target system supports multiple data formats and data
transport mechanisms, you must select a single combination of the transport and format
providers discussed in the first chapter. You cannot include, for example, multiple reconciliation
format providers in a single generic technology connector.

8.1.2 Selecting the Providers for Creating Generic Technology Connectors

Selection of providers includes identifying predefined providers. Create a custom provider only
to address any special generic connector requirement.

Identify the predefined providers that can be used to meet your provider requirements. See
Predefined Providers for Generic Technology Connectors in the Developing and Customizing
Applications for Oracle Identity Governance for information about the predefined providers.

If all your provider requirements are addressed by the predefined providers, you need not
create custom providers. You must create custom providers to address only the requirements
that are not addressed by the predefined providers.

8.1.3 Addressing the Prerequisites for Creating Generic Technology

Connectors

ORACLE

Prerequisites for creating generic technology connectors include testing connectivity with the
target system, creating the user accounts to be used for creating the generic technology
connector, and enabling cache for the GenericConnector and GenericConnectorProviders
cache categories.

You must address the following prerequisites:

e If you are creating the generic technology connector on a production server, enable the
cache for the following cache categories:

— GenericConnector
— GenericConnectorProviders

* Testing connectivity between the target system server and the Oracle Identity Manager
server

You must take steps to ensure that connectivity can be established between the target
system server and the Oracle Identity Manager server. For example, in a UNIX
environment, you must enter the fully qualified host name of the Oracle Identity Manager
server in the /etc/hosts file on the target system server.

« Creating the user account to be used for creating the generic technology connector

All users belonging to the SYSTEM ADMINISTRATORS group of Oracle Identity Manager can
create generic technology connectors. Alternatively, members of a group to which you
assign the required menu items and permissions can create generic technology
connectors.

The required menu items are as follows:
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— Create Generic Technology Connector menu item

— Manage Generic Technology Connector menu item

The required permissions are as follows:

— Form Designer (Allow Insert, Write Access, Delete Access)

—  Structure Utility. Additional Column (Allow Insert, Write Access, Delete Access)
— Meta-Table Hierarchy (Allow Insert, Write Access, Delete Access)

If these permissions are not correctly assigned to the group, an error is thrown when the
user clicks the Create button on the final Identity System Administration page for creating
generic technology connectors.

# Note:

In an Oracle Identity Manager deployment that is integrated with Access Manager
(OAM), the OIMSignatureAuthenticator authentication provider is not configured by
default. If you use Oracle Identity Manager 9.x connectors, such as GTC, or if your
custom code uses signature-based OIMClient login, then you must enable the
OIMSignatureAuthenticator authentication provider.

8.1.4 Creating the Connector Using Identity System Administration

Creating a new generic connector involves specifying parameter values, defining of datasets
and mapping of datasets, along with defining of the forms.

To navigate to the first Identity System Administration page for creating a generic technology

connector:

1. Login to Identity System Administration.

2. Click Generic Connector under Provisioning Configuration.

3. Inthe Manage Connectors page, click Create.

4. Provide basic information about the generic technology connector that you want to create

in the Provide Basic Information page. Follow procedure inProviding Basic Information for
Generic Technology Connector.

Enter values for all parameters in Specify Parameter Values Page. Follow procedure in,
Specifying Parameter Values for the Providers.

Define data sets and mappings between the fields of the data sets in Modify Connector
Configuration Page. Follow procedure in, Modifying Connector Configuration.

Specify form names for the process forms corresponding to the OIM - Account data set
and its child data sets. Follow procedure in, Verifying Connector Form Names.

Review information that you have provided up to this point for creating generic technology
connectors. Follow procedure in, Verifying Connector Information.

8.1.5 Configuring Reconciliation

After successfully creating a generic connector, the next step is to configure reconciliation. Skip
the configuration reconciliation step if you have selected only the provisioning option while
creating a connector.

ORACLE
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A reconciliation scheduled task is created automatically when you create the generic
technology connector. To configure and run this scheduled task, follow the instructions in
Managing the Scheduler .

# Note:
The name of the scheduled task is in the following format:
GTC Name GTC

For example, if the name of the generic technology connector is WebConn, the name
of the scheduled task is WebConn_GTC.

8.1.6 Configuring Provisioning

ORACLE

Configure provisioning if you have selected the provisioning configuration option while creating
the connector. Skip this step if you have selected only the Reconciliation option on the Step 1:
Provide Basic Information page.

A process definition is one of the objects that are automatically created when you create a
generic technology connector. The name of the process definition is in the following format:

GTC name GTC

For example, if the name of the generic technology connector is WebConn, the name of the
process definition is WebConn_GTC.

The process tasks that constitute this process definition can be divided into two types:

e System-defined process tasks

System-defined process tasks are included by default in all newly created process
definitions.

*  Provisioning-specific process tasks

Provisioning-specific process tasks are included in the process definition of a generic
technology connector only if you select the Provisioning option on the Step 1: Provide
Basic Information page, regardless of whether or not you select the Reconciliation option.

The following are provisioning-specific process tasks:
* Create User

* Delete User

* Enable User

* Disable User

e Updated Field_Name (this task is created for each field of the OIM - Account data set,
except the 1D field)

*  For mappings created between fields of the OIM - User data set and the provisioning
staging data set, the following process tasks are created:

— Change User_data_set field_name

— Edit Provisioning_Staging_field_name
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For example, suppose you create a mapping between the Last Name field of the OIM -
User data set and the LName field of the provisioning staging data set. The following
process tasks are automatically created along with the rest of the provisioning-specific
process tasks:

— Change Last Name
— Edit LName

In addition, the following provisioning-specific process tasks are created for each child data set
of the OIM - Account data set:

*  Child Table Child_Form_Name row Inserted

e Child Table Child_Form_Name row Updated

*  Child Table Child_Form_Name row Deleted

All provisioning-specific process tasks have the following default assignments:
* Target Type: Group User With Highest Priority

e Group: SYSTEM ADMINISTRATORS

e User: XELSYSADM

If required, you can modify these default assignments by following the instructions given in
Modifying Process Tasks in the Developing and Customizing Applications for Oracle Identity
Governance.

8.1.7 Creating the Form and Publishing the Application Instance

You need to create a form and publish the application instance when both provisioning and
reconciliation options are selected in the Step 1: Basic Information page.

To create the form and publish the application instance:

1. Create a form specific to the GTC resource object.
2. Attach the form to the GTC application instance.

3. Publish the GTC application instance to the required organizations.

# Note:

To view a provisioned account in the new Ul, the process form should have a field for
IT resource. The value for this IT resource field should be populated during a
reconciliation run.

8.1.8 Enabling Log for the Generic Technology Connector

ORACLE

Logging in Oracle Identity Manager generally involves log collection and storage, error
reporting, and alerts generation.

This is an optional step. Perform the procedure discussed in this section only if you want to
enable logging for the generic technology connector.

See Configuring Log Services for Oracle Identity Governance for information about enabling
logging in Oracle Identity Manager.
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8.2 Using Identity System Administration to Create the Connector

Creation of a generic connector includes various steps, such as basic information, defining of
parameter values, verifying form names, and verifying connector information.

To navigate to the first Identity System Administration page for creating a generic technology
connector, login to Identity System Administration, and click Generic Connector under
Provisioning Configuration. In the Manage Connectors page, click Create.

From this point onward, page-wise instructions are provided in the following sections:

e Providing Basic Information for Generic Technology Connector
*  Specifying Parameter Values for the Providers

*  Modifying Connector Configuration

*  Verifying Connector Form Names

e Verifying Connector Information

8.2.1 Providing Basic Information for Generic Technology Connector

The first step of the connector creation process involves collection of basic information. The
Transport provider list and the Format Provider List, provide options for reconciliation and
provisioning operations.

To provide basic information about the generic technology connector that you want to create,
use this page as follows:

1. Inthe Name field, specify a name for the generic technology connector.

The following are guidelines related to selecting a name for the generic technology
connector:

* The name must not be the same as that of any other connector (predefined connector
or generic technology connector) on this Oracle Identity Manager installation.

*  The name must not be the same as that of any other connector object (such as
resource objects, IT resources, and process forms) on this Oracle Identity Manager
installation.

# Note:

An error message is displayed if you specify a name that is the same as the
name of an existing connector. However, an error message is not displayed if
you specify a name that is the same as the name of an existing connector
object. Therefore, you must ensure that the name you want to specify is not
the same as the name of any existing connector object.

e The name must not contain non-ASCII characters, because Oracle Identity Manager
does not support non-ASCII characters in connector names. However, you can include
the underscore character (_) in the name.

2. If you want to use the generic technology connector for reconciliation, select
Reconciliation and perform the following steps:
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* From the Transport Provider list, select the reconciliation transport provider that you
want to use for this connector. This list displays the predefined reconciliation transport
providers and the reconciliation transport providers that you create.

* From the Format Provider list, select the reconciliation format provider that you want
to use for this connector. This list displays the predefined reconciliation format
providers and the reconciliation format providers that you create.

# Note:

If you select the shared drive reconciliation transport provider, you must also
select the CSV reconciliation format provider because all the parameters of
this provider are bundled with the parameters of the shared drive
reconciliation transport provider.

e If you want to use the connector to perform trusted source reconciliation with the target
system, select Trusted Source Reconciliation.

# Note:

If you select the Trusted Source Reconciliation check box, the Provisioning
region of the page is disabled. This is because you cannot provision to a
target system that you designate as a trusted source. You can only reconcile
data from a trusted source.

3. If you want to use the generic technology connector for provisioning, select Provisioning
and perform the following steps:

# Note:

You can select only Reconciliation, only Provisioning, or both Reconciliation and
Provisioning.

* From the Transport Provider list, select the provisioning transport provider that you
want to use for this connector. This list displays the predefined provisioning transport
providers and the provisioning transport providers that you create.

If you select the Web Services provisioning transport provider and if Secure Sockets
Layer (SSL) is enabled for the target Web service, you must perform the procedure
described in Configuring SSL Communication Between Oracle Identity Manager and
the Target System Web Service in the Developing and Customizing Applications for
Oracle Identity Governance.

* From the Format Provider list, select the provisioning format provider that you want to
use for this connector. This list displays the predefined provisioning format providers
and the provisioning format providers that you create.

If you select the SPML provisioning format provider, you must also select the Web
Services provisioning transport provider because the parameters of this provider are
related to the parameters of the Web Services provisioning transport provider.

4. Click Continue.
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Table 8-1 lists sample entries for the GUI elements on the Step 1: Provide Basic Information
page.

Table 8-1 Sample Entries for the Step 1: Provide Basic Information Page
|

Label on the Step 1: Sample Value or Action Reference Information

Provide Basic Information

Page

Name field MyGTC2 NA

Reconciliation check box Check box selected NA

Transport Provider list Shared Drive shared drive reconciliation transport provider
Format Provider list Csv CSV Reconciliation format provider
Provisioning check box Check box selected NA

Transport Provider list Web Services Web Services provisioning transport provider
Format Provider list SPML SPML provisioning format provider

8.2.2 Specifying Parameter Values for the Providers

The provider parameters are divided into two categories, Run-time parameters and Design
parameters.

Use this page to specify values for the parameters of the providers that you select in Providing
Basic Information for Generic Technology Connector.

This section contains the following topics:

e Run-Time Parameters for the Provider
e Design Parameters for the Provider

e Sample Values for the Run-Time and Design Parameters

8.2.2.1 Run-Time Parameters for the Provider

¢ See Also:

Predefined Providers for Generic Technology Connectors in the Developing and
Customizing Applications for Oracle Identity Governance for detailed information
about the run-time parameters of predefined providers that you select on the Step 1:
Provide Basic Information page

Run-time parameters are input variables of the providers that you select on the previous page.
A run-time parameter represents a value that is not constrained by the design of the provider.

For example, the location of the directories containing the data files that you want to reconcile
is a run-time parameter.

8.2.2.2 Design Parameters for the Provider

This section describes about the design parameters for the provider in the following topics:

*  About Design Parameters for the Provider
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* Reconciliation Specific Design Parameters for the Provider

*  Provisioning Specific Design Parameter for the Provider

8.2.2.2.1 About Design Parameters for the Provider

The parameters listed in this section are either design parameters of providers or
reconciliation-specific parameters that are common to all generic technology connectors. A
design parameter represents a value or set of values that is defined as part of the provider
design.

¢ See Also:

Predefined Providers for Generic Technology Connectors in Developing and
Customizing Applications for Oracle Identity Governance for detailed information
about the design parameters of predefined providers that you select in the Providing
Basic Information for Generic Technology Connector.

For example, the format of data files that can be parsed by a format provider is a design
parameter for that provider. While designing the provider, you define the set of formats the
provider can parse. In this page, you specify the particular format (from the set of supported
formats) that an instance of the format provider must parse.

8.2.2.2.2 Reconciliation Specific Design Parameters for the Provider

ORACLE

The following are reconciliation-specific design parameters:

# Note:

If you do not select the Reconciliation option on the previous page, these
reconciliation-specific design parameters are not displayed on this page.

 Batch Size

Use this parameter to specify a batch size for the reconciliation run. By using this
parameter, you can break into batches the total number of records that the reconciliation
engine fetches from the target system during each reconciliation run.

The default value of this parameter is A11.
e Stop Reconciliation Threshold

During reconciliation, data from the reconciliation format provider is accepted as input by
the validation provider. Some of the reconciliation data records may not clear the validation
checks. You can use the Stop Reconciliation Threshold parameter to automatically stop
reconciliation if the percentage of records that fail the validation checks to the total number
of reconciliation records processed exceeds the specified value.

The following example illustrates how this parameter works:

Suppose you specify 20 as the value of the Stop Reconciliation Threshold parameter. This
means that you want reconciliation to stop if the percentage of failed records to the total
number of records processed becomes equal to or greater than 20. Suppose the second
and eighth records fail the validation checks. At this stage, the number of failed records is
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2 and the total number of records processed is 8. The percentage of failed records is 25,
which is greater than the specified threshold of 20. Therefore, reconciliation is stopped
after the eighth record is processed.

# Note:

— The Stop Reconciliation Threshold parameter is used during reconciliation
only if you select validation Providers on the Step 3: Modify Connector
Configuration page.

— If reconciliation is stopped because the actual percentage of failed records
exceeds the specified percentage, the records that have already been
reconciled into Oracle Identity Manager are not removed.

The default value of this parameter is None. This default value specifies that during a
reconciliation run, you want all the target system records to be processed, regardless of
the number of records that fail the checks.

Stop Threshold Minimum Records

If you use the Stop Reconciliation Threshold parameter, there may be a problem if invalid
records are encountered right at the beginning of the reconciliation run. For example,
suppose you specify 40 as the value of the Stop Reconciliation Threshold parameter.
When reconciliation starts, suppose the first record fails the validation checks. At this
stage, the percentage of failed records to total records processed is 100. Therefore,
reconciliation would stop immediately after the first record is processed.

To avoid such situations, you can use the Stop Threshold Minimum Records parameter in
conjunction with the Stop Reconciliation Threshold parameter. The Stop Threshold
Minimum Records parameter specifies the number of records that must be processed by
the validation provider before the Stop Reconciliation Threshold validation is enabled.

The following example illustrates how this parameter works:
Suppose you specify the following values:

Stop Reconciliation Threshold: 20

Stop Threshold Minimum Records: 80

With these values, from the eighty-first record onward, the Stop Reconciliation Threshold
validation is enabled. In other words, after the eightieth record is processed, if any record
fails the validation check, the reconciliation engine calculates the percentage of failed
records to total records processed.

The default value of this parameter is None.

# Note:

— The Stop Threshold Minimum Records parameter is used during
reconciliation only if you select validation Providers on the Step 3: Modify
Connector Configuration page.

— You must specify a value for the Stop Threshold Minimum Records
parameter if you specify a value for the Stop Reconciliation Threshold
parameter.
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Reconciliation Type

Use this parameter to specify whether you want the reconciliation engine to perform
incremental or full reconciliation.

# Note:

The outcome of both full and incremental reconciliation is the same: target
system records that are created or updated after the last reconciliation run are
reconciled into Oracle Identity Manager.

In incremental reconciliation, only target system records that are newly added or modified
after the last reconciliation run are brought to Oracle Identity Manager. Reconciliation
events are created for each of these records.

In full reconciliation, all target system records are brought to Oracle Identity Manager. The
optimized reconciliation feature identifies and ignores records that have already been
reconciled. Reconciliation events are created for the remaining records.

You must select incremental reconciliation if either one of the following conditions is true:

— The target system time stamps or uniquely marks (in some way) files or individual data
records that it generates, and the reconciliation transport provider can recognize
records that have been time stamped or marked by the target system.

For example:

Suppose the target system can time stamp the creation of or modifications to user data
records. If you can create a custom reconciliation transport provider that can read this
time-stamp information, only new or modified data records will be transported to Oracle
Identity Manager during reconciliation.

— The target system provides only data records that are newly added or modified after
the last reconciliation run.

If neither of these conditions is true, you must select full reconciliation.
Reconcile Deletion of Multivalued Attribute Data

Use this parameter to specify whether or not you want to reconcile into Oracle Identity
Manager the deletion of multivalued attribute data (child data) on the target system.

The following example explains how this design parameter works:

There is an account for user John Doe on the target system. This user is a member of two
user groups, CREATE USERS and REVIEW PERMISSIONS, on the target system. This user
account (along with the group membership information) also exists on Oracle Identity
Manager.

On the target system, suppose this user is removed from the REVIEW PERMISSIONS group.
During the next reconciliation run, the action that will be taken in Oracle Identity Manager
depends on whether or not you select the Reconcile Deletion of Multivalued Attribute
Data check box:

— If you select the check box, information about this user being a member of the REVIEW
PERMISSIONS group on the target system is removed from the Oracle Identity Manager
database. All other changes made to this user account on the target system are also
reconciled.

— If you do not select the check box, information about this user being a member of the
REVIEW PERMISSIONS group on the target system is not removed from the Oracle

8-11



ORACLE

Chapter 8
Using Identity System Administration to Create the Connector

Identity Manager database. However, all other changes made to this user account on
the target system are reconciled.

Source Date Format

Use this parameter to specify the format in which date values are stored in the target
system.

The format that you specify is used to validate date values fetched during reconciliation
and to convert the date values to the format used internally by Oracle Identity Manager.

The Validate Date Format provider is one of the predefined validation providers. During a
reconciliation run, the Validate Date Format provider uses the source date format to
validate date values fetched from the target system. Only date values that match the
source date format are converted to the date format used by Oracle Identity Manager and
reconciled. This format validation and conversion applies to all date fields (for example,
Date of Birth and Hire Date) of the target system.

For information about the date formats that you can specify, see the following page on the
Sun Java Web site:

http://java.sun.com/docs/books/tutorial/il8n/format/simpleDateFormat.html

# Note:

If you want the source date format to be used in date validation, while performing
the procedure described in Adding or Editing Fields in Data Sets, you must:

— Map date fields of the Source data sets to date fields of the reconciliation
staging data sets.

— Edit each date field of the reconciliation staging data sets and set its data
type to the Date data type.

The default value of the Source Date Format parameter is the date format specified as the
value of the xL.DefaultDateFormat System property. If you do not specify a value for the
Source Date Format parameter, the default date format is used for date validation during
reconciliation.

¢ See Also:

System Properties in Oracle Identity Manager for information about the system
properties of Oracle Identity Manager.

The following example illustrates how the Source Date Format parameter is used:
Suppose the following are date values in the target system:

— Date 1: 05/04/2007 06:25:44 PM

— Date 2: 05/06/2007 07:31:44 PM

— Date 3: Thu, 2Apr 9, '98

— Date 4:07/03/2008 02:15:55 PM

Scenario 1:
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While creating the connector, you had entered the following as the value of the Source
Date Format parameter:

MM/dd/yyyy hh:mm:ss a

During a reconciliation run, the record containing the Date 3 value is not reconciled
because it does not conform to the specified source date format.

Scenario 2:

While creating the connector, you had not entered a value for the Source Date Format
parameter. Therefore, during a reconciliation run, all four records are validated against the
date format specified as the value of the XL.DefaultDateFormat System property.

8.2.2.2.3 Provisioning Specific Design Parameter for the Provider

ORACLE

The following is a provisioning-specific design parameter:

# Note:

If you do not select the Provisioning option on the previous page, this provisioning-
specific design parameter is not displayed.

Target Date Format

Use this parameter to specify the format in which you want to send date values to the
target system during provisioning operations.

During a provisioning operation, date values are converted to the format that you specify
as the value of the Target Date Format parameter. This format conversion applies to all
date fields (for example, Date of Birth and Hire Date) that are used in the provisioning
operation.

For information about the date formats that you can specify, see the following page on the
Sun Java Web site:

http://java.sun.com/docs/books/tutorial/il8n/format/simpleDateFormat.html

If you do not specify a date format, the following date format is used as the default value of
this parameter:

yyyy/MM/dd hh:mm:ss z
The following example illustrates how the Target Date Format parameter is used:

During a provisioning operation, any date value that you enter will be in the yyyy/MM/dd
hh:mm:ss z format.

Scenario 1:

While creating the connector, you had entered the following as the value of the Target Date
Format parameter:

yyyy.MM.dd G 'at' hh:mm:ss z

During a provisioning operation, an Oracle Identity Manager date value (for example,
2007/05/04 06:25:44 1ST) will be converted into the target date format (for example,
2007.05.04 AD at 06:25:44 IST) and sent to the target system.

Scenario 2:
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While creating the connector, you had not entered a value for the Target Date Format
parameter. During a provisioning operation, date values are sent to the target system in the
(default) yyyy/MM/dd hh:mm:ss z format.

8.2.2.3 Sample Values for the Run-Time and Design Parameters

After you specify values for the run-time and design parameters, click Continue.

# Note:

If any value that you provide on this page is not correct, an error message is
displayed at the top of the page after you click Continue. If this happens, fix the
parameter value and click Continue again.

Table 8-2 lists sample entries for the Specify Parameter Values page. The GUI elements
displayed on this page are based on the entries made on the Provide Basic Information page.

Table 8-2 Sample Entries for the Step 2: Specify Parameter Values Page

Label on the Step 2: Specify Parameter
Values Page

Sample Value or Action

Reference Information

Run-Time Parameters of the Shared Drive
Reconciliation Transport Provider

"Shared Drive Reconciliation
Transport Provider" in Developing
and Customizing Applications for
Oracle Identity Governance

Staging Directory (Parent Identity Data) field

D:\gctestdata\commabDelimited\parent

Staging Directory (Multivalued Identity Data) D:\gctestdata\commabDelimited\child  NA
field

Archiving Directory field D:\gctestdata\commaDelimited\archiv. NA

e

File Prefix field file NA
Specified Delimiter field , NA
Tab Delimiter check box Check box not selected NA
Fixed Column Width field NA
Unique Attribute (Parent Data) field UserIDTD NA

Run-Time Parameter of the Web Services
Provisioning Transport Provider

"Web Services Provisioning
Transport Provider" in Developing
and Customizing Applications for
Oracle Identity Governance

Web Service URL field

http://acme123:8080/spmlws/

NA

services/HttpSoap11
Run-Time Parameters of the SPML
Provisioning Format Provider
Target ID field target NA
User Name (authentication) field xelsysadm NA
User Password (authentication) field NA

ORACLE
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Table 8-2 (Cont.) Sample Entries for the Step 2: Specify Parameter Values Page

Label on the Step 2: Specify Parameter Sample Value or Action Reference Information
Values Page

Design Parameters of the Shared Drive "Shared Drive Reconciliation

Reconciliation Transport Provider Transport Provider" in Developing
and Customizing Applications for
Oracle Identity Governance

File Encoding field Cp1251 NA
Design Parameters of the Web Services "Web Services Provisioning
Provisioning Transport Provider Transport Provider" in Developing

and Customizing Applications for
Oracle Identity Governance

Web Service SOAP Action field http://xmIns.oracle.com/OIM/ NA
provisioning/processRequest

Design Parameters of the SPML
Provisioning Format Provider

WSSE Configured for SPML Web Service? Check box not selected NA
check box

Custom Authentication Credentials Namespace http://xmIns.oracle.com/OIM/ NA
field provisioning

Custom Authentication Header Element field OIMUser NA
Custom Element to Store User Name field OlIMUserld NA
Custom Element to Store Password field OlIMUserPassword NA
SPML Web Service Binding Style (DOCUMENT RPC NA
or RPC) field

SPML Web Service Complex Data Type field NA
SPML Web Service Operation Name field processRequest NA
SPML Web Service Target Namespace field http://xmIns.oracle.com/OIM/ NA

provisioning

SPML Web Service Soap Message Body Prefix NA
field

ID Attribute for Child Dataset Holding Group NA
Membership Information field

Generic Design Parameters NA
Target Date Format field yyyy-MM-dd hh:mm:ss.fffffffff NA
Batch Size field All NA
Stop Reconciliation Threshold field None NA
Stop Threshold Minimum Records field None NA
Source Date Format field yyyy/MM/dd hh:mm:ss z NA
Reconcile Deletion of Multivalued Attribute Data Check box selected NA
check box

Reconciliation Type list Incremental NA
ORACLE
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8.2.3 Modifying Connector Configuration

The step 3 of the connector creation process involves defining of data sets. After creation of
data sets, these data sets need to be associated with the fields. In this step, you specify the
user data fields that are required for the generic technology connectors.

You can perform the following actions on the Step 3: Modify Connector Configuration page:

* About Metadata for Generic Technology Connector
* Data Set for Generic Technology Connectors

* Mapping Parameters for Data Sets

e About Adding or Editing Fields in Data Sets

e Adding or Editing Fields in Data Sets

* Removing Fields from Data Sets

* Removing Mappings Between Fields

* Removing Child Data Sets

8.2.3.1 About Metadata for Generic Technology Connector

Use this page to define data sets and mappings between the fields of the data sets. In other
words, you use this page to specify the user data fields that you want to:

* Propagate from the target system to Oracle Identity Manager during reconciliation
* Propagate from Oracle Identity Manager to the target system during provisioning

In the generic technology connector context, the term metadata refers to the set of identity
fields that constitute the user account information on the target system.

First Name, Last Name, Hire Date, and Department ID are examples of user data fields that
constitute metadata. The values assigned to these fields constitute the user data on the target
system. For example, the identity information of user John Doe on the target system can be
composed of the following fields:

e First Name: John

* Last Name: Doe

e Hire Date: 04-December-2007
* Department ID: Sales

After you click the Continue button on the Step 2: Specify Parameter Values page, the
metadata displayed on the Step 3: Modify Connector Configuration page depends on the
following factors:

* Input provided on the Step 1: Provide Basic Information and Step 2: Specify Parameter
Values pages

e Availability of sample target system data
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# Note:

In the generic technology connector context, the term metadata detection refers to
the process in which sample user data is read from the target system and the
corresponding metadata (identity field names) is displayed on the Step 3: Modify
Connector Configuration page.

Oracle Identity Manager performs the following steps while attempting to detect metadata:

1. The reconciliation transport provider and reconciliation format provider try to fetch and
parse metadata from the target system.

Together, the shared drive reconciliation transport provider and CSV reconciliation format
provider can detect metadata from the target system. If you want custom providers to
perform the same function, you must ensure that:

e The Java code for the reconciliation transport provider contains an implementation of
the getMetadata () method of the ReconTransportProvider interface.

* The Java code for the reconciliation format provider contains an implementation of the
parseMetadata () method of the ReconFormatProvider interface.

If these providers successfully fetch and parse metadata from the target system, Oracle
Identity Manager uses information returned by them to display metadata and the following
step is not performed.

2. If the reconciliation transport provider and reconciliation format provider cannot fetch and
parse metadata from the target system, the provisioning transport provider and
provisioning format provider try to perform this function.

The Web Services provisioning transport provider and SPML provisioning format provider
cannot detect metadata from the target system. If you want custom providers to be able to
detect metadata, you must ensure that:

e The Java code for the provisioning transport provider contains an implementation of
the defineMetadata () method of the ProvisioningTransportProvider interface.

e The Java code for the provisioning format provider contains an implementation of the
parseMetadata () method of the ProvisioningFormatProvider interface.

If the provisioning transport provider and provisioning format provider successfully fetch
and parse metadata from the target system, Oracle Identity Manager uses information
returned by these providers to display metadata. If these providers are not successful, only
the default fields defined for any of the provisioning-specific providers that you select are
displayed. For example, the 1D field of the OIM - Account data set and the objectClass
and containerID fields of the provisioning staging data set are displayed by default. These
data sets and fields are discussed later in this guide.

Figure 8-1 shows the Step 3: Modify Connector Configuration page for the sample entries
listed at the end of the "Step 1: Provide Basic Information Page" and "Step 2: Specify
Parameter Values Page" sections.
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Figure 8-1 Step 3: Modify Connector Configuration Page
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8.2.3.2 Data Set for Generic Technology Connectors

The data sets displayed on the Step 3: Modify Connector Configuration page are categorized
as follows:
* Source

The Source data sets are displayed only if you select the Reconciliation option on the first
page, regardless of whether or not you select the Provisioning option.

* Reconciliation Staging

The reconciliation staging data sets are displayed only if you select the Reconciliation
option on the Step 1: Provide Basic Information page, regardless of whether or not you
select the Provisioning option.

e Oracle Identity Manager

The Oracle Identity Manager data sets are always displayed, regardless of the options you
select on the Step 1: Provide Basic Information page. However, the OIM - Account data set
and its child data sets are not displayed if you select the Trusted Source Reconciliation
option on the Step 1: Provide Basic Information page. To overcome this issue, you must
perform the following steps:

1. Open the generic technology connector and navigate to Jgraph screen.
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2. Inthe Reconciliation Staging of the Jgraph screen, modify the field data type to Date
for all the fields which holds date value.

3. Save the connector.

The fields displayed in the OIM - User data set are predefined for the Oracle Identity
Manager User. You can show or minimize the full list of OIM - User data set fields by
clicking the arrow icon at the top of the data set. The following fields are displayed in the
minimized state of the data set:

— UserliD

—  Emalil

— Password
—  First Name

— Last Name

# Note:

If you select the Trusted Source Reconciliation option on the Step 1: Provide
Basic Information Page, all the fields of the OIM - User data set are displayed
and you cannot use the arrow icon to minimize the display.

These fields constitute the minimum set of Oracle Identity Manager User fields for which
values must be defined. You can designate some or all of the remaining OIM - User data
set fields as mandatory Oracle Identity Manager User fields for your Oracle Identity
Manager installation. You do this by ensuring that these fields always hold values when the
Oracle Identity Manager User is created.

# Note:

Data set and field names that take up more than a certain amount of space are
truncated and dots are displayed after the truncated part of the names. For
example, the Deprovisioning Date field of the OIM - User data set is displayed as
follows:

Deprovisioning Da..

To view the full name of a field, you can click the edit icon for that field or the field
to which that field is mapped. In the pop-up window, the field name that you want
to view is on either the first page or the second page, depending on the data set
to which the field belongs.

You can add user-defined fields (UDFs) to the list of predefined Oracle Identity Manager
User fields by using the Design Console. These UDFs are displayed in the OIM - User data
set on the Step 3: Modify Connector Configuration page.

Depending on the options that you select on the Step 1: Provide Basic Information page,
some fields are displayed by default on the Step 3: Modify Connector Configuration page:

— 1D field

The 1D field is displayed by default in the OIM - Account data set, regardless of
whether or not you select the Reconciliation option or Provisioning option on the Step
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1: Provide Basic Information page. When an account is created, this field is used to
store the value that uniquely identifies the account in Oracle Identity Manager and in
the target system. For a particular user, this unique field is used to direct other
operations, such as modify, delete, enable, disable, and child data operations.

Every target system would have a unique field for tracking the creation of and updates
made to a user account. While creating a custom provisioning transport provider, you
must ensure that the provider retrieves this unique field value from the target system at
the end of a Create User operation. This value must be used to populate the 1D field of
the OIM - Account data set.

During reconciliation, the value of the 1D field must come from the corresponding
unique field of the reconciliation staging data set. To set this up, you must create a
mapping between the two fields. The procedure to create a mapping is discussed later
in this section.

Caution:

If you select both the Provisioning and Reconciliation options while creating a
generic technology connector and if you do not create a mapping between
the ID field and the unique field of the target system, records that are linked
through reconciliation cannot be used for provisioning operations (such as
modify, delete, enable, disable, and child data operations). This is because
the ID field is not populated in the linked records.

— objectClass field

The objectClass field is displayed by default in the OIM - Account data set and
provisioning staging data set only if you select the SPML provisioning format provider
on the Step 1: Provide Basic Information page.

— containerID field

The containerID field is displayed by default in the OIM - Account data set and
provisioning staging data set only if you select the SPML provisioning format provider
on the Step 1: Provide Basic Information page.

e Provisioning Staging

The provisioning staging data sets are displayed only if you select the Provisioning option
on the first page, regardless of whether or not you select the Reconciliation option.

The display of data sets on the Step 3: Modify Connector Configuration page depends on the
input that you provide on the Step 1: Provide Basic Information page and Step 2: Specify
Parameter Values page. The display of fields within the data sets depends on whether or not
metadata detection has taken place.

# Note:
Metadata detection does not take place if any of the following conditions are true:

e Sample target system data (including metadata) is not available.

e The Transport and format providers that you select are not capable of detecting
metadata from sample target system data.
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This is illustrated by the following example:

Suppose you select only the Reconciliation option on the Step 1: Provide Basic Information
page. In addition, metadata detection has not taken place. Under these conditions, the display
of data sets and fields on the Step 3: Modify Connector Configuration page can be
summarized as follows:

The following data sets are displayed:

Source
Reconciliation Staging

Oracle Identity Manager

The fields that constitute the data sets are not displayed.

In addition, if you had selected the Trusted Source Reconciliation option on the Step 1: Provide
Basic Information page, the OIM - Account data set and its child data sets are not displayed.

In Table 8-3, Scenario 1 shows the outcome of this set of input conditions. The rest of the
scenarios in this table describe the display of data sets and fields under the combination of

input conditions listed in the first row and first column of the table.

Table 8-3 Display of Data Sets and Fields Under Various Input Conditions

Metadata Detection

Only Reconciliation Option
Selected

Both Reconciliation and
Provisioning Options
Selected

Only Provisioning Option
Selected

Metadata detection
has not taken place

Scenario 1

The following data sets are
displayed:

*  Source

* Reconciliation Staging

e Oracle Identity Manager
The fields that constitute the data
sets are not displayed.

If you select the Trusted Source
Reconciliation option on the Step
1: Provide Basic Information
page, the OIM - Account data set
and its child data sets are not
displayed.

Scenario 2

The following data sets are
displayed:

*  Source

¢ Reconciliation Staging
e Oracle Identity Manager
e Provisioning Staging
The fields that constitute the
data sets are not displayed.

Scenario 3

The following data sets are
displayed:

e Oracle Identity Manager
*  Provisioning Staging
The fields that constitute the
data sets are not displayed.

Metadata detection
has taken place

Scenario 4

The following data sets are
displayed:

e Source

e Reconciliation Staging

e Oracle Identity Manager
The fields that constitute the data
sets are displayed.

If you select the Trusted Source
Reconciliation option on the Step
1: Provide Basic Information
page, the OIM - Account data set
and its child data sets are not
displayed.

Scenario 5

The following data sets are
displayed:

. Source

* Reconciliation Staging
e Oracle Identity Manager
«  Provisioning Staging
The fields that constitute the
data sets are displayed.

Scenario 6

The following data sets are
displayed:

e Oracle Identity Manager
e Provisioning Staging
The fields that constitute the
data sets are displayed.
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8.2.3.3 Mapping Parameters for Data Sets

Each flow line displayed on the Step 3: Modify Connector Configuration page represents a
mapping (link) between two fields of different data sets. A mapping serves one of the following
purposes:

- Establishes a data flow path between fields of two data sets, for either provisioning or
reconciliation

A mapping of this type forms the basis for validations or transformations to be performed
on data.

e Creates a basis for comparing (matching) field values of two data sets

The following are examples of matching-only mappings:

— Mappings created between fields of the reconciliation staging data set and the OIM -
User data set form the basis of a reconciliation rule.

— A mapping between the unique field of the reconciliation staging data set and the 1D
field of the OIM - Account data set helps identify the key field for reconciliation
matching. Along with the ID field, other fields of the OIM - Account data set can be
(matching-only) mapped to corresponding fields of the reconciliation staging data set
to create a composite key field for reconciliation matching.

8.2.3.4 About Adding or Editing Fields in Data Sets

ORACLE

Identity fields detected through metadata detection are displayed on the Step 3: Modify
Connector Configuration page. You can modify these fields and the mappings between them. If
required, you can also add new fields on this page and create mappings between them.

The following is a summary of the actions that you can perform while adding or editing fields on
the Step 3: Modify Connector Configuration page:

# Note:

These actions are described in detail in the procedure that follows this list. The
procedure also describes the conditions that must be fulfilled before you can perform
some of these actions.

« Default attributes (such as the data type and length) are assigned to the fields displayed
through metadata detection. You must edit these fields to set the required attributes for

them.

# Note:

Oracle Identity Manager can recognize date values fetched during reconciliation
only if you set the Date data type for fields of the reconciliation staging data sets.
In addition, if you have specified a value for the Source Date Format parameter
on the Step 2: Specify Parameter Values page, you must map date fields of the
Source data sets to the corresponding date fields of the reconciliation staging
data sets.
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You can create transformation mappings between fields by using a transformation provider.
While performing this action, you can use the predefined concatenation transformation
provider or translation transformation provider, or a custom transformation provider that
you have created.

You can create matching-only mappings between fields of the reconciliation staging data
set and Oracle Identity Manager data sets. Matching-only mappings that you create
between the reconciliation staging data set and the OIM - User data set forms the
reconciliation rule. Matching-only mappings that you create between the reconciliation
staging data set and the OIM - Account data set identifies the key field for reconciliation
matching.

You can add a child data set to an existing data set.
You can encrypt the value of a field, both in the process form and in the database.

You can designate a field as a lookup field and select an input source for the field. The
input source can be a lookup definition or a combination of columns from Oracle Identity
Manager database tables.

You can configure user account status reconciliation.

If you want to configure user account status reconciliation, refer to the "Configuring
Account Status Reconciliation" section.

8.2.3.5 Adding or Editing Fields in Data Sets

ORACLE

To add or edit a field in a data set:

# Note:

The display of the GUI elements and pages described in the following steps depends
on the data set in which you are adding or editing a field. For example, the Required
and Encrypted check boxes are not displayed if you are adding or editing a field in a
Source data set.

Depending on whether you want to add or edit a field, click the Add icon for the data set or
the edit icon for the field.

On the Step 1: Field Information page, specify values for the following GUI elements:

* Field Name: If you are adding a field, specify a name for the field. The field name that
you specify must contain only ASCII characters, because non-ASCII characters are
not allowed.

« Mapping Action: Select the type of mapping that you want to create with this field as
the destination field of the mapping. You can select one of the following mapping
actions:

— Select Create Mapping Without Transformation if you only want to create a one-
to-one mapping between a source (input) field and the field that you are adding or
editing, and you do not want to use a transformation provider.

— Select the Remove Mapping option if you are editing the field and you want to
remove the mapping for which this field is the destination field. The procedure to
remove a mapping is covered in detail in the Removing Mapping Between Fields
section.
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The transformation mapping options displayed in the Mapping Action list are based
on the predefined transformation providers and the custom transformation
providers that you create. The following menu options correspond to the
predefined transformation providers:

* Create Mapping With Concatenation

* Create Mapping With Translation

Apply the following guidelines while selecting a transformation mapping:

You can create transformation mappings only between fields of the following data
sets:

- Source and Reconciliation Staging
- Oracle Identity Manager and Provisioning Staging

This means that, for example, you cannot create transformation mappings
between a field in a reconciliation staging data set and a field in an Oracle Identity
Manager data set.

You cannot create a 1-to-2 mapping with the following source and destination
fields:

Source field: Unique field of the reconciliation staging data

Destination fields: User 1D field of the OIM - User data set and 1D field of the
OIM - Account data set

This mapping is not supported. Instead, you must create a one-to-one mapping
between the unique field of the reconciliation staging data and either the User 1D
field (of the OIM - User data set) or the 1D field (of the OIM - Account data set).

Ensure that all the fields of provisioning staging data sets are mapped to
corresponding fields of OIM - User and OIM - Account data sets.

When you create a mapping that has any field of the OIM - User data set as the
source or destination field, the display of the OIM - User data set fields list is
frozen in the position it was in (expanded or minimized) when the mapping was
created. To unfreeze the display of the OIM - User data set so that you are able to
use the arrow icon, you must remove all mappings that have any OIM - User data
set field as the source or destination field.

A literal field can be used as one of the input fields of a transformation field. If you
select the Literal option, you must enter a value in the field. You must not leave the
field blank after selecting it.

Matching Only: Select this check box if the field is to be used as the destination field
of a matching-only mapping. As mentioned earlier in this document, you can create the
following types of matching-only mappings:

¢ Note:

You must create matching-only mappings for both parent and child data sets.

To create the reconciliation rule, you create matching-only mappings between
fields of the reconciliation staging data set and the OIM - User data set. Each
mapping represents a reconciliation rule element. If there are child data sets, you
must ensure that the names of fields of the reconciliation staging data set that are
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input fields for the matching-only mappings are not used in any of the
reconciliation staging child data sets.

— To specify the key field for reconciliation matching, you create a matching-only
mapping between the unique field of the reconciliation staging data set and the ID
field of the OIM - Account data set. Along with the ID field, other fields of the OIM -
Account data set can be (matching-only) mapped to corresponding fields of the
reconciliation staging data set to create a composite key field for reconciliation
matching.

Caution:

If the name of a reconciliation staging field used in a matching-only mapping
were to be reused as the name of a field in a reconciliation staging child data
set, matching would not take place during a reconciliation run.

This known issue is explained in the Modify Connector Config Page section.

e Create End-to-End Mapping: If you are adding a field, select this check box if you
want the same field to be added in all the data sets that are displayed to the right of
the data set in which you are adding the field.

e Multi-Valued Field: Select this check box if you want to add a child data set. If you
select this check box, the name that you specify in the Field Name field is used as the
name of the child data set.

# Note:

If you select the Trusted Source Reconciliation check box on the Step 1:
Provide Basic Information page, this check box (in selected or deselected
state) is ignored. This is because the reconciliation of multivalued (child) data
is not supported in trusted source reconciliation.

- Data Type: Select the data type of the field.

After metadata detection, the String data type is applied by default to all the fields of
the reconciliation staging and OIM - Account data sets. Where required, you must use
the Data Type list to specify the actual data type of each field.

* Length: Specify the character length of the field.

* Required: Select this check box if you want to ensure that the field always contains a
value.

* Encrypted: Select this check box if the value of the field must be stored in encrypted
form in the Oracle Identity Manager database.

« Password Field: Select this check box if the value of the field must be encrypted on
the process form. Values of fields for which this check box is selected are displayed as
asterisks (*) on the process forms.
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< Note:

If you select the Encrypted and Password Field check boxes, see
"Password-Like Fields" in Developing and Customizing Applications for
Oracle Identity Governance for information about guidelines that you must
follow.

* Lookup Field: Select this check box if you want to make the field a lookup field.
Click Continue.

If you select the Lookup Field check box on the Step 1: Field Information page, the Step
2: Lookup Properties page is displayed. On this page, you can select and specify values
for any combination of the lookup properties described in Table 8-4.

Table 8-4 Lookup Properties

Lookup Property

Value

Column Names

In the Property Value field, enter the name of the database column containing the values that must
be displayed in the lookup window. If required, you can enter multiple database column names
separated by commas.

Note: If you select the Lookup Column Name property, you must also select the Column Names
property, which is described later in this table.

After you enter a value in the Property Value field, click Submit.
The following SQL query can be used to illustrate how the Column Names and Lookup Column
Name properties are used:

SELECT USR _FIRST NAME, USR LOGIN, USR LAST NAME FROM USR

Suppose you set the following as the values of the two properties:
- Column Names: USR_FIRST NAME, USR LAST NAME
- Lookup Column Name: USR_LOGIN

When the user selects a particular USR_FIRST NAME, USR _LAST NAME combination from the
lookup window, the corresponding USR_LOGIN value is stored in the database.

Column Captions

In the Property Value field, enter the name of the column heading that must be displayed in the
lookup window. If multiple columns are going to be displayed in the lookup window, enter multiple
column captions separated by commas, for example, Organization Name, Organization Status.

After you enter a value in the Property Value field, click Submit.

Column Widths

In the Property Value field, enter the character width of the column that must be displayed in the
lookup window. This must be the same as the maximum length of the underlying field or column
from which data values are drawn to populate the lookup field.

If the lookup window is going to display multiple columns, enter multiple column widths separated by
commas.

After you enter a value in the Property Value field, click Submit.

ORACLE
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Table 8-4 (Cont.) Lookup Properties

Lookup Property

Value

Lookup Query

To specify a value for the Lookup Query property:

a. Inthe Property Value field, enter the SQL query (without the WHERE clause) that must be run
when a user double-clicks the lookup field to populate the data columns displayed in the lookup
window.

b. Click Submit.

c. Onthe Step 2: Add Validation page, select values from the following lists to create a WHERE
clause for the SELECT statement that you specify in Step 1:

- Filter Column

- Source

- Field Name

From the values that you select, the WHERE clause is created as follows:
WHERE Filter Column=Source.Field Name

d. Click Save.

To correctly display the data returned from a query, you must add a lookupfield.header property
to the x1WebAdmin locale.properties file.

For example, consider the following SQL query:

SELECT usr status FROM usr

To view the data returned from the query, you must add the following entry to the
x1WebAdmin Iocale.properties files:

lookupfield.header.users.status=User Status

If the x1WebAdmin locale.properties file does not contain a lookupfield.header property
for your specified query, the Identity System Administration displays a lookup window after you click
the corresponding lookup icon.

The syntax for a lookupfield.header property is as follows:

lookupfield.header.column code=display value

The column_code portion of the entry must be lowercase and any spaces must be replaced by
underscore characters ().

By default, the following entries for lookup field column headers are already available in the
x1WebAdmin locale.properties file:

lookupfield.header.lookup definition.lookup code information
.code key=Value
lookupfield.header.lookup definition.lookup code information
.decode=Description
lookupfield.header.users.manager login=User ID
lookupfield.header.organizations.organization name=Name
lookupfield.header.it resources.key=Key
lookupfield.header.it resources.name=Instance Name
lookupfield.header.users.user id=User ID
lookupfield.header.users.last name=Last Name
lookupfield.header.users.first name=First Name
lookupfield.header.groups.group name=Group Name
lookupfield.header.objects.name=Resource Name
lookupfield.header.access policies.name=Access Policy Name

ORACLE
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Table 8-4 (Cont.) Lookup Properties
|

Lookup Property

Value

Lookup Code

In the Property Value field, enter the lookup definition code name. This code must generate all
information pertaining to the lookup field, including lookup values and the text that is displayed with
the lookup field when a lookup value is selected. The classification type of the lookup definition code
must be of Lookup Type (that is, the Lookup Type option on the Lookup Definition form must be
selected).

To enter a lookup code, open the Lookup Definition form, query for the required code, and copy the
code into the Property Value field.

After you enter a value in the Property Value field, click Submit.
Note:

The Lookup Code property can be used to replace the combination of the Column Captions,
Column Names, Column Widths, Lookup Column Name, and Lookup Query properties. In
addition, the information contained in the Lookup Code property supersedes any values set in these
five lookup properties.

If you want to implement lookup fields reconciliation, create a scheduled task that populates the
lookup code.

Lookup Column
Name

In the Property Value field, enter the name of the database column containing the value that must
be stored corresponding to the Column Names value selected by the user in the lookup window. If
required, you can enter multiple database column names separated by commas.

Note: If you select the Column Names property, you must also select the Lookup Column Name
property. See the "Lookup Column Name" row in this table for more information about how these two
properties are used.

After you enter a value in the Property Value field, click Submit.

Auto Complete

If you enter True in the Property Value field, users can filter the values displayed in the lookup
window by entering the first few characters of the value they want to select and double-clicking the
lookup field. The outcome of this action is that only lookup values that begin with the characters
entered by the users are displayed in the lookup window. For example, for the State lookup field, a
user can enter New in the field. When the user double-clicks the State lookup field, only states that
begin with New (for example, New Hampshire, New Jersey, New Mexico, and New York) are
displayed in the lookup window.

If you do not want to let users filter the display of values in the lookup field, enter False in the
Property Value field.

The default value of the Auto Complete property is False.

After you enter a value in the Property Value field, click Submit.

ORACLE

If you want to edit the value of a property that is displayed in the table on the Step 2:
Lookup Properties page, select the edit option for that property and click Edit. If you want
to remove a property that is displayed in the table, select the delete option for that property
and click Delete.

After you specify properties for the lookup field, click Continue.

If you select a transformation option from the Mapping Action list on the Step 1: Field
Information page, the Step 3: Mapping page is displayed. Use this page to define the
transformation function that you want to perform on the input data to the field that you are
adding. The steps to be performed depend on the transformation provider option
(concatenation, translation, or custom transformation provider) that you select on the
previous page:

If you select a predefined transformation provider (transformation, concatenation or
translation), see Transformation Providers for detailed information about the procedure to
specify parameter values for the predefined transformation provider. That section also
provides detailed information about configuring user account status reconciliation.
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You must use the translation transformation provider if you want to configure the
reconciliation of user account status information. This procedure is described in
"Translation Transformation Provider" in Developing and Customizing Applications for
Oracle Identity Governance.

After you specify values for the transformation provider, click Continue.

If required, select a validation check for the field and click Add. In other words, select the
validation provider that you want to use.

The validation options displayed in this list are based on the predefined validation
Providers and any custom validation Providers that you create.

Click Continue, and click Close.

If you do not want to perform any other action on the Step 3: Modify Connector
Configuration page, click the Close button that is displayed at the top of the page. You
must perform the previous step before you click this Close button.

8.2.3.6 Removing Fields from Data Sets

To remove a field from a data set:

Click the Delete icon for that field.

If you do not want to perform any other action on the Step 3: Modify Connector
Configuration page, click the Close button that is displayed at the top of the page.

8.2.3.7 Removing Mappings Between Fields

To remove a mapping:

Click the edit icon for the destination field of the mapping that you want to remove.

# Note:

If the destination field itself is the source field for another mapping, that mapping
is not removed.

On the Step 1: Field Information page, select Remove Mapping from the Transformation
list.

Click Continue.
On the last page, click Close.

If you do not want to perform any other action on the Step 3: Modify Connector
Configuration page, click the Close button that is displayed at the top of the page.

8.2.3.8 Removing Child Data Sets

ORACLE

To remove a child data set:

Click the Delete icon for the data set.

If you do not want to perform any other action on the Step 3: Modify Connector
Configuration page, click the Close button that is displayed at the top of the page.

Figure 8-2 shows the Step 3: Specify Connector Configuration page after the MyField field was
added to the OIM - Account and provisioning staging data sets.
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Figure 8-2 Step 3: Modify Connector Configuration Page After Addition of a Field
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8.2.4 Verifying Connector Form Names

In the step 4 of the connector creation process, you specify names for the process form

ORACLE

corresponding to the OIM account data sets and its child data sets.

Previsioning Staging

Arount
cartaingD
objechclass
L
UgenD
First Mame

Last Mame
MyFisin

Use this page to specify form names for the process forms corresponding to the OIM - Account

data set and its child data sets.

# Note:

option.

If you select the Trusted Source Reconciliation option on the Step 1: Provide Basic
Information page, the OIM - Account data set and its child data sets are not created.
Therefore, this page is not displayed if you select the Trusted Source Reconciliation

The generic technology connector framework automatically creates certain objects after you

submit all the information required to create a generic technology connector. Parent and child
process forms corresponding to the OIM - Account data sets are examples of objects that are
automatically created. Each process form on a particular Oracle Identity Manager installation

must have a unique name.
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On the Step 4: Verify Connector Form Names page, the generic technology connector
framework displays default names for these process forms based on the names of the
corresponding data sets. You must verify and, if required, change the names of these forms to
ensure that they are unique for this installation of Oracle Identity Manager. While changing the
name of a form, you must use only ASCII characters. An error message is displayed if you
specify non-unique form names or if any name contains non-ASCII characters.

# Note:

You cannot revisit this page, so ensure that the form names that you specify meet all
the requirements before you click Continue.

After you specify the form names, click Continue.

Instead of clicking Continue, you can click Back to return to the Step 2: Specify Parameter
Values page. However, metadata detection does not take place if you make changes on this
page and click the Continue button. This is to ensure that any customization in the data set
structure and mappings made during the first pass through this page does not get overwritten.
You can manually add or edit fields and mappings on the Step 3: Modify Connector
Configuration page.

8.2.5 Verifying Connector Information

ORACLE

In the last step of the connector creation process, you review the information furnished while
creating the connectors. For verification, a page-wise explanation of the changes is provided.

Use this page to review information that you have provided up to this point for creating generic
technology connectors. The following is a page-wise explanation of the changes that are
permitted on the earlier pages:

e Step 1: Provide Basic Information page

You can use either the View link or Back button to reopen and view the information
provided on the Step 1: Provide Basic Information page. You cannot change the
information displayed on this page, because any change in this information would amount
to creating a new generic technology connector.

e Step 2: Specify Parameter Values page

You can use either the Change link or Back button to reopen this page. You can change
parameter values on this page. However, metadata detection does not take place when
you submit the changed values. This is to ensure that any customization in the data set
structure and mappings made during the first pass through this page does not get
overwritten. You can manually add or edit fields and mappings on the Step 3: Modify
Connector Configuration page.

*  Step 3: Modify Connector Configuration page

You can use the Change link to reopen this page and add or edit fields and mappings.
e Step 4: Verify Connector Form Names page

You cannot revisit this page.

After you verify all the information displayed on the Step 5: Verify Connector Information page,
click Create.
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At this stage, the generic technology connector framework creates all the standard connector
objects on the basis of the information that you provide. The list of these objects includes the
connector XML file, which is created and imported automatically into Oracle Identity Manager.
Except for the form names, the names of the connector objects are in the GTCname GTC format.

For example, if you specify DB_conn as the name of a generic technology connector that you
create, all (except the forms) the connector objects are named DB _CONN_GTC.

At the end of the process, a message stating that the connector has been successfully created
is displayed on the page.

# Note:

If the creation process fails, objects that are created are not automatically deleted.

8.3 Managing Generic Technology Connectors

ORACLE

The generic technology connector framework offers features that enable you to modify a
generic connector. The connector management includes tasks, such as editing parameter
values and exporting or import a generic connector by using the Deployment Manager.

This section contains these topics:

*  Modifying Generic Technology Connectors
e Exporting Generic Technology Connectors
* Importing Generic Technology Connectors

* Importing Connector XML File
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8.3.1 Modifying Generic Technology Connectors

ORACLE

You can edit or change parameter values that were used during the connector creation
process. Use the Design Console to the change existing parameter values.

Caution:

The Design Console can be used to modify connector objects that are automatically
created at the end of the generic technology connector creation process. If you use
the Manage Generic Technology Connector feature to modify a generic technology
connector whose connector objects have been customized by using the Design
Console, all the customization work done using the Design Console would get
overwritten. Therefore, Oracle recommends that you to follow one of the following
guidelines:

» Do not use the Design Console to modify generic technology connector objects.

The exception to this guideline is the IT resource. You can modify the parameters
of the IT resource by using the Design Console. However, for the changes to
take effect, you must purge the cache either before or after you modify IT
resource parameters.

» If you use the Design Console to modify generic technology connector objects,
do not use the Manage Generic Technology Connector feature to modify the
generic technology connector.

In addition, you can modify only one connector at a time. If you try to use the Modify
pages for two different connectors at the same time on the same computer, the
Modify features would not work correctly.

To modify a generic technology connector:

1. Login to Identity System Administration.
2. Under Provisioning Configuration, click Generic Connector.

3. Search for the connector that you want to modify. To simplify your search, you can use a
combination of the search criteria provided on this page. Alternatively, to view all the
generic technology connectors that have been created on this Oracle Identity Manager
installation, click Search connectors without specifying any search criteria.

4. Inthe results that are displayed, click the generic technology connector that you want to
modify.

5. Click Edit Parameters. The Step 2: Specify Parameter Values page of the connector
creation process is displayed. From this point onward, follow the procedure described in
the Step 2 section.

< Note:

The only difference between this procedure and the procedure that you follow to
create the generic technology connector procedure is that automatic metadata
detection does not take place when you modify an existing generic technology
connector.
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Caution:

If you modify attributes of fields of the OIM - Account data set or its child data
sets, corresponding changes are not made in the Oracle Identity Manager
database entries for these data sets. At the same time, no error message is
displayed.

Therefore, Oracle recommends that you do not modify the fields or child data
sets of the OIM - Account data set.

8.3.2 Exporting Generic Technology Connectors

You can export the XML file of a generic technology connector. This XML file contains
definitions for all the objects that are part of the connector.

If you want to use the same generic technology connector on a new Oracle Identity Manager
installation, you must first export the XML file and import it into the new Oracle Identity
Manager installation.

To export the connector XML file:

1. Inthe Oracle Identity Manager Advanced Administration, under System Management, click
Export Deployment Manager File.

2. On the first page of the Deployment Manager Wizard, select Generic Connector from the
list and click Search.

3. Inthe search results, select the generic technology connector whose XML file you want to
export.

4, Click Select Children.

5. For the selected generic technology connector, select the child entities that you want to
export and click Select Dependencies.

6. Select the dependencies that you want to export, and click Confirmation.

7. After you verify that the elements displayed on the page cover your export requirements,
click Add for Export.

8. Click Exit wizard and show full selection, and click OK.

8.3.3 Importing Generic Technology Connectors

ORACLE

You can import a stored XML file that contains object definitions. The process of exporting and
importing XML files help in reusing an existing objects that are part of the connector.

To copy a generic technology connector to a different Oracle Identity Manager installation:

1. If the connector uses custom providers, you must copy the files created during provider
creation to the appropriate directories on the destination Oracle Identity Manager
installation.

2. Export the connector XML file on the source Oracle Identity Manager installation.

3. Import the connector XML file on the destination Oracle Identity Manager installation.
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Caution:

You must ensure that the names you select for a generic technology connector and
its constituent objects on a staging server do not cause naming conflicts with existing
connectors and objects on the production server.

The following scenario explains why you must follow this guideline:

Suppose you create a generic technology connector on a staging server, and want to
import the connector to a production server. While creating the generic technology
connector on the staging server, you would have ensured that the names of the
generic technology connector and the connector objects are unique on that server. At
the same time, you must also ensure that the names are not the same as the names
of connectors and connector objects on the production server.

If any of the names happen to be the same, the old objects would be overwritten by
the new objects when you import the connector XML file from the staging server to
the production server. No message is displayed during the overwrite process, and the
process would lead to eventual failure of the affected connectors.

To ensure that you are able to revert to a working state in the event that an object is
overwritten, you must create a backup of the destination Oracle Identity Manager
database before you import a connector XML file.

8.3.4 Importing Connector XML File

Import the connector XML file by checking its contents and removing redundant entities.

ORACLE

To import the connector XML file:

1.

g » W DN

6.

In the Oracle Identity Manager Advanced Administration, under System Management, click
Import Deployment Management File. A dialog box for locating files is displayed.

Locate and open the connector XML file from the directory into which you copy it.
Click Add File.

Click Next, Next, and Skip.

Click View Selections.

The contents of the connector XML file are displayed on the Import page. You may see a
cross-shaped icon along with some nodes. These nodes represent Oracle Identity
Manager entities that are redundant. Before you import the connector XML file, you must
remove these entities by right-clicking each node and selecting Remove.

Click Import. The connector file is imported into Oracle Identity Manager.

After you import the connector XML file, you must update the run-time parameters of the
generic technology connector.

# Note:

These values are not copied in the connector XML file when you export it.
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To update the values of the run-time parameters, follow the procedure described in Modifying
Generic Technology Connectors.
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Managing Application Instances

Managing application instances involves understanding the concepts related to application
instances, managing and configuring application instances, developing entitlements, and
managing disconnected resources.

This chapter contains the following sections:

e About Application Instances

e Application Instance Concepts

e Managing Application Instances

e Configuring Application Instances
e Developing Entitlements

e Managing Disconnected Resources

9.1 About Application Instances

ORACLE

Application instance is an abstraction that combines an IT resource instance (target
connectivity and connector configuration) and resource object (provisioning mechanism).

In earlier releases, requests creation is based on name of resources, and it was administrator-
centric, which requires good knowledge of technology. However, in this release of Oracle
Identity Manager, accounts and entitlements of users are associated with application
instances, and not with the IT resource instance or resource object. This makes it easier for an
end user to operate.

Application instance will be published to organizations and can be requested by users of those
organizations. Supposing Microsoft Active Directory (AD) is to be provisioned to users across
different organizations or departments across the world, you can define application instances
consisting of the following:

e AD as the resource object

e Each AD server instance with the connectivity information, such as URL and password, as
IT resources

This is because the resource object is same for all users, but the connectivity information, such
as port number, can be different for users who are part of different organizations. Therefore,
the AD resource object can be provisioned as an application instance without the user being
aware of the connectivity information.

Application Instance is the provisionable entity. In order to get an account in a specific target,
end users will need to request for the application instance. Instead of requesting for a resource
and configuring IT resource instance separately, end user can request for an application
instance. The request is subject to approval by an approver. When the request is approved, the
resource is provisioned to the user, and an account is created in the target system.
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# Note:

If the request is coming from an authorizer, then it may not require approval, where
as a request coming from an end user needs approval by approver.

9.2 Application Instance Concepts

Understand the concepts related to application instances, such as multiple accounts per
application instance, entitlements, disconnected application instances, and application instance
security.

The application instance concepts are described in the following sections:

e Multiple Accounts Per Application Instance
* Entitlements
« Disconnected Application Instances

e Application Instance Security

9.2.1 Multiple Accounts Per Application Instance

Users in an enterprise can have multiple accounts in a single application instance.

This is required in a scenario in which an HR administrator performs various tasks for other
employees in the organization by using an administrative account. The same HR administrator
logs in by using a separate user account when performing certain tasks for self. In this
example, the same user requires two different accounts for logging in to the system and
performs different types of operations.

In addition, supporting multiple accounts for users is required to prevent potential security
threats. Suppose a user uses the same account for logging in to the environment, and
performs administrative tasks, regular business tasks for self and others, and tasks related to
IT infrastructure. If there is an intrusion in the system and the account is hacked, the hacker
can access infrastructure data and other confidential information. If the user has multiple
accounts for each type of task and the regular account is hacked, the confidential information
related to IT infrastructure and other sensitive resources are secured from the hacker.

Oracle Identity Manager supports multiple accounts in a single application instance. The first
account that is created is tagged as primary account, and there can be only one primary
account for a user. The subsequent accounts created on the same application instance would
be tagged as Other.

When the user gets provisioned to an application instance, the Oracle Identity Manager checks
if it is the first account getting provisioned for the user in that application instance. If it is the
first account, then the account is marked as primary. When existing user accounts are
reconciled from application instances, the first account that gets reconciled is marked as
primary. If the account marked as primary is not the actual primary account, then you can
manually change the primary tag for the account and mark another account as primary.

0.2.2 Entitlements

An entitlement granted to an account on a target system enables the account owner (user) to
perform a specific task or function.

ORACLE 0.0



Chapter 9
Application Instance Concepts

An entitlement can be a role, responsibility, or group membership. For example, if user Richard
is granted the Inventory Analyst role on a target system, then Richard can use that entitlement
to access and generate inventory-related reports from the target system.

In Oracle Identity Manager, there is one process form for each account (resource) provisioned
to an Oracle Identity Manager User. Entitlement data is stored in child process form. In the
example described earlier, the process form for Richard's account on the target system has a
child process form that holds Inventory Manager role data.

# Note:

To reconcile entitlements created in the target system into Oracle Identity Manager,
you must first run the scheduled job for lookup field synchronization, and then run the
Entitlement List scheduled job.

Attributes that constitute entitlement data stored on a child process form may vary from one
target system to another. In addition, different types of entitlements, such as roles and
responsibilities, may have different attributes.

Entitlements can be requested directly instead of first requesting a modify resource on user
accounts. Entitlements are not part of the account data as the child forms are handled
independently. A user can provision, modify, or revoke an entitlement. For the requested
entitlements, the user can provide additional information that might help an approver during the
approval process.

All types of entitlements are available for request in the request catalog. If the request for an
administrative entitlement is approved, then it is associated to the primary account. In addition,
the requester can select target accounts, and approvers can also modify the target account.

You can edit the entitlements by using the Application Instances section of the Oracle Identity
System Administration.

See Developing Entitlements for detailed information about entitiements.

9.2.3 Disconnected Application Instances

ORACLE

You can manually perform provisioning in the target application instance when the application
instance is of the disconnected type.

You might deploy self service, delegated administration, request management, and role-based
provisioning features in Oracle Identity Manager, and might not deploy provisioning and
reconciliation connectors to automate provisioning. After completion of delegated
administration operation, request-approval, or role-based provisioning, a manual provisioning
task is assigned to an administrator. The administrator then manually performs the provisioning
in the target application instance. An example of this is provisioning of an access card, which is
physical. Because Oracle Identity Manager cannot provision a physical access card, the
application instance of the disconnected resource is to be provisioned.

To achieve provisioning of disconnected resource, you can create application instances of the
disconnected type. The manual provisioning administrator can use the Inbox section of the
Oracle Identity Self Service to update all fields in the request. After the manual provisioning
administrator submits the manual provisioning worklist item, the provisioning infrastructure
marks the underlying provisioning task to be completed based on the response of the manual
provisioning administrator. If the administrator specifies that task is manually completed, then
the status is changed to provisioned.
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9.2.4 Application Instance Security

The application instance is an entity with which security primitives are associated via the
organization publishing mechanism.

Only those organizations that have the application instance published to them are able to
provision to the targets.

9.3 Managing Application Instances

You manage application instances by using Oracle Identity System Administration. It involves
searching, creating, modifying, and deleting application instances, and creating and modifying
forms associated with application instances.

This section contains the following topics:

e Creating Application Instances

e Searching Application Instances

*  Modifying Application Instances

« Understanding the Deletion of Application Instances

* Creating and Modifying Forms Associated With the Application Instances

¢ See Also:

Converting a Disconnected Application Instance to Connected in Developing and
Customizing Applications for Oracle Identity Governance for information about
converting a disconnected application instance to a connected application instance

9.3.1 Creating Application Instances

Use the Application Instances page of the Identity System Administration to create application
instances by specifying attributes, such as application instance name and display name,
whether or not disconnected, resource object, IT resource instance, form, and parent
application instance.

To create an application instance:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under Provisioning Configuration, click Application Instances. The
Application Instances page is displayed.

3. From the Actions menu, select Create. Alternatively, click Create on the toolbar. The
Create Application Instance page is displayed.

4. Enter the values of the attributes, as listed in Table 9-1:
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Table 9-1 Fields in the Create Application Instance Page

|
Attribute Description

Name The name of the application instance. This is a required field.

Note: If you enter non-ASCII characters in the Name field, then an
error message is displayed when you try to save the application
instance. It is recommended that you enter only ASCII or
alphanumeric characters in the Name field.

Display Name The display name of the application instance. This is a required
field.

Description A description of the application instance.

Disconnected Select if you want to specify the application instance as

disconnected. Selecting this option creates a new approval process
that is assigned to the manual provisioning administrator. See
"Disconnected Application Instances" for more information.

Note: Disconnected application instance can only be created when
a sandbox is active. See "Managing Sandboxes" in Developing and
Customizing Applications for Oracle Identity Governance for more
information about sandbox.

Resource Object The resource object name. You can click the search icon next to this
field to search and select a resource object.

IT Resource Instance The IT resource instance name. You can click the search icon next
to this field to search and select an IT resource instance.

Form Select the form or dataset name. The forms associated with the
selected resource object are populated in the Forms list. Here, only
pre-existing forms can be selected.

Parent Applnstance The application instance name that you want to specify as a parent
to the new application instance. The new application instance
inherits all the properties of the parent application instance.
Resource must be assigned as 'Depends on' in the Design Console
to populate this lookup.

5. Click Save. The application instance is created, and the details of the application instance
is displayed in a page.

9.3.2 Searching Application Instances

You can search application instances based on application instance attributes that you can
include in various search conditions.

To search for application instances:

1. Inthe Oracle Identity System Administration, under Provisioning Configuration, click
Application Instances. The Application Instances page is displayed.

2. Select any one of the following:

e All: On selecting this option, the search is performed with the AND condition. This
means that the search operation is successful only when all the search criteria
specified are matched.

*  Any: On selecting this option, the search is performed with the OR condition. This
means that the search operation is successful when any search criterion specified is
matched.

3. Inthe searchable application instance attribute fields, such as Display Name, specify a
value.
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For some attributes, select the attribute value from the lookup. For example, to search all
application instances with a particular resource object, specify the resource object name in
the Resource Object field.

For each attribute value that you specify, select a search operator from the list. The
following search operators are available:

«  Starts with

e Ends with
 Equals

e Does not equal
« Contains

To add a searchable application instance attribute to the Application Instances page, click
Add Fields, and select the attribute from the list of attributes.

For example, if you want to search all application instances under a parent application
instance, then you can add the Parent Applinstance attribute as a searchable field and
specify a search condition.

Optionally click Reset to reset the search conditions that you specified. Typically, you
perform this step to remove the specified search conditions and specify a new search
condition.

Click Search. The search result is displayed in a tabular format.

Tip:

You can use the Query By Example feature to refine your search based on specific
values. For more information, see Using Query By Example in Performing Self
Service Tasks with Oracle Identity Governance.

9.3.3 Modifying Application Instances

You can open an application instance and modify the attributes, assign and revoke
organizations to which the application instance is available, and edit the entitlements
associated with the application instance.

These tasks are described in the following sections:

Modifying Application Instance Attributes
Managing Organizations Associated With Application Instances

Managing Entitlements Associated With Application Instances

9.3.3.1 Modifying Application Instance Attributes

ORACLE

You can modify application instance attributes by opening the application instance details, and
then by running the Catalog Synchronization Job scheduled job.

To modify the attributes of an application instance:

In the Application Instances page, search and select the application instance that you want
to open.
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2. From the Actions menu, select Open. Alternatively, click Open on the toolbar. You can also
click the Display Name of the application instance.

The Application Instance details page is displayed.

3. Ensure that the Attributes tab is displayed. The fields that you are not allowed to modify
are grayed out.

4. Edit the values in the fields, such as Display Name, Description, Form, and Parent
Applnstance.

5. Click Apply. The attribute modifications are saved.

6. Run the Catalog Synchronization Job scheduled job.

# Note:

The Catalog Synchronization Job should be run preferably in Incremental mode so
that changes, such as add, update, and delete, in base entity application instance
and entitlements are synced to catalog DB.

9.3.3.2 Managing Organizations Associated With Application Instances

You must make an application instance available for requesting and subsequent provisioning to
users by publishing the application instance to an organization. Managing the organizations
associated with application instances are done by publishing the application instances to
organizations or revoking them.

This section describes about managing organizations associated with application instances in
the following tasks:

«  About Organizations Associated With Application Instances
« Publishing an Application Instance to Organizations

* Revoking Organizations From an Application Instance

9.3.3.2.1 About Organizations Associated With Application Instances

You must make an application instance available for requesting and subsequent provisioning to
users by publishing the application instance to an organization. The users in that organization
or the users who has User Viewer role in that organization or the users who has Application
Instance Viewer role + User Viewer Role in that organization can request for application
instance.

In the Organizations tab of the Application Instance details page, you can publish the
application instance to organizations, and revoke organizations from the application instance.

In addition, you can publish the application instance to an organization and its
suborganizations so that users of the suborganizations can also request for the application
instance. You can also publish an application instance to organizations with entitlements so
that users of the organization can request for the application instance with the entitlements
associated with it.
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# Note:

An administrator user can publish an entity to any organization that the administrator
can view. For example, an Entitlement Administrator can publish entitlements with
administrative permissions to any organization on which the Entitlement
Administrator has view permission.

9.3.3.2.2 Publishing an Application Instance to Organizations

To publish an application instance to organizations:

1.

In the Application Instance details page, click the Organizations tab. A list of organizations
to which the open application instance is published is displayed.

For each organization, the include sub-orgs option is displayed in the Hierarchy Aware
column. Select this option to make the open application instance available to the
organization and its suborganizations. Deselect this option to make the open application
instance available to the organization only.

From the Actions menu, click Assign. Alternatively, click Assign on the toolbar. The Select
Organizations dialog box is displayed.

Search for the organizations to which you want to publish to the open application instance.

# Note:

If you are using Oracle Identity System Administration in French on Google
Chrome web browser, the right arrow may be missing or truncated in the search
panel of the Select Organizations dialog box. To fix this issue, verify the display
language setting in Chrome and change it to French if necessary.

Click Add Selected. The selected organizations are added to the Selected Organizations
table.

If you want the select all organizations, then click Add All.

For each organization added to the Selected Organizations table, a checkbox is displayed
in the Hierarchy column. Select the Hierarchy option to publish the open application
instance to the suborganizations of the selected organization.

To publish the open application instance to the selected organizations only, leave the
Hierarchy option deselected.

Select the Apply to Entitlement option to publish the open application instance to the
selected organizations with the entitlements associated with the application instance.
Otherwise, leave this option deselected.

Click Select. The application instance is published to the selected organizations.

The include sub-orgs option is displayed for the organizations for which you selected the
Hierarchy option in the Select Organizations dialog box.

9.3.3.2.3 Revoking Organizations From an Application Instance

To revoke an organization from an application instance:

ORACLE
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In the Organizations tab, select an organization that you want to revoke from the open
application instance.

From the Action menu, select Revoke. Alternatively, click Revoke on the toolbar. A
confirmation box is displayed with the selected organization.

Click Yes to confirm. The organization is revoked from the application instance.

Tip:

To revoke from suborganization of the organization to which the application instance
is published, deselect the corresponding include sub-orgs option, and click Apply.

9.3.3.3 Managing Entitlements Associated With Application Instances

You modify the entitlements associated with application instances to change the entitlement
attribute values, and publish or revoke the entitlements to organizations.

This section contains the following topics:

Modifying Entitlement Attributes
Publishing an Entitlement to an Organization

Revoking an Entitlement from an Organization

9.3.3.3.1 Modifying Entitlement Attributes

To modify the attributes of an entitlement associated with an application instance:

1.

5.

In the Application Instance details page, click the Entitlements tab. A list of entitlements
associated with the open application instance is displayed.

Select the entitlement that you want to modify.

From the Actions menu, select Edit. Alternatively, click Edit on the toolbar. The details of
the selected entitlement is displayed in a page.

Change the values of the attributes, such as Display Name and Description, and click
Save. The entitlement modifications are saved.

Run the Catalog Synchronization Job scheduled job.

9.3.3.3.2 Publishing an Entitlement to an Organization

ORACLE

To publish an entitlement associated with an application instance to an organization:

1.

In the Application Instance details page, click the Entitlements tab. A list of entitlements
associated with the open application instance is displayed.

Select the entitlement that you want to publish. The entitlement details is displayed at the
bottom of the page.

From the Actions menu, select Assign. Alternatively, click Assign on the toolbar. The
Select Organizations dialog box is displayed.

Search and select the organization to which you want to publish the entitlement.

Click Add Selected. The organization is added to the Selected Organizations list.
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If you want to publish the entitlement to all organizations, then click Add All.

Optionally, select the Hierarchy option if you want to publish the entitlement to the
suborganizations of the selected organization.

Click Select.
Run the Catalog Synchronization Job scheduled job.

9.3.3.3.3 Revoking an Entitlement from an Organization

To revoke an entitlement associated to an application instance from an organization:

1.

5.
6.

In the Application Instance details page, click the Entitlements tab. A list of entitlements
associated with the open application instance is displayed.

Select the entitlement that you want to revoke. The entitlement details is displayed at the
bottom of the page.

If you want to revoke the entitlement from the suborganizations of the organization, then
keep the include sub-orgs option selected.

From the Actions menu, select Revoke. Alternatively, click Revoke on the toolbar. A
warning is displayed asking for confirmation.

Click Yes.

Run the Catalog Synchronization Job scheduled job.

9.3.4 Understanding the Deletion of Application Instances

You can delete application instances from the Application Instances page and then by running
the Application Instance Post Delete Processing Job scheduled job.

This section describes how application instance can be deleted. This is described in the
following sections:

About Deleting Application Instances

Deleting an Application Instance

9.3.4.1 About Deleting Application Instances

ORACLE

An application instance can be deleted in any one of the following ways:

Deleting the application instance from the Application Instances section of the Oracle
Identity System Administration.

Deleting the IT resource, which is a constituent of the application instance.

When you delete an application instance by using any one these methods, the application

instance is not hard-deleted from Oracle Identity Manager. The application instance is soft-
deleted. This is because accounts provisioned as a result of the application instance might
exist in the target system. Therefore, after deleting an application instance, you must run a
scheduled job to achieve the following:

Unpublish the application instance from the entity publication
Unpublish the associated entitlements from the entity publication

Revoke, or hard-delete, or mark as deleted all the accounts for the application instance
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9.3.4.2 Deleting an Application Instance

To delete an application instance:

1.

ORACLE

In Oracle Identity System Administration, under Provisioning Configuration, click
Application Instances. The Application Instances page is displayed with a list of
application instances that are published to your organization.

Search and select the application instance that you want to delete.

From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A
message box is displayed asking for confirmation.

Click Delete to confirm. The application instance is soft-deleted in Oracle ldentity Manager.

You can also delete an application instance by deleting the IT resource of the application
instance. For information about deleting IT resources, see Managing IT Resources in
Developing and Customizing Applications for Oracle Identity Governance.

Run the Application Instance Post Delete Processing Job scheduled job. This scheduled
job can be run in any one of the following modes:

* Revoke: This mode is used when the application instance is deleted, but the
provisioned accounts in the target system still exist. Using the Revoke mode deletes
the accounts from the target system.

« Delete: This mode is used when the target system no longer exists, and there are no
traces of the accounts in Oracle Identity Manager. Using the Delete mode hard-deletes
the accounts from all provisioning tasks and targets, and subsequently from Oracle
Identity Manager.

 Decommission: This mode is used when the target system no longer exists and the
provisioned accounts cannot be revoked from the target system. Using the
Decommission mode changes the account status to Revoke without keeping the
accounts in Oracle Identity Manager in provisioned state.

For information about scheduled jobs, see Managing the Scheduler .

# Note:

The Application Instance Post Delete Processing Job scheduled job can be run
after deleting each application instance.

Run the Catalog Synchronization Job scheduled job. This scheduled job identifies the soft-
deleted application instances, and removes them from the catalog.
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# Note:

*  The Catalog Synchronization Job scheduled job run is independent of the
Application Instance Post Delete Processing Job run. This means that the
Catalog Synchronization Job scheduled job removes the soft-deleted
application instances from the catalog even if Application Instance Post
Delete Processing Job is not run after soft-deleting the application instances.

e Catalog Synchronization Job should be run preferably in Incremental mode
so that changes, such as add, update, and delete, in base entity application
instance and entitlements are synced to catalog DB.

9.3.5 Creating and Modifying Forms Associated With the Application
Instances

In the Application Instances page of the Identity System Administration, you can create and
modify forms associated with the resource objects, and subsequently with the application
instances.

¢ See Also:

* See Managing Sandboxes in Developing and Customizing Applications for
Oracle Identity Governance for information about sandbox.

* See Managing Forms for information about creating forms.

*  See Configuring Custom Attributes for information about configuring custom
attributes.

This section describes the following topics:

e Creating Forms Associated With Application Instances
e Modifying Forms Associated With Application Instances

e Localizing Application Instance Form
9.3.5.1 Creating Forms Associated With Application Instances

To create a form associated with an application instance:

# Note:

You cannot create forms directly. Before creating forms, you must create a sandbox
and activate it. See Managing Sandboxes in Developing and Customizing
Applications for Oracle Identity Governance for information about creating and
activating a sandbox.
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1. Login to Oracle Identity System Administration.

2. Create and activate a sandbox. A warning message is displayed if no sandbox is activated.
For detailed instructions on creating and activating a sandbox, see Managing Sandboxes
in Developing and Customizing Applications for Oracle Identity Governance.

3. Inthe left pane, under Provisioning Configuration, click Form Designer. The Form
Designer page is displayed.

4. From the Actions menu, select Create. Alternatively, click Create on the toolbar. The
Create Form page is displayed.

5. Inthe Resource Type field, specify a resource object with which you want to associate the
form. To do so:

a. Click the lookup icon next to the Name field. The Search and Select: Name dialog box
is displayed.

b. Inthe Name field, enter the name of the resource object you want to search. You can
leave this field blank if you want to display all resource objects.

c. Click Search. The resource objects that match the search condition are displayed.

d. Select the resource object that you want to associate with the form, and click OK. The
resource object name is displayed in the Name field of the Create Form page.

6. Inthe Form Name field, enter a form name.
7. (Optional) Select any one of the available options for Form Type:
e Parent Form + Child Tables (Master/Detail)
e Parent Form (Master)
e Parent Form + Child Tables for Non Entitlement (Master/Detail)

8. (Optional) Select the Generate Entitlement Forms option if you want to associate the new
form with the entitlements. Using this form, users can provide additional information that
might help an approver during the approval process.

9. Inthe Available form fields section, a list of form field names along with description and
Display Name are displayed. These fields are available for the form you are creating. For
each available form field, you can select the Bulk Update option. Selecting this option
makes the form field available for updating the entities in bulk.

10. In the Create Application Instance page or the Attributes tab of the Application Instance
details page, click Refresh adjacent to the Form field.

11. Select the newly created form in the Form list and click Apply.

9.3.5.2 Modifying Forms Associated With Application Instances

# Note:

You cannot modify forms directly. Before creating forms, you must create a sandbox
and activate it. See Managing Sandboxes in Developing and Customizing
Applications for Oracle Identity Governance for information about modifying and
activating a sandbox.

To modify a form associated with an application instance:
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Open the Create Application Instance page or the Attributes tab of the Application Instance
details page.

From the Form list, select the form you want to modify.
Click Edit to right of the Form field. The Manage Form page is displayed.

For information about creating and editing custom fields, see Configuring Custom
Attributes .

(Optional) If you want to associate a form with an entitlement, then you can regenerate the
form to allow users to provide additional information that might help the approver during
the approval process. To do so, click Regenerate View. In the Regenerate View popup
window, select the Generate Entitlement Forms checkbox. See Modifying Forms By
Using the Form Designer for information about the options available in the Regenerate
View popup window.

# Note:

If you have upgraded Oracle Identity Manager, then you must regenerate all the
forms to use this feature.

9.3.5.3 Localizing Application Instance Form

ORACLE

To localize the application instance form:

1.
2.
3.

6.

Create an application instance of connector with a form attached to it.
Login to Oracle Enterprise Manager.

Go to Application Deployments, oracle.iam.console.identity.sysadmin.ear, MDS
Configuration.

Click Export and save the archive to the host.

Unzip the archive, and open the
SAVE L OCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle.xIf file in a text editor.

# Note:

This file may not exist in MDS. If it does not exist, then create a new one, but the
path must be the same.

Edit the BizEditorBundle.xIf file in the following way:
a. Search and replace the following:

<file source-language="en"
original="/x1liffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

With the following for Japanese language:

<file source-language="en" target-language="ja"
original="/x1liffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">
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Search for the application instance code. This procedure shows a sample edit for JDE
application instance. The original code is:

<trans-unit id="$
{adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBundle']
['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.userE0.UD JDE L
ANGUAGE ¢ description']}">

<source>Language</source>

</target>

</trans-unit>

<trans-unit
id="sessiondef.oracle.iam.ui.runtime.form.model.JDEArj.entity.JDEArjEO.UD JDE LAN
GUAGE _c LABEL">

<source>Language</source>

</target>

</trans-unit>

Open the resource file from the connector package, for example
JDEdwards_ja.properties, and get the value of the attribute from the file, for example,
global.udf.UD_JDE_LANGUAGE=\u8A00\uBA9E.

Replace the original code shown in step 6b with the following:

<trans-unit id="$
{adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBundle']
['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.userE0.UD JDE L
ANGUAGE ¢ description']}">

<source>Language</source>

<target>\uB8A00\u8A9E</target>

</trans-unit>

<trans-unit
id="sessiondef.oracle.iam.ui.runtime.form.model.JDEArj.entity.JDEArjEO.UD JDE LAN
GUAGE _c LABEL">

<source>Language</source>

<target>\u8A00\u8A9E</target>

</trans-unit>

Repeat steps 6a through 6d for all attributes of the process form.

Save the file as BizEditorBundle_ja.xIf.

Repackage the ZIP file and import it to MDS.

¢ See Also:

Deploying and Undeploying Customizations chapter in Developing and
Customizing Applications for Oracle Identity Governance, for more information
about exporting and importing metadata files.

Logout or Oracle Identity Manager and login again.

9.4 Configuring Application Instances

ORACLE

After creating application instances, you need to configure application instances, which

involves configuring resource objects, IT resources, and password policies for the application
instances.

This section contains the following topics:

Configuring a Resource Object
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e Configuring IT Resource

*  Configuring Password Policies for Application Instances

9.4.1 Configuring a Resource Object

Use the Design Console to configure resource objects.

The Resource Objects form is in the Resource Management folder. You use this form to create
and manage the resource objects for the Oracle Identity Manager resources that you want to
provision for organizations or users. Resource object definitions are templates for provisioning
the resource. However, the provisioning of the resource depends on the design of the
provisioning processes that you link to the resource object.

9.4.2 Configuring IT Resource

An application instance can be configured for only one IT resource. If the process form
requires value of two or more IT resources for provisioning an account, then it cannot be
configured directly from the UL.

To configure two or more IT resources for provisioning an account:

< Note:

For information about configuring an IT resource, see Managing IT Resources.

1. Identify the main IT resource for the account and configure the application instance with
that.

2. Use entity adapter to populate the value for other required IT resources. For example, the
Microsoft Exchange connector 9.1.1.7 requires an IT resource value of AD IT resource and
Exchange IT resource to provision Exchange account. Perform Step 3 and 4 to make it
work in R2.

3. Create an application instance with Exchange IT resource, and choose AD application
instance as parent application because it is a dependent resource for Exchange.

4. Configure an entity adapter to pass the value of the AD IT resource to the process form. To
do so:

a. Keep a track of the dependent IT resource name, such as Exchange, and independent
IT resource name, such as AD. This can be in the code, or externalized in a lookup
and then initialized in the code.

b. Create an entity adapter that takes long as a parameter. This is the parent IT resource
key that will be populated.

c. Inthe adapter code, find the parent IT resource name and do a reverse lookup on the
child IT resource name by using the map mentioned in step i.

d. From the child IT resource name, get the child IT resource key as a long and return it.
The entity adapter return value gets set on the child IT resource field on the process
form.
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9.4.3 Configuring Password Policies for Application Instances

You can create a password policy for an application instance. This is done by setting a new
rule for the password in the Design Console.

ORACLE

Perform the following steps to configure the password policy for application instances:

1.
2.

Login to Oracle Identity Self Service.

Create a password policy for the application instance by setting a new rule for the
password. See Managing Password Policies in Performing Self Service Tasks with Oracle
Identity Governance for information about creating and managing password policies.

After you set the password policy for an Application Instance, you need to attach the new
policy to the connected (AD User) application instance. To do so:

a.

b.

Go to Design Console.

Under Resource Management, click Resource Objects.

Click on Password Policies Rule tab.

Select the new password policy (AD pwdpolicy) that you created to attach it to the
connected application instance.

Click Add.

Figure 9-1shows the Password Policies Rule tab of the Resource Object form.

Figure 9-1 Attach Password Policy to Application Instance
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9.5 Developing Entitlements

Concepts related to developing entitlements are entitlement data capture process, marking
entitlement attributes on child process forms, duplicate validation for entitlements, configuring
scheduled tasks for working with entitlement data, deleting entitlements, refreshing the
entitlement list post delete for new entries, disabling the capture of modifications to assigned
entitlements, and generating entitlement-related reports.

This section discusses about developing entitlements in the following topics:

*  About Entitlements

e Available Entitlements and Assigned Entitlements

* Entitlement Data Capture Process

e Marking Entitlement Attributes on Child Process Forms

e Duplicate Validation for Entitlements or Child Data

e Configuring Scheduled Tasks for Working with Entitlement Data
» Disabling the Capture of Modifications to Assigned Entitlements
*  Deleting Entitlements

* Refreshing the Entitlement List Post Delete for New Entries

» Disabling the Capture of Modifications to Assigned Entitlements

* Entitlement-Related Reports

9.5.1 About Entitlements

ORACLE

An entitlement granted to an account on a target system enables the account owner (user) to
perform a specific task or function.

An entitlement can be a role, responsibility, or group membership. For example, if user Richard
is granted the Inventory Analyst role on a target system, then Richard can use that entitlement
to access and generate inventory-related reports from the target system.

In Oracle Identity Manager, there is one process form for each account (resource) provisioned
to an Oracle Identity Manager User. Entitlement data is stored in child process forms of the
process form. In the example described earlier, the process form for Richard's account on the
target system has a child process form that holds Inventory Manager role data.

Entitlements can be requested directly instead of first requesting a modify resource on user
accounts. Entitlements are not part of the account data as the child forms are handled
independently. A user can provision, modify, or revoke an entitlement. For the requested
entitlements, the user can provide additional information that might help an approver during the
approval process.

Attributes that constitute entittement data stored on a child process form may vary from one
target system to another. In addition, different types of entitlements, such as roles and
responsibilities, may have different attributes. For example, Target System A contains the
following role data attributes:

* Role Name
* Role Description
e  Start Date
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* End Date

The same target system can have a different set of attributes for responsibility data:
e Responsibility ID

e Date Assigned

*  Proxy User

* Escalation User

You can mark or highlight the attribute that uniquely identifies an entitlement on a target
system. For the sample role and responsibility data attributes listed earlier, the Role Name and
Responsibility ID attributes uniquely identify the role and responsibility entittements on Target
System A. By marking attributes that uniquely identify entitlements, you enable the capture of
entitlement data that can be used by other identity management solutions and also displayed
in reports.

# Note:

If you are using the SAP User Management connector release 9.x with this release of
Oracle Identity Manager, then perform the following steps for the Roles and Profiles
entitlements to work correctly:

1. Inthe Role Child Form, from the Role System Name field, remove the
Entitlement and Required properties.

2. In the Profiles Child Form, from the Profile System Name field, remove the
Entitlement and Required properties.

9.5.2 Available Entitlements and Assigned Entitlements

ORACLE

The target system provides a list of preconfigured entitlements that are available along with an
assigned entitlement list. You can use these entitlements and assign them to users on the
target system.

A target system can have a set of entittements defined and ready for assignment to accounts
(users) on the target system. When you integrate this target system with Oracle Identity
Manager, you can import (synchronize) entittement data from the target system into the LKV
table on Oracle Identity Manager.

# Note:

If you use a predefined connector to integrate the target system, then you can use
scheduled tasks to fetch entitlement data into this table.

The Entitlement List scheduled job is run synchronize the entitlements to the request catalog.
An entitlement is available when it can be found in the request catalog. See Ongoing
Synchronization for more information about configuring Catalog Synchronization.

During a provisioning operation, you request the entitlement through the Catalog. You can also
populate the entittement data along with the parent data as request data set when submitting a
request for an application instance. In this guide, entitlements assigned to accounts are called

assigned entitlements. Data about assigned entitlements is stored in child process form tables.
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9.5.3 Entitlement Data Capture Process

After you mark the entitlement attribute in each child process form, capture of data about
available entitlements take place.

The following steps describe how data about available entitlements is captured:

< Note:

* You must mark the entitlement attribute in each child process form to enable the
process described in these steps. The procedure is described later in this
chapter.

» Make sure that the parent form has the latest child form version. It does not
automatically happen when you create, edit, and activate the child parent without
doing the same with the parent form. The Entitlement field can be marked from
the Form Designer, which takes care of activating the parent/child forms.

1. Data about available entitlements is stored in the LKV table through synchronization with
the target system.

2. You schedule and run the Entitlement List scheduled task.

3. The schedule task identifies the entitlement through the entitlement property in process
form.

4. The scheduled task copies data about available entitlements from the LKV table to the
ENT_LIST table.

9.5.4 Marking Entitlement Attributes on Child Process Forms

You must mark the entitlement attribute in the child process form UD__ table for resources for
which you want to capture entitlement data.

Suppose there are 15 target systems in your operating environment. If you want to capture
entitlement data from 12 of 15 resources, then you must mark the entitlement attribute in those
12 resources.

Apply the following guidelines while performing the procedure described in this section:

e On a child process form, only one attribute holding entitlement data can be marked.

e The attribute that you mark must be of the LookupField type and its property must be one
of the following:

— Lookup code
— Lookup query
The Lookup query must satisfy the following conditions:
*  The query uses the LKU and LKV tables
*  The Lookup code in the query is from the LKU table
*  The LKV_ENCODED column value is used for saving
*  The LKV_DECODED column value is used for display purposes
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To mark a field as an entitlement in a child process form:

1. Login to Identity System Administration.

2. Using the Form Designer, create a child form attribute, as described in Creating a Custom
Child Form Attribute. Make sure that the Entitlement and Searchable options are selected
when creating an attribute for entitlement.

9.5.5 Duplicate Validation for Entitlements or Child Data

Duplicate entitlement or child data are validated based on the Key attribute or the Entitlement
attribute, whichever is set.

The configuration of the above mentioned attributes are checked prior to validating duplicates
in the child data. Table 9-2 summarizes the possible valid and invalid configurations.

Table 9-2 Possible Scenarios and Duplicate Validation Basis
|

Entitlement Attribute Key Attribute for Configuration Validation
Reconciliation Field
Mapping Connected Disconnected Application
Application Instance
Instance
Not defined Not defined Valid Valid

Note: In this scenario, the user
is at a risk of adding duplicate
entitlements or child data as the
configurations are not defined
properly. A warning message is
logged on the server asking the
user to define entitlement
attribute and matching
reconciliation field mapping.

Defined.One attribute, say Not defined Invalid Valid
UD_CHILD1_ENT1 has
Entitlement=true

Note: Entitlement attribute does
not have a matching key
attribute defined in
reconciliation field mapping.

Not defined Defined. Valid Valid

One attribute, say
UD_CHILD1_ENT1 is set as
the key attribute in recon field

mapping.
Defined. Defined. Valid Valid
One attribute, say One attribute, say
UD_CHILD1_ENT1 has UD_CHILD1_ENT1 is set as
Entitlement=true the key attribute in recon field
mapping.
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Table 9-2 (Cont.) Possible Scenarios and Duplicate Validation Basis
|

Entitlement Attribute Key Attribute for Configuration Validation
Reconciliation Field
Mapping Connected Disconnected Application
Application Instance
Instance
Defined. Defined. Valid Valid
One attribute, say Two or more attributes, say
UD_CHILD1_ENT1 has UD_CHILD1_ENT1 and
Entitlement=true UD_CHILD1 ENT2 are

defined as key attributes in
recon field mapping for child
table UD_CHILD1.

Note: Entitlement attribute is a
subset of the reconciliation field
mapping key attributes.

Defined. Defined. Invalid Invalid
One attribute, say One or more attributes, say

UD_CHILD1_ENT1 has UD_CHILD1_ENT2 and

Entitlement=true UD_CHILD1_ENT3 are

Note: Entitlement attribute does defined as key attributes in
not have a matching key recon field mapping
attribute defined in

reconciliation field mapping.

Oracle recommends configuring both the entitlement attribute and the matching key attribute
for the child data in reconciliation field mappings to enable effective validation.

Once a valid configuration is detected, duplicates are validated based on the operation as
listed in Table 9-3.

Table 9-3 Duplicate Validation Based on Operation
]

Operation Duplicate Validation Description
Adding entitlement(s) The attribute for which "Entitlement=true" property is defined.
Adding child data The attribute that is the key attribute in the reconciliation field
mappings.
# Note:

Oracle recommends configuring both the entitlement attribute and the key attribute
for the child data in reconciliation field mappings to enable effective duplicate
entitlement or child data validation.

9.5.6 Configuring Scheduled Tasks for Working with Entitlement Data

The Entitlement List and Entitlement Assignments scheduled tasks must be configured to work
with entitlement data.

You configure the following scheduled tasks for working with entitlement data:

e Entitlement List
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*  Entitlement Assignments

9.5.6.1 Entitlement List

The Entitlement List scheduled task identifies the entitlement attribute from the child process
form table and then copies entitlement data from the LKV table into the ENT_LIST table. A
record created in the ENT_LIST table corresponds to an entitlement defined on a particular
target system.

You must set a schedule for this task depending on how frequently new entitlements are
defined on the target systems in your operating environment. In addition, you must run this
scheduled task when new target systems are integrated with Oracle Identity Manager. In other
words, you must run this task each time you mark a new entitlement. After the connector
scheduled tasks fetch lookup field data from the target system into the LKV table, you can run
the Entitlement List scheduled task to copy that entittlement data into the ENT_LIST table.

This scheduled task also handles updates to or deletion of entitlements from the target system.
For example, if the Senior Accounts Analyst role is removed from the target system, then the
connector scheduled task removes the entry for that role from the LKV table. When the
Entitlement List scheduled task is run, it marks the row containing the role in the ENT_LIST
table as a deleted row.

9.5.6.2 Entitlement Assignments

The Entitlement Assignments scheduled task is used for copying data about assigned
entitlements into the ENT_ASSIGN table, in case when triggers fail to synchronization
entitlement from UD table to ENT_ASSIGN. This task identifies the entitlement attribute from
the child process form table, and then copies data about assigned entitlements from the child
process form table into the ENT_ASSIGN table. A record created in the ENT_ASSIGN table
corresponds to an entitlement assigned to a particular user on a particular target system.

You can use the RECORDS_TO_PROCESS_IN_BATCH attribute of this scheduled task to
specify the number of records in each batch. The default batch size is 5000.

In addition, it creates INSERT, UPDATE, and DELETE triggers on the child process form tables
from which it copies entitlement data.

9.5.7 Deleting Entitlements

When you delete entitlements, they are marked as soft-deleted. You must perform post-
process the deletion tasks to delete the entittement permanently.

This section describes how to delete entitlements. This is described in the following section:

«  About Entitlement Deletion

* Deleting Entitlement Post-Processing

9.5.7.1 About Entitlement Deletion

ORACLE

Entitlements can get deleted in any one of the following ways:

- Deleting the Entitlement in the target, followed by synchronizing it via lookup reconciliation
and further by the Entitlement List schedule job.

» Direct deletion of the Entitlement from Entitlement List via APIs.

» Deleting via corresponding application instance.
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In all the ways of deleting, the Entitlement will be marked as soft-deleted, that is, the "valid"
flag on the Entitlement will be updated to mark it as soft-deleted.

In all the cases of deleting, you need to perform the following post-processing.

Unpublish the entitlement from the organization to which it is published
Update the Modify_date on the Entitlement in Entitlement List to the current date
Purge the instances of the Entitlement in the child table and Entitlement Assign

Remove the Entitlements that are picked up by Catalog harvesting, that are marked as
soft-deleted, and all request profiles.

# Note:

* In-flight requests that have references to soft-deleted Entitlements will fail.

e Access Policies having deleted Entitlements should be manually updated to
remove the same.

9.5.7.2 Deleting Entitlement Post-Processing

To perform post-processing of Entitlement soft-deletion in the provisioning component:

ORACLE

1.

Run the Entitlement Post Delete Processing Job scheduled job.
This task will take the following inputs:

e Application Instance Name/ALL

* Mode: Revoke/Delete

The task will perform the following functionality:

a. Revoke mode: The scheduled task will revoke the entitlement-grant for all the
accounts in Oracle ldentity Manager, which have that specific entitlement granted.

b. Delete mode: The schedules task will simply hard-delete the entitlements from Oracle
Identity Manager database in the UD_CHILD table.

c. In both the above cases, the Entitlement grant entry will be removed from
ENT_ASSIGN.

# Note:

The Mode flag must be set to Delete, and not Revoke, when you want to
compensate for the post deletion of the entitlements. If you want that the
entitlements being deleted from the backend through the Design Console should
also be removed from the request details, and the Grand task and the Revoke
task should not appear in the user's inbox, then you must run the Entitlement
Post Delete Processing Job scheduled job with the Mode flag set to Delete.

Run the Entitlement List scheduled task. This is an existing schedule task that will go to all
the resources that have an entitlement field, get the corresponding lookup definition and
populate ENT_LIST with the values from the lookup definition, setting the correct
SVR_KEY in the process.
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9.5.8 Refreshing the Entitlement List Post Delete for New Entries

Synchronizing data to the entitlement list is done by running the Entitlement List and
Entitlement Post Delete Processing Job scheduled jobs.

When an entry with the same encoded value is deleted and added consecutively in a lookup
code, you need to perform the following steps to synchronize the data to the entitlement list:

1. Login to Oracle Identity System Administration.
2. Run the Entitlement List job to soft delete the existing entry.

3. Run the Entitlement Post Delete Processing Job scheduled job with Delete mode to clean
up soft deleted items.

4. Run Entitlement List job again to add the new entry.

9.5.9 Disabling the Capture of Modifications to Assigned Entitlements

ORACLE

You can manually disable incremental synchronization of assigned entitlement data in the
ENT_ASSIGN table. In other words, you can disable the capture of modifications to assigned
entitlements.

To achieve this, you create and run an SQL script to drop the following triggers created on the
child process form tables:

# Note:

These triggers are created by the Entitlement Assignments scheduled task.

e The OIU_UDPATE trigger created on the OIU table
« The TABLE_NAME_ENT_TRG triggers created on the UD__ tables:

After you run the script, modifications to assigned entitlements are not copied into the staging
table.

The following is a sample SQL script to drop the triggers on the child process form tables:

create or replace

TRIGGER UD_LDAP_GRP ENT TRG

AFTER INSERT

OR DELETE

OR UPDATE OF UD_LDAP GRP GROUP NAME

ON UD_LDAP_GRP

FOR EACH ROW

BEGIN

CASE

WHEN INSERTING THEN

OIM SP MANAGEENTITLEMENT ('UD LDAP GRP', :NEW.UD LDAP GRP GROUP NAME,NULL,
:NEW.UD_LDAP GRP KEY, :NEW.ORC KEY,NULL,NULL,NULL,

NULL, NULL, ' INSERT') ;

WHEN UPDATING THEN

IF :NEW.UD LDAP GRP_GROUP NAME != :0OLD.UD_LDAP GRP GROUP NAME

THEN

OIM SP MANAGEENTITLEMENT ('UD LDAP GRP', :NEW.UD LDAP GRP GROUP NAME,
:0LD.UD_LDAP GRP_GROUP_NAME, :NEW.UD LDAP GRP KEY, :NEW.ORC_KEY,NULL,
NULL, NULL,
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NULL, NULL, "UPDATE"') ;

END IF;

WHEN DELETING THEN

OIM SP MANAGEENTITLEMENT ('UD_LDAP GRP', :OLD.UD LDAP GRP GROUP NAME,
NULL, NULL, :OLD.ORC_KEY,NULL, NULL, NULL,

NULL, NULL, 'DELETE") ;

END CASE;

END;

9.5.10 Entitlement-Related Reports

Predefined reports that provide data about assigned entitlements are Entitlement Access List,
Entitlement Access List History, User Resource Entitlement, and User Resource Entitlement
History.

The following predefined reports provide data about assigned entitlements:

< Note:

You must be a member of the ADMINISTRATORS group to be able to view these
reports.

Duplicate assignments of the same entitlement to a particular user are suppressed in
the reports because they are not copied to the ENT _ tables. For example, if user
John Doe has been assigned the Sales Superintendent role twice on a target system,
then the reports show only one instance of this entitlement.

»  Entitlement Access List
» Entitlement Access List History
e User Resource Entitlement

e User Resource Entitlement History

9.5.10.1 Entitlement Access List

The Entitlement Access List report lists users who are currently assigned the entitlements that
you specify while generating the report. The report provides basic information about the
entitlements and the list of users to whom the entitlements are assigned.

9.5.10.2 Entitlement Access List History

The Entitlement Access List History report lists users who had been assigned the entitlements
that you specify while generating the report. The report provides basic information about the
entitlements and the list of users to whom the entitlements were assigned.

9.5.10.3 User Resource Entitlement

The User Resource Entitlement report lists the current entitlements of users whom you specify
while generating the report. The report displays basic user information and entitlement details.
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9.5.10.4 User Resource Entitlement History

The User Resource Entitlement History report lists details of past entitlements assigned to
users whom you specify while generating the report. The report displays basic user information
and entitlement details.

9.6 Managing Disconnected Resources

Managing disconnected resources include understanding disconnected resources, managing
disconnected application instance, provisioning operations on a disconnected application
instance, configuring entittement grant, understanding the status changes in manual process
task action, customizing provisioning SOA composite, and troubleshooting disconnected
resources.

This section describes about disconnected resources. This is described in the following
section:

*  About Disconnected Resources

» Disconnected Resources Architecture

e Managing Disconnected Application Instance

* Provisioning Operations on a Disconnected Application Instance
e Configuring Entitlement Grant

e  Status Changes in Manual Process Task Action

e Customizing Provisioning SOA Composite

e Troubleshooting Disconnected Resources

9.6.1 About Disconnected Resources

Disconnected resources are targets for which there is no connector. Therefore, the
provisioning fulfillment for disconnected resources is not automated, but manual.

In earlier releases of Oracle Identity Manager, disconnected provisioning is not supported as a
first class use case, it is supported by using manual tasks in the provisioning process. This
approach has a number of limitations, which are taken care in Disconnected Resources model.
Disconnected resources are an enhanced configuration for manual provisioning that leverage
SOA integration to provide higher flexibility and configurability of the manual provisioning
workflow.

Some examples of disconnected resources include a Badge, Laptop, Pager, or any such item
wherein the fulfillment is manual.

9.6.2 Disconnected Resources Architecture

ORACLE

The Disconnected Resource feature makes use of the existing Oracle Identity Manager
provisioning engine artifacts such as the Provisioning Process, Process Task, Adapters and so
on while providing BPEL Integration in a seamless and configurable manner.

When a Disconnected Application Instance is created from the Ul, it automatically seeds a
number of backend configuration artifacts, including a resource object (of type Disconnected),
a provisioning process with tasks for the basic provisioning operations, an IT resource, and a
process form with the minimal fields (which can be further customized).
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Figure 9-2 illustrates the provisioning process architecture for disconnected resources.

Figure 9-2 Disconnected Resource Architecture

SOA Server
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oM UL/
API Client Process Task Adapter =
Disconnected
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OMTask Ul ——» TaskList - > Composite

Callback WebService -

When a disconnected application instance is provisioned to a user (via request or otherwise),
the specific workflow in the provisioning process is triggered. This fires the corresponding
process task and executes the manual provisioning adapter that invokes the out of the box
disconnected provisioning SOA composite. A SOA manual task is assigned to System
Administrator by default. When the assignee acts on the manual task, the provisioningcallback
webservice is invoked with the assignee specified response and it then completes or aborts the
provisioning operation and updates the account appropriately.

Table 9-4 displays the attributes for manual provisioning SOA composite payload that is
available in the composite.

Table 9-4 Manual Provisioning SOA Composite Payload Attributes
|

Attribute Description

Account ID Account ID (oiu_key) for the account under consideration

Applnstance Name Disconnected Application Instance Display Name

Resource Object Name Disconnected Resource Object Name

ITResource Name Disconnected ITResource Name

Beneficiary Login Login of the account beneficiary

Entity Key Application Instance Key in case of Provision, Revoke, Disable, and
Enable account operations.

Entity Type Type is set to Applicationinstance, in case of Provision, Revoke,
Disable, and Enable account operations.

Beneficiary First Name First name of the account beneficiary

Beneficiary Last Name Last name of the account beneficiary

Descriptive Field Account descriptive field for the account under consideration

URL Oracle Identity Manager callback URL for the webservice.

Request Key Request Key if operation is through request.

Requester Login Login of the requester if operation is through request.
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9.6.3 Managing Disconnected Application Instance

Managing disconnected application instance includes creating a disconnected application
instance and creating a disconnected application instance for an existing disconnected
resource.

Managing disconnected application instance includes the following tasks:

* Creating a Disconnected Application Instance

* Creating a Disconnected Application Instance for an Existing Disconnected Resource

9.6.3.1 Creating a Disconnected Application Instance

¢ Note:

You must create a new sandbox before creating the application instance. You must
publish the sandbox after creating the application instance. See Managing
Sandboxes in Developing and Customizing Applications for Oracle Identity
Governance for information about creating and publishing a sandbox.

To create disconnected application instance:
1. Log in to Oracle Identity System Administration.
2. Create and activate a sandbox.

3. Inthe left pane, under Configuration, click Application Instances. The Application
Instances page is displayed.

4. From the Actions menu, select Create. Alternatively, click Create on the toolbar. The
Create Application Instance page is displayed.

5. In the respective attribute fields, enter the values as shown in the following table:

Attribute Value

Name Enter the name of the application instance. This is a required field.
Display Name Enter the display hame of the application instance. This is a required field.
Description Specify a description of the application instance.

Disconnected Select the checkbox. This is the flag to indicate whether the application

instance is not connected.

Note: This is a Ul only flag and is not persisted in the backend. Checking
this flag will disable Resource Object and ITResource Instance fields, as
these will be automatically created in the back end.

Figure 9-3 shows the attributes in the Create Application Instance page.
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Figure 9-3 Create Application Instance Attributes

Application Instances % | Create App Instance x

Create Application Instance

Atributes:
“Required Field = Save Cancel
~ Name o
~ Display Name
Description
Disconnected [

* Resource Object Q

* IT Resource Instance Q

Form j /

Parent Appinstance =

6. Click Save, and then click OK on the information dialog box. The application instance is
created, and the details of the application instance is displayed.

7. Publish the sandbox.
8. The Ul form for the disconnected resource is automatically created and set, click Apply.

9. In addition to the application instance, in the back end, the following provisioning artifacts
are automatically created:

* Resource object of type Disconnected

e ITresource type definition with the following parameters:
— Configuration Lookup
— Connector Server Name

— Identity Gateway Name

# Note:

IT resource type definition parameters are for future use and the values
for the same need not be set.

e IT resource of type definition
e Parent process form with the following fields:
— Account ID
— Password
— Account login
— T resource
e Process definition with workflows for the following operations:

— Provision Account
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— Enable Account
— Disable Account
— Revoke Account
— Modify Account Attributes
e Adapters
— Manual Provisioning
— Manual Entitlement Provisioning

10. From the System Administration Ul, search for scheduled job called Catalog
Synchronization Job and execute it.

9.6.3.2 Creating a Disconnected Application Instance for an Existing Disconnected

Resource

To create a disconnected application instance for an existing disconnected resource, see
Creating Application Instances.

# Note:

You must not select the Disconnected option, as this will create artifacts including
the resource object and IT resource in the backend.

9.6.4 Provisioning Operations on a Disconnected Application Instance

ORACLE

When provisioning process is triggered for Enable, Disable, Revoke, or Provision operations,
the corresponding process task is inserted which runs the Manual Provisioning adapter. This
adapter invokes the out of the box provisioning SOA composite. A SOA Human Task is
assigned to the System Administrator by default.

From the Inbox in Oracle Identity Self Service, the System Administrator can:
*  Check the task details
e Check the account details

* Change process form data in Oracle Identity Manager by changing data and clicking the
Fulfill button

e Perform the operation manually in the target
« Act on the pending task by clicking Complete or Reject.

When the assignee acts on the pending manual tasks, the provisioning callback web service is
invoked which continues with the Oracle Identity Manager operation and updates the account
appropriately. See Status Changes in Manual Process Task Action for details on changes to
account status based on assignee action.

Oracle Identity Manager does not support the following provisioning operations on a
disconnected application instance:

e Password operations

e Provisioning process customization operations
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When a process form field of a disconnected resource is updated, the "<FORM_NAME>
Updated" process task will be inserted into the provisioning process. This would generate a
manual SOA human task, so that the assignee can manually update the changes in the
corresponding target.

# Note:

The "<FORM_NAME> Updated" task will be inserted irrespective of whether updates
are to a single process form field or multiple process form field. This behavior is
different from that of a connected resource. In addition, note that the individual
process form field update tasks need not be configured for a disconnected resource.

9.6.5 Configuring Entitlement Grant

Configuring entitlement grant for disconnected resource involves creating a child form and
configuring the lookup definition for entitlements.

To configure an entitlement grant:

© g & w DN

ORACLE

# Note:

Before creating child forms, create and activate a sandbox.

Go to Oracle Identity System Administration. Under Configuration, click Form Designer
and perform the following steps:

a. Click on the Resource Type and search for the Disconnected Resource.

b. From the search result, click on the disconnected application instance form name.
Go to Child Objects tab and click Add to add a child form.

In the Name field, provide a name to the child table and click OK.

Click the name link to open it for editing.

Click Create. In the Select Field Type dialog box, select Lookup, and click OK.
Provide the following values for the entitlement field:

a. Inthe Display Label field, enter a display name.

b. Inthe Name field, enter a name for the lookup.

Select the following check boxes:

* Searchable

*  Entitlement

¢ Searchable Picklist
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< Note:

It is mandatory that you must select Searchable, Entitlement, and Searchable
Picklist check boxes to create an entitlement field on the child form.

Create a new custom field of Lookup Type and click OK.

In the List of Values section, click the create a new lookup type icon and provide values for
Meaning (for example, Lookup.Laptop.apps), Code (for example, Lookup.Laptop.apps)
and description as follows:

a. Click new to add entitlement values to add Lookup Codes. The value in the Code and
Meaning columns should have the following format:

Code Meaning

<ENTITTLEMENT_NAME> <ENTITLEMENT_DESCRIPTION>

b. Click Save. The Create Lookup Type dialog box closes.

c. Click Save and Close.

Click Back to Parent Object to return to the parent form.

Click Regenerate View to regenerate Ul artifacts and dataset, and confirm by clicking OK.

See Modifying Forms By Using the Form Designer for information about the options
available in the Regenerate View popup window.

Publish the sandbox.
Go back to Oracle Identity System Administration, System Management, Scheduler.
Search for a scheduled job called Entitlement List and execute it.

After the scheduled job execution completes, search for another schedule job called
Catalog Synchronization Job and execute it.

# Note:

Customization of the provisioning process is not supported, but you can customize
the Disconnected Provisioning Composite.

9.6.6 Status Changes in Manual Process Task Action

Provisioning action statuses change based on each manual task action on provisioning
operations.
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Table 9-5 provides details about status changes based on manual task action:

Table 9-5 Manual Process Task Action Statuses

Provisioning Operation Manual Task Action Provisioning Action
Provision Complete Account status will be set to Provisioned.
Provision Reject Account status will not be updated.
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Table 9-5 (Cont.) Manual Process Task Action Statuses

Provisioning Operation Manual Task Action Provisioning Action

Disable Complete Account status will be set to Disabled.

Disable Reject Account status will not be updated.

Enable Complete Account status will be set to Enabled.

Enable Reject Account status will not be updated.

Revoke Complete Account status will be set to Revoked.

Revoke Reject Account status will not be updated.

Update Complete No Operation

Update Reject No Operation

Grant Entitlement Complete Completes the child table insert trigger process
task and sets entitlement status to Provisioned.

Grant Entitlement Reject Cancels the child table insert trigger process
task, which deletes the child table entry.

Revoke Entitlement Complete Deletes the child table entry from Oracle Identity
Manager.

Revoke Entitlement Reject No Operation

9.6.7 Customizing Provisioning SOA Composite

Customizing the provisioning SOA composite involves customizing the Human Task
Assignment via SOA Composer and modifying the predefined composite.

Provisioning SOA composite includes the following customizations:

e Customizing Human Task Assignment via SOA Composer

e Customizing by Modifying the Predefined Composite

9.6.7.1 Customizing Human Task Assignment via SOA Composer

The manual disconnected provisioning SOA composite, has a default rule,
ManualProvisioningRule, which assigns the human task to the System Administrator.

A custom rule with higher priority, based on the payload, for example Application Instance
Name, can be created from the SOA Composer Ul, based on which the manual task
assignment can be customized.

To add a custom rule:

1. Access Oracle SOA Composer by navigating to the following URL:
http://[SOA_HOST:SOA_PORT/soa/composer

2. Login to the SOA Composer Ul and click Open Task and select
DisconnectedProvisioning revl.(0 composite.

From the ManualProvisioningTaskRules.rules tab, click Edit to add a custom rule.
Add Rule by providing the rule name and the conditional assignment rule.

Using the Up arrow, move the custom rule above the ManualProvisioningRule.

o g & w

Save and commit changes. The manual provisioning rule is added.
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# See Also:

SOA Composer documentation for more information about creating rules

9.6.7.2 Customizing by Modifying the Predefined Composite

To modify the default and predefined Disconnected Provisioning composite:

1. Copy the composite from OIM_HOME/workflows/composites/DisconnectedProvisioning.zip
to a local JDeveloper working location. Unzip it in the same directory to create the
DisconnectedProvisioning directory.

2. Open the composite in JDeveloper in Default Role.

< Note:

You must install the version of JDeveloper that is compatible with the Oracle
Identity Manager deployment. In addition, install any patches for JDeveloper so
that JDeveloper works correctly with the SOA composites.

3. As part of customization do not alter the following:

e Payload attributes defined in
DisconnectedProvisioning\xsd\ManualProvisioningTaskPayload.xsd

e ProvisioningCallbackService partnerlink and mappings
4. Double-click composite.xml to open the composite and modify as per your requirements.

5. Deploy the SOA composite from Jdeveloper to Oracle SOA server. Make sure that you do
not update the Revision ID and select the Overwrite any existing composites with the same
revision ID option.

9.6.8 Troubleshooting Disconnected Resources

ORACLE

Common problems that you may encounter while performing provisioning and other tasks for
disconnected resources are manual tasks not assigned to assignee or account status not
modified.

Table 9-6 displays the common problems that you may encounter while performing
provisioning and other tasks for disconnected resources.

Table 9-6 Troubleshooting Disconnected Resources

]
Problem Solution

Upon provisioning disconnected Perform the following steps:
application instance, manual task is . .
not assigned to assignee. Make sure that the SOA server is running.

2. Check Open tasks page for rejected process tasks, and

check the error information in the task, if it exists.

3. Check Oracle Identity Manager logs to check if adapter is
running.
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Table 9-6 (Cont.) Troubleshooting Disconnected Resources

|
Problem Solution

Upon manual task completion, Perform the following steps:

account status is not modified. T .
1. Make sure that the provisioning callback webservice,

Provcallback is deployed.

2. Test the Webservice from the application server console.
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Managing a connector lifecycle includes installation, configuration, and cloning of connectors.
After a connector is installed and configured successfully, the connector lifecycle provides
option to upgrade and export connector object definitions.

This chapter provides information about Connector Lifecycle Management (LCM) features.
This chapter contains the following sections:

e Lifecycle of a Connector

* Change Management Terminology

* Viewing Connector Details

* Installing Connectors

» Defining Connectors With Oracle Identity Governance

* Cloning Connectors in Oracle Identity Governance

*  Exporting Connector Object Definitions in Connector XML Format
* Upgrading Connectors

* Uninstalling Connectors

e Troubleshooting Connector Management Issues

10.1 Lifecycle of a Connector

ORACLE

Lifecycle of a connector includes stages, such as deployment, customization, cloning, upgrade,
and uninstallation.

Oracle Identity Governance offers various solutions for integration with different kinds of IT-
based resources in an organization. Oracle Identity Governance connectors are the
recommended solution for integration between Oracle Identity Governance and resources that
store and use user data. A connector enables exchange of user data between Oracle Identity
Governance and a specific resource or target system.

Oracle Identity Governance server uses connectors to perform operations on target systems.
Oracle provides connectors for common enterprise resources. You can develop custom
connectors for your own resources.

A connector consists of the following artifacts:

e Binaries (JAR and DLL files) that contain the connector code

* XML file(s) consisting of data of Objects defined in Oracle Identity Governance, such as an
IT resource, resource object, provisioning process and process tasks, process form and
child forms, adapters and adapter tasks, lookup definitions, reconciliation rules, and
scheduled tasks

* Integration libraries that enable adapters to perform actions on the target system

For some target systems, third-party integration libraries might be required to enable
communication or specific functionality with the target systems.
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# See Also:

Oracle Identity Governance Connector Concepts for detailed conceptual information
about connectors and connector objects

The following are stages in the lifecycle of a connector:

Deployment

A connector can be installed by clicking the Manage Connector menu on the Advanced
Administration section of the Oracle Identity System Administration.

To complete the deployment procedure, you might also need to copy connector files and
external code files to destination directories on Oracle Identity Governance and target
system host computers. Some other connectors, specifically the identity connectors,
require the local and remote connector server.

Oracle Identity Governance provides Connector LCM to manage connectors and uses
Connector Installer (ClI) for installing connector.

Installing a connector using Connector Installer is not the same as doing it using
Deployment Manager. Although the Deployment Manager offers an alternative approach to
import definitions of the objects that constitute a connector, the connector imported using
Connector LCM can be managed better as Connector LCM offers a more broader and
richer feature than Deployment Manager. Therefore, the Install Connectors feature is the
recommended approach for Oracle Identity Manager 11g based connector installation
and/or management.

¢ See Also:

— Oracle Identity Governance Connector documentation for information about
copying connector files and external code files to destination directories on
Oracle Identity Governance and target system host computers. Connector
documentation is available on the Oracle Web site at the following URL:

https://docs.oracle.com/middleware/oig-connectors-12213/index.html

— Understanding Identity Connector Framework in Developing and
Customizing Applications for Oracle Identity Governance for information
about the Identity Connector Framework and how to use it to create an
identity connector.

— Managing Application Onboarding in Performing Self Service Tasks with
Oracle Identity Governance for information about installing ICF connectors
using the new Application Onboarding feature in Identity Self Service.

Customization

After deployment, you might customize a connector to meet business requirements that
are not addressed by the default configuration of the connector. For example, you might
add new attributes for reconciliation and provisioning with the target system. An
enhancement of this type requires changes to be made in multiple connector objects, such
as Resource Object, Process Definition, and Process Form. See Connector
Documentation for detailed information about changes required in connector objects.

Cloning
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You might have more than one installation of a target system. If you have a target system
with multiple instances, and data is either same or shared or replicated, such as in
Microsoft Exchange or Active Directory connectors, then you do not need to clone the
connector. You need to create multiple IT resources for the instances. The target works as
a single resource object.

If you have a target system with different installations or schema or data, such as a LDAP
server for internal users and another LDAP server for external, contractors, and
consumers, then you need to clone the connector. The connectors will work as two
separate targets.

There might be a scenario where the connector attributes are different. Then instead of
creating a new connector, the existing connector can be cloned by using the XML of the
original connector. The Clone Connectors feature of the Advanced Administration
enables you to automatically generate copies of a set of connector objects.

Upgrade

To make use of new features introduced in later releases of a connector, you might
upgrade a connector by applying patch sets released by Oracle. Typically, upgrading to a
new release of a connector involves processes that range from simple changes (such as a
JAR file upgrade) to changes that affect most of the adapter tasks that were shipped as
part of the connector. You can use the Upgrade Connectors feature to upgrade a
connector.

# Note:
Upgrading connectors preserve the existing customizations in a connector.
Uninstalling

# Note:

Uninstalling a connector is performed in the development environment and not in
production environment.

If you stop using a connector, then this action is also provided to additional environments,
such as System Integration Testing, User Acceptance Testing, and Staging, where that
connector is also stopped.

The need to keep a clean development environment that does not have any unnecessary
Oracle Identity Governance objects, you would like to uninstall a particular connector
version that you no longer need to use. The Uninstall Connectors utility enables you to
uninstall connectors as well as individual connector objects.

# Note:

You must have the System Administrator role to perform connector lifecycle
management tasks, such as installing connectors including importing connector
XML files by using the Deployment Manager, and cloning, defining, upgrading,
and uninstalling connectors.
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Figure 10-1 depicts the connector lifecycle:

Figure 10-1 Connector Lifecycle
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10.2 Change Management Terminology

Important terminologies used in connector change management are Oracle-released
connector, custom connector, target connector, configuration XML file, and connector XML file.

The following terms have been introduced in this chapter:

ORACLE

Oracle-released connector refers to a connector released by Oracle.

Custom release or custom connector refers to connectors that you develop as well as
Oracle-released connectors that you customize or reconfigure in any way.

Source release or source connector refers to the existing release of the connector that
you want to upgrade to a different (that is, new) release. For example, if you want to
upgrade the SAP User Management connector from release 9.1.2 to release 9.1.2.1, then
release 9.1.2 is the source release.

Target release or target connector is the release to which you want to upgrade the
source release. In the preceding example, SAP User Management release 9.1.2.1 is the
target release.

# Note:

Some of the preceding terms can be combined to provide a shortened
description of the type of connector that is under discussion. For example, a
custom source release is a connector that you had created, customized, or
reconfigured and now want to upgrade to a target release.
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* A configuration XML file contains information that is used during connector installation by
the Install Connectors feature. For a connector released by Oracle, the configuration XML
file is included in the deployment package. For a custom-developed connector, you might
want to develop the individual connector objects on the staging (test) server and then
deploy the connector on the production server. In this case, you can create a configuration
XML file for the connector if you want to install the connector on the production server by
using the Install Connectors feature.

¢ See Also:

Installing Connectors for information about the Install Connectors feature.

e A connector XML file contains definitions of the individual objects that constitute a
connector. When the XML file is imported into Oracle Identity Governance through the
Deployment Manager, these objects definitions are used to create the connector objects in
the Oracle Identity Governance database. The manner in which the XML file is imported
into Oracle Identity Governance depends on the type of connector:

— For an Oracle-released connector that is compatible with the Install Connectors
feature, the connector XML file is automatically imported when you use the Install
Connectors feature. This feature implicitly calls the Deployment Manager to import the
connector XML file.

— For an Oracle-released connector that is not compatible with the Install Connectors
feature, you use the Deployment Manager to import the XML file.

— For a custom connector, you can use the Deployment Manager to first export
definitions of objects that you had created on the staging server. The output of this
process is the connector XML file. You can then import the file into the production
server. Alternatively, if you create a complete deployment package (including the
configuration XML file) for the connector, then you can use the Install Connectors
feature to install the connector. This feature implicitly calls the Deployment Manager to
import the file.

¢ See Also:

Exporting Connector Object Definitions in Connector XML Format for
information about exporting connector object definitions by using the
Deployment Manager

10.3 Viewing Connector Details

When you search for a connector, the search results table displays various connector-related
information that you can use during the lifecycle management operations.

To view the details of a connector:
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# Note:

In this release of Oracle Identity Governance, the connector lifecycle management
functionality have been introduced such as defining, cloning, upgrading, and
uninstalling connectors. For all these features, complete connector DM-XML is
required in the database, and this is the source for all the connector lifecycle
management activities.

When Oracle Identity Governance is upgraded from earlier releases, you must define
the connector so that all the lifecycle management operations on the connector are
possible to perform. Without defining the connector, it is not possible to search for the
installed connector, upgrade the installed connector, clone the connector, and
uninstall the connector. See Defining Connectors With Oracle Identity Governance for
information about defining connectors.

Login to Oracle Identity System Administration.
In the left pane, under Provisioning Configuration, click Manage Connector.

In the Connector Name field, enter the name of the connector.

P W DN PR

Click Search. The search result shows the details of the connector.

If you want to display details of all installed connectors, then you can leave the Connector
Name field blank and click Search.

The search results table displays the connector name, release number, status, and the date
and time at which the connector was installed. The remaining columns of the table provide
icons that you can use to begin any of the lifecycle management operations on a connector.

10.4 Installing Connectors

Installing a connector includes various stages such as understanding the connector
deployment, creating user accounts, and the connector installation operation.

This sections describe the Connector Deployment process, the installation procedure and post
installation steps:

¢ Understanding the Connector Deployment Process
¢ Installing a Connector

* Postinstallation Steps

# Note:

To determine whether you can install an Oracle-released connector by using the
Install Connectors feature, see the connector guide.
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10.4.1 Understanding the Connector Deployment Process

Connector deployment includes both manual and automated steps. After a successful
connector install operation, Oracle Identity Governance stores the connector data in the server
database.

To install a connector, you perform some or all of the following tasks:

# Note:

Users belonging to the SYSTEM ADMINISTRATORS role of Oracle Identity
Governance can install connectors.

1. Verify the installation requirements.

2. Configure the target system.

w

Copy the connector files and external code files to directories on the Oracle Identity
Governance server.

Configure Oracle Identity Governance.

Import the connector XML files.

4
5

6. Configure reconciliation.
7. Configure provisioning.
8

Configure Secure Sockets Layer (SSL).

Of these tasks, the Install Connectors feature automatically performs the following:

# Note:

You manually perform the remaining tasks. Connector documentation provides
instructions.

e Copying the connector files and external code files to directories on the Oracle Identity
Governance server

e Importing the connector XML files
e Compiling adapters (which is part of the procedure to configure provisioning)

At the end of a successful installation, an entry is created in a table in the Oracle Identity
Governance database that stores data about installed connectors. Defining Connectors With
Oracle Identity Governance describes the data that is stored in the database.
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10.4.2 Installing a Connector

Installing a connector involves fetching and storing various connector install files, ensuring all
connector installation dependencies are handled, and troubleshooting errors encountered
during the connector install operation.

# Note:

Re-installing a connector is not supported. You cannot install a connector that has
already been installed in Oracle Identity Governance. However, if the installation
process is not successful, Oracle Identity Governance allows you to reinstall the
connector.

Before you install a connector, copy the installation files of the connectors that you want to
install into a directory of your choice (Alternative directory) or a default connector installation
directory, which is:

OIM HOME/server/ConnectorDefaultDirectory

To install a connector:

1. Log in to Oracle Identity System Administration by using the SYSTEM ADMINISTRATORS
account.

2. Inthe left pane, under Provisioning Configuration, click Manage Connector. The Manage
Connector page is displayed.

3. Click Install. The Install Connector page is displayed.
4. In the Select Connector to Install tab:

a. To install a connector from default directory (0IM HOME/server/
ConnectorDefaultDirectory):

i. From the Connector List list, select the connector you want to install. This list
displays the name and release number of connectors whose installation files are
present in the default connector installation directory (0IM HOME/server/
ConnectorDefaultDirectory).

ii. Click Next. The Review History and Dependency Details tab is displayed.

b. To install a connector from the installation file saved in a directory of your
choice(Alternative Directory):

i. Inthe Alternative Directory field, enter the full path of the directory.

ii. Click Load to update the list of connectors in the Connector List.

iii. From the Connector List list, select the connector you want to install.

iv. Click Next. The Review History and Dependency Details tab is displayed.

5. In the Review History and Dependency Details tab, you can review the connectors prior
installation details and dependency details. Click Install. The Summary tab is displayed.

6. Inthe Summary tab, you can monitor the connector installation task progress. The
following tasks are performed in sequence during installation:

a. Configuration of connector libraries
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b. Import of the connector XML files (by using the Deployment Manager)
c. Compilation of adapters

On successful completion of a task, a check mark is displayed for the task. If a task fails,
then an X mark and a message stating the reason for the failure is displayed.

Depending on the reason for the failure, make the required correction and then try to install
the connector again.

If all three tasks of the connector installation process are successful, then a message
indicating successful installation is displayed. In addition, a list of the steps that you must
perform after the installation is displayed. These steps are as follows:

« If there are any prerequisites for using the connector, then ensure they are addressed.
e Creating an IT resource for the connector.

Most of the connectors are shipped with a default IT resource. You can use either the
default IT resource or create a new one. For more information on Creating IT Resource,
see Creating IT Resources.

e Configuring the scheduled tasks that are created when you installed the connector. For
more information on searching and configuring scheduled tasks, see Managing the
Scheduler .

10.4.3 Postinstallation Steps

After a successful connector install operation, you need to perform the post installation steps.
These steps include adding or editing the IT resource, creation of new entities, such as
sandbox, Ul form, and application instance, along with sandbox publishing operations.

To perform postinstallation configuration:

1. Create or update IT resource with appropriate values using steps defined in step 6 of
Installing a Connector.

2. Creating a Sandbox. To do so:

¢ See Also:

Managing Sandboxes in Developing and Customizing Applications for Oracle
Identity Governance for complete information on Sandboxes

a. Navigate to System Administration and on the top right hand corner, click Sandboxes.
b. Inthe Manage Sandboxes tab, click Create Sandbox.

c. Inthe Create Sandbox dialog box, enter a sandbox name and description, click Save
and Close. Click Ok in the confirmation dialog box.

3. Creating a new Ul form. To do so:

# See Also:

see Managing Forms. for complete information about forms.
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In the System Administration page, under Provisioning Configuration, click Form
Designer.

Under Search Results, click Create.
Select the resource type for which form needs to be created.

Enter a form name and click Create.

4. Creating an Application Instance. To do so:

¢ See Also:

see Managing Application Instances . for complete information about Application
Instances.

In the System Administration page, under Provisioning Configuration, click
Application Instances.

Under Search Results, click Create.
Enter appropriate values for fields displayed on the Attributes form and click Save.
In the Form dropdown, select the newly created form and click Apply.

Publish the application instance. See Managing Organizations Associated With
Application Instances for more information about publishing an application instance for
a particular organization.

5. Export the sandbox and publish it.

It is recommended that you export the sandbox to store all the changes made in your
sandbox.

For information about exporting and publishing sandboxes, see Managing Sandboxes in
Developing and Customizing Applications for Oracle Identity Governance.

6. Entitlement Harvesting and Catalog Sync:

a.
b.
c.

d.

In the Identity System Administration, under System Configuration, click Scheduler.
Run connector lookup reconciliation scheduled jobs.
Run Entitlement List scheduled job.

Run Catalog Synchronization Job scheduled job.

10.5 Defining Connectors With Oracle Identity Governance

Oracle Identity Governance provides an option to customize or re-configure the installed
connector to suit your requirements.

This section describes the process of defining connectors with Oracle Identity Governance:

e About Defining a Connector

e Defining a Connector

10.5.1 About Defining a Connector

Defining connectors involve steps to add/edit object definitions or to reconfigure existing
attribute names and key fields.

ORACLE
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Connector LCM operations such as Upgrade, Clone, and Uninstall needs a source for each
connector where all the connector objects reside. The Connector Install stores the Deployment
Manager (DM) XML in Oracle Identity Governance database.

Typically, you will install the shipped connector and then perform one or both of the following
operations:

* Customize the connector by, for example, add/ modify existing object definitions, add
additional adapters

* (Re) Configure the connector by, for example, changing attribute names and key fields

The DM XML in Oracle Identity Governance database, which will be the reference for all
Connector LCM operations need to be updated for customization changes. Oracle Identity
Governance provides Define feature to update the DM XML stored in Oracle Identity
Governance database with customization changes. Define feature is similar to Export where
user need to add all the connector objects related to a specific connector. The end result of
defining a connector is an XML file, which will be updated in Oracle Identity Governance
database.

At this point, the customized or re-configured connector is not the same as the Oracle-released
connector. The connector XML file for the Oracle-released connector might not be valid for the
customized or re-configured connector.

In the Advanced Administration page of the Oracle Identity System Administration, you can
define a customized or re-configured connector. Defining a connector is equivalent to
registering the connector with Oracle Identity Governance.

# Note:

You must add only those Oracle Identity Governance artifacts that are specific to the
connector and do not add default objects or any other connector objects that are
shared across connectors. The defined XML is the source for life cycle operations
such as upgrade, clone, and uninstall. If an object is used in define and is shared
across connectors or a default Oracle Identity Governance object, then there will be
un-intended behavior. For example, a Lookup Definition which is there by default in
Oracle ldentity Governance is added as a part of define, then clone operation will
create another copy of the object, which is not required. The uninstall will delete this
default object from Oracle Identity Governance as it is defined specific to a connector.
Such incorrect definition will have impact on Oracle Identity Governance functionality.
Therefore, you must be careful while adding an object while defining a connector.

When you define a connector, a record representing the connector is created in the Oracle
Identity Governance database. If this record already exists, then it updates:

e The name of the connector. For example, Microsoft Active Directory.
e The release number of the connector. For example, 9.1.1.

*  The connector XML definitions.
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# Note:

*  You can define the connector XML definitions in the form of an XML file. See the
"Exporting Connector Object Definitions in Connector XML Format" section of the
connector guide for more information. You can then use this connector XML file
to build the installation package for installing the connector on a different Oracle
Identity Governance installation.

e Oracle recommends defining a connector immediately after customizing the
connector or updating the DM XML file with the customization changes.

A connector is automatically defined when you install it using the Install Connectors feature or
when you upgrade it using the Upgrade Connectors feature. Therefore, if you install a
connector and want to clone it without customizing the connector, then there is no need to
define the connector.

You must manually define a connector, otherwise newer version (which basically pertains to
entry in CIH table) of connector may not be reflected even though import of new XML was
successfully completed. Perform this procedure only if:

* You import the connector by using the Deployment Manager.

e You customize or reconfigure the connector.

# Note:

You can continue to use a connector without defining it after you customize or
reconfigure a connector or after you upgrade Oracle Identity Governance.
However, if you want to upgrade, clone, or uninstall the connector, then you must
first define it.

*  You upgrade Oracle Identity Governance.

e Itis a custom connector that you develop.

10.5.2 Defining a Connector

ORACLE

The Connector Management Defining wizard, which you can open from the Manage Connector
page of Identity System Administration, lets you define a connector.

To define a connector:

# Note:

To determine whether you can define a particular release of a connector by using the
Oracle Identity System Administration, see the documentation for that release of the
connector.

1. Log in to Oracle Identity System Administration.
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In the left pane, under Provisioning Configuration, click Manage Connector. The Manage
Connector page is displayed.

Click Define. The Connector Management Defining page is displayed.

In the Search page, you can search and select the entities that you want to include in the
connector definition. To do so:

a. Search for the required entity. For example, to search for process forms, select
Process Form from the Type list, and click the search icon. In the Name field, you can
enter a search string and the asterisk (*) as a wildcard character to refine your search
for process forms belonging to the connector. Then, click the search icon. The process
forms that match the search criteria are displayed in the Available Entities list.

Alternatively, to select all entities of all types, select All in the Type list, and click the
search icon.

Similarly, you can search for any other entity objects, such as IT resources or process
definitions, until you select and build the complete entity list for the connector
definition.

b. Inthe Available Entities list, select the checkbox for the entity to include it in the
Selected Entities list. To select all entities from the Available Entities list, select the
checkbox to the left of the Name column.

If you want to remove any selected entity, then click Remove adjacent to that entity in
the Selected Entities list.

Figure 10-2shows the Search page with the complete list of selected connector objects
that are to be included in the connector definition.

Figure 10-2 Selected Connector Objects
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< Note:

Make sure that you have added all the Oracle Identity Governance connector
objects specific to defining connector. If you do not have a specific connector
object while defining the connector, then upgrade, clone, or uninstall may not
handle the undefined object.

The following are Oracle Identity Governance artifacts that are generally
associated with almost all the connectors:

Resource objects
Event handlers
Process forms

IT resources

Data object definitions
Prepopulate adapters
Processes

IT resource type definitions
Task adapters
Lookups

Scheduled tasks

c. When you have selected the complete entity list for the connector definition, click Next.
The Define Options page is displayed.

5. From the Dependency list, select Yes if you want to define the connector with all
dependencies. Otherwise, select No. Then, click Next. The Summary page is displayed.

6. The Summary page displays the name and type of all the selected entities, and the
selected define option. If you want to change the entity selection, then click Back to
navigate to the Search page, and re-select the entities. Otherwise, click Define.

7. Inthe Define dialog box, select any one of the following options:

* Select the name of the connector, and then enter a release number for it: Select this
option if an earlier release of this connector already exists on this Oracle Identity
Governance deployment. In addition, select a connector name and enter a release

number.

- Enter the Name and release number for the connector: Select this option if an earlier
release of this connector does not exist on this Oracle Identity Governance
deployment. In addition, enter a connector name and release number.

8. Click Define to define the connector in the system. At the end of the process, a message
stating that the operation was successful is displayed.

10.6 Cloning Connectors in Oracle Identity Governance

Oracle Identity Governance provides the option to replicate an existing connector definition.
Using the replicated or the cloned version, you can customize the connector definition to suit
your requirement. Cloning a connector involves creating the connector XML file and installing
the clone connector operation.

ORACLE
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# Note:

In this guide, the term Clone Connectors feature refers to the set of Oracle Identity
Self Service pages that you can use to clone connectors.

This section describes the procedure to create a copy of a connector by setting new names for
some of the objects that comprise the connector. The outcome of the process is a new
connector XML file. Most of the connector objects, such as Resource Object, Process
Definition, Process Form, IT Resource Type Definition, IT Resource Instances, Lookup
Definitions, Adapters, Reconciliation Rules and so on in the new connector XML file have new
names. This section contains the following topics:

Guidelines for Cloning a Connector
#unique_252
Installing the Clone Connector

Post-Cloning Steps

10.6.1 Guidelines for Cloning a Connector

Important guidelines for cloning a connector are making sure that the connector is compatible
with clone feature and avoiding duplicate object names.

ORACLE

# Note:

Oracle Identity Governance offers a different feature for using a single connector to
integrate:

*  Multiple installations of a particular target system with Oracle Identity
Governance

* Atarget system that stores data about multiple user types (for example,
employee and contractor) and requires Oracle Identity Governance to provide a
different resource object for each user type

See the connector guide for information about how to use access policies to create
resource objects for different user types on a particular target system.

Apply the following guidelines while using the Clone Connectors feature:

A connector must be compatible with the Clone Connectors feature before you can use the
utility to create a clone of the connector. For an Oracle-released connector, see the
connector guide for information about whether or not the connector is supported by the
Clone Connectors feature.

Validation performed on the names of connector objects does not cover the names of
objects that belong to other connectors. However, when you import the connector XML file
that is created by the Clone Connectors feature, the Deployment Manager throws an error
when it encounters duplicate object names. This is illustrated by the following example:

AD USER is the name of a resource object belonging to the Microsoft Active Directory
connector. Suppose My_RO is the name of an existing resource object defined in the
Oracle Identity Governance database. If the new name that you specify for the AD_USER
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resource object is My_RO, then the Clone Connectors feature does not display an error

message stating that a resource object with the specified name already exists.

Cloning a connector involves performing a two-step procedure:

Step 1: Create the connector XML file for the cloned connector

# Note:

Oracle Identity Governance supports two different ways of cloning a connector,
Cloning Connector from XML and Cloning Connector from Installed Connectors.

Step 2: Install the clone connector

10.6.2 Cloning Connector from XML File

Oracle Identity Governance, lets you clone a connector from a XML file.

ORACLE

To create the connector XML file for the cloned connector:

1.
2.

Log in to Oracle Identity System Administration.

In the left pane, under Provisioning Configuration, click Manage Connector. The Manage
Connector page is displayed.

Click Clone, and then select Clone From Connector XML. The Clone Connector page is
displayed.

In the Select Source Connector XML tab, enter the complete path of the connector XML
file that you want to use to create the clone. For example, /scratch/
activedirectory-12.2.1.3.0/xml/ActiveDirectory-ConnectorConfig.xml.

Click Next. The Review tab is displayed.
In the Review tab, you can provide a new name to the connector artifacts. To do so:
a. Enter the common prefix and then click Add.

b. Review the list of Resource Objects and the New Object Names. If any object name is
missing the prefix, you can update the New Object Names field.

< Note:

You must ensure that the prefix that you specify does not cause the full name
of any adapter to exceed 80 characters. The Clone Connectors feature
cannot check if this limit is exceeded. However, when you import the
connector XML file created for the clone, the Deployment Manager throws an
error. Remember that the Deployment Manager is called even when you
build a deployment package for the clone and use the Install Connectors
feature to install the clone.

You can use the Design Console to determine the character length of the longest
adapter name.

c. Click Next. The Object Name Summary tab is displayed.
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6. Inthe Object Name Summary tab, click Generate XML. The Clone XML file is saved in the
default download folder.

10.6.3 Installing the Clone Connector

After creating a connector XML file, install the newly created clone connector either by
importing the connector XML file or by creating and installing a deployment package for the
cloned connector.

You can install the clone connector by using one of the following approaches:

< Note:

You can install the clone connector on either the same or a different Oracle Identity
Governance installation.

e Use the Deployment Manager to import the connector XML file. If you use Deployment
Manager import to install the connector, then you need to define the cloned connector. This
will enlist the cloned connector in the list of connectors in Connector Management Search.
If the connector is imported in different Oracle Identity Governance environment where the
original connector does not exist, then you need to upload the related Jar files of the
connector using JarUpload utility and adapters need to be compiled after all connector jars
have been uploaded.

e Create a deployment package for the cloned connector, and then install it using the Install
Connectors feature. For a sample, see the contents of the deployment package for any
Oracle-released connector.

10.6.4 Post-Cloning Steps

After a successful install operation, as a post-cloning step you need to modify the lookup
definition and scheduled tasks to comply with your new connector definition.

After a copy of the connector is created by setting new names for connector objects, some
objects might contain the details of the old connector objects. Therefore, you must modify the
following Oracle Identity Governance objects to replace the base connector artifacts or
attribute references with the corresponding cloned artifacts or attributes:

* Lookup Definition: If the lookup definition contains the old lookup definition details, then it
must be modified to provide the new cloned lookup definition names. If the encode and
decode values are referring the base connector attribute references, then these must be
replaced with new cloned attributes.

» Scheduled Task: The base connector resource object name in the scheduled task must
be replaced with the cloned resource object name. If the scheduled task parameter has
any data referring to the base connector artifacts or attributes, then these must be replaced
with the new cloned connector artifacts or attributes.

10.7 Exporting Connector Object Definitions in Connector XML
Format

After successfully cloning a connector, you can export the object definition to an XML file.
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This is described in the following section:

About Exporting Connector Object Definitions in Connector XML Format

Exporting Connector Object Definitions in Connector XML Format

10.7.1 About Exporting Connector Object Definitions in Connector XML

Format

Oracle Identity Governance database stores the definitions of all connector objects. You can
export these definitions to create a connector XML file for a particular connector. By using the
Deployment Manager, you can import the connector XML file to create the connector object
definitions in another Oracle Identity Governance installation.

Alternatively, you can use the connector XML file as one of the components of a deployment
package that you create for the connector. This deployment package can then be installed
using the Install Connectors feature. For a sample, see the contents of the deployment
package for any Oracle-released connector. Another important component of a deployment
package is the configuration XML file, which is used by the Install Connectors feature. You
must manually create the configuration XML file.

# SeeAlso:

Connector guide for information about the contents of the configuration XML file

10.7.2 Exporting Connector Object Definitions in Connector XML Format

Using the Manage Connector page, you can export a connector object definition to an XML file.

ORACLE

To export connector object definitions in connector XML format:

1.
2.

Log in to Oracle Identity System Administration.

In the left pane, under Provisioning Configuration, click Manage Connector. The Manage
Connector page is displayed.

You can use one of the following options to export the connector XML file:

a.

If you want the XML file to include definitions of only specific connector objects, then
use the Export button to open the Deployment Manager. See the "Using the
Deployment Manager" chapter in the connector guide for detailed information about
using this feature to select connector objects whose definitions you want to include in
the connector XML file.

If you want to create the connector XML file out of the connector XML stored in the
database when the connector was defined, then:

In the Manage Connector page, use the Search feature to display the connector for
which you want to create the connector XML file.

Select the Connector. Click Export, select Export Connector XML. In the File
Download dialog box, use the Save File option to save the connector XML file of the
clone to a location of your choice.
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10.8 Upgrading Connectors

Upgrading connectors involve understanding the uses cases and connector object changes
supported by the connector upgrade feature and the impact of upgrading a connector.
Connector upgrade procedures include upgrading a connector, post upgrade tasks, and
upgrading the 9.x connector version to an ICF connector.

This section describes how to upgrade a connector. It contains the following topics:

e About Upgrading Connectors

* Upgrade Use Cases Supported by the Connector Upgrade Feature

»  Connector Object Changes Supported by the Upgrade Connectors Feature
*  What Happens When You Upgrade a Connector

e Summary of the Upgrade Procedure

*  Procedure to Upgrade a Connector

* Postupgrade Procedure

*  Procedure to Upgrade a 9.x Connector Version to an ICF Based Connector

10.8.1 About Upgrading Connectors

ORACLE

The Connector Upgrade utility is responsible for upgrading the Oracle Identity Governance
artifacts from the source version to the target version. The upgrade operation is performed by
retaining the customization performed on the source connector.

< Note:

Connector upgrade does not handle connector library upgrade/update. Users need to
manually upgrade the libraries involved in connector.

The following are sample scenarios that describe a need for upgrading a connector:

* Reconfiguring or customizing an existing connector

After you install a connector, you might customize or reconfigure it according to your
requirements. For example, you might add new attributes for reconciliation and
provisioning and modify the scheduled tasks for reconciliation or lookup field
synchronization. Ideally, you would make these changes to the connector on a staging
server. You would then want to upgrade the connector deployed on your production server
to the version that you create by making changes on the staging server.

* Upgrading a customer-developed connector

You might have developed your own connector. When an Oracle-released upgrade is
available for your connector, you might want to upgrade from your connector to the Oracle-
released connector. For example, suppose you have developed and are using a connector
for IBM Lotus Notes and Domino. When Oracle ships a new release of Oracle Identity
Governance Connector for IBM Lotus Notes and Domino, you might want to use some of
the features included in the new release. You can use the Upgrade Connectors feature to
upgrade from your connector to the Oracle-released connector.

* Upgrading an Oracle-released connector
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Oracle ships connector upgrades. An upgrade includes enhancements and fixes that you
might need. For example, if you are currently using SAP User Management release 9.1.2,
then you might want to upgrade to release 9.1.2.3 of the same connector when that
release is available.

In scenarios such as these, you can use the Upgrade Connectors feature to upgrade the
connector.

Upgrading connectors can be done by two ways:
«  Silent mode upgrade: Used in staging and production environments

* Wizard mode upgrade: Used in development environment

In this guide, Wizard upgrade, which is performed using Oracle Identity System Administration
pages is described.

10.8.2 Upgrade Use Cases Supported by the Connector Upgrade Feature

ORACLE

Typical use cases for connector upgrade include custom-developed source connector, Oracle-
released connector that is installed and customized, and cloned connector.

The following types of source connectors are supported by the Upgrade Connectors feature:

e Customer-developed connectors
e Oracle-released connectors that are not supported by the Install Connectors feature
e Oracle-released connectors that are supported by the Install Connectors feature

e Oracle-released connectors that are supported by the Install Connectors feature and have
been customized

e Cloned connectors

The upgrade process does not cover the following objects:
e E-mail definitions

«  Password policies

e Error message definitions

e Business rule definitions

¢ Object forms

e Access policies

# Note:

e Connector lifecycle management does not support the upgrade of a trusted
connector if the source connector uses the Xellerate User resource object for
trusted source configuration. Therefore, you must manually upgrade the
connector. Contact Oracle Support for more information.

e Connector lifecycle management does not support the upgrade of a connector
from the target mode (source version) to the trusted mode (target version).
Similarly, upgrading from trusted mode to the target mode is also not supported.

Use Case 1: Custom-Developed Source Connector
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A custom-developed source connector must meet the following requirements so that it is
compatible with the Upgrade Connectors feature:

e The connector must be defined in Oracle Identity Governance. See Defining Connectors
With Oracle Identity Governance if you want to manually define the connector.

e The connector must have a configuration XML file. See the connector guide for information
about configuration XML files.

The following are sample events that can take place before you upgrade a custom-developed
source connector:

* You develop the connector and its configuration XML file.

* Create a deployment package that is compatible with the Connector Installation feature.
When you use this feature to deploy the connector on the production server, the connector
is automatically defined at the end of the installation process.

* You use the connector for reconciliation and provisioning. Target system resources are
allocated (through reconciliation and provisioning) for Oracle Identity Governance Users.

* You modify the connector on the staging server, redefine it, and then regenerate the
connector XML file.

Use Case 2: Oracle-released connector that is not supported by the Install Connectors
feature

A connector that is not supported by the Install Connectors feature connector must meet the
following requirements so that it is compatible with the Upgrade Connectors feature:

e The connector must be defined in Oracle Identity Governance. See Defining Connectors
With Oracle Identity Governance if you want to manually define the connector.

e The connector must have a configuration XML file. See the connector guide for information
about configuration XML files.

Sample events and the upgrade procedure for this use case are the same as those for Use
Case 1.

Use Case 3: Oracle-released connector that is installed using the Install Connectors
feature

A connector that is installed using the Install Connectors feature meets the requirements
specified for Use Cases 1 and 2.

Use Case 4: Oracle-released connector that has been installed and then customized

A connector that is supported by the Install Connectors feature meets the requirements
specified for Use Cases 1 and 2. However, customizations are overwritten during the upgrade
process. For example, if you have added an attribute in a scheduled task and also modified the
JAR file for reconciliation, then this customization would be lost after the upgrade. To work
around this issue:

1. Keep arecord of customizations that you implement on a connector.
2. After you upgrade the connector, reapply the customizations.

Use Case 5: Cloned connector

A connector that is installed using the Clone Connectors feature meets the requirements
specified for Use Cases 1 and 2.

After the upgrade operation, you can use each clone to manage resource data that was
collected through the clone before the upgrade.
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10.8.3 Connector Object Changes Supported by the Upgrade Connectors

Feature

Before you upgrade a connector, you might have reconfigured or customized the connector by
making changes in individual connector objects. The upgrade process itself changes individual
connector objects.

The following sections list connector object changes supported by the Upgrade Connectors
feature. These changes may have been performed manually (that is, at any time before the
Upgrade Connectors feature is used) or may be performed by the Upgrade Connectors feature
itself.

* Resource Object Changes
*  Process Definition Changes
* Resource Bundle Changes
* Process Form Changes

*  Lookup Definition Changes
e Adapter Changes

* Rule Changes

e IT Resource Type Changes
e IT Resource Changes

e Scheduled Task Changes

10.8.3.1 Resource Object Changes

ORACLE

The Upgrade Connectors feature can run on a resource object on which any combination of
the following changes have been made. In addition, an upgrade operation might involve any
combination of the following changes to a resource object.

«  Status definitions can be added or deleted.

« Administrators can be assigned or deleted.

« Password policies can be added or deleted.

* User-defined fields (UDFs) can be added or deleted.

» Dependencies with other resource objects can be assigned or deleted.

» Object authorizers can be assigned or deleted. In addition, the priority number assigned to
the authorizers can be modified.

* Process determination rules can be assigned or deleted.
« Event-handler adapters can be assigned or deleted.

* Resource object fields that are not present in the connector XML of the target connector
are marked as obsolete.

*  Customizations performed on the resource object are not retained.

After the upgrade, the new name of the resource object is the one specified in the connector
XML of the target connector.
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10.8.3.2 Process Definition Changes

The Upgrade Connectors feature can run on a process definition on which any combination of
the following changes have been made. In addition, an upgrade operation might involve any
combination of the following changes to a process definition.

e The existing process definition can be replaced by a new process definition.

e The existing provisioning definition can be renamed.

«  Existing reconciliation field mappings can be retained without change or modified.
e New process tasks can be added.

e Custom process tasks can be retained without a change.

e Default process tasks can be retained, but you need to confirm that there are no changes
in the default process task in the new version. Refer to the connector guide for more
information.

e Any combination of the following changes can be made to an existing process task:
— The name and properties of the task can be modified.
— An attached event handler-adapter can be modified.
— Preceding and dependent tasks can be added, modified, or deleted.
— New response codes can be added.
— Existing response codes can be modified or deleted.
— New tasks can be generated.
— Undo tasks and recovery tasks can be modified.
— Task-to-object status mapping can be modified.
— Assignment rules can be modified.
e Existing process tasks can be deleted.

After the upgrade, the new name of the process definition is the one specified in the connector
XML of the target connector.

10.8.3.3 Resource Bundle Changes

ORACLE

To update the resource bundles:

1. If there are any customization on the resource bundles such as adding new entries to the
connector resource bundles, the changes need to be applied on the resource bundles
present in the "resources" folder of the connector distribution bundle. The existing resource
bundles present in Oracle Identity Governance database can be downloaded using the
DownloadResourceBundles utility available under OIM_HOME/server/bin.

2. Use DownloadResourceBundles utility (available under OIM_HOME/server/bin) to delete
all the resource bundles specific to the connector from Oracle Identity Governance
database.

3. Use UploadResourceBundles utility (available under OIM_HOME/server/bin) to upload all
the resource bundles specific to the connector to Oracle Identity Governance database.
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10.8.3.4 Process Form Changes

The Upgrade Connectors feature can run on a process form on which any combination of the
following changes have been performed. In addition, an upgrade operation might involve any
combination of the following changes to a process form.

# Note:

* An upgrade operation works on only the active version of the process form. No
changes are made to earlier versions.

* The existing process form cannot be renamed.

e Columns can be added, modified, or deleted.

e Child forms can be added, modified, or deleted.

*  Pre-populate adapters can be added.

e The name, mappings, order, and rule of existing pre-populate adapters can be modified.

e The user can manually add the customizations to the active version if they wish to add
certain fields to the new version that were present in the existing form.

e If the form attribute is retained and the corresponding connector objects, for example
Lookup Definition and IT Resource Type Definition are removed to which this attribute has
references, then you need to modify the form attribute properties by pointing it to the
correct connector object.

After the upgrade, the name of the process form is the version number of the upgraded
connector.

10.8.3.5 Lookup Definition Changes

The Upgrade Connectors feature can run on a lookup definition on which any combination of
the following changes have been made. In addition, an upgrade operation might involve any
combination of the following changes to a lookup definition.

e Lookup definitions can be added.

< Note:

Existing lookup definitions are not deleted during an upgrade operation.

» Existing lookup definitions can be retained or modified. During an upgrade operation, new
entries in an existing lookup definition are appended after the existing entries.

10.8.3.6 Adapter Changes

The Upgrade Connectors feature can run on an adapter on which any combination of the
following changes have been made. In addition, an upgrade operation might involve any
combination of the following changes to an adapter.
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# Note:

Existing adapters are not deleted during an upgrade operation.

* New adapters can be added.

*  The custom adapters are retained as part of upgrade. If there are any customization on the
default adapters, these changes need to be applied after upgrade as all the default
adapters will be overwritten.

* After applying the customization on the default adapters (if there are any), the
corresponding mapping for these adapters in Process Task, form field, and data object
manager need to be verified for mapping.

10.8.3.7 Rule Changes

The Upgrade Connectors feature can run on a rule on which any combination of the following
changes have been made. In addition, an upgrade operation might involve any combination of
the following changes to a rule.

* New rules can be added.

e If there are any customizations in default Rules, these customizations need to be applied
after the upgrade as all default Rules will be overwritten.

10.8.3.8 IT Resource Type Changes

The Upgrade Connectors feature can run on an IT resource type on which any combination of
the following changes have been made. In addition, an upgrade operation might involve any
combination of the following changes to an IT resource type.

e The existing IT resource type can be replaced by a new IT resource type.

e In an existing IT resource type, new parameters can be added and existing parameters
can have their default values and types modified or deleted.

e All custom parameters are displayed while mapping IT Resource Type definitions. You can
retain the custom parameters.

10.8.3.9 IT Resource Changes

ORACLE

The Upgrade Connectors feature can run on an IT resource on which any combination of the
following changes have been made. In addition, an upgrade operation might involve any
combination of the following changes to an IT resource.

*  The parameter retained for IT Resource Type definition will be available for all the IT
Resource instances of this type. If an existing parameter in IT Resource Type definition is
not retained, then this parameter will not available in all the IT Resource instances of this
type.

* In an existing IT resource, new parameters can be added and existing parameters can
have their default values and types modified or deleted.

After the upgrade, the new name of the IT Resource Type definition is the one specified in the
connector XML of the target connector.

10-25



Chapter 10
Upgrading Connectors

10.8.3.10 Scheduled Task Changes

The Upgrade Connectors feature can run on a scheduled task that has been retained or
existing scheduled tasks have been replaced by new scheduled tasks.

10.8.4 What Happens When You Upgrade a Connector

The source and target connector objects must be mapped when upgrading a connector.

See Upgrade Use Cases Supported by the Connector Upgrade Feature for information about
the changes that can be put into effect when you upgrade a connector.

In addition, the following event is part of the outcome of an upgrade operation:

While performing the upgrade procedure, you are prompted to map new connector objects
with existing objects. For example, you are prompted to map each resource object in the
target connector with a resource object in the source connector. If the object names are
same in both source and target, then for the new object, the corresponding old object need
to be mapped. If there are changes in the object names in source and target, then you
need to map the object properly by referring the source and target connector release
documents. It is your responsibility map the source and target objects properly. If the
objects are not mapped properly, then the source object will be corrupted by the upgrade
process. Therefore, it is mandatory that you must know about all the source and the target
connector objects.

10.8.5 Summary of the Upgrade Procedure

The connector upgrade procedure involves upgrading the source connector to target on
staging server, using silent delta XML for connector upgrade, verifying that the source
connector on the production server is the same as the source connector on the staging server,
and importing the delta XML file on the production server.

ORACLE

The following is a summary of the procedure to upgrade a connector:

1.

# Note:

The procedure explained in this document is based on the best practice in which you
first perform the upgrade in a test development environment. All functional use cases
need to be tested before applying the upgrade in production server. Wizard mode
upgrade should not be used in production, only silent mode need to be used in
production server.

Read through the upgrade procedure.

This will let you make an estimate of the time for which the connector and, therefore, the
target system might be unavailable to Oracle Identity Governance users. You can also
determine if you have the Oracle Identity Governance expertise required to complete all
the upgrade and post-upgrade steps.

Make a note of associations between objects of the source connector and other Oracle
Identity Governance objects. For example, make a note of associations between resource
objects and access policies.

If required, create the connector XML file for a clone of the source connector.
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If the object names in the target connector are different from object names in the source
connector, then it is recommended that you first create the connector XML file for the clone
connector. Cloning Connector from XML File describes the procedure. While performing
the procedure, specify object names that are the same as object names in the target
connector. This will help avoid the need for renaming connector objects after you upgrade
the connector.

Upgrading the source connector to target connector on staging server.

The XML file contains details of changes to be made to the connector objects of the source
connector so that they are converted into the connector objects of the target connector.
These changes are applied automatically during the upgrade process.

To upgrade the source connector:
a. Back up the Oracle Identity Governance database on the production server.
b. Perform the steps described in Preupgrade Procedure

c. Perform the steps described in Silent Mode Upgrade in Staging and Production
Environment. The resulting transformed XML can be generated and used in production
server.

Use the silent delta XML for connector upgrade.

To use the delta XML file:

a. Restore the production database on the staging server.
b. Perform the steps described in Preupgrade Procedure.

c. Perform the steps described in Silent Mode Upgrade in Staging and Production
Environment.

d. Perform the steps described in Postupgrade Procedure.

Verify that the source connector on the production server is the same as the source
connector on the staging server. If there are differences in the source connector on the
staging server and the production server, then the delta XML file is not correctly imported
on the production server.

Import the delta XML file on the production server.

After you verify that the upgraded target connector is working as expected on the staging
server, perform the following steps:

a. Perform the steps described in Preupgrade Procedure.

b. Perform the steps described in Silent Mode Upgrade in Staging and Production
Environment.

c. Perform the steps described in Postupgrade Procedure.

10.8.5.1 Guidelines for Upgrading Cloned Connectors

ORACLE

The general guidelines for upgrading a cloned connector are the following:

1.

If the cloned connector, which is the source connector for the upgrade, is not defined, then
define the cloned connector by following the procedure in Defining a Connector. After
defining the cloned source connector, the cloned connector name and version entry will be
available in the Manage Connector page.

Create the clone of the target connector by using the target connector configuration XML
file with exact object names used while cloning the source connector. To generate the
cloned target connector configuration XML:
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a. Go to the Manage Connector page, and click Clone in the Connector Management
box.

b. Inthe Select Connector XML for the Cloning Operation prompt, provide the XML file of
the target connector configuration XML.

c. Follow the procedure to create the cloned connector XML with the exact object names
used while cloning the source connector.

Upgrade the cloned source connector that you defined in step 1 by using the cloned target
connector config XML file. Follow the connector upgrade procedure described in Summary
of the Upgrade Procedure and Procedure to Upgrade a Connector.

10.8.6 Procedure to Upgrade a Connector

Upgrading a connector includes steps to perform preupgrade procedure and performing wizard
mode or silent mode upgrade.

The following sections discuss the procedure to upgrade a connector:

Preupgrade Procedure
Wizard Mode Upgrade in Staging Environment

Silent Mode Upgrade in Staging and Production Environment

# Note:

Keep the SOA server running during the upgrade process.

10.8.6.1 Preupgrade Procedure

Before you begin the upgrade procedure, ensure that the following prerequisites are
addressed:

ORACLE

Read through the upgrade procedure documented in this chapter.
Note down customizations made in the connector objects on source connector.

Call a Java API to handle workflows that are in progress. See Step 3 of Wizard Mode
Upgrade in Staging Environment for information about pending workflows. You need to
make sure that there are no requests in pending state for the resource objects that are part
of this connector. You also need to complete all the requests before going for connector
upgrade. Requests can be closed if they are in a closable state. All the requests
associated with the connector resource objects should in one of the following states before
starting the upgrade process.

— Request Completed

— Request Closed

— Request Withdrawn

— Request Failed

— Request Approval Rejected
— Operation Approval Rejected

If required, create the connector XML file for a clone of the source connector.
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Disable all the scheduled tasks.

Make sure that the connector is defined if there are any customizations done after
installing the connector. See Defining Connectors With Oracle Identity Governance for
information about defining connectors.

Upgrading connectors is a two-stage procedure:

Wizard Mode Upgrade in Staging Environment

Silent Mode Upgrade in Staging and Production Environment

10.8.6.2 Wizard Mode Upgrade in Staging Environment

ORACLE

# Note:

You need to perform preupgrade and post upgrade steps while performing wizard
mode upgrade.

To perform the wizard mode upgrade on the staging server:

1.
2.

Create a backup of the Oracle Identity Governance database.

Create Oracle Identity Governance metadata (MDS) backup. See Migrating User
Modifiable Metadata Files in Developing and Customizing Applications for Oracle Identity
Governance for information about exporting and importing Oracle Identity Governance
metadata to and from MDS.

Run the connector preupgrade utility.

A validation script is provided with Oracle Identity Governance. This script performs the
following functions:

e Determines whether the connector that you want to upgrade has been defined in
Oracle Identity Governance

In other words, the script checks whether the connector XML stored in the database
when the connector was installed/defined is consistent with the connector object
definitions in the database. Apart from checking the consistency of the connector XML,
it also checks whether the Connector XML is present in Oracle Identity Governance
Database or not. If it is not present, then it displays the corresponding message to
define the connector before proceeding with upgrade. Refer the Defining Connectors
With Oracle Identity Governance to perform the procedure to define a connector.

« ldentifies the Oracle Identity Governance scheduled tasks that are currently running.

You must disable all scheduled tasks that belong to the source connector before you
proceed with the upgrade procedure. In addition, it is recommended to disable all other
scheduled tasks before proceeding with the upgrade procedure.

« ldentifies the Attestation tasks associated with the resource object of the connector.

You must complete all the attestation tasks that belong to the source connector before
you proceed with the upgrade procedure.

« ldentifies all the pending requests associated with the resource objects of the
connectors.

You must either close or complete all the pending requests that belong to the source
connector before you proceed with the upgrade procedure.
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To run the validation script:
a. Ensure that Oracle Identity Governance is running.
b. In acommand window, change to the OIM_HOME/server/bin directory.

c. Run the script as follows:

# Note:

Set APP_SERVER, OIM_ORACLE_HOME, JAVA_HOME, MW_HOME,
WL_HOME, and DOMAIN_HOME before running the scripts.

For Unix:

sh ConnectorPreUpgradeUtil.sh

For Windows:

ConnectorPreUpgradeUtil.bat

# Note:

If Oracle Identity Governance is installed on IPv6 Linux host computer, then
pass ipvé6 as the input argument to the ConnectorPreUpgradeUtil.sh script,
as shown:

sh ConnectorPreUpgradeUtil.sh ipvé6

On Windows environment, do not pass any parameter for IPv6 while running
ConnectorPreUpgradeUtil.bat.

You will be prompted to provide the following details:

* Enter Oracle Identity Governance administrator's username: Enter the Oracle
Identity Governance administrator's username.

* Enter Oracle Identity Governance administrator's password: Enter the Oracle
Identity Governance administrator's password.

* Enter t3 Oracle Identity Governance Server URL: Enter the Oracle Identity
Governance server URL. For example, t3://HOST_NAME:HOST_PORT.

* Enter context factory: Enter the name of the context factory.

* Enter the connector name: Enter the connector name to be validated before
upgrade.

« Enter the connector version: Enter the connector version to be validated before
upgrade.

On successfully connecting to the Oracle Identity Governance server, a message is
displayed.

The output generated by the script is displayed in the command window and is also
recorded in the OIM_HOME/server/bin/validateUtil.log file.

The action that you must take depends on the message generated by the script:
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If the message states that the connector XML in the database is not consistent with the
connector objects defined in the database, then perform the procedure described in
the Defining Connectors With Oracle Identity Governance of the connector guide.

If the message states that the "connector XML does not exists in Oracle Identity
Governance database. Define a connector before upgrade.”, then perform the
procedure described in the Defining Connectors With Oracle Identity Governance
section of the connector guide before proceeding with upgrade

If the message contains the names of the scheduled tasks that are currently running,
then you must disable all scheduled tasks. To disable a scheduled task, in the
Advanced Administration, click System Management, search for scheduled jobs, and
click the specific scheduled job, and then click Stop.

If the message contains the names of the Attestation Processes of which some
attestation tasks associated with the resource object of the connector is pending, then
you must complete all the attestation tasks belonging to the connector that you are
upgrading before proceeding with the upgrade process.

If the message contains the names of the pending requests associated with the
resource object of the connector, then you must either close or complete all the
pending requests belonging to the connector that you are upgrading before proceeding
with the upgrade process.

4. Copy the JARs and the resource bundles to the specified directories.

If the target release also contains new or updated JARs and resource bundles, then
download the version of the jar to Oracle Identity Governance, check the version of the jar
which is shipped with Oracle Identity Governance, compare these files and copy the JARs
manually to their destination directories. For an Oracle-shipped connector, details of the
destination directories are given in the connector guide. See the Connector Code File
Changes section for more information.

5. Use the Upgrade Connectors feature.

a.

b.

ORACLE

Log in to the Oracle Identity System Administration.

In the left pane, under Provisioning Configuration, click Manage Connector. The
Manage Connector page is displayed.

Click Search. From the search results table, select the connector you want to upgrade.
Click Upgrade, and then select Upgrade. The Upgrade Connector page is displayed.
In the Select tab:

i. Inthe Alternative Directory field, enter the full path of the directory in which the
connector installation file is saved.

ii. Click the Load button to update the list of connectors in the Connector List.

iii. From the Connector List list, select the connector version to which you want to
upgrade the connector.

iv. Click Next. The Resource Object Mappings tab is displayed.
In the Resource Object Mappings tab:

Review the default mapping of all the existing resource object with the new resource
objects and then, click Next. The Process Definition Mappings tab is displayed.

To change the default resource mapping:
i. Click Edit.

ii. From the Existing Resource Object list, select the resource object.
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iii. Click Preview to check for the unmapped resource object. A summary of the
resource object mappings that are in the source release that do not have
corresponding resource objects in the target release is listed.

iv. If you want to remove the unmapped resource object, then select the check box
corresponding to that resource object in the Remove column.

# Note:

The removed resource object is not deleted from the Oracle Identity
Governance database. The OBJ_IS _SOFT_DELETE flag for this
resource object is set to 1. This resource is available for all provisioning
and reconciliation purposes.

v. Click Next. The Process Definition Mappings tab is displayed.

In the Process Definition Mappings tab:

Review the default mapping of all the new process definitions with the existing process
definition. To view the list of process tasks for each process definition type, click >’

You can retain the process tasks from the existing process definition. If there are any
custom process tasks added to the existing process definition, they can be retained. If
there are any customizations on the default process task, then before retaining such
tasks you need to refer to the connector guide to make sure there are no changes for
this process task in the new connector release version. It is recommended only to
retain tasks that are added by the user as part of the customization of the source
connector.

To retain the process task from the existing process definition:

i. Select the check box corresponding to the process task you want to retain.
ii. Click Next. The Define Form Mappings tab is displayed.

In the Define Form Mappings tab:

Review the form mapping of all the new forms with the existing forms. To view, the list
of process form fields from the existing process form attributes that are not available in

the new process form, click .

These attributes might be added to the existing process as part of customization or
they are default attributes that were part of the existing process form. You can retain
the attributes added for customization. However, verify that the default attribute is
required before you retain it.

To select the process form attribute:

i. Select the check box corresponding to the process form attribute you want to
retain.

ii. Click Next. The IT Resource tab is displayed.
In the IT Resource tab:

Review the IT Resource mapping of all the new IT resource definition with the existing
IT resource definition. To view the list of IT Resource definition parameters that are

part of existing definition but not available in the new definition, click >
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These parameters might be added to the existing definition as part of customization or
they are default parameters that were part of the existing definition. You can retain the
parameters added for customization. However, verify that the default parameters is
required before you retain it.

To retain the IT Resource type definition attribute:
i. Select the check box corresponding to the parameter you want to retain.
ii. Click Next. The Connector Summary Table tab is displayed.

j-  Inthe Connector Summary Table tab:

Review the connector summary that lists the entity names and entity types that have
been selected for the upgrade.

Click Upgrade to start the upgrade process. The Summary tab is displayed.
k. Inthe Summary tab, you can view the status of the upgrade process.

I.  Note down the process definition names and the corresponding process task names.
These process tasks are not going to be used by Oracle Identity Governance
anymore. Therefore, all their pending and rejected instances need to be canceled. Use
cancelProcessTask utility available in OIM_HOME/server/bin. The utility takes the
process definition name and the process task name as input. You need to run the utility
for each process task. The Upgrade Connectors feature processes connector object
mappings in the following manner:

* If a new connector object is mapped to None, then the new connector object is
inserted in the database.

A new resource object, process definition, or form replaces the old resource
object, process definition, or form to which it is mapped.

* The new names of the process form are converted into the old process form
names.

e If an old and a new lookup definition have the same name, then their contents are
merged.

*  When the Upgrade Connectors feature tries to delete an object, which is not going
to be used by upgraded version of connector, an exception is thrown if the
instances of the object exist in Oracle Identity Governance database. Such an
object is renamed and soft deleted so that it will not be used anymore by Oracle
Identity Governance.

6. Perform the following steps:

a. Change form names and form field column name references in the following objects:

# Note:

For an Oracle-released connector, see the connector guide for information
about the changes to be made.

e Lookup definitions
* Process task literals
e Adapter literals

b. All the default adapters are overwritten. Therefore, if customer has done any
customization, the changes need to be applied after connector upgrade.
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c. After the upgrade, contents of existing and new lookup definitions are merged. In these
lookup definitions, you must manually delete entries that are not required.

7. Verify that all use cases specific to the target are working fine including provisioning and

reconciliation.

8. Generate the XML file. This XML file contains details of the object definition changes from

the source release to the target release.
To generate this file:
a. Log in to the Oracle Identity System Administration.

b. In the left pane, under Provisioning Configuration, click Manage Connector. The
Manage Connector page is displayed.

c. Click Search. From the search results table, select the connector you have upgraded.
d. Click Export, select Export Silent Upgrade XML.

e. Specify the location where you want the file to be saved.

¢ Note:
If the upgrade fails, then perform the following steps:
a. Look at the exception and take suitable action.
b. Restore the Oracle Identity Governance database and MDS.

c. Proceed for the upgrade.

10.8.6.3 Silent Mode Upgrade in Staging and Production Environment

ORACLE

Ensure that you perform the preupgrade and post upgrade steps for silent mode upgrade.

Verify that the source connector on the production server is the same as the source connector
on the staging server. Ensure that the exported silent XML file is placed in connector bundle
under XML directory.

To perform the silent mode upgrade on the production server:

1. Log in to the Oracle Identity System Administration.

2. Inthe left pane, under Provisioning Configuration, click Manage Connector. The Manage
Connector page is displayed.

3. Click Search. From the search results table, select the connector you want to upgrade.

4. Click Upgrade, and then select Silent Upgrade. The Upgrade Connector page is
displayed.

5. Inthe Select tab:

a. To upgrade a connector from default directory (0IM HOME/server/
ConnectorDefaultDirectory):

i. From the Connector List list, select the connector you want to upgrade. This list
displays the name and release number of connectors whose installation files are
present in the default connector installation directory (0IM HOME/server/
ConnectorDefaultDirectory).

ii. Click Next. The Details tab is displayed.
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b. To upgrade a connector from the installation file saved in a directory of your
choice(Alternative Directory):

i. Inthe Alternative Directory field, enter the full path of the directory.

ii. Click Load to update the list of connectors in the Connector List.

iii. From the Connector List list, select the connector you want to upgrade.
iv. Click Next. The Details tab is displayed.

In the Details tab, you can review the summary of the connector objects that you selected
for upgrade. Click Upgrade to start the upgrade process. The Summary tab is displayed.

In the Summary tab, you can view the status of the upgrade process.

10.8.7 Postupgrade Procedure

Some of the postupgrade procedures include code file changes, running utilities, updating
access policies, IT resource configuration, and schedule task configuration.

The following sections describe procedures that you must perform after the upgrade operation:

Connector Code File Changes

Running the PurgeCache Utility

Running cancelProcessTask Utility

Updating Access Policies

Configuring the IT Resource

Configuring the Scheduled Tasks

Updating Adapters for Changes in IT Resource Type Definition Parameter

Other Postupgrade Steps

10.8.7.1 Connector Code File Changes

ORACLE

During an upgrade operation, you need copy connector code files, which include JAR files and
scripts to the specified directories. To do so:

1.

Manually upload all the connector specific jars (excluding common library files
Common.jar, FAMILYCommon.jar, and icf-Common.jar) present in the "lib" folder of the
connector distribution bundle using UpdateJars utility (available under OIM_HOME/server/
bin) to Oracle Identity Governance database. Before running the UpdateJars utility, set
APP_SERVER, OIM_ORACLE_HOME, JAVA_HOME, MW_HOME, WL_HOME, and
DOMAIN_HOME.

Download common library (Common.jar, FAMILYCommon.jar and icf-Common.jar) from
Oracle Identity Governance database using DownloadJar utility (available under
OIM_HOMEI/server/bin).

Extract MANIFEST.MF from the downloaded libraries. Compare this version of
MANIFEST.MF with the version in MANIFEST.MF of the common libraries that is available
as part of ICF based distribution bundle. If the distributed library version is higher than the
one downloaded from Oracle Identity Governance database, then use the UploadJar utility
(available under OIM_HOME/server/bin) to upload the common libraries to Oracle Identity
Governance database.
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10.8.7.2 Running the PurgeCache Utility

When the upgrade is performed, there might be stale data in the cache, which is required to be
purged. The PurgeCache utility purges the cache. For information about purging the cache,
see Purging the Cache in Performance and Tuning Guide.

< Note:

Before running this utility, set APP_SERVER, OIM_ORACLE_HOME, JAVA_HOME,
MW_HOME, WL_HOME, and DOMAIN_HOME.

10.8.7.3 Running cancelProcessTask Utility

The utility is available in OIM_HOME/server/bin. This utility will take the process task name
and the corresponding process definition name as input.

# Note:

Before running this utility, set APP_SERVER, OIM_ORACLE_HOME, JAVA_HOME,
MW_HOME, WL_HOME, and DOMAIN_HOME.

10.8.7.4 Updating Access Policies

ORACLE

In Oracle Identity Governance, an access policy is associated with a resource object. While
creating an access policy, user would have provided the data for the process form attributes.
As part of the connector upgrade, if there are changes in the form attributes, then you need to
edit the access policy to check the data for the existing and the new fields. For example, if the
connector upgrade adds a new process form attribute, then you can provide the data for the
new attribute by editing the access policy.

If you are upgrading from the 9.x version of the connector, then perform the following steps to
correct the data if old data from the previous version of the corrector is still present:

1. Disable the Evaluate User Policies scheduled job.

2. Make sure that policy evaluation is pending or in progress for no users. Run the following
query to see the users:

select * from user provisioning attrs where policy eval needed=1 or
policy eval in progress=1;

If any users are returned by the query, then clear the users by running the Evaluate User
Policies scheduled job.

3. Open the access policy, and update the parent and child forms with the new organizations/
groups that were reconciled thruough group/OU reconciliation scheduled jobs. Starting
from Oracle Identity Governance 11g, the groups/entitlements are prefixed with
ITRESOUCE KEY~. Save the changes.
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After the access policy is updated, check the POC and POF tables and make sure that the
columns POC_FIELD_VALUE and POF_FIELD_VALUE have a value similar to the
following (prefixed with IT resource key):

1~cn=groupl0, cn=Groups, dc=example, dc=com

As the access policy is updated, users are marked for re-evaluation. Run the following
guery to check the users and total count. Create a backup of these user keys.

select * from user provisioning attrs where policy eval needed=1;

As you do not want to re-evaluate the users because they are provisioned, unmark the
users from policy evaluation by running the following query.

update user provisioning attrs set policy eval needed=0 where
policy eval needed=1;
commit;

Here, the value of the policy eval needed flag is changed to 0 so that the users are not
re-evaluated.
Enable the Evaluate User Policies schedueld job.

Run the access policy job for any new user, and verify whether the provisioning of account
and entitlements are happening as expected.

10.8.7.5 Configuring the IT Resource

Verify that the IT resource instances have proper values after upgrade.

10.8.7.6 Configuring the Scheduled Tasks

Set values for attributes of the scheduled tasks of the target release. For an Oracle-released
target connector, see the connector guide for information about the scheduled task attributes.

10.8.7.7 Updating Adapters for Changes in IT Resource Type Definition Parameter

ORACLE

If there are changes in the IT Resource Type Definition Parameter names, you need to update
the custom adapters for the parameter changes. To do so:

1.
2.
3.

Log in to Design Console.
Open the custom adapter using the adapter factory.

Go to the variable list and check if there are any variables of type IT Resource, as shown
in Figure 10-3:
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Figure 10-3 The Variable List Tab of the Adapter Factory Form
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If there is a variable of IT Resource, then go to the task details and change the mapping of
the IT Resource parameter mapping to the new target field (if the parameter is changed/

deleted).

Figure 10-4 shows the Edit Adapter Factory Task Parameters dialog box that enables you
to change the mapping of the IT Resource parameter mapping to the new target field:

Figure 10-4 The Edit Adapter Factory Task Parameters Dialog Box
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If the adapter is mapped to the IT Resource Type Definition parameter, then you need to
verify if the mapped parameter is not deleted. If the parameter is deleted, then you need to
remap it to the correct parameter.

To verify the adapter mappings:

ORACLE"
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Verify the mapping for process task adapter. To do so, log in to Design Console. Go to

Process Definition. Click the task, and then click the Integration tab, as shown in

Figure 10-5:

Figure 10-5 The Integration Tab of the Editing Task Dialog Box
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Check if the adapter variable is mapped to the deleted/modified form attribute. If yes,
remap such attributes to adapter variables. Repeat this step for all process tasks of all
process definitions of the connector.

Figure 10-6 shows the Editing Data Mapping for Variable dialog box that enables you
to view and edit the adapter variable mapping to the form attribute:

Figure 10-6 The Editing Data Mapping for Variable Dialog Box
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Prepopulate adapter mappings, log in to Design Console. Go to Form Designer, Pre-
Populate Adapters, as shown in Figure 10-7:

Figure 10-7 The Pre-Populate Adapters Dialog Box
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Click Map to map adapter variable and check if any of the fields are mapped to the
process data attributes. If it is mapped, then verify the process form attribute is not

deleted as part of upgrade. If the process form attributes are deleted, then remap them
to the correct form attribute data.

Figure 10-8 shows the Map Adapter Variable dialog box:

Figure 10-8 The Map Adapter Variable Dialog Box
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Repeat the procedure for all the prepopulated fields of all the process forms
of the connector. If there are any entity adapter, then check the adapter
variables mapping for these adapters in Data Object Manager.
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10.8.7.8 Other Postupgrade Steps

Perform the following postupgrade steps:

1. Change form names and form field column name references in the following objects:

# Note:

For an Oracle-released connector, see the connector guide for information about
the changes to be made.

e Lookup definitions
e Process task literals
e Adapter literals

2. Verify all the reconciliation fields on the resource object and corresponding reconciliation
form field mapping on the process definition. Delete old default reconciliation fields, if there
are any, which have mapping to the process form fields that are not retained as part of
upgrade.

3. Verify that upgrade process has retained all customizations, for example, customizations
on Resource Object, Process definition, and Process Form.

4. After the upgrade, contents of existing and new lookup definitions are merged. In these
lookup definitions, you must manually delete entries that are not required.

5. Run the Lookup reconciliation again. The old lookup reconciliation data will be available in
the Lookups after upgrade. Re-running the Lookups is required if there is a change in the
format for the lookup values. Refer the specific connector guide for more details about
lookup reconciliation.

6. Recalculate statistics and re-create indexes and other database objects that are removed
or made invalid by the upgrade process. For more information, see Oracle Identity
Governance Database guide.

7. Check adapters status related to the connectors. If the adapters are not compiled, then you
must compile them.

8. Verify that the custom parameters are available after upgrade. Custom Scheduled Task
parameters are retained as part of upgrade process. Modify the scheduled task to add the
parameter if it is not available after upgrade.

9. Verify if there are any changes in the application forms. If yes, then delete the existing
forms for the resource. Modify the new application forms for any customization.
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10.8.8 Procedure to Upgrade a 9.x Connector Version to an ICF Based

Connector

ICF based Connector provides LCM as a feature that uses Connector Installer to import the
connector, whereas 9.x connector uses Deployment Manager to import definitions of the
objects that constitute a connector.

Because LCM offers a broader and richer feature in installing and/or managing a connector
than Deployment Manager, it is recommended to use only Connector installer for Oracle
Identity Manager 11g connectors installation and/or management.

To upgrade a 9x connector version to a ICF based connector:

1. Delete all the existing jar files such as Javatasks, ScheduleTask, and ThirdParty jars
related to the 9x connector except for the Common jar file.

2. Download Common.jar and extract its MANIFEST.MF. Compare this version of
MANIFEST.MF with the version in MANIFEST.MF of the Common.jar that is available as
part of ICF based connectors distribution bundle. Retain/Upload (using UploadJars utility)
Common.jar in Oracle Identity Governance database that has higher version.

3. Manually upload all the jars present in the "lib" folder of the ICF based connector
distribution bundle using the UploadJars utility in Oracle Identity Governance database
(available under OIM_HOME/server/bin).

4. Explode the connector bundle (with naming convention "org.identityconnectors.*") in some
temporary folder. Make a folder named "lib" in the same temporary folder and copy all the
third party libraries to that folder.

5. Retain MANIFEST.MF from the above exploded bundle.

6. Repackage the connector with the same name and with the same MANIFEST.MF that was
being retained. Now, the repackaged connector bundle will also be having third party
libraries.

7. Upload the repackaged connector in Oracle Identity Governance database with jar type as
"ICFBundle".

8. Delete the temporary folder created in Step 4.
9. Upgrade the connector by following the upgrade process

10. Purge cache or restart the server.

10.9 Uninstalling Connectors

ORACLE

Uninstalling connectors involve understanding the uninstall proces and supported usecases,
configuring the connector uninstall utility, and uninstalling connectors and removing connector
objects.

This section describes how to uninstall a connector. This is described in the following section:
*  About Uninstalling Connectors Utility

* Use Cases Supported by the Uninstall Connectors Utility

e Overview of the Connector Uninstall Process

e Setting Up the Uninstall Connector Utility

* Uninstalling Connectors and Removing Connector Objects
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*  Running the Script to Uninstall Connectors and Connector Objects

10.9.1 About Uninstalling Connectors Utility

Connector uninstall utility deletes the data related to the connector chosen for uninstall from
Oracle Identity Governance Database. It deletes all the account related data associated with
resource objects of the connector.

This utility does not delete:

e The actual user account from the target system

* ldentities from Oracle Identity Governance although the users are brought from trusted
source to Oracle ldentity Governance through trusted reconciliation

¢ Audit data
« Archival data

Connector uninstall utility does not validate and notify the user if there is any object
dependency present. For example, while uninstalling a Microsoft Active Directory (AD)
connector, it does not validate if a dependent connector, such as Microsoft Exchange
connector, already exists or not. Before uninstalling a connector, you must check if there are
any other connectors dependent on the connector. If there are any, then the connector must
not be uninstalled because this will affect the functionality of the dependent connectors. You
must uninstall all the dependent connectors before uninstalling the base connector.

10.9.2 Use Cases Supported by the Uninstall Connectors Utility

Typical use cases supported by the Uninstall Connectors utility are for decomissioned target
systems, uninstall for the purpose of freshly installing a connector, and removing individual
connector objects from the database.

The following use cases are supported by the Uninstall Connectors utility:

e Atarget system that has been decommissioned, and you want to uninstall the connector
that was used to link that target system with Oracle Identity Governance.

e Instead of directly upgrading to the latest release of a connector, you want to uninstall the
earlier release and then perform a fresh installation of the latest release.

* You want to remove an individual connector object from the Oracle Identity Governance
database. For example, you had created a resource object in Oracle Identity Governance
to represent the Intern user type defined in your target system. This user type has been
removed from the target system, and you now want to remove the resource object from
Oracle Identity Governance.

The Uninstall Connectors utility supports independent deletion of following connector
artifacts:

— Adapters

—  Lookup definitions
— Resource objects
— Scheduled tasks
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10.9.3 Overview of the Connector Uninstall Process

The Uninstall Connectors utility verifies that there are no access policies and requests
associated with resource objects of the connector, and displays the list of attestation processes
associated with the resource objects, before removing the connector objects.

ORACLE

When you run the Uninstall Connectors utility, the utility performs the following steps before
deleting the resource objects of the connector:

1.

Checks if there are any access policies associated with the resource objects of the
connector. If there are any access policies present, then the utility displays the list of
access policies associated with the resource object and prompts you to modify the access
policy and terminates with no data deletion. The access policy should be modified to
remove the resource object from it. If the access policy is associated with only one
resource object, then you need to create a dummy resource object, assign it to the access
policy and then proceed with the removal of resource object from the access policy.

Closes all requests associated with the resource objects.

Displays the list of attestation processes which are associated with the resource objects.
Attestation processes are generic in nature, therefore the utility does not delete attestation
processes from Oracle Identity Governance. It prompts you to modify these processes as
the resource objects would be deleted from Oracle Identity Governance.

The following objects that constitute the connector are dropped from the Oracle Identity
Governance database.

1.

Resource object and objects related to the resource object.
a. Entitlement assignment, entitlement assignment history, and entitlement data

b. Tasks and task history associated with any provisioning process linked to the resource
object

c. Process forms associated with the resource object

d. Process instance and object instances associated with the resource object
e. Reconciliation events and data associated with the resource object
f. Attestation event data for the resource object

g. Requests and request data associated with the resource object

h. E-mail definitions for the resource object

i. Entitlements associated with the resource object

j-  Regular rules associated with the resource object

k. Reconciliation owner matching rules for the resource object

I.  Reconciliation action rules for the resource object

m. Status codes corresponding to this resource object

n. Reconciliation process mappings for the resource object

o. Reconciliation object fields for the resource object

Application form to process form mappings for the resource object.

2 3

Object dependency tables for parent and child forms for the resource object

-

Resource object for organization

s. Process determination rules associated with the resource object
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t. Password policy rules associated with the resource object

u. IT resource instances that are associated with IT resource types defined on forms that
are linked to provisioning processes. If there is any default IT resource instance, they
will not be deleted.

v. Process instances and resource object instances
w. Tasks associated with the provisioning processes

x. The actual object and process, parent and child tables associated with the resource
object.

2. Scheduled tasks and scheduled jobs
3. Adapters/Event Handlers

4. Lookup definitions

10.9.4 Setting Up the Uninstall Connector Utility

Files that constitute the Uninstall Connector utility are available in OIM_HOME/server/bin
directory.

Ensure that the following files that constitute the Uninstall Connector utility are available in
OIM_HOMEI/server/bin directory:

e ConnectorUninstall.properties
e uninstallConnector.bat

¢ uninstallConnector.sh

10.9.5 Uninstalling Connectors and Removing Connector Objects

You can run the Uninstall Connectors utility to uninstall a connector and remove adapters,
lookup definitions, resource objects, and scheduled tasks.

Depending on your requirements, you can use the Uninstall Connectors utility to perform any
of the following tasks:

e Uninstalling a Connector

* Removing Adapters, Lookup Definitions, Resource Objects, and Scheduled Tasks

10.9.5.1 Uninstalling a Connector

ORACLE

Caution:

It is strongly recommended that Oracle Identity Governance is idle and it is not
available for any operations. You must ensure that:

e There are no operations on Oracle Identity Governance while using uninstalling
connector or connector objects

» All scheduled tasks are disabled and there are no asynchronous messages
pending for processing such as audit messages, offline provisioning messages,
offline task messages, requests scheduled for future and so on.
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You can use the ConnectorUninstall script to uninstall a connector. When you run the script, all
objects that form part of the connector and all the resource data that was collected through the
connector are deleted from the database.

# Note:
Before running the uninstall utility:

» To delete applications that are created through Application Onboarding capability
in Identity Self Service, you need to update ConnectorUninstall.properties file
with ObjectType and ObjectValues before running the ./uninstallConnector utility.

For example, if you want to delete resource objects, scheduled tasks, and
scheduled jobs associated with a connector, then provide ResourceObject,
ScheduleTask, and ScheduleJob as the value of the ObjectType property and
provide a semicolon separated list of values corresponding to the connector to
ObjectValues before running the ./uninstallConnector utility.

* You cannot delete data that are already archived.

* You must ensure that you have the latest Oracle Identity Governance schema
and MDS backup, which will help to restore if uninstall utility does not complete
successfully.

* You must ensure that your UNDO tablespace is sized properly. This is required if
your development/test environment has significant amount of data to be deleted.

As mentioned earlier in this guide, when a connector is defined, an entry is created for the
connector in the Oracle Identity Governance database. This entry also includes the contents of
the connector XML. When you choose to uninstall a connector, the utility identifies the
connectors objects to be dropped by parsing the connector XML contents.

# Note:

»  Connector uninstall collects all the objects information from the connector XML,
which is created while installing or defining a connector. If an additional object,
which is not related to this connector is added while defining the connector,
uninstall would delete that too. For example, while defining AD connector, if user
adds a system lookup or lookup related to other connector, uninstall would delete
that lookup.

»  Ensure that only the connector specific objects are added while defining a
connector.

See Running the Script to Uninstall Connectors and Connector Objects for the procedure.

10.9.5.2 Removing Adapters, Lookup Definitions, Resource Objects, and Scheduled
Tasks
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Caution:

It is strongly recommended that Oracle Identity Manager is idle and it is not available
for any operations. You must ensure that:

e there are no operations on Oracle Identity Manager while using uninstalling
connector or connector objects

» all scheduled tasks are disabled and there are no asynchronous messages
pending for processing such as audit messages, offline provisioning messages,
offline task messages, requests scheduled for future and so on.

You can use the ConnectorUninstall script to remove an adapter, lookup definition, resource
object, or scheduled task. Only the object that you specify is removed from Oracle Identity
Manager.

10.9.6 Running the Script to Uninstall Connectors and Connector Objects

Instead of removing each component individually, you can run scripts to remove connector
objects. Running the scripts include steps to be performed before running the script, running
the uninstall script, and the steps to be performed after running the uninstall script.

Running the script to uninstall connectors and connector objects includes the following
procedures:

e Preuninstall the Connectors and Connector Objects
e Uninstall the Connectors and Connector Objects

e Postuninstall the Connectors and Connector Objects

10.9.6.1 Preuninstall the Connectors and Connector Objects

ORACLE

< Note:

Before executing the uninstall, you must ensure that all scheduled tasks are disabled.

Before Uninstalling the connector, you must:

1. Create a backup of Oracle Identity Governance database so that if something goes wrong
during uninstalling, then the data can be restored. See Oracle Identity Governance
Database documentation for details about creating database backup.

2. Create Oracle Identity Governance metadata (MDS) backup.

3. Ensure that there are no operations on Oracle Identity Governance until the Uninstall utility
is completed. Oracle Identity Governance and SOA servers should be up and running.

4. Ensure that all the IMS messages are processed.
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10.9.6.2 Uninstall the Connectors and Connector Objects

ORACLE

To run the ConnectorUninstall script for uninstalling the connector:

1. Set values in the properties file used by the script.

# Note:

If you provide ConnectorName and Release along with ObjectType and
ObjectValues, then deletion of ObjectValues will be performed by the utility and
the Connector information will be skipped.

The ConnectorUninstall.properties file is a viable in OIM_HOME/server/bin. This file
contains information that is used by the script for deleting connector objects.

Open the properties file in a text editor, and then set values for the following properties:

DatabaseURL: Enter the JDBC URL for the Oracle Identity Governance database in
the following format:

jdbc:oracle:thin:@HOST NAME:DATABASE PORT:DATABASE NAME/ORACLE SID

For example: jdbc:oracle:thin:@localhost:1521:0rcl
DBUserName: Enter the user name of an Oracle Identity Governance database.
DBType: Specifies the type of database.

LogLevel: Enter one of the following as the log level: DEBUG, WARN, INFO, or
ERROR.

Location: Enter the directory location where you want to have all the log files
generated by the Uninstall utility.

If the Uninstall utility completes successfully, then the ConnectorUninstall.log file, along
with <ResourceObject>.log files are generated.

If the Uninstall utility fails, then the ConnectorUninstall.log file along with the
ConnectorUninstall_Error.log file are generated.

< Note:

If the uninstall utility fails with errors, then check the ConnectorUninstall.log
and ConnectorUninstall_Error.log and take suitable action. Then, run the
uninstall utility again.

For example, if the Uninstall utility of ActiveDirectory Connector succeeds, then the
following logs will be generated:

— ConnectorUninstall.log

— AD User.log

— AD Group.log

— AD Oraganization Unit.log
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— AD User Trusted.log

If the Uninstall utility of ActiveDirectory Connector Fails, then the following logs will be
generated:

— ConnectorUninstall.log
— ConnectorUninstall_Error.log

e ConnectorName: The value that you set for this property depends on your
requirement. If you want to delete a specific connector, then enter the name of the
connector. The name that you enter must be the same as the name shown in the
search results displayed through the Manage Connector feature. For example, enter
Active Directory if you want to delete the Microsoft Active Directory connector.

» Release: The value that you set for this property depends on your requirement. If you
want to delete a specific connector, then enter the release humber of the connector.
The release number that you enter must be the same as the release number shown in
the search results displayed through the Manage Connector feature. For example,
enter 9.1.0.1 if you want to delete the Microsoft Active Directory 9.1.0.1 connector.

e ObjectType: The value that you set for this property depends on your requirement:

— If you want to uninstall a connector, then ensure that the ObjectType property is
not assigned a value.

— If you want to delete adapters, lookup definitions, resource objects, or scheduled
task, then enter Adapter, Lookup, ResourceObject, or ScheduledTask
respectively.

Example: ResourceObject
e ObjectValues: Enter a semicolon-separated list of object values.
Example: AD User; AD Group

2. In a command window, change to the OIM_HOME/server/bin directory and then run the
script, sh uninstallConnector.sh (or bat file).

< Note:

«  Before running this utility, set APP_SERVER, OIM_ORACLE_HOME,
JAVA_HOME, MW_HOME, WL_HOME, and DOMAIN_HOME.

» If Oracle Identity Governance is installed on IPv6 Linux host computer, then
pass ipvé6 as the input argument to the uninstallConnector.sh script, as
shown:

sh uninstallConnector.sh ipvé
If you do not pass ipv6 as input argument, then the connector uninstall fails
with the following error:

Error : Error encountered while getting a connection :I0 Error: The
Network Adapter could not establish the connectionDB cant connect
with host name in property .

e On Windows environment, do not pass any parameter for IPv6 while running
uninstallConnector.bat.

While the script runs, logs will be generated at the location provided.

ORACLE 10.49



Chapter 10
Uninstalling Connectors

After you run the utility, you will be prompted to enter following information:
a. Oracle Identity Governance Database Password
b. Oracle Identity Governance Administrator Name
c. Oracle Identity Governance Administrator Password
d. Oracle Identity Governance Server t3 URL
For example: t3://[<HOST_NAME>:<HOST_PORT>

# Note:

For cluster setup, the t3 URL should be t3://
<NODE1>:<PORT1>,<NODE2>:<PORT2>.

e. Context Factory

f.  Confirmation for the deletion of the connector/object(s)
10.9.6.3 Postuninstall the Connectors and Connector Objects

After uninstalling the connector, you must perform the following steps:

1. Use DeleteJars utility for deleting the jars associated with the connector from Oracle
Identity Governance database.

2. Use DeleteResourceBundles utility for deleting all resources that are associated with the
connector from Oracle Identity Governance database.

3. Reuvisit the log, look for the following information and perform the steps mentioned for each
of it:
a. The list of attestation processes: Delete/modify these attestation process as the
resource objects, which used these attestation processes are now deleted.

b. Modify requests manually to delete the resource object names that are cleaned by the
uninstall utility.

c. As the part of connector uninstall, the approval processes (Approval workflow/SOA
composites) are not deleted. If the approval processes are generic, then you need to
modify them if they have association with the deleted resource objects.

4. Recalculate statistics and re-create indexes and other database objects that are removed
by the connector uninstall utility.

5. Restart Oracle Identity Governance, or use PurgeCache utility to purge the Cache.

See Purging the Cache in Performance and Tuning Guide for information about purging
the cache.
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10.10 Troubleshooting Connector Management Issues

ORACLE

Common connector management problems for troubleshooting can be missing forms with
application instances or error thrown during upgrade procedure.

Problem

Using Oracle Identity Governance, you can configure a cloned Active Directory (AD) Release
9.x connector for target AD and run an AD trusted source reconciliation to create users in
Oracle Identity Governance. After the user is created in Oracle Identity Governance, when you
run the target resource reconciliation for AD, the user details are linked in the Accounts tab.
However the Detail Information tab displays a blank page. When you check the Application
Instances section in Oracle Identity System Administration and search and open the relevant
application instance, no form is found associated with the application instance.

Solution

Create a new set of forms for each application instance.

Problem

When you are upgrading a connector, the following error may be encountered by Oracle
Identity Governance:

<Error> <XELLERATE.WEBAPP> <BEA-000000> <Class/Method:tcActionBase/execute
encounter some problems: Bean has been deleted. javax.ejb.NoSuchEJBException:
Bean has been deleted.

Solution

Restart Oracle Identity Governance server and retry upgrading the connector. This error may
be encountered when Oracle Identity Governance is in idle state for a long time.
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Key concepts related to reconciliation are reconciliation based on the objects being reconciled,
modes of reconciliation, and approach used for reconciliation. Reconciliation events are
managed by using the Identity System Administration.

This chapter contains the following sections:

*  About Reconciliation

¢ Reconciliation Based on the Object Being Reconciled
*  Mode of Reconciliation

e Approach Used for Reconciliation

e Managing Reconciliation Events

¢ See Also:

Customizing Reconciliation in Developing and Customizing Applications for Oracle
Identity Governance for information about reconciliation features and architecture.

11.1 About Reconciliation

ORACLE

Reconciliation is the process by which operations, such as user creation, modification, or
deletion, started on the target system are communicated to Oracle Identity Manager.

The reconciliation process compares the entries in Oracle Identity Manager repository and the
target system repository, determines the difference between the two repositories, and applies
the latest changes to Oracle Identity Manager.

Reconciliation of roles, role memberships, and role hierarchy changes are handled as separate
reconciliation events. Ideally role events must be submitted first and then only the membership
events in order to avoid race conditions. For race conditions, the automatic retry logic allows
the reconciliation engine to handle it.

¢ See Also:

Handling of Race Conditions in Developing and Customizing Applications for Oracle
Identity Governance for information about race conditions

Figure 11-1 shows that provisioning and reconciliation involve synchronization from Oracle
Identity Manager to the target system or from the target system to Oracle Identity Manager.
Provisioning and reconciliation enable the provisioning system to build the managed identities
in the target system as well as replicate the managed identities as they already exist in the
target system.
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Figure 11-1 Provisioning and Reconciliation
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In Figure 11-1, a user is created by the HR representative when a new employee joins. The
user is reconciled to Oracle Identity Manager by trusted source reconciliation. When the user is
created in Oracle Identity Manager, the account for the user is provisioned in the target system.
In the target system, the target system administrator can make changes in the account, which
must be reconciled to Oracle Identity Manager.

In terms of data flow, provisioning provides the outward flow from the provisioning system by
using a push model, in which the provisioning system indicates the changes to be made to the
target system. Reconciliation provides the inward flow into the provisioning system by using
either a push or a pull model, by which the provisioning system finds out about any activity on
the target system.

The reconciliation process involves generation of events to be applied to Oracle Identity
Manager. These events reflect atomic changes in the target system, and contain the data that
has changed, the type of change, along with other information. The reconciliation events that
are generated consequently because of changes occurring in the target system are managed
by using the Event Management section in Oracle Identity System Administration, which
addresses these event management needs. See "Managing Reconciliation Events" for
information about managing reconciliation events by using Oracle Identity System
Administration.

Types of Reconciliation and Classification Criteria

Reconciliation can be of different types, as shown in Table 11-1:

Table 11-1 Types of Reconciliation

|
Classification Criteria Reconciliation Type

Based on identity being reconciled, such as user, account, role,
organization, or relationship that includes role hierarchy and role

Object being reconciled

membership
Mode of reconciliation Changelog
Mode of reconciliation Regular

Approach used for reconciliation Incremental reconciliation

Approach used for reconciliation Full reconciliation

11.2 Reconciliation Based on the Object Being Reconciled

ORACLE

Depending on the entity object that is being reconciled, reconciliation can be trusted source or
target resource.

This section discusses about object based reconciliation in the following topics:

« Entities that are Reconciled in Oracle Identity Governance
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*  Trusted Source Reconciliation
*  Account Reconciliation

* Reconciliation Process Flow

11.2.1 Entities that are Reconciled in Oracle Identity Governance

The entities that are reconciled are user, account, organization, role, role hierarchy, and role
membership.

Reconciliation depends on the entity object that is being reconciled. The following entities in
Oracle Identity Manager are reconciled:

e User: A user is an identity that exists within and is managed through Oracle Identity
Manager.

* Account: An account entity is granted to a user in Oracle Identity Manager. It represents a
collection of the attributes and privileges for the user that uniquely identifies the user in a
provisioning target. The existence of an account in Oracle Identity Manager makes it
possible for the user to access the provisioning target.

* Organization: An organization entity represents a logical container of entities, such as
users and other organizations, that exists in Oracle Identity Manager.

* Role: Arole is a logical grouping of users to whom you can assign access rights within
Oracle Identity Manager, provision resources automatically, or use in common tasks such
as approval and certification.

* Role hierarchy: Role hierarchy is the inheritance of the parent role to child roles. The
parent role has the same permissions and privileges on the members as the inherited
roles.

* Role membership: Role membership means that the members of the inheritor role inherit
from the inherited role. See Managing Roles in Performing Self Service Tasks with Oracle
Identity Governance for detailed information about membership and permission
inheritance.

11.2.2 Trusted Source Reconciliation

ORACLE

If data is reconciled from a system that drives the creation of users, roles, role memberships,
or role hierarchies in Oracle Identity Manager repository, then that reconciliation mode is called
identity reconciliation, or authoritative source reconciliation, or trusted source reconciliation.

The system that is being reconciled from is referred to as the authoritative source for the
enterprise identities, and may be an HR system or a corporate directory.

# Note:

If the user login is not passed for trusted reconciliation, then the login handler
generates the user login. The password is generated in postprocessing event
handler, and notification is sent for the same.

As shown in Figure 11-2, the authoritative sources of identity may be more than one. The
different authoritative sources may be the source of reconciliation for different categories of
user identities or may be the source of reconciliation for different sets of attributes. The various
events generated by the reconciliation engine are add, modify, and delete.
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Figure 11-2 Trusted Source Reconciliation from Single and Multiple Authoritative
Sources
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In Figure 11-2, trusted source reconciliation from a single authoritative source and multiple
authoritative sources are shown. Creation of user entities can be reconciled from multiple
authoritative sources. In addition, different attributes can be reconciled from different multiple
authoritative sources. For example, the user ID and e-mail ID can be provided by an
authoritative source and role attributes can be provided by another authoritative source.

Trusted source reconciliation must be followed by account reconciliation when the target
system is the source for identities as well as accounts. For instance, if Active Directory is the
corporate LDAP repository in which user information is stored, then the user information is
reconciled from the Active Directory target system. Subsequently, the Active Directory
accounts are reconciled into Oracle Identity Manager by using a different connector. Identity
reconciliation occurs only from trusted sources, by using connectors specific to those trusted
sources.

# Note:

A reconciliation connector is a component developed to reconcile identities or
accounts from a specific target system. Typically, a reconciliation connector is
configured to be run as a scheduled task. However, there are push-based
connectors, such as the PeopleSoft HR connector, for which there is no scheduled
task to trigger the reconciliation.

11.2.3 Account Reconciliation

If the target system identities are accounts that get reconciled to Oracle Identity Manager, then
that is target resource reconciliation or account reconciliation.
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This type of reconciliation is to reconcile a specific resource object that represents the target
system being managed. There is always a corresponding provisioning flow for it. The identity
retrieved from the target system maps to a resource object instance that has been provisioned
to a user or organization.

Account reconciliation takes place in the following two scenarios:

e Scenario I: Account Reconciliation From a Target System

e Scenario lI: Identity and Account Reconciliation
11.2.3.1 Scenario I: Account Reconciliation From a Target System

Identity gets created in Oracle Identity Manager from an authoritative source. The identities are
provisioned with resources on the target system. Any change on the target system is
reconciled with Oracle Identity Manager. Figure 11-3 shows account reconciliation from a target
system:

Figure 11-3 Account Reconciliation From a Target System
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11.2.3.2 Scenario II: Identity and Account Reconciliation

In this scenario, the target system initially plays the role of an authoritative source. Later it
plays the role of a regular provisioning target. Following are the sequence of steps:

1. ldentities are created in Oracle Identity Manager based on the target system entity details.
Corresponding accounts are also created for these entities.

2. The entities are updated as provisioned entities in the target system.
3. The resource administrator at the target system makes changes to the accounts.
4. The changes made on the target system are reconciled with Oracle Identity Manager.

Figure 11-4 shows identity reconciliation followed by account reconciliation:
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Figure 11-4 Identity and Account Reconciliation
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# Note:

11.2.4 Reconciliation Process Flow

Primary steps in the reconciliation process flow involves changes made in the target system,
providing reconciliation data to the connector, creating reconciliation event record, processing
reconciliation event data, taking manual action on the event, and post-processing action.

ORACLE

The reconciliation process flow is shown in Figure 11-5:

When the value of the XL.UserProfileAuditDataCollection property is set to an audit
data collection level, then the account reconciliation performs the matching in the
database layer at a batch-level and performs the event action by using the
provisioning APIs. This in turn triggers the audit event handlers for account
reconciliation. By default, the value of this property is set to Resource Form. See
Administering System Properties for information about system properties in Oracle
Identity Manager.
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Figure 11-5 Reconciliation Process Flow
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Reconciliation process involves the following steps:

1. Changes in the target system: The various activities that can happen in the target
system are creation, modification, or deletion of user, account, role, role membership, or

role hierarchy.
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# Note:

If you create an entity on an external system and then modify it a short time later,
reconciliation processes the create entity step, but the modify entity step fails
with the Creation Failed event status. This is because reconciliation cannot
process a create and a modify action for the same entity in the same batch
process.

However, the entity modification action can be resubmitted for reconciliation at a
later time by one of the following built-in mechanisms:

e The "Automated Retry of Failed Async Task" scheduled task will run to re-
process the failed events without any manual intervention.

*  The failed event will be re-processed if the "Manual Retry Error Handling
Mechanism" is triggered.

Reconciliation failure messages that are caused by processing conflicts within
the same batch process should be regarded as transitory failures only.

2. Providing reconciliation data: When the creation, modification, or deletion event occurs,
data about that event is sent to the reconciliation service by using reconciliation APIs.

# Note:

Reconciliation service refers to the collection of reconciliation engine,
reconciliation APls, and the associated metadata and schema.

3. Creation of reconciliation event record: When the data for a reconciliation event is
provided to reconciliation service, a record of that event is stored in Oracle Identity
Manager repository.

4. Processing of the reconciliation event data: The data received is then evaluated to
determine the actual operation to be performed in Oracle Identity Manager based on the
changes in the target system. The evaluation involves application of a specific set of rules
that help in:

a. ldentifying whether the data is for an account or for an identity that Oracle Identity
Manager already has a record of

b. ldentifying the owner of the account or identity that the data represents
c. Defining the context-sensitive action to be taken

d. Setting the status of the event at the end of evaluation and the action that the
reconciliation engine must take

5. Taking action on the event: Based on the evaluation result of processing the
reconciliation event data, the intended action is taken. The various actions can be:

¢ Note:

The actions on the event can be manually performed through the Ul, or they can
be automatic actions.
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e Creating a new account and associating with proper owner identity

* Updating the matched account

* Deleting the matched account

« Creating a new user in Oracle Identity Manager

*  Modifying an existing user in Oracle Identity Manager

* Deleting an existing user

« Enabling and disabling account status by updating the status attribute
e Enabling or disabling user

e Creating, updating, or deleting role

»  Creating or deleting role membership

e Creating or deleting role hierarchy

¢ See Also:

Reconciliation Engine in Developing and Customizing Applications for Oracle
Identity Governance for information about role membership and role hierarchy

6. Follow up actions triggered by the reconciliation event: After the action is taken, follow
up tasks can be started based on the reconciliation event. An example of follow up tasks or
post-processing task is creating a request to provision a resource, such as a laptop
computer, after a user creation event.

11.3 Mode of Reconciliation

ORACLE

Mode of reconciliation can be changelog or regular.

Most connectors, such as Active Directory, use the pull model. For the pull model, a pull
reconciliation task is scheduled in the IAM Scheduler. The task runs at recurring intervals.

# See Also:

Managing the Scheduler for information about the IAM Scheduler.

Typically, the pull-based reconciliation connectors submit the reconciliation events within a
scheduled task. Every time the scheduled task runs, a new reconciliation run is triggered and
the reconciliation events are created in batches. When the batch size is met, the batch is
submitted for processing. At the end of the scheduled task, an end of job listener is triggered,
which submits all the batches whose size is not met.

Other reconciliation connectors, such as the PeopleSoft connector, use a push model. The
connector comprises of an HTTP listener that detects any asynchronous messages issued by
PeopleSoft. On receiving a message, the listener submits reconciliation events by calling the
reconciliation API. The events are processed by the reconciliation engine in batches when the
batch size is met. For batches where batch size is not met, a scheduled task runs periodically
and submits the batches for reconciliation processing.
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Pull or push model is used based on the nature of the target system and how the changes can
be detected in the target system. But irrespective of the push or pull model being used,
reconciliation is performed by using a scheduled task that runs in the IAM Scheduler.

# Note:

You can also create the reconciliation events directly by using the reconciliation APIs.

Changelog reconciliation is the default reconciliation mode. In this mode, only changed
attributes are reconciled. Unspecified fields are ignored. You typically use the Changelog
reconciliation mode when a connector is aware of the list of changed attributes. Along with the
changed attributes, Oracle Identity Manager needs a list of required fields for matching. The
Changelog reconciliation mode was supported in previous Oracle Identity Manager releases,
so all connectors work in this mode.

Regular reconciliation is a reconciliation mode where the reconciliation engine completely
replaces the existing snapshot of the entity. You typically use this reconciliation mode when the
connector cannot determine which attributes have changed, and therefore, sends an entire
snapshot of the entity. For new connectors, you can specify this mode when performing a full
reconciliation. Using regular reconciliation mode results in better performance because the
events are processed faster.

# Note:

The mode of reconciliation depends on the connector implementation. For
information about connector implementation, see Connector for Reconciliation in
Developing and Customizing Applications for Oracle Identity Governance.

Table 11-2 lists the differences between regular and change log reconciliation modes:

Table 11-2 Regular and Changelog Reconciliation Modes
|

Regular Changelog

Must pass a full set of mapped attributes Must pass a subset of mapped attributes that are
required by the specific profile and used by matching a
rule

Performs better in batch processing mode (no
difference in performance while in single
event processing mode)

Creates and updates all fields Creates and updates only specified fields, and all other
fields remain unchanged

¢ See Also:

Changing the Profile Mode in Developing and Customizing Applications for Oracle
Identity Governance for information about changing the reconciliation mode
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11.4 Approach Used for Reconciliation

Full reconciliation and incremental reconciliation are two approaches used for reconciliation.

When you run reconciliation for the first time on a target system, all users and accounts on the
target system are reconciled into Oracle Identity Manager by default. This is called full
reconciliation. To perform full reconciliation, the connector sends the reconciliation events for
each entity in the target system. The reconciliation engine processes the events as create or
update events depending on whether or not the entity already exists in Oracle Identity
Manager. The connector also identifies all the deleted entries and sends the deletion events to
Oracle Identity Manager.

At the end of full reconciliation, the connector typically sets the last execution time parameter
to the time when the reconciliation run ends. For the next reconciliation run, only the entity
records that have been added, modified, or deleted after the first reconciliation run ended are
fetched for reconciliation. This is called incremental reconciliation.

You can manually switch from incremental reconciliation to full reconciliation by setting the
value of the timestamp IT resource parameter to O.

11.5 Managing Reconciliation Events

Managing reconciliation events include searching events, determining event actions, re-
evaluating events, closing events, and linking reconciliation events. You can manage
reconciliation events by using the Event Management section of ldentity System
Administration.

This section contains the following topics:

e About Reconciliation Events
e Searching Events

* Displaying Event Details

¢ Determining Event Actions
* Re-evaluating Events

e Closing Events

e Linking Reconciliation Events

11.5.1 About Reconciliation Events

ORACLE

The reconciliation process involves generation of events to be applied to Oracle Identity
Manager. These events reflect atomic changes in the target system, and contain the data that
has changed, the type of change, along with other information.

The reconciliation events that are generated as a result of changes occurring in the target
system must be managed in such a way that they meet various business requirements. The
Event Management section in the Oracle Identity Manager Advanced Administration addresses
these event management requirements.

You can manage reconciliation events by using the Event Management section, which lets you
query the events stored in various ways and display all event data. The events are always
displayed in the same form, which is on the Event Details page. You can run custom queries
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for the events through the Advanced Search feature. It also allows you to perform any
necessary action to resolve event issues.

Events are generated by reconciliation runs. These reconciliation runs are scheduled to run by
using the Oracle Identity Manager Scheduler.

¢ See Also:

Managing the Scheduler for detailed information about the scheduler.

11.5.2 Searching Events

Identity System Administration lets you perform quick and simple event search based on
simple criterion, such as event ID or profile name. In addition, you can specify complex criteria
for searching events in the Ul.

You can display a summary of reconciliation events by performing the following types of
search:

e Performing a Simple Search for Events

e Performing an Advanced Search for Events

11.5.2.1 Performing a Simple Search for Events

ORACLE

To perform a simple search for events:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under Provisioning Configuration, click Reconciliation. The Advanced
Administration is displayed with the Reconciliation section in the Event Management tab
active.

3. Inthe left pane, enter a search criterion in the Search field. You can include wildcard
characters (*) in your search criterion.

The simple search takes one argument. The text arguments are searched in the following
event fields:

« EventID
¢ Profile Name

* Key Fields

# Note:

In simple search, you cannot perform the search by event dates.

4. Click the icon next to the Search field. The events that match your search criterion is
displayed in the search results table.

The search fetches all rows for which the aforementioned attributes contains the string
specified in the Search field. The search result displays the Event ID, Profile Name, and
Key Fields columns. The Event ID column displays the event ID. The IDs are sorted as
integers, not strings. The Profile Name column displays the name of the reconciliation
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profile. Key field is an attribute that uniquely identifies a row of data. In reconciliation, some
attributes are flagged as Key in the profile. These fields are displayed in the Key Fields
column.

# Note:

Simple Search is paginated, meaning it only displays search results 64 rows at a
time. This is to improve performance. Scrolling down past the 64th row in the Ul
triggers another page fetched from the database and so on for every 64 rows
beyond that.

11.5.2.2 Performing an Advanced Search for Events

ORACLE

The advanced search takes multiple arguments and lets you fine-tune the list of events. To
perform an advanced search for events:

1.

In the left pane of the Reconciliation section, click Advanced Search. The Search: Events
page is displayed.

Select any one of the following options:

e All: On selecting this option, the search is performed with the AND condition. This
means that the search operation is successful only when all the search criteria
specified are matched.

* Any: On selecting this option, the search is performed with the OR condition. This
means that the search operation is successful when any search criterion specified is
matched.

In the Event ID field, enter the event ID that you want to search. You can use wildcard
characters (*) in your search criteria. Select a search condition in the list adjacent to the
Event ID field.

Specify search arguments in the other fields displayed in the Search: Events page.
Table 11-3 lists the fields in the Search: events page.

Table 11-3 Advanced Search Fields
|

Field Description

Event Id The event ID. The IDs are sorted as integers, not strings.

Resource Name The name of the resource object representing the target system the
event originates from.

Current Status A string representing the current state of the event.

Type The type of operation performed by the event: regular (add or

modify), delete, or changelog.

Profile Name The name of the reconciliation profile this event pertains to.

See Also: Reconciliation Profile in Developing and Customizing
Applications for Oracle Identity Governance for information about
reconciliation profile

Entity The type of Oracle Identity Manager entity this event pertains to.
Can be either user, account, role, role grant, or role hierarchy.

Start Date Oldest event creation date to search for.

End Date Most recent event creation date to search for.
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Table 11-3 (Cont.) Advanced Search Fields
|

Field Description
Linked User Login A string representing the login ID of the user linked to the event.
Key Fields The fields flagged as key fields in the reconciliation profile that

uniquely identifies rows of data.

5. Click Search. The search results are displayed, which consists of the Event ID, Resource
Name, Entity, Current Status, Type, Profile Name, Job ID, Key Fields, and Date columns.

From the search results, you can perform event bulk actions, such as close and re-evaluate,
and also display the details of any specific event.

If you want to search for events with LDAP profile, use the following LDAP profiles in your
search:

Object Profile

User LDAPUser

Role LDAPRole

Role Membership LDAPRoleMembership
Role Hierarchy LDAPRoleHierarchy

11.5.3 Displaying Event Details

ORACLE

The Event Details page displays the details of a reconciliation event, such as event ID,
reconciliation data, matched accounts, and event history.

To display the details pertaining to an event:

* Inthe left pane of the Oracle Identity Manager Advanced Administration, from the list of
events, select an event whose details you want to display.

From the advanced search result table, click an event in the Event ID column.

* From the Actions list, select Lookup. The Event Details page is displayed. The fields in the
Event Details page change dynamically based on the event type and event status.
Alternatively, you can select an event from the Event Summary on the right pane, and click
the magnifying glass icon for lookup to open the Event Details page.

The data in the Event Details page is displayed in the following sections:

* Event: This section displays the information about the event, such as event ID, whether
the event type is User or Account, the time when the event was created, the reconciliation
run ID, resource name, the profile name, and the key field values. Reconciliation can use
several key fields, and the key field values are shown separated by commas.

* Linked To: This section shows that the event is linked to a user or account. It displays the
user or account ID to which the event is linked, the account description (if any), and the
type of linking, such as rule-based linking or manual linking. Rule-based linking means that
the reconciliation engine has performed the linking. Manual linking means that the
administrator performs the linking manually.

* Notes: The reconciliation engine adds notes where appropriate. For example, when there
is a 'Data Validation Fail', the engine adds a note explaining the reason. This is a read-only
field and is blank if no notes are attached to the event.

* Reconciliation Data: This table displays the reconciliation event data. This shows the
attribute name, attribute value, and Oracle Identity Manager mapped field. It also shows
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the child data of the event, if any. The reconciliation data displays the last name, first
name, hiring date, user ID, and the IT resource name.

If there are attributes with multi-language support, then these attribute values are also
displayed in a separate table similar to child data.

* Matched Accounts: This table displays the accounts that are matched. The columns in
the Matched Accounts table are listed in Table 11-4:

Table 11-4 Columns in the Matched Accounts Table
|

Column Description

Account ID The account ID of the matched account

Orc Key An internal key that is stored in the ORC table. This key indicated if
the event is matched to a user or an account.

Descriptor Field A description that is associated to the account

Login ID The user login ID corresponding to the user ID displayed for user
events.

Account Owner Name A string comprising of the first name and last name and the login ID
of the user who owns the account. The event pertains to this
account.

Account Owner Type The type of account owner, such as user.

* Matched Users: This table shows the user matches found by the reconciliation engine.
For a multiple match, the linked user is not shown in this table.

* History: This table shows the operations that took place for this event from event creation
and data validation to account matching and whether the update was successful. The
columns in the History table are listed in Table 11-5:

Table 11-5 Columns in the History Table
|

Column Description

Status Event status at the given date and time.

Action Action performed on the event at the given date and time.

Action Performed by User The ID and login ID of the user who performed the cited action. The
engine uses the Default IAM Admin id: xelsysadm, ID = 1.

Date and Time Date and time of the cited action.

Notes Any notes attached to the event at the specified date and time.

¢ Note:

Oracle Identity Manager does not support translation of the reconciliation field
names.

11.5.4 Determining Event Actions

The list of actions allowed for an event depends on the status, type, and operation of the event.

Table 11-6 lists the possible actions for each type and status of events.
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Table 11-6 Actions for Event Status and Types

___________________________________________________________________________________|
Event Status Event Type Possible Actions

No matches found User Close event
Re-apply reconciliation rules
Create entity
Ad-hoc linking

No matches found Account Close event
Re-evaluate event
Ad-hoc linking

Users matched User Close event
Re-apply reconciliation rules
Linking

Users matched Account Close event
Re-apply reconciliation rules
Linking

Accounts matched Account Close event
Re-apply reconciliation rules
Linking

Event Received Any Close event

The possible actions are described in the subsequent sections.

11.5.5 Re-evaluating Events

Re-evaluating an event means reapplying the reconciliation rules on the event. Reconciliation
rule refers to the matching rule used to identify the owner of an event.

For instance, if you change the reconciliation rules by using the Design Console, then you can
re-evaluate the rules in the Event Management section of the Oracle Identity Manager
Advanced Administration.

To re-evaluate an event:

1. From the list of events, select an event. You can select multiple event rows by pressing the
Ctrl key if you want to re-evaluate multiple events at a time.

2. From the Actions list, select Reevaluate Event. The Reevaluate Event dialog box is
displayed with the event IDs that you have selected.

3. Click Reevaluate. A confirmation message is displayed stating that the reconciliation rules
are successfully reapplied for the event. If the selected action fails for any event, a generic
message is displayed that shows the event IDs for which bulk processing has failed. The
events can then be processed one at a time.
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# Note:

*  The preprocess validation lists the events that are valid and those that are
invalid for re-evaluation. If you click Reevaluate, then only the valid events
are re-evaluated.

« All event actions are tracked in the Event History table.

11.5.6 Closing Events

Closing a reconciliation events closes or discards the selected events, and the events are
removed from any further processing queues.

To close an event:

1.
2.

From the list of events, select an event.

From the Actions list, select Close Event. You can select multiple event rows by pressing
the Ctrl key if you want to close multiple events at a time. The Close Event dialog box is

displayed.

# Note:

If closing an event is not a valid option, then en error message is displayed in the
Close Event dialog box.

In the Justification box, enter a reason to close the event.

Click Close. A confirmation message is displayed stating that the event is closed. If the
selected action fails for any event, a generic message is displayed that shows the event
IDs for which bulk processing has failed. The events can then be processed one at a time.

# Note:

» All event actions are tracked in the Event History table.

* The close event operation needs a justification to be entered. Therefore, when
multiple events are closed at a time by performing bulk action, all the closed
events will have the same justification.

11.5.7 Linking Reconciliation Events

Linking reconciliation events includes ad hoc linking, manual linking, and linking orphan
accounts.

ORACLE

Oracle Identity Manager allows you to perform the following operations for linking reconciliation
events:

Ad Hoc Linking
Manual Linking
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e Linking Orphan Accounts

11.5.7.1 Ad Hoc Linking

Ad hoc linking allows you to link an event to any user or role in Oracle Identity Manager. Even
if the reconciliation engine finds user matches for the events, you can use ad hoc linking to
ignore those matches and select a different user. This allows you to handle exceptions
resulting from error matches because the reconciliation matching rules may not work correctly
all the time. This action lets you link an event to any entity other than the already matched
entities. In other words, instead of selecting a row from the Matched Users table, you can
select another user to link with the event.

To create an ad hoc link for an event:

1. Inthe Event Details page, from the Actions list, select Ad Hoc Link. The Ad Hoc Link
dialog box is displayed.

2. Click the lookup icon, and perform a user search.

3. Select a user from the search result, and click Link. A confirmation message is displayed
that states that the ad hoc linking with the event is successful.

11.5.7.2 Manual Linking

When a reconciliation event has multiple matches, each match is displayed on the Matched
Accounts (for account entity) or Matched Users (for user entity) tab of the Event Details page.
You can manually select any match out of all the matches found by the reconciliation engine.
To perform manual linking:

# Note:

In manual linking, you select a match from a list of matches found by the
reconciliation engine instead of selecting from a list of all Oracle Identity Manager
users.

1. Inthe Event Details page, select a row from the table that lists all the matches found by the
reconciliation engine.

2. Click Link. A message is displayed asking for confirmation.

3. Click OK to confirm.

11.5.7.3 Linking Orphan Accounts

The Event Management section allows you to resolve orphan accounts by selecting the correct
user for the match in the following scenarios:

e About Linking Orphan Accounts
e For an Event With Multiple Matches
e For an Event With No Matches

11.5.7.3.1 About Linking Orphan Accounts

Orphan accounts refer to accounts in the target system for which there is no corresponding
user that exists in Oracle Identity Manager.
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You can resolve events for orphan accounts for which the events either have no user match in
Oracle Identity Manager, or several users are found for the match. You can therefore perform
any one of the following:

* Re-create the user in Oracle Identity Manager
e Trigger a provisioning process to delete the user or account from the target system

e Perform ad hoc or manual linking

11.5.7.3.2 For an Event With Multiple Matches

When several users are matched to the event data by the reconciliation engine, you must
select the right user by using ad hoc or manual linking.

For information about ad hoc linking, see Ad Hoc Linking.

For information about manual linking, see Manual Linking.

11.5.7.3.3 For an Event With No Matches

When no matches are found for an event, you can either trigger an entity creation, or select an
Oracle Identity Manager entity to link to the event. For information about how to select and
Oracle Identity Manager entity to link to an event, see Ad Hoc Linking.
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Access to entities through request generation and approval is centralized in the Access
Request Catalog.

This part describes the administration of request catalog and request service. It contains the
following chapter:

* Managing the Access Request Catalog
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The Access Request Catalog provides a simple, intuitive, web-based user interface that allows
business users to request access to roles, application instance, and additional access (also
known as entitlements) within applications.

This chapter contains the following topics:

e Access Request Catalog

e Configuring the Access Request Catalog

e Administering the Access Request Catalog
e Managing the Lifecycle of the Catalog

e Troubleshooting Access Request Catalog

12.1 Access Request Catalog

The Access Request Catalog allows a business to categorize and publish roles, application
instance, and entitlements to the Catalog and provide additional business context using
extensible metadata. Users use familiar request access for themselves using an intuitive
‘catalog search’ and ‘shopping cart’ user experience.

This section provides an introduction to the Access Request Catalog. It contains the following
sections:

e Access Request Challenges

e Access Request Catalog Concepts

* Access Request Catalog Use Cases

* Features and Benefits of Access Request Catalog

e Access Request Catalog Architecture

12.1.1 Access Request Challenges

ORACLE

Enterprises have tried to simplify and streamline the process of managing the identity lifecycle
and access privileges of end users as part of improving operational efficiency and reducing IT
costs.

To meet these goals, businesses have tried to implement various solutions to allow end users
to manage their own identity and access. However, they have faced several challenges in
doing so:

* End-users had to be trained to understand IT concepts and terminology and use IT
processes to request access.

* The training cycle had to be repeated as new employees joined, lowering productivity, and
increasing IT costs.

* End-users had to get IT assistance when their requests were not fulfilled in a timely
manner and did not have visibility into the status of their request.
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Typically, additional access within an application had to be granted by IT or by Application
administrators.

This limited business users' view of available access and limited their productivity, while
forcing them to rely on IT.

The Access Request Catalog addresses these challenges by providing an easy to use web
interface where users can search and browse various types of access and select the ones they
need to perform their job duties. It provides the following benefits:

The end user does not need to know technical jargon or follow IT processes to request
access. The Catalog uses well-known and familiar search and shopping cart patterns to
guide the user through the access request process.

The end-user does not need to know specific application instance, role or entitlement
names. The Catalog provides an extensible metadata model and provides tagging
capabilities. This allow business users to specify alternate terms to be used to search for
the specific access. End users can search the Catalog using combinations of keywords
and wildcards to search for the access they need.

12.1.2 Access Request Catalog Concepts

Some of the key concepts related to the access request catalog are catalog item, category,
application instance, enterprise role, entitlement, catalog item metadata, and catalog
synchronization.

The following introduces the key access request catalog concepts:

ORACLE

Catalog: Catalog (aka Request Catalog) offers a consistent and intuitive request
experience for customers to request Roles, Entitlements and Application Instances
following the commonly used Shopping Cart paradigm. The catalog is a structured
commodity with its own set of metadata.

Catalog Item: A Catalog Item is an item (Roles, Entitlements or Application Instances) that
can be requested by a user, either for themselves or on behalf of other users.

Category: A Catalog Item Category is a way to organize the request catalog. Each catalog
item is associated with one and only one category. A catalog item navigation category is an
attribute of the catalog item. Catalog Administrators can edit a Catalog Item and provide a
value for the category.

# Note:

You cannot leave Category field blank for a catalog item. Therefore, you must
ensure that a value is present for the category.

Application Instance: An Application Instance represents an account on particular target.
When users request an application instance, they are requesting an account in a particular
target. Application Instances can be connected, if fulfillment is automated via a Connector,
or disconnected, if fulfillment is manual. Application Instances can have entitlements
associated with them.

Enterprise Roles: Enterprise Roles are defined by customers. Enterprise Roles have
policies associated with them. Users can request enterprise roles via the Catalog. When a
role is granted, application instances or entitlements are provisioned to the user.

Entitlement: Entitlements are privileges in an application that govern what a user of the
application can do.
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e Catalog User-defined field: Catalog User-defined fields are additional attributes that are
added by customers to the Catalog entity

+ Catalog Item Metadata: Catalog Item Metadata refers to the values for the Catalog Item
attributes. Metadata can be managed on a per-item basis by the Catalog Administrator or
can be populated in bulk.

e Tags: Tags are search keywords. When users search the Access Request Catalog, the
search is performed against the tags. Tags are of two types:

— Auto-generated: The Catalog synchronization process auto-tags the Catalog Item
using the Item Type, Item Name and Item Display Name

— User-defined: User-defined Tags are additional keywords entered by the Catalog
Administrator

e Catalog Administrator: The Catalog Administrator is a global security role. The Catalog
can be managed by members of this role only.

« Shopping Cart: The Shopping Cart refers to the collection of Catalog Items that are being
requested. A user can have only one cart active at any given time and the cart can contain
roles, application instances, entitlements, or any combination of the three.

« Catalog synchronization: Catalog synchronization refers to the process of loading roles,
application instances, and entitlements into the Catalog.

12.1.3 Access Request Catalog Use Cases

ORACLE

Typical use cases of using the access request catalog are to make applications and
entitlements in the applications and roles visible in the catalog and allowing users to request
access to them via simple web-based interface.

Use cases in this section explain how the access request catalog make it easy for end users to
request roles, application instance, and entitlements required to perform their duties.

Requesting Access

Mary, a Manager in MyCorp, would like to request access to MyCorp Trading application for
herself and her directs. To do this, she searches the Catalog using the keyword trading. The
catalog returns all items that match Mary's keywords and that she is allowed to request. Mary
filters the search results by selecting Application from the list of categories. The Catalog
returns a reduced set of search results. Mary adds the MyCorp Trading application to the cart
and checks out. She adds herself and her directs to the request and submits the request.
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Jim, a Catalog Administrator, would like to onboard new application instance and their
entittements, add additional attributes and improve the searchability of the catalog items. He
runs the Catalog Synchronization Job scheduled job to harvest the new application instance
and their entittements. Next, he extends the Catalog metadata by adding additional attributes
and identifies certain attributes as searchable. Next, he loads the catalog with metadata and
tags for the new attributes. For certain Catalog items, he searches the Catalog and edits the

Catalog item in place.

# Note:

The Catalog Administrator must have the System Configuration Administrator admin
role for running the Catalog Synchronization Job.

Jim
at terminal

i

Jim logs on

Identity
Self Service

Jim searches the
Catalog

A J

Jim does in-place
editing of specific
Catalog items on
as-needed basis

Y

Jim tags specific
Catalog items to
improve their search
score

|

System
Administration

Jim runs the job to
synchronize the
Catalog

Jim runs the job to
load Catalog metadata
from CMDB

Jim adds additional
attributes to extend
the Catalog
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These use cases are typical examples of using the Access Request Catalog to make
applications and entitlements in the applications and roles visible in the Catalog and allowing
users to request access to them via simple web-based interface.

12.1.4 Features and Benefits of Access Request Catalog

The Access Request Catalog is a searchable, categorized collection of entities that are
requestable in Oracle Identity Manager. Any authenticated user can access and search the
Catalog using one or more keywords and search operators, add one or more Catalog items
into a shopping cart, and submit a request for themselves and others.

Key features of the access request catalog include:

* Extensible Catalog schema that allows administrators to add additional attributes
and specify how the attribute is rendered using a simple browser-based Ul

e Automated harvesting of roles, applications, and entitlements

e Automated loading of Catalog metadata using a CSV file

* Powerful search using keywords with support for complex search operators

» Flexible categorization model that allows the Catalog to be organized based on customer
choice

e Catalog search results secured based on viewer privileges of the requester

* Catalog item data available via a web service for use in workflows

12.1.5 Access Request Catalog Architecture

ORACLE

The access request catalog architectural components include catalog tables, catalog loaders,
catalog metadata, and catalog user interface in ldentity Self Service.

Figure 12-1 shows the components of the Access Request Catalog and its relationship with
other components of Oracle Identity Manager.
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Figure 12-1 High-Level Catalog Architecture
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12.2 Configuring the Access Request Catalog

Configuring the access request catalog involves adding attributes to the catalog search form,
configuring application selection limit in entitlement search, and configuring the catalog to use
a custom search form.

This section describes the following configurations for the access catalog:
e Adding More Attributes to the Default Search Form
e Configuring Application Selection Limit in Entitlement Search

e Configuring Catalog to Use a Custom Search Form

12.2.1 Adding More Attributes to the Default Search Form

ORACLE

Additional attributes can be added to the catalog search form.

The attributes marked as searchable are displayed automatically as text fields in the default
search form. These attributes must be added to the cart details form via customization. For
information about defining a custom attribute, see Configuring Custom Attributes .
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12.2.2 Configuring Application Selection Limit in Entitlement Search

You can configure the number of applications that can be selected in the default search form
during entitlement search.

The search limit is configurable by using the Catalog Advanced Search Maximum
Applications system property. For information about this system property, see Default System
Properties in Oracle Identity Governance.

12.2.3 Configuring Catalog to Use a Custom Search Form

For advanced customizations to the catalog search, the default catalog search form can be
replaced with a custom-built search form.

The catalog search form can be configured by using the Catalog Advanced Search Taskflow
system property. For information about developing a custom taskflow for catalog search, see
Customizing Catalog Search in Developing and Customizing Applications for Oracle Identity
Governance.

12.3 Administering the Access Request Catalog

Administering the access request catalog involves setting the prerequisites for catalog
administration, performing common administration tasks, configuring catalog auditing and
hierarchical attributes of entitlements, and implementing best practices related to the database
and text index optimization.

This section describes the basic administration of the Access Request Catalog. It consists of
the following topics

*  Prerequisites of Catalog Administration

e Common Tasks to be Performed by the Catalog Administrator
e Catalog Auditing

»  Configuring Hierarchical Attributes of Entitlements

» Database Best Practices for Access Request Catalog

12.3.1 Prerequisites of Catalog Administration

ORACLE

Prerequisites of catalog administration include setting up the catalog administrator, defining
catalog metadata, and adding attributes to the catalog.

The Access Request Catalog is used by end-users to request access to roles and entitlements
to help them perform their duties. As a result, it is very important that the Catalog be current,
have a rich metadata and be organized so that users can find the right access. To ensure this,
you need to have a plan to manage the Access Request Catalog. The ensuring sections give
the steps that you should follow to administer the Catalog. Before implementing those steps,
there are certain pre-requisites. These include:

e Setting Up the Catalog Administrator
e Defining the Catalog Metadata
e Adding Attributes to the Catalog
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12.3.1.1 Setting Up the Catalog Administrator

The Catalog Administrator is an admin role, similar to the System Administrator and System
Configurator role. A member of this role (and those of the System Administrators role) can
perform the following actions:

e Load the Catalog
* Manage Catalog Items
e Manage Request Profiles

This role is a global role and not scoped by organization.
To grant the Catalog Administrator:

1. Loginto Oracle Identity Self Service.

2. Click the Manage tab, and click Organizations.

3. Search and open the Top organization.

4. Click the Admin Roles tab.

5. Select the Catalog System Administrator admin role and click Assign in the toolbar.
6. Search and select the users that you want to assign, and click Add Selected.

7. Click Add to add the users.

The new members of the Catalog System Administrator role can login to the Self Service
Console and start managing the Catalog.

12.3.1.2 Defining the Catalog Metadata

A rich catalog metadata is important to for the following reasons:

e End-users are only interested in getting access to what they need to perform their job
duties. When they search and browse the Catalog, the information presented to them must
relate to the business. If the Catalog is sparse (minimal attributes), users will not know
which access to pick. If the Catalog is rich but technical, users will get confused and will
choose not to use the Catalog.

e Requesters and Approvers need as much contextual information as possible to help them
submit a request or approver one. When approvers review a request, the Catalog item
detail helps them understand what is being requested, why and the impact of approving
the request.

e Approval workflows use routing rules to correctly determine approvers. These rules need
access to additional context about the requested item to do approver resolution. If the
Catalog information is sparse, the routing rules will not have enough data available to
determine the correct approvers.

To meet these challenges, the Catalog must contain additional metadata that can help place
the access, that is the Catalog item, in the correct business context.

12.3.1.3 Adding Attributes to the Catalog

To add one or more attributes to the Catalog:

1. Log in to the Oracle Identity System Administration Console.
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Create and activate a sandbox. See Managing Sandboxes in Developing and Customizing
Applications for Oracle Identity Governance.

Under System Entities, click Catalog.
Click Custom New Attribute to add an attribute.
Select from one of the pre-defined attribute types and click OK.

Provide the necessary information and click Save and Close.

# Note:

If new custom attribute (UDF) is made Searachable, it is recommended to create
a normal index on the database column of the custom attribute for optimal search
performance. You can find the database columns of custom attributes in
CATALOG table of Oracle Identity Manager schema.

Add additional attributes as required.
You have completed the first step in extending the Catalog.

If you do not want to modify the Catalog search results or Catalog Item details Ul, then you
can have your changes reviewed and after approval of the changes, export and publish the
sandbox. It is recommended that you export the sandbox to store all the changes made in
your sandbox.

If you want to modify the Catalog search results and Catalog Item details Ul, then proceed
further.

Logout and login to the Identity Console as a member of the System Administrator role.
Create a new sandbox and activate it.

Add the attribute to the catalog details page by referring to Adding a Custom Attribute.
Export and publish the sandbox.

12.3.2 Common Tasks to be Performed by the Catalog Administrator

Some common tasks to be performed by the Catalog Administrator are on-boarding and
automating the on-boarding of applications and roles, bootstrapping and enriching the catalog,
and managing catalog items.

This section describes the common tasks to be performed by the Catalog Administrator. It
consists of the following tasks:

Onboard Applications and Roles
Bootstrapping the Catalog
Ongoing Synchronization

Enrich the Catalog

Managing Catalog Items

12.3.2.1 Onboard Applications and Roles

The Access Request Catalog must be populated with enterprise roles, application instances
and entitlements so that users can search and request for access. You must develop a process
by which enterprise roles, application instances and entitlements can be on-boarded to the

ORACLE
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Catalog with minimal administrator intervention. This section covers the various steps involved
in on-boarding roles, application instances and entitlements into the Catalog.

e Prepare an Onboarding checklist

e Onboarding Roles

e About Onboard Application Instances
e Onboarding Application Instances

¢ About Onboard Entitlements

e Onboarding Entitlements

12.3.2.1.1 Prepare an Onboarding checklist

Use the following oboarding checklist items to develop a high-level process for onboarding
roles, application instances and entitlements into the Access Request Catalog. Later, you can
follow individual checklists for roles, application instances, and entitlements.

* ldentify Catalog Administrators

* ldentify and extended Catalog attributes

*  Customize Catalog search results Ul

e Customize Catalog Item Details Ul

* ldentify navigational categories

* ldentify Owners, Certifiers, Approvers for roles and applications

* ldentify sources of truth for Catalog Iltem metadata/glossary

» Develop procedures to generate and load Catalog item metadata/glossary

* Develop glossary of tags and a process to maintain tags

12.3.2.1.2 Onboarding Roles

There are no onboarding steps for enterprise roles. Roles, belonging to a role category other
than Oracle Identity Manager Roles are published directly to the Catalog when they are
created.

When user edits the role and changes its category from Oracle Identity Manager Role to any
other category, then the Catalog Synchronization Job scheduled job must be run to have the
role searchable in the catalog.

12.3.2.1.3 About Onboard Application Instances

ORACLE

Application Instances require additional configuration before they can be requested by end
users. Use the following checklist items to make sure that you have performed the
configuration required to onboard application instances:

e Ensure that the Connector is installed (for new targets).

e If you are upgrading Oracle Identity Manager from Release 11g, then see Upgrading
Oracle Identity Manager Single Node Environments in Upgrading Oracle Identity and
Access Management for information about mandatory post-upgrade steps.

e Verify that the process forms have an IT resource field.

e Verify that you have defined the form field properties correctly.
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Verify that you have created the application instances with suitable display names and
descriptions.

Verify that you have created the forms required for account requests.
Verify that you have published the application instances to the relevant organizations.

For disconnected applications, verify that you have created the application instances. See
Managing Disconnected Resources for detailed description of the steps.

After verifying the steps in the check list, follow the instructions below to onboard application
instances.

¢ See Also:

Managing Application Instances for more information on managing Application
Instances

12.3.2.1.4 Onboarding Application Instances

To onboard Application Instances:

g W NP

Login to the ldentity System Administration as a member of the System Administrator role.
In the left pane, under System Configuration, click Scheduler.

Search for the Catalog Synchronization Job scheduled job.

Check the Process Application Instances parameter.

Set the parameter Mode to Incremental.

12.3.2.1.5 About Onboard Entitlements

Use the following checklist items to make sure that you have performed the configuration
required to onboard entitlements.

ORACLE

# Note:

Job entitlement list loader should be executed before executing the Catalog
Synchronization Job scheduled job.

Ensure that the Connector is installed (for new targets).

If you are upgrading Oracle Identity Manager from Release 11g, then see Upgrading
Oracle Identity Manager from 11g of the Upgrading Oracle Identity and Access
Management for information about mandatory post-upgrade steps.

Verify that the process forms have an IT resource field.

Verify that you have defined the form field properties correctly.

Verify that you have correctly associated the parent and child forms.

Verify that you have run the common lookup reconciliation job for ICF-based targets.

Verify that you have run the connector-specific lookup reconciliation jobs for non-ICF
connectors.
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«  Verify that you have created application instances correctly, corresponding to the resource
object and IT resource instance specified in the Lookup Reconciliation job.

«  Verify that you have published entitlements to relevant organizations.

«  Verify that you have run the entitlement list loader job, so that data can be populated in
ent_list table.

After verifying the steps in the check list, follow the instructions in Onboarding Entitlements to
onboard entitlements.

12.3.2.1.6 Onboarding Entitlements

To onboard Entitlements:

Login to Identity System Administration as a member of the System Administrator role.

In the left pane, under System Configuration, click Scheduler.

1.
2.
3. Search for the Catalog Synchronization Job scheduled job.
4. Check the Process Entitlements parameter.

5.

Set the parameter Mode t0 Incremental.

# Note:

« Ifits afirst time harvesting, then you should set the parameter to Full.

« If the parameter mode is Incremental, then only those entities will be picked
by scheduled task for processing, whose create date is greater than update
date for creation, and update date is greater than update date value.

12.3.2.2 Bootstrapping the Catalog

This section describes about bootstrapping the catalog in the following topics:

*  About Bootstrapping the Catalog
*  Bootstrapping the Catalog with Roles
* Bootstrapping the Catalog with Application Instances

* Bootstrapping the Catalog with Entitlements

12.3.2.2.1 About Bootstrapping the Catalog

ORACLE

Bootstrapping refers to the process of populating the Catalog for the first time. After
Bootstrapping large number of any entity, you can gather statistics on base tables. This section
refers to bootstrapping the Catalog after you have installed Oracle Identity Manager 12¢
(12.2.1.3.0).

If you are upgrading from Oracle Identity Manager 11g, then see Upgrading Oracle Identity
Manager Single Node Environments in Upgrade Guide for Oracle Identity and Access
Management.

The pre-requisites for bootstrapping Catalog are as follows:

*  You have extended the Catalog using the Catalog system entities by following the steps
given in Defining the Catalog Metadata .
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* You have carried out the necessary Ul customization steps required when a user-defined
field is added to the Catalog.

There are two ways to bootstrap the Catalog with Roles.

e Bootstrapping the Catalog with Roles when you are not using Oracle Identity Analytics
customer.

Roles are published immediately to the Catalog when they are created and assigned a role
category other than the Oracle Identity Manager Roles category. If you have made
changes to the role categories or need to synchronize the enterprise roles with the
Catalog, perform the steps given in Bootstrapping the Catalog with Roles.

« Bootstrapping the Catalog with Roles when you are using Oracle Identity Analytics for
managing the lifecycle of enterprise roles.

Bootstrapping the Catalog with Application Instances requires additional steps to be carried
out. Use the checklist given in About Onboard Application Instances to ensure that you have
completed the pre-requisites.

Bootstrapping the Catalog with Entitlements requires additional steps to be carried out. Use the
checklist given in About Onboard Entitlements to ensure that you have completed the pre-
requisites.

12.3.2.2.2 Bootstrapping the Catalog with Roles

To bootstrap the catalog with roles:

Login to Identity System Administration as a member of the System Administrator role.

In the left pane, under System Configuration, click Scheduler.

1.
2.
3. Search for the Catalog Synchronization Job scheduled job.
4. Check the Process Roles parameter.

5.

Set the parameter Mode to Full.

# Note:

If you are running the job for the first time and the Mode is set to Full, then you
must not provide any value in the Update Date parameter.

6. Click Run Now to run the job immediately or provide a date and time to run the job later.

12.3.2.2.3 Bootstrapping the Catalog with Application Instances

ORACLE

Once you have completed the pre-requisites, follow the steps given below to onboard
application instances:

Login to Identity System Administration as a member of the System Administrator role.

In the left pane, under System Configuration, click Scheduler.

1.

2.

3. Search for the Catalog Synchronization Job scheduled job.
4. Check the Process Application Instances parameter.

5.

Set the parameter Mode to Full.
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# Note:

If you are running the job for the first time and the Mode is set to Full, then you
must not provide any value in the Update Date parameter.

Click Run Now to run the job immediately or provide a date and time to run the job later.

12.3.2.2.4 Bootstrapping the Catalog with Entitlements

Once you have completed the pre-requisites, follow the steps given below to onboard

entitlements.

1. Login to Identity System Administration as a member of the System Administrator role.
2. Inthe left pane, under System Configuration, click Scheduler.

3. Search for the Catalog Synchronization Job scheduled job.

4. Check the Process Entitlements parameter.

5. Set the parameter Mode to Full.

6.

# Note:

If you are running the job for the first time and the Mode is set to Full, then you
must not provide any value in the Update Date parameter.

Click Run Now to run the job immediately or provide a date and time to run the job later.

12.3.2.3 Ongoing Synchronization

To automate the process of onboarding roles, application instances, and entitlements, you can
configure the Catalog Synchronization Job scheduled job in the following manner.

1. Login to Identity System Administration as a member of the System Administrator role.
2. Inthe left pane, under System Configuration, click Scheduler.
3. Search for the Catalog Synchronization Job scheduled job.
4. Check the Process Roles, Process Application Instances, and Process Entitlements
parameters.
5. Set the parameter Mode to Incremental.
6. Provide a date and time to run the job later.
7. Set the Job frequency to run every five minutes.
12.3.2.4 Enrich the Catalog

This section describes how to enrich the Catalog in the following sections:

ORACLE

About Enriching the Catalog
Editing a Catalog Item Online

Enriching the Catalog in Bulk from External Sources
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* Loading data from an external source

12.3.2.4.1 About Enriching the Catalog

Enriching the Catalog refers to the process of populating the Access Request Catalog with
data so that the information is available for end-users to see. The additional data helps end-
users understand the business context associated with the Catalog Item. The additional data is
also available as part of the approval workflow, allowing the workflow to make intelligent
routing decisions based on the data about the Catalog Item.

The pre-requisites are:

* You have extended the Catalog using the Catalog system entities by following the steps
given in Defining the Catalog Metadata .

* You have added Ul customizations required when a user-defined field is added to the
Catalog. See Configuring Custom Attributes for information about adding user-defined
fields and customizing the Ul to display the user-defined field in the UI.

* You have created a Catalog Administrator role and assigned users as given in Setting Up
the Catalog Administrator .

12.3.2.4.2 Editing a Catalog Item Online

To edit a Catalog Item online by using the Oracle Identity Self Service:

# Note:

Name, Display Name, and Description cannot be edited on the catalog screen. These
are base level attributes and you cannot edit from Catalog UlI.

When editing a Catalog Item, for list of values (LOV) type of fields, it is recommended
to select and specify values by picking from the associated lists, instead of typing the
values into the fields directly.

Log in to Identity Manager Self Service as a member of the Catalog Administrator role.
Click Catalog to access the request catalog.

Enter one or more keywords and click Search.

Use the Refine Search to find the Catalog Item(s) to be edited.

Select the Catalog Item to be edited.

@ g  w N P

In the Detailed Information section, edit the Catalog Item and click Apply. Verify the
confirmation message.

12.3.2.4.3 Enriching the Catalog in Bulk from External Sources

ORACLE

While Catalog Administrators can make use of the robust Catalog Item editing capabilities in
the Oracle Identity Self Service, there are scenarios where the data needs to be loaded in bulk
from external sources. Examples of bulk updates:

e MyCorp wants to provide users with asset information from their IT CMDB system or from
their Corporate Asset Management system. The information cannot be entered manually
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since the CMDB or AMS system gets updated on a regular basis. In such a scenario,
MyCorp needs a way to update the Catalog in bulk.

MyCorp was using a home grown access request application prior to implementing Oracle
Identity Manager 11g R2. This application contains the glossary and other relevant
information about the roles, application instances and entitlements. As part of migrating to
Oracle Identity Manager, MyCorp Catalog Administrators would like to move the Catalog
Item information from the legacy system.

12.3.2.4.4 Loading data from an external source

ORACLE

Follow the steps given below to load data from an external source into the Catalog:

1.
2.
3.

9.

Export the data to be loaded into a comma-separated values format file.
Ensure that the first line of the file contains the Catalog attribute names.

Move the file to a file system that is accessible from the server on which is Oracle Identity
Manager is deployed.

Login to Identity System Administration as a member of the System Administrator or
System Configurator role.

In the left pane, under System Configuration, click Scheduler.
Search for the Catalog Synchronization Job scheduled job.
Provide the full path to the file in the parameter File Path.

Set the value of the parameter Mode to Metadata. Table 12-1 provides sample parameter
details.

Table 12-1 Catalog Metadata Loader Sample
|

Parameter Value
ENTITY_TYPE Role
ENTITY_KEY 12
ENTITY_NAME test
IS_REQUESTABLE 1
USER_DEFINED_TAGS UDTags
CATEGORY mycategory
AUDIT_OBJECTIVE AO111
APPROVER_USER 1
APPROVER_ROLE 1
FULFILLMENT_USER 1
FULFILLMENT_ROLE 1
CERTIFIER_USER 1
CERTIFIER_ROLE 1
ITEM_RISK 5
CERTIFIABLE 1
STUDF 1

Click Run Now to run the job immediately, or select a date and click Apply to run the job
later.
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12.3.2.5 Managing Catalog Items

This section describes about managing catalog items in the following topics:
e Deleting a Catalog Items of Type Roles
« Deleting Catalog Iltems of Type Application Instances

e Deleting Catalog Items of type Entitlements

12.3.2.5.1 Deleting a Catalog Items of Type Roles

To delete role Catalog Items:

1. Login to Identity Self Service.
2. Search for the role to be deleted and delete the role.

3. The associated Catalog Item will be marked as soft-deleted and will not appear in the
Catalog.

4. For deleting large number of roles, use the APIs to delete the role. It is not recommended
to use database techniques to delete roles.

12.3.2.5.2 Deleting Catalog Items of Type Application Instances

Application Instances, in almost all use cases, represent a target system (sometimes known as
an endpoint) and an account in a target system. When you delete an Application Instance, you
are essentially decommissioning the target system from Oracle Identity Manager. Depending
upon the scale of your deployment and the number of accounts provisioned to the target
system, deleting an Application Instance can have a significant impact to the end users and
their access.

To delete application instance Catalog Items:

Login to Oracle Identity System Administration.
Click Application Instances.

Search for application instances.

1.
2.
3
4. Select one or more application instances. Delete and confirm.
5. Click Scheduler.

6. Search for the Catalog Synchronization Job scheduled job.

7. Set the Mode to Incremental.

8. Click Run Now to run the job immediately or set it up to run at a particular time.

See Understanding the Deletion of Application Instances for more information about deleting
application instances.

12.3.2.5.3 Deleting Catalog Items of type Entitlements

ORACLE

To delete entitlement Catalog Items:
1. To delete Entitlements, login to Oracle Identity System Administration.
2. Click Lookups.

3. Inthe Code column, enter the name of the Lookup Definition that contains the entitiement.
Refer to the Connector documentation to find out the name of the Lookup Definition.

12-18



4
5
6.
7
8
9

Chapter 12
Administering the Access Request Catalog

Delete one or more entitlement values.

Click Scheduler.

Search for the Entitlement List Load job.

Click Run now.

Search for the Catalog Synchronization Job scheduled job.

Set the Mode to Incremental.

10. Click Run Now to run the job immediately or set it up to run at a particular time.

12.3.3 Catalog Auditing

You configure catalog auditing to track who changes what and when in the access request
catalog through the UI.

This section describes about catalog auditing in the following topics:

About Catalog Auditing
Configuring Catalog Auditing

12.3.3.1 About Catalog Auditing

Catalog auditing maintains a footprint of changes in the access request catalog. By enabling
catalog auditing, you can track who changes what and when in the access request catalog
through the Ul.

Catalog auditing stores the footprints of the following changes in the access request catalog:

A change in the value of a catalog UDF.

Any value of a catalog item attribute is changed from the catalog Ul or any other custom
ul.

Following is the list of consolidated catalog attributes that are part of auditing during
updation of catalog item:

Category, Audit Objective, Approver User, Approver Role, Fulfilment User, Fulfillment role,
Certifier User, Certifier Role, Item Risk, Certifiable

# Note:

Auditing takes place only for those entities that can be modified through the Catalog
Ul. Audit does not happen for entities that are modified in the catalog through
synchronization. In addition, auditing is not supported for User Defined Tags.

12.3.3.2 Configuring Catalog Auditing

To configure catalog auditing:

1.
2.

ORACLE

Login to Oracle Identity System Administration.

Under System Configuration, click Configuration Properties.
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3. Search for the Catalog Audit Data Collection system property with keyword
XL.CatalogAuditDataCollection. The default value of this property is none, which specifies
that catalog auditing is disabled.

4. Set the value of the XL.CatalogAuditDataCollection system property to catalog. This
enables catalog auditing.

5. Click Save.

After enabling catalog auditing, the changes in the access request catalog are audited. For
changes in the access request catalog, such as changing the risk level of a role, the footprints
of the changes are stored in the CPA_CATALOG and CPA_CATALOG_FIELDS tables in the
database on running the Issue Audit Massages Task scheduled job. For information about this
scheduled job, see Predefined Scheduled Tasks.

12.3.4 Configuring Hierarchical Attributes of Entitlements

You configure the hierarchical attributes of entitlements to display additional details of
entitlements.

This section describes about the configuration of hierarchical attributes of entitlements in the
following topics:

»  About Hierarchical Attributes of Entitlements

* Enabling the Display of Additional Details of the Entitlements

12.3.4.1 About Hierarchical Attributes of Entitlements

ORACLE

You can enable the display of hierarchical attributes of entitlements to requesters, approvers,
and certifiers to view additional details of entitlements (hierarchical attributes) in the catalog
detail screen. The additional details of entitlements is called technical glossary. The technical
glossary is displayed in a list view with bread crumbs at the top showing the navigational path.
For information about viewing the additional details in the catalog detail screen, see Viewing
Hierarchical Attributes of Entitlements in Performing Self Service Tasks with Oracle Identity
Governance.

# Note:

The child entitlements are not requestable in the access catalog. The hierarchical
entitlements feature is meant for display purpose only.

The additional details or hierarchical attributes is read-only information. This information must
be provided in the form of an XML, which is seeded in Oracle Identity Manager. The technical
glossary is inserted and replaced in the database. The following is a sample XML code of the
hierarchical attributes:

<oim>
<applicationInstances>
<applicationInstance>SampleEBS</applicationInstance><!-- Application Name
for which entitlements are seeded-->
</applicationInstances>
<attributes>
<attribute name="Responsibility Name"><!-- Label name of the field which is
marked Entitlement field in Child form-->
<entitlementValues>
<entitlementValue><!-- Below is the Hierarchical data XML for
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Entitlement and Entitlement Display Name is used to denote entitlement -->

<value>Payables Menu</value>
<attributes>
<attribute name="Menu">
<entitlementValues>
<entitlementValue>
<value>ALR OAM NAV GUI USER NAME</value>
<description>Alerts Manager View</description>
<attributes>
<attribute name="Function Code">
<entitlementValues>
<entitlementValue>
<value>ALR OBJ ACTIVATE ACCT</value>

<description>Create, Activate, Deactive User Account</description>

</entitlementValue>
<entitlementValue>
<value>ALR OBJ EDIT FORM</value>
</entitlementValue>
<entitlementValue>
<value>ALR OBJ VIEW PERSON</value>
</entitlementValue>
</entitlementValues>
</attribute>
</attributes>
</entitlementValue>
<entitlementValue>
<value>EMPLOYEE_W2_MENU< /value>
<description>Alerts Manager View</description>
<attributes>
<attribute name="Function Code">
<entitlementValues>
<entitlementValue>
<value>Employee OBJ ACTIVATE ACCT</value>

<description>Create, Activate, Deactive User Account</description>

</entitlementValue>
<entitlementValue>
<value>Employee OBJ EDIT FORM</value>
</entitlementValue>
<entitlementValue>
<value>Employee OBJ VIEW PERSON</value>
</entitlementValue>
</entitlementValues>
</attribute>
</attributes>
</entitlementValue>
<entitlementValue>
<value>VISTON OARM NAV GUI</value>
<description>Alerts Manager View</description>
<attributes>
</attributes>
</entitlementValue>
</entitlementValues>
</attribute>
</attributes>
</entitlementValue>
</entitlementValues>
</attribute>
</attributes>

</oim>
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RDBMS features, such as Securefile LOB and Oracle XML DB, are used for storing
hierarchical data in Oracle Database. Securefile is a new re-architecture featuring entirely new
disk formats, network protocol, space management, redo and undo formats, buffer caching,
and intelligent 1/0 subsystems. It delivers substantially improved performance along with
optimized storage for unstructured data, which resides in Oracle Database as compared to
LOB's storage structure. Oracle XML DB provides a high-performance, native XML storage
and retrieval technology. It absorbs the W3C XML data model into the Oracle Database,
provides new standard access methods for navigating and querying XML, and provides the
advantages of relational database technology together with the advantages of XML.

12.3.4.2 Enabling the Display of Additional Details of the Entitlements

To enable the display of additional details of the entitlements in the access request catalog:

1. Seed the additional hierarchical data in Oracle Identity Manager. To do so, create a XML
file per the XSD with all the additional details about the entitlement. The XSD is used to
register XML schema in the database.

2. Place the XML file in a directory in the Oracle Identity Manager server. You must have read
and write permissions on the directory.

3. Specify the details of the technical glossary in the Catalog Synchronization Job scheduled
job. To do so:

a. Login to Oracle Identity System Administration.

b. Under System Configuration, click Scheduler.

c. Search and open the Catalog Synchronization Job scheduled job.

d. Inthe Parameters section, in the Mode field, enter Technical Glossary.
e. Inthe File Path field, enter the directory path of the XML file.

f. Click Apply.

When you run the Catalog Synchronization Job scheduled job, a new link, which is called
technical glossary details, is displayed just before the catalog details link for entitlements.
Clicking this links opens the technical glossary additional information in a different tab. The
XML file is deleted from the directory after processing and is moved to the archive directory
with time stamp appended to its name.

Any failed record is logged in a file, which is placed in the xmlprocessedlogs directory. The log
file has the name of the XML file with time stamp appended to it.

12.3.5 Database Best Practices for Access Request Catalog

ORACLE

Some database best practices for the access request catalog involves optimization for text
index, and addressing some frequently asked questions about database usage related to the
catalog.

Following sections are aimed at providing more information in this regard for Oracle Identity
Manager administrators and database administrators.

«  About Database Best Practices for Access Request Catalog
e One-Time Optimizations for Oracle Text Index
e Text Index Optimization

e Frequently Asked Questions about the Access Request Catalog
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12.3.5.1 About Database Best Practices for Access Request Catalog

Access Request Catalog uses "Oracle Text" option in Oracle database for text search
capabilities. Oracle Text is a fast and accurate full-text retrieval technology integrated with
Oracle Database.

The CATALOG table which contains catalog items is indexed using CONTEXT index type of
Oracle Text. Although Oracle Text index operates like a regular database index, the
architecture and processing behind Text index highlights the importance of best practices when
creating the Text index and also the on-going maintenance.

12.3.5.2 One-Time Optimizations for Oracle Text Index

When you install Oracle Identity Manager, the Text index for Access Request Catalog is
created with possible optimizations. However, Oracle Text has some more optimizations that
are better applied based on the characteristics of the deployment. Following are the
optimizations that you should consider applying for improving Access Request Catalog search
performance. It is important to note that Access Request Catalog is not usable when applying
these and these are recommended to be done during a scheduled maintenance window.

< Note:

Catalog Synchronization Job and Access Request Catalog should be down when
these one-time optimizations are applied.

e Storage of Text Index
 KEEP Pool Settings for Text Index

12.3.5.2.1 Storage of Text Index

ORACLE

Oracle Text index is stored in relational tables (DR$) which are presently resides in the default
tablespace of Oracle Identity Manager schema. It is recommended to separate them out to
their own tablespace. You can use the following commands to do that. You are recommended
to be familiar with these steps and also make changes where needed.

1. Loginto SYS schema and create a new tablespace to hold the text index internal tables.
You can use the following sample command for it. Replace DATA_DIR with the directory in
which you want to store the data file and adjust the size and other parameters as
necessary for your environment.

CREATE TABLESPACE catalog text ind tables
DATAFILE 'DATA DIR/catalog text ind tables 0l.dbf' SIZE 2048M REUSE
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO;

2. Connect to the database using Oracle Identity Manager schema.

3. Create a storage preference using the commands below. Oracle recommends you to be
familiar with BASIC_STORAGE clause of Oracle Text and add more storage clauses if
required. You can find more info on BASIC_STORAGE in Oracle Text Reference
document.

Begin

Ctx Ddl.Create Preference('cat storage', 'BASIC STORAGE');
End;

/
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Begin

ctx ddl.set attribute('cat storage','I TABLE CLAUSE', 'tablespace
catalog text ind tables storage (initial 5M next 5M)');

End;

/

Begin

ctx ddl.set attribute('cat storage', 'K TABLE CLAUSE', 'tablespace
catalog text ind tables storage (initial 5M next 5M)');

End;

/

Begin

ctx ddl.set attribute('cat storage', 'R TABLE CLAUSE', 'tablespace
catalog text ind tables storage (initial 1M) lob (data) store as (cache)');
End;

/

Begin

ctx ddl.set attribute('cat storage', 'N TABLE CLAUSE', 'tablespace
catalog text ind tables storage (initial 1M)');

End;

/

Begin

ctx ddl.set attribute('cat storage', 'I INDEX CLAUSE', 'tablespace
catalog text ind tables storage (initial 1M) compress 2');

End;

/

Apply the new storage preference using the following command. Make sure the Text index
status is valid after this step.

ALTER INDEX CAT TAGS rebuild parameters ('replace storage cat storage');

Verify that the above tables are moved to the new tablespace by querying
USER_SEGMENTS table.

12.3.5.2.2 KEEP Pool Settings for Text Index

Oracle recommends put all the tables that make up the Text index in database KEEP pool to
improve the performance of Access Request Catalog search. You must resize the KEEP pool
(DB_KEEP_CACHE_SIZE) correctly so that these Text index tables and other Oracle Identity
Manager objects are retained in KEEP pool. To do so:

ORACLE

1.
2.

Connect to the database using Oracle Identity Manager schema.

Compute the size of the text index using the following query and use that to set/adjust
DB_KEEP_CACHE_SIZE accordingly.

SELECT ctx report.index size('CAT TAGS') FROM dual;

Run the following commands as Oracle Identity Manager schema user to put the tables in
KEEP pool.

ALTER INDEX DR$CAT TAGS$X STORAGE (buffer pool keep);

ALTER TABLE DR$CAT TAGS$R STORAGE (buffer pool keep);

ALTER TABLE DRS$CAT TAGSS$R STORAGE (buffer pool keep) MODIFY lob (data) (STORAGE
(buffer pool keep));

ALTER TABLE DR$CAT TAGS$K STORAGE (buffer pool keep);

ALTER TABLE DR$CAT TAGS$I STORAGE (buffer pool keep);
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12.3.5.3 Text Index Optimization

The Text index could become fragmented due to on-going catalog synchronization. Optimizing
the text index on regular basis removes the old data and minimizes the fragmentations, which
can improve the search performance of Access Request Catalog. To perform this, Oracle
Identity Manager has introduced the following Oracle Database scheduler jobs:

- FAST_OPTIMIZE_CAT_TAGS
- REBUILD_OPTIMIZE_CAT_TAGS

# Note:

You can check for the jobs logged into Oracle Identity Manager schema by running
the following query:

SELECT * FROM user scheduler jobs;

These jobs reside in Oracle Identity Manager database schema and they are disabled by
default. Oracle strongly recommends you to view these jobs, make schedule changes if
needed and enable them. When changing the schedule, make sure the new schedule is set on
the same line as the default schedule.

FAST_OPTIMIZE_CAT_TAGS is meant to be running on frequent basis. By default, it is
scheduled to run once a day at 1 AM. REBUILD_OPTIMIZE_CAT_TAGS does a full
optimization and rebuilds the Text index. REBUILD_OPTIMIZE_CAT_TAGS is not meant to be
running frequently. By default, REBUILD_OPTIMIZE_CAT_TAGS is scheduled to run every
Sunday at 2 AM. Note that optimization may take a long time if your Text index is big.

Make sure that the default schedule (daily 1 AM for FAST and every Sunday 2 AM for
REBUILD) is acceptable to your environment. If not, change the schedule. If you are not sure,
then you can keep the default schedule and change later when needed.

# Note:

The Text index optimization can be done when the server is up and search of Access
Request Catalog takes place.

12.3.5.4 Frequently Asked Questions about the Access Request Catalog

ORACLE

Some of the frequently asked questions about the access request catalog are related to
catalog search, supported search operators, and text index.

This section answers some frequently asked questions about the access request catalog.

What is the access request catalog?

The Access Request Catalog is a searchable, categorized collection of entities that are
requestable in Oracle Identity Manager. Any authenticated user can access and search the
catalog using one or more keywords and search operators, add catalog items to a shopping
cart, and submit a request for themselves and others.
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What is Oracle Text Index?

Built on the RDBMS Oracle Text component, Oracle Text (previously known as intermedia Text
and ConText) is an extensive full-text indexing technology that lets you efficiently query free
text and produce document classification applications. It provides indexing, word and theme
searching, and viewing capabilities for text. Oracle Text has various options for domain-based
indexes:

¢ ConText
e CatSearch
 CtxRule

Out of these, only ConText is in the scope of Oracle Identity Manager’s Oracle Text.

What are the supported search operators for Oracle Identity Manager?

Use the Catalog field to specify a (case-insensitive) keyword for searching or browsing the
request catalog. The supported search operators are:

*  One or more keywords (sample value: administrator)
— This search condition finds all catalog items that start with the term administrator.
— Sample value for more than one keyword: web administrator

— This search condition finds all catalog items that start with the terms web and
administrator. Because a space character between keywords behaves as an AND
operator, this search automatically applies the AND operator to the search keywords.
Alternatively, you can use an & operator to denote an AND relationship explicitly. For
example, web administrator and web & administrator return catalog items that
starts with both web and administrator.

e Phrase

— To search for catalog items that start with the exact phrase you enter, you must specify
the search condition within double quotes ().

— For example, searching for web administrator returns catalog items starting with the
phrase web administrator.

e OR]J|] search

— Use the OR [|] operator to search for catalog items starting with any of the search
keywords.

— Sample value 1: web | administrator. This search condition returns catalog items
starting with the term web or administrator.

— Sample value 2: vision purchasing | administrator. This search condition returns
catalog items starting with the phrase vision purchasing or the term administrator.

Why do we perform One-Time Optimizations for Oracle Text index?

When you install Oracle Identity Manager, the Text Index for Access Request Catalog is
created with possible optimizations. However, Oracle Text has other RDBMS recommended
optimizations that are better applied, based on the characteristics of the deployment. All one-
time optimizations for Oracle Text index are seeded by default in Oracle Identity Manager. If
you have an upgraded deployment of Oracle Identity Manager, then you must apply the one-
time optimizations manually (if not already present).
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What is required for ongoing maintenance of Oracle Text index?

The Text Index can become fragmented because of ongoing catalog synchronization.
Regularly optimizing the Text Index removes the old data and minimizes the fragmentations,
and can improve the search performance of the Access Request Catalog.

FAST OPTIMIZE CAT TAGS and REBUILD OPTIMIZE CAT TAGS are the Oracle Database
scheduler jobs which are executed for the text index maintenance.

What are the prerequisites for applying One-Time Optimizations for Oracle Text index?

The Catalog Synchronization Job scheduled job and the Access Request Catalog must be
down when the One-Time Optimizations are being applied.

What are the prerequisites for applying Text Index Optimizations?

Text Index optimization can be performed when the server is up and Access Request Catalog
is being searched.

How to troubleshoot Oracle Text errors?

The CTX_USER_INDEX_ ERRORS view shows the row ID of the failed row in the source
table. Use this row ID to update the row in the source table that failed.

Specifically, perform a dummy update against the column that holds the text index (update
table x set columnx = columnx where rowid = ?). This will generate a row in the
CTX_USER_PENDING view.

Then perform CTX_DDL.SYNC_INDEX, which will index the rows in the
CTX_USER_PENDING view.

SELECT err timestamp, err text
FROM ctx user index errors
ORDER BY err timestamp DESC;

Pending DML requests can be queried with the CTX_PENDING and CTX_USER_PENDING
views.

DML errors can be queried with the CTX_INDEX_ERRORS or CTX_USER_INDEX_ERRORS
view.

SELECT pnd index name, pnd rowid, TO CHAR( pnd timestamp, 'dd-mon-yyyy hh24:mi:ss' )
TIMESTAMP
FROM ctx user pending;

How to re-create the catalog’s Text index?

If CAT_TAGS index is found to be present in the database in INVALID status because of some
reason, and you want to re-create the Text index, then perform the following steps:

1. Connect to Oracle Identity Manager schema, and run the following SQL command to
check the current status of the CAT_TAGS index:

SELECT index name,table name,status, parameters, domidx status,domidx opstatus
FROM user indexes
WHERE index type='DOMAIN';

Expected output is for CAT_TAGS domain index to be present in INVALID status.

2. Connect to Oracle Identity Manager schema, and run the following PL/SQL blocks in the
order in which they are given:
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a. Drop and recreate the Text Index CAT_TAGS.

SET SERVEROUTPUT ON
DECLARE
P _DROPINDEX NUMBER;
P_CREATEINDEX NUMBER;
STRERRMESSAGE OUT VARCHAR2 (200) ;
BEGIN
P DROPINDEX := 1;
P_CREATEINDEX := 0;

OIM PKG _CATALOG INDEX.OIM SP CREATEDROPCATALOGINDEX (
P_DROPINDEX => P_DROPINDEX,
P CREATEINDEX => P CREATEINDEX,
STRERRMESSAGE _OUT => STRERRMESSAGE OUT
)7
DBMS_OUTPUT.PUT LINE ('STRERRMESSAGE OUT = ' || STRERRMESSAGE OUT);
END;
/

b. Recreate the Text Index.

SET SERVEROUTPUT ON
DECLARE
P _DROPINDEX NUMBER;
P_CREATEINDEX NUMBER;
STRERRMESSAGE OUT VARCHAR2 (200) ;
BEGIN
P_DROPINDEX := 0;
P CREATEINDEX := 1;

OIM PKG CATALOG INDEX.OIM SP CREATEDROPCATALOGINDEX (
P_DROPINDEX => P_DROPINDEX,
P CREATEINDEX => P CREATEINDEX,
STRERRMESSAGE _OUT => STRERRMESSAGE OUT
)7
DBMS_OUTPUT.PUT LINE ('STRERRMESSAGE OUT = ' || STRERRMESSAGE OUT);
END;
/

3. Re-run the SQL command given in step 1. The following output is displayed;

CAT TAGS CATALOG VALID sync (on commit) stoplist CTXSYS.EMPTY STOPLIST
lexer CATALOG PREFERENCE VALID VALID

Is catalog search using stopwords (such as a, d, |, s, t) very slow and sometimes freezes
the UI?

Remove stopwords from the CAT_TAGS Oracle Text index, by following the steps in My Oracle
Support document Remove stopwords from CAT_TAGS text index in OIM (Doc ID 2217118.1).

Does catalog search of entitlements with "_" (underscore) character not displayed
correctly and/or returns incorrect results?

Remove stopwords from the CAT_TAGS Oracle Text index by following the steps in My Oracle
Support document Remove stop words from CAT_TAGS text index in OIM (Doc ID 2217118.1).

Does wild card search with large data-matching result in errors?

This is default functionality in interMedia (Oracle Text). We cannot use a wild card (such as %
or *) in the search string. Oracle Text interrelates this as a wild card by itself and tries to return
all products as if you are searching using just %. This causes the error from Oracle Text.
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In Oracle Database 11g, the maximum number of distinct tokens (not rows) that a wild card can
match without producing an error is 50,000. You can use the wildcatters property of the word
list if you decide to return more than 20,000 distinct tokens in Oracle Database 11g and 5,000
distinct tokens in Oracle Database 10g R2.

In the wildcatters property, specify the maximum number of terms in a wild card (%)
expansion. Use this parameter to keep wild card query performance within an acceptable limit.
Oracle Database returns an error when the wild card query expansion exceeds this number. To
implement the solution, perform the following steps:

1. Loginto Oracle Identity Manager schema, and run the following statements:

BEGIN
ctx ddl.create preference('<Pref name>', 'BASIC WORDLIST');
ctx ddl.set attribute('<Pref name>', 'WILDCARD MAXTERMS', 50000);
END;
/

ALTER INDEX cat tags rebuild parameters ('replace metadata word list <Pref name>');
2. Repeat the search.

Here, 15,000 is the maximum number if the database version is lower than 10.2.0.3, or 50,000
if the database version is 10.2.0.3 or higher. The number can be set to a number between
5,000 (default value) and 15,000/50,000, based on the database version, to any number that
enables a successful search. However, the higher you set this value, the more memory it will
take.

How to handle break/escape characters in Oracle Text index?

We can use the backslash \ character to escape characters with special meaning and treat
them as regular text. Run the following command from Oracle Identity Manager schema:

BEGIN
CTX_DDL.CREATE_PREFERENCE ('my lexer', 'BASIC_LEXER');
CTX_DDL.SET_ATTRIBUTE ('my_lexer', 'PRINTJOINS', '~!@$%%&*()-_=+|;:,"./");
--OR
CTX_DDL.SET_ATTRIBUTE ('my_lexer', 'SKIPJOINS', '“-=[];''\,./~!@#$3"&* () _+{}:"|?
§'MAPNOLEC™D" ) ;
END;
/

How to collect diagnostic data for Oracle Text index?

To collect diagnostic data, run the following SQL commands from Oracle Identity Manager
schema:

To set Oracle Text index size:

SELECT ctx report.index size('CAT TAGS') FROM dual;

To describe Oracle Text index:

SELECT ctx report.describe size('CAT TAGS') FROM dual;

To collect Oracle Text index statistics:

CREATE TABLE output (result CLOB) ;

DECLARE
x CLOB := NULL;
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BEGIN
ctx report.index stats('CAT TAGS', x);
INSERT INTO output VALUES (x);
COMMIT;
dbms_lob.freetemporary (x);
END;
/

SELECT * FROM output;

To create Oracle Text index script:

SELECT ctx report.create index script ('CAT TAGS') FROM dual;

Is single character search slow even after removing stop words?

Create Prefix index with min and max length (recommended). To do so, from Oracle Identity
Manager schema, run the following SQL commands:

To create new preference:

BEGIN

ctx_ddl.create_preference('mywordlist’, 'BASIC WORDLIST');
ctx ddl.set attribute('mywordlist', 'PREFIX INDEX', 'TRUE');
ctx ddl.set attribute('mywordlist', 'PREFIX MIN LENGTH',1);
ctx ddl.set attribute('mywordlist', 'PREFIX MAX LENGTH',3);
END;

/

To rebuild parameters:

ALTER INDEX cat tags REBUILD PARAMETERS ('replace word list mywordlist');

To rebuild Text index:

BEGIN

dbms_scheduler.run job ('REBUILD OPTIMIZE CAT TAGS');
END;

/

12.4 Managing the Lifecycle of the Catalog

You can extend the Catalog, customize the Catalog Ul, and develop and test the
customizations in a test environment, and then eventually roll out the customizations to your
production environment.

This section describes how to move Catalog customizations from a test environment to a
production environment. It includes the following topics:

e Overview of Catalog Customization
e Test to Production Procedures for Catalog Customizations

* Limitations of the Test to Production Procedures

12.4.1 Overview of Catalog Customization

While the Access Request Catalog provides robust and rich functionality by default, there may
be scenarios where you need to extend the Catalog and customize it to meet your business
needs.
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The following scenarios illustrate common scenarios where the Catalog may require
customization.

e MyCorp would like to add additional attributes, such as Cost to Line of Business and
License Required, to give the requester an idea about the cost that would be incurred by
the Line Of Business, when the requested item was granted. To support this scenario, the
Catalog System Administrator extends the Catalog and adds two additional attributes, Cost
to Line of Business and License required. Next, the administrator customizes the Catalog
search results and Catalog item details page.

# Note:

In the request catalog, only String type of UDF can be created. If you mark that
attribute as searchable attribute, it will be of size 256 Char. If it is not a
searchable attribute, then it will be of size 2000 char. You cannot mark a non-
searchable attributes to searchable.

*  MyCorp would like to show the Risk associated with an entitlement as part of Catalog
search results. To support this scenario, the Catalog System Administrator customizes the
Catalog search results and adds the item risk as an image widget.

These customizations will be implemented by System Integrators or the customer's own IT
staff and need to be moved to Test and to Production. Figure 12-2 shows the high-level
process of moving customizations from Test to Production for the Catalog.
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Figure 12-2 Test to Production Process for Catalog
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Catalog customizations have three components:

1.

ADF customizations

ADF customizations include Catalog Ul customizations including search results, item
details, cart details and Catalog attributes added or modified using the Form Designer.
These customizations should be done within a Sandbox session. For more information on
Sandboxes, please refer to Test to Production Procedures for Catalog Customizations

Oracle Identity Manager metadata customizations

When you add new attributes to the Catalog entity or modify an existing attribute and
change its properties, additional metadata is generated in Oracle Identity Manager. For
example, if a new attribute, Secondary Approver, is added to the Catalog entity using the
Catalog system entities, Oracle Identity Manager adds a database column corresponding
to the attribute. If the attribute is searchable, Oracle Identity Manager stores additional
metadata. These customizations should be moved from Test to Production using the
Deployment Manager.

Data Migration

The Catalog needs to be populated with relevant information, after adding/ modifying
attributes in the Catalog to make the Catalog business-friendly and provide enough
information so that users can use the Catalog effectively. Once this additional information,
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also referred to as the Glossary, has been reviewed and approved, it needs to be moved to
Production.

12.4.2 Test to Production Procedures for Catalog Customizations

Catalog customizations can be imported and exported by using the sandbox and the
Deployment Manager.

This section describes the steps to perform for moving the Catalog definition from Test to
Production. It consists of the following steps:

* About Test to Production Procedures for Catalog Customizations
e Exporting Using the Sandbox and Deployment Manager

* Importing Using the Sandbox and Deployment Manager

12.4.2.1 About Test to Production Procedures for Catalog Customizations

Depending upon the type of customization done, you may need either one or both the steps.
Use Figure 12-2 to make a determination of which steps to carry out.

Table 12-2 Catalog Customization Steps
]

Customization Sandbox required Deployment Manager required
Adding/ Modifying a seeded Yes Yes
Catalog attribute
Adding/ Modifying a Catalog Yes Yes
UDF
Customizing Catalog Ul Yes No
Populating Catalog No No
¢ See Also:

* Migrating Incrementally Using the Deployment Managerfor detailed information
about the Deployment Manager

* Managing Sandboxes in Developing and Customizing Applications for Oracle
Identity Governance for detailed information about sandboxes

» Handling Concurrency Conflicts in Developing and Customizing Applications for
Oracle Identity Governance for information about handling concurrency conflicts
when multiple users customize an application by using sandboxes and
troubleshooting concurrency issues

12.4.2.2 Exporting Using the Sandbox and Deployment Manager

This section describes about exporting Catalog definition using the sandbox and deployment
manager in the following topics:

e Exporting Using the Sandbox
e Exporting Using the Deployment Manager
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12.4.2.2.1 Exporting Using the Sandbox

To move the ADF customizations from Test to Production, follow the steps given below:

1. Login to Oracle Identity System Administration as a member of the System Administrator
role.

< Note:

In scenarios where you need to switch between the Self Service (or Identity) and
System Administration interfaces and the Oracle Identity Manager deployment is
not protected by Single Sign On, you must log out of one console before logging
in into another.

2. Click Sandbox and select the Sandbox to be exported.

3. Click Export Sandbox. A sandbox can be exported as a file for transporting, sharing, and
other usages where packaging it as a file is required.

4. Specify a file location for the zip file created.

12.4.2.2.2 Exporting Using the Deployment Manager

To export the Oracle Identity Manager metadata from Test to Production, follow the steps given
below:

1. Login to Oracle Identity System Administration as a member of the System Administrator
or System Configurator role.

In the left pane, under System Configuration, click Export.
Select Catalog Metadata as the object to be exported.

Enter * in the search field and click Search.

a p w0 DN

Follow the steps to generate the Deployment Manager XML.

# Note:
Perform the following optional steps as a best practice:

»  Backup/Check-in the sandbox zip file and the Deployment Manager XML as a
single file into a source code control system like Subversion, SourceSafe, and so
on.

* Repeat the steps above in the target (Production) environment and backup the
Catalog entity and the Catalog UI.

12.4.2.3 Importing Using the Sandbox and Deployment Manager

Importing the customizations should be done in the reverse order. This is required since the
ADF customizations expect the Oracle Identity Manager metadata to be present, when the
ADF customizations are imported. This section contains the following:

e Importing Using the Sandbox
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* Importing Using the Deployment Manager

12.4.2.3.1 Importing Using the Sandbox

To move the ADF customizations from Test to Production:

1. Login to Oracle Identity System Administration as a member of the System Administrator
role.

# Note:

In scenarios where you need to switch between the Self Service (or Identity) and
System Administration interfaces and the Oracle Identity Manager deployment is
not protected by Single Sign on, you must log out of one console before logging

in into another.

Click Sandbox and then click Import Sandbox.
In the dialog, select the file to be imported.
In the left pane, under System Configuration, Click Import.

In the Sandbox Manager, select the sandbox and click Publish Sandbox.

@ g & w Db

Logout and log back in to view and verify the changes.

12.4.2.3.2 Importing Using the Deployment Manager

To import the Oracle Identity Manager metadata from Test to Production:

1. Login to Oracle Identity System Administration as a member of the System Administrator
or System Configurator role.

2. Inthe left pane, under System Configuration, click Import.
3. Inthe File browser popup, select the Deployment Manager XML file to be imported.
4. Follow the wizard steps to import the XML.

For detailed steps see, Importing Deployments

12.4.3 Limitations of the Test to Production Procedures

ORACLE

Some limitations of the Test to Production process of the catalog are related to sandbox usage
and the Deployment Manager.

There are some limitations in the Test to Production process for the Catalog, which including
the following:

e All ADF customizations must be done within a single sandbox session. While you can have
multiple sandboxes, only one sandbox can be active at a time and as a result, changes in
the System Administration Console i.e. Catalog entity extension and those done in the
Identity Console, that is, Catalog Ul customization, must be done in the same sandbox.

* Changes done outside a sandbox or done either before creating and activating a sandbox
or after, are not visible in the sandbox.

e Once you publish a sandbox, you cannot export it or revert it. As a result, you must export
the sandbox while it is still activated and not published and also ensure that you back your
customizations before you import and publish a sandbox.
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» Deployment Manager imports are committed immediately. There is no rollback capability in
the Deployment Manager.

12.5 Troubleshooting Access Request Catalog

Some of the troubleshooting requirements for the Access Request Catalog are related to
catalog synchronization, catalog security, catalog search, and request failure.

This section describes the troubleshooting procedures to be followed while resolving issues
with the Access Request Catalog. It contains the following topics:

e Catalog Synchronization Issues
* Catalog Security Issues
e Catalog Search Issues

e Common Reasons for Request Failure

12.5.1 Catalog Synchronization Issues

ORACLE

Catalog synchronization issues occur when roles, application instances and entitlements are
not visible in the Access Request Catalog.

Use the flow charts given below to troubleshoot synchronization issues for each of three
Catalog item types that can be requested.

# Note:

Harvesting job picks up the data for harvesting on the basis of the Update date
parameter. If the update is blank, then all the records are fetched for
processing.However, if the user has specified some date in the Update date
parameter, only that data is processed which is created or updated after the given
date.

e Troubleshooting synchronizing Roles with the Catalog

The synchronization of Roles with the Catalog is real-time in nature. When a role is
created, it is published to the Catalog immediately as long as it does not belong to the
Oracle Identity Manager Roles category.

# Note:

The Oracle Identity Manager Roles role category is meant for Oracle Identity
Manager usage only. Customers should not use this category for their enterprise
Roles.

In a new Oracle Identity Manager installation, enterprise roles created by customers will be
available in the Catalog and the visibility will be based on the organization scoping. In an
upgraded environment, customers will have to run the Catalog Synchronization job in a
bootstrap mode to publish the existing roles to the Catalog. New roles, created after upgrade,
will be available in the Catalog immediately.
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Figure 12-3 shows a diagnostic flowchart that customers can use to troubleshoot scenarios
where the roles created in Oracle Identity Manager are not visible in the Catalog.

Figure 12-3 Catalog Synchronization Diagnostic Flowchart
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*  Troubleshooting synchronizing Application Instances with the Catalog

The synchronization of Application Instances with the Catalog is controlled by the Catalog
Synchronization job. Application Instances require more configuration (than enterprise
roles) and hence are not synchronized immediately with the Catalog.

Figure 12-4 shows a diagnostic flowchart to be followed when troubleshooting issues
related to synchronizing application instances with the Catalog.

ORACLE 12-37



Chapter 12
Troubleshooting Access Request Catalog

Figure 12-4 Trouble Shooting Synchronization Application Instances Flowchart
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*  Troubleshooting synchronizing Entitlements with the Catalog
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Figure 12-5 Trouble Shooting Synchronizing Entitlements Flowchart
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12.5.2 Catalog Security Issues

Catalog security issues might occur because of the type of security model used for the
deployment.

ORACLE

Catalog security is driven by two factors:

The security model that uses Organization-based scoping for users, roles, application
instances and entitlements. This security model controls what items a requester can see in
the Catalog search results and the users who can be added as target users.

The security model that is not scoped by organization and is used for global Admin Roles
such as Catalog Administrator.

Typical issues with Catalog security are:

Requesters cannot see the Catalog item even though they have entered the correct search
keyword.

Requesters are not able to add target users to the request
Requesters are not able to provide additional information for application instance requests

Requesters cannot see Catalog Item details such as Approver User, Approver Role,
Fulfillment User, and Fulfillment Role.

Catalog Administrators do not see the Catalog Item in an edit mode and are not able to
edit the Catalog Item
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e Catalog Administrators are not able to create Request Profiles

Figure 12-6 shows a diagnostic flow chart to be followed to troubleshoot issues with Catalog

security.

Figure 12-6 Diagnostic Flowchart With Security Issues

Issue with Catalog
Administrator
permissions?

Mo

Have Catalog
Administrator Policies
been customized?

Yas

Yag=——Lb—

Verify Catalog
Administrator Policies
in OES

Issue with viewing
Catalog Search
results?

Run Catalog
Synchronization
in incremental mode

Verify synchronization
of Catalog items

Verified Viewer grants
for the user?

Mo ——

Verify end-users Viewer

Admin Role grants

Have Viewer Policies
been customized?

s ——

Verify Viewer Policies
in OES

Do the keywords
exist as tags?

&
| @

Mo —-

Add keywords to
Userdefined tags

Have the Text
preferences been
modified?

Verify Text preferences
or reset to default

12-40



12.5.3 Catalog Search Issues

Some of the catalog search issues can be related to text syntax and text indexing.
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Figure 12-7 shows a diagnostic flow chart to be followed to troubleshoot issues with Catalog

search.

Figure 12-7 Catalog Search
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12.5.4 Common Reasons for Request Failure

When the associated operations specified in a request fail to execute, the request cancels any
pending operations and moves the request to the Request Failed stage. Clicking the Request

ORACLE

Failed hyperlink displays the reason for request failure.

A request can fail for any one of the following reasons:

« If you are requesting a role, then your request can fail due to an SoD violation.

* If you are requesting an application instance and that application instance depends on
another application instance, then the request moves to 'Request Approved Fulfillment
Pending' status because the parent application instance is not provisioned. For example,
to successfully provision a user to a Microsoft Exchange account, the user must have a
Microsoft Active Directory account in the domain controller that is managing the users of

the Exchange server.

In addition to the preceding reasons, failures can occur because of incorrect password,
password policy violation, target system being unavailable, and so on.
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System Configuration

The System Configuration section in Identity System Administration lets you manage home
organization and self service capability policies, lookups, role categories, scheduled tasks and
scheduled jobs, various configurations via system properties, and transition from a test to a
production environment.

This part describes system configuration in Oracle Identity Manager. It contains the following
chapters:

e Managing the Home Organization Policy
* Managing Self Service Capability Policy

* Managing Lookups

* Managing Role Categories

e Managing the Scheduler

* Managing Notification Service

*  Configuring Oracle Identity Governance

e Moving From Test to Production

e Migrating Application and Database Binaries
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Managing the Home Organization Policy

Managing the home organization policy involves understanding the use cases for home
organization policy and creating, editing, and deleting rules in the home organization policy.
This chapter contains the following sections:

e About Home Organization Policy

e Use Cases for the Home Organization Policy
e Creating a Rule in Home Organization Policy
¢ Modifying a Rule in Home Organization Policy

e Deleting a Rule in Home Organization Policy

13.1 About Home Organization Policy

ORACLE

Home organization policy lets you to determine the home organizations of the self-registering
users. The Home Organization Policy page in the Identity System Administration allows you to
view, create, delete, and modify rules in the home organization policy.

When an user submits a request for self-registration, the home organization of the user gets
determined by the home organization policy. The organization name (as determined by the
home organization policy) is filled in the request submitted. The approver can override the
home organization of the user while approving the request. If a pre-process custom handler is
defined to determine the home organization during self-registration, then home organization
policy will not be evaluated. If workflow policy is defined, then it takes precedence over the
home organization policy.

The home organization policy allows you to define rules based on user attributes. The return
value of the rule is the organization name. Rules are evaluated, in the order in which they
appear on the Home Organization Policy page, starting from first rule to the last rule. Rules can
be re-ordered from the Home Organization Policy page. Evaluation of rules is stopped on first
rule match and the organization name is returned, remaining rules are not evaluated.

During Oracle Identity Manager initialization (deployment) a default home organization policy
called Home Organization Determination Policy and a default rule called Default All Users
To Single Organization is seeded if not present. New home organization policies cannot be
defined by the customer, however new rules can be created under the default home
organization policy.

The Default All Users To Single Organization rule is satisfied by every user. If for any reason
the default rule is deleted, and if a user does not satisfy any other rule, then home organization
of that user is left blank in the request submitted. The approver can fill in the home
organization name before approving. In SOA OFF mode, this is not supported and hence blank
home organization field will result in request failure. It is recommended to ensured that rules
are defined in such a way that every user will satisfy at least one rule and a home organization
is assigned.

Rules in home organization policy can be defined using Text, Number, Checkbox and Date
Type UDFs. However, LookUp Type UDFs can not be added to self-registration page. List of
operators available to build the IF condition is different for each type of UDF.
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13.2 Use Cases for the Home Organization Policy

Supported use cases for the home organization policy includes self-registration using default,
simple, or complex rules, use cases for rule evaluation order, and self-registration when SOA is
turned off.

Following use cases shows how the home organization policy works:

* Self-Registration Use Case Using Default Rule

* Self-Registration Use Case Using Simple Rule

* Self-Registration Use Case Using Complex Rule
* Use Case for Rule Evaluation Order

e Self-Registration Use Case When SOA is Off

13.2.1 Self-Registration Use Case Using Default Rule

Default rule is named as Default All Users To Single Organization Rule. This rule can be
modified but cannot be deleted.

The condition defined is:

IF user.User Login Equals $(user.User Login) THEN organization equals "Xellerate Users"

The default condition always evaluates to True. Thus, if any other rule defined in the home
organization policy does not get satisfied, the default rule will definitely be satisfied and will
provide the home organization name.

For example, when an user with userLogin Userl submits a self-registration request, and if no
other rule is defined or satisfied, default rule is evaluated. And the home organization is set to
Xellerate Users.

13.2.2 Self-Registration Use Case Using Simple Rule

A simple rule is a rule created with a single IF condition and without using any operator, such
as AND or OR.

For example, if a rule called ExampleSimpleRule is defined with the following condition:
IF user.Nickname Starts with "Test" THEN organization equals "testOrg2"
Here, user.Nickname is a text UDF attribute.

Now, if a user with nickname as TestUser2 submits a self-registration request, then the rule
condition is satisfied and the home organization is set to testOrg2.

13.2.3 Self-Registration Use Case Using Complex Rule

ORACLE

A complex rule is a rule created with more than one IF condition and uses AND or OR
operators to form the rule.

For example, if a rule called ExampleComplexRule is defined with the following condition:

IF user.Nickname Starts with "Test" AND user.Display Name Ends with "User" THEN
organization equals "testOrg3"
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Here, user.Nickname is a UDF attribute and user.Display Name is default attribute.

Now, if a user with nickname as TestUser3 and display name as testUser submits a self-
registration request, then the rule condition is satisfied and the home organization is set to
testOrg3.

13.2.4 Use Case for Rule Evaluation Order

When a user self-registers, the first rule that is evaluated is the top rule on the list that appears
on the home organization page, followed by the next rule up to the last rule.

Evaluation stops as soon as a match is found. For example, if the ExampleSimpleRule is
created followed by ExampleComplexRule as shown in Figure 13-1.

Figure 13-1 List of Rules defined in Home Organization Policy Page

Home Organization Policy

View w == Create () Refresh [z Detach

Rule Name Description Status Order

ExampleSimpleRule Simple Rule enabled AW
ExampleComplexRule Complex Rule enabled AW
Default All Users To Single Organization Rule AW

Then, when a user self-registers, user attribute values are evaluated against
ExampleComplexRule first, if it does not match, it proceeds to evaluate against
ExampleSimpleRule. If this also does not match it is evaluated against Default All Users To
Single Organization Rule which is the default rule.

If evaluation against ExampleSimpleRule is satisfied, then the home organization of the user
is set according to the condition in the rule.

13.2.5 Self-Registration Use Case When SOA is Off

ORACLE

When SOA is turned off, and a self-registration request is submitted, the request gets auto-
approved and the status of the request is shown as completed.

For steps to disable SOA server, refer to Disabling SOA Server.

Now, when a user submits a self-registration, the request is auto-approved and the status is
shown as complete. Evaluation of the home organization rule is same as explained in the
examples above.
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13.3 Creating a Rule in Home Organization Policy

ORACLE

Using the Home Organization Policy page, you can create and configure a rule by using the
condition builder, or instead you can use scripts to perform the rule setting operation.

To create a rule:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Home Organization Policy to open
the Home Organization Policy page.

3. Click Create on the toolbar to open the Add Home Org Policy Rule page.

4. Under the Create Rule section, enter Name, Description, Owner, and Status for the new
rule. Set the Status of the rule to Enable or Disable. If the Status is set to Disable, then
when a user self-registers, this rule is skipped during evaluation.

5. Set the rule condition in Condition Builder section. For example, If Display name contains
Test and Last name contains User, then Organization is Vision North America. In this
example Attribute is Display name, Condition is Contains and Value is Test.

You can set the rule using Condition Builder (Step 6) or Script(Step 7).

6. To set rule using Condition Builder:

a. Under IF part of the rule, click the Condition Builder icon to open the Condition Builder
window.

As an example, Figure 13-2 shows the Create Rule page with Condition Builder option
to set rule.

Figure 13-2 Creating rule with Condition Builder Option
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b. Select the user attribute for the attribute list, list of UDF and default attribute
associated with the user is listed.

Search for the particular attribute from the list or type the name of the attribute in the
field and click the Search icon. Select the attribute form the list and click OK.
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c. Select the condition from the conditions list. The available conditions are, Equal, Not
Equal, Contains, Does Not Contain, Begins With, Does Not Begins With, Ends With,
and Does Not Ends With.

# Note:

This list varies based on the type of attribute. The list above is for text type.
Number type attributes can have values Greater than, Lesser than and so
on.

d. To enter value, type the value in the field and click OK or click the Value icon to open
the Condition Builder window.

In the Condition Builder, you can enter Value or Expression.

If you select Value, list of value is displayed. Select the required value or type the
value in the field and click OK.

If you select Expression, list of condition is displayed. Select the required value and
click OK.

e. To enter the THEN part of the rule, click the organization icon. The Condition Builder
window is displayed. Select organization and click OK.

f. Condition is by default set to Equals and cannot be changed.

g. To select the organization, click the organization name icon. The Condition Builder
window is displayed. Select the organization name from the list and click OK.

h. To set complex rules click Add Condition. Select AND or OR condition and set
additional rule.

7. To set rule using a Script, perform the following:

a. When Script is selected, this section shows the existing script. For example, if user
has department number configured, then set organization value as department
number. If department number is Oracle, Oracle-HQ, or Oracle-IDC, then organization
value is set to department number. Make sure that organization with name Oracle,
Oracle-IDC, Oracle-HQ exists in the system.

String deptNum= vo.getString("user.Department Number");
if (deptNum)
{

ValueObject rvo = new ValueObject();

rvo.put ("organization", deptNum) ;

return rvo;

}

As an example, Figure 13-3 shows the Create Rule page with Script option to set rule.
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Figure 13-3 Creating rule with Script Option
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b. Enter any word you would want to find and click the Search icon. Find and Replace
panel is displayed.

c. Tojump to a particular line, enter line number and click the Search icon.
Click Create.

The Home Organization Policies page lists all the rules defined. The defined rule can be
moved up or down in the list to change its order, to do so click the Up or Down arrow in the
Order column of the rule.

13.4 Modifying a Rule in Home Organization Policy

You can edit the existing rules in the home organization policy by opening the policy, modifying
the rule details, and saving the modified policy.

ORACLE

To modify a rule in home organization policies:

1.
2.

Login to Oracle Identity System Administration.

In the left pane, under System Configuration, click Home Organization Policy to open
the Home Organization Policy window.

Select the required home organization policy from the list and click Open.
Modify the required details and click Update.

If you do not wish to update the changes made to the rule, click Revert. The rule is
restored to the original rule.
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13.5 Deleting a Rule in Home Organization Policy

Delete the rules in the home organization policy that are not required or are not in use.
To delete a rule in home organization policy:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Home Organization Policy to open
the Home Organization Policy window.

3. Select the home organization policy rule that needs to be deleted, and click Delete.
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Managing Self Service Capability Policy

Managing the self service capability policy involves understanding the default self service
capability rule, rule evaluation order, and creating, modifying, and deleting rules in the self
service capability policy.

This chapter contains the following sections:

e About Self Service Capability Rule

» Default Self Service Capability Rule

e Example of Self Service Capability Rules and Rule Evaluation Order
e Creating a Rule in Self Service Capability Policy

e Modifying a Rule in Self Service Capability Policy

e Deleting a Rule in Self Service Capability Policy

14.1 About Self Service Capability Rule

The self service capabilities feature lets you control what operations a user can perform for the
self by setting rules in the self service capability policy. The Self Service Capabilities page in
the ldentity System Administration allows you to view, create, delete, and modify rules.

Oracle Identity Manager allows you to control what operations a user can perform for the self.
For example, if a user belongs to a particular organization then, user is allowed only to change
self profile and other operations in Oracle Identity Manager is restricted. This can be achieved
by setting rules in Self Service Capability Policy. In Self Service Capability Policy, you can
define rules based on user attributes. You can set user attributes as denied attributes for the
user who satisfies the rule. The user attributes marked as denied attributes can not be viewed
or edited. The return value of this rule is the capability assigned to the user and the denied
attributes that are configured. Self Service Capability is seeded with a default rule.

Multiple self service capability rules can be configured. The evaluation of these rules will be
based on their order. The order can be configured from the Self Service Capability page. All
the rules will be evaluated one by one and capabilities of the first matching rule will be
assigned to user.

14.2 Default Self Service Capability Rule

ORACLE

Self Service Capability is seeded with a Default Self Service Capability rule.

The default condition always evaluates to True. Thus if any other rule defined in Self Service
Capability does not get satisfied, the default rule will be satisfied and will provide the user with
all the self service capabilities.
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14.3 Example of Self Service Capability Rules and Rule
Evaluation Order

Self service capability rules and the order of rule evaluation can be set based on the type and
role of the user.

ORACLE

Example of rules that can be set are:

If user type is Contractor then, user is allowed only to manage self profile.
If user.Role Equal Contractor THEN capability Equal selfModifyUser

If user type is Full Time and belongs to Sales department then, user is allowed to request
roles and modify their profiles.

If user.Role Equal Full-time AND user.Department Number Equal Sales
THEN

capability Equal addSelfRoles

AND

capability Equal selfModifyUser

If user type is Full Time and country is not USA then, user is allowed to modify their profiles
and Middle Name is a denied attribute to this user.

If user.Role Equal Full-time AND user.Country Not Equal USA
THEN

capability Equal selfModifyUser

AND

deniedAttribute Equal Middle Name

If user type is Full Time and country is USA then, user is allowed to modify their profiles.

If user.Role Equal Full-time AND user.Country Equal USA
THEN
capability Equal selfModifyUser

When a user is created, the first rule that is evaluated is the latest defined rule, followed by the
next latest up to the default rule. Evaluation stops as soon as a match is found.

For example, if Contractor rule is created first, followed by Full-Time User, Full Time User
USA, and Full Time User hon USA. Figure 14-1 shows the order of rules.

Figure 14-1 List of Rules defined in Self Service Capabilities page

Self Service Capabilities

View w <= Create 4" Open

Rule Name

Full Time User non USA

Full Time User USA

Full-Time User

Contractors

Default Self Service Capabilities

() Refresh [z Detach

Description

Full Time User non USA

Full Time User USA

Full time user

Contractors

Status

enabled

enabled

enabled

enabled

Order
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Then, when a user is created, user attribute values are evaluated against Full Time User non
USA first, if it does not match, it proceeds to evaluate against Full Time User USA. If this also
does not match it is evaluated against Full-Time User and then Contractor. If non of these
rules match then, it is evaluated against the default rule, that is Default Self Service
Capability. If evaluation against Full Time User non USA is satisfied then, capability of the
user is set according to the condition in the rule.

The order of the rule can be modified using the arrow buttons in the Order column of the rule.

14.4 Creating a Rule in Self Service Capability Policy

ORACLE

You can create a new rule in the Add Self Service Capability Policy Rule page. Using the
Condition Builder, you can configure a rule condition. Using the AND or OR condition option,
you can configure an advanced rule.

To create a rule in self service capabilities:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Self Service Capabilities. The Self
Service Capabilities page is displayed.

3. Click Create on the toolbar. The Add Self Service Capability Policy Rule page is
displayed.

4. Under the Create Rule section, enter Name, Description, Owner, and Status for the new
rule. Status of a rule can be set to Enable or Disable. If the Status is set to Disable then
when a user is created, this rule is skipped during evaluation.

5. Set the rule condition in the Condition Builder section. For example,
To set rule using Condition Builder:

a. Under IF part of the rule, to enter attribute, click the condition builder icon. Condition
builder pop-up screen is displayed.

As an example, Figure 14-2 shows the Add Rule page.
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Figure 14-2 Creating rule with Condition Builder Option for Self Service
Capability
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Select the User attribute from the attribute list. List of searchable attributes and UDFs
associated with User are listed.

Search for the particular attribute from the list or type the name of the attribute in the
text box and click the Search icon. Select the attribute from the list and click OK.

Select the condition from the conditions drop-down. The available conditions are,
Equal, Not Equal, Contains, Does Not Contain, Begins With, Does Not Begins With,
Ends With, and Does Not Ends With.

# Note:

This list varies based on the type of attribute. The list above is for text type.
Number type attributes can have values Greater than, Lesser than and so
on.

To enter value, type the value in the text box and click OK or click the Value icon to
open the Condition builder pop-up screen.

In the condition builder, you can opt to enter Value or Expression.

If you select Value, list of value is displayed. Select the required value or type the
value in the text box and click OK.

If you select Expression, list of condition is displayed. Select the required value and
click OK.

< Note:

This field is case sensitive.
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e. To enter the THEN part of the rule, click the condition builder icon. Condition builder
pop-up screen is displayed. Select Capability or Denied Attributes and click OK.

f. Condition is set to Equals and cannot be changed.

g. To select the Capability or Denied Attribute based on the selection in previous step,
click condition builder icon under THEN section. Condition builder pop-up screen is
displayed. Select the desired default capability or denied attribute from the list and
click OK.

# Note:

e Mandatory attributes and System generated attributes like Status,
Display name, User Login and so on cannot be included in denied
attributes list.

e When denied attributes are specified, the user will not be able to view or
modify those attributes.

6. To set complex rules click Add Condition. Select AND or OR condition and set additional
rule by following instruction in Step 5.

7. Click Create.

14.5 Modifying a Rule in Self Service Capability Policy

You can edit the existing rules in the self service capability policy by opening the policy,
modifying the rule details, and saving the modified policy.

To modify a rule in self service capabilities:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Self Service Capabilities. The Self
Service Capabilities window is displayed.

3. Select the self service capability you want to modify from the list and click Open.
4. Modify the required details and click Update.

If you do not wish to update the changes made to the rule, click Revert. The rule is
restored to the original rule.

14.6 Deleting a Rule in Self Service Capability Policy

Delete the rules in the self service capability policy that are not required or are not in use.
To delete a rule in self service capabilities:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Self Service Capabilities. The Self
Service Capabilities window is displayed.

3. Select the self service capability that needs to be deleted from the list and click Delete.
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Managing Lookups

You can manage lookups from the Identity System Administration. However, lookup queries
are not supported. Managing lookups include searching lookup type, creating lookup type, and
modifying lookup type.

This chapter describes how to manage lookups in Oracle Identity Manager by using the Form
Designer in the Oracle Identity System Administration.

The Form Designer in the Oracle Identity System Administration enables you to perform the
following:

e Searching a Lookup Type
e Creating a Lookup Type
* Modifying a Lookup Type

15.1 Searching a Lookup Type

Use the Search and Select: Lookup Type Window to search for lookup types.
To search for a lookup type:

1. Login to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Lookups. The Search and Select:
Lookup Type window is displayed.

3. Select any one of the following options:

e All: On selecting this option, the search is performed with the AND condition. This
means that the search operation is successful only when all the search criteria
specified are matched.

e Any: On selecting this option, the search is performed with the OR condition. This
means that the search operation is successful when any search criterion specified is
matched.

4. In the Meaning field, enter the humanly readable description of the lookup value you want
to search.

# Note:

Meaning is the decoded value, and Code is the encoded value. The value in the
Meaning field is a humanly readable description of the field. The value in the
Code field is the actual code value that is used for provisioning. For example,
decoded value can be a LDAP group name, and encoded value is the LDAP
group GUID.

5. Inthe Code value, enter the Code value of the lookup type that you want to search.
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# Note:

To specify the search criteria, you can use the percent (%) wildcard character.

6. In the Description field, you can enter a description of the lookup type.

7. Click Search. The lookup types that match your search criteria are displayed in a tabular
format.

8. Select arow in the search results table. The details of the selected lookup type is
displayed in the Lookup Values section, as shown in Figure 15-1:

Figure 15-1 The Search and Select: Lookup Type Window

Search and Select: Lookup Type

~|Search
Match @ al O any
Meaning
Code
Description
Search Reset
7
Meaning |C0de |Descripti0n |
Lookup. Locations. Col A~
Lookup . Locations. Phe
Lookup . Locations. Fe
Lookup Locations, Site
Lookup Locations, Ska
Lookup, Lookup Defini
Lookup . Organization.
Lookup, Recondilistion v
. . !
Lookup Values
Meaning |C0de | Enabled |Sequence Diescription
Eranch Eranch
Comparny Comparny |:|
Drepartment Department |:|
QK | Cancel

9. The lookup values are enabled by default. You can deselect the checkboxes in the
Enabled column for each lookup value to disable the lookup value.
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# Note:

approach.

10. When finished, click OK.

15.2 Creating a Lookup Type

Chapter 15
Creating a Lookup Type

There are multiple ways in which lookups are used. One way is to populate some
form with data via the lookup icon on some process form to provision to a target
system. Many lookups, such as lookups for most connectors, contain some
configuration information. These lookups do not honor the checkbox in the
Disabled column and assume that all configuration settings are valid.

Task triggering based on lookup.usr_process_triggers, does not take into account
or depend upon enabling and disabling of lookup value. If an entry is made into
the lookup and the corresponding task is defined, then the task is triggered.

To workaround this, either change the task name at process definition or change
the value in the lookup definition level for task name. Oracle recommends
changing the value in the lookup definition level for task name as a better

Use the Create Lookup Type dialog box to create a new lookup type.

To create a lookup type:

1. Open the Search and Select: Lookup Type window.

2. Click the Create Lookup Type icon on the toolbar. The Create Lookup Type dialog box is

displayed, as shown in Figure 15-2:

Figure 15-2 The Create Lookup Type Dialog Box

Create Lookup Type

* Meaning Description

* Code

Lookup Codes
View - 32 | EfiDetach

* Mearning [+ code | Enabled |sequence

Description |

Click Create bo add a lookup code.

Save Cancel

3. Enter values in the Meaning and Code fields. These are mandatory fields. For a
description of the Meaning and Code fields, see step 4 in Searching a Lookup Type.

ORACLE
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# Note:

In a clustered Oracle Identity Governance setup, when you try to create a new
lookup type by entering a value in the Meaning field, the following error is
displayed:

"IAM-0120030:A system error #1528299731519 has occurred. Please contact
System Administrator."

The log file also shows the following:

oracle.jbo.AttrSetValException: JBO-27020: The set method for attribute
"Meaning" in LookupTypes cannot be resolved.

at oracle.jbo.server.EntityImpl.setAttribute (EntityImpl.java:2230)

at

oracle.jbo.server.ViewRowStorage.setAttributeValue (ViewRowStorage.java:2554)
at

oracle.jbo.server.ViewRowStorage.setAttributeInternal (ViewRowStorage.java:23
54)

at oracle.jbo.server.ViewRowImpl.setAttributeInternal (ViewRowImpl.java:1691)
Caused By: java.lang.NullPointerException

at

oracle.jbo.server.DBTransactionImpl.addPendingEvent (DBTransactionImpl.java:6
030)

at oracle.jbo.server.EntityCache.deliverEntityEvent (EntityCache.java:1737)

To resolve this issue, perform the following steps:
a. Stop all SOA Managed servers and OIM Managed servers.

b. On each OIM Managed server, add the java option -
Doracle.adfm.useSharedTransactionForFrame=false in
the $DOMAIN HOME/bin/setDomainEnv.sh file, as shown:

if [ "${SERVER_NAME}" = "<OIM_SERVER_NAME>" ] ; then
JAVA_OPTIONS="${JAVA_OPTIONS}
-Doracle.adfm.useSharedTransactionForFrame=false"
export JAVA OPTIONS

fi

c. Restart the SOA Managed servers, and then restart the OIM Managed
servers.

In the Description field, optionally enter a description of the lookup type.

Create one or more lookup codes for the lookup type. To do so:

a.

In the Lookup Codes section, click the Create Lookup Code icon. A row is added to the
Lookup Codes section in which you can specify values for the attributes of the lookup
code.

Enter values for the Meaning, Code, and Description attributes.
Select the checkbox in the Enabled column if you want to enable the lookup code.

Repeat steps a to cto create as many lookup codes you want. To remove a lookup
code, you can select the row for the code, and click the Remove Lookup Code icon.

Click Save. The lookup type is created.
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15.3 Modifying a Lookup Type

Use the Edit Lookup Type dialog box to edit an existing lookup type.
To modify a lookup type:

1. Open the Search and Select: Lookup Type window.

2. Click the Edit Lookup Type icon on the toolbar. The Edit Lookup Type dialog box is
displayed, as shown in Figure 15-3:

Figure 15-3 The Edit Lookup Type Dialog Box

Edit Lookup Type
* Meaning Description

Code Lookup.Policies, PolicyDefinitions, Fieldtame

Lookup Codes

Wiew - 38 | B Detach

* Meaning |* Code | Enabled |Sequence Descripkion

The narme of the o | Organization [}
The primary locatic | Location O
The rale of the use | Raole O
The tvpe of the us | Xellerate Type O

Save Cancel

3. To modify the values of the Meaning and Description attributes, specify values in the
respective fields. The Code field is a read-only field.

4. To modify lookup codes, select a row for the lookup code, and change the attribute values.

5. Add or remove lookup values by clicking the Create Lookup Code and Remove Lookup
Code icons respectively. For more information, see step 5 of Creating a Lookup Type.

6. Click Save. The Lookup Type is modified.

# Note:

PurgeCache utility must be run after updating lookup definition, without which you
must re-save lookup UDF in a sandbox before the new lookup values can be used.
This is also applicable to predefined fields and their lookup definitions. Therefore,
PurgeCache utility must be run to purge cache for all categories.

See Purging the Cache in Performance and Tuning Guide for information about
purging the cache.
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Managing role categories include creating, searching, modifying, and deleting role categories.
This chapter describes the Role Categories in Oracle Identity Manager.

# Note:

Role categories exist in this release of Oracle Identity Manager only for the purpose
of backward compatibility. Using role categories is hot recommended.

This section describes the following topics:

e About Role Category

e Creating a Role Category
e Searching Role Categories
e Modifying a Role Category
e Deleting a Role Category

16.1 About Role Category

ORACLE

There are two default role categories, OIM Roles and Default. If you are using a fresh
deployment of Oracle Identity Manager, then use the Category attribute in the access catalog.
If you are using an upgraded deployment of Oracle Identity Manager, then update the Catalog
category attribute with the role category information.

The default role categories in Oracle Identity Manager are:

e OIM Roles: All the predefined roles in Oracle Identity Manager are assigned to this
category. These are roles that exist in Oracle Identity Manager by default and are primarily
used for managing permissions. There will not be any corresponding entity in catalog for
these predefined roles.

- Default: A newly created role must have a role category. Therefore, if a role category is
not specified at the time of creating the role, then the role is assigned to this category by
default.

< Note:

The default role categories cannot be localized.
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16.2 Creating a Role Category

Use the Create Role Category page to create a new role category.

To create a role category:

1.
2.

Login to Oracle Identity System Administration.

On the left pane, under System Configuration, click Role Categories. The Search Role
Categories page is displayed.

From the Actions menu, select Create. Alternatively, click Create on the toolbar. The
Create Role Category page is displayed.

In the Role Category box, enter the name of the role category. This is a mandatory field.

In the Role Category Description box, enter a description for the role category. This step is
optional.

Click Save. The role category is created, and the role category details page is displayed.
This page consists of the Attributes tab.

The Attributes tab displays the attributes of the role category. You can edit the fields in this
tab to edit the role category.

16.3 Searching Role Categories

Use the Search Role Categories page to search for existing role categories. You can search by
specifying a value or wildcard character, and also use various search operators.

ORACLE

To search for role categories:

1.

In Oracle Identity System Administration, Under System Configuration, click Role
Categories. The Search Role Categories page is displayed.

In the Role Category field, specify a value. You can include wildcard characters (*) in the
attribute value.

For the attribute value that you specify, select a search operator from the list. The following
search operators are available:

e Starts with

e Ends with

e Equals

e Does not equal

e Contains

* Does not contain

The search operator can be combined with wildcard characters to specify a search
condition. The asterisk (*) character is used as a wildcard character. For example, you can
specify the value to be D* as the search criteria, and select Equals as the search operator.
The role categories that begins with D are displayed.

To add a searchable attribute to the Role Categories, click Add Fields, and select the
attribute from the list of attributes.
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If you want to change the order of the search fields, then click Reorder. The Reorder
Search Fields dialog box is displayed. Move the search fields up or down by using the up
and down arrows. When finished, click OK.

If you want to save the search criteria for future user, then click Save. See Performing Self
Service Tasks with Oracle Identity Governance for information about saved search.

Optionally click Reset to reset the values that you specified as search conditions. Typically,
you perform this step to remove the specified search conditions and specify a new search
condition.

Click Search. The search result is displayed in a tabular format.

16.4 Modifying a Role Category

Use the role category details page to edit the basic attributes of an existing role category.

To modify a role category:

1.

In the Search Role Categories page, search and select the role category you want to
modify.

From the Actions menu, select Open. Alternatively, click Open on the toolbar. A page with
details about the role category is displayed.

You can also open the role category details by clicking the role category name.

The Attributes tab is open by default. Edit the fields in this tab to modify basic category
information such as name and description. When finished, click Apply.

16.5 Deleting a Role Category

Delete a role category, which is not required, either by searching for it or from the role category
details page.

To delete a role category:

1.

ORACLE

In the Search Role Categories page, search and select the role category you want to
delete.

From the Actions menu, select Delete. Alternatively, click Delete on the toolbar.
If the role category detail page is open, then click Delete on the toolbar.
A message box is displayed asking for confirmation.

Click Delete. The role category is deleted. Alternatively, you can also delete the role
category from its details page.

16-3



Managing the Scheduler

v

= This content applies only to OIG Bundle Patch 12.2.1.4.220703 and releases
earlier to July 22 Bundle Patch.

Managing the scheduler involves understanding scheduled tasks and scheduled jobs,
configuring the oim-config.xml file, starting and stopping the scheduler, understanding the
predefined scheduled tasks, managing scheduled jobs, and diagnosing scheduled jobs.

This chapter describes about the Scheduler in Oracle Identity Manager. This chapter contains
the following sections:

*  About Scheduler

e Configuring the oim-config.xml File
e  Start and Stop the Scheduler

* Scheduled Tasks

e Managing Jobs

« Diagnosing Scheduled Jobs

17.1 About Scheduler

ORACLE

The scheduler enables you to schedule jobs that automatically run predefined scheduled tasks
at the specified time.

This is illustrated by the following example:

To meet the security policies of an organization, employees may be required to change their
product application password every 60 days. For this purpose, the system administrator has to
ensure that an email is sent to all employees whose passwords for the respective product
applications have expired. One approach would be to identify the set of users whose
passwords have expired and send email to each employee manually. Alternatively, the system
administrator can use a service, such as scheduler. In Oracle Identity Manager, there is a
predefined scheduled task called Password Warning Task. The system administrator can use
this scheduled task to create a scheduled job with the intended schedule.

¢ See Also:

Table 17-2 for information about the Password Warning Task scheduled task

Scheduler also enables you to create your own scheduled tasks that can be run by a job at a
set time.
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A scheduled task configures the metadata for a job, which is to be run, and the parameters
required for execution of that task. This metadata is predefined for the predefined tasks. A new
task can be added by the user, which will have the new metadata or the existing tasks can be
updated to add/update the parameters for other configuration details. A job can be scheduled
to run at the specified interval. You can create multiple jobs scheduled to run at different time
intervals. A job run is a specific execution of a job. Each job run includes information such as
the start time, stop time, exceptions and status of the execution.

17.2 Configuring the oim-config.xml File

ORACLE

The oim-config.xml file consists of the Scheduler element, whose child elements define the
scheduler settings.

After you install Oracle Identity Manager, you can configure the scheduler settings by editing
the child elements of the Scheduler element in the oim-config.xml file located in the MDS. To
access the oim-config.xml file by using Oracle Enterprise Manager:

1. Log in to Oracle Enterprise Manager.
2. Click Application Deployments.

3. Right-click OIMAppMetadata(11.1.2.0.0)(oim_server_name), and select System MBean
Browser.

4. In the System MBean Browser, navigate to Application Defined MBeans, oracle.iam,
Server: oim server, Application: oim, XMLConfig, Config,
XMLConfig.SchedulerConfig, Scheduler.

Table 17-1 lists the default elements that you can configure within the Scheduler element in the
oim-config.xml file.

# Note:

You can add new configurable child elements. For the information about new child
elements, refer to the following URL:

http://www.quartz-scheduler.org/

Table 17-1 Child Elements of the Scheduler Element

Element Within Scheduler Description
Element
DSJndiURL This element is used for configuring transactional data source in the

application server, which is used by Quartz to establish the connection.
Default value: jdbc/operationsDB

nonTxnDSJndiURL This element is used for configuring non-transactional data source in
the application server, which is used by Quartz to establish the
connection.

Default value: jdbc/oimJMSStoreDS

Clustered Enter true if Oracle Identity Manager has been installed in a clustered
environment. Otherwise, enter false.

Default value: true

NOTE: In a clustered environment, the clocks on all nodes of the
cluster must be synchronized.
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Table 17-1 (Cont.) Child Elements of the Scheduler Element
]

Element Within Scheduler

Element

Description

implementationClass

Enter the name of the Java class that implements scheduler.
Default value: oracle.iam.scheduler.impl.quartz.QuartzSchedulerimpl

instancelD

Enter a unique string value in this element. This value represents a
string that uniquely identifies an Oracle Identity Manager scheduler
instance.

NOTE: In a clustered environment, each node of the cluster must have
a unique Instanceld. This can be achieved by entering a value of AUTO
in the instanceld element.

startOnDeploy

Enter false if you do not want scheduler service to start automatically
when Oracle Identity Manager is started. Otherwise, enter true.

Default value: true

threadPoolSize

Enter an integer value in this element. This value represents the
number of threads that must be used for running jobs.

Default Value: 10

17.3 Start and Stop the Scheduler

Starting or stopping the scheduler involves understanding the Started and Stopped scheduler
statuses, and controlling the scheduler status in a single-node or clustered deployment.

ORACLE

This section describes how to start and stop the scheduler. This section contains the following:

* About Enabling and Disabling the Scheduler

»  Starting and Stopping the Scheduler

e Controlling Scheduler Start or Stop in a Clustered Environment

17.3.1 About Enabling and Disabling the Scheduler

At a given instance, the scheduler status can either be Started or Stopped.

The search results of the Manage Scheduler Jobs page displays the current status of the
scheduler. At any given instance, the scheduler can be in one of the following statuses:

e Enable

If the scheduler is in the started status, then jobs can be scheduled and jobs that have
already been scheduled will continue to run at the scheduled time.

« Disable

If the scheduler is in the stopped status, then all jobs are stopped. When the scheduler
gets the stopped status while jobs are running, the currently running jobs are stopped. In
addition, the jobs that are scheduled to run does not run, but are submitted for run
according to the schedule. When the Scheduler Service is up in the future, all submitted

jobs are run.

The Manage Scheduler Jobs page also displays a detailed error message in the Last Error

field, if any.

You can use the Scheduler Status page to either start, stop, or reinitialize the scheduler.
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By default, the scheduler is in the started status after you install Oracle Identity Manager.
However, if you want to stop scheduler for any reason and then restart it, then you must follow
the procedure discussed in this section.

17.3.2 Starting and Stopping the Scheduler

Use the Scheduler Jobs page to start, stop, or re-initialize the scheduler.

To start or stop the scheduler:

# Note:

* You need to have Scheduler Admin role to start or stop the scheduler.

* In a clustered environment, you must perform this procedure on each node of the
cluster.

Browse to the following URL by using a Web browser:
http://OIM_HOST:OIM_PORT/SchedulerService-web/status

In this URL, OIM_HOST represents the name of the computer hosting the Oracle Identity
Manager server, and OIM_PORT refers to the port on which Oracle Identity Manager
server is listening.

Enter the User ID and password, and then click Submit.

The Scheduler Status page is displayed.

# Note:

You may be automatically logged in to the scheduler service if you are working in
a single sign-on environment.

Depending on the type of action that you want to perform, click one of the following:
*  START: Click this button to start the scheduler.

e STOP: Click this button to stop the scheduler. This stops the scheduler and further
execution of triggers, but it does not stop or abort any jobs that are already executing.
When the Scheduler Service is started again, jobs will then be executed at their
appropriate times based on when they are scheduled.

* REINIT: Click this button to reinitialize the scheduler.

17.3.3 Controlling Scheduler Start or Stop in a Clustered Environment

ORACLE

The scheduler.disabled system property is required if you want to control scheduler start or
stop on a clustered setup. The scheduler.disabled system property must be set to true if you do
not want to start the scheduler service on that node of the cluster.

This section contains the following topics:

Adding the Server Side Property for Oracle Identity Governance

Restarting Oracle Identity Governance Managed Servers from the Node Manager
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Modifying the Server Side Property for Oracle Identity Governance

17.3.3.1 Adding the Server Side Property for Oracle Identity Governance

To add the scheduler.disabled server-level property:

1.
2.
3.

4
5.
6
7

Log in to the WebLogic Administrative Console.
On the left panel, select Environment, Servers.

Click the name of the managed server where you want to add the scheduler.disabled=false
property.

Select Lock and Edit.

Select Configuration, Server Start.

In the Arguments box, add the scheduler.disabled=false property, and click Save.

Click Activate Change.

Restart the managed server using node manager so that the newly added property is picked
up. Restarting from the Command-Line Interface does not work.

17.3.3.2 Restarting Oracle Identity Governance Managed Servers from the Node

Manager

ORACLE

To restart Oracle Identity Governance Managed Servers from the Node Manager:

1.

© g & w

Start the Administration server. To do so:

a. From your current working directory, go to the MW_HOME/user_projects/domains/
base_domain/ directory.

b. Run the following command:
For UNIX:

startWebLogic.sh

For Windows:
startWebLogic.cmd
Start the Node Manager. To do so:

a. From your current working directory, go to the MW_HOME/wlserver_10.3/server/bin/
directory.

b. Run the following command:
For UNIX:

startNodeManager.sh

For Windows:

startNodeManager.cmd
Log in to the WebLogic Administrative Console.
On the left panel, select Environment, Servers.
Select Control from the right panel.

Select the option where the property is added, and click Start.
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17.3.3.3 Modifying the Server Side Property for Oracle Identity Governance

To modify the scheduler.disabled system property:

1. Log in to the WebLogic Administrative Console by using the WebLogic administrator
credentials.

2. Under Domain Structure, select Environment, Servers. The Summary of Servers page is
displayed.

3. Click the Oracle Identity Manager server name, for example, oim_serverl. The settings for
oim_serverl is displayed.

Click Configuration, Server Start.

In the Arguments box, change the existing property scheduler.disabled = false/true.
Click Save.

Click Activate Changes.

©@ N o g »

Restart the Oracle Identity Manager Managed Server.

# Note:

After modifying the scheduler.disabled system property, you must start the
Managed Server by using the Node Manager.

17.4 Scheduled Tasks

Oracle Identity Manager provides a list of predefined scheduled tasks. In addition, you can
create your own custom scheduled tasks based on the requirement.

This section describes the scheduled tasks. This is discussed in the following topics:
e About Scheduled Tasks
e Predefined Scheduled Tasks

e Creating Custom Scheduled Tasks

17.4.1 About Scheduled Tasks

ORACLE

In Oracle Identity Manager, metadata is predefined for the default scheduled tasks. New tasks
can be added by the user with new metadata, or the existing tasks can be updated to add or
update the parameters or other configuration details.

For example, you can configure a reconciliation run using a scheduled task that checks for new
information on target systems periodically and replicates the same in Oracle Identity Manager.
Each scheduled task contains the following metadata information:

*  Name of the scheduled task
* Name of the Java class that runs the scheduled task
* Description

* Retry
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(Optional) Parameters that the scheduled task accepts. Each parameter contains the
following additional information:

Name

Data Type
Required/ Optional
Help Text
Encryption

17.4.2 Predefined Scheduled Tasks

Oracle Identity Manager provides a set of predefined scheduled tasks that you can use while
creating or working with jobs.

Table 17-2 lists the predefined scheduled tasks.

Table 17-2 Predefined Scheduled Tasks

. ________________________________________________________________________________________________|]
Description User-Configurable Attributes

Job Name

Enabled By
Default

Application Instance
Post Delete
Processing Job

This scheduled task is used to revoke, delete, None
or decommision applicaion instances that have

been soft-deleted. It can be run in the following
modes:

Revoke: Deletes the provisioned accounts
from the target system after the application
instances has been deleted

Delete: Hard-deletes the accounts from all
provisioning tasks and targets, and
subsequently from Oracle Identity Manager
Decommission: Changes the account
status to Revoke without keeping the
accounts in Oracle Identity Manager in
provisioned state

Yes

Application Bulk
Create

This scheduled task is used to seed Application Template Directory and Archive
and Instance Application in bulk. There is no Directory

default job for this scheduled task however, you

can create job using this task.You need to

provide directory path of list of Application and

Instance Application Template.

Template will be processed as per below
convention:

All template that does not contain Base
Application Name are processed on
priority and such templates are eligible for
new Application. Such Applications will be
created in sequence from job.

All template that contains Base Application
Name are eligible for Instance Application.
All such template are processed
asynchronously.

Yes

ORACLE
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Job Name Description User-Configurable Attributes Enabled By
Default
Application Template  This scheduled task is used to generate the Application Names: A list of Yes
Generation Job template for applications that are created comma separated application
through connector installer or if there is a instance names for which templates
upgrade. The generated templates are stored  have to be generated.
in internal database table, which is used to Generate in Bulk: If set to Yes,
manage the application from Application Tab in template is generated for all
Identity Self Service. application instances which are not
Deleted. If Generate in Bulk is set to
Yes, then Application Names
‘,9 Note: ’s\lr:)ould not be set. Default value is
For authoritative
applications,
create an
application
instance using
API| and then use
this job to
generate the
template.
Attestation Grace This scheduled task delegates the attestation ~ None Yes
Period Expiry Checker process after the grace period expires.
Automated Retry of This scheduled task retries Async Tasks (JMS None Yes
Failed Async Task Messages) that have failed. If the execution of
the task succeeds, it is removed from the list of
failed tasks. If it fails, the retry count is
incremented. The maximum number of times a
Failed Task is retried is determined by the
'maxRetries' defined for that task in async-
messaging.xml.
Automatically Unlock  This scheduled task automatically unlocks a None Yes
User user after the specified number of days. This
job supports job frequency in days, minutes,
and hours. As password policy in supports
lockout duration in minutes, It is recommended
to keep the frequency of this scheduled job in
minutes.
Bulk Load Archival This scheduled task cleans up the processed <  Archival Date: This attribute No

Job

entries in the Oracle Identity Manager
Database staging tables used during bulk load
post processing.

specifies the date up to which
the records will be purged. It
must have a value. The format
is ddMMyyyy or MMM dd,
yyyy.

e Batch Size: Database records
are cleaned up in batches. This
attribute specifies the size of the
batch and must have a value.
The default is 1000.
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Default

Bulk Load Post This scheduled task starts post processing jobs -

Process for the Bulk Load Utility.

Batch Size for Processing No
Records: User records are
processed in batches. This
attribute specifies the size of the
batch and must have a value.
The default is 500.

Generate Password: This
attribute specifies whether a
password will be automatically
generated when users are
created with the Bulk Load
Utility. It must have a value of
Yes or No; the default is Yes.
Ldap Sync: This attribute
specifies whether users created
in Oracle Identity Manager
using the Bulk Load Utility will
also be created in the LDAP
repository in an LDAP enabled
environment. This attribute must
have a value of Yes or No; the
default is No.

Notification: This attribute
specifies whether users created
using the Bulk Load Utility will
be notified with an email. It must
have a value of Yes or No; the
default is Yes.

Process User Ids: This attribute
specifies the range of user keys
(in the Oracle Identity Manager
Database) that need to be
processed. The keys are
associated with the users
created using the Bulk Load
Utility. It defines a range from
start (From:) to finish (To:).
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Default
Catalog The scheduled task is used to harvest roles, Mode: The Catalog Synchronization Yes

Synchronization Job

application instances, and entitlements into the

catalog. It is also used to load catalog
metadata.

Job scheduled job can be run in the
following modes:

Incremental: Updates catalog
entries based on the Update
Date parameter. Only data
changed on or after this date is
refreshed in the catalog.

Full: Refreshes the entire
catalog from the source entities.
All the data in the catalog is
replaced.

Metadata: Updates or adds
metadata columns of catalog
items based on the supplied
CSV file. The CSV file should
contain details of the existing
catalog items. It should contain
Catalog_ID or ENTITY_TYPE,
ENTITY_KEY of the existing
catalog item.

Technical Glossary: Loads
data in the catalog that
represent hierarchical attributes
of entitlements based on
external source (XML).
Recalculate Tags: Refreshes
CATALOG TAGS column using
CATALOG.USER_DEFINED_TA
GS and other searchable
CATALOG attributes. The same
values can be used in keyword
search.

Certification Event
Trigger Job

This scheduled task is responsible for running
event listeners against the set of user
modification events that have occurred in the
system. All event listeners will be executed by
default if none are listed in the Event Listener
Name List parameter.

See Configuring Event Listeners and
Certification Event Trigger Jobs in Performing
Self Service Tasks with Oracle Identity
Governance for more information.

Event Listener Name List: Thisisa No
comma-separated list of event

listeners to be evaluated. If no value

if specified for this attribute, then all
event listeners will be evaluated.
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Certification This job populates the required data for pre- Batch Size: Number of Yes
Maintenance Job upgrade certifications. If you are using an certifications to process in a
upgraded deployment of Oracle Identity thread.

Manager, then run this job to access
certifications from Certification Dashboard Ul.
See Accessing Pre-Upgrade Certifications in
the Dashboard in Performing Self Service
Tasks with Oracle Identity Governance for
information about populating pre-upgrade
certifications in the Dashboard by running this
scheduled job.

Number of Concurrent Threads:
Number of processing threads
used by Certification
Maintenance Job for parallel
processing. This attribute
should be updated depending
on the OIM host capabilities and
performance requirements.

Certification
Comments Mining Job

This schedule job computes and store the
latest comments for each entity line item from
last completed certification if available or from
the request justification.

Mine Comments OOTB Value: No No

# Note:

To
ensure
the
comm
ents
are
popula
ted,
the
value
of this
attribut
e must
be
chang
ed to
Yes.

DataCollection
Scheduled Task

This scheduled task is used to populate data

from Oracle Identity Manager operational tables

to the staging tables in an offline manner. The
scheduled task is set to run manually, and is
triggered when Oracle Identity Analytics (OIA)
invokes the DataCollectionOperationsintf-
>startDataCollection API.

None Yes
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Delayed Delete User  This scheduled task automatically deletes the  None No
user whose delete date is before the start of
today.

The XL.UserDeleteDelayPeriod system
property indicates the number of days after
which the user is to be deleted. When the
administrator deletes a user, the user is marked
in the Disabled state, and the user's
'Automatically Delete On' date is set for the
future date after the number of days indicated
in the XL.UserDeleteDelayPeriod system
property.

This scheduled task finds all such users for
whom the 'Automatically Delete On' date is less
than the start of today. All those users are
marked as Deleted.

For example, Jane Doe is a user with
'2014-03-24 01:55:00' as the 'Automatically
Delete On' date, and John Doe is a user with
'2014-03-25 18:55:00' as the 'Automatically
Delete On' date. When the scheduler is run on
'2014-03-25', only Jane Doe is deleted. John
Doe will be deleted when the scheduler runs on
'2014-03-26'".

Note: See Default System Properties in Oracle
Identity Governance for information about the
XL.UserDeleteDelayPeriod system property.

Note: Oracle recommendation is to run this
scheduled task once per day.
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Deleted User Account This scheduled task removes sensitive data of User Login(s): This is a comma- No

Clean Up Job

deleted users, such as user attributes and
account data.

< Note:

Transitional data,
such as
reconciliation
events, might
have parts of
relevant user
data, which is
taken care of by
regular data
purge utilities. If
archival tables
are used, such
data persists in
archival tables.

Running the
Deleted User
Account Clean
Up Job does not
clean up
certification
campaigns for the
users under
consideration. As
base records for
users are
completely
cleaned up
meanwhile, a
detailed review of
such users from
certification
campaign may
not work.

separated list of deleted user
login(s). If this list includes any
active user, then an error message
is displayed. Check the diag_log and
diag_log_dltls tables for details.

For diagnostic logging and
debugging information during or
after the scheduled task execution,
see Using PL/SQL Unified
Diagnostic Logging and Debugging
Framework.

Disable Hierarchical

Entitlement Task

This scheduled task cleans up the hierarchy
from the TARGET_HIERARCHICAL_DATA
table and deletes the assigned indirect
entitlements.

*  Application Name: Use this field Yes
to specify the name of the
application.

*  Nested Object Name: Use this
field to identify the name of the
nested group object.

Example: Use groups for AD
target.

*  Number of Threads: Use this
attribute to specify the total
number of threads.
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Enabled By
Default

User-Configurable Attributes

Disable/Delete User
After End Date

An end date is defined when a user account is
created. This scheduled task disables user
accounts for which the end date had passed
the current date at the time when the task is
run.

Note: Oracle recommendation is to run this
scheduled task every 30 minutes or 1 hour.

None Yes

Enable User After
Start Date

A start date is set when a user account is
created. This scheduled task enables user
accounts for which the start date has passed,
and the user status is Disabled Until Start Date.
These users are enabled thorough this
scheduled task, thereby making the users
ACTIVE.

None Yes

Entitlement
Assignments

This scheduled task populates Entitlement
Assignment schema from child process form
table whose field, Entitlement is marked as
true.

RECORDS_TO_PROCESS_IN_BAT No
CH: Number of records to process in
a batch.

Entitlement List

This scheduled task populates Entitlement
schema from the lookup table whose child
process form field Entitlement is marked as
true.

Auto Publish: When the value of this No
field is true, the entitlement is
automatically published to the
organization that is already part of

the application instance. The default
value of this field is true.

If the value is false, then the
entitlement is not published to the
organization that is already part of
the application instance.

Entitlement Post
Delete Processing Job

This scheduled task is used for post-processing
of entitlement soft deletion in the provisioning
component. It is used to revoke or delete
entitlements that have been soft-deleted. It can
be run in the following modes:

* Revoke: Revokes the entitlement-grant for
all the accounts in Oracle Identity
Manager, which have that specific
entitlement granted.

* Delete: Hard-deletes the entitlements from
the UD_CHILD table.

Irrespective of the mode, the entitlement grant

entry is removed from the ENT_ASSIGN table.

None Yes
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Evaluate User Policies This scheduled task evaluates the access Number of Threads: Use this Yes
policies. attribute to specify the total number
of threads that will process re-
evaluation.
The default value is 20.
Batch Size: Use this attribute to
fetch number of records from the
database to be processed in one
iteration.
The default value is 500.
Time Limit in mins: Use this attribute
to specify time in minutes, after
which the schedule task will stop.
By default, this attribute is not
specified and disabled. You must
enable and configure the time.
Form Upgrade Job This scheduled task updates the form version <  Application Instance Name: Yes
to the latest active version and the form data to Name of the application
the value specified during the field's creation for instance. The default value is
all accounts. "ALL."
Note: If this scheduled task is not run, thenthe *  Batch Size: Use this attribute to
form version and data will be incorrect in the fetch number of records from
audit snapshot and the reporting tables. the database to be processed in
one iteration. The default value
is 500.
Get SOD Check This scheduled task gets back the result of SoD None No
Results Approval Evaluation from the SoD Server, for example,
OAACG, SAP, and GRC for all requests waiting
for SoD Check results. It reflects the
SoDCheckResult and violation in appropriate
dataset attributes. It will pick up all requests
that are in 'SoD check result pending' state and
mark them as 'SoD check completed'.
Get SOD Check This scheduled task gets back the result of SoD None No

Results Provisioning

Evaluation from the SoD Server, for example,
OAACG, SAP, and GRC for all pending
SoDCheck provisioning tasks. It reflects the
SoDCheckResult and violation in appropriate
process form attributes.
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Hierarchy Search
Recon Task

This scheduled task populates the hierarchy
details from the target system to the new OIG
database table
TARGET_HIERARCHICAL_DATA.

Application Name: Use this field Yes
to specify the name of the
application.

Object Type: Use this field to
identify the type of the object.
Example: Object Type = Group
Parent Attribute Name: Use this
field to specify the name of the
parent groups.

Example: Parent Attribute
Name = memberOf for AD
target

Attribute Name: Use this field to
specify the attribute name.
Example: Attribute Name =

_ NAME__

Form Name: Use this field to
specify the name of the form.
Example: Form Name = groups

Hierarchical
Entitlement
Processing Task

This scheduled task calculates and assigns/
revokes the indirect entittements between the
users for a given application and the nested
object name.

# Note:

The Hierarchical
Entitlement
Processing task
is performance
intensive
operation. You
must enable the
task only if
required. To
return to the
earlier behavior,
you must run the
Disable
Hierarchical
Entitlement job.

Application Name: Use this field Yes
to specify the name of the
application.

Nested Object Name: Use this
field to specify the name of the
nested group object name.
The value for Nested Object
Name is groups for AD target.
Number of Threads: Use this
field to specify the number of
threads to be used while
calculating and assigning or
revoking the indirect
entitlements.
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Default

Identity Audit Scan
Cleanup

This scheduled task processes existing
detective scan runs and purges old data from
the tables used to store history of users and
policies connected with the scan runs. Records
are purged from the
IDA_SCAN_RUN_POLICIES and
IDA_SCAN_RUN_USERS tables.

To retain the history, enable the job and
schedule it to run periodically based on the
activity in the system.

Number of Threads: Use this field to No
specify the number of threads to be

used while running a scan cleanup

job. Default value is 4.

Scan Run Batch Size: Use this field
to specify the number of scan run
entities per batch for a single
processing thread. Default value is
20.

Issue Audit Messages
Task

This scheduled task fetches audit message
details from the aud_jms table and sends a
single JMS message for a particular identifier
and auditor entry in the aud_jms table. An MDB
processes the corresponding audit message.

Max Records: Use this attribute to ~ Yes
specify the maximum number of

audit messages to be processed for

a specified scheduled task run. The

default value of this attribute is 400.
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Job History Archival  This scheduled task is designed to archive/

purge entries for Job History.

Archival Date: Use this attribute to No
specify date till which the records

need to be archived/purged.

Supported archival date format is
ddMMyyyy.

¢ Note:

Archiv
al Date
param
eter is
auto
increm
ented
by one
day on
each
job
executi
on. So
job
should
be
schedu
led
with
daily
freque
ncy to
work
as
expect
ed.

Batch Size: Use this attribute to
specify the size of a batch in which
the records must be processed.
Operation Type: Use this attribute to
specify the operation type. This
attribute can have two possible
values, Archive and Purge.

The default value is Archive.
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Non Scheduled Batch This scheduled task tries to process all the None No

Recon events created by non scheduled task based

connectors such as PeopleSoft. Such
connector created events are in either Event
Received State or Data Received State, they
only get processed if the batch size specified
by the set of events is reached or via this
scheduled task. This task executes as per
settings to pick up all the unprocessed non
scheduled task based events and submits them
to the reconciliation engine for processing.

OIM Certification This scheduled task is used to purge data from For information about the user- No
Purge Job the certification tables. It provides for some configurable attributes, see
critical parameters to be specified or configured Configuring Real-Time Certification
(although default values are available for Purge Job.

these), such as retention period, run duration,
and purge criteria, for online and continuous
purge of data in the background.

# Note:

By default, the
OIM Certification
Purge Job is
seeded with
default values for
input parameters,
such as purge
interval and purge
retention period.
You must revisit
the input
parameters to
change their
default values as

required.
OIM Data Purge Job  This scheduled task is used as a single unified For information about the user- Yes
interface for archive/purge of data for the configurable attributes, see

Requests, Reconciliation,Provisioning Tasks, Configuring Real-Time Purge and
and Orchestration entities. It provides for some Archival.

critical parameters to be specified/configured

(although default values are available for

these), such as retention period, run duration,

and purge criteria, for online and continuous

purge of data in the background.

Note: By default, the OIM Data Purge Job
scheduled job is seeded in the enabled state
with a retention period of 90 days. You must
revisit the job parameters to disable or to
change the purge interval as required.
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OIM Entitlement The scheduled task is used for archive/purge of For information about using No
Assignment History data for the Entitlement Assignment History Entitlement Assignment History
Purge Job table. Purge, see .
Password Expiration  This scheduled task sends e-mail to users Email Definition Name: Name of the Yes
Task whose password expiration date had passed at email definition created in the
the time when the task was run and then Design Console for sending
updates the USR_PWD_EXPIRED flag on the password expired notification to the
user profile. user. The default value is "Password
Expired".
Password Warning This scheduled task sends e-mail to users Email Definition Name: Name of the No
Task whose password warning date had passed at  email definition created in the
the time when the task was run and then Design Console for sending
updates the USR_PWD_WARNED flag on the password expiration warning
user profile. notification to the user. The default
value is "Password Expiration
Warning".
Process Pending Role This scheduled task is responsible for None Yes
Grants processing of future role grants. It grants the

role for which start date has reached and
revokes the role if role grant end date has
reached. This task is scheduled to run daily.

Reconciliation Retry  This scheduled task processes the failed None Yes
Scheduled Task reconciliation event for the users whose status

is set as Failed.
Refresh Materialized  The materialized view is used to generate None No
View reports related to reconciliation. This view

needs to be updated periodically (at a specified
interval, for instance, once a day).

Refresh Organization This evaluates the organization memberships  None Yes
Memberships and assigns users to organizations based on

rules. This job evaluates all the organizations

whose membership rules have changed since

the last job run and their immediate evaluation

have not been opted by the administrator.

Refresh Role This evaluates the role memberships and None Yes
Memberships assigns users to roles based on rules. This job

evaluates all the roles whose membership rules

have changed since the last job run and their

immediate evaluation have not been opted by

the administrator.
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Remove Audit Log This scheduled task is used to permanently e Batch Size: The number of Yes
Entries remove audit log events which are older than a records to be removed as a
specified number of days. On job completion, batch. Default value is 500.
the scheduled task will add a single audit log «  Maximum Job Duration (in
event in AUDIT_EVENT table recording the Mins): Default value is 30
number of records removed from the database, minutes.
the job return code, and an error message if «  Remove Audit Log Events older
the job fails. Than (in days): Audit events
For more information on how to control audit whose date is older than this
data growth in Lightweight audit framework, see value will be permanently
About Audit Data Growth Control Measures in deleted from the audit event
Lightweight Audit Framework. table. Default value is 180 days.
Remove Open Tasks  This scheduled task removes information about Day Limit No
open tasks from the table that serves as the Number of days for which
source for the list displayed in Oracle Identity information about an open task
System Administration. should be retained in the table
before the information is deleted
By default, this attribute is not
specified and disabled. You must
enable and configure the time.
Request Execution This is a periodic scheduled task searches for  Job Periodic Settings: Use this Yes
Scheduled Task requests with status "Request Awaiting attribute to specify the time interval
Completion" and moves requests forward to the for the scheduled task to be run.
next stage "Operation Initiated" if the effective  The default value is 6 hours.
date set during the request submission is prior
or equal to the current date.
Resubmit Uninitiated  This scheduled task tries to initiate SoD Check None No
Approval SODChecks for pending requests, which have
SoDCheckStatus as "SoD check not initiated"
or "SoD check completed with error". The
pending requests are the ones for which SoD
initiation failed in first try and are pending for
some level of approval.
Resubmit Uninitiated  This scheduled task tries to initiate SoD Check None No

Provisioning by submitting a JMS message for all pending
SODChecks SoDCheck provisioning tasks. The SoD Check
initiation may have failed because of SoD
server being down at the time of entitlement
add/update via direct provisioning.
ORACLE
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Retry Failed This scheduled task retries all failed e Orchestration ID: This attribute  No

Orchestrations orchestrations based on the attribute values takes a comma separated list of
provided. If there is no parameter value Orchestration Ids to be retried.
defined, no orchestration will be retried. «  Entity Type: Orchestrations

submitted for the given Entity
will be retried.

e Operation: Orchestrations
submitted for given Operation
will be retried.

e Stage: Orchestrations on the
given stage will be retried.

*  From Date: Orchestrations
submitted after the given date
will be retried. The format is
ddMMyyyy or MMM dd, yyyy.

*  To Date: Orchestrations
submitted before given date will
be retried. The format is
ddMMyyyy or MMM dd, yyyy.

Retry Reconciliation ~ This scheduled task is used to re-process Batch ID: This is the comma- No

Batch Job batches with the 'Ready for Processing' status. separated ID of the batches to be

retried.

Risk Aggregation Job  This scheduled task is used for calculating the <  Number of Concurrent Threads: No
risk summary value for users, roles, and Use this attribute to specify the
accounts based on their item-risk and risk- number of threads that process
factor levels as defined in the system risk aggregation.

Note: See About Risk Aggregation and Risk ¢ User Batch Size: Use this
Summaries in the Performing Self Service attribute to specify the number
Tasks with Oracle Identity Governance for more of users that must be processed
information. in each thread.

Run Future Dated This scheduled task processes the current None No

Reconciliation Events dated reconciliation event for the users whose
status is set as Deferred.

Set User A deprovisioning date is defined when auser  None Yes

Deprovisioned Date  account is created. For users whose
deprovisioning date had passed at the time
when this scheduled task was run, the task sets
the deprovisioned date as the current date.

Set User Provisioned This scheduled task sets the provisioned date  None Yes

Date

to the current date for users for whom all of the
following conditions are true:

e The provisioning date is in the past.

e The deprovisioned date has not been set.

e The deprovisioning date has not been
reached or is NULL.
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Seed Home This scheduled task evaluates and updates Batch Size: Use this attribute to No
Organization organization data for existing users based on fetch number of entries from the
configured Home Organization Policy. For more persistent store in each query.
information, see Managing the Home Reset Home Organization: Use this
Organization Policy . attribute to determine if the
Ensure that Home Organization Policy rule for  organization value of default users
organization evaluation is configured correctly,  will be re-evaluated and overwritten.
and the organization should already exist in Select one of the following options:
Oracle Identity Manager. +  No: If the requirement is to set
This job can be run for environments that are the organization value for users
based on LDAP synchronization. For that do not have any value.
information about LDAP synchronization, see  «  Yes: If the requirement is to
Enabling LDAP Synchronization in Oracle reset the organization value for
Identity Manager in Oracle Fusion Middleware all users. This re-evaluates and
Integration Guide for Oracle Identity overrides the organization value
Management Suite. for all nondefault users. This
Example scenario for LDAP synchronization: option re-evaluates the rule for
During first time identity data sync from the all existing user data and resets
directory server to Oracle Identity Manager, you the organization value. If you
want to sync organizations based on a rule, run the scheduled job with this
which is based on, say department number. To option selected, then data will
do so: be overwritten. The No option is
the default for this scheduled
1. Run the User Create/Update Full job.
Reconciliation scheduled job. This creates
users with default organizations provided
within the job parameter.
2. Create a home organization rule, and run
the Seed Home Organization scheduled
job with Reset Home Organization
option as Yes. This overwrites
organizations based on the configured
rule.
Note: Run the Seed Home Organization
scheduled job with Reset Home
Organization option as Yes with caution
because organizations will be overwritten.
Sunrise of Accounts  This scheduled task sets the status of an e Application Instance Name: Yes

and entitlements

account to ENABLE when the start date of the
account is reached.

In the case of entitlements, this scheduled task
grants an entitlement to an account when the
start date of the entitlement is reached.

Note: This task impacts only the accounts and
entitlements provisioned directly or through a
request.

Name of the application
instance. The default value is
"ALL."

Max Execution Time: Use this
attribute to specify time in
minutes, after which the
schedule task will stop. The
default value is empty.
Process Entity Types: Use this
attribute to specify whether the
task should process accounts or
entitlements. The default value
is "ALL."
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Sunset of Accounts
and entitlements

This scheduled task sets the status of an
account to REVOKE or DISABLE when the end
date of the account is reached.

In the case of entitlements, this scheduled task
revokes an entitlement from an account when
the end date of the entitlement is reached.

Note: This task impacts only the accounts and
entitiements provisioned directly or through a
request.

Account Sunset Action: Use this Yes
attribute to specify whether the
status of the accounts should
be set to REVOKE or DISABLE.
The default value is REVOKE.
Application Instance Name:
Name of the application
instance. The default value is
"ALL."

Max Execution Time: Use this
attribute to specify time in
minutes, after which the
schedule task will stop. The
default value is empty.

Process Entity Types: Use this
attribute to specify whether the
task should process accounts or
entitlements. The default value

is "ALL."
Task Escalation This scheduled task escalates pending tasks None Yes
whose escalation time had elapsed at the time
when the scheduled task was run.
Task Timed Retry This scheduled task creates a retry task for None Yes

rejected tasks whose retry time has elapsed
and whose retry count was greater than zero.
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Update Accounts with This scheduled task is used to ensure that None Yes

App Instance Job application instance keys are populated for all

entries in the OIU table.

In some instances, the application instance
might not be available when the account is
provisioned. This is possible when:

e Oracle Identity Manager is upgraded, when
app_instance_key is to be populated for all
the existing entries in the OIU table.

e Accounts are brought in via reconciliation,
but the application instances are not
available when the accounts are
reconciled. The application instances are
created after the reconciliation.

e Accounts are provisioned via access
policies, but the application instances are
not available when the accounts are
provisioned. The application instances are
created after the provisioning.

The Update Accounts with App Instance Job

scheduled task checks all the entries in the OIU

table corresponding to the resource objects that
have a null app_instance_key. It attempts to
determine the application instance key based
on the obj_key and the IT Resource instance
value in the process form. If the scheduled task
finds an application instance corresponding to
the obj_key and IT resource instance value,
then it updates the app_instance_key in the

OlU table.

User Operations This scheduled task performs the operation e UserLogin: User ID of the user No
specified by the UserOperation attribute on the account.
user account specified by the UserLogin «  UserOperation: Operation that
attribute. you want to perform on the user

account. The value of this
attribute can be ENABLE,
DISABLE, or DELETE.
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Table 17-2 (Cont.) Predefined Scheduled Tasks
|

Job Name Description User-Configurable Attributes Enabled By
Default
User Password This scheduled task is used to enable the No e Batch Size for Processing No
Upgrade Task Password Propagation Support feature in OIG Records: User records are
by setting the value of the No Password processed in batches. This
Propagation Support system property to True. attribute specifies the size of the

batch and must have a value.
The default is 500.

e Status for initiating the task:
This task is executed if the
value of the status is INITIATE.
After the job is run successfully,
this is changed to STOPPED. It
is recommended not to change
this status or run this job again.
This job changes the login
behavior of OIG, hence it
should be executed with prior
consultation.

User Profile Audit This job compresses the uncompressed user «  Number of Threads: The No
Compression profile audit data and reduces the size of UPA number of threads to be
table. executed during the job run.

This is a required parameter
and the default value is 2.

e Batch Size: The size of the
batch for the job run. This is a
required parameter and the
default value 1000.

e Time Limit in mins: Time for
which you want to run the job.
This is an optional parameter
and the default value is 90.

See #unique_438 for information

about user profile audit data

compression.

17.4.3 Creating Custom Scheduled Tasks

You can create your own scheduled task metadata, develop the scheduled task class, package
it in a JAR file, and upload the JAR file to MDS.

¢ See Also:

Developing Scheduled Tasks in Developing and Customizing Applications for Oracle
Identity Governance for detailed information about creating a scheduled task.

To create a custom scheduled task:

1. Create the scheduled task XML file and seed it in MetaData Store (MDS).

2. Develop the schedule task class and package it in a Jar.
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3. Upload the Jar by:
Using Plug-ins:
You can upload the jar using the Plug-in Framework provided by Oracle Identity Manager.
To upload the jar using plug-ins:
a. Create the plugin.xml file.
b. Create the directory structure (plugin.zip) for the scheduled task.

c. Place the ZIP file in the file store (the OIM_HOMEI/plugins/ directory) or database
store.

Using DB:
You can upload the jar in the database (DB) of Oracle Identity Manager.
To upload the jar using DB:

Upload the jar in DB using UploadJar utility. You can run this utility from the following
location:

$OIM HOME/bin/

¢ See Also:

Upload Jar Utility in Developing and Customizing Applications for Oracle Identity
Governance for information about running the Upload Jar utility

17.5 Managing Jobs

ORACLE

A job is a task that can be scheduled to run at the specified interval. A job run is a specific
execution of a job. Each job run includes information such as the start time, stop time, job
status, exceptions and status of the execution.

This section contains the following topics:
e Creating Jobs

e Editing or Viewing the Job

*  Modifying Jobs

*  About Disabling and Enabling Jobs

» Disabling and Enabling Jobs

e Starting and Stopping Jobs

* Deleting Jobs
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17.5.1 Creating Jobs

Use the Create Job page in the Scheduler section of Identity System Administration to create
a new job.

# Note:

e The procedure described in this section assumes that the XML file for the
scheduled task, which contains the job description is available in the
OIM_HOME/metadata/file directory.

To create a job:

1. Log into Oracle Identity System Administration with the appropriate credentials.

# Note:

For OIG Bundle Patch 12.2.1.4.2210XX and later, please refer to the updated
navigation path provided in the topic Creating Jobs (1)

2. Inthe left pane, under System Configuration, click Scheduler.

The Advanced Administration is displayed with the Scheduler section in the System
Management tab active.

3. On the left pane, from the Actions menu, select Create. Alternatively, you can click the
icon with the plus (+) sign beside the View list.

4. On the Create Job page, enter values in the following fields under the Job Information
section:

e Name: Enter a name for the job.
«  Template: Specify the template of the scheduled task that runs the job.

e Start Date: Specify the date and time on which you want the job to run. To do this,
select the date and time along with timezone from the date editor and click Ok. By
default, the timezone is "(UTC-08:00) US Pacific Time".

e Retries: Retry count is used to manage the job in case of failure in the scheduler
framework during job execution. If a job fails to execute due to the scheduler
framework failure 'n' times consecutively ( 'n'is the retry count) , then the job is
disabled. The job must be enabled from the Ul for further execution in this case.

¢ Note:

When a job fails due to any reason other than the scheduler framework, then
this retry count is not affected and the job will not be disabled.

« Schedule Type: Depending on the frequency at which you want the job to run, select
one of the following schedule types:
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— Periodic: Select this option if you want the job to be run at a time that you specify,

on a repeating basis. If you select this option, then you must enter an integer value
in the Run every field under the Job Periodic Settings section and select one of the
following values:

- mins
- hrs
- days

— Single: Select this option if the job is to be run only once at the specified start date
and time.

— None: This option specifies that no schedule is attached to the job you are
creating, and therefore, it is not triggered automatically. As a result, the only option
to trigger the job is by clicking Save and Run Now.

Sub Types: Select the sub category type for the job.

Enter the following values in the Parameters section:

# Note:

The following values are dynamic and change depending on the job template that
you select.

Flat File Path: Enter the path of CSV file for seeding metadata or directory path
containing XML for seeding technical glossary.

Batch Size: Enter the size of the batch.
Thread Size: Enter the Thread size.

Mode: Enter the mode.

Enter values in the following fields under the Scheduling Failed Notification section:

Beneficiary: Select the Beneficiary type to whom the scheduled job failure notification
email is sent.

— User Login
— Role Name
— Specified Address

Send To: Enter the User Login, Role name or specific email id to which scheduled job
failure notification email is sent.

Click Next.

Enter the following values in Schedule section:

< Note:

This is a mandatory field.

Select one of the following schedule types:

Periodic: Select this option if you want the job to be run at a time that you specify, on a
repeating basis.
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Single: Select this option if the job is to be run only once at the specified start date and
time.

None: This option specifies that no schedule is attached to the job you are creating,
and therefore, it is not triggered automatically.

In the Summary section, verify if the details are correct.

10. Select one of the following options:

Create and Run Job: Select to save and create and run the job immediately.
Create: Select to create the job.
Back: Select to go to the previous screen.

Cancel: Select to cancel the operation/.

17.5.2 Searching Jobs

Use the Scheduler section of Identity System Administration to perform simple and advanced
search for scheduled jobs.

# Note:

The search operation is applicable only to OIG Bundle Patch 12.2.1.4.220703 and
releases earlier to July 22 Bundle Patch.

Use the Job Details page in Identity System Administration to view job-related
information, such as job status, scheduled job failed natifications, job history
information, along with a display of errors and milestones during the job search
operation.

You can perform the following search operations to search for jobs in the Oracle Identity
Administration:

Performing a Simple Search for Jobs

Performing an Advanced Search for Jobs

17.5.2.1 Performing a Simple Search for Jobs

ORACLE

To perform a simple search for jobs:

1.

In the Welcome page of the Advanced Administration, under System Management, click
Search Scheduled Jobs. Alternatively, you can click the System Management tab, and
then click Scheduler.

On the left pane, in the Search field, specify the search criterion for the job that you want
to locate. You can also include wildcard characters in the search criteria.

Click the icon next to the Search field. A list of all jobs that meet the search criterion is
displayed.

The search results are displayed in a tabular format with the following columns:

Job Name: This column displays the name of the job. If you want to view the details of
the job, then click its name in the column.

Status: This column displays the status of the Job. A job can be in any one of the
following statuses:
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— Running: The job is currently running.

— Stopped: The job is currently not running. However, the job will run again at the
date and time specified in the Next Scheduled Run field.

— Interrupt: The job is interrupted while running. This status may appear if admin
server go down in between while job is running.

— Failed: The Job was failed to execute due to some reasons.

17.5.2.2 Performing an Advanced Search for Jobs

To perform an advanced search for scheduler:

1.

ORACLE

On the left pane of the Scheduler section, click Advanced Search. The Advanced Search:
Scheduled Jobs page is displayed.

Select any one of the following options:

e All: On selecting this option, the search is performed with the AND condition. This
means that the search operation is successful only when all the search criteria
specified are matched.

e Any: On selecting this option, the search is performed with the OR condition. This
means that the search operation is successful when any search criterion specified is
matched.

In the Job Name field, enter the job name that you want to search. You can use wildcard
characters in your search criteria. Select a search condition in the list adjacent to the Job
Name field. The search conditions include Not Contains, Not Begins With, Not Equals,
Equals, Ends With, Not Ends With, Contains, and Begins With.

For the Status field, select a search condition. Then select a status: All, Running, or
Stopped.

In the Task Name field, enter the task name. You can use wildcard characters in your
search criteria. Select a search condition in the list adjacent to the Task Name field.

Click Search. The list of jobs that match your search criteria are displayed in the search
results table.

Table 17-3 lists the columns of the search results table:

Table 17-3 Fields in the Search Results Table
]

Field Description

Job Name The name of the scheduled job

Task The task associated with the job

Status The status of the job, RUNNING, STOPPED, FAILED, or
INTERRUPT

Schedule The schedule or the time for the job to run

Last Run The time when the job ran for the last time

Enable The job is enabled or disabled
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17.5.3 Editing and Viewing Jobs

Use the Job Details page in Identity System Administration to view job-related information,
such as job status, scheduled job failed notifications, job history information, along with a
display of errors and milestones during the job search operation.

ORACLE

# Note:

The steps are applicable for OIG Bundle Patch 12.2.1.4.220703 and releases earlier
to July 22 Bundle Patch. For later releases, refer to the Editing and Viewing Jobs (1)

To edit or view the details of a job:

1. Search for the job whose details you want to view.
The Job Details page is divided into the following sections:

Template: Enter the template name to modify the details of the job name.
Retries: Enter the retry count for the job.
Schedule Type: Select one of the following schedule types:

— Periodic: Select this option if you want the job to be run at a time that you specify,
on a repeating basis.

— Single: Select this option if the job is to be run only once at the specified start date
and time.

— None: This option specifies that no schedule is attached to the job you are
creating, and therefore, it is not triggered automatically.

Start Time: Select the start date and time on which you want the job to run.
Interval Type: Select the interval frequency from the following drop-down options:
— Minutes

— Hours

— Days

—  Weeks

— Months

—  Yearly

Minutes: Enter the minutes by with the scheduled job needs to be run.
Beneficiary: Select the type of beneficiary from the list:

— User Login

— Role Name

— Specified Address

Send To: Enter the User Login, Role hame or specific email id to which scheduled job
failure notification email is sent.

After viewing the details of the job, you can either modify, run, or stop the job. In addition,
you can also enable or disable the job. Job Detail screen can be refreshed.
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After you view the details of the job on the Job Details page, you can perform one of the
following:

* If you want to modify the details of the job, then make the relevant change and click
Execute to run the job.

* You can enable or disable by selecting either Enable or Disable.
* You can reset the values by selecting Reset.

« If the Disable button is enable, then it means that the job is currently enabled and you
can disable the job by clicking Disable.

« If the Enable button is enable, then it means that the job is currently disabled and you
and enable the job by clicking Enable.

17.5.4 Modifying Jobs

Use the Job Details page to modify the attributes of a scheduled job, except for the Job Name
and Task fields under the Job information section and the fields under the Job Status section.

To modify a job:

1. Search and view the details of the job that you want to modify. See Editing and Viewing
Jobs for information about viewing job details.

# Note:

If you want to run the job, then click the job name in the first column of the search
results table and then click Run Now. After you click Run Now, you need not
perform the rest of the steps in this procedure. However, if you want to modify the
job and then run it, then perform the next step and click Run Now.

# Note:

This content applies only to OIG Bundle Patch 12.2.1.4.220703 and releases
earlier to July 22 Bundle Patch. For later release, refer to the Modifying Jobs
(2)Modifying Jobs (1) in Performing Self Service Tasks with Oracle Identity
Governance.

2. Onthe Job Details page, you can modify all the details of the job, except for the Job Name
and Task fields under the Job information section and the fields under the Job Status
section. See Step 4 of Creating Jobs for details about the fields that you want to modify.

3. Click Apply to commit the changes made on the Job Details page to the database.

A message confirming that the job has been successfully modified is displayed.

17.5.5 About Disabling and Enabling Jobs

You can disable a job that is currently enabled, and enable a job that has been disabled earlier.
On the Job Details page:

« If the Enabled button is enable, then it means that the job is currently disabled and you can
enable it by clicking Enable. A job that has been enabled will run only when one of the
following is true on the Job Details page:
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— The date and time displayed in the Start Date field matches the current date and time.

— The date and time displayed in the Next Scheduled Run field matches the current
date and time.

If the Disabled button is enable, then it means that the job is currently enabled and you can
disable the job by clicking Disable. A job that has been disabled will not run even when the
date and time on which the job has been scheduled to run matches the current date and
time.

17.5.6 Disabling and Enabling Jobs

Use the Job Details page to enable or disable a scheduled job.

To enable or disable a job:

1.
2.

3.

In the Job Results table, select the job name you want to enable or disable.

Select Enable or Disable. Depending on whether you click Enable or Disable, a message
indicating that the job has either been successfully enabled or disabled is displayed.

Click OK to close the dialog box.

17.5.7 Starting and Stopping Jobs

In addition to scheduling jobs to run automatically at the specified time, you can manually start
or stop a job at any given time.

For example, you create and schedule a job that runs every Friday. However, if you want to run
the job on any day other than Friday, then you must run the job manually.

To start or stop a job:

1.

5.

Search for the job that you want to start or stop by performing the procedure described in
Searching Jobs.

On the left pane, in the search results table, click the job name of the job that you want to
start or stop.

< Note:
By default, the status of all jobs is STOPPED unless a job is running.

If you want to start a job, then from the Actions list, click Run Now.

A dialog box prompting you to confirm if you want to run the job is displayed.
If you want to stop a job, then from the Action list, click Stop.

A dialog box prompting you to confirm if you want to stop the job is displayed.
Click OK.

17.5.8 Deleting Jobs

Use the Manage Scheduler section under the Manage tab to delete scheduled jobs that are not
required or are not in use.

To delete a job:

ORACLE
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Navigate to the Jobs tab, in the search option, search for the job you want to delete by
entering the name of the job.

Click Yes. A message indicating that the job has been deleted successfully is displayed.

17.6 Diagnosing Scheduled Jobs

Diagnose issues related to scheduled job run when the scheduled job is not running according
to the scheduled time.

This section describes how to diagnose issues related to scheduled job run.

Schedule Job Errors
Resolving the Schedule Job Errors

#unique_451

17.6.1 Schedule Job Errors

Typical scheduled job errors include no job run at the specified time, no entry in the
JOB_HISTORY table for the run, and no exceptions recorded in the server logs.

Scheduled job is not running according to the scheduled time, and the following is observed:

Scheduled job is not run on the scheduled time.

No entry exists in JOB_HISTORY table for this run. This can be verified by opening the job
details in the Scheduler section of Identity System Administration.

No exceptions are recorded in the server logs.

17.6.2 Resolving the Schedule Job Errors

Diagnosing scheduled job errors include activities such as, enabling scheduler logging, and
verifying that scheduler is running, the job is enabled, and clocks are in sync on all nodes.

ORACLE

To diagnose this issue:

1.

Verify whether scheduler service is running or not. Scheduler service is deployed on each
node of the cluster until this service is not explicitly disabled. This can be disabled by
setting the scheduler.disabled server level property to false for that node. The following
URL can be used to verify the status of the scheduler service:

http://OIM_HOST:OIM_PORT/SchedulerService-web/status

In this URL, OIM_HOST is the name of the computer hosting the Oracle Identity Manager
server and OIM_PORYT is the port on which Oracle Identity Manager server is listening.

Verify whether the specific job is enabled or not. This can be verified from the Scheduler
section of Identity System Administration. The job must be enabled to run per the
schedule.

Verify whether clocks are in sync for all nodes. Clocks must be within a second of each
other

Delete the existing trigger from Scheduler Ul, and schedule a new trigger from the UI.
Verify whether the issue persists or not.
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5. Enable scheduler logs by changing log level to DEBUG. This can be done by changing log
level for the oracle.iam.scheduler.impl package from Oracle Enterprise Manager. Verify
whether the following messages are traced in logs or not:

Job Listener, Job was executed '$JOB NAME'
Job Listener, Job to be executed '$JOB NAME'

Here, $JOB_NAME is the name of the job that is supposed to be executed at that time.
If the messages are not logged, then contact Oracle Support.

6. In Oracle Enterprise Manager, check the threadPoolSize parameter for the
schedulerConfig segment in the oim-config.xml file. This is the number of threads that
are available for concurrent execution of jobs. Therefore, the number of jobs that can be
executed on a particular time cannot be more than the configured threadPoolSize count.
Running of such jobs is skipped and executed as per the next scheduled time, which gives
an impression that the job is not executed per the scheduled time. The default value of this
parameter is 10, but is can be tuned as required.

7. Restart the server and verify whether the job has been run or not.
8. Verify whether the following exception is logged:

Caused By: java.lang.NullPointerException at
org.quartz.SimpleTrigger.computeNumTimesFiredBetween (SimpleTrigger.java:800)

Run following query to fix this issue:
UPDATE QRTZ92 TRIGGERS SET NEXT FIRE TIME=1 WHERE NEXT FIRE TIME<I;

9. Sometimes the trigger status is not updated in the QRTZ92 TRIGGER table from BLOCKED to
PAUSED state. This situation happens if the environment is not tuned properly, and database
connections from the pool are exhausted by other parallel operations running on the
server. As a result, QUARTZ framework is not able to get connection from the pool to
update the running job. This situation can be identified if exceptions related to database
connection pool is observed in the server logs. Usually, such triggers get fixed after server
restart, but if trigger status still remains the same, then running the following query can
help:

UPDATE QRTZ92 TRIGGERS SET TRIGGER STATUS='WAITING' WHERE JOB NAME ='S$JOB NAME'

Replace $JOB_NAME with the job name.

10. Sometimes manual trigger for a job is not updated in the QRTZ92 TRIGGER table. Manual
trigger is created in the system when you execute the job by clicking Run Now from the
Scheduler Ul or use the Scheduler runNow () API. Such trigger is supposed to be deleted
after the job is executed successfully. To fix this issue:

a. Shutdown the server.
b. Run the following queries on Oracle Identity Manager database:

DELETE FROM QRTZ92 FIRED TRIGGERS where TRIGGER NAME like ('MT %');
DELETE FROM QRTZ92 SIMPLE TRIGGERS where TRIGGER NAME like ('MT %');
DELETE FROM QRTZ92 TRIGGERS where TRIGGER NAME like ('MT %');

Automatic deletion of such manual triggers is maintained by the Quartz framework.
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Managing notification involves understanding the notification service, managing notification
providers and notification templates, configuring email naotification in various workflows,
disabling notification, and troubleshooting notification issues.

The notification templates and notification providers are described in the following sections:

*  About Notification Providers

e Managing Notification Providers

e Managing Notification Templates

e Configuring Email in Provisioning Workflow

e Configuring SOA Email Notification

« Disabling Oracle Identity Governance Email Notifications

e Troubleshooting Notification

18.1 About Notification Providers

Information about events occurring in Oracle Identity Manager is required to be sent to various
users, such as requesters, beneficiaries, or administrators. This information about events is
sent by using the notification service in the form of notification e-mail messages. The
notification service allows you to perform all notification-related operations.

An event is an operation that occurs in Oracle Identity Manager, such as user creation, request
initiation, or any custom event created by the user. The events are generated as part of
business operations or via generation of errors. Event definition is the metadata that describes
the event. To define metadata for events, it is important to identify all event types supported by
a functional component. For example, as a part of the scheduler component, metadata can be
defined for scheduled job execution failed and shutting down of the scheduler. Every time a job
fails or the scheduler is shut down, the events are raised and notifications associated with that
event are sent.

The data available in the event is used to create the content of the natification. The different
parameters defined for an event help the system to select the appropriate notification template.
The different parameters that are defined for an event help the system decide which event
variables can be made available at template design time.

A natification template is used to send notifications. These templates contain variables that
refer to available data to provide more context to the notifications. The channel through which
a notification is sent is known as the notification provider. Examples of such channels are e-
mail, Instant Messaging (IM), Short Message Service (SMS), and voice. To use these
notification providers, Oracle Identity Manager uses Oracle User Messaging Service (UMS).

At the backend, the notification engine is responsible for generating the notification, and
utilizing the notification provider to send the notification.
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18.2 Managing Notification Providers

Managing notification providers includes using UMS, SMTP, and SOA composite for
notification, configuring custom notification provider, and enabling and disabling notification
providers.

Managing notification providers is described in the following sections:

Using UMS for Notification

Using SMTP for Notification

Using SOA Composite for Notification
Configuring Custom Notification Provider

Disabling and Enabling Notification Providers

18.2.1 Using UMS for Notification

Using UMS for notification ensures support for a variety of messaging channels and robust
delivery of messages. Configuring UMS for notification involves enabling UMS for notification
and applying OWSM policy to the UMS web service.

This section describes how to use UMS for notification in the following topics:

About UMS for Notification
Enabling Oracle Identity Governance to Use UMS for Notification
Applying OWSM Policy to the UMS Web Service

18.2.1.1 About UMS for Notification

UMS offers various capabilities for sending notifications. These capabilities are used by Oracle
Identity Manager notification engine to achieve the following:

Support for a variety of messaging channels: Messages can be sent and received
through e-mail, IM, SMS, and voice. Oracle Identity Manager supports sending notification
messages only via e-mail.

Robust message delivery: UMS keeps track of delivery status information provided by
messaging gateways, and makes this information available to applications so that they can
respond to a failed delivery.

18.2.1.2 Enabling Oracle Identity Governance to Use UMS for Notification

ORACLE

To enable Oracle Identity Governance to use UMS for notification:

1.

Configure UMS properties by using the UMSEmailNotificationProviderMBean MBean. To
do so:

a. Loginto Oracle Enterprise Manager.
b. Click Application Deployments.

c. Right-click OIMAppMetadata(11.1.2.0.0)(oim_server_name), and select System
MBean Browser.
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In the System MBean Browser, navigate to Application Defined MBeans, oracle.iam,
Server: oim_server_name, Application: oim, IAMAppRuntimeMBean, and select
UMSEmailNotificationProviderMBean.

In the Attributes tab, enter the information listed in Table 18-1:

Table 18-1 Parameters in Attributes Tab

Attribute

Description

Policies

WSUrl

CSFKey

The Messaging UMS web service is used for integration between
Oracle Identity Manager and UMS. This Web Service can be
secured via Oracle Web Services Manager (OWSM) policy. If
OWSM policy is attached to the Messaging web service at server
level, then provide the name of the corresponding client side
policy. Otherwise, leave the field blank. For example, if oracle/
wssll username_token_with_message_protection_service_poli
cy is applied at the server level, then provide the corresponding
client policy name here, such as oracle/

wss1ll username_token_with_message_protection_client_policy

This is the URL of the UMS Web service to be started. By
default, it contains the URL of the Messaging UMS web service
used for integration between Oracle Identity Manager and UMS.

You can use any other SOA server, for example:
http://SOA_HOST:SOA_PORT/ucs/messaging/webservice

Here, replace SOA_HOST with the host name of the SOA server
and SOA_PORT with the port number to connect to the SOA
server.

This is the UMS e-mail notification provider credential store
(CSF) key name. The key name is populated by default. This key
is in the oracle.wsm.security map.

You can find the oracle.wsm.security map as follows:
i. In Oracle Enterprise Manager, expand WebLogic Domain.

ii. Right-click the base domain, and select Security,
Credentials. The Credentials page is displayed.

iii. Inthe Credential column, expand the oracle.wsm.security
map.

Figure 18-1 shows the properties of the UMSEmailNotificationProviderMBean in the
Attributes tab of the System MBean Browser.
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Figure 18-1 UMSEmailNotificationProviderMBean Properties
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f. Click Apply.

2. If Oracle Identity Manager and UMS server are in different domains, then you must import
the UMS public key into Oracle Identity Manager domain's keystore, and must import
Oracle Identity Manager domain's public key into the UMS keystore.

¢ See Also:

Configuring Oracle User Messaging Service in Administrator's Guide for Oracle
SOA Suite and Oracle Business Process Management Suite for details about
UMS Web service security.

3. Configure the e-mail driver. There is no default configured e-mail driver. The e-mail driver
must be configured explicitly.

To create the e-mail driver:
a. Go to the Target Navigation by clicking the table icon beside the domain name.
b. Expand User Messaging Service.

Click usermessagingdriver-email (soa_serverl).

2 o

Select the User Messaging Email Driver drop down.
e. Click Email Driver Properties.

f. Click Create to create the driver.

g. Provide values for the following and save:

Name: EmailDriverl (example value)

Select Capability : SEND

Outgoing Mail Server : 1ocalhost (example value)
Outgoing Mail Server Port : 25 (example value)

4. If mail server security is SSL, then you must remove DemoTrust store references from the
SOA environment. To do so:
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In a text editor, open the DOMAIN_HOME/bin/setDomainEnv.sh file. Open
setDomainEnv.bat file for Microsoft Windows.

Remove the following line:

-Djavax.net.ssl.trustStore=$WL HOME/server/lib/DemoTrust.jks from
EXTRA_JAVA PROPERTIES

Save and close the file.

In a text editor, open the DOMAIN_HOME/bin/startManagedWeblogic.sh file. For
Microsoft Windows, open the startManagedWeblogic.bat file.

Remove the following weblogic.security.SSL.trustedCAKeyStore property set in
JAVA OPTIONS from this file:

JAVA OPTIONS="-Dweblogic.security.SSL.trustedCAKeyStore="{MW HOME}/server/
server/lib/cacerts" ${JAVA OPTIONS}"

Save and close the file.

Restart the Admin and Managed servers.

# Note:

For more details on configuring UMS to connect to a mail server with SSL,
see "Configuring Oracle User Messaging Service" in Administrator's Guide
for Oracle SOA Suite and Oracle Business Process Management Suite.

5. Edit the username and password in the CSF key. To do so:

a.

b.

f.

In Oracle Enterprise Manager, expand WebLogic Domain.

Right-click the base domain, and select Security, Credentials. The Credentials page
is displayed.

In the Credential column, expand the oracle.wsm.security map.
Select the record for the Notification.Provider.Key credential key.
On the toolbar, click Edit. The Edit Key dialog box is displayed.

Edit the values in the User Name and Password fields, and click OK.

18.2.1.3 Applying OWSM Policy to the UMS Web Service

Server-side OWSM policy can be applied to the UMS Web service to protect any other Web
service that uses EM. The corresponding client side policy, username, and password must be
provided in the provider XML or via MBean.

e Attaching Server-Side Policy to the UMS Web Service

e Attaching Server-Side Username and Password

18.2.1.3.1 Attaching Server-Side Policy to the UMS Web Service

To attach server-side policy to the UMS Web Service:

1. In Oracle Enterprise Manager, expand User Messaging Service, and click
usermessagingserver (soa_server).

2. From the User Messaging Service list, select Web Services.

ORACLE

18-5



© o & w

Chapter 18
Managing Notification Providers

In the Web Service Details section, click the Web Service Endpoints tab.
In the Endpoint Name column, click Messaging.
Click the OWSM Policies tab.

Under Directly Attached Policies, click Attach/Detach. A list of available policies and the
options to attach and detach policies are displayed.

Select a policy from the available policies list, and click Attach. The selected policy is
added to the Directly Attached Policies list.

The policy you select is for securing the Messaging UMS web service.

To remove a policy, under Directly Attached Policies, select a policy and click Detach. The
selected policy is removed from the Directly Attached Policies list.

To validate the applied policy combination, click Validate. A message is displayed stating
that the validation is successful.

10. Click OK.

18.2.1.3.2 Attaching Server-Side Username and Password

ORACLE

To provide the corresponding client-side policy to the UMSEmailProviderMBean, provide the
name of the client-side policy in the UMSEmailNotificationProviderMBean MBean. To do so:

1.
2.

Login to Oracle Enterprise Manager.

Go to Application Deployments. Right-click OIMAppMetadata(11.1.2.0.0)(oim_serverl),
and select System MBean Browser.

Go to Application Defined MBeans, oracle.iam, Server: oim_serverl, Application:
oim, IAMAppRuntimeMBean, UMSEmailNotificationProviderMBean.

Table 18-2 lists the properties of the UMSEmailProviderMBean.

Table 18-2 UMSEmailNotificationProviderMBean Properties

|
Property Description

Enabled A natification provider is used to send the natification e-mail if value
for this property is true.

Type In this release of Oracle Identity Manager, this value is EMAIL only,
and the property is not used.

ItrName Various configuration values required to send the e-mail via UMS,
can be either provided in XML properties or IT resource. If
configuration values are to be read from IT resource, then provide
the name of the IT resource here. If the IT resource name is
present, than the IT resource configuration settings are used. If IT
resource name is incorrect or invalid, or the values given in the IT
resource instance are invalid, then an error is generated and email
is not sent.

Note: Using the IT resource is not a recommended channel to
configure UMS in Oracle Identity Manager. This is because there is
no mechanism to validate the values provided in the XML or IT
resource before sending the e-mail to the server.

WSUrl The URL of UMS Web service to be invoked. Any SOA server can
be used, in the following format:

http://SOA_HOST/SOA_PORT/ucs/messaging/webservice
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Table 18-2 (Cont.) UMSEmailNotificationProviderMBean Properties

|
Property Description

CSFKey This is the default notification key under oracle.wsm.security map.
This key contains username and password required for OWSM
policy. The default and recommended username/password in this
key is the WebLogic administrator username and password. This
can be changed to any valid username/password on the server side,
which is SOA. See step 5 in Enabling Oracle Identity Governance to
Use UMS for Notification for information about editing the default
values in CSF key by using Oracle Enterprise Mananger.

Policies If OWSM policy is attached to the given Web service at server level,
then provide the name of the corresponding client side policy here.
Otherwise, leave this field blank. For example, if oracle/
wssll username_token_with_message_protection_service_policy
is applied at server level, then provide the corresponding client
policy name here, such as oracle/
wss1l_username_token_with_message_protection_client_policy.

KeystoreAlias The keystore alias for the target service. For details about the
keystore alias, see "Client Aliases" in the Oracle Fusion Middleware
Administrator's Guide for Oracle SOA Suite and Oracle Business
Process Management Suite.

Sender A valid username of any Oracle Identity Manager User. The e-mail
ID of this user is used to send the e-mail.

4. Provide the client-side policy name in the policies properties shown in this MBean.

18.2.1.4 Changing UMS Client Connection Pooling

For performance enhancement, Oracle Identity Manager creates a pool for UMS client object.
The default pool configurations are as follows:

Configuration parameter Value
abandonedConnectionTimeout 600ms
connectionWaitTimeout 60ms
inactiveConnectionTimeout 300000ms
initialPoolSize 5
maxPoolSize 40
minPoolSize 10
timeoutCheckinterval 30ms
connectionPoolingSupported true

You can change these default values by passing the following system properties along with
new values while starting the Oracle Identity Manager server.

System Properties Description
ums.ucp.abandonedConnectionTimeout For abandoned connection timeout
ums.ucp.connectionWaitTimeout For connection wait timeout
ums.ucp.inactiveConnectionTimeout For inactive connection timeout
ums.ucp.initialPoolSize For initial pool size
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System Properties Description
ums.ucp.maxPoolSize For maximum pool size
ums.ucp.minPoolSize For minimum pool size
ums.ucp.timeoutChecklinterval For timeout check interval
ums.ucp.connectionPoolingSupported For connection pooling supported

For example, to change initial pool size property (initialPoolSize), you can configure the system
property in the following manner:

sh startManagedWebLogic.sh oim serverl
-Dums.ucp.initialPoolSize=10

18.2.2 Using SMTP for Notification

Using SMTP for notification involves configuring the SMTP email notification provider
properties and adding the CSF key.

By default, the SMTP Email Notification Provider is disabled. This is enabled by setting the
value of the enabled attribute to true.

e Configuring the SMTP Email Notification Provider Properties
* Adding the CSF Key
* Enabling SSL for the SMTP Notification Provider

18.2.2.1 Configuring the SMTP Email Notification Provider Properties

To configure SMTP Email Notification Provider properties by using the
EmailNotificationProviderMBean MBean:

1. Login to Oracle Enterprise Manager.
2. Click Application Deployments.

3. Right-click OIMAppMetadata(11.1.2.0.0)(oim_serverl), and select System MBean
Browser. The System MBean Browser is displayed.

4. Navigate to Application Defined MBeans, oracle.iam, Server: oim_serverl,
Application: oim, IAMAppRuntimeMBean, EmailNotificationProviderMBean. All the
attributes of the EmailNotificationProviderMBean MBean is displayed in the Attributes tab.

Figure 18-2 shows the properties of EmailNotificationProviderMBean in the Attributes tab of the
System Mbean Browsetr.
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Figure 18-2 EmailNotificationProviderMBean Properties
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Table 18-3 describes the properties of Default SMTP Email notification provider.

Table 18-3 Default SMTP Email Notification Provider Properties
]

Property

Description

Enabled

Type

IsAuth

ItrName

CSFMap

ORACLE

This property derives the status of the notification provider. If the value
of this property is false, then the provider is inactive. To activate the
provider, change the value to true.

This property determines the type of the notification provider. Oracle
Identity Manager supports only Email type.

If the value of this flag is false, then authentication is not required at
mail server. As a result, you do not need to provide the CSFKey and
CSFMap values. But this depends on the mail server in use. Most of
the mail servers support this flag. If any mail server does not support
this flag, then authentication credentials must be provided in CSFKey
and corresponding CSFMap.

If you want to provide connectivity information via IT resource instance
of type Mail Server, then provide the name of IT resource instance
here. This is not a recommended option.

This property determines the name of the existing CSF Map, for
example oim and oracle.wsm.security.
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Table 18-3 (Cont.) Default SMTP Email Notification Provider Properties

. _______________________________________________________________________________|
Property Description

CSFKey This property takes the name of the key that contains the

authentication credentials, which are username and password. This
key must exist under the map name. By default, one key with name
Notification.Provider.Key is available under oracle.wsm.security map.
This key is used for UMS Email notification provider.

If UMS email provider is disabled, then use the same map and key to
provide the username and password required at mail server for
authentication. Otherwise, create a new key under any of the default
maps, and provide the name of map and key in these properties.

Adding a CSF key is described later in this section.

ConnectionTimeout This is in milliseconds. This is required for setting a maximum time for
connection establishment.
MailServername This is the name of mail server.
Sender This is the sender used in Oracle Identity Manager for sending the
emails.
18.2.2.2 Adding the CSF Key

To add a CSF key:

g » W NP

Login to Oracle Enterprise Manager.

Expand WebLogic Domain.

Right-click base_domain, and select Security, Credentials.
Expand oracle.wsm.security, and then click Create Key.

Create a key of type password. Provide the key name, description, username, and
password. Click OK.

18.2.2.3 Enabling SSL for the SMTP Notification Provider

To enable SSL-related properties for the SMTP notification provider:

1.
2.
3.

Login to Oracle Enterprise Manager.

Click Application Deployment.

Right-click OIMAppMetadata(oim_serverl), and select System MBean Browser.
The System MBean Browser is displayed.

Navigate to Application Defined MBeans, oracle.iam, Server: oim_serverl,
Application: oim, IAMAppRuntimeMBean, EmailNotificationProviderMBean.

For the sSLEnabled property, provide the value as true.

Click Apply.

18.2.3 Using SOA Composite for Notification

Using SOA composite for notification involves creating a SOA composite with notification
activity, deploying the SOA composite on the SOA server, setting workflow natification

ORACLE
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properties, configuring the SOA email notification provider properties, and configuring the user
messaging drivers.

By default, the SOA Email Notification Provider is disabled. You can enable this notification
provider by changing the value of the enabled property to true.

To use SOA composite in Oracle Identity Manager for notification perform the below listed
procedure in the given order :

* Creating a SOA Composite with Notification Activity

* Deploying the SOA Composite on the SOA Server Manually
*  Setting Workflow Notification Properties

e Configuring the SOA Email Notification Provider Properties

*  Configuring the User Messaging Drivers

18.2.3.1 Creating a SOA Composite with Notification Activity

Create a SOA composite with notification activity. For details, see Using the Notification
Service in Developer's Guide for Oracle SOA Suite.

Figure 18-3 shows the sample mapping of the composite payload via Expression Builder.

Figure 18-3 Sample Mapping of Composite Payload

Ceneral [ Attachments

Erom Account: ‘Defaull |

To: ‘<%bpws:getVariabIeData('\nput\fariab\e‘,'naylDad','jcl\em:processfcliem:to‘)%} | Q Ef'!

& \ | & B

Beo: ‘ [,

Reply To: | Q, Ef‘l

Subject ‘<%bp\/\ns:getVariableData('\nput\fariab\e‘,'naylDad','jcl\em:processf’cliem:subject')%> |Ef‘1

Body: . y o o . . &
=<Xbpuws:getvariableData('inputVariable’,'payload’,' /clientprocessjclient:body ) %> Ef‘l
Message body can be plain text or HTML

Help Apply H (o] H Cancel

18.2.3.2 Deploying the SOA Composite on the SOA Server Manually

ORACLE

Manually deploy the SOA composite on the SOA server. To do so:
1. Create an application connection. To do so:

a. Open the SOA composite in JDeveloper.

b. Create a new Application Server Connection by right-clicking the project and selecting
New, Connections, Application Server Connection.
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c. Name the connection as SOA server, and click Next.

d. Select WebLogic 10.3 as the Connection Type.

e. Enter the authentication information. The typical values are:
Username: weblogic
Password: PASSWORD

f.  Onthe Connection screen, enter the hostname, port, and SSL port for the SOA Admin
server or Admin server, and enter the name of the WebLogic domain.

g. Click Next.

h. On the Test screen, click Test Connection. Verify that the success message is
displayed.

2. Deploy the project. To do so:

a. Right-click the project, select deploy, select the project name. Select the to option to
create the application connection, which is SOA_server. Verify that the build successful
message is stored in the log.

b. Enter the default revision, and click OK. Verify that the Deployment Finished message
is stored in the deployment log.

18.2.3.3 Setting Workflow Notification Properties

Using Enterprise Manager, navigate to soa-infra. Right-click soa-infra, and select SOA
Administration, Workflow Properties. Under Workflow Notification Properties, select ALL
from the drop down to set the Notification Mode to ALL.

18.2.3.4 Configuring the SOA Email Notification Provider Properties

Configure the SOA Email Notification Provider properties by using the
SOAEmailNotificationProviderMBean MBean. To do so:

1. Login to Oracle Enterprise Manager.

2. Expand Application Deployments. Right-click OIMAppMetadata(11.1.2.0.0)
(oim_serverl), and select System MBean Browser.

3. Navigate to Application Defined MBeans, oracle.iam, Server: oim_serverl,
Application: oim, IAMAppRuntimeMBean, SOAEmailNotificationProviderMBean.

Change the value of the enabled property from false to true in the
SOAEmailNotificationProviderMBean. Figure 18-4 shows the properties of the Bean of SOA
Email notification provider.
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Figure 18-4 SOAEmailNotificationProviderMBean Properties
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Table 18-4 lists some of the properties of the SOA Email Notification Provider.

Table 18-4 SOA Email Notification Provider Properties

]
Property Description

Enabled This property derives the status of the notification provider. If the value
of this property is false, then the provider is inactive. To activate the
provider, change the value to true.

Type This property determines the type of the notification provider. Oracle
Identity Manager supports only Email type.

CompositelD This represents the name of the SOA composite. Name includes pkg/
Name!version.

ServiceName This is the name given to the service in the SOA composite.

OperationName This is the name given to the process in the SOA composite.

PayloadID This is the name given to the payload in the SOA composite.

TargetNamespace This is the name of the targetNamespace given in various XMLs
generated while creating the SOA composite.

Sender This is the sender used in Oracle Identity Manager for sending the
emails.

18.2.3.5 Configuring the User Messaging Drivers

Configure the user messaging drivers. if required. If you do not specify values for the user
messaging drivers, then the local Linux mail server is used by default. To use any other mail
server:

1. Log in to Oracle Enterprise Manager.

2. Navigate to User Messaging Service, usermessagingdriver-email (soa_serverl),
Email Driver Properties in Driver-Specific Configuration.

3. Configure the following mandatory values:

e OutgoingMailServer: Name of the SMTP server, for example, stbeehive.oracle.com.
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e OutgoingMailServerPort: Port of the SMTP server, for example, 465.

e OutgoingMailServerSecurity: The security setting used by the SMTP server.
Possible values can be None, TLS, or SSL.

e OutgoingUsername: Any valid username, similar to firstname.lasthame@abc.com.

e OutgoingPassword: Select Indirect Password, Create New User. Provide a unique
string for Indirect Username/Key, for example, OIMEmailConfig. This will mask the
password and not expose it in clear text in the config file. Provide a valid password for
this account.

¢ See Also:

Configuring the Email Driver in Administrator's Guide for Oracle SOA Suite and
Oracle Business Process Management for more information about configuring
user messaging drivers.

18.2.4 Configuring Custom Notification Provider

You can configure and use a custom notification provider, other than the default notification
providers, for sending notifications.

ORACLE

To configure a custom notification provider:

1.

Implement a custom Notification Provider class extending the
oracle.iam.notification.provider.NotificationProviderBase base class.

Create a JAR file, for example Notification_provider.jar, containing this class.
Create an XML file similar to the following:

<beans xmlns="http://www.springframework.org/schema/beans"\\\\ xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance"\\\\ xmlns:util="http://www.springframework.org/
schema/util"\\\\ xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.spri ngframework.org/schema/beans/spring-beans-2.0.xsd http://
www.springframework.org /schema/util http://www.springframework.org/schema/util/
spring-util-2.0.xsd" def ault-lazy-init="true">

<bean id="<Name of custom Provider>" class="<Class having custom provider logic
e.g.oracle.iam.notification.provider.CustomProvider>" lazy-init="true">
<!--Mandatory Attributes-->

<property name="enabled" value="<true>" />

<property name="type" value="EMAIL" />

<!--Optional Atributes-->

<property name="sender" value="SYSTEM ADMINISTRATOR USERNAME" />

</bean>

</beans>

When the value of the enabled property hame is true, then this custom provider is used for
sending notifications. You can add more properties to this spring bean XML of the custom
notification provider, as required.

Import the XML file to MDS by using Oracle Enterprise Manager. For information about
exporting and importing metadata files to and from MDS, see Migrating User Modifiable
Metadata Files in Developing and Customizing Applications for Oracle Identity
Governance.

Package all the files as a plug-in.zip file. The structure of the custom notification provider
plug-in is:

18-14



Chapter 18
Managing Notification Templates

e The lib/ directory:
Notification_provider.jar

e The plugin.xml file

¢ See Also:

Developing Plug-ins in Developing and Customizing Applications for Oracle
Identity Governance for information about the concepts related to plug-in and
how to develop and use a plug-in.

18.2.5 Disabling and Enabling Notification Providers

The notification providers, such as UMS natification provider or EmailNotificationProvider, can
be disabled or enabled by using Oracle Enterprise Manager.

For example, to disable UMS notification provider:

1.
2.
3.

Login to Enterprise Manager.
Go to Application Deployments.

Right-click OIMAppMetadata(11.1.2.0.0)(oim_serverl), and select System MBean
Browser. The System MBean Browser pane is displayed.

Go to Application Defined MBeans, oracle.iam, Server: oim_serverl, Application:
oim, IAMAppRuntimeMBean.

Select UMSEmailNotificationProviderMBean.

In the Attributes tab, from the Value list corresponding to the Enabled attribute, select false
to disable UMS notification provider. To enable UMS noatification provider, select true.

Click Apply.

18.3 Managing Notification Templates

A notification template, which contains variables that refer to available data to provide more
contexts to the natifications, is used to send notifications. Managing notification templates
include searching, creating, modifying, enabling and disabling, and deleting notification
templates, adding and removing locales to and from notification templates, and configuring
notification for a proxy.

ORACLE

This section describes about notification templates in the following topics:

Default Notification Template

Searching for a Notification Template
Creating a Notification Template
Modifying a Notification Template
Disabling a Notification Template
Enabling a Notification Template

Adding Locales to a Notification Template

Removing Locales from a Notification Template
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* Deleting a Notification Template

e Configuring Notification for a Proxy

18.3.1 Default Notification Template

Default notification templates are available for various notification scenarios, such as for bulk
requests, proxies, password generation, warning, expiry, and reset, and request creation and

status change.

Oracle Identity Manager provides a set of default notification templates, as shown in

Table 18-5.

Table 18-5 Default Notification Templates

Notification Template

Description

Add Proxy Notification
Bulk Request Creation

Create User Self Service
Notification

End Date

Forgotten Username
Notification

Generated Password
Notification

Password Expired Notification
Password Warning Notification
Request Creation

Request Identity Creation
Request Status Change
Reset Password

User Deleted

Template to send notification after a proxy has been added for a user
Template to send notification during a bulk request creation

Template to send notification after a new user is created

Template to send notification to the manager when end date of the
reportee expires

Template to send notification after user submits the Forgotten
Username form

Template to send notification after a password is generated by Oracle
Identity Manager

Template to send notification after password has expired
Template to send notification before password expires
Template to send notification during a request creation
Template to send notification during a Create User request
Template to send notification during a request status change
Template to send notification after password has been reset

Template to send notification to the manager when the user account of
the reportee is deleted as a result of expired end date

18.3.2 Searching for a Notification Template

You can perform a simple search or an advanced search for a notification template by using
the ldentity System Administration.

This section contains the following topics:

« Performing Simple Search for a Notification Template

« Performing Advanced Search for a Notification Template

18.3.2.1 Performing Simple Search for a Notification Template

To perform a simple search for a notification template:

1. Login to Oracle Identity System Administration.
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2. Inthe left pane, under System Configuration, click Notification. Advanced Administration
is displayed with the Notification tab enabled.

3. Click the icon next to the Search field. All the existing notification templates are displayed
on the left pane, as shown in Figure 18-5:

Figure 18-5 Notification Search Result
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Actions +  Wiew f Y fﬂ' |

Template Name™~" |Event Mame
RequestCreation RequestCreation
ReguestldentityCr... | Createlser
RegueststatusCha...|RequeststatusChange

something Sample Motification
5555 Createllser
Wark Template Sample Motification

4. Select the template that you want to view. The details of the selected natification template
are displayed on the right pane.

18.3.2.2 Performing Advanced Search for a Notification Template

To perform an advanced search for a notification template:

1. In the left pane of the Advanced Administration, click Advanced Search. The Advanced
Search page is displayed.

2. Select one of the following matching options:

e All: On selecting this option, the search is performed with the AND condition. This
means that the search operation is successful based on Search field with any input
from the user. Search field with no input from the user is not considered.

e Any: On selecting this option, the search is performed with the OR condition. This
means that the search operation is successful when any search criterion specified is
matched.

3. Specify the search criteria in the Template Name, Event Name, and Subject Detalils fields.
You can remove any of these fields that you do not want to include in the search by
clicking the icon next to it. You can add a field that you want to include in the search by
clicking Add Fields, and then selecting the field name from the list.

4. Click Search. The search results table is displayed with details about template names,
event names, and subject details.
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18.3.3 Creating a Notification Template

Use the Notification page to create a new notification template by specifying various attributes,
such as template name and description, event details, and locale information.

# Note:

Corresponding to each event that happens, you have to configure an XML file. The
XML file defines the behavior of each event. You must first configure the XML for an
event. After this is done, you can create a notification template for that event.

For information about creating the event XML file, see Defining Event Metadata in
Developing and Customizing Applications for Oracle Identity Governance.

To create a notification template:

1. Log in to Oracle Identity System Administration.

2. Inthe left pane, under System Configuration, click Notification. The Notification page is
displayed.

3. From the Actions menu, select Create. Alternatively, click the Create icon. The Create
Template page is displayed.

4. In the Template Information section, enter values for the following fields:
* Template Name: Enter the template name in this field.

« Description Text: Enter a brief description of the template in this field.

# Note:

The Description Text field cannot be translated and is available only in
English.

5. In the Event Details section, from the Available Event list, select the event for which the
notification template is to be created from a list of available events. Depending on your
selection, other fields are displayed in the Event Details section.

6. Under the Locale Information section, enter values in the following fields:

# Note:

The Default Locale information is stored in the PTY table and is fetched from
there.

*  To specify a form of encoding, select either UTF-8 or ASCII.
* Inthe Message Subject field, enter a subject for the notification.

* From the Type options, select the data type in which you want to send the message.
You can choose between HTML and Text/Plain.
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* Inthe Short Message field, enter a short version of the message.

* Inthe Long Message field, enter the message that will be sent as the notification. See
step 7.

To use the token for available data in the messages that will be sent as notification:

a. Inthe Event Details section, select the attribute from the Available Data list. This
attribute will be displayed in the Selected Data field.

b. Copy the attribute and add it in the message text by placing it inside ${}. For example,
if selected data is FA_Territory, then include it in the text as ${FA_Territory}.

Figure 18-6 shows the Create Notification Template page with sample values:

Figure 18-6 The Create Notification Template Page

Create Notification Template
Cancel | Revert | Save

Template Information
* Template Mame | new Template

Drescription Text | new Template

Event Details

* duailable Event  End Date Motification w This attribute represents Auailable Data,

Selected Data | User_Login

Locale Information

English

* Encoding | ITF-8 v

# Message subject | newe Template

OHTML

* Type
o OText.l'DIain

Shart Meszage
hello, $User_Login

* Long Message

|
After you have entered the required values in all the fields, click Save.

A message is displayed confirming the creation of the notification template. Click OK.

18.3.4 Modifying a Notification Template

Use the notification template details page to modify the attributes of a notification template.

To modify a notification template:

1.
2.
3.

ORACLE

In Identity System Administration, under System Configuration, click Notification.
Search for the notification template that you want to modify.

Select the template that you want to modify. The the details of a notification template is
displayed, as shown in Figure 18-7.
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Figure 18-7 Notification Template Modification

m Notification Template D il d P d Notification @

Notification Template Details: Generated Password Notification

Template Information
Template Name Generated Password Notification
Description Text | To be sent after password has bee

Event Details

Locale Information

'Y Norwegian Dutch Hungarian Hebrew English German Sim plified Chinese Polish Arabic »

* Available Event | Generated Password El

Cancel | Revert | Sawe | E:rl'.abl-e | IZ-)i.sable:|

* Encoding | UTF-8 =
* Message Subject | New Account Information
sype @
&) Text/Plain
Short My ge | Generated P; d
<html> <head> <f/head> <body=> -

<p=> il
An account has been created for you with the following details. You wil be required | |
to change your password on next kogin. 1=

* Long Message =/p><p>

UserID: SuserLogin<br= T
Password: $password<br=
</p=<p>

Far any issues, please contact [admin email or phone] 5

m

Change the values that you want to and click Save.

A message is displayed confirming the modification of the notification template. Click OK.

18.3.5 Disabling a Notification Template

ORACLE

Use the Notification section of the Identity System Administration to disable a notification
template.

You can disable an enabled natification template in the following ways:

Disable by selecting the notification template in the notification search results. To do so:
a. Inthe ldentity System Administration, under System Configuration, click Notification.
b. Search for the notification template that you want to disable.

c. Select the template that you want to disable. Note that the Disable button is active if
the notification template is in enabled state.

d. Click Disable. A message is displayed prompting you to confirm the disable operation.
Click Yes. A message is displayed confirming the disable operation.

Disable by opening the notification template details. To do so:
a. Inthe ldentity System Administration, under System Management, click Notification.
b. Search for the notification template that you want to disable.

c. Click the template name to open the template details. In the notification template
details page, the Disable button is active if the notification template is in enabled state,
as shown in Figure 18-7.
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d. Click Disable. A message is displayed confirming the disable operation.

18.3.6 Enabling a Notification Template

Use the Notification section of the Identity System Administration to enable a notification
template.

You can enable a disabled notification template in the following ways:

1.

Enable by selecting the notification template in the notification search results. To do so:
a. In the Identity System Administration, under System Configuration, click Notification.
b. Search for the notification template that you want to enable.

c. Select the template that you want to disable. Note that the Enable button is active if the
notification template is in disabled state.

d. Click Enable. A message is displayed prompting you to confirm the enable operation.
Click Yes. A message is displayed confirming the enable operation.

Enable by opening the notification template details. To do so:
a. In the Identity System Administration, under System Management, click Notification.
b. Search for the notification template that you want to enable.

c. Click the template name to open the template details. In the notification template
details page, the Enable button is active if the notification template is in disabled state.

d. Click Enable. A message is displayed confirming the enable operation.

18.3.7 Adding Locales to a Notification Template

You can add a locale to a notification template from a list of locales that are present in Oracle
Identity Manager instance.

ORACLE

To add locales to a notification template:

1
2
3
4

In the Identity System Administration, under System Configuration, click Notification.
Search and select the template to which you want to add a locale.
From the Actions menu, select Add Locale. The Add Locale page is displayed.

In the Locale Name field, click the icon next to the Locale Name field to select a locale
from a list. After selecting the locale, and click Confirm.

Click Next. The Locale Information page is displayed and the locale that you added is
displayed as a tab in the page.

In the Locale Information section, specify values for all the fields as mentioned in step 6 of
Creating a Notification Template, and then click Save. The locale is added to the template.

# Note:

Notification can be sent in all the locales that are added to the notification
template. A user receives notification in the same locale specified in the user
preferences. If a locale is not specified in the user preferences, then the
notification is sent in the default locale. The default locale is to be specified in the
PTY table in Oracle Identity Manager database at the time of installation.
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18.3.8 Removing Locales from a Notification Template

Use the Remove Locale page to remove locales from a notification template.

To remove locales from a notification template:

1.

Search for the notification template from which you want to remove a locale. Select the
template from the search results table.

From the Actions menu, click Remove Locale. The Remove Locale page is displayed.

Click the icon next to the Locale Name field to select a locale from a list. You can remove a
locale from a template only if that template contains multiple locales. You cannot remove a
locale if it is the only one associated with the template. Click Save.

A message is displayed confirming the removal of the locale. Click OK.

< Note:

You must not remove default locale to ensure that a notification is sent every time
when there is no user preferred locale is set or when notification template does
not contain a locale template matching to user preferred locale.

18.3.9 Deleting a Notification Template

Use the Delete option in the Notification section of Identity System Administration to delete a
notification template that is not required or is not in use.

To delete a notification template:

1
2
3.
4

In the Identity System Administration, under System Configuration, click Notification.
Search for the notification template that you want to delete.
Select the template that you want to delete.

From the Actions menu, click Delete. Alternatively, click the cross icon on the toolbar. A
message is displayed prompting you to confirm the delete the operation. Click Yes. A
message is displayed confirming the delete operation.

18.3.10 Configuring Notification for a Proxy

You can configure notification for a proxy by configuring a new email IT resource, and
specifying a user as a proxy for another user.

ORACLE

Use the following steps to configure notification for a proxy:

a » © b PR

Configure a new Email IT resource.

Create a new user. (For example, create a user Jane Doe.)
Create a second user. (For example, create a user John Doe.)
Assign the Jane Doe user as a manager for John Doe.

Specify your email ID for John Doe, which enables you to receive notifications in your
inbox.

Login to Oracle Identity Self Service as Jane Doe.
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7. Inthe Self Service tab, click My Information. The My Information page is displayed.

8. [Expand Proxies. In the Proxies section, add John Doe as a proxy for Jane Doe.

# Note:

If you successfully added the proxy, you (John Doe in this case) will receive an email
notification message similar to the following:

"You have been made the proxy for Jane Doe [JANED] from April 9, 2012 12:00:00
AM to April 30, 2010 12:00:00 AM".

18.4 Configuring Email in Provisioning Workflow

You can configure email notifications for using them in provisioning processes by configuring
the default email provider.

To configure default email provider:

1. Login to Oracle Identity System Administration, and set the value of the Email Server
system property (with keyword XL.MailServer) to point to the IT resource with name Email
Server. For information about this system property, see Configuring Oracle Identity
Governance.

2. Verify that the Email Server IT resource exists. This IT resource must have Mail Server as
the IT resource type, and it must have a server name, for example localhost. If this IT
resource is not present for mail server, then create the IT resource. For information about
creating IT resources, see Creating IT Resources.

18.5 Configuring SOA Email Notification

You can configure and actionable email notification on SOA and troubleshoot issues related to
SOA email notification.

This section describes how to configure SOA email notifications in the following topics:

e Configuring Actionable Email Notification on SOA

e Troubleshooting SOA Email Notification

18.5.1 Configuring Actionable Email Notification on SOA

To configure actionable email notification on SOA, specify email as the notification mode and
specify driver-specific attributes for email notification.

To configure email notifications on SOA:

1. Before performing the steps to configure email notifications in SOA, ensure the following:

e Make sure that the user to whom task is assigned has a valid email account set in
Oracle Identity Manager.

< If you want email notifications to be actionable, such as allowing approving or rejecting
requests from the email, then ensure that you have configured human task to send
actions in the notification. You can verify this by using SOA Composer. To do so:

a. Loginto SOA Composer by using weblogic user by using the following URL.:
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http://ISOA_HOST:SOA_PORT/soa/composer
b. From the Open menu, select Open Tasks.

c. Inthe Select a Task to open dialog box, select the human task for which you want
to verify the settings, and then click Open.

d. In Notification Settings section, verify that the Make notification actionable option
is selected.

2. Login to Oracle Enterprise Manager as weblogic user.

3. Go to SOA. Right-click soa-infra (soa_server_name), and select SOA Administration,
Workflow Properties.

4. In the Workflow Notification Properties dialog box, select Email from the Notification Mode
list.

5. Enter values for the following:
 Email : From Address: Email account from which notification will be sent to approvers

« Email : Actionable Address: Email account that will receive approve/reject response
sent by approvers via email

* Email : Reply To Address: Optional email address to which the reply will be sent, for
example, no.reply@yourdomain.com

6. Click Apply.

7. Goto User Messaging Service. Right-click usermessagingdriver-email
(soa_server_name), and select Email Driver properties.

8. In the Driver-Specific Configuration section, configure the following minimum attributes for
email notifications to work correctly:

 MailAccessProtocol: Select IMAP or POP3

e OutgoingMailServer: Name of the SMTP server, for example,
myhost.mycompany.com

e OutgoingMailServerPort: Port of the SMTP server, for example, 465
* OutgoingDefaultFromAddress: Same as OutgoingMailServer

* OutgoingPassword: You can provide the password in clear text stored in
driverconfig.xml, or store password in CSF by using indirect option.

* IncomingMailServer: The hostname of the incoming mail server. Required only if
receiving emails is supported on the driver instance.

¢ IncomingMaillDs: The email addresses corresponding to the user names. Each email
address is separated by a comma and must reside in the same position in the list as
their corresponding user name appears on the usernames list. Required only if
receiving emails is supported on the driver instance.

* IncomingUserPasswords: You can provide password in clear text stored in
driverconfig.xml, or store password in CSF using indirect option.

* Debug (Optional): Setting this to true logs all email activity on SOA server console but
not SOA log files. Set this to true until you are sure that notifications are working
correctly.
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# See Also:

Configuring Human Workflow Service Components and Engines and Configuring
Oracle User Messaging Service in Administrator's Guide for Oracle SOA Suite
and Oracle Business Process Management Suite for detailed information about
driver-specific configuration and Human workflow service components.

9. Click Apply, and restart SOA Managed Server.

18.5.2 Troubleshooting SOA Email Notification

Troubleshooting considerations for SOA email notification can be enabling Debug mode for
driver-specific configuration, verifying email server and accounts, and scrutinizing the SOA
server log.

Consider the following to troubleshoot issues encountered with SOA email notification:

* Enable the Debug option in the driver-specific configuration if you are facing issues with
sending or receiving notifications. If you modify the email driver properties, then restart
SOA server.

¢ Send test notifications. To do so:

Login to Oracle Enterprise Manager. Go to SOA. Right-click soa-infra
(soa_server_name), and select Service Engines, Human Workflow, Notification
Management, Send Test Notification.

»  Verify that email server and accounts are working. Try sending/receiving emails using your
email client.

* Check the SOA server log. Usually, the issue is with user messaging service configuration.
If you have enabled the debug option, then SOA server log provides debugging
information.

e Sometimes if email is not being sent to a particular email account (because of incorrect
configuration), then SOA server marks it as bad address. You must manually remove such
bad address. To do so:

Login to Oracle Enterprise Manager. Go to SOA. Right-click soa-infra
(soa_server_name), Service Engines, Human Workflow, Notification Management,
View Bad Address, Remove the Bad Address.

18.6 Disabling Oracle Identity Governance Email Notifications

ORACLE

Disabling email notifications involves disabling email notification by removing the
SelfServiceNotificationHandler or PasswordNotificationHandler.

This section describes how to disable Oracle Identity Governance email notification in the
following topics:

e About Disabling Oracle Identity Governance Email Notifications
< Disabling Sending Email Notification by Removing the SelfServiceNotificationHandler

e Disabling Sending Email Notification by Removing the PasswordNatificationHandler
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18.6.1 About Disabling Oracle Identity Governance Email Notifications

Notifications are sent in some scenarios by event handlers when users are created through Ul
or through SPML. The scenarios are user creation with manual password, manual or auto
generated password change, email notification disablement.

Noatifications are sent in the following scenarios by event handlers when users are created
through Ul or through SPML.:

¢ See Also:

Developing Event Handlers in Developing and Customizing Applications for Oracle
Identity Governance for information about event handlers.

e Auser is created with manual password as a result of SelfServiceNotificationHandler. To
disable sending email notification, remove the SelfServiceNotificationHandler section in
the /metadata/iam-features-selfservice/event-definition/EventHandlers.xml in MDS. To do
s0, see Disabling Sending Email Notification by Removing the
SelfServiceNotificationHandler.

e System Administrator creates user with autogenerated password as a result of
PasswordNotificationHandler. To disable sending email notification, remove the
PasswordNotificationHandler section in the /metadata/iam-features-passwordmgmt/event-
definition/EventHandlers.xml file in MDS.

To do so, see Disabling Sending Email Notification by Removing the
PasswordNotificationHandler.

e System Administrator changes password manually. The notification can be disabled
through Ul based on the email checkbox selected on the Ul.

e System Administrator changes password with autogenerated password (reset password)
as a result of ResetPasswordActionHandler. This is not a postprocess event handler that
can be disabled.

« To disable notifications related to reconciliation, login to Oracle Identity System
Administration, and set the 'Should send natifications in recon or not' system property to
FALSE. For information about this system property, see Default System Properties in
Oracle Identity Governance.

e To disable all email notifications in Oracle Identity Manager, set the value of the
XL.DisableAllNotifications system property to true. By default, the value of this system
property is false. If an incorrect value is specified for this system property, then notifications
are enabled. See Default System Properties in Oracle Identity Governance for information
about this system property.
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18.6.2 Disabling Sending Email Notification by Removing the
SelfServiceNotificationHandler

A user is created with manual password as a result of SelfServiceNotificationHandler. To
disable sending email notification, remove the SelfServiceNotificationHandler section in the /
metadata/iam-features-selfservice/event-definition/EventHandlers.xml in MDS.

A user is created with manual password as a result of SelfServiceNotificationHandler. To
disable sending email notification, remove the SelfServiceNotificationHandler section in the /
metadata/iam-features-selfservice/event-definition/EventHandlers.xml in MDS. To do so:

1. Export the /metadata/iam-features-selfservice/event-definition/EventHandlers.xml file from
MDS by using Oracle Enterprise Manager. See Migrating User Modifiable Metadata Files
in Developing and Customizing Applications for Oracle Identity Governance.

< Note:

Save a local copy of the EventHandlers.xml for future reference.

2. Remove the following from the EventHandlers.xml file:

<postprocess-handler
class="oracle.iam.selfservice.uself.uselfmgmt.impl.handlers.create.SelfServiceNotific
ationHandler"

entity-type="User"

operation="CREATE"

name="SelfServiceNotificationHandler"

order="1160"

stage="postprocess"

sync="TRUE">

</postprocess-handler>

3. Import the files to MDS by following the instructions in Migrating User Modifiable Metadata
Files in Developing and Customizing Applications for Oracle Identity Governance.

4. Export the files again to verify that the edits have been correctly uploaded to MDS.

# Note:

If the steps described in this topic are performed to achieve some desired
functionality, then these changes will be lost after upgrade. Therefore, redo the
same changes after upgrade.

18.6.3 Disabling Sending Email Notification by Removing the
PasswordNotificationHandler

System Administrator creates user with autogenerated password as a result of
PasswordNoaotificationHandler. To disable sending email notification, remove the
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PasswordNotificationHandler section in the /metadata/iam-features-passwordmgmt/event-
definition/EventHandlers.xml file in MDS.

To remove the PasswordNotificationHandler section in the /metadata/iam-features-
passwordmgmt/event-definition/EventHandlers.xml file in MDS:

1. Export the /metadata/iam-features-passwordmgmt/event-definition/EventHandlers.xml file
from MDS by using Oracle Enterprise Manager.

2. Remove the following from the EventHandlers.xml file:

<postprocess-handler
class="oracle.iam.passwordmgmt.eventhandlers.PasswordNotificationHandler"
entity-type="User" operation="CREATE" name="PasswordNotificationHandler"
order="1180" stage="postprocess" sync="TRUE">

</postprocess-handler>

3. Import the files to MDS by following the instructions in Migrating User Modifiable Metadata
Files in Developing and Customizing Applications for Oracle Identity Governance.

4. Export the files again to verify that the edits have been correctly uploaded to MDS.

# Note:

If the steps described in this topic are performed to achieve some desired
functionality, then these changes will be lost after upgrade. Therefore, redo the
same changes after upgrade.

18.7 Troubleshooting Notification

Troubleshooting notification includes issues related to incorrect URL, incorrect outgoing server
email driver properties, SOA server errors, authentication failure, and failed email deliver not
reported through Enterprise Manager.

This section describes the following issues that you might encounter with UMS configuration
and the corresponding solutions:

* Issues Related to Incorrect URL

* Incorrect Outgoing Server EMail Driver Properties
» Error Generated at the SOA Server

e Authentication Failure

* Issues Related to Failed Email Delivery Not Reported Through EM

18.7.1 Issues Related to Incorrect URL

ORACLE

Notification issues related to incorrect URL can be because of malformed or incorrect URLSs.

Problem

Oracle Identity Manager log shows the following error:

<Jun 13, 2012 12:53:25 AM PDT> <Warning>
<oracle.adfinternal.view.faces.renderkit.rich.SelectItemUtils> <ADF FACES-30118> <No
help provider found for helpTopicld=create user.>

java.net.MalformedURLException: For input string: "SOA PORT"

at java.net.URL.<init>(URL.java:601)
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at java.net.URL.<init>(URL.java:464)

at java.net.URL.<init>(URL.java:413)

at java.net.URI.toURL(URI.java:1081)

at oracle.j2ee.ws.common.transport.HttpTransport.transmit (HttpTransport.java:61)

at oracle.j2ee.ws.common.async.MessageSender.call (MessageSender.java:64)

at oracle.j2ee.ws.common.async.Transmitter.transmitSync (Transmitter.java:134)

at oracle.j2ee.ws.common.async.Transmitter.transmit (Transmitter.java:90)

at oracle.j2ee.ws.common.async.RequestorImpl.transmit (RequestorImpl.java:273)

at oracle.j2ee.ws.common.async.RequestorImpl.invoke (RequestorImpl.java:94)

at oracle.j2ee.ws.client.jaxws.DispatchImpl.invoke (DispatchImpl.java:811)

at
oracle.j2ee.ws.client.jaxws.OracleDispatchImpl.synchronousInvocationWithRetry (OracleDispa
tchImpl.java:235)

at oracle.j2ee.ws.client.jaxws.OracleDispatchImpl.invoke (OracleDispatchImpl.java:106

at

oracle.j2ee.ws.client.jaxws.WsClientProxyInvocationHandler.invoke (WsClientProxyInvocation
Handler.java:254)

at $Proxy422.send(Unknown Source)

at oracle.ucs.messaging.ws.MessagingClient.send (MessagingClient.java:299)

at
oracle.iam.notification.provider.UMSEmailServiceProvider.sendMessage (UMSEmailServiceProvi
der.java:188)

at
oracle.iam.notification.provider.UMSEmailServiceProvider.sendNotification (UMSEmailService
Provider.java:173)

at
oracle.iam.notification.impl.NotificationServiceImpl.sendEmailNotification (NotificationSe
rviceImpl.java:601)

at
oracle.iam.notification.impl.NotificationServiceImpl.notify(NotificationServicelImpl.java:
540)

at
oracle.iam.notification.impl.NotificationServiceImpl.notify(NotificationServicelImpl.java:
271)

<Jun 13, 2012 12:53:31 AM PDT> <Error> <oracle.iam.notification.impl> <BEA-000000>
<Provider UMSEmailServiceProvider has encountered exception : null>

<Jun 13, 2012 12:53:31 AM PDT> <Error> <oracle.iam.notification.impl> <BEA-000000>
<Sending notification with Provider UMSEmailServiceProvider has encountered exception
Error occured while Sending Notification through Provider UMSEmailServiceProvider : null>
<Jun 13, 2012 12:53:31 AM PDT> <Error> <oracle.iam.notification.impl> <BEA-000000>
<Sending notification with Provider UMSEmailServiceProvider detailed exception : null>

Solution

The cause of this error is malformed URL. To resolve the issue, provide the correct values for
SOA_PORT and SOA_HOST in Enterprise Manager (EM).

Problem

Oracle Identity Manager log shows the following error:

<Jun 13, 2012 3:14:14 AM PDT> <Error> <oracle.iam.notification.impl> <BEA-000000>
<Provider UMSEmailServiceProvider has encountered exception
javax.xml.soap.SOAPException: javax.xml.soap.SOAPException: Bad response: 404 Not Found
from url http://myhost.mycompany.com:8003/ucs/messaging/webservice>

<Jun 13, 2012 3:14:14 AM PDT> <Error> <oracle.iam.notification.impl> <BEA-000000>
<Sending notification with Provider UMSEmailServiceProvider has encountered exception
Error occured while Sending Notification through Provider UMSEmailServiceProvider
javax.xml.soap.SOAPException: javax.xml.soap.SOAPException: Bad response: 404 Not Found
from url http://myhost.mycompany.com:8003/ucs/messaging/webservice>

<Jun 13, 2012 3:14:14 AM PDT> <Error> <oracle.iam.notification.impl> <BEA-000000>
<Sending notification with Provider UMSEmailServiceProvider detailed exception
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javax.xml.soap.SOAPException: javax.xml.soap.SOAPException: Bad response: 404 Not Found
from url http://myhost.mycompany.com:8003/ucs/messaging/webservice>

Solution

The cause of this problem in incorrect URL. To resolve the issue, provide the correct URL in
EM.

18.7.2 Incorrect Outgoing Server EMail Driver Properties

ORACLE

To troubleshoot notification issues related to outgoing server email driver properties, provide
the correct email server address, and ensure that the server is running.

Problem
The following error is generated:

<Jun 13, 2012 3:39:14 AM PDT> <Error> <oracle.sdp.messaging.driver.email> <SDP-25700>

<An unexpected exception was caught.

javax.mail.MessagingException: Unknown SMTP host: abc.example.com;

nested exception is:

java.net.UnknownHostException: abc.example.com

at com.sun.mail.smtp.SMTPTransport.openServer (SMTPTransport.java:1389)

at com.sun.mail.smtp.SMTPTransport.protocolConnect (SMTPTransport.java:412)

at javax.mail.Service.connect (Service.java:310)

at javax.mail.Service.connect (Service.java:169

at javax.mail.Service.connect (Service.java:118)

at oracle.sdpinternal.messaging.driver.email.EmailDriver.send (EmailDriver.java:780)

at

oracle.sdpinternal .messaging.driver.email.EmailManagedConnection.send (EmailManagedConnect
ion.java:50)

at

oracle.sdpinternal.messaging.driver.DriverConnectionImpl.send (DriverConnectionImpl.java:4
1)

at

oracle.sdpinternal .messaging.dispatcher.DriverDispatcherBean.onMessage (DriverDispatcherBe
an.java:296)

at sun.reflect.NativeMethodAccessorImpl.invoke( (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invoke (Method.java:597)

at
com.bea.core.repackaged.springframework.aop.support.RopUtils.invokeJoinpointUsingReflecti
on (AopUtils.java:310)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.invokeJo
inpoint (ReflectiveMethodInvocation.java:182)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:149)

at
com.bea.core.repackaged.springframework.aop.interceptor.ExposeInvocationInterceptor.invok
e (ExposelInvocationInterceptor.java:89)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.doP
roceed (DelegatingIntroductionInterceptor.java:131)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.inv
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oke (DelegatingIntroductionInterceptor.java:119)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.framework.JdkDynamicAopProxy.invoke (JdkDynami
cAopProxy.java:204)

at $Proxy349.onMessage (Unknown Source)

at weblogic.ejb.container.internal.MDListener.execute (MDListener.java:583)

at weblogic.ejb.container.internal.MDListener.transactionalOnMessage (MDListener.java:486)
at weblogic.ejb.container.internal.MDListener.onMessage (MDListener.java:388)

at weblogic.jms.client.JMSSession.onMessage (JMSSession.java:4659)

at weblogic.jms.client.JMSSession.execute (JMSSession.java:4345)

at weblogic.jms.client.JMSSession.executeMessage (JMSSession.java:3821)

at weblogic.jms.client.JMSSession.access$000 (JMSSession.java:115)

at weblogic.jms.client.JMSSession$UseForRunnable.run (JMSSession.java:5170)

at

weblogic.work.SelfTuningWorkManagerImplS$WorkAdapterImpl.run (SelfTuningWorkManagerImpl.jav
a:545)

at weblogic.work.ExecuteThread.execute (ExecuteThread.java:256

at weblogic.work.ExecuteThread.run (ExecuteThread.java:221)

Caused By: java.net.UnknownHostException: abc.example.com

at java.net.PlainSocketImpl.connect (PlainSocketImpl.java:195)

at java.net.SocksSocketImpl.connect (SocksSocketImpl.java:366)

at java.net.Socket.connect (Socket.java:529)

at com.sun.net.ssl.internal.ssl.SSLSocketImpl.connect (SSLSocketImpl.java:564)

at com.sun.net.ssl.internal.ssl.BaseSSLSocketImpl.connect (BaseSSLSocketImpl.java:141)

at com.sun.mail.util.SocketFetcher.createSocket (SocketFetcher.java:233)

at com.sun.mail.util.SocketFetcher.getSocket (SocketFetcher.java:163)

at com.sun.mail.smtp.SMTPTransport.openServer (SMITPTransport.java:1359)

at com.sun.mail.smtp.SMTPTransport.protocolConnect (SMTPTransport.java:412)

at javax.mail.Service.connect (Service.java:310)

at javax.mail.Service.connect (Service.java:169)

at javax.mail.Service.connect (Service.java:118)

at oracle.sdpinternal.messaging.driver.email.EmailDriver.send (EmailDriver.java:780)

at
oracle.sdpinternal.messaging.driver.email.EmailManagedConnection.send (EmailManagedConnect
ion.Jjava:50)

at

oracle.sdpinternal.messaging.driver.DriverConnectionImpl.send (DriverConnectionImpl.java:4
1)

at

oracle.sdpinternal .messaging.dispatcher.DriverDispatcherBean.onMessage (DriverDispatcherBe
an.java:296)

at sun.reflect.NativeMethodAccessorImpl.invoke( (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invoke (Method.java:597)

at
com.bea.core.repackaged.springframework.aop.support.AopUtils.invokeJoinpointUsingReflecti
on (AopUtils.java:310)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.invokeJo
inpoint (ReflectiveMethodInvocation.java:182)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:149)

at
com.bea.core.repackaged.springframework.aop.interceptor.ExposeInvocationInterceptor.invok
e (ExposelInvocationInterceptor.java:89)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
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ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.doP
roceed (DelegatingIntroductionInterceptor.java:131)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.inv
oke (DelegatingIntroductionInterceptor.java:119)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.framework.JdkDynamicAopProxy.invoke (JdkDynami
cAopProxy.java:204)

at $Proxy349.onMessage (Unknown Source)

at weblogic.ejb.container.internal.MDListener.execute (MDListener.java:583)

at weblogic.ejb.container.internal.MDListener.transactionalOnMessage (MDListener.java:486)
at weblogic.ejb.container.internal.MDListener.onMessage (MDListener.java:388)

at weblogic.jms.client.JMSSession.onMessage (JMSSession.java:4659)

at weblogic.jms.client.JMSSession.execute (JMSSession.java:4345)

at weblogic.jms.client.JMSSession.executeMessage (JMSSession.java:3821)

at weblogic.jms.client.JMSSession.access$000 (JMSSession.java:115)

at weblogic.jms.client.JMSSession$UseForRunnable.run (JMSSession.java:5170)

at

weblogic.work.SelfTuningWorkManagerImplS$WorkAdapterImpl.run (SelfTuningWorkManagerImpl.jav
a:545)

at weblogic.work.ExecuteThread.execute (ExecuteThread.java:256

at weblogic.work.ExecuteThread.run (ExecuteThread.java:221)

>

Solution

The cause of this problem is incorrect Outgoing Server EMail Driver properties. To rectify the
issue, provide the correct email server address, and ensure that the server is running.

18.7.3 Error Generated at the SOA Server

ORACLE

To troubleshoot error generated at the SOA server, ensure that the outgoing server host,
outgoing server port, and outgoing server security information are provided correctly.

Problem

The following error is displayed in the SOA server logs:

<Jun 13, 2012 3:53:20 AM PDT> <Error> <oracle.sdp.messaging.driver.email> <SDP-25700>
<An unexpected exception was caught.

javax.mail.MessagingException: Could not connect to SMTP host: stbeehive.example.com,
port: 25;

nested exception is:

java.net.ConnectException: Connection refused

at com.sun.mail.smtp.SMTPTransport.openServer (SMTPTransport.java:1391)

at com.sun.mail.smtp.SMTPTransport.protocolConnect (SMTPTransport.java:412)

at javax.mail.Service.connect (Service.java:310)

at javax.mail.Service.connect (Service.java:169

at javax.mail.Service.connect (Service.java:118)

at oracle.sdpinternal.messaging.driver.email.EmailDriver.send(EmailDriver.java:780)

at
oracle.sdpinternal.messaging.driver.email.EmailManagedConnection.send (EmailManagedConnect
ion.java:50)

at

oracle.sdpinternal.messaging.driver.DriverConnectionImpl.send (DriverConnectionImpl.java:4
1)
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at
oracle.sdpinternal.messaging.dispatcher.DriverDispatcherBean.onMessage (DriverDispatcherBe
an.java:296)

at sun.reflect.NativeMethodAccessorImpl.invoke( (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invoke (Method.java:597)

at
com.bea.core.repackaged.springframework.aop.support.AopUtils.invokeJoinpointUsingReflecti
on (AopUtils.java:310)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.invokeJo
inpoint (ReflectiveMethodInvocation.java:182)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:149)

at
com.bea.core.repackaged.springframework.aop.interceptor.ExposeInvocationInterceptor.invok
e (ExposelInvocationInterceptor.java:89)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.doP
roceed (DelegatingIntroductionInterceptor.java:131)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.inv
oke (DelegatingIntroductionInterceptor.java:119)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.framework.JdkDynamicAopProxy.invoke (JdkDynami
cAopProxy.java:204)

at $Proxy345.onMessage (Unknown Source)

at weblogic.ejb.container.internal.MDListener.execute (MDListener.java:583)

at weblogic.ejb.container.internal.MDListener.transactionalOnMessage (MDListener.java:486)
at weblogic.ejb.container.internal.MDListener.onMessage (MDListener.java:388)

at weblogic.jms.client.JMSSession.onMessage (JMSSession.java:4659)

at weblogic.jms.client.JMSSession.execute (JMSSession.java:4345)

at weblogic.jms.client.JMSSession.executeMessage (JMSSession.java:3821)

at weblogic.jms.client.JMSSession.access$000 (JMSSession.java:115)

at weblogic.jms.client.JMSSession$UseForRunnable.run (JMSSession.java:5170)

at

weblogic.work.SelfTuningWorkManagerImplS$WorkAdapterImpl.run (SelfTuningWorkManagerImpl.jav
a:545)

at weblogic.work.ExecuteThread.execute (ExecuteThread.java:256

at weblogic.work.ExecuteThread.run (ExecuteThread.java:221)

Caused By: java.net.ConnectException: Connection refused

at java.net.PlainSocketImpl.socketConnect (Native Method)

at java.net.PlainSocketImpl.doConnect (PlainSocketImpl.java:351)

at java.net.PlainSocketImpl.connectToAddress (PlainSocketImpl.java:213)

at java.net.PlainSocketImpl.connect (PlainSocketImpl.java:200)

at java.net.SocksSocketImpl.connect (SocksSocketImpl.java:366)

at java.net.Socket.connect (Socket.java:529)

at com.sun.net.ssl.internal.ssl.SSLSocketImpl.connect (SSLSocketImpl.java:564)

at com.sun.net.ssl.internal.ssl.BaseSSLSocketImpl.connect (BaseSSLSocketImpl.java:141)

at com.sun.mail.util.SocketFetcher.createSocket (SocketFetcher.java:233)

at com.sun.mail.util.SocketFetcher.getSocket (SocketFetcher.java:163)

at com.sun.mail.smtp.SMTPTransport.openServer (SMITPTransport.java:1359)

at com.sun.mail.smtp.SMTPTransport.protocolConnect (SMTPTransport.java:412)

at javax.mail.Service.connect (Service.java:310)
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at javax.mail.Service.connect (Service.java:169)

at javax.mail.Service.connect (Service.java:118)

at oracle.sdpinternal.messaging.driver.email.EmailDriver.send (EmailDriver.java:780)

at
oracle.sdpinternal.messaging.driver.email.EmailManagedConnection.send (EmailManagedConnect
ion.java:50)

at

oracle.sdpinternal.messaging.driver.DriverConnectionImpl.send (DriverConnectionImpl.java:4
1)

at
oracle.sdpinternal.messaging.dispatcher.DriverDispatcherBean.onMessage (DriverDispatcherBe
an.java:296)

at sun.reflect.NativeMethodAccessorImpl.invoke( (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invoke (Method.java:597)

at
com.bea.core.repackaged.springframework.aop.support.AopUtils.invokeJoinpointUsingReflecti
on (AopUtils.java:310)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.invokeJo
inpoint (ReflectiveMethodInvocation.java:182)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:149)

at
com.bea.core.repackaged.springframework.aop.interceptor.ExposeInvocationInterceptor.invok
e (ExposelInvocationInterceptor.java:89)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.doP
roceed (DelegatingIntroductionInterceptor.java:131)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.inv
oke (DelegatingIntroductionInterceptor.java:119)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.framework.JdkDynamicAopProxy.invoke (JdkDynami
cAopProxy.java:204)

at $Proxy345.onMessage (Unknown Source)

at weblogic.ejb.container.internal.MDListener.execute (MDListener.java:583)

at weblogic.ejb.container.internal.MDListener.transactionalOnMessage (MDListener.java:486)
at weblogic.ejb.container.internal.MDListener.onMessage (MDListener.java:388)

at weblogic.jms.client.JMSSession.onMessage (JMSSession.java:4659)

at weblogic.jms.client.JMSSession.execute (JMSSession.java:4345)

at weblogic.jms.client.JMSSession.executeMessage (JMSSession.java:3821)

at weblogic.jms.client.JMSSession.access$000 (JMSSession.java:115)

at weblogic.jms.client.JMSSession$UseForRunnable.run (JMSSession.java:5170)

at

weblogic.work.SelfTuningWorkManagerImplS$WorkAdapterImpl.run (SelfTuningWorkManagerImpl.jav
a:545)

at weblogic.work.ExecuteThread.execute (ExecuteThread.java:256

at weblogic.work.ExecuteThread.run (ExecuteThread.java:221)

>
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Solution

This is an error in SOA server. To rectify the issue, ensure that the outgoing server host,
outgoing server port, and outgoing server security information are provided correctly.

18.7.4 Authentication Failure

ORACLE

To troubleshoot authentication failure, provide the correct username and password, deploy and
configure the application server, and ensure certification exchange.

Problem

The following errors are generated:

javax.mail.AuthenticationFailedException

OR

<Jun 13, 2012 4:30:41 AM PDT> <Error> <oracle.sdp.messaging.driver.email> <SDP-25700>

<An unexpected exception was caught.

javax.mall.MessagingException: Exception reading response;

nested exception is:

javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX
path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable
to find valid certification path to requested target

at com.sun.mail.smtp.SMIPTransport.readServerResponse (SMIPTransport.java:1611)

at com.sun.mail.smtp.SMTPTransport.openServer (SMIPTransport.java:1369)

at com.sun.mail.smtp.SMTPTransport.protocolConnect (SMTPTransport.java:412)

at javax.mail.Service.connect (Service.java:310)

at javax.mail.Service.connect (Service.java:169)

at javax.mail.Service.connect (Service.java:118)

at oracle.sdpinternal.messaging.driver.email.EmailDriver.send(EmailDriver.java:780)

at
oracle.sdpinternal.messaging.driver.email.EmailManagedConnection.send (EmailManagedConnect
ion.java:50)

at
oracle.sdpinternal.messaging.driver.DriverConnectionImpl.send(DriverConnectionImpl.java:4
1)

at
oracle.sdpinternal.messaging.dispatcher.DriverDispatcherBean.onMessage (DriverDispatcherBe
an.java:296)

at sun.reflect.NativeMethodAccessorImpl.invoke( (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invoke (Method.java:597)

at
com.bea.core.repackaged.springframework.aop.support.AopUtils.invokeJoinpointUsingReflecti
on (AopUtils.java:310)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.invokeJo
inpoint (ReflectiveMethodInvocation.java:182)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:149)

at
com.bea.core.repackaged.springframework.aop.interceptor.ExposeInvocationInterceptor.invok
e (ExposelInvocationInterceptor.java:89)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)
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at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.doP
roceed (DelegatingIntroductionInterceptor.java:131)

at
com.bea.core.repackaged.springframework.aop.support.DelegatingIntroductionInterceptor.inv
oke (DelegatingIntroductionInterceptor.java:119)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:171)

at
com.bea.core.repackaged.springframework.aop.framework.JdkDynamicAopProxy.invoke (JdkDynami
cAopProxy.java:204)

at $Proxy349.onMessage (Unknown Source)

at weblogic.ejb.container.internal.MDListener.execute (MDListener.java:583)

at weblogic.ejb.container.internal.MDListener.transactionalOnMessage (MDListener.java:486)
at weblogic.ejb.container.internal.MDListener.onMessage (MDListener.java:388)

at weblogic.jms.client.JMSSession.onMessage (JMSSession.java:4659)

at weblogic.jms.client.JMSSession.execute (JMSSession.java:4345)

at weblogic.jms.client.JMSSession.executeMessage (JMSSession.java:3821)

at weblogic.jms.client.JMSSession.access$000 (JMSSession.java:115)

at weblogic.jms.client.JMSSession$UseForRunnable.run (JMSSession.java:5170)

at

weblogic.work.SelfTuningWorkManagerImplS$WorkAdapterImpl.run (SelfTuningWorkManagerImpl.jav
a:545)

at weblogic.work.ExecuteThread.execute (ExecuteThread.java:256

at weblogic.work.ExecuteThread.run (ExecuteThread.java:221)

Caused By: javax.net.ssl.SSLHandshakeException:
sun.security.validator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target

at com.sun.net.ssl.internal.ssl.Alerts.getSSLException(Alerts.java:174)

at com.sun.net.ssl.internal.ssl.SSLSocketImpl.fatal (SSLSocketImpl.java:1731)

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE (Handshaker.java:241)

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE (Handshaker.java:235)

at

com.sun.net.ssl.internal.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:120
6)

at

com.sun.net.ssl.internal.ssl.ClientHandshaker.processMessage (ClientHandshaker.java:136)
at com.sun.net.ssl.internal.ssl.Handshaker.processLoop (Handshaker.java:593)

at com.sun.net.ssl.internal.ssl.Handshaker.process record(Handshaker.java:529)

at com.sun.net.ssl.internal.ssl.SSLSocketImpl.readRecord(SSLSocketImpl.java:925)

at

com.sun.net.ssl.internal.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:117
0)

at com.sun.net.ssl.internal.ssl.SSLSocketImpl.readDataRecord(SSLSocketImpl.java:785)

at com.sun.net.ssl.internal.ssl.AppInputStream.read (AppInputStream.java:75)

at com.sun.mail.util.TracelnputStream.read(TracelnputStream.java:110)

at java.io.BufferedInputStream.fill (BufferedInputStream.java:218)

at java.io.BufferedInputStream.read(BufferedInputStream.java:237)

at com.sun.mail.util.LinelInputStream.readlLine (LineInputStream.java:88)

at com.sun.mail.smtp.SMTPTransport.readServerResponse (SMTPTransport.java:1589

at com.sun.mail.smtp.SMTPTransport.openServer (SMITPTransport.java:1369)

at com.sun.mail.smtp.SMTPTransport.protocolConnect (SMTPTransport.java:412)

at javax.mail.Service.connect (Service.java:310)

at javax.mail.Service.connect (Service.java:169)

at javax.mail.Service.connect (Service.java:118)

at oracle.sdpinternal.messaging.driver.email.EmailDriver.send (EmailDriver.java:780)

at
oracle.sdpinternal.messaging.driver.email.EmailManagedConnection.send (EmailManagedConnect
ion.Jjava:50)

at
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oracle.sdpinternal.messaging.driver.DriverConnectionImpl.send (DriverConnectionImpl.java:4
1)

at
oracle.sdpinternal.messaging.dispatcher.DriverDispatcherBean.onMessage (DriverDispatcherBe
an.java:296)

at sun.reflect.NativeMethodAccessorImpl.invoke( (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:25)
at java.lang.reflect.Method.invoke (Method.java:597)

at
com.bea.core.repackaged.springframework.aop.support.AopUtils.invokeJoinpointUsingReflecti
on (AopUtils.java:310)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.invokeJo
inpoint (ReflectiveMethodInvocation.java:182)

at
com.bea.core.repackaged.springframework.aop.framework.ReflectiveMethodInvocation.proceed (
ReflectiveMethodInvocation.java:149)

at
com.bea.core.repackag