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Preface

This preface includes the following sections:

e Audience
e Documentation Accessibility
e Related Documents

e Conventions
Audience

This document is intended for users of Oracle Identity Management 12¢ (12.2.1.3.0).

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface
elements associated with an action, or terms
defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or
placeholder variables for which you supply
particular values.

nonospace Monospace type indicates commands within a
paragraph, URLs, code in examples, text that
appears on the screen, or text that you enter.

Related Documents

For more information, see the following resources:

ORACLE
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http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Preface

e Oracle Fusion Middleware Documentation
This contains documentation for all Oracle Fusion Middleware 12c products.
*  Oracle Technology Network

This site contains additional documentation that is not included as part of the
documentation libraries.

ORACLE


http://www.oracle.com/technetwork/middleware/fusion-middleware/documentation/index.html
http://www.oracle.com/technology/index.html

Introduction

Topics

* Latest Release Information

»  Purpose of this Document

»  System Requirements and Specifications
e Certification Information

e Oracle Support

1.1 Latest Release Information

This document is accurate at the time of publication. Oracle will update the release notes
periodically after the software release. You can access the latest information and additions to
these release notes on the Oracle Help Center.

http://docs.oracle.com/en/

1.2 Purpose of this Document

This document contains the release information for Oracle Identity Management 12¢
(12.2.1.4.0). It describes differences between Oracle Identity Management and its
documented functionality. Oracle recommends you review its contents before installing, or
working with the product.

1.3 System Requirements and Specifications

Oracle Fusion Middleware installation and configuration will not complete successfully unless
users meet the hardware and software prerequisite requirements before installation. For
more information, see Oracle Fusion Middleware System Requirements and Specifications.

1.4 Certification Information

To see versions of platforms and related software for which Oracle Identity Management is
certified and supported, go to Oracle Fusion Middleware Supported System Configurations.

1.5 Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support at https://support.oracle.com.
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Oracle Identity Management 12c (12.2.1.4.0)
Bundle Patches

This chapter provides information about the Bundle Patches for Oracle Identity Management
12¢ (12.2.1.4.0).

Topics

» About Oracle Access Management Bundle Patches

» About Oracle Identity Governance Bundle Patches

*  About Oracle Unified Directory Bundle Patches

»  About Oracle Internet Directory Bundle Patches

2.1 About Oracle Access Management Bundle Patches

You can apply the following bundle patches on top of Oracle Access Management 12c
(12.2.1.4.0):

» Certification of Quarterly Bundle Patches for Oracle Access Management and
Underlying Components
Starting with Bundle Patch 01, Oracle has certified the dependent Middleware component
patches for Identity Management products and recommends that you apply these
certified patches. For more information about these patches, see Certification of
Underlying or Shared Component Patches for Identity Management Products (Doc ID
2627261.1) at https://support.oracle.com.

» Stack Patch Bundle
Stack patch Bundle deploys the IDM product and dependent FMW patches using a tool.
For more information about these patches, see Quarterly Stack Patch Bundl es
(Doc 1D 2657920. 1) at https://support.oracle.com.

2.2 About Oracle Identity Governance Bundle Patches

ORACLE

You can apply the following bundle patch on top of Oracle Identity Governance 12¢
(12.2.1.4.0):

e Certification of Quarterly Bundle Patches for Oracle Identity Governance and
Underlying Components

Starting with Bundle Patch 01, Oracle has certified the dependent Middleware component
patches for Identity Management products and recommends that you apply these
certified patches. For more information about these patches, see Certification of
Underlying or Shared Component Patches for Identity Management Products (Doc ID
2627261.1) at https://support.oracle.com.

e Quarterly Stack Patch Bundle
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Chapter 2
About Oracle Unified Directory Bundle Patches

Stack Patch Bundle deploys the IDM product and dependent FMW patches by
using a tool. For more information about these patches, see Quarterly Stack Patch
Bundles (Doc ID 2657920.1) at https://support.oracle.com.

2.3 About Oracle Unified Directory Bundle Patches

You can apply the following bundle patches on top of Oracle Unified Directory 12c
(12.2.1.4.0):

Certification of Quarterly Bundle Patches for Oracle Unified Directory and
Underlying Components

Starting with Bundle Patch 01, Oracle has certified the dependent Middleware
component patches for Identity Management products and recommends that you
apply these certified patches. For more information about these patches, see
Certification of Underlying or Shared Component Patches for Identity Management
Products (Doc ID 2627261.1) at https://support.oracle.com.

Stack Patch Bundle

Stack Patch Bundle deploys the IDM product and dependent FMW patches by
using a tool. For more information about these patches, see Quarterly Stack Patch
Bundles (Doc ID 2657920.1) at https://support.oracle.com.

2.4 About Oracle Internet Directory Bundle Patches

ORACLE

You can apply the following bundle patches on top of Oracle Internet Directory 12c
(12.2.1.4.0):

Certification of Quarterly Bundle Patches for Oracle Internet Directory and
Underlying Components

Oracle has certified the dependent Middleware component patches for Identity
Management products and recommends that you apply these certified patches.
For more information about these patches, see Certification of Underlying or
Shared Component Patches for Identity Management Products (Doc ID
2627261.1) at https://support.oracle.com.

2-2


https://support.oracle.com
https://support.oracle.com/
https://support.oracle.com
https://support.oracle.com/

What's New in Oracle Identity Management
12c¢ (12.2.1.4.0)

This topic lists the new features for all the products in Oracle Identity Management Release
12¢ (12.2.1.4.0).

Topics

What's New in Oracle Access Management
What's New in Oracle Identity Governance
What's New in Oracle Unified Directory
What's New in Oracle Internet Directory

What's New in Oracle Identity Management Integration

3.1 What's New in Oracle Access Management

Oracle Access Management 12c (12.2.1.4.0) includes the following new features:

ORACLE

Passwordless Login

Passwordless authentication allows you to bypass the standard web form based
authentication when using a mobile device. For details, see Using Passwordless
Authentication in Administering Oracle Access Management.

Dynamic Client Registration

Dynamic client Registration (DCR) provides a way for the native mobile apps (Android) to
dynamically register as clients with the OAuth Server (OAM). For details, see Dynamic
Client Registration in Administering Oracle Access Management

OAP over REST

Oracle Access Protocol (OAP) over REST enables the use of HTTP(S) infrastructure to
route and load balance requests. Changing the transport mechanism between WebGate
and server has a beneficial impact on reducing operational cost for hybrid deployments
where some components are on-premises and others have moved to cloud. For details,
see About OAP Over Rest Communication in Administering Oracle Access Management

WebGate using PFS and Approved Cipher Suites for OAP Simple/Cert Mode
Communication

When the Simple/Cert Mode communication occurs, WebGate ensure that valid and
approved cipher suites defined by the admin are used. For details, see About WebGate
TLS validating PFS and Approved Ciphers in Administering Oracle Access Management

HealthCheck Framework

HealthCheck Framework enables health check on servers. These checks can be
performed using REST API or by scheduling periodic checks on the server. Each
schedule can be associated with a specified set of tests to be run. For details, see
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Chapter 3
What's New in Oracle Access Management

Monitoring Server Health with Health Check Framework in Administering Oracle
Access Management

Modified Userinfo Response

The format of the Userinfo response for OAuth flows is modified with the following
changes:

— Additional new parameters gui d and sub are included in the response.

— The parameters Profil e, Emai | , Addr ess, and Phone are returned directly
under the root tag instead of seperate containers for each of the parameters.

— The parameters emai | _verified and phone_nunber _verified are returned as

booleans.

For example,

{
"guid": "6COCF210194A11E99FB45DDDOCG0BISA",
"sub": "webl ogic",
"fam |y _nane": "webl ogic",
"preferred_usernane": "webl ogic",
"updated_at": "1548740667872",
"emai|l _verified": false,
"phone_nunber _verified": false

}

To retrieve the user info attributes in the older format (see the following example),
set the custom attribute User | nf oScopeCont to t r ue at the domain level.

Sample UserInfo response format when the custom attribute User | nf oScopeCont
is set,

{
"profile": {
"guid": "6COCF210194A11E99FB45DDDOCE0BISA",
"sub": "webl ogic",
"fam |y nane": "weblogic",
"preferred_usernane": "webl ogic",
"updated_at": "1548743708100"
¥
"emai l": {
"emai|l _verified": false
¥
“address": {},
“phone": {
"phone_nunber _verified": false
}
}

Policy Cache Resiliency

Improved resilience of the managed servers with the ability to read, validate and
replace policy cache in a small step within the server, and delegation of cache
building to the Admin Server. Introduced distribution of policy cache from Admin to
manage servers with write once and read many times and reducing contention
between multiple OAM server’s policy cache present in a cluster.
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Chapter 3
What's New in Oracle Identity Governance

Policy cache can be fine-tuned using parameters. For details, see Configuring Policy
Cache Parameters in Administering Oracle Access Management.

3.2 What's New in Oracle Identity Governance

Oracle Identity Governance 12c (12.2.1.4.0) has the following key new features:

ORACLE

Application Onboarding

The application onboarding capability in Identity Self Service has been enhanced to
enable you to configure and manage flat files, manage jobs, and upgrade connector
applications. See Managing Flat File Configurations, Managing Jobs, and Upgrading
Connector Applications in Performing Self Service Tasks with Oracle Identity
Governance.

Challenge Questions

— The list of challenge questions is updated for this release. See Challenge Questions
and Response After First Login in Performing Self Service Tasks with Oracle Identity
Governance.

— Setting challenge questions requires authentication. See Setting Challenge
Questions and Response in Performing Self Service Tasks with Oracle Identity
Governance.

Pending Approvals and Provisioning Tasks

—  For parent or child form modification requests, a change indicator indicates the
modified fields in the approval form. See Approving a Task in Performing Self Service
Tasks with Oracle Identity Governance.

— Similarly, for parent form modification requests, a change indicator indicates the
modified fields in the manual fulfillment form. See Completing a Task in Performing
Self Service Tasks with Oracle Identity Governance.

Certification

In the base selection for user, role, and entitlement certification definitions, you can filter
the criteria based on various user, role, and entitlement attributes and user defined fields
(UDFs). You can also save the filter criteria and use it for creating other user, role, and
entitlement certification definitions. See Creating a User Certification Definition, Creating
a Role Certification Definition, and Creating an Entitlement Certification Definition in
Performing Self Service Tasks with Oracle Identity Governance.

Access Policy Harvesting

Access policies are linked to accounts created by requests and to accounts that are
provisioned directly. See Evaluating Policies for Reconciled and Bulk Load-Created
Accounts in Performing Self Service Tasks with Oracle Identity Governance.

Archival and Data Purge

— Oracle Identity Governance provides a new Offline Data Purge Framework to purge
huge data sets in a few iterations and reclaim huge storage space with the same
operation. See Using the Offline Data Purge Framework in Administering Oracle
Identity Governance.

— Oracle Identity Governance provides a new complete data cleanup utility for non-
production environments to purge all the data from underlying database tables for the
respective OIG feature and to reclaim storage space with the same operation. See
Using the Complete Nuke Cleanup Framework in Administering Oracle Identity
Governance.
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Chapter 3
What's New in Oracle Unified Directory

Existing and incoming audit data in the UPA table at mid-tier level can be
compressed based on the level of compression you set. See Legacy Audit
Data Compression in Administering Oracle Identity Governance.

A new scheduled task has been introduced to purge data from
RECON_EXCEPTIONS table. See About the Reconciliation Exceptions Purge
Utility in Administering Oracle Identity Governance.

* New User Interface

The user interface to provision a resource to an organization has been
emhanced. See Provisioning a Resource in Performing Self Service Tasks for
Oracle Identity Governance.

The user interface to view the action history of a provisioned resource has
been enhanced. See Viewing Resource History in Performing Self Service
Tasks for Oracle Identity Governance.

The user interface to manage pending provisioning tasks has been enhanced.
See Managing Pending Provisioning Tasks in Performing Self Service Tasks
for Oracle Identity Governance.

As a result of the new Ul in Oracle Identity System Administration, procedures
have been revised for managing IT resources. See Managing IT Resources in
Administering Oracle Identity Governance.

As a result of the new Ul in Oracle Identity System Administration, procedures
have been revised for Connector Lifecycle Management. See Installing a
Connector, Cloning Connectors, Exporting Connector Object Definitions in
Connector XML Format, Wizard Mode Upgrade in Staging Environment and
Silent Mode Upgrade in Staging and Production Environment in Administering
Oracle Identity Governance.

* Deployment Manager

The Deployment Manager exports and imports identity audit rules in human
readable format. See About Export/Import of Identity Audit Rules in
Administering Oracle Identity Governance.

The Deployment Manager also exports and imports role UDF data. See About
Export/Import of Role UDF Data in Administering Oracle Identity Governance.

* ldentity Management Diaghostic Framework

Oracle Identity Governance provides a new ldentity Management Diagnostic
Framework (IDMDF) for first occurrence diagnostics and Service-Level Agreement
(SLA)-based notification for faster resolution of issues. See Using the ldentity
Management Diagnostic Framework in Administering Oracle Identity Governance.

3.3 What's New in Oracle Unified Directory

Oracle Unified Directory 12c (12.2.1.4.0) has the following key features:

ORACLE

» REST API

OUD 12c¢ (12.2.1.4.0) introduces SCIM Rest services for accessing identity
information (Users, Groups, etc), including querying, retrieval, create, update
and delete. To configure SCIM, see Managing OUD Directory Data with SCIM
Rest API. in Administering Oracle Unified Directory.
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— OUD 12c¢ (12.2.1.4.0) introduces the Data Management REST API to manage
directory data in Oracle Unified Directory. See Configuring Data Management REST
API in Administering Oracle Unified Directory .

— The Admin Rest API support was introduced in 12.2.1.3.0. To configure Admin Rest
API, see Administering Oracle Unified Directory Using REST API in Administering
Oracle Unified Directory.

3.4 What's New in Oracle Internet Directory

Oracle Internet Directory 12c (12.2.1.4.0) has the following new features:

Quality of Service

Provides the capability to restrict the number of user connections or operations possible
in a given duration of time. See Managing Quality of Service Configuration in
Administering Oracle Internet Directory.

Monitoring Oracle Internet Directory Server using LDAP

Monitors the current state of the server for debugging or troubleshooting purposes by
using LDAP. See Monitoring Oracle Internet Directory Server Using LDAP in
Administering Oracle Internet Directory.

Update to Oracle Database Client software

Oracle Internet Directory 12.2.1.4.0 installation includes an update to the database client
software installed with Oracle Fusion Middleware. The database patch set included is
12.1.0. 2. 190716. If you execute the command opat ch | si nvent ory, the patch
identification number for this update will appear as 29494060 on Linux/Unix and 30220086
on Microsoft Windows.

3.5 What's New in Oracle Identity Management Integration

Support for upgrading OAM-OIG integrated environments from 11g Release 2 (11.1.2.3.0)
and 12c¢ (12.2.1.3.0) to the latest12c (12.2.1.4.0) release version after applying the OAM
bundle patch 12.2.1.4.200327, or the OIM bundle patch 12.2.1.4.200505, or the latest bundle
patch available for your release.

ORACLE

For more information about the upgrade, Upgrading OIG-OAM Integrated Environments. in
the Integration Guide for Oracle Identity Management Suite.
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Oracle Access Management

Known issues and workarounds for Oracle Access Management include general issues and
configuration issues.

Topics

Access Management Known Issues and Workarounds
Access Management Console Issues

Features Not Supported in Access Manager

" Note:

See What's New in Oracle Access Management for information about new features
in this release of Oracle Access Management.

4.1 Access Management Known Issues and Workarounds

This topic describes known issues and workaround for Oracle Access Management. It
includes the following topics:

IHS 9 Web Server Crashes after Configuring WebGate 12cPS4 for AIX Platform
Exception Occurs After 12c 1S WebGate Restarts or Stops

JPS Library Error Causing ASDK Initializing Failure

Takes time to propagate a policy or any metadata change

User name field in SME Ul is case sensitive

Unused References in OAM console

Deprecated Java Policy

Test-to-Production Not Supported in OAM

chghost Tool does not Work with OAM

Exception occurs while using OAM Access Tester Tool

Simple Security Mode Does Not Function with OAM Server

4.1.1 IHS 9 Web Server Crashes after Configuring WebGate 12cPS4 for

AlX Platform

Issue

IHS 9 web server crashes after configuring WebGate 12cPS4 for AlX 7.1 platform.

ORACLE
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Workaround

On AIX platform, set the environment variable LDR_PRELOAD64 to | i bcl nt sh. so before
configuring the WebGate. For example:

export LDR PRELQADG4=li bcl ntsh. so

4.1.2 Exception Occurs After 12¢ IIS WebGate Restarts or Stops

Issue

After the IIS Server is restarted or stopped, an exception occurs and a pop-up Window
appears.

Workaround

Click Cancel on the pop-up window and proceed.

4.1.3 JPS Library Error Causing ASDK Initializing Failure

ORACLE

Issue

Running the oamasdk libraries for initialization of Access Client using j ps- api . j ar,
j ps-mani fest.jar,and opss- nani f est. j ar returns the following error:

SEVERE: Oracle Access SDK initialization failed.

java.lang. Nul | Poi nt er Exception

at
oracle.security.opss.internal.service.config. OPSSConfi gurationServicelnp
|.getD

ef aul t Boot st rapConf i gurati on( OPSSConfi gur ati onServi cel npl . j ava: 260)

at

oracle.security.opss.internal.service.config.Runti meConfigurationService
Inpl.g

et Def aul t Boot st rapConfi guration(Runti meConfigurationServicel npl.java: 313
)

at
oracle.security.opss.internal.runtime. Servi ceContext Manager | npl .initBoot
strap(

Servi ceCont ext Manager | npl . j ava: 173)

at

oracl e.security.opss.internal.runtime. Servi ceContext Manager | npl . i nitBoot
strap(

Servi ceCont ext Manager | npl . j ava: 154) at

oracl e.security.opss.internal.runtime. Servi ceContext Manager | npl . i nitBoot
strap(

Servi ceCont ext Manager | npl . j ava: 148)

at
oracle.security.jps.internal.config. OpssComonSt art up$3. run( OpssConmonSt
artup

java: 401)

at java.security.AccessController.doPrivileged(Native Mthod)
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at

oracl e.security.jps.internal.config. OpssCommonStartup. preStart(OpssComonSt ar
t

up. j ava: 357)

at oracle.security.jps.JpsStartup.preStart(JpsStartup.java: 389)

at oracle.security.jps.JpsStartup.start(JpsStartup.java:228)

at

oracl e. security.opss.internal.core.runtime. ContextFactoryProxy. checkl nit(Cont
e

xt Fact oryProxy. j ava: 201)

at

oracl e. security.opss.internal.core.runtime. ContextFactoryProxy. get Context (Con
t
ext Fact oryProxy.j ava: 139)

Workaround

1. Update the class path to include the following jars:
e oracle_comon/ nmodul es/oracle.igf/igf-manifest.jar
 oracle_common/ nodul es/oracle.idmidentitystore.jar

2. Pass the - Dopss. t enant. mode=JPS_AP argument as a JVM option while running the
ASDK code.

4.1.4 Takes time to propagate a policy or any metadata change

Issue

Set the password policy option to "Disallow previous passwords" and create a new password
using the previously used password. The password can still be created.

Workaround

When you perform any change to the policy, it takes time to propagate across the OAM
cluster. You should wait for a minimum of 60 seconds or more if the network is slow for the
changes to take effect. It is recommended that the changes be made when the OAM servers
are offline

4.1.5 User name field in SME Ul is case sensitive

Issue

OAM console based session management search is case sensitive.

4.1.6 Unused References in OAM console

Issue
Following are the references in OAM console that are unused:

e Access Portal
¢ OAuth Service
e Allow OAuth Token
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» Token Issuance Policies

» Access Portal Service Settings

4.1.7 Deprecated Java Policy

For Upgrade Customers, refer java policy. See TLS1.2 Support in Oracle Access
Management

4.1.8 Test-to-Production Not Supported in OAM

Issue

OAM does not support Test-to-Production (T2P) tools in this release.

Workaround

To create one or more cloned data centers follow the steps in the procedure, Adding
an Additional Clone Data Center to the Existing Multi-Data Center Setup.

4.1.9 chghost Tool does not Work with OAM

ORACLE

Issue

OAM does not support chghost tool in this release.

Workaround

The host:port for primary and secondary servers can be configured using the Ul
parameters on OAM console.

See Configuring and Managing Registered OAM Agents Using the Console

The webgate profiles and policies on OAM server use the import/export partners or
Bulk updates for Webgates.

See
* Import Partners
e Export Partners

e Bulk updates to Webgates

For webgates, you can do either of the following when host and port information is
changed:

* Manually edit the host and port information of new OAM server by updating the
ObAccessClient.xml at target host.

* You can register the Webgate agent with the new Oracle Access Manager by
using the Oracle Access Manager Administration Console and replace the old
artifacts.

See Registering an OAM Agent using the console

Alternatively, you can use the RREG command-line tool to register a new Webgate
agent.
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See Locating and Preparing the RREG Tool and Remote Registration Tools, Modes, and
Process

¢ Note:

ObAccessClient.xml can be found at webgat e_i nstance_dir (${O acl e_Hone}/
user _proj ect s/ domai ns/ $( DOMAI N_HOME) / confi g/ f maconf i g/ conponent s/ CHS/
ohs1/ webgat e/ confi g/ GbAccessCl i ent. xml)

4.1.10 Exception occurs while using OAM Access Tester Tool

ORACLE

Issue

In OAM Access Tester tool, after entering sever connection details and clicking on Connect
button, the connection will be established but with the following exception.

In Access Tester Console:

SEVERE: Server reported that incorrect NAP version is being used, while
client attenpted to communicate using NAP version 5. See server log for nore
i nformation.

Stack trace in Server Logs:

<Error> <oracl e. oam proxy. oan> <OAM 04020> <Exception encountered while
processing the request message for agent {0} at IP {1} Request message

{2} :oracle.security.am proxy.oam request handl er. CAMPr oxyExcepti on: Partner:
Test Webgate is registered with version 11.0.0.0. Runtime version of agent is
different: 11.* .Agent will not be able to comunicate with the server

at

oracl e. security.am proxy.oam request handl er. CbAAASer vi ceServer. get O i ent Aut he
nt | nf o( CbAAASer vi ceServer. j ava: 159)

at

oracl e. security.am proxy. oam r equest handl er. Request Handl er. GbAut henReqChal | en
geHandl er ( Request Handl er . j ava: 566)

at

oracl e. security.am proxy. oam request handl er. Request Handl er . handl eRequest ( Requ
est Handl er . j ava: 229)

at

oracl e. security.am proxy.oam request handl er. Request Handl er . handl eMessage( Requ
est Handl er . j ava: 180)

at

oracl e. security.am proxy.oam request handl er. Control | er MessageBean. get Response
Message( Control | er MessageBean. j ava: 94)

at

oracl e. security.am proxy.oam request handl er. Control | er MessageBean_eo7yl c_MDO
npl . __W._invoke(Unknown Source)

at

webl ogi c. ej b. cont ai ner. i nternal . MessageDri venLocal bj ect . i nvoke( MessageDri ven
Local Obj ect . j ava: 127)

at
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oracl e. security.am proxy.oam request handl er. Control | er MessageBean_eo7yl c
_MDO npl . get ResponseMessage( Unknown Sour ce)

at

oracl e. security.am proxy.oam nina. d i ent ToPr oxyHandl er . get Response( GbC
|'i ent ToProxyHandl er. j ava: 316)

at

oracl e. security.am proxy.oam ni na. CbC i ent ToPr oxyHandl er. messageRecei ve
d( GbC i ent ToPr oxyHandl er. j ava: 270)

at

or g. apache. m na. common. Def aul t | oFi | t er Chai n$Tai | Fi | t er. messageRecei ved(D
efaul t I oFi I t er Chai n. j ava: 743)

at

or g. apache. m na. cormon. Def aul t | oFi | t er Chai n. cal | Next MessageRecei ved( Def a
ul tloFiltercChain.java: 405)

at

org. apache. m na. cormon. Def aul t | oFi | t er Chai n. access$1200( Defaul t1 oFi I terC
hai n. j ava: 40)

at

or g. apache. m na. common. Def aul t | oFi | t er Chai n$Ent ryl npl $1. messageRecei ved(
Def aul t1oFi | ter Chai n.java: 823)

at org. apache. mna.conmon. | oFilterEvent.fire(loFilterEvent.java: 54)

at org. apache. nmna. conmon. | oEvent. run(l oEvent. java: 62)

at

oracl e. security.am proxy.oam ni na. CommonJWr kil npl . run( ConmonJWor kil npl . j a
va: 85)

at

webl ogi c. wor k. j 2ee. J2EEWr kManager $Wor kW t hLi st ener . r un( J2EEWr kManager .
j ava: 209)

at

webl ogi c. i nvocat i on. Conponent | nvocat i onCont ext Manager . _r unAs( Conponent | n
vocat i onCont ext Manager . j ava: 352)

at

webl ogi c. i nvocat i on. Conponent | nvocat i onCont ext Manager . r unAs( Conponent | nv
ocat i onCont ext Manager . j ava: 337)

at

webl ogi c. work. LivePartitionUility.doRunWrkUnder Cont ext (Li vePartitionUt
ility.java:57)

at

webl ogi c. work. PartitionUtility.runWrkUnderContext(PartitionUtility.java
1 41)

at

webl ogi c. wor k. Sel f Tuni ngWor kManager | npl . r unWor kUnder Cont ext ( Sel f Tuni ng\W
rkManager | npl . j ava: 644)

at webl ogi c. wor k. Execut eThr ead. execut e( Execut eThr ead. j ava: 415)

at webl ogi c. wor k. Execut eThr ead. run( Execut eThr ead. j ava: 355)

>
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< Note:

The above exception will be seen while using Access Tester. Access Tester will try
to connect with NAP version 5, then with NAP version 4 and followed by NAP
version 3 if the former does not work. But, there is no impact on the functionality.

4.1.11 Simple Security Mode Does Not Function with OAM Server

On the AIX Platform, Simple Security Mode does not function with OAM Server.

While registering new Webgate Agent for artifacts generation, select Open or Cert Security
Mode in the OAM Server Console.

4.2 Access Management Console Issues

This topic describes Console issues and workaround for Oracle Access Management
(Access Manager). It includes the following topic:

¢ OOB OAM console logout does not work

4.2.1 O0OB OAM console logout does not work

Issue

Till R2PS3, IAMSuiteAgent was the OOB agent protecting the OAM console. From 12¢c PS3
onwards, OAM console can be protected using a webgate agent.

Workaround
Close OAM console instead of logout.

Server side session will not be created when OAM console accesses OOB. As per EDG
(Enterprise Development Guide), it is recommended to protect OAM console using a webgate
agent.

4.3 Features Not Supported in Access Manager

This section provides a list of features that are not supported in Acccess Manager releases.

* Features Not Supported in Access Manager 12.2.1.4.0
* Features Not Supported in Access Manager 12.2.1.3.0

4.3.1 Features Not Supported in Access Manager 12.2.1.4.0

The unsupported features are the same as in 12.2.1.3.0 release.

4.3.2 Features Not Supported in Access Manager 12.2.1.3.0

The following table lists the features that will be unsupported from OAM 12.2.1.3.0 and
provides the migration path:
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Unsupported Features in
OAM 12.2.1.3.0

Description

Migration Path

10g OSSO server co-
existence
OpenSSoO server co-existence

OAM 10g server co-existence

OpenSSO agents

mod_0sso

OAM10g WebGate

IDMConfigTool

ORACLE

OAM 12c server does not
support co-existence with the
OSSO servers

OAM 12c server does not
support co-existence with the
OpenSSO server.

OAM 12c server does not
support co-existence with
OAM 10g server.

OpenSSO agents are not
supported in the OAM 12c
release.

OAM 12c does not support
mod OSSO (OSSO Agent
Proxy) agents.

OAM 12c server does not
support OAM 10 WebGates.

OAM 12c does not support the

following commands and
attributes:

e preparel DSt ore=
FUSI ON

e preparel DSt ore= CAAM

« configPolicyStore
e configOWD

« di sabl eOVDAccessConf

g
e postProvConfig
- validate: Al
options are not
support ed

» ovdConfi gUpgrade

e upgradeQ MrollgWebga

te

« PCLI CYSTORE_SHARES |

DSTORE
- SPLIT_DOVAIN

Upgrade from OSSO to OAM
11g R2PS3 and then upgrade
to OAM 12c.

Upgrade to OAM 11gR2PS3
and then upgrade to OAM 12c.

Migrate to OAM 12c server.

Migrate to supported 12c
agents.

OAM 11g and 12c WebGates
and Accessgates are
supported in OAM 12.2.1.3.0

Migrate to 12¢ WebGate
agents and upgrade to OAM
12c.

Migrate to OAM11g R2PS3 or
OAM 12c¢ WebGates

Upgrade the server to OAM
12c.
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Unsupported Features in Description Migration Path
OAM 12.2.1.3.0
IAMSuiteAgent OAM 12c does not support

Oracle Mobile Security Suite
(OMSS)

Security Token Service (STS)

IAMSuiteAgent.

Till R2PS3, IAMSuiteAgent
was the OOB agent protecting
the OAM console. From 12c
PS3 onwards, this is done
using default OOB Login page.

As per EDG (Enterprise
Development Guide), it is
recommended to protect OAM
console using a webgate
agent.

It is recommeded to use

OpenlID Connect. For details,
see OIDC Client Integrations
with Social Identity Providers.

OAM 12c does not support
OMSS.

It is recommeded to use
OAuth. For details, see
Understanding OAuth
Services

OAM 12c does not support
STS.

# Note:

There is no 12c version of Oracle Adaptive Access Manager (OAAM), continue to
use OAAM 11g with OAM 12c.

In 12c¢, for mobile and social login usecases, we recommend customers to use standard
OAuth. We are deprecating proprietary way of achieving these use cases so that the
customers can move to a more standards-based approach that would allow better
interoperability. The following services are deprecated in 12c:

 Mobile and Social Services

*  Mobile OAuth Service
e Security Token Service

e Access Portal Service

ORACLE
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Oracle Identity Governance

Known issues and workarounds for Oracle Identity Governance include general issues and
issues related to multi-language support.

Topics

e General Issues and Workarounds

»  Configuration Issues and Workarounds

e Multi-Language Support Issues and Workarounds

*  Features Not Supported in Oracle Identity Governance 12c (12.2.1.4.0)

*  Oracle Identity Governance 12c Database Schema Changes

" Note:

See What's New in Oracle Identity Governance for information about new features
in this release of Oracle Identity Governance.

5.1 General Issues and Workarounds

ORACLE

This section describes the general issues and workarounds in this release of Oracle Identity
Governance.

* The Request for Others Option is Available for All Users

*  Session Time-out Warning Displayed When Using the Deployment Manager
* EditFailedException When Releasing Configuration from WebLogic Console
» LDAP Synchronization Not Supported

*  Oracle Identity Governance Servers Throw Error During Heavy Load

*  OJET Web Context Does Not Display URL When Using Internet Explorer Browser
* Unusual Build Up of Diagnostic Logs

* Logo Not Displayed in Certification Reports

* Pending Request Approval Fails

* Duplicate Entries Are Not Allowed in Lookups

* Missing Label for the Base Selection List

*  Accessibility Issues in the Certification Dashboard

e Missing Label for the Date Created QBE

» Change Indicator for Child Table Modification in a Disconnected Application Instance Not
Displayed for Manual Fulfillment Task
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* Navigation by Pressing Tab Not Working in Popup to Confirm Cloning

e Search in Request Reassign Fails

e JAVA.LANG.THROWABLE: DIAGNOSTIC AID Error is Logged

» Blank Schema Page for Active Directory Connector on Internet Explorer 11
*  The Account Discriminator Checkbox is Dotted in Edge Browser

*  Bulk Load Utility Not Working on Windows

e Default Session Timeout

5.1.1 The Request for Others Option is Available for All Users

Issue

When you click the Request Access tile in the Self Service tab of Oracle Identity Self
Service, the Request for Others option should be enabled only for authorized users
and managers. However, the Request for Others option is enabled for all users
irrespective of authorization.

5.1.2 Session Time-out Warning Displayed When Using the
Deployment Manager

Issue
When using the Deployment Manager, session time-out warning message is displayed
although the system is not idle.

Currently, there is no workaround for this issue. Click OK on the warning message box
and continue.

5.1.3 EditFailedException When Releasing Configuration from
WebLogic Console

ORACLE

Issue

In an Oracle Identity Governance deployment that has been upgraded from an earlier
release, when you click Release Configuration in Oracle WebLogic Console, the
following error is generated:

webl ogi c. managenent . provi der . Edi t Fai | edException: Error |oading jdbc/oi rvDS-
j dbc. xm

This error does not have any functional impact on the WebLogic configuration.

Workaround

To workaround this issue, open the following DataSource configurations, make any
changes, and then save and activate the changes:

e ApplicationDB
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e mds-oim

e 0oi mJMSSt or eDS

e oi mOperationsDB
e soalO M.ookupDB

5.1.4 LDAP Synchronization Not Supported

Issue

LDAP synchronization, or integration between Oracle Identity Governance (OIG) and Oracle
Access Manager (OAM) by using the IDMConfigTool is not supported in Oracle Identity
Governance 12c (12.2.1.3.0) or Oracle Identity Governance 12c (12.2.1.4.0).

Oracle Identity Governance 12c¢ (12.2.1.3.1) release onwards, OAM-OIG integration using
LDAP Connectors is supported. For more information, see What's New in Oracle Identity
Management Integration.

Workaround

If you have upgraded from Release 11.1.2.3 to Release 12.2.1.3, then you can continue with
LDAP synchronization, as described in Enabling LDAP Synchronization in Oracle Identity
Manager in Integration Guide for Oracle Identity Management Suite for Release 11.1.2.3.

5.1.5 Oracle Identity Governance Servers Throw Error During Heavy Load

Issue

During heavy loads, Oracle Identity Governance servers throw error due to PS_TXN table
space issue.

Workaround

For instructions on how to resolve this issue, see My Oracle Support document ID 1444959.1

5.1.6 OJET Web Context Does Not Display URL When Using Internet
Explorer Browser

Issue

When Internet Explorer is used, OJET Web Context does not show browser URL in the
Organization Provisioning and Resource History pages.

5.1.7 Unusual Build Up of Diagnostic Logs

Issue

After installing and configuring Oracle Identity Governance and starting all servers, an
unusual build up of diagnostic logs is shown in the $DOVAI N_HOWE/ ser ver s/ oi m server/
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| ogs/ directory of the Oracle Identity Governance managed server. The logs show the
following:

[tenant-name: GLOBAL] Exception info[]

oracl e. j bo. ReadOnl yDef bj ect Excepti on: JBO 25075: Definition

Avai | abl eServi cesVO of type ViewObject is read-only. Cannot nodify it
at oracle.jbo.server.MtaObject.checkEditabl e(Metalhject.java: 328)

at oracle.jbo.server. ViewDef | npl. set Sel ect G ause( Vi ewDef | npl . j ava: 3864)
at

Workaround
To fix this issue:

1. Go to the DOVAI N_HOVE/ bi n/ directory.

2. In atext editor, open the set Donmai nEnv. sh file.

3. Search for the Dor acl e. xdkj ava. conpatibility.version : 11.1.1 flag, and
remove it.

4. Save and close the set Domai nEnv. sh file.

5. Go to the DOVAI N_HOWE/ bi n/ directory.

6. In a text editor, open the set SoaDonai nEnv. sh file.

7. Under EXTRA_JAVA_ PROPERTIES, add the following:

Dor acl e. xdkj ava. conpatibility.version : 11.1.1

8. Save and close the set SoaDomai nEnv. sh file.

9. Restart all servers.

5.1.8 Logo Not Displayed in Certification Reports

Issue

When you log in to Oracle Identity Self Service and view certification reports, the logo
is displayed in the PDF, HTML, and RTF formats of the report. However, the logo is not
displayed in the RTF, Excel, Excel 2000, and CSV formats of the report.

Similarly, when you log in to Oracle Bl Publisher Enterprise and view certification
reports, the logo is displayed in the PDF, HTML, and RTF formats. However, the logo
is not displayed in the Excel (mhtml), Excel (html), and CSV formats of the report.

5.1.9 Pending Request Approval Fails

ORACLE

Issue

In a clustered deployment of Oracle Identity Governance, when a node fail over
occurs, clicking Approve on the Request Approval page throws an exception, and
displays 404 Page Not Found on the page. The exception is:

<Mar 11, 2019 3:03:49, 288 AM PDT> <Error> <C uster> <BEA-003144> <Al | session
obj ects shoul d be serializable to replicate. Check the objects in the
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session. Failed to replicate a non-serializable object in context /identity.
java.rm . Unmar shal Exception: error unmarshalling argunents; nested exception
1S

java.io.InvalidCd assException: filter status: REJECTED

at webl ogic.utils.StackTraceDi sabl ed. unknownMet hod()

Caused By: java.io.lnvalidC assException: filter status: REJECTED

at webl ogic.utils.StackTraceDi sabl ed. unknownMet hod()

>

<Mar 11, 2019 3:03: 49,909 AM PDT> <War ni ng>

<oracl e. adfi nternal . view. faces. renderki t.rich. Regi onRender er >

<ADF_FACES- 60099> <The region conponent with id: ptl:_d_reg:region2 has
detected a page fragnment with nultiple root conponents. Fragments with nore
than one root conponent may not display correctly in a region and nay have a
negative inpact on performance. It is recomrended that you restructure the
page fragnment to have a single root component.>

<mMar 11, 2019 3:03:50,175 AM PDT> <Error> <O ust er> <BEA-003144> <Al | session
obj ects shoul d be serializable to replicate. Check the objects in the
session. Failed to replicate a non-serializable object in context /identity.
java.rm . Unmar shal Exception: error unmarshalling argunents; nested exception
1S

java.io.InvalidC assException: filter status: REJECTED

at webl ogic.utils.StackTraceDi sabl ed. unknownMet hod()

Caused By: java.io.lnvalidC assException: filter status: REJECTED

at webl ogic.utils.StackTraceDi sabl ed. unknownMet hod()

Workaround

The issue can be resolved by updating the set Domai nEnv. sh file with the following Java
property in each node of the cluster, and then starting the WebLogic server:

- Dwebl ogi c. oi f. seri al Fi | t er =maxdept h=250

5.1.10 Duplicate Entries Are Not Allowed in Lookups

Issue

You can add duplicate entries in Lookups by using the Design Console without encountering
any errors. But when duplicate entries are added to Lookups by using the Identity System
Administration, then the following error is logged:

[2019-07-02T01: 12: 18. 848-07: 00] [oi mserverl] [WARNING []
[oracle.adf.controller.faces.lifecycle.Wils] [tid: [ACTIVE].ExecuteThread:
"11' for queue: 'weblogic.kernel.Default (self-tuning)'] [userld: xel sysadn]
[ecid: 3a5b75b9- 1f 43- 49ac- adac- ee9126f f bf 38- 00021c4b, 0] [ APP:
oracle.iamconsol e.identity.sysadmn.ear] [partition-nane: DOVAI N
[tenant-name: GLOBAL] [DSID: 0000M I i xkr BLA85Rj P5i d1T4nxP00006z] ADF: Addi ng
the following JSF error nessage: | AM 0120030: A systemerror #1562055138838
has occurred. Please contact System Administrator.[[
oracle.iamui.platformexception. O MuntineException: | AM 0120030: A system
error #1562055138838 has occurred. Please contact System Adm nistrator.

The error is generated because duplicate entries are not allowed in Lookups.

5.1.11 Missing Label for the Base Selection List

In the Base Selection page of the New Certification wizard, a label is missing for the Base
Selection list. This is a violation of the accessibility guidelines but does not lead to a loss of
functionality.
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5.1.12 Accessibility Issues in the Certification Dashboard

In the Certification Dashboard in Identity Self Service:

* Alabel is missing for the table that lists the certifications
* Alt texts are missing for the values in the Percent Complete column

These are violations of the accessibility guidelines but do not lead to any loss of
functionality.

5.1.13 Missing Label for the Date Created QBE

In the Certification Definitions page, a label is missing for the Date Created Query By
Example (QBE). This is a violation of the accessibility guidelines but does not lead to a
loss of functionality.

5.1.14 Change Indicator for Child Table Modification in a Disconnected
Application Instance Not Displayed for Manual Fulfillment Task

In a disconnected application instance, the change indicator for child table modification
is not displayed for manual fulfillment task.

5.1.15 Navigation by Pressing Tab Not Working in Popup to Confirm
Cloning

Using Mozilla Firefox 55.0.3 web browser to access the Identity Self Service, in the
Clone Application page, when you enter values for the required fields, and then click
Apply, the Do you wish to create default request form message box is displayed.
In this message box, navigating between the Yes and No buttons and the close icon is
not working by pressing the Tab key.

5.1.16 Search in Request Reassign Fails

Issue

In the Reassign Task dialog box, if you select the Transfer ownership to another
user or group option and search for a specific user by selecting All, then the following
error is displayed:

Search failed with an error. Queried participants exceeds limt.. Use a better
search query,
which returns allowed nunber of participants

The following error is logged:

[2019-01-17T21:12: 48.807-08: 00] [oi mserverl] [WARNING []

[org. apache. nyfaces.trinidad. util.ConmponentUtils] [tid:

[ ACTI VE] . Execut eThread: '25' for queue: 'webl ogic. kernel. Default
(self-tuning)'] [userld: xelsysadnj [ecid:

5f 2d732c- eb4e- 410d- 91ca- d56dc3deaa71- 0000d9a7, 0] [ APP:

oracle.iamconsol e.identity.self-service.ear] [partition-name: DOVAI N]
[tenant - name: GLOBAL] [DSID: 0000MXVKj v@Q@Bb6kpGaKeyf 1SG3ph00007Q Coul d not
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find the conponent with scopedld ::idSearchButtonl from

Ri chl nput Text [ Ul XEdi t abl eFacesBeanl npl, id=i dSearchStringField] with the
supported syntax. The conponent was found with the deprecated syntax. Please
use the supported syntax.

[2019-01-17T21: 12: 48. 808-08: 00] [oi mserverl] [WARNING []

[org. apache. nyfaces.trinidad. util.ConmponentUWils] [tid:

[ ACTI VE] . Execut eThread: '25' for queue: 'webl ogic.kernel. Default
(self-tuning)'] [userld: xelsysadn] [ecid:

5f 2d732c- eb4e- 410d- 91ca- d56dc3deaa71- 0000d9a7, 0] [ APP:
oracle.iamconsole.identity.self-service.ear] [partition-name: DOVAI N
[tenant -name: GLOBAL] [DSID: 0000MXVKj v@Q@Bh6kpGaKeyf 1SG3ph00007Q Coul d not
find the conponent with scopedld ::idSearchButtonl from

Ri chl nput Text [ Ul XEdi t abl eFacesBeanl npl, id=i dSearchStringField] with the
supported syntax. The conponent was found with the deprecated syntax. Please
use the supported syntax.

[2019-01-17T21: 12: 48. 811-08: 00] [oi mserverl] [WARNING []

[org. apache. nyfaces.trinidad. util.ConmponentUWils] [tid:

[ ACTI VE] . Execut eThread: '25' for queue: 'webl ogic. kernel. Default
(self-tuning)'] [userld: xelsysadn] [ecid:

5f 2d732c- eb4e- 410d- 91ca- d56dc3deaa71- 0000d9a7, 0] [ APP:
oracle.iamconsole.identity.self-service.ear] [partition-name: DOVAI N
[tenant -name: GLOBAL] [DSID: 0000MXVKj v@Q@Bb6kpGaKeyf 1SG3ph00007Q Coul d not
find the conponent with scopedld ::idSearchButtonl from

Ri chl nput Text [ Ul XEdi t abl eFacesBeanl npl, id=i dSearchStringField] with the
supported syntax. The conponent was found with the deprecated syntax. Please
use the supported syntax.

[2019-01-17T21:12: 48. 834-08: 00] [oi mserverl] [ERROR] []

[oracl e.soa. services. workfl ow. worklist] [tid: [ACTIVE].ExecuteThread: '25'
for queue: 'weblogic.kernel.Default (self-tuning)'] [userld: xelsysadn
[ecid: 5f2d732c-ebde-410d-91ca- d56dc3deaa71-0000d9a7, 0] [ APP:
oracle.iamconsole.identity.self-service.ear] [partition-name: DOVAI N
[tenant -name: GLOBAL] [DSID: 0000MXVKj v@Bh6kpGaKeyf 1SG3ph00007Q

<oracl e. bpel . workl i st app. dc. i dbrowser. beans. control | er.ldentityBrowserControll
er. executeSearch> Search failed with an error

[2019-01-17T21: 12: 48. 863-08: 00] [oi mserverl] [WARNING []

[org. apache. nyfaces. trini dad. conponent . U XConponent Base] [ti d:

[ ACTI VE] . Execut eThread: '25' for queue: 'webl ogic.kernel. Default
(self-tuning)'] [userld: xelsysadn] [ecid:

5f 2d732c- eb4e- 410d- 91ca- d56dc3deaa71- 0000d9a7, 0] [ APP:
oracle.iamconsole.identity.self-service.ear] [partition-name: DOVAI N
[tenant -name: GLOBAL] [DSID: 0000MXVKj v@QBh6kpGaKeyf 1SG3ph00007Q getCientld
shoul d not be called while the viewis being constructed. Conponent |D:
j_id110

Workaround

To avoid this issue, if you search by selecting All, then perform a blank search and do not
provide a search value. If you want to search for a specific user, then select the User option.

5.1.17 JAVA.LANG.THROWABLE: DIAGNOSTIC AID Error is Logged

ORACLE

Sometimes the following error is logged when starting the server or clicking a user:

ADFCONTEXT LEAK DETECTED.
JAVA. LANG THROWABLE: DI AGNOSTIC AID

This is a benign error message and does not cause any loss of functionality.
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5.1.18 Blank Schema Page for Active Directory Connector on Internet

Explorer 11

If you access the Identity Self Service by using the Internet Explorer 11 web browser,
while creating a target application for the Active Directory connector using application
onboarding, the Schema page is displayed as blank and the Attribute table is not
shown.

5.1.19 The Account Discriminator Checkbox is Dotted in Edge

Browser

When you access the Identity Self Service by using the Edge web browser, while
creating an application, when you open the Advanced Settings dialog box from the
Schema page, the Account Discriminator checkbox is displayed as dotted.

However, this does not result to any functional loss.

5.1.20 Bulk Load Utility Not Working on Windows

ORACLE

Issue
Running the bulk load utility on a Windows host fails with the following error:

Error:

Error:

Conpi ling Procedures ....
Conpi | ation done. ..

Enter password for O M database user again :
Exception in thread "main" java.lang. d assNot FoundExcepti on:
oracle.jdbc.driver.OacleDriver
at java.net.URLC assLoader. findC ass(URLC assLoader. j ava: 382)
at java.lang. d assLoader. | oadC ass(C assLoader . j ava: 424)
at sun.m sc. Launcher $AppCl assLoader . | oadCl ass(Launcher. j ava: 349)
at java.lang. d assLoader. | oadC ass(C assLoader . j ava: 357)
at java.lang.d ass. forNanmeO(Native Method)
at java.lang. d ass. forName(d ass.java: 264)
at bul kl oad. Bul kl oadUti | . get Connection(Bul kl coadUil.java: 163)
at bul kl oad. User Load. mai n( User Load. j ava: 996)

Workaround
To workaround this issue:

1. Search and download the oj dbc8. j ar file from Oracle Technology Network web
site at:
https://lwww.oracle.com/technical-resources/

2. Place the oj dbc8. j ar file in the OIG database $ORACLE_HOME/ j dbc/ | i b/ directory.
3. Re-run the bulk load utility.
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5.1.21 Default Session Timeout

Issue

In Oracle Identity Governance 12c (12.2.1.3.0) and 12c (12.2.1.4.0), the default session
timeout for Identity Self Service and ldentity System Administration is 10 minutes.

The default session timeout is set by the following entry in the web. xm file:

<sessi on-config>
<session-ti meout >10</ sessi on-ti meout >
</ sessi on-confi g>

For Identity Self Service: $FMN HOVE/ Or acl e_| DML/ ser ver / apps/
oracle.iamconsol e.identity.self-service.ear /oracle.iamconsole.identity.self-
servi ce. war/ V\EB- | NF/ web. xmi

For Identity System Administration: $FMN HOVE/ Or acl e_| DML/ ser ver / apps/
oracle.iamconsol e.identity.sysadnin.ear/ora
cle.iamconsol e.identity.sysadm n. war/WEB- | NF/ web. xn

However, changing the default session timeout value is not supported.

5.2 Configuration Issues and Workarounds

This section describes the configuration issues and workarounds in this release of Oracle
Identity Governance.

*  OIM-SOA Integration MBean Fails During Domain Configuration
*  NullPointerException in the Admin Server Logs

e Error Stack in OIM Managed Server Logs

e Errorin OIM Managed Server Logs

e SSL Upgrade Not Supported

e The User Profile Audit Compression Scheduled Job Does Not Open in Identity System
Administration After Upgrade

5.2.1 OIM-SOA Integration MBean Fails During Domain Configuration

ORACLE

Issue

When you configure the Oracle Identity Governance domain, run the of f| i neconfi g
manager . sh script, and start all servers, and then invoke the OIM-SOA integration MBean, the
following error is logged in the server logs:

<May 6, 2019 12:50:29,701 AM PDT> <Error> <com oracl e. coher ence> <BEA- 000000>

<2019- 05- 06 00:50:29.701/217214. 494 Oracle Coherence CE 12.2.1.4.0 <Error>

(thread=Cl uster, nenber=3): Received cluster heartbeat fromthe senior

Menber (1 d=1, Tinestanp=2019-05-03 12: 25:22. 783, Address=10.248. 121. 88: 25538,

Machi nel d=42905,

Locati on=site: exanpl e. com nachi ne: sl c160qj , process: 30630, menber : Admi nSer ver,
Rol e=\ebl ogi cServer) that does not contain this Menber(Id=3,

Ti mest anp=2019- 05- 03 12: 30: 58. 275, Address=10. 248. 121. 88: 14080,
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Machi nel d=42905,
Locati on=site: exanpl e. com nachi ne: sl c160qj, process: 31978, menber: oi m server1,
Rol e=\ebl ogi cServer); stopping cluster service.>

<May 6, 2019 12:50:29, 753 AM PDT> <Warni ng> <Log Managenent> <BEA-170011>
<The LogBroadcaster on this server failed to broadcast |og nessages to the
Administration Server. The Administration Server may not be running. Message
broadcasts to the Administration Server will be disabled.>

Workaround

Make sure that date and time on the WebLogic host and database host are in sync.
After making sure date and time are in sync, invoke oi msoai nt egr at i onnbean again.

5.2.2 NullPointerException in the Admin Server Logs

ORACLE

Issue

When you start the admin server, soa_serverl, and oim_serverl after installing and
configuring the Oracle Identity Governance domain, and then log into the
Administrative Console and Enterprise Manager, you can find the following stack trace
in the Admin Server logs:

[ 2019- 01- 28T22: 50: 03. 042- 08: 00] [ Admi nServer] [NOTIFI CATION] [J2EE JSP-00068]
[oracle.j2ee.jsp] [tid: [ACTIVE].ExecuteThread: '92' for queue:

"webl ogi c. kernel . Default (self-tuning)'] [userld: weblogic] [ecid:

8df a55d0- c5cd- 4b02- 8a96- 7h9106ed0437- 00000150, 0] [APP: eni [partition-nane:
DOMAIN] [tenant-name: GLOBAL] [DSID: 0000MYON nD3f 5kpGaDCi f 1SJzSH000002]
invalid taglib uri: http://ww.w3.org/ 2001/ XM.Schena, unless non taglib
namespace was intended in a JSP document.

[ 2019- 01- 28T22: 50: 03. 070- 08: 00] [ Admi nServer] [NOTI FI CATION] [J2EE JSP-00068]
[oracle.j2ee.jsp] [tid: [ACTIVE].ExecuteThread: '92' for queue:

"webl ogi c. kernel . Default (self-tuning)'] [userld: weblogic] [ecid:

8df a55d0- c5cd- 4b02- 8a96- 7h9106ed0437- 00000150, 0] [APP: eni [partition-nane:
DOMAIN] [tenant-name: GLOBAL] [DSID: 0000MYON nD3f 5kpGaDCi f 1SJzSH000002]
invalid taglib uri: http://ww.w3.org/2001/ XM.Schena, unless non taglib
namespace was intended in a JSP document.

[ 2019- 01- 28T22: 50: 03. 274-08: 00] [ Admi nServer] [ERROR] []

[ org. apache. nyf aces. tri ni dadi nt er nal . menu. MenuCont ent Handl er I npl ] [tid:

[ ACTI VE] . Execut eThread: '92' for queue: 'webl ogic. kernel . Default
(self-tuning)'] [userld: weblogic] [ecid:

8df a55d0- c5cd- 4b02- 8a96- 7h9106ed0437- 00000150, 0] [APP: eni [partition-nane:
DOMAIN] [tenant-name: GLOBAL] [DSID: 0000MYON nD3f 5kpGaDCi f 1SJzSH000002]
Shared Node Mbdel not created for emas_w sc_envC uster_breadcrunb. Check for
the existence of the correspondi ng nanaged bean in your config files.[[
java.lang. Nul | Poi nt er Exception: Shared Node Mddel not created for

emas_wW sc_envC uster_breadcrunmb. Check for the existence of the correspondi ng
managed bean in your config files.

at

org. apache. nyf aces. tri ni dadi nt er nal . nenu. MenuCont ent Handl er | npl . st art El ement (M
enuCont ent Handl er I npl . j ava: 353)

at

com sun. or g. apache. xerces. i nternal . parsers. Abst ract SAXPar ser. st art El enent ( Abst
ract SAXPar ser. j ava: 509)

at

com sun. or g. apache. xerces. i nternal . parsers. Abst ract XM.Docunent Par ser . enpt yEl em
ent (Abst ract XM.Docunent Par ser . j ava: 182)

at

com sun. or g. apache. xerces. i nternal . i npl . XM.Docunent Fr agnent Scanner | npl . scanSt a
rt El ement ( XM_Docunent Fr agnent Scanner | npl . j ava: 1339)
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at

com sun. or g. apache. xerces. i nternal . i npl . XM.Docunent Fr agnent Scanner | npl $Fr agmen
t Cont ent Dri ver. next ( XM.Docunent Fragnent Scanner | npl . j ava: 2784)

at

com sun. or g. apache. xerces. i nternal . i npl . XM_.Docunent Scanner | npl . next ( XM.Docunen
t Scanner I npl . j ava: 602)

at

com sun. or g. apache. xerces. i nternal . i npl . XM_.Docunent Fr agment Scanner | npl . scanDoc
unent ( XM_Docunent Fr agnent Scanner | npl . j ava: 505)

at

com sun. or g. apache. xerces. i nternal . parsers. XM.11Conf i gur ati on. par se( XM_11Conf
guration.java: 842)

at

com sun. or g. apache. xerces. i nternal . parsers. XM.11Conf i gur ati on. par se( XM_11Conf
guration.java: 771)

at

com sun. or g. apache. xerces. i nternal . parsers. XM.Par ser . par se( XMLPar ser . j ava: 141)

at

com sun. or g. apache. xerces. i nternal . parsers. Abst ract SAXPar ser . par se( Abst ract SAX
Parser.java: 1213)

at

com sun. or g. apache. xerces. i nternal . j axp. SAXPar ser | npl $JAXPSAXPar ser . par se( SAXP
arser|npl.java: 643)

at webl ogi c. xm . j axp. WebLogi cXM_LReader . par se(\WebLogi cXM_Reader . j ava: 133)

at webl ogi c. xm . j axp. Regi st ryXM.Reader . par se( Regi st ryXM_.Reader . j ava: 170)

at javax.xm . parsers. SAXPar ser . par se( SAXPar ser . j ava: 392)

at javax.xnl.parsers. SAXParser. par se( SAXPar ser . j ava: 195)

This error message is benign and does not have any impact on the functionality.

5.2.3 Error Stack in OIM Managed Server Logs

The following error stack is shown in OIM managed server logs:

Jul 17, 2019 12:35:03, 548 AM PDT> <Error>

<oracl e. adfinternal.view page.editor.utils.ReflectionUility> <WS-16178>
<Error instantiating class -

oracle.adfdtinternal.view faces.portlet.PortletDefinitionDIFactory>

<Jul 17, 2019 12:35:03,584 AM PDT> <War ni ng>

<oracl e. adfinternal.view faces.renderkit.rich. Navi gati onPaneRender er >

<BEA- 000000> <Warning: There are no itens to render for this |evel>

<Jul 17, 2019 12:35:19,440 AM PDT> <Error> <oracle.iam pl atform kernel . i npl >
<I AM 0080075> <XM. schenm validation failed for XM

/ met adat a/i am f eat ures- O MM gration/ Event Handl ers. xml : eventhandlers and it
will not be |oaded by kernel. >

<Jul 17, 2019 12:35:20,261 AM PDT> <Error> <oracle.iam pl atform kernel.inpl>
<I AM 0080075> <XM. schenm validation failed for XM

/ met adat a/i am f eat ur es- sso-i ntegrati on/ event - definiti on/ Event Handl ers. xm
eventhandlers and it will not be |oaded by kernel. >

<Jul 17, 2019 12:35:20,490 AM PDT> <War ni ng>

<oracl e.iam pl atform kernel .inpl> <l AM 0089999> <Kernel |nformation:

This is a benign error without any functional impact and can be ignored.

5.2.4 Error in OIM Managed Server Logs

The following error is shown in the OIM managed server logs:
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<Aug 7, 2019 5:04:50,334 AM PDT> <Error> <XELLERATE. APl S> <BEA- 000000>

<O ass/ Met hod:

t cl TResour cel nst anceQper at i onsBean/ updat eW t hCr edent i al St oreData encount er
some problens: Paraneter User Reservation Container not present in
credential store. pls check for svr_key: 1>

returning the ovd url value :

This is a benign error without any functional impact and can be ignored.

5.2.5 SSL Upgrade Not Supported

If you upgrade Oracle Identity Governance 12c (12.2.1.3.0) with SSL enabled to
Oracle Identity Governance 12c (12.2.1.4.0) and start the servers, Identity Self Service
and soa-infra are not accessible. This is because upgrading a deployment of Oracle
Identity Governance with SSL enabled is not supported in this release.

5.2.6 The User Profile Audit Compression Scheduled Job Does Not
Open in |dentity System Administration After Upgrade

ORACLE

Issue

After you upgrade Oracle Identity Governance 12c¢ (12.2.1.3.0) to 12c (12.2.1.4.0), the
User Profile Audit Compression scheduled job does not open in Identity System
Administration, and the following error is shown in the server logs:

Caused By: java.lang. Nul | Poi nterException
at
oracle.iamfeatures.schedul er.agentry. operations. LookupAct or. prepar e( LookupAct

or.java: 1551)

at

oracle.iamconsol es.faces. utils. CanonicUtils. prepareQperation(CanonicUtils.java:l
69)

This is because the User Profile Audit Compression scheduled task is not seeded in
MDS after upgrade.

Workaround
To workaround this issue, seed the scheduled task definition in MDS. To do so:

1. Create a XML file with any name, for example UpaConpr essi onSchedul eTask. xm .
2. Add the following scheduled task definition to the XML file and save it.

<?xm version="1.0"?>

<schedul edTasks xm ns="http://xnl ns. exanpl e. conl oi m schedul er">

<t ask>

<name>User Profile Audit Conpression</name>

<cl ass>comt hortech. xl . schedul e. t asks. UpaConpr essi onSchedul eTask</ cl ass>
<description>User Profile Audit Conpression</description>
<retry>5</retry>

<par anet er s>

<nunber - param requi red="true" encrypted="fal se" hel pText="Nunber of
Threads" >Nunber of Threads</ nunber - par anp

<nunber - param requi red="true" encrypted="fal se" hel pText="Batch

Si ze">Bat ch Si ze</ nunber - par an»
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<nunber - param requi red="fal se" encrypted="fal se" hel pText="Tine Linit in
mns">Time Linit in mns</nunber-paranp

</ par anet er s>

</task>

</ schedul edTasks>

3. Create a directory structure, for example / scr at ch/ oot bTask/ met adat a/ .

4. Copy the UpaConpr essi onSchedul eTask. xm file in the / scrat ch/ oot bTask/ net adat a/
directory.

5. Log in to Oracle Enterprise Manager Fusion Middleware Control.

6. Search and open the
oracl e. mds. | cm Appl i cati on=0i m Locati on=0i m server 1, name=MDSAppRunt i ne, t ype=
M DSAppRunt i me MBean.

7. Click the Operations tab, and use the importMetadata operation.

8. For the fromLocation parameter, enter / scrat ch/ oot bTask as the value according to this
example.

9. For the docs parameter, enter / met adat a/ UpaConpr essi onSchedul eTask. xm as the
value according to this example.

The following screenshot shows the example values in the MDSAppRuntime page in
System MBean Browser.

[ WebLogic Domain v Sep 10, 2019 2:19:40 AM PDT

/Domain_oim_domain/oim_domain >
System MBean Browser
"N 7 3

MBean Name ~ oracle mds.lcmLocation=oim_server1 name=MDSAppRUNtime.type=MDSAppRuntime Appication=oim

Find MBean Name B mds.lcm Q Operation Name  imporiMetadata

[ 12mBeansfound @ 2ol 12y Description  Imports documents from a specified location to Application’s repository.

b Baorck o soimy Return Type  javaxmanagement openmbean. TabularData

» fmoracie jrf
» fmoracle jrf server Rt

» Emoracie logging Name Description Type Value

4 [ oracle. mds.lcm Avalid, existing absolute path to a

directory or archive in the file sysiem

from which the selected doCUMents o e oy
will be imported. The directory must

be accessible from the machine

» {im Domain: oim_domain
N fromLocation Iscraten/ootbTask
» fim Server: Adminserver

4 fim Server oim_servert
4 fim Appiication: oim
4 {im MDSAppRuntime
@ MDSAppRuntime
» fm Appiication: oracle.iam.console.i
» [im Application: oracle.iam.console.i

10. Click Invoke.

docs.

wihere the application is running

Alist of fully qualified metadata
documents to import. This can be
specified by a list of fully qualified
metadata documents or a document

Array of

javalangString /Meta0aa/UpaCompressionScheduleTask.mi 4

name pattem that is used to identity
which documents to import

Alist of names of the specified

A message about the successful operation is displayed at the top.

See Importing Metadata Files from MDS for generic steps to import metadata from MDS.

5.3 Multi-Language Support Issues and Workarounds

ORACLE

This section describes the multi-language support issues and workarounds in this release of
Oracle ldentity Governance.

» Locale Drop Down Not Translated for My Information and Modify User Pages

e Search Result Message in the Export Configuration Page Not Translated

e Some Strings Not Translated on Application Onboarding Screens

» Translation Not Available for Some Catalog Text
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» Translation Not Available for Some Search Types in Deployment Manager Export

5.3.1 Locale Drop Down Not Translated for My Information and Modify
User Pages

Issue

The Locale list in the My Information page and Modify User page of Identity Self
Service are not translated if the browser language is set to any one of the following:

*  Arabic (ar)

*  Hebrew (he)

* Danish (da)

e Czech (cs)

e Dutch (nl)

* Romanian (ro)
e Slovak (sk)

* Norwegian (no)

*  Hungarian (hu)

5.3.2 Search Result Message in the Export Configuration Page Not
Translated

Issue

When you perform a default search in the Export Configuration page of the
Deployment Manager, the search result message is displayed only in English, and is
not translated to other languages.

5.3.3 Some Strings Not Translated on Application Onboarding
Screens

Issue

The following text in the application onboarding pages in ldentity Self Service are not
translated in German:

» Connector Package: The Connector Package option in the Basic Information
page of the Create Application wizard and the Create Authoritative Application
wizard

* Schema: The Schema page of the Create Application wizard and the Create
Authoritative Application wizard

* Name and Connector Name: The Name and Connector Name options in the
search list of the Applications page

* Organization: The Organization tab in the Settings page of the Create
Application wizard and the Create Authoritative Application wizard
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* Account Name: The Account Name drop down in the Applications page

* Provisioning Field: The Provisioning Field column name in the Schema tab of the
Create Application wizard and the Create Authoritative Application wizard

* Action Script: The Action Script buttons in the Applications page

5.3.4 Translation Not Available for Some Catalog Text

Issue

Under the cart details in the Access Request Catalog, translation to other languages is not
available for the following text:

You nust click Update or Fulfill to apply any changes made in this section.

5.3.5 Translation Not Available for Some Search Types in Deployment
Manager Export

Issue

In the Export Configuration page of Oracle Identity System Administration, translation to other
languages is not available for some text in the options of the Type drop-down list. The text
GTC, IT, JAR, and Plugin are displayed in English.

5.4 Features Not Supported in Oracle Identity Governance 12c
(12.2.1.4.0)

The following features are not supported in this release:

Features Unsupported in Description

12.2.1.4.0

Generic Technology Connector Generic Technology Connector for developing custom connectors is
(GTC) not supported in this release.

Segregation of Duties (SoD) SoD check with OAACG is not supported. In this release, SoD and
using Oracle Application audit violations are managed by using the Identity Audit feature of
Access Controls Governor Oracle Identity Governance. See Managing Identity Audit in
(OAACG) Performing Self Service Tasks with Oracle Identity Governance.

5.5 Oracle Identity Governance 12c Database Schema Changes

For information about Oracle Identity Governance database schema changes (DDL) for
releases 12c¢ (12.2.1.3.0) and 12c (12.2.1.4.0), see the following My Oracle Support Note at
https://support.oracle.com/:

OIG 12c¢ Database Schema Changes (Doc ID 2656103.1)
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Oracle Unified Directory

Known issues and workarounds for Oracle Unified Directory include general issues and
known issues related with Oracle Unified Directory, Oracle Unified Directory Services
Manager, and related directory components.

Topics

*  Supported Interfaces for Directory Virtualization Features

»  System Requirements and Specifications

*  Software Environment Limitations and Recommendations

e Oracle Unified Directory (OUD) Known Issues and Workarounds

*  Oracle Unified Directory Services Manager (OUDSM) Known Issues and Workarounds

* Related Oracle Directory Components Known Issues and Workarounds

# Note:

e See What's New in Oracle Unified Directory for information about new features
in this release of Oracle Unified Directory.

6.1 Supported Interfaces for Directory Virtualization Features

ORACLE

This section lists the Interfaces that are supported for Directory Virtualization features.

" Note:

To use the virtual directory capabilities described here, you must have a valid
Oracle Directory Service Plus license.

Table 1 lists the supported interfaces for virtualization workflow elements in this release:

¢ Note:

The Dynamic Tree, and Flat Tree workflow elements are not supported in this
release. If you encounter any functions in the interfaces for these workflow
elements, do not execute them as they are not supported.
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Table 6-1 Oracle Unified Directory Virtualization Features

Workflow Element

Configure with
Command Line

Configure
with OUDSM

Additional Information

Join

HideByFilter

GetRidOfDuplicates

Active Directory

Password Update

RDBMS

VirtualMemberOf

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

See Configuring a Virtual Directory
View of Your Repositories in
Oracle® Fusion Middleware
Administering Oracle Unified
Directory.

See Filtering Search Results Using
the HideByFilter in Oracle® Fusion
Middleware Administering Oracle
Unified Directory.

See Eliminating Duplicate Entries
from Search Results Using the
GetRidOfDuplicates in Oracle®
Fusion Middleware Administering
Oracle Unified Directory.

See Updating User Passwords
Stored in Active Directory in
Oracle® Fusion Middleware
Administering Oracle Unified
Directory.

See Configuring Access to Identity
Data Stored in an RDBMS in
Oracle® Fusion Middleware
Administering Oracle Unified
Directory.

SeeAdding the memberof User
Attribute to person Entries in
Oracle® Fusion Middleware
Administering Oracle Unified
Directory.

6.2 Oracle Unified Directory System Requirements and
Specifications

You must read through the system requirements and certification documents to ensure
that your environment meets the minimum installation requirements for the products

ORACLE

you are installing.

Before performing any installation, you should read the system requirements and
certification documents to ensure that your environment meets the minimum
installation requirements for the products you are installing. The following documents
are available on Oracle Technology Network (OTN):

e Oracle® Fusion Middleware Installing Oracle Unified Directory 12c¢ (12.2.1.4.0).

This document provides information related to hardware and software
requirements, minimum disk space and memory requirements, and required
system libraries, packages, or patches when installing Oracle Unified Directory
with other Oracle products.
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*  Oracle Fusion Middleware Supported System Configurations

http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-
certification-100350.html

This landing page contains links to certification information for all products in Fusion
Middleware suite. To view the certification matrix:

1. Access the Oracle Fusion Middleware Supported System Configurations landing
page:

http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-
certification-100350.html

2. Scroll down to System Requirements and Supported Platforms for Oracle Identity
and Access Management 12c (12.2.1.4.0).

3. Click the xIs link to view the certification matrix.

This document contains the most detailed information about supported application
servers, supported clients, JDK requirements, and IPv4/IPv6 certifications for installing
Oracle Unified Directory. This document always contains the latest information for a
specific release.

*  Oracle® Fusion Middleware Installing Oracle Unified Directory 12¢ (12.2.1.4.0)

Planning the Oracle Unified Directory Installation contains pre-installation system notes
and other information you should review prior to Oracle Unified Directory installation.

The following sections describe additional information specific to Oracle Unified Directory
installation requirements:

* Hardware Requirements
» Software Requirements

e Certified Languages

6.2.1 Hardware Requirements

You must bear in mind the minimum hardware requirements for installation that are
recommended for this release.

As a general guideline, the following hardware is recommended:

Table 6-2 Recommended Hardware

|
Hardware Component Requirement

RAM Evaluation purposes: At least 256 MB of free memory for a small database.
Production: Minimum of 2 GB.
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Table 6-2 (Cont.) Recommended Hardware

_______________________________________________________________________|
Hardware Component Requirement

Local disk space Evaluation purposes: For a small database and sufficient space for log files,
your system should have at least 100 MB of free local disk space. Preferably,
you should have at least 1 GB of disk space.

Production: For a typical production deployment with a maximum of 250,000
entries and no binary attributes, such as images, 4 GB of disk space might
be sufficient for the database only. You might need an additional 1 GB of disk
space for log files. You need to determine disk space for the change log
database (DB), which is dependent on the load (updates per second) and on
the replication purge delay (that is, the time the server should keep
information about internal updates). The change log DB can grow up to 30-40
GB with loads of 1,000 modifications per second.

When you use global index replication, ensure that you have enough disk
space for the replication change logs. By default, the change log stores
changes from the last 100 hours. The configuration should be based on the
expected size of the service. For example, you would need 150 GB for 5,000
modify/seconds.

For optimal performance, your system must have sufficient RAM memory for the JVM
heap and database cache. The server also provides ready-to-use tuning. For more
information about setting the JVM heap and database cache, see Configuring the
JVM, Java Options, and Database Cache in Oracle® Fusion Middleware Installing
Oracle Unified Directory.

Your system should also have enough disk space to store the generated log files. The
server log files can consume up to 1 GB of disk space with default server settings. In
replicated environments, the change log database can grow up to 30-40 GB with loads
of 1,000 mods/sec. For information about setting the log file size, see Configuring Log
Rotation Policies in Oracle® Fusion Middleware Administering Oracle Unified
Directory.

You can configure Oracle Unified Directory in such a way that it uses substantially
less, or more, disk space depending on your applications and performance needs. Any
setup considerations must determine the amount of memory for the server's database
and log files.

On Solaris and Linux systems, the operating system should be configured to have at
least twice as much virtual memory as JVM heap. To achieve this, you might need to
increase the size of the operating system swap space.

6.2.2 Software Requirements

ORACLE

You must bear in mind the software requirements that are to be met before beginning
the installation.

In addition to the operating system, application server, and JDK requirements
described in this document:

http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-
certification-100350.html.

You must ensure to resolve the following operating system specific requirements:

*  File Descriptor Requirements (Linux Systems)
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*  Specific Requirements for Installation in Solaris Zones

6.2.2.1 File Descriptor Requirements (Linux Systems)

ORACLE

The recommendation described in this section affects Linux systems only. All other supported
platforms are not impacted.

To ensure optimal server performance, the total number of client connections, database files,
and log files must not exceed the maximum file descriptor limit on the operating system
(ul'inmit -n). By default, the directory server allows an unlimited number of connections but is
restricted by the file descriptor limit on the operating system. Linux systems limit by default
the number of file descriptors that any one process may open to 1024 per process.

After the directory server has exceeded the file descriptor limit of 1024 per process, any new
process and worker threads will be blocked. For example, if the directory server attempts to
open an Oracle Berkeley Java Edition database file when the operating system has
exceeded the file descriptor limit, the directory server will no longer be able to open a
connection that can lead to a corrupted database exception. Likewise, if you have a directory
server that exceeds the file descriptor limit set by the operating system, the directory server
can become unresponsive as the LDAP connection handler consumes all of the CPU's
processing in attempting to open a new connection.

To fix this condition, set the maximum file descriptor limit to 65535 per process on Linux
machines.

To view the maximum file descriptor limit, run the following command:

/sbin/sysctl -a | grep file-mx
If the fil e- max value is lower than 65535, then perform the following steps:

1. Using any text editor, create or edit the / et ¢/ sysct | . conf file, and add or edit lines
similar to the following:

fs.file-max = 65536
2. Enter the following command to change the current values of the kernel parameters:
/ sbin/sysctl -p

3. Enter the command /sbin/sysctl -a | grep file-max to confirm that the values are
set correctly.

4. Using any text editor, edit the /etc/security/limts. conf file, and add the following
lines:

soft nofile 1024
hard nofile 65535

" Note:

When you specify the values in the / et ¢/ sysct | . conf or/etc/security/
limts.conf file, they persist when you restart the system.
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6.2.2.2 Specific Requirements for Installation in Solaris Zones

This section describes the specific requirements for installation of Oracle Unified
Directory on Solaris Zones.

The Oracle Unified Directory software treats global, full local, and sparse zones as an
independent physical system. Installing the server in any type of Solaris zone is
therefore like installing on an independent system. The software does not share
services or file locations with other zones.

6.2.3 Certified Languages

You can find here the list of languages supported, called certified languages.
Oracle Unified Directory is certified for the following languages:
*  Chinese (Simplified)

e Chinese (Traditional)

French
e German
e [talian

e Japanese
* Korean
e Spanish

» Portuguese (Brazilian)

# Note:

Certain error messages (specifically, the SEVERE and FATAL messages) are
displayed in English only.

6.3 Software Environment Limitations and
Recommendations

ORACLE

This section describes the limitations that might affect the initial deployment of your
directory server.

The Oracle Unified Directory 12¢ (12.2.1.4.0) software has some limitations that might
affect the initial deployment of your directory server. Follow the recommendations for
deployments in this section.

Administrators also should appropriately tune the Oracle Unified Directory directory
server and its Java Virtual Machine (JVM) to ensure that adequately sized hardware is
made available to support heavy write operations. See Configuring the JVM, Java
Options, and Database Cache in Oracle Fusion Middleware Installing Oracle Unified
Directory.
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This section describes the following topics:

OUD 12c (12.2.1.4.0) Limitations
Viewing the Certification Matrix

Software Recommendations

6.3.1 OUD 12¢ (12.2.1.4.0) Limitations

This section lists the limitations of Oracle Unified Directory 12c (12.2.1.4.0). They are as
follows:

The Oracle Unified Directory directory server provides full LDAP v3 support, except for
alias dereferencing, and limited support for LDAPV2.

For Enterprise User Security, Oracle Unified Directory is validated to store and manage
users and groups locally, and also for proxying to other external directory servers. The list
of supported external directory servers is documented in the certification matrix. See
Viewing the Certification Matrix in Oracle Fusion Middleware Installing Oracle Unified
Directory.

Oracle Unified Directory Server in proxy mode provides the best search performance
when the search queries ask for the specific required attributes (rather than all the
attributes) of an entry.

6.3.2 Viewing the Certification Matrix

This section describes the procedure to view the certification matrix.

To view the certification matrix:

1.

Access the Oracle Fusion Middleware Supported System Configurations landing page:

http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-
certification-100350.html

Scroll down to System Requirements and Supported Platforms for Oracle Identity and
Access Management 12¢ Release (12.2.1.4.0).

Click the xIs link to view the certification matrix and then click the Interop tab for the list
of supported external directory servers.

6.3.3 Software Recommendations

ORACLE

This section lists the recommendations for using Oracle Unified Directory.

The recommendations that are to be followed are:

The directory server provides better performance when the database files are cached
entirely into memaory.

The default settings of the Oracle Unified Directory directory server are targeted initially
at evaluators or developers who are running equipment with a limited amount of
resources. For this reason, you should tune the Java virtual machine (JVM) and the
directory server itself to improve scalability and performance, particularly for write
operations. See Configuring the JVM, Java Options, and Database Cache in Oracle
Fusion Middleware Installing Oracle Unified Directory.

6-7


http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-certification-100350.html
http://www.oracle.com/technetwork/middleware/ias/downloads/fusion-certification-100350.html

Chapter 6
Oracle Unified Directory (OUD) Known Issues and Workarounds

* If you want to import large LDIF files by using the i nport-1di f command, then it is
recommended that you use the - - ski pDNval i dat i on option. However, if you are
not certain that the LDIF file is valid, using this option is not advised.

* If you want to perform i sMenber O query for complex searches involving static
groups, it is advisable to keep group membership and user entry under the same
backend.

6.3.4 Deprecation of the Password Notification Change plug-in

Starting with Oracle Unified Directory 12c¢ (12.2.1.4.0), the Password Notification
Change plug-in (oi dpwdcn. dl |') is deprecated.

Oracle recommends that you replace this plug-in with the centrally managed users
(CMU) feature provided by Oracle Database.

6.4 Oracle Unified Directory (OUD) Known Issues and
Workarounds

ORACLE

The following sections describe known issues and limitations with the Oracle Unified
Directory 12¢ (12.2.1.4.0) core server at the time of this release.

* (Bug 29964155) Unable to Find the System Component Details in the config.xml
File

*  PBKDF2WithHmacSHA512—-based password storage schemes might fail due to
JDK bug

e (Bug 20109035) OUD upgrade fails to set the purging flag in the ds-sync-hist index

* (Bug 19786556) During modification of a large static group, the administrative limit
might be exceeded

* (Bug 19767906) ECL changes are delayed by the clock difference between
servers in topology

* (Bug 19260923) Using the signal SIGSTOP causes failures

* (Bug 17874888) Removing the data-sync privilege for a user removes all
privileges for that user

* (Bug 17797663) Pass-Through Authentication subject to limitations when
configured with Kerberos authentication provider.

* (Bug 17689711) Enabling the changelog for a suffix on two servers will
unexpectedly enable replication on the suffix

* (Bug 14772631) If an AddOutboundTransformation definition contains a dot, then
a search request might fail

* (Bug 14080885) The moveplan interface does not have a field to update the path
for keystore pin file

* (Bug 14652478) The runinstaller command fails to check for appropriate OS

* (Bug 14065106) Translation is not supported for some error message and online
Help

* (Bug 14055062) If the value for parameter -j,--rootUserPasswordFile is provided
as a relative path, commands fail
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*  (Bug 13996369) The gicadm command does not import a catalog

* (Bug 13965857) If you specify an alternative location for a cloned server instance, the
cloned server instance is not completely configured

* (Bug 13954545) The Idapsearch.bat client incorrectly handles a trailing asterisk character

* (Bug 12291860) No SNMP trap is sent if the server is stopped using the stop-ds
command with no credentials

* (Bug 12280658) The ModDN operation is not supported if DNs are indexed in the global
index catalog (GIC)

* (Bug 12266690) Load balancing routes are deleted without warning
* (Bug 11718654) Error Occurs in Replicated Topology with a Heavy Workload

6.4.1 (Bug 29964155) Unable to Find the System Component Details in the
config.xml File

Issue

If you update the node manager properties like username and password, the system
component details in the confi g. xnl file are deleted. This causes the OUD system
component to fail while trying to start/stop the component using st opConponent . sh/
start Conponent . sh.

Workaround

Ensure that you do not update the node manager details after creating the system
components.

6.4.2 PBKDF2WithHmacSHA512-based password storage schemes might
fail due to JDK bug

ORACLE

Issue

If you are using the following password storage schemes that are based on
PBKDF2WithHmacSHA512 algorithm, then you might experience unpredictable results. This
problem occurs owing to an issue with JDK 8.

e cn=PBKDF2 HVAC SHA-512, cn=Password Storage Schenes, cn=config
e cn=EUS PBKDF2 SHA-512, cn=Password Storage Schenes, cn=config

If you are using the preceding schemes on a heavily-loaded server, then you might not be
able to bind to Oracle Unified Directory.

Workaround

This issue is fixed in JDK 9. This fix has been backported to JDK 8. Oracle recommends that
you to apply the JDK patch if you are using the preceding PBKDF2WithHmacSHA512-based
password storage schemes in your configuration. For more information about applying this
patch, you can contact My Oracle Support.
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6.4.3 (Bug 20109035) OUD upgrade fails to set the purging flag in the
ds-sync-hist index

Issue
Bug Number: 20109035

When the ds- sync- hi st flag of the ds- cf g- pur gi ng is set to false, the OUD upgrade
fails to set the purging flag in the ds- sync- hi st index.

Workaround

Set the ds- cf g- pur gi ng flag of the ds- sync- hi st index to true. Then rebuild the ds-
sync- hi st index:

.ldsconfig set-1local-db-index-prop --el enent-nanme userRoot --index-name
ds-sync-hi st --set purging:true

.Irebuild-index -b "dc=exanpl e, dc=cont’ -i ds-sync-hi st

6.4.4 (Bug 19786556) During modification of a large static group, the
administrative limit might be exceeded

Issue

Bug Number: 19786556

Misleading additional information occurs when a static large group is modified.
Workaround

Increasing the menber - | ookt hrough-1init property. See Managing Static Groups
With More Than 100,000 Members in Oracle® Fusion Middleware Administering
Oracle Unified Directory.

6.4.5 (Bug 19767906) ECL changes are delayed by the clock
difference between servers in topology

Issue
Bug Number: 19767906

Although there are two servers in the replication topology, results are returned from
one server only. This error occurs during data transfer between the replication servers.

Workaround

There is currently no workaround for this issue.

6.4.6 (Bug 19260923) Using the signal SIGSTOP causes failures

Issue

Bug Number: 19260923
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When you use the signal SIGSTOP to pause the server, it can disable the backend upon
using SIGSCONT to resume server processing. This problem occurs because SIGSTOP is
not supported by OUD.

Workaround

Set BDB JE latch timeout to a duration longer than the duration between SIGSTOP and
SIGCONT. The following is an example: dsconfi g set-workfl ow el ement-prop --add je-
property:je.env.latchTi meout="12 h"

6.4.7 (Bug 17874888) Removing the data-sync privilege for a user
removes all privileges for that user

Issue
Bug Number: 17874888

The data-sync privilege was not an operational privilege and consequently the OUD server
does not recognize this privilege. For example, if the root user is created as follows:

dn: cn=nyroot, cn=Root DNs, cn=config
obj ect d ass: inetQrgPerson

obj ect O ass: person

objectC ass: top

obj ect O ass: ds-cfg-root-dn-user
obj ect O ass: organi zati onal Person
user Passwor d: admi n- password

cn: nmyroot

sn: myroot

ds-cfg-al ternate-bind-dn: cn=nyroot
gi venName: My Root User

ds-privil ege-name: -data-sync

then the OUD server does not recognize the privilege, and cannot remove it. Instead, the
OUD server removes all privileges for this user.

Workaround

All references to this privilege in the OUD server configuration should be removed. For
example:

$ | dapnodify -h local host -p 4444 --useSSL
dn: cn=nyroot, cn=Root DNs, cn=config
changet ype: nodi fy

del ete: ds-privil ege- nane

ds-privil ege-name: -data-sync

6.4.8 (Bug 17797663) Pass-Through Authentication subject to limitations
when configured with Kerberos authentication provider.

ORACLE

Issue
Bug Number: 17797663

When pass-through authentication (PTA) is configured with a Kerberos authentication
provider, certain conditions must be met in order for the bind to succeed.
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Workaround
Configure PTA to meet the following conditions:

e The user provider must be a local backend.

*  The PTA suffix, the user suffix, and the authentication suffix must be the same.
The easiest way to configure the suffixes to be the same is to define the PTA
suffix, and leave the other suffixes undefined.

6.4.9 (Bug 17689711) Enabling the changelog for a suffix on two
servers will unexpectedly enable replication on the suffix

Issue
Bug Number: 17689711

You may encounter this issue when you have two servers containing two suffixes: one
suffix already configured for replication (for example dc=exanpl e, dc=con), and the
other suffix not configured for replication (for example cn=conpanynarne.) When you
enable the changelog for cn=conpanynane in both servers, replication is automatically
configured for the cn=conpanynane suffix because the servers themselves have
already been defined and configured for replication.

Workaround

There is currently no workaround for this issue.

6.4.10 (Bug 14772631) If an AddOutboundTransformation definition
contains a dot, then a search request might fall

Issue
Bug Number: 14772631

When you configure an AddQut boundTr ansf or mat i on with
virtual Attr={%n% %n%m®. con} where the definition contains a dot, then a search
request with a filter on the vi rt ual Attr parameter might not work correctly.

For instance, the sn and cn backend attribute values contain a dot, such as
"sn:sn.light" and"cn:cn.light." Here, a search request with a filter on the
virtual Attr, for example "virtual Attr=sn.light.cn.light@. conf might not work
correctly.

Workaround

There is currently no workaround for this issue.

6.4.11 (Bug 14080885) The moveplan interface does not have a field
to update the path for keystore pin file

Issue

Bug Number: 14080885
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The nmovepl an interface does not have a field to update the path for keystore pin file during
the cloning process.

Workaround

Use the dsconfi g command on the cloned instance to update the key- st ore-pi n-fil e value
of JKS Key Manager Provider.

6.4.12 (Bug 14652478) The runinstaller command fails to check for
appropriate OS

Issue
Bug Number: 14652478

On Oracle Linux Enterprise 6, the runl nst al | er command may require i686 packages to be
present on the system. Although the missing packages are not directly required for OUD to
operate properly, they are required during the installation process.

Workaround

Prior to running the runl nst al | er command, install the required i686 packages. See Section
1.1 System Requirements and Certification in Oracle® Fusion Middleware Installing Oracle
Unified Directory

6.4.13 (Bug 14065106) Translation is not supported for some error
message and online Help

Issue
Bug Number: 14065106

The messages and Help for oudCopyConfi g, oudExt r act MovePl an, and oudPast eConfi g
command-line tools of Oracle Unified Directory are only available in English.

Workaround

There is currently no workaround for this issue.

6.4.14 (Bug 14055062) If the value for parameter -j,--rootUserPasswordFile
IS provided as a relative path, commands fall

ORACLE

Issue
Bug Number: 14055062

On Windows system, if the value for parameter -j, --root User Passwor dFi | e is provided as
a relative path, then oud- set up, oud- proxy-setup, and oud-replication-gateway-setup
commands fail.

Workaround
Provide an absolute path for -j, --root User Passwor dFi | e parameter.

For example:
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-j C\local\Password.txt

6.4.15 (Bug 13996369) The gicadm command does not import a

catalog

Issue

Bug Number: 13996369

The gi cadmcommand does not import a catalog when you specify a relative path.
Workaround

Specify an absolute path to import a catalog.

6.4.16 (Bug 13965857) If you specify an alternative location for a
cloned server instance, the cloned server instance is not completely

configured

Issue
Bug Number: 13965857

The -tih, -targetlnstanceHomelLoc option of the oudPast eConfi g command allows
you to specify the location of the cloned server instance. If you specify an alternative
location, for the cloned server instance, the instance is still created in the default
location (TARGET_ORACLE_HOME/../TARGET_INSTANCE_NAME) and no error
message is generated. However, the cloned server is configured partially as some
custom parameters are not updated in the cloned server instance.

Workaround

To successfully clone the server instance, as the - ti h parameter is mandatory, you
must explicitly provide the default location for the - ti h parameter as follows:

-tih TARGET_ORACLE_HOME/ ../ TARGET | NSTANCE_NAME

6.4.17 (Bug 13954545) The ldapsearch.bat client incorrectly handles a
trailing asterisk character

ORACLE

Issue
Bug Number: 13954545

On a Windows system with a JDK 1.7 (previous to Update 11) JVM instance running,
the | dapsear ch. bat client might not handle the trailing "*" correctly.

Workaround

Download the latest JDK version to leverage the fixes and updates that are added to
the Java SE platform.
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6.4.18 (Bug 12291860) No SNMP trap is sent if the server is stopped using
the stop-ds command with no credentials

Issue
Bug Number: 12291860

On Windows systems, no SNMP trap is sent if the server is stopped by using st op- ds with no
credentials. The server is, however, stopped correctly.

The SNMP trap is sent if the server is stopped by using st op-ds -D bi ndDN -p passwor d.
Workaround

There is currently no workaround for this issue.

6.4.19 (Bug 12280658) The ModDN operation is not supported if DNs are
indexed in the global index catalog (GIC)

Issue
Bug Number: 12280658

When a distribution is using a GIC, and the GIC indexes the entry DNs, the ModifyDN
operation is not supported.

If DNs are not indexed in the global index catalog, the modify DN operation is supported.
Otherwise, only the modify RDN operation is supported.

Workaround

Although indexing the DN is recommended for performance reasons, as a workaround in this
situation, do not index the DN.

6.4.20 (Bug 12266690) Load balancing routes are deleted without warning

Issue
Bug Number: 12266690

If you delete the load balancing workflow element or the load balancing algorithm, the load
balancing routes are also deleted without any warning.

Workaround

There is currently no workaround for this issue.

6.4.21 (Bug 11718654) Error Occurs in Replicated Topology with a Heavy
Workload

Issue

Bug Number: 11718654
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In a replicated topology, if the server has a heavy workload, then the following error
message is recorded in the error log: "The server failed to obtain a read lock on the
parent entry dc=exanpl e, dc=comafter multiple attempts."

Workaround

Configure a larger database cache. See Tuning the Server Configuration in Oracle®
Fusion Middleware Administering Oracle Unified Directory.

6.5 Oracle Unified Directory Services Manager (Oracle
Unified Directory Services Manager) Known Issues and
Workarounds

The following sections describe known issues with Oracle Unified Directory Services
Manager at the time of Oracle Unified Directory 12¢ (12.2.1.4.0) release.

ORACLE

" Note:

If Oracle Unified Directory has recently been updated, you might encounter a
problem when you try to invoke Oracle Unified Directory Services Manager.
During an Oracle Unified Directory update operation, Oracle Unified
Directory Services Manager is also updated, and the Oracle Unified Directory
Services Manager URL can change. This problem usually occurs if you used
your browser to invoke the earlier version of Oracle Unified Directory
Services Manager.

Therefore, to invoke the updated version of Oracle Unified Directory Services
Manager, first clear your browser's cache and cookies.

This section describes the following known issues and workarounds:

(Bug 17582404) ADF error is displayed in WebLogic Server logs.

(Bugs 18789805/18915580/18905879/18884612/18874750) Modification Issues
with Join Workflow Element

(Bug 18871434) Join DN attribute does not return in Advanced Search in OUDSM
(Bug 19028533) Adv Search: Issue with Search in pick attributes table
(Bug 17462792) Subtabs may not display as designed on Solaris

(Bug 17262682) Default browser settings may not allow OUDSM URL to be
accessible on Windows 2008 R2(Bug 17462792) Subtabs may not display as
designed on Solaris

(Bug 16946878) Alerts not sent as designed

(Bug 16056177) On the Advanced Search page, when you click an entry in the
Search Results table, some buttons do not behave as expected

(Bug 15928439) Java NullPointer exception occurs if a changelog entry does not
contain a specified objectclass
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*  (Bug 12363352) In the screenreader mode, focus for some buttons does not work as
expected

6.5.1 (Bug 17582404) ADF error is displayed in WebLogic Server logs.

Issue
Bug Number: 17582404

When accessing an entry in the data view, the following error message appears in the
WebLogic Server logs:

<Cct 9, 2013 8:04:17 AM PDT> <Error>

<oracl e. adf.control | er.internal.bindi ng. TaskFl owRegi onl ni ti al Condi ti ons>
<ADFC- 64007> <ADFc: Task flow binding parameter 'entryCbject' of type
"oracl e.idmdirectoryservices.odsm nodel . oi d. UserEntry' on binding

"oi dDBdet ai | taskflow is not serializable, potential for incorrect

appl i cation behavior or data |oss.>

Workaround

The error does not affect the WebLogic Server functionality. You can safely ignore the
message.

6.5.2 (Bugs 18789805/18915580/18905879/18884612/18874750)
Modification Issues with Join Workflow Element

Issue
Bug Number: 18789805/18915580/18905879/18884612/18874750

The results of modification of certain elements and parameters in JOIN Workflow Element in
OUDSM are not saved.

The list of parameters that are not saved are:

- "Attribute Storage", "Attribute Retrieval" for both Primary and Secondary Participant
* join suffix value

e join condition

e bind priority in the Participant Relations

* LDAP operations

Workaround

Use dsconfig to do the modification.

6.5.3 (Bug 18871434) Join DN attribute does not return in Advanced
Search in OUDSM

Issue

Bug Number: 18871434
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In OUDSM, query using advanced search does not return the Join DN attribute. Using
Idapsearch, the search returns the join dn attribute.

Workaround

Use Idapsearch to get the Join DN attribute.

6.5.4 (Bug 19028533) Adv Search: Issue with Search in pick attributes

table

Issue
Bug Number: 19028533

On the Advanced Search page, the search operation on the Attribute picker window
for the "Fetched Attributes" and "Sort Results On" sections, returns error: "An
unresolvable error has occurred. Contact your administrator for more information."

Workaround

Manually select the attribute by scrolling down the Select Attribute table.

6.5.5 (Bug 17462792) Subtabs may not display as designed on Solaris

Issue
Bug Number: 17462792

When accessing the Directory Service Manager tab or Topology Manager tab using
Firefox on a Solaris system, the subtabs may not display as expected.

Workaround

Click the forward arrows (>>) or back arrows (<<) to open a menu, and then navigate
among the subtabs.

6.5.6 (Bug 17262682) Default browser settings may not allow OUDSM
URL to be accessible on Windows 2008 R2

ORACLE

Issue
Bug Number: 17262682

After installing OUD and OUDSM on Windows 2008 R2, when you try to access the
OUDSM URL, the message "Starting Oracle Directory Services Manager..." displays,
but the OUDSM application does not load in the browser as expected. This can occur
when you use Microsoft Internet Explorer version 8 or 9 browsers.

Workaround

1. Verify that JavaScript is enabled.
2. Add the OUDSM URL in the trusted sites.

Go to Tools-> Internet Options -> Security -> Trusted sites -> Sites -> Add. Then
click Add to add the OUDSM URL to a site.
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6.5.7 (Bug 16946878) Alerts not sent as designed

Issue
Bug Number: 16946878

On the Alert Handler Properties page, the Disabled Alert Type and Enabled Alert Type fields
do not work as designed. Regardless of the setting for either field, alerts are never sent as
expected.

Workaround

Use dsconfi g set-al ert-handl er-prop to add or remove enabled-alert-type or disabled-
alert-type values.

Use dsconfig set-al ert-handl er-prop --add enabl ed-al ert-type: alert type value to add
enabled-alert-type alert type value.

Use dsconfig set-al ert-handl er-prop set-alert-handler-prop --renmove enabl ed-
al ert-type: alert type value to remove enabled-alert-type alert type value.

Example:

# dsconfig -h slcO3roj -p 4444 -D "cn=Directory Manager" -j /tnp/oud -n -X set-
al ert-handl er-prop --handl er-nanme "SMIP Al ert handl er nane" --renove enabl ed-
alert-type: org. opends. server. Di rect oryServer Shut down

6.5.8 (Bug 16056177) On the Advanced Search page, when you click an
entry in the Search Results table, some buttons do not behave as expected

Issue
Bug Number: 16056177

On the Advanced Search page, when you click an entry in the Search Results table, the
Show Attributes button does not appear if Optional Attributes is already expanded.
However, if you collapse Optional Attibutes and then expand, the Show Attributes button
appears. But, when you click the button the Select Attributes dialog box is blank.

Workaround

To view the entry details, you can select the same entry from the Data Browser tab.

6.5.9 (Bug 15928439) Java NullPointer exception occurs if a changelog
entry does not contain a specified objectclass

ORACLE

Issue
Bug Number: 15928439

When this NullPointer exception is encountered, the contents of that particular changelog
entry cannot be accessed from OUDSM. You can continue to use OUDSM to perform other
tasks and access other entries.

Workaround
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To access a changelog entry with no objectclasse specified, use a different LDAP
client.

6.5.10 (Bug 12363352) In the screenreader mode, focus for some
buttons does not work as expected

Issue
Bug Number: 12363352

When you are in the screenreader mode, the Create, Apply, and Cancel buttons in the
OUDSM interface do not get focus after modification.

Workaround

Press the Tab key until you get the focus on the required button. Alternatively, you can
use the mouse to activate the required button.

6.6 Related Oracle Directory Components Known Issues
and Workarounds

This section describes the known issues and its workarounds for Oracle Directory
Integration Platform and Oracle Identity Governance Framework.

Topics
*  Oracle Directory Integration Platform

e Oracle Identity Governance Framework

6.6.1 Oracle Directory Integration Platform

Known issues and workarounds for Oracle Directory Integration Platform include
general issues and configuration issues.

Topics
* General Oracle Directory Integration Platform Issues and Workarounds
* Oracle Directory Integration Platform Configuration Issues and Workarounds

*  Provisioning Issues

6.6.1.1 General Oracle Directory Integration Platform Issues and Workarounds

This section describes general issues and workarounds.

Topics

* Enabling the Domain-Wide Administration Port on Oracle WebLogic Server
Prevents use of the DIP Command Line Interface

» LDIF Files That Contain Non-ASCII Characters Will Cause the testProfile
Command Option to Fail if the LDIF File has Native Encoding

* Running the testProfile Command with LDIF Files Option Fails in Advance Mode
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* Some Changes May Not Get Synchronized Due to Race Condition in Heavily-Loaded
Source Director

* manageSyncProfiles Utility Prompts for Connected Directory Password

* The Oracle Password Filter for Microsoft Active Directory Installation Screens Displays
11g Version

* Resource Usage Charts will not be Displayed

6.6.1.1.1 Enabling the Domain-Wide Administration Port on Oracle WebLogic Server Prevents
use of the DIP Command Line Interface

Issue

Be aware that enabling the domain-wide administration port on any WebLogic server running
Directory Integration Platform will prevent you from using the DIP command line interface
using a standard administrator account. Entering DIP commands will result in an error similar
to the following:

User: "weblogic", failed to be authenticated

Workaround

Administrators can still use the Enterprise Manager (EM) GUI to configure and manage
Oracle Directory Integration Platform.

6.6.1.1.2 LDIF Files That Contain Non-ASCII Characters Will Cause the testProfile Command
Option to Fail if the LDIF File has Native Encoding

Issue

When running DIP Tester from a command-line, the manageSyncProfiles testProfile
command will fail if the -1 di f fi | e option is specified and the LDIF file contains non-ASCII
characters.

Workaround

Note that LDIF files with UTF-8 encoding are not impacted by this limitation. If an LDIF file
containing multibyte characters cannot be saved with UTF-8 encoding, then use the following
workaround:

1. From a command-line, add the entry using the | dapadd command and include the -E
option to specify the locale. For the required command syntax, see ldapadd Command
Reference in Oracle Fusion Middleware Reference for Oracle Identity Management.

2. Get the specific changeNunmber for the last add operation.
3. Execute the t est Profil e command using the changeNunber from the previous step.

For more information, see the section Running DIP Tester From the WLST Command-
Line Interface in Oracle Fusion Middleware Administering Oracle Directory Integration
Platform.
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6.6.1.1.3 Running the testProfile Command with LDIF Files Option Fails in Advance Mode

Issue

When running DIP Tester from a command-line in advance mode, the
manageSyncProfiles testProfile command will fail if the -1 di ffil e option is
specified and may synchronize the wrong operation.

Workaround

To resolve this issue, run the manageSyncProf i | e updat echgnumcommand. See
Running DIP Tester From the WLST Command-Line Interface" in the Oracle Fusion
Middleware Administering Oracle Directory Integration Platform.

6.6.1.1.4 Some Changes May Not Get Synchronized Due to Race Condition in Heavily-
Loaded Source Directory

Issued

If the source directory is heavily-loaded, a race condition may occur where database
commits cannot keep pace with updates to the | ast changenunber . If this race
condition occurs, Oracle Directory Integration Platform may not be able to synchronize
some of the changes.

# Note:

This issue only occurs if you are using Oracle Internet Directory as the back-
end directory.

Workaround

To resolve this issue, perform the following steps to enable database commits to keep
pace with the | ast changenunber :

1. Increase the value of the synchronization profile's Scheduling Interval.

2. Control the number of times the search is performed on the source directory
during a synchronization cycle by setting the sear chDel t aSi ze parameter in the
profile. Oracle suggests starting with a value of 10, then adjusting the value as
needed.

6.6.1.1.5 manageSyncProfiles Utility Prompts for Connected Directory Password

ORACLE

Issue

When you run the manageSyncPr of i | es utility to synchronize with a database, the
manageSyncPr of i | es register prompts for the connected directory password.

Workaround

Ensure that you specify the connected database password and not the directory
password.
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6.6.1.1.6 The Oracle Password Filter for Microsoft Active Directory Installation Screens Displays

11g Version

There is no impact to functionality and no user action is needed.

6.6.1.1.7 Resource Usage Charts will not be Displayed

The DIP home page does not display the resource usage charts in Oracle Directory
Integration Platform 12c (12.2.1.3).

6.6.1.2 Oracle Directory Integration Platform Configuration Issues and Workarounds

This section describes configuration issues and their workarounds. It includes the following
topics:

e Specify the Service Name While Creating Synchronization Profiles

« If Oracle Internet Directory is the Back-End Directory then do not use localhost as Oracle
Internet Directory Hostname When Configuring Oracle Directory Integration Platform

* You may Need to Restart the Directory Integration Platform After Running dipConfigurator
Against Oracle Unified Directory

*  When Configuring a Profile, you may Need to Scroll Past a Section of Whitespace to
View Mapping Rules

e Specify the Host Name and Port Number for an Oracle RAC Database

6.6.1.2.1 Specify the Service Name While Creating Synchronization Profiles

When you create the synchronization profile, ensure that you specify the database service
name and not the SID.

Examples:

To connect to a database, use the form host : port: servi ceNane for the
odi p. profile.condirurl connection detail property in a directory synchronization profile.

Specify the database service name for Database Service ID in the Create Synchronization
Profile page in Oracle Enterprise Manager Fusion Middleware Control. See Creating
Synchronization Profiles in Oracle Fusion Middleware Administering Oracle Directory
Integration Platform.

6.6.1.2.2 If Oracle Internet Directory is the Back-End Directory then do not use localhost as
Oracle Internet Directory Hostname When Configuring Oracle Directory Integration Platform

ORACLE

When configuring Oracle Directory Integration Platform against an existing Oracle Internet
Directory using the Configuration Wizard, you must specify the hostname for Oracle Internet
Directory using only its fully qualified domain name (such as nmyhost . exanpl e. con). Do not
use | ocal host as the Oracle Internet Directory hostname even if Oracle Directory Integration
Platform and Oracle Internet Directory are collocated on the same host.

If you use | ocal host as the Oracle Internet Directory hostname, you will not be able to start
the Oracle WebLogic Managed Server hosting Oracle Directory Integration Platform.
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6.6.1.2.3 You may Need to Restart the Directory Integration Platform After Running
dipConfigurator Against Oracle Unified Directory

After running dipConfigurator against an Oracle Unified Directory (OUD) endpoint, if
you are unable to open the Directory Integration Platform (DIP) Ul in Enterprise
Manger, stop and start DIP to fix the Ul problem.

6.6.1.2.4 When Configuring a Profile, you may Need to Scroll Past a Section of
Whitespace to View Mapping Rules

If you are using Internet Explorer to view the Directory Integration Platform (DIP) UlI,
you may need to scroll past a large blank space to see the profile mapping rules
section. This issue is not known to affect other browsers.

6.6.1.2.5 Specify the Host Name and Port Number for an Oracle RAC Database

Issue

While configuring Oracle Directory Integration Platform for Oracle Internet Directory as
the back-end directory, If you only specify the URL for the RAC database in the
dbconfi g file, then the following error messages appear:

Error occurred in configuring DataSource.

Error occurred in rolling back DataSource changes.

Error occurred in configuring DataSource.

Error occurred during DI P configuration Step - DataSourceConfigurationStep.
Error occurred in DIP configuration against O D as backend.

Workaround

To resolve this issue, specify the URL, DB_HOST , and DB_PORT for the Oracle RAC
database in the dbconfi g file.

6.6.1.3 Provisioning Issues

This section describes provisioning issues.

Topics
* Modification may not Propagate Using Interface Protocol (Inbound) Version 3.0

*  Provisioning from Oracle Internet Directory (Back-End Directory) to an Application
May Fail

6.6.1.3.1 Modification may not Propagate Using Interface Protocol (Inbound) Version 3.0

Issue

When an inbound provisioning profile with interface protocol version 3.0 is configured
with Oracle Internet Directory (Back-End Directory), then modification fails to
propagate.

Workaround

See https://support.oracle.com/.
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6.6.1.3.2 Provisioning from Oracle Internet Directory (Back-End Directory) to an Application May
Fail
Issue

If you delete a provisioning profile for Oracle Internet Directory, and recreate it with same
name, then the provisioning from Oracle Internet Directory to an application may fail.

Workaround
To resolve this issue, create a provisioning profile and specify a new name.

For more information on creating a provisioning profile, see About manageProvProfiles
Command in Oracle Fusion Middleware Administering Oracle Directory Integration Platform.

6.6.2 Oracle Identity Governance Framework

Known issues and workarounds for Oracle ldentity Governance Framework include general
issues and known issues related with Identity Governance Framework, Library Oracle Virtual
Directory (LibOVD), and Identity Directory Service (IDS).

Topics
 LibOVD and IDS Known Issues and Workarounds

*  Oracle Identity Governance Framework Documentation Changes

6.6.2.1 LibOVD and IDS Known Issues and Workarounds

Known issues related with LibOVD and IDS for release 12c (12.2.1.4.0).

Topics
» libovdconfig.bat script Does Not Support a Space in File Path

» Users with Same Name in Multiple Identity Stores

6.6.2.1.1 libovdconfig.bat script Does Not Support a Space in File Path

Issue

On the Microsoft Windows platform, the | i bovdconfi g. bat script does not work if the path to
your Java installation in the - j r eLoc option includes a space character. For example,
C:\ Program Fil es\Java\jdkl.7.0_21.

Workaround
Provide the path to your Java installation in DOS 8.3 format.
For example:

-jreloc C\Progra~1\Java\jdkl.7.0 21
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6.6.2.1.2 Users with Same Name in Multiple Identity Stores

Issue

If a user name is present in more than one LDAP repository and the virtual i ze
property is set to use LibOVD, then the data in only one of those repositories is
returned when you query that user name with the Identity Directory API.

Workaround

Currently, there is no workaround for this issue.

6.6.2.2 Oracle Identity Governance Framework Documentation Changes

ORACLE

Identity Governance Framework introduced some behavioral changes in the 12c
(12.2.1.3.0) release. This includes deprecated and desupported features and
components.

Deprecated Chapters or Books

By deprecate, we mean that the feature is no longer being enhanced but is still
supported for the full life of the 12¢ (12.2.1.3.0) release. By desupported, we mean
that Oracle will no longer fix bugs related to that feature and may remove the code
altogether. Where indicated, a deprecated feature may be desupported in a future
major release.

e From 12c¢ (12.2.1.3.0) release onward, the following Javadocs were deprecated:
— Java API Reference for Identity Governance Framework IDXUserRole
— Java API Reference for Identity Governance Framework UserRole

Oracle recommends the use of Identity Directory API. See Java API Reference for
Identity Governance Framework Identity Directory.

»  Deprecation of Using the ArisID API functionality from 12¢ (12.2.1.3.0) onward.
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This chapter describes issues associated with Oracle Internet Directory. It includes the
following topics:

Topics

General Oracle Internet Directory Issues and Workarounds
Oracle Internet Directory Configuration Issues and Workarounds

Documentation Errata

7.1 General Oracle Internet Directory Issues and Workarounds

This section describes general issues and workarounds. It includes the following topics:

ORACLE

(Bug 25875893) ODS Schema details not getting auto-filled using Schemas Option

(Bug 25814730) OID12cPS3: Startup fails because low system shared memory on
Solaris

(Bug 26564247) PS3 OID: Help link on ODSM URL does not work
(Bug 19898973)Substring Filter Not Supported for Collective Attributes

(Bug 14079791) Search on rootDSE | ast changenunber Attribute Works For One
Attribute At A Time

(Bug 17348090) Search with Filter Containing AND Operation of Collective Attributes Not
Supported

(Bug 17435510) Oracle Database Requires Patch to Fix Purge Job Problems

(Bug 18695967) ODSM Does Not Create Entry of Custom objectclass With Custom
Mandatory Field

(Bug 18196425) ODSM Adds Fake Entries to the Chained Container and Displays
Duplicate Entries During Export

(Bug 19521548) Oracle Internet Directory Upgrade from 10.1.4.3 to 11.1.1.9.0 Fails
During Configuration on AlX

(Bug 12833947) ODSM Problems in Internet Explorer 7
(Bug 16964666) Cloned Oracle Internet Directory Instance Fails or Runs Slowly

(Bug 16498988) Oracle Internet Directory Fails to Start on Solaris SPARC System Using
ISM

ODSM Browser Window Becomes Unusable

(Bug 9050432) Bulkmodify Might Generate Errors

(Bug 8464130)Turkish Dotted | Character is Not Handled Correctly
(Bug 10383377) SQL of OPSS Idapsearch Might Take High CPU%

Unable to set up OID replication in Oracle Enterprise Manager
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» Unable to estimate OID tuning and sizing needs in Oracle Enterprise Manager
* Unable to manage wallet for OID in Oracle Enterprise Manager

* InIBM AIX, OID Schema Load May Fail While Running the RCU Tool

7.1.1 (Bug 25875893) ODS Schema details not getting auto-filled
using Schemas Option

Issue

When you are upgrading from 11g Release 1(11.1.1.9.0) in the Upgrade Assistant, if
you select All Schemas Used By a Domain option, the schema details are not auto-
populated in ODS Schemas screen.

Workaround

As a workaround, user has to manually provide ODS schema details such as
Database Type, string etc.

7.1.2 (Bug 25814730) OID12cPS3: Startup fails because low system
shared memory on Solaris

Issue
OID server startup fails on Solaris platforms due to low system shared memory.
Workaround

To fix this issue, you need to increase shared memory on Solaris system platform
when DB is collocated. If you are installing only OID, then you need 1.5GB shared
memory.

For example, as a root user, if you increase proj ect . max- shm menory to 12GB(from 8
GB), the OID instance is brought up.

prctl -n project.mx-shmnenory -v 12gb -r -i project default
$ prctl -n project.max-shmmenory $$
process: 7423: bash

NAME PRI VI LEGE VALUE FLAG ACTION RECI Pl ENT
proj ect. max- | ocked- nenory

privileged 12. 0GB - deny

system 16. OEB max  deny

7.1.3 (Bug 26564247)PS3 OID: Help link on ODSM URL does not

work

ORACLE

Issue
When you login to ODSM and click on Help, help pages are not accessible.
Workaround

Though the help is not accessible via ODSM help, we can access the pages through
OID document library. See Overview of Oracle Directory Service Manager
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7.1.4 (Bug 19898973)Substring Filter Not Supported for Collective

Attributes

Issue

Oracle Internet Directory does not provide support for substring filter for collective attributes.
For instance, the following substring filter is not supported:

t enant gui d=*234*

Workaround

However, the equality filter for instance, t enant gui d=12345 is supported for collective
attributes.

7.1.5 (Bug 14079791) Search on rootDSE 1 ast changenunber Attribute Works For
One Attribute At A Time

Issue

If you perform | dapsear ch on rootDSE to fetch the | ast changenunber attribute along with
other attributes, then | ast changenunber is not retrieved.

For instance, when you run the following command then | ast changenunber attribute is not
retrieved:

| dapsearch -p port -D "cn=orcladmn" -w password -b "" -s base "objectclass=*"
changel og | ast changenunber

Workaround

The workaround for this problem is to perform | dapsear ch on rootDSE only for
| ast changenunber attribute as follows:

| dapsearch -p <port> -h <hostnane> -b ' ' -s base '(objectclass=*)" |astchangenunber

| ast changenunber =4714

7.1.6 (Bug 17348090) Search with Filter Containing AND Operation of
Collective Attributes Not Supported

ORACLE

Issue

When the search filter contains only collective attribute expressions, and an AND (&)
operation is performed, then the server does not return expected results.

For example, if you run the following commands having collective attributes only, then if you
run an AND operation, the server fails to return the desired result.

| dapsearch -b 'cn=ul, cn=col | andbug' ' &(description=coll1l desc)
(description=col |2 desc)' dn

Workaround
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There is no workaround for this issue.

7.1.7 (Bug 17435510) Oracle Database Requires Patch to Fix Purge
Job Problems

Issue

Some versions of Oracle Database, such as 10.1.0.5.0rec.jul10, 10.2.0.4.5.psu,
10.2.0.5.1psu, 11.1.0.7.4psu, and 11.2.0.1.2psu require a patch to fix Oracle Internet
Directory purge job problems.

Without the patch, a purge jobs operation does not function properly, and these
symptoms can occur:

e Oracle Internet Directory change logs do not get purged, and the purge log shows
ORA-23421 errors.

»  Executing change log purge jobs with or ¢l pur genow set to 1 hangs.

Workaround

If you are experiencing the preceding purge job problems with any of the listed Oracle
Database versions, then apply the latest Patch Set Update (PSU) for your Oracle
Database that fixes RDBMS bug 9294838. If so, apply the RDBMS patch for your
database. You can apply the patch after you have installed Oracle Internet Directory.

7.1.8 (Bug 18196425) ODSM Adds Fake Entries to the Chained
Container and Displays Duplicate Entries During Export

Issue

In ODSM, when you set up server chaining with Oracle Directory Server Enterprise
Edition (ODSEE) as the backend the following issues emerge:

» If you create an entry through ODSM, then ODSM pretends to add the entry to the
remote server through chaining. However, the entry does not get added on the
remote server, ODSEE.

* If you add the preceding entry directly to the remote backend, and navigate to the
parent entry through the Data Explorer tab, and then export to LDIF the same
entry, you will see duplicate entries.

Workaround

There is no workaround for this issue.

7.1.9 (Bug 18695967) ODSM Does Not Create Entry of Custom
objectclass With Custom Mandatory Field

ORACLE

Issue

On the Schema tab, create a custom attribute and a custom objectclass, and also
select custom attribute as indexed. Now, on the Data Browser tab if you create an
entry of obj ect cl ass="cust om obj ect cl ass" then it does not allow you to enter the
mandatory value in the custom attribute field.
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Workaround

There is no workaround for this issue.

7.1.10 (Bug 19521548) Oracle Internet Directory Upgrade from 10.1.4.3 to
11.1.1.9.0 Fails During Configuration on AlX

Issue

This issue occurs when you upgrade Oracle Internet Directory from 10.1.4.3 t0 11.1.1.9.0 on
AIX. The upgrade fails during configuration with the following error:

j avax. net.ssl.SSLException: Received fatal alert: illegal _paraneter

Workaround

The workaround for this issue is to add the java option to disable ECDH ciphers while
configuring Oracle Internet Directory 11.1.1.9.0, as shown in the following example:

ORACLE_HOWE/ confi g. sh -Doracl e. | dap. odi . ssl socket factory. di sabl e-ecc=true

7.1.11 (Bug 12833947) ODSM Problems in Internet Explorer 7

Issue

The ODSM interface might not appear as described in Internet Explorer 7.
For example, the Logout link might not be displayed.

Workaround

If this causes problems, upgrade to Internet Explorer 8 or 9 or use a different browser.

7.1.12 (Bug 16964666) Cloned Oracle Internet Directory Instance Fails or
Runs Slowly

ORACLE

Issue

In a cloned Oracle Internet Directory environment, undesired host names can cause errors,
failures, or performance degradation.

This problem can occur when you clone an Oracle Internet Directory instance and the cloned
target instance gets undesired host names from the source instance. Some of these hosts
might be outside of a firewall or otherwise inaccessible to the target instance.

The cloned Oracle Internet Directory instance assumes it is in a clustered environment and
tries to access the undesired hosts for notifications and other changes. However, the cloned
instance cannot access some of the hosts and subsequently fails, returns errors, or runs
slowly.

For example, this problem can occur during the following operations for a cloned Oracle
Internet Directory target instance:

* Running the f aovndepl oy. sh creat eTopol ogy command to create an Oracle Virtual
Machine (VM)
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» Deploying Enterprise Manager agents in different Oracle Virtual Machines

Workaround

To fix this problem, remove the undesired host names from the cloned Oracle Internet
Directory instance, as follows:

1. Set the required environment variables. For example:

export ORACLE_I NSTANCE=/ u01/ oi d/ oi d_i nst

export ORACLE_HOME=/ u01/ oi d/ oi d_hone

export PATH=$ORACLE_HOVE/ bi n: $ORACLE | NSTANCE/ bi n: $PATH
export TNS_ADM N=$ORACLE_I NSTANCE/ config

2. Connect to the Oracle Database and delete the entries with the undesired Oracle
Internet Directory host names. For example, in the following queries, substitute the
undesired host name for sourceHostname:

sql pl us ods@i ddb

del ete from ods_shm where nodenane |ike ' %ourceHost name% ;

del ete from ods_shm key where nodenane |ike ' %ourceHost name% ;

del ete from ods_guardi an where nodename |ike ' %our ceHost nanme% ;

del ete from ods_process_status where hostname |ike ' %ourceHost name% ;
commit;

3. Stop and then restart the cloned Oracle Internet Directory component. For
example:

opmmct| stopproc ias-conmponent=o0i dl
opmmct| startproc ias-conponent=oidl

4. Find the cn entries with the undesired Oracle Internet Directory host names. For
example:

| dapsearch -h oid_host -p oid_port -D cn=orcladnin -w adnin_password -b
"cn=subregi strysubentry" -s sub "objectclass=*" dn

cn=0i d1_1_host Nanel, cn=osdl dapd, cn=subr egi st rysubentry

cn=0i d1_1_host Nane2, cn=osdl dapd, cn=subr egi st rysubentry

cn=0i d1_1 nyhost. exanpl e. com cn=osdl dapd, cn=subr egi st rysubentry

5. From the results in the previous step, remove the entries with the undesired host
names. For example:

| dapdel ete h oid_host -p oid_port -D cn=orcladmn -w adnmin_password
"cn=0i d1_1_host Nanel, cn=osdl dapd, cn=subr egi strysubentry"
| dapdel ete h oid_host -p oid_port -D cn=orcladmn -w adnmin_password
"cn=0i d1_1_host Nane2, cn=osdl dapd, cn=subr egi strysubentry"

6. Verify that the undesired host names are removed. For example:

| dapsearch h oid_host -p oid_port -D cn=orcladnmn -w adnmin_password -b
"cn=subregi strysubentry" -s sub "objectclass=*" dn
cn=0i d1_1 nyhost. exanpl e. com cn=osdl dapd, cn=subr egi st rysubentry

¢ See Also:

"Cloning Oracle Fusion Middleware" in the Oracle Fusion Middleware
Administrator's Guide.
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7.1.13 (Bug 16498988) Oracle Internet Directory Fails to Start on Solaris
SPARC System Using ISM

ORACLE

Issue

Oracle Internet Directory fails to start on the following Oracle Solaris SPARC system using
Intimate Shared Memory (ISM): 5. 11 11.1 sun4v sparc sun4v

Workaround

As a workaround for this problem, set the following values, as shown in the next procedure:

Set the total amount of operating system physical locked memory allowed (pr oj ect . max-
| ocked- nenory) for Oracle Internet Directory to 2 GB or higher so that the value aligns
with the supported page sizes. The pagesi ze -a command lists all the supported page
sizes on Solaris systems.

Set the or cl ecachenmaxsi ze attribute to less than the proj ect . max- | ocked- nenory and
ensure that the value aligns with the OS supported page sizes. For example, set the
value to 256 MB.

In the following procedure, it is assumed that the Oracle Internet Directory services are
managed by an operating system user named "oracle";

1.
2.

Log in to the Solaris SPARC system as the root user.

Check the project membership of the OID user.

If the OID user belongs to the default project:

a.

Create a new project with the value of maximum locked memory set to 2 GB or
higher, and associate the OID user with the newly created project. On Solaris 10 and
11, project id 3 represents the default project. For example:

#id -p oracle

ui d=2345( oracl e) gi d=529(dba) projid=3(default)

# projadd -p 150 -K "project. max- | ocked- nenory=(priv, 2G deny)" oi dmax| kmem
# usernod -K proj ect=oi dmaxl kmem oracl e

Verify that the value for the resource control pr oj ect . max- | ocked- menory was set to
2 GB, as expected. For example:

# su - oracle

$id-p oracle
ui d=2345( oracl e) gi d=529(dba) proji d=150( oi dmax| knem)

$ prctl -n project. max-1ocked-menory -i project 150
project: 150: oi dmaxl kmem
NAVE PRI VI LEGE VALUE FLAG  ACTI ON RECI Pl ENT
proj ect. max- | ocked- nenory
privil eged 2.00GB - deny
system 16. 0EB max  deny

If the OID user belongs to a non-default project:

a.

Modify the corresponding project to include the proj ect . nax- | ocked- menory
resource control and set the value to 2 GB or higher. For example:

#id -p oracle
ui d=2345( oracl e) gi d=529(dba) proji d=125(oraproj)
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# projnmod -a -K "project. mx-1 ocked- menory=(priv, 2G deny)" oraproj

b. Verify that the value for the resource control pr oj ect . max- | ocked- menmory was
set to 2 GB, as expected. For example:

# projects -1 oraproj
or apr oj
projid : 125
coment: ""
users : (none)

groups : (none)
attribs: project.mx-|ocked-menmory=(priv, 2147483648, deny)
proj ect . max- shm menor y=(pri v, 34359738368, deny)

# su - oracle
$id-p
ui d=2345( oracl e) gi d=529(dba) projid=125(oraproj)

$ prctl -n project.max-1ocked-menory -i project 125
project: 125: oraproj
NAVE PRI VI LEGE VALUE FLAG  ACTION RECI PI ENT
proj ect. max- | ocked- nenory

privil eged 2.00GB - deny -

system 16. OEB max  deny -

3. Set the entry cache maximum size (or cl ecachenaxsi ze attribute) to a value that is
less than the maximum locked memory size allowed by the OS and that aligns
with the OS supported page sizes.

For example, using SQL*Plus, set the value to 256 MB:

sql pl us ods@i ddb
update ds_attrstore set attrval =' 256n

where entryi d=940 and attrname="orcl ecachemaxsi ze'
comit;

4. Run the confi g. sh script to configure Oracle Internet Directory.

7.1.14 ODSM Browser Window Becomes Unusable

Issue

Under certain circumstances, after you launch ODSM from Fusion Middleware Control,
then select a new ODSM task, the browser window might become unusable. For
example, the window might refresh repeatedly, appear as a blank page, fail to accept
user input, or display a null pointer error.

Workaround

As a workaround, go to the URL: htt p:// host: port/odsm where host and port
specify the location where ODSM is running, for example, http://

nyserver . exanpl e. com 7005/ odsm You can then use the ODSM window to log in to a
server.

ORACLE 7-8



Chapter 7
General Oracle Internet Directory Issues and Workarounds

7.1.15 (Bug 9050432) Bulkmodify Might Generate Errors

Issue

If Oracle Internet Directory is using Oracle Database 11g Release 1 (11.1.0.7.0), you might
see ORA- 600 errors while performing bul knodi fy operations.

Workaround

To correct this problem, apply the fixes for Bug 7019313 and Bug 7614692 to the Oracle
Database.

7.1.16 (Bug 8464130)Turkish Dotted | Character is Not Handled Correctly

Issue

Due to a bug, Oracle Internet Directory cannot handle the upper-case dotted | character in
the Turkish character set correctly. This can cause problems in ODSM and in command-line
utilities.

Workaround

There is no workaround for this issue.

7.1.17 (Bug 10383377) SQL of OPSS Idapsearch Might Take High CPU%

Issue

The SQL of an OPSS one level | dapsear ch operation, with filter "or cl j aznpri nci pal =val ue"
and required attributes, might take unreasonably high percentage DB CPU.

Workaround

If this search performance impacts the overall performance of the machine and other
processes, you can resolve the issue by performing the following steps in the Oracle
Database:

1. Log in to the Oracle Database as user ODS and execute the following SQL:

BEG N

DBNVS_STATS. GATHER TABLE_STATS( OWNNAVE=>' ODS' ,
TABNAME=>' CT_ORCLJAZNPRI NCI PAL" ,
ESTI MATE_PERCENT=>DBMS_STATS. AUTO_SAMPLE_SI ZE,
CASCADE=>TRUE) ;

END;

/

2. Flush the shared pool by using the ALTER SYSTEM statement, as described in the
Oracle Database SQL Language Reference.

7.1.18 Unable to set up OID replication in Oracle Enterprise Manager

Issue

The wizard for setting up replication is no longer available in Oracle Enterprise Manager
Fusion Middleware Control 12¢ Administration menu.
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Workaround

You can use the command line tools for setting up LDAP-based replication. See
Command-line Tools to Setup and Modify Replication in Administering Oracle Internet
Directory.

7.1.19 Unable to estimate OID tuning and sizing needs in Oracle
Enterprise Manager

Issue

The wizard for estimating sizing and tuning needs is no longer available in Oracle
Enterprise Manager Fusion Middleware Control 12¢c Administration menu.

Workaround

For recommendations on sizing and tuning Oracle Internet Directory, see Tuning and
Sizing Oracle Internet Directory in Administering Oracle Internet Directory.

7.1.20 Unable to manage wallet for OID in Oracle Enterprise Manager

Issue

The wallet option is no longer available in Oracle Enterprise Manager Fusion
Middleware Control 12¢ Security menu.

Workaround

You can use the orapki tool or the keystore service to create a wallet, see Wallet
Management and Keystore Management in Administering Oracle Fusion Middleware.

7.1.21 In IBM AIX, OID Schema Load May Fail While Running the

RCU Tool

ORACLE

Issue
Impacted Platforms: IBM AlIX

After successful installation of Oracle Internet Directory 12c on AIX operating system,
the OID schema load using the RCU tool fails with the following error:

Error initializing SQPI usEngine:

java.io. | Oxception: java.io.|OException: java.io.|OException:

java.io. | Oxception: java.io.|OException:

java.io. | Oxception: java.io.|OException: java.io.|OException:

java.io. | Oxception: java.io.|OException:

java.io. | Oexception: java.io.lOException: Error initializing sqglplus.

at

oracl e. sysman. assi stants. conmon. dbuti | . sql pl us. SQLPI usEngi ne. set Defaul t E
ngi neSet ti ngs( SQLPI usEngi ne. j ava: 2144)

at

oracl e. sysman. assi stants. cormon. dbuti | . sql pl us. SQLPI usEngine.initialize(
SQLPI usEngi ne. j ava: 352)

at

oracl e. sysman. assi stants. rcu. backend. acti on. SQLPI usAct i on. perform SQLPI u
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sAction. java: 214)

at

oracl e. sysman. assi stants. rcu. backend. t ask. Abst ract ConpTask. execut e( Abst ract Co
npTask. j ava: 255)

at

oracl e. sysman. assi stants. rcu. backend. t ask. Act ual Task. run( TaskRunner . j ava: 346)
at java.lang. Thread. run(Thread.j ava: 785)

Oracle Internet Directory 12c is bundled with IBM AlX Database client 12.1.0.2.0 version. The
issue is related to the IOCP API symbols dependency in IBM AIX Database 12.1.0.2 client
library. Enable the IOCP module in the machine where OID server is installed to resolve this
issue.

Workaround

On IBM AlX in IBM POWER Systems (64-Bit), enable 1/0 completion ports (IOCP) before
initiating the install process. To enable IOCP ports, set the status of the IOCP port to
Avail abl e.

To check if the IOCP module is enabled, run the | sdev command:

$ I'sdev | grep iocp

By default, IOCP is set to Def i ned, and hence not enabled. The following sample output
shows the IOCP status is set to Def i ned:

i ocp0 Def i ned I /O Conpletion Ports

To enable IOCP, set the IOCP status to Avai | abl e using the following procedure:

1. Loginasroot and run the following command:
# smitty iocp

2. Select Change | Show Characteristics of /0 Completion Ports.
3. Change the configured state at system restart from Def i ned to Avai | abl e.

4. Run the | sdev command to confirm the IOCP status is set to Avai | abl e:

$ I'sdev | grep iocp
i ocp0 Avai | abl e /O Conpl etion Ports

5. Perform a system restart to make the changes permanent.

7.2 Oracle Internet Directory Configuration Issues and
Workarounds

This section describes configuration issues and their workarounds. It includes the following
topics:

e Accept TLS Protocol for SSL support
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7.2.1 Accept TLS Protocol for SSL support

Issue

While configuring Oracle Internet Directory in SSL mode, if SSLv3 is disabled and you
try to enable the TLS mode only, then the Oracle Internet Directory configuration
hangs. This happens when or cl ssl ci pher sui t e attribute is populated with
unsupported cipher suites.

Workaround

The workaround is to remove the unsupported cipher suite from the

orcl ssl ci phersui t e attribute. For more information about the supported cipher suite
list, see "Supported Cipher Suites" in Oracle Fusion Middleware Administrator's Guide
for Oracle Internet Directory.

In addition, you must completely disable SSLv3 and TLS 1.0, and enable TLS for
configuring Oracle Internet Directory in SSL mode. For enabling only TLS (and
disabling SSLv3), you need to modify the value of or cl crypt over si on attribute to 24.
This value refers to TLS 1.1 and TLS 1.2. For more information, see "Supported
Protocol Versions" in Oracle Fusion Middleware Administrator's Guide for Oracle
Internet Directory.

Run the | dapnodi f y command to update the value of or cl crypt over si on to 24 as
follows:

| dapnodi fy -D "cn=orcladmn" -q -p portNum-h hostname -f |difFile

Here | di f Fi | e contains:

dn: cn=oi d1, cn=osdl dapd, cn=subconfi gsubentry
changet ype: nodify

repl ace: orclcryptoversion
orclcryptoversion: 24

7.2.2 Warning When Creating a Remote Oracle Internet Directory

Instance

ORACLE

Issue

When you create an Oracle Internet Directory instance targeted to a remote node, on
first machine, the following warning is displayed in the Administration Server logs:

<\War ni ng> <Managenent > <BEA-141296> <Unable to contact Node Manager
on "oi dhost 2".
Activation for system conponent "oid2" is deferred until "oidhost2"
becomes avai | abl e.
java.l ang. Runti meException: Node Manager is not available on machine
oi dhost 2

Workaround

This warning can be ignored.
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7.3 Documentation Errata

This section describes documentation errata. It includes the following topics:

* Replication Instructions in Tutorial for Identity Management are Incomplete

7.3.1 Replication Instructions in Tutorial for Identity Management are
Incomplete

In the Tutorial for Identity Management, which is linked from Getting Started with Oracle
Identity Management, Setting up Oracle Internet Directory Replication, is missing important
information.

Specifically, the instructions do not work unless the new consumer node is empty. If the new
consumer node has pre-loaded data, then various conflict resolution and invalid attribute
name format messages will appear in the replication logs.

For more information, see Rules for Configuring LDAP-Based Replication in the Oracle
Fusion Middleware Administering Oracle Internet Directory.
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Oracle Identity Management Integration

Notes for this release include information about supported integrations.

Features Not Supported in Release 12.2.1.4.0
Features Not Supported in Release 12.2.1.4.0 (BP02)

Oracle Identity Management Integration Issues and Workarounds

8.1 Features Not Supported in Release 12.2.1.4.0

Oracle Identity Management does not support the following integration features in this
release:

Upgrading OAM-OIG integrated deployment is not supported in 12c (12.2.1.4.0). OAM-
OIG integration is supported only for fresh installations of OAM and OIG.

For all directory types (OUD, OID, and AD) the following reconciliations are not
supported:

— User delete full and incremental reconciliation.
— Reconciliation of deleted roles that have user members or child roles.

For Active Directory type, Role hierarchy full and incremental reconciliation is not
supported.

If LDAP directory is used as a target in customer's setup, you cannot use it for OAM-OIG
integration. It is not supported out-of-box and must be handled as one-off.

Reservation container is not supported in a connector-based OAM-OIG integration.

8.2 Features Not Supported in Release 12.2.1.4.0 (BP02)

Oracle Identity Management does not support the following integration features in this
release after applying the OAM bundle patch 12.2.1.4.200327 or the OIM bundle patch
12.2.1.4.200505:

If LDAP directory is used as a target in customer's setup, you cannot use it for OAM-OIG
integration. It is not supported out-of-box and must be handled as one-off.

Reservation container is not supported in a connector-based OAM-OIG integration.

8.3 Oracle Identity Management Integration Issues and
Workarounds

Use OIG as a primary source for managing Users and Roles.

Perform deletion of users, or role related changes such as memberships and hierarchy in
OIG and not directly against the directory.

ORACLE
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The following are the known limitations for the OIG-OAM integration:

»  Group names must be unique in target LDAP for SSO-integrated setup.

*  Orchestration-Provisioning Compensation will not be performed by any of the
LDAP account, role, user membership, and role hierarchy post process handlers.
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