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For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=accsid=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=info Or Visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you
are hearing impaired.

Related Documents

For more information, see the following documents in the Oracle Fusion Middleware 14c
(14.1.2.1.0) documentation set:

* Release Notes for Oracle Identity Management

» Installing Oracle Unified Directory

»  Configuration Reference for Oracle Unified Directory
»  Developing Plug-Ins for Oracle Unified Directory

e Java API Reference for Oracle Unified Directory

e Transitioning to Oracle Unified Directory

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.
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Convention Meaning

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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What's New in This Guide?

This preface introduces the new and changed features of Oracle Unified Directory and Oracle
Unified Directory Services Manager (OUDSM) since the previous release, and provides
pointers to additional information. The information includes the following section:

New and Changed Features for Oracle Unified Directory 14c (14.1.2.1.0)

New and Changed Features for Oracle Unified Directory 14c

(14.1.2.1.0)

ORACLE

Oracle Unified Directory 14c¢ (14.1.2.1.0) includes the following new and changed features:

JDK Upgrade: Oracle Unified Directory 14c (14.1.2.1.0) is certified for use with JDK 17,
which introduces new features, optimizations, and bug fixes enhancing the overall
performance and stability.

Berkeley Database Java Edition Upgrade: Oracle Unified Directory uses Berkeley
Database Java Edition for storage and retrieval purposes of OUD. The Berkeley Database
Java Edition has been upgraded to version 7.5.18 providing improved functionality and
better performance.

Deprecating TLS 1.1: Support for TLS 1.1 and earlier versions has been discontinued.
Oracle Unified Directory now requires TLS 1.2 or TLS 1.3 for secure communication.

Support for PKCS12 as Default Keystore: Self-signed certificates are now stored in
PKCS12 format by default, providing stronger encryption and improved compatibility.
Oracle recommends that you switch the keystore format of the existing security
configuration to PKCS12, which is an industry-standard format.
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Overview of Oracle Unified Directory

ORACLE

This part provides an overview of Oracle Unified Directory and the modes in which it can be
installed. In addition, it also provides sample deployment scenarios for each server mode, and
includes the following topics:

e Introduction to Oracle Unified Directory
¢ Understanding Deployment Scenarios Using the Directory Server
¢ Understanding Deployments Using the Proxy Server

¢ Understanding Mixed Deployments



Introduction to Oracle Unified Directory

Oracle Unified Directory is an all-in-one directory solution with storage, proxy, synchronization
and virtualization capabilities. You will learn about the unique features of Oracle Unified
Directory and its architecture in this section.

This section contains the following topics:

e Understanding Oracle Unified Directory
e Overview of Directory Server
e Overview of Proxy Server

e Overview of the Replication Gateway

1.1 Understanding Oracle Unified Directory

Oracle Unified Directory is a comprehensive next generation directory service. It is designed to
address large deployments and to provide high performance, and is highly extensive. Oracle
Unified Directory is easy to deploy, manage, and monitor.

The following topics provide an overview of Oracle Unified Directory:

e Overview of Oracle Unified Directory Components
« Understanding Oracle Unified Directory Installation Types

e Understanding Oracle Unified Directory Synchronization with Other Directories

1.1.1 Overview of Oracle Unified Directory Components

ORACLE

You can define some components in Oracle Unified Directory for a robust directory server
performance.

Oracle Unified Directory components include:

e LDAP directory server, used for storing data
See Overview of Directory Server.

* Proxy server, where the server acts as an interface between the client and the directory
server that contains the data

See Overview of Proxy Server.

* Replication gateway between Oracle Unified Directory and Oracle Directory Server
Enterprise Edition.

See Overview of the Replication Gateway.

For more information about which Oracle Unified Directory server mode you should use, see
Understanding Oracle Unified Directory Installation Types.
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1.1.2 Understanding Oracle Unified Directory Installation Types

The mode in which the Oracle Unified Directory server runs depends on how you install the
software based on your requirement. You can select the installation type depending on your
requirement.

The following installation types are available while installing Oracle Unified Directory:

e About Directory Server Set Up
e About Proxy Server Set Up
« About Replication Gateway Server Set Up

1.1.2.1 About Directory Server Set Up

To create an LDAP directory server that contains directory data, install Oracle Unified Directory
as a directory server as described in Setting Up Oracle Unified Directory as a Directory Server
in Oracle® Fusion Middleware Installing Oracle Unified Directory.

1.1.2.2 About Proxy Server Set Up

If you want the server to act as an interface between the client and the directory server
containing the data, then install Oracle Unified Directory as a proxy server. The proxy server
does not contain any data. It handles client requests through load balancing or data
distribution. See Setting Up Oracle Unified Directory as a Proxy Server in Oracle® Fusion
Middleware Installing Oracle Unified Directory.

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

1.1.2.3 About Replication Gateway Server Set Up

If you want the Oracle Unified Directory server to replicate information between Oracle Unified
Directory and Oracle Directory Server Enterprise Edition, then install Oracle Unified Directory
as a replication gateway. See Setting Up Oracle Unified Directory as a Replication Gateway in
Oracle® Fusion Middleware Installing Oracle Unified Directory.

1.1.3 Understanding Oracle Unified Directory Synchronization with Other

Directories

ORACLE

You can synchronize Oracle Unified Directory with other directories using Oracle Directory
Integration Platform. Oracle Directory Integration Platform consists of a set of services and
interfaces that facilitates synchronization and provisioning solutions between the directory and
other repositories.

To use Directory Integration Platform to enable synchronization for Oracle Unified Directory,
you must enable the Oracle Unified Directory changelog.

Directory Integration Platform synchronization can be described as follows:
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* Understanding Synchronization between Oracle Unified Directory and Oracle Internet
Directory

* Understanding Synchronization between Oracle Unified Directory and Third-Party
Directories

# Note:

You can obtain Oracle Directory Integration Platform by installing Oracle Internet
Directory release 14.1.2.1.0.

1.1.3.1 Understanding Synchronization between Oracle Unified Directory and Oracle
Internet Directory

Oracle Directory Integration Platform 12.2.1.4.0 and higher supports synchronization between
Oracle Internet Directory and Oracle Unified Directory. For more information about the
synchronization procedure, see Integrating with Oracle Directory Server Enterprise Edition
(Connected Directory) in the Oracle Fusion Middleware Administrator's Guide for Oracle
Directory Integration Platform.

# Note:

Oracle Directory Server Enterprise Edition was formerly known as the Sun Java
System Directory Server. You must replace all references of SJsSDs in the guide to ouD
for synchronization to work accurately. You can obtain Oracle Directory Integration
Platform by installing Oracle Identity Management release 12.2.1.4.0 or above.

1.1.3.2 Understanding Synchronization between Oracle Unified Directory and Third-
Party Directories

To enable synchronization of data between Oracle Unified Directory and third-party directories,
you must integrate Oracle Directory Integration Platform with . You can obtain Oracle Directory
Integration Platform by installing Oracle Identity Management release 12.2.1.4.0 or above.

1.2 Overview of Directory Server

ORACLE

A directory server provides a central repository for storing and managing information such as
identity profiles, user credentials, access privileges, application resource information, and
network resource information. The Oracle Unified Directory server is an LDAPv3-compliant
directory server written entirely in Java for data storage.

The directory server includes the following high-level functionality:

e Full LDAPv3 compliance (RFC 4510-4519) with support for numerous standard and
experimental extensions

e High performance and space effective data storage

e Ease of configuration and administration

1-3



Chapter 1
Overview of Proxy Server

A highly extensible administrative framework that enables you to customize most of
the features listed below.

An administration connector that manages all administration traffic to the server. The
administration connector enables the separation of user traffic and administration
traffic to simplify logging and monitoring, and to ensure that administrative commands
take precedence over commands that manipulate user data.

A graphical control panel that displays server status information and enables you to
perform basic server and data administration.

Several command-line utilities to assist with configuration, administration tasks, basic
monitoring, and data management. The main configuration utility (dsconfig) provides
an interactive mode that guides you through most configuration tasks.

e Advanced replication mechanism

Enhanced multi-master replication across directory server instances

Assured replication feature that ensures high availability of data and immediacy of data
availability for specific deployment requirements

Fractional replication capabilities

Support for an external change log that publicizes all changes that occur in a directory
server database

e Extensible security model

Support for various levels of authentication and confidentiality
Access to resources based on privileges

Advanced access control mechanism

e Multi-faceted monitoring capabilities

*  Rich user management functionality

Password policies
Identity mapping

Account status notification

1.3 Overview of Proxy Server

A proxy server acts as a bridge for requests from clients seeking resources from large-scale
networks. Proxy servers enhance performance and security. Oracle Unified Directory support
load balancing, failover, data distribution, and global index.

The following topics provide a brief overview of Oracle Unified Directory's proxy component:

e Understanding the Proxy Server

* Understanding the Use of the Proxy Server

1.3.1 Understanding the Proxy Server

The Oracle Unified Directory proxy is an LDAPv3 compliant server that does not store data but
routes LDAP requests from clients to the directory servers that are spread across an
enterprise.

ORACLE

The proxy is the entry point to a directory service deployment spread over multiple directory
servers, multiple data centers, or both. All client requests are routed by the proxy to the
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appropriate remote LDAP server. The Oracle Unified Directory proxy component can be used
with any LDAP v3-compliant directory server, such as the Oracle Unified Directory server or
Oracle Directory Server Enterprise Edition.

To route data requests to the remote LDAP servers, you can configure the proxy component to
use either load balancing or data distribution, or both.

You can deploy the Oracle Unified Directory proxy in very simple configurations, or in more
complex, replicated scenarios, using oud-proxy-setup. For detailed information about some
simple deployments, see Understanding Deployments Using the Proxy Server.

# Note:

The proxy component cannot be used directly as a datastore.

As the interface between the client and the remote LDAP server, the proxy provides numerous
security features to ensure secure connection if and when required. See Configuring Security
Between the Proxy and the Data Source.

For an in-depth presentation of the elements that constitute the Oracle Unified Directory proxy,
see Understanding the Proxy, Distribution, and Virtualization Functionality.

1.3.2 Understanding the Use of the Proxy Server

ORACLE

The proxy manages all the connections between a client and a data source (be it a single
server, replicated server, or data center). As such, it centralizes all the rules for client
connections, including handling load balancing, data distribution and security with the data
source.

When you deploy the proxy for load balancing, all requests received by the proxy are routed to
one of the remote LDAP servers based on the load balancing algorithm set during deployment.
This routing enables you to identify the back-end directory servers that the proxy should
communicate with and specify the percentage of total client load each directory server should
receive. Once configured, the proxy automatically distributes client queries to different directory
servers conforming to the load criteria defined in the configuration.

To deploy a highly available directory service, you must have at least two replicated directory
servers. To ensure that requests that fail to the first server are treated by the backup server,
you must ensure that all the clients know the addresses for both data sources, and are coded
to treat a failure on the primary server by re-sending the request to the backup server. The
proxy handles the failover and load balancing of requests, thereby simplifying high availability
and scalability.

Typically, if your deployment used only one server to store all the data, you would have
performance issues if your data store was too large. You could resolve this issue by replacing
the single server with several servers, and splitting the data across these servers. In this case,
each client application would need to know which server to search for its data. With the proxy,
there is no need to replicate the distribution information for each application, because the proxy
manages the distribution of requests to the appropriate data source. Instead, the client
application sends a request to the proxy. The proxy knows which partition holds the requested
data and handles the request using distribution.

By including the proxy in your deployment, you ease the configuration and management of
client applications. The proxy centralizes and handles all requests, ensuring load balancing,
distribution of requests, or both.
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The proxy also provides a single access point for managing security in a directory service. You
can use the proxy to authorize or restrict access to remote directory servers. In addition, to
perform maintenance or back up an LDAP server, you can simply modify your proxy
deployment to avoid service interruption.

For a description of sample deployments, see Understanding Deployments Using the Proxy
Server.

1.4 Overview of the Replication Gateway

A replication server facilitates replication (copying) of data from one Oracle Unified Directory
instance to another Oracle Unified Directory server or to another Oracle Directory Server
Enterprise Edition (ODSEE) server.

The following topics provide a brief overview of the replication gateway component of Oracle
Unified Directory:

e About the Replication Gateway
* Understanding the Role of the Replication Gateway

e Limitations of the Replication Gateway

1.4.1 About the Replication Gateway

Replication is the mechanism that propagates a change made on one directory server to
multiple different directories in a replication topology. The replication gateway translates and
propagates replication information effectively between directory servers from Oracle Directory
Server Enterprise Edition and directory servers from Oracle Unified Directory.

The main purpose of the replication gateway is to facilitate migration from an existing Directory
Server Enterprise Edition deployment to an Oracle Unified Directory topology. For this
migration to succeed, you must use one of the following versions:

* Any Oracle Directory Server Enterprise Edition since 11g Release 1 (11.1.1)

* A Sun Java System Directory Server Enterprise Edition, 6.3.1.1.2 Release (starting with
the Oracle Unified Directory 11g Release 2 (11.1.2.3) release)

The replication gateway translates the synchronization mechanism specific to each version of
the directory, offering two-way replication between the disparate topologies. The replication
gateway can be regarded as a pipe that propagates updates between heterogeneous
replicated topologies. Translations are managed "on the fly" without storing any data on disk.

1.4.2 Understanding the Role of the Replication Gateway

The replication gateway is responsible for propagating changes made on the disparate servers
to the entire replication topology. You need replication setup to meet the objectives of high
availability and performance.

The following example shows how you can transition an existing Oracle Directory Server
Enterprise Edition deployment to an Oracle Unified Directory topology by using the replication
gateway between the two topologies.
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Figure 1-1 Transitioning an Existing ODSEE Deployment to OUD
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Within the overall replication topology, the replication gateway acts as a two-way forwarding
server. It propagates modifications from the Oracle Directory Server Enterprise Edition servers
to the Oracle Unified Directory replication topology, and from the Oracle Unified Directory
servers to the Oracle Directory Server Enterprise Edition replication topology. In each instance,
the replication gateway propagates both ways. You can disable changes from being
propagated from the Oracle Unified Directory servers to the Oracle Directory Server Enterprise
Edition replication topology, according to your transition scenario.

# Note:

In a replication architecture, each replication server is connected to every other
replication server in the topology.

For high availability, two replication gateway servers are deployed in every transition scenario.

For information about deploying the replication gateway in a migration scenario, see
Replicating Between Oracle Directory Server Enterprise Edition and Oracle Unified Directory.

1.4.3 Limitations of the Replication Gateway

Replication is necessary for improving the availability of data across the network. However,
there are several limitations to replication that one must be aware of before setting up the
replication gateway.

The replication gateway does not manage the following aspects:
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Data initialization. Total update is not supported through the replication gateway. To
initialize an Oracle Directory Server Enterprise Edition topology with data from an Oracle
Unified Directory server, the data must be exported from the Oracle Unified Directory
server and then imported to an Oracle Directory Server Enterprise Edition master server.

Schema coherency. The replication gateway does not ensure that schema is coherent
across the disparate servers. The administrator must define coherent schema.

Feature translation. The replication gateway does not translate features between the
disparate servers, and assumes that the topologies are heterogeneous, regarding features.
The best way to handle incompatible features (for example, macro ACIs, CoS, password
policies) is to filter out the affected object classes and attribute types before replication
occurs.

The replication gateway does provide a filtering option, for replication from Oracle Directory
Server Enterprise Edition to Oracle Unified Directory. This option enables you to filter out
object classes and attribute types that do not apply to Oracle Unified Directory servers.
The default values that are configured for filtering account for differences in CoS, roles,
password policies, and conflict resolution.

Replication Conflict Resolution. For single-valued attributes, if different values are
added simultaneously to the same single-valued attribute, then the Oracle Directory Server
Enterprise Edition server and the Oracle Unified Directory server handle the conflict in
different ways. The Oracle Directory Server Enterprise Edition server retains the value of
the last modify/add operation while the Oracle Unified Directory server retains the oldest
value. These values may not always be the same.
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Understanding Deployment Scenarios Using
the Directory Server

In this chapter you will explore some sample configurations for a replicated topology including
multiple instances of the Oracle Unified Directory directory server.
It contains the following topics:

¢ Understanding Small Replicated Topology
¢ Understanding Multiple Data Center Topology

2.1 Understanding Small Replicated Topology

ORACLE

Replicating directory data across servers allows you to reduce the access load on a single
server and improve the server response time by providing horizontal read scalability. In
addition, you can use replication to ensure availability of data if a system failure occurs.

¢ Note:

You cannot use replication to scale write operations because a write operation to one
directory server results in a write operation to every other server in the topology. The
only way to scale write operations horizontally is to split the directory data among
multiple databases and place those databases on different servers.

The centralized replication model in Oracle Unified Directory separates user data from
replication metadata. In this model, the server that stores the user data is called the directory
server. The server that stores the replication metadata is called the replication server. This
approach simplifies the management of replication topologies and can improve performance.

The following figure shows how you can use replication to ensure availability and to provide
read scalability in a small topology.
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Figure 2-1 Basic Replication Topology
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For small deployments, you can set up replication by putting the replication servers and
directory servers on the same system. You can further simplify administration by running the
replication server and the directory server on each system in a single process.

This section contains the following topics:

* Role of Directory Servers in a Topology

* Role of Replication Servers in a Topology

2.1.1 Role of Directory Servers in a Topology

Directory servers are primarily responsible for persistence of data, serving client requests, and
forwarding changes to specific replication servers. It is essential to understand the different
roles to build a robust topology.

When a change is made on a directory server, that server forwards the change to a selected
replication server. The replication server then replays the change to other replication servers in
the topology, which in turn replays the change to all other directory servers in the topology.

Each directory server contains the following items:
e Alist of the suffix DNs to be synchronized

* Alist of the replication servers to which each suffix DN can connect

Applications should typically perform reads and writes on the same directory server instance,
which prevents those applications from experiencing consistency problems due to loose
consistency.
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2.1.2 Role of Replication Servers in a Topology

Replication Servers ensure integrity and uniformity of the data by storing replicated data in
multiple databases. As a consequence, it reduces load on the network and improves the
performance.

Replication servers are responsible for the following tasks:

e Managing connections from directory servers

e Connecting to other replication servers

e Listening for connections from other replication servers

* Receiving changes from directory servers

* Forwarding changes to directory servers and to other replication servers

e Saving changes to stable storage, which includes trimming older operations

Each replication server contains a list of all the other replication servers in the replication
topology. Replication servers are also responsible for providing other servers with information
about the replication topology. Even the smallest deployment must include two replication
server instances, to ensure availability in case one of the replication server instances fails.
There is usually no need for additional replication server instances unless the directory service
must be able to survive more than one failure at a time, or unless the number of directory
server instances must be very large.

# Note:

In a replication architecture, each replication server is connected to every other
replication server in the topology.

Although replication servers do not store directory data, they are always LDAP servers or JIMX
servers. Like directory servers, you can configure, monitor, back up, and restore replication
servers as described in Understanding the Oracle Unified Directory Replication Model.

2.2 Understanding Multiple Data Center Topology

ORACLE

Replication enables geographic distribution of the directory service by providing identical
copies of directory data on multiple servers across more than one data center. The basic
principles of a replication deployment outlined in the small topology also apply to multiple data
center deployments.

The Oracle Unified Directorydirectory server uses a custom replication protocol that is efficient
over a wide area network (WAN). In the following scenario, an enterprise has two major data
centers, one in London and the other in New York, separated by a WAN.

This deployment includes two replication server instances for availability in each data center, in
case one of the replication server instances fails. The directory servers connect first to local
replication servers. Directory servers only access replication servers in another data center if
all local replication servers have failed. Client applications always connect to local directory
server instances, and perform reads and writes on the same directory server instance.

TheOracle Unified Directory directory server supports an unlimited number of read/write
directory servers in a replication topology. The number of directory servers can be scaled
according to the read requirements of the organization.
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# Note:

Increasing the number of directory servers does not scale the number of writes that
can be processed because ultimately all servers in the topology must process all the
writes. Unless it is acceptable to have a topology that does not converge, the write
throughput of the topology is limited to the write throughput of the slowest server.

Figure 2-2 Multiple Data Center Topology
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This section contains the following topics:

e Understanding Multiple Data Centers and Replication Groups

e Understanding Multiple Data Centers and the Window Mechanism
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2.2.1 Understanding Multiple Data Centers and Replication Groups

ORACLE

Replication groups enable you to organize a replicated topology according to a specific criteria.
For instance, the location of a data center. The example in this section demonstrates how to
use replication groups across several data centers.

A replication group is identified by a unique ID that is applied to the replication servers and the
directory servers in that group. Group IDs determine how a directory server domain connects
to an available replication server. From the list of configured replication servers, a directory
server first tries to connect to a replication server that has the same group ID as that of the
directory server.

This sample deployment illustrates the use of replication groups across multiple data centers.
The deployment assumes two data centers, connected by a wide area network (WAN), with the

following configuration:

« Each replication server and directory server within a single data center has the same group

ID.

e The entire data center has a unique group ID (one group ID per data center).

Figure 2-3 shows a disaster recovery deployment that includes two data centers with different

group IDs.

Figure 2-3 Replication Groups Over WAN
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In this deployment, each directory server will attempt to connect to a replication server in its
own data center, avoiding the latency associated with connection over a WAN. If all the
replication servers in a data center fail, the directory server will connect to a remote replication
server. This ensures that the replication service is maintained, albeit in a degraded manner (if
the connection between data centers is slow). When one or more local replication servers is
back online, the directory servers will automatically reconnect to a local replication server.
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2.2.2 Understanding Multiple Data Centers and the Window Mechanism

ORACLE

The directory server in Oracle Unified Directory provides a window mechanism, which specifies
that a certain number of update requests are sent without one server having to wait for an
acknowledgment from the recipient server before continuing.

The window size represents the maximum number of update messages that can be sent
without immediate acknowledgment from the recipient server. If the topology spans multiple
data centers connected by a network with large latency, it might be worth increasing the
window size beyond its default value of 100. To assess whether the window size is the limiting
factor in replication throughput, monitor the current-send-window and current-rcv-window
attributes below cn=monitor.

If a server publishes a current-send-window to another server that is consistently zero or
close to zero and the corresponding server publishes a current-rcv-window that is higher, it
means that all the data are currently in the network. In this case, increasing the window size on
the recipient server should increase replication speed and reduce replication delay. These
improvements will result in the consumption of more resources on the recipient server.

2-6



Understanding Deployments Using the Proxy

Server

The prime role of a proxy server is to route LDAP requests from clients to directory servers that
are deployed in a directory services topology.

The following topics provide some example deployments to help familiarize you with how the
proxy server works:

e Understanding Your Proxy Deployment Type
e Supported Proxy Deployments

3.1 Understanding Your Proxy Deployment Type

ORACLE

There are several kinds of scenarios in which you can deploy a proxy server successfully. It is
essential to understand the different deployment types to build a network as per your
requirement.

The two most common types of deployment with the proxy are:

* Load balancing
«  Distribution

To decide which type of deployment to use, consider where and how your data is stored and
how much data do you handle.

e If all your data is stored on a replicated data store, then use a deployment with load
balancing. See Configuration 1: Simple Load Balancing.

e If your data is partitioned or if you have a large database and want to split your data so that
it is partitioned on different data sources, then use a deployment with distribution. See
Configuration 2: Simple Distribution.

You can define more complex deployment scenarios that layer load balancing and distribution.
The main question is, do you need load balancing, or distribution, or both?

« If you need to deploy data centers in different geographical locations, then you could
deploy failover between two load-balanced data centers. See Configuration 3: Failover
Between Data Centers.

* If you want to use distribution, but also want the data partitions to be replicated, then you
can deploy the proxy server using distribution, which routes to a load balancer. See
Configuration 4: Distribution with Load Balancing.

* If you want to use distribution with the data partitions replicated, but for availability and
disaster recovery you want the partitions to not only be replicated in one data center but
also want to replicate the data centers in two different geographical locations, then you
could deploy an architecture similar to Configuration 5: Distribution with Failover Between
Data Centers.
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# Note:

To map entries to a specific partition, add a global index catalog to the deployment by
using distribution. Adding a global index catalog helps minimize the use of
broadcasts. See Configuring Global Indexes Using the Command Line.

3.2 Supported Proxy Deployments

Use the examples in the following sections to familiarize yourself with how the proxy works and
the various deployment configurations that are supported by Oracle Unified Directory:

e Configuration 1: Simple Load Balancing

e Configuration 2: Simple Distribution

e Configuration 3: Failover Between Data Centers

e Configuration 4: Distribution with Load Balancing

e Configuration 5: Distribution with Failover Between Data Centers
e Configuration 6: Enterprise User Security

e Configuration 7: Multiple Replicated Proxies

e Configuration 8: Virtualization

3.2.1 Configuration 1: Simple Load Balancing

Load balancing is a strategy to optimize performance by distributing incoming requests across
multiple resources. This in turn prevents any single resource from being overloaded. The
example illustrates how to set up a simple load balancing.

When you deploy the proxy for load balancing, all requests that the proxy receives are routed
to one of the remote LDAP servers. As illustrated in Figure 3-1, the remote LDAP servers are
replicated and contain the same data. The number of supported remote LDAP servers is not
limited.

Figure 3-1 Simple Load Balancing

Oracle Unified Directory Proxy
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The requests are routed to one of the remote LDAP servers based on the load balancing
algorithm set during deployment.

The load balancing algorithms are:
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e failover

* generic

e optimal

e proportional
* saturation

e searchfilter

For more information about the different load balancing algorithms, see Overview of Load
Balancing Using the Proxy.

The algorithm can be bypassed by a client connection affinity. If you set client connection
affinity, the proxy uses the load balancing algorithm for the first request, but for the following
request will disregard the load balancing algorithm set and will try to reuse the same route for a
new operation on the same client connection, for example, depending on the type of client
affinity set. See Setting Client Connection Affinity.

The advantages of using load balancing deployment are the high availability of the data, as
well as an adapted workload on the remote LDAP servers. For example, if one of the remote
LDAP servers in your configuration becomes unavailable, the load balancing will route the
request to another remote LDAP server. In this case, the failure is not visible to the client and
there is no service disruption.

You can easily configure a simple load balancing deployment during the proxy installation.

3.2.2 Configuration 2: Simple Distribution

Data distribution allows you to scale your directory across multiple servers. Each server is
responsible for only a part of the data. Therefore, a distributed topology can hold large number
of data than would be possible with a single server.

When you deploy the proxy for simple distribution, the data is split into partitions. Each partition
of data is held on a separate remote LDAP server, as illustrated in Figure 3-2. Here, LDAP
Server A...L is a server that holds entries for users whose names start with A through L.
Similarly, LDAP Server M...Z holds entries for users whose names start with M through Z. All
requests that the proxy receives are routed to the remote LDAP server which contains the
appropriate data.

The number of remote LDAP servers onto which the data is partitioned depends on the size of
the database that you are splitting. Figure 3-2 shows simple distribution algorithm with two
partitions, but you can configure more.

Figure 3-2 Simple Distribution
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The requests are routed to one of the remote LDAP servers based on the distribution algorithm
set during deployment.

The distribution algorithms are:
°* capacity

* numeric

e lexico

* dnpattern

For more information about the different distribution algorithms, see Overview of Data
Distribution Using the Proxy.

The advantage of a deployment using distribution is that you can scale the number of updates
per second. To diminish the number of broadcasts when using distribution, you can add a
global index catalog. See Configuring Global Indexes Using the Command Line

A simple distribution deployment can be easily configured during the proxy installation.

3.2.3 Configuration 3: Failover Between Data Centers

ORACLE

When you configure failover between data centers, you are essentially deploying two levels of
load balancers within the proxy. This enables you to enhance the high availability.

Let's examine a failover scenario. In this deployment topology, the data centers are replicated
and the remote LDAP servers within the data centers are also replicated. The first load
balancing element of the deployment can be either failover or saturation. The example
assumes failover algorithm is selected for the initial load balancing element.

As illustrated in Figure 3-3, all of the requests are routed by the failover load balancer through
the main route, to a second load balancing element, which sends the request to a server within
Data Center 1. Here, LDAP Server A...L is a server that holds entries for users whose names
start with A through L. If Data Center 1 goes down or is degraded, then the traffic is routed by
the failover load balancer to the backup route, to a server in Data Center 2.

Figure 3-3 Failover Between Data Centers
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The requests are routed to the remote LDAP servers within the data centers based on the load
balancing algorithm set. The load balancing algorithm can be different for each data center. For
example, you can set the load balancing in Data Center 1 as proportional, while the load
balancing algorithm in Data Center 2 is set as saturation.

This type of deployment is typically used when deploying in two geographical areas. This adds
high availability of data to a simple load balancing deployment, since not only are the remote
LDAP servers replicated, but the data centers are also replicated.

Typically, you would have the two data centers in two different geographical locations. This
way, if there was a problem in one location, the data center in the other location would act as
backup. Another example would be setting the first load balancer to saturation. This way, if
Data Center 1 in one geographical location (for example in one time-zone) becomes saturated,
the other data center can pick up the excess traffic.

¢ See Also:

e Overview of Load Balancing Using the Proxy for information about the different
load balancing algorithms

e Understanding Failover Load Balancing for information about deploying this
configuration

e Configuring a Failover Deployment Between Data Centers for an example use
case

3.2.4 Configuration 4: Distribution with Load Balancing

When you configure distribution with load balancing, data is split into partitions. In addition, the
data is replicated on the remote LDAP servers.

In such a situation, the requests sent to the proxy are first distributed to the partition in which
the data is stored, then the request is routed to one of the remote LDAP servers, depending on
the load balancing algorithm set. The remote LDAP servers holding the partitioned data are
replicated.

As illustrated in Figure 3-4, when the proxy receives a requests, it is filtered by the distribution
to the correct partition. Here, LDAP Server A...L is a server that holds entries for users whose
names start with A through L. Similarly, LDAP Server M...Z holds entries for users whose
names start with M through Z. For example, a request for entry with a cn such as Garry would
be forwarded to partition 1, to the servers with data from A. . L. The load balancer then forwards
the request to one of the replicated remote LDAP servers.
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Figure 3-4 Distribution with Load Balancing
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The requests are routed to the remote LDAP servers within the data centers based on the load
balancing algorithm set. For more information about the different load balancing algorithms,
see Overview of Load Balancing Using the Proxy.

The advantages of this deployment are the speed of the updates, because of the distribution of
data, and high availability of the data.

¢ See Also:

* Overview of Data Distribution Using the Proxy for information about the different
distribution algorithms

* Overview of Load Balancing Using the Proxy for information about the different
load balancing algorithms

» Understanding the Proxy, Distribution, and Virtualization Functionality for
information about deploying this configuration

3.2.5 Configuration 5: Distribution with Failover Between Data Centers

ORACLE

You can configure a topology that includes distribution with failover load balancing. In such a
scenario, data is split into partitions between two data centers, where each partition is
managed through a failover load balancing route.

Consider the following scenario. As illustrated, in Figure 3-5, not only are the remote LDAP
servers holding the partitioned data replicated within the data center, but in addition, the data
centers are replicated, with one of the two acting as the backup. Here, LDAP Server A...Lis a
server that holds entries for users whose names start with A through L. Similarly, LDAP Server
M...Z holds entries for users whose names start with M through Z.
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Figure 3-5 Distribution with Failover Between Data Centers
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In other words, requests sent to the proxy are first distributed to the partition in which the data
is stored. For example, a request for entry with a cn such as Garry would be forwarded to
partition 1. The failover load balancer then forwards the request through the main route,
depending on the load balancing algorithm set, to one of the one of the remote LDAP servers
holding the data for A. . L.

In the deployment illustrated in Figure 3-5, Data Center 2 acts as a backup, and is only used
on failure of the first data center. However, this same deployment could be configured to use
saturation, rather than a failover load balancer. This way, if Data Center 1 in one
geographical location (for example in one time-zone) becomes saturated, the other data center
can pick up the excess traffic.

The advantages of this deployment are the speed of the reads through the distribution
algorithm, and the high availability offered since the remote LDAP servers are replicated, and
one data center acts as a backup.

# See Also:

e Overview of Load Balancing Using the Proxy for information about the different
load balancing algorithms

e Overview of Data Distribution Using the Proxy for information about the different
distribution algorithms

e Configuring a Distribution with Failover Deployment Between Data Centers for an
example use case
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3.2.6 Configuration 6: Enterprise User Security

ORACLE

When you configure the proxy for Enterprise User Security (EUS), the configuration details are
stored locally in the Oracle Unified Directory directory server, and the remote external LDAP
directory contains only the Enterprise Users and the Enterprise Groups details.

As illustrated in Figure 3-6 the remote external LDAP directory contains only the Enterprise
Users and the Enterprise Groups details.

Figure 3-6 Proxy Enterprise User Security
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The requests are routed to one of the remote LDAP servers based on the load balancing
algorithm set during deployment.

The load balancing algorithms are:
e failover

e optimal

e proportional

* saturation

For more information about the different load balancing algorithms, see Overview of Load
Balancing Using the Proxy.
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To deploy the proxy for Enterprise User Security, see Integrating Oracle Unified Directory with
Oracle Enterprise User Security.

3.2.7 Configuration 7: Multiple Replicated Proxies

You use a hardware load balancer to manage multiple proxy instances on separate physical
machines or in different geographical locations.

To prevent a Single Point of Failure, you should ensure that your deployment is redundant.
Typically, this can be done by installing a third party hardware load balancer, as illustrated in
Figure 3-7.

This example illustrates how to use a hardware load balancer to manage multiple proxy
instances.

Figure 3-7 Multiple Proxy Instances
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When running multiple proxy instances in a distribution deployment with a global index catalog,

the global index catalog should be replicated. For more information about replicating the global
index catalog, see Replicating Global Index Catalogs.

To configure this proxy deployment, see Setting Up Oracle Unified Directory as a Proxy Server
section in the Installing Oracle Unified Directory.

3.2.8 Configuration 8: Virtualization

You can use the virtualization feature of Oracle Unified Directory to create different views of
your back-end data and to retrieve data from virtual directories and data sources.
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# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

For example:

If you have client-side DNs and attributes that do not map with the server-side DNs and
attributes, then you can use DN Renaming to rename client-side DNs and attributes to
match the values in the server.

For example, your client expects ou=org, dc=server, dc=com entries, butthe LDAP
server contains ou=people, dc=server, dc=com entries.

When the client makes a request, a DN Renaming workflow element applies a DN
renaming transformation to the entry DN and to attributes containing either DNs or Name
And Optional UIDs syntax. After the result is returned to the client, the DN and attributes
are changed back to match what the client requested.

If you need to rename or replace the relative distinguished name (RDN) values from a
source directory to Oracle Unified Directory, then you can use RDN Changing.

If the data structure of your LDAP client application differs from the data structure of an
LDAP repository, then you can use transformation to display that physical data in a
different way. A transformation performs a specific action in a certain direction (during the
request, during the response, or both).

For example, your client application has a myuseraccountcontrol attribute with activated
and deactivated values that you must transform to a nsAccountLock attribute with false
and true values on a DSEE (SUnONE) back end. You would be required to map the read
and write operations.

You could create a Transformation workflow element that defines where (source or client)
Oracle Unified Directory interacts with the data and in which direction the transformation is
applied.

¢ See Also:

* Understanding the Proxy, Distribution, and Virtualization Functionality for
information about virtualization features for your proxy deployment

»  Configuring Virtualization for information about configuring these features
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Understanding Mixed Deployments

There are scenarios where it is convenient to deploy the proxy functionality and the Directory
Server functionality in a single server instance. This chapter describes the following supported
scenarios and the limitations of such deployments:

e Considerations For Mixed Deployment Scenarios
e Example of Pass-Through Authentication Configuration

e Example of Shadow Joiner Configuration

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

4.1 Considerations For Mixed Deployment Scenarios

It is essential that you understand the design considerations and deployment options while
designing mixed deployment scenarios.

This section lists those considerations, and contains the following topics:

e Understanding Installation of Oracle Unified Directory as a Directory Server

e Understanding Installation of Oracle Unified Directory as a Proxy

4.1.1 Understanding Installation of Oracle Unified Directory as a Directory

Server

ORACLE

This section is intended to help you understand the considerations to bear in mind when you
install Oracle Unified Directory as a directory server.

You must keep the following points in mind while you install Oracle Unified Directory as a
directory server using the oud-setup command:

e You can only use Local Backends, Kerberos, EUS, and Pass-Through Authentication
workflow elements.

e Virtual ACls are not supported.

* You can use all the advanced features of the Local Backends, such as password policy,
group, collective attributes, virtual attributes, privileges, referential integrity, password
storage, seven bit, and so on.

* You can use replication for Local Backends workflow element.
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4.1.2 Understanding Installation of Oracle Unified Directory as a Proxy

If you install Oracle Unified Directory as a proxy server, then you can achieve pass-through
authentication or Join features using the workflow elements associated with them. However,
you need to understand the considerations while doing so.

You must keep the following points in mind:

* You can use all the non-local workflow elements, such as LDAP Proxy, Join, Renaming,
Transformation, RDN changing, AD paging, Distribution, and Load Balancing.

* You can either use pass-through authentication or EUS.

* You can use Local Backends as Join Participant.
— The advanced features of the Local Backends is not supported.
— You can use replication for a Local Backends workflow element.

— ACIs defined for Local Backends workflow element are not compatibles with DN
mapping at Join or pass-through authentication level, therefore you must use virtual
ACls.

* You can use virtual ACls, but bind rules can only use bind DN. For more information about
bind rules, see About the Virtual Access Control Instructions Syntax.

* You can replicate Virtual ACls back end.

4.2 Example of Pass-Through Authentication Configuration

Pass-through authentication is a strategy in which a directory server consults another to
authenticate bind requests. This enables you to administer user and configuration information
on separate instances of Directory Server.

You use pass-through authentication mechanism when the client attempts to bind to the
directory server and the user credentials for authenticating are not stored locally, but instead in
another remote directory server known as the authentication (Auth) server. This in turn implies,
that when the user tries to authenticate, the BIND request is forwarded to the remote LDAP
server, but other operations are handled locally by directory server. Such a deployment is
called pass-through authentication.

Figure 4-1 depicts the pass-through authentication mechanism.

The user password is stored in a remote LDAP server, but all the other attributes of the user
entry are stored in locally in Oracle Unified Directory.

# See Also:

» Understanding Pass-Through Authentication for information about configuring
pass-through authentication

e Optimizing Search Results From a Virtual Directory for information about
configuring pass-through authentication using a Join workflow element
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Figure 4-1 Pass-Through Authentication Mechanism
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4.3 Example of Shadow Joiner Configuration

ORACLE"

The Shadow Joiner allows you to store entries in a source such as an LDAP or Database
stores that requires a schema extension for the remote data store, but the schema extension is
not possible either for business or technical reasons.

The Shadow joiner allows you to store the extended attributes in another store, known as the
shadow directory, such as the Local Backend workflow element. See Shadow Joiner Type.

Figure 4-2 illustrates a Shadow join configuration. The remote workflow element contains the
user entry, whereas the Local Backend contains locality and description attribute and Join with
remote server.

Figure 4-2 Shadow Joiner Configuration
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Oracle Unified Directory Concepts and
Architecture

This part describes the details of how Oracle Unified Directory works. These chapters describe
the architecture of Oracle Unified Directory and the various components that comprise that
architecture.

In general, you do not need a thorough understanding of all of these concepts to administer
Oracle Unified Directory, but an overview of these chapters might help to make your
administration easier.

This part includes the following chapters:

* Understanding Oracle Unified Directory Concepts and Architecture

* Understanding Oracle Unified Directory High Availability Deployments
* Understanding the Oracle Unified Directory Replication Model

* Understanding the Oracle Unified Directory Indexing Model

e Understanding Access Control Model in Oracle Unified Directory

e Understanding the Oracle Unified Directory Schema Model

» Understanding Root Users and the Privilege Subsystem

* Understanding the Proxy, Distribution, and Virtualization Functionality
e Understanding Identity Mapping in Oracle Unified Directory

e Understanding Data Encryption in Oracle Unified Directory
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Concepts and Architecture

Oracle Unified Directory is a next-generation unified directory solution that integrates storage,
synchronization, and proxy functionality to help you manage the critical identity information that
drives your business applications. These capabilities enable you to meet the evolving needs of
an enterprise architecture.

The following topics provide conceptual descriptions of the basic components of Oracle Unified
Directoryand discusses Oracle Unified Directory architecture:

e Understanding Oracle Unified Directory Components

e Overview of Oracle Unified Directory Architecture

5.1 Understanding Oracle Unified Directory Components

Oracle Unified Directory integrates three key components: Network Groups, Workflows, and
Workflow Elements. It is imperative to understand the role of each component to gain insight
into the complete functionality of the product.

This section provides an overview of each component and contains the following topics:
e Understanding Network Groups
e Understanding Workflows

e Understanding Workflow Elements

5.1.1 Understanding Network Groups

Network groups are the entry point of all client requests handled by Oracle Unified Directory.
Network groups are described in the following topics:

e About Network Groups
e Using Network Group Criteria to Route to Different Workflows

* Using Network Group QOS Policy to Filter Requests

5.1.1.1 About Network Groups

Network groups handle all client interactions and dispatch them to local back end workflow or
proxy workflow based on some norms. You need to understand those standards to define a
robust configuration.

The network groups makes use of the following standards to handle client interactions:
« Criteria

Criteria can include security authentication level, port number, client IP mask, client bind
DN, bind ID, domain name, and other criteria.

e Quality of Service (QoS) policies
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QoS policies can include LDAP referral policy, request filtering, client connection affinity,
and resource limits.

You can define more than one network group, each with different properties and different
priorities. However, an incoming client connection can only be attached to one network group
at a time. An incoming client connection is attached to the first network group for which the
connection complies with the criteria defined for that network group.

The client connection is assessed by each network group, in order of priority, until it complies
with all the criteria of that network group. As illustrated in Figure 5-1, the request is first sent to
the network group with the highest priority: Network Group 1. Network Group 1 assesses if the
request matches all the required criteria. If it does not match all of the criteria, it forwards the
request to the next network group in the list: Network Group 2.

If the request matches all the properties of a network group, the network group assesses if the
client connection matches the QoS policies of that network group. If it matches the QoS
policies, it is routed to the associated workflow.

Figure 5-1 Network Group Selection
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A network group can be associated with one or more workflows, each workflow corresponding
to a different naming context. For more information about workflows, see Understanding
Workflows. If the client connection matches the criteria of a network group, but not the QoS
policies of that network group, the connection is not forwarded to the workflow, nor is it sent to
the next network group. Instead, an error is returned, indicating the QoS policy that caused the
error.

If a network group has no workflows attached to it, the request is not handled. Instead, the
server returns an error message of the sort: No such entry.

For information about managing network groups, see Configuring Network Groups Using
dsconfig.

5.1.1.2 Using Network Group Criteria to Route to Different Workflows

ORACLE

To use the network group criteria to route different workflows, perform the steps described in
this section.

Assume an Oracle Unified Directory configuration with the following network groups:

1. Configure network group 1 as follows:

Network Group 1: criteria set with bind DN **, dc=example, dc=com
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This network group is associated with Workflow 1, with naming context
dc=example,dc=com

2. Configure network group 2 as follows:
Network Group 2: criteria set with bind DN **, dc=test, dc=com
This network group is associated with Workflow 2, with naming context dc=test, dc=com

Depending on the bind DN, a search would be routed through Network Group 1 or Network
Group 2. For example, if the bind DN was uid=user.1,dc=test,dc=com, then request would
not be accepted by Network Group 1, but would be forwarded to and accepted by Network

Group 2, and forwarded to Workflow 2.

5.1.1.3 Using Network Group QOS Policy to Filter Requests

To use the network group QOS policy set to filter requests, perform the steps described in this
section.

Assume an Oracle Unified Directory configuration with the following network groups:

1. Configure network group 1 as follows:
Network Group 1: criteria set with bind DN **, ou=admin, dc=example, dc=com

QoS policy set with resource limits size limit=0, time limit=0. Therefore, for admin group,
there are no limits.

This network group is associated to Workflow 1, with naming context dc=example, dc=com.
2. Configure network group 2 as follows:
Network Group 2: criteria set with bind DN **, dc=example, dc=com

QoS policy set with resource limits size 1imit=100, time 1imit=30 s. Therefore, for all
connections other than admin group, there are limits set on the resources used.

This network group is also associated to Workflow 1, with naming context
dc=example, dc=com.

Therefore, if the bind DN is dc=example, dc=com, then the requests will be forwarded to
Workflow 1. The QoS policy set for Network Group 2 gives restricted access to Workflow 1,
for anyone that is not admin. Anyone who binds as admin will access Workflow 1 through
Network Group 1, and will have no limitations on resource limits.

5.1.2 Understanding Workflows

ORACLE

A workflow represents the flow of data. It comprises workflow elements and their associated
connections.

A workflow is defined by a naming context (base DN) and a workflow element that defines how
Oracle Unified Directory should handle an incoming request.

A workflow must be registered with at least one network group, but can be attached to several
network groups.

To learn more about workflow, you must review the following topics:

*  About Workflows

e Using Network Groups to Route to Different Workflows
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5.1.2.1 About Workflows

A workflow is the link between the network group and the naming context (suffixes). It defines
the naming context that will be accessible for a given network group, when handling a request
to a load balancing or distribution configuration.

A network group can point to several workflows if the naming contexts of the workflows are
different. However, several network groups can point to the same workflow when the network
group QoS policies are different, but the naming context of the workflow is the same.

Each workflow is associated with an access control group, which defines the list of ACls that
apply to operations handled by this workflow. By default, an access control group known as
Local Backends, exists. This access control group contains all ACIs coming from user data.
You cannot delete it. You can also add virtual ACls in this group, which implies that you must
specify Local Backends as the access control group for the workflow for which virtual AClIs are
disabled. You can specify any access control group for the workflow where virtual ACls are
enabled. For more information about ACIs, see Understanding Access Control Model in Oracle
Unified Directory.

5.1.2.2 Using Network Groups to Route to Different Workflows

Use network groups to route to several different workflows.

Assume an Oracle Unified Directory configuration with the following network groups (as
illustrated in Figure 5-1), where:

e Network Group 1 with a bind DN of **, 1=fr, dc=example, dc=com

This network group is associated to Workflow 1, with naming context
1=fr,dc=example, dc=com

* Network Group 2 with a bind DN of **, 1=uk, dc=example, dc=com

This network group is associated to Workflow 2, with naming context
1=uk,dc=example,dc=com

e Network Group 3 with a bind DN of **, dc=example, dc=com

This network group is associated to Workflow 1 and Workflow 2, with naming context
dc=example, dc=com

A search with bind DN **, 1=uk, dc=example, dc=com would be handled by Network Group 2
and sent to Workflow 2.

A search with bind DN **, dc=example, dc=com would be handled by Network Group 3 and
sent to Workflow 1 and Workflow 2.

5.1.3 Understanding Workflow Elements

ORACLE

Workflow elements are part of a routing structure. Each workflow contains at least one
workflow element.

Oracle Unified Directory supports several different types of workflow elements:

« Leaf workflow elements: This type comprises the Local Backend workflow elements and
proxy workflow elements.

« Routing workflow elements: This type comprises the load balancing workflow elements and
distribution workflow elements.
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*  Virtual workflow element: This type comprises the DN renaming workflow elements, RDN
changing workflow elements, and Transformation workflow elements.

* EUS workflow element: This type comprises the Enterprise User Security (EUS) workflow
elements.

* EUS context workflow element: This type comprises the EUS context workflow elements.
* LDIF workflow element: This type comprises the LDIF Local Backend workflow elements.

e Memory backend workflow element: This type comprises the memory local backend
workflow elements.

For a directory server, the workflow element is the DB Local Backend, as illustrated in
Figure 5-2.

For a proxy server, the workflow elements can be chained with load balancing workflow
elements or distribution workflow elements that act as a pointer, routing the request along a
specific path. The proxy workflow element provides direct access to the remote data source.

Figure 5-2 Client Request for a Directory Server
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Oracle Unified Directory has several preconfigured workflow elements that should not be
modified or deleted.

5.2 Overview of Oracle Unified Directory Architecture

ORACLE

Oracle Unified Directory is a Java-based directory service that provides storage,
synchronization, proxy, and virtualization features. The unified solution provides architecture
flexibility and optimization, enhances application deployments, and reduces total cost of
ownership.

The example in this section illustrates how the components of Oracle Unified Directory work
together to provide a comprehensive solution to the industry.

As illustrated in Figure 5-3, a client request is managed by Oracle Unified Directory before
being forwarded to the data source. In this scenario, there are three network groups, such as
ngl, ng2, and ng3. The first network group ngl contains two workflows while ng3 contains a
single workflow. A workflow is defined by a suffix. The suffix for w1 is ou=x and a workflow
points to a tree of workflow elements. The tree of workflow elements determines the
processing to apply on an operation.

A client request pursues the following path:
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The request handlers place the incoming LDAP requests in the work queue from where the
worker thread grabs them.

The operation is routed to a network group based on the network group criteria assigned.
An operation must comply with the network group QoS policies regardless of the server
profile, directory server or proxy servetr.

The network group forwards the operation to a workflow, which defines the naming context.
The determination of the workflow is based on the match between the request base DN
and the workflow naming context.

The workflow forwards the operation to its tree of workflow elements, which defines how to
treat the request. The content of the tree of workflow elements depends on the server
profile as follows:

» For a directory server, you can only configure the workflow element as the local
backend workflow element (a storage).

* For a proxy server, you can configure the workflow element as a distribution workflow
element, a load balancing workflow element, a DN renaming workflow element, or an
LDAP proxy workflow element.

After the request has gone through the assigned processing, the request is sent to the data
source.

Figure 5-3 High-Level Presentation of Oracle Unified Directory Components
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Understanding Oracle Unified Directory High
Avallability Deployments

It is essential to have a reliable service as most enterprise applications depend on a directory
server. You can deploy Oracle Unified Directory to ensure high availability between directory
server instances or between groups of directory server instances.

The following topics explain high availability and how Oracle Unified Directory features help
provide continued service if a system failure occurs:

e Overview of High Availability
e Understanding Availability and Single Points of Failure
e Overview of Redundancy for High Availability

e Sample Topologies Using Redundancy for High Availability

6.1 Overview of High Availability

As more and more businesses and mission-critical applications connect with identities being
centrally managed, it has become imperative to have LDAP service available all the time. High
availability with performance has become the distinguishing feature of all extranet and
enterprise deployments.

High availability is a system design approach and its associated implementation that ensures
an agreed level of operational performance during a given measurement period for your
directory service.

Agreed service levels vary from one organization to another. Service levels also depend on
several factors such as the time of day systems are accessed, whether systems can be
brought down for maintenance, and the cost of downtime to the organization. Failure or
downtime in this context, is defined as periods when a system is unavailable and prevents from
providing the agreed level of service.

Oracle Unified Directory provides elaborate cost-effective and easy-to-use high availability
features, which eliminate the downtime and maximize the time when the system is available.

6.2 Understanding Availability and Single Points of Failure

ORACLE

Oracle Unified Directory deployments that provide highly available service can recover from
failures and maintain service within agreed level of service. With a high availability deployment,
component failures might impact individual directory queries but does not result into a
complete system failure.

A single point of failure (SPOF) is a system component, which on failure renders an entire
system unavailable or unreliable. When you design a highly available deployment, you identify
potential SPOFs and investigate how to mitigate these SPOFs.

The following topics discuss availability and single points of failure:

e Understanding Types of SPOFs
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Understanding the Approach to Mitigate SPOFs

6.2.1 Understanding Types of SPOFs

A single point of failure (SPOF) is a system component, which on failure renders an entire
system unavailable or unreliable. When you design a highly available deployment, you identify
potential SPOFs and investigate how to mitigate these SPOFs.

You can divide SPOFs into the following categories:

About Hardware Failure

About Software Failure

6.2.1.1 About Hardware Failure

You can broadly categorize the hardware SPOFs as follows:

Network failures

Failure of the physical servers on which Directory Server or Directory Proxy Server are
running

Hardware load balancer failures
Storage subsystem failures

Power supply failures

6.2.1.2 About Software Failure

You can categorize Directory server or proxy server failures as follows:

ORACLE

Slow response time

Write overload

Maximized file descriptors

Maximized file system

Poor storage configuration

Too many indexes
Read overload

Cache issues

CPU constraints

Replication issues

Out of sync

Replication propagation delay

Replication flow

Replication overload

Large wildcard searches
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6.2.2 Understanding the Approach to Mitigate SPOFs

A SPOF is hardware or software component that could cause the entire system to become non
viable and unusable if the component fails. Redundancy is a strategic approach to handle
SPOF.

You can implement redundancy to ensure that failure of a single component does not cause an
entire directory service to fail. Redundancy involves providing redundant software components,
hardware components, or both. Examples of this strategy include deploying multiple, replicated
instances of Directory Server on separate hosts and using redundant arrays of independent
disks (RAID) for storage of Directory Server data. Redundancy with replicated Directory
Servers is the most efficient way to achieve high availability.

6.3 Overview of Redundancy for High Availability

To ensure reliability and continued services for directory service, you must maintain a high
level of system availability, with a seamless transition to redundant systems during a system
failure.

Redundancy works for both Directory and proxy servers and allows you to mitigate:

* Hardware failures, because the traffic can be redirected to another hardware component.
e Software failures, when the failure cannot be reproduced systematically.

Redundancy handles failure in the following ways:

e Understanding Redundancy at the Hardware Level

e Understanding Redundancy at Directory Server Level Using Replication

e Understanding the Use of Directory Proxy Server as Part of a Redundant Solution
e Understanding the Use of Application Isolation for High Availability

e Understanding How to Use the Replication Gateway for High Availability

6.3.1 Understanding Redundancy at the Hardware Level

ORACLE

Hardware happens to be the most crucial SPOF. Hardware could be any part in the network
that handles network traffic, controls the system, or manages authentication.

This section provides an overview of hardware redundancy.

# Note:

Providing comprehensive information on this topic is beyond the scope of this book.
However, there are many publications available that concern using hardware
redundancy for high availability, such as "Blueprints for High Availability" published by
John Wiley & Sons, Inc.

Failure at the network level can be mitigated by having redundant network components. When
designing your deployment, consider having redundant components for the following:

e Internet connection
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*  Network interface card
*  Network cabling

*  Network switches

e Gateways and routers

You can mitigate the hardware load balancer as an SPOF by including a redundant hardware
load balancer in your architecture.

You can mitigate against SPOFs in the storage subsystem by using redundant server
controllers. You can also use redundant cabling between controllers and storage subsystems,
redundant storage subsystem controllers, or redundant arrays of independent disks.

If you have only one power supply, loss of this supply could make your entire service
unavailable. To prevent this situation, consider providing redundant power supplies for
hardware, where possible, and diversifying power sources. Additional methods of mitigating
SPOFs in the power supply include using surge protectors, multiple power providers, and local
battery backups, and emergency local power generators.

Failure of an entire data center can occur if, for example, a natural disaster strikes a particular
geographic region. In this instance, a well-designed multiple data center replication topology
can prevent a distributed directory service from becoming unavailable. See Sample Topologies
Using Redundancy for High Availability.

6.3.2 Understanding Redundancy at Directory Server Level Using

Replication

ORACLE

Replication is a common method used to implement redundancy in Oracle Unified Directory
Servers. Replication provides a failover system to implement redundancy.

Redundant solutions are usually less expensive, easier to implement, and easier to manage
than clustering solutions. In a clustering model, you often have to configure at least two servers
to serve the same application workload, where one node is active while the other is passive, on
standby.

Be aware that replication, as part of a redundant solution, has numerous functions other than
availability. While the main advantage of replication is the ability to split the read across
multiple servers, you must balance this advantage with the task to manage the additional
servers. Replication also offers scalability on read operations and, with proper design,
scalability on write operations, within certain limits. See Understanding the Oracle Unified
Directory Replication Model.

The SPOFs described in About Software Failure can be mitigated by having redundant
instances of Directory Server. This involves the use of replication. Replication ensures that the
redundant servers remain synchronized, and that requests can be rerouted with no downtime.

Replication is used to prevent the loss of a single server from causing your directory service to
become unavailable. A reliable replication topology ensures that the most recent data is
available to clients across data centers, even when a server fails. At a minimum, your local
directory tree must be replicated to at least one backup server. Directory architects recommend
you to replicate three times per physical location for maximum data reliability. When the data is
replicated at least thrice then, if a directory server failure occurs, the configuration remains
highly available and protected. In deciding how much to use replication for fault tolerance,
consider the quality of the hardware and networks used by your directory. Unreliable hardware
requires more backup servers.
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The Oracle Unified Directory replication model is a loosely consistent, multi-master model. In
other words, all directory servers in a replicated topology can process both read and write
operations. See Understanding the Oracle Unified Directory Replication Model.

Do not use replication as a replacement for a regular data backup policy. Replication is
designed to maintain service within a given service level agreement. It is not designed to
protect against incorrect data stored in the directory by applications or users. See Backing Up,
Purging, and Restoring Data.

To maintain the ability to read data in the directory with the expected Service Level Agreement,
a suitable load balancing strategy must be put in place. Both software and hardware load
balancing solutions exist to distribute read load across multiple replicas. Each of these
solutions can also determine the state of each replica and to manage its participation in the
load balancing topology. The solutions might vary in terms of completeness and accuracy.

To maintain write failover over geographically distributed sites, you can use multiple data
center replication over WAN. This entails setting up at least two master servers in each data
center, and configuring the servers to be fully meshed over the WAN. This strategy prevents
loss of service if any of the masters in the topology fail. Write operations must be routed to an
alternative server if a writable server becomes unavailable.

6.3.3 Understanding the Use of Directory Proxy Server as Part of a
Redundant Solution

You can use proxy servers to implement redundancy via several instances of proxy. This is yet
another approach to provide highly available directory service.

Directory Proxy Server is designed to support high availability directory deployments. The
proxy provides automatic load balancing as well as automatic failover and fail back among a
set of replicated Directory Servers. Should one or more Directory Servers in the topology
become unavailable, the load is proportionally redistributed among the remaining servers.

Directory Proxy Server actively monitors the Directory Servers to ensure that the servers are
still online. The proxy also examines the status of each operation that is performed. Servers
might not all be equivalent in throughput and performance. If a primary server becomes
unavailable, traffic that is temporarily redirected to a secondary server is directed back to the
primary server as soon as the primary server becomes available.

< Note:

If you have distributed data, then you must manage multiple disconnected replication
topologies, which makes administration more complex. In addition, Directory Proxy
Server relies heavily on the proxy authorization control to manage user authorization.
You must create a specific administrative user on each Directory Server that is
involved in the distribution, and these administrative users must be granted proxy
access control rights.

6.3.4 Understanding the Use of Application Isolation for High Availability

Directory Proxy Server can also be used to protect a replicated directory service from failure
due to a faulty client application. To improve availability, a limited set of masters or replicas is
assigned to each application.
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Consider a scenario where a faulty application causes a server shutdown when the application
performs a specific action. If the application fails over to each successive replica, a single
problem with one application can result in failure of the entire replicated topology. To avoid
such a scenario, you can restrict failover and load balancing of each application to a limited
number of replicas. The potential failure is then limited to this set of replicas, and the impact of
the failure on other applications is reduced.

6.3.5 Understanding How to Use the Replication Gateway for High

Availability

The replication gateway is designed to provide a highly available deployment solution by
allowing you to use redundant replication gateway servers for propagating changes made on
disparate servers to the entire replication topology.

The replication gateway propagates changes between Oracle Directory Server Enterprise
Edition and Oracle Unified Directory topologies. See Understanding the Role of the Replication
Gateway.

6.4 Sample Topologies Using Redundancy for High Availability

ORACLE

When a failure occurs, sample topologies show redundancy and replication and provide
continuous service.

For sample topologies that show how redundancy and replication can provide continued
service when a failure occurs, see the following:

« Understanding Deployment Scenarios Using the Directory Server
* Understanding Deployments Using the Proxy Server

*  Configuring Load Balancing Using OUDSM

* Replicating Global Index Catalogs
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Understanding the Oracle Unified Directory

Replication Model

7.1 Overview of the Replication Architecture

You ideally need a replication setup for high-availability deployment and to enhance
performance. Usually, there are multiple instances of Oracle Unified Directory Server in a
viable network. Replication synchronizes the directory entries across these servers.

ORACLE

It is essential to gain insight of the replication mechanism in Oracle Unified Directory to design

robust and high available topologies.

# Note:

The architectural topics described in this chapter are targeted at developers and at

users who want to understand the internal replication mechanism. You do not have to

read these topics to configure and use replication. For information about configuring
and using replication, see Replicating Directory Data.

Overview of the Replication Architecture

Understanding the Replication Mechanism

Overview of Historical Information and Conflict Resolution
Overview of Schema Replication

Overview of Replication Status

About Replication Groups

Understanding Assured Replication

Overview of Fractional Replication

The following topics describe the replication architecture and various elements that comprise
this architecture:

About Replication

Basic Replication Architecture
Replication Servers
Replication Change Numbers
Replication Server State

Operation Dependencies
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7.1.1 About Replication

Replication is built around a centralized publish-subscribe architecture. Each directory server
communicates with a central service, and uses the central service to publish its own changes
and to receive notification about changes on other directory servers. This central service is
called the replication service.

Oracle Unified Directory uses a loosely consistent multi-master replication model, which means
that all the directory servers within a replication topology can accept read and write
operations.

The replication service can be made highly available by using multiple server instances
running on multiple hosts. Within the replication architecture, a server instance that provides
the replication service is called a replication server. A server instance that provides the
directory service is called a directory server.

The parties in a replication session authenticate to each other using SSL certificates. A
connection is accepted if the certificate that is presented is in the ADS trust store. No access
control or privileges are enforced.

7.1.2 Basic Replication Architecture

In a basic replication architecture, each directory server selects a single replication server and
connects to it during startup. The directory server sends all changes that it processes to that
replication server, and receives all changes from other servers in the topology through that
replication server.

The basic replication architecture is shown in the following illustration.

Directory Service Replication Service

; Directory Replication E

e Cent Server A Server 1 ;
< Host 1 ;

<«— Host 1 — :

Z s

LDAP Client J

Directory Replication
LDAP Client Server B Server 2
—‘ 2 Host 2 2.
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Z TR 7z
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# Note:

In a replication architecture, each replication server is connected to every other
replication server in the topology.

When a replication server receives a change from a directory server, the replication server
forwards the change to all the other replication servers in the topology. These replication
servers in turn forward the change to all the directory servers to which they are connected.
When a replication server receives a change from another replication server, the replication
server forwards the change to the directory servers to which it is connected, but not to other
replication servers. A directory server never sends a change directly to another directory
server. This architecture ensures that all changes are forwarded to all servers without requiring
complex negotiation.

Every change is assigned a change number by the directory server that originally processed
the change. The change number is used to identify the change throughout its processing. A
replication server maintains changes in persistent storage so that older changes can be resent
to directory servers that were not connected when the change occurred or that fell behind,
becoming temporarily unable to receive all the changes at the time they were processed. See
Replication Change Numbers.

The current update state of each directory server is maintained by keeping a record of the last
changes that the directory server processed. When a directory server connects to a replication
server, the replication server uses this record to determine the first change in the list of updates
to send to the directory server.

Because multiple directory servers can process updates simultaneously, an update operation
on one directory server can conflict with another update operation that affects the same entries
on another directory server. Each directory server resolves conflicts when it replays operations
from other directory servers, so that all directory server data eventually converges.

Conflicts can occur because of conflicting modify operations, called modify conflicts. Conflicts
can also occur because of conflicting add, delete, or modRDN operations, called naming
conflicts. To resolve conflicts in a coherent way, directory servers maintain a history of
successive changes to each entry. This history is called historical information. Historical
information is stored as an operational attribute inside the entry on which the changes
occurred. See Overview of Historical Information and Conflict Resolution.

7.1.3 Replication Servers

ORACLE

Replication enables you to transmit copies of identical data across multiple servers. Replication
servers propagates updates among a set of directory servers configured as replicas.

A replication server performs the following tasks:

e Manages connections from directory servers

e Connects to other replication servers

e Listens for connections from other replication servers

« Receives changes from directory servers

e Forwards changes to directory servers and other replication servers

e Saves changes to stable storage, which includes trimming older operations

Replication servers are different from directory servers. However, like directory servers,
replication servers use a configuration file, and they can be configured, monitored online,
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backed up, and restored. Replication servers are therefore always LDAP servers or JIMX
servers, even though replication servers do not store directory data.

When you configure a directory server instance for replication, a replication server is created
automatically, unless you specify otherwise. The replication server and the directory server can
run in the same JVM, or in separate JVMs.

In a small topology (up to four directory servers) it makes sense to configure each server to
function as both a directory server and a replication server. In a large topology (more than
twenty directory servers) it is advisable to separate the directory server and replication server
instances into separate JVMs, and to limit the number of replication servers.

Between these two extremes, you can decided on the configuration that works best for your
requirements. Having all servers functioning as both directory servers and replication servers is
generally a simpler topology and easier to administer. Separating the directory servers and
replication servers lowers the disk requirements of the directory server instances because they
do not need to store a replication change log.

7.1.4 Replication Change Numbers

Change numbers uniquely identify changes that are made on an LDAP directory server.
Change numbers also provide a consistent ordering of changes. The change number order is
used to resolve conflicts and to determine the order in which forwarded changes should be
replayed.

A change number consists of the following elements:

* Time stamp, in milliseconds. Time stamps are generated using the system clock. The
change number is also generated such that each change number is always greater than all
the change numbers that have already been processed by the server. Constantly
increasing change numbers guarantees that operations that depend on previous
operations are consistently replayed in the correct order. An example of an operation that
depends on a previous operation is a modify operation that directly follows the add
operation for that entry.

¢ Sequence number. A sequential number, increment for each change that occurs within
the same millisecond.

* Replica identifier. A unique integer identifier that is assigned to each replica in a topology.
(A replication topology is the set of all replicas of a given data set. For example, the
replication topology for example.com might be all copies of the dc=example, dc=com suffix
across a directory service.)

The replica identifier ensures that two different servers do not assign the same identifier to
two different changes. In a future directory server release, an algorithm might be used to
assign replica identifiers automatically.

7.1.5 Replication Server State

ORACLE

When a directory server connects to a replication server, the replication server must determine
how up to date the directory server data is before the replication server can send changes that
the directory server has not yet seen. This "up to date" state of the directory server is called the
replication server state.

A server might have missed relatively old changes from another remote server, yet might
already have seen and processed more recent changes from a server that is close by. Server
state is therefore maintained by recording the last change number processed by each replica,
according to the replica identifier.
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Because administrators can stop and restart servers, the server state must be saved to stable
storage. Ideally saving the server state would be done after each local or replicated change is
made. Saving information to the database after each change would add significant overhead,
however. Server state is therefore kept in memory and saved to the database on a regular
basis, and when the server is properly shut down.

A severe interruption to the server connection, such as a kill operation or a system failure,
can cause the server to lose track of changes that have already been processed. This can
result in the need to fix inconsistencies when the server restarts. For an explanation of how
crash recovery is managed, see What is Directory Server Crashes?.

7.1.6 Operation Dependencies

Sometimes an operation cannot be replayed until another operation is complete. It is essential
to gain an in depth understanding of such dependencies.

Consider a scenario, when an add operation is followed by a modify operation on the same
entry, the server must wait for the add operation to be completed before starting the modify
operation.

Such dependencies are quite rare and are generally necessary for a few operations only.
Usually operations do not have dependencies, since they are modify operations. Therefore, in
such cases, it is necessary to replay operations in parallel to obtain the best performance with
multi-CPU servers.

The replication model is built on the assumption that operation dependencies are rare. The
replication mechanism therefore always tries to replay operations in parallel, and only switches
to processing operation dependencies if an operation fails to replay.

7.2 Understanding the Replication Mechanism

Oracle Unified Directory supports numerous replication capabilities. However, you must
understand the mechanics involved in the replication process and how the different
functionality are used.

This section consists of the following topics:

* Understanding Replication Initialization

» About Directory Server Change Processing
* Understanding Replication Server Selection
e Understanding Change Replay

e Understanding Auto Repair

* What is Directory Server Crashes?

*  What is Replication Server Crashes?

7.2.1 Understanding Replication Initialization

ORACLE

Before a server can participate in a replicated topology, you must initialize that server with
data. In other words, a complete data set must be copied onto the server.

Replication is automatic for data, but it has to be manually triggered for configuration. For
information about the methods for initializing a server with data, see Initializing a Replicated
Server With Data
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Oracle Unified Directory configuration is specified in the file instance-path/config/
config.ldif. This section lists the specific configuration attributes that you must replicate from
the old instance to the new instance manually.

You can migrate the values of the following configuration attributes:

* Global configuration attributes, for instance writability mode, size and time limit, and so on.

*  Security configuration attributes, for instance crypto manager, key manager, trust manager,
ID mapping, and SASL.

e Connection handlers.

» Performance tuning attributes, for instance cache, threads, and other database
configuration parameters.

* Replication configuration attributes.
» Password policy configuration attributes.
*  Plug-In configuration attributes.

*  Feature configuration attributes, for instance identity mapping, indexes, and so on.

7.2.2 About Directory Server Change Processing

ORACLE

When an update is performed on a directory server, replication code on the directory server
performs numerous tasks. You must understand these tasks for a thorough insight.

The following tasks are triggered whenever any modification is initiated on a directory server:

e Assigns a change number

* Generates historical information

* Forwards the change to a replication server
e Updates the server state

Historical information is stored in the entry and must therefore be included in the operation
before the server writes to the back end. The server uses the change nhumber when generating
historical information. The change number is therefore generated before the historical
information. Both the change number and the historical information are performed as part of
the pre-operation phase.

The operation is sent to the replication server before an acknowledgment for the update is sent
to the client application that requested the operation. This ensures that a synchronous,
assured replication mode can be implemented. See Understanding Assured Replication. The
acknowledgment is therefore sent as part of the post-operation phase.

Changes are sent in the order defined by their change numbers. The correct order enables
replication servers to ensure that all the changes are forwarded to other directory servers.

Because a directory server is multi-threaded, post-operation plug-ins can be called in a
different order to pre-operation plug-ins, for the same operation. The replication code maintains
a list of pending changes. This list includes changes that have started, and for which change
numbers have already been generated, but that have not yet been sent to the replication
server. Changes are added to the list of pending changes in the pre-operation phase. Changes
are removed from the list when they are sent to the replication server. If a specific operation
reaches the post-operation phase ahead of its change number-defined position, that operation
waits until previous operations are sent before being sent to the replication server.

The server state is updated when the operation is sent to the replication server. See
Replication Server State.
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7.2.3 Understanding Replication Server Selection

When a directory server starts (or when the replication server to which it is connected is
stopped), the directory server selects a suitable replication server for publishing and receiving
changes.

The following sections describe how the replication server is selected and how the server load
is balanced:

e About Replication Server Selection Algorithm

e Understanding Replication Server Load Balancing

7.2.3.1 About Replication Server Selection Algorithm

The directory server uses the following principles to select a suitable replication server:

* Filtering. To begin, the directory server creates a list of eligible replication servers, from all
of the configured replication servers in the topology. The list is created based on the
following criteria:

1. Replication servers that have the same group ID (or geographic identifier) as the
directory server.

2. Replication servers that have the same generation ID (initial data set) as the directory
server.

3. Replication servers that include all of the latest updates that were generated from the
directory server.

4. Replication servers that run in the same virtual machine as the directory server.

# Note:

These criteria are listed in order of preference. So, for example, if a replication
server has the same generation ID (criterion 2) as the directory server but does
not have the same group ID (criterion 1), it will not be included in the list, unless
no replication server in the topology has the same group ID as the directory
server.

* Load Balancing. When the directory server has compiled a list of eligible replication
servers, it selects a replication server in a manner that balances the load across all the
replication servers in the topology. This selection is made in accordance with the
replication server weight in the topology. See Understanding Replication Server Load
Balancing.

7.2.3.2 Understanding Replication Server Load Balancing
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In large topologies with several directory servers and several replication servers, it is more
efficient to spread the directory servers out across the replication servers in a predefined
manner. This approach is particularly important if the replication servers run on different types
of machines, with different capabilities. If the estimated "global power" of the machines differs
significantly from one replication server to another, it is useful to balance the load on the
replication servers according to their power.
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You can configure the proportional weight of a replication server so that the number of directory
servers connecting to each replication server is balanced efficiently. Replication server weight
is defined as an integer (1. .n). Each replication server in a topology has a default weight of 1.
This weight only has meaning in its comparison to the weights of other replication servers in
the topology.

The replication server weight determines the proportion of the directory servers currently in the
topology that should connect to this particular replication server. The replication server weight
is configured as a fraction of the estimated global power of all the replication servers in the
topology. For example, if replication server A is estimated to be twice as powerful as replication
server B, the weight of replication server A should be twice the weight of replication server B.

The percentage of load of a particular replication server can be represented as ("/y) where n is
the weight of the replication server and d is the sum of the weights of all the replication servers
in the topology.

See Configuring the Replication Server Weight.

7.2.4 Understanding Change Replay

The replay of changes on replicated directory servers is efficient on multi-core and multi-CPU
systems. On a directory server, multiple threads read the changes sent by the replication
server.

Dependency information is used to decide whether an operation can be replayed immediately.
The server checks the server state and the list of operations on which the current operation
depends to determine whether those operations have been replayed. If the operations have
not been replayed, the server puts the operation in a queue that holds dependency operations.
If the operation can be replayed, the server builds an internal operation from information sent
by replication servers. The server then runs the internal replay operation.

Internal replay operations built from the operations that are sent by a replication server can
conflict with prior operations. Such internal operations cannot therefore always be replayed as
if they were taking place on the original directory server. The server checks for conflicts when
processing the handleConflictResolution phase.

In the majority of cases, the internal replay operations do not conflict with prior operations. In
such cases, the handleConflictResolution phase does nothing. The replication code is
therefore optimized to return quickly.

When a conflict does occur, the handleConflictResolution code takes the appropriate action to
resolve the conflict. For modify conflicts, the handleConflictResolution code changes the
modifications to retain the most recent changes.

When conflict resolution is handled, historical information is updated as for local operations.
The operation can then be processed by the core server. Finally, at the end of the operation,
the server state is updated.

After completing an operation, the server thread processing the operation checks whether an
operation in the dependency queue was waiting for the current operation to complete. If so,
that operation is eligible to be replayed, so the thread starts the replay process for the eligible
operation. If not, the thread listens for further operations from the replication server.

7.2.5 Understanding Auto Repair

The auto repair mechanism is implemented as an LDAP application, and runs on the hosts that
run replication servers. It primarily repairs inconsistent data.
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Despite efforts to keep servers synchronized, directory servers can begin to show incoherent
data. Typically, this occurs in the following circumstances:

e Adisk error taints the stored data
e A memory error leads to an error in processing data
e A software bug leads to bad data or missing changes

In such cases, tracking and replaying changes is not sufficient to synchronize the incoherent
data.

An automatic repair mechanism is provided, which leverages historical information inside
entries to determine what the coherent data should be. The replication mechanism then repairs
the data on directory servers where the data is bad or missing using auto repair application.

The auto repair application can run in different modes. Depending on the mode in which it is
run, the auto repair application performs the following tasks:

* Repairs inconsistencies manifested as an error when the server was replaying
modifications

* Repairs inconsistencies detected by the administrator

» Periodically scans directory entries to detect and repair inconsistencies

# Note:

In the current directory server release, the auto repair mechanism must be run
manually. See Detecting and Resolving Replication Inconsistencies.

7.2.6 What is Directory Server Crashes?

If a directory server crashes, its connection to the replication server is lost. Recent changes
that the directory server has processed and committed to its database might not yet have been
transmitted to any replication server.

When a directory server restarts, therefore, it must compare its state with the server state of
the replication servers to which the directory server connects. If the directory server detects
that changes are missing and not yet sent to a replication server, the directory server
constructs fake operations from historical information. The directory server sends these fake
operations to its replication server.

Because the local server state is not saved after each operation, the directory server cannot
trust its saved server state after a crash. Instead, it recalculates its server update state, based
on historical information.

7.2.7 What is Replication Server Crashes?

If a replication server crashes, directory servers connect to another replication server in the
topology. The directory servers then check for and, if necessary, resend the missing changes.

7.3 Overview of Historical Information and Conflict Resolution

You need to learn how to handle historical information for resolving replication conflicts.

This section contains the following topics:
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*  What is a Replication Conflict?
e About Modify Conflict Resolution
e About Naming Conflict Resolution

e Understanding How to Purge Historical Information

7.3.1 What is a Replication Conflict?

Replication conflicts occur in replication environment that allows concurrent updates to the
same data at multiple sites. For instance, when two transactions that originate from two
different sites update the same data at nearly the same time, a conflict can occur.

A conflict occurs when one or more entries are updated simultaneously on multiple servers and
the changes are incompatible, or causes some interaction between the updates. Conflict
occurs because no update operation is carried out simultaneously on every replica in the
replication topology. Instead, updates are first processed on one server, then replicated to
other servers.

The following example describes a conflict that occurs when an attribute is modified at the
same time on two different directory servers.

Consider a topology with two read/write replicas. A modify operation changes the surname, sn,
attribute of an entry to smith on one server. Before the server that is processing the change
can synchronize with the other server, the sn attribute value for that entry is replaced with the
value Jones on the other server. Unless the conflict is managed, replication would replay the
change (Smith) on the server that now contains the value Jones. At the same time, replication
would replay the change (Jones) on the server that contains the value Smith. The servers
would therefore end up with inconsistent values for the sn attribute on the modified entry.

The following list describes additional conflicts that can occur.

* Anentry is deleted on one server while one of its attribute values is modified on another
server.

* An entry is renamed on one server while one of its attribute values is remodified on
another server.

* Anentry is deleted and another entry with the same Distinguished Name (DN) is added on
one server while one of its attribute values is modified on another server.

A parent entry is deleted and a child of that entry is created on another server, either
through an add operation or a rename operation.

«  Two different entries with the same DN are added at the same time on two different
servers.

* Two different values are used to replace a single-valued attribute on the same entry on
different servers at the same time.

Conflicts that involve only modifications of the same entry are called modify conflicts. Conflicts
that involve at least one operation other than modify are called naming conflicts.

All modify conflicts and the vast majority of naming conflicts can be solved automatically by
replaying the operations in their order of occurrence. However, the following naming conflicts,
which have very little chance of occurring, cannot be solved automatically.

e Two entries with the same DN are created at the same time on different servers, either by
adding new entries or by renaming existing entries.
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e A parent entry is deleted and a child of the parent entry is created at the same time. The
child entry can be created either when a new entry is added or when an existing entry is
renamed.

7.3.2 About Modify Conflict Resolution

Modify conflicts only occur with modification operations. You must device strategies to resolve
such conflicts if they occur.

Operations are globally and logically ordered to determine the outcome of a given set of
operations. Change numbers are used to define the order.

The replication conflict resolution functionality ensures that all servers eventually reach the
same state, as if all operations were replayed everywhere in the order defined by the change
numbers. This remains true even though changes might be replayed in a different order on
different servers. In the modify conflict example with the sn values of smith and Jones,
described previously, assume that the value was set to Jones on the second server after it was
set to smith on the first server. The resulting attribute value should be Jones on both servers,
even after the replace modification of Smith is replayed on the second server.

Historical information about each entry is retained to check whether a conflicting operation has
already been played using a change number newer than that of a current conflicting operation.
For each modify operation, historical information is used, first to check if there is a conflict, and,
if there is a conflict, to determine the correct result of the operation.

When a modify conflict occurs, the server determines whether the current attribute values must
be retained or whether the modification must be applied. The current attribute values alone are
not sufficient to make this assessment. The server also determines when (at which change
number) prior modifications were made. Historical information therefore includes the following
elements:

e The date when the attribute was last deleted
e The date when a given value was last added
e The date when a given value was last deleted

When an attribute is deleted or fully replaced, older information is no longer relevant. At that
point the older historical information is removed.

Historical information undergoes the following processing:

e Saved in the ds-sync-hist attribute (can be viewed only by an administrator)
* Updated (but not used) for normal operations

» Updated and used for replicated operations

Conflict resolution is carried out when operations are replayed, after the pre-operation during
the handleConflictResolution phase.

Conflict resolution is carried out by changing the List<Modification> field of the
modifyOperation to match the actual modifications required on the user attributes of the entry,
and to change the ds-sync-hist attribute that is used to store historical information.

7.3.3 About Naming Conflict Resolution

Naming conflicts only happen for replayed operations. You need to identify how to resolve
these conflicts using an appropriate strategy.

The server uses the following methods to resolve naming conflicts:
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» Uses unique IDs to identify entries, including entries that have been renamed
* Tries to replay each operation first and only takes action if a conflict occurs

*  Checks during the pre-operation phase for conflicts that cannot be detected when
operations are replayed

» Retains no tombstone entries, which are entries that have been marked for deletion but not
yet removed

Because directory entries can be renamed, the DN is not an immutable value of the entry. DNs
cannot therefore be used to identify the entry for replication purposes. A unique and immutable
identifier is therefore generated when an entry is created, and added as an operational
attribute of the entry. This unique ID is used, instead of the DN, to identify the entry in changes
that are sent between directory servers and replication servers.

A replication context is attached to the operation. The replication context stores private
replication information such as change number, entry ID, and parent entry ID that is required to
solve the conflict.

7.3.4 Understanding How to Purge Historical Information

Historical information is stored in the server database. Historical information therefore
consumes space, I/0 bandwidth, and cache efficiency. Historical information can be removed
as soon as more recent changes have been seen from all the other servers in the topology.

Historical information is purged in the following ways:

*  When a new change is performed on the entry.

e By a purge process that can be triggered at regular intervals. The purge process saves
space, at the cost of more CPU for processing the purge. The purge process is therefore
configurable. See Configuring Replication Purge Delay.

7.4 Overview of Schema Replication

Schema replication is described to the users by schema replication architecture. You must
have an in-depth understanding of the architecture to implement schema replication.

This section contains the following topics:

e About Schema Replication.

* Schema Replication Architecture.

7.4.1 About Schema Replication

ORACLE

Schema describe the entries that can be stored in a directory server. Schema management is
a core feature of the directory service. Replication is also a central feature of the directory
service and is essential to a scalable, highly available service.

Any changes made to the schema of an individual directory server must therefore be replicated
on all the directory servers that contribute to the same service.

Schema replication occurs when the schema is modified in any of the following ways:

¢ By modifying the cn=schema suffix when the server is online

* By using a dedicated task to perform dynamic schema updates by means of a file when
the server is online
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* By modifying the underlying back-end files directly when the server is offline

Generally, schema modifications occur only when deploying new applications or new types of
data. The rate of change for schema is therefore low. For this reason, the schema replication
implementation favors simplicity over scalability.

Schema replication is enabled by default. In certain specific cases, it might be necessary to
have different schema on different directory servers, even when the servers share all or part of
their data. In such cases you can disable schema replication, or specify a restricted list of
servers that participate in schema replication. See Configuring Schema Replication

7.4.2 Schema Replication Architecture

ORACLE

The schema replication architecture relies heavily on the general replication architecture.
Therefore, it is recommended that you have a thorough understanding of the general
replication architecture before reading this section.

Directory servers notify replication servers about any changes to their local schema. As with
data replication, the replication servers propagate schema changes to other replication
servers, which in turn replay the changes on the other directory servers in the topology. See
Overview of the Replication Architecture.

Schema replication shares the same replication configuration used for any subtree:

dn: cn=example,cn=domains,cn=Multimaster Synchronization,\
cn=Synchronization Providers,cn=config

objectClass: top

objectClass: ds-cfg-replication-domain

cn: example

ds-cfg-base-dn: cn=schema

ds-cfg-replication-server: <serverl>:<portl>

ds-cfg-replication-server: <server2>:<port2>

ds-cfg-server-id: <unique-server-id>

Schema replication differs from data replication in the following ways:

« Entry Unique ID. A unique ID is required for data replication because entries can be
renamed or deleted.

In the schema, there is only one entry and that entry cannot be deleted or renamed. The
unique ID used for the schema entry is therefore the DN of the schema entry.

« Historical information. Historical information is used to save a history of relevant
modifications to an entry. This information makes it possible to solve maodification conflicts.

For schema replication, the only possible operations are adding values and deleting
values. Historical information is therefore not maintained for modifications to the schema.

* Persistent server state. When a directory server starts up, the replication plug-in
establishes a connection with a replication server. The replication server looks for changes
in its change log and sends any changes that have not yet been applied to the directory
server.

To know where to start in the change log, the replication plug-in stores information that is
persistent across server stop and start operations. This persistent information is stored in
the replication base-dn entry.

The schema back end allows the specific operational attribute used to store the persistent
state, ds-sync-state, to be modified.
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7.5 Overview of Replication Status

A replication domain is a directory server that contains data. Each replicated domain in a
replicated topology has a certain replication status. The replication status is determined by the
replication domain connections within the topology, and by how up-to-date the replication
domain is based on the changes that have occurred throughout the topology.

Knowledge of a domain's replication status enables a replicated topology to do the following:
* Manage certain aspects of assured replication

e Enable certain administrative tasks

e Administer and monitor replication effectively

See Monitoring a Replicated Topology.

The following sections outline the different statuses that a replicated domain can have:

* Replication Status Definitions

e What is Degraded Status?

e Understanding Full Update Status and Bad Generation ID Status

7.5.1 Replication Status Definitions

There are multiple status values that you can set for directory servers that contain data in a
replication domain.

The status can be one of the following:

* Normal. The connection to a replication server is established with the correct data set.
Replication is working. If assured mode is used, then acknowledgments from this directory
server are sent.

* Late. The connection to a replication server is established with the correct data set.
Replication is marked Late when the number of missing changes for the directory server
exceeds the threshold defined in the replication server configuration. When the number of
changes goes below this threshold, the status will go back to Normal.

* Full Update. The connection to a replication server is established and a new data set is
received from this connection (online import), to initialize the local back end.

- Bad Data Set. The connection to a replication server is established with a data set that is
different from the rest of the topology. Replication is not working. Either the other directory
servers of the topology should be initialized with a compatible data set, or this server
should be initialized with another data set that is compatible with the other servers.

* Not Connected. The directory server is not connected to any replication server.

* Unknown. The status cannot be determined. This occurs mainly when the server is down
or unreachable but it is referenced in the monitoring of another server.

* Invalid. This is for internal use. If the directory server changes its state and the transition is
impossible according to state machine, then INVALID STATUS is returned.

7.5.2 What is Degraded Status?

ORACLE

A directory server that is slow in replaying changes is assigned a DEGRADED STATUS.
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The stage at which the server is regarded as "too slow" is defined by the degraded status
threshold and is configurable, based on the number of updates queued in the replication server
for that directory server.

When the degraded status threshold is reached, the directory server assumes a degraded
status and is considered to be unable to send acknowledgments in time. A server with this
status can have an impact on assured replication, as replication servers no longer wait for an
acknowledgment from this server before returning their own acknowledgments.

7.5.3 Understanding Full Update Status and Bad Generation ID Status

A directory server can change status depending on the type of task performed by the
administrator on the topology.

Apart from being assigned a degraded status, a directory server can be assigned another
status depending on the following tasks performed on the topology:

e Full update. When a replicated domain is initialized online from another server in the
topology, the directory server status for that domain changes to FULL UPDATE STATUS.
When the full update has completed, the directory server reinitializes its connection to the
topology, and the status is reset to NORMAL STATUS.

e Local import or restore. When a replicated domain is reinitialized by using a local import
or restore procedure, the directory server status for that domain changes to
NOT CONNECTED STATUS.

* Resetting the generation ID. If a replicated domain connects to a replication server with a
generation ID that is different from its own, the domain is assigned a BAD_GEN_ID status. A
domain can also be assigned this status if a reconnection occurs after a full online update,
a local import, or a restore with a set of data that has a different generation ID to that of the
replication server.

In addition, you might need to reset the generation ID of all the replication servers in the
topology by running the reset generation ID task on the directory server. This causes all
the replication servers in the topology to have a different ID to the ID of the directory
servers to which they are connected. In this case, the directory servers are assigned a
BAD GEN ID status.

7.6 About Replication Groups

Replication groups are designed to support multi-data center deployments and disaster
recovery scenarios. Replication groups are defined by a group ID. A group ID is a unique
number that is assigned to a replicated domain on a directory server (one group 1D per
replicated domain). A group ID is also assigned to a replication server (one group ID for the
whole replication server).

Group IDs determine how a directory server domain connects to an available replication
server. From the list of configured replication servers, a directory server first tries to connect to
a replication server that has the same group ID as that of the directory server. If no replication
server with a compatible group ID is available, the directory server connects to a replication
server with a different group ID. The next section describes this selection process in greater
detail. See Configuring Replication Groups.
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# Note:

Assured replication does not cross group boundaries. See Understanding Assured
Replication.

7.7 Understanding Assured Replication

Assured replication is a method of making regular replication work in a more synchronized
manner. The topics in this section describe how assured replication works from an architectural
perspective.

# Note:

Before you read the following sections, it is recommended that you should have an
understanding of basic replication concepts. You must know what a replication server
is, as opposed to a directory server, and have an understanding of how replication
servers work in a replicated topology. If this is not the case, read at least the
Overview of the Replication Architecture to obtain an understanding of how regular
replication works in the directory server.

The following sections describe the implementation of assured replication:

* Need for Assured Replication

e Supported Assured Replication Modes Configuration

» Understanding Assured Replication Connection Algorithm
« Understanding Assured Replication and Replication Status

* Understanding Assured Replication Monitoring

7.7.1 Need for Assured Replication

ORACLE

Assured Replication ensures enhanced consistency of data between replicas. In assured
replication the response to an LDAP update is delayed until the change is received or applied
by other servers. This assures that the change is not lost even if the server receiving the
change crashes.

In a standard replicated topology, changes are replayed to other replicated servers in a "best
effort" mode. A change made on an LDAP server is replayed on the other servers in the
topology as soon as possible, but in an unsynchronized manner. This is convenient for
performance but does not ensure that a change has been propagated to other servers when
the initial LDAP client call is finished.

In some deployments this might be acceptable, that is, the time period between the change on
the first server and the replay on peer servers might be short enough to fulfill the requirements
of the deployment. For example, an international organization might store employee user
accounts in a replicated topology across various geographical locations. If a new employee is
hired and a new account is created for him on one LDAP server in a specific location, it might
be acceptable that the replay of the creation occurs in other LDAP servers a few milliseconds
after the LDAP client call terminates. The user is unlikely to perform a host login that would
access one of the other LDAP servers in the same second that the user account is created.
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However, there might be cases in which more synchronization is required from the replication
process. If a specific host fails, it might be imperative that any changes made on that host have
been propagated elsewhere in the topology. In addition, the deployment might require
assurance that once the LDAP client call of a change is returned by a server, all of the peer
servers in the topology have received that change. Any other clients that read the entry from
anywhere in the topology would be sure to obtain the modification.

Assured replication is a method of making regular replication work in a more synchronized
manner. The topics in this section describe how assured replication works, from an
architectural perspective. For information about configuring assured replication, see
Configuring Assured Replication.

7.7.2 Supported Assured Replication Modes Configuration

The directory server currently supports several different kinds of assured replication modes,
depending on the level of synchronization that is required, the goal of the replicated topology,
and the acceptable performance impact. This section provides an in-depth coverage of the
different assured replication modes.

This section contains the following topics:

e Example of Using Safe Data Mode

* Example of Using Safe Data Level = 1.

* Example of Using Safe Data Level = 2 (RS and DS on Different Hosts).

e Example of Using Safe Data Level = 2 (RS and DS on Same Host).

*  Example of Using Safe Read Mode

e Understanding Safe Read Mode and Replication Groups

* Example of Using Safe Read Mode in a Single Data Center With One Group.

*  Example of Using Safe Read Mode in a Single Data Center With More Than One Group.

* Example of Using Safe Read Mode in a Multi-Data Center Deployment.

7.7.2.1 Example of Using Safe Data Mode

ORACLE

In safe data mode, any change is propagated to a specified number of servers in the topology
before the LDAP client call returns. If the LDAP server on which the change is made fails, it is
guaranteed that the change is propagated to at least the specified number of servers.

This specified number of servers (N) defines the safe data level. The safe data level is based
on acknowledgments from the replication servers only. In other words, an update message that
is sent from an LDAP server must be acknowledged by at least N (N>=1) replication servers
before the LDAP client call that initiated the update returns.

The higher the safe data level, the greater the number of machines that are assured to have
the update and, consequently, the more reliable the data. However, as the safe data level
increases, the overall performance decreases because additional acknowledgments are
required before the LDAP client call returns.

The safe data level functions in best effort mode. That is, if the safe data level is set to 3 and
there are temporarily only two replication servers available in the topology, an acknowledgment
from the third (unavailable) replication server will not be expected until this server is available
again.

Safe data mode is affected by the use of replication groups. Because assured replication does
not cross group boundaries, a replication server with a group ID of 1 waits for an
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acknowledgment from other replication servers with the same group ID but not for
acknowledgments from replication servers with a different group ID. For more information, see
About Replication Groups.

# Note:

In the current replication implementation, the setup and dsreplication commands
support only a scenario in which the main replication server is physically located in
the same host as the LDAP server (that is, on the same machine). However, the
fundamental replication design is to support deployments where the replication
servers run on separate machines, to increase reliability.

Such deployments can currently be configured only by using the dsconfig command
and are not supported by the setup and dsreplication commands. However, these
deployments provide better failover and availability. In such deployments, if the safe
data level is set to 1 (acknowledgment of only one replication server is expected), this
replication server must run on a separate machine to the LDAP server.

7.7.2.2 Example of Using Safe Data Level = 1

Setting the safe data level to 1 ensures that the first replication server returns an
acknowledgment to the directory server immediately after receiving the update.

The replication server does not wait for acknowledgments from other replication servers in the
topology. The madification is guaranteed to exist on one additional server (other than the
directory server on which the change was made).

This example can only be configured with dsconfig and is not yet supported by the setup or
dsreplication commands.
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—— Connections configured between servers
DS Directory Server Instance

RS Replication

Server Instance

@ LDAP change operation initiated

(2) LDAP operation executed locally

@ Matching update info sent, wait for ack

Host Host
-~ -~
RS = RS = DS
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‘ LDAP Client ID=1 Group ID=1

Host

.
DS
N Group ID=1

@ Ack from first RS that receives update (does not wait until

the update is forwarded to other Replication Servers).

@ LDAP operation call returns

7.7.2.3 Example of Using Safe Data Level = 2 (RS and DS on Different Hosts)

Setting the safe data level to 2 ensures that the first replication server will wait for an

acknowledgment from one peer replication server before returning an acknowledgment to the
directory server. The modification is guaranteed to exist on two additional servers (other than
the directory server on which the change was made).

ORACLE"

This example can only be configured with dsconfig and is not yet supported by the setup or
dsreplication commands.
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RS can therefore send an acknowledgment to the initial DS.

(7) LDAP operation call returns

7.7.2.4 Example of Using Safe Data Level = 2 (RS and DS on Same Host)

ORACLE"

In the current replication implementation, the setup and dsreplication commands only
support configurations in which the replication is on the same machine as the directory server.
With this implementation, if you want to ensure that a change is sent to at least one additional
host, then you must set the safe data level to 2.
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LDAP operation call returns

7.7.2.5 Example of Using Safe Read Mode

ORACLE

Safe read mode ensures that any modification made on a specific directory server has been
replayed to all other directory servers within the topology before the LDAP call returns. In this
mode, if another LDAP client performs a read operation on another directory server in the
topology, that client is assured of reading the modification that has just been performed. Safe
read mode is the most synchronized manner in which you can configure replication. However,
this mode also has the biggest performance impact in terms of write time.

Safe read mode is based on acknowledgments from the LDAP servers rather than the
replication servers in a topology. When a modification is made on a directory server, the update
is sent to the corresponding replication server. The replication server then forwards the update
to the other replication servers in the topology. These replication servers wait for
acknowledgment of the modification being replayed on all the directory servers to which the
modification is forwarded. When the modification has been replayed on all directory servers in
the topology, the replication servers send their acknowledgment back to the first replication
server, which in turn sends an acknowledgment to the original directory server.

The first replication server also waits for an acknowledgment from any other directory servers
that are directly connected to it before sending the acknowledgment to the original directory
server. Only when the original directory server has received an acknowledgment from its
replication server does it finally return the end of the operation call to the LDAP client.

At this point, all directory servers in the topology contain the modification. If an LDAP client
reads the data from any directory server, it is therefore certain of obtaining the modification.
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7.7.2.6 Understanding Safe Read Mode and Replication Groups

Replication groups support multi-data center replication and high availability. For more
information about replication groups, see About Replication Groups. In the context of assured
replication, replication groups enable a set of directory servers to work together in safe read
mode. All directory servers that work together in a synchronized manner require the same
group ID. This group ID should also be assigned to all the replication servers working in the
synchronized topology. Assured replication does not cross group boundaries.

When a change occurs on a directory server with certain group ID (N), the LDAP call is not
returned before every other directory server with group ID N has returned an acknowledgment
of the change.

The use of replication groups provides more flexibility in a replicated topology that uses safe
read mode.

* In asingle data center deployment, you can define a subset of the directory servers that
should be fully synchronized. Only the directory servers with the same group ID will wait for
an acknowledgment from their peers with the same group ID. All the replication servers will
have the same group ID.

* In a multi-data center deployment, you can specify that all the directory servers within a
single data center are fully synchronized. A directory servers will wait for acknowledgment
only from its peers located in the same data center before returning an LDAP call.
Acknowledgment is expected only if the directory server is connected to a replication
server with the same group ID.

7.7.2.7 Example of Using Safe Read Mode in a Single Data Center With One Group

ORACLE

The following illustration shows a deployment in which all nodes are in the same data center
and are part of the same replication group. Each directory server and replication server has the
same group ID. Any modification must be replayed on every directory server in the topology
before an LDAP client call returns. Any subsequent LDAP read operation on any directory
server in the topology is assured of reading the modification.

Such a scenario might be convenient, for example, if there is an LDAP load balancer in front of
the replicated directory server pool. Because it is impossible to determine the directory server
to which the load balancer will redirect an LDAP modification, a subsequent read operation is
not necessarily routed to the directory server on which the modification was made. In this case,
it is imperative that the change is made on all servers in the topology before the LDAP client
call is returned.
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7.7.2.8 Example of Using Safe Read Mode in a Single Data Center With More Than

One Group

ORACLE

The following illustration shows a deployment in which all nodes are in the same data center
but in which assured replication is configured on only a subset of the directory servers. This
subset of servers constitutes a replication group, and each server is assigned the same group
ID (1). When a change is made on one of the directory servers in the replication group, an
acknowledgment must be received from all the directory servers in the group before the initial
LDAP call is returned to the client. The remaining directory servers in the topology will still
replay the change, but their acknowledgment is not required before the LDAP call is returned.
If a change made on one of the servers outside of the group, no acknowledgment from other
directory servers is required before the LDAP call is returned to the client.

In this example, the replication server that is connected to directory servers outside of the
replication group is still assigned a group ID of 1. This configuration ensures failover if another
replication server is offline. In this case, if a directory server within the replication group
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connects to this particular replication server, assured replication must still work. For the
purpose of failover, any replication server must be assigned the same group ID if there is a
chance that a directory server within the group might connect to it at some stage.

Host Host
_

DS
Group ID=2

RS
\\ Group ID=1 |

DS
Group ID=2

Host !

LDAP Client

Connections configured between servers

LDAP change operation initiated

LDAP operation executed locally

Matching update info sent, wait for ack

Update info sent to peer RS with group ID=1, wait for ack
Update info sent to peer DS with group ID=1, wait for ack
LDAP operation replayed locally

DS sends ack back to RS

RS sends ack initial RS

Initial RS sends ack to initial DS

EEALUAGEO®O |

LDAP operation call returns

7.7.2.9 Example of Using Safe Read Mode in a Multi-Data Center Deployment

The following illustration shows a deployment with two data centers (in different geographical
locations). Each data center has safe read mode configured locally within the data center. All of
the directory servers and the replication servers within the same data center are assigned the
same group ID (1 for the first data center and 2 for the second data center). The directory
servers within the same data center operate in a more tightly consistent synchronized manner.
Any change made on a directory server must be replayed and acknowledged from all directory
servers within that data center before the LDAP client call returns.

In this example, data is synchronized between the two data centers, but any change made on
a specific directory server is immediately visible on all other directory servers within the same
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data center. This scenario is convenient if there is an LDAP load balancer in front of the
directory servers of a data center. The performance impact in terms of writes is not too great
because no acknowledgments are requested from the servers of the remote data center.
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Connections configured between servers

LDAP change operation initiated

LDAP operation executed locally
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Update info sent to peer RS with group ID=1, wait for ack
Update info sent to peer DS with group ID=1, wait for ack
LDAP operation replayed locally

DS sends ack back to RS

RS sends ack initial RS

Initial RS sends ack to initial DS

@R 06 0ME

LDAP operation call returns

The group ID of the replication server is important in this scenario. If a change arrives from a
directory server with group ID N, the replication server compares N with its own group ID and

takes the following action:

e If the replication server has the same group ID (N), it forwards the change to all the
replication servers and directory servers to which it is directly connected. However, it waits
for an acknowledgment only from the servers with the same group ID (N) before sending
its own acknowledgment back to the original directory server.

< If the replication server has a different group ID, it forwards the change to all the replication

servers and directory servers but does not wait for any acknowledgment.
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7.7.3 Understanding Assured Replication Connection Algorithm

To implement the different scenarios of assured replication, the directory server in a topology
makes use of an algorithm to select the replication server to which that directory server should
connect with.

The algorithm that the directory server implements to select the replication server is as follows:

1. Connect to each replication server in the list of configured replication servers and obtain its
server state and group ID.

2. From the list of replication servers that are up to date with the changes on the directory
server, and that have same group ID as the directory server, select the one that has the
most updates from other directory servers in the topology. If no replication server exists
with the same group ID as the directory server, select the replication server that is most up
to date.

This algorithm ensures that a higher priority is given to replication servers with the same group
ID as the directory server's group ID. A directory server will therefore favor a replication server
located in its own data center.

Connecting to a replication server with the same group ID (in the same data center) provides
the safe read mode functionality. Connecting to a replication server with a different group 1D
provides failover to another data center (if all the replication servers in the local data center
fail). In this case, safe read mode is disabled as no acknowledgment is requested when
sending update messages to replication servers with a different group ID. Replication
continues, but in degraded mode (that is, the safe read mode requested at configuration time is
not applied.)

To return replication to normal, a directory server periodically polls the configuration list for the
arrival of replication servers with the same group ID as its own. If the directory server detects
that a replication server with its own group ID is available, it disconnects from the current
replication server (with a different group ID), and reconnects to the recovered replication server
with the same group ID. Safe read mode is thus re-enabled and replication returns to the mode
in which it was configured.

7.7.4 Understanding Assured Replication and Replication Status

ORACLE

You can set the replication status while implementing assured replication to different values
depending on the state of the directory server in the replication topology.

When a replication server detects that a directory server is out of sync regarding the overall
updates made in the topology, that directory server is said to have a degraded status. A
directory server that is out of sync is unlikely to be able to send the expected
acknowledgments in time for the replication server to avoid a time-out situation. The server
therefore has a degraded status until it has an acceptable level of updates. With a degraded
status, a directory server is no longer expected to send acknowledgments to the replication
server, until it returns to having a normal status.

Because a directory server with a degraded status cannot send acknowledgments, the
synchronization of an LDAP operation in safe read mode cannot be assured. In other words,
data read from this directory server might not contain the modifications made on another
directory server in the topology.

For more information, see Replication Status Definitions.
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7.7.5 Understanding Assured Replication Monitoring

The assured replication mechanism includes several attributes defined to monitor how well the
mechanism is working.

This section describes the monitoring attributes defined on the directory servers and on the
replication servers in a topology.

On a directory server, the attributes are located under the monitor entry for that replicated DN.
For example, monitoring information related to the replicated domain dc=example, dc=com IS
located under the monitoring entry cn=Replication Domain,dc=example,dc=com, server-

id, cn=monitor.

On a replication server, the monitoring information related to assured replication is on a per
connection basis. Monitoring attributes are found in the monitoring entry of a directory server or
replication server that is connected to the current replication server. For example, on a
particular replication server, the monitoring information related to a connected directory server
would be under the monitoring entry cn=Directory Server dc=example,dc=com ds-

host, server-id, cn=monitor. The monitoring information related to a connected replication
server would be under the monitoring entry cn=Remote Replication Server
dc=example,dc=com repl-server-host:repl-port,server-id,cn=monitor.

Table 7-1 provides a list of attributes used for a directory server.

Table 7-1 Monitoring Attributes on the Directory Server
|

Attribute Name Attribute Purpose

Type
assured-sr-sent-updates Integer Number of updates sent in assured

(0..N) replication, safe read mode
assured-sr-acknowledged-updates Integer Number of updates sent in assured

(0..N) replication, safe read mode, that have

been successfully acknowledged

assured-sr-not-acknowledged-updates Integer Number of updates sent in assured

(0..N) replication, safe read mode, that have not

been successfully acknowledged (either
because of timeout, wrong status, or error

at replay)
assured-sr-timeout-updates Integer Number of updates sent in assured
(0..N) replication, safe read mode, that have not
been successfully acknowledged because
of timeout
assured-sr-wrong-status-updates Integer Number of updates sent in assured
(0..N) replication, safe read mode, that have not

been successfully acknowledged because
of wrong status

assured-sr-replay-error-updates Integer Number of updates sent in assured
(0..N) replication, safe read mode, that have not
been successfully acknowledged because
of replay error
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Table 7-1 (Cont.) Monitoring Attributes on the Directory Server
]

Attribute Name Attribute Purpose

Type
assured-sr-server-not-acknowledged- String Multiple values allowed: number of
updates updates sent in assured replication, safe

read mode, that have not been
successfully acknowledged (either
because of timeout, wrong status or error
at replay) for a particular server (directory
server or replication server). String format:
server id:number of failed updates

assured-sr-received-updates Integer Number of updates received in assured
(0..N) replication, safe read mode
assured-sr-received-updates-acked Integer Number of updates received in assured
(0..N) replication, safe read mode that have
been acknowledged without errors
assured-sr-received-updates-not-acked Integer Number of updates received in assured
(0..N) replication, safe read mode, that have
been acknowledged with errors
assured-sd-sent-updates Integer Number of updates sent in assured
(0..N) replication, safe data mode
assured-sd-acknowledged-updates Integer Number of updates sent in assured
(0..N) replication, safe data mode, that have
been successfully acknowledged
assured-sd-timeout-updates Integer Number of updates sent in assured
(0..N) replication, safe data mode, that have not
been successfully acknowledged because
of timeout
assured-sd-server-timeout-updates String Multiple values allowed: number of

updates sent in assured replication, safe
data mode, that have not been
successfully acknowledged (because of
timeout) for a particular RS. String format:
server id:number of failed updates

Table 7-2 lists the monitoring attributes used for a replication server.

Table 7-2 Monitoring Attributes on the Replication Server
]

Attribute Name Attribute Purpose
Type
assured-sr-received-updates Integer Number of updates received from the
(0..N) remote server in assured replication, safe
read mode
assured-sr-received-updates-timeout Integer Number of updates received from the
(0..N) remote server in assure replication, safe
read mode, that timed out when forwarding
them
assured-sr-sent-updates Integer Number of updates sent to the remote
(0..N) server in assured replication, safe read
mode
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Table 7-2 (Cont.) Monitoring Attributes on the Replication Server

Attribute Name Attribute Purpose
Type
assured-sr-sent-updates-timeout Integer Number of updates sent to the remote
(0..N) server in assured replication, safe read
mode, that timed out
assured-sd-received-updates Integer Number of updates received from the
(0..N) remote server in Assured Replication, Safe
Data
assured-sd-received-updates-timeout Integer Number of updates received from the
(0..N) remote server in assured replication, safe

date mode, that timed out when forwarding
them. This attribute is meaningless if the
remote server is a replication server.

assured-sd-sent-updates Integer Number of updates sent to the remote
(0..N) server in assured replication, safe data
mode. This attribute is meaningless if the
remote server is a directory server.

assured-sd-sent-updates-timeout Integer Number of updates sent to the remote
(0..N) server in assured replication, safe data
mode, that timed out. This attribute is
meaningless if the remote server is a
directory server.

7.8 Overview of Fractional Replication

The fractional replication feature enables you to restrict certain attributes from being included
when modify operations are replayed on specific servers in a topology.

For information about configuring fractional replication, see Configuring Fractional Replication.

This section describes the architecture of the fractional replication mechanism and covers the
following topics:

e About Fractional Data Set Identification
*  About Fractional Replication Filtering

* About Fractional Replication and Local Operations

7.8.1 About Fractional Data Set Identification

ORACLE

A fractional data set is identified by the operational attributes that are stored in the root entry of
the replicated domain.

The following operational attributes help you to identify a fractional data set:
e ds-sync-fractional-exclude
e ds-sync-fractional-include

The syntax and meaning of these attributes is identical to their corresponding configuration
attributes, described in Configuring Fractional Replication. The role of these operational
attributes is to tag a data set as fractional: their presence in a domain implies "this data set is a
fractional domain and does not contain the following specific attributes...".
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The fractional configuration stored in the root entry of the domain, combined with the
generation ID (ds-sync-generation-id) and the replication state (ds-sync-state), can be
seen as the fractional signature of the data set.

When a domain is enabled (for example, after its fractional configuration is modified), the
server compares the fractional configuration of the domain (under cn=config) with the
fractional configuration attributes in the root entry of the domain. If both configurations match,
the domain assumes a normal status and LDAP operations can be accepted. If the
configurations do not match, the domain assumes a bad generation ID status and the data set
must be synchronized (by importing a data set) before LDAP operations can be accepted.

The data set that is imported must either:

« have the same fractional configuration in its root entry as the local domain has under
cn=config. In this case, the data set is imported as is.

« have no fractional configuration in its root entry. In this case, the data set is imported and
filtered according to the attribute filtering rules defined in the fractional configuration of the
local domain (under cn=config). The ds-sync-fractional-exclude Of ds-sync-
fractional-include attributes are then created in the root entry of the imported data, by
copying the fractional configuration of the local domain.

7.8.2 About Fractional Replication Filtering

You can filter the operations that have to be replayed while configuring a domain as fractional.
This is referred to as fractional replication filtering.

When a domain is configured as fractional, all ADD, MODIFY, and MODIFYDN operations that arrive
from the network to be replayed are filtered. These operations can end up being abandoned if
all of the attributes in the operation are filtered attributes according to the fractional
configuration.

7.8.3 About Fractional Replication and Local Operations

ORACLE

If an LDAP client performs an operation directly on a fractional replica and the operation does
not match the fractional configuration, the operation is forbidden and the server returns an
"unwilling to perform" error.

For example, if a fractional replica is configured with fractional-exclude: *:jpegPhoto and
an LDAP client attempts to add a new entry that contains a jpegPhoto attribute, the operation
is rejected with an "unwilling to perform" error. This behavior ensures that the domain remains
consistent with its fractional configuration definition, which implies that no jpegPhoto attribute
can exist on the domain.

7-30



Understanding the Oracle Unified Directory
Indexing Model

Oracle Unified Directory supports multiple kinds of indexes. You must explore this section to
learn more about the index types and the manner is which the search is conducted.
This section contains the following topics:

*  Overview of Indexes

e Supported Index Types

e Whatis Index Entry Limit?

¢ Understanding the Search Evaluation Mechanism
e Maintaining Indexes

For information about configuring indexes, see Indexing Directory Data.

8.1 Overview of Indexes

Oracle Unified Directory uses indexes to speed up search operations by associating lookup
information with Oracle Unified Directory entries. Each search operation includes a search key
that specifies the entries to return. During a search operation the server uses the index to find
entries that match the search key. If indexes are not configured, then the server must check
every entry in a suffix to locate potential matches for the search key.

Navigating through all entries in the directory is resource-intensive, especially for large
directories. In addition, unindexed searches might not be allowed to non-privileged users. For
more information about assigning privilege for unindexed search, see Understanding Root
Users and the Privilege Subsystem. To make searches more efficient, you can configure
indexes to correspond to the searches that clients need to perform.

This section contains the following topics:

¢ About Indexes

e Understanding the Importance of Indexing

8.1.1 About Indexes

ORACLE

An index is a mechanism used by the Directory Server database to efficiently find entries
matching the search criteria. An index maps a search key to an ID list, which is a set of entry
IDs for the entries that match that index key.

When you perform a search operation, Directory Server uses the index to find entries that
match the index key. Without an index, Directory Server must check every entry in a suffix to
find the match.
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8.1.2 Understanding the Importance of Indexing

Indexes play an important role in enhancing the performance of search operations. Directory
Server indexes speed up searches by associating search strings with the contents of a

directory.

«  The most efficient methodology to improve search operations against the directory server
is to configure indexes, combined with defining an index entry limit on search results.

« Anindex stores the values of specified attributes for an entry without storing any other
detail about the entry. This saves space and makes search faster by organizing the index
around that attribute. If you perform a search on an attribute that has been indexed, Oracle
Unified Directory quickly locates the index for the entries that meet the search criteria.

8.2 Supported Index Types

An index is an optional structure to speed up data access. Oracle Unified Directory supports

various index types.

The following table lists the types of indexes:

Table 8-1 Supported index types

Type of index

Description

Approximate Indexes

Equality Indexes

Ordering Indexes

Presense Indexes

Substring Indexes

An approximate index is used to match values that sound like the
values that are provided in the search filter. The purpose of an
approximate index is to locate entries that match values similar to the
search filter. For example, an approximate index on the cn attribute
allows client applications to locate entries even when the names are
misspelled.

An equality index identifies which entries are exactly equal to the value
that is provided in a search filter. An equality index can only be
maintained for attributes that have a corresponding equality matching
rule.

An ordering index keeps track of the relative order of values for an
attribute. It is similar to an equality index, except that it uses an
ordering matching rule instead of an equality matching rule to
normalize the values. Ordering indexes cannot be maintained for
attributes that do not have a corresponding ordering matching rule.

A presence index keeps track of the entries that have at least one value
for a specified attribute. There is only a single presence index key per
attribute, and its ID list contains the entry ID for all entries that contain
the specified attribute. The aci attribute is indexed for presence by
default to enable quick retrieval of entries with ACls.

A substring index keeps track of which entries contain specific
substrings. Index keys for a substring index consist of six-character
substrings taken from attribute values and the corresponding values
are an ID list containing the entry ID of the entries containing those
substrings. The attribute's substring matching rule is used to
normalized value the values for the index keys, and substring indexes
cannot be defined for attributes that do not contain substring matching
rules.

ORACLE
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8.3 What is Index Entry Limit?

The index entry limit is a configuration limit.

The index entry limit can be used to control the maximum number of entries that is allowed to
match any given index key (that is, the maximum size of an ID list). This provides a mechanism
for limiting the performance impact for maintaining index keys that match a large percentage of
the entries in the server. In cases where large ID lists might be required, performing an
unindexed search can often be faster than one that is indexed.

8.4 Understanding the Search Evaluation Mechanism

To process an LDAP search operation, the server applies each assertion of the search filter to
generate a list of candidate entries, which are then combined to form an initial set of candidate
entry IDs.

If a candidate set is obtained, the search is considered to be indexed. Each candidate entry is
fetched from the entry database and returned to the client if it matches the search scope and
filter.

If no candidate set is obtained (because of a lack of indexes or because some index values
exceeded the index entry limit), the search is considered to be not-indexed. In this case, a
cursor is opened on the DN database at the base entry to iterate through all records in scope,
fetching and filtering the corresponding entries until all the entries under the search base have
been processed.

Whenever the number of candidate entry IDs from the indexes is found to be 10 or less, no
further attempt is made to reduce the number of candidates. Instead those entries are
immediately fetched from the entry database and filtered, on the assumption that this is quicker
than continuing to read the index databases. This can pay off for AND search filters in which
the first component is the most specific.

Search AND filters are also rearranged so that components that are slow to evaluate (greater-
than-or-equal, less-than-or-equal) come after components that are generally faster (for
example, equality).

8.5 Maintaining Indexes

ORACLE

You can maintain indexes by running some commands.
Consider the following key points for maintaining indexes:

* Runthe verify-index command to check the consistency between the index and the
entry data within the directory server database.

For more information about the command, see verify-index

* Run the rebuild-index command to rebuild the directory server indexes, if you create a
new index or when the index-entry-limit property of an index changes.

For more information about the command, see rebuild-index

e Configure a Virtual List View (VLV) index, which is a mechanism used by the Directory
Server database to efficiently process searches with VLV controls. A VLV index effectively
notifies the server that a virtual list view, with specific query and sort parameters, will be
performed. This index also allows the server to collect and maintain the information
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required to make using the virtual list view faster. A VLV index stores sorted blocks of ID
lists, which are a set of entry IDs and the attribute values of the entry to sort on.

For more information about configuring VLV indexes, see Configuring VLV Indexes.

Configure an extensible match index to accelerate search operations using an extensible
match search filter. Index keys are values that have been normalized using a specified
matching rule, and the corresponding ID list contains the entry ID for all entries that match
the value according to that matching rule.

For more information about extensible match search filter, see extensible match search
filter.
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Understanding Access Control Model in
Oracle Unified Directory

Access control is a mechanism that is used to regulate access to resources in a computing
environment.

The following topics provide descriptive and reference information about the directory server
access control model:

e Understanding Access Control Principles

e Understanding the Syntax of Access Control Instructions

e Understanding Bind Rules

e Understanding Bind Rule Syntax

e Compatibility With the Oracle Directory Server Enterprise Edition Access Control Model
e Using Macro ACls for Advanced Access Control

e Understanding Virtual Access Control Instructions

For information about configuring access control in the directory server, see Controlling Access
To Data.

9.1 Understanding Access Control Principles

You need to understand the principles of the access control mechanism provided with the
directory server to configure access control policies.

This section contains the following topics:

*  About Access Control

e Overview of Access Control Instructions Structure

e Configuring Directory Server Global Access Control Instructions
*  About Evaluation of Access Control Instructions

* About Limitations of Access Control Instructions

*  About Replication of Access Control Instructions

e About Anonymous Read Access ACI

See also Managing Global ACIs Using dsconfig.

9.1.1 About Access Control

When the directory server receives a request, it uses the authentication information provided
by the user in the bind operation, and the access control instructions (ACIs) defined in the
server to allow or deny access to directory information.

The server can allow or deny permissions such as read, write, search, or compare. The
permission level granted to a user might depend on the authentication information that the user
provides.
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Using access control, you can control access to the entire directory, a subtree of the directory,
specific entries in the directory (including entries that define configuration tasks), a specific set
of entry attributes, or specific entry attribute values. You can set permissions for a particular
user, for all users who belong to a specific group or role, or for all users of the directory. Finally,
you can define access for a specific client, identified by its IP address or DNS name.

9.1.2 Overview of Access Control Instructions Structure

ORACLE

ACls are used to allow or deny access to directory information. ACls are stored in the directory
as attributes of entries.

The aci attribute is an operational attribute that is available for use on every entry in the
directory, regardless of whether it is defined for the object class of the entry. This attribute is
used by the directory server to evaluate what rights are granted or denied when the directory
server receives an LDAP request from a client. The aci attribute is returned in an 1dapsearch
operation only if it is specifically requested.

An ACI statement includes three main parts:

Target
Determines the entry or attributes to which permissions apply.

Permission
Defines what operations are allowed or denied.

Bind Rule
Determines who is subject to the ACI, based on their bind DN.

The permission and bind rule portions of the ACI are set as a pair, also called an Access
Control Rule (ACR). The specified permission to access the target is granted or denied
depending on whether the accompanying rule is evaluated to be true. For more information,
see Understanding the Syntax of Access Control Instructions.

If an entry that contains an ACI does not have child entries, the ACI applies to that entry only. If
the entry has child entries, the ACI applies to the entry itself and to all entries below it.
Therefore, when the directory server evaluates access permissions to an entry, it verifies the
ACls for every entry between the one that was requested and the base of its root suffix.

The aci attribute is multivalued, which means that you can define several AClIs for the same
entry or subtree.

You can create an ACI on an entry that does not apply directly to that entry but to some or all of
the entries in the subtree below it. The advantage of this is that you can place at a high level in
the directory tree a general ACI that effectively applies to entries that are more likely to be
located lower in the tree. For example, at the level of an organizationalUnit entry or a
locality entry, you could create an ACI that targets entries that include the inetorgperson
object class.

You can use this feature to minimize the number of ACls in the directory tree by placing
general rules at high-level branch points. To limit the scope of more specific rules, place them
as close as possible to leaf entries.

¢ Note:

ACls that are placed in the root DSE entry (with the DN "") apply only to that entry.
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9.1.3 Configuring Directory Server Global Access Control Instructions

You can configure access control centrally by using the dsconfig command to modify the
properties of the Access Control Handler.

The following default global ACls apply to all suffixes that are defined in the directory server
because the rules do not specify a target expression;

Property : Value (s)
global-aci : "(targetattr="*") (version 3.0; acl "Self entry modification";
: allow (write) userdn="ldap:///self";),
: "(targetattr="createTimestamp| |creatorsName| |modifiersName| |modify
: Timestamp]| |entryDN| |entryUUID| | subschemaSubentry") (version 3.0;
: acl "User-Visible Operational Attributes"; allow
(read, search, compare) userdn="ldap:///anyone";)",

For more information, see Managing Global ACIs Using dsconfig.

9.1.4 About Evaluation of Access Control Instructions

ORACLE

To evaluate the access rights to a particular entry, the server compiles a list of the ACls present
on the entry itself and on the parent entries back up to the base of the entry's root suffix.
During evaluation, the server processes the ACIs in this order.

ACls are evaluated in all of the suffixes and subsuffixes between an entry and the base of its
root suffix, but not across chained suffixes on other servers.

¢ Note:

Access control does not apply to any user who has the bypass-acl privilege. The
Directory Manager has this privilege. When a client is bound to the directory as the
Directory Manager, the directory server does not evaluate any ACIs before
performing operations. As a result, performance of LDAP operations as Directory
Manager is not comparable to the expected performance of other users. You should
always test directory performance with a typical user identity.

By default, if no ACI applies to an entry, access is denied to all users except those with the
bypass-acl privilege. Access must be explicitly granted by an ACI for a user to access any
entry in the directory. For more information, see About Default Global ACls.

Although the directory server processes the ACls that are closest to the target entry first, the
effect of all ACls that apply to an entry is cumulative. Access granted by any ACI is allowed
unless any other ACI denies it. ACls that deny access, no matter where they appear in the list,
take precedence over ACls that allow access to the same resource.

For example, if you deny write permission at the directory's root level, none of the users can
write to the directory regardless of the specific permissions you grant them. To grant a specific
user write permissions to the directory, you must restrict the scope of the original denial for
write permission so that it does not include that user.
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0.1.5 About Limitations of Access Control Instructions

There are some limitations that you must bear in mind when you create an access control
policy for your directory service.

The limitations are as follows:

« If your directory tree is distributed over several directory servers, some restrictions apply to
the keywords that you can use in access control statements. ACIs that depend on group
entries (groupdn keyword) must be located on the same directory server as the group
entry. If the group is dynamic, all members of that group must also have an entry on the
directory server. If the group is static, the members' entries can be located on remote
directory servers. However, you can do value matching of values stored in the target entry
with values stored in the entry of the bind user (for example, using the userattr keyword).
Access is evaluated normally even if the bind user does not have an entry on the directory
server that holds the ACI.

* Access control rules are always evaluated on the local directory server. You must not
specify the host name or port number of the directory server in LDAP URLs used in ACI
keywords. If you do, the LDAP URL is not taken into account at all.

9.1.6 About Replication of Access Control Instructions

ACls are stored as attributes of entries, so if an entry containing AClIs is part of a replicated
suffix, the AClIs are replicated like any other attribute.

9.1.7 About Anonymous Read Access ACI

Anonymous read access ACI is automatically added to a server instance during the Oracle
Unified Directory setup when you enable an instance as a datastore for Oracle Enterprise User
Security (EUS).

" (targetattr!="userPassword| |authPassword") (version 3.0; acl "Anonymous read access";
allow (read,search,compare) userdn="ldap:///anyone";)"

To enable a server instance as a datastore for EUS, you must select the Enable for EUS
(Enterprise User Security), EBS, Database Net Services and DIP option in the Oracle
Components Integration window during the Oracle Unified Directory setup. See Setting Up
Oracle Unified Directory as a Directory Server in Installing Oracle Unified Directory.

9.2 Understanding the Syntax of Access Control Instructions

ORACLE

ACls are complex structures with many possible variations. A detailed analysis of the ACI
syntax is dealt with in this section.

This section contains the following topics:

e Overview of Access Control Instructions Syntax
* Defining Targets
e Setting Permissions

See also Understanding Bind Rule Syntax.
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9.2.1 Overview of Access Control Instructions Syntax

You must review the ACI syntax to regulate access to directory data.
The aci attribute has the following syntax:

aci: (target) (version 3.0;acl "name";permissionBindRules;)

where:

e target specifies the entry, attributes, or set of entries and attributes for which you want to
control access. The target can be a distinguished name, one or more attributes, or a single
LDAP filter. The target is optional. When the target is not specified, the ACI applies to the
entire entry where it is defined and all of its children.

e version 3.0 is arequired string that identifies the ACI version.

e name is a name for the ACI. The name can be any string that identifies the ACI. The ACI
name is required and should describe the effect of the ACI. Although there are no
restrictions on the name, it is good practice to use unique names for AClIs. If you use
unigue names, the Get Effective Rights control enables you to determine which ACl is in
force.

e permission specifically states what rights you are either allowing or denying, for example
read or search rights.

e bindRules specify the credentials and bind parameters that a user has to provide to be
granted access. Bind rules can also be based on user or group membership or connection
properties of the client.

You can specify multiple targets and permission-bind rule pairs. This allows you to refine both
the entry and attributes being targeted and efficiently set multiple access controls for a given
target, as shown here:

aci: (target)...(target) (version 3.0;acl "name"; permissionBindRule;
permissionBindRule; ...; permissionBindRule;)

The following example shows a complete LDIF ACI:

aci: (target="ldap:///uid=bjensen,dc=example,dc=com")
(targetattr="*") (version 3.0; acl "example"; allow (write)
userdn="1dap:///self";)

In this example, the ACI states that the user bjensen has rights to modify all attributes in her
own directory entry.

9.2.2 Defining Targets

ORACLE

The target identifies what the ACI applies to. When a client requests an operation on attributes
in an entry, the directory server evaluates the target to see if the ACI must be evaluated to
allow or deny the operation.

If the target is not specified, the ACI applies to all attributes in the entry containing the aci
attribute and to the entries below it.

The following sections describe how to define targets:

e Overview of LDIF Target Keywords

e Targeting a Directory Entry
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Targeting Attributes in a Targeted Entry

Targeting Both an Entry and Attributes

Targeting Entries or Attributes Using LDAP Filters
Targeting Attribute Values Using LDAP Filters
Targeting a Single Directory Entry

Specifying the Scope of an ACI

Targeting LDAP Controls

Targeting LDAP Extended Operations

9.2.2.1 Overview of LDIF Target Keywords

ORACLE

The general syntax for a target is one of the following:

(keyword = "expression")
(keyword != "expression")
where:

keyword indicates the type of target. The following types of targets are defined by the
keywords in Table 9-1:

— Adirectory entry or its subtree

— The attributes of an entry

— A set of entries or attributes that match an LDAP filter

— An attribute value or combination of values that match an LDAP filter
— The scope of the ACI

— An LDAP control

— An extended operation

The equal sign (=) indicates that the target is the object specified in the expression, and
not equal (!=) indicates that the target is any object not specified in the expression.

# Note:

The not-equal operator is not supported for the targattrfilters and
targetscope keywords.

expression depends on the keyword and identifies the target. The quotation marks ("")
around expression are syntactically required, although the current implementation accepts
expressions like targetattr=*. In future versions, syntax checking might become more
strict, so you should always use quotation marks.

The following table lists each keyword and the associated expressions.

Table 9-1 LDIF Target Keywords
]

Keyword Valid Expressions Wildcard Allowed?

target ldap:///distinguishedName Allowed
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Table 9-1 (Cont.) LDIF Target Keywords

Keyword Valid Expressions Wildcard Allowed?
targetattr attribute Allowed
targetfilter LDAPfilter Allowed
targattrfilters LDAPoperation : LDAPfilter Allowed
targetscope base, onelevel, subtree, Not Allowed
subordinate
targetcontrol oid Not Allowed
extop oid Not Allowed

9.2.2.2 Targeting a Directory Entry

ORACLE

Use the target keyword and a DN inside an LDAP URL to target a specific directory entry and
any entries below it. The targeted DN must be located in the entry where the ACl is defined or
in the subtree below the entry. The target expression has the following syntax:

(target = "ldap:///distinguishedName")
(target != "ldap:///distinguishedName")

The distinguished name must be located in the entry where the ACI is defined or in the subtree
below the entry. For example, the following target can be used in an ACl on
ou=People,dc=example, dc=com:

(target = "ldap:///uid=bjensen, ou=People,dc=example,dc=com")

The keyword target is optional. If it is not present, the default target for the ACI is the entry
where the ACI is stored.

¢ Note:

The DN of the entry must be a distinguished name in string representation (as
defined in RFC 4514 (http://www.ietf.org/rfc/rfcd514.txt)). Therefore,

characters syntactically significant for a DN, such as commas, must be escaped with
a single backslash (\). For example:

(target="1dap:///uid=cfuentes, o=Example Bolivia\, S.A.")

You can also use a wildcard in the DN to target any number of entries that match the LDAP
URL. The following are legal examples of wildcard usage:

* (target="ldap:///uid=*,dc=example,dc=com") Matches every immediate child of the
example.com branch entry that has the uid attribute in the entry’'s RDN, as shown in this
example.

uid=tmorris, dc=example,dc=com
uid=yyorgens, dc=example, dc=com
uid=bjensen, dc=example, dc=com
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° (target="ldap:///uid=*, **, dc=example,dc=com") Matches every entry more than one
level below the example.com branch entry that has the uid attribute in the entry's RDN, as
shown in this example.

uid=tmorris, ou=sales,dc=example, dc=com
uid=yyorgens, ou=marketing, dc=example, dc=com
uid=bjensen, ou=eng, ou=east, dc=example, dc=com

o (target="1ldap:///uid=*Anderson, ou=People, dc=example, dc=com") Matches every entry
immediately below the ou=People branch entry with a uid ending in Anderson.

* (target="ldap:///*=*Anderson, ou=People, dc=example,dc=com") Matches every entry
immediately below the ou=People branch whose RDN ends with Anderson, regardless of
the naming attribute.

Multiple wildcards are allowed, such as in uid=*, ou=*, dc=example, dc=com, which matches
every entry in the example. con tree whose distinguished nhame contains the uid and ou
attributes in the specified positions.

9.2.2.3 Targeting Attributes in a Targeted Entry

ORACLE

In addition to targeting directory entries, you can also target one or more attributes that occur
in the targeted entries. This functionality is useful when you want to deny or allow access to
partial information about an entry. For example, you can allow access to only the common
name, surname, and telephone number attributes of a given entry. Similarly, you can deny
access to sensitive information such as personal data.

If no targetattr rule is present, no attributes can be accessed by default. To access all
attributes, the rule must be targetattr="*".

The targeted attributes do not need to exist on the target entry or its subtree, but the ACI
applies whenever they do. The attributes you target do not need to be defined in the schema.
The absence of schema checking makes it possible to implement an access control policy
before importing your data and its schema.

To target attributes, use the targetattr keyword and provide the attribute names. The
targetattr keyword uses the following syntax:

(targetattr = "attribute")
(targetattr != "attribute")

You can target multiple attributes by using the targetattr keyword with the following syntax:

(targetattr = "attributel || attribute2 ... || attributeN")
(targetattr !'= "attributel || attribute2 ... || attributeN")

For example, to target an entry's common name, surname, and UID attributes, you would use
the following:

(targetattr = "cn || sn || uid")

To target all of an entry's user attributes, except carlicense, you would use the following
target:

(targetattr != "carlicense")

Targeted attributes include all subtypes of the named attribute. For example, (targetattr =
"locality") also targets locality;lang-fr. You can also target subtypes specifically, for
example, (targetattr = "locality;lang-fr-ca").
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You can use a wildcard as a stand-alone character in a targetattr rule (such as
targetattr="*"), but this use is discouraged because it serves no particular purpose and can
have a negative performance impact.

9.2.2.4 Targeting Both an Entry and Attributes

By default, the entry targeted by an ACI containing a targetattr keyword is the entry on which
the ACl is placed. That is, if you apply the ACIl aci: (targetattr = "uid")
(accessControlRules;) to the ou=Marketing, dc=example,dc=com entry, then the ACI applies
to the entire Marketing subtree. However, you can also explicitly specify a target using the
target keyword, as shown in the following example:

aci: (target="ldap:///uid=*,ou=Marketing,dc=example,dc=com")
(targetattr="uid") (accessControlRules;)

The order in which you specify the target and the targetattr keywords is irrelevant.

9.2.2.5 Targeting Entries or Attributes Using LDAP Filters

ORACLE

Use LDAP filters to target a set of entries that match certain criteria. To do this, use the
targetfilter keyword with an LDAP filter. The ACI applies to all entries that match the filter at
the level of the target DN and in the subtree below it.

The targetfilter keyword uses this syntax:
(targetfilter = "LDAPfilter")

where LDAPfilter is a standard LDAP search filter. For more information about filter syntax, see
search filter.

For example, suppose that all entries representing employees have a status of salaried or
contractor and an attribute representing the number of hours worked, as a percentage of a full-
time position. To target all the entries representing contractors or part-time employees, you
could use the following filter:

(targetfilter = " (| (status=contractor) (fulltime<=79))")

The Netscape extended filter syntax is not supported in ACls. For example, the following target
filter is not valid:

(targetfilter = "(locality:fr:=<= Quebec)")

Target filters select whole entries as targets of the ACI. You can associate the targetfilter
and the targetattr keywords to create ACIs that apply to a subset of attributes in the targeted
entries.

The following LDIF example allows members of the Engineering Admin group to modify the
departmentNumber and manager attributes of all entries in the Engineering business category.
This example uses LDAP filtering to select all entries with businessCategory attributes set to
Engineering:

dn: dc=example,dc=com

objectClass: top

objectClass: organization

aci: (targetattr="departmentNumber || manager")
(targetfilter=" (businessCategory=Engineering)")

(version 3.0; acl "eng-admins-write"; allow (write)

groupdn ="ldap:///cn=Engineering Admins, dc=example,dc=com";)
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Although using LDAP filters can be useful when you are targeting entries and attributes that
are spread across the directory, the results are sometimes unpredictable because filters do not
directly name the object for which you are managing access. The set of entries targeted by a
filtered ACl is likely to change as attributes are added or deleted. Therefore, if you use LDAP
filters in ACIs, you should verify that they target the correct entries and attributes by using the
same filter in an 1dapsearch operation.

9.2.2.6 Targeting Attribute Values Using LDAP Filters

Use access control to target specific attribute values. This means that you can grant or deny
permissions on an attribute if that attribute's value meets the criteria defined in the ACI. An ACI
that grants or denies access based on an attribute's value is called a value-based ACI.

For example, you can grant all users in your organization permission to modify the roomNumber
attribute in their own entries. However, you would also want to ensure that they do not give
themselves reserved room numbers, all of which begin with 12. LDAP filters are used to check
that the conditions on attribute values are satisfied.

To create a value-based ACI, you must use the targattrfilters keyword with the following
syntax:

(targattrfilters="Op=attrl:F1[ (&& attr2:F2)*] [; Op=attr:F[ (s& attr:F) *1")
where:
e QOpis either an add or delete operation:
— add represents the operation of creating an attribute.
— delete represents the operation of deleting an attribute.
e attr represents the target attributes.
*  Frepresents search filter that applies only to the associated attribute.

When creating an entry, if a filter applies to an attribute in the new entry, then all values of that
attribute must satisfy the filter. When deleting an entry, if a filter applies to an attribute in the
entry, then all values of that attribute must also satisfy the filter.

When modifying an entry, if the operation adds an attribute, then the add filter that applies to
that attribute must be satisfied. If the operation deletes an attribute, then the delete filter that
applies to that attribute must be satisfied. If individual values of an attribute already present in
the entry are replaced, then both the add and delete filters must be satisfied.

The following example attribute filter allows users to add any roomNumber attribute to their own
entries except the reserved room numbers, which have a 12 prefix. It also allows users to add
a telephone number with a 123 prefix.

(targattrfilters="add=roomNumber: (! (roomNumber=12*)) && telephoneNumber:
(telephoneNumber=123*)")

9.2.2.7 Targeting a Single Directory Entry

There is no explicit way to target a single entry. However, you can achieve this in one of two
ways:

e By creating a bind rule that matches user input in the bind request with an attribute value
stored in the targeted entry

* By using the targetfilter keyword
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With the targetfilter keyword you can specify an attribute value that appears only in the
desired entry. For example, during the installation of the directory server, the following ACI is
created:

aci: (targetattr="*") (targetfilter=(o=example))
(version 3.0; acl "Default anonymous access";
allow (read, search) userdn="ldap:///anyone";)

This ACI can apply only to the o=example entry, because that is the only entry with an attribute
o having the value example.

The risk associated with these methods is that your directory tree can change in the future, and
you would have to remember to modify this ACI.

9.2.2.8 Specifying the Scope of an ACI

Usually an ACI has subtree scope. You can restrict the scope of an ACI by using the
targetscope keyword with the following syntax:

(targetscope="expression")
where expression is one of the following:

base
The ACI applies to the target resource only.

onelevel
The ACI applies to the target resource's first-generation children.

subtree
The ACI applies to the target resource and the subtree below it.

subordinate
The ACI applies only to the subtree below the target resource.

If the targetscope is not specified, the default value is subtree. The following example
restricts the ACI target match only to the entry with the distinguished name
uid=bjensen, ou=People,dc=example, dc=com and any of the children one level below it:

(target = "ldap:///uid=bjensen, ou=People,dc=example,dc=com") (targetscope="onelevel")

# Note:

The not-equal operator is not supported for the targetscope keyword.

9.2.2.9 Targeting LDAP Controls

ORACLE

To target LDAP controls, use the targetcontrol keyword and provide the control object
identifier. The targetcontrol keyword uses the following syntax:

(targetcontrol="o0id")
(targetcontrol!="o0id")

You can target multiple LDAP controls by using the targetcontrol keyword with the following
syntax:
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(targetcontrol="0idl || oid2... || oidN")
(targetcontrol!="0idl || oid2... || oidN")

For example, to target both the get effective rights control and the proxied authorization control,
use the following targetcontrol expression:

(targetcontrol = "1.3.6.1.4.1.42.2.27.9.5.2 || 2.16.840.1.113730.3.4.18"

¢ Note:

The get effective rights control has OID value of 1.3.6.1.4.1.42.2.27.9.5.2. The proxy
authorization V2 control has OID value of 2.16.840.1.113730.3.4.18.

9.2.2.10 Targeting LDAP Extended Operations

To target extended operations, use the extop keyword and provide the operation object
identifier. The extop keyword uses the following syntax:

(extop= "oid")
(extop!= "oid")

You can target multiple extended operations by using the extop keyword with the following
syntax:

(extop = "oid1 || oid2... || oidN")
(extop!= "oidl || oid2... || oidN™)

For example, to target both the StartTLS extended operation and the Password Modify
extended operation, use the following extop expression:

(extop = "1.3.6.1.4.1.1466.20037 || 1.3.6.1.4.1.4203.1.11.1.")

# Note:

Access control using the extop keyword with a StartTLS extended operation target
must always be done using Global ACIs. The authorization entry in the StartTLS
extended operation is null.

9.2.3 Setting Permissions

ORACLE

Permissions specify the type of access that you are allowing or denying. You can either allow
or deny permission to perform specific operations in the directory. The various operations that
can be assigned are known as rights.

There are two parts to setting permissions:

e Allowing or denying access
e Assigning rights

The following sections describe how to define permissions:
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*  About Access Permissions
e Overview of Rights Assignment
e Overview of Rights Required for LDAP Operations

e About Permissions in ACI Statement

9.2.3.1 About Access Permissions

You can explicitly allow or deny access permissions by using the allow or the deny keyword.

9.2.3.2 Overview of Rights Assignment

ORACLE

Rights detail the specific operations a user can perform on directory data. You can allow or
deny all rights, or you can assign one or more of the following rights:

Read

Indicates whether users can read the directory entries and the attributes of entries specified in
the ACI. This permission applies only to the search operation. (Compare the Read permission
with the description of the Search permission that follows.)

Write
Indicates whether users can modify an entry by adding, modifying, or deleting attributes. This
permission applies to the modify and modRDN operations.

Add
Indicates whether users can create entries. This permission applies only to the add operation.

Delete
Indicates whether users can delete entries. This permission applies only to the delete
operation.

Search

Indicates whether users can search on the targets specified in the ACI. This permission
applies only to the search operation. The Search right is checked once, and after the search is
allowed or denied, it is not checked again. If the search is allowed, the read right is then
applied to each entry to be returned as a result of the search and to each attribute of each
entry.

Compare

Indicates whether users can compare data they supply with data stored in the directory. With
compare rights, the directory returns a success or failure message in response to an inquiry,

but the user cannot see the value of the entry or attribute. This permission applies only to the
compare operation.

Selfwrite

Indicates whether users can add or delete their own DN in an attribute of the target entry. The
syntax of this attribute must be a distinguished name. This right is used only for group
management. Selfwrite works with proxy authorization: it grants the right to add or delete the
proxy DN from the group entry (not the DN of the bound user).

Proxy

Indicates whether the specified DN can access the target with the rights of another entry. You
can grant proxy access using the DN of any user in the directory except the Directory
Manager DN. Moreover, you cannot grant proxy rights to the Directory Manager. An example
is provided in About Proxy Authorization ACIs.
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Import
Used by the modify DN operation. This access right indicates whether an entry can be
imported to the specified DN.

Export
Used by the modify DN operation. This access right indicates whether an entry can be
exported from the specified DN.

All

Indicates that the specified DN has the following rights to the targeted entry: read, write,
search, delete, compare, and selfwrite. The All access right does not give the following rights
to the target entry: proxy, import, and export.

Rights are granted independently of one another. This means, for example, that a user who is
granted add rights can create an entry but cannot delete it if delete rights have not been
specifically granted. Therefore, when planning the access control policy for your directory, you
must ensure that you grant rights in a way that makes sense for users. For example, it does
not usually make sense to grant write permission without granting read and search
permissions.

9.2.3.3 Overview of Rights Required for LDAP Operations

This section describes the rights that you must grant to users depending on the type of LDAP
operation that you want to authorize them to perform.

e Adding an entry
— Grant add permission on the entry being added.

— Grant write permission on the value of each attribute in the entry. This right is granted
by default but could be restricted using the targattrfilters keyword.

* Deleting an entry
— Grant delete permission on the entry to be deleted.

— Grant write permission on the value of each attribute in the entry. This right is granted
by default but could be restricted using the targattrfilters keyword.

e Modifying an attribute in an entry
— Grant write permission on the attribute type.

— Grant write permission on the value of each attribute type. This right is granted by
default but could be restricted using the targattrfilters keyword.

* Modifying the RDN of an entry
— Grant write permission on the entry.
— Grant write permission on the attribute type used in the new RDN.

— Grant write permission on the attribute type used in the old RDN, if you want to grant
the right to delete the old RDN.

— Grant write permission on the value of the attribute type used in the new RDN. This
right is granted by default but could be restricted using the targattrfilters keyword.

* Moving an entry to another subtree
— Grant export permissions on the entry that you want to move.
— Grant import permission on the new superior entry of the entry that you want to move.

e Comparing the value of an attribute
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— Grant compare permission on the attribute type.
e Searching for entries
— Grant search permission on each attribute type used in the search filter.

— Grant read permission on at least one attribute type used in the entry to ensure that
the entry is returned.

— Grant read permission an each attribute type to be returned with the entry.

The following example better illustrates the permissions that you must configure to enable
users to search the directory. Consider the following search:

$ ldapsearch -h host -p port -D "uid=bjensen,dc=example,dc=com" \
-7 pwd-file -b "dc=example,dc=com" \
" (objectclass=*)" mail

The following ACl is used to determine whether user bjensen can be granted access for
searching her own entry:

aci: (targetattr = "mail") (version 3.0; acl "self access to \
mail"™; allow (read, search) userdn = "ldap:///self";

The search result list is empty because this ACI does not allow bjensen the right to search on
the objectclass attribute. For the search operation to be successful, you must modify the ACI,
as shown in the following example:

aci: (targetattr = "mail || objectclass") (version 3.0; acl \
"self access to mail"; allow (read, search) userdn = \
"ldap:///self";)

9.2.3.4 About Permissions in ACI Statement

In an ACI statement, permissions use the following syntax:
allow|deny (rights)

where rights is a list of comma-separated keywords enclosed within parentheses. Valid
keywords are read, write, add, delete, search, compare, selfwrite, proxy, import, export,
orall.

The all access right does not give the following rights to the target entry: proxy, import, and
export.

In the following example, read, search, and compare access is allowed, if the bind rule is
evaluated to be true:

aci: (target="ldap:///dc=example,dc=com") (version 3.0;acl \
"example"; allow (read, search, compare) bindRule;)

9.3 Understanding Bind Rules

ORACLE

Depending on the ACls defined for the directory, for certain operations, you must bind to the
directory. You must analyze the bind rules to control access to directory information.

The following sections describe how bind rules are used to control access:

¢ Overview of Bind Rules

¢ Using Boolean Bind Rules
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9.3.1 Overview of Bind Rules

Binding means logging in or authenticating yourself to the directory by providing a bind DN and
password, or, if using SSL, a certificate. The credentials provided in the bind operation and the
circumstances of the bind determine whether access to the directory is allowed or denied.

Every permission set in an ACI has a corresponding bind rule that details the required
credentials and bind parameters.

A simple bind rule might require that the person accessing the directory belong to a specific
group. A complex bind rule can state that a person must belong to a specific group and must
log in from a machine with a specific IP address between 8 a.m. and 5 p.m.

Bind rules define who can access the directory, when, and from where. More specifically, bind
rules can specify the following:

e Users, groups, and roles that are granted access

e Location from which an entity must bind (The location from which a user authenticates can
be spoofed and can therefore not be trusted. Do not base AClIs on this information alone.)

e Time or day on which binding must occur
e Type of authentication that must be in use during binding
e Security strength factor (that is, the length of encryption key currently in use)

Additionally, bind rules can be complex constructions that combine these criteria by using
Boolean operators, as described in Understanding Bind Rule Syntax.

The directory server evaluates the logical expressions used in ACIs according to a three-
valued logic similar to the one used to evaluate LDAP filters, as described in RFC 4511
(http://www.ietf.org/rfc/rfcd511.txt) Lightweight Directory Access Protocol (LDAP): The
Protocol. In summary, this means that if any component in the expression evaluates to
Undefined (for example if the evaluation of the expression aborted due to a resource
limitation), then the directory server handles this case correctly: it does not erroneously grant
access because an Undefined value occurred in a complex Boolean expression.

9.3.2 Using Boolean Bind Rules

ORACLE

Bind rules can be complex expressions that use the Boolean expressions AND,OR, and NOT to
set very precise access rules. You must follow the bind rules to create valid expressions.

When creating boolean bind rules, always use parentheses to define the order in which rules
are to be evaluated. A trailing semicolon is a required delimiter that must appear after the final
rule.

For example, to bind with bindRuled, and with either bindRuleB, or with either bindrRuleC and
bindRuleD, use the following syntax:

(bindRuleA and (bindRuleB or (bindRuleC and bindRuleD)) ;)
Using another example, the following bind rule is evaluated to be true if the bind DN client is

accessed from within the example.com domain and is a member of either the administrators
group or both the mail administrators and calendar administrators groups.

(dns = "*.example.com" and (groupdn = "ldap:///cn=administrators,dc=example,dc=com" or
(groupdn = "ldap:///cn=mail administrators,dc=example,dc=com" and
groupdn = "ldap:///cn=calendar administrators,dc=example,dc=com"));)
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The | | operator is allowed only in the groupdn bind rule keyword expression. For all other bind
rule expressions, the or operator must be used.

9.4 Understanding Bind Rule Syntax

Whether access is allowed or denied depends on whether an ACI's bind rule is evaluated to be
true.

The following sections describe the bind rule syntax and the various keywords that can be
used to allow or deny access.

e Overview of Bind Rule Syntax

» Defining User Access (userdn Keyword)

e Defining Group Access Using groupdn Keyword

« Defining Access Based on Value Matching Using userattr Keyword

e Understanding How to Define Access From a Specific IP Address (ip Keyword)

* Understanding How to Define Access From a Specific Domain Using dns Keyword

» Understanding How to Define Access at a Specific Time of Day or Day of Week Using
timeofday and dayofweek Keywords

* Understanding How to Define Access Based on Authentication Method Using authmethod
Keyword

« Defining Access Based on a Connection's Security Strength Factor Using ssf Keyword

9.4.1 Overview of Bind Rule Syntax

Bind rules use one of the following patterns:
e keyword =" expression";
*  keyword!=" expression";

where equal (=) indicates that the keyword and expression must match in order for the bind
rule to be true, and not equal (!=) indicates that the keyword and expression must not match in
order for the bind rule to be true.

The quotation marks ("") around the expression and the delimiting semicolon (;) are required.
The expressions you can use depend on the associated keyword.

The timeofday keyword also supports the inequality expressions (<, <=, >, >=). The timeofday
keyword is the only keyword that supports these expressions.

The following table lists each keyword and the associated expressions and indicates whether
wildcard characters are allowed in the expression.
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Keyword

Valid Expressions

Wildcard Allowed?

Defining User Access (userdn
Keyword)

Defining Group Access Using
groupdn Keyword

Defining Access Based on Value
Matching Using userattr
Keyword

Understanding How to Define
Access From a Specific IP
Address (ip Keyword)

Understanding How to Define
Access From a Specific Domain
Using dns Keyword

Understanding How to Define
Access at a Specific Time of Day
or Day of Week Using
timeofday and dayofweek
Keywords

Understanding How to Define
Access at a Specific Time of Day
or Day of Week Using
timeofday and dayofweek
Keywords

Understanding How to Define
Access Based on Authentication
Method Using authmethod
Keyword

Defining Access Based on a
Connection's Security Strength
Factor Using ssf Keyword

ldap:///distinguishedName
ldap:///all
ldap:///anyone
ldap:///self
ldap:///parent
ldap:///suffix??sub? (filter)
ldap:///DN

attribute#bindType or
attribute#value

IPaddress

DNShostName

sun
mon
tue
wed
thu
fri

sat

hhmm where hh is in the range

00-24 and mm is in the range
00-60

none
simple

ssl

sasl
authenticationMethod
0-256

Allowed, in DN only

Not Allowed

Not Allowed

Allowed

Allowed

Not Allowed

Not Allowed

Not Allowed

Not Allowed

The following sections provide additional information about the bind rule syntax for each

keyword.

9.4.2 Defining User Access (usezan Keyword)

In this section you will learn about the procedural information to define user access with the

userdn keyword.

It contains the following topics:

ORACLE
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e About userdn Keyword

» Defining General Access Using a1l Keyword

e Defining Anonymous Access Using anyone Keyword
e Defining Self Access Using self Keyword

» Defining Parent Access Using parent Keyword

*  Specifying Users With LDAP URLs

»  Specifying Users With Wildcards

*  Specifying Users With a Logical OR of LDAP URLs
e Excluding Specific LDAP URLs

9421 AbOUt userdn Keyword

User access is defined using the userdn keyword. The userdn keyword requires one or more
valid distinguished names in the following format:

userdn = "ldap:///dn [|| ldap:///dn]..."
userdn!= "ldap:///dn [|| ldap:///dn]..."

where dn can be a DN or one of the expressions anyone, all, self, or parent. These
expressions refer to the following users:

userdn = "ldap:///anyone"
Both anonymous and authenticated users

userdn = "ldap:///all"
Only authenticated users

userdn = "ldap:///self"
Only the same user as the target entry of the ACI

userdn = "ldap:///parent"
Only the parent entry of the ACI target

The userdn keyword can also be expressed as an LDAP filter in this form:
userdn = ldap:///suffix2?sub? (filter)

Characters that are syntactically significant for a DN, such as commas, must be escaped with
a single backslash (\).

9.4.2.2 Defining General Access Using =11 Keyword

ORACLE

You can use bind rules to indicate that a permission applies to anyone who has successfully
bound to the directory. The a1l keyword therefore allows access by all authenticated users.
This allows general access while preventing anonymous access.

For example, to grant read access to the entire tree to all authenticated users, create the
following ACI on the dc=example, dc=com node:

aci: (version 3.0; acl "all-read"; allow (read)
userdn="1ldap:///all";)
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9.4.2.3 Defining Anonymous Access Using anyone Keyword

Granting anonymous access to the directory means that anyone can access it without
providing a bind DN or password, regardless of the circumstances of the bind. You can limit
anonymous access to specific types of access (for example, access for read or access for
search) or to specific subtrees or individual entries within the directory. Anonymous access
using the anyone keyword also allows access by any authenticated user.

For example, to allow anonymous read and search access to the entire example.com tree,
create the following ACI on the dc=example, dc=com node:

aci: (version 3.0; acl "anonymous-read-search";
allow (read, search) userdn = "ldap:///anyone";)

9.4.2.4 Defining Self Access Using se1z Keyword

Specifies that users are granted or denied access to their own entries. In this case, access is
granted or denied if the bind DN matches the DN of the targeted entry. For example, to grant
all users in the example.com tree write access to their userPassword attribute, create the
following ACI on the dc=example, dc=com node.

aci: (targetattr = "userPassword") (version 3.0; acl
"modify own password"; allow (write) userdn = "ldap:///self";

9.4.2.5 Defining Parent Access Using parent Keyword

Specifies that users are granted or denied access to the entry only if their bind DN is the parent
of the targeted entry. For example, to allow users to modify any child entries of their bind DN,
create the following ACI on the dc=example, dc=com node:

aci: (version 3.0; acl "parent access";
allow (write) userdn="ldap:///parent";)

9.4.2.6 Specifying Users With LDAP URLs

You can dynamically target users in ACls using a URL with a filter as shown in the following
example:

userdn = "ldap:///suffix??sub? (filter)"

For example, all users in the accounting and engineering branches of the example.con tree
would be granted or denied access to the targeted resource dynamically based on the
following URL:

userdn = "ldap:///dc=example,dc=com??sub? (| (ou=eng) (ou=acct))"

Do not specify a host name or port number within the LDAP URL. LDAP URLs always apply to
the local directory server.

9.4.2.7 Specifying Users With Wildcards

You can also specify a set of users by using the wildcard character (*). For example, specifying
a user DN of uid=b*, dc=example, dc=com indicates that only users with a bind DN beginning
with the letter b is allowed or denied access based on the permissions you set.
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9.4.2.8 Specifying Users With a Logical OR of LDAP URLs

Specify several LDAP URLs or keyword expressions to create complex rules for user access.
For example:

userdn = "ldap:///uid=b*, c=example.com ||
ldap:///cn=b*,dc=example, dc=com";

The bind rule is evaluated to be true for users binding with either of the DN patterns.

9.4.2.9 Excluding Specific LDAP URLs

Use the not-equal (!=) operator to define user access that excludes specific URLs or DNs. For
example:

userdn != "ldap:///uid=*, ou=Accounting, dc=example,dc=com";

The bind rule is evaluated to be true if the client is not binding as a UID-based distinguished
name in the accounting subtree. This bind rule makes sense only if the targeted entry is not
under the accounting branch of the directory tree.

9.4.3 Defining Group Access Using s-ouan Keyword

Members of a specific group can access a targeted resource. This is known as group access.
Group access is defined using the groupdn keyword to specify that access to a targeted entry
is granted or denied if the user binds using a DN that belongs to a specific group.

The following topics describe how to define group access using groupdn keyword:
e About groupdn Keyword

e Specifying a Group With a Single LDAP URL
»  Specifying a Group With a Logical OR of LDAP URLs

9431 AbOUt groupdn Ke)ﬂNOFd

The groupdn keyword requires the distinguished name of one or more groups in the following
format:

groupdn="1dap:///groupDN [|| ldap:///groupDN]..."

The bind rule is evaluated to be true if the bind DN belongs to a group specified by any of the
group DNs. The following section give examples using the groupdn keyword.

Characters that are syntactically significant for a DN, such as commas, must be escaped with
a single backslash (\).

9.4.3.2 Specifying a Group With a Single LDAP URL

To specify a group with a single LDAP URL, use the following format:

groupdn = "ldap:///cn=Administrators,dc=example,dc=com";

The bind rule is evaluated to be true if the bind DN belongs to the Administrators group. For
example, to grant the Administrators group permission to write to the entire directory tree,
create the following ACI on the dc=example, dc=com node:
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aci: (version 3.0; acl "Administrators-write"; allow (write)
groupdn="1dap:///cn=Administrators, dc=example,dc=com";)

9.4.3.3 Specifying a Group With a Logical OR of LDAP URLs

To specify a group with a logical OR of LDAP URL, use the following format:

groupdn = "ldap:///cn=Administrators,dc=example,dc=com ||
ldap:///cn=Mail Administrators,dc=example,dc=com";

The bind rule is evaluated to be true if the bind DN belongs to either the Administrators or the
Mail Administrators group.

9.4.4 Defining Access Based on Value Matching Using userate: Keyword

The userattr keyword can be used to specify which attribute values must match between the
entry used to bind (bind entry) and the targeted entry.

A userattr expression has two formats, a bind-type format and an attribute-value format.
The following sections describe how to define access based on value matching:

e Overview of Bind-Type Format

e Overview of Attribute-Value Format

e Example for USERDN Bind Type

e Example for GROUPDN Bind Type

e Example for LDAPURL Bind Type

e Example for Attribute Value

*  About Inheritance Level

e Example for Inheritance

e Adding Permissions to a User

9.4.4.1 Overview of Bind-Type Format

ORACLE

This format is named the bind-type format because it uses the bind DN and possibly the bind
entry when evaluating a match. It is the more complicated of the two formats. The bind-type
format can be used in the following three ways:

e Treat a target entry attribute value as a DN that must match the bind DN
e Treat a target entry attribute value as a group DN that the bind DN must be a member of

e Require that both the bind DN and the bind entry match an LDAP URL specified in a target
entry attribute value

The bind-type userattr format uses this syntax:

userattr = "attrName#bindType"
where:

attrName
Is the name of the attribute in the target entry.
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bindType
Must be one of the following:

* USERDN — The value of attrName must match the bind DN.
°  GROUPDN — The value of attrName is a group that must contain the bind DN.

* LDAPURL — The value of attrName is a URL that is treated as a search that the bind DN
and entry must match. To satisfy the search, the URL's dn value is used as a base DN
that the bind DN must match or have as a parent DN. The URL's scope value restricts
how far below the base DN the bind DN can match. Finally, the bind entry must match the
URL's filter value.

The bind type userattr format has a special parent keyword that allows targeting of entries
levels below the current target entry. See About Inheritance Level for more information about
this keyword.

9.4.4.2 Overview of Attribute-Value Format

The attribute-value format requires the following two conditions to match:

* An attribute specified in the userattr expression must exist in both the target and bind
entries.

e The values of both of these attributes must match a string value specified in the userattr
expression. This string value cannot be one of the bind type keywords (USERDN, GROUPDN,
LDAPURL).

The attribute value userattr format uses this syntax:
userattr = "attrName#attrValue"
where:

attrName
The name of the attribute in both the target and bind entries.

attrValue
The string representing the attribute value (not USERDN, GROUPDN Of LDAPURL).

9.4.4.3 Example for vszron Bind Type

ORACLE

The following example of a bind rule userattr keyword expression specifies a match between
the bind DN and the value of the target entry attribute manager.

userattr = "manager#USERDN"

This bind rule is evaluated to be true if the bind DN matches the value of the manager attribute
in the target entry. The manager attribute in the target entry must match the bind DN. Wildcards
are not allowed.

The following example ACI grants a manager full access to all user attributes of entries located
in the subtree under the DN dc=example, dc=comm:

aci: (target="ldap:///dc=example,dc=com") (targetattr="*")

(version 3.0;acl "manager all access";
allow (all) userattr = "manager#USERDN";)
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9.4.4.4 Example for croueon Bind Type

This is an example of a bind rule userattr keyword expression specifying an attribute that
contains a group DN that the bind DN must be a member of.

userattr = "owner#GROUPDN"

The bind rule is evaluated to be true if the bind DN is a member of the group specified in the
owner attribute of the target entry.

9.4.4.5 Example for wozreure Bind Type

This is an example of a bind rule userattr keyword expression specifying an attribute that
contains an LDAP URL that is treated as a search that the bind DN and entry must match.

userattr = "aciurl#LDAPURL"

The attribute aciurl is an example only.

The bind rule is evaluated to true if the bind DN and bind entry satisfy all of the search
requirements specified in the LDAP URL. For example, if the value of aciurl is 1dap:///
dc=example, dc=com??one? (cn=joe*), then the bind DN must satisfy a one-level search under
the base DN of dc=example, dc=com and the bind entry must satisfy the filter (cn=joe*).

9.4.4.6 Example for Attribute Value

The following example of the bind rule userattr keyword expression specifies an attribute
value that both the bind entry and target entry must match.

userattr = "favoriteBeveragefWater"

The bind rule is evaluated to be true if the bind and target entries include the
favoriteBeverage attribute with a value of Water.

9.4.4.7 About Inheritance Level

ORACLE

When you use the userattr keyword to associate the entry used to bind with the target entry,
the ACI applies only to the target specified and not to the entries below it. In some
circumstances, you might want to extend the application of the ACI several levels below the
targeted entry. This is possible by using the parent keyword and specifying the number of
levels below the target that should inherit the ACI.

When you use the userattr keyword in association with the parent keyword, the syntax is as
shown in the following example:

userattr = "parent|[[inheritanceLevel].attribute#bindType"

where:

e inheritancelLevel is a comma-separated list that indicates how many levels below the target
inherit the ACI. You can include ten levels [0,1,2,3,4,..,9] below the targeted entry. Zero (0)
indicates the targeted entry.

e attribute is the attribute targeted by the userattr.

e bindType can be either USERDN or GROUPDN. The LDAPURL bind type is not supported with
inheritance.
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For example, the userattr = "parent[[0,1].manager#USERDN" bind rule is evaluated to be
true if the bind DN matches the manager attribute of the target entry. Also, the bind rule is
evaluated to be true for all entries immediately below the target entry (one level below the
target) that have manager attributes matching the bind DN.

9.4.4.8 Example for Inheritance

The following example indicates that user bjensen is allowed to read and search the
cn=Profiles entry as well as the first level of child entries, which includes cn=mail and
cn=news.

cn=Profiles

aci: (targetattr="*") (version 3.0, acl "profiles access" allow(read, search)
userattr="parent[[0,1].owner#USERDN;)

owner=cn=bjensen, ou=people, dc=example, dc=com

cn=mail, cn=Profiles

mailuser: bjensen

cn=news, cn=Profiles

newuser: bjensen

If inheritance were not used in this example, you would need to do one of the following:

*  Explicitly set read and search access for user bjensen on the cn=Profiles, cn=mail, and
cn=news entries in the directory.

e Add the owner attribute and the following ACI to the cn=mail, cn=Profiles and
cn=news, cn=Profiles entries:

aci: (targetattr="*") (version 3.0; acl "profiles access"; allow
(read, search) userattr="owner#USERDN";)

9.4.4.9 Adding Permissions to a User

ORACLE

If you use the userattr keyword with all or add permissions, you might find that the behavior
of the directory server is not what you expect. Typically, when a new entry is created in the
directory, the directory server evaluates access rights on the entry being created, and not on
the parent entry. However, for ACIs using the userattr keyword, this behavior could create a
security hole, so the directory server's normal behavior is modified to avoid it.

Consider the following example ACI:

aci: (target="ldap:///dc=example,dc=com") (targetattr="*")
(version 3.0; acl "manager-write"; allow (all)
userattr = "manager#USERDN";)

This ACI grants managers all rights on the entries of employees that report to them. However,
because access rights are evaluated on the entry being created, this type of ACI would also
allow any employee to create an entry in which the manager attribute is set to their own DN.
For example, disgruntled employee Joe, cn=Joe, ou=eng, dc=example, dc=com, might want to
create an entry in the Human Resources branch of the tree to use (or misuse) the privileges
granted to Human Resources employees.

He could do this by creating the following entry:

dn: cn= Trojan Horse,ou=Human Resources,dc=example,dc=com
objectclass: top

cn: Trojan Horse
manager: cn=Joe,ou=eng,dc=example,dc=com
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To avoid this type of security threat, the ACI evaluation process does not grant add permission
at level 0, that is, to the entry itself. You can, however, use the parent keyword to grant add
rights below existing entries. You must specify the number of levels below the parent for add
rights. For example, the following ACI allows child entries to be added to any entry in the
dc=example, dc=com that has a manager attribute that matches the bind DN:

acl: (target="ldap:///dc=example,dc=com") (targetattr="*")
(version 3.0; acl "parent-access"; allow (add)
userattr = "parent[1l].manager#USERDN";)

This ACI ensures that add permission is granted only to users whose bind DN matches the
manager attribute of the parent entry.

9.4.5 Understanding How to Define Access From a Specific IP Address (i
Keyword)

Using bind rules, you can indicate that the bind operation must originate from a specific IP
address. This is often used to force all directory updates to occur from a given machine or
network domain.

The LDIF syntax for setting a bind rule based on an IP address is shown in the following
examples:

ip = "IPaddressList"
ip != "IPaddressList"

The IPaddressList is a list of one or more comma-separated elements from among any of the
following:

* A specific IPv4 address, such as 123.45.6.7
* An IPv4/CIDR-compliant address, such as 192.168.0.0/16
* An IPv4 address with wildcards to specify a subnetwork, such as 12.3.45.*

* An IPv4 address or subnetwork with a subnetwork mask, such as
123.45.6.%+255.255.255.192

« An|IPv6 address in any of its legal forms and contained in square brackets [and], as
defined by RFC 2373 (http://www.iletf.org/rfc/rfc2373.txt) and RFC 2732 (http://
www.letf.org/rfc/rfc2732.txt). The following addresses are equivalent:

— [12AB:0000:0000:CD30:0000:0000:0000:0000]
— [12AB::CD30:0:0:0:0]
—  [12AB:0:0:CD30::]
« An IPv6 address with a subnet prefix length, such as [12AB::CD30:0:0:0:0]/60

The bind rule is evaluated to be true if the client accessing the directory is located at the
named IP address, which can be useful for allowing certain kinds of directory access only from
a specific subnet or machine.

# Note:

The IP address from which a user authenticates can be spoofed, and can therefore
not be trusted. Do not base ACIs on this information alone.
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9.4.6 Understanding How to Define Access From a Specific Domain Using

ans Keyword

A bind rule can specify that the bind operation must originate from a particular domain or host
machine. This is often used to force all directory updates to occur from a given machine or
network domain.

The LDIF syntax for setting a bind rule based on the DNS host name is as shown here:

dns = "DNShostname"
dns != "DNShostname"
Caution:

The dns keyword requires that the naming service used on your machine is DNS. If
the naming service is not DNS, use the ip keyword instead.

The dns keyword requires a fully qualified DNS domain name. Granting access to a host
without specifying the domain creates a potential security threat. For example, the following
expression is allowed but not recommended:

dns = "legend.eng";

You should use a fully qualified name such as:
dns = "legend.eng.example.com";

The dns keyword allows wildcards. For example:
dns = "*.example.com";

The bind rule is evaluated to be true if the client accessing the directory is located in the
named domain. This can be useful for allowing access only from a specific domain.

# Note:

Wildcards do not work if your system uses a haming service other than DNS. In this
case, if you want to restrict access to a particular domain, then use the ip keyword,
as described in Understanding How to Define Access From a Specific IP Address (ip
Keyword).

9.4.7 Understanding How to Define Access at a Specific Time of Day or Day
of Week UsiNg tineozaay AN dayorveer KEYyWOrds

ORACLE

You can use bind rules to specify that binding can only occur at a certain time of day or on a
certain day of the week. For example, you can set a rule that allows access only if the time is
between the hours of 8 a.m. and 5 p.m. Monday through Friday. The time used to evaluate
access rights is the time on the directory server, not the time on the client.

The LDIF syntax for setting a bind rule based on the time of day is as shown here:
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timeofday operator "time"

where operator can be one of the following symbols:
e =(equal to)

e !={not equal to}

e > (greater than)

e >=(greater than or equal to)

e < (less than)

e <= (less than or equal to)

The time is expressed as four digits representing hours and minutes in the 24-hour clock
(hhmm where hh is in the range 00-24 and mm is in the range 00-60). For example:

° timeofday = "1200"; is true if the client is accessing the directory during the minute that
the system clock shows noon.

° timeofday!= "0100"; is true for access at any other time than 1 a.m.

° timeofday> "0800"; is true for access from 8:01 a.m. through 11:59 p.m.

° timeofday>= "0800"; is true for access from 8:00 a.m. through 11:59 p.m.

e timeofday< "1800"; is true for access from 12:00 midnight through 5:59 p.m.

The time and date on the directory server are used for the evaluation of the timeofday and
dayofweek bind rules and not the time on the client.

The LDIF syntax for setting a bind rule based on the day in the week is as shown here:

dayofweek = "dayl, day2 ..."

The possible values for the dayofweek keyword are the English three-letter abbreviations for
the days of the week: sun, mon, tue, wed, thu, fri, sat. Specify all days you want to grant
access, for example:

dayofweek = "mon, tue, wed, thu, fri";

The bind rule is true if the directory is being accessed on one of the days listed.

9.4.8 Understanding How to Define Access Based on Authentication
Method UsINg autaretnoa Keyword

ORACLE

You can set bind rules that state that a client must bind to the directory using a specific
authentication method.

The following authentication methods are available:

None
Authentication is not required. This is the default. It represents anonymous access.

Simple
The client must provide a user name and password to bind to the directory.
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SSL

The client must bind to the directory over a Secure Sockets Layer (SSL) or Transport Layer
Security (TLS) connection.

For SSL, the connection is established to the LDAPS second port. For TLS, the connection is
established through a Start TLS operation. In both cases, you must provide a certificate. For
information about setting up SSL, see Using SASL Authentication.

SASL
The client must bind to the directory using a Simple Authentication and Security Layer (SASL)
mechanism, such as DIGEST-MD5 or GSSAPI.

The LDIF syntax for setting a bind rule based on an authentication method is as shown here:

authmethod = "authentication method"

where authentication method iS none, simple, ssl, Or sasl sasl mechanism.
The following examples show typical specifications of the authmethod keyword:

authmethod = "none"
Authentication is not checked during bind rule evaluation.

authmethod = "simple"
The bind rule is evaluated to be true if the client is accessing the directory using a user name
and password.

authmethod = "ssl"

The bind rule is evaluated to be true if the client authenticates to the directory using a
certificate over LDAPS. It is not true if the client authenticates using simple authentication
(bind DN and password) over LDAPS.

authmethod = "sasl DIGEST-MD5"
The bind rule is evaluated to be true if the client is accessing the directory using the SASL
DIGEST-MD5 mechanism. Other supported SASL mechanisms are EXTERNAL and GSSAPI.

9.4.9 Defining Access Based on a Connection's Security Strength Factor
Using ss: Keyword

In this section you will learn how to define access based on a connection's security strength
factor keyword.

It contains the following topics:

e Overview of Bind Rule Using Security Strength Factor
* DIGEST-MD5 QOP Key Size Mapping

e TLS Cipher Key Size Mapping

* Example of Using SSF Strength

9.4.9.1 Overview of Bind Rule Using Security Strength Factor

ORACLE

You can use bind rules to specify that binding can only occur based on a specific level of
Security Strength Factor (SSF) enforced on the established connection. A connection's SSF is
based on the key strength of the cipher enforced on the connection and pertains only to
TLS/SSL or DIGEST-MD5/GSSAPI confidentiality or integrity connections.

The LDIF syntax for setting a bind rule based on the Security Strength Factor is shown here:
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ssf operator "strength"

where operator can be one of the following symbols:

= (equal to)

!= (not equal to)

> (greater than)

>= (greater than or equal to)
< (less than)

<= less than or equal to

The strength is a value representing the cipher key strength required on the connection and is
a value (0 to 256). DIGEST-MD5/GSSAPI connections with integrity enforced have an SSF of
1. TLS/SSL and DIGEST-MD5/GSSAPI confidentiality connections can have variable values of
SSF based on the cipher negotiation performed between the directory server and client. The
higher a connection's negotiated SSF is, the stronger the encryption is on the connection, as
shown in these examples:

ssf = "1"; is true for access if integrity ssf = 1 only is enforced on the connection.
ssf!l= "40"; is true for access if ssf not equal 40 is enforced on the connection.
ssf> "128"; is true for access if ssf greater than 128 is enforced on the connection.

ssf>= "128"; is true for access if ssf greater than or equal 128 is enforced on the
connection.

ssf< "56"; is true for access if ssf less than 56 is enforced on the connection.

Clear connections have an SSF of 0.

9.4.9.2 DIGEST-MD5 QOP Key Size Mapping

The following table illustrates the Quality of Protection (QOP) to cipher key size mapping.

Cipher QOP Description

RC4 (40) Low RC4 cipher with 40-bit key (obsolete)

RC4 (56) Medium RC4 cipher with 56-bit key

DES Medium Data Encryption Standard (DES) cipher in cipher block chaining
(CBC) mode with a 56-bit key

RC4 (128) High RC4 cipher with 128-bit key

Triple DES High Triple DES cipher in CBC mode with EDE with the same key for each
E stage (also called "two keys mode") for a total key length of 112
bits

9.4.9.3 TLS Cipher Key Size Mapping

The following table illustrates the TLS RFC to cipher key size mapping.

ORACLE

Cipher TLS RFC Key Size Description

RC2_CBC_40 4346 40 RC2 cipher in cipher block chaining (CBC) mode
(obsolete)

RC4_40 4346 40 RC4 cipher (obsolete)
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Cipher TLS RFC Key Size Description

DES40_CBC 4346 40 DES 40-bit cipher in cipher block chaining (CBC)
mode (obsolete)

DES_CBC 4346 56 DES 56-bit in cipher block chaining (CBC) mode
cipher

3DES_EDE_CBC 4346 112 TDES

RC4_128 4346 128 RC4 cipher

IDEA_CBC 4346 128 International Data Encryption Algorithm (IDEA)
cipher in cipher block chaining (CBC) mode

SEED_CBC 4162 128 SEED cipher in cipher block chaining (CBC)
mode

CAMELLIA_128 CBC 4132 128 Camellia cipher in cipher block chaining (CBC)
mode

AES_128 CBC 3268 128 Advanced Encryption Standard (AES) in cipher
block chaining (CBC) mode

AES_256_CBC 3268 256 Advanced Encryption Standard (AES) in cipher
block chaining (CBC) mode

CAMELLIA_256_CBC 4132 256 Camellia cipher in cipher block chaining (CBC)
mode

AES_256_GCM 5288 256 AES in Galois Counter Mode (GCM)

9.4.9.4 Example of Using SSF Strength

The following ACI allows users to change their own passwords only over a connection with an
SSF strength equal to or greater than 128:

(targetattr="userPassword| |authPassword") (version 3.0; acl "User change pwd";
(allow (write) userdn="ldap:///self" and ssf >= "128");)

9.5 Compatibility With the Oracle Directory Server Enterprise
Edition Access Control Model

It's time that we delve into the differences between the Oracle Unified Directory access control
model with the access control model provided with Oracle Directory Server Enterprise Edition.

ORACLE

This section contains the following topics:

e Global Access Control Instructions

e About the Distinguished Name (DN) Wildcard Matching

e About the Impact of Privilege Subsystem

e About targetscope Keyword

e About LDAP Modify Increment Extension

e About Macro Support

e About roledn Keyword
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9.5.1 Global Access Control Instructions

Global ACI configuration differs from the Oracle Directory Server Enterprise Edition global ACI
implementation in some ways. You will learn about those differences in this section.

ORACLE

The Global ACI implementation differs in two ways from Oracle Directory Server Enterprise
Edition:

The ds-config-global-aci attribute specifies a global ACI in the cn=Access Control
Handler, cn=config entry (see Understanding Access Control Principles) rather than
placing the ACI in the root DSE entry.

The scope of the global ACI can be narrowed by specifying a target keyword in the ACI.
For example, the following global ACI restricts anonymous read access to entries under
the suffix dc=example, dc=com:

ds-cfg-global-aci: (target="dc=example,dc=com")

(targetattr!="userPassword| |authPassword")

(version 3.0; acl "Anonymous read access only under dc=example,dc=com suffix";
allow (read,search,compare) userdn="ldap:///anyone";)

Removing the (target="dc=example,dc=com") expression would make the ACI global to all
entries in Oracle Unified Directory.

9.5.2 About the Distinguished Name (DN) Wildcard Matching

Wild cards appear as asterisk characters and are used in the expression for the target
keyword. The asterisk matches an attribute value, a substring of a value, or a DN component.

The ACI DN wildcard matching implementation supports the following usage:

Any number of wildcards can appear in Relative Distinguished Name (RDN) attribute
values, where they match zero or more characters (similar to substring filters). For
example, the bind rule matches the following DNs: uid=bob jensen,dc=example, dc=com
and uid=bjensen, dc=example, dc=com:

userdn="1dap:///uid=b*jensen*,dc=example, dc=com"
It does not match the DN cn=bill jensen,dc=example,dc=com because the attribute type
of the first RDN does not match.

A single wildcard can also be used to match any RDN attribute type. (The wildcard in this
case can be omitted as a shorthand). For example, these two bind rules behave exactly
the same:

userdn="1dap:///*=bjensen, dc=example, dc=com"
userdn="1dap:///bjensen, dc=example, dc=com"
They both match the following DNs: uid=bjensen, dc=example, dc=com and

cn=bjensen, dc=example, dc=com.

A single wildcard can be used to match exactly one RDN component, which can be single
or multivalued). For example, the following bind rule matches the DNs
uid=jensen,dc=example, dc=com and cn=smith, dc=example, dc=com:

userdn="1dap:///*,dc=example, dc=com"

A double wildcard can be used to match one or more RDN components. For example, the
following bind rule matches the DNs uid=jensen, ou=people, dc=example, dc=com and
uid=jensen, ou=sales, ou=people,dc=example, dc=com:
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userdn="1ldap:///uid=bjensen, **,dc=example, dc=com"

9.5.3 About the Impact of Privilege Subsystem

The Privilege Subsystem allows you to assign refined privileges to users who might require
only a specific set of root user access privileges.Oracle Directory Server Enterprise Edition
does not support privileges.

The privilege subsystem (discussed in Root Users and the Privilege Subsystem) impacts ACls
in two ways:

e Users with ds-privilege-name: bypass-acl privileges can bypass access control
evaluation.

* Users needing to modify access control rules need the ds-privilege-name: modify-acl
privilege.

# Note:

Use of the Lightweight Directory Access Protocol (LDAP) Proxied Authorization
Control (http://www.ietf.org/rfc/rfc4370.txt) requires the bind user to have the
ds-privilege-name: proxied-auth privilege. When the proxied authorization control
is used, evaluation of the ds-privilege-name: bypass-acl privilege is performed
using the bind user, not the proxied user.

In general, a user should not have both the ds-privilege-name: proxied-auth and
ds-privilege-name: bypass-acl privileges simultaneously since this allows a
proxied user to bypass ACI access evaluation.

954 AbOUt targetscope KeyWOI'd

The targetscope keyword differs from Oracle Directory Server Enterprise Edition by including
a new scope.

subordinate
Restricts the ACI to the subtree below the target resource only.

9.5.5 About LDAP Modify Increment Extension

Oracle Unified Directory supports the LDAP Modify-Increment Extension.

This extension is not supported in Oracle Directory Server Enterprise Edition. Attributes that
are to be incremented must have write permissions. For more information, see https://
www.ietf.org/rfc/rfcd525.txt.

9.5.6 About Macro Support

Oracle Unified Directory supports macros in ACls.

957 AbOUt roledn KeyWOI’d

Roles are not supported in Oracle Unified Directory, so the roledn keyword should not be
used. Equivalent functionality can be achieved by using groups.
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9.6 Using Macro ACls for Advanced Access Control

Organizations that use repeating directory tree structures can enhance the performance and
ACI memory usage by using macros to optimize the number of ACIs in the directory tree.

When you reduce the number of ACls in your directory tree, it is easier to manage your access
control policy.

This section describes macro ACIs and its usage, and contains the following topics:
*  What are Macros?
e Example of Macro Access Control Instructions

* Understanding Macro Access Control Instructions

9.6.1 What are Macros?

Macros are placeholders used to represent a DN or a part of a DN in an ACI. You can use a
macro to represent a DN in the target section of the ACI, in the bind rule section, or in both.

In practice, when Directory Server receives an incoming LDAP operation, the ACI macros are
matched against the resource targeted by the LDAP operation. The matching occurs to
determine a matching substring, if it exists. If a match exists, the bind rule-side macro is
expanded using the matched substring, and access to the resource is determined by
evaluating that expanded bind rule.

9.6.2 Example of Macro Access Control Instructions

ORACLE

The advantage of using macro ACls and how they work are best explained through an
example. Figure 9-1 shows a directory tree that uses macro ACls to effectively reduce the total
number of ACls.
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Figure 9-1 Example Directory Tree for Macro ACls

dc=hostedcompany1,dc=example,dc=com
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I I I I
cn=domainAdmins ch=deptAdmins en=helpdesk cn=all
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| |
ou=groups ou=people
I
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cn=domainAdmins en=deptAdmins en=helpdesk en=all
de=subdomaini.i
i
I
_________ ol - B e T
L] L]
; :
ou=groups ou=people

This illustration uses repeating pattern of subdomains with the same tree structure
(ou=groups, ou=people). This pattern is also repeated across the tree because the
example.com directory tree stores the suffixes dc=hostedCompany?2, dc=example,dc=com and
dc=hostedCompany3, dc=example, dc=com not shown in the preceding graphic.

The ACIs that apply in the directory tree also have a repeating pattern. For example, the
following ACI is located on the dc=hostedCompanyl, dc=example,dc=com node:

aci: (targetattr="*") (targetfilter=(objectClass=nsManagedDomain))
(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1dap:///cn=DomainAdmins, ou=Groups,dc=hostedCompanyl,dc=example,dc=com";)

This ACI grants read and search rights to the DomainAdmins group to any entry in the
dc=hostedCompanyl, dc=example, dc=com tree.

The following ACI is located on the dc=hostedCompanyl, dc=example, dc=com node:

aci: (targetattr="*")

(targetfilter=(objectClass=nsManagedDomain))

(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1ldap:///cn=DomainAdmins, ou=Groups,dc=hostedCompanyl,dc=example,dc=com";)

The following ACl is located on the dc=subdomainl, dc=hostedCompanyl, dc=example,
dc=com node:
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aci: (targetattr="*"
(targetfilter=(objectClass=nsManagedDomain))
(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1dap:///cn=DomainAdmins, ou=Groups, dc=subdomainl, dc=hostedCompanyl,
dc=example,dc=com";)

The following ACl is located on the dc=hostedCompany2, dc=example, dc=com node:

aci: (targetattr="*"

(targetfilter=(objectClass=nsManagedDomain))

(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1dap:///cn=DomainAdmins, ou=Groups,dc=hostedCompany2, dc=example,dc=com";)

The following ACl is located on the dc=subdomainl, dc=hostedCompany2, dc=example,
dc=com node:

aci: (targetattr="*"
(targetfilter=(objectClass=nsManagedDomain))
(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1dap:///cn=DomainAdmins, ou=Groups, dc=subdomainl, dc=hostedCompany?2,
dc=example,dc=com";)

In the preceding four ACls, the only difference is the DN that is specified in the groupdn
keyword. By using a macro for the DN, it is possible to replace these ACls with a single ACI at
the root of the tree on the dc=example, dc=com node. This macro ACI reads as follows:

aci: (target="ldap:///ou=Groups, ($dn),dc=example,dc=com")
(targetattr="*") (targetfilter=(objectClass=nsManagedDomain) )
(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1dap:///cn=DomainAdmins, ou=Groups, [$dn], dc=example, dc=com";)

The target keyword, which was not previously used, is utilized in the new ACI.

In this example, the number of ACls is reduced from four to one. The real determining factor is
the number of repeating patterns you have down and across your directory tree.

9.6.3 Understanding Macro Access Control Instructions

This section provides a description of macro access control instructions and the evaluation
mechanism for macro ACls.

It contains the following topics:

*  About Macro Access Control Instructions
e Matching for ($dn) in the Target
*  About Macro Matching for ($attr.attrName)

9.6.3.1 About Macro Access Control Instructions

ORACLE

Macro ACls include the following types of expressions to replace a DN or part of a DN:

°  ($dn)

° [$dn]

° (Sattr.attrName), where attrName represents an attribute contained in the target entry

In this section, the ACI keywords used to provide bind credentials, such as userdn, roledn,
groupdn, and userattr are collectively called the subject of the ACI. The subject determines to
whom the ACI applies.
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Table 9-2 lists the macros that can be used to replace specific ACI keywords.

Table 9-2 Macro ACI Keywords

___________________________________________________________________________________|
Macro Description ACI Keywords

($dn) For matching in the target, and direct (target, targetfilter) and
substitution in the subject. For example, it will (userdn, groupdn, userattr)
match either target or targetfilter and
substitute the matched value into userdn,
groupdn, or userattr.

[$dn] For substituting multiple RDNs that work in (targetfilter) and (userdn,
subtrees of the subject. groupdn, userattr)
(Sattr.attrName) For substituting the value of the userdn, groupdn, userattr

attributeName attribute from the target
entry into the subject.

The following restrictions apply to macro ACI keywords:
e Ifyou use ($dn) macro in a subject, then you must define a target that contains ($dn) .
e Ifyou use [$dn] macro in a subject, then you must define a target that contains ($dn) .

*  You can combine both the (sdn) macro and the [$dn] macro with the (Sattr.attrName)
macro in a subject.

9.6.3.2 Matching for (san) in the Target

ORACLE

The ($dn) macro in the target of an ACI determines the substitution value by comparing it to
the entry targeted by the LDAP request. For example, you have an LDAP request targeted at
this entry:

cn=all, ou=groups, dc=subdomainl, dc=hostedCompanyl, dc=example, dc=com
In addition, you have an ACI that defines the target as follows:
(target="1dap:///ou=Groups, ($dn),dc=example, dc=com")

The ($dn) macro matches with "dc=subdomainl, dc=hostedCompanyl". This substring is then
used for substitutions in the subject of the ACI.

Substituting ($dn) in the Subject

In the subject of the ACI, the (sdn) macro is replaced by the entire substring that matches in
the target. For example:

groupdn="1ldap:///cn=DomainAdmins, ou=Groups, ($dn),dc=example, dc=com"
In this scenario, if the string matching ($dn) in the target is dc=subdomainl,

dc=hostedCompanyl, then the same string is used in the subject. The subject is then expanded
as follows:

groupdn="1dap:///
cn=DomainAdmins, ou=Groups,dc=subdomainl, dc=hostedCompanyl, dc=example, dc=com"

In the targetfilter of the ACI, the ($dn) macro is replaced with the entire substring that matches
in the target. For example:

(targetattr="*") (targetfilter=(& (objectClass=nsManagedPerson)
(! (memberOf=cn=ServiceAdministrators, ou=Groups, ($dn),o=ace industry,c=us))
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(! (memberOf=cn=Service Help Desk Administrators,ou=Groups,
($dn) ,o=ace industry,c=us))))

The targetfilter becomes:

(targetattr="*") (targetfilter=(& (objectClass=nsManagedPerson)

(! (memberOf=cn=ServiceAdministrators, ou=Groups,dc=subdomainl,
dc=hostedCompanyl, o=ace industry,c=us))

(! (memberOf=cn=Service Help Desk

Administrators, ou=Groups,dc=subdomainl, dc=hostedCompanyl, o=ace industry,c=us))))

After the macro has been expanded, Directory Server evaluates the ACI following the normal
process to determine whether access is granted.

# Note:

Unlike a standard ACI, an ACI that uses macro substitution does not necessarily
grant access to the child of the targeted entry. This is because when the child DN is
the target, the substitution might not create a valid DN in the subject string.

Substituting [$dn] in the Subject

The substitution mechanism for [$dn] is slightly different than for ($dn) . The DN of the
targeted resource is examined several times, each time dropping the left-most RDN
component, until a match is found.

Consider a scenario in which you have an LDAP request targeted at the cn=all, ou=groups,
dc=subdomainl, dc=hostedCompanyl, dc=example, dc=com Subtree, and the following ACI:

aci: (targetattr="*") (target="ldap:///ou=Groups, ($dn),dc=example,dc=com")
(version 3.0; acl "Domain access"; allow (read,search)
groupdn="1dap:/cn=DomainAdmins, ou=Groups, [$dn], dc=example,dc=com";)

The server proceeds as follows to expand this ACI:

1. The server verifies that the ($dn) in target matches dc=subdomainl, dc=hostedCompanyl.
2. The server replaces [$dn] in the subject with dc=subdomainl, dc=hostedCompanyl.

The resulting subject is groupdn="1dap:///cn=DomainAdmins, ou=Groups,
dc=subdomainl, dc=hostedCompanyl, dc=example, dc=com". If access is granted, because
bind DN is a member of that group, macro expansion stops, and the ACl is evaluated. If
bind DN is not a member, the process continues.

3. The server replaces [$dn] in the subject with dc=hostedCompanyl.

The resulting subject is groupdn="1dap:///cn=DomainAdmins, ou=Groups,
dc=hostedCompanyl, dc=example, dc=com". Bind DN is again tested for being a member of
this group and if it is, the ACI is evaluated fully. However, if bind DN is not a member,
macro expansion stops with the last RDN of the matched value, and ACI evaluation is
finished for this ACI.

The advantage of the [$dn] macro is that it provides a flexible mechanism to grant
domain-level administrators access to all the subdomains in the directory tree. Therefore,
the [$dn] macro is useful for expressing a hierarchical relationship between domains.

For example, consider the following ACI:
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aci: (target="ldap:///ou=*, ($dn),dc=example,dc=com") (targetattr="*"
(targetfilter=(objectClass=nsManagedDomain)) (version 3.0;

acl "Domain access"; allow (read,search) groupdn= "ldap:/cn=DomainAdmins,

ou=Groups, [$dn],dc=example, dc=comn";)

The ACI grants access to the members of cn=DomainAdmins, ou=Groups,
dc=hostedCompanyl, dc=example, dc=com to all of the subdomains under
dc=hostedCompanyl. Thus, an administrator who belongs to that group could access, for
example, the subtree ou=people, dc=subdomainl.l, dc=subdomainl.

However, at the same time, members of cn=DomainAdmins, ou=Groups, dc=subdomainl.l
would be denied access to the ou=people, dc=subdomainl, dc=hostedCompanyl and
ou=people,dc=hostedCompanyl nodes.

9.6.3.3 About Macro Matching for ($attr.attrName)

The (Sattr.attrname) macro is always used in the subject part of an ACI. For example, you
could define the following groupdn:

groupdn = "ldap:/cn=DomainAdmins, ou=($Sattr.ou),dc=HostedCompanyl, dc=example,dc=com"

Now, assume that the server receives an LDAP operation that is targeted at the following entry:

dn: cn=Babs Jensen,ou=People,dc=HostedCompanyl,dc=example,dc=com
cn: Babs Jensen

sn: Jensen

ou: Sales ...

To evaluate the groupdn part of the ACI, the server reads the value of the ou attribute stored in
the targeted entry. The server then substitutes this value in the subject to expand the macro. In
this example, the groupdn is expanded as follows:

groupdn= "ldap:///cn=DomainAdmins, ou=Sales,dc=HostedCompanyl, dc=example,dc=com"
Directory Server then evaluates the ACI according to the normal ACI evaluation algorithm.

When the attribute that is named in the macro is multivalued, each value is used in turn to
expand the macro. The first value that provides a successful match is used.

9.7 Understanding Virtual Access Control Instructions

In this section you will learn about the principles of the access control mechanism provided
with the proxy server.

It contains the following topics:

e About the Virtual Access Control Instructions

e About the Virtual Access Control Instructions Syntax

e About the Virtual Access Control Instructions Configuration Model

e Considerations for Virtual Access Control Instructions Usage

ORACLE 9.39



Chapter 9
Understanding Virtual Access Control Instructions

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

9.7.1 About the Virtual Access Control Instructions

Oracle Unified Directory allows virtualization by exposing virtual directory view of data.
Therefore, Oracle Unified Directory is responsible for controlling who can access that data, and
what parts of the data can be accessed.

To control access to virtual directory view of data, you can define virtual ACIs. When Oracle
Unified Directory receives a request on a virtual directory data view, it uses the virtual ACIs,
and any authentication information provided by the user, to allow or deny access to the
information that is requested.

Virtual ACI allows you to define AClIs that apply at workflow level. This means that you can
apply virtual AClIs to workflows containing any kind of workflow elements.

9.7.2 About the Virtual Access Control Instructions Syntax

Virtual ACls have the same syntax as ACI with some restrictions defined in this section.

For more information about the ACI syntax, see Understanding the Syntax of Access Control
Instructions. Only bind rules with following keywords are supported:

* userdn

« ip

e dns

* timeofday and dayofweek
* authmethod

e ssf

This is Security Strength Factor. For more information, see Defining Access Based on a
Connection's Security Strength Factor Using ssf Keyword.

9.7.3 About the Virtual Access Control Instructions Configuration Model

ORACLE

You can define virtual ACls for each workflow in the network group. However, each workflow
can use or not use virtual AClIs.

The virtual-aci-mode property of workflow allows you to specify if virtual ACIs should be
used or not. If virtual-aci-mode is set to true, then all operations handling the ACI attribute
manage this attribute as a virtual ACI. Attribute is no longer stored along with user data, but is
stored in a specific directory information tree (DIT) known as "cn=virtual acis."

For each workflow, you can define the access control group to use using the access-control-
group property. If the virtual ACI feature is disabled, then the workflow can only use the Local
Backends access control group. If the virtual ACI feature is enabled, then you can use any
access control group.
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9.7.4 Considerations for Virtual Access Control Instructions Usage

You must bear in my mind some restrictions while implementing virtual ACIs.

< If you install as directory server, then virtual ACls are not supported.

< If you install Oracle Unified Directory as proxy server, then you can use virtual ACls in any
supported deployment.

e Virtual ACls does not support all types of bind rules. For more information about supported
bind rules, see About the Virtual Access Control Instructions Syntax.

e Global AClIs apply, if virtual ACls are enabled.

e You can enable replication of cn=virtual acis. To do so, you must ensure that
configuration of access control groups are identical on replicated servers.
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Schema Model

The topics listed below describe schema elements in general and illustrates the ways these
schema elements are used in Oracle Unified Directory:

Overview of Matching Rules
Overview of Attribute Syntaxes
Understanding Attribute Types
Understanding Object Classes
Understanding Name Forms
Overview of DIT Content Rules
Understanding DIT Structure Rules
Understanding Matching Rule Uses

For instructions on viewing the schema using the 1dapsearch command, see Managing
Attribute Types and Managing Object Classes.

10.1 Overview of Matching Rules

Matching Rules enable you to compare values for the same attribute. From the topics listed
below, understand about various Matching Rules available, its description format, and
commonly used matching rules.

Understanding Matching Rules

Understanding Matching Rule Description Format
Understanding Commonly Used Matching Rules
Understanding Relative Time Matching Rules
Understanding Partial Date Or Time Matching Rules

Understanding Value Normalization

10.1.1 Understanding Matching Rules

Matching rules are used by Oracle Unified Directory to compare two values for the same
attribute and to perform matching operations on them.

ORACLE

There are several different types of matching rules, including:

Equality Matching Rules

These matching rules are used to determine whether two values are logically equal to each
other. Different implementations of equality matching rules can use different criteria for
making this determination (for example, whether to ignore differences in capitalization or
deciding which spaces are significant).
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e Ordering Matching Rules

These matching rules are used to determine the relative order for two values, for example,
when evaluating greater-or-equal or less-or-equal searches, or when the results need to be
sorted.

e Substring Matching Rules

These matching rules are used to determine whether a given substring assertion matches
a particular value. A substring assertion is composed of at least one element from the
following sets: at most one subInitial element, zero or more subAny elements, and at
most one subFinal element.

e Approximate Matching Rules

These matching rules are used to determine whether two values are approximately equal
to each other. This is frequently based on "sounds like" or some other kind of fuzzy
algorithm. Approximate matching rules are not part of the official LDAP specification, but
they are included in Oracle Unified Directory for added flexibility.

10.1.2 Understanding Matching Rule Description Format

ORACLE

You can use RFC 4512 format to display matching rules in the matchingRules attribute of the
schema subentry, and to show the properties that can be associated with a matching rule.

RFC 4512 (http://www.ietf.org/rfc/rfcd512.txt), section 4.1.3 describes the matching
rule description format, in Augmented Backus-Naur Form (ABNF). For more information about
ABNF, see RFC 4234 (http://www.ietf.org/rfc/rfcd234.txt) and RFC 5234 (http://
www.ietf.org/rfc/rfc5234.txt).

The following example shows the definition of the matching rule description format:

MatchingRuleDescription = LPAREN WSP

numericoid ; object identifier

[ SP "NAME" SP gdescrs ] ; short names (descriptors)
[ SP "DESC" SP qgdstring ] ; description

[ SP "OBSOLETE" ] ; not active

SP "SYNTAX" SP numericoid ; assertion syntax
extensions WSP RPAREN ; extensions

The matching rule description includes these elements:

e numericoid

The numeric OID is used to uniquely identify the matching rule in Oracle Unified Directory.
Every matching rule must have a unique OID.

*  NAME

The name elements are human-readable names assigned to the matching rule that can be
used to refer to it in place of the OID. A matching rule is not required to have any human-
readable names. If it has only a single name, then it is enclosed in single quotes. If there
are multiple names for a matching rule, each is enclosed in single quotes with spaces
between the names, and parentheses around the entire set of names.

« DESC

The description element is a human-readable description for the matching rule. There can
be at most one description, and if it is present, it should be enclosed in single quotation
marks.

» OBSOLETE

10-2


http://www.ietf.org/rfc/rfc4512.txt
http://www.ietf.org/rfc/rfc4234.txt
http://www.ietf.org/rfc/rfc5234.txt
http://www.ietf.org/rfc/rfc5234.txt

Chapter 10
Overview of Matching Rules

The 0BSOLETE flag indicates whether this matching rule should be considered available for
use. If a matching rule is marked 0BSOLETE, then it should not be possible to create any
new attribute types or matching rule uses that reference this matching rule.

*  SYNTAX

The syntax element identifies the attribute syntax with which the matching rule is
associated. This element indicates the acceptable format for values on which the matching
rule operates. More information about attribute syntaxes can be found in Overview of
Attribute Syntaxes. The syntax OID must be included in all matching rule descriptions.

e extensions

The extensions for a matching rule can be used to identify other properties for that
matching rule that might not be included in the standard definition. Oracle Unified Directory
does not currently support any extensions for use in matching rules.

For example, the following is the matching rule description for the standard caseIgnoreMatch
matching rule;

(2.5.13.2 NAME 'caseIgnoreMatch' SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
In this case, the OID is 2.5.13.2. There is one name, which is caseIgnoreMatch. There is no

description. The OID of the associated syntaxis 1.3.6.1.4.1.1466.115.121.1.15 (which is
the Directory String syntax). There are no extensions.

10.1.3 Understanding Commonly Used Matching Rules

ORACLE

There are matching rules defined in LDAP, both in the core protocol specification as well as in
other related RFCs and Internet Drafts. Many of these matching rules are defined in RFC
4517.

See (http://www.ietf.org/rfc/rfc4517.txt) (LDAP Syntaxes and Matching Rules), in
section 4.2, for knowing about the various matching rules defined in RFC 4517. The most
commonly used matching rules include:

e caselgnoreMatch, caselgnoreOrderingMatch, caselgnoreSubstringsMatch

These rules are equality, ordering, and substring matching rules, respectively, that ignore
differences in capitalization and also treat multiple consecutive spaces as a single space.

e caseExactMatch, caseExactOrderingMatch, caseExactSubstringsMatch

These rules are equality, ordering, and substring matching rules, respectively, that treat
values in a case-sensitive manner but do treat multiple consecutive spaces as a single
space.

e octetStringMatch, octetStringOrderingMatch, octetStringSubstringsMatch

These rules are equality, ordering, and substring matching rules, respectively, that perform
byte-for-byte comparisons of the values, treating them as binary data rather than strings.

e numericStringMatch, numericStringOrderingMatch, numericStringSubstringsMatch

These rules are equality, ordering, and substring matching rules, respectively, that operate
on values that start with a numeric digit, and contain only numeric digits and spaces.
Spaces are ignored when performing matching with these matching rules.

e distinguishedNameMatch

This rule is an equality matching rule that operates on distinguished name (DN) values. It
ignores spaces around the commas or semicolons that separate DN components, spaces
around plus signs that separate RDN components, and spaces around equal signs that
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separate RDN attribute type names from their corresponding values. Differences in
capitalization are ignored for attribute type names. Equality matching for attribute values is
performed using the equality matching rule for the corresponding attribute type.

e doubleMetaphoneApproximateMatch

This rule is an approximate matching rule that uses the double metaphone algorithm to
perform a "sounds like" comparison.

# Note:

This matching rule is not part of any official LDAP specification, but it is included
in Oracle Unified Directory for added flexibility

10.1.4 Understanding Relative Time Matching Rules

ORACLE

Oracle Unified Directory provides two matching rules for performing a match on relative dates
in generalized time attributes, which are relativeTimeLTOrderingMatch and
relativeTimeGTOrderingMatch.

The two matching rules that perform a match in generalized time attributes are defined below:

(1.3.6.1.4.1.26027.1.4.6
NAME ( 'relativeTimeLTOrderingMatch''relativeTimeOrderingMatch.lt' )
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24

(1.3.6.1.4.1.26027.1.4.5
NAME ( 'relativeTimeGTOrderingMatch' 'relativeTimeOrderingMatch.gt' )
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24

The syntax applies to attributes with a GeneralizedTime syntax, but it does not take a
generalized time string. Instead it takes an offset in the format of [+|-]number{unit] where:
o +|-

Specifies a time in the past or future. A positive offset (+) computes a time in the future
compared to the current time, and a negative offset (-) computes a time in the past
compared to the current time. The default value is positive (+).

° number
Specifies the number of time units as a positive integer
° unit

Specifies the time unit as a single letter, s, m, h, d, or w, for seconds, minutes, hours, days,
or weeks

When processing the filter, the server computes the current GMT time, adds the offset and
compares the attribute value with the new computed value.

The following example represents pwdExpirationTime >= (Now + 5 days).

(pwdExpirationTime:1.3.6.1.4.1.26027.1.4.5:=5d)

Similarly, the following example represents pwdExpirationTime <= (Now + 5 days).

(pwdExpirationTime:1.3.6.1.4.1.26027.1.4.6:=5d)
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10.1.5 Understanding Partial Date Or Time Matching Rules

Oracle Unified Directory provides the partialDateAndTimeMatchingRule matching rule for
performing a substring match on dates in generalized time attributes.

The partialDateAndTimeMatchingRule matching rule is defined below:

(1.3.6.1.4.1.26027.1.4.7
NAME 'partialDateAndTimeMatchingRule'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24 )

This matching rule applies to attributes with a GeneralizedTime Syntax, but the value is not a
generalized time. Instead, it specifies a pattern for the date, composed of one or more
sequences of an integer followed by a tag. The currently supported tags are Y, M, D, h, m, and s.

The following examples use the attribute birthDate (described in http://tools.ietf.org/
html/draft-gryphon-ldap-schema-vcard4-00) with the following definition:

attributeTypes: ( 1.3.6.1.4.1.33592.1.3.2 NAME 'birthDate'
DESC 'birthday'

EQUALITY generalizedTimeMatch

ORDERING generalizedTimeOrderingMatch

SYNTAX .3.6.1.4.1.1466.115.121.1.24

USAGE userApplications SINGLE-VALUE )

For example, the following filter matches all users born on September 21st.

(birthDate:1.3.6.1.4.1.26027.1.4.7:=09M21D)

As another example, the following filter matches all users born in 1965:

(birthDate:1.3.6.1.4.1.26027.1.4.7:=1965Y)

The following search operation returns all entries with a birthday the fourteenth day of any
month:

$ ./ldapsearch -p 1389 -h localhost -D "cn=Directory Manager" -j pwd-file \
-b "dc=example,dc=com" \
"(birthDate:1.3.6.1.4.1.26027.1.4.7:=14D)" birthDate

10.1.6 Understanding Value Normalization

ORACLE

One of the tasks that most matching rules need to perform is value normalization. This is the
process of transforming a given value to a form that can be used to compare values efficiently.

In most cases, the normalization process should reduce all logically equivalent values to the
same string so that a very simple string comparison can be performed to determine whether
the strings are equal. For example, the caseIgnoreMatch matching rule typically normalizes
values by converting all characters to lowercase and replacing occurrences of multiple
consecutive spaces with a single space. A more complicated example is the
distinguishedNameMatch matching rule, which removes all unnecessary spaces (for example,
around commas, equal signs, and plus signs), converts all attribute types to lowercase, and
then uses the appropriate matching rules to normalize the attribute values for each RDN
component.

In some cases, normalization alone is not sufficient for determining whether two values are
logically equivalent — particularly for cases in which the value is transformed, and there can be
multiple different transformations for the same value.
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10.2 Overview of Attribute Syntaxes

Attribute syntaxes are essentially data type definitions. The syntax for an attribute type
indicates the type of data meant to be held by the corresponding values. This can be used to
determine whether a particular value is acceptable for a given attribute, as well as to provide
information about how Oracle Unified Directory should interact with existing values.

Oracle Unified Directory supports the ability to reject values that violate the associated attribute
syntax, and this is the default behavior for the purposes of standards compliance. It is possible
to disable this attribute syntax checking completely if necessary, but it is also possible to
accept values that violate the associated syntax but log a warning message to Oracle Unified
Directory's error log every time this occurs. However, if attributes are allowed to have values
that violate their associated syntax, matching operations might not behave as expected with
such values. For information about disabling schema checking, see Configuring Schema
Checking.

The following sections discuss attribute syntax:

e Understanding the Attribute Syntax Description Format
e About the Commonly Used Attribute Syntaxes

*  About the Pattern-Matching Syntax Extension

*  About the Enumeration Syntax Extension

e About Substitution Syntax Extension

10.2.1 Understanding the Attribute Syntax Description Format

ORACLE

RFC 4512 describes the attribute syntax description format which includes elements, such as,
numericoid, DESC, and extensions.

RFC 4512 (http://www.ietf.org/rfc/rfc4512.txt), section 4.1.5 describes the attribute
syntax description format, as shown in this example:

SyntaxDescription = LPAREN WSP

numericoid ; object identifier
[ SP "DESC" SP qgdstring ] ; description
extensions WSP RPAREN ; extensions

The attribute syntax description includes these elements:

e numericoid
The numeric OID used to uniquely identify the attribute syntax in Oracle Unified Directory.
- DESC

An optional description for the syntax. If it is provided, then it must be enclosed in single
guotation marks.

* extensions
An optional set of extensions for the attribute syntax. supports the following extensions:

— X _PATTERN: Specifies that the attribute uses the regular expression syntax. See About
the Pattern-Matching Syntax Extension for more information.

— X-ENUM: Specifies that the attribute uses the enumerated syntax. See About the
Enumeration Syntax Extension for more information.
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— X-SUBST: Specifies that the attribute uses the substitution syntax. See About
Substitution Syntax Extension for more information.

The following example shows the attribute syntax description for the standard directory string
syntax:

(1.3.6.1.4.1.1466.115.121.1.15 DESC 'Directory String' )

In this case, the OIDis 1.3.6.1.4.1.1466.115.121.1.15, and the description is Directory
String. This example specifies no extensions.

10.2.2 About the Commonly Used Attribute Syntaxes

ORACLE

There are numerous attribute syntaxes defined in LDAP, both in the core protocol specification
and in other related RFCs and Internet Drafts. The various attribute syntaxes are defined in
RFC 4517 and are explained in this topic.

Many of these attribute syntaxes are defined in RFC 4517 (http://www.ietf.org/rfc/
rfc4517.txt) (LDAP Syntaxes and Matching Rules) in section 3.3. The most commonly used
attribute syntaxes include:

»  Directory String

The Directory String syntax is used to hold general-purpose string values containing one or
more UTF-8 characters. Technically, empty values (that is, those with zero characters) are
not allowed. Because Oracle Directory Server Enterprise Editionhas historically allowed
empty values, Oracle Unified Directoryoffers a configuration option that can be used to
allow it as well although it is disabled by default for standards compliance.

e |A5 String

The IA5 String syntax is used to hold string values based on the IA5 character set, which is
also known as the ASCII character set.

e Printable String

The Printable String syntax is used to hold string values that contain one or more
characters from the set of uppercase and lowercase letters, numeric digits, single quotes,
left and right parentheses, plus sign, comma, hyphen, period, and equal sign.

« Boolean

The Boolean syntax is used to hold values of either TRUE or FALSE. No other values are
allowed for attributes with this syntax.

* Integer

The Integer syntax is used to hold integer values, which must contain at least one digit. It
can start with a hyphen to indicate a negative value. Zero can be used as the first digit only
when the value is zero.

e Octet String

The Octet String syntax is used to hold a set of zero or more bytes. It has been used to
replace the former Binary syntax.

« DN

The DN syntax is used to hold distinguished name values, comprised of zero or more RDN
components. Values should be in the format specified in RFC 4514 (http://
www.letf.org/rfc/rfcd514.txt) (LDAP String Representation of Distinguished Names).
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10.2.3 About the Pattern-Matching Syntax Extension

The X-PATTERN attribute syntax extension can be used to define new string syntaxes with
values restricted by one or more regular expressions.

The following example adds an X-PATTERN attribute syntax to the schema.

$ ldapmodify -p 1389 -h localhost -D "cn=Directory Manager" -j pwd-file

dn: cn=schema

changetype: modify

add: ldapsyntaxes

ldapSyntaxes: ( 1.3.6.1.4.1.32473.1 DESC 'Host and Port in the format of HOST:PORT'
X-PATTERN '"[a-zA-Z][a-zA-Z0-9-]1+:[0-9]+S"' )

This new syntax can be used to define attributes and object classes, as shown in the following
example.

$ ldapmodify -p 1389 -h localhost -D "cn=Directory Manager" -j pwd-file
dn: cn=schema

changetype: modify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.32473.2 NAME 'example-attr-regex' SYNTAX
1.3.6.1.4.1.32473.1

add: objectclasses
objectclasses: ( 1.3.6.1.4.1.32473.3 NAME 'exampleOCregex' SUP top AUXILIARY MUST
example-attr-regex)

Values for example-attr-regex attributes must match the defined pattern, or the server rejects
them. The following attribute fits pattern defined in the example syntax, so the server accepts
it:

example-attr-regex: localhost:389

The following attribute is rejected because it does not include the required colon and numeric
string:

localhost

The following attribute is rejected because it contains periods (.), which are not specified as
part of the HOST component:

host.example.com:389

10.2.4 About the Enumeration Syntax Extension

ORACLE

The xX-ENUM attribute syntax extension can be used to define new string syntaxes with values
restricted to a set of defined, ordered values.

The following example defines an X-ENUM attribute to the schema.

$ ldapmodify -p 1389 -h localhost -D "cn=Directory Manager" -j pwd-file
dn: cn=schema
changetype: modify
add: ldapsyntaxes
ldapSyntaxes: ( 1.3.6.1.4.1.32473.4 DESC 'Day Of The Week'
X-ENUM ( 'monday' 'tuesday' 'wednesday' 'thursday'
'friday' 'saturday' 'sunday' ) )
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This new syntax can be used to define attributes and object classes, as shown in the following
example.

$ ldapmodify -p 1389 -h localhost -D "cn=Directory Manager" -j pwd-file
dn: cn=schema

changetype: modify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.32473.5 NAME 'example-attr-enum' SYNTAX
1.3.6.1.4.1.32473.4

add: objectclasses
objectclasses: ( 1.3.6.1.4.1.32473.6 NAME 'exampleOCenum' SUP top AUXILIARY
MUST example-attr-enum)

Values for example-attr-enum attributes must match the defined pattern, or the server rejects
them.

Enumerated values are not case-sensitive, so both of the following examples are accepted:

example-attr-enum: thursday
example-attr-enum: Thursday

Enumerated attribute values are literal (and not internationalized), so the following example
does not match the pattern and is rejected, regardless of any semantic equivalence:

example-attr-enum: jeudi

The defined values specify an order, so enumerated attributes can be used in relative
comparison filters, as shown in the following example:

(example-attr-enum>=wednesday)

The preceding comparison filter matches, for example, a value of thursday. The comparison is
based on the order of the enumerated values, and ASCII values are not applicable in this case.

10.2.5 About Substitution Syntax Extension

ORACLE

The X-SUBST attribute syntax extension can be used to define new string syntaxes with values
in terms of existing syntaxes. It is provided for use when extending the native directory server
schema with a nonstandard schema (or an external schema) that uses syntaxes not supported
by Oracle Unified Directory. Instead of altering the imported schema, extend it with the x-sSUBST
extension to instruct Oracle Unified Directory to treat values in terms of a supported syntax.

The following example defines a new syntax, AttCertPath, in terms of an existing syntax,
1.3.6.1.4.1.1466.115.121.1.15, directory string. This change must be made under
cn=schema.

$ ldapmodify -p 1389 -h localhost -D "cn=Directory Manager" -j pwd-file
dn: cn=schema
objectClass: top
objectClass: ldapSubentry
objectClass: subschema
ldapSyntaxes: ( 1.3.6.1.4.1.4203.666.11.10.2.4
DESC 'AttCertPath'
X-SUBST '1.3.6.1.4.1.1466.115.121.1.15" )

This feature can be useful during migration and can lessen the impact on the schema. For
example, during migration to Oracle Unified Directory, an incoming schema can contain
attribute definitions that use an undefined syntax. The x-SUBST attribute syntax extension
provides a means to define those missing syntaxes in terms of other, more general syntaxes.
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With this capability, the schema and data can be migrated without the need to modify the
schema or data or to implement new syntaxes.

10.3 Understanding Attribute Types

Attribute types define the set of attributes that can be used in Oracle Unified Directory and how

operations involving those attributes should be conducted. Among other things, it combines an
attribute syntax and set of matching rules with a unique OID and human-readable names.

The following sections describe attribute types:

* Understanding Attribute Type Description Format

e Understanding Attribute Type Inheritance

*  About Attribute Type Implementation

10.3.1 Understanding Attribute Type Description Format

Learn about the Attribute Type Descriptions and the various elements included in it.

ORACLE

RFC 4512 (http://www.ietf.org/rfc/rfc4512.txt), section 4.1.2 describes the attribute
type description format, as shown here:

AttributeTypeDescription =
numericoid

SP "NAME" SP gdescrs

SP "DESC" SP gdstring ]

SP "OBSOLETE" ]

SP "SUP" SP oid ]

SP "EQUALITY" SP oid ]

SP "ORDERING" SP oid ]

SP "SUBSTR" SP oid ]

SP "SYNTAX" SP noidlen ]

SP "SINGLE-VALUE" ]

SP "COLLECTIVE" ]

SP "NO-USER-MODIFICATION"

SP "USAGE" SP usage ]

extensions WSP RPAREN

usage = "userApplications" /
"directoryOperation" /
"distributedOperation" /
"dSAOperation"

LPAREN

]

WSP

’

’

object identifier

short names (descriptors)
description

not active

supertype

equality matching rule
ordering matching rule
substrings matching rule
value syntax
single-value

collective

not user modifiable
usage

extensions

user
directory operational
DSA-shared operational

; DSA-specific operational

The attribute type description includes these elements:

e numericoid

The numeric OID used to uniquely identify the attribute type in Oracle Unified Directory.
Although the specification requires a numeric OID,Oracle Unified Directory also allows a
non-numeric OID for the purpose of convenience and better compatibility with Oracle
Unified Directory. In this case, the non-numeric OID should be the same as the name of
the attribute type followed by the string -oid.

«  NAME

An optional set of human-readable names that can also be used to refer to the attribute
type. If there is a single name, then it should be enclosed in single quotes. If there are

multiple names, then they should each be enclosed in single quotes separated by spaces,
and the entire set of names should be enclosed in parentheses.
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DESC

An optional human-readable description. If there is a description, then it should be
enclosed in single quotation marks.

OBSOLETE

An optional 0BSOLETE flag that can be used to indicate whether the attribute type is active.
If an attribute type is marked as OBSOLETE, then it means that it should not be referenced
by any new elements created in Oracle Unified Directory.

SUP

An optional reference to the superior attribute type. If there is a superior type, then it may
be referenced by either its OID or any of its human-readable names.

EQUALITY

An optional equality matching rule definition. If a specific equality matching rule is provided,
then it can be referenced by either its OID or any of its human-readable names. If no
equality matching rule is given, then the attribute type uses the default equality matching
rule for the associated attribute syntax. If the attribute syntax does not have a default
equality matching rule, then equality matching operations are not allowed for attributes of
that type.

ORDERING

An optional ordering matching rule definition. If a specific ordering matching rule is
provided, then it can be referenced by either its OID or any of its human-readable names.
If no ordering matching rule is given, then the attribute type uses the default ordering
matching rule for the associated attribute syntax. If the attribute syntax does not have a
default ordering matching rule, then ordering matching operations are not allowed for
attributes of that type.

SUBSTR

An optional substring matching rule definition. If a specific substring matching rule is
provided, then it can be referenced by either its OID or any of its human-readable names.
If no substring matching rule is given, then the attribute type uses the default substring
matching rule for the associated attribute syntax. If the attribute syntax does not have a
default substring matching rule, then substring matching operations are not allowed for
attributes of that type.

SYNTAX

An optional attribute syntax for use with the attribute type. If it is provided, then it should be
given as a humeric OID. The syntax identifier can also optionally contain an integer value
enclosed in curly braces directly following the OID (without any spaces between the last
digit of the OID and the opening curly brace), which may be used to suggest a minimum
upper bound on the length of values for attributes of that type. Oracle Unified Directory
does not enforce any maximum length restrictions for attribute values, so if a length is
given, then it is ignored.

SINGLE-VALUE

An optional SINGLE-VALUE flag that indicates that attributes of that type are allowed to have
only a single value in any entry in which they appear. If this flag is not present in the
attribute type description, then attributes of that type are allowed to have multiple distinct
values in the same entry.

COLLECTIVE

An optional COLLECTIVE flag that indicates that the attributes of that type are assigned their
values by virtue in their membership in some collection. Collective attributes are described
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in RFC 3671 (http://www.ietf.org/rfc/rfc3671.txt) (Collective Attributes in LDAP)
and are one of the types of virtual attributes that are supported in Oracle Unified Directory.

*  NO-USER-MODIFICATION

An optional NO-USER-MODIFICATION flag that indicates that values of attributes of that type
cannot be modified by external clients (that is, the values can be modified only by internal
processing within Oracle Unified Directory).

* USAGE

An optional usage specification that indicates how the attribute type is to be used. The
following attribute usages are allowed:

— userApplications — Used to store user data.

— directoryOperation — Used to store data required for internal processing within
Oracle Unified Directory.

— distributedOperation — Used to store operational data that must be synchronized
across servers in the topology.

— dSAOperation — Used to store operational data that is specific to a particular directory
server and should not be synchronized across the topology.

e extensions

An optional set of extensions for the attribute type.Oracle Unified Directory currently uses
the following extensions for attribute types:

— X-ORIGIN — Provides information about where the attribute type is defined (for
example, whether it is defined by a particular RFC or Internet Draft or whether it is
defined within the project).

— X-SCHEMA-FILE — Indicates which schema file contains the attribute type definition.

— X-APPROX — Indicates which approximate matching rule should be used for the
attribute type. If this is specified, then its value should be the name or OID of a
registered approximate matching rule.

For example, the following is the attribute type description for the standard uid attribute type:

(0.9.2342.19200300.100.1.1 NAME 'uid' EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256}

X-ORIGIN 'RFC 4519' )

In this case, the OID is 0.9.2342.19200300.100.1.1. There is a single human-readable name
of uid. The caseIgnoreMatch rule should be used for equality matching, and the
caselgnoreSubstringsMatch rule should be used for substring matching. The attribute type
uses the directory string syntax with a suggested minimum upper bound of 256 characters, and
the attribute type definition was taken from RFC 4519 (http://www.ietf.org/rfc/
rfcd519.txt). There is no description or superior type specified. The attribute type is not
marked OBSOLETE, SINGLE-VALUE, COLLECTIVE, Or NO-USER-MODIFICATION. There is no ordering
matching rule specified, which means that Oracle Unified Directoryfalls back on the default
ordering rule used by the directory string syntax. There is no x-APPROX extension to specify the
approximate matching rule so the default approximate rule for the directory string syntax is
used there as well.
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10.3.2 Understanding Attribute Type Inheritance

One attribute type can reference another as its superior type. By doing that it can inherit the
matching rule and the attribute syntax from its superior type

This has two primary effects:

* The matching rule and attribute syntax specifications from the superior attribute type can
be inherited by the subordinate type if the subordinate does not override the superior
definition. For example, if the superior attribute type uses the IA5 String syntax, then the
subordinate attribute type also uses the IA5 String Syntax unless its definition overrides
that by specifying an alternate syntax. According to the specification in RFC 4512 (http://
www.letf.org/rfc/rfcd512.txt), section 2.5.1, an attribute type can have a different
syntax than its superior type only if the syntax for the subordinate type is a refinement of
(that is, allows a subset of the values of) the syntax for the superior attribute type.

e The OID, any of the human-readable names associated with the superior attribute type, or
both can be used to collectively reference all of the subordinate types. For example, the
name attribute type is referenced as the superior type for the cn, sn, ¢, 1, st, o, oy, title,
givenName, initials, generationQualifier, and dmdName attribute types. Therefore, a
filter of (name=test)should match an entry if any attribute with one of those types has a
value of test.

A subordinate attribute type cannot have a different usage than its superior type. That is, if the
superior type is userApplications, then the subordinate type must also be userApplications.
Similarly, if a superior type is declared COLLECTIVE, then the subtype must also be COLLECTIVE,
but if the superior type is not COLLECTIVE, then the subordinate type must also not be
COLLECTIVE.

10.3.3 About Attribute Type Implementation

The mechanism that is used to handle attribute types varies from the LDAPv3 specification.
The mechanism varies in the following ways:

e The LDAPvV3 specification states that a subordinate attribute type must have the same
syntax as the superior type, or a refinement of that syntax. Oracle Unified Directory does
not enforce this constraint because it does not have any way to determine whether one
attribute syntax is a refinement of the syntax of the supertype.

e The synchronization subsystem does not take attribute usage into account (for example,
so that attribute types with a usage of dSAOperation are not synchronized).

10.4 Understanding Object Classes

Object classes are essentially named sets of attribute types that can be used to control the
type of data that can be stored in entries.

# Note:

The terms "object class" and "objectclass"” (that is, with and without a space between
the words) are generally used interchangeably.
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The following sections describe object classes:

Understanding Object Class Description Format

About Object Class Kinds

About Object Class Inheritance

About Directory Server Object Class Implementation

10.4.1 Understanding Object Class Description Format

Learn about the object class description format and the various elements included in it.

RFC 4512 (http://www.iletf.org/rfc/rfcd512.txt), section 4.1.1 describes the object class
description format, as shown here:

ObjectClassDescription

= LPAR

EN WSP

numericoid ; object identifier

[ SP "NAME" SP gdescrs ] ; short names (descriptors)
[ SP "DESC" SP qgdstring ] ; description

[ SP "OBSOLETE" ] ; not active

[ SP "SUP" SP oids ] ; superior object classes

[ SP kind ] ; kind of class

[ SP "MUST" SP oids ] ; attribute types

[ SP "MAY" SP oids ] ; attribute types

extensions WSP RPAREN
kind = "ABSTRACT" / "STRUCTURAL" / "AUXILIARY"

The object class description includes these elements:

ORACLE

numericoid

The numeric OID used to uniquely identify the object class in Oracle Unified Directory.
Although the specification requires a numeric OID, Oracle Unified Directory also allows a
non-numeric OID for the purpose of convenience and better compatibility with the Oracle
Unified Directory. In this case, the non-numeric OID should be the same as the name of
the object class followed by the string -oid.

NAME

An optional set of human-readable names that can be used to refer to the object class. If
there is a single name, then it should be enclosed in single quotes. If there are multiple
names, then they should each be enclosed in single quotes separated by spaces, and the
entire set of names should be enclosed in parentheses.

DESC

An optional human-readable description. If there is a description, then it should be
enclosed in single quotation marks.

OBSOLETE

An optional OBSOLETE flag that can be used to indicate whether the object class is active. If
an object class is marked as OBSOLETE, then it should not be referenced by any new
elements created in Oracle Unified Directory.

SUP

An optional set of one or more superior classes for the object class.
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# Note:

Although, technically, the specification allows an object class to have multiple
superior classes, Oracle Unified Directory currently only supports a single
superior class.

In this case, the sup keyword should be followed by a space and the name or
OID of the superior class. If there are multiple superior classes, then they should
be separated by dollar signs and the entire set of superior classes should be
enclosed in parentheses.

* kind

An optional keyword that specifies the kind of object class that is being defined. If this is
specified, then it must be one of ABSTRACT, STRUCTURAL, Or AUXILIARY. If no value is
specified, then the object class is considered STRUCTURAL.

*  MUST

An optional set of attribute types for attributes that are required to be present (that is, have
at least one value) in entries with that object class. If there is only a single required
attribute, then the MUST keyword should be followed by the name or OID of that attribute
type. If there are multiple required attribute types, then they should be separated by dollar
signs and the entire set of required attribute types should be enclosed in parentheses.

«  MAY

An optional set of optional attribute types for attributes that are allowed (but not required)
to be present in entries with that object class. If there is only a single optional attribute,
then the MAY keyword should be followed by the name or OID of that attribute type. If there
are multiple optional attribute types, then they should be separated by dollar signs and the
entire set of optional attribute types should be enclosed in parentheses.

* extensions

An optional set of extensions for the object class.Oracle Unified Directory currently uses
the following extensions for object classes:

— X-ORIGIN — Provides information about where the object class is defined (for example,
whether it came from a particular RFC or Internet Draft or if it is defined within the
project).

— X-SCHEMA-FILE — Indicates which schema file contains the object class definition (This
extension is generally used for internal purposes only and is exposed to clients.)

For example, the following is the object class description for the standard person object class:

(2.5.6.6 NAME 'person' SUP top STRUCTURAL MUST ( sn $ cn )
MAY ( userPassword $ telephoneNumber $ seeAlso $ description )
X-ORIGIN 'RFC 4519' )

In this case, the OID is 2.5.6.6. There is a single human-readable name of person. The
superior class is top. The kind is STRUCTURAL. Any entry containing the person object class is
required to include the sn and cn attributes and is allowed to include the userPassword,
telephoneNumber, seeAlso, and description attributes. The object class definition is taken
from RFC 4519 (http://www.ietf.org/rfc/rfc4519.txt). There is no description, and the
object class is not considered OBSOLETE.
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10.4.2 About Object Class Kinds

Learn about the different kinds of object classes and their similarities with the model used by
the Java programming language.

As described in Understanding Object Class Description Format, all object classes must have
a kind of either ABSTRACT, STRUCTURAL, Of AUXILIARY:

°  ABSTRACT object classes are intended only to be extended by other object classes. An entry
must not contain any abstract class unless it also contains a structural or auxiliary class
that derives from that abstract class (that is, includes a non-abstract object class which has
the abstract class in its inheritance chain). All entries must contain at least the top abstract
object class in the inheritance chain for their structural class. They may or may not contain
other abstract classes in the inheritance chains for their structural class or any of their
auxiliary classes.

e STRUCTURAL object classes are intended to define the crux of what an entry represents.
Every entry must include exactly one structural object class chain, and the root of that
chain must ultimately be the top abstract object class. The structural object class for an
entry cannot be changed.

e AUXILIARY object classes are intended to define additional qualities of entries. An entry can
contain zero or more auxiliary classes, and the set of auxiliary classes associated with an
entry can change over time.

The model represented by object class kinds translates very neatly to the model used by the
Java programming language. Abstract LDAP object classes map directly to Java abstract
classes, auxiliary LDAP object classes map directly to Java interfaces, and structural LDAP
object classes map directly to Java concrete (hon-abstract) classes. Just as Java classes must
extend exactly one superclass but can implement any number of interfaces, so must LDAP
entries contain exactly one structural class chain but can include any number of auxiliary class
chains. Similarly, just as it is not possible to directly instantiate an abstract Java class, it is also
not possible to create an LDAP entry containing only abstract object classes.

Oracle Directory Server Enterprise Edition has never enforced many of the restrictions noted
here around object class kinds. In particular, it would allow the creation of entries that did not
contain any structural object class chain and would also allow the creation of entries containing
multiple structural object class chains. This means that deployments using Oracle Directory
Server Enterprise Edition can contain entries that violate this constraint.Oracle Unified
Directory does not allow this behavior by default, but for the sake of compatibility with existing
Oracle Unified Directory deployments, it is possible to configure Oracle Unified Directory to
allow entries to violate this constraint, optionally writing a message to Oracle Unified
Directory's error log each time this condition is detected. However, if there are entries that do
not contain exactly one structural object class, then some schema elements like DIT content
rules that depend on this constraint might not work as expected in all cases. To configure
Oracle Unified Directory to accept these kinds of schema violations, set the single-
structural-objectclass-behavior property of the global configuration. For more information,
see "Global Configuration" in the Configuration Reference for Oracle Unified Directory.

10.4.3 About Object Class Inheritance

ORACLE

Learn about inheritance in object classes and the restrictions that exists for different kinds of
object class inheritance.

As specified in Understanding Object Class Description Format, object classes can have zero
or more superior classes (although currently, Oracle Unified Directory supports at most one
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superior class). If an object class references a superior class, then all of the required and
optional attributes associated with that superior class are also associated with the subordinate
class.

The following restrictions exist for object class inheritance:

°  ABSTRACT object classes can inherit only from other abstract classes. They cannot be
subordinate to structural or auxiliary classes.

°  STRUCTURAL object classes can inherit only from abstract classes or other structural
classes. They cannot be subordinate to auxiliary object classes.

e AUXILIARY object classes can inherit only from abstract classes or other auxiliary classes.
They cannot be subordinate to structural object classes.

e All STRUCTURAL object classes must ultimately inherit from the top abstract object class.
The net effect of this is that every entry in Oracle Unified Directory must include the top
object class and so must also include the objectClass attribute type, which is required by
the top object class).

10.4.4 About Directory Server Object Class Implementation

The mechanism that is used to handle object classes varies from the LDAPv3 specification.

In such mechanisms object classes are allowed to have at most one superior class, whereas
the specification allows multiple superior classes in some cases.

10.5 Understanding Name Forms

ORACLE

Name forms can be used to define a mechanism for naming entries in Oracle Unified Directory.
In particular, a name form specifies one or more attribute types that must be present in the
RDN of an entry with a given structural object class. A name form can also specify zero or
more attribute types, which can optionally be present in the RDN.

Each structural object class defined in Oracle Unified Directory schema can be associated with
one or more name forms. If a name form is defined for a given structural object class, then the
associated name form is enforced for any add or modify DN operations for entries containing
that object class. If a structural object class is not associated with a name form, then any
attribute type that is allowed to exist in the target entry can be used as a naming attribute type.

RFC 4512 (http://www.ietf.org/rfc/rfcd512.txt), section 4.1.7.2 describes the name form
description format, as shown here:

NameFormDescription = LPAREN WSP

numericoid ; object identifier

[ SP "NAME" SP gdescrs ] ; short names (descriptors)
[ SP "DESC" SP qgdstring ] ; description

[ SP "OBSOLETE" ] ; not active

SP "OC" SP oids ; structural object classes
SP "MUST" SP oids ; attribute types

[ SP "MAY" SP oids ] ; attribute types

extensions WSP RPAREN ; extensions

The name form description includes these elements:

*  numericoid

The numeric OID used to uniquely identify the name form in Oracle Unified Directory.
Although the specification requires a numeric OID,Oracle Unified Directory also allows a
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non-numeric OID for the purpose of convenience. In this case, the non-numeric OID
should be the same as the name of the name form followed by the string -oid.

*  NAME

An optional set of human-readable names that can be used to refer to the name form. If
there is a single name, then it should be enclosed in single quotes. If there are multiple
names, then they should each be enclosed in single quotes separated by spaces, and the
entire set of names should be enclosed in parentheses.

« DESC

An optional human-readable description. If a description is present, then it should be
enclosed in single quotation marks.

* OBSOLETE

An optional 0BSOLETE flag that can be used to indicate whether the name form is active. If a
name form is marked as OBSOLETE, then it should not be in effect within Oracle Unified
Directory, nor should it be possible to create any other elements that depend on it.

- OC
The names or OIDs of the structural object classes with which the name form is
associated.

e  MUST

The names or OIDs of one or more attribute types that must be present in the RDN for any
entry with the specified structural class. If there is only a single required attribute type, then
only its name or OID must be given. If there are multiple required attribute types, then they
should be separated by spaces and dollar signs, and the entire set of required attribute
types should be enclosed in parentheses.

«  MAY

The names or OIDs of zero or more attribute types that can optionally be present in the
RDN for any entry with the specified structural class. If there is only a single optional
attribute type, then only its name or OID must be given. If there are multiple optional
attribute types, then they should be separated by spaces and dollar signs, and the entire
set of optional attribute types should be enclosed in parentheses.

e extensions

An optional set of extensions for the name form.Oracle Unified Directory currently uses the
following extensions for name forms:

— X-ORIGIN — Provides information about where the name form is defined (for example,
whether it came from a particular RFC or Internet Draft or whether it is defined within
the project.).

— X-SCHEMA-FILE — Indicates which schema file contains the name form definition (This
extension is generally used for internal purposes only and is exposed to clients.)

For example, the following is the name form description for the uddiBusinessEntityNameForm
name form defined in RFC 4403 (http://www.ietf.org/rfc/rfcd403.txt):

(1.3.6.1.1.10.15.1 NAME 'uddiBusinessEntityNameForm'
0C uddiBusinessEntity MUST ( uddiBusinessKey ) X-ORIGIN 'RFC 4403' )

In this case, the numeric OIDis 1.3.6.1.1.10.15.1 and the human-readable name is
uddiBusinessEntityNameForm. Entries with the uddiBusinessEntity structural object class are
required to use uddiBusinessKey as their only RDN attribute type. There is no description, nor
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are there any other attribute types that can optionally be included in the associated entries.
The name form is not marked OBSOLETE.

10.6 Overview of DIT Content Rules

DIT content rules provide a mechanism for defining the content that can appear in an entry. At
most one DIT content rule can be associated with an entry based on its structural object class.
If such a rule exists for an entry, then it works with the object classes contained in that entry to
define which attribute types must, may, and must not be present in the entry, as well as which
auxiliary classes that it may include.

The following sections describe DIT content rules:

e Understanding DIT Content Rule Description Format

e About DIT Content Rule Implementation

10.6.1 Understanding DIT Content Rule Description Format

ORACLE

Learn about the DIT content rule description format and the various elements included in it.

RFC 4512 (http://www.ietf.org/rfc/rfcd512.txt), section 4.1.6 describes the DIT content
rule description format, as shown here:

DITContentRuleDescription = LPAREN WSP

numericoid ; object identifier

[ SP "NAME" SP gdescrs ] ; short names (descriptors)
[ SP "DESC" SP gdstring ] ; description

[ SP "OBSOLETE" ] ; not active

[ SP "AUX" SP oids ] ; auxiliary object classes
[ SP "MUST" SP oids ] ; attribute types

[ SP "MAY" SP oids ] ; attribute types

[ SP "NOT" SP oids ] ; attribute types
extensions WSP RPAREN ; extensions

The DIT content rule description includes these elements:

e numericoid

The numeric OID of the structural object class with which the DIT content rule is
associated. Although the specification requires a numeric OID, this numericoid should
match the OID specified for the associated object class, so if the object class OID was
non-numeric, then this OID should be as well.

*  NAME

An optional set of human-readable names used to refer to the DIT content rule. If there is a
single name, then it should be enclosed in single quotes. If there are multiple names, then
they should each be enclosed in single quotes separated by spaces, and the entire set of
names should be enclosed in parentheses.

- DESC

An optional human-readable description. If a description is provided, then it should be
enclosed in single quotation marks.

« OBSOLETE

An optional 0BSOLETE flag that can be used to indicate whether the DIT content rule is
active. If a DIT content rule is marked as OBSOLETE, then it should not be in effect within
Oracle Unified Directory.
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«  AUX

An optional list of auxiliary object classes that can be present in entries with the associated
structural class. If no values are provided, then such entries are not allowed to have any
auxiliary object classes. Values should be specified as one or more of the names or OIDs
of the allowed auxiliary classes. If multiple auxiliary classes are allowed, then separate
them by spaces and dollar signs, and enclose the entire set of names in parentheses.

«  MUST

An optional list of attribute types that are required to be present in entries with the
associated structural class. This is in addition to the attribute types required by the object
classes included in the entry, and these additional attribute types do not need to be
allowed by any of those object classes. Values should be specified as one or more of the
names or OIDs of the required attribute types. If multiple attribute types are required, then
separate them by spaces and dollar signs, and enclose the entire set of required attribute
types in parentheses.

«  MAY

An optional list of attribute types that can optionally be present in entries with the
associated structural class. This is in addition to the attribute types allowed by the object
classes included in the entry. Values should be specified as one or more of the names or
OIDs of the optional attribute types. If there are multiple optional attribute types, separate
them by spaces and dollar signs and enclose the entire set of optional attribute types in
parentheses.

« NOT

An optional list of attribute types that are prohibited from being present in entries with the
associated structural class. This list cannot include any attribute types that are required by
the structural class or any of the allowed auxiliary classes, but it can be used to prevent the
inclusion of attribute types that would otherwise be allowed by one of those object classes.
Values should be specified as one or more of the names or OIDs of the prohibited attribute
types. If multiple types are prohibited, then separate them by spaces and dollar signs, and
enclose the entire set of prohibited attribute types in parentheses.

e extensions

An optional set of extensions for the DIT content rule.Oracle Unified Directory currently
uses the following extensions for DIT content rules:

— X-ORIGIN — Provides information about where the DIT content rule is defined (for
example, whether it came from a particular RFC or Internet Draft, or whether it is
defined within the project)

— X-SCHEMA-FILE — Indicates which schema file contains the DIT content rule definition
(This extension is generally used for internal purposes only and is exposed to clients.)

The following provides an example of a DIT content rule description:

(2.16.840.1.113730.3.2.2 NAME 'inetOrgPersonContentRule'
AUX ( posixAccount $ shadowAccount $ authPasswordObject )
MUST uid )

In this case, the numeric OID is 2.16.840.1.113730.3.2.2, which is the OID for the
inetOrgPerson structural object class. It has a human-readable name of
inetOrgPersonContentRule and no description. It allows entries containing the inetOrgPerson
object class to also contain the posixAccount, shadowAccount, and authPasswordObject
auxiliary classes, and those entries must contain the uid attribute type. It is not marked
OBSOLETE, and it does not define any additional optional or prohibited attribute types, nor does
it include any extensions.
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10.6.2 About DIT Content Rule Implementation

The mechanism used to handle DIT content rule varies from the LDAPV3 specification. Learn
more about the importance of implementing DIT content rule.

The LDAPV3 specification states that if the structural object class used in an entry does not
have a corresponding DIT content rule, then that entry is not allowed to contain any auxiliary
object classes. Oracle Directory Server Enterprise Edition does not support DIT content rules,
hence Oracle Unified Directory does not prevent the use of auxiliary object classes in entries
for which there is no corresponding DIT content rule. If it is desirable to prevent the inclusion of
auxiliary classes in a given type of entry, then a DIT content rule should be created with no
allowed auxiliary classes to cover entries with the appropriate structural object class.

10.7 Understanding DIT Structure Rules

DIT structure rules can be used to define the allowed hierarchical structure of the directory
data. In particular, they make it possible to specify what types of entries are allowed to exist as
immediate children of entries with a specified structural object class. For example, only entries
with the inetOrgPerson structural class can be immediate children of entries with an
organizationalUnit structural object class.

DIT structure rules are themselves hierarchical. Each DIT structure rule is assigned a rule ID,
which is an integer value, and is also associated with a name form (which in turn links it to one
or more structural object classes). DIT structure rules can also reference one or more superior
DIT structure rules, and this provides the mechanism for controlling the data hierarchy. If a DIT
structure rule does not specify any superior rules, then entries containing its associated
structural object class are allowed to exist at the root of the associated schema. If a DIT
structure does specify one or more superior rules, then entries with an associated structural
object class are allowed to exist only below entries containing the structural object class of one
of those superior rules.

The following sections describe DIT structure rules:

e Understanding DIT Structure Rule Description Format

e Understanding DIT Structure Rules and Multiple Schemas

10.7.1 Understanding DIT Structure Rule Description Format

ORACLE

Learn about the DIT structure rule description format and the various elements included in it.

RFC 4512 (http://www.ietf.org/rfc/rfcd512.txt), section 4.1.7.1 describes the DIT
structure rule description format, as shown here:

DITStructureRuleDescription = LPAREN WSP

ruleid ; rule identifier

[ SP "NAME" SP gdescrs ] ; short names (descriptors)
[ SP "DESC" SP gdstring ] ; description

[ SP "OBSOLETE" ] ; not active

SP "FORM" SP oid ; NameForm

[ SP "SUP" ruleids ] ; superior rules
extensions WSP RPAREN ; extensions

ruleids = ruleid / ( LPAREN WSP ruleidlist WSP RPAREN )
ruleidlist = ruleid *( SP ruleid )
ruleid = number

The DIT structure rule description includes these elements:

10-21


http://www.ietf.org/rfc/rfc4512.txt

Chapter 10
Understanding DIT Structure Rules

e ruleid

The integer rule ID assigned to the DIT structure rule. It must be unique among all other
DIT structure rules in the schema.

«  NAME

An optional set of human-readable names that can be used to refer to the DIT structure
rule. If there is a single name, then it should be enclosed in single quotes. If there are
multiple names, then they should each be enclosed in single quotes separated by spaces,
and the entire set of names should be enclosed in parentheses.

- DESC

An optional human-readable description. If a description is provided, then it should be
enclosed in single quotes.

« OBSOLETE

An optional 0BSOLETE flag that can be used to indicate whether the DIT structure rule is
active. If it is marked OBSOLETE, then it should not be taken into account when entries are
created or moved.

* FORM

The name or OID of the name form with which the DIT structure rule is associated. As
mentioned in Understanding DIT Structure Rules, the name form associates the DIT
structure rule with a structural object class.

e SUP

An optional set of superior rule IDs for the DIT structure rule. If there are multiple superior
rule IDs, then separate them by spaces, and enclose the entire set of superior rule IDs in
parentheses. It is permissible for multiple DIT structure rules to use overlapping sets of
superior rule IDs.

e extensions

An optional set of extensions for the DIT structure rule.Oracle Unified Directory currently
uses the following extensions for DIT structure rules:

— X-ORIGIN — Provides information about where the DIT structure rule is defined (for
example, whether it came from a particular RFC or Internet Draft, or whether it is
defined within the project)

— X-SCHEMA-FILE — Indicates which schema file contains the DIT structure rule definition
(This extension is generally used for internal purposes only and is exposed to clients.)

The following example is the DIT structure rule definition for the uddiContactStructureRule
DIT structure rule:

dITStructureRule:
( 2 NAME 'uddiContactStructureRule' FORM uddiContactNameForm SUP ( 1 )
X-ORIGIN 'RFC 4403' )

In this case, the rule ID is 2, and the human-readable name is uddiContactStructureRule. Itis
associated with the uddiContactNameForm name form (which in turn links it to the uddiContact
object class), and it has a superior rule ID of 1. It was defined in RFC 4403 (http://
www.letf.org/rfc/rfc4403.txt). It does not have a description, nor is it marked OBSOLETE.
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10.7.2 Understanding DIT Structure Rules and Multiple Schemas

DIT structure rules can provide a mechanism for placing constraints on Oracle Unified
Directory hierarchy, but to maximize their utility, it may be necessary to use them with support
for multiple schemas.

For example, consider a directory with a naming context of dc=example, dc=com, below which
are two branches: ou=People, dc=example, dc=com and ou=Groups, dc=example, dc=com. If you
want to allow only inetOrgPerson entries below the ou=People branch and only groupOfNames
entries below the ou=Groups branch, then that can be fully accomplished only if there are
different schemas that govern the ou=People and ou=Groups branches.

If there were a single schema governing the entire directory server, then you can imagine that
it would have four DIT structure rules:

e dITStructureRule: (11 NAME 'domainStructureRule' FORM domainNameForm)

e dITStructureRule: (12 NAME 'organizationalUnitStructureRule' FORM
organizationalUnitNameForm SUP 11)

e dITStructureRule: (13 NAME 'inetOrgPersonStructureRule' FORM
inetOrgPersonNameForm SUP 12)

e dITStructureRule: (14 NAME 'groupOfNamesStructureRule' FORM
groupOfNamesNameForm SUP 12)

This set of DIT structure rules would allow the structure described above, but it would also
allow the creation of group entries below the ou=People branch and the creation of user entries
below the ou=Groups branch. The only way to prevent that using DIT structure rules would be
to define separate schemas for the ou=People and ou=Groups branches and define only the
inetOrgPersonStructureRule rule in the schema for the ou=pPeople branch, and only define
the groupOfNamesStructureRule rule in the schema for the ou=Groups branch.

10.8 Understanding Matching Rule Uses

ORACLE

You can use matching rule uses to specify which attribute types can be used with a given
matching rule when processing a search request with an extensible match filter component. If
that extensible match component includes both an attribute type and a matching rule ID, then
Oracle Unified Directory checks to see if there is a matching rule use for the associated
matching rule, and if there is, it ensures that it allows the specified attribute type to be used
with that matching rule.

RFC 4512 (http://www.ietf.org/rfc/rfcd512.txt), section 4.1.4 describes the matching
rule use description format, as shown here:

MatchingRuleUseDescription = LPAREN WSP

numericoid ; object identifier

[ SP "NAME" SP gdescrs ] ; short names (descriptors)
[ SP "DESC" SP qgdstring ] ; description

[ SP "OBSOLETE" ] ; not active

SP "APPLIES" SP oids ; attribute types
extensions WSP RPAREN ; extensions

The matching rule use description includes these elements:

*  numericoid
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The numeric OID of the matching rule with which the matching rule use is associated.
There can be only one matching rule use associated with a given matching rule.

«  NAME

An optional set of human-readable names that may be used to refer to the matching rule
use. If there is a single name, then it should be enclosed in single quotes. If there are
multiple names, then they should each be enclosed in single quotes and separated by
spaces, and the entire set of names should be enclosed in parentheses.

- DESC

An optional human-readable description. If there is a description, then it should be
enclosed in single quotes.

« OBSOLETE

An optional 0BSOLETE flag that can be used to indicate whether the matching rule use is
active. If it is marked OBSOLETE, then it should not be taken into account when determining
whether to allow an extensible match filter.

* APPLIES

A set of one or more attribute types that can be used with the associated matching rule. If
there is an associated attribute type, then its name or OID can be used. If there are
multiple attribute types, then separate them by spaces and dollar signs, and enclose the
entire set of associated attribute types in parentheses.

e extensions

An optional set of extensions for the matching rule use.Oracle Unified Directory currently
uses the following extensions for matching rule uses:

— X-ORIGIN — Provides information about where the matching rule is defined (for
example, whether it came from a particular RFC or Internet Draft, or whether it is
defined within the project)

— X-SCHEMA-FILE — Indicates which schema file contains the matching rule definition
(This extension is generally used for internal purposes only and is exposed to clients.)

The following example shows a matching rule use description:

(1.3.6.1.4.1.26027.1.999.10 NAME 'testAddMRUSuccessful' APPLIES cn )

In this case, the numeric OID is 1.3.6.1.4.1.26027.1.999.10, the single human-readable
name is testAddMRUSuccessful, and it can be used with the cn attribute. It does not have a
description, it is not marked OBSOLETE, and it does not have any extensions.
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Most LDAP directory servers typically have a single superuser, which is much like the root
account in traditional UNIX systems. This account can bypass access controls and other
restrictions that might be enforced for regular users. In Oracle Unified Directory you can define
multiple root users, and a privilege subsystem that makes it possible to control capabilities at a
more fine-grained level.

The following topics describe root user accounts and the privilege subsystem:

* About Root User Accounts
e Understanding Privilege Subsystem
e Assigning Privileges to Normal Users

e Assigning Privileges to Root Users

11.1 About Root User Accounts

Root user accounts are defined below the cn=Root DNs, cn=config branch in the server
configuration. Each root account is defined as a regular user entry, except that it includes the
ds-cfg-root-dn-user auxiliary object class.

A root user entry can also have one or more values for the ds-cfg-alternate-bind-dn
attribute. This attribute specifies alternate DNs that can be used to authenticate as that user
(for example, so you can bind as cn=Directory Manager instead of having to use
cn=Directory Manager,cn=Root DNs,cn=config, which is the actual entry DN).

The ability to define multiple root users, each in its own entry, provides the following
advantages:

- Each administrator that needs root access to the directory server can have their own
account with their own credentials. This makes it easier to keep an audit trail of who does
what in the directory server than if all of the administrators shared a single root account.

* Because each root user account has its own set of credentials, the credentials for one root
user can be changed without impacting any of the other root users. It is not necessary to
coordinate root password changes among all of the administrators because each of them
has their own account. If an administrator leaves, that account can simply be deactivated
or removed.

« Because each root user has its own entry, and you can put whatever attributes and object
classes you want into that entry (if it also has the ds-cfg-root-dn-user auxiliary object
class), root users are capable of using strong authentication like the EXTERNAL or
GSSAPI SASL mechanisms.

e Root users are subject to password policy enforcement. This means that you can force
root users to change their passwords on a regular basis, ensure that they are only allowed
to authenticate or change their passwords using secure mechanisms, and ensure that they
choose strong passwords. You can also use custom password policies for root users, so
that they are subject to different sets of password policy requirements than other users in
the directory.
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* You can define different resource limits for root users than for regular users. Because each
root account has its own entry, operational attributes like ds-rlim-size-1limit, ds-rlim-
time-limit, and ds-rlim-lookthrough-1limit work for root users just as they do with
regular user accounts.

e Only root users can bind to the administration port because administrative binds are
resolved with root dns from cn=config. To create a root dn, see Creating a Root User.

11.2 Understanding Privilege Subsystem

ORACLE

Root user accounts in traditional directories are special because they can bypass access
controls and other restrictions, and there are some kinds of operations that only root users can
perform.

This is much like the concept of root users in traditional UNIX operating systems. However,
there might be cases in which a regular user needs to do something that only a root user can
do. If users are given root access, they are given far more power than they actually need to do
their job, and system administrators have to hope that they use this power responsibly and do
not intentionally or unintentionally impact some other part of the system. Alternately, the user
might not be given root access and either not be able to perform a vital function or have to rely
on one of the system administrators to perform the task.

Solaris 10 and onward address this problem in UNIX systems by creating a privilege
subsystem (also called "process rights management"). The engineers developing Solaris
realized that it is dangerous and undesirable to be forced to give someone root access just to
perform one specific task. For example, just because a user may need to start a process that
listens on a port below 1024 does not mean that they should also be able to bypass filesystem
permissions, change network interface settings, or mount and unmount file systems. With the
privilege subsystem in Solaris 10, it is possible to give a user just the specific capability that
they need, for example, the ability to bind to privileged ports, without giving them full root
access. Similarly, it is possible to take away privileges that might otherwise be available. For
example, an account that is only used to run a specific daemon does not need to be able to
see processes owned by other users on the system.

# Note:

Administrators should consider Oracle Privileged Account Management system to
achieve the best security level.

Oracle Unified Directory also has a privilege subsystem that defines distinct capabilities that
users might need and makes it possible to give them just the level of access that they require.
Regular users can be granted privileges that they would not otherwise have, certain privileges
can be taken away from root users. The set of privileges currently defined in the directory
server are described below:

Privileges Description

bypass-acl Allows the user to bypass access control evaluation

modify-acl Allows the user to make changes to the access controls defined in the server
config-read Allows the user to have read access to the server configuration

config-write Allows the user to have write access to the server configuration

jmx-read Allows the user to read JMX attribute values
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Privileges Description

jmx-write Allows the user to update JMX attribute values

jmx-notify * Allows the user to subscribe to JMX notifications

Idif-import Allows the user to request the LDIF import task

Idif-export Allows the user to request the LDIF export task

backend-backup Allows the user to request the back end backup task

backend-restore Allows the user to request the back end restore task

server-shutdown Allows the user to request the server shutdown task

server-restart Allows the user to request the server restart task

proxied-auth Allows the user to use the proxied authorization control or request an
alternate SASL authorization ID

disconnect-client Allows the user to terminate arbitrary client connections

cancel-request * Allows the user to cancel arbitrary client requests

unindexed-search Allows the user to request unindexed search operations

password-reset Allows the user to reset the passwords for other users

update-schema Allows the user to update the server schema

privilege-change Allows the user to change the set of privileges assigned to a user, or to

change the set of default root privileges

Currently, the privileges marked with an asterisk (*) are not yet implemented in the server and
therefore have no effect.

The privilege subsystem is largely independent of the access control subsystem. Unless the
user also has the bypass-acl privilege, operations might still be subject to access control
checking. For example, if a user has the config-read privilege, that user can see only those
parts of the configuration that are allowed by access control. As a rule, whenever an operation
is covered by both the privilege subsystem and access control, both mechanisms must allow
that operation.

11.3 Assigning Privileges to Normal Users
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Privileges are assigned by adding the ds-privilege-name operational attribute to the user's
entry. By default, normal users are not granted any of the privileges. Therefore, if a user should
be allowed to perform any of the associated operations, they must be granted the appropriate
privileges.

See Understanding Privilege Subsystem for more information on the set of privileges currently
defined in the directory server.

# Note:

Adding a privilege with a value such as modify-acl is not sufficient for granting a
user the right to add, replace, or delete an ACI. Appropriate access control for the
user to modify the ACI for another entry is also required. See Understanding the
Syntax of Access Control Instructions for more information.
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ds-privilege-name is a multivalued attribute, and if a user is to be given multiple privileges,
then a separate value should be used for each one. When the virtual attribute subsystem is in
place, it should also be possible to grant privileges to groups of users automatically by making
ds-privilege-name a virtual attribute in those user entries.

As an example, the following modification can be used to add the proxied-auth privilege to the
user cn=Proxy User,dc=example, dc=com!

dn: cn=Proxy User,dc=example,dc=com
changetype: modify

add: ds-privilege-name
ds-privilege-name: proxied-auth

# Note:

If you want the modifications of the privileges of a user to take effect on an open
connection after the first bind, then you must set the maintain-authenticated-users
flag to true. By default, it is set to false.

For an open connection, which is bound with a determined authbN, importing that
entry with dn: authDN using import-1dif command does not modify the properties
(access rights, privileges, and so on) of that authDN in those already established
connections. The new properties for the authDN as a result of import-1dif are
effective only for new binds as authDN. In this scenario, setting maintain-
authenticated-users:true does not help.

11.4 Assigning Privileges to Root Users

Root users too are not granted with any of the privileges, by default. Therefore, if a root user
should be allowed to perform any of the associated operations, they must be granted the
appropriate privileges.

The following topics describe how to assign privileges to root users and what are the
distinguishing characteristics:

e About Privileges Assigned to Root Users

* Modifying Privileges Assigned to Root Users

11.4.1 About Privileges Assigned to Root Users

ORACLE

With the introduction of the privilege subsystem, the primary distinguishing characteristics of
root users that separate them from other accounts in the server are that they exist in the
configuration rather than in the user data. Moreover, because they are root users, they
automatically inherit a certain set of privileges.

The set of privileges automatically granted to root users is defined in the ds-cfg-default-
root-privilege-name attribute of the cn=Root DNs, cn=config entry. By default, root users are
automatically granted the following privileges:

* Dbypass-acl
* modify-acl

e config-read
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e config-write

e ldif-import

e ldif-export

* backend-backup

* backend-restore
* server-shutdown
° server-restart

e disconnect-client
* cancel-request

* unindexed-search
* password-reset

* update-schema

* privilege-change

11.4.2 Modifying Privileges Assigned to Root Users

ORACLE

If you want to alter the set of privileges that are automatically assigned to root users, then you
may do so by editing the ds-cfg-default-root-privilege-name attribute. Further, if you want
to have a different set of privileges for a specific root user, then you can accomplish that using
the ds-privilege-name attribute in that root user's entry, just like for a normal user.

For example, the following modification may be used to give a specific root user (in this case
cn=Test Root User,cn=Root DNs,cn=config) the ability to use proxied authorization while
removing the ability to change user privileges or access the configuration. (The minus sign
before the privilege indicates that it is being removed rather than granted.):

dn: cn=Test Root User,cn=Root DNs,cn=config
changetype: modify

add: ds-privilege-name

ds-privilege-name: proxied-auth
ds-privilege-name: -config-read
ds-privilege-name: -config-write

In this case, the cn=Test Root User,cn=Root DNs,cn=config user inherits all privileges
automatically granted to root users with the exception of the config-read and config-write
privileges and is also given the proxied-auth privilege.
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Understanding the Proxy, Distribution, and
Virtualization Functionality

Understand about the conceptual overview of the Oracle Unified Directory functionality that
enables you to use a proxy server for various types of deployments.

This functionality includes configurable workflow elements and an extensible plug-in API that
you can use to work with data residing on remote and distributed data sources or servers.

This chapter includes the following sections:

* Accessing Remote Data Sources

e Overview of Load Balancing Using the Proxy

e Overview of Data Distribution Using the Proxy

* Understanding Data Integration Using the Proxy
e Understanding Virtualization

e Understanding the Global Index Catalog

¢ Understanding the Transformation Framework

# Note:

Before reading this chapter, review Introduction to Oracle Unified Directory and
Understanding Deployments Using the Proxy Server for a better understanding of the
concepts described here.

For more information about configuring the features and functionality described in this
chapter, see the chapters in Configuring Proxy, Distribution, and Virtualization
Functionality

12.1 Accessing Remote Data Sources

Remote data is accessed either in a relational database management system (RDBMS) such
as an Oracle Database or a remote LDAP directory server.

The following topics describe how to access remote data:

* Enabling LDAP Clients to Access ldentity Data Stored in an RDBMS
e Understanding How to Enable Communication with a Remote LDAP Server

For configuration information, see Configuring Access to Remote Data Sources .

12.1.1 Enabling LDAP Clients to Access Identity Data Stored in an RDBMS

The RDBMS workflow element enables LDAP clients to access identity data stored in a
relational database management system (RDBMS) using the LDAP protocol.
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The topics in this section include:

Understanding How to Use an RDBMS Workflow Element
About RDBMS Workflow Element Features

Caching RDBMS Workflow Element

Configuring RDBMS Workflow Element

For information about configuring an RDBMS workflow element and its supporting
components, see Configuring Access to Identity Data Stored in an RDBMS.

12.1.1.1 Understanding How to Use an RDBMS Workflow Element

The RDBMS workflow element allows you to create a bridge between Oracle Unified Directory
LDAP clients and an RDBMS such as an Oracle Database. A deployment can use an RDBMS
workflow element implementation to meet the following requirements:

The deployment stores some identity data in an LDAP directory server, but it also has
additional data stored in an RDBMS. LDAP clients want to integrate data from both
sources into aggregate virtual views.

LDAP clients want to use the LDAP protocol to read and write the identity data stored in
both the LDAP directory server and the RDBMS. These clients do not want to use SQL
gueries and commands to access the RDBMS data.

12.1.1.2 About RDBMS Workflow Element Features

An RDBMS workflow element implementation supports the following features:

ORACLE

You can configure a connection to most RDBMS databases that support JDBC. For a list of
supported databases, check the Oracle Unified Directory 14c Release (14.1.2.1.0)
Certification Matrix.

You can map LDAP object classes and attributes to SQL tables and columns in the
RDBMS to create virtual views of the RDBMS data. You are not required to make any
modifications to the RDBMS.

You can use the following LDAP operations. These operations are translated to the
equivalent SQL queries to access data stored in the RDBMS:

— BIND

— ADD

— DELETE

— MODIFY

— MODIFYDN

— SEARCH

# Note:

In the current release, the RDBMS workflow element does not support LDAP
write operations (add, modify, or delete) when entries are built from multiple SQL
tables.
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* You can control access to the virtual views of the RDBMS data using an access control
group and virtual ACls based on LDAP client identities.

12.1.1.3 Caching RDBMS Workflow Element

The RDBMS workflow element uses eclipselink to maintain an in-memory cache containing
data already accessed from the RDBMS. By default, this cache is enabled.

The default (and recommended) caching-scheme is soft-weak. This scheme holds soft
references to the database entries and enables optimal caching of objects while still allowing
the JVM to garbage collect them if memory is low. This scheme also maintains a most
frequently used subcache containing soft references to the objects, which allows the objects to
be garbage collected except for a fixed number of the most recently used objects.

To specify a different caching scheme for the RDBMS workflow element, use dsconfig. For
example:

$ dsconfig set-workflow-element \
--element-name ORCL1 \
--set caching-scheme:full

When data entries targeted by the proxy are modified by external means (for example, by an
application or a user directly accessing the database using an SQL statement), the changes
might not be reflected in the RDBMS workflow element. If you require strong data consistency,
change the caching scheme or disable caching altogether by setting the caching-scheme
property in the RDBMS workflow element.

For example, to disable caching, set the caching-scheme property to none:

$ dsconfig set-workflow-element \
--element-name ORCL1 \
--set caching-scheme:none

For more information about the RDBMS workflow element caching properties, including the
caching schemes you can configure, see the Oracle Fusion Middleware Configuration
Reference for Oracle Unified Directory.

12.1.1.4 Configuring RDBMS Workflow Element

To implement an RDBMS workflow element, you need to configure the following components:

e Configuring Oracle Unified Directory Proxy Server

e Installing JDBC Driver JAR File

e Creating RDBMS Workflow Element and Supporting Components
e Configuring Access Control Group and Virtual ACIs

For information about configuring the components, see Configuring Access to Identity Data
Stored in an RDBMS.

12.1.1.4.1 Configuring Oracle Unified Directory Proxy Server

The RDBMS workflow element requires an Oracle Unified Directory proxy server as the
interface between the LDAP clients and the RDBMS. The proxy server uses the following
elements to communicate with the RDBMS:
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* An RDBMS extension manages the connectivity with the remote server through JDBC by
periodically checking the response from the remote peer and providing valid connections
maintained by the connection pool.

* An RDBMS workflow element retrieves the connections from the RDBMS extension
element, performs mapping between LDAP entries and SQL tables, and executes
operations received from the LDAP clients.

To create a proxy server, you run the oud-proxy-setup Of oud-proxy-setup.bat Script.

12.1.1.4.2 Installing JDBC Driver JAR File

An RDBMS workflow element implementation relies on the JDBC standard to communicate
with the RDBMS. If you are using Oracle Database, JDBC driver is already included and no
action is needed. However, if you are using a non Oracle Database, you must install the JDBC
driver JAR file that corresponds to the RDBMS you are using.

12.1.1.4.3 Creating RDBMS Workflow Element and Supporting Components

Communication with the RDBMS requires the RDBMS workflow element and its components.
To create and configure these components, you perform the following tasks:

1. Create an RDBMS extension, RDBMS workflow element, and a workflow associated with
the RDBMS workflow element.

2. Assign the workflow associated with the RDBMS workflow element to a network group.

3. Configure LDAP-SQL mappings for the LDAP attributes and object classes that
correspond to the SQL tables and columns you want to access in the RDBMS.

12.1.1.4.4 Configuring Access Control Group and Virtual ACIs

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

Access control to the virtual data from the RDBMS is configured using an access control group
with virtual ACls based on the LDAP client identities. Virtual ACls are created and stored on
the Oracle Unified Directory proxy instance.

To configure access control to the virtual data, you perform the following tasks:

1. Create an access control group for the workflow associated with the RDBMS workflow
element.

2. Create virtual ACls based on the LDAP client identities and add these virtual ACls to the
access control group created in Step 1.
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# Note:

Your access control strategy for the virtual data from the RDBMS depends on your
corporate policies, so you must create virtual ACls to follow those policies.

For more information, see Understanding Virtual Access Control Instructions.

12.1.2 Understanding How to Enable Communication with a Remote LDAP
Server

You can enable communication with a remote LDAP server by using LDAP Server Extension
and Proxy LDAP Workflow elements.

To enable communication between a proxy instance and a remote LDAP server:

« LDAP Server Extension: This element manages connectivity with a remote server by
periodically checking the response from the remote peer and providing valid connections
maintained by the connection pool.

*  Proxy LDAP Workflow Element: This element retrieves connections from the LDAP
server extension element and executes operations received from the user as defined in the
configured mode.

# Note:

»  For information about configuring an LDAP server extension, see Configuring
LDAP Server Extensions.

»  For information about configuring a Proxy LDAP workflow element, see
Configuring Proxy LDAP Workflow Elements.

12.2 Overview of Load Balancing Using the Proxy

You can use the proxy to load balance requests across multiple data sources or replicated
LDAP servers.

# Note:

For information about how to configure load balancing, see Configuring Load
Balancing Using the Proxy .

This section contains the following topics:

* Understanding Load Balancing Using the Proxy
e Understanding Failover Load Balancing

* Understanding Optimal Load Balancing
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« Understanding Proportional Load Balancing
e Understanding Saturation Load Balancing

* Understanding Search Filter Load Balancing

12.2.1 Understanding Load Balancing Using the Proxy

In a load balancing deployment, the requests are routed to one of the data sources based on
the load balancing algorithm set. There are five load balancing algorithms: Failover, Optimal,
Proportional, Saturation and Search Filter.

You can choose one of the following load balancing algorithms:

* Failover. Several remote LDAP server handle requests, based on the priority configured
on a server, for a given operation type. When there is a failure, requests are sent to the
server with the next highest priority for that operation type.

e Optimal. There is no priority between the different remote LDAP servers. The LDAP server
with the lowest saturation level is the one that handles the requests. The saturation level of
the remote LDAP servers is regularly reevaluated, to ensure that the best route is chosen.

* Proportional. All the remote LDAP servers handle requests, based on the proportions
(weight) set.

e Saturation. There is one main LDAP server that handles all requests, until the saturation
limit is reached.

« Search Filter. Several LDAP servers are deployed, and handle requests based on certain
attributes in the request search filter.

12.2.2 Understanding Failover Load Balancing

In a load balancing with failover algorithm, the proxy routes requests to the remote LDAP
server or data center with the highest priority for a given operation type, for example for Add
operations. The proxy continues to send requests to the priority route until the remote LDAP
server goes down. This may be caused by a network cut, a hardware failure, a software failure
or some other problem. At failover, the proxy routes incoming requests to the server with the
second highest priority for that specific operation type.

Figure 12-1 illustrates a failover load balancing configuration. In this example, there are three
routes, each with a unique priority per operation type. All Add operations are treated by Server
1, since it has the highest priority, that is priority=1, while Bind operations are handled by
Server 2. If Server 1 goes down, the Add requests are sent to the server with the second
highest priority, that is, Server 2.

Figure 12-1 Failover Load Balancing Example

Add: 1, Bind: 2,

Compare: 2, Delete: 1 ... LDAP Server 1

o Add: 2, Bind: 1,
) racle Unifie . .
Client B oy Compare: 1, Delete: 2. LDAP Server 2
Requests Proxy
Add: 3, Bind: 3,

Compare: 3, Delete: 3 ... LDAP Server 3

fh
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By default, the proxy does not immediately reroute requests to a server that has gone down,
once it is running again. For example, if Server 1 goes down, the Add requests are sent to
Server 2. Even when Server 1 is up again, Server 2 continues to handle incoming Add
requests. However, if Server 2 goes down, and Server 1 is up again, Server 1 will now receive
incoming requests. This default behavior can be changed with the switch-back flag. For
information about configuring the switch-back flag, see Setting the switch-back Flag.

For failover to work effectively, the monitoring check interval must be set to be low enough so
that the failover happens inside a time interval that suits your business needs. For details
about setting the monitoring check interval, see Modifying the LDAP Data Source Monitoring
Connection Properties.

12.2.3 Understanding Optimal Load Balancing

Understand optimal load balancing concepts and learn how to determine saturation level.

The following sections provide an overview of optimal load balancing concepts and how to
determine saturation level:

e Overview of Optimal Load Balancing

e Determining Saturation Levels

12.2.3.1 Overview of Optimal Load Balancing
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With the optimal load balancing algorithm, the proxy sends requests to the route with the
lowest saturation level. The proxy continues to send requests to this route until the saturation
level of the remote LDAP server on that route passes the saturation level of the other remote
LDAP servers in the deployment. The saturation level is represented as a percentage.

When the saturation level of a route changes, the load balancing algorithm re-evaluates the
best route and if required, selects another route as the active one. The route with the lowest
saturation level is always chosen as the optimal route. In the configuration illustrated by
Figure 12-5, Server 1 has the lowest saturation level and will handle all the requests until its
saturation level rises above the saturation level of the other servers. If one of the servers goes
down, its saturation level is considered as 100%.

Figure 12-2 Optimal Load Balancing Example
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Proxy
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fh

You can configure the saturation precision, to set the difference of saturation between two
servers before the route changes to the server with the lowest saturation level. By default, the
saturation precision is set to 5. However, if you find that the algorithm is switching between
servers too often, you can set the saturation precision to 10, for example. The saturation
precision is set in the LDAP server extension, see Setting the Saturation Precision for the
Optimal or Saturation Algorithm.
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12.2.3.2 Determining Saturation Levels

The saturation level is a ratio between the number of connections in use in the connection pool
and its configured maximum size. The connection pool maximum size is an advanced
parameter of the LDAP server extension object.

If the number of connections in use is lower than the maximum pool size divided by 2, then the
saturation is 0. This implies that the pool is not saturated.

When more than half of the connections are in use, the saturation level is calculated as follows:
100 * (1 - available connections/(max pool size/2))

This implies that the saturation level is 100 when all the connections are in use.

12.2.4 Understanding Proportional Load Balancing

With the proportional load balancing algorithm, the proxy forwards requests across multiple
routes to remote LDAP servers or data sources, based on the proportions set. The proportion
of requests handled by a route is identified by the weight that you set for each route in your
configuration. The weight is represented as an integer value.

When you configure load balancing, you must indicate the proportion of requests handled by
each LDAP server. In the example in Figure 12-3, Server 1 handles twice as many connections
as Server 2, since the weight is set with a proportion of 2:1. Server 2 and Server 3 handle the
same amount of requests (1:1).

Figure 12-3 Proportional Load Balancing Example

Weight: 2 > | LDAP Server 1
. Oracle Unified Rt
Client Directory Weight: 1 LDAP Server 2
Requests Proxy
Weight: 1 .| LDAP server3

You can configure a specific weight for each type of client operation, as illustrated in

Figure 12-4. For example, in you want Server 1 to handle all the Bind operations, this is
possible. To do so, set the weight of bind to 1 (or higher) for Server 1, and to 0 for Server 2 and
Server 3.

In the example illustrated in Figure 12-4, Server 1 will handle three times as many Add
requests as Server 2 and Server 3. However, Server 1 will handle only one half the Search
requests handled by Server 2, and Server 3. Server 2 and Server 3 will handle the same
amount of Add and Search requests, but will not handle Bind requests.
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Figure 12-4 Proportional Load Balancing with Request Specific Management
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If you do not modify the weights of operations other than Bind, Add, and Search, as illustrated
in Figure 12-4, the servers will share the same load for all other operations (for example for
Delete operations).

For more information on configuring the load balancing weights of routes when using
proportional load balancing, see Modifying Load Balancing Properties.

12.2.5 Understanding Saturation Load Balancing

Understand, with an example, about Saturation Load Balancing and what happens with
saturation load balancing algorithm. With the saturation load balancing algorithm, the proxy
sends requests to a chosen priority route. The proxy continues to send requests to the priority
route until the remote LDAP server on that route passes the saturation threshold set. The
saturation threshold is represented as a percentage.

For example, if you want a remote LDAP server to manage all incoming requests, set it as
priority 1. If you want that same remote LDAP server to stop handling requests when its
saturation index reaches 70%, set the saturation threshold to 70%, as illustrated in

Figure 12-5. In this way, the server handles all incoming requests until it becomes 70%
saturated. The proxy then sends all new requests to the remote LDAP server to Server 2, since
it has the next highest priority. Server 2 will continue to handle requests until it reaches its own
saturation threshold, or until Server 1 is no longer saturated.

In other words, if Server 1 reaches 70% saturation, the proxy directs the requests to Server 2.
If Server 1 is still at 70%, and Server 2 reaches 60%, the proxy directs the new requests to
Server 3.

However, if while Server 2 is handling requests, the saturation level of Server 1 drops to 55%,
the proxy will direct all new requests to Server 1, even if Server 2 has not reached its
saturation threshold.
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Figure 12-5 Saturation Load Balancing Example
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If all routes have reached their saturation threshold, the proxy chooses the route with the
lowest saturation.

You can set a saturation threshold alert that warns you when a server reaches its saturation
limit. For example, if you set a saturation threshold alert to 60%, you will receive a notification
when the server reaches this limit, and you can act before the server becomes too degraded.

For more information about how to determine the saturation level, see Determining Saturation
Levels.

12.2.6 Understanding Search Filter Load Balancing

Understand about search filter load balancing with the following example.

With the search filter load balancing algorithm, the proxy routes search requests to LDAP
servers based on the presence of certain attributes defined in the request search filter.

The topology consists of several LDAP servers that are accessible through the proxy. All the
LDAP servers contain similar data, but each server is optimized based on attributes defined in
the search filter to provide better performance. You can configure each route with a list of
allowed attributes and a list of prohibited attributes. A search request matches a route when
the request search filter contains at least one allowed attribute, and none of the prohibited
attributes.

The Figure 12-6 illustrates a search filter load balancing algorithm. In this example, there are
three LDAP servers and therefore three distinct routes. LDAP server 1 indexes the uid
attribute, LDAP server 2 indexes the cn attribute, and the third LDAP server is a pass-through
route.

Figure 12-6 Search Filter Load Balancing

idx:uid > | LDAP Server 1
. Oracle Unified Ay
Client Directory idx:cn ,| LDAP Server2
Requests Proxy
idx: - ,| LDAP Server 3

When the proxy receives a search request that contains the uid attribute in its search filter, the
search request is routed to LDAP server 1 for better performance. Similarly, if the search filter
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contains a cn attribute, then the search request is routed to LDAP server 2. All other search
requests are routed to the pass-through LDAP server 3.

All other requests, such as ADD, DELETE, MODIFY, and so on can be routed to any LDAP
server based on the highest priority. Each search filter route is given a priority. This priority
determines the order in which the route are evaluated. The highest priority route filter that
matches the search filter is selected to process the request. If all the search filter routes have
the same priority, then any route can process the request.

12.3 Overview of Data Distribution Using the Proxy

The Oracle Unified Directory distribution feature addresses the challenge of large
deployments, such as horizontal scalability, where all the entries cannot be held on a single
data source, or LDAP server. Using distribution can also help you scale the number of updates
per second.

This section contains the following topics:

* Understanding Data Distribution Using the Proxy
e Understanding Numeric Distribution

« Understanding Lexico Distribution

e Understanding Capacity Distribution

e Understanding DN Pattern Distribution

e Understanding Union Workflow Element

12.3.1 Understanding Data Distribution Using the Proxy

ORACLE

You can understand about data distribution using the proxy. In a distribution deployment, you
must first split your data into smaller chunks. To split the data, you can use the split-1dif
command. These chunks of data are called partitions. Typically, each partition is stored on a
separate server

< Note:

For information about configuring data distribution, see Configuring Distribution Using
the Proxy .

The data is split based on one of the following distribution algorithms:

*  Numeric. Entries are split into partitions and distributed based on the numeric value of the
naming attribute (for example uid).

* Lexico. Entries are split into partitions and distributed based on the alphabetical value of
the naming attribute (for example cn).

» Capacity. Entries are added to a partition based on the capacity of each partition. This
algorithm is used for Add requests only. All other requests are distributed by the global
index catalog or by a broadcast.

* DN pattern. Entries are split into partitions and distributed based on the pattern (value) of
the entry DN.
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The type of data distribution you choose will depend on how the data in your directory service
is organized. Numeric and lexico distribution have a very specific format for distribution. DN
pattern can be adapted to match an existing data distribution model.

If a client request (except Add) cannot be linked to one of the distribution partitions, the proxy
broadcasts the incoming request to all the partitions, unless a global index catalog has been
configured.

However, if the request is clearly identified as outside the scope of the distribution, the request
is returned with an error indicating that the entry does not exist. For example, if the distribution
partitions includes data with uid's from 1-100 (partitionl) and 100-200 (partition2) but you
run a search where the base DN is uid=222, ou=people, dc=example, dc=com, the proxy will
indicate that the entry does not exist.

Moreover, for the numeric and lexico algorithms, it is the first RDN after the distribution base
DN that is used to treat a request. For example, the following search will return an error, as the
uid is not the first RDN after the distribution base DN, for example

ou=people,dc=example, dc=com.

$ ldapsearch -b "uid=1010,o0=admin, ou=people,dc=example,dc=com" "objectclass=*"

Consider the number of partitions carefully. When defining the number of partitions for your
deployment, be aware that you cannot split and redistribute the data into new partitions without
downtime. You can, however, add a new partition with data that has entries outside the initial
ones.

For example, if the initial partitions cover data with uids from 1-100 (partitionl) and 100-200
(partition2), you can later add a partition3 which includes uids from 200-300. However, you
cannot easily split partitionl and partition2 so that partitionl includes uids 1-150 and
partition2 includes uids 150-300, for example. Splitting partitions is essentially like
reconfiguring a new distribution deployment.

12.3.2 Understanding Numeric Distribution

ORACLE

Understand numeric distribution with the following example. With a distribution using numeric
algorithm, the proxy forwards requests to one of the partitions, based on the numeric value of
the first RDN after the distribution base DN in the request. When you set up distribution with
numeric algorithm, you split the data of your database into different partitions based on a
numerical value of the attribute of your choice, if the attribute represents a numerical string.
The proxy then forwards all client requests to the appropriate partition, using the same numeric
algorithm.

For example, you could split your data into two partitions based on the uid of the entries, as
illustrated in Figure 12-7.

Figure 12-7 Numeric Distribution Example

Partition 1 LDAP Server 1
~ | uid=[1000...2000[
) Oracle Unified
Clent | Directory
Requests Proxy
Partition 2 LDAP Server 2

uid=[2000...3000[
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In this example, a search for an entry with a uid of 1111 is sent to Partition 1, while a search for
an entry with a uid of 2345 is sent to Partition 2. Any request for an entry with a uid outside the
scope of the partitions defined will indicate that no such entry exists.

# Note:

The upper boundary limit of a distribution algorithm is exclusive. This means that a
search for uid 3000 in the example above returns an error indicating that the entry
does not exist.

Consider the examples of searches using Numeric Distribution Algorithm.

The following search will be successful:

$ ldapsearch -b "uid=1010, ou=people,cn=example,cn=com" "cn=Ben"

However, the following searches will indicate that the entry does not exist (with result code 32):

$ ldapsearch -b "uid=1010,o0=admin, ou=people, cn=example, cn=comn" "objectclass=*"
$ ldapsearch -b "uid=99, ou=people, cn=example,cn=com" "objectclass=*"

The following search will be broadcast, as the proxy cannot determine the partition to which the
entry belongs, using the distribution algorithm defined above:

$ ldapsearch -b "ou=people,cn=example,cn=com" "uid=*"

12.3.3 Understanding Lexico Distribution

Understand Lexico distribution with the following example. With a distribution using lexico
algorithm, the proxy forwards requests to one of the partitions, based on the alphabetical value
of the first RDN after the distribution base DN in the request. When you set up distribution with
lexico algorithm, you split the data of your database into different partitions, based on an
alphabetical value of the attribute of your choice. The proxy then forwards all client requests to
the appropriate partition, using the same algorithm.

For example, you could split your data into two partitions based on the cn of the entries, as
illustrated in Figure 12-8.

Figure 12-8 Lexico Distribution Example

Partition 2 LDAP Server 2

>

cn=[M...Z]

Partition 1 LDAP Server 1
cn=[A...M[
. Oracle Unified
Client Directory
Requests Proxy

In this example, any requests for an entry with a cn starting with B such as Ben are sent to
Partition 1, while requests for an entry with a cn from M-Y are sent to Partition 2.
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# Note:

The upper boundary limit of a distribution algorithm is exclusive. This means that a
search for cn= zZachary in the example above will indicate that no such entry is found.
If you want to include entries that start with Z in the search boundaries, then use the
unlimited keyword. For example, use cn=[M. .unlimited[to include all entries
beyond M.

Consider the examples of searches using Lexico Distribution Algorithm:

The following search will be successful:

$ ldapsearch -b "cn=Ben,ou=people,cn=example,cn=com" "objectclass=*"

The following search will also be successful, as cn=Ben is the first RDN.

$ ldapsearch -b "uid=1010,cn=Ben, ou=people, cn=example,cn=com" "objectclass=*"

However, the following searches will indicate that the entry does not exist (with result code 32):
$ ldapsearch -b "cn=Ben,o=admin, ou=people, cn=example, cn=com" "objectclass=*"

$ ldapsearch -b "cn=Zach, ou=people, cn=example,cn=com" "objectclass=*"

The distribution cannot determine to which partition the following search belongs and will be
broadcast:

$ ldapsearch -b "ou=people,cn=example,cn=com" "cn=*"

12.3.4 Understanding Capacity Distribution

ORACLE

Understand Capacity distribution with the following example. With a capacity-based
distribution, the proxy sends Add requests based on the capacity of each partition, which is
determined by the maximum number of entries the partitions can hold. All other requests are
distributed by the global index catalog or by broadcast.

Because the data is distributed to the partitions in a completely random manner, the easiest
way to identify on which partition a particular data entry is by using a global index. Global index
is mandatory when using capacity distribution. If no global index is set up, all requests other
than Add will have to be broadcast. For more information about global indexes, see
Understanding the Global Index Catalog and Configuring Global Indexes Using the Command
Line.

Figure 12-9 Capacity Distribution Example

Partition 1 LDAP Server 1
g max=2000

Oracle Unified

Client _ Directory
Requests Proxy

Partition 2 LDAP Server 2
> max=1000

'
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In the example illustrated in Figure 12-9, Partition 1 has twice the capacity of Partition 2,
therefore Partition 1 will receive twice the add requests sent to Partition 2. This way, both
partitions should be full at the same time. When all the partitions are full, the distribution will
send one request to each partition at each cycle.

12.3.5 Understanding DN Pattern Distribution

Understand DN Pattern distribution with the following example. With a distribution using DN
pattern algorithm, the proxy forwards requests to one of the partitions, based on the match
between a request base DN and a string pattern. The match is only perform on the relative part
of the request base DN, that is, the part after the distribution base DN.

For example, you could split your data into two partitions based on the DN pattern in the uid of
the entries, as illustrated in Figure 12-10.

Distribution using DN pattern is more onerous than distribution with numeric or lexico
algorithm. If possible, use another distribution algorithm.

Figure 12-10 DN Pattern Distribution Example

Partition 1 LDAP Server 1
uid=[0-9]*[01234]
) Oracle Unified
Client .| Directory
Requests Proxy
Partition 2 LDAP Server 2

uid=[0-9]*[56789]

In this example, all the data entries with a uid that ends with 0, 1, 2, 3, or 4 will be sent to
Partition 1. Data entries with a uid that ends with 5, 6, 7, 8, or 9 will be sent to Partition 2.

This type of distribution, although using numerical values is quite different from numeric
distribution. In numerical distribution, the data is partitioned based on a numerical range, while
DN pattern distribution is based on a pattern in the data string.

Distribution using a DN pattern algorithm is typically used in cases where the distribution
partitions do not correspond exactly to the distribution base DN. For example, if the data is
distributed as illustrated in Figure 12-11, the data for Partition 1 and Partition 2 is in both base
DN ou=people, ou=regionl and ou=people, ou=region2. The only way to distribute the data
easily is to use the DN pattern.
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Figure 12-11 Example of Directory Information Tree

///////////////(v QR
k({ ou=region1 \\\\\\\\\\\\\\\\\\\\\KI/ ou=region2

*0 *1 *¥2 *3 *4 *5,*6,*7,*8,*9, *0 *¥1 *¥2 *3 *4 *5,*6,*7,*8,*9,

Consider the example of DN Pattern Algorithm split by region.

If the deployment of the information is based in two geographical locations, it may be easier to
use the DN pattern distribution to distribute the data. For example, if employee numbers were
4 digit codes, where the first digit indicated the region, then you could have the following:

Region 1 Region 2
1000 2000
1001 2001
1002 2002
1003 2003
1004 2004
1005 2005
1006 2006
1007 2007
1008 2008
1009 2009
1010 2010

To spread the data load, the entries in each location are split over two servers, where Server 1
contains all entries that end with 0, 1, 2, 3, and 4, while Server 2 contains all the entries that
end with 5, 6, 7, 8, and 9, as illustrated in Figure 12-10.

Therefore, a search for DN pattern 1222 would be sent to partition 1, as would 2222.

12.3.6 Understanding Union Workflow Element

The Union workflow element aggregate several DITs into a virtual unified DIT.
Topics:
e Overview of Union Workflow Element

e Configuration Parameters for Union Workflow Element
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e Configuration Parameters for Union Partition

12.3.6.1 Overview of Union Workflow Element

The Union workflow element enables you to customize the bind and search routing policies.

For example, if an LDAP bind request satisfies multiple partitions to route the request to, then
the Oracle Unified Directory always routes the request to the partition with highest priority.
Consequently, authentication for users provisioned in other partition' data source would fail.

This workflow allows the bind operation to fall through the list of all eligible partitions that have
been configured in this workflow. Similarly, it also provides a search policy that allows the
search to continue to the next partition only when an entry is not returned from one partition.

12.3.6.2 Configuration Parameters for Union Workflow Element

ORACLE

Learn about the various Union workflow element configuration parameters, their names,
descriptions, and functionality.

Property Description Mandatory or Value
Optional
base-dn The base DN of the virtual unified DIT. A Mandatory A valid DN. For
virtual unified DIT is an aggregation of one or example,
more partitons. ou=people,dc=
example,dc=co
m
enabled This parameter Indicates whether the Mandatory trueor false

workflow element is enabled for use in the
server. If a workflow element is not enabled,
then its contents are not accessible when
processing operations.

cache-size Defines the maximum number of entries that Optional 10000
can be stored in the cache used to filter out
entry duplicates.

When the entry duplicates filtering is active,
the Union workflow element stores the
returned entry DNs in a cache. A cache is
specified to a search operation, and when
the cache is full, the search operation is
aborted. By default, the cache can handle
10000 DNs. When the cache size is setto 0
or is negative, then no limit is enforced.
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Property Description Mandatory or Value
Optional
bind-option This parameter that supports the following Optional bind-
bind options: first-
* bind-first-success: Allows the bind success
to fall through the list of all eligible (default)
partitions (configured in this workflow bind-
element) until it reaches a first success. quick-fail

search-first-

match

auto-tune-

search-option

* bind-quick-fail: Causes the bind to
immediately throw an error if multiple
users from different partitions
(configured in this workflow element)
have the same DN that is used as a bind
DN.

Specify this option if you want the bind to
fail for multiple users having the same
DN from different configured partitions.

Indicates if a subtree search should stop the
processing once an entry is found. A subtree
search with the filter (uid=user.1) is likely
to target a single entry. However, in some
deployment, there can be several entries with
uid=user.1 in the various data sources.

To prevent the union workflow element from
returning more than one entry with
uid=user.1, set this property to true.

A parameter that controls whether the Union
workflow element has the intelligence to
switch to SearchAllCandidates mode. (This
parameter is disabled or set to false, by
default)

In certain cases, this workflow element has
the intelligence to switch to
SearchAllCandidates mode, even if it is
configured to SearchFirstMatch when the
search filter mandates to search in all
candidates. For example, the workflow
element can switch modes if the search filter
contains non-equality components (such as
cn=*), if all of the components are
objectclass attributes (such as
objectclass=*), and so forth.

Optional

Mandatory

true (default
value)
false

false
(default
mode): It
disables the
workflow
element's
ability to
switch
modes.
true: If
specified,
then enables
the workflow
element to
switch to
SearchAllCa
ndidates
mode.
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12.3.6.3 Configuration Parameters for Union Partition

The Union Partition is a subtree in the virtual unified DIT of a union workflow element. Learn
about the various Union workflow element configuration parameters, their names, descriptions,
and functionality.

Property Description Mandatory or Value
Optional
allowed- Defines The list of operations that can be Optional * add: Allows
operations executed in this partition. add
By default, all the operations are allowed in operatio_n.in
the partitions. this partition.
*  Dbind: Allows
bind
operation in

this partition.
e compare:
Allows
compare
operation in
this partition.
. delete:
Allows delete
operation in
this partition.
e extended:
Allows
extended
operation in
this partition.
e modify:
Allows
modify
operation in
this partition
e modifydn:
Allows
modifyDN
operation in
this partition.
. search:
Allows
search
operation in
this partition.
black-list- The list of attributes of DN syntax that must ~ Optional List off attributes
attributes NOT be transformed. The black-1list- with a DN Syntax
attributes specifies the set of attributes
that must not be transformed. This attribute is
mutually exclusive with white-1ist-
attributes, that is only one of them may
be used in the configuration entry.
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Property Description Mandatory or Value
Optional
priority The priority of the partition. The priority of the Optional An integer value.
partition is used to determine the order in Lower value is.0
which a request is sent to several partitions. Default value is

relative-base-
dn

source-base-dn

The priority is a positive integer - the lower 10.
the value, the higher the priority, and 0 is the
highest priority a partition can ever have.

The relative part of the partition base DN. Optional A valid DN.
The relative base DN is a sequence of

RDNSs, and is used to build the partition base

DN (The partition base DN is the

concatenation of the relative base DN and

the union base DN).

For example if the relative base DN is set to
ou=people, and the union base DN is
dc=example, dc=comthen the partition base
DN will be

ou=People,dc=example, dc=com.

Note: The partition base DN is the naming
context of the partition in the virtual DIT. The
default value for the relative base DN is the
null suffix ("*"). This means that the partition
base DN is equal to the union base DN.

The base DN for the source DIT. The source Optional A valid DN.
DIT is the place from which entries are read

(For example, remote LDAP server) to

populate the union partition..

The source base DN need not to be equal to
the partition base DN. When the source base
DN is different than the partition base DN, a
DN mapping is performed silently, and all the
attributes with a DN syntax are automatically
mapped accordingly. If you want to fine tune
which attributes should, or should not be
mapped, then you must set the white-
list-attributes orthe black-1list-
attributes.
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Property Description Mandatory or Value

Optional
white-list- The list of attributes with DN syntax that must Optional List off attributes
attributes be transformed. The white-list- with a DN Syntax

attributes specifies the set of attributes
that must be transformed. This attribute is
mutually exclusive with black-1ist-
attributes, that is only one of them may
be used in the configuration entry.

¢ Note:

If the black-
list-
attribute
property is not
specified then,
all attributes

with a DN
syntax are
transformed
workflow- The partition workflow element. The workflow Mandatory The DN of any
element element to use as a data source to populate Workflow
the partition. Element.
Ensure that the
enabled
configuration
property of the
referenced

workflow element
is setto true.

12.4 Understanding Data Integration Using the Proxy

You can use different methods to retrieve and integrate data from a variety of sources,
including databases and directories, to present a unified view of that data.

The following topics describes the different methods:

ORACLE

Understanding How to Retrieve All Attribute Values from an Active Directory Server
About Enterprise User Security Databases Integration

Overview of Enabling LDAP Clients to Update User Passwords Stored in Active Directory
Understanding Pass-Through Authentication

Understanding Oracle Unified Directory Plug-Ins

Overview of Transforming Remote LDAP Server’s Global Unique Identifier Value
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# Note:

For information about configuring data integration, see Configuring Integration Using
the Proxy .

12.4.1 Understanding How to Retrieve All Attribute Values from an Active
Directory Server

You can retrieve the complete set of values for the attribute from an active directory server by
performing multiple search requests, each retrieving a distinct subset.

Retrieving the contents of a multi-valued attribute sometimes result in a large number of
returned values. Microsoft Active Directory server limits the maximum number of attribute
values that can be retrieved in a single query.

Microsoft Active Directory provides a range retrieval mechanism that allows you to retrieve all
the values of a multi-valued attribute. This mechanism permits a client-specified subset of the
values to be retrieved in a search request. By performing multiple search requests, each
retrieving a distinct subset, the complete set of values for the attribute can be retrieved.

Oracle Unified Directory handles Active Directory range retrieval by providing support for
Microsoft Active Directory paging. The main purpose of Microsoft Active Directory paging is to
detect if a range option is present among the options of the returned attributes and to retrieve
the complete range of attribute values from the Microsoft Active Directory server. This
complete set of attribute values is returned, so that the client application does not have to deal
with the range option.

Microsoft Active Directory paging is implemented as a workflow element that is relevant only if
the leaf of the workflow element chain is connected to an Active Directory server. You can
configure the following properties of an Active Directory Paging workflow element:

*  The next workflow element in the chain as this workflow element is not a leaf workflow
element

e An optional list of attributes that can reduce the processing of scanning attributes to detect
the range option

¢ Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

< Note:

For information about how to configure Microsoft Active Directory paging, see
Retrieving All Attribute Values from an Active Directory Server.
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12.4.2 About Enterprise User Security Databases Integration

You can integrate Oracle Unified Directory and Enterprise User Security to leverage user
identities stored in an LDAP-compliant directory service without any additional synchronization.

When integrated with Enterprise User Security, Oracle Unified Directory supports the following:

*  Microsoft Active Directory

* Novell eDirectory

e Oracle Unified Directory

e Oracle Directory Server Enterprise Edition

For more information about Oracle Enterprise User Security, see the Oracle Database
Enterprise User Security Administrator's Guide. For detailed instructions on configuring Oracle
Unified Directory and Enterprise User Security to work together, see Integrating Oracle Unified
Directory with Oracle Enterprise User Security.

12.4.3 Overview of Enabling LDAP Clients to Update User Passwords
Stored in Active Directory

The Ad Password workflow element enables Oracle Unified Directory LDAP client applications
to update user passwords stored in Microsoft Active Directory and Active Directory Lightweight
Directory Services (AD LDS) using the LDAP protocol.

This section includes the following topics:

*  About Ad Password Workflow Element

e Understanding Ad Password Workflow Element Functionality

*  About Ad Password Workflow Element Check for an SSL Connection
e Considerations for Using the Ad Password Workflow Element

To configure an Ad Password workflow element, see Updating User Passwords Stored in
Active Directory.

12.4.3.1 About Ad Password Workflow Element

ORACLE

Microsoft Active Directory and AD LDS have characteristics and requirements that Oracle
Unified Directory LDAP clients cannot always handle using standard LDAP operations.

For example, if a client updates a user password (userPassword attribute) using a standard
LDAP modify operation, the update is successful on most LDAP servers. Active Directory will
accept this modify operation, but it will not update the user password because of the following
requirements:

« Active Directory stores a user password in the unicodePwd attribute on a user object rather
than in the userPassword attribute.

The syntax for the unicodePwd attribute is an octet-string containing a UNICODE string
enclosed in double quotes (*).

* The unicodePwd attribute cannot be added during the creation of a user object. The user
object must first be created without the unicodePwd attribute and then the attribute is added
on the new object with a modify operation.
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e Only an administrator can reset a user password without knowing the previous password.
* Active Directory user passwords can be updated only over an SSL connection.

The Ad Password workflow element can handle these specific requirements. It allows existing
client applications to update user passwords stored in Active Directory or AD LDS using
standard LDAP operations, without requiring the client applications to be re-coded.

For the supported versions of Active Directory and AD LDS, check the Certification Matrix.

12.4.3.2 Understanding Ad Password Workflow Element Functionality

The Ad Password workflow element performs specific functions, depending on the LDAP
operation it is processing.

This section includes the following topics:

* Understanding Ad Password Workflow Element Mechanism for ADD Operations
e Understanding Ad Password Workflow Element Mechanism for MODIFY Operations

12.4.3.2.1 Understanding Ad Password Workflow Element Mechanism for ADD Operations

ORACLE

If a secure proxy LDAP workflow element is configured, the Ad Password workflow element
handles an ADD operation that contains a userPassword attribute as follows:

* Maps the userPassword attribute to the unicodePwd attribute (map-userpassword property
is set to true).

* Handles the ADD operation that contains a userPassword attribute in the following order:

1. Executes an ADD operation on the Active Directory user object without the
unicodePwd, useraccountcontrol, and msds-useraccountdisabled attributes. This
operation is handled by the workflow element defined by the next-workflow-element
property in the Ad Password workflow element.

2. Executes a MODIFY operation on the user object to create the unicodePwd attribute.
This operation is handled by workflow element defined by the secure-proxy-
workflow-element property in the Ad Password workflow element.

3. If the original ADD operation contained a useraccountcontrol Or msds-
useraccountdisabled attribute, executes a MODIFY operation on the user object. This
operation is handled by the workflow element defined by the next-workflow-element
property in the Ad Password workflow element.

The useraccountcontrol and msds-useraccountdisabled attributes cannot be set
before the unicodePwd attribute is created in Step 2.

If Step 2 or Step 3 fails either during the bind or the MOD operation, the ADD operation is
rolled back (that is, the entry is deleted).

If a secure proxy LDAP workflow element is not configured, the Ad Password workflow
element handles an ADD operation that contains a userPassword attribute as follows:

e Maps userPassword to unicodePwd, if needed (map-userpassword property is set to true).

* Handles the ADD operation by the workflow element defined by the next-workflow-
element property in the Ad Password workflow element. If the next-workflow-element
does not use SSL, then Active Directory might refuse the operation.
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12.4.3.2.2 Understanding Ad Password Workflow Element Mechanism for MODIFY Operations

If a secure proxy LDAP workflow element is configured, the Ad Password workflow element
handles a MODIFY operation that contains a userPassword attribute as follows:

1.

Executes a MODIFY operation on the user object with the user password change. This
operation is handled by the workflow element defined by the secure-proxy-workflow-
element property in the Ad Password workflow element.

If this step fails either during the bind or the MOD operation, Oracle Unified Directory
returns the MOD result code to the client without trying Step 2.

Executes the MODIFY operation on the object. This operation is handled by the workflow
element defined by the next-workflow-element property in the Ad Password workflow

element.

If a secure proxy LDAP workflow element is not configured, the Ad Password workflow
element handles a MODIFY operation that contains a user password as follows:

Maps userPassword t0 unicodePwd, if needed (map-userpassword property is set to true).

Executes a MODIFY operation on the object. This operation is handled by the workflow
element defined by the next-workflow-element property in the Ad Password workflow

element.

12.4.3.3 About Ad Password Workflow Element Check for an SSL Connection

When SSL is required, the Ad Password workflow element checks that an SSL connection is
configured to the remote Active Directory or AD LDS server, as follows:

If you configure a secure-proxy-workflow-element, Oracle Unified Directory will check
that this workflow element is a proxy LDAP workflow element that is using an LDAP server
extension configured to always use SSL (remote-ldap-server-ssl-policy property setto
always).

If you do not configure a secure-proxy-workflow-element, the next-workflow-element
must use an LDAP server extension configured to always use SSL.

If operations on a user password fail because of an incorrect configuration, the Ad Password
workflow element returns the error codes it receives from the remote Active Directory or AD
LDS server.

12.4.3.4 Considerations for Using the Ad Password Workflow Element

Before you create and configure an Ad Password workflow element, consider your
deployment's security and performance requirements using the following use cases:

ORACLE

About All LDAP Operations Over an SSL Connection Configuration

About Only LDAP Operations for Password Modifications Over an SSL Connection
Configuration
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# See Also:

e Understanding Ad Password Workflow Element Functionality for information
about how LDAP ADD and MODIFY operations are handled.

e Configuring Security Between the Proxy and the Data Source for more
information about the security between a proxy and a data source such as Active
Directory or AD LDS server.

12.4.3.4.1 About All LDAP Operations Over an SSL Connection Configuration

This use case performs all LDAP operations between clients and Active Directory or AD LDS
server over an SSL connection.

The advantage of this use case is that all LDAP operations are always performed over a fully
secure SSL connection, regardless of how the client connects to the proxy server. A
disadvantage is that some LDAP operations performed over an SSL connection can cause
performance degradation for your deployment.

Configuration Requirements
This use case requires the following components:

e An LDAP server extension configured with the remote-1dap-server-ssl-policy property
setto always.

e A secure proxy LDAP workflow element that points to an LDAP server extension as
described in the previous item (that is, configured with the remote-1dap-server-ssl-
policy option set to always).

e An Ad Password workflow element configured with the next-workflow-element property
pointing to a secure proxy LDAP workflow element.

12.4.3.4.2 About Only LDAP Operations for Password Modifications Over an SSL Connection

Configuration

ORACLE

This use case performs operations that are related to password modifications over an SSL
connection to Active Directory or AD LDS server. Other LDAP operations are performed over
an SSL or non-SSL connection according to the remote-ldap-server-ssl-policy
configuration property of the LDAP server extension used by next-workflow-element.

An advantage of this use case is that it forces password modifications to take place over an
SSL connection, without requiring all communications to the remote server to use SSL. The
other communications can either never use SSL or use SSL only if the client connection is
using SSL.

Configuration Requirements
This use case requires the following components:

e Two LDAP server extensions to communicate with the remote Active Directory or AD LDS
server:

— An LDAP server extension for SSL connections. The remote-ldap-server-ssl-
policy property must be set to always.
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— Another LDAP server extension for operations not related to password modifications.
The remote-ldap-server-ssl-policy property is set to either never or user (or
omitted).

*  Two proxy LDAP workflow elements to communicate with the remote Active Directory or
AD LDS server:

— A secure proxy LDAP workflow element for SSL connections.
— Another proxy LDAP workflow element for operations not related to passwords.

e Ad Password workflow element configured with both the secure-proxy-workflow-element
and next-workflow-element properties:

— LDAP operations that modify the user password are handled by the workflow element
specified by the secure-proxy-workflow-element property and will take place over an
SSL connection.

— Other LDAP operations not related to password modifications are handled by the
workflow element specified by the next-workflow-element.

12.4.3.4.3 About Active Directory Configuration When Attribute Mapping is Not Required

With a specific configuration, Active Directory and AD LDS can handle modifications on the
userPassword attribute without requiring the userPassword attribute to be mapped to the
unicodePwd attribute.

This Active Directory or AD LDS configuration requires:

e The domain controller (DC) must be running as Active Directory or AD LDS, and the
domain functional level must be Windows 2003 or greater.

* The fUserPwdSupport character must be set to true in the dSHeuristics attribute.
For more information about this specific configuration, see the following Microsoft document:

http://msdn.microsoft.com/en-us/library/cc223249.aspx

For this configuration, user password attribute mapping is not required. To control this
mapping, the Ad Password workflow element provides the map-userpassword property:

e true (default) enables mapping. The userPassword attribute is automatically mapped to
unicodePwd. LDAP ADD and MODIFY operations are then performed on unicodePwd
instead of userPassword.

e false disables mapping. LDAP ADD and MODIFY operations are performed on

userPassword.

12.4.4 Understanding Pass-Through Authentication

Pass-through authentication (PTA) is a mechanism where one directory server consults
another directory server to authenticate bind requests. A typical scenario for pass-through
authentication involves passing authentication through to Active Directory for users coming
from Oracle Unified Directory.
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# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

The following topics describe the use and operation of pass-through authentication:
e Overview of the Pass-Through Authentication Mechanism

e Understanding the Pass-Through Authentication Configuration Model

e Understanding the Pass-Through Authentication Configuration Parameters

e Overview of Pass-Through Authentication Implementation for Different Servers

e Understanding Implementation of Pass-Through Authentication for a Kerberos Server

# Note:

For information about configuring pass-through authentication, see Overview of
Configuring Pass-Through Authentication.

12.4.4.1 Overview of the Pass-Through Authentication Mechanism

You use the pass-through authentication mechanism when the client attempts to bind to the
directory server and the user credentials for authenticating are not stored locally, but instead in
another remote directory server known as the authentication (Auth) server. The directory
server then redirects the bind operation to the authentication server to verify the credentials.
The credential here refers to the userpassword attribute. The Auth server that stores the user
credentials can be Oracle Unified Directory, Microsoft Active Directory, or an LDAP V3
compliant directory server.

Exactly how Oracle Unified Directory redirects the bind depends on how the user entry in user
server maps to the corresponding user entry in the authentication server. Oracle Unified
Directory supports one-to-one mapping between the user entry and the authentication entry.

To gain a better understanding of the pass-through authentication mechanism, consider the
example depicted in Figure 12-12.

Figure 12-12 Pass-Through Authentication Mechanism
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Let us consider two servers, say server A and server B and a user entry cn=myuser stored on
server B. Now, if a user attempts to access server A to perform any operation it has to first bind
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to server A with its credentials for authentication. However, the credentials are not present on
server A, therefore the bind to server A would normally fail. But, using the pass-through
authentication mechanism, server A can verify the credential by directing the bind request to
server B. After the credentials are validated using server B, and the bind is successful then
server A returns success for the bind operation.

The Server A in this example acts as the user directory server or the pass-through
authentication directory server. This is because it is the server that passes the bind request to
another directory server. The authentication directory server B, acts as the authenticating
directory, the server that contains the entry and verifies the bind credentials of the requesting
client.

12.4.4.2 Understanding the Pass-Through Authentication Configuration Model

ORACLE

Oracle Unified Directory implements pass-through authentication using pass-through
authentication workflow element that allows you to administer your user and authentication
directories on separate instances of directory server.

The user provider is a workflow element that contains the user entries, which is to say all
attributes except the password of the user. On the other hand, the authentication provider is
the workflow element that contains the user password.

< Note:

Oracle Unified Directory provides support for local back end or proxy for both user
provider workflow element and authentication provider workflow element. However,
Kerberos is supported for authentication provider workflow element only.

Figure 12-13 illustrates a pass-through authentication configuration model.
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Figure 12-13 Pass-Through Authentication Configuration Model
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12.4.4.3 Understanding the Pass-Through Authentication Configuration Parameters

Table 12-1 describes the configuration parameters used in the pass-through authentication
configuration model described in Understanding the Pass-Through Authentication

Configuration Model.

For more information about configuring pass-through authentication using dsconfig command,
see Overview of Configuring Pass-Through Authentication.

For more information about configuring pass-through authentication using OUDSM, see

Creating a Workflow Element.

Table 12-1 Configuration Parameters Used in Pass-Through Authentication Process
. _______________________________________________________________________________ |

Parameter Description

user-provider-workflow-element

User Provider Workflow Element

This parameter defines the workflow element that contains the user entries. This
workflow element is used for all the operations except BIND.

This is a mandatory parameter.

ORACLE
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Table 12-1 (Cont.) Configuration Parameters Used in Pass-Through Authentication Process

Parameter

Description

auth-provider-workflow-element

Authentication Provider Workflow Element

This parameter defines the workflow element that contains the authentication
entry and verifies the bind credentials of the requesting client. This workflow
element is used for BIND and MODIFY operations on the userpassword
attribute.

This is a mandatory parameter.

save-password-on-successful-bind

This parameter allows you to enable or disable the password-copy feature. If this
parameter is set to true, and the BIND on the authentication provider workflow
element succeeds then a copy of the password is saved in the user provider
workflow element. The copy is a MODIFY operation applied on the DN used for
the bind, replacing the value userpassword with the value of the password used
for the bind.

This is an optional parameter. The default value is false.

password-attribute

This parameter defines the attribute in which the password value is copied in the
user entry when the password-copy feature is enabled. After the password is
saved, it can be copied in the userpassword attribute or in another attribute in
the user provider workflow element.

This is an optional parameter. The default value is userpassword.

pta-suffix

This parameter defines the virtual DN that is exposed by the pass-through
authentication workflow element.

This is an optional parameter. By default, this parameter is not set and implies
that there is no DN mapping.

user-suffix

This parameter defines the actual suffix that contains the user entries on the user
provider workflow element.

This is an optional parameter. By default, this parameter is not set and implies
that the DN is the same as the pta-suffix parameter.

auth-suffix

This parameter defines the actual suffix that contains the authentication entries
on the authentication provider workflow element.

This is an optional parameter. By default, this parameter is not set and implies
that the DN is the same as the pta-suffix parameter.

pta-join-rule

This parameter defines the mapping between an authentication entry and a user
entry.

This is an optional parameter. By default, this parameter is not set and implies
that the rule is auth.dn=user.dn.

12.4.4.4 Overview of Pass-Through Authentication Implementation for Different

Servers

If your user entries are stored on a Kerberos server, then you must configure a Kerberos

workflow element.

This section contains the following topics:

* Understanding Pass-Through Authentication Workflow Element Features

* Considerations for Using Pass-Through Workflow Element

e Handling LDAP Operations Using Pass-Through Authentication Workflow Element

See Configuring Pass-Through Authentication for Different Servers for more information.

ORACLE
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12.4.4.4.1 Understanding Pass-Through Authentication Workflow Element Features

The following is a list of some pass-through authentication workflow element capabilities:

Allows you to route requests to a specific workflow element depending on the request type.
For instance, bind requests are routed to authentication workflow element. When you apply
MODIFY on any attribute except userpassword it is routed to the user workflow element.
Applying MODIFY on the userpassword attribute is routed to the authentication workflow
element (and also to the user workflow element if password-copy is enabled). All other
requests, such as ADD, DELETE, RENAME, COMPARE, and SEARCH are routed to the user
workflow element.

Support for Kerberos workflow element as an authentication workflow element. When the
authentication workflow element is a Kerberos workflow element, Oracle Unified Directory
forwards the authentication request to a Kerberos server, and the authentication is
performed using Kerberos protocol instead of LDAP bind.

Simplifies migration from an external LDAP server containing user credentials to Oracle
Unified Directory. During the migration phase, the pass-through authentication workflow
element copies the user password from the external LDAP server to Oracle Unified
Directory on successful bind. This feature is called as password-copy. For instance, when
a user successfully authenticates, the bind is routed to the authentication workflow
element, which is the external LDAP server. The pass-through authentication workflow
element then stores the password used for this bind operation in the user workflow
element. This migration phase populates the user password attribute of all the users that
initiated contact during the migration phase.

Support cases where the entry on the authentication workflow element is linked to the
entry on the user workflow element by a join rule and an authentication suffix. This join rule
can be a DN=DN mapping or a simple join rule with the following format:

auth.<Attributel>=user.<Attribute2>

For more information about join rules, see Overview of Join Rules.

The mapping between the user entry and the authentication entry must be a one-to-one
mapping, which implies that each entry in the user provider corresponds with one entry in
the authentication provider.

Support for DN mapping, for instance allows you to publish entries below dc=pta, dc=com
whereas the user workflow element suffix is dc=user, dc=com.

Support for password modification.

Support for all kinds of workflow element for the user workflow element, local or remote.

12.4.4.4.2 Considerations for Using Pass-Through Workflow Element

ORACLE

When using the pass-through authentication workflow element, you must keep the following in
mind:

The authentication workflow element handles only bind requests.

The user provider workflow element is used for all other operations, such as ADD, DELETE,
RENAME, COMPARE, and SEARCH.

The MODIFY operation depends on the save-password-on-successful-bind parameter.
This parameter saves the password if needed in the user workflow element when pass-
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through authentication workflow element binds successfully with the authentication
workflow element.

If save-password-on-successful-bind is enabled, then userpassword parameter is
modified on both participants.

If save-password-on-successful-bind is disabled, then the userpassword is modified on
the authentication participant only.

e If you define the user-suffix or auth-suf fix parameter, then you must define the pta-
suffix. Both parameters apply to DN renaming between the user or authentication
participant and the pass-through authentication participant.

« Ifajoin rule is defined, and the authentication and user entries do not necessarily have the
same DN, then you must define the auth-suffix.

* Note, if user-suffix is not defined, then the workflow element assumes that the user-
suffix=pta-suffix. The same applies if the auth-suffix not defined. Here, again the
workflow element assumes that the auth-suffix=pta-suffix.

12.4.4.4.3 Handling LDAP Operations Using Pass-Through Authentication Workflow Element

Oracle Unified Directory supports the following LDAP operations using pass-through
authentication workflow element:

Operation

Description

ADD

BIND

COMPARE

DELETE

MODIFY

ORACLE

All ADD operations processed through the pass-through authentication workflow
element are sent to the user provider workflow element.

e If the save-password-on-successful-bind parameter is set to true, then the
userpassword attribute is also stored in the user-provider workflow
element.

. If the feature is disabled, then the userpassword attribute is not stored in
the user-provider workflow element.

The BIND operation is routed to the authentication-provider workflow element.

e If the BIND is successful and the save-password-on-successful-bind
parameter is enabled, the pass-through authentication workflow element
also tries to attempt a BIND on the user-provider workflow element to check
if there is a local copy of the password.

e If the BIND fails, then the userpassword attribute is copied to the user-
provider workflow element.

The COMPARE operation is routed to the user-provider workflow element. The
COMPARE operation that is applied to the userpassword attribute is routed to the
user-provider workflow element, which may not contain the attribute unless the
save-password-on-successful-bind parameter is enabled.

The DELETE operation is routed to the user-provider workflow element only. The
entry on the authentication server is not deleted.

For all attributes except userpassword, the modifications are performed on the
user-provider workflow element. For the userpassword attribute:

e If save-password-on-successful-bind parameter is enabled, then the

password is modified on both the user-provider workflow element and the
authentication-provider workflow element.

e If save-password-on-successful-bind parameter is disabled, the
password is modified on the authentication-provider workflow element only.

. If the authentication provider is a Kerberos workflow element, then the
modify password operations fails.
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Operation Description

MODIFY_DN The pass-through authentication workflow element processes MODIFY DN on the
user-provider workflow element only and does not modify the entry on the
authentication-provider workflow element.

SEARCH The SEARCH operations are routed to the user-provider workflow element only.
This in turn implies, that a SEARCH operation that submits a request for the
userpassword attribute might not return any value unless there is a copy in the
user-provider workflow element.

12.4.4.5 Understanding Implementation of Pass-Through Authentication for a
Kerberos Server

If your user entries are stored on a Kerberos server, then you must configure a Kerberos
workflow element. See Configuring Pass-Through Authentication for a Kerberos Server for
more information.

12.4.5 Understanding Oracle Unified Directory Plug-Ins

Oracle Unified Directory provides a plug-in API that enables you to extend existing directory
server functionality. A plug-in is similar to a workflow element and you can insert a plug-in into
any Oracle Unified Directory workflow element tree.

You may want to develop your own plug-ins when you have a particular directory server
requirement and Oracle Unified Directory does not provide the necessary functionality to
accommodate that requirement.

For more information about Oracle Unified Directory plug-ins, see "Understanding Basic Oracle
Unified Directory Plug-in Concepts” in the Oracle Fusion Middleware Developing Plug-Ins for
Oracle Unified Directory.

12.4.6 Overview of Transforming Remote LDAP Server’s Global Unique
|dentifier Value

All LDAP repositories contain a global unique identifier (GUID) for every entry. Many Oracle
applications rely on the orclguid attribute as the unique identifier for entries returned by OUD

proxy.

LDAP directories, such as Active Directory and eDirectory store their LDAP entry's GUID in a
binary format. When configuring these remote backends, OUD proxy can perform
transformation between the corresponding binary value from the remote LDAP server’'s GUID
attribute and the orclguid attribute for both inbound and outbound search operations. This
however, is not configured by default. To achieve this transformation, you need to configure the
remote-ldap-server-quid property in LDAP server extension. See Modifying the Advanced
Properties of an LDAP Server Extension.

12.5 Understanding Virtualization

You can view and retrieve data from virtual directories and data sources using different
features.

The following sections describe how different Oracle Unified Directory features enable you to
view and retrieve data from virtual directories and data sources:

ORACLE 1534



Chapter 12
Understanding Virtualization

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

e Using Entries from Multiple Directories

e Overview of Optimizing Search Results From Virtual Directories Using Workflow Elements
e Understanding Addition of memberof User Attributes to person Entries

e Overview of Renaming DNs Using the Proxy

e Understanding How to Modify RDN Values Using the Proxy

e Understanding How to Retrieve Attributes from a SAML Identity Provider Using SAML
XASP

e Understanding ForkJoin Workflow Element

12.5.1 Using Entries from Multiple Directories

You can understand about the Join workflow element, which presents a virtual directory view of
your repositories and routes data to and from those repositories from the following sections.

This section covers the following topics:

* Understanding the Join Workflow Element
* Understanding Join Participants

*  Overview of Join Rules

e Overview of Join Policies

* Understanding Supported Joiner Types

e Understanding the Join Condition

*  About Virtual Attributes Creation

*  Overview of Attribute Flow Settings

*  About Bind Operations

*  About DN Attributes Translation

*  Configuring the Criticality of Join Participants
* Understanding Enabled Operations

* Understanding How to Cascade Write Operations to Secondary Participants

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

ORACLE 1545


https://www.oracle.com/middleware/identity-management/directory-services/index.html
https://www.oracle.com/middleware/identity-management/directory-services/index.html
https://www.oracle.com/middleware/identity-management/directory-services/index.html
https://www.oracle.com/middleware/identity-management/directory-services/index.html

Chapter 12
Understanding Virtualization

12.5.1.1 Understanding the Join Workflow Element

ORACLE

For most enterprises, user identity information such as user profiles, access data, and
authorization data for a single entry is scattered across heterogeneous data sources at multiple
locations. For example, employee information is stored in HR databases or in Microsoft Active
Directories, customer and partner data in CRM databases, and additional LDAP directories.
Companies require aggregated user data from various data sources in real time. As a
consequence, application-specific directories proliferate, copying and synchronizing identity
data, which leads to high administration and maintenance costs, inconsistent identity data, and
compliance issues.

Oracle Unified Directory provides a directory service solution that addresses these challenges.
Oracle Unified Directory supports the Join workflow element that presents a virtual directory
view of the repositories and then routes data to and from the repositories.

Oracle Unified Directory enables you to define workflow elements, such as the Proxy LDAP
workflow element, to connect to its underlying data repositories. The Join workflow element
enables you to combine data from different workflow elements, as needed, to present a
customized directory tree.

The Join workflow element is dynamic and does not require synchronization between its data
sources. It consolidates identity data without moving data from its native locations, and reuses
identity data without copying. These capabilities lead to ease of deployment, diminished costs,
simplified identity infrastructure, and a high return on investment by eliminating the need to
constantly adapt the applications from changes in the identity stores.

# Note:

Be aware that directory virtualization is not running a directory server in a virtualized
environment.

When data corresponding to a single entry is spread across multiple data sources, this
workflow element combines those different data sources into one unified LDAP view, which is
similar to a relational database's table join. Join workflow element does not connect to the
underlying data repository. Instead, it builds on top of one or more proxy sources or local back
ends to assemble its data as needed. Think of the Join workflow element as joining two or
more data repositories by defining Join relationships, known as Joiners, between workflow
elements. You can configure as many workflow elements as needed.

# Note:
Do not confuse Join with Distribution.

e Use Distribution when some entries are on server A and others on server B. A
given entry is stored inside a single server, either A or B, with all its attributes.

» Use Join when a part of the entry (such as some attributes) is stored on server A
and another part is stored on server B.

For more information about the Distribution workflow element, see Configuring a
Distribution Deployment Using the dsconfig Command.
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12.5.1.1.1 About Join Workflow Element Features

Following are key features of the Join workflow element:

Allows you to define a relationship between any two participating elements. Supports one
primary participant and any number of secondary participants. For more information, see
Understanding Join Participants.

Supports a sophisticated relationship tree among Join participants using complex Join
rules. For more information, see Overview of Join Rules.

Queries all associated secondary participants for each entry retrieved from the primary
participant to form the combined entry. For more information, see Overview of Join Rules.

Adds a joinedentrydn attribute value to each entry retrieved from one participating
element, indicating which entries from secondary participants were used to form the
consolidated entry. For more information, see Overview of Join Rules.

Supports different Joiner types, such as one-to-one, many-to-one, and shadow for different
kinds of Join scenarios. For more information, see Understanding Supported Joiner Types.

Allows you to merge attributes and objectclasses from multiple participants to form a new
virtual entry. For more information, see About Virtual Attributes Creation.

Allows you to specify which attributes can be retrieved and which the attributes can be
stored in a participating data source. For more information, see Overview of Attribute Flow
Settings.

Supports bind-fall through feature. For more information, see About Bind Operations.

Supports translation of DN-syntaxed attribute values from each repository suffix to a
common Join workflow element suffix. For information, see About DN Attributes
Translation.

Allows you to configure criticality of Join participants. For more information, see
Configuring the Ciriticality of Join Participants.

Supports operations that are set as enabled. For more information, see Understanding
Enabled Operations .

Allows you to cascade write operations. For more information, see Understanding How to
Cascade Write Operations to Secondary Participants.

12.5.1.1.2 Understanding the Join Workflow Element Configuration Model

Figure 12-14 illustrates the configuration model for the Join workflow element and Join
participants using Join rules.

A participant is a workflow element that contributes information to the Join workflow element to
form a combined joined entry. Join rules determine how an entry from one participant relates to
an entry from another participant.

ORACLE

12-37



Chapter 12
Understanding Virtualization

Figure 12-14 Join Workflow Element Configuration Model
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Oracle Unified Directory treats all the participating elements equally; however, you must
configure one participant as primary. You are not required to define a Join rule for a primary
participant. In this figure, P1 is the primary participant and all other participants P2 though P8,
are secondary participants.

Each secondary participant has a Join rule and has a Joiner type, which defines its relationship
with another participant. For example, in case of P2, the Join rule P2.cn=P1.cn defines its
relationship with P1 and if the Joiner type configured in P2 is many-to-one, then it implies that
the relationship from P1 through P2 is one-to-many.

Participants P2, P8, and P5 are directly related to the primary participant P1, while the other
secondary participants are indirectly related to the primary participant.

# Note:

For more information about participants, Join rules, and Joiner types, see the
following:

* Understanding Join Participants
e Overview of Join Rules

* Understanding Supported Joiner Types

12.5.1.2 Understanding Join Participants

ORACLE

A Join patrticipant is a workflow element that contributes some information to the Join workflow
element to form a combined joined entry.

A Join workflow element can have one or more participating data sources, with each exposed
through a workflow element. Participating workflow elements include:

e Distribution workflow element
e Proxy LDAP workflow element

¢ Local Backend workflow element
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* Load Balancing workflow element
e Another Join workflow element

For example, for each directory, you must create a Proxy LDAP workflow element that is
associated with a directory to retrieve information from that directory. Afterward, you formulate
these workflow elements as participants of a Join workflow element.

Figure 12-15 depicts the relationship between a Join workflow element and the participating
workflow elements.

Figure 12-15 Join Workflow Element and Join Participants
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A Join workflow element has only one primary participant, whose Directory Information Tree
(DIT) structure is exposed by default, and can have one or more secondary participants. You
determine which participant is primary.

You use the primary participant to create and search the directory tree entries. Entries must
exist in the primary participant to be returned from a Join workflow element.

The Join workflow element takes each entry found in the primary participant and joins it with
entries in other participants, based on the defined Join rule. You can also configure the Join
workflow element to expose entries in the primary participant and entries that reside only in the
secondary participants. For information about Join Rules, see Overview of Join Rules.

The Join workflow element and each participant must have an associated suffix (a DN).

e A Join workflow element DN is the virtual DN that is exposed through the workflow
associated with that Join workflow element. You can configure the Join workflow element
to restrict the view to only the Directory Information Tree that is of interest to the client.

< ldeally, a participant DN is the back-end naming context that is exposed through that
participating workflow element or a descendant DN of that workflow element.

12.5.1.3 Overview of Join Rules

The following sections briefly describe the Join rules:

e Understanding Join Rules
* Understanding Attribute-Based Join Rules

e Understanding DN Join Rules

12.5.1.3.1 Understanding Join Rules
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Join rules determine how an entry from one participant relates to an entry from another
participant. Defining Join rules enables the Join workflow element to query secondary
participants during LDAP operations.

# Note:

* A Join rule always specifies the relationship between two, and only two,
participants.

*  You define Join rules only for secondary participants and not for a primary
participant.

The Join workflow element forms a search filter to search each secondary participant based on
the Join rule defined for that secondary participant.

When you configure a Join workflow element, you must configure a Join rule for each
secondary participant that specifies a relationship between entries in one participant with
entries in the other participant. Also, the Join rule specified in at least one of the secondary
participants must involve the primary participant, so that the Join workflow element can
traverse the entire relationship tree starting from the primary participant.

Join rules identify the attributes of an entry from one participant to search another participant
for obtaining the matching entries. These matching entries are then joined with the original
entry to form the joined entry. When a matching value is found in the destination view, a join
between the two entries is created.

The Join workflow element adds an attribute value, joinedentrydn, for each entry retrieved
from a participating element. This value indicates which entries from secondary participants
were used to form the consolidated entry. You can decide whether to configure the Join
workflow element to populate this attribute, which might be useful when troubleshooting Join
issues.

Oracle Unified Directory supports the following Join rule types:

* LDAP filter Join rules
« DN Join rules

Join rules follow LDAP filter syntax, which enables you to create complex Join rules using AND
and OR. For example:

(& (Pl.userId = P2.uid) (| (Pl.deptNumber = P2.department) (Pl.empNum = P2.empId)))

# Note:

In a Shadow Join relationship, the Join rule must use the same attribute in both the
primary and the shadow participant. For example, pl.cn = p2.cn.

For more information, see Shadow Joiner Type.

Following are examples of valid Join rules:
* p3.uid=p2.uid

o (& (P5.title=Primary.title) (Primary.cn=P5.sn))
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e P5.dn = P7.dn
* P8.member = Primary.dn

* Primary.dn = P2.uniquemember

¢ Note:

the order in which you define the Join rule does not matter. For example,
P1.cn=P2.commonname iS the same as P2.commonname=P1.cn.

12.5.1.3.2 Understanding Attribute-Based Join Rules

Attribute-based Join rules define a Join relationship between two participants based on the
common attribute values present in the matching entries from two participants.

For example, consider the Join rule pl.uid=p2.username, where pl and p2 are two Join
participants. This Join rule indicates that for an entry in p1, a corresponding matching entry
from p2 is retrieved and joined with the entry from p1, if the uid attribute value of an entry from
pl matches the username attribute value of an entry from p2. If uid is a multi-valued attribute in
pl, then the corresponding entry in p2 must match at least one of the values of p1. For
instance, if the entry in p1 contains uid=user.12 and uid=user. 34, then the entry from p2 must
contain either uid=user.12 or uid=user.34.

12.5.1.3.3 Understanding DN Join Rules

ORACLE

In some situations, the participating data sources do not have any attribute values in common
except the entry DN. In these cases, you can configure a Join rule involving Entry DN.

A DN Join rule uses DN syntax and can take one of the following forms:

e The entry DN in one participant is constructed from an attribute in another participant. The
DN must not contain the baseDN of the secondary participant, which makes it a relative
DN. For example, you can configure the following DN join rule, which stipulates that the
entry DNs in participant P2 must include the cn from participant P1, plus the ou=people
suffix.

P2.dn = "cn={Pl.cn},ou=people"

e The entry DN in one participant matches an attribute in another participant. For example,
you can configure this rule using the following syntax

P8.member = P7.dn
The preceding DN Join rule stipulates that the member attribute value in P8 should be
used for locating the matching entries from P7.

e The entry DN in one participant is same as the entry DN in another participant. For
example, you can configure this rule using the following syntax:

P2.dn = P3.dn
This Join rule stipulates that an entry DN in P2 must match an entry DN in P3 to form a
joined entry. In this case, the Join rule looks for matching entries in portions of the DNs

below the participant suffixes, although the full DNs may differ. For example, if participant
P2 has a dc=primary suffix and participant P3 has a dc=secondary suffix, then the Join
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rule implies that the trees below the suffixes are identical and it associates the
"uid=user.1l, cn=users,dc=secondary" entry with "uid=user.1, cn=users,dc=primary."

12.5.1.4 Qverview of Join Policies

The following sections describe the different Join policies that govern joins between primary
and secondary participants:

Understanding Join Policies

Example of Using a Join Policy

12.5.1.4.1 Understanding Join Policies

ORACLE

This section describes the different Join policies that govern joins between primary and
secondary participants. Specifically, these policies determine which entries to return, including
entries from only the primary participant, only from the secondary participant, or from both
primary and secondary participants.

Oracle Unified Directory supports the following Join policy types:

Standard Join Policy Type:

If you specify the Standard Join policy type, then Oracle Unified Directory returns all
entries in the primary participant that satisfy the search filter after joining the corresponding
entries in the secondary participants.

Left Outer Join Policy Type:

If you specify the Left Outer Join policy type, then Oracle Unified Directory returns all
entries in the primary participant after joining them with corresponding entries in secondary
participants (by using a Standard Join), and then returns entries from the secondary
participants that satisfy the join criteria and have a corresponding match in the primary
participant. This process is equivalent to a Left Outer Join in database terminology.

If you are joining entries from a secondary participant to a primary participant, then the join
relationship is reversed. For example, a one-to-many join from the primary participant to a
secondary participant becomes a many-to-one join, which is the same as a one-to-one
join, from a secondary participant to the primary participant. Similarly a many-to-one join
from primary to secondary becomes a one-to-many join from secondary to primary.

Full Outer Join Policy Type:

If you specify the Full Outer Join policy type, then Oracle Unified Directory returns all the
entries in the primary participant after joining them with corresponding entries in secondary
participants (by using a Standard Join), and then returns entries from the secondary
participants that satisfy the join criteria and have a corresponding match in the primary
participant (by using a Left Outer Join), and then returns entries from the secondary
participants that satisfy the search filter, but do not have a matching entry in the primary
participant. This process is equivalent to a Left Outer Join + Right Outer Join in database
terminology.

If you are joining entries from a secondary participant to a primary participant, then the join
relationship is reversed. For example, a one-to-many join from the primary participant to a
secondary participant becomes a many-to-one join, which is the same as a one-to-one
join, from a secondary participant to the primary participant. Similarly a many-to-one join
from primary to secondary becomes a one-to-many join from secondary to primary. For a
Full Outer join, Oracle Unified Directory ignores the join condition for entries from
secondary participants because it cannot compute the reverse of the join condition.
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# Note:

Standard Join by default.

12.5.1.4.2 Example of Using a Join Policy
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If you do not specify a particular Join type, then Oracle Unified Directory performs the

The following table illustrates how each of the Join Policies work. For this example, assume
the following data resides in the primary participant and a secondary participant:

*  The primary participant namespace is dc=internal, dc=com

*  The secondary participant namespace is dc=external, dc=com

e The Join workflow element suffix is dc=example, dc=com

Table 12-2 How Join Policies Work

Data in Primary Participant

Data in Secondary Participant

dn: cn=Ronald, dc=internal,dc=com
objectclass: inetorgperson

cn: Ronald

sn: Anne

givenname: Anne Ronald
telephonenumber: 54300

dn: cn=Ronald, dc=external,dc=com
objectclass: inetorgperson

cn: Ronald

sn: Anne

title: Manager

dn: cn=Sam, dc=internal,dc=com
objectclass: inetorgperson

cn: Sam

sn: Ketty

manager: cn=Ronald, dc=internal,dc=com
telephonenumber: 54301

dn: cn=Sam, dc=external,dc=com
objectclass: inetorgperson

cn: Sam

sn: Ketty

title: SMTS

dn: cn=Richard,dc=internal, dc=com
objectclass: inetorgperson

cn: Richard

sn: Rod

title: Trainee

manager: cn=Ronald, dc=external,dc=com
telephonenumber: 54303

description: Trainee for dept 543
departmentNumber: 543

dn: cn=Richard,dc=external, dc=com
objectclass: inetorgperson

cn: Richard

sn: Rod

title: Trainee

dn: cn=William,dc=internal, dc=com
objectclass: inetorgperson

cn: William

sn: Tent

description: User with no title

dn: cn=Mike,dc=external,dc=com
objectclass: inetorgperson

cn: Mike

sn: Ret

title: MTS - dept sec
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12.5.1.5 Understanding Supported Joiner Types

A Joiner type defines the Join relationship between two participants. A Join relationship defines
the way two Join participants are connected. In addition, a Join relationship between two
participants is directed and defines the way a start participant is connected to the end
participant. These Joiner types work for any kind of Join rule defined, complex or simple.

# Note:

When a Join relationship from P1 to P2 with many-to-one Joiner type is configured,
then internally Join workflow element implicitly creates a reverse relationship from P2
to P1 with one-to-many Joiner type and vice-versa. For a one-to-one Joiner and a
shadow Joiner, the reverse relationship also contains the same Joiner type as that of
the original relationship configured.

The following is a description of the supported Joiner types, including:
e One-to-One Joiner Type

e One-To-Many Joiner Type

e Many-To-One Joiner Type

e Shadow Joiner Type

12.5.1.5.1 One-to-One Joiner Type

The one-to-one Joiner, or simple join, defines a one-to-one relationship between the entries in
two participants. In a one-to-one Joiner type, each entry in the start participant corresponds
with one entry in the end participant of this relationship. If more than one matching entry exists
in the end participant, then the Join workflow element uses the first returned entry from the end
participant for the Join.

You can specify a more complex Join criterion involving a combination of AND and OR conditions
using the LDAP filter syntax for the Join criteria. For example:

(& (Pl.userId = P2.uid) ( | (Pl.deptNumber = P2.department) (Pl.empNum = P2.empId) ) )

In the preceding scenario, the search filter used for the secondary participant is coined based
on the complex Join criteria configured. If the entry from primary participant does not have all
the primary attributes specified in the Join rule, then the Join is not formed.

Figure 12-16 shows a a high-level example of a one-to-one Joiner used for authentication.
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Figure 12-16 Sample One-to-One Joiner Type for Authentication
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12.5.1.5.2 One-To-Many Joiner Type

The one-to-many Joiner type defines a one-to-many relationship between two participants.
Similar to a one-to-one Join relationship, the one-to-many Joiner locates entries in the end
participant by comparing attributes; however, if an entry in the start participant corresponds
with more than one entry in the end participant, this Joiner type consolidates all of the
matching entries into one virtual joined entry.

The one-to-many Join is useful if you must consolidate multiple role objects or identities into
one virtual entry.

Figure 12-17 depicts a scenario where a policy server makes policy decisions about an
individual. For integration purposes, the policy server prefers to see a single entry with the
rights of the user exposed as a privilege attribute, which allows the policy server to test rights
assertions with queries such as:

ldapsearch -b "uid=e027451,ou=People,o=LargeCo" -s base " (priv=XYZ Mgr)"
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Figure 12-17 One-To-Many Joiner Type
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The one-to-many Joiner is used to match one or more privileges to a user, based on a profile
attribute in their main ou=People entry. The one-to-many Joiner looks for all privileges with the
same profile value as in the entry and merges them with the entry. A second stage Join uses
the one-to-one so that the Oracle Directory Server Enterprise Edition (ODSEE) combined
profile is used with the user's Active Directory credentials.

12.5.1.5.3 Many-To-One Joiner Type

ORACLE

The many-to-one Join relationship defines a many-to-one relationship between two
participants, where multiple entries in the start participant have a corresponding single entry in
the end participant. It is the inverse of one-to-many Joiner type.

For example, assume the primary participant contains a list of employee information and the
secondary participant contains a list of department information. If multiple employees belong to
one department, then a single department number in the secondary participant might apply to
more than one employee in the primary participant.

However, if you delete an employee from the primary participant, you do not want to delete that
employee's department number from the secondary participant. You can prevent this
"cascading delete," by configuring a many-to-one relationship in the secondary participant.
This relationship means that deleting an entry in the primary participant does not result in the
deletion of the shared entry in the secondary participant.
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12.5.1.5.4 Shadow Joiner Type

You sometimes need to store entries in a source, such as an LDAP store or a Database store,
that requires a schema extension, but a schema extension is not possible either for business
or technical reasons. The Shadow Joiner allows you to store the extended attributes in another
store, such as Local Backend workflow element.

The Shadow Join relationship maintains the same structure of the entry in the primary
participant, but stores additional attributes by creating shadow entries using a separate source.
Using the Shadow Join relationship, applications can use the enterprise directory and also
store application-specific attributes in the shadow directory such as Local Backend workflow
element. The application believes it is communicating with a directory that stores all attributes,
but Oracle Unified Directory silently stores application-specific data in an alternate shadow
directory.

The Shadow Joiner encodes all primary participant DN's into a hash that is used to locate the
matching entry in the shadow participant. If the Join workflow element fails to locate a
corresponding record in the shadow participant, then it automatically creates a new one,
storing the designated attributes in the shadow participant. The Shadow Joiner type operates
transparently to the application, taking care of creating and renaming entries synchronized with
that of the primary workflow element.

The Shadow Joiner supports all LDAP operations. When an LDAP modify operation occurs,
the Shadow Join examines the parameters identified by the shadow participant's storable
attributes to see if any of those attributes should be stored in the secondary participant. If any
of these attributes exist, then the Shadow Join attempts to locate the local entry using the hash
of the primary entry.

e If the Shadow Join locates the local entry, then it performs the appropriate LDAP modify
operation on that entry.

e If Shadow Join does not find a local entry, it attempts a secondary search. The Shadow
Join searches using a primary key, in case the primary DN changed.

If the local entry is still not found, the Shadow Join automatically creates a new entry.

# Note:

For Shadow Joiner, the Join rule should involve the same attribute in both primary
and shadow participant. For example, pl.cn = p2.cn.

You must ensure replication is configured for shadow back end to achieve high availability.

Figure 12-18 shows a firewall, for example CheckPoint, configured to connect to an Oracle
Unified Directory. The Oracle Unified Directory uses Local Backend Database to maintain the
firewall schema, allowing integration of the firewall into the corporate enterprise directory
without requiring that the corporate enterprise directory schema be extended with application-
specific data. Instead, by storing it in Oracle Unified Directory Local Backend database, the
application-specific data can be managed by the team responsible for the firewall
management.
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Figure 12-18 Example Shadow Join Used for Storing Application-Specific Data Locally
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12.5.1.6 Understanding the Join Condition

ORACLE

Oracle Unified Directory enables you to define a filter condition for a Join rule, where only
those entries that satisfy the specified condition are considered for the Join. All entries that do
not satisfy the condition are returned, as is, without a Join.

You can configure a join filter condition with any of the Joiner types described in this chapter.
See Understanding Supported Joiner Types for a description of the different Joiner types.

Oracle Unified Directory always evaluates the Join condition with respect to the participant in
which it is defined. In most situations, it is useful to define this Join condition only in the primary
participant and not in other participants.

You specify a Join condition in the LDAP filter syntax, and you can define a Join condition
using any complex filter using OR and AND. For example:

(& (employeenumber=101) (sn=Smith))

Oracle Unified Directory always evaluates the Join condition based on the participant in which
it is defined. In the following example, Oracle Unified Directory considers only the users in P2
whose sn is Smith and departmentNumber is 101 for a join with P3, based on the
UserPrincipleName attribute. So, if you defined this configuration for P2, then it is associated
with participant P2.

ds-cfg-join-criteria: P2.uid = P3.UserPrincipleName
ds-cfg-join-condition: (& (departmentNumber=101) (sn=Smith))
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12.5.1.7 About Virtual Attributes Creation

You can create virtual attributes based on the physical attributes stored in multiple participants
of a Join workflow element. Because an attribute can be obtained from more than one
participant, variables that define the attribute content must be fully qualified. That is, the source
attribute value must include the name of the participant from which the attribute is taken.

For example, the following parameter creates a "mail" attribute from existing attributes in P1
and P2. This mail attribute is specified in the ds-cfg-create-virtual-attribute configuration
parameter of the Join workflow element.

ds-cfg-create-virtual-attribute: mail =
{Pl.firstName}.{P2.lastName}@{Pl.domainName}

In this case, the firstName and domainName attributes are taken from the P1 participant, and
the lastName attribute is taken from P2.

The Join workflow element supports creation of virtual attributes based on individual attribute
values from each participant. It also supports the simple concatenation or literal/attribute value
assignment.

* department = "ST"
e empid = P4.uid
* memberof = P8.dn

e mail = P3.CN + "." + P2.sn + "G@oracle.com";

12.5.1.8 Overview of Attribute Flow Settings

The following topics give an overview of the attribute flow settings, explains the working with
retrievable, non-retrievable, storable and non-storable attribute settings:

* Understanding Attribute Flow Settings
* About Retrievable and Non-Retrievable Attribute Settings
e About Storable and Non-Storable Attribute Settings

12.5.1.8.1 Understanding Attribute Flow Settings

ORACLE

Each participating data source has the privilege to specify which attributes can be retrieved
from it and which attributes can be stored in it. You can configure this privilege by specifying
the following attribute flow settings for each participating workflow element:

e retrievable-attribute and non-retrievable-attribute
o storable-attribute and non-storable-attribute

Specifically, these settings control how attributes flow into and out of a Join participant. They
also enhance security by preventing information from being requested by, or returned to, an
unauthorized client. In addition, for Join workflow elements, the attribute flow settings control
which attributes flow to which participant because multiple Join participants can contribute to
the same virtual joined entry.
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# Note:

Unlike access controls, the attribute flow settings provide silent enforcement, which
means they filter the request without returning an error to the client. In a high security
environment, this silent enforcement prevents the client from knowing whether they
are even allowed to see a particular attribute.

12.5.1.8.2 About Retrievable and Non-Retrievable Attribute Settings

When configuring a Join participant, both the retrievable-attribute and non-retrievable-attribute
lists are empty by default, which means all attributes are retrievable. However, you can specify
a list of attributes that the Join participant can or cannot retrieve as follows:

* Usethe retrievable-attribute setting to specify a list of attributes that the Join
participant can retrieve from the target directory.

This setting contributes to server performance and, in some cases, security because you
can only retrieve the specified attributes from a proxied server during SEARCH and COMPARE
operations.

In addition, you can use the retrievable-attribute setting to control attribute flow when using
the Join workflow element. Because the Join workflow element Joins entries from multiple
participants, you must configure the retrievable-attribute setting on each participant in the
Join workflow element to restrict the flow of attributes from the participants in the Join view.

e Usethe non-retrievable-attribute setting to specify a list of attributes that the Join
participant cannot retrieve from the target directory.

Specifying a list of retrievable attributes indicates that only specific attributes may be requested
from the proxied directory. An empty retrievable-attribute list indicates that all attributes are
retrievable — unless you specify a list of non-retrievable attributes.

For example, you can retrieve attribute A1 in the following circumstances:

» If both the retrievable-attribute and the non-retrievable-attribute lists are empty.

* If the retrievable-attribute list is empty, and the non-retrievable-attribute list does not
contain A1.

» |If the retrievable-attribute list contains A1, and the non-retrievable-attribute list does not
contain Al.

12.5.1.8.3 About Storable and Non-Storable Attribute Settings

ORACLE

When configuring a Join participant, both the storable-attribute and non-storable-
attribute lists are empty by default, which means all attributes are storable. However, you
can specify a list of attributes that the Join participant can or cannot store as follows:

e Usethe storable-attribute setting to specify a list of attributes that the Join participant
can store on the target directory.

This setting contributes to server performance and, in some cases, security because only
the specified attributes and their values are sent to the proxied server for ADD and
MODIFY operations.

In addition, you can use the storable-attribute setting to control attribute flow when using
the Join workflow element. Because the Join workflow element Joins entries from multiple
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participants, you must configure the storable-attribute settings on each participant in the
Join view to restrict the flow of attributes from participants in the Join view.

e Use the non-storable-attribute setting to specify a list of attributes that the Join
participant cannot store on the target directory.

Specifying a list of attributes indicates that only specific attributes can go to the participating
workflow element. An empty storable-attribute list indicates that all attributes are storable
— unless you specify a list of non-storable-attributes.

For example, you can store an attribute in the following circumstances:
e If both the storable-attribute and non-storable-attribute lists are empty.

e Ifthe storable-attribute list is empty, but the non-storable-attribute list does not
contain that attribute.

* |f the storable-attribute list contains the attribute, but the non-storable-attribute list does
not contain that attribute.

12.5.1.9 About Bind Operations

The Join workflow element supports user authentication for all participants. The Join workflow
element provides a bind fall-through feature that allows you to try password validation against
more than one data source. You must authenticate users against more than one data source
because user identities might exist in multiple directories and passwords might be stored in
any of the data sources.

To use the bind feature, you must configure the bind as an enabled operation in that
participant. Use the --set participant-bind-priority configuration parameter to assign a
bind priority to each participant in the Join workflow element, which determines the participant's
priority in processing the bind.

Each participant is assigned a bind priority and the bind falls through all of the bind participants
in the specified order until a successful bind is achieved. A bind failure is returned only when
all bind participants have failed to authenticate the user.

The bind priority can be any positive integer that is greater than or equal to zero. The priority
decreases from zero to higher integers. That is, the participant with least number has the
highest bind priority, the participant with the next least number has the next higher bind priority,
and so on. Zero has the highest priority.

If there is only one bind participant, then the bind error message from that participant is
returned if the bind fails. However, if there are multiple bind participants, then the bind error
message from the primary participant is returned if the bind fails for all the participants.

12.5.1.10 About DN Attributes Translation

DN attributes is a list of attributes to be treated as DNs for which namespace translation is
required, such as member, uniquemember, and manager. For example, when reading a group
entry from a proxied directory, Join workflow element converts the DN for the group entry and
the uniquemember or member attributes if these attributes are in the DN attributes list.

# Note:

Translate only those attributes that are needed by the client application. Entering all
possible DN attributes may not be necessary for an application.
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12.5.1.11 Configuring the Criticality of Join Participants

The criticality configuration parameter determines how the Join workflow element behaves
when a search being performed against a participant fails due to a host error. Criticality applies
only to search requests.

e WRITE operations are always critical in all participants.

* BIND and COMPARE operations are always non-critical in all participants, so that they can fall-
through all eligible participants until a success is found.

To configure criticality for a Join participant, use the dsconfig set-join-participant-prop
subcommand and set one of the following criticality flag values:

e true (default setting)

This setting indicates that the participant is considered critical. If a participant fails to return
a result because of an operation error, then the Join workflow element causes the overall
search operation to fail and returns a DSA Unavailable error to the client, regardless of
whether data was found in any other participant or not.

o false

This setting indicates to the Join workflow element that the failure to perform an operation
in the participant is not critical to the overall result. If a non-critical participant incurs an
operations error, then that result is omitted from the overall LDAP search results. The Join
workflow element returns partial results from any other participant and does not indicate
any error.

e partial

This setting indicates that the participant is partially critical, which implies that the
application can notify its own users that partial results were obtained. If a partially-critical
participant fails to return a result because of an operation error, then the Join workflow
element returns not only partial results but also an Admin Limit Exceeded error. While this
is not the expected error, the intention of this setting is to cause client application logic to
indicate that not all results are shown.

For example, the following command sets the criticality of a participant named
joinparticipant-1 to true:

dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file \ set-join-
participant-prop --element-name we-join \

--participant-name joinparticipant-1 \

--set participant-criticality:true

12.5.1.12 Understanding Enabled Operations

ORACLE

You use the ds-cfg-enabled-operation parameter to configure which LDAP operations to
perform on a Join participant. These operations include:

e ADD

e BIND

e COMPARE
e DELETE

e MODIFY

e MODIFYDN
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e SEARCH
The participant can participate only in the operations that you specify in this parameter.
e The COMPARE, DELETE, MODIFY, and SEARCH operations are enabled by default.

* You must configure BIND as an enabled operation to allow a participant to participate in
bind operations. If you enable the BIND operation, then the configured bind priority
determines the participant's priority when the bind is processing.

e The ADD and MODIFYDN operations are not enabled by default.

— If the Join is a shadow join, you can enable ADD and MODIFYDN on primary and
secondary participants.

— If the Join is not a shadow join, you can only enable ADD and MODIFYDN on the primary
participant.

12.5.1.13 Understanding How to Cascade Write Operations to Secondary

Participants

You can cascade write operations, such as DELETE and MODIFY, to secondary participants. That
is, if you delete an entry a primary participant, then the related entries in all secondary
participants are also deleted. However, this cascading operation is applicable only when you
configure the DELETE operation as an enabled operation in the associated secondary
participant and the relationship between the original participant and the to-be-cascaded-delete
participant is not many-to-one.

MODIFY operations are also cascaded to all eligible secondary participants based on their
enabled-operations configuration and storable attribute configuration. ADD and MODIFYDN are
cascaded only to shadow secondary participants based on the storable attributes configured in
those participants.

12.5.1.14 Understanding How to Use the Join Workflow Element to Implement Pass-
Through Authentication

ORACLE

You can configure the Join workflow element to delegate bind requests to the Authentication
(Auth) Provider workflow element and non-bind requests to the User Provider workflow
element, as depicted in Figure 12-19. This configuration also takes care of delegating MODIFY
PASSWORD requests to the Auth Provider workflow element and other MODIFY operations to the
User Provider workflow element.

Figure 12-19 Pass-Through Authentication Using the Join Workflow Element
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# Note:

For a simple pass-through authentication scenario, use the pass-through
authentication workflow element described in Overview of the Pass-Through
Authentication Mechanism.

Use the Join workflow element to configure pass-through authentication only if you have
special requirements that cannot be met by using the pass-through authentication workflow
element. For example, the pass-through authentication workflow element does not route bind
requests to the User Provider workflow element, and the user password is stored only in the
Authentication Provider workflow element. If you want a different deployment scenario, where
you want to store the user password in both the Authentication Provider workflow element and
the User Provider workflow element, then you can use the Join workflow element and
configure both providers to handle bind requests.

12.5.1.15 Handling LDAP Operations in Join Workflow Elements

If an attribute exists in both the primary and secondary participants, then the Join workflow
element merges the attribute values. For read operations, this implies that a multi-valued
attribute is returned with the values from all participants. For write operations, the proxy
queries all participants and determines where to write the value based on the storable
attributes configured in each Join participant.

This section contains the following topics:

e Considerations for Configuring the Join Workflow Elements

e Processing LDAP Operations Using the Join Workflow Element

12.5.1.15.1 Considerations for Configuring the Join Workflow Elements

ORACLE

When configuring the Join workflow element, you must keep the following points in mind:

*  When you have multiple attributes with the same name from multiple data sources, such
as two uid attributes from two different Proxy LDAP workflow elements, the Join workflow
element only displays a single value.

However, you can configure the Join workflow element to retrieve attribute values from a
specific participant. To do this, remove the attributes from the Retrievable Attributes field
for any participants for whom you do not want to view the attribute.

e You must configure virtual ACls correctly to grant or deny entries and attributes from a Join
workflow element.

*  When using a Proxy LDAP workflow element as a Join participant, the credentials you use
to perform operations in each participant plays a significant role, as follows:

— If you configure the use-specific-identity bind mode in the Proxy LDAP workflow
element, then only a specific identity is used for all non-bind operations.

— If you configure the use-client identity bind mode in Proxy LDAP workflow
element, then actual client credentials are used when userDN is a descendant of any of
the DNs configured in the include-1ist of a Proxy LDAP workflow element.
Otherwise, Oracle Unified Directory uses a specific identity to perform operations in the
Proxy LDAP workflow element.
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— All Proxy LDAP workflow elements must set the include-1list to the respective user
container DNs so that the bind correctly happens either with the client DN or with a
specific identity. This configuration also requires each participant's user container to be
unique, or the bind fails.

— You must always configure the proxy and root credentials in the Proxy LDAP workflow
element because some internal operations use those credentials. These credentials
are also required when you configure a include-1ist in a Proxy LDAP workflow
element.

12.5.1.15.2 Processing LDAP Operations Using the Join Workflow Element

Table 12-3 describes how the Join Workflow element processes each LDAP operation.

# Note:

The Join workflow element displays a single value only, if there are multiple attributes
with the same name from multiple data sources, for example two uid attributes from
two different Proxy LDAP workflow elements. However, you can configure the Join
workflow element to retrieve attribute values only from a specific participant. To view
the attribute from a specific participant only, you must ensure that the attribute is not
listed in the Retrievable Attributes field for the participant for which you do not want to
show the attribute for.

Table 12-3 How the Join Workflow Element Processes LDAP Operations
C_______________________________________________________________________________ |

LDAP Operation Processing Description
ADD «  Processed in the primary participant based on storable attributes and enabled operation.
«  Processed only in shadow secondary participant based on storable attributes configured in that
participant.

e For other Joiners, no processing is done for secondaries.
Store entry in the secondary participant if at least one attribute (except the link attributes) must
be stored in the shadow.
Typical shadow Join participant has storable attributes set. Implicitly add link attributes to
storable.

« Implicitly treat all Join attributes as storable, unless they are configured in the unstorable
attributes list.

BIND Processed in each bind participant based on bind priority.

COMPARE *  Processed in primary participant based on retrievable attributes and enabled operation.
* If COMPARE failed in primary participant, then COMPARE is processed in all secondaries based
on retrievable attributes and enabled operations.

DELETE e Processed for all participants where DELETE is enabled.
«  Not processed for participants that are on 1 side of a many-to-one relationship.
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Table 12-3 (Cont.) How the Join Workflow Element Processes LDAP Operations

- ______________________________________________________________________________________________|]
LDAP Operation Processing Description

MODIFY *  Processed in primary participant based on storable attributes and enabled operation.
«  For secondaries (any Joiner type), process modification if attributes are storable attributes.
e For a Shadow Joiner
Modify the shadow entry if the MODIFY attribute must be stored in the shadow participant.

If the shadow entry is missing, then create a new entry to store the MODIFY attribute if the
attribute must be stored in the shadow participant.
If the shadow entry is retrieved by searching a second shadow, then rename the shadow entry to
a correct value.

< For all Joiner types, implicitly treat all attributes as unstorable to maintain the link. Does not allow
modification of link attribute through the Join workflow element. The operation succeeds, but the
link attribute is not modified.

< Inall participants where the MODIFY attribute is not a link attribute, the modification takes place if
that attribute is defined as storable.

MODIFYDN e Processed in primary participant based on enabled operation.
e For Shadow Joiner, update the shadow entry DN.
«  For other Joiner types, no processing done for secondary participants.
e For all Joiners, does not allow MODDN for link attributes and if deleteoldrdn is true.

SEARCH Processed in primary participant first. Then, joins the entry with all eligible secondary participants for
each entry returned from the primary that satisfies the Join condition.

12.5.2 Overview of Optimizing Search Results From Virtual Directories
Using Workflow Elements

Oracle Unified Directory provides two workflow elements that automatically narrow search
results to help you more efficiently view or retrieve data from virtual data sources.

You can insert the following workflow elements into any workflow that returns search results:

e GetRidofDuplicate

The GetRidofDuplicate workflow element removes, from search results for the current
search operation, all the entries whose DN has already been returned to the client
application. This is useful when a workflow element is likely to return several entries,
maybe hundreds, with the same DN.

e HideByFilter

The HideByFilter workflow element enables you to control in fine detail which entries are
returned by search operations. For example, if you use Oracle Unified Directory as an
address book directory, you can display only the entries for customer service
representatives. First, give customer service representatives an ou value such as CSR.
Then you can use the HideByFilter workflow element with the hideByFilter set to
ou=CSR. When the directory is searched, only the customer service representatives entries
are returned.

For detailed information about configuring the GetRidOfDuplicates and HideByFilter
workflow elements, see Optimizing Search Results From a Virtual Directory .
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12.5.3 Understanding Addition 0Of remexor User Attributes 0 pe-son Entries

You can configure the VirtualMemberof workflow element to add the memberof user attribute to
person entries, which is useful when you want applications see group membership, but do not
want them to perform secondary searches for those groups.

The memberof attribute values are the DNs of any groups to which the person entry belongs.

# Note:
The VirtualMemberOf workflow element only impacts the SEARCH operation

For information about creating and configuring a VirtualMemberof workflow element,
see Adding the memberof User Attribute to person Entries.

You can use the memberof attribute in a search filter (for example, MemberOf=groupl); however,
memberof does not support the following combinations:

e PRESENT, SUBSTRING, GREATER OR EQUAL, LESS OR_EQUAL for memberof

e OR filter with an inner memberof component

e NOT filter with an inner memberof component

» Pattern-based search filter, such as a wildcard character (for example, memberOf=cn=*)

Based on these restrictions, an inner memberof component is supported only in AND filters.

When you use the memberof attribute in the search filter, Oracle Unified Directory only returns
entries with objectclass=person. The VirtualMemberof workflow element does not support
using the memberof attribute on a non-person entry.

12.5.4 Overview of Renaming DNs Using the Proxy

You can rename DNs using the proxy as explained in the following topics.
This section includes the following topics:

e About DN Renaming Using the Proxy

e Understanding How the DN Renaming Workflow Element Works

12.5.4.1 About DN Renaming Using the Proxy

ORACLE

Each entry in a directory is identified by a DN and a set of attributes and their values.
Sometimes, the DN and the attributes defined on the client side do not map with the DN and
the attributes defined on the server side. For instance, an organization, Example A contains
dc=parentcompany, dc=com entries. It acquires another organization, Example B. Example B
contains dc=newcompany, dc=com entries. Therefore, dc=newcompany, dc=com must be renamed
to de=parentcompany, de=con for the existing client applications to work correctly.

You can define a DN renaming workflow element to rename DNs to values that match the
server side. When a client makes a request, the DNs and attributes are renamed to match
those in the server. When the result is returned to the client, the DN and attributes are changed
back to match what the client has requested.
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# Note:

For information about configuring DN renaming, see Performing DN Renaming.

12.5.4.2 Understanding How the DN Renaming Workflow Element Works

ORACLE

Oracle Unified Directory provides a DN renaming workflow element that allows you to
transform the content of a Directory Information Tree (DIT) into another DIT with a different
base DN. When an operation (Add, Bind, Delete, Modify, and so on) goes through a DN
renaming workflow element, its parameters are transformed according to the DN renaming
configuration to transform the virtual entries into real entries.

Figure 12-20 illustrates how DN renaming is performed using the proxy.

Figure 12-20 DN Renaming

o

¥

dc=server,dc=com dc=server,dc=com
| |

| | | |
ou=myorg ou=other ou=people ou=other

| |
DN: uid=user, Oracle Unified Directory Proxy DN: uid=user,
ou=myorg,dc=server,dc=com ou=people,dc=server,dc=com
Phone: x38999 <> ou=people,dc=server,dc=com <> Phone: x38999
Manager: uid=mgr, viewed as Manager: uid=mgr,
ou=myorg,dc=server,dc=com ou=myorg,dc=server,dc=com ou=people,dc=server,dc=com
Ou: people Ou: people
DN: uid=user,ou=other,dc=server,dc=com DN: uid=user,ou=other,dc=server,dc=com
Phone: x38998 Phone: x38998
Manager: uid=mgr, Manager: uid=mgr,
ou=myorg,dc=server,dc=com ou=people,dc=server,dc=com
Ou: other Ou: other

The client expects ou=myorg, dc=server, dc=com entries. However, the LDAP server contains
ou=people, dc=server, dc=com entries. The proxy renames the DNs by making use of the DN
renaming workflow element.

In this example, the real entries ou=people, dc=server, dc=com are Seen as ou=myorg,
dc=server, dc=com entries from the client side.

The DN renaming transformation is applicable to the following objects:

e DN of the entry

For example, the real entry on the LDAP server dn:uid=user, ou=people, dc=server,
dc=com is transformed into a virtual entry dn:uid=user, ou=myorg, dc=server, dc=com from
the client perspective
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e Attributes of the entry that contain either DNs or Name And Optional UIDs syntax

For example, the server-side value of the manager attribute of an entry with an objectclass
inetorgperson has a DN syntax: manager: uid=mgr, ou=people,dc=server,dc=com and is
transformed into the value manager: uid=mgr, ou=myorg, dc=server, dc=com on the client
side.

In another example, the server-side value of the uniquemenber attribute has a Name And
Optional UID syntax (as defined in RFC 4517) as uniquemember:

uid=member, ou=people,dc=server,dc=com#'0111'B and is transformed into the value
uniquemember: uid=member, ou=myorqg,dc=server,dc=com#'0111'B on the client side.

# Note:

You can apply the transformation to all the user attributes of the entries, define a
restricted list of attributes to which the operation applies, or define a restricted list of
attributes to which the operation does not apply.

12.5.5 Understanding How to Modify RDN Values Using the Proxy

ORACLE

Oracle Unified Directory enables you to rename or replace RDN values from the source
directory to Oracle Unified Directory using the RDNChanging configuration.

< Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

# Note:

For information about configuring RDN changing, see Performing RDN Changing
Configuration.

Figure 12-21 illustrates how RDN changing is performed using the proxy.
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Figure 12-21 RDN Changing

Client view Remote server (source) view

% n

dc=example,dc=com dc=example,dc=com
ou=people ou=people
EnN(:)Sizzg lIJeS Z::Eg;(am le,dc=c 1
- e S Oracle Unified Directory Proxy ou=people,dc=example,dc=com
Ehene o Phone: xxxx
b e > RDN uid=yyy viewed as <« | uid: myuid
uid: myuid . . )
cn=xxx from the client side cn: my user cn

cn: my user cn
Manager: cn=my manager cn,
ou=people,dc=example,dc=com
objectclass: inetorgperson

Manager: uid=mymanageruid,
ou=people,dc=example,dc=com
Ou: people

objectclass: inetorgperson

# Note:

The relative distinguished name (RDN) is the leftmost element in an entry DN. For
example, the RDN for uid=Marcia Garza,ou=People,dc=example,dc=com iS
uid=Marcia Garza. You can only change the leftmost element in an entry DN.

The RDNChanging configuration has the following parameters:

* objectclass

Identifies the objectclass type that RDN renaming is performed on. The default setting is
person.

* replace-value

True or False: Indicates whether the value of original RDN value in the client view
(identified by the source-rdn parameter) should be replaced by the value of the new RDN
value (identified by the client-rdn parameter). The default setting is true.

# Note:

When the value is set to true, and an entry has multiple values for the new RDN
attribute, then Oracle Unified Directory uses the first value in RDN.

e source-rdn
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Identifies the original RDN attribute name from the source directory to be replaced or
renamed in Oracle Unified Directory.

e client-rdn

Identifies the new RDN attribute name to be used in Oracle Unified Directory and replaces
the attribute name identified by the source-rdn configuration parameter.

e dn-attributes

List of attributes with DNs to perform RDN renaming on. The default list of attributes are
member, manager, and owner.

12.5.6 Understanding How to Retrieve Attributes from a SAML Identity
Provider Using SAML XASP

Oracle Unified Directory provides a workflow element that retrieves attributes from a SAML
Identity Provider using the SAML X.509 Attribute Sharing Profile.

e Overview of SAML XASP Workflow Element
e Configuration Parameters for SAML XASP Workflow Element

For more information on how to create a new SAML XASP workflow element or how to modify
the properties of an existing workflow element, see Configuring SAML XASP.

12.5.6.1 Overview of SAML XASP Workflow Element

ORACLE

The SAML XASP workflow element allows Oracle Unified Directory to retrieve attributes from a
SAML Identity Provider using the SAML X.509 Attribute Sharing Profile.

Oracle Unified Directory sends SAML V2.0 assertion queries to an identity provider. The
content of the SAML response is then used to build an entry that will be returned by the SAML
XASP workflow element.

The SAML XASP workflow element can operate on three types of search operations:

e A subtree search on the custom adapter base with a filter containing
(certificatedn=cn=user1,cn=users,dc=example,dc=com)

This search is transformed into a SAML V2.0 assertion query requesting the information for
the subject cn=userl1,cn=users,dc=example,dc=com. If the query returns an entry, this
entry is added in the cache and indexed by its cn.

e A base search on the cn=userl,cn=users,dc=example,dc=com entry

This search is transformed into a SAML V2.0 assertion query requesting the information for
the subject cn=userl1,cn=users,dc=example,dc=com or returns the entry if it is already
contained in the cache.

e A subtree search on the custom adapter base with a filter containing (cn=user1)

The entry is searched in the cache.

< Note:

In the preceding descriptions, you can replace certificatedn with the value of the
xasp-attribute-name configuration parameter, and cn with the value of the xasp-
index configuration parameter.
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12.5.6.2 Configuration Parameters for SAML XASP Workflow Element

Learn about the various SAML XASP workflow element configuration parameters, their names,
descriptions, allowable values and formats, and rules to perform an action based on the values
provided, from the tabular column below.

Table 12-4 describes the configuration parameters needed to configure SAML XASP workflow
element:

Table 12-4 Configuration Parameters for SAML XASP Workflow Element
]

Property Description Mandatory or Value
Optional
xasp-ws-url Defines the web service URL of the identity = Mandatory String
provider. For example,
http://
hostname:port/fe
d/ar/soap.
xasp- Defines the attribute that contains the DN of Mandatory String
attribute-name the entry in the search filter. For example,
certificatedn.
xasp-contains- Defines a string that must be part of the DN Mandatory DN
dn of the entry. For example,
For example, dc=example. dc=example.

If the DN of the entry does not contain this
exact string (ignoring case), then the entry is
not returned. This parameter allows the
workflow element to restrict the searches to a
portion of the DIT, for example only entries
below cn=users. If you do not want to restrict
the searches, specify dc=example.

xasp-base-dn Base DN to be used in case the value is not Mandatory DN
present in filter. For example,
dc=example,dc=c
om.
xasp-ttl Defines the Cache Time-To-Live in Optional String

milliseconds (Default value and minimal
value is 5000).
xasp-debug Specifies whether to log additional Optional Boolean

messages. true, false
e true: Log additional messages.

e false: Do not log additional messages.

(Default)
xasp-reverse-  Defines whether the DN contained in the Optional Boolean
dn certificate is reversed. true, false
For example,

dc=com,dc=example,cn=users,cn=userl.
e true: Specify if the dn is reversed.

* false: Specify if the dn is not reversed.
(Default)
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Table 12-4 (Cont.) Configuration Parameters for SAML XASP Workflow Element
]

Property Description Mandatory or Value
Optional
xasp-index Defines a comma-separated list of attributes  Optional String
that is used to index the results. For example, cn.
# Note:

To be indexed,
this attribute
must be part of

the SAML
response.
xasp-response  Defines a comma-separated list of attribute ~ Optional String
value pairs that is added to each returned For example,
entry. department=Sale

S.

12.5.6.3 Considerations for Using the SAML XASP Workflow Element

Consider the following points while using the SAML XASP workflow element:

* None of the logical operators have any significance in the LDAP search filter

e The LDAP search filter works only for xasp-attribute-name and xasp-index (if xasp-
attribute-name is not present in the filter)

* Regular expressions do not work with the LDAP search filter for SAML XASP workflow

12.5.7 Understanding ForkJoin Workflow Element

The ForkJoin workflow element aggregates data from two remote data sources at real time.
This section describes the following topics:
e Overview of ForkJoin Workflow Element

e About ForkJoin Participants

e Configuration Parameters for ForkJoin Workflow Element

12.5.7.1 Overview of ForkJoin Workflow Element

Oracle Unified Directory supports ForkJoin workflow element. It solves the problem of split-
profiles, where the user data is split across two repositories.

The ForkJoin workflow element can have one primary participant and one secondary
participant, each of which is a workflow element of any type. The ForkJoin workflow element
allows you to search (search filter) against the primary participant, the secondary participant, or
both the primary and the secondary participant. However, the Join workflow element allows
you to search (search filter) against the primary participant only.
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For example, consider a scenario where user data resides in multiple identity sources, with
samaccountname, sn, givenname, and employeenumber in Active Directory. However, the title
attribute is stored in a Human Resources database. Assume, Active Directory configured as
the primary participant and Human Resources database configured as the secondary
participant. Now, with ForkJoin workflow element configured, when an LDAP-enabled
application queries the user data based on samaccountname, Or title, or both then Oracle
Unified Directory retrieves user entries based on the filter from both Active Directory and the
Human Resources database.

12.5.7.2 About ForkJoin Participants

ForkJoin participants are the workflow elements that are participating in the ForkJoin
configuration topology. There are two types of ForkJoin participants, the primary participant
and the secondary participant.

The ForkJoin workflow element can have one primary participant and one secondary
participant, each of which is a workflow element of any type. You determine which participant is
primary.

For each data backend (LDAP or RDBMS), you must create either a Proxy LDAP workflow
element or RDBMS workflow element that is associated with the backend to retrieve
information from that backend. You can then formulate these workflow elements as participants
of a ForkJoin workflow element topology.

# Note:

See Implementing ForkJoin Workflow Element Configuration Model to learn how to
deploy a ForkJoin configuration.

You must keep the following points in mind while implementing ForkJoin workflow element
configuration:

«  ForkJoin workflow element configuration supports only a single secondary participant.

«  ForkJoin workflow element configuration allows simple Join rule of the format primary-
participant-attribute=secondary-participant-attribute. For instance, sn=cn where
sn is the attribute in the primary participant and cn is the attribute in the secondary
participant.

* When join-policy is setto full-outer-join and BIND operation is enabled on
secondary participant, then bind is allowed even for secondary-only users that do not exist
in the primary participant at all.

12.5.7.3 Configuration Parameters for ForkJoin Workflow Element

Learn about the various ForkJoin workflow element configuration parameters, their names,
descriptions, and functionality.

The following table describes the ForkJoin workflow element configuration parameters:
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Table 12-5 Configuration Parameters for ForkJoin WorkFlow Element

Property

Description

Mandatory or Optional

Value

cache-size

Defines the maximum Optional
number of entries that
can be stored in the
cache used to filter out
entry duplicates. When
the entry duplicates
filtering is active, the
ForkJoin workflow
element stores the
returned entry DNs in a
cache. A cache is
specific to a search
operation, and when the
cache is full, the search
operation is aborted. By
default, the cache can
handle 10000 DNs.
When the cache size is
set to 0 or is negative,
then no limit is enforced.

10000

dn-attribute

Defines the DN syntax ~ Optional
attribute whose DN need

to be translated to that of

ForkJoin workflow

element.

manager, member,
memberof,
uniquemember

enabled

Indicates whether the
workflow element is
enabled for use in the
server. If a workflow
element is not enabled,
then its contents are not
accessible when
processing operations.

Mandatory

true, false

join-suffix

Defines the virtual DN Mandatory
that will be exposed by

the ForkJoin workflow

element.

A valid DN, for example
dc=example, dc=com.

populate-
joinedentrydn

Decides if the attribute ~ Optional
joinedentrydn has to

be populated in the

joined entries.

true, false
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Table 12-5 (Cont.) Configuration Parameters for ForkJoin WorkFlow Element

Property Description Mandatory or Optional Value

primary-and- Defines a list of Optional The name of an attribute
secondary- attributes that are type defined in the
attributes present in both the server schema.

primary and secondary
participants and which
the application can use
in the search filter. The
attributes identified by
the primary-and-
secondary-
attributes
configuration parameter
cannot also be identified
by the secondary-
only-
attributesconfiguratio
n parameter.

The objectclass
attribute is always
considered as primary-
and-secondary-
attributes by default,
even if not explicitly
configured.

secondary-only-
attributes

Defines a list of Optional
attributes that are
present only in the
secondary participant
and which the
application can use in
the search filter. The
attributes identified by
the secondary-only-
attributes
configuration parameter
cannot be identified by
the primary-and-
secondary-
attributes
configuration parameter.

By default, the
secondary-only-
attributes attributes
list is empty, which
means that participant is
not responsible for
handling any attributes
that are present in
search filter. When it is
empty for all the
participants then all
search attributes are
considered to be in
primary participant. The
value is the name of an
attribute type defined in
the server schema.
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Table 12-5 (Cont.) Configuration Parameters for ForkJoin WorkFlow Element

Property Description Mandatory or Optional Value

join-policy Defines the Join policy =~ Mandatory standard-join,
configuration for this left-outer-join,
ForkJoin workflow full-outer-join

element, which decides
what entries are
returned from search
operation. This is
analogous to Database
join.

It supports the following
values:

* standard-join:
Returns all entries
that satisfy the
search filter in the
primary participant
after joining the
corresponding
entries in secondary
participants.

. left-outer-join:
Returns all the
entries in the
primary participant
after joining with
corresponding
entries in secondary
participant
(standard-join),
and returns entries
from the secondary
participant that
satisfy the join
condition and which
have a
corresponding
match in primary
participant. This is
the equivalent to
Left Outer Join in
database
terminology.

e full-outer-join:
Returns all the
entries in the
primary participant
after joining with
corresponding
entries in secondary
participant
(standard-join);
returns entries from
the secondary
participant that
satisfy the join
condition and which
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Table 12-5 (Cont.) Configuration Parameters for ForkJoin WorkFlow Element

_______________________________________________________________________________|
Property Description Mandatory or Optional Value

have a
corresponding
match in primary
participant (Left-
outer-join); and
returns entries from
the secondary
participant that
satisfy the search
filter but do not have
a matching entry in
primary participant.
This is the
equivalent to Left
Outer Join + Right
Outer Join in
database
terminology.
For conditional joins
when full-outer-
join is configured, the
entries in secondary
participant are mapped
to entries in primary
participant without
considering the filter in
join condition.

# Note:

At a minimum, you must set either the secondary-only-attributes Of primary-and-
secondary-attributes configuration parameter to implement the ForkJoin workflow

element. See Implementing ForkJoin Workflow Element Configuration Model to learn
how to deploy a ForkJoin configuration.

12.5.8 Understanding DynamicGroups Workflow Element

The DynamicGroups Workflow Element operates by monitoring the returned LDAP objects and
detects the entries where the memberURL attribute is present and the objectclass is

groupOfURLs.

This section contains the following topics:
e Overview of DynamicGroup Workflow Element

e Configuration Parameters for DynamicGroup Workflow Element
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12.5.8.1 Overview of DynamicGroups Workflow Element

ORACLE

The DynamicGroups Workflow Element enables Oracle Unified Directory to process LDAP
objectclasses that are group0fUrls (referred to as a "dynamic group") and convert it into a
virtual static group or groupOfUniqueNames equivalent.

The DynamicGroups Workflow Element automatically processes any memberURL values and
adds the results to the uniqueMember attribute. This dynamic object processing allows
administrators to define groups that hold both static members and dynamic members while
maintaining compatibility with applications that may not normally support the groupOfUrls
objectclass.

For example, consider the search query as follows:

ldapsearch -D bindDN -g -b ou=groups,ou=airius,o=yourcompany.com -s sub " (memberurl=*)"

cn=test, ou=groups,ou=airius, o=yourcompany.com

cn=test

memberURL=1dap:///ou=accounting, o=yourcompany.com??sub? (& (objectclass=person) (ob]
ectclass=organizationalperson))

objectclass=groupofUniqueNames

objectclass=groupOfUrls

objectclass=top

uniqueMember=cn=Paul Jacobs,ou=People,ou=Airius, o=yourcompany.com
uniqueMember=cn=Wendy Verbaas,ou=People,ou=Airius, o=YourCompany.com

cn=TestCheck, ou=groups, ou=airius, o=yourcompany.com
memberURL=1dap:///ou=alt bind, o=yourcompany.com??sub? (cn=*)
objectclass=groupofUniqueNames

objectclass=groupOfUrls

cn=TestCheck

In the above example, two groups are returned. The first group holds two static members and
has a memberURL defining a particular directory subtree to also be members.

When the DynamicGroups Workflow is enabed, the same query results as follows:

./ldapsearch -D bindDN -gq -b ou=groups,ou=airius,o=yourcompany.com -s sub " (cn=test)"
uniqueMember

cn=test, ou=groups,ou=airius, o=yourcompany.com

memberURL=1dap:///ou=accounting, o=yourcompany.com??sub? (& (objectclass=person) (obj
ectclass=organizationalperson))

objectclass=groupOfUniqueNames

objectclass=groupO0fUrls

objectclass=top

cn=test

uniqueMember=cn=Paul Jacobs,ou=People,ou=Airius, o=yourcompany.com
uniqueMember=cn=Wendy Verbaas, ou=People,ou=Airius, o=YourCompany.com
uniqueMember=cn=Vipi Velasquez,ou=accounting, o=yourcompany.com
uniqueMember=cn=Preston Pena-Fernandez,ou=accounting,o=yourcompany.com
uniqueMember=cn=Andreas O'Hara,ou=accounting, o=yourcompany.com
uniqueMember=cn=Chitra Guenette,ou=accounting, o=yourcompany.com

uniqueMember=cn=Jim Ward, ou=accounting, o=yourcompany.com

The DynamicGroup Workflow Element expands the memberURL value (that is, it executes an
LDAP search query with the base, scope, and filter specified in the memberURL and adds the
returned DNs to the member attribute) if, and only if, the search filter specified in the client
request does not return any entries from a backend directory.
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To know more about how the DynamicGroup Workflow Element expands the memberURL , See
Testing the DynamicGroups With and Without Expanding memberURL Attribute

12.5.8.2 Configuration Parameters for DynamicGroups Workflow Element

ORACLE

Learn about the configuration parameters for DynamicGroup Workflow Element and their

functionality.

The following table describes the allowed properties and their description.

Table 12-6 Configuration Parameters for DynamicGroups Workflow Element

Property

Descriptio Mandatory or Optional

n

Default Value

check-url-
base

enabled

Defines Optional
whether or
not to honor
the base
and scope
specified in
memberURL
while
performing
membershi
p queries

Definesif =~ Mandatory
the property
is enabled
or not for
use in the
server. If a
Workflow
Element is
not
enabled,
then its
contents
are not
accessible
when
processing
operations.
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Table 12-6 (Cont.) Configuration Parameters for DynamicGroups Workflow Element

Property Descriptio Mandatory or Optional Default Value
n

Expand-url Defines Optional -
whether the
dynamic
groups
have to be
expanded
or not.

If this value
is not
explicitly
configured,
itis
implicitly
calculated
based on
the
requested
attributes of
a search
request. For
implicit
calculation,
if the
requested
attributes in
a search
query
request is
the
member/
uniquemen
ber
attribute,
then the
group is
expanded.
Otherwise,
the group is
not
expanded.
This
explicitly
configured
value will
override the
implicit
behavior.
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Table 12-6 (Cont.) Configuration Parameters for DynamicGroups Workflow Element

Property Descriptio Mandatory or Optional Default Value
n

fetch-both- Defines Optional False
static- whether or
dynamic not to fetch

both static

and

dynamic

groups

which a

useris a

member of.

If set to
false,
fetches only
static
groups to
which a
particular
searched
user
belongs,
and it does
not fetch
the
dynamic
group.

If set to
true,
fetches
both static
and
dynamic
groups for
the
searched
user.
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Table 12-6 (Cont.) Configuration Parameters for DynamicGroups Workflow Element

Property

Descriptio Mandatory or Optional

n

Default Value

Global-
search

Defines
whether or
not to
perform
global
search
while
expanding
dynamic
group.

If set to
true, then
the search
would be
performed
against the
entire
network
group which
the current
workflow
element
belongs to.

If set to
false, then
the search
would be
performed
starting
from the
next
workflow
element.

12-73



Chapter 12
Understanding Virtualization

Table 12-6 (Cont.) Configuration Parameters for DynamicGroups Workflow Element

Property Descriptio Mandatory or Optional Default Value
n

member- Defines the Optional uniguemember

attribute name of the
attribute
that stores
group
member
values.
This
attribute
along with
the
appropriate
objectclass
would be
added to
the
dynamic
group entry
after
expanding
memberUR
L attribute
of the entry.

next- Defines the Mandatory userRoot
workflow- next
element workflow

elementin

the chain of

workflow

elements

user- Defines the Optional A valid DN

search- optional

base value for a
virtual
search
base that
needs to
override the
base
specified in
an LDAP
URL.

# Note:

If expand-url is not defined, the search request for all attributes does not expand
dynamic groups. For example, the dynamic group workflow element created with
default options, the search query request for all attributes with filter containing cn
does not expand dynamic groups.
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See Configuring DynamicGroup Workflow Element to learn how to configure dynamic group
workflow element.

12.6 Understanding the Global Index Catalog

ORACLE

A global index catalog can be used with a distribution deployment. If you are configuring a
capacity based distribution, you must have a global index, with DN indexed.

The global index catalog maps the entries to the distribution partition in which the data is held.
When the proxy receives a request from the client, the distribution looks up the attribute entry
in the global index catalog, and forwards the client request to the correct partition. This
diminishes the need for broadcasts. Moreover, if a modify DN request is made, the global index
catalog will ensure that the entry is always found.

A global index catalog maps the entries based on specific attributes, such as employee
number or telephone number. The value of the attribute to be indexed must be unique across
all the entries. You cannot use a global index to map entries based on country, for example, as
that information is not unique.

If you index an attribute whose values are not unique, the proxy server might be unable to
return all the requested entries. Say, for example, that you index the mail attribute, whose
values are not necessarily unique. You now add the following two entries in sequence:

e Entry 1, with uid=user.1 and mail=joe.smith@example.com iS sent to partition 1.
e Entry 2, with uid=user.2 and mail=joe.smith@example.com iS sent to partition 2.

In this situation, the global index mail keeps reference to the second entry only. A search with
the filter (mail=joe.smithQexample.com) Will return only the second entry, uid=user.?2.

A global index catalog can include several global indexes. Each global index maps a different
attribute. For example, you can have one global index catalog called GI-catalog, which
includes a global index mapping the entries based on the telephone number and one mapping
the entries based on the employee number. This means that you can forward client requests to
the right partition using either the telephone number or the employee number.

Global index catalogs and global indexes are created and configured using the gicadm
command.

# Note:

For more information see Configuring Global Indexes Using the Command Line and
gicadm.

The global indexes can be populated with data from LDIF files. The data from one LDIF file can
be split into partitions using the split-1dif command. For more information, see split-Idif.

A global index catalog should be replicated to avoid a single point of failure. For information on
replicating the global index catalog, see Replicating Global Index Catalogs.

Consider the following example that uses a global index catalog for telephone numbers.

A typical example of a unique attribute which can be used to create a global index is a
telephone number: the value of the attribute is unique, that is, only one person (employee, for
example) can have that telephone number.
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In the example below, the entries in the database have been split based on the telephone
number. The global index includes the following information:

Value Partition ID
4011233 1
4011234 1
7054477 2

The global index does not store the name of the employees, location, and other attribute
values that may be associated to the telephone number. It only maps the attribute indexed to
the partition. The data associated to the indexed value (here telephone number) is stored in
the remote LDAP server.

If an employee has multiple phone numbers, these are regarded as multi-valued entries. In this
case, if the global index is created based on the telephone number, there will be two global
index entries that will result in finding one employee, say Ben Brown.

In the example above, employee Ben Brown could have both telephone number 4011233 and
7054477 assigned to him. In this case, a search on one of Ben Brown's telephone number

would return the correct partition, and all the information associated to the telephone number,
including the name Ben Brown, regardless that he has two phone numbers attributed to him.

12.7 Understanding the Transformation Framework

Oracle Unified Directory supports transformation of data through the definition of workflow
elements. By creating an instance of workflow element you can display physical data in a
different way.

# Note:

To use the virtual directory capabilities described here, you must have a valid Oracle
Directory Service Plus license.

This section describes how transformation in Oracle Unified Directory occurs and contains the
following topics:

e Overview of Transformation
*  Components of Transformation

* Examples of Transformation Use Case Configuration

# Note:

For information about configuring transformation, see Configuring Transformations.

12.7.1 Overview of Transformation

A transformation performs a specific action in a certain direction. You must specify the
transformations that you need and define these on an existing workflow element.
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The data structure of an LDAP client application may differ from the data structure of the LDAP
repository. They may differ on the schema (different types of attribute in the entries) or the
values (same attribute name with different semantic of values). This is where you need
transformation.

The topics in this section include:

¢ Overview of Transformation Models

* Implementing Transformation in Oracle Unified Directory

12.7.1.1 Overview of Transformation Models

The direction of transformation (that is whether the transformation is applied during the
request, during the response, or both) determines the transformation model.

Transformations can be categorized into the following types:

* Read transformations (outbound transformations): For more information, see
Understanding Read Transformations.

e Write transformations (inbound transformations): For more information, see
Understanding Write Transformations.

« Mapping transformations (bidirectional transformations): For more information, See
Understanding Mapping Transformations.

12.7.1.1.1 Understanding Read Transformations

ORACLE

The read transformation is the most common transformation. A read transformation is applied
only during the response to a request. No transformation is applied during the request and the
physical data is not changed.

Figure 12-22 illustrates the concept of a read transformation.

Figure 12-22 Read Transformation

Request Request

q _— R _—
Client Transformation

Application Actions
<

o

Transformed Original
Response Response
Data Source

Consider a scenario of an organization that has a legacy application whose function is to
display person entries. The application does not support entries that do not contain an email
attribute. The physical data source has been upgraded and the email attribute no longer exists
for person entries.

You must apply a transformation here, which is to add the email attribute during the search
response. This transformation changes the entry that is read from the data source and adds an
email attribute whose value is firstname.surname@mycompany.com. No reverse transformation
is required and the physical data is not changed.
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12.7.1.1.2 Understanding Write Transformations

A write transformation is applied during the request, but not during the response. A write
transformation modifies data provided by the client before storing it in the back end.

Figure 12-23 illustrates the concept of a write transformation.

Figure 12-23 Write Transformation
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Consider a scenario of an organization that has a legacy application whose function is to add
person entries to a data source. The application adds the entries without the email attribute.
The physical data source has been upgraded and the email is now a mandatory attribute for
person entries. You must apply a transformation here, which is to add the email attribute
during the add request. This transformation changes the entry that is written to the database.
No reverse transformation is required.

12.7.1.1.3 Understanding Mapping Transformations

ORACLE

The mapping transformation is the most common transformation. It is bidirectional in the sense
that it is first applied during the request, and the reverse is applied during the response. These
transformations are called mappings, because an attribute or entry in the physical data view
maps to an attribute or entry in the virtual data view. Mapping transformations enable you to
process existing values before assigning them to a DN component, an attribute type or value,
or an object class.

Figure 12-24 illustrates the concept of a mapping transformation.

Figure 12-24 Mapping Transformation
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Data Source

Consider a scenario of an organization, which has a physical data source that contains entries
with the attributes surname and firstname. The organization has a client application that
requires entries to have a cn (common name) attribute of the form firstname surname.

The client application sends a search request for an entry of the form cn=Joe Smith. A
transformation is defined that extracts the firstname and surname during this request and
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transforms the request to one of the form surname=Smith, firstname=Joe. The corresponding
entry is located in the data source. Before returning this entry to the client application, the
inverse transformation is performed. The client application receives the entry as cn=Joe

Smith, which it understands.

This request is transformed to be of the form surname=Smith, firstname=Joe.

12.7.1.2 Implementing Transformation in Oracle Unified Directory

Oracle Unified Directory is an LDAP server that supports transformations in a proxy server.

To implement transformations, you must:

Create an instance of a workflow element of type transformations.

Insert the transformation workflow element in the desired workflow elements list.

# Note:

e For more information about the architecture of Oracle Unified Directory, see
Overview of Oracle Unified Directory Architecture.

e For more information about configuring transformations, see Configuring
Transformations.

A transformation workflow element instance is essentially a data view on which certain
transformation actions are defined.

12.7.2 Components of Transformation

Understand about the components for configuring the workflow elements for transformation.

The topics in this section are:

Overview of Transformation Types
Overview of Transformation Conditions

Defining Attribute Values for Transformation

12.7.2.1 Overview of Transformation Types

ORACLE

To configure the workflow element of transformation types use the following set of
transformations:

addOutboundAttribute Transformation Type
filterOutboundAttribute Transformation Type
addInboundAttribute Transformation Type
filterInboundAttribute Transformation Type
mapAttribute Transformation Type
map-object-class Transformation Type

tokenize-attribute Transformation Type
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# Note:
Here:

e Client side: Refers to the side where the Oracle Unified Directory server
interacts with the client application.

* Source side: Refers to the side where the Oracle Unified Directory server
interacts as a data server with its local data source, or as a proxy server with a
remote server.

* Inbound direction: Refers to the direction where transformations are applied
from the client to the source.

e Outbound direction: Refers to the direction where transformations are applied
from the source to the client.

12.7.2.1.1 addoutboundattribute Transformation Type

The addoutboundAttribute transformation adds a virtual attribute or value(s) to entries
returned to the client during a SEARCH operation, when the list of attributes in the request is
either undefined (all) or when it contains this attribute.

When you cannot determine if an entry already contains a virtual attribute, the conflict-behavior
parameter decides which of the following policy will apply:

e The virtual value is not added
e The virtual value is added and merged with the existing values
e The virtual value replaces the existing one

If you are aware that the virtual attribute is searchable in the source repository, which implies
some entries in the source repository contain the virtual attribute and searches are optimized
on this attribute, and if the flag virtual-in-source is set then the transformation process
forwards the virtual attribute to the source repository in the SEARCH REQUEST filter. Usually, the
virtual attribute is not forwarded to the source repository. When it is set to FALSE, search
requests are optimized for common cases, which implies virtual attributes not expected to be in
the source repository.

# Note:

You must keep in mind that the source schema check is applied when the virtual
attribute is expected to appear in ADD or MODIFY requests. Therefore, it is
recommended to configure the schema of the source to accept the virtual attribute.
Otherwise, disable schema checking.

Table 12-7 describes the parameters of addoutboundAttribute transformation type.
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Table 12-7 Parameters of addOutboundAttribute Transformation Type
|

Parameter dsconfig CLI Multi (M) /| Optional (O) /| Mandatory Values
Single (S) (M)
Valued

Name of the client client-attribute S M string

virtual attribute and
the value definitions of

For more information, see
Defining Attribute Values for

the Client Vil’tual Transformation_

attribute
For example,
displayName=%cn% publishes
the attribute displayName
with value of cn.

Conflict behavior conflict-behavior S O [default=merge-real- merge-real-and-virtual

policy and-virtual] real-overrides-virtual

virtual-overrides-real

Virtual in source policy virtual-in-source S

O [default = FALSE]

TRUE, FALSE

Condition based ona entry-match-filter S O [default = apply to all LDAP filter
filter that the entry entries processed by the

must match workflow element]

Condition based on entry-parent-suffix M O [default = apply to all DN

DN that must be an
ascendant

requests processed by the
workflow element]

Condition to exclude  excluded-operation M
operations in the
operation processing

O [default = apply to all
LDAP operations]

enumerated (ADD, MODIFY...)

12.7.2.1.2 tilteroutboundattribute Transformation Type

The filterOutboundAttribute transformation removes an attribute or value(s) from entries
received from the source before sending to the client.

Table 12-8 describes the parameters of filterOutboundAttribute transformation type.

Table 12-8 Parameters of FilterOutboundAttribute Transformation Type
|

Parameter dsconfig CLI Multi (M) / Optional (O) / Values
Single (S) Mandatory (M)
Valued

Name of the source source-attribute S M string

attribute and the value
definitions of the source
attribute

For more information, see
Defining Attribute Values for
Transformation.

For example,
certificate=verisign
filters the verisign value
from the certificate
attribute.

Condition based on afilter entry-match-filter S
that the entry must match

O [default = apply to all
entries processed by the
workflow element]

LDAP filter

ORACLE
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Parameter dsconfig CLI Multi (M) /| Optional (O) / Values
Single (S) Mandatory (M)
Valued

Condition based on DN entry-parent-suffix M O [default = apply to all DN

that must be an
ascendant

requests processed by
the workflow element]

Condition to exclude
operations in the
operation processing

excluded-operation M

O [default = apply to all
LDAP operations]

enumerated (ADD,
MODIFY...)

12.7.2.1.3 addInboundattribute Transformation Type

The addInboundAttribute transformation adds a virtual attribute or value(s) to entries received
from the client while performing the ADD operation before forwarding the data to the source.

When you cannot determine if an entry already contains a virtual attribute, the conflict-behavior
parameter decides which of the following policy will apply:

e The virtual value is not added

e The virtual value is added and merged with the existing values

e The virtual value replaces the existing one

Table 12-9 describes the parameters of addInboundAttribute transformation type.

Table 12-9 Parameters of addinboundAttribute Transformation Type

Parameter dsconfig CLI Multi (M) / Optional (O) / Values
Single (S) Mandatory (M)
Valued

Name of the source virtual source-attribute S M string

attribute and the value
definitions of the source
virtual attribute

For more information, see
Defining Attribute Values for
Transformation.

For example,
email={%cn%.%sn%@mycom
pany.com}writes the
attribute email with value
derived from attributes cn
and sn.

Conflict behavior policy

conflict-behavior S

O [default=merge-real-
and-virtual]

merge-real-and-virtual
real-overrides-virtual

virtual-overrides-real

Condition based on afilter entry-match-filter S O [default = apply to all LDAP filter
that the entry must match entries processed by the
worflow element]
Condition based on DN entry-parent- M O [default = apply to all DN
that must be an ascendant suffix requests processed by

the workflow element]

ORACLE
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Table 12-9 (Cont.) Parameters of addinboundAttribute Transformation Type
|

Parameter dsconfig CLI Multi (M) /| Optional (O) / Values

Single (S) Mandatory (M)

Valued
Condition to exclude excluded-operation M O [default = apply to all enumerated (ADD,
operations in the operation LDAP operations] MODIFY)
processing

12.7.2.1.4 filterinboundattribute Transformation Type

The filterInboundAttribute transformation removes an attribute or value(s) from entries
(and modifications) received from the client on a ADD (and MODIFY) before forwarding to the
source.

Table 12-10 describes the parameters of filterInboundAttribute transformation type.

Table 12-10 Parameters of FilterinboundAttribute Transformation Type
|

Parameter dsconfig CLI Multi (M) /| Optional (O) | Mandatory Values
Single (S) (M)
Valued
Name of the client client-attribute S M string
virtual attribute For more information, see
anq t.h.e value Defining Attribute Values for
definitions of the Transformation.
client virtual For example
attribute be.

certificate=verisign filters
the value verisign of the
attribute certificate.

Similarly,
secondarylocation=%primar
ylocation filters the values of
secondarylocation when it
matches the values of

primarylocation.
Condition based  entry-match-filter S O [default = apply to all LDAP filter
on a filter that the entries processed by the
entry must match worflow element]
Condition based  entry-parent-suffix M O [default = apply to all DN
on DN that must requests processed by the
be an ascendant workflow element]
Condition to excluded-operation M O [default = apply to all LDAP enumerated (ADD, MODIFY...)
exclude operations]
operations in the
operation
processing

12.7.2.1.5 napattribute Transformation Type

The mapAttribute transformation can rename or revalue a client attribute to one source
attribute in both directions.
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Table 12-11 describes the parameters of mapAttribute transformation type.

Table 12-11 Parameters of mapAttribute Transformation Type

Parameter dsconfig CLI Multi (M) / Optional (O) / Values
Single (S) Mandatory (M)
Valued

Name of the client attribute  client-attribute S M string

and the value definitions of
the mapping from the client
virtual attribute to the source
virtual attribute

For more information, see
Defining Attribute Values for
Transformation.

For example,
displayName=%cn%
publishes displayName
attribute replacing it with the
value of cn attribute, and
writes cn attribute replacing it
with the value of
displayName attribute.

Virtual in source policy

virtual-in-source

O [default = FALSE]

TRUE, FALSE

Conflict behavior policy

conflict-behavior

O [default=merge-
real-and-virtual]

merge-real-and-virtual
real-overrides-virtual

virtual-overrides-real

Condition based on a filter
that the entry must match

entry-match-filter S

O [default = apply to all
entries processed by
the worflow element]

LDAP filter

Condition based on DN that
must be an ascendant

entry-parent-suffix M

O [default = apply to all
requests processed by
the workflow element]

DN

Condition to exclude
operations in the operation
processing

excluded-operation M

O [default = apply to all
LDAP operations]

enumerated (ADD,
MODIFY,...)

12.7.2.1.6 Map Object Class Transformation Type

The Map Object Class transformation creates mapping that can make one objectClass appear
like another objectClass. For example a source objectClass inetOrgPerson can appear like a
client objectClass user. This ability is useful when an application expects a particular

objectClass/attributes, but the directory does not support that.

The Map Object Class transformation can perform different types of manipulations based on
the selected configuration parameters. These manipulations are attribute mapping, objectclass
mapping, adding or removing attributes conditional on objectclass, and filtering object classes
during write or modify operations. The Map Object Class transformation takes multiple
parameters. The map-objectclass is a mandatory parameter in this transformation. The other
parameters are optional.

ORACLE
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Table 12-12 Configuration Parameters for Map Object Class transformation

Parameter

Description

Multi (M) / Mandatory (M) /  Value
Single (S) Optional (O)
Valued

map-
objectclas
s

add-
attribute

It maps a client objectclass to
a source objectclass during
add, modify (only when
filter-objectclass-on-
modify value is false) and
search operations. Its syntax is
client-
objectclass=source-
objectclass.

Example:

user=inetOrgPerson

The client objectclass user is
converted to source
objectclassinetOrgPerson
when sent to the source
repository. And it's converted
back from inetOrgPerson to
user when read from the
source repository and sent to
the client application.

It adds an attribute to the entry
during the add operation. You
may specify a conditional
source objectclass name to
add an attribute to that entry.
The attribute will be added
only if the entry contains the
source objectclass. In that
case, you must prefix the
objectclass name to the
attribute name with ':" as the
separator.

Example:

inetOrgPerson:userAccoun
tControl=546

It will add
userAccountControl
attribute to the entry if the
entry contains the source
objectclass inetOrgPerson.

inetOrgPerson:displayNam
e=%cns%

It will add displayName
attribute, with value same as
cn attribute, to the entry if the
entry contains the source
objectclass inetOrgPerson.

M M objectclass=object
class

M (0] objectclass:attribut
e
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Table 12-12 (Cont.) Configuration Parameters for Map Object Class transformation

Parameter

Description Multi (M) /
Single (S)

Valued

Mandatory (M) /  Value

Optional (O)

entry-
match-
filter

entry-
parent-
suffix

excluded-
operation

filter-
attribute

filter-
objectclas
s-on-
modify

Specifies the filter that the S
entry must match for this
transformation to apply.

Specifies an ascendant of the M
operation DN for this
transformation to apply.

Specifies operations on which M
this transformation never

apply. This allows to restrict

the regular behavior of this
transformation.

It will remove an attribute from M
the entry during add, modify,
and search operations. You
may specify a conditional
source objectclass name to
remove the attribute from the
entry. The attribute will be
removed only if the entry
contains the source
objectclass. In that case, you
must prefix the source
objectclass name to the
attribute name with ':' as the
separator.

Example:
accountname

It will remove the
accountname attribute from
the entry during add, modify,
and search operations.

inetOrgPerson:memberof

It will remove the memberof
attribute from the entry during
add and modify operations.
The attribute will be removed
only if the entry contains the
source objectclass
inetorgperson. However, it
will not remove the memberof
attribute from the entry while
reading it from the source.

It's a flag to determine whether S
or not to remove object

classes during modify

operations. Supported values
include true (remove

changes) and false (do not
remove changes), where true

is the default value.

(0] String

(0] Operation

(0] objectclass:attribut
e

(@] Boolean
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Table 12-12 (Cont.) Configuration Parameters for Map Object Class transformation

Parameter Description Multi (M) / Mandatory (M) /  Value
Single (S) Optional (O)
Valued
filter- It remove an objectclass M (0] Objectclass
objectclas during add and modify

s-on-write

operations. For instance,
Microsoft Active Directory for
Windows 2000 does not allow
auxiliary object classes to be
listed while adding an entry,
while Microsoft Active
Directory and ADAM for
Windows Server 2003 does
allow for auxiliary classes to be
listed.

For example, if the value is
specified as person, then the
person objectclass will be
removed from the entry during
add and modify operations.
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Table 12-12 (Cont.) Configuration Parameters for Map Object Class transformation

Parameter Description Multi (M) / Mandatory (M) /  Value
Single (S) Optional (O)
Valued
map- It maps a client attributetoa M (0] Attribute
attribute source attribute during add,

modify and search operations.
It's syntax is client-
attribute=source-
attribute.

Example:

displayName=%givenName

Q

o

The value of the client attribute
displayName is assigned to
source attribute givenName
when sent to the source
repository. It's reverse
assigned from the source
attribute givenName to client
attribute displayName when
its read from the source
repository.

This parameter also supports
value mapping syntax: o=%ou%
(US, SFO) (IN,BGL).

Here, the client attribute o is
mapped to the source attribute
ou. If the value of o is US, then
ou is assigned SFO. Similarly, if
the value of o is IN, then ou is
assigned BGL. It's reverse
assigned from the source
attribute ou to client attribute o
when read from the source
repository.

12.7.2.1.7 tokenize-attribute Transformation Type

ORACLE

The tokenize-attribute transformation allows you to apply the transformation on the attribute
which has values separated with delimiter.

For example, an attribute attr:a, b, c is split it into multiple values by delimiter and when a
tokenize-attribute transformation is applied, it returns as a true multi-valued attribute. Such

as:

attr:a
attr:b
attr:c

Table 12-13 describes the parameters of tokenize-attribute Transformation Type.
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Table 12-13 Parameters of tokenize-attribute Transformation Type

Parameter Description Multi (M) / Single (S) Optional (O) / Values
Valued Mandatory (M)

multivalued- Specifies the name of M M Attribute
attribute the attribute whose

value will be tokenized

with the delimiter as

multiple values.
tranformation- Specifies the delimiter S (0] String
value-delemiter to tokenize the attribute

value to multiple
values.By default the
value will be ","

12.7.2.2 Overview of Transformation Conditions

You can configure the Transformations workflow element with a set of conditions. Conditions
are properties (attributes) that can be set either on a transformations-workflow-element Of
on an individual transformation. Transformation works only when LDAP request matches all
conditions and all conditions set at the level of workflow element.

The following conditions are applicable for implementing transformation:

*  You can configure conditions to rules whether transformations apply or not.

* You can set conditions on the transformations-workflow-element. In this situation,
conditions apply for all transformations set on the workflow-element and they are evaluated
prior to eventually processing each transformation.

* You can set conditions on each individual transformation and they are evaluated prior to
eventually processing this transformation.

In this sense, conditions can be broadly categorized as follows:
*  About Parent Suffix

e About Entry Match Filter

e About Excluded LDAP Operation

12.7.2.2.1 About Parent Suffix

This condition is applicable for transformations applied only for LDAP operations that target an
entry for which name is under one of the parent suffixes specified.

When no condition of this type is configured, then transformation applies to all entries
processed.

12.7.2.2.2 About Entry Match Filter

ORACLE

This condition is applicable for transformations applied on LDAP operations only for entries
that match the provided filter.

When no condition of this type is configured, then transformation applies to all entries
processed.

12-89



Chapter 12
Understanding the Transformation Framework

12.7.2.2.3 About Excluded LDAP Operation

This condition specifies a list of multi-valued attributes, where each attribute is an LDAP
operation that should not be impacted by the transformation. It allows you to disable the action
of the transformation (when it has one) on each LDAP protocol message.

When no condition of this type is configured, then transformation applies to all LDAP
operations normally impacted by this type of transformation.

12.7.2.3 Defining Attribute Values for Transformation

An attribute value allows you to define the value of a virtual attribute during transformation.
This value can either be a default value, or rule that creates the value from other attribute
values.

For addInboundAttribute, addOutboundAttribute, and mapAttribute, you must configure
the values of the virtual attribute added. For filterInboundAttribute and
filterOutboundAttribute, the values you intend to filter may be configured.

An attribute can derive its value from the following:

e Using Constant

e Using Value of Another Attribute

« Using Regular Expressions

e Using Values Mapping

» Using Multi-valued Virtual Attributes

e Using Tokenized Attribute Transformation

12.7.2.3.1 Using Constant

It is used to generate an attribute with a static default value or to filter a static value of an
attribute.

For example, the property source-attribute:mycompany=Acme is used to provide a default
company name.

dsconfig create-transformation \
--type add-inbound-attribute \

--set source-attribute:mycompany=Acme \
--transformation-name virtDeptName \

12.7.2.3.2 Using Value of Another Attribute

ORACLE

It is used to create a new attribute from an existing attribute in the entry that is being processed
or to filter a value taken from another attribute using the %inputAttrName% syntax.

For example, the property source-attribute:displayName=%cn$% specifies that the value of the
new attribute must be taken from the value of the cn attribute.

dsconfig create-transformation \

--type add-inbound-attribute \

--set source-attribute:displayName=%cn% \
--transformation-name virtDeptName \
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# Note:

You must keep in mind that another virtual attribute generated in the same
transformations-workflow-element should not be referenced, because the
evaluation order is not guaranteed.

12.7.2.3.3 Using Regular Expressions

It is used to create an attribute value or to filter an attribute value by manipulating the value of
an existing attribute using the {expression} syntax.

For example, the property client-attribute:mail={%cn%.%sn%@mycompany.com} iS a regular
expression that is used for deriving an attribute by combining the values of existing attributes.

dsconfig create-transformation \

--type add-outbound-attribute \

--set client-attribute:mail={%cn%.%sn%@mycompany.com} \
--transformation-name virtDeptName \

12.7.2.3.4 Using Values Mapping

It is used for defining virtual values as a mapping of values of another attribute using the
virtAttrName=%refAttrName$ (virtValuel,refValuel) (virtValue2,refValue2) syntax.

For the virtAttrName parameter, the transformation adds or filters values extracted from
refAttrName. If refAttrName matches refvaluel, then transformation processes either add or
filter for virtvaluel. In the values provided, characters ' (', ')', ',"and '\'must be
escaped using '\' character.

For example, consider an organization with several departments where department name is
returned for the retrieved department ID, such as Department:1-Marketing, 2—-Sales, 3—
Finance and so on. But, when dept1d is 1, the value returned for deptName is Marketing. When
deptIdis 2,the value for deptName is Sales. Similarly, when deptidis 3, the value returned for
deptName iS Finance.

dsconfig create-transformation \

--type add-outbound-attribute \

--set client-attribute:deptName=%deptId% (Marketing, 1) (Sales,2) (Finance,3) \
--transformation-name virtDeptName

12.7.2.3.5 Using Multi-valued Virtual Attributes

It is used to specify a virtual multi-valued attribute using the
virtAttrName=virtAttrValuel=virtAttrValue2= syntax.

dsconfig create-transformation \
--type add-outbound-attribute \

--set client-attribute:countriesResp=France=Germany=Italy \
--transformation-name virtCountriesRep

12.7.2.3.6 Using Tokenized Attribute Transformation

Tokenization is the process of taking the input text (such as a sentence) and then splitting it
into individual terms, called tokens. Tokenize attribute transformation applies the
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transformation on the attribute which has values separated with delimiter then split it into the
multiple values by delimiter and returns as a true multi-valued attribute.

In the values provided, delimiter is configurable. By default the delimiter is ‘,’. If the delimiter
character itself is part of the value, then it must be escaped using ‘\' character.

For example, consider the following multi valued attribute for telephoneNumber.

Note that the user.0 has the following details stored:

dn: uid=user.0,ou=People,dc=example, dc=com

objectClass: inetorgperson

uid: user.0

telephoneNumber: +1 685 622 6202, +1 785 788 4567, +1 456 765 3456

Apply tokenize-attribute transformation on telephoneNumber attribute:

./dsconfig create-transformation \

--type tokenize-attribute \

--set multivalued-attribute:telephoneNumber \
--transformation-name tokentrans \

Perform a search on the attribute telephoneNumber:

./ldapsearch -h hostname -p 20389 -D "cn=directory manager" -w password -
s sub -b "dc=example,dc=com" " (uid=user.0)" telephoneNumber uid

Here, the tokenize-attribute transformation applies on the telephoneNumber attribute and
tokenizes the value with delimiter and gives the value as true multi-valued attribute.lt returns
user.0 which has multiple values for telephoneNumber:

dn: uid=user.0,ou=People,dc=example,dc=com
telephoneNumber: +1 685 622 6202
telephoneNumber: +1 785 788 4567
telephoneNumber: +1 456 765 3456

uid: user.0

12.7.3 Examples of Transformation Use Case Configuration

Understand how to map activation or deactivation for a specific back end directory and how to
map object classes.

The following topics illustrate practical uses for transformation, and provide example
configurations:

e Mapping Activation or Deactivation for a Specific Back End Directory

e Mapping Object Classes by Using map-attribute Transformation Type

e Mapping Object Classes by Using map-object-class Transformation Type

e Adding Attributes to Source Object Class by Using map-object-class Transformation Type

»  Filtering Attributes from Source Object Class by Using map-object-class Transformation
Type
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12.7.3.1 Mapping Activation or Deactivation for a Specific Back End Directory

This configuration is useful when an application has its own user activation attribute and
values, which is different from the back end user activation attribute and values, and a mapping
for read and write operations is required.

In the following example, the attribute myuseraccountcontrol with values activated and
deactivated transforms to the back-end attribute nsAccountLock with values false and true
for a DSEE (SunONE) back end.

$ ./dsconfig -X -n -Q -p 1444 -D cn=directory manager -j pwdfile
create-transformation --transformation-name mapactivate --type map-attribute
--set client-attribute:myuseraccountcontrol="%nsAccountLock% (activated, false)
(deactivated, true)"

In the following example, the attribute myuseraccountcontrol with values activated and
inactivated transforms to back-end attribute userAccountControl with values 544 and 546
for an Active Directory back end.

$ ./dsconfig -X -n -Q -p 1444 -D cn=directory\ manager -j pwdfile
create-transformation --transformation-name mapactivate --type map-attribute
--set client-attribute:myuseraccountcontrol="%userAccountControl%
(activated, 544) (deactivated, 546)"

12.7.3.2 Mapping Object Classes by Using map-attribute Transformation Type

This configuration is useful when an application has an objectclass with same meaning as an
objectclass on the back-end server, but the two objectclasses have different names. A mapping
on the objectclass name is required on read and write operations.

In the following example, a search comes in from the client with filter objectClass=User, and
you want to transform that filter to objectClass=inetOrgUser. When an entry is returned to the
client, if the entry is stored with the objectClass=inetOrgUser, then the entry is mapped to
objectClass User.

$ ./dsconfig -X -n -Q -p 1444 -D cn=directory manager -j pwdfile
create-transformation --transformation-name mapoc --type map-attribute
--set client-attribute:objectClass="%objectClass% (User,inetOrgUser)"

$ ./dsconfig -X -n -Q -p 1444 -D cn=directory manager -j pwdfile
create-workflow-element --type transformations --element-name trsfwfe

--set enabled:true --set next-workflow-element:userRoot --set transformation:mapoc
$ ./dsconfig -X -n -Q -p 1444 -D cn=directory manager -j pwdfile set-workflow-prop
--workflow-name userRoot(0 --set workflow-element:trsfwfe

# Note:

It is recommended to use map-object-class Transformation Type to map object
classes.

12.7.3.3 Mapping Object Classes by Using map-object-class Transformation Type

The Map Object Class transformation creates mapping that can make one objectClass appear
like another objectClass. For example a source objectClass inetOrgPerson can appear like a
client objectClass user. You can create a new Map Object Class transformation by using the
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dsconfig command. The map-objectclass parameter is a mandatory parameter to create a

Map Object Class transformation.

To create the new transformation:

®  Run the dsconfig command as shown below:

$ ./dsconfig create-transformation --type map-object-class --
transformation-name ocm2 --set map-objectclass:user=inetOrgPerson -h
localhost -p 10444 -D "cn=Directory Manager" -j /pwd-filel.txt

>>>> Configure the properties of the Map Object Class Transformation

Property

add-attribute
entry-match-filter
entry-parent-suffix
excluded-operation
filter-attribute
filter-objectclass-on-modify
filter-objectclass-on-write
map-attribute
map-objectclass

O 00 J o U = W N

?) help

user=inetOrgPerson

f) finish - create the new Map Object Class Transformation

q) quit

Enter choice [f]: £

The Map Object Class Transformation was created successfully

# Note:

It is recommended to use map-object-class Transformation Type to map object

classes.

12.7.3.4 Adding Attributes to Source Object Class by Using map-object-class
Transformation Type

This example will add displayName attribute, with value same as cn attribute, to the entry if the

source objectclass is inetOrgPerson.

dsconfig set-transformation-prop --transformation-name ocm2 --set add-
attribute:inetOrgPerson:displayName=%cn% -n -X -h localhost -p 10444 -D "cn=Directory

Manager" -j /pwd-filel.txt

12.7.3.5 Filtering Attributes from Source Object Class by Using map-object-class
Transformation Type

This example will remove the memberof attribute from the entry with source objectclass
inetOrgPerson, during add and modify operations. However, it will not remove the memberof
attribute from the entry while reading it from the source.
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dsconfig set-transformation-prop --transformation-name ocm2 --add filter-
attribute:inetOrgPerson:memberof -n -X -h localhost -p 10444 -D "cn=Directory Manager" -
j /pwd-filel.txt
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Understanding Identity Mapping in Oracle
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Learn about Identity Mapping in Oracle Unified Directory, supported Identity Mappers, its
components and priorities and how to configure Identity mappers from the following sections.
This section has the following topics that give a description of identity mapping in Oracle
unified directory:

e Overview of Identity Mappers

e Supported ldentity Mappers

e Components of Identity Mappers

e Configuring Identity Mappers

e Understanding the Difference between Generic and GSSAPI Identity Mappers
e Defining Priority in Identity Mappers

13.1 Overview of Identity Mappers

Identity Mappers are responsible for establishing a mapping between an identifier string
provided by a client, and the entry for the user that corresponds to that identifier.

Identity Mappers are used to process several SASL mechanisms to map an authentication ID
(for instance, a Kerberos principal when using GSSAPI) to a directory user. They are also used
when processing requests with the proxied authorization control.

Oracle Unified Directory supports multiple SASL identity mappers. For example, you can
define Identity Mapperl for a user xyz and ldentity Mapper2 for the remaining users. This is
beneficial when using GSSAPI where users with different domains, such as @example.com and
@oracle.com require different identity mappers.

Oracle Unified Directory also provides support for an identifier string that is a bind ID and not a
DN. However, this is applicable for simple binds only. The key idea is that a client should be
able to specify any attribute in the simple bind that is allowed by the corresponding Identity
Mapper. Consider the following examples:

ldapsearch -D "user(@example.com" -w password -b "" objectclass=*

In this example, bind ID is the e-mail ID of the user.

13.2 Supported Identity Mappers

ORACLE

Identity Mappers are responsible for establishing a mapping between an identifier string
provided by a client, and the entry for the user that corresponds to that identifier.

The following topics describe the Identity Mappers that are available in the server:

* About the Exact Match Identity Mapper
e About the Match And Replace Identity Mapper
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13.2.1 About the Exact Match Identity Mapper

The Exact Match Identity Mapper maps an identifier string to a user entry by searching for the
entry containing a specified attribute whose value is the provided identifier.

For example, the user name provided by the client for DIGEST-MD5 authentication must match
the value of the uid attribute.

# Note:

You must specify this attribute in the identity mapper configuration.

This mapper is primarily used in simple binds and all SASL binds except GSSAPI.

13.2.2 About the Match And Replace Identity Mapper

The Match And Replace Identity Mapper provides a way to use a regular expression to
translate the provided identifier when searching for the appropriate user entry.

For example, you can use this mapper if you expect the provided identifier to be an e-mail
address or Kerberos principal, but only the user name (the part preceding the @ symbol) should
be used in the mapping process.

# Note:

A replacement is made only if all or part of the provided ID string matches the given
match pattern. If no part of the ID string matches the provided pattern, the given ID
string is used without any alteration.

This mapper is primarily used in GSSAPI binds.

13.3 Components of Identity Mappers

Certain components have a direct aggregation relation to Identity Mappers.

The following topics describe the components that have a direct aggregation relation to Identity
Mappers:

* About the Role of Global Configuration in Identity Mappers
e About the Role of Network Group in Identity Mappers

13.3.1 About the Role of Global Configuration in Identity Mappers

The Global Configuration contains properties that affect the overall operation of the Oracle
Unified Directory.
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13.3.2 About the Role of Network Group in Identity Mappers

The Network Group is used to classify incoming client connections and route requests to
workflow.

13.4 Configuring Identity Mappers

You must configure Identity Mappers for Network Group and Global Configuration instances.

Each Network Group has one or more Identity and Certificate mappers, which are used to map
identities specific to that network group. If an identity or certificate mapper is not defined at the
network-group level, then a global identity mapper is used as the default setting.

This section contains the following topics:

*  Configuring Global Identity Mappers
e Configuring Network Group Identity Mappers

13.4.1 Configuring Global Identity Mappers

Identity mappers are configured by default at the global level.
Follow the command below to configure an identity mapper globally:

dsconfig set-global-configuration-prop --add "generic-identity-mapper:Exact Match"

The preceding command is based on the assumption that the Exact Match identity mapper
already exists. This identity mapper is provided by default in the configuration.

13.4.2 Configuring Network Group Identity Mappers

You can configure the generic-identity-mapper for an existing default network group called
network-group.

Follow the command below to configure the generic-identity-mapper for network-group:

dsconfig set-network-group-prop --group-name network-group --set "generic-identity-
mapper:Exact Match"

The preceding command is based on the assumption that the Exact Match identity mapper
already exists. This identity mapper is provided by default in the configuration.

13.5 Understanding the Difference between Generic and
GSSAPI |dentity Mappers

Normally, one identity mapper is defined per network group. The generic-identity-mapper
defines an identity mapper that applies to all but GSSAPI binds. The gssapi-identity-mapper
defines the one that applies to GSSAPI binds only.

As described earlier, the exact match and replace identity mappers are generally used as
generic-identity-mapper and gssapi-identity-mapper respectively. However, you can select a
different combination based on your requirement.
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13.6 Defining Priority in Identity Mappers

ORACLE

An identity mapper is selected based on the regex pattern. Therefore, there is a possibility that
a conflict might arise when multiple identity mappers are defined. So, it becomes imperative to
define the order in which identity mappers are evaluated in the network group.

You can define priorities for the conflicting identity mappers to resolve this conflict. If a conflict
arises, the identity mapper with the lowest priority is selected and used for mapping. If identity
mappers have equal priority, then the behavior is undefined.

Run the following command to define priority:

dsconfig -h hostname -p admin port -D USER set-identity-mapper-prop --mapper-name "Exact
Match" --set "priority:2"

A lower priority value implies higher priority. Priority for network groups is also determined in a
similar fashion.
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Understanding Data Encryption in Oracle
Unified Directory

Understand about data encryption in Oracle Unified Directory from the following topics. Get an
insight into basic encryption concepts, supported features, and basic configuration tasks.

*  What is Attribute Encryption?

e Understanding Attribute Encryption

e Understanding Encryption Algorithms

e Understanding Encryption in Index Keys

e Understanding Encryption in Replication Topology

« Considerations for Attribute Encryption Usage

*  Configuring Attribute Encryption

e Configuring Attribute Encryption in Replication Enabled Topology
*  Encryption or Re-encryption of Existing Data

* Use Case Scenarios

14.1 What is Attribute Encryption?

Encryption is a mechanism that converts plaintext data into something unreadable, called
ciphertext, to prevent unauthorized access to sensitive data. Decryption is the process in which
the ciphertext is converted back to plaintext.

Oracle Unified Directory is a next-generation unified directory solution that integrates storage,
synchronization, and proxy functionality to help you manage the critical identity information that
drives your business applications. This data might contain sensitive information that should be
available only to the intended recipient. Oracle Unified Directory offers mechanisms; such as
access control rules, password authentication, and SSL to secure access to your data. Your
data might also contain some extremely sensitive information, such as credit card numbers
and SSN numbers. For this type of data, standard measures alone are not sufficient to prevent
unauthorized access because the information is stored as human readable plaintext within the
database. If an invader gains access to your server storage files and uses this information to
their advantage, then the loss could present a high security risk.

Oracle Unified Directory provides an attribute encryption feature that enables you to store
certain sensitive attributes as ciphertext, which prevents data from being readable while it is
stored in underlying database files, backup files, and exported LDIF files. Attribute encryption
enables you to encrypt important data before it is written to the disk and to decrypt data when it
is read from the disk.
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# Note:

The attribute encryption feature does not encrypt data that is retrieved over the LDAP
protocol. Only data saved on the disk is encrypted.

If an LDAP client reads (searches for) an entry with some encrypted attributes on the
disk, then that client receives a decrypted entry and the values of the originally
encrypted attributes are immediately readable without any decryption.

Attributes are not encrypted by default. You configure attribute encryption at the suffix level,
which means that an attribute is encrypted at every entry in which it appears in the suffix. Thus,
after an attribute is encrypted, every instance of that attribute is encrypted before it is stored in
the database files. This in turn implies that all of the on-disk data for that specific attribute is
encrypted.

Encryption is always reversible. Encrypted attributes are decrypted when returned through
search requests. If you want to encrypt an attribute in an entire directory, then you must enable
encryption for that attribute in every suffix or leave the suffix list empty.

# Note:

Attribute encryption affects all data and index files associated with a suffix. These
attributes are not changed (encrypted) until attribute encryption is activated. Existing
attributes will remain unchanged.

To apply encryption to all of the data, you must first make the configuration change,
export the contents, and then re-import the contents.

Attribute encryption also enables you to export data to another database in an encrypted
format. The purpose of attribute encryption is to protect sensitive data only when the data is
being stored or exported.

Related Topics
Masking Attributes in the Audit Log

14.2 Understanding Attribute Encryption

Attributes are not encrypted by default. You need to configure attribute encryption at the suffix
level. This indicates that an attribute is encrypted at every entry in which it appears in the
suffix.

Oracle Unified Directory allows you to encrypt:

»  Specific attribute types defined in a mandatory attribute types list.
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# Note:

You cannot encrypt some operational or internal attributes, such as entryuuid,
createTimestamp, Virtual attributes, or password attributes. For more information
about attributes that are not supported for encryption, see Considerations for
Attribute Encryption Usage.

Only DB Local Backend (user back end).

Attributes in all suffixes of all available DB Local Backends or, if listed, in some specific
suffixes. For example:

If suffixes are specified, then it should be root suffixes of a DB Local Backend, not a sub
suffix. For example, if DB Local Backend has root suffix dc=example, dc=com then you
cannot encrypt some attributes only in ou=people, dc=example, dc=com.

14.3 Understanding Encryption Algorithms

Oracle Unified Directory enables you to prevent unauthorized access to attributes of an entry
stored on a disk using encryption algorithms.

ORACLE

An encryption algorithm is a set of mathematical rules or functions used for encrypting and
decrypting data. These algorithms work in combination with a key to encrypt and decrypt data.

The attribute encryption feature supports a wide range of standard encryption algorithms.

You can configure the server to encrypt attributes using several encrypting schemes. The
supported encryption schemes include:

AES128
AES256

# Note:

Download the "Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files" if applicable. The download page is https://
www.oracle.com/in/java/technologies/javase-jce-all-downloads.html

Blowfish (128-bit key)
Triple DES (168-bit key)
RC4 (128-bit key)

The newly supported encryption schemes include:

AES-128-GCM
AES-192-GCM
AES-256-GCM
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# Note:

Oracle recommends you to use a GCM based stronger encryption algorithm from the
above list. Weaker algorithms are used for backward compatibility. When a weaker
encryption algorithm is detected by OUD server, a warning message gets logged in
the server logs.

14.3.1 Attribute Encryption Key

Oracle Unified Directory uses symmetric key for attribute encryption and decryption. It
generates the required symmetric key whenever it is needed. Symmetric key is encrypted and
securely stored in cn=admin data backend. This encryption is done using the server's public
key. Hence, the stored encrypted symmetric key can only be decrypted using the server's
private key.

14.4 Understanding Encryption in Index Keys

An attacker can also access sensitive data directly through index files. Therefore, it is
imperative to encrypt the index keys corresponding to the encrypted attributes, to ensure that
the attributes are fully protected.

Database encryption is partially compatible with indexing. The content of the index files that
are normally derived from attribute values are also encrypted to prevent an attacker from
recovering part or all of the encrypted data from an analysis of the indexes.

The server pre-encrypts all index keys before looking up an index for an encrypted attribute.
This action has some effect on server performance for searches that use an encrypted index.
However, limited performance impact should not prevent you from using an index.

Oracle Unified Directory enables you to use the following index types for an associated
encrypted attribute:

e Equality
e Substring
e Approximate

e Presence

< Note:

You must bear in mind that encryption techniques do not preserve the order of an
index. Therefore, ordering indexes are not supported when attributes are encrypted.

Encryption is supported for DB Local Backend indexes only. Keys of the indexes are encrypted
for an encrypted attribute.

14.5 Understanding Encryption in Replication Topology

Encryption in replication topology refers to encrypting data that is stored in replication server
databases.
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Learn about how encryption is supported in a replication topology from the following topics:
e Understanding Encryption in a Replication Server Database (or changelog)

e Understanding Attribute Encryption Key in Replication Topology

e Updating Servers from 11.1.2.2.0

e Using an ODSEE Gateway

14.5.1 Understanding Encryption in a Replication Server Database (or

changelog)

Oracle Unified Directory supports encryption in a replication server database (also known as
the changelog) and for cn=changelog (also known as the external changelog or the retro-
changelog). Oracle Unified Directory encrypts data on a replication server database the same
way it does for a server database. No additional configuration is necessary. Enabling and
disabling encryption, defining attributes for encryption, and defining suffixes for encryption is
the same for either database.

If you perform an operation on a server that is part of a replicated topology, and if that change
is associated with an encrypted attribute, then Oracle Unified Directory encrypts the data in the
replication server's database (the changelog, which is readable from cn=changelog) using the
same algorithm that is used for encryption in the server.

When Oracle Unified Directory accesses the retro-changelog (cn=changelog), which accesses
the changelog, the retro-changelog always returns clear values. Encryption only occurs at rest;
that is, on stable storage (hard disk).

14.5.2 Understanding Attribute Encryption Key in Replication Topology

The keys used for encryption are created, stored, and retrieved from cn=admin data. This
suffix is replicated on any other server in the topology.

So, any server in the topology can decrypt any encrypted attribute and send it to its LDAP
clients. Therefore, keys used for encryption or decryption algorithm are replicated throughout
the entire topology because cn=admin data is replicated.

A stored symmetric key used in encryption can only be decrypted by the server using its
private key. Hence, while renewing ads-truststore certificate, you must retain the same keys.

# Note:

If you are using a gateway from Oracle Directory Server Enterprise Edition, see
Using an ODSEE Gateway .

14.5.3 Updating Servers from 11.1.2.2.0

ORACLE

When updating version 11.1.2.2.0 replicated topology of servers to version 11.1.2.3.0,
encryption does not occur in every replication server database until after all servers have been
updated.

In addition, you must wait for the purge delay to expire to ensure there are no more sensible
values in the changelog.
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14.5.4 Using an ODSEE Gateway

Learn about using an ODSEE gateway in this topic. Oracle Directory Server Enterprise Edition
allows some attributes to be encrypted in the back end, but not in the changelog.

Starting with Oracle Unified Directory version 11.1.2.3.0, if you are using a gateway from
Oracle Directory Server Enterprise Edition, then you can configure that gateway like other
servers in the Oracle Unified Directory topology.

Then, if changes sent from an Oracle Directory Server Enterprise Edition server through the
replication gateway are associated with an encrypted attribute (defined by the configuration as
with regular Oracle Unified Directory servers), then Oracle Unified Directory can encrypt that
data and store it in the replication server database.

14.6 Considerations for Attribute Encryption Usage

ORACLE

Learn about the usage of Attribute Encryption, what happens when the attribute encryption
configuration is modified and what needs to be done for encrypted attributes that are indexed.

Consider the following points below while implementing the attribute encryption feature:

e Attribute encryption provides increased data security, but it does have an impact on system
performance. Consider using encryption only for the most sensitive attributes.

*  When modifying the attribute encryption configuration, you must export your data, make
the configuration changes, and then import the newly configured data to ensure that all
configuration changes are taken into account without any information loss. If you fail to do
so, then data that is already present in the back end on which no change occurred after the
data encryption configuration change remains in clear or encrypted format as configured
with the initial algorithm.

e Algorithm changes are supported. Modifying encryption on an indexed attribute requires
that you rebuild the index associated with the encrypted attribute. This in turn impacts the
performance. For more information about rebuilding indexes, see rebuild-index.

e For encrypted attributes that are indexed, it is required to maintain the consistency
between indexes and the data encryption configuration. If you modify or update the
configuration for encrypted attributes, then you must rebuild the indexes associated with
the encrypted attribute. Failing to do so will log an error message in the error log file, which
prompts you to rebuild the indexes because the configuration has changed. For more
information about how to rebuild indexes, see rebuild-index.

e If you configure an attribute of RDN to be encrypted, then the values that appear in the DN
will not be encrypted. Only values that are stored in the entry are encrypted.

For example, consider the following entry:

dn: uid=foo,dc=example,dc=com
objectclass: inetorgperson
objectclass: organizationalperson
objectclass: person

objectclass: top

uid=foo

cn=bar

sn=joe

Here, uid is an attribute that is:

— Part of the DN of the entry and is its RDN.
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— Also part of the attributes of the entry. You must keep in mind that this is always the
case, because RDN is always present as an attribute in the entry.

However, uid is a multi-valued attribute, therefore you can add a value to uid in the entry
as follows:

dn: uid=foo,dc=example,dc=com
objectclass: inetorgperson
objectclass: organizationalperson
objectclass: person

objectclass: top

uid=foo

uid=secondValue

cn=bar

sn=joe

Now, if you encrypt uid, then the new value that you have added is encrypted and not the
initial value, foo. The value that is in the RDN is not encrypted.

You cannot configure encryption for the following attributes because they are used
internally by the server:

Operational Attributes

— objectclass

— entryUUID

— creatorsName

— createTimestamp

— modifiersName

— modifyTimestamp

Virtual Attributes

You cannot configure a virtual attribute for encryption.
Password Attributes

Because passwords are already hashed or encrypted, you cannot use the attribute
encryption feature to modify the existing behavior of, or configure encryption for, any
password attributes that are defined in a password policy. For example, the userPassword
attribute, which is defined in the default password policy is not supported.

Password encryption or hashing is handled differently. For information about password
policies and the password storage scheme, see Managing Password Policies.

14.7 Configuring Attribute Encryption

You must configure different parameters to enable attribute encryption.

ORACLE

The following sections describe the configuration parameters to enable attribute encryption and
the different methods to configure attribute encryption.

Attribute Encryption Configuration Parameters

Attribute Encryption Advanced Configuration Parameters

Configuring Attribute Encryption Using the dsconfig Command
Configuring Attribute Encryption Using the dsconfig Interactive Mode

Managing Attribute Encryption
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14.7.1 Attribute Encryption Configuration Parameters

Learn about the various attribute encryption configuration parameters, their names,
descriptions, allowable values and formats, and rules to perform an action based on the values

provided, from the tabular column below.

Table 14-1 describes the configuration parameters to enable attribute encryption.

Table 14-1 Configuration Parameters for Attribute Encryption

Name Description Single/ Multi Format Presence Rules
Valued
enabled Allows you to enable or disable S String representing a If set to true, then you
encryption. boolean, true or false must at least define

attribute-
encryption-
include.

attribute- Encrypts every attribute defined M String representing a Defined if enabled is

encryption- here. Encrypt attributes of all the single attribute name set to true

include entries of all suffixes or only in the or OID

suffixes defined with encrypted-
suffix if defined.

encrypted-suffix

Controls how encryption is applied M
for suffixes.

* If not present, encryption is
applied on suffixes stored in
DB Local Backend.

* If present, defines the list of
user DB Local Backend
suffixes on which the
encryption is applied. Other
suffixes are not encrypted.

WARNING: The suffix must be a

root suffix defined in the back end,

not a descendant. For example, if
back end has

dc=example, dc=com defined as

a supported suffix, you cannot use

ou=people, dc=example, dc=co

m here.

String representing a
single suffix

Meaningful if enabled
is setto true

ORACLE
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Table 14-1 (Cont.) Configuration Parameters for Attribute Encryption

Name Description Single/ Multi Format Presence Rules
Valued
attribute- Defines the algorithm to use for S String representing Meaningful if enabled
encryption- encryption. an encryption is setto true
algorithm algorithm.
Possible values are:
e triple-des-168
*+ aes-128
*  aes-256
*  blowfish-128
e rc4-128
¢ aes-128-gcm
¢ aes-192-gcm
*  aes-256-gcm
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Table 14-1 (Cont.) Configuration Parameters for Attribute Encryption
|

Name Description Single/ Multi Format Presence Rules
Valued
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Table 14-1 (Cont.) Configuration Parameters for Attribute Encryption

Name Description Single/ Multi Format Presence Rules
Valued

wonwoOo O —Od® S0 T TOSY TO T TPTO T AQASCSC@WENT

14.7.2 Attribute Encryption Advanced Configuration Parameters

In this release, the following configuration parameters, except offline-re-encryption, is
applicable for attribute encryption using scheduled tasks.
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Table 14-2 Attribute Encryption Table

Name Description Single/ Multi Format Presence Rules
Valued

encryption- Optional encryption M String represents a Meaningful for

properties properties that you single property with encryption
can use to name and value. algorithm (like
configure custom For example, iv-  GCM) that supports
values for length-bits=96 ivandtag
initialization vector length

length in bits (iv-
length-
bits=128) and
GCM tag length
(gcm-tag-
length=12). When
you do not specify
any value, OUD
uses 96 bit iv
and a tag length
of 16 for GCM if

chosen.
use-defined- Controls the S String represents a
enc-algo-in- encryption boolean value,
replication algorithm that will true or false.

be used to

generate replication
changelogs. In a
cross-version
topology with new
OUD instances and
old OUD instances,
this value set to
false (default
setting) if older
instances of OUD
do not understand
a newer algorithm.

True specifies that
if all instances of
OUD are running
the same version, a
changelog is
generated and
published to other
OUD instances
using the defined
encryption scheme.

14.7.3 Configuring Attribute Encryption Using the asconsie Command

ORACLE

You use the dsconfig command to configure attribute encryption.

Consider the scenario, where you plan to encrypt every attribute, postalAddress and mail,

with AES-128 algorithm in entries of user DB Local Backend root suffixes,
dc=customers,dc=com and dc=partners, dc=com.
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To configure attribute encryption using the dsconfig command:

1. Run the following commands sequentially.

To configure attribute encryption for postalAddress attribute with AES-128 algorithm in the
dc=customers, dc=com suffix, run the following command:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" \
-j /local/password set-data-encryption-prop --set enabled:true \
--set attribute-encryption-include:postalAddress \

--set encryption-algorithm:aes-128 \

--set encrypted-suffix:dc=customers,dc=com

To add attribute encryption for mail attribute and to add encryption in the
dc=partners, dc=com Suffix, run the following command:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" \

-j /local/password \

set-data-encryption-prop --add attribute-encryption-include:mail \
--add encrypted-suffix:dc=partners,dc=com \

14.7.4 Configuring Attribute Encryption Using the «scontis Interactive Mode

You can configure attribute encryption using the dsconfig command-line interactive mode.

Introduction of a Data Encryption subsection, located under the main Security menu, allows
you to modify all of the configuration attributes described in Table 14-1.

Consider the following example to configure attribute encryption using the dsconfig command
in interactive mode.

Oracle Unified Directory Configuration Console Main Menu
What do you want to configure?

1) General Configuration 7) Virtualization
2) Authentication and authorization 8) Load Balancing
3) Schema 9) Distribution
4) Replication 10) 1Integration

5) Local Data Source 11) Http

6) Remote Data Source

q) quit

Enter choice: 2
Authentication and authorization Management Menu

What would you like to do?

1) Access Control Group Plugin 8) Password Policy Import
2) Access Control Handler 9) Password Storage Scheme
3) Crypto Manager 10) Password Validator

4) Data Encryption 11) Root DN

5) Key Manager Provider 12) SASL Mechanism Handler
6) Password Generator 13) Trust Manager Provider
7) Password Policy

b) back

q) quit

Enter choice [b]: 4

Configure the Properties of Data Encryption
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Property Value (s)

1) attribute-encryption-include description, givenname, mobile
2) enabled true

3) encrypted-suffix "dc=example, dc=com"

4) encryption-algorithm aes-128

?) help

f) finish - apply any changes to the Data Encryption

c) cancel

q) quit

Enter choice [f]: ?
Component name: Data Encryption
Data Encryption allows to configure attribute encryption.

Option Types:

r -- Property value(s) are readable

w -- Property value(s) are writable

m -- The property is mandatory

s -- The property is single-valued

a -- Administrative action is required for changes to take effect
Property Options Syntax
attribute-encryption-include rw--- 0ID
enabled IwW-s- BOOLEAN
encrypted-suffix rTw--- DN
encryption-algorithm rTwW-s- ALGORITHM

14.7.5 Managing Attribute Encryption

You can enable and disable attribute encryption, and modify and fetch attributes using dsconfig
command.

The following topics describe how to enable and disable attribute encryption:
* Enabling Encryption for Attributes of Specific Suffixes

* Disabling Encryption

* Enabling Encryption for a Specific Attribute Using an Algorithm

*  Modifying Attributes

*  Fetching Attributes

14.7.5.1 Enabling Encryption for Attributes of Specific Suffixes

ORACLE

This section describes a scenario to encrypt every attribute, postalAddress and mail, with
3DES-168 algorithm in entries of user DB Local Backend root suffixes, dc=customers, dc=com
and dc=partners, dc=com.

To configure attribute encryption for postalAddress use the following command:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" \
-j /local/password \
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set-data-encryption-prop --set enabled:true \
--set encryptedsuffix:dc=customers,dc=com \

--set attribute-encryption-include:postalAddress \
--set encryption-algorithm:triple-des-168 \

To configure attribute encryption for mail use the following command:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" \

-3 /local/password \

set-data-encryption-prop --add attribute-encryption-include:mail \
--add encrypted-suffix:dc=partners,dc=com \

You can configure attributes using the set-data-encryption-prop option of dsconfig
command. For more information about the encryption parameters, see dsconfig.

In this example, configure encryption using the preceding two dsconfig commands
sequentially. For more information, see Configuring Attribute Encryption Using the dsconfig
Command.

14.7.5.2 Disabling Encryption

Use the following dsconfig command to disable encryption:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" \
-3 /local/password \
set-data-encryption-prop --set enabled:false \

14.7.5.3 Enabling Encryption for a Specific Attribute Using an Algorithm

Use the following command to encrypt the mobile attribute with the AES-128 algorithm:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" \
-j /local/password set-data-encryption-prop --set enabled:true \
--set attribute-encryption-include:mobile \

--set encryption-algorithm:aes-128 \

14.7.5.4 Modifying Attributes

You can modify the attributes through the dsconfig command with the set-data-encryption-
prop subcommand as follows:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" /
-j /local/password set-data-encryption-prop --set "enabled:true"

# Note:

Run the dsconfig set-data-encryption-prop --help command to explore the set-
data-encryption-prop command option. For more information, see dsconfig.

14.7.5.5 Fetching Attributes

ORACLE

You can read the attributes through the dsconfig command with the get-data-encryption-
prop subcommand as follows:

dsconfig -n -X -h localhost -p 1444 -D "cn=Directory Manager" /
-j /local/password get-data-encryption-prop
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Property : Value (s)

attribute-encryption-include : description, givenname, mobile

enabled : true
encrypted-suffix : "dc=example,dc=com"
encryption-algorithm : aes-128

14.8 Configuring Attribute Encryption in Replication Enabled
Topology

You can initialize OUD topology with attribute encryption. The keys used for encryption are not
stored in the keystore instead in cn=admin data suffix. This suffix is replicated across all the
servers of the topology. Therefore, any OUD instance can decrypt encrypted attribute prior to
sending it back to client application.

# Note:

Consider a Replication Enabled Topology with attribute encryption already configured
and the attribute data of all entries stored in an encrypted state in the topology. To
renew or regenerate Self-Signed Certificates (for example, when the Certificates are
about to expire), see Regenerating Certificates Using dsreplication regenerate-cert.
To renew or reset Custom or CA Signed Certificates, see Providing Certificates Using
dsreplication set-cert. The commands (dsreplication regenerate-cert and
dsreplication set-cert) automate the process of resetting the Certificates in the
replication topology.

14.8.1 Configuring Attribute Encryption in a New Replicated Topology Setup

You can configure the attribute encryption in an entirely new replicated topology setup.
Follow these steps:

1. Configure attribute encryption for all instances using dsconfig. See Configuring Attribute
Encryption Using the dsconfig Command and Configuring Attribute Encryption Using the
dsconfig Interactive Mode.

2. Enable Replication for all instances. See Enabling Replication Between Two Servers With
dsreplication.

# Note:

Scheduled re-encrypt task is not applicable for this new replication topology
setup assuming no data present.

14.8.2 Configuring Attribute Encryption in the Existing Replicated Topology
Setup

Consider an OUD instance running in a replicated topology. To secure value of attributes while
storing the attributes on the disk, you need to define attribute encryption. The attribute data of
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the newly created entries is encrypted in the replicated topology, whereas the attribute data of
the existing entries are not be stored securely.

To apply encryption to all entries or the attribute data, you need to perform following steps.
Follow these steps:

1. Configure attribute encryption for all instances using dsconfig. See Configuring Attribute
Encryption Using the dsconfig Command and Configuring Attribute Encryption Using the
dsconfig Interactive Mode.

2. Perform encryption of the existing data as described in the section Encryption or Re-
encryption of Existing Data.

14.9 Encryption or Re-encryption of Existing Data

In the existing environment, when attribute encryption is newly enabled or any existing attribute
encryption related configuration such as the encryption algorithm changes, then encryption of
the existing data present in the backend as per new encryption configuration needs to be
performed.

You can perform the attribute encryption in different ways as follows:
e Encryption or Re-encryption of Existing Data Using Scheduled Task
e Encryption or Re-encryption of Existing Data Using Replication or Import

e Encryption or Re-encryption of Existing Data on Single Instance Using Export or Import

14.9.1 Encryption or Re-encryption of Existing Data Using Scheduled Task

You can perform the encryption of the existing data present in the backend by configuring a re-
encrypt scheduled task on an OUD server instance. The scheduled task encrypts the required
data on the given OUD server instance where it is run.

In case of a replicated topology, it also publishes necessary attribute encryption modify
operations to other nodes over replication so that data on the other nodes get encrypted.

Follow these steps

1. Ensure that necessary attribute encryption configurations are present on all OUD instances
in case of a replicated topology.

2. Take backup of all OUD instances.

3. Configure the scheduled task for re-encryption using command, dsconfig create-task
-—-type reencrypt

Recurring Task ./dsconfig create-task -h <OUD INSTANCE> -p <ADMIN PORT> -D
"cn=Directory Manager" -j /local/password -X --type reencrypt --backendID
userRoot --recurringTask "* * * * *" —-Dbatch-size 10

Schedule Task ./dsconfig create-task -h <OUD INSTANCE> -p <ADMIN PORT> -D
"cn=Directory Manager" -3j /local/password -X --type reencrypt --backendID
userRoot --start 0

In this approach the existing data is encrypted without the downtime of OUD instances.

Consider that the backend has huge number of entries, then you can schedule a ReEncrypt
Recurring Task. The reencryption is preferred to be performed in batches at the configured
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intervals as per the schedule. Consider that the backend has fewer entries, then you can
schedule a single time Scheduled Task. All entries are intended to be reencrypted at once as
part of a single task.

Oracle recommends that you configure the task on the OUD instance such that no LDAP
queries from any clients are processed until the re-encryption is finished. This instance should
be included in the replication topology but not in the load balancer. This can be accomplished
in one of following ways:

1. When you remove one node from the existing load balancer.

2. When you build a new instance specifically for this purpose.
14.9.1.1 Scheduled Task for Re-encryption

The scheduled task for re-encryption takes care of re-encrypting all entries based on
parameters passed. On successful completion of the task, the status is marked as "Completed
Successfully and stopped Recurring Task” for a Recurring Task or "Completed successfully” for
a Scheduled Task.

Usage

dsconfig create-task {options}

For global options, see dsconfig --help.

# Note:

Interactive mode for dsconfig create-task is not supported now. Hence use complete
command as listed below.

Subcommand Options

Table 14-3 Create Task Options

______________________________________________________________________________|]
Option Description

--type {type} Specifies the type of task to be created.

# Note:

Currently only
reencrypt type is
supported.

ORACLE Er



Chapter 14
Encryption or Re-encryption of Existing Data

Table 14-3 (Cont.) Create Task Options

_________________________________________________________________________________|
Option Description

-t, --start {startTime} Indicates the date and time at which this operation
will start when scheduled as a server task
expressed in YYYYMMDDhhmmssZ format for
UTC time or YYYYMMDDhhmmss for local time. A
value of '0" will cause the task to be scheduled for
immediate execution. When this option is specified
the operation will be scheduled to start at the
specified time after which this utility will exit
immediately.

--recurringTask {schedulePattern} Indicates the task is recurring and will be
scheduled according to the value argument
expressed in crontab(5) compatible time and date

pattern.

--batch-size {batchsize} Represents the batch size to be used for re-
encryption.

--backendID {backendName} Represents the backend ID for the backend to re-
encrypt.

--completionNotify {emailAddress} Represents the email address of a recipient to be

notified when the task completes. You may specify
this option more than once.

--errorNotify {emailAddress} Represents the email address of a recipient to be
notified if an error occurs when this task executes.
You may specify this option more than once.

--dependency {taskID} Represents the ID of a task upon which this task
depends. A task will not start execution until all its
dependencies have completed execution.

--failedDependencyAction {action} Represents the action this task will take should one
if its dependent tasks fail. The value must be one of
PROCESS, CANCEL, DISABLE. If not specified
defaults to CANCEL.

Examples

The examples of creating a recurring task and a scheduled task is as follows:
Creating a Recurring Task

./dsconfig create-task -h <OUD INSTANCE> -p <ADMIN PORT> -D "cn=Directory

Manager" -j /local/password -X --type reencrypt --backendID userRoot --
recurringTask "* * * * *" —-_phatch-size 10

Creating a Scheduled Task

./dsconfig create-task -h <OUD INSTANCE> -p <ADMIN PORT> -D "cn=Directory
Manager" -j /local/password -X --type reencrypt --backendID userRoot --start
20210830121500
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14.9.1.2 Managing Scheduled Tasks

ORACLE

You can view all re-encryption tasks using manage-tasks command:

./manage-tasks -h <OUD_INSTANCE> -p <ADMIN PORT> -D "cn=Directory Manager" -
j /local/password -n -s

Output

20210830043148359 ReEncrypt Completed successfully
ReEncryptTask-5£73a72c-7725-473£-89e8-3bc05£847d64 ReEncrypt Completed
Successfully and stopped Recurring Task
ReEncryptTask-5£73a72c-7725-473£-89e8-3bc05£847d64-20210830043300000
ReEncrypt Completed successfully
ReEncryptTask-5£73a72c-7725-473£-89e8-3bc05£847d64-20210830043600000
ReEncrypt Completed successfully

Troubleshooting Using Manage-Tasks

You can troubleshoot by using the manage-tasks command. Use the manage-tasks command
to check if the scheduled Re-encrypt Tasks had any errors during re-encryption. The status of
the tasks would either be in "Completed with errors and stopped Recurring Task" for a
Recurring Task or in "Completed with errors" for a Scheduled Task.

Example

You can view all re-encryption tasks by using the manage-tasks command:

./manage-tasks -h <OUD_INSTANCE> -p <ADMIN PORT> -D "cn=Directory Manager" -
j /local/password -n -s

Output

ReEncryptTask-7eclbab7-d971-44bb-b780-ea5c803dcd4f ReEncrypt Completed with
errors and stopped Recurring Task
ReEncryptTask-7eclbab7-d971-44bb-b780-ea5c803dcd4£-20210830032400000
ReEncrypt Completed with errors
ReEncryptTask-7eclbab7-d971-44bb-b780-ea5c803dcd4£-20210830032500000
ReEncrypt Completed with errors

You can view more information using the following command:

./manage-tasks -h <OUD_ INSTANCE> -p <ADMIN PORT> -D "cn=Directory Manager" -
j /local/password -n -i "ReEncryptTask-7eclbab7-d971-44bb-b780-
eab5c803dcd4£-20210830032400000"

The above command displays the log messages for the task and the entries that have failed
during the run:

ReEncrypt Options

ds-task-reencrypt-failed-dn uid=user.l, ou=People,dc=example,dc=com
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uid=user.5, ou=People,dc=example, dc=com
dc=example,dc=com:3,6,9
ds-task-reencrypt-backend-id userRoot
objectclass ds-recurring-task
ds-tasktopds-task-reencrypt
ds-task-reencrypt-creation-time 20210830032400%
ds-task-reencrypt-batch-size 10

Last Log Message

[30/Aug/2021:03:24:00 +0000] severity="NOTICE" msgCount=11 msgID=9896350
message="ReEncrypt task
ReEncryptTask-T7eclbab7-d971-44bb-b780-ea5c803dcd4£-20210830032400000 finished
execution"

In case of errors, it is recommended to look at the logs for root cause of the errors and re-
schedule a new re-encryption task so that the failed entries are retried again for re-encryption.

If Reencryption (via Reencrypt Tasks) has been scheduled partially covering only few suffixes,
a warning message gets logged in the server logs during server startup.

14.9.2 Encryption or Re-encryption of Existing Data Using Replication or

Import

This approach requires OUD instance downtime to encrypt the existing data in a replicated
topology. To apply encryption to all entries or the attribute data using replication, you need to
perform the following steps.

1. Perform a pre-external-initialization on any one of the instances. See dsreplication.

2. Perform an off-line import either on all instances or on one instance, and then perform
Binary copy to the other instances or dsreplication initialize. See import-Idif.

3. Perform a post-external-initialization on any one of the instances. See dsreplication.

14.9.3 Encryption or Re-encryption of Existing Data on Single Instance
Using Export or Import

ORACLE

You can perform the encryption or re-encryption of existing data on single instance using
export or import in a non-replicated topology.

1. Do one of the following:
* If you want the existing data present in the back end to be configured for encryption,
export the data using the LDIF script:

export-1dif -n userRoot -1 /data/export.ldif

For more information about exporting to LDIF, see export-Idif

e If you only want future modifications to consider the new encryption configuration, go
to Step 4.

2. Perform the following steps to re-import data, and stop.
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a. Stop the server.
stop-ds
b. Import data.

import-1dif -n userRoot -1 /data/export.ldif

For more information about importing from command line, see import-Idif.

# Note:

Irrespective of the fact whether data is encrypted or not in the imported LDIF
file, the import-1dif command saves the data in the back end as stated by
the current server configuration. So, the import process allows you to encrypt
or decrypt data as needed. For example, importing encrypted data in a
server configured with no encryption allows you to store data unencrypted. In
addition, if you import a clear LDIF file into a server configured for encryption,
then it allows you to store data encrypted.

The algorithm of the current configuration is always used. If you import an
AES128 encrypted data set into the server with RC4 encryption configured,
then data is re-encrypted and stored with RC4 configuration.

c. Start the server.

start-ds

When you import data, then it also builds the indexes. Therefore, there is no need to
perform step 4.

3. Rebuild indexes.
If the suffix on which you want to configure encryption contains indexes for the impacted
attributes, then rebuild those indexes. Run the following commands:

For example, if there are some indexes associated with the postalAddress attribute, then
rebuild index using the following command:

rebuild-index -b dc=customers,dc=com -i postalAddress

Similarly, if there are some indexes associated with the mail attribute, then rebuild index
using the following command:

rebuild-index -b dc=customers,dc=com -i mail

For more information about rebuilding indexes, see rebuild-index.

14.10 Use Case Scenarios

You may have some replicated topology which may impact if attribute encryption is used,
especially when certain releases of OUD contain newer encryption schemes. Consider the use
case scenarios as follows:
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*  Mixed Replicated Topology Containing Multiple Versions of OUD Instances
* Replicated Topology with all OUD Instances Support Configured Encryption Scheme

14.10.1 Mixed Replicated Topology Containing Multiple Versions of OUD
Instances

A mixed version topology consists of the latest version of OUD, which may contain newer
encryption schemes which are not available in older version of OUD. In such a mixed version
topology containing multiple versions of OUD, it is recommended that newer encryption
schemes that are released in the latest product should be configured after all OUD instances
are moved to the latest version. However, you can choose a combination of newer and older
encryption schemes in such a mixed version topology.

This requires the value of the configuration property, use-defined-enc-algo-in-replication
to be set to false. With this configuration, latest release of OUD server instance will generate
changelog or modify events using AES-128 encryption algorithm which is understood by all
older versions of OUD server.

For example, consider a scenario where OUD1 instance is created using an older version with
data encryption algorithm AES-256 and OUD?2 instance is created using a newer version of
OUD with data encryption algorithm AES-256-GCM. In this topology OUD2 understands newly
introduced encryption algorithm whereas OUD1 fails to decipher the newer encryption
algorithms. Now, any change in OUD2 will generate the change-log events using AES-256-
GCM algorithm and same is replicated to OUD1. OUDL1 fail to decrypt the change-log that is
encrypted using AES-256-GCM.

To avoid such compatibility issues in mixed mode change-log is encrypted using the default
AES-128 algorithm provided the configuration property, use-defined-enc-algo-in-
replication is set to false. Once all instances are moved to the latest version, the
configuration property, use-defined-enc-algo-in-replication is set to true so that
replication will use the latest configured encryption algorithm.

14.10.2 Replicated Topology with all OUD Instances Support Configured
Encryption Scheme

The replicated topology may contain different versions of OUD. However, in this topology, all
OUD instances support the configured encryption scheme. Administrator can set the value of
the configuration property, use-defined-enc-algo-in-replication to true so that any
change in encrypted attribute values will generate the modify or change-log that is encrypted
using configured encryption algorithm. This change-log is interpreted by other OUD node in the
replication topology and replay the same change.
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Basic Administration

This part describes how to start and stop the server and how to configure the various server
elements, depending on the required deployment scenario.

This part includes the following chapters:

e Starting and Stopping the Server

* Accessing Oracle Unified Directory Using OUDSM
*  Configuring the Server Instance

* Managing Directory Data

e Managing Users and Groups
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Starting and Stopping the Server

Follow these topics which describe the basic procedures that apply to an Oracle Unified
Directory directory server, proxy server, and replication gateway instance:

e Starting the Server

e Stopping the Server

e Checking the Server Status

* Running the Server as a Non-Root User

e Starting and Stopping Oracle Unified Directory Instance Created Within the Domain

15.1 Starting the Server

To start the server, run the start-ds command on UNIX or Linux systems or the start-ds.bat
command on Windows systems. By default, the start-ds command starts the server as a
background process when no options are specified.

You can use the start-ds command with the --nodetach option to run the server as a
foreground process. For more information, see start-ds.

The start-ds command automatically attempts to find the correct Java environment to use
when starting the server. You can specify the path to the Java installation, and provide
additional options directly to the JVM when the directory server is starting. For more
information, see Configuring the Default JVM and Java Arguments.

< Note:

During server startup, if any OUD keystore is using weaker keysize or key algorithm
or signature algorithm, then the following warning message appears in the server
startup logs. For more information to update any certificate, see Managing
Certificates Using dsreplication.

"Certificate [ads-cert] is using weaker signature algorithm
[SHAlwithRSA] in keystore [asinstl/0OUD/config/ads-keystore].It's
recommended to use a stronger signature algorithm"

"Certificate [ads-cert] is using weaker key bit size [1024] in
keystore [asinstl/0UD/config/ads-keystore].It's recommended to use a
stronger key bit size"

"Certificate [ads-cert] is using weaker key algorithm [DSA] in
keystore [asinstl/0OUD/config/ads-keystore].It's recommended to use a
stronger key algorithm"
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The topics in this section include:

e Starting the Server Using start-ds
e Starting the Server as a Foreground Process
e Restarting the Server

e Starting the Server Using a Script (UNIX/Linux)

15.1.1 Starting the Server Using starc-as

You can start the server using start-ds command for Oracle Unified Directory (OUD)
instances created with the following OUD setups: oud-replication-gateway-setup, oud-
proxy-setup and oud-setup.

Follow the steps to start the server:

1. Change to the appropriate directory.

(UNIX, Linux) $ cd INSTANCE_DIR/OUD/bin
(Windows) C:\> cd INSTANCE_DIR\OUD\bat

2. Type start-ds.

(UNIX, Linux) $ start-ds
(Windows) C:\> start-ds

15.1.2 Starting the Server as a Foreground Process

You can start the server as a foreground process by changing to the appropriate directory and
then by using the start-ds command.

To start the server as a foreground process:

1. Change to the appropriate directory.

(UNIX, Linux) $ cd INSTANCE DIR/OUD/bin
(Windows) C:\> cd INSTANCE DIR\OUD\bat

2. Type start-ds with -N or --nodetach.

(UNIX, Linux) $ start-ds --nodetach
(Windows) C:\> start-ds --nodetach

You can stop the directory server by pressing Control-C in the terminal window in which
the server is running or by running the stop-ds utility from another window.
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15.1.3 Restarting the Server

You can restart the server by changing to the installation directory and by using --restart
command.

To restart the server:

1. Change to the installation directory.

(UNIX, Linux) $ cd INSTANCE DIR/OUD/bin
(Windows) C:\> cd INSTANCE DIR\OUD\bat

2. Type stop-ds with -R or --restart.

(UNIX, Linux) $ stop-ds --restart
(Windows) C:\> stop-ds --restart

15.1.4 Starting the Server Using a Script (UNIX/Linux)

The start-ds command provides a "quiet" option (-Q or --quiet) that suppresses output
during the startup process unless a significant error occurs. You can use this option in a startup
script.

To start the server using a script:
1. Create a shell script and add the following start-ds command.
INSTANCE DIR/OUD/bin/start-ds --quiet

2. Run the script.

15.2 Stopping the Server

On any system (whether the server is running in the foreground or the background), or even
from a remote system, you can stop the server using one of the following methods.

Follow the topics below to stop the server:
e Stopping the Server Using stop-ds
e Stopping the Server that is Running in the Foreground

e Stopping the Server Using a Script (UNIX/Linux)

For more information about the stop-ds command, see stop-ds.

15.2.1 Stopping the Server Using stop-as

You can stop the server by changing to the appropriate directory and by using stop-ds
command only for Oracle Unified Directory (OUD) instances created with the following OUD
setups: oud-replication-gateway-setup, oud-proxy-setup and oud-setup.

To stop the server using stop-ds command:

1. Change to the appropriate directory.
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(UNIX, Linux) $ cd INSTANCE DIR/OUD/bin
(Windows) C:\> cd INSTANCE DIR\OUD\bat

2. Type stop-ds

(UNIX, Linux) $ stop-ds
(Windows) C:\> stop-ds

15.2.2 Stopping the Server that is Running in the Foreground

You can stop the server that is running in the foreground by running the stop-ds command
from another window.

This procedure assumes that the directory server is running as a foreground process (using
the -N or --nodetach option).

® Type Control-C in a terminal window on UNIX or in the Command Prompt window on
Windows systems to stop the server.

Alternatively, run the stop-ds command from another window.

15.2.3 Stopping the Server Using a Script (UNIX/Linux)

The stop-ds command provides a "quiet” option (-0 or --quiet) that suppresses output during
the stopping process unless a significant error occurs. You can use this option in a shutdown
script.

To stop the server using a script:
1. Create a shell script and add the following stop-ds command.
INSTANCE DIR/OUD/bin/stop-ds --quiet

2. Run the script.

15.3 Checking the Server Status

You can check if the server is started or stopped at any time, by using the status command.
To check the server status:

1. Change to the appropriate directory.

(UNIX, Linux) $ cd INSTANCE DIR/OUD/bin
(Windows) C:\> cd INSTANCE_DIR\OUD\bat

2. Type status

(UNIX, Linux) $ status
(Windows) C:\> status
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15.4 Running the Server as a Non-Root User

Like many network daemons, Oracle Directory Server Enterprise Edition has a setuid
capability that allows it to be started as a root user but then drop privileges to run as a user
with fewer capabilities. Oracle Unified Directory does not currently include this capability.
However, you can install, start, and run the server as a non-root user.

# Note:

The information in this section applies primarily to UNIX-based platforms because
Windows systems do not historically place as many restrictions on non-administrative
users.

This section includes the following topics:

¢ Understanding the Rationale to Run the Server as a Non-Root User

* Running the Server as a Non-Root User on the Standard LDAP Ports

15.4.1 Understanding the Rationale to Run the Server as a Non-Root User

Often, running the server as a non-root user from the start is an option that provides greater
functionality than the setuid equivalent. Running the server as a non-root user means that the
administrators do not need root access to the system, which is often desirable from an
operational perspective. In addition, more administrative actions can be performed with the
server online, because the server can do things that might not have been available after it had
dropped root privileges.

The primary reason that servers are typically started and run as root users is so that they can
listen on a privileged port (hnamely, ports between 1 and 1024). The standard port for LDAP
communication is port 389, and the standard port for LDAPS is 636. On most UNIX-based
systems only root users can create processes that listen on these ports. There can be other
reasons for starting as a root user (for example, the ability to use a larger number of file
descriptors), but it is generally easier to configure around these other limitations.

Although the standard LDAP and LDAPS ports are 389 and 636, the server is not required to
run on those ports. In some environments, it is common to run the server on ports above 1024
(such as 1389 and 1636) so that it is not necessary to be root to start it. Virtually all LDAP-
enabled clients provide the ability to specify the port on which the server is listening. If the
clients know which port the server is using, then any value is allowed. For information about
configuring the listen port, see Displaying the Properties of LDAP Connection Handler.

15.4.2 Running the Server as a Non-Root User on the Standard LDAP Ports

ORACLE

If clients expect the server to be listening on port 389 or 636, other options are still available.
The best option, available on Solaris systems from Solaris 10 onwards, is to use the process
rights management subsystem (also called least privilege). The privileges subsystem in Solaris
makes it possible to give non-root users and roles capabilities normally available only to the
root user (much like the Privilege Subsystem allows within the server).

In particular, the net privaddr privilege controls which users can bind to privileged ports. If
this privilege is granted to a non-root user, that user can bind to privileged ports.
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To configure a user with this privilege, run the following command, as the root user:

# usermod -K defaultpriv=basic,net privaddr,sys resource,-proc_info,-file link any oud

This command configures the oud user so that it starts with the basic privilege set (which is
what non-root users have by default). The command then adds the net privaddr and
sys_resource privileges, which allow the user to increase the number of file descriptors
available, among other things. The command removes the proc info privilege (which allows
the user to see processes owned by other users) and the file link any privilege (which
allows the user to create hard links to files that they do not own). After running this command,
the oud user can start the server listening on a privileged port.

Even on systems without a capability like least privilege, it is possible to expose the server on
a privileged port such as 389 or 636 without requiring root privileges to be able to start it. One
possibility would be to run the server on an unprivileged port and use a directory proxy server
listening on the privileged port to forward communication to the server on an unprivileged port.
It is also possible to use network hardware to achieve the same purpose or to use firewall rules
on the same system.

For example, on Linux systems the following commands can be used to redirect traffic
targeting port 389 to port 1389:

# iptables --append PREROUTING --table nat --protocol tcp --dport 389 \
--jump REDIRECT --to-port 1389
# iptables -t nat -A OUTPUT -p tcp --dport 389 -j DNAT --to :1389

15.5 Starting and Stopping Oracle Unified Directory Instance
Created Within the Domain

You can start and stop Oracle Unified Directory (OUD) instances using command line interface
and WebLogic Scripting Tool (WLST) commands.

# Note:

It is not recommended to start or stop an instance using start-ds or stop-ds
commands when you have created the OUD instance within the domain. Use these
commands only when you have created OUD instance with the following OUD
setups: oud-replication-gateway-setup, oud-proxy-setup and oud-setup.
Instances created within the domain must be started or stopped using either the
startComponent.sh and stopComponent.sh commands from Command Line or using
the WLST commands.

¢ See Also:

*  Setting Up the Directory Server Using the WebLogic Scripting Tool (WLST)
»  Setting Up the Proxy Server Using the WebLogic Scripting Tool (WLST)
» Setting Up the Replication Gateway Using the WebLogic Scripting Tool (WLST)

This section covers the following topics:
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e Starting Oracle Unified Directory Instance

e Stopping Oracle Unified Directory Instance

15.5.1 Starting Oracle Unified Directory Instance

You can start an Oracle Unified Directory (OUD) instance using command line interface and
WebLogic Scripting Tool (WLST) commands..

# Note:

You can run the start commands only on OUD instances created using WLST.

Before performing these actions, you need to start the NodeManager using the ./
startNodeManager.sh command as follows:

cd $DOMAIN HOME/bin
Run ./startNodeManager.sh

This section contains the following topics:

e Starting Oracle Unified Directory Instance Using Command Line

e Starting Oracle Unified Directory Instance Using WebLogic Scripting Tool Commands

15.5.1.1 Starting Oracle Unified Directory Instance Using Command Line

You can start an Oracle Unified Directory (OUD) instance using command line interface.

To start an Instance:
Run the following command from command line interface to start an OUD Instance.

For example:

SDOMAIN HOME/bin/startComponent.sh oudl
where oudl is the instance name/server name created using WLST

15.5.1.2 Starting Oracle Unified Directory Instance Using WebLogic Scripting Tool
Commands

You can start an Oracle Unified Directory (OUD) Instance using WebLogic Scripting Tool
(WLST) commands.

# Note:

Before starting or stopping an instance, you need to connect to the NodeManager as
follows:
nmConnect (domainName='base domain',username='weblogic', password="password

")

To start an Instance:
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Run the following WLST command to start an OUD Instance.

nmStart (serverName='oudl', serverType="'0UD")

15.5.2 Stopping Oracle Unified Directory Instance

You can stop Oracle Unified Directory (OUD) instances using command line interface and
WebLogic Scripting Tool (WLST) commands.

# Note:

You can run the stop commands only on OUD instances created using WLST.

Before performing these actions, you need to start the NodeManager using the ./
startNodeManager.sh command as follows:

cd $DOMAIN HOME/bin
Run ./startNodeManager.sh

This section contains the following topics:
*  Stopping Oracle Unified Directory Instance Using Command Line

e Stopping Oracle Unified Directory Instance Using WebLogic Scripting Tool Commands

15.5.2.1 Stopping Oracle Unified Directory Instance Using Command Line

You can stop an Oracle Unified Directory (OUD) instance using command line interface.

To stop an Instance:
Run the following command from command line interface to stop an OUD Instance.

For Example:

SDOMAIN HOME/bin/stopComponent.sh oudl
where oudl is the instance name/server name created using WLST

15.5.2.2 Stopping Oracle Unified Directory Instance Using WebLogic Scripting Tool
Commands

You can stop an Oracle Unified Directory (OUD) Instance using WebLogic Scripting Tool
(WLST) commands.

# Note:

Before starting or stopping an instance, you need to connect to the NodeManager as
follows:
nmConnect (domainName='base domain',username='weblogic', password="password

")

To stop an Instance:
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Run the following WLST command to stop an OUD Instance.

nmKill (serverName='oudl', serverType="'0UD")
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Accessing Oracle Unified Directory Using
OUDSM

Oracle Unified Directory Services Manager (OUDSM) is an interface for managing instances of
Oracle Unified Directory. OUDSM enables you to configure the structure of the directory, define
objects in the directory, add and configure users, groups, and other entries. OUDSM is also the
interface you use to manage entries, schema, security, and other directory features.

This chapter describes how to access Oracle Unified Directory by using OUDSM, and includes
the following sections:

e Invoking OUDSM
e Connecting to the Server Using OUDSM
e Displaying Server Information Using OUDSM

Additional information about using OUDSM to manage Oracle Unified Directory is available in
the following sections:

e Managing the Server Configuration Using OUDSM
e Searching Data Using OUDSM

e Managing Data Using OUDSM

* Managing Access Control Using OUDSM

e Managing Password Policies Using OUDSM

e Managing the Schema Using OUDSM

For information about using OUDSM to manage proxy configurations, see Configuring Proxy,
Distribution, and Virtualization Functionality.

16.1 Invoking OUDSM

You can invoke OUDSM using a URL where you enter the host name and the port name as
given in this topic.

To invoke OUDSM, enter the following URL into your browser's address field:

http://host:port/oudsm

where host is the name of the managed server on which OUDSM is running and port is the
managed server port number of the admin server. The default admin port is 7001.

Connect to the server as described in Connecting to the Server Using OUDSM.

ORACLE o



Chapter 16
Connecting to the Server Using OUDSM

# Note:

If Oracle Unified Directory has recently been updated, you might encounter a
problem on Oracle WebLogic Server when you try to invoke OUDSM. During an
Oracle Unified Directory update operation, OUDSM is also updated, and the OUDSM
URL can change. This problem usually occurs if you used your browser to invoke the
earlier version of OUDSM.

Therefore, to invoke the updated version of OUDSM, first clear your browser's cache
and cookies.

16.2 Connecting to the Server Using OUDSM

You can connect to a specific Oracle Unified Directory instance from the main OUDSM screen.
Enter the following information to connect to an Oracle Unified Directory instance:

*  Server. Enter the name of the directory server to which you want to connect.

e Port. Enter the administration port number of the directory server to which you want to
connect.

* User name. Enter the bind DN to connect to the directory.
* Password. Enter the bind password to connect to the directory.

If SSL is enabled, you are asked to trust the server certificate.

# Note:

e If you change the browser language setting, then you must update the session to
use the new setting. To update the session, either reenter the OUDSM URL in
the URL field and press Enter or quit and restart the browser.

*  You can configure OUDSM to use protocols and cipher suites that the Oracle
Unified Directory server supports for TLS communication. See Configuring TLS
Protocol and Cipher Suites for OUDSM to OUD Communication.

16.3 Displaying Server Information Using OUDSM
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The Home tab and Metrics tab of each server instance in OUDSM enables you to view specific
information about the server.

This section describes how to view server information and contains the following topics:
e Understanding the Server Role

e About Version Information

e About Server Statistics

e About the Configured Connection Handlers

e About the Configured Naming Contexts

e About the Configured Data Sources
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*  About Server Metrics

16.3.1 Understanding the Server Role

The server role can be one or more of the following, depending on how the Oracle Unified
Directory instance was set up.

e Directory

*  Proxy

* Load Balancer

« Distributor

e Replication Gateway
e Replication Server

For more information, see Selecting a Server Role.

16.3.2 About Version Information

The version information panel indicates the version number of the OUDSM instance, the
Oracle Unified Directory instance, and the version of the Java Runtime Edition (JRE).

16.3.3 About Server Statistics

The OUD Statistics panel displays installation details and basic monitoring information for this
server instances.

The following information is displayed:

* Server Start Time. The latest date and time on which the server was started successfully.
* Installation Path. The network path to the installation files for this server instance.
* Instance Path. The network path to the instance files for this server instance.

« Administrative Users. The root user that was configured when the server was set up. For
more information, see Managing Administrative Users.

* Total LDAP Operations Completed (per sec) (since startup). The total number of LDAP
operations performed on the server, divided by the number of seconds that have passed
since server startup.

* Average Elapsed Time per Operation (since startup) (ms). The average time taken to
complete an LDAP operation.

e Connection Rate (con/sec). The number of connections that the server is currently
handling per second.

16.3.4 About the Configured Connection Handlers
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The Connection Handlers panel details of all the connection handlers that are configured for
this server instance, including the type of connection handler, the port on which that connection
handler is listening, and whether the connection handler is enabled.

For more information about connection handlers, see Configuring Connection Handlers Using
dsconfig and Managing Administration Traffic to the Server.
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16.3.5 About the Configured Naming Contexts

The Naming Contexts panel displays all naming contexts, or suffixes, that are configured on
this server instance, including the network group to which that naming context belongs, the
number of entries in the naming context and whether that naming context is replicated.

16.3.6 About the Configured Data Sources

For proxy servers, the Data Sources panel displays all of the data sources, or back-end LDAP
servers that are managed through that proxy instance.

16.3.7 About Server Metrics

The Metrics tab of each server instance in OUDSM enables you to view specific performance
metrics for the server. These metrics include the server start up time, its current time, and
usage information.

By default, this page is configured to automatically refresh the displayed metrics every 20
seconds. To change the default refresh interval, click the Update link and enter a new value.
You can disable this feature by clearing the Automatic Refresh box.

¢

refresh. In addition, a Help icon ‘¥ indicates that additional information is available. Click the

d " since the last

&
Icons indicate whether the metrics are up ﬁ , down , or unchange

Help icon ‘& to view a pop-up with information related to that entry.

The usage information is organized into three subtabs, which are described in the following
topics:

e About Usage Since Startup Display
e About Current Usage Display
e About Cache Usage Display

16.3.7.1 About Usage Since Startup Display
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The Usage Since Startup tab metrics are cumulative and they represent the sum of usage
metrics since the server started up.

These metrics are provided on a server basis and on a connection handler basis. In each
section, the header row shows the total metrics for the entire server and the tables show how
the metrics are distributed across the connection handlers (or client ports).

The Usage Since Startup tab contains the following sections:

* Opened Connections. Shows how many connections have been opened since startup,
per connection handler.

- Entries Sent to Clients. Shows how many entries have been sent to the clients since
startup, per connection handler.

 Megabytes Sent to Clients. Shows how many megabytes have been sent to clients since
startup, per connection handler.

« Operations Completed. Shows how many operations have been completed since startup,
per connection handler.
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e Operations Initiated. Shows how many operations have been initiated since startup, per
connection handler.

Expand the header row in each section to view a table with the following information:

Parameter Description

Connection Handler Name Name of the connection handler that is managing this connection.
Port Server port that the connection is using.

Since Startup Absolute metric value since the server was started.

Avg/Sec Since Startup Average metric value since the server was started.

Avg/Sec Since Previous Refresh Average metric value between two refreshes.

Note: This value can be quite useful because it shows what is
currently happening in the server. The two averages illustrate the
evolution of a metric between refreshes, which enables you to see
if things are going up or down.

# Note:

—

Al
e Click the Sort Ascending or Sort Descending icons to sort the information
in each column.

*  Click the Help icon ‘2 to view more information about that entry.

16.3.7.2 About Current Usage Display

ORACLE

The Current Usage tab displays metrics that represent how the Oracle Unified Directory server
is currently being used, such as how many connections are currently open and the number of
threads in the Java process.

The Current Usage tab contains the following sections:

« Active Threads. Shows how many active threads are currently being used.

» Databases in Use. Shows how many local database workflow elements are currently
being used.

* Open Connections. Shows how many connections are currently open.

Expand the header row to view a table with the following information:

Parameter Description

Time Opened Time that the connection was opened.

Bound As User (Bind DN) that the connection is using to bind to the server.
Type Type of connection. Possible values are:

—  LDAP for non-encrypted LDAP connections

— LDAPS for SSL LDAP connections

Start TLS for LDAP connections using Start TLS
JMX for JMX connections

Connection ID Unique integer identifier that is assigned to the server connection.
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Parameter Description

Connection Handler Name of the connection handler that is managing this connection.
Port Server port that the connection is using.

Client Address IP address of the client accessing the server.

Server Address IP address of the server.

Operations in Progress Number of operations that are currently being handled by the
connection. The same connection can be used to perform several
operations in parallel.

< Note:

To sort the information in each table column, click the Sort Ascending or Sort

Descending icons

* Remaining Available Connections. Shows how many connections can still be opened
when the number of connections to the server is limited.

You can configure the server to limit the number of connections by using the max-allowed-
client-connections attribute. For more information about this attribute, see "Global
Configuration" in the Configuration Reference for Oracle Unified Directory.

# Note:

¢

Icons indicate whether the metrics are up ﬁ , down , Or unchanged ¥ since

the last refresh.

16.3.7.3 About Cache Usage Display

ORACLE

The Cache Usage tab displays metrics about the database caches (one for each local
database workflow element that is defined in the server) and the entry cache.

The Cache Usage tab contains the following sections:

« Database Cache. Shows information about each database cache.

This table in this section provides the following information for the upper, bottom, and leaf
nodes in the database.

Parameter Description

Local DB Workflow Element Name Name of the element.

Hits Number of hits since server startup.

Tries Number of tries since server startup.

Hit Ratio Since Startup Hit ratio since server startup.

Hit Ratio Since Previous Refresh Hit ratio since the last server refresh (most relevant value).
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— The higher the hit ratios, the better the database cache is being used.

—  Click the Help icon ‘2 next to a Database Cache Name to see information
about the naming contexts associated with the local database workflow

* Entry Cache. Shows information about each entry cache that is defined in the server.

The table in this section displays the following information about the entry cache

configuration and hit ratio.

Parameter Description

Name Name of the cache.

Type Type of cache configuration. Possible values are:
—  File System
- FIFO

Hits Number of hits since server startup.

Tries Number of tries since server startup.

Hit Ratio Since Startup
Hit Ratio Since Previous Refresh
DB Cache Max Size

Max Entries

Max JVM Memory Percentage

Hit ratio since server startup.
Hit ratio since the last server refresh (most relevant value).

Maximum size that the file system entry cache can take.

Note: This parameter is displayed only when the entry cache
type is File System.

Maximum number of entries that the cache can use.

Note: This parameter is displayed only when the entry cache
type is FIFO.

Maximum percentage of JVM memory that the cache can
use.

The expected hit ratio depends on how you defined the cache; in particular on the type of

entries contained in the cache.

< Note:

since the last refresh.

entry cache.

ORACLE

¢ lcons indicate whether the metrics are up ﬁ , down

¢

, or unchanged

* Click the Help icon ‘@ nextto an Entry Cache Name to see more information,
such as the include and exclude filters that define which entries should go in the
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Configuring the Server Instance

Understand how to configure and manage a server instance using the dsconfig command or
using Oracle Unified Directory Services Manager.
The topics in this section are:

Managing the Server Configuration Using dsconfig
Managing Suffixes Using manage-suffix

Managing the Server Configuration Using OUDSM
Managing Administration Traffic to the Server
Configuring Commands As Tasks

Deploying and Configuring the DSML Gateway
Managing the OUDSM Session Timeout

17.1 Managing the Server Configuration UsSINg accon:s

You can use the dsconfig command to configure both the Oracle Unified Directory directory
server and the proxy server.

ORACLE

For a list of the supported subcommands for the directory server or proxy instance, and for
specific information about this command, see dsconfig. You can also use dsconfig to configure
some proxy-specific components.

< Note:

The topics in this section are intended for administrators or users who want to
configure and manage a deployed Oracle Unified Directory instance. These topics
provide an overview of the dsconfig command-line utility and its use in server
configuration.

This section contains the following topics:

Using the dsconfig Command

Using dsconfig in Interactive Mode

Getting Help With dsconfig

Configuring a Server Instance Using dsconfig
Configuring Connection Handlers Using dsconfig
Configuring Network Groups Using dsconfig
Configuring Workflows Using dsconfig

Configuring Workflow Elements Using dsconfig
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e Configuring Plug-Ins Using dsconfig
e Configuring Suffixes with dsconfig.

e Configuring Access Control Groups With dsconfig

17.1.1 Using the asconric Command

The dsconfig command provides a simple mechanism for accessing the server configuration.
dsconfig presents the configuration as a set of components, each of which can be managed
through one or more subcommands.

You can also use dsconfig interactively. In interactive mode, dsconfig functions much like a
wizard, walking you through the server configuration. For more information, see Using
dsconfig in Interactive Mode.

You can only use dsconfig to configure a running server instance. Offline configuration is not
supported by dsconfig.

Like the other administration commands, dsconfig uses the administration connector to
access the server. For more information, see Managing Administration Traffic to the Server. All
of the examples in this section assume that the administration connector is listening on the
default port (4444) and that the command is accessing the server running on the local host. If
this is not the case, the --port and --hostname options must be specified.

This section contains the following topics:
e Running dsconfig and Certificate Checking
e Working with dsconfig Subcommands

*  Working with dsconfig Advanced Properties

17.1.1.1 Running ascontig and Certificate Checking

The dsconfig command accesses the server over a secured connection with certificate
authentication. If you run dsconfig in interactive mode, then you are prompted about how you
want to trust the certificate.

If you run dsconfig in non-interactive mode (that is, with the -n option), specification of the
trust store parameters depends on whether you run the command locally or remotely.

This section contains the following topics:
* Running dsconfig locally

e Running dsconfig remotely

17.1.1.1.1 Running dsconfig IOC&”Y

To run the command locally, you need to launch dsconfig on the server that you are
administering. If you do not specify the trust store parameters, the server uses the local
instance trust store by default. Unless you specify otherwise, the local instance trust is
INSTANCE DIR/OUD/config/admin-truststore.

17.1.1.1.2 Running dsconfig remotely
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To run the command locally, you need to launch dsconfig on a different server to the one you
are administering. You must specify the trust store parameters or the -x (--trustAll) option.
The easiest way to specify the trust store parameters is to run the command once in interactive
mode and to save the certificate that is presented by the server in your trust store.

$ dsconfig
>>>> >>>> Specify Oracle Unified Directory LDAP connection parameters
Directory server hostname or IP address [hostl.example.com]:
Directory server administration port number [4444]:
Administrator user bind DN [cn=Directory Manager]:
Password for user 'cn=Directory Manager':
How do you want to trust the server certificate?

1) Automatically trust

2) Use a truststore

3) Manually validate
Enter choice [3]: 3
Administrator user bind DN [cn=Directory Manager]:
Password for user 'cn=Directory Manager':
Server Certificate:
User DN : CN=hostl.example.com, O=Administration Connector Self-Signed Certificate
Validity : From 'Wed Apr 29 11:13:21 MEST 2009'

To 'Fri Apr 29 11:13:21 MEST 2011'

Issuer : CN=hostl.example.com, O=Administration Connector Self-Signed Certificate
Do you trust this server certificate?
No
Yes, for this session only

Yes, also add it to a truststore
View certificate details

=W N

Enter choice [2]: 3
Truststore path: /local/instances/certificates/jctruststore

Password for keystore '/local/instances/certificates/jctruststore':

When you have saved the certificate in the trust store, you can specify those trust store
parameters in non-interactive mode.

$ dsconfig -h localhost -p 4444 list-connection-handlers -n \
--trustStorePath /local/instances/certificates/jctruststore \
--trustStorePasswordFile /local/instances/certificates/jctruststore.pin -j pwd-file

Connection Handler : Type : enabled : listen-port : use-ssl
JMX Connection Handler : jmx @ false : 1689 : false
LDAP Connection Handler : ldap : true : 1389 : false
LDAPS Connection Handler : ldap : false : 636 : true

LDIF Connection Handler : 1dif : false H—
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17.1.1.2 Working with ascontig Subcommands

The dsconfig command provides an intuitive list of subcommands to manage various
elements of the configuration.

You can use these subcommands to add, delete, list, view, and modify different components:

Subcommand Function

dsconfig create-component options Creates a new component

dsconfig delete-component options Deletes an existing component
dsconfig get-component-prop options Displays the properties of a component
dsconfig list-components options Lists the existing defined components
dsconfig set-component-prop options Modifies the properties of a component

For example, the following five subcommands are used to manage connection handlers:

Subcommand Function

dsconfig create-connection-handler Creates connection handlers

options

dsconfig delete-connection-handler Deletes connection handlers

options

dsconfig get-connection-handler-prop Displays the properties of a connection handler
options

dsconfig list-connection-handlers Lists the existing defined connection handlers
options

dsconfig set-connection-handler-prop Modifies the properties of a connection handler
options

Not all types of components can be created and deleted. For example, a directory server has
only a single global configuration. For this reason, the global configuration is managed with
only two subcommands:

Subcommand Function

dsconfig get-global-configuration-prop  Displays the global configuration properties
options

dsconfig set-global-configuration-prop  Modifies the global configuration properties
options

The configurable properties of all components can be queried and modified to change the
behavior of the component. For example, an LDAP connection has properties that determine
its IP listener address, its port, and its SSL configuration.

17.1.1.3 Working with ascontig Advanced Properties

ORACLE

Some component properties are considered advanced properties. These advanced properties
are not displayed by default, and have default values that apply in most cases. If you want to
modify the advanced properties or their values, use --advanced before the subcommand. For
example:
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$ dsconfig --advanced get-extension-prop

17.1.2 USIng ascontig IN INteractive Mode

dsconfig runs in interactive mode, unless you specify all configuration parameters and the -n
(--no-prompt) option. Interactive mode functions like a wizard, walking you through the server
configuration. Interactive mode is a good approach to start using dsconfig.

When you run dsconfig in interactive mode, you can specify that you want the equivalent
command (including all your selections) to be displayed or written to a file.

The following example shows how to use the --displayCommand option to display the
equivalent non-interactive command when configuring the trust manager. Notice that the
equivalent command is displayed at the point at which the command has been applied and
validated by the directory server.

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file --displayCommand
The TrustStore Manager Provider was modified successfully

The equivalent non-interactive command-line is:

dsconfig --hostname "localhost" --port "4444" --bindDN "cn=directory
manager" --bindPasswordFile pwd-file --trustAll
set-trust-manager-provider-prop --provider-name "PKCS12" --set
"enabled:true"

To copy the equivalent command to a file, use the --commandFilePath option, as shown in the
following example:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file --
commandFilePath /tmp/filename

1713 Gettlng Help W'th dsconfig

The dsconfig command has extensive online help that is accessed using the --help option.
This section provides an overview, and contains the following topics:

» Displaying Global Usage

e Finding the Correct Subcommand

e Getting Help for an Individual Subcommand

» Displaying a Summary of a Component's Properties

» Displaying Detailed Help on a Property

17.1.3.1 Displaying Global Usage
To view the global usage of the dsconfig command, you must use the --help option.

For example, run the command as follows:

$ dsconfig --help
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17.1.3.2 Finding the Correct Subcommand

The global usage information does not include the list of available subcommands. To retrieve
the list of subcommands, use one of the --help-xxx options, where xxx determines the group
of subcommands to be displayed.

# Note:

Use the --help-all option used to display all of the available subcommands.

For example, to find all the subcommands relating to distribution, use the following command:

$ dsconfig --help-distribution

17.1.3.3 Getting Help for an Individual Subcommand

When you have determined which subcommand you want, you can get more detailed help on
that subcommand using the subcommand --help option as follows:

$ dsconfig create-monitor-provider --help

17.1.3.4 Displaying a Summary of a Component's Properties

The dsconfig command has built-in documentation for all of the components and their
properties. You can access this documentation using the 1ist-properties subcommand. For

example, a summary of the properties associated with a work queue can be displayed using
the following command:

$ dsconfig list-properties -c work-queue

If the -c option is not specified, a summary of the properties for all components is displayed.

17.1.3.5 Displaying Detailed Help on a Property

The summary table displays only brief usage information for each property. More detailed
information are available using the verbose mode of the 1ist-properties subcommand:

$ dsconfig list-properties -c work-queue --property num-worker-threads -v

If the --property option is not specified, verbose help is provided for all the work-queue
properties.

17.1.4 Configuring a Server Instance Using ascontig

ORACLE

The dsconfig command is the recommended utility for accessing the server configuration. You
are not encouraged to access the configuration directly over LDAP, using the 1dap* utilities.

This section describes the utility to access the server components and contains the following
topics:

*  Viewing the Properties of a Component

e Listing Components
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* Understanding How Server Changes Are Recorded
e Creating a Component

e Modifying Component Properties

*  Modifying the Values of a Multi-Valued Property

e Deleting a Component

e Using dsconfig in Batch Mode

17.1.4.1 Viewing the Properties of a Component

You can use a component's get-xxx-prop subcommand to view a list of its properties. Each
component is associated with a single LDAP entry in the server configuration, and each
property is associated with a single LDAP attribute.

To display the properties of the default LDAP connection handler, run the following command:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
get-connection-handler-prop --handler-name "LDAP Connection Handler"

Property : Value(s)
allow-ldap-v2 : true
allow-start-tls : false
allowed-client : -
denied-client : -

enabled : true

keep-stats : true
key-manager-provider : -
listen-address : 0.0.0.0
listen-port : 1389
ssl-cert-nickname : server-cert
ssl-cipher-suite : -
ssl-client-auth-policy : optional
ssl-protocol : -
trust-manager-provider : -
use-ssl : false

The dsconfig command displays the default values or behavior for properties that have not
been customized.

17.1.4.2 Listing Components

You can view a list and summary of the instances of one component using the component's
list-xxxs subcommand. This can be particularly useful if you have more than one instance of
the same component.

For example, to list the configured connection handlers, run this command:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
list-connection-handlers

Depending on your installation, the output will be similar to the following.

Connection Handler : Type : enabled : listen-port : use-ssl
JMX Connection Handler : Jmx @ false : 1689 : false
LDAP Connection Handler : ldap : true : 1389 : false
LDAPS Connection Handler : ldap : false : 636 : true
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LDIF Connection Handler : 1dif : false HE HE
SNMP Connection Handler : snmp : false : 16l HE

17.1.4.3 Understanding How Server Changes Are Recorded

Whenever someone makes a change to the server (ADD, MODIFY, DELETE, etc.), Oracle Unified
Directory stores that change as an entry containing information; including which object was
changed, which attributes were changed, and who made the changes.

This section contains the following topics:

e Overview of How Server Changes are Recorded

e Configuring How Server Changes are Recorded

17.1.4.3.1 Overview of How Server Changes are Recorded

The server itself automatically generates and handles either the modifiersName attribute or the
creatorsName attribute, as follows:

e For MODIFYs and DELETEs, the server creates the modifiersName attribute.
* For ADDs, the server creates the creatorsName attribute.

Server changes can be explicitly performed by one user (userl) or by a user (userl) acting as
another user (user2).

e If a single user (userl) performs the change, then there is no ambiguity and that
modifiers's name or creator's name is stored.

e If auser (userl) performs the change acting as another user (user2), then user1 binds to
the server, but "becomes" user2 to modify the object.

17.1.4.3.2 Configuring How Server Changes are Recorded

You can choose how you want the server to record these changes by configuring the use-
authid-for-audit-attrs attribute. For example,

« False (default): Stores the authentication ID, such as the bind DN, of the bound user
(userl) as the modifier.

e True: Stores the authorization ID of the proxied user (user2) as the modifier (If relevant, for
example, when using proxy auth). The server records the authorization ID in the
creatorsName Ofr modifiersName during a write operation on the entry.

The following example illustrates setting the use-authid-for-audit-attrs attribute value to
true, so that the server will record the proxied user (user2) as the modifier:

./dsconfig set-plugin-prop \
--plugin-name LastMod \
--set use-authid-for-audit-attrs:true \
--hostname localhost \
--port 4444 \
--trustAll \
--bindDN cn=Directory\ Manager \
--bindPasswordFile /tmp/dsconfigpwd \
--no-prompt

Related Topic
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proxied authorization control

17.1.4.4 Creating a Component

You can create new instances of a component using the component's create-xxx
subcommand.

Components often have several subtypes. For example, there are four types of connection
handler: LDAP, LDIF, JMX, and SNMP. Because all of these are created using the same
subcommand, you must specify the type of component that you want to create using the -t or
--type subcommand.

When you create a hnew component, you must specify the component's mandatory properties.
The mandatory properties depend on the type of component that is being created. For
example, an LDAP connection handler might have different mandatory properties to a JIMX
connection handler. If a mandatory property is left undefined, dsconfig enters interactive mode
and prompts you for the undefined properties. If you include the -n (non-interactive) option,
dsconfig fails to create the component and displays an error message indicating which
properties need to be defined.

1. Display the types of connection handler that can be created by accessing the help for the
connection handler component.

$ dsconfig create-connection-handler --help

Usage: dsconfig create-connection-handler {options}
Creates Connection Handlers

Global Options:
See "dsconfig --help"

SubCommand Options:

--handler-name {NAME}

The name of the new Connection Handler

--set {PROP:VALUE}

Assigns a value to a property where PROP is the name of the property and
VAL is the single value to be assigned. Specify the same property multiple
times in order to assign more than one value to it

-t, --type {TYPE}

The type of Connection Handler which should be created. The value for TYPE
can be one of: custom | jmx | ldap | 1dif | snmp

2. Create a new LDAP connection handler, specifying values for the mandatory enabled and
the listen-port properties.

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
create-connection-handler -t ldap --handler-name "My LDAP Connection Handler"

An error message similar to the following will be displayed.

The LDAP Connection Handler could not be created because the following
mandatory properties were not defined:

Property Syntax

enabled false | true
listen-port 1 <= INTEGER <= 65535
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17.1.4.5 Modifying Component Properties

The properties of a component can be modified using the component's set-xxx-prop
subcommand. Multiple properties can be modified at the same time using multiple occurrences
of the --set option. The following example uses the set-connection-handler-prop
subcommand to modify the properties of a connection handler.

# Note:

Many components have a Java class property that specifies the name of a Java class
to be used as the implementation of the component. Do not modify this property, as
doing so could prevent your server from operating correctly. These properties are
treated as advanced properties and hidden from view unless you run dsconfig with
the --advanced option.

For example, to configure the LDAP connection handler to accept LDAPv2 connections, run
this command:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
set-connection-handler-prop --handler-name="LDAP Connection Handler" \
--set allow-ldap-v2:true

17.1.4.6 Modifying the Values of a Multi-Valued Property

You can set multiple values for a property using the --add option multiple times in the same
dsconfig command.

This example sets multiple values for the allowed-client property.

To restrict connections through the LDAP connection handler to specific clients, run these
commands:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -n \
set-connection-handler-prop --handler-name "LDAP Connection Handler" \
--add allowed-client:myhost --add allowed-client:myhost.example \
--add allowed-client:myhost.example.com

17.1.4.7 Deleting a Component

Existing instances of a component can be removed using the dsconfig delete-xxx
subcommand

The following example deletes the LDAP connection handler that was created in the previous
example:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
delete-connection-handler --handler-name "My LDAP Connection Handler"

17.1.4.8 Using asconzig in Batch Mode

ORACLE

You can use the -F or --batchFilePath option of the dsconfig command to specify operations
that are completed in a single command by consolidating those operations in a file.
Consolidating these operations can significantly improve performance when several dsconfig
commands are required.
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To use dsconfig in batch mode, complete the following steps:

1.

Create a script that contains the required commands for creating a new back end that is
used to store a new suffix.

For example, the following file (named new-backend. txt) achieves three separate tasks:
e Creates the db-local-backend workflow element

* Adds a set of index entry limit for the uniquemember attribute (for example, how to set
properties, but this step is not mandatory)

*  Creates the workflow for the new suffix
* Registers the new suffix in the default network group

create-workflow-element --element-name myBackend --type db-local-backend \
--set enabled:true --set base-dn:cn=myexample, cn=com

set-local-db-index-prop --element-name myBackend --index-name uniqueMember \
--set index-entry-1limit:5000

create-workflow --workflow-name myWorkflow --set base-dn:cn=myexample,cn=com \
--set enabled:true --set workflow-element:myBackend

set-network-group-prop --group-name network-group --add workflow:myWorkflow

Run the dsconfig command with that file as a parameter.

$ dsconfig -h localhost -p 4444 -D cn="directory manager" -j pwd-file \
-F new-backend.txt -X -n

17.1.5 Configuring Connection Handlers Using ascontig

Connection handlers are responsible for handling all interaction with client applications,
including accepting connections, reading requests, and sending responses.

ORACLE

For information about configuring secure connections, see Configuring SSL and StartTLS for
LDAP and JMX.

The section describes how to configure the connection handlers using the dsconfig command,
and contains the following topics:

# Note:

The topics discussed in this section provide examples on only a few aspects of the
configuration. For details about all the configuration properties, use the following
command:

$ dsconfig list-properties -c connection-handler

Understanding Connection Handlers

Displaying the Properties of LDAP Connection Handler
Controlling Client LDAP Access to the Directory Server
Configuring the LDIF Connection Handler

Configuring the JMX Connection Handler
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17.1.5.1 Understanding Connection Handlers

Oracle Unified Directory supports several types of connection handlers. It is important to
understand each type and to learn how to display them.

This section contains the following topics:

* Understanding Types of Connection Handlers

*  Viewing All Connection Handlers

17.1.5.1.1 Understanding Types of Connection Handlers

Oracle Unified Directory supports the following types of connection handlers:

« LDAP connection handler. This connection handler is used to interact with clients using
LDAP. It provides full support for LDAPv3 and limited support for LDAPV2.

* LDAPS connection handler. This connection handler is used to interact with clients using
LDAP over SSL.

e LDIF connection handler. This connection handler is used to process changes in the
server using internal operations.

« JMX connection handler. This connection handler allows interactions with clients using
the Java Management Extensions (JMX) framework and the Remote Method Invocation
(RMI) protocol.

*  SNMP connection handler. This connection handler is used to process SNMP requests to
retrieve monitoring information described by MIB 2605. The supported SNMP protocols are
SNMP V1, V2¢, and V3.

17.1.5.1.2 Viewing All Connection Handlers

To display all configured connection handlers, along with their basic properties, use the
dsconfig list-connection-handlers command.

Run the command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
list-connection-handlers

Connection Handler : Type : enabled : listen-port : use-ssl
JMX Connection Handler : Jmx @ false : 1689 : false
LDAP Connection Handler : ldap : true : 1389 : false
LDAPS Connection Handler : ldap : false : 636 : true
LDIF Connection Handler : 1dif : false HE S

SNMP Connection Handler : snmp : false : 16l H—

17.1.5.2 Displaying the Properties of LDAP Connection Handler

To display the properties of LDAP connection handlers, use the dsconfig command.
Run the dsconfig command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
get-connection-handler-prop --handler-name "LDAP Connection Handler"
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Depending on your configuration, the output will be similar to the following.

Property ¢ Value(s)
allow-ldap-v2 : true
allow-start-tls : false

allowed-client I
denied-client I

enabled : true
keep-stats : true
key-manager-provider HE
listen-address : 0.0.0.0
listen-port : 1389
ssl-cert-nickname : server-cert

ssl-cipher-suite I
ssl-client-auth-policy : optional
ssl-protocol H—
trust-manager-provider : -
use-ssl : false

17.1.5.3 Controlling Client LDAP Access to the Directory Server

You can specify a list of clients that may or may not access the directory server over LDAP. To
do this, set the allowed-client or denied-client property of the LDAP connection handler.
These properties take an IP address or subnetwork with subnetwork mask as values.

By default, these properties are not set and all clients are allowed access. Changes to these
properties take effect immediately but do not interfere with connections that are already
established.

This example permits access only to clients in the subnet mask 255.255.255.10.
Run the dsconfig command as follows:
$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \

set-connection-handler-prop --handler-name "LDAP Connection Handler" \
--set allowed-client:255.255.255.10

17.1.5.4 Configuring the LDIF Connection Handler

The LDIF connection handler is disabled by default. This connection handler can be used to
process changes in the server using internal operations. The changes to be processed are
read from an LDIF file.

This section contains the following topics:

*  Viewing Properties of the LDIF Connection Handler
* Enabling the JMX Alert Handler Through the LDIF Connection Handler

17.1.5.4.1 Viewing Properties of the LDIF Connection Handler

ORACLE

To view the default properties of the LDIF connection handler, you must use the dsconfig
command.

For example, run the command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -n \
get-connection-handler-prop --handler-name "LDIF Connection Handler"
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Depending on your installation, the output will be similar to the following.

Property : Value (s)
allowed-client : -
denied-client : -

enabled : false
ldif-directory : config/auto-process-1dif
poll-interval : 5 s

The 1dif-directory property specifies the directory in which the LDIF files are located. The
connection handler checks if there are any files in this directory, at an interval specified by the
poll-interval property. The connection handler then processes the changes contained in
those files as internal operations and writes the result to an output file with comments
indicating the result of the processing.

17.1.5.4.2 Enabling the JMX Alert Handler Through the LDIF Connection Handler

ORACLE

The example in this section demonstrates how to enable the JMX alert handler through the
LDIF connection handler.

Perform the following steps:

1. Check the status of the JMX alert handler (disabled by default).

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
get-alert-handler-prop --handler-name "JMX Alert Handler"

Depending on your installation, the output will be similar to the following.

Property : Value (s)
disabled-alert-type : -
enabled : false
enabled-alert-type : -

2. Create an LDIF file in the default LDIF directory that enables the JMX alert handler.

cd ../config/

mkdir auto-process-1dif

cd auto-process-1dif/

cat > disable-jmx.ldif << EOM

dn: cn=JMX Alert Handler,cn=Alert Handlers,cn=config
changetype: modify

replace: ds-cfg-enabled

ds-cfg-enabled: true

EOM

vV V. V V V W»ur Uy

3. After a period of time longer than poll-interval, recheck the status of the JIMX alert
handler.

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
get-alert-handler-prop --handler-name "JMX Alert Handler"

Property : Value (s)
disabled-alert-type : -
enabled : true
enabled-alert-type : -
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17.1.5.5 Configuring the JMX Connection Handler

The JMX Connection Handler is used to interact with clients using the Java Management
Extensions (JMX) protocol.

This section contains the following topics:

*  Viewing Properties of the JMX Connection Handler

*  Changing the Port on Which the Server Listens for JMX Connections

17.1.5.5.1 Viewing Properties of the JMX Connection Handler

To view the default properties of the IMX connection handler, you must use the dsconfig
command.

Run the dsconfig command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
get-connection-handler-prop --handler-name "JMX Connection Handler"

Depending on your installation, the output will be similar to the following.

Property : Value (s)
allowed-client HE
denied-client HE

enabled : false
key-manager-provider : -
listen-port : 1689
ssl-cert-nickname : server-cert
use-ssl : false

17.1.5.5.2 Changing the Port on Which the Server Listens for JMX Connections

The example in this section describes how to change the port on which the server listens for
JMX connections to 1789.

Run the dsconfig command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -n \
set-connection-handler-prop \
--handler-name "JMX Connection Handler" --set listen-port:1789

17.1.6 Configuring Network Groups UsIng asconriq

ORACLE

You can configure network groups using dsconfig command. Network groups are the single
entry point of all client requests to the Oracle Unified Directory. The network group handles all
client interactions, dispatching them and delegating the treatment of the request to workflows.
A client connection is associated to the network group with the highest priority and for which all
the criteria are met.

During installation, a default network group with a priority of 1 is created. To set request filtering
policies or resource limits, you must create a network group quality of service policy.

Each network group is associated with one or more workflows. The workflows provide access
to a naming context (or suffix). By associating a workflow with a network group, you indicate to
the network group which naming contexts are available. Typically to create a network group,
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you would already have a workflow created. For information about workflows, see Configuring
Workflows Using dsconfig.

All the commands in the following procedures specify the hostname (-h), the admin port (-p),
the bind DN (-D), and the bind password file (-7). The examples use the -x option to trust all
certificates.

This section describes how to configure network groups using the dsconfig command, and
contains the following topics:

e About Network Group Creation

e Creating Network Groups

e Modifying Network Group Properties

e Creating a Network Group Quality of Service Policy

¢ Modifying a Network Group Quality of Service Policy
¢ Relocating the Root DSE Entry for a Network Group

e Customizing the Root DSE Entry for a Network Group

17.1.6.1 About Network Group Creation

ORACLE

You can create many network groups, in which case client requests will be handled by the
network group with the highest priority, for which the criteria are met. Therefore, when you
create a network group, you must consider all the network groups you plan to create, and the
priority of each. The priority can be O or above, where 0 is the highest priority.

It is possible to create two network groups with the same priority. However, if two or more
network groups have the same priority and match the client request, the network group that will
handle the request is random, among those matching the client request. You should therefore
specify a different priority for each network group.

The default properties of a new network group are as follows.

Property

allowed-auth-method
allowed-bind-dn
allowed-bind-id
allowed-client

allowed-portAll
allowed-protocol
certificate-mapper
denied-client

enabled
generic-identity-mapper
gssapi-identity-mapper
is-security-mandatory

priority
workflow

All authorization methods are allowed.

All bind DNs are allowed.

All bind IDs are allowed.

All clients with addresses that do not match
an address on the deny list are allowed. If
there is no deny list, then all clients are
allowed.

All port numbers are allowed.

All supported protocols are allowed.

The global certificate mapper will be used.
If an allow list is specified, then only
clients with addresses on the allow list are
allowed. Otherwise, all clients are allowed.
true

The global generic identity mapper will be
used.

The global GSSAPI identity mapper will be
used.

false

1

userroot0
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17.1.6.2 Creating Network Groups

To create a network group, use the subcommand create-network-group option of the
dsconfig command.

For example, run the dsconfig command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \

create-network-group --group-name network-groupl --set enabled:true\
--set workflow:workflowl --set priority:l

After you have created a network group, you can associate a network group quality of service
policy to it. For information about creating a quality of service policy, see Creating a Network
Group Quality of Service Policy.

17.1.6.3 Modifying Network Group Properties

The network group properties filter the traffic and indicate how a request is directed.

This section contains the following topics:

Understanding Network Group Properties
Configuring Network Group Properties

Setting an Allowed or Denied Client List

17.1.6.3.1 Understanding Network Group Properties

ORACLE

You can configure the network group properties to set the following criteria:

the authentication method allowed between the client and the network group (allowed-
auth-method).

the bind DN allowed to connect to the network group (allowed-bind-dn).

the list of clients authorized to access the Oracle Unified Directory (allowed-client),
expressed by the IP address or name of the client. If no allowed client list is provided, all
clients are allowed, assuming they are not listed in the denied client list.

the protocol allowed to connect to the Oracle Unified Directory (allowed-protocol). If
none is specified, then all protocols are allowed.

the allowed port (s) to configure client connection to connect to the Oracle Unified
Directory (allowed-portAll). If none is specified, then all the connection handlers ports
are allowed.

the name of the certificate mapper that should be used to match client certificates to user
entries (certificate-mapper). If none is specified, then global certificate mapper is used.

the list of clients not authorized to access the Oracle Unified Directory (denied-client). If
no denied client list is provided, then all clients are authorized, assuming there is no
limitation set by an allowed client list.

the set of identity mappers that will be used by the network group to map an identity while
performing SIMPLE, non-GSSAPI SASL bind requests and proxy authorization controls
(generic-identity-mapper).

the set of identity mappers that will be used by the network group to map an identity while
performing GSSAPI/SASL bind requests (gssapi-identity-mapper).
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« whether security between the client and the Oracle Unified Directory is always required
(is-security-mandatory).

» the priority of the network group (priority). A client connection is first compared against
the network group with the highest priority. If the client connection does not match its
connection criteria, the client connection is compared against the network group with the
next highest priority, and so on. If no network group is selected, the client connection is
rejected.

17.1.6.3.2 Configuring Network Group Properties

You can modify network group properties, using the dsconfig set-network-group-prop
command.

For example, to modify the priority of the network group, run the dsconfig command as follows:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
set-network-group-prop --group-name network-groupl --set priority:3

For example, you can ensure that no connections are accepted from the IP address
208.77.188.166, by network-groupl as follows:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
set-network-group-prop --group-name network-groupl \
--set denied-client:208.77.188.166

17.1.6.3.3 Setting an Allowed or Denied Client List

For allowed-client and denied-client lists, you must be aware of the name service
configuration on the server. For example, if the name service knows the host as
myclienthost.example.com, you must specify myclienthost.example.com as the value, and
not just myclienthost. Similarly, if the name service knows the host as myclienthost, you
must specify the value as myclienthost. If you do not know how the name service is
configured, you should specify both the fully qualified domain name (for example
myclienthost.oracle.com) and the short name (myclienthost) of the machine. Specifying
multiple values will ensure that the name is resolved correctly. For example:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
set-network-group-prop \
--group-name network-groupl \
--add denied-client:myhost \
--add denied-client:myhost.example \
--add denied-client:myhost.example.com

To avoid any issues, use the IP address for clarity.

If you use localhost or the name of the local machine when connecting to Oracle Unified
Directory, the IP addresses of the client will be different. To prevent connections from the
localhost, specify both localhost and the name of the local machine in the list of denied
clients.

17.1.6.4 Creating a Network Group Quality of Service Policy

ORACLE

You can, optionally, associate a quality of service (QoS) policy with a network group. A QoS
policy applies additional filtering criteria to client connections to determine how the network
group handles the request.

Oracle Unified Directory supports five types of QoS policy:
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Request filtering policy
Resource limits
Affinity

Referral

Subtree Access Control QoS Policy

# Note:

OUDSM accesses an Oracle Unified Directory instance over the administration
connector. The administration connector is not subject to the QoS policies defined for
a network group. OUDSM therefore bypasses the QoS policies defined for a network
group. For more information, see Managing Administration Traffic to the Server.

To create a network group quality of service policy, use the dsconfig create-network-group-
gos-policy command. You must specify the name of the network group to which the quality of
service policy applies, and the type of quality of service policy.

This section contains the following topics:

Creating a Request Filtering Quality of Service Policy
Creating a Resource Limit Quality of Service Policy
Creating an Affinity Quality of Service Policy
Creating a Referral Quality of Service Policy

Creating a Subtree Access Control Quality of Service Policy

17.1.6.4.1 Creating a Request Filtering Quality of Service Policy

ORACLE

A request filtering policy applies the following criteria to an incoming client request:

allowed-attributes: list of attributes that can be specified in the filter of a search request.

allowed-operations: type of operation accepted by the network group. For example, you
can specify that a network group should accept only read requests.

allowed-search-scopes: scope of a search accepted, for example one-level only.

allowed-subtrees: list of specific subtrees that can be specified as a base DN in a search
request.

prohibited-attributes: list of attributes which, if specified in the filter of a search request,
will be rejected.

prohibited-subtrees: list of specific subtrees, which if specified as base DNs in a search
request, will be rejected.

The following example defines a request filtering policy that ensures that users can only search
and not modify data:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \

create-network-group-gos-policy --group-name network-groupl \
--type request-filtering --set allowed-operations:search
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17.1.6.4.2 Creating a Resource Limit Quality of Service Policy

A resource limit policy sets specific limits on the client connections that can access the server
through that network group. The following limits can be defined:

max-concurrent-ops-per-connection: Specifies the maximum number of simultaneous
operations per established connection. To run the server in synchronous mode, set the
maximum to 1.

max-ops-per-connection: Specifies the maximum number of operations per connection.

max-connections: Specifies the maximum number of concurrent client connections to the
server. If you do not set a maximum number of connections, the server limit is used.

max-connections-from-same-ip: Specifies the maximum number of connections from the
same |IP address. Set this parameter if you want to avoid Denial of Service attacks. This
parameter should not be set if you know that most requests typically come from the same
client.

max-ops-per-interval: Specifies the maximum number of operations per specified
interval. For example, a setting of 1,000 will limit the number of operations to 1,000 per the
interval set using max-ops-interval.

max-ops-interval: Specifies the interval during which the number of operations is counted
for the max-ops-per-interval parameter. For example, an interval set to one second
results in operations being counted per second. The limit (max-ops-per-interval) is
checked and enforced during each interval.

min-substring-length: Specifies the minimum search string length. The shorter the
search string, the more results that need to be found and displayed. It is therefore useful to
set a minimum search string length in the substring search filter to limit the resources that
are used.

size-limit: Specifies the maximum number of entries that can be returned to the client
during a single search operation. It is recommended that you keep the default setting for
this property.

time-limit: Specifies the maximum amount of time that a search operation should take. It
is recommended that you keep the default setting for this property.

idle-time-limit: Specifies the maximum duration a client connection can remain active
after its previous completed operation. A value of 0 second implies that there is no idle time
limit.

The following example defines a resource limit policy that ensures that a user enters a search
string of at least five characters, to limit the number of return values:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \

create-network-group-gos-policy --group-name network-groupl \
--type resource-limits --set min-substring-length:5

17.1.6.4.3 Creating an Affinity Quality of Service Policy

ORACLE

In a load balancing deployment, you can use affinity to override the regular routing process.
The properties of the affinity policy determine the routing process that should be followed.

You can configure the following properties:

affinity-policy: Specifies the routing policy to use.
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The affinity policy can take one of the following values:
— all-requests-after-first-request

— all-requests-after-first-write-request

— all-write-requests-after-first-write-request
— first-read-request-after-write-request

Specific operations will set affinity, depending on the affinity policy. For the first policy in the
previous list (a11-requests-after-first-request) all operations will set affinity. For the
remaining policies (all-requests-after-first-write-request, all-write-requests-
after-first-write-request, and first-read-request-after-write-request) only an
ADD, DELETE, MOD or MODDN operation will set affinity.

e affinity-timeout: Defines the duration during which the affinity applies.

Even when affinity has been set by a previous operation, the load balancing algorithm is only
bypassed in specific situations, depending on the affinity policy and the current operation type.
If the affinity policy is all-requests-after-first-request Or all-requests-after-first-
write-request, the affinity route will be used for every operation type, unless the affinity
timeout has expired. If the affinity policy is all-write-requests-after-first-write, the
affinity route will be used for any ADD, DELETE, MOD or MODDN operation, unless the timeout has
expired. The affinity route will not be used for other operations. If the affinity policy is first-
read-request-after-write-request, the affinity route will be used for all operations except
ADD, DELETE, MOD or MODDN operations, unless the timeout has expired.

The following example sets an affinity policy that can be set by any operation and used for all
operations, for a maximum of sixty seconds.

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
create-network-group-qos-policy --group-name network-groupl \
--type affinity --set affinity-timeout:60s \
--set affinity-policy:all-requests-after-first-request

# Note:

The affinity feature can be used with all load balancing algorithms except for the
failover algorithm. With the failover algorithm, only one route is active at a time. The
active route changes when the remote server goes down, so all connections to the
remote server are broken. Affinity can therefore not apply in a failover scenario.

17.1.6.4.4 Creating a Referral Quality of Service Policy

ORACLE

You can configure the behavior of a proxy server when a referral is received from the remote
LDAP server by defining a referral quality of service policy. The referral itself must be defined
on the remote LDAP server.

When you create a network group quality of service, you can set the following referral
properties:

e Maximum number of hops supported (referral-hop-1limit) when the referral policy is set
to follow. The default is set to 5.

* Define the type of referral policy (referral-policy), such as discard, forward, or follow.
This property defines how a referral will be treated by the network group.
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For example, the referral-policy is set by default to forward. You can change it to discard or to
follow, as follows:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
create-network-group-qos-policy --group-name network-groupl \
--type referral --set referral-policy:follow

17.1.6.4.5 Creating a Subtree Access Control Quality of Service Policy

A subtree access control policy applies the following criteria to an incoming client request:

° allowed-attributes: list of attributes that can be specified in the filter of a search request.
° allowed-bind-dn: list of allowed bind DN.

e allowed-operations: type of operations accepted by the network group. For example, you
can specify that a network group should accept only read requests.

e allowed-search-scopes: scope of a search accepted, for example one-level only.

* allowed-subtrees: list of specific subtrees that can be specified as a base DN in a search
request.

* prohibited-attributes: list of attributes which, if specified in the filter of a search request,
will be rejected.

° prohibited-bind-dn: list of prohibited bind DN.

° prohibited-subtrees: list of specific subtrees, which if specified as base DNs in a search
request, will be rejected.

The following example defines a subtree access control policy that ensures only configured
bind DN will have access to subtree dc=example, dc=com:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
create-network-group-qos-policy-advanced --group-name network-groupl \
--type subtree-access-control --set base-dn:dc=example,dc=com \
--set allowed-bind-dn:uid=testuser, ou=People,dc=example,dc=com \
--advanced-name subtreeaccesspolicy

17.1.6.5 Modifying a Network Group Quality of Service Policy

To modify a QoS policy, use the dsconfig set-network-group-qgos-policy-prop command,
specifying the network group name and the policy type.

The following example sets the minimum search string limit of a resource limits quality of
service policy.

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
set-network-group-qos-policy-prop --group-name network-groupl \
--policy-type resource-limits --set min-substring-length:5

17.1.6.6 Relocating the Root DSE Entry for a Network Group

ORACLE

The Root DSE is a special entry that provides information about the server's name, version,
naming contexts, and supported features. The Root DSE entry of a network group can be in a
local server or a remote server.

To relocate the Root DSE, use the dsconfig set-network-group-prop command, as shown in
the following example:

17-22



Chapter 17
Managing the Server Configuration Using dsconfig

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
set-network-group-prop --group-name network-groupl \
--set relocated-rootdse-workflow-element:<new rootDSE workflow element> \

The value of the relocated-rootdse-workflow-element property is the workflow element
where a Root DSE can be found (This is the entry returned by a search on the null DN).

17.1.6.7 Customizing the Root DSE Entry for a Network Group

The default Root DSE view may not display all the information you want to view. For example,
by default the Root DSE view may not display all supportedControls you want to see. You can
customize the Root DSE view.

To customize the Root DSE view:

1. Generate a Root DSE LDIF template. For example:
ldapsearch -b "" -s base " (objectclass=*)" "*" + > rootDse.ldif
2. Customize the LDIF.
For example, you can add or remove supportedControls.
3. Create an LDIF back end specifying a single space as DN. For example:

dsconfig create-workflow-element -p $APORT -n -X -D "SADN" -j SAPWF --type 1ldif-
local-backend

--element-name customRootDSE

--set ldif-file:$PWD/rootDse.ldif

--set is-private-backend:true

--set writability-mode:disabled

--set base-dn:" "

--set enabled:true

4. Redirect the Root DSE toward the LDIF back end. For example:

dsconfig set-network-group-prop -p $APORT -n -X -D "SADN" -j SAPWF
--group-name network-group
--set relocated-rootdse-workflow-element:customRootDSE

5. Restart the server.

17.1.7 Configuring Workflows USINg asconsg

ORACLE

You can configure workflows using the dsconfig command. A workflow is the link between the
network group and the naming context (suffixes). It defines the naming context that will be
accessible for a given network group, when handling a request to a load balancing or
distribution configuration. To create a workflow, you must already have a load balancing or
distribution workflow element created.

For information on workflow elements, see Configuring Workflow Elements Using dsconfig.

The topics described in this section contain examples to configure workflows using the
dsconfig command. All the commands in the following procedures specify the proxy hostname
(-h), the proxy admin port (-p), the bind DN (-D), and the bind password file (-5). The
examples use the -x option to trust all certificates.

This section contains the following topics:

e Understanding Privacy Settings of the Remote LDAP Servers
e Listing Existing Workflows

17-23



Chapter 17
Managing the Server Configuration Using dsconfig

*  Viewing Workflow Properties

e Creating a Workflow

17.1.7.1 Understanding Privacy Settings of the Remote LDAP Servers

The proxy automatically creates several private workflows. Do not modify or delete these
workflows. When configuring workflows, you must consider the privacy settings of the remote
LDAP servers. Table 17-1 describes these privacy settings.

Table 17-1 Remote LDAP Server Privacy Settings
]

Privacy Setting Description

LDIFBackend Privacy is defined by the ds-cfg-is-private-backend property.
The default setting for this flag is private, but you can change it.

JEB backend Always public, and contains user data.

Config File Handler backend Always private.

Backup backend Always private.

Schema backend Always private.

Tasks backend Always private.

Monitor backend Always private.

Truststore backend Always private.

17.1.7.2 Listing Existing Workflows

To display all the workflows configured on a server instance, use the dsconfig list-
workflows command. The following example shows the default workflow configured on a proxy
server instance:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
list-workflows

Workflow : Type : enabled

workflowl : generic : true

17.1.7.3 Viewing Workflow Properties

ORACLE

To view the properties of a specific workflow, use the dsconfig get-workflow-prop command.
For example:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
get-workflow-prop --workflow-name workflowl

Property 1 Value (s)

base-dn : "ou=people,o=test"
enabled : true
workflow-element : load-bal-wel
access-control-group : Local Backends
virtual-aci-mode : false
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The base-dn indicates the base DN used for the workflow, and therefore for the deployment
using that workflow. The workflow-element property indicates the workflow element that will
process the requests.

# Note:

The base-dn property is read-only and cannot be modified.

17.1.7.4 Creating a Workflow

Each workflow is associated with a workflow element. When you create a workflow, you must
specify the associated workflow element name (--set workflow-element). In other words, you
must create the workflow element before attaching it with a workflow. See Configuring
Workflow Elements Using dsconfig.

Each workflow is associated with an access control group. When you create a workflow, you
can specify the associated access control group name (--set access-control-group). By
default, the Local Backends access control group is used. If you want to specify a specific
access control group, then you must already have created the access control group. For more
information about configuring access control groups, see Configuring Access Control Groups
With dsconfig.

You can enable virtual ACls for each workflow. To enable the virtual ACls feature, you can set
the virtual-aci-mode parameter to true, using the command --set virtual-aci-mode:true.

To create a workflow, use the dsconfig create-workflow command. For example:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
create-workflow \
--workflow-name workflowl \
--set base-dn:ou=people,o=test \
--set enabled:true \
--set workflow-element:load-bal-wel

17.1.8 Configuring Workflow Elements Using asconsiq

ORACLE

Workflow elements are part of a routing structure, and they are linked to workflows. For a
directory server instance, DB local workflow elements are associated with a physical database.

For more information about workflow elements, including available types and how they are
used, see Understanding Workflow Elements.

A proxy deployment must include LDAP proxy workflow elements and either a load balancing
or distribution workflow element.

The topics described in this section explain how to configure workflow elements using the
dsconfig command. All the commands in the following procedures specify the hostname (-h),
the administration port (-p), the bind DN (-D), and the bind password file (-3). The examples
use the -x option to trust all certificates.

This section contains the following topics:

e Listing Workflow Elements

e Creating Workflow Elements
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*  Modifying Workflow Elements

17.1.8.1 Listing Workflow Elements

To display all the configured workflow elements, use the dsconfig list-workflow-elements
command.

The following example shows the default workflow elements for a directory server instance.

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
list-workflow-elements

Workflow Element : Type : enabled
adminRoot : ldif-local-backend : true
userRoot : db-local-backend : true
virtualAcis : db-local-backend : true

The following example shows the default workflow elements for a proxy server instance,
deployed for load balancing:

$ dsconfig -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X -n \
list-workflow-elements

Workflow Element : Type : enabled
adminRoot : ldif-local-backend : true
load-bal-wel : load-balancing : true
proxy-wel : proxy-ldap ¢ true
proxy-we2 : proxy-ldap : true

17.1.8.2 Creating Workflow Elements

To create workflow elements in interactive mode, use the dsconfig create-workflow-element
command. If you configured a proxy instance during the setup, the required workflow elements
will already have been created.

You can create the following types of workflow elements:

DB Local Backend. For more information, see Creating a DB Local Backend Workflow
Element.

* Load balancing. For more information, see Creating a Load Balancing Workflow Element.
< Distribution. For more information, see Creating a Distribution Workflow Element.

*  Proxy LDAP. For more information, see Creating the Proxy LDAP Workflow Elements.

* DN renaming. For more information, see Performing DN Renaming.

*  Kerberos Authentication. For more information, see Creating a Kerberos Workflow Element
Using dsconfig.

17.1.8.2.1 Creating a DB Local Backend Workflow Element

ORACLE

A Local Backend workflow element provides access to a back end in a directory server
instance. To create a new Local Backend workflow element, use the dsconfig create-
workflow-element command, specifying one or more base DNs that will be accessed through
the workflow element.
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A single back end can be responsible for one or more base DNs. No two back ends may have
the same base DN, but one back end can have a base DN that is below a base DN provided
by another back end. If any of the base DNs is subordinate to a base DN for another back end,
then all base DNs for that back end must be subordinate to that same base DN.

The following example creates and enables a Local Backend workflow element to access the
base DN ou=admins, dc=example, dc=com.

$ dsconfig create-workflow-element -h localhost -p 4444 -D "cn=directory manager"\
-j pwd-file -X -n --element-name admins --type db-local-backend \
--set base-dn:ou=admins,dc=example,dc=com --set enabled:true

17.1.8.3 Modifying Workflow Elements

Once you have created a workflow element, you can modify its properties using the dsconfig
set-workflow-element-prop command.

17.1.9 Configuring Plug-Ins USINg asconsig

Plug-ins are responsible for providing custom logic in the course of processing an operation or
at other well-defined points within the directory server. The dsconfig command is used to
manage the configuration of the directory server.

For information about using dsconfig, see Managing the Server Configuration Using dsconfig.
This section covers the following topics:

e Understanding the Plug-In Types
e Modifying the Plug-In Configuration

17.1.9.1 Understanding the Plug-In Types

The dsconfig plugin-type property can be used to configure a plug-in to use one or more of
the numerous plug-in types supported by the server. You cannot add a new default plug-in type
to the configuration of an existing plug-in. Although, you can remove one or more of the default
plug-in type values from a plug-in's configuration, you must take care when doing this. Usually
a plug-in has been engineered to support its default plug-in types for a reason. Removing one
or more plug-in types might endanger the safe operation of the directory server.

Most of the plug-ins support more than one type, and multiple plug-ins are sometimes defined
with the same plug-in type. The order in which these plug-ins are invoked during processing is
undefined. If a specific order is required (for example, if the processing performed by one plug-
in depends on the result of another), you can specify the order in which the plug-ins are
invoked. For more information, see Configuring Plug-In Invocation Order.

17.1.9.2 Modifying the Plug-In Configuration

ORACLE

The following sections show various examples of managing plug-in configuration using
dsconfig. dsconfig uses the administration connector to access the server. All of the
examples in this section assume that the administration connector is listening on the default
port (4444) and that the command is accessing the server running on the local host. If this is
not the case, the --port and --hostname options must be specified.

The dsconfig command always accesses the server over a secured connection with certificate
authentication. If you run dsconfig in interactive mode, you are prompted about how you want
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to trust the certificate. If you run dsconfig in non-interactive mode (that is, with the -n option)
you must specify the -X or --trustall option, otherwise the command will fail.

This section describes examples to manage plug-in configuration, and covers the following
topics:

» Displaying a List of Plug-Ins

e Creating a New Plug-In

* Enabling or Disabling a Plug-In

» Displaying and Configuring Plug-In Properties

e Configuring Plug-In Invocation Order

17.1.9.2.1 Displaying a List of Plug-Ins

The example in this section shows a directory server configured with the current supported
plug-ins. For a description of these plug-ins and their purpose, see "The Plug-In Configuration”
in the Configuration Reference for Oracle Unified Directory.

Use dsconfig to display the list of plug-ins that are currently configured.

$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \
list-plugins

Depending on your installation, the output will be similar to the following.

Plugin : Type : enabled
7-Bit Clean : seven-bit-clean : false
Change Number Control : change-number-control : true
Entry UUID : entry-uuid : true
LastMod : last-mod : true
LDAP Attribute Description List : ldap-attribute-description-list : true
Password Policy Import : password-policy-import : true
Profiler : profiler : true
Referential Integrity : referential-integrity : false
Replication LDIF Import : replication-ldif-import : true
UID Unique Attribute : unique-attribute : false

The output of the command shows (from left to right):

e Plug-in. The name of the plug-in, usually descriptive of what it does.
e Type. The type of plug-in. It is possible to have more than one plug-in of a specific type.

* Enabled. Plug-ins can be enabled or disabled. Disabled plug-ins remain in the server
configuration but do not perform any processing.

17.1.9.2.2 Creating a New Plug-In

ORACLE

The easiest way to configure plug-ins is to use dsconfig in interactive mode. Interactive mode
walks you through the plug-in configuration, and is therefore not documented here.

The following example shows how to create and enable a new Password Policy Import Plug-in
using dsconfig in non-interactive mode.

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \

create-plugin --type password-policy-import \
--plugin-name "My Password Policy Import Plugin" --set enabled:true
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17.1.9.2.3 Enabling or Disabling a Plug-In

You can enable or disable a plug-in by setting the enabled property to true or false. This
example disables the Password Policy Import plug-in created in the previous example.

Run the dsconfig command to disable the new Password Policy Import plug-in.
$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \

set-plugin-prop --plugin-name "My Password Policy Import Plugin" \
--set enabled:false

17.1.9.2.4 Displaying and Configuring Plug-In Properties

To display the properties of a plug-in, use the get-plugin-prop subcommand. To change the
properties of a plug-in, use the set-plugin-prop subcommand. This example displays the
properties of the plug-in created in the previous example, then enables the plug-in and sets the
default authentication password storage scheme to Salted SHA-512.

1. Display the plug-in properties.

$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \
get-plugin-prop --plugin-name "My Password Policy Import Plugin"

Depending on your installation, the output will be similar to the following.

Property : Value (s)
default-auth-password-storage-scheme : -
default-user-password-storage-scheme : -
enabled : false

2. Enable the plug-in and set the default authentication password storage scheme to Salted
SHA-512.

$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \
set-plugin-prop --plugin-name "My Password Policy Import Plugin" \
--set enabled:true\
--set default-auth-password-storage-scheme:"Salted SHA-512"

3. Display the plug-in properties again to verify the change.

$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \
get-plugin-prop --plugin-name "My Password Policy Import Plugin"

Property ¢ Value (s)
default-auth-password-storage-scheme : Salted SHA-512
default-user-password-storage-scheme : -

enabled : true

17.1.9.2.5 Configuring Plug-In Invocation Order

ORACLE

By default, the order in which plug-ins are invoked is undefined. You can use the set-plugin-
root-prop --set plugin-type:value subcommand to specify that plug-ins be invoked in a
specific order. The value in this case is the plug-in order, expressed as a comma-delimited list
of plug-in names. The plug-in order string should also include a single asterisk element, which
is a wildcard that will match any plug-in that is not explicitly named.
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This example specifies that the Entry UUID plug-in should be invoked before any other pre-
operation add plug-ins.

1. Display the current plug-in invocation order.

$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \
get-plugin-root-prop

Property : Value (s)

plugin-order-intermediate-response T -
plugin-order-ldif-export H
plugin-order-ldif-import H
plugin-order-post-connect R

2. Set the plug-in order.

$ dsconfig -h localhost -p 4444 -D cn="Directory Manager" -j pwd-file -X -n \
set-plugin-root-prop --set plugin-order-pre-operation-add:"Entry UUID, *"

# Note:

Plug-in order values are not validated. Values that do not match defined plug-ins
are ignored.

17.1.10 Configuring Suffixes with ascontig

Oracle Unified Directory allows you to configure multiple suffixes, either during the setup or
later.

This section contains the following topics:
e Configuring Suffixes with dsconfig During Setup
e Configuring Suffixes with dsconfig on a Running Server

You can also use dsconfig in interactive mode to achieve the configuration described in the
following sections.

17.1.10.1 Configuring Suffixes with ascontig During Setup

ORACLE

You can configure suffixes with the dsconfig command during the setup by creating the base
entries.

You can use any one method listed here to create the base entries, for example,
dc=example,dc=com;dc=other, dc=com;dc=test,dc=com.

* Create the base entries using the following command:

oud-setup --cli --baseDN dc=example,dc=com --baseDN dc=test,dc=com --baseDN \
dc=other,dc=com --addBaseEntry --ldapPort 2389 --adminConnectorPort 24444 \
--rootUserDN cn=Directory Manager --rootUserPassword password --no-prompt \
--noPropertiesFile

* Create the base entries with sample data using the following command:

oud-setup --cli --baseDN dc=example,dc=com --baseDN dc=test,dc=com --baseDN \
dc=other,dc=com --sampleData 15 --ldapPort 2389 --adminConnectorPort 24444 \
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--rootUserDN cn=Directory Manager --rootUserPassword password --no-prompt \

--noPropertiesFile

You can now access data below all the suffixes without additional configuration.

17.1.10.2 Configuring Suffixes with ascontig ON @ Running Server

You can configure suffixes on a running server instance using the dsconfig command or using
OUDSM. For more information about configuring suffixes with OUDSM, see Creating a Suffix.

To configure suffixes with the dsconfig command, perform the following steps:

1.

Add the base DN to your Local Backend workflow element.

dsconfig set-workflow-element-prop \
--element-name userRoot \

--add base-dn:dc=example2,dc=com \
--hostname localhost \

-—port 24444 \

--trustAll \

--bindDN cn=directory manager \
--bindPassword ****** \

--no-prompt

Create a workflow for your new base DN.

dsconfig create-workflow \

--set base-dn:dc=example2,dc=com \
--set enabled:true \

--set workflow-element:userRoot \
--type generic \

--workflow-name dc=example2,dc=com \
--hostname localhost \

-—port 24444 \

--trustAll \

--bindDN cn=directory manager \
--bindPassword ****** \
--no-prompt

Add your new workflow to your network group.

dsconfig set-network-group-prop \
--group-name network-group \

--add workflow:dc=example2,dc=com \
--hostname localhost \

-—port 24444 \

--trustAll \

--bindDN cn=directory manager \
--bindPassword ****** \

--no-prompt

Create the base entry, dc=example2, dc=com.

Populate your new suffix with the required entries.

17.1.11 Configuring Access Control Groups With ascontig

ORACLE

An access control group determines the ACls that apply to specific operation. Each workflow is

associated with an access control group which defines the list of ACIs that apply to operations
handled by this workflow. By default, an access control group known as Local Backends exists.

This access control group contains all ACIs coming from user data and cannot be deleted.
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The section describes how to configure access control groups with the dsconfig command,
and contains the following topics:

e Creating Access Control Groups

e Deleting Access Control Groups

17.1.11.1 Creating Access Control Groups

Run the dsconfig command to create an access control group as follows:

dsconfig create-access-control-group --group-name groupl

17.1.11.2 Deleting Access Control Groups

Run the dsconfig command to delete an access control group as follows:

dsconfig delete-access-control-group-prop --group-name groupl

< Note:

You cannot delete Local Backends access control group. You can only delete those
access control groups that are not associated with any workflow. Deleting an access
control group will delete all ACls contained in that access control group.

17.2 Managing Suffixes USING nanage-sueix

The manage-suffix command allows you to create and manage local suffixes that store data in
a local database. Although you can also use dsconfig to create and manage suffixes, the
manage-suffix tool is a dedicated tool, and much easier to use.

For example, the manage-suffix command requires only a DN to be able to create a suffix. To
compare the tools, see also Configuring Suffixes with dsconfig.

Use manage-suffix utility when you want to integrate Oracle Unified Directory with other
Oracle components such as Enterprise User Security, Database Net Services, and E-Business
Suite.

Before you can add data to an Oracle Unified Directory server, you must define the suffix or
suffixes that will contain the data.

The following examples illustrate how to use the manage-suffix command:

*  Creating an Integrated Suffix Using manage-suffix

* Creating a Non-Integrated Suffix Using manage-suffix
*  Viewing Suffix Information

*  Modifying a Suffix Configuration

e Deleting a Suffix Using manage-suffix
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17.2.1 Creating an Integrated Suffix USING nanage-sufsix

When you create an integrated suffix using manage-suffix, the tool prepares Oracle Unified
Directory for integration with other Oracle components.

If a local database workflow element already exists, the suffix is created and configured in the
existing local database workflow element. If no user suffix existed in the server before running
the utility, then the user suffix is created and configured in a new local database workflow
element. If no network group is specified, and only the default network group is defined, the
suffix is registered in the default network group. If no network group is defined, a new network
group is created and the suffix is registered in the new network group.

You can use the manage-suffix utility in non-interactive or interactive CLI mode. For more
information, see:

e Creating a Suffix Using the Non-Interactive CLI Mode

e Creating a Suffix Using the Interactive CLI Mode

17.2.1.1 Creating a Suffix Using the Non-Interactive CLI Mode

The example in this section creates two suffixes, provisioned with base entry only, and
configured for integration with Enterprise User Security (EUS) using the non-interactive CLI
mode.

To create a suffix using the non-interactive CLI mode, run the manage-suffix command as
follows:

$ manage-suffix create \
--baseDN dc=suffixl \
--baseDN dc=suffix2 \
--entries base-entry \
--integration eus \
--hostname hostl.local \
-—port 4444 \
--bindDN cn=Directory\ Manager \
--bindPasswordFile ****** \
--trustAll \
--no-prompt

17.2.1.2 Creating a Suffix Using the Interactive CLI Mode

ORACLE

The example in this section creates two suffixes, provisioned with base entry only, and
configured for integration with Enterprise User Security (EUS) using the interactive CLI mode.

To create a suffix using the non-interactive CLI mode, run the manage-suffix command as
follows:

$ manage-suffix -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X

What do you want to do?

1) Create Suffixes
2) Delete Suffixes
3) Update Suffixes
4) List the Suffixes
g) quit
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Enter choice [1]:
Reading Configuration ..... Done.
Provide the DNs of the suffixes to be created. Leave empty when you have
finished.
DN: dc=suffixl
DN: dc=suffix2
DN:
Specify the Oracle components with which the suffixes can integrate.
1) No Integration
2) Generic: Database Net Services and EBS (E-Business Suite)
3) EUS (Enterprise User Security), Database Net Services and EBS
(E-Business Suite)
c) cancel
Enter choice [1]: 3

Options to populate the suffix:

1) Only create the base entry
2) Load automatically-generated sample data

c) cancel
Enter choice [1]:
Creating suffixes ..... Done.
Adding Data ..... Done.

Updating Oracle Integration ...... Done.

17.2.2 Creating a Non-Integrated Suffix USING nanage-sufsix

You can create a non-integrated suffix using the manage-suffix command. In the following
examples, a new suffix is created in different DB and using a different network group than in
the previous examples. The new suffix is not configured for integration with an Oracle product.

This section contains the following topics:

e Creating a Non-Integrated Suffix Using the Non-Interactive CLI Mode

* Creating a Non-Integrated Suffix Using the Interactive CLI Mode

17.2.2.1 Creating a Non-Integrated Suffix Using the Non-Interactive CLI Mode

ORACLE

You can create a non-integrated suffix using the non-interactive CLI mode by running the
manage-suffix create command with the following arguments:

$ manage-suffix create \
--baseDN cn=nointegrated \
--entries base-entry \
--integration no-integration \
--networkGroup network-group2 \
--workflowElement userRoot2 \
--dbPath config/db \
--hostname hostl.local \
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—--port 4444 \

--bindDN cn=Directory\ Manager \
--bindPasswordFile ****xx \
--trustAll \

—--no-prompt

17.2.2.2 Creating a Non-Integrated Suffix Using the Interactive CLI Mode

ORACLE

You can create a non-integrated suffix using the interactive CLI mode by running the manage-
suffix create command with the following arguments:

$ manage-suffix -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X --advanced
Reading Configuration ..... Done.

What do you want to do?

1) Create Suffixes
2) Delete Suffixes
3) Update Suffixes
4) List the Suffixes
q) quit

Enter choice [1]:

Provide the DNs of the suffixes to be created. Leave empty when you have
finished.

DN: cn=nointegrated

DN:

Choose the network groups (separated by commas) that must expose the suffixes.

1) network-group
2) Create a new network group

c) cancel
Enter one or more choices separated by commas [1]: 2

Network Group Name: network-group2
Choose the Local DB workflow element where you want to store data.

1) userRoot
2) Create a new Local DB workflow element

c) cancel
Enter choice [1]: 2
Local DB Name: userRoot2
Provide the path where the data will be stored. It can be an absolute path or
a relative path to the server location.
DB Path: [db]: config/db
Specify the Oracle components with which the suffixes can integrate.
1) No Integration
2) Generic: Database Net Services and EBS (E-Business Suite)

3) EUS (Enterprise User Security), Database Net Services and EBS
(E-Business Suite)
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c) cancel
Enter choice [1]:
Options to populate the suffix:

1) Only create the base entry
2) Leave the database empty
3) Load automatically-generated sample data

c) cancel
Enter choice [1]:
Creating suffixes ..... Done.
Adding Data ..... Done.

Some new network groups have been created. If the contents of the suffixes
are not exposed when performing LDAP operations, you must check the
configuration of the network groups and update them accordingly to your LDAP
clients.

In this example, a new suffix is created in a new local database workflow element (userRoot?2),
and in a new network group (network-group2). The --advanced option is required in this
example because the administrator wants to create a new network group and a new local
database workflow element for the new suffix.

17.2.3 Viewing Suffix Information

Use the manage-suffix list command to view information about local, configured suffixes.
Use the --advanced option when you want to view information about internal suffixes with
advanced configurations.

For example, use the --advanced option when you want to view internal suffixes used to
configure integration among Oracle Unified Directory and other Oracle products.

You can run manage-suffix list in non-interactive or interactive CLI mode. For a complete
list of options and usage, run the following command:

$ manage-suffix list --help
This section contains the following examples:

« Displaying Suffix Information Using Default Options
e Displaying a Set of Suffixes

e Displaying Internal Suffixes

17.2.3.1 Displaying Suffix Information Using Default Options

You can display the suffix information using default manage-suf fix options.

Run the manage-suffix command as follows:

$ manage-suffix -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n
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Base DN : Entries : Cracle Integration [1] : Type : Other Information

cn=nointegrated =: 1 : No Integration : Local Database : Not Replicated (Use
H : 'dereplication enable' to

H H : enable replication)

de=suffixl 1 : EUS [2] : Local Database : Not Replicated (Use
H H : "dsreplication enable' to

H : enable replication)

de=suffix2 : 1 : EUS [2] : Local Database : Not Replicated (Use
H : 'dsreplication enable' to

: enable replication)

[1] You can update the integration using the 'manage-suffix update' sub-command.
[2] The suffix can integrate its contents with EUS (Enterprise User Security), EBS (E-Business Suite)
and Database Net Services.

17.2.3.2 Displaying a Set of Suffixes

To display only a set of suffixes, use the --baseDN argument to specify which suffixes must be
displayed. If no --baseDN argument is provided, all suffixes are displayed. You can also use the
--advanced argument to display the internal suffixes.

The --1listDataToDisplay argument is an informative argument that lists and describes the
different allowed values for the argument --dataToDisplay.

Use the --dataToDisplay argument to specify which information is displayed.

The example in this section provides information for only suffix dc=suffix2 and only the
network group and workflow element are displayed.

Run the manage-suffix command as follows:

$ manage-suffix list --baseDN dc=suffix2 -X --dataToDisplay network-group --
dataToDisplay workflow-element -j pwd-file -X -n

Reading Configuration ..... Done.
Base DN Wfe [1] N.G. [2]
dc=suffix2 : userRoot : network-group

[1] The name of the configuration entity (workflow element) containing the data.
If the data of the data is not stored locally, it returns the name of the first
workflow element associated with the suffix

[2] The name of the network groups that expose the contents of this suffix

17.2.3.3 Displaying Internal Suffixes

You can display internal suffixes using the --advanced option of the manage-suffix command.
Run the manage-suffix command as follows:

$ manage-suffix -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n --
advanced

Reading Configuration ..... Done.
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Bass DN : Entries : Oracle Integration [1] : Type : Other Information

: Replication Administration
: Data

: Not Replicated (Use

: 'dsreplication enakle' to
: enable replication)

: Not Replicated (Use

: 'dsreplication enable' to
: enable replication)

: Not Replicated (Use

: "dsreplication enable' to
: enable replication)

: Not Replicated (Use

: 'dsreplication enakle' to
: enable replication)

: Virtual ACIs

: Not Replicated (Use

: 'dsreplication enable' to
: enable replication)

: Not Replicated (Use

: "dsreplication enable' to
: enable replication)

: Not Replicated (Use

: 'dsreplication enakle' to
: enable replication)

: Not Replicated (Use

: 'dsreplication enable' to
: enable replication)

cn=admin data = 7 1 = : Local LDIF File

cn=nointegrated = 1 : No Integration : Local Database

cn=0OracleContext : 26 : Integration Infrastructure [2] : Local Database

cn=CracleSchemaVersion : 3 : Integration Infrastructure [2] : Local Database

cn=subschemasubentry = 1 : Integration Infrastructure [2] : Renaming Schema

: Local Database
: Local Database

en=virtual acis = 0 1 =
de=suffixl 1 : EUS [3]

cn=OracleContext,dc=suffixl : 17 : Integration Infrastructure [2] : Local Database

de=suffix2 =1 : EUS [3] : Local Database

en—=CracleContext, de=suffix2 : 17 : Integration Infrastructure [2] : Local Database

[1] You can update the integration using the 'manage—suffix update' sub—command.
[2] The suffix is required to integrate with EUS, Database Net Services or EBS.
[3] The suffix can integrate its contents

17.2.4 Modifying a Suffix Configuration

You can use the manage-suffix update command to modify an integrated suffix configuration.
You can use either the interactive or non-interactive CLI.

This section contains the following topics:

*  Modifying a Suffix Configuration Using the Non-Interactive CLI Mode
* Modifying a Suffix Configuration Using the Interactive CLI Mode

17.2.4.1 Modifying a Suffix Configuration Using the Non-Interactive CLI Mode

You can modify an integrated suffix configuration using the non-interactive CLI mode. The
example described in this section use the manage-suffix update command to change the
integration property from EUS to generic, which used for integrating either Oracle Database or
E-Business Suite. The change is made for both dc=suffix1 and dc=suffix2.

Run the manage-suffix update command as follows:

manage-suffix update \
--baseDN dc=suffixl \
--baseDN dc=suffix2 \
--integration generic \
--hostname hostl.local \
--port 4444 \
--bindDN cn=Directory\ Manager \
--bindPasswordFile **#**** \
--trustAll \
--no-prompt

17.2.4.2 Modifying a Suffix Configuration Using the Interactive CLI Mode

ORACLE

You can modify an integrated suffix configuration using the interactive CLI mode. The example
described in this section use the manage-suffix update command to change the integration
property from EUS to generic, which used for integrating either Oracle Database or E-Business
Suite. The change is made for both dc=suffix1 and dc=suffix2.
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Run the manage-update command. For example:

$ manage-suffix update -h localhost -p 4444 -D "cn=directory manager" -j pwd-file

Reading Configuration ..... Done.
Choose the suffixes (separated by commas) to be updated.

cn=nointegrated
dc=suffixl
dc=suffix2

All

=Sw N

c) cancel

Enter one or more choices separated by commas: 2,3

Specify the Oracle components with which the suffixes can integrate.

Do not update the integration with Oracle components
No Integration

sSw N

(E-Business Suite)

c) cancel

Enter choice [1]: 3

Choose the network groups (separated by commas) that must expose the suffixes.

Do not update the network groups
network-group

network-group2

All

Create a new network group

O w N

c) cancel
Enter one or more choices separated by commas [1]:

Updating Oracle Integration ....... Done.

17.2.5 Deleting a Suffix USING ranage-susrix

Generic: Database Net Services and EBS (E-Business Suite)
EUS (Enterprise User Security), Database Net Services and EBS

You can use the manage-suffix delete command to remove a suffix and all of its data. You

can use the non-interactive CLI or the interactive CLI.
This section contains the following topics:

* Deleting a Suffix Using the Non-Interactive CLI Mode
* Deleting a Suffix Using the Interactive CLI Mode

17.2.5.1 Deleting a Suffix Using the Non-Interactive CLI Mode

You can delete a suffix using the non-interactive CLI mode.
Run manage-suffix delete with the baseDN argument. For example:

manage-suffix delete \
--baseDN dc=nointegration \

ORACLE

17-39



Chapter 17
Managing the Server Configuration Using OUDSM

--hostname hostl.local \

--port 4444 \

--bindDN cn=Directory\ Manager \
—--bindPasswordFile ****** \
--trustAll \

--no-prompt

17.2.5.2 Deleting a Suffix Using the Interactive CLI Mode

You can delete a suffix using the interactive CLI mode.

Run the manage-suffix delete command. For example:

$ manage-suffix delete -h localhost -p 4444 -D "cn=directory manager" -j pwd-file
Reading Configuration ..... Done.

Choose the suffixes (separated by commas) to be deleted.

cn=nointegrated
dc=suffixl
dc=suffix?2

)
)
)
) All

=S N

c) cancel
Enter one or more choices separated by commas: 1

You have chosen to delete the suffix 'cn=nointegrated'.
Once deleted, the data contained in the suffix will be permanently removed.

Do you want to continue? (yes / no) [no]: yes

Deleting suffix 'cn=nointegrated' ...... Done.

The non-integrated suffix dc=nointegration is deleted, and its local database workflow
element userRoot?2 is also deleted. In these examples, local database workflow element
userRoot2 will also be deleted if dc=nointegration is the only base DN defined in it.

17.3 Managing the Server Configuration Using OUDSM

ORACLE

The Configuration tab of each server instance in OUDSM enables you to modify elements of
the server configuration.

For additional information about managing the configuration that is specific to a proxy server
instance, see Configuring Proxy, Distribution, and Virtualization Functionality

This section provides an overview of the tasks that can be performed on the Configuration tab
in OUDSM, and covers the following topics:

e Understanding How to Select a Configuration View

e Using Shortcuts to Configure Objects Using OUDSM
e Configuring Suffixes Using OUDSM

e Configuring Workflow Elements Using OUDSM

e Configuring Workflows Using OUDSM

e Configuring Connection Handlers Using OUDSM
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*  Configuring Network Groups Using OUDSM
*  Modifying the General Server Configuration Using OUDSM

17.3.1 Understanding How to Select a Configuration View

There are two separate views of the server configuration in the Configuration tab.
They are:

* Naming Contexts. This is the default view, and shows the server configuration in terms of
the naming contexts or suffixes configured on that server instance.

* Core Configuration. This view displays the server configuration in terms of the workflows,
workflow elements and server extensions configured on that server instance.

The configuration view that you select determines the items that are available under the
Create menu.

17.3.2 Using Shortcuts to Configure Objects Using OUDSM

You can use shortcuts such as Create Like icon and to create new components with the same
configuration and Create icon to create a similar type of component that is already selected.

When you create server components using OUDSM, you can duplicate an existing component

using the Create Like "1 icon. When you select a component on the configuration tab and
click Create Like, a new component with the same configuration is created. You can then edit
the properties of the new component to suit your requirements.

You can also use the Create icon to create the same type of component as the one you
have selected. For example, if you select LDAP Connection Handler in the left hand menu, and
click Create, a new, unconfigured LDAP connection handler is created.

Right-clicking on a component in the left hand menu provides a list of actions related to that
component. For example, if you right-click LDAP Connection Handler, a drop-down menu is
displayed, enabling you to create a new LDAP connection handler, duplicate that LDAP
connection handler, or delete the connection handler.

17.3.3 Configuring Suffixes Using OUDSM

You can configure suffixes or naming contexts, using OUDSM.

For information about using dsconfig to configure suffixes, see Configuring Suffixes with
dsconfig.

This section contains the following topics:

e Creating a Suffix
e Displaying and Editing Suffix Properties
e Deleting a Suffix

17.3.3.1 Creating a Suffix

You can create one or more suffixes using the OUDSM interface.

Perform the following steps to create a sulffix:
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Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.

Select the Naming Contexts view.

From the Create menu, select Local Naming Context.

In the Naming Context region, perform the following steps:

a. Inthe Base DN field, type a name for the suffix that you want to create.

b. From the Directory Data Options group, select one of the following options for
populating the suffix with data:

Only Create Base Entry creates the database along with the base entry of the suffix.
Any additional entries must be added after suffix creation.

Leave Database Empty creates an empty database. The base entries and any
additional entries must be added after suffix creation.

Import Generated Sample Data populates the suffix with sample entries.

Specify the number of entries that should be generated in the Number of User
Entries field. You can import a maximum of 30,000 sample entries through OUDSM. If
you want to add more than 30,000 entries, you must use the import-1dif command.

In the Oracle Components Integration region, select one of the following option to enable
the new suffix:

* No Specific Integration: Select this option, if you do not want to integrate the naming
context with Oracle components.

- Enable for Enterprise User Security (EUS):

To enable a suffix for EUS, you must have at least one LDAP listener with SSL
enabled, in addition to the administration listener. The suffix must contain at least one
entry (in other words, you must not have selected "Leave Database Empty" in the
previous step).

When you select EUS, in addition to creating this suffix, two suffixes are created
automatically: "cn=oracleschemaversion" and "cn=oraclecontext." An EUS
workflow element is also added in front of the Local Backend workflow element.
Further, a DN renaming workflow element for "cn=schema" is added, so that it can be
accessed using the "cn=subschemasubentry" DN.

* Enable for Oracle Database Net Services: Select this option if you want the naming
context to store the Database Connect Identifiers.

In the Network Group region, attach the suffix to at least one network group by performing
the following steps:

* To attach the suffix to an existing network group, select Use Existing and select the
required network group from the list.

* To attach the suffix to a new network group, select Create New and then in the Name
field, type a name for the network group you want to create.

You can attach several network groups to the same suffix.

In the Workflow Element region, attach the suffix to the workflow element by performing
either of the following steps:

* To attach the suffix to an existing workflow element, select Use Existing and then
select the required workflow element from the list.
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* To attach the suffix to a new workflow element, select Create New and then in the
Name field, type a name for the workflow element you want to create. You can create
a Local DB Workflow Element or a Local LDIF Workflow Element.

Click Create.
The following confirmation message is displayed:
Configuration created successfully.

You can configure the tombstone entry purge interval and the tombstone entry lifetime after
creating the suffix, in the Local Backend workflow element configuration.

17.3.3.2 Displaying and Editing Suffix Properties

In the Naming Contexts view, the Configuration tab displays all of the suffixes that have been
configured on the server.

To display the properties of a configured suffix, follow these steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.
2. Select the Configuration tab.
3. Select the Naming Contexts view.
4. Expand the Naming Contexts element.
5. Click the suffix whose properties you want to display.
The suffix properties are displayed in the right hand pane.
6. Make any required changes to the suffix configuration.
You can change the network group to which this suffix is attached, and enable the suffix for
Enterprise User Security (EUS) or Enable for Oracle Database Net Services.
< Note:
If the Oracle Components Integration option was previously configured for the
Enable for Enterprise User Security (EUS) or the Enable for Oracle Database
Net Services options and if you have made changes in the Oracle Components
Integration region, the Configuration Required dialog box appears. Depending
on the option you choose, select one of the following:
» Keep Oracle Context: Select this option, if you want to keep the naming
context for EUS and Oracle Database Net Service.
« Delete Oracle Context: Select this option, if you want to delete the naming
context for EUS and Oracle Database Net Service.
Click Apply to save your changes.
17.3.3.3 Deleting a Suffix

In the Naming Contexts view, the Configuration tab displays all of the suffixes that have been
configured on the server.

To delete a suffix, follow these steps:
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Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.
Select the Naming Contexts view.
Expand the Naming Contexts element.

Select the suffix that you want to delete.

Click the Delete configuration &

17.3.4 Configuring Workflow Elements Using OUDSM

A workflow element is the key building block of a workflow process. Workflow elements define
how client requests that are sent to the server are treated.

In a deployment that includes a proxy server, workflow elements are configured for load
balancing or distribution. In a deployment that does not include a proxy server, workflow
elements are configured directly for each back end.

For information about using dsconfig to configure workflow elements, see Configuring
Workflow Elements Using dsconfig.

The following sections describe how to configure workflow elements using OUDSM.

Creating a Workflow Element
Displaying and Editing Workflow Element Properties

Deleting a Workflow Element

17.3.4.1 Creating a Workflow Element

You can create a workflow element using OUDSM.

Perform the following steps:

1.

ORACLE

Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.
Select the Core Configuration view.
For more information, see Understanding How to Select a Configuration View.

From the Create menu, select Workflow Element and select the type of workflow element
that you want to create.

For more information about the various workflow element types, see Understanding
Workflow Elements.

When the Create page displays for the selected workflow element, configure the properties
on that page.

# Note:

The properties that you must configure will depend on the type of workflow
element that you are creating.
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All workflow elements require the following basic properties to be configured:
Name. Enter a name for the workflow element.

Enabled. When you create a workflow element, it is enabled by default. Clear this item to
disable the workflow element.

In addition, you must configure relevant properties for each corresponding workflow
element type depending on the workflow element that you are creating. For more
information about the properties to configure for each of the following workflow element,
see Configuring Properties of Workflow Elements.

To create the Join Workflow Element, use the Create Join Workflow Element wizard as
follows:

a. Configure the following General properties and then click Next:
b. Configure the following Primary Participant properties and click Next.

c. The Secondary Participant page is displayed, and it contains a menu with options
that enable you to View, Create, Modify, or Remove participants.

To add one or more secondary participants, click Create and configure the properties
on the Create Secondary Participant page. These properties are essentially the same
as those you configured for the Primary Participant, except for the following:

When you are finished adding participants, click Next.

d. Configure the following Participant Relations Properties to define Join Rule relations
and to view or move Bind Participants. You can also view the join relations between
participants in a tree structure. When you are finished, click Next.

e. Use the following Network Group properties to associate this workflow element with a
network group. When you are finished, click Next.

f. When the Summary page is displayed, click back through all of the pages to review the
property settings. If necessary, make any necessary changes.

g. If you are satisfied with the configuration, click Create to create the Join workflow
element.

# Note:

For more information about the each preceding Join workflow element properties,
see Configuring Properties of Workflow Elements.

Click Create.
The following confirmation message is displayed:

Workflow Element created successfully.

17.3.4.1.1 Configuring Properties of Workflow Elements

ORACLE

Each workflow element has properties associated with it that you must configure while creating
that specific workflow element.

This section lists the properties for each workflow element type that are of relevance.

DN Renaming Workflow Element
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Property Name

Description

Client Base DN

Source Base DN

Next Workflow Element
Attribute White List

Attribute Black List

Specify the base DN that is used by the client application.
Specify the base DN that is stored in the LDAP server.
Select the workflow element that should be next in the workflow.

Click Add to select the list of attributes that contain DNs and must
be transformed by the renaming operation.

Click Add to select the list of attributes that contain DNs but must
not be transformed by the renaming operation.

« EUS Workflow Element

Property Name

Description

EUS Realm
Next Workflow Element
Server Type

Password Attribute

Enter the part of the DIT to which the EUS workflow element applies.
Select the workflow element that should be next in the workflow.
Select the server containing the EUS user entries.

Enter the attribute type that should be used to hold the EUS user
passwords.

« EUS Context Workflow Element

Property Name

Description

EUS Context

EUS Administrator

Next Workflow Element

Enter the DN that contains the Oracle Context. The Oracle Context is a
top-level directory entry that contains the data used by any installed
Oracle product that uses the directory.

Enter the DN of the administration user. This user will be the
uniquemember of the groups created in Oracle Context.

Select the workflow element that should be next in the workflow.

¢ Kerberos Authentication Provider Workflow Element

Property Name

Description

Realm

Principal Name Attribute
KDC Address

Specify the realm to be used for Kerberos authentication. If you do
not specify a realm, then the server attempts to determine the realm
from the underlying system configuration.

Click Select and specify the Principal Name Attribute.
Specify the Key Distribution Center (KDC) server address.

 Local DB Workflow Element

Property Name

Description

Writability Mode

Base DN

Database Properties

ORACLE

Specify whether the back end associated with this workflow element
should process write operations.

Specify one or more base DNs for the data that is handled by the
back end.

Specify any specific properties for the database. For a detailed list of
these properties, and their values, see "DB Local Backend Workflow
Element" in the Configuration Reference for Oracle Unified
Directory.
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Property Name Description

Tombstone Configuration Specify how tombstone entries should be handled for the database.
For a detailed list of these properties, and their values, see "DB
Local Backend Workflow Element" in the Configuration Reference
for Oracle Unified Directory.

Index Properties Specify the following parameters:

Index Subtrees: Enable or disable the check box to indicate
whether the back end should index subtrees to maintain subtree
specific data retaining information on direct and indirect children
entries of each parent entry.

Local DB Index: Specify the local DB index configuration for
the database. For a detailed list of these properties, and their
values, see "DB Local Backend Workflow Element" in the
Configuration Reference for Oracle Unified Directory.

Local DB VLV Index: Specify the local DB VLV index
configuration for the database. For a detailed list of these
properties, and their values, see "DB Local Backend Workflow
Element” in the Configuration Reference for Oracle Unified
Directory.

* Local LDIF Workflow Element

Property Name Description

Writability Mode Specify whether the back end associated with this workflow element should
process write operations.

Base DN Specify one or more base DNs for the data that is handled by the back end.

Private Backend Specify whether the back end should be considered a private back end, which
indicates that it is used for storing operational data rather than user-defined

information.

LDIF File Enter the path to the LDIF file containing the data for this back end.

e Pass Through Authentication Workflow Element

Basic Properties

Property Name Description

User Provider Workflow Select the workflow element providing the requested user entry.

Element

Authentication Provider Select the workflow element providing the authentication service for the

Workflow Element user entry. For example, you can use Kerberos Authentication Provider
workflow element or Local DB workflow element as the authentication
provider.

Advanced Properties

Property Name Description

Password Attribute Click Select and specify the password attribute.

Save Password on Enable the check box, if you want the Authentication Provider workflow

successful bind element to trigger a copy of the password to the User Provider workflow
element.

Pass Through Specify the virtual suffix that is exposed through the PTA workflow element.

Authentication Suffix
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Property Name Description

User Suffix Specify the suffix that contains the user entries on the User Provider
workflow element.

Authentication Suffix ~ Specify the suffix that contains the authentication entries on the
Authentication Provider workflow element.

Pass Through Authentication Join Rule Properties

Property Name Description

Auth Entry Property Specify the authentication entry property associated with the user entry.

User Entry Property Specify the user entry property associated with the authentication entry.

For more information, see Understanding Pass-Through Authentication.

Local Memory Workflow Element

Property Name Description

Base DN Specify one or more base DNs for the data that is handled by the back end.

RDN Changing Workflow Element

Property Name Description

Next Workflow Element Select the workflow element that should be next in the workflow.

Object Class Select the object class type for RDN changing operation.

Source RDN Attribute Select the original RDN attribute name from the source directory to be
replaced or renamed in Oracle Unified Directory.

Client RDN Attribute Select the new RDN attribute name to be used in Oracle Unified
Directory.

Replace RDN Value Specify whether the original RDN value should be replaced by the new

RDN value. It is enabled by default.

DN Attributes Click Add to select the list of attributes with DNs on which to perform
RDN renaming.

Transformations Workflow Element

Property Name Description

Next Workflow Element Select the workflow element that should be next in the workflow.

Entry Matching Filter This is an LDAP filter. If you select this option, then entries will be
transformed only if they match this LDAP Filter.

Entry Parent Suffixes Optional You can specify a list of suffixes to restrict applying
transformation to entries under specific subtrees. If you specify this
option, then the entries will be specified only if they are in subtrees
rooted at any of these suffixes.

Excluded Operations If you specify this option, then the entries will not be transformed during
any of the specified operations.

Transformations The list of transformations that the Transformations Workflow Element
will process. The order in which transformations are listed here does not
guarantee the order in which these transformations will be applied when
processing a request at runtime.).
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* Join Workflow Element

General Properties

Property Name Description
Name Enter a name for the workflow element. For example, we-join
Enabled Option is enabled by default, indicating the workflow element is enabled.

If necessary, you can disable this element later by returning to this page and
clearing the box.

Join Suffix Enter the virtual DN to be exposed by the Join workflow element. For
example, dc=join

DN Attributes Optional. Click Add to create a list of attributes (such as manager,
memberof, or uniquemember) with DNs on which to perform the join.

Populate the virtual  Optional. Enable this box to populate the virtual attribute with the entries from

attribute secondary participants that were used to form the consolidated entry

‘Joinedentrydn'in  Note: This information is useful when troubleshooting Join issues.
retrieved entries

Primary Participant Properties

Property Name Description

Participant Name Enter the name of the participant that will contribute information to form the
combined joined entry. For example, jp-pl

Participant Workflow  Enter the name of the workflow element that the primary participant will use
Element to attach itself. For example, we-proxyl

Participant DN Enter the suffix DN of the participating workflow element or a subtree of
that element. For example, dc=coml

Enabled Operations Optional. Click the menu button to view a list of operations, which include:
Add, Bind, Compare, Delete, Modify, Modify DN, and Search.
—  Select one or more boxes to enable operations.
—  Clear the boxes to disable operations.
Criticality Specify one of the following criticality flags for the join workflow element:
— true (default): Indicates the participant is critical.
If the participant fails to return a result due to an operation error, then
the overall operation fails and an error message results.
— false: Indicates that a failure to perform an operation in the participant
is not critical to the overall result.
—  partial: Indicates the participant is partially critical.
If the participant fails to return a result due to an operation error, then
the application can notify its own users that partial results were
obtained, the Join workflow element returns partial results, but also
returns an error message.
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Property Name

Description

Join Condition

Attribute Storage

Attribute Retrieval

This field is blank by default, indicating that no join condition is defined. All
entries that satisfy the original search filter will be considered for a join.

To restrict the entries to be joined, click Define to access the Filter Builder
dialog where you configure a filter:

1. Select an attribute name from the left menu.

2. Select a matching rule from the middle menu.

3. Enter a value to match.

4. Click Add to create another filter.

5. When you are finished creating filters, click OK.

Entries that do not satisfy the specified conditions are returned as is, with
no join done on them.

Note: For information, see Understanding the Join Condition.

Enable one of the following to specify which attributes the Join participant
can store on the target directory:

— All attributes are storable (default): All attributes can be stored.
— Only the selected attributes are storable: Click Add and then click

!
the search icon ‘Q to select one or more attributes from the
Attribute Picker dialog. Only the selected attributes can be stored.

— All except the following attributes are storable: Click Add and then

!
click the search icon 'k to select one or more attributes from the
Attribute Picker dialog. All attributes can be stored except for the
selected attributes.
Enable one of the following to specify which attributes the Join participant
can retrieved from the target directory:
— All attributes are retrievable (default): All attributes can be retrieved.
— Only the selected attributes are retrievable: Click Add and then click

-
the search icon ‘g to select one or more attributes from the
Attribute Picker dialog. Only the selected attributes can be retrieved.

— All except the following attributes are retrievable: Click Add and

~
then click the search icon ‘g to select one or more attributes from
the Attribute Picker dialog. All attributes can be retrieved except for the
selected attributes.

Secondary Participant Properties

Property Name Description

Joiner Type Click the button and select one of the following joiner types from the menu:

Many to one:

One to many

One to one (default)
Shadow

For a description of these join relationships, see Understanding Supported
Joiner Types.

Participant Relations Properties

ORACLE
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Property Name Description

Define Join Rule Relations Click Define to open the Filter Builder dialog, where you can specify
filter criteria for a join rule. Note: You might have to enlarge the
browser window to access this button.

To specify the filter criteria:

1. Select the leftmost menu button to choose an attribute name for
the first participant.

2. Click the next button to choose a matching rule.
3. Inthe next field, enter or choose the other participant name.

4. Select the rightmost button to choose an attribute name for the
second participant.

Click the plus sign icon to add additional filter rules. When you are
finished, click OK.

Participant Relations Use this area to view the join relations between participants.

Bind Participants View or move the participants up or down in the table.

Network Group Properties

Property Name Description

Associate this workflow Enable this box to associate this workflow element with a network
element with a Network group and workflow. When you enable the box, the other features on
Group this page become active.

Select the network group to  Enable the network-group box to attach the workflow element to
which the workflow element  that group.

must be attached Click Create Network Group to open the Create Network Group
dialog. Enter a new name and click Create.

Create New Workflow Enter a name in the field to create a new workflow.

17.3.4.2 Displaying and Editing Workflow Element Properties

ORACLE

After you have created a workflow element, you can view or modify the properties of an
existing workflow element.

Perform the following steps:

1.

Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.

Select the Core Configuration view.

For more information, see Understanding How to Select a Configuration View.

Expand the Core Configuration element.

Expand the Workflow Elements element.

Click the workflow element that you want to view or modify.

The properties of the workflow element are displayed in the right hand pane

The properties that you can edit depend on the type of workflow element that is configured.

Click Apply to save your changes.
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17.3.4.3 Deleting a Workflow Element

To delete an existing workflow element using OUDSM, perform the following steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

2. Select the Configuration tab.
3. Select the Core Configuration view.

For more information, see Understanding How to Select a Configuration View.
4. Expand the Core Configuration element.

5. Expand the Workflow Elements element.

6. Click the workflow element that you want to delete and click the Delete configuration R_

7. Click OK to confirm the deletion.

17.3.5 Configuring Workflows Using OUDSM

A workflow is defined by a naming context, or suffix, and a workflow element that define how
Oracle Unified Directory should handle an incoming request. A workflow must be registered
with at least one network group, but can be attached to several network groups.

The following sections describe how to configure workflows using OUDSM:
e Creating a Workflow

« Displaying and Editing Workflow Properties

e Deleting a Workflow

For more information about workflows, workflow elements and the other components of Oracle
Unified Directory, see Understanding Oracle Unified Directory Components.

For information about configuring workflows using dsconfig, see Configuring Workflows Using
dsconfig.

17.3.5.1 Creating a Workflow

ORACLE

To create a workflow using OUDSM, perform the following steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

2. Select the Configuration tab.
3. Select the Core Configuration view.
For more information, see Understanding How to Select a Configuration View.
4. From the Create menu, select Workflow.
5. In the Workflow Properties region, enter the following information:
a. Inthe Name field, type a name for the workflow that you want to create.
b. Select the Enabled check box if you want this workflow to be enabled.

Deselect this check box if you do not want to enable the workflow at this stage.
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In the Base DN field, enter the naming context that will be accessible through this
workflow.

Select the Workflow Element with which this workflow should be associated.
The workflow element must already exist before you create the workflow.

Select True, False, or Partial depending on whether the workflow is critical enough to fail
a search operation involving multiple workflows and if the operation fails on this workflow.

Select the Use Virtual ACIs check box if you want to define a different storage repository
for the ACI data associated to all entries managed by the workflow.

If the Use Virtual ACls check box is selected then specify the name of the stripe to be
used in the Virtual ACI storage to maintain ACI data for this workflow.

Click Create.
The following confirmation message is displayed:

Workflow created successfully.

17.3.5.2 Displaying and Editing Workflow Properties

In the Core Configuration view, the Configuration tab displays all of the workflows and workflow
elements that have been configured on the server.

To display the properties of a configured workflow, follow these steps:

1.

Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.

Select the Core Configuration view.

For more information, see Understanding How to Select a Configuration View.
Expand the Workflows element.

Click the workflow whose properties you want to display.

The workflow properties are displayed in the right hand pane.

Make any required changes to the suffix configuration.

You can disable the workflow, or change the workflow element with which this workflow is
associated.

Click Apply to save your changes.

17.3.5.3 Deleting a Workflow

You use OUDSM to delete a workflow only if that workflow is not referenced by any network
group.

To delete a workflow:

ORACLE

1.

Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

If the workflow is referenced by a network group, modify the properties of the network
group to remove that workflow.

For more information, see Modifying a Network Group.

Select the Configuration tab.
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4. Select the Core Configuration view.
For more information, see Understanding How to Select a Configuration View.

5. Expand the Workflows element.

6. Select the workflow that you want to delete and click the Delete configurationx .

7. Click OK to confirm the deletion.

17.3.6 Configuring Connection Handlers Using OUDSM

Connection handlers are responsible for accepting connections from clients, reading and
parsing requests submitted by the clients, ensuring that they are processed by the server, and
sending the corresponding responses back to the client. A connection handler manages all
communication with the client and therefore needs to implement support for the associated
protocol.

The following sections describe how to configure connection handlers using OUDSM:

e Creating a Connection Handler
*  Modifying a Connection Handler
* Deleting a Connection Handler

For information about configuring connection handlers using dsconfig, see Configuring
Connection Handlers Using dsconfig.

17.3.6.1 Creating a Connection Handler

ORACLE

To create a connection handler using OUDSM, perform the following steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

2. Select the Configuration tab.
3. From the Create menu, select Connection Handler.
4. Select the type of connection handler that you want to create:

* LDAP. This connection handler is used to interact with clients using LDAP. It provides
full support for LDAPV3 and limited support for LDAPV2.

* LDAPS. This connection handler is used to interact with clients using LDAP over SSL.

* LDIF. This connection handler is used to process changes in the server using internal
operations.

« JMX. This connection handler allows interactions with clients using the Java
Management Extensions (JMX) framework and the Remote Method Invocation (RMI)
protocol.

*  SNMP. This connection handler is used to process SNMP requests to retrieve
monitoring information described by MIB 2605. The supported SNMP protocol are
SNMP V1, V2c, and V3.

5. Enter the properties to configure the connection handler in the right hand pane.

The configurable properties will depend on the type of connection handler you have
selected. For a comprehensive list of all configurable properties, and their allowed values,
see "The Connection Handler Configuration" in the Configuration Reference for Oracle
Unified Directory.
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6. When you have configured the required properties for your specific connection handler
type, click Create.

The following confirmation message is displayed:

Connection Handler created successfully.

17.3.6.2 Modifying a Connection Handler

To view or modify connection handler properties using OUDSM, perform the following steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.
Expand the General Configuration element.

Expand the Connection Handlers element.

a & 0 Db

Click the connection handler whose properties you want to modify.
The properties are displayed in the right hand pane.

For a comprehensive list of all configurable properties, and their allowed values, see "The
Connection Handler Configuration" in the Configuration Reference for Oracle Unified
Directory.

6. Change the required properties and click Apply.

17.3.6.3 Deleting a Connection Handler

To delete an existing connection handler using OUDSM, perform the following steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.
Expand the General Configuration element.

Expand the Connection Handlers element.

g » W Db

Click the connection handler that you want to delete and click the Delete configuration

.

6. You are prompted to confirm the deletion. Click OK.

17.3.7 Configuring Network Groups Using OUDSM

ORACLE

Network groups are the entry point of all client requests that are handled by an Oracle Unified
Directory server. The properties of a network group indicate how client requests are directed.

The following sections describe how to configure network groups using OUDSM:
e Creating a Network Group

*  Modifying a Network Group

* Deleting a Network Group

For information about configuring network groups using dsconfig, see Configuring Network
Groups Using dsconfig.
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17.3.7.1 Creating a Network Group

To create a network group using OUDSM, follow these steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

2. Select the Configuration tab.
3. From the Create menu, select Network Group.

4. Configure the network group by using the properties available in the right-hand pane. For
more information about these properties, see Configuring Properties of a Network Group.

5. When you have configured the required properties for the network group, click Create.
The following confirmation message is displayed:

Network Group created successfully.

17.3.7.1.1 Configuring Properties of a Network Group

ORACLE

There are several properties associated with a network group that you must configure while
creating a network group using OUDSM.

This section lists that these properties in details.

* Name. Enter a name for the network group.

- Enabled. Select or deselect this check box to enable or disable the network group. If you
disable a network group, then no client requests can be handled by that network group. If
you disable the only configured network group, then you effectively stop client applications
from accessing the back end.

< Priority. If you have multiple network groups, specify a priority for this network group.
Client requests are handled by the network group with the highest priority, for which the
criteria are met. The highest priority a network group can have is 0.

*  Workflow. Click the Add (+ Add ) to add one or more workflows that can be accessed
through this network group.

* Root DSE to Expose. Select the Root DSE that you want this network group to expose.
You can expose the Root DSE of the local server, the Root DSE stored in a remote server,
or the Root DSE defined in a local file.

Click Other and select one of the following options:

Option Description

Root DSE Defined  Enter the path of the LDIF file containing the Root DSE. The server must
in LDIF File have access to this file.

Root DSE of a Enter the following parameters:

Remote Server Host Name: Enter the host name of the remote server.

Ports Available: Enter the LDAP port, LDAPS port, or LDAP and LDAPS
ports of the remote server.

Trust All: Select this check box to trust all the certificates presented by the
remote server.

Trust Manager: Select the trust manager that the server will use when
connecting to the LDAPS ports of the remote server to forward requests.

17-56



Chapter 17
Managing the Server Configuration Using OUDSM

Security Mandatory. Select this option if you require clients to use a secure connection to
access this network group. By default, a secure connection is not required.

Allowed auth method. Specify the authentication method/s that are allowed between the
client and the network group.

Allowed protocol. Specify the protocol/s that are allowed for client connections. If you do
not specify a protocol, all protocols are allowed.

Allowed BindDN. Click the Add to add one or more bind DNs that are allowed to connect

to this network group. Click the Delete (R Delete

be accepted by the network group.

) to remove the bind DNs that should not

Allowed Client. Click the Add to add one or more clients that are authorized to access this
network group. Clients can be expressed by their IP addresses or names, or by a subnet
mask. If no allowed client list is provided, all clients are allowed, unless they are
specifically listed on the denied client list.

Denied Client. Click the Add to add one or more clients that are prohibited from accessing
this network group. Clients can be expressed by their IP addresses or names, or by a
subnet mask. If no denied client list is provided, all clients are allowed, unless a limitation is
set using the allowed client list.

QoS Policy. Select a quality of service policy for this network group. For more information,
see Creating a Network Group Quality of Service Policy.

17.3.7.2 Modifying a Network Group

To view or modify the properties of a network group using OUDSM, follow these steps:

1.

g & W DN

Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.

Expand the General Configuration element.

Expand the Network Groups element.

Select the network group whose properties you want to modify.

The properties of the network group are displayed in the right hand pane
Change the required properties and click Apply.

For an explanation of each of the configured properties, see Configuring Properties of a
Network Group.

17.3.7.3 Deleting a Network Group

To delete an existing network group using OUDSM, follow these steps:

ORACLE

1.

Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

Select the Configuration tab.
Expand the General Configuration element.

Expand the Network Groups element.

Click the network group that you want to delete and click the Delete configuration ® .

You are prompted to confirm the deletion. Click OK.
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17.3.8 Modifying the General Server Configuration Using OUDSM

You can modify the general server configuration using OUDSM by accessing the directory
server from OUDSM and then by modifying the General Server properties.

To modify elements of the general server configuration using OUDSM, follow these steps:

1. Connect to the directory server from OUDSM, as described in Connecting to the Server
Using OUDSM.

2. Select the Configuration tab.
3. Select the General Configuration element.

The properties are displayed in the right hand pane.
4. You can modify the following properties:

* Root DSE Properties

*  Work Queue Properties

* Access Control Groups

« Data Encryption Properties

*  Number of Worker Threads

* General Server Properties

For more information about the preceding properties, see Managing the General Server
Configuration Properties.

5. Click Apply to save your changes.

17.3.8.1 Managing the General Server Configuration Properties

ORACLE

There is a comprehensive list of configurable properties. This section describes the general
server configuration properties that you can modify using OUDSM.

General Server Properties

- Default Password Policy: Specify the name of the password policy, if the entries do not
have an alternate password policy,

- Etime Resolution: Select a resolution for operation elapsed processing time
measurements. The default value is Milliseconds.

e Idle Time Limit: Specify the maximum duration a client connection may remain
established since its last completed operation. If you specify 0 seconds as the value, then
no idle time limit is enforced.

¢ Max Allowed Client Connections: Specify the maximum number of client connections
you want to establish at any given time. A value of 0 indicates that unlimited client
connection is allowed.

¢ Maintain Authenticated Users: Select the check box, if you want the server to maintain
authenticated users.

* Reject Unauthenticated Requests: Select the check box, if you want the directory server
to reject any request (other than bind or StartTLS requests) received from a client that has
not yet been authenticated, whose last authentication attempt was unsuccessful, or whose
last authentication attempt used anonymous authentication.
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* Size Limit: Enter a value to specify the maximum number of entries that can be returned
to the client during a single search operation. A value of 0 indicates that no size limit is
enforced. This is the default server wide limit, but it may be overridden on a per user basis
using the ds-rlim-size-1limit operational attribute.

*  Writability Mode: Specify the type of write operations the Directory Server can process.
Root DSE Properties

« Show Operational Attributes: Select this check box, if you want all attributes in the root
DSE to be treated like user (non operational) attributes (and therefore returned to clients
by default) regardless of the Directory Server schema configuration.

e Subordinate Base DNs: Specify the set of base DNs used for singleLevel, wholeSubtree,
and subordinateSubtree searches based at the root DSE.

Work Queue Properties

*  Number of Worker Threads: Specify the number of worker threads to be used for
processing operations placed in the queue. If the value is increased, the additional worker
threads are created immediately. If the value is reduced, the appropriate number of threads
are destroyed as the operations complete processing.

* Click the Dynamically Handled by Server check box, if you want the server to determine
the number of worker threads at run time.

¢ Maximum Work Queue Capacity: Specify the maximum number of queued operations
that can be in the work queue at any given time. If the work queue is already full and
additional requests are received by the server then the server front end and possibly the
client will be blocked until the work queue has available capacity.

Data Encryption Properties

* Check Enabled check box, to enable encryption.

* Encryption Algorithm: Select the algorithm value for encryption. The default value is
AES_128.

* Encrypted Attributes: Define the attributes for encryption.
If you enable Data Encryption, then you must add the attribute names.
» Suffixes to Apply Encryption: Define the suffix for encryption.
— If you do not define a suffix, then encryption is applied to all available suffixes.

— If you define a suffix, then encryption is only applied to the defined suffix.

# Note:

Modifying data encryption configuration may cause the indexes to be invalid. If any of
the selected attributes are indexed then you must rebuild the indexes for these
attributes as described in rebuild-index.

For a comprehensive list of the configurable properties, and their allowed values, see "Global
Configuration” in the Configuration Reference for Oracle Unified Directory.
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17.4 Managing Administration Traffic to the Server

Connection handlers are responsible for handling all interaction with client applications,
including accepting connections, reading requests, and sending responses.Oracle Unified
Directory includes a special connection handler, the administration connector, to manage
administration traffic to the server.

The administration connector enables the separation of user traffic and administration traffic to
simplify monitoring, and to ensure that administrative commands take precedence over
commands that manipulate user data.

This section describes how administration traffic is handled, and covers the following topics:
e Understanding the Administration Connector

*  About Administrative Suffixes Access

e Configuring the Administration Connector

* Modifying Key Manager and Trust Manager Properties for the Administration Connector

17.4.1 Understanding the Administration Connector

ORACLE

The administration connector is based on the LDAP protocol and uses LDAP over SSL by
default. All command-line utilities that access the administrative suffixes use the administration
connector.

This includes the following commands:
* backup

e dsconfig

e dsreplication
e export-1ldif

* import-1dif

* manage-account
* manage-tasks

* restore

°* status

* stop-ds

* uninstall

The administration connector is always present and enabled. You cannot disable or delete the
connector but you can use dsconfig to manipulate the following properties of the connector:

e listen-address. The address on which the server listens for administration traffic.

e listen-port. The default port of the administration connector is 4444. You can change this
port during setup if required. If you use the default port, you do not need to specify a port
when running the administration commands (the default port is assumed). If you change
the port, you must specify the new port when running the administration commands.

If you have multiple directory server instances running on the same host, you will have
specified multiple separate administration listen ports during setup. In this case, for the
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server instances whose administration connectors do not use the default listen port (4444),
you will need to specify the port when running the administration commands.

* Security-related properties. Traffic using the administration connector is always secured.
As with the LDAPS connection handler, the administration connector is configured with a
self-signed certificate (admin-cert) during server setup. This self-signed certificate is
generated the first time the server is started. You can manage the administration connector
certificate using external tools, such as keytool.

The security-related properties of the administration include the following:

— ssl-cert-nickname

ssl-cipher-suite
— key-manager-provider
— trust-manager-provider

When you run the administration commands, you are prompted about how you want to
trust the certificate. If you run the administration commands in non-interactive mode, you
must specify the -x or --trustall option to trust the certificate, otherwise the command
will fail.

17.4.2 About Administrative Suffixes Access

In general, direct LDAP access to the administrative suffixes (using the 1dap* utilities) is
discouraged, with the exception of the cn=monitor suffix. In most cases, it is preferable to use
the dedicated administrative command-line utilities to access these suffixes.

If you must use the 1dap* commands to access the administrative suffixes, you must use the
administration connector port (with the --useSSL or -z option). Using the administration
connector ensures that monitoring data is not polluted and that server administration takes
precedence over user traffic. The same restriction applies if you are accessing the
administrative suffixes using an LDAP browser.

The administrative suffixes include the following:
* cn=config

* cn=monitor

e cn=tasks

* cn=backups

* cn=ads-truststore

* cn=schema

o cn=admin data

17.4.3 Configuring the Administration Connector

ORACLE

The example in this section displays the default properties of the administration connector, and
changes the listen port of the connector to 5555.

To change the default properties of the administration connector, follow these steps:

1. View the default properties of the administration connector, using the dsconfig command.

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
get-administration-connector-prop
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The output is similar to the following.

Property : Value (s)
key-manager-provider : Administration
listen-address : 0.0.0.0
listen-port 1 4444
ssl-cert-nickname : admin-cert

ssl-cipher-suite HE
trust-manager-provider : Administration

2. Change the listen port, using the dsconfig command.

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
set-administration-connector-prop --set listen-port:5555

# Note:

You must restart the server for changes to this property to take effect.

17.4.4 Modifying Key Manager and Trust Manager Properties for the
Administration Connector

The administration connector is an LDAPS connector. As with all SSL-based connectors, the
administration connector requires a key manager and trust manager.

Oracle Unified Directory provides a dedicated key manager and trust manager for the
administration connector, which are enabled by default. You can change the properties of the
default administration key manager and trust manager. For more information, see Configuring
Key Manager Providers and Configuring Trust Manager Providers.

17.5 Configuring Commands As Tasks

You can use command-line utilities to schedule tasks that run within the directory server and
perform their functions locally. These scheduled tasks support options used to connect to the
directory server to interact with the task back end.

This section includes the following topics:

e About Commands That Can Schedule Tasks
e Controlling Which Tasks Can Run
e Scheduling and Configuring Tasks

¢ Managing and Monitoring Scheduled Tasks

17.5.1 About Commands That Can Schedule Tasks

Learn about commands that can schedule tasks.
The following utilities can schedule tasks:

e import-1dif

e export-1ldif

* backup
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° restore

e stop-ds

* stop-ds --restart

e rebuild-index

e dsreplication purge-historical

For a proxy server, only the stop-ds command can be scheduled to run as a task.

17.5.2 Controlling Which Tasks Can Run

You can control the tasks that can be run by setting the allowed-tasks advanced global
configuration property. By default, all tasks supported by the tasks back end are allowed. To
prevent a task from being run, remove its value from the allowed-tasks property.

For example, to prevent the server from being stopped using a task, run the following
command:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
set-global-configuration-prop --remove \
allowed-task:org.opends.server.tasks.ShutdownTask

17.5.3 Scheduling and Configuring Tasks

The procedures in this section indicate how to schedule a task, how to configure task
notification, and how to configure task dependencies. All of the examples in this section
assume that the commands are being run on the local host, using the default administration
port (4444), and the local certificate configuration.

If you run the commands remotely, you might need to specify the certificate parameters. For
more information, see Managing Administration Traffic to the Server.

The following topics describe procedures to schedule and configure tasks:
* Scheduling a Task

e Scheduling a Recurring Task

»  Configuring Task Notification

e Configuring Task Dependencies

17.5.3.1 Scheduling a Task

ORACLE

To schedule a task, invoke the required utility with the options used to connect to the directory
server, an optional start time, and any options that will be used as arguments for the task
execution.

If the -t or --start option is provided, the utility exits immediately after scheduling the task. To
schedule a task for immediate execution and have the utility exit immediately after scheduling
the task, specify 0 as the value for the start time.

If the -t or --start option is omitted, the utility schedules the task for immediate execution and
tracks the task's progress, printing log messages as they are available and exiting when the
task has completed.

Schedule the export-1dif task to start at 12:15 on September 24th, 2009 as follows:
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$ export-1dif -D "cn=directory manager" -j pwd-file \
-1 /ldif-files/example.ldif --start 20090924121500 -n userRoot

17.5.3.2 Scheduling a Recurring Task

You can schedule a recurring task using the recurring task option of the required utility.
This section contains the following topics:

e About Recurring Tasks Scheduling

e Configuring Recurring Tasks

17.5.3.2.1 About Recurring Tasks Scheduling

To schedule a recurring task, invoke the required utility with the options used to connect to the
directory server, specifying the recurring task schedule, and any options that will be used as
arguments for the task execution. The following commands can be scheduled as recurring
tasks:

e import-1dif

e export-1ldif

* backup

* restore

e rebuild-index

e dsreplication purge-historical

The --recurringTask option specifies a recurring task schedule that is used by the task
scheduler to determine when and how often a recurring task should run. The pattern used to
specify the schedule is based on UNIX crontab(5) scheduling patterns and rules and includes
the following five integer pattern fields, separated by blank spaces:

Minute [0,59]

*  Hour [0,23]

e Day of the month [1,31]

*  Month of the year [1,12]

* Day of the week [0,6] (with 0=Sunday)

Each of these patterns can be either an asterisk (meaning all valid values), an element, or a list
of elements separated by commas. An element is either a number or two numbers separated
by a dash (meaning an inclusive range).

The task scheduler spawns regular task iterations according to the specified schedule.

Schedule the task using the --recurringTask option.

17.5.3.2.2 Configuring Recurring Tasks

You can schedule recurring tasks that run automatically and repeatedly at specified time. This
section describes example scenarios to configure recurring tasks.

The following command schedules a backup task to execute at the beginning of every hour.
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$ backup -D "cn=directory manager" -j pwd-file --recurringTask \
"00 * * * *" —_packupDirectory /example/backup --backUpAll --backupID "Hourly Backup"

The following example shows an export task that is scheduled to run every 15 minutes, every
Sunday.

$ export-1dif -D "cn=directory manager" -j pwd-file --recurringTask \
"0,15,30,45 * * * Q" -1 PATH/export-recurring.ldif -n userRoot

Recurring Export task ExportTask-a6l4ed45d-6ba5-4c29-a8el-d518c20e46ab scheduled

successfully

17.5.3.3 Configuring Task Notification

The task scheduling options of a utility enable you to notify an administrator when a task
completes or if an error occurs during the task's execution. To use the notification facility, an
SMTP server must be configured for the directory server.

To configure the task notification, follow these steps:
1. Specify an SMTP server by setting the smtp-server global configuration property.
The following command configures the SMTP server named mailserver.example.com:

$ dsconfig -h localhost -p 4444 -D "cn=directory manager" -j pwd-file -X -n \
set-global-configuration-prop --set smtp-server:mailserver.example.com

2. Use the completionNotify and errorNotify options to specify the email address to which
the task notification should be sent.

The following command schedules a backup task and specifies that admin@example.com
should be notified when the task completes, or when an error occurs:

$ backup -D "cn=directory manager" -j pwd-file -a -d /tmp/backups \
--start 20080924121500 --completionNotify admin@example.com \
--errorNotify admin@example.com

Backup task 20080924121500 scheduled to start Sep 24, 2008 12:15:00 PM SAST

17.5.3.4 Configuring Task Dependencies

Certain tasks might require that another task be completed before the task begins. The task
dependency options of a utility enable you to specify that the task depends on another task,
and what the task should do should the other task fail.

Schedule the task and specify the dependency and failedDependencyAction.

The following example schedules a backup task that depends on another task, and specifies
that the backup should be canceled should the other task fail:

$ backup -D "cn=directory manager" -j pwd-file -a -d /tmp/backups \
--start 2008102914530410 --dependency 20080924121500 \
--failedDependencyAction cancel

Backup task 2008102914530410 scheduled to start Oct 29, 2008 14:53:04 PM SAST

17.5.4 Managing and Monitoring Scheduled Tasks

The manage-tasks utility can be used to obtain a list of scheduled tasks, to display task status,
and to cancel scheduled tasks.

The following procedures provide examples of managing scheduled tasks:

e Viewing Information About Scheduled Tasks
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Canceling a Scheduled Task

Canceling a Recurring Task

17.5.4.1 Viewing Information About Scheduled Tasks

To view information about scheduled tasks, follow these steps:

1.

Display a summary of all scheduled tasks.

$ manage-tasks -D "cn=directory manager" -j pwd-file -n -s
ID Type Status

2008100912550010 Backup Completed successfully
2008100912554710 Backup Completed successfully
2008100912560510 Backup Waiting on start time
2008100912561410 Backup Waiting on start time

Display additional information on a particular task, specified by its task ID.

$ manage-tasks -D "cn=directory manager" -j pwd-file -n -i 2008100912550010

Task Details

1D 2008100912550010

Type Backup

Status Completed successfully
Scheduled Start Time Immediate execution

Actual Start Time Oct 9, 2008 12:55:00 PM SAST
Completion Time Oct 9, 2008 12:55:01 PM SAST
Dependencies None

Failed Dependency Action None

Email Upon Completion None Specified

Email Upon Error None Specified

Backup Options

Backup All true
Backup Directory ../backups

Last Log Message

[09/0ct/2008:12:55:01 +0200] severity="NOTICE" msgCount=4 msgID=10944795
message="The backup process completed successfully"

17.5.4.2 Canceling a Scheduled Task

You can cancel an existing scheduled task.

Run the manage-tasks utility with the -c or --cancel option.

The following command cancels a particular task, specified by its task ID:

$ manage-tasks -D "cn=directory manager" -j pwd-file -n -c 2008100912561410

17.5.4.3 Canceling a Recurring Task

ORACLE

You can cancel an entire recurring task, in which case both the recurring task and its next
scheduled iteration are canceled. Alternatively, you can cancel only the next scheduled task
iteration, in which case future recurring task iterations will be spawned by the task scheduler.

To cancel a recurring task, follow these steps:
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1. Use the manage-tasks command to display the summary of scheduled tasks.

$ manage-tasks -D "cn=directory manager" -j pwd-file -n -s

ID Type Status

Hourly Backup Backup Recurring
Hourly Backup - Wed Jan 14 13:00:00 SAST 2009 Backup Waiting on start time

2. Run the manage-tasks utility with the -c or --cancel option.
a. Cancel the entire recurring task by specifying its task ID.

$ manage-tasks -D "cn=directory manager" -j pwd-file -n -c "Hourly Backup"
Task Hourly Backup canceled

b. Cancel the next scheduled task by specifying its task ID.

$ manage-tasks -D "cn=directory manager" -j pwd-file -n \
-c "Hourly Backup - Wed Jan 14 13:00:00 SAST 2009 "
Task Hourly Backup - Wed Jan 14 13:00:00 SAST 2009 canceled

17.6 Deploying and Configuring the DSML Gateway

The Directory Services Markup Language (DSML) is a SOAP-based mechanism that can
communicate with directory servers using an XML-based representation instead of the LDAP
protocol.

Oracle Unified Directory supports the use of DSML through a web application that acts as a
DSML-to-LDAP gateway, in which clients communicate with the gateway using DSML, but the
gateway communicates with the directory server through LDAP.

The following topics describe how to configure and deploy the DSML gateway:

e Deploying the DSML Gateway
e Confirming the DSML Gateway Deployment

17.6.1 Deploying the DSML Gateway

The DSML gateway can be deployed like any other web application, in most common
application containers.

To deploy the DSML Gateway in Oracle WebLogic Server, you must perform the following
steps:

1. Ensure that you have installed Oracle WebLogic Server, as described in Installing Oracle
WebLogic Server.

2. Configure the WebLogic Server for the DSML Gateway as described in Configuring
WebLogic Server for the DSML Gateway.

3. Deploy the DSML Gateway WAR file, as described in Deploying the DSML Gateway WAR
File.

17.6.1.1 Configuring WebLogic Server for the DSML Gateway

To configure a WebLogic Server for the DSML Gateway, follow these steps:

1. Run the configuration wizard from the following location:
OUD_BASE_LOCATION_HOME /wlserver 10.3/common/bin/config.sh
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2. On the Welcome screen, select Create a new WebLogic domain and click Next.

3. On the Select Domain Source screen, accept the default selection (Basic WebLogic
Server Domain) and click Next.

4. On the Specify Domain Name and Location screen, type a domain hame and specify its
location.

A new WebLogic domain is created in this location. The DSML gateway will be deployed
into this domain.

5. On the Configure Administrator User Name and Password screen, type a name and
password for the user who will administer this domain.

The password must be at least eight characters and must contain at least one number or
special character. Confirm the password and click Next.

Make a note of these details as you will need them to start or restart the WebLogic domain.
6. On the Configure Server Start Mode screen, select Production Mode.
Select a valid JDK and click Next.
7. On the Optional Configuration screen, click Next.
8. On the Configuration Summary screen, verify the domain details and click Create.
9. On the Creating Domain Screen, click Done.
10. Set the Java options for the WebLogic Server.
$ export JAVA OPTIONS=-
Djavax.xml.soap.MessageFactory=weblogic.xml.saaj.MessageFactoryImpl
If you do not set the Java options, an error will be returned.

11. Setthe enforce-valid-basic-auth-credentials flag in the configuration file of the
WebLogic domain (DOMAIN_HOME /config/config.xml, where DOMAIN HOME is the
domain that you created in Step 4.

For example, edit the file OUD_BASE_LOCATION_HOME /user projects/domains/
base domain/config/config.xml by adding the following line to the security-
configuration element:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-
credentials>

For more information, see http://download.oracle.com/docs/cd/E12840 01/wls/
docs103/security/thin client.html#understanding basic atn.

12. Start the WebLogic Server by running DOMAIN_HOME /bin/startWebLogic.sh (where
DOMAIN HOME is the domain that you created in Step 4.

For example:

OUD_BASE_LOCATION_HOME /user projects/domains/base domain/bin/
startWebLogic.sh

13. Deploy the DSML Gateway WAR file, as described in the following section.

17.6.1.2 Deploying the DSML Gateway WAR File

After configuring the WebLogic Server for the DSML Gateway, you need to deploy the DSML
Gateway WAR file.

To deploy the DSML Gateway WAR file, follow these steps:
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1. Create a DSML directory in the addons directory and change to that directory.

$ cd OUD BASE LOCATION HOME/ORACLE HOME/addons
$ mkdir DSML
$ cd DSML

2. Explode the DSML gateway WAR file.
$ jar xvf ../OUD-DSML.zip
3. Edit the DSML configuration, if required.

The WEB-INF/web.xml file includes initialization parameters that can be used to specify the
address (in the 1dap.host parameter) and port number (in the 1dap.port parameter) of the
directory server to which DSML requests should be forwarded.

By default, the DSML gateway is configured to communicate with a directory server on the
same system, that is, localhost) on port 389. If you must change the host address and
port number, edit the web.xml file and restart the web container.

4. In a browser window, connect to the WebLogic Administration Console (for example,
http://hostname:7001/console), where hostname is the host on which WebLogic Server
is running.

Use the administrator user name and password that you established in Step 5 of the
preceding procedure.

5. Follow the WebLogic Server Documentation to install a Web application (http://
download.oracle.com/docs/cd/E12840 01/wls/docs103/ConsoleHelp/taskhelp/
web applications/InstallWebApplications.html).

e In step 4 of the procedure, provide the path to the exploded application
(OUD_BASE_LOCATION_HOME/ORACLE_HOME /addons/DSML).

e In step 6 of the procedure, select Install this deployment as an application.
e Accept the default values for the other steps.
6. On the left panel of the Administration Console, click Deployments.

7. Select the check box next to the DSML application and click Start then Servicing all
requests.

8. On the Start Deployments panel, click Yes.

9. The DSML application is now deployed and available for use.

17.6.2 Confirming the DSML Gateway Deployment

After the DSML gateway has been deployed and configured, you can communicate with it
using any DSMLv?2 client.

The following sections describe two ways to accomplish this:

e Confirming the DSML Gateway Deployment Using JXplorer
e Confirming the DSML Gateway Deployment Using the Directory Server Resource Kit

17.6.2.1 Confirming the DSML Gateway Deployment Using JXplorer

The JXplorer tool is a Java-based LDAP browser that can be used to browse, search, and edit
the contents of an Oracle Unified Directory instance. This tool can communicate using both
LDAP and DSML. Although JXplorer's DSML support does not allow authentication (and
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therefore is restricted to the set of operations available to anonymous users), it is still possible
to use it to verify that the DSML gateway is functioning as expected.

You can download JXplorer, and the accompanying documentation, at jxplorer.org.
To confirm a DSML gateway using JXplorer, follow these steps:

1. Start JXplorer and choose the Connect option from the File menu.

The Open LDAP/DSML Connection dialog opens with fields for connection information.
The following figure shows typical entries.

Figure 17-1 Example Settings for Open LDAP/DSML Connection Dialog

Open LDAP/DSML Connection

Host: 127.0.0.1
Protocol: DSML w2 ' E]
DSML Service: (idsml/DSMLSenvlet

Optional Walues

Base DN: "'Ei:::example,dc:cnm

Security

Level: "'.:“~.|‘|-:-|‘|}-'rn-:-l_|s

Llser DM r

Password: [

Use a Template

Save | . B[Delete”Default]

|OK| |Cance|| |He|p|

2. Enter the address and port number of the Web application on which the DSML gateway is
running.

Choose psuMLv2 from the Protocol list.
Specify the path to the DSMLServlet in the DSML Service field.

Provide an appropriate base DN value for your directory.

o g & w

Click OK to connect the directory server and display a JXplorer window where you can
search and browse the tree (with the limitations imposed for anonymous users).

ORACLE 17-70


http://jxplorer.org

Chapter 17
Deploying and Configuring the DSML Gateway

Figure 17-2 Browsing the JXplorer Tree
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17.6.2.2 Confirming the DSML Gateway Deployment Using the Directory Server
Resource Kit

The Directory Server Resource Kit (DSRK) is a collection of utilities that can be used with
directory servers. The DSRK was originally intended for use with Oracle Directory Server
Enterprise Edition, but in most cases the applications also work with Oracle Unified Directory.
The most recent version of the DSRK is included as part of Oracle Directory Server Enterprise
Edition 11g Release 1 PS1 (11.1.1.7.0), and contains the dsmlsearch and dsmlmodify tools
that can interact with a directory server using DSML rather than LDAP.

# Note:

Although an older version of these DSML tools was provided with earlier versions of

the Directory Server Resource Kit, the version provided with Oracle Directory Server
Enterprise Edition 11g Release 1 PS1 (11.1.1.7.0) is strongly recommended because
it is easier to use.

You can download Oracle Directory Server Enterprise Edition 11g Release 1 PS1
(11.1.1.7.0) from the Oracle Software Delivery Cloud site at:

http://edelivery.oracle.com/

The following topics explain how to confirm the DSML gateway deployment:

e Using the dsmlsearch Command
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e Using the dsmlmodify Utility

17.6.2.2.1 Using the dsm1searcn Command

ORACLE

The dsmlsearch command is a DSML-based counterpart to the 1dapsearch command.
dsmlsearch operates in a similar manner to 1dapsearch but there are certain key differences.
To see usage information, invoke the command with no arguments, as in the following
example:

$ ./dsmlsearch

usage: dsmlsearch -h http://host:port -b basedn [options] filter [attributes...]
where:

-h hostURL URL of the directory server

-b basedn base dn for search

-D binddn bind dn

-w passwd bind password (for simple HTTP authentication)

use "-w - " to prompt for a password

-j pwfile file where password is stored

-s scope specify the scope of the search

baseObject - For searching only the base entry

singleLevel - For searching only the children

wholeSubtree - For searching the base entry and all childrens

-a deref specify how aliases are deferenced

neverDerefAliases - Aliases are never dereferenced

derefFindingBaseObj - Dereferenced when finding the base DN

derefAlways - Dereferenced when finding below the base DN

-1 seconds specify the maximum number of seconds to wait for the search
-z number specify the maximum number of entries to return for the search
-f file specify the name of the file containing the search filter

The dsmlsearch command differs in usage from ldapsearch:

e The -h argument is used to provide a URL to use to access the server. It should include
the host and port number, as well as the URI for the gateway servlet (for example, http://
127.0.0.1:8080/dsml/DSMLServlet).

e The -b argument is used to specify the search scope, but notice that the values you
provide are different (baseObjectinstead of base, singleLevelinstead of one, and
wholeSubtreeinstead of sub).

e The results are output in DSML format, which is not as user-friendly or human-readable as
the LDIF output provided by 1dapsearch.

Following is an example usage of this tool.

# Note:

The DSML output does not contain any line breaks, but line breaks were added to
this example for readability

$ ./dsmlsearch -h http://127.0.0.1:8080/dsml/DSMLServlet \-b "dc=example,dc=com"
-s baseObject \" (objectClass=*)"

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body><dsml:batchResponse xmlns:dsml="urn:oasis:names:tc:DSML:2:0:core">
<dsml:searchResponse><dsml:searchResultEntry dn="dc=example,dc=com"><dsml:attr
name="objectClass"><dsml:value>domain</dsml:value><dsml:value>top</dsml:value>

</dsml:attr><dsml:attr name="dc"><dsml:value>example</dsml:value></dsml:attr>
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</dsml:searchResultEntry><dsml:searchResultDone><dsml:resultCode code="0"/>
</dsml:searchResultDone></dsml:searchResponse></dsml:batchResponse>
</SOAP-ENV:Body></SOAP-ENV:Envelope>

17.6.2.2.2 USing the dsmimodify Utlllty

ORACLE

The dsmlmodify utility is a DSML-based counterpart to the 1dapmodi fy command, and it can
perform add, delete, modify, and modify DN operations over DSML. To see the usage
information for this tool, run it with no arguments, as shown in this example:

$ ./dsmlmodify

usage: dsmlmodify -h http://host:port [options] -f file
where:

-h hostURL URL of the directory server

-D binddn bind dn

-w passwd bind password (for simple HTTP authentication)

use "-w - " to prompt for a password
-j pwfile file where password is stored
-f file specify the name of the file containing

the modifications

As with the dsmlsearch utility, the -h argument specifies a URL, and the output is returned in
DSML form. Unlike 1dapmodify, the dsmlmodify tool does not accept the changes through
standard input. Changes must be specified in a file, and that file must be in DSML format
instead of than LDIF, and the changes cannot contain an outer batchRequest wrapper. The
following example shows a typical input file.

<addRequest dn="uid=test.user,dc=example,dc=com">
<attr name="objectClass">

<value>top</value>

<value>person</value>
<value>organizationalPerson</value>
<value>inetOrgPerson</value>

</attr>

<attr name="uid">

<value>test.user</value>

</attr>

<attr name="givenName">
<value>Test</value>
</attr>

<attr name="sn">

<value>User</value>

</attr>

<attr name="cn">

<value>Test User</value>

</attr>

<attr name="userPassword">

<value>password</value>

</attr>

</addRequest>

<modifyRequest dn="uid=test.user,dc=example,dc=com">

<modification name="description" operation="replace">

<value>This is the new description</value>

</modification>

</modifyRequest>

<modDNRequest dn="uid=test.user,dc=example,dc=com" newrdn="cn=Test User"
deleteoldrdn="false" newSuperior="ou=People,dc=example,dc=com" />
<delRequest dn="cn=Test User,ou=People,dc=example,dc=com" />
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The following example shows the output from applying these changes. Line breaks have been
added to the output to make it more readable:

$ dsmlmodify -h http://127.0.0.1:8080/dsml/DSMLServlet \ -D "cn=Directory
Manager" -j pwd-file -f /tmp/test.dsml

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body><dsml :batchResponse xmlns:dsml="urn:oasis:names:tc:DSML:2:0:core">
<dsml:addResponse><dsml:resultCode code="0"/></dsml:addResponse>
<dsml:modifyResponse><dsml:resultCode code="0"/></dsml:modifyResponse>
<dsml:modDNResponse><dsml:resultCode code="0"/></dsml:modDNResponse>
<dsml:delResponse><dsml:resultCode code="0"/><dsml:errorMessage>The number of
entries deleted was 1</dsml:errorMessage></dsml:delResponse></dsml:batchResponse>
</SOAP-ENV:Body></SOAP-ENV:Envelope>

$ dsmlmodify -h http://localhost:8080/dsml/DSMLServliet \ -D "cn=directory
manager" -j pwd-file -f /tmp/dsml.ldif

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body><batchResponse xmlns="urn:oasis:names:tc:DSML:2:0:core">
<addResponse><resultCode code="0"/></addResponse>

<modifyResponse><resultCode code="0"/></modifyResponse>
<modDNResponse><resultCode code="0"/></modDNResponse>

<delResponse><resultCode code="0"/></delResponse></batchResponse>
</SOAP-ENV:Body></SOAP-ENV:Envelope>

17.7 Managing the OUDSM Session Timeout

ORACLE

To ensure that OUDSM is more secure, the default session timeout is five minutes. You can
change this OUDSM session timeout setting to a different value from the WebLogic Server
Administration Console, as follows:

1. In a browser window, connect to the WebLogic Administration Console (for example,
http://hostname:7001/console), where hostname is the host on which WebLogic Server
is running.

Enter your administrator user name and password.

2. Onthe left panel of the Administration Console, in the Domain Structure section, click
Deployments.

< Note:

If you are using the WebLogic Administration Console with the domain
configuration locking feature enabled, then you must first go to the Change
Center, click Lock and Edit, and then go to the Domain Structure section and
click Deployments.

3.  When the Summary of Deployments page is displayed, locate and expand oudsm in the
Deployments table.

4. Under Modules, click loudsm.
5.  When the Settings page is displayed, select the Configuration tab.

6. Change the Session Timeout value to the preferred number of seconds (for example 600
seconds).

7. Click Save.

8. Save your changes to Plan.xml by clicking OK.

17-74



Chapter 17
Managing the OUDSM Session Timeout

# Note:

You must specify the path to the Plan.xml file the first time you execute this
procedure. Afterward, you can update its path from the Overview tab on the
Settings page.

9. Return to the Deployments page and select oudsm.
10. Enable the checkbox next to the OUDSM application row, and then click Update action.

11. Enable Redeploy this application using the following deployment files and provide the
Plan.xmnl file that you saved in step 8.

12. Click Finish.

# Note:

If you are using the WebLogic Administration Console with the domain
configuration locking feature enabled, then you must go to the Change Center
and click Activate Changes.

13. Login to OUDSM, and then login to the Oracle Unified Directory directory server.
14. Allow the Oracle Unified Directory server to run for awhile.
After the specified amount of time, you should observe that the session has timed out. In
addition,
» If you set a longer interval, then a Session Timeout pop-up is automatically displayed
when the session times out.

* If you set the session timeout value to a short interval (such as two minutes), then the
Session Timeout pop-up is not automatically displayed when the session times out.
However, if you perform an action that requires connecting to the server, then the pop-
up is displayed.

# Note:

For more information about using the WebLogic Administration Console with the
domain configuration locking feature, see "Use the Change Center" and "Enable and
disable the domain configuration lock" in the Oracle WebLogic Server Online Help.
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Understand how to import, export, add, modify, remove, and search data in the directory server
from the following topics. This section also includes information about how to make searches

more efficient by indexing data, how to ensure that entries are unique, and how to use
advanced data features such as virtual attributes, and includes the following topics:

Importing and Exporting Data

Importing Large Data Sets

Backing Up, Purging, and Restoring Data

About Searching Directory Data
Using Advanced Search Features
Handling Directory Data

Indexing Directory Data

Reducing Stored Data Size
Configuring Selective Attribute Caching
Ensuring Attribute Value Uniqueness
Configuring Virtual Attributes

Using LDAP Subentries

Using Collective Attributes
Configuring Referrals

Managing Data Using OUDSM

18.1 Importing and Exporting Data

The directory server provides several mechanisms to move data into and out of a specific back
end.

The following topics outline the various options and then describes the import and export

mechanisms in more detail:

ORACLE

Populating a Stand-Alone Directory Server With Data

Importing Data Using import-1dif

Exporting Data Using export-1dif

About Creating MakeLDIF Template Files
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# Note:

When you import user entries, be aware that Oracle Unified Directory cannot verify
that pre-encrypted passwords match the password policy. Pre-encrypted passwords
are therefore rejected with the following error:

LDAP: error code 53 - Pre-encoded passwords are not allowed for the
password attribute userPassword.

To allow pre-encrypted passwords when you import user entries using 1dapmodify or
import-1dif, change the default password policy by setting the advanced property
allow-pre-encoded-passwords to true. For more information, see Modifying the
Default Password Policy.

18.1.1 Populating a Stand-Alone Directory Server With Data

You can populate a stand-alone directory by importing data from an LDAP Data Interchange
Format (LDIF) using setup utility or import-1dif command, copying the binary database from
another server, restoring from a previous backup, if any, or by adding entries using the
ldapmodify command.

To populate a stand-alone directory server with data, use one of the following methods:

ORACLE

Import the data from an LDAP Data Interchange Format (LDIF) file while you are setting up
the server, either by using the setup utility in GUI mode or by using the setup utility in
interactive command-line mode. This is the most convenient method of initializing a stand-
alone server or the first server in a replicated topology.

Start with an empty suffix and add entries by using the 1dapmodi fy command, for example:

$ ldapmodify -h localhost -p 1389 -D "cn=Directory Manager" -j pwd-file \
-a -f /usr/local/add entry.ldif

Import data from an LDIF file, using the import-1dif command. For example:

$ import-1dif -b dc=example,dc=com -n userRoot -1 /var/tmp/Example.ldif

This method is much more efficient for the addition of bulk entries. The import-1dif
command imports data from an LDIF file either by replacing any existing data in the suffix
or by appending data to a base DN. Similarly, the export-1dif command exports entries
from a database to an LDIF file, which can then be imported to another server. Both tools

support file compression, SASL extension, and client/server authentication using SSL and
startTLS.

Copy the binary database from another server. This method is also called binary copy.
$ cp instance-path/db/example.db destination-path/db
Restore the database from a backup using the restore command, for example:

$ restore -d /home/backup/userRoot
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# Note:

Performing a binary database copy or restoring a database from a backup requires
the source server and the destination server to have the same database remote
LDAP structures and indexes.

18.1.2 Importing Data UsiNg :nport-14i¢

The import-1dif command is used to populate a directory server back end with data read
from an LDIF file or with data generated from MakeLDIF Template files. In most cases,
import-1dif is significantly faster than adding entries using 1dapmodify.

For information on creating MakeLDIF files, see About Creating MakeLDIF Template Files. The
import-1dif command supports both LDIF files and compressed files (. zip).

Note the following aspects of an import operation:

A complete import to an entire Oracle Berkeley DB Java Edition (JE) back end will have
better performance than a partial import to a branch of the JE back end. All imported LDIF
files must use UTF-8 character-set encoding.

Importing suffixes is a resource-intensive operation. If you import LDIF files that include a
large number of suffixes, your system might have insufficient heap to complete the import
operation. Before importing such LDIF files, you should therefore increase the heap as
much as possible. For more information, see Tuning Performance and Importing Large
Data Sets.

You do not need root privileges to import an LDIF file, but you must authenticate as a user
with root permissions, such as cn=Directory Manager.

The following sections describe how to import data using the import-1dif command:

About import-Idif Operation Modes

Importing Data in Offline Mode

Replacing Existing Data During an Offline Import
Appending Imported Data to Existing Data
Importing Fractional Files

Importing Fractional Files Using Filters

Including or Excluding Attributes During Import
Importing a Compressed LDIF File

Recording Rejected or Skipped Entries During Import
Importing Data From a MakeLDIF Template
Running an Import in Online Mode

Scheduling an Import

18.1.2.1 About import-Idif Operation Modes

The import-1dif command has two modes of operation: online and offline.

ORACLE
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*  Online mode. In online mode, import-1dif contacts a running directory server instance
and registers an import task. The command accesses the task back end over SSL through
the administration connector. For more information, see Managing Administration Traffic to
the Server. Online mode runs automatically when any connection options (such as --
hostname, --port, --bindDN, and --bindPasswordFile) are specified.

¢ Note:

Even for an online import, the back end is unavailable during the import. In a
replicated topology, the overall service remains available through the referral on
update feature. For more information, see Understanding Referrals in a
Replicated Topology.

In general, if you expect to do online imports, you should increase the heap when
you start the server. For more information, see Tuning Performance.

» Offline mode. When no connection options are specified, the command runs in offline
mode. In offline mode, import-1dif accesses the database directly rather than through a
directory server instance. In this case, the directory server must be stopped.

18.1.2.2 Importing Data in Offline Mode

The following procedure imports a remote LDAP database with new entries specified in an
import LDIF file. The command runs in offline mode, which requires the server to be shut down
prior to import.

1. Stop the server if it is running.
$ stop-ds
2. Import the LDIF file, as shown in the following example:

$ import-1dif -b dc=example,dc=com -n userRoot -1 Example.ldif

This command specifies the base DN for the branch of the data that should be included in
the import (-b), the back-end ID into which the data is imported (-n), and the LDIF file used
for the import (-1).

18.1.2.3 Replacing Existing Data During an Offline Import

The following procedure replaces an existing back-end with new entries specified in an import
file.

1. Stop the server if it is running.
$ stop-ds
2. Import the LDIF file, replacing the existing data. For example:

$ import-1dif --includeBranch dc=example,dc=com --backendID userRoot \
--replaceExisting --1difFile Example.ldif

18.1.2.4 Appending Imported Data to Existing Data

The following procedure appends the entries in an import file to the existing entries in the back
end.

1. Stop the server if it is running.
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$ stop-ds
2. Import the LDIF file, appending the new data to the existing data. For example:

$ import-1dif --backendID userRoot --append --1difFile new.ldif

18.1.2.5 Importing Fractional Files

The import-1dif command provides options to import a portion of an import file by specifying
the base DN to include or exclude during the process.

This example imports all entries below the base DN, dc=example, dc=com, and excludes all
entries below ou=People, dc=example, dc=com.

1. Stop the server if it is running.
$ stop-ds
2. Import a portion of the LDIF file. For example:

$ import-1dif --includeBranch dc=example,dc=com \
--excludeBranch ou=People,dc=example,dc=com --backendID userRoot \
--replaceExisting --1difFile Example.ldif

18.1.2.6 Importing Fractional Files Using Filters

The import-1dif command provides options to import part of an import file by using filters for
data inclusion or exclusion. Ensure that you fully understand how this mechanism works before
you use it.

In this example, the contents of an LDIF file are imported, except those entries that match the
search filter 1=Auckland (that is, location=Auckland).

The --includeFilter option works in a similar manner to --excludeFilter, except that it
includes all entries that match the search filter during import

1. Stop the server if it is running.
$ stop-ds
2. Import a portion of the file by using an exclude filter. For example:

$ import-1dif --excludeFilter " (l=Auckland)" --backendID userRoot \
--replaceExisting --1difFile Example.ldif

18.1.2.7 Including or Excluding Attributes During Import

ORACLE

The import-1dif command provides options to include and exclude attributes during import by
using the --includeAttribute and --excludeAttribute options, respectively. Ensure that you
fully understand how this mechanism works before you use it.

1. Stop the server if it is running.
$ stop-ds
2. View the entries of the import file before you start the import.

The directory server provides useful utilities to search, modify, compare, or delete import
files without connecting to the server. You can use the 1difsearch command to display an

entry in your import file. For example, to display the entry for Sam Carter, use the following
command:
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$ ldifsearch -b dc=example,dc=com --1difFile Example.ldif " (cn=Sam Carter)"
dn: uid=scarter, ou=People,dc=example,dc=com
objectClass: person

objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: top

givenname: Sam

uid: scarter

cn: Sam Carter

telephonenumber: +1 408 555 4798

sn: Carter

userpassword: sprain

roomnumber: 4612

mail: scarter@example.com

1: Sunnyvale

ou: Accounting

ou: People

facsimiletelephonenumber: +1 408 555 9751

In this entry, notice the presence of the roomnumber attribute below the telephonenumber
attribute.

3. Import the file, excluding the roomnumber attribute for all entries.

$ import-1dif --excludeAttribute "roomnumber" --backendID userRoot \
--replaceExisting --1difFile Example.ldif

4. Start the server.
$ start-ds
5. Perform an ldapsearch to verify the import.

The following example shows that the roomnumber attribute is now absent from Sam
Carter's entry.

$ ldapsearch --port 1389 --baseDN dc=example,dc=com --bindDN "cn=Directory Manager" \
--bindPassword password " (cn=Sam Carter)"

dn: uid=scarter, ou=People,dc=example,dc=com \

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: top

givenName: Sam

uid: scarter

cn: Sam Carter

sn: Carter

telephoneNumber: +1 408 555 4798

ou: Accounting

ou: People

1: Sunnyvale

mail: scarter@example.com

facsimileTelephoneNumber: +1 408 555 9751

18.1.2.8 Importing a Compressed LDIF File

The import-1dif utility supports compressed LDIF files.
1. Stop the server if it is running.
$ stop-ds

2. Import the compressed LDIF file.
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$ import-1dif --includeBranch dc=example,dc=com
--excludeBranch "ou=People,dc=example,dc=com" --1difFile Example.ldif \
--backendID userRoot --replaceExisting --isCompressed

18.1.2.9 Recording Rejected or Skipped Entries During Import

The import-1dif command provides a means to write to an output file for any entries that are
rejected or skipped during the import process. This file enables easy debugging of an LDIF file.
Rejected entries occur when the directory server rejects the added entries due to schema
violations. Skipped entries occur when entries cannot be placed under the specified base DN.

ORACLE

1.

Stop the server if it is running.
$ stop-ds
Import the file, using the --rejectFile and --skipFile options.

You can also use the --overWrite option to replace any previous items in the two files.
Without the option, the directory server appends new rejected and skipped entries to the
existing files.

$ import-1dif --backendID userRoot --append --1difFile new.ldif
--overwrite --rejectFile rejected.ldif --skipFile skipped.ldif

View the contents of the rejectFile and skipFile to determine which entries were
rejected or skipped during the import. For example:

$ more rejected.ldif

# Entry ou=Contractors,dc=example,dc=com read from LDIF starting at line 1
is not valid because it violates the server's schema configuration:

Entry ou=Contractors,dc=example,dc=com violates the Directory Server schema
configuration because it includes attribute changeType which is not allowed.
changetype: add objectclasses defined in that entry objectclass: top
objectclass: organizationalUnit ou: Contractors ou: Product Testing

ou: Product Dev ou: Accounting ...

$ more skipped.ldif
# Skipping entry ou=People,dc=example,dc=com because the DN is not one that should
be

included based on the include and exclude branches objectclass: top

objectclass: organizationalunit ou: People

aci: (target ="ldap:///ou=People,dc=example,dc=com") (targetattr ="userpassword ||

telephonenumber || facsimiletelephonenumber") (version 3.0;acl "Allow self entry

modification"; allow (write) (userdn = "ldap:///self");)

aci: (target ="ldap:///ou=People,dc=example,dc=com") (targetattr h3.="cn || sn ||

uid") (targetfilter =" (ou=Accounting)") (version 3.0;acl "Accounting Managers Group

Permissions"”; allow (write)

(groupdn = "ldap:///cn=Accounting Managers,ou=groups,dc=example,dc=com") ;)

aci: (target ="ldap:///ou=People,dc=example,dc=com") (targetattr h3.="cn || sn ||

uid") (targetfilter =" (ou=Human Resources)") (version 3.0;acl "HR Group
Permissions";

allow write) (groupdn = "ldap:///cn=HR Managers, ou=groups,dc=example,dc=com") ;)
aci:

(target ="ldap:///ou=People,dc=example,dc=com") (targetattr h3.="cn ||sn || uid")

(targetfilter =" (ou=Product Testing)") (version 3.0;acl "QA Group Permissions";
allow

(write) (groupdn = "ldap:///cn=QA Managers,ou=groups,dc=example,dc=com") ;

aci: (target ="ldap:///ou=People,dc=example,dc=com") (targetattr h3.="cn || sn ||

uid") (targetfilter =" (ou=Product Development)") (version 3.0;acl "Engineering
Group

Permissions"; allow (write) (groupdn =
"ldap:///cn=PD Managers, ou=groups,dc=example,dc=com") ;)
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18.1.2.10 Importing Data From a MakeLDIF Template

The directory server includes the Java utility, makeLDIF, that can be used to generate sample
data for import. The makeLDIF utility requires a template file. You can create your own template
file, or you can use the template file located in INSTANCE DIR/OUD/config/MakeLDIF/
example.template, editing it as required. For more information, see About Creating MakeLDIF
Template Files and make-Idif.

1. Stop the server if it is running.
$ stop-ds
2. Import the data, using a template file.
The sample template generates 10,003 sample entries in the specified back end.

$ import-1dif --backendID userRoot --templateFile example.template \
--randomSeed 0

18.1.2.11 Running an Import in Online Mode

The import-1dif utility can also be run with the server online. In online mode, the command
accesses the task back end over SSL through the administration connector. To run the
command in online mode you must specify the relevant connection options, including how the
SSL certificate will be trusted. This example uses the -x option to trust all certificates. For more
information, see Managing Administration Traffic to the Server.

Run the import-1dif command with the appropriate connection options.

$ import-1dif -h localhost -port 4444 -D "cn=Directory Manager" -j pwd-file -X \
-1 /ldif-files/example.ldif

18.1.2.12 Scheduling an Import

The import-1dif utility provides a --start option for scheduling the import at some future
date. You can view this scheduled task by using the manage-tasks utility. The command
accesses the task back end over SSL through the administration connector. To schedule an
import task, you must specify the relevant connection options, including how the SSL certificate
will be trusted. This example uses the -x option to trust all certificates.

Run the import-1dif command with the --start option.

$ import-1dif -h localhost -port 4444 -D "cn=Directory Manager" -j pwd-file -X \
-1 /1dif-files/example.ldif --start 20080124121500

For more information, see Configuring Commands As Tasks.

18.1.3 Exporting Data Using export-1ais

ORACLE

The export-1dif command is used to export data from a directory server back end.
The command is useful for the following tasks:

e Backing up directory data
- Exporting data to another application
* Repopulating a database after a change to the directory topology

* Reinitializing master servers in a replicated topology
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# Note:

The export-1dif command cannot be used to export data from the following back
ends: monitor, ads-truststore, backup, and config-file-handler.

The following sections describe how to export data using the export-1dif command:

About export-Idif Operation Modes

Exporting Data to LDIF

Exporting Partial Data

Exporting Part of a Back End Using Filters
Including or Excluding Attributes During Export
Exporting to LDIF and Then Compress the File
Running an Export in Online Mode

Scheduling an Export

18.1.3.1 About export-Idif Operation Modes

The export-1dif command has two modes of operation: online and offline.

Online mode. In online mode, export-1dif contacts a running directory server instance
and registers an export task. This mode runs automatically when the LDAP connection
options (--hostname, --port, --bindDN, and --bindPasswordFile) are used. The
command accesses the task back end over SSL through the administration connector. For
more information, see Managing Administration Traffic to the Server.

Offline mode. When no connection options are specified, the command runs in offline
mode. In offline mode, export-1dif accesses the database directly rather than through a
directory server instance. In this case, the directory server must be stopped.

For more information, see export-ldif.

18.1.3.2 Exporting Data to LDIF

This procedure explains how to export data to LDIF. Follow these steps:

1.

Stop the server if it is running.
$ stop-ds
Export the back end to a specified LDIF file.

$ export-1dif --includeBranch "dc=example,dc=com" --backendID userRoot \
--1difFile example.ldif

18.1.3.3 Exporting Partial Data

The export-1dif command provides options to export a part of a back end by specifying the
base DN and its children for inclusion or exclusion during processing.

1.

ORACLE

Stop the server if it is running.

$ stop-ds
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2. Export a portion of the back end.
In this example, only the entries under ou=People, dc=example, dc=com are exported.

$ export-1dif --includeBranch ou=People,dc=example,dc=com --backendID userRoot \
--1difFile example-people.ldif

3. Use the 1difsearch command to verify the exported file.

The 1difsearch command verifies entries in an LDIF file without connecting to the
directory server. You can use it in a manner similar to the 1dapsearch command. For
example:

$ ldifsearch -b dc=example,dc=com --1difFile export.ldif " (objectclass=*)"
dn: ou=People,dc=example, dc=com

objectClass: organizationalunit

objectClass: top

ou: People

dn: uid=scarter,ou=People,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: top

givenName: Sam

uid: scarter

cn: Sam Carter

sn: Carter

telephoneNumber: +1 408 555 4798
userPassword: {SSHA}Ocpp2P4sImz2MziL69AUGS+khdIhFpmU4B5omvA==
roomNumber: 4612

ou: Accounting

ou: People

1: Sunnyvale

mail: scarter@example.com
facsimileTelephoneNumber: +1 408 555 9751 ...

18.1.3.4 Exporting Part of a Back End Using Filters

The export-1dif command provides options to export part of a back end by using a search
filter. The directory server includes or excludes all entries that match the filter. Ensure that you
fully understand how this mechanism works before you use it.

In this example, only those entries that match the search filter 1=Cupertino (that is,
location=Cupertino) are exported. The --excludeFilter option works in a similar manner to
--includeFilter, except that it excludes all entries that match the filter during export.

1. Stop the server if it is running.
$ stop-ds
2. Export a portion of the back end by using the --includeFilter option.

$ export-1dif --includeFilter " (1=Cupertino)" --backendID userRoot \
--1difFile export.ldif

18.1.3.5 Including or Excluding Attributes During Export

The export-1dif utility provides options to include and exclude attributes during export by
using the --includeAttribute and --excludeAttribute options, respectively. Ensure that you
fully understand how this mechanism works before you use it.

ORACLE 1810



Chapter 18
Importing and Exporting Data

1. With the server running, view a sample entry, by using the 1dapsearch command. For
example:

$ ldapsearch --baseDN dc=example,dc=com " (cn=Sam Carter)"
dn: uid=scarter, ou=People,dc=example,dc=com
objectClass: person

objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: top

givenname: Sam

uid: scarter

cn: Sam Carter

telephonenumber: +1 408 555 4798

sn: Carter

userpassword: sprain

roomnumber: 4612

mail: scarter@example.com

1: Sunnyvale

ou: Accounting

ou: People

facsimiletelephonenumber: +1 408 555 9751

2. Stop the server.
$ stop-ds

3. Export the back end, using the --includeAttribute option to specify the attributes that
should be included in the export.

You can use the --includeAttribute option multiple times for each attribute that should
be included. In this example, only the top level attributes are exported.

$ export-1dif --backendID userRoot --includeAttribute dn --includeAttribute dc \
--includeAttibute cn --includeAttribute sn --includeAttribute givenname \
--includeAttribute objectclass --includeAttribute ou --includeAttribute uid \
--1difFile export.ldif

4. Use the 1difsearch command to verify the export file.
If an error occurs, the server continues processing the command.

$ ldifsearch --baseDN dc=example,dc=com --1difFile export.ldif " (objectclass=*)"
dn: dc=example,dc=com

objectClass: domain

objectClass: top

dc: example

dn: ou=Groups,dc=example, dc=com

objectClass: organizationalunit

objectClass: top

ou: Groups

dn: cn=Directory Administrators,ou=Groups,dc=example,dc=com
objectClass: groupofuniquenames

objectClass: top

cn: Directory Administrators

ou: Groups

dn: ou=People,dc=example, dc=com

objectClass: organizationalunit

objectClass: top

ou: People ...

18.1.3.6 Exporting to LDIF and Then Compress the File

The export-1dif command allows you to compress the output LDIF file.
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1. Stop the server if it is running.
$ stop-ds
2. Export to LDIF and then compress the file.

$ export-1dif --backendID userRoot --1difFile export.ldif --compress

18.1.3.7 Running an Export in Online Mode

The export-1dif command can also be run with the server online. In online mode, the
command accesses the task back end over SSL through the administration connector. For
more information, see Managing Administration Traffic to the Server. To run the command in
online mode you must specify the relevant connection options, including how the SSL
certificate will be trusted. This example uses the -x option to trust all certificates.

Run the export-1dif command with the LDAP connection options. For example:

$ export-1dif -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X \
--includeBranch "dc=example,dc=com" --backendID userRoot --1difFile export.ldif

18.1.3.8 Scheduling an Export

The export-1dif utility provides a --start option for scheduling the export at some future
date. You can view this scheduled task by using the manage-tasks utility. The command
accesses the task back end over SSL through the administration connector. For more
information, see Managing Administration Traffic to the Server.

To schedule an export task, you must specify the relevant connection options, including how
the SSL certificate will be trusted. This example uses the -X option to trust all certificates.

The server must be running to schedule an export.
Run the export-1dif command with the --start option and the LDAP connection parameters.

The --start option takes as its value a date and time in the format yyyymmddhhmmss. For
example:

$ export-1dif -h localhost -p 4444 -D "cn=Directory Manager" -j pwd-file -X \

--includeBranch "dc=example,dc=com" --backendID userRoot \
--1difFile export.ldif --start 20080124121500

18.1.4 About Creating MakeLDIF Template Files

The make-1dif command can use template files to define the way in which LDIF files are to be
generated. This approach allows for flexibility without the need to alter any code to produce the
desired result.

The topics in this section describe how to use the make-1dif command to create customized
LDIF files:

e Understanding the Template File Format

e Understanding make-Idif Template File Tags

18.1.4.1 Understanding the Template File Format

Template files can contain up to four sections, which must be provided in the following order:

1. Understanding Custom Tag Includes

ORACLE 1810



Chapter 18
Importing and Exporting Data

2. Understanding Global Replacement Variables
3. Understanding Branch Definitions

4. Understanding Template Definitions

18.1.4.1.1 Understanding Custom Tag Includes

Custom tag includes provide a mechanism for loading custom tags and making them available
for use when processing make-1dif templates. This should be done using the include
directive, as follows:

include com.example.opends.makeldif.MyCustomTag

The specified class must be in the class path, and it must be a subclass of the
org.opends.server.tools.makeldif.Tag class. For information about developing custom
tags, see Defining Custom Tags.

All of the standard replacement tags that are provided with make-1dif are automatically
available for use and therefore do not require an explicit include directive.

18.1.4.1.2 Understanding Global Replacement Variables

The first section that should be present in the template file is the section that defines the global
replacement variables. Global replacement variables are used to define strings of text that can
be referenced later in the template file and are automatically replaced as each line is read into
memory (much like a C preprocessor replaces macros in code with their defined values). For
example, the following replacement variable definition creates a global replacement variable
named suffix with a value of dc=example, dc=com:

define suffix=dc=example,dc=com

When a global replacement variable is defined, any case in which that variable name appears
in square brackets (for example, [suffix]), causes the token to be replaced with the value
that has been defined for that replacement variable.

When all the replacement variable definitions have been read (as signified by the first blank
line following one or more replacement variable definitions), all remaining lines that are read
from the template file are processed on a line-by-line basis. Any occurrences of a replacement
variable name in square brackets are replaced with the value of that variable. Because that
replacement is done as the template file is read into memory, replacement variables can occur
in any point, including branch and template definitions, and even inside tags.

If there are global replacement variables defined in the template file, they must appear at the
top of the file and there should not be any spaces between them. However, replacement
variables are not required. If there are no replacement variables, the template file must start
with the branch definitions.

18.1.4.1.3 Understanding Branch Definitions

ORACLE

Branch definitions are used in make-Idif template files to define the basic structure to use for
the generated LDIF. They specify the entry or entries that should appear at the top of the
hierarchy, and the number and types of entries that should appear below them.

The most basic form of a branch definition is as follows:

branch: dc=example,dc=com
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This example specifies that the following entry is to be created with a DN of
dc=example, dc=com:

dn: dc=example,dc=com
objectClass: top
objectClass: domain
dc: example

The basic structure of the entry is defined by the RDN attribute of dc specified in the DN of the
branch definition. The make-1dif command automatically associates the dc RDN attribute with
the domain object class. The make-1dif command has similar definitions for other common
RDN attributes in branch entries:

o
Creates an entry with the organization object class.

ou
Creates an entry with the organizationalUnit object class.

[¢]
Creates an entry with the country object class.

You can also use any other kind of RDN attribute for a branch entry. For branch entries with an
RDN attribute other than the ones specified above, the entry is created with the untypedobject
and extensibleObject object classes.

The branch definition provided above does not cause any additional entries to be created
below that branch entry. To do this, you must specify one or more subordinateTemplate lines.
For example:

branch: ou=People,dc=example,dc=com
subordinateTemplate: person:100

This causes the ou=People, dc=example, dc=com entry to be created, and then 1000 other
entries created below it modeled after the person template. The person template should be
defined later in the template file. For more information, see Understanding Template
Definitions.

Branch entries are not limited to just one subordinateTemplate definition. You can specify
multiple subordinateTemplate definitions by including them on separate lines of the branch
definition. The following example creates 1000 entries based on the person template and an
additional 100 entries based on the certificatePerson template:

branch: ou=People,dc=example,dc=com
subordinateTemplate: person:10000
subordinateTemplate: certificatePerson:100

In all of the examples described previously, the branch entries themselves contain only the DN,
the RDN attribute, and the object classes associated with the RDN attribute. You can include
any other attributes in the branch entry by including them in the branch definition in the
template file. For example, the branch definition:

branch: dc=example,dc=com
description: This is the description for dc=example,dc=com

creates the entry:

dn: dc=example,dc=com
objectClass: top
objectClass: domain
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dc: example
description: This is the description for dc=example,dc=com

This additional text can be static, can contain any defined global replacement variables, or can
contain a subset of the replacement tags that can be used in template definitions. For an
overview of the tags available and information about which tags can be used in branch
definitions, see Understanding Standard Replacement Tags.

18.1.4.1.4 Understanding Template Definitions

The heart of the make-1di f template file structure is the set of template definitions. Templates
define the structure of the entries that are generated. They specify the set of attributes that
should be included in the entries and the types of values that those attributes should contain.
The specification of values is handled through tags that are parsed by make-1dif and replaced
with the appropriate values for those tags.

A sample template definition might look as follows:

template: person

rdnAttr: uid

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

givenName: <first>

sn: <last>

cn: {givenName} {sn}

initials: {givenName:1l}<random:chars:ABCDEFGHIJKLMNOPQRSTUVWXYZ:1>{sn:1}
employeeNumber: <sequential:0>

uid: user.{employeeNumber}

mail: {uid}@[maildomain]

userPassword: password

telephoneNumber: <random:telephone>

homePhone: <random:telephone>

pager: <random:telephone>

mobile: <random:telephone>

street: <random:numeric:5> <file:streets> Street
1: <file:cities>

st: <file:states>

postalCode: <random:numeric:5>

postalAddress: {cn}${street}${1l}, {st} {postalCode}
description: This is the description for {cn}.

This example illustrates how make-1dif provides some flexibility when generating LDIF data.
The tags that can be included in a template definition are described in the topics that follow
(see Understanding Standard Replacement Tags and Using Attribute Value Reference Tags).

At the top of the template definition are two lines that provide information about the template
itself and are not included in the entries created from this template. The first line specifies the
name of the template. This is the name that is referenced in the subordinateTemplate lines of
the branch definition. The second line specifies the name of the attribute that should be used
as the RDN attribute for the entry. The RDN attribute must be assigned a value in the body of
the template definition, and the way in which the value is assigned must ensure that the value
will be unique among all other entries created with the same template below the same parent.
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# Note:

It is possible to specify multi-valued RDNs by separating the attribute names with a
plus sign, as shown in the following example:

rdnAttr: uid+employeeNumber

If multi-valued RDNs are used, all of the RDN attributes must be defined values in the template
body and the combination of the RDN values for each entry must be unique. However, it is
possible for one or more of the attributes in the RDN to be non-unique if the combination is
never duplicated.

In addition to the template and rdnAttr lines, you can include one or more
subordinateTemplate lines, which enables you to include dynamically-generated entries below
other dynamically generated entries (for example, if each user entry has one or more entries
below it), and to allow for complex hierarchies. Although there is no limit placed on this level of
nesting, you must ensure that no recursive loops are created by having a
subordinateTemplate that either directly or indirectly will create additional entries using the
same template.

Template definitions also support the concept of inheritance with the extends keyword. For
example, entries generated from the following template definition include all of the attributes
defined in the person template as well as userCertificate;binary with the specified format:

template: certificatePerson

rdnAttr: uid

extends: person

userCertificate;binary:: <random:base64:1000>

Multiple inheritance is allowed (by including multiple lines with the extends keyword), but as
with the subordinateTemplate keyword it is important not to create a recursive loop in which a
template file could either directly or indirectly inherit from itself.

18.1.4.2 Understanding make-Idif Template File Tags

To ensure that make-1dif can generate LDIF files that can be used to simulate a wide variety
of deployments, a large number of tags have been defined for use in templates. You can also
create custom tags, as described in Defining Custom Tags.

The following topics describe the standard set of tags that can be used in a make-1dif
template file:

* Understanding Standard Replacement Tags
» Using Attribute Value Reference Tags

e About Tag Evaluation Order

18.1.4.2.1 Understanding Standard Replacement Tags

ORACLE

The make-1dif standard replacement tags are special elements that are enclosed in angle
brackets (beginning with a less-than sign (<) and ending with a greater-than sign (>) that are
dynamically replaced with generated values. Some standard replacement tags do not require
any arguments (for example, <first>). Others do take arguments, in which case the tag name
comes first followed by a colon and the argument list with a colon between each argument (for
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example, <random:numeric:5>). The tag name is treated in a case-insensitive manner,
although the arguments are generally case sensitive.

The following types of standard replacement tags are currently included as part of make-1dif:

The DN Tag

The DN standard replacement tag is replaced with the DN of the current entry. If that DN is
not yet available (for example, because the RDN attribute has not yet been assigned a
value in the entry being generated), it is replaced with an empty string. In general, you
should ensure that all RDN attributes are assigned values earlier in the template before
this tag is used.

The DN tag can be used without any arguments (for example, <DN>), in which case it is
replaced with the full DN of the entry. The tag can also take a single integer argument,
which specifies the maximum number of components to include in the output. For example,
the tag <DN: 1> will only include the left most DN component (often called the RDN) for the
entry. So if the entry being generated will have a DN of

uid=john.doe, ou=People, dc=example, dc=com, the tag <DN: 1> will be replaced with
uid=john.doe. If the argument value is negative rather than positive, then it takes the
absolute value of the given argument value and takes that number of components from the
end of the DN. For example, using a DN of uid=john.doe, ou=People, dc=example, dc=com
the tag <DN:-1> is replaced with dc=com.

This tag can be used in both branch and template definitions.
The File Tag

The File standard replacement tag is replaced with a line from a specified file. It requires
either one or two arguments. The first argument is the path to the data file, and can be
either an absolute path or the name of a file (with no path information) that is contained in
the config/MakeLDIF directory. If there is a second argument, it must have a value of
either sequential or random, which indicates whether the lines in the file should be taken
in sequential order or chosen at random. If the second argument is not provided, the
values are selected at random. For example, the tags <file:cities> and
<file:cities:random> both cause the tag to be replaced with a randomly-selected line
from the cities file, but the tag <file:cities:sequential> causes the city names to be
taken in sequential order. If sequential ordering is used and all values are exhausted, it will
wrap back around to the first line of the file.

The make-1dif command includes several standard data files that can be used in
generated data. These files are included in the config/MakeLDIF directory and therefore
only the filename is required. The files include:

cities — contains a list of common city names

first.names — contains a list of common first names

last.names — contains a list of common last names

states — contains a list of all two-character US state abbreviations
streets — contains a list of common street names

This tag can be used in both branch and template definitions.

The First Tag

The First standard replacement tag is replaced with a first name taken from the config/
MakeLDIF/first.names file. There is a special relationship between the <first> and
<last> tags such that the combination of the first and last names is always unique. When
every possible combination from the first and last name files has been exhausted, make-
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Idif appends an integer value onto the last name to ensure that the value always remains
unique.

The <first> tag does not take any arguments. It can be used only in template definitions.
It is not allowed for use in branch definitions.

The GUID Tag

The GUID standard replacement tag is replaced with a randomly generated GUID
(globally-unique identifier) value. All GUID values generated are guaranteed to be unique.
The values generated consist of 32 hexadecimal digits in dash-delimited groups of 8, 4, 4,
4, and 12 digits, respectively (for example, 12345678-90ab-cdef-1234-567890abcdef).

The <guid> tag does not take any arguments. It can be used in both branch and template
definitions.

The IfAbsent Tag

The IfAbsent standard replacement tag does not generate any value of its own, and is
therefore always be replaced with an empty string. However, its value is that it can prevent
an attribute from appearing in the entry altogether based on whether a specified attribute
or attribute value exists.

For example, consider the following template:

template: example

rdnAttr: cn

objectClass: top

objectClass: untypedObject

objectClass: extensibleObject

cn: <guid>

displayName: <presence:50>{cn}
description: <ifabsent:displayName>{cn}

In this case, the description attribute is only included in the generated entry if the
displayName attribute is not included (that is, the resulting entry will contain either
displayName Or description but not both).

The IfAbsent tag requires either one or two arguments. The first argument is the name of
the target attribute. If there is a second argument, it specifies a particular value for the
target attribute. If a value is provided, the IfAbsent tag takes action if that value is included
in the generated entry.

This tag can be used in both branch and template definitions.
The IfPresent Tag

The IfPresent standard replacement tag does not generate any value of its own, and is
therefore always replaced with an empty string. However, its value is that it can prevent an
attribute from appearing in the entry altogether based on whether a specified attribute or
attribute value exists.

For example, consider the following template:

template: example

rdnAttr: cn

objectClass: top

objectClass: untypedObject

objectClass: extensibleObject

cn: <guid>

displayName: <presence:50>{cn}
description: <ifpresent:displayName>{cn}
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In this case, the description attribute will only be included in the generated entry if the
displayName attribute is also included (that is, the resulting entry will either contain neither
attribute or it will contain both attributes).

The IfPresent tag requires either one or two arguments. The first argument is the name of
the target attribute. If there is a second argument, it specifies a particular value for the
target attribute. If a value is provided, the IfPresent tag will only act if that value is included
in the generated entry.

This tag can be used in both branch and template definitions.
The Last Tag

The Last standard replacement tag is replaced with a last name taken from the config/
MakeLDIF/last.names file. There is a special relationship between the <first> and
<last> tags such that the combination of the first and last names will always be unique.
When every possible combination from the first and last name file has been exhausted,
make-1dif will append an integer value onto the last name to ensure that the value always
remains unique.

The <last> tag does not take any arguments. It can only be used in template definitions. It
is not allowed for use in branch definitions.

The List Tag

The List standard replacement tag is replaced with a string selected from a provided list of
values. The values to use should be provided as arguments to the List tag (at least one
argument must be provided). Optionally, each value can be followed with a semicolon and
an integer value that specifies the relative weight for that value. If a value does not include
a weight, the weight for that item is assumed to be one. The weight is used to control how
frequently the associated value is chosen compared with all of the other values in the list.

For example, to select from a list of the colors red, green, and blue in which all listed colors
have equal weights, you can use:

<list:red:green:blue>

If the color red is to appear twice as frequently as either of the other colors, you can use:
<list:red;2:green;1l:blue;1>
In this case, the 1 following the green and blue elements are not technically needed

because the weight of any item that does not explicitly include a weight is one, but it is
provided in the example above for clarity.

This tag can be used in both branch and template definitions.
The ParentDN Tag

The parentDN standard replacement tag is replaced with the DN of the parent entry of the
entry being generated. This should always be available.

This tag does not take any arguments. It can only be used in template definitions. It cannot
be used in branch definitions.

The Presence Tag

The Presence standard replacement tag does not generate any value of its own, and is
therefore always replaced with an empty string. However, its value is that it can be used to
cause the associated attribute to appear in the entry a specified percentage of the time.

For example, consider the following template:

template: example
rdnAttr: cn
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objectClass: top

objectClass: untypedObject
objectClass: extensibleObject
cn: <guid>

displayName: <presence:50>{cn}

In this case, the displayName attribute will only be present in about 50% of the entries
generated.

The Presence tag requires exactly one argument, which is an integer value between 0 and
100, indicating the percentage of entries that should have the associated attribute.

This tag can be used in both branch and template definitions.
The Random Tag

The Random standard replacement tag is replaced with a randomly-generated value. Many
different types of values can be generated. This tag accepts a variable number of
arguments, but the first argument always specifies the type of value to generate. That type
may be one of the following values:

— alpha. This value causes the tag to be replaced with a specified number of lowercase
ASCII alphabetic characters (that is, the character set abcdefghijklmnopgrstuvwxyz).
This requires exactly one more argument, which is an integer specifying the number of
characters to include in the generated value. For example, <random:alpha:5>
generates a string of five randomly-selected alphabetic characters.

— numeric. This causes the tag to be replaced with one or more numeric digits. There
can be either one or two additional arguments. If there is one additional argument, it
specifies the number of numeric digits to include in the value (for example,
<random:numeric:5> will generate a string of five numeric digits). If there are two
additional arguments, they will specify the upper and lower bounds for a randomly-
generated number (for example, <random:numeric:5:10> will generate a random
integer between 5 and 10, inclusive).

— alphanumeric. This causes the tag to be replaced with a specified number of
lowercase ASCII alphabetic characters (that is, the character set
abcdefghijklmnopgrstuvwxyz), numeric digits (that is, the character set 0123456789),
or both. This requires exactly one more argument, which is an integer specifying the
number of characters to include in the generated value. For example,
<random:alphanumeric:5> will generate a string of five randomly-selected
alphanumeric characters.

— chars. This causes the tag to be replaced with characters from a user-defined
character set. This can take either two or three additional arguments. The first
additional argument is the characters for the user-defined character set. If there is a
single argument after the character set, it specifies the number of characters to take
from that set (for example, <random:chars:abcd: 3> will cause three characters to be
chosen in which each of those characters is either a, b, c, or d). If there are two
arguments after the character set, they must be integer values and the number of
characters generated will be an integer between this range (for example,
<random:chars:abcd: 3: 5> will cause between 3 and 5 characters to be included in the
value, where each character is either a, b, c, or d).

— hex. This causes the tag to be replaced with a specified number of hexadecimal
characters (that is, the character set 0123456789%abcdef). This requires exactly one
more argument, which is an integer specifying the number of characters to include in
the generated value. For example, <random:hex: 5> will generate a string of five
randomly-selected hexadecimal characters.
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— base64. This causes the tag to be replaced with a specified number of characters

allowed in the base64 character set
(ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz01234567890+/). This
requires exactly one more argument, which is an integer specifying the number of
characters to include in the generated value. For example, <random:base64: 5> will
generate a string of five randomly-selected hexadecimal characters.

— month.This causes the tag to be replaced with the name of a month of the year. If
there are no additional arguments, the full name of the month is included (for example,
<random:month> might return a value of October). If there is a single additional
argument, it must be an integer value that specifies the maximum number of
characters to include from the name of the month (for example, <random:month:3>
might generate a value of Oct).

— telephone.This causes the tag to be replaced with a randomly-generated telephone
number in the format 123-456-7890. It does not take any additional arguments (that is,
it should always be used like <random: telephone>).

This tag can be used in both branch and template definitions.
The RDN Tag

The RDN standard replacement tag is replaced with the RDN (that is, the leftmost DN
component) of the current entry. If the RDN is not yet available (for example, because the
RDN attribute has not yet been assigned a value in the entry being generated), it will be
replaced with an empty string. In general, you should ensure that all RDN attributes are
assigned values earlier in the template before this tag is used. The behavior of this tag is
identical to that of the DN tag when used with a single argument whose value is one (that
is, <dn:1>).

The RDN tag does not take any arguments. It can be used in both branch and template
definitions.

The Sequential Tag

The Sequential standard replacement tag is replaced with an integer value. Each entry is
given a sequentially-incrementing value (for example, the first entry is given a value of
zero, the next entry a value of one, and so on).

This tag can take zero, one, or two arguments:

— If there are no arguments (that is, the tag is <sequential>), the first value will be zero,
and the value will be reset to zero for each new branch.

— If there is a single argument, it must be an integer that specifies the initial value to use
(for example, a tag of <sequential:1000> will start generating values at 1000 instead
of 0). The value will be reset to the specified initial value for each new branch.

— If there are two arguments, the first must be an integer that specifies the initial value,
and the second should be a Boolean value of either true or false indicating whether
to reset the counter each time a new branch is started.

This tag can be used in both branch and template definitions.
The _DN Tag

The DN (note the leading underscore character) standard replacement tag is replaced with
the DN of the entry being generated, but with an underscore used instead of a comma
between DN components. Apart from using underscores instead of commas, this works
exactly like the DN tag. As such, it can also take an optional integer argument that
specifies the number of components from the left (or from the right if the value is negative)
should be included.
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This tag can be used in both branch and template definitions.
e The _ParentDN Tag

The ParentDN (note the leading underscore character) standard replacement tag is
replaced with the DN of the parent entry of the entry being generated, but with an
underscore used instead of a comma between DN components. This should always be
available.

This tag does not take any arguments. It can only be used in template definitions. It cannot
be used in branch definitions.

18.1.4.2.2 Using Attribute Value Reference Tags

Attribute value reference tags can be used to replace the tag with the value of a specified
attribute from the same entry. They are used by enclosing the name of the desired attribute in
curly braces. For example, {cn} will be replaced with the value of the cn attribute, if it has
already been given a value in the target entry. If the target attribute has not yet been given a
value in the entry, the tag will be replaced with an empty string.

For example, consider the following excerpt from a template:

givenName: <first>

sn: <last>

uid: {givenName}.{sn}
cn: {givenName} {sn}
mail: {uid}@example.com

If the value chosen for the first name is John and the last name is Doe, then the resulting LDIF
output would be:

givenName: John

sn: Doe

uid: John.Doe

cn: John Doe

mail: John.Doe@example.com

It is also possible to place a colon after the name of the attribute followed by a positive integer
value specifying the maximum number of characters to include from the target attribute. For
example, the template excerpt:

givenName: <first>
sn: <last>
initials: {givenName:1}{sn:1}

would cause the following LDIF to be generated:

givenName: John
sn: Doe
initials: JD

If the specified length is longer than the value of the named attribute, the entire value is used
with no padding added. Otherwise, the specified number of characters are taken from the
value.

18.1.4.2.3 About Tag Evaluation Order

All tags in the make-1dif syntax are currently given equal priority. As such, they are evaluated
in the order that they appear in the template definition, from top to bottom, and from left to right
within a given line. It is not possible to embed one tag within another.
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The make-Idif utility has been designed in an extensible manner so that new tags can be
defined and used in template files.

All tags must be subclasses of the org.opends.server.tools.makeldif.Tag abstract class.

All of the tags available in make-1dif are included in the org.opends.server.tools.makeldif
package. They may be used for reference to understand what is involved in implementing a

custom tag.

# Note:

Includes.

If you define a custom tag, ensure that it is available for use in any template file that
might need it. This is done using the include statement, that should appear at the
top of the template file. For more information, see Understanding Custom Tag

Custom tag definitions must include the following methods:

Methods

Description

public String getName()

public boolean allowedInBranch()

public void
initializeForBranch(TemplateFile
templateFile, Branch branch,
String[] arguments, int
lineNumber, List<String>
warnings)

public void
initializeForTemplate(TemplateFil
e templateFile, Template
template, String[] arguments, int
lineNumber, List<String>
warnings)

public void
initializeForParent(TemplateEntry
parentEntry)

public TagResult
generateValue(TemplateEntry
templateEntry, TemplateValue
templateValue)

This retrieves the name that should be used to reference the tag. The
value that it returns must be unique among all other tags in use by
the server.

This indicates whether the tag will be allowed in branch definitions. If
it returns a value of true, then the tag may be used in both branch
and template definitions. If it returns a value of false, then the tag
may be used in template definitions but not branch definitions.

This performs any initialization that may be required if the tag is to be
used in a branch definition. This does not need to be implemented if
allowedInBranch () returns false.

This performs any initialization that may be required of the tag is to
be used in a template definition.

This performs any initialization that may be required before starting to
generate entries below a new parent. This does not need to be
implemented if no special initialization is required.

This generates the value that will be used to replace the associated
tag when generating entries.
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18.2 Importing Large Data Sets

Understand on improving performance when importing large data sets to the directory server
from this topic.. By default, the server imports data with a fixed set of parameters.

You can change the default behavior in two ways:

Specify certain options when you run the import-1dif command.
For more information, see About the Import Options Setup.

Use the dsjavaproperties command to set the appropriate Java arguments before
running the import-1dif command.

For more information, see Tuning the JVM and Java Arguments.

18.2.1 About the Import Options Setup

There are various options of import-1dif command that are useful when importing particularly
large databases. The options are listed out and described in this topic.

ORACLE

They are listed below: following options of the import-1dif command are useful when you are
importing particularly large databases:

--skipDNValidation

This option significantly speeds up a large import because no DN validation or database
loading is performed during the first phase of the import. The DNs in the LDIF file are
treated as regular indexes and are written to a scratch index file that is loaded in phase two
of the import.

During the second phase of the import, limited DN parental checking is performed. During
this evaluation, the DNs in the LDIF file are examined to ensure that each DN has a correct
parent DN. When a DN is detected without a parent, a dummy entry is written to the reject
file.

If the --skipDNValidation option is specified, no duplicate DN checking is performed.

The server does not remove bad entry IDs from the index database during phase two of
the import. It is therefore essential that the LDIF import file is correct if the --
skipDNValidation option is specified. Generally, you can generate correct LDIF files by
using the make-1dif command, LDIF files exported from an LDAP server, or LDIF files
created by scripts that are historically known to generate correct LDIF files.

--threadCount

This option speeds up a large import by enabling you to specify that more threads are
dedicated to the import process. By default, two threads per CPU are used for an import
operation.

Increasing the --thread-count also increases the buffer space that is required in phase
one of the LDIF import.

--tmpDirectory

In the first phase of the import, the server parses the LDIF file, sorts the index records, and
writes the records to temporary files. By default, the temporary index files are written to
intall-dir/import-tmp. If you are importing particularly large index files, you might want
to specify another location that has more disk space.
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The amount of space required for the temporary index files depends on the following
factors:

— The number of entries in the LDIF file.
— The size of the entries in the LDIF file.

Entries with large numbers of attributes that require indexing will require more space in
the temporary directory location, and in the database directory.

— The number of indexes that are configured.

The more indexes that are configured, the more disk space is required in the
temporary directory location, and in the database directory. Substring indexes require
more temporary disk space to process than other types of indexes.

— Increasing the index-entry-limit for all indexes, or for individual indexes, requires
more disk space.

This is especially true for substring indexes. If you are importing an LDIF file with a
large number of entries, turn off all substring indexing to prevent most of the index
records from hitting the index-entry-limit.

18.2.2 Tuning the JVM and Java Arguments

Tuning the JVM heap is essential to the performance of the import-1dif command. Although
the import-1dif command attempts to limit the amount of JVM heap that it requires, you
should allocate as large a JVM heap as possible to import-1dif if you are importing a large
number of entries.

This section contains the following topics:

Considerations for Tuning JVM Arguments

Tuning JVM Arguments

18.2.2.1 Considerations for Tuning JVM Arguments

ORACLE

The following JVM tuning considerations have specific impact on the import-1dif operation:

Performing an online import uses the JVM settings that were specified when the server
was started. If you plan to import a large LDIF file by using the online import, you should
provide extra JVM heap when the server is started. In general, if you must import a large
LDIF file, the best option is to perform an offline import.

The 32-bit JVM generally performs better for smaller LDIF files and for most larger LDIF
files.

You should always try this JVM first, with as large a heap as can be spared. A minimum
heap of 2 Ghytes is recommended.

You might require a 64-bit JVM with a large JVM heap (greater than 4 Gbytes) for
extremely large LDIF files, depending on the size of the entries and the indexes
configured.

The 64-bit JVM does not generally perform as well as the 32-bit JVM.

The default JVM ergonomics might be too small for some JVMs and can seriously impact
performance.

Take note of the default ergonomic values for your JVM (these values differ by vendor and
by operating system).
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* If you are using replication, you should budget additional JVM heap, particularly if you plan
to do a full initialization of the other replicas in the topology after an online import.

« Enable parallel garbage collection for large imports.

* Use the Concurrent Mark Sweep (CMS) garbage collector. This option allows the JVM to
minimize the response time of LDAP operations, but it can have a small impact on the
overall performance (throughput) of the server.

18.2.2.2 Tuning JVM Arguments

When you have calculated the memory requirement, perform the following steps:
1. Editthe instance-dir/0UD/config/java.properties file and set the following values:

overwrite-env-java-args=true
import-ldif.offline.java-args=-Xms2560M -Xmx2560M -XX:+UseParallelGC -
XX :+UseConcMarkSweepGC

2. Run the dsjavaproperties command:

$ bin/dsjavaproperties

< Note:

Running the dsjavaproperties command, or setting the OPENDS JAVA ARGS
environment variable, only has a performance impact if the import is offline. If the
server is already running and you perform an online import, changing the Java
arguments has no impact on the import performance because the import is
performed by the server JVM.

18.3 Backing Up, Purging, and Restoring Data

ORACLE

Oracle Unified Directory provides an extensible framework that supports a variety of repository
types. The directory server uses the Berkeley DB Java Edition (JE) as its primary back end.
The JE back end provides some advantages over other databases as it provides a high-
performance, scalable transactional B-tree database with full support for ACID semantics for
small to very large data sets. It can also store its entries in encoded form and provide indexes
for fast, efficient data retrieval.

This section covers the following topics:

e Overview of the Backup and Restore Process

e Backing Up Data

* About the Server Configuration Back Up

* Backing Up the Directory Server for Disaster Recovery

» Backing up and Restoring Data Using File System Snapshots
e Restoring Data

« Considerations for Re-instating Replicated Directory Servers
* Deleting Backup Data Files

e Purging Backup Data Files Automatically
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18.3.1 Overview of the Backup and Restore Process

To maintain the directory data on the JE back end, Oracle Unified Directory provides efficient
backup and restore utilities that support full and incremental backups. A full backup saves the
directory data files in the environment as a compressed archive file. An incremental backup
saves and compresses just those files that have been written since the previous backup,
together with a list of names of files that are unchanged since the previous backup. Oracle
Unified Directory stores its backup information in a backup back end for easy restores.

Directory server backups can be made on the local disks or on remote disks, for example, on
network-attached storage (NAS). If you run a backup locally, you should then copy and store
the backup on a different machine or file system for security purposes.

Before you start backing up and restoring data, consider the following:

* You must design a workable backup and restore strategy for your directory services
system. For example, you can run an incremental backup daily and perform a full backup
at least once a week. Test your backup process and your ability to restore regularly. For
data restores, many companies restore a directory server from a replicated server, which
ensures that the most update copy of the directory data is used. Backup tapes are still
needed if the directory data is damaged (for example, missing entries) and the corrupted
data has been replicated to other servers.

« Ensure that you have a disaster recovery plan in place. Disaster recovery is hecessary
when catastrophic events, data corruption, or data tampering occurs. Companies devise
their own plans or out source the work to third party specialists. See Backing Up the
Directory Server for Disaster Recovery for more information.

« Ensure that you have a place to store your back ups. Store the archived data, configuration
directory, schema subdirectory, and installation directory used for your server together in a
single location. All these items are required when you restore the server.

18.3.2 Backing Up Data

The directory server provides an efficient command-line utility (backup) to back up databases.
The backup command can be run immediately or scheduled as a task. If the backup is
scheduled, the command contacts the server over SSL, using the administration connector,
and registers a backup task. If no connection options are specified, the command runs
immediately.

The following procedures show the use of the backup command in various backup scenarios:
e Backing Up All Back Ends

e Backing Up All Back Ends with Encryption and Signed Hashes

e Performing an Incremental Backup on All Back Ends

e Backing Up a Specific Back End

* Performing an Incremental Backup on a Specific Back End

e Scheduling a Backup as a Task

18.3.2.1 Backing Up All Back Ends

You can back up the back ends by using the --backUpaAll option.
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You must note that when you execute the backup command with --backUpAl1 option, the
following runtime data is not backed up. You can back up all the other backends.

adminRoot:cn=admin data
ads-truststore:cn=ads-truststore
backup:cn=backups
monitor:cn=monitor

The following command is run on a standalone directory server and specifies that all
databases should be backed up, compresses the backup file, and saves the file to a specified
location.

$ backup --backUpAll --compress --backupDirectory /tmp/backup

The backup directory contains subdirectories for each back end:

$ 1ls /tmp/backup
./ ../ schema/ tasks/ userRoot/

The backup utility writes the backup to the specified directory and creates a backup. info file
that provides details about the backup. The directory server assigns a backup ID based on the
current date and time. To create your own ID, use the --backupID option:

$ 1s /tmp/backup/userRoot
./ backup.info
../ backup-userRoot-202310030906287

The backup.info file contains detailed information about the current backup.

$ more /tmp/backup/userRoot/backup.info

backend id=userRoot

backup 1d=20231003090628%

backup date=202310030906292

incremental=false

compressed=true

encrypted=false

property.archive file=backup-userRoot-20231003090628Z
property.last logfile size=58339
property.last logfile name=00000000.3jdb

18.3.2.2 Backing Up All Back Ends with Encryption and Signed Hashes

The backup utility provides encryption and signed hash support for secure backups. The use of
the encryption and signed hash options requires a connection to an online server instance, so
the appropriate connection options must be specified.

Run the backup command.

The following command backs up all back ends, compresses them, generates a hash, signs
the hash, and encrypts the data.

$ backup -h localhost -p 4444 -D "cn=directory manager" -j pwd-file --backUpAll \
-X --compress --hash --signHash --encrypt --backupID 123 \
--backupDirectory /tmp/backup
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18.3.2.3 Performing an Incremental Backup on All Back Ends

Incremental backups save only those changes that have occurred since the last backup (full or
incremental). The main advantage of an incremental backup is the faster time to back up a
system when compared to that of full backups. The disadvantage of an incremental backup is
that each incremental backup must be restored, which requires more time and care than that of
a full restore.

To perform an incremental backup, run the backup command with the --incremental option,
as follows:

$ backup --backUpAll --incremental --compress --backupDirectory /tmp/backup

18.3.2.4 Backing Up a Specific Back End

You can back up a single back end by using the --backendID option, which specifies the back
end to save.

1.

List the back ends that are configured on the server, by running the 1ist-backends
command. For example:

$ list-backends

Backend ID Base DN

adminRoot cn=admin data
ads-truststore cn=trust-store
backup cn=backups

config cn=config

monitor cn=monitor

schema cn=schema

tasks cn=tasks

userRoot dc=example,dc=com

Run the backup command with the --backendID option.
For example, to back up the userRoot back end, run the following command:

$ backup --backendID userRoot --backupDirectory /tmp/backup

If you back up a single back end and replication is configured, any changes that you make
to that back end are stored in the change log on the replication server. When you restore
that back end, the replication server detects that the back end is not up to date and replays
the changes made after the backup. This behavior occurs even if there is only one
directory server in the replicated topology, because the changes are stored on the
replication server.

If you do not want this behavior, back up all back ends in a replicated environment. This
ensures that the data, and the replication server are backed up. In this case when a
restore is done, the directory server and the replication server are restored to their state
before the back up, and no memory of subsequent changes remains.

18.3.2.5 Performing an Incremental Backup on a Specific Back End

Perform an incremental backup on a specific backend following these steps:

1.
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List the back ends that are configured on the server, by running the 1ist-backends
comm