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About This Content

Provision and manage Oracle SOA Suite instances on Kubernetes. The WebLogic Kubernetes
Operator (the “operator”) supports deployment of Oracle SOA Suite components such as
Oracle Service-Oriented Architecture (SOA), Oracle Service Bus, and Oracle Enterprise
Scheduler (ESS).

Audience

This guide is intended for users who want to create and manage Oracle SOA Suite instances
on Kubernetes.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Resources

For more information, see these Oracle resources:

e Oracle Cloud at http://cloud.oracle.com

*  Fusion Middleware Documentation

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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Oracle SOA Suite

The WebLogic Kubernetes Operator (the “operator”) supports deployment of Oracle SOA Suite
components such as Oracle Service-Oriented Architecture (SOA), Oracle Service Bus, and
Oracle Enterprise Scheduler (ESS).

Currently the operator supports these domain types:

* soa: Deploys a SOA domain with Oracle Enterprise Scheduler (ESS)
e osh: Deploys an Oracle Service Bus domain

e soaosh: Deploys a domain with SOA, Oracle Service Bus, and Oracle Enterprise
Scheduler (ESS)

In this release, Oracle SOA Suite domains are supported using the “domain on a persistent
volume” model only, where the domain home is located in a persistent volume (PV).

The operator has several key features to assist you with deploying and managing Oracle SOA
Suite domains in a Kubernetes environment. You can:

* Create Oracle SOA Suite instances in a Kubernetes persistent volume (PV). This PV can
reside in an NFS file system or other Kubernetes volume types.

e Start servers based on declarative startup parameters and desired states.
» Expose the Oracle SOA Suite services and composites for external access.

e Scale Oracle SOA Suite domains by starting and stopping Managed Servers on demand,
or by integrating with a REST API.

«  Publish operator and WebLogic Server logs to Elasticsearch and interact with them in
Kibana.

e Monitor the Oracle SOA Suite instance using Prometheus and Grafana.

Topics in this section:

¢« Recent changes and known issues

¢ Pricing and licensing

¢ Limitations

e About this documentation

¢ Additional reading

Recent changes and known issues

See the Release Notes for recent changes and known issues for Oracle SOA Suite domains
deployment on Kubernetes.

Pricing and licensing
See here for pricing and licensing details.

Limitations

See here for limitations in this release.

Oracle SOA Suite on Kubernetes

F99931-08

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 1 of 2


https://oracle.github.io/weblogic-kubernetes-operator/managing-domains/choosing-a-model/

ORACLE
Chapter 2

About this documentation

This documentation includes sections targeted to different audiences. To help you find what
you are looking for more easily, please consult this table of contents:

e Quick Start explains how to quickly get an Oracle SOA Suite domain instance running
using default settings. Note that this is only for development and test purposes.

e Install Guide and Administration Guide provide detailed information about all aspects of
using the Kubernetes operator including:

— Installing and configuring the operator.

— Using the operator to create and manage Oracle SOA Suite domains.
— Configuring Kubernetes load balancers.

— Configuring custom SSL certificates.

— Configuring Elasticsearch and Kibana to access the operator and WebLogic Server log
files.

— Deploying composite applications for Oracle SOA Suite and Oracle Service Bus.
— Patching an Oracle SOA Suite Docker image.
— Removing domains.

—  And much more!

Additional reading

Oracle SOA Suite domains deployment on Kubernetes leverages the WebLogic Kubernetes
Operator framework.

* To develop an understanding of the operator, including design, architecture, domain life
cycle management, and configuration overrides, review the operator documentation.

* To learn more about the Oracle SOA Suite architecture and components, see
Understanding Oracle SOA Suite.

* To review the known issues and common questions for Oracle SOA Suite domains
deployment on Kubernetes, see the Frequently Asked Questions
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Release Notes

Release notes for Oracle SOA Suite on Kubernetes.

Date Version

Change

January 2026 14.1.2.0.0
GitHub release version 26.1.2

January 2026 PSU and
known bug fixes.

Support for WebLogic
Kubernetes Operator 4.2.19.

My Oracle Support:

MOS patch 38833123
for Oracle Linux 8 with
JDK17
MOS patch 38833176
for Oracle Linux 8 with
JDK21
MOS patch 38833181
for Oracle Linux 9 with
JDK17
MOS patch 38833182
for Oracle Linux 9 with
JDK21

November 2025 14.1.2.0.0
GitHub release version 25.4.2

October 2025 PSU and
known bug fixes.

Support for WebLogic
Kubernetes Operator 4.2.19.

My Oracle Support:

MOS patch 38529700
for Oracle Linux 8 with
JDK17

MOS patch 38529705
for Oracle Linux 8 with
JDK21

MOS patch 38529706
for Oracle Linux 9 with
JDK17

MOS patch 38529707
for Oracle Linux 9 with
JDK21

container-
reqgistry.oracle.com
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Date Version Change
May 2025 14.1.2.0.0 e April 2025 PSU and known
GitHub release version 25.2.2 bug fixes.

*  Support for WebLogic
Kubernetes Operator 4.2.15.
My Oracle Support:
— MOS patch 37871611
for Oracle Linux 8 with
JDK17
—  MOS patch 37871696
for Oracle Linux 8 with
JDK21
— MOS patch 37871700
for Oracle Linux 9 with
JDK17

— MOS patch 37871701
for Oracle Linux 9 with
JDK21

—  container-
reqgistry.oracle.com

December 2024 14.1.2.0.0 First release of Oracle SOA Suite
GitHub release version 24.4.3 on Kubernetes 14.1.2.0.0.

Oracle SOA Suite on Kubernetes
F99931-08 May 18, 2026
Copyright © Oracle and/or its affiliates. Page 2 of 2


https://github.com/oracle/fmw-kubernetes/releases
https://support.oracle.com/epmos/faces/ui/patch/PatchDetail.jspx?patchId=37871611
https://support.oracle.com/epmos/faces/ui/patch/PatchDetail.jspx?patchId=37871696
https://support.oracle.com/epmos/faces/ui/patch/PatchDetail.jspx?patchId=37871700
https://support.oracle.com/epmos/faces/ui/patch/PatchDetail.jspx?patchId=37871701
http://container-registry.oracle.com/
http://container-registry.oracle.com/
https://github.com/oracle/fmw-kubernetes/releases

Install Guide

Install the WebLogic Kubernetes Operator and prepare and deploy Oracle SOA Suite domains.

» Requirements and pricing

Understand the system requirements, limitations, licensing, and pricing for deploying and
running Oracle SOA Suite domains with the WebLogic Kubernetes Operator, including the
SOA cluster sizing.

° Prepare your environment

Prepare for creating Oracle SOA Suite domains, including required secrets creation,
persistent volume and volume claim creation, database creation, and database schema
creation.

e Create Oracle SOA Suite domains

Create an Oracle SOA Suite domain home on an existing PV or PVC, and create the
domain resource YAML file for deploying the generated Oracle SOA Suite domain.

Requirements and Pricing

This section provides information about the system requirements, limitations, licensing, and
pricing for deploying and running Oracle SOA Suite domains with the WebLogic Kubernetes
Operator.

Topics in this section:

*  System requirements for Oracle SOA Suite domains

e Limitations

e Pricing and Licensing

System requirements for Oracle SOA Suite domains

*  WebLogic Kubernetes Operator 4.2.19. See operator releases 4.2.19.

« Review Operator Prerequisites for supported Kubernetes, Docker, Flannel and Calico
versions.

e You must have the cluster-admin role to install the operator. The operator does not need
the cluster-admin role at runtime. For more information, see the role-based access control
(RBAC) documentation.

* Helm 3.10.2+ (check with "helm version --client --short’).

e Container images based on Oracle Linux 8 and Oracle Linux 9 with JDK 17 and JDK 21
are supported.

* Additionally, see the Oracle SOA Suite documentation for other requirements, such as
database version.

See here for resource sizing information for Oracle SOA Suite domains set up on a Kubernetes
cluster.
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Limitations

Compared to running a WebLogic Server domain in Kubernetes using the operator, the
following limitations currently exist for Oracle SOA Suite domains:

e Inthis release, Oracle SOA Suite domains are supported using the domain on a persistent
volume model only, where the domain home is located in a persistent volume (PV).

e The “domain in image” and “model in image” models are not supported. Also, “WebLogic
Deploy Tooling (WDT)” based deployments are currently not supported.

e Only configured clusters are supported. Dynamic clusters are not supported for Oracle
SOA Suite domains. Note that you can still use all of the scaling features, but you need to
define the maximum size of your cluster at domain creation time. Mixed clusters
(configured servers targeted to a dynamic cluster) are not supported.

e The Weblogic Logging Exporter project has been archived. Users are encouraged to use
Fluentd or Logstash.

e The Weblogic Monitoring Exporter currently supports WebLogic MBean trees only.
Support for JRF and Oracle SOA Suite MBeans is not available. Also, a metrics dashboard
specific to Oracle SOA Suite is not available. Instead, use the WebLogic Server dashboard
to monitor the Oracle SOA Suite server metrics in Grafana.

e Some features such as multicast, multitenancy, production redeployment, and Node
Manager (although it is used internally for the liveness probe and to start WebLogic Server
instances) are not supported in this release.

e Features such as Java Messaging Service whole server migration and consensus leasing
are not supported in this release.

e Enabling or disabling the memory resiliency for Oracle Service Bus using the Enterprise
Manager Console is not supported in this release.

For up-to-date information about the features of WebLogic Server that are supported in
Kubernetes environments, see My Oracle Support Doc ID 2349228.1.

Pricing and licensing

The WebLogic Kubernetes Operator and Oracle Linux are open source and free; WebLogic
Server requires licenses in any environment. All WebLogic Server licenses are suitable for
deploying WebLogic to containers and Kubernetes, including free single desktop Oracle
Technology Network (OTN) developer licenses. See the following sections for more detailed
information:

* Oracle SOA Suite
Oracle SOA Suite is licensed as an option to Oracle WebLogic Suite. Valid licenses are
needed in at least one of the following combinations:

— WebLogic Suite and Oracle SOA Suite
— WebLogic Suite and Oracle Service Bus
— WebLogic Suite and Oracle BPEL Engine

For more information, see the Fusion Middleware Licensing Information User Manual -
Oracle SOA Suite.

e Oracle Linux
Oracle Linux is under open source license and is completely free to download and use.

Note that Oracle SOA Suite licenses that include support do not include customer
entitlements for direct access to Oracle Linux support or Unbreakable Linux Network (to

Oracle SOA Suite on Kubernetes

F99931-08

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 2 of 44


https://oracle.github.io/weblogic-kubernetes-operator/managing-domains/choosing-a-model/
https://oracle.github.io/weblogic-kubernetes-operator/managing-domains/choosing-a-model/
https://github.com/oracle/weblogic-logging-exporter
https://github.com/oracle/weblogic-monitoring-exporter
https://docs.oracle.com/en/middleware/fusion-middleware/fmwlc/oracle-fusion-middleware-options.html#GUID-19E4223F-1F98-433E-BC7C-2BAC2568964F
https://docs.oracle.com/en/middleware/fusion-middleware/fmwlc/oracle-fusion-middleware-options.html#GUID-19E4223F-1F98-433E-BC7C-2BAC2568964F

ORACLE’

Chapter 4
Prepare Your Environment

directly access the standalone Oracle Linux patches). The latest Oracle Linux patches are
included with the latest Oracle SOA Suite images.

Oracle Java
Oracle support for Java is included with Oracle SOA Suite licenses when Java is used for
running WebLogic and Coherence servers or clients.

For more information, see the Fusion Middleware Licensing Information User Manual.

Oracle SOA Suite images
Oracle provides two different types of Oracle SOA Suite images:

— Critical Patch Update (CPU) images: Images with the latest Oracle SOA Suite, Fusion
Middleware Infrastructure, Coherence PSUs, and other fixes released by the Critical
Patch Update (CPU) program. CPU images are intended for production use.

— General Availability (GA) images: Images that are not intended for production use and
do not include Oracle SOA Suite, WebLogic, Fusion Middleware Infrastructure, or
Coherence PSUs.

All Oracle SOA Suite licenses, including free Oracle Technology Network (OTN) developer
licenses, include access to the latest General Availability (GA) Oracle SOA Suite images,
which bundle Java SE.

Customers with access to Oracle SOA Suite support additionally have:

— Access to Critical Patch Update (CPU) Oracle SOA Suite images, which bundle Java
SE.

— Access to Oracle SOA Suite patches.
— Oracle support for Oracle SOA Suite images.

WebLogic Kubernetes Operator
The WebLogic Kubernetes Operator is open source and free, licensed under the Universal
Permissive license (UPL), Version 1.0. For support details, see Get help.

Additional references
Supported Virtualization and Partitioning Technologies for Oracle Fusion Middleware
(search for keyword ‘Kubernetes’)

Running and Licensing Oracle Programs in Containers and Kubernetes

Prepare Your Environment

To prepare your Oracle SOA Suite in Kubernetes environment, complete the following steps.

@® Note

Refer to the troubleshooting page to troubleshoot issues during the domain
deployment process.

Set up your Kubernetes cluster

Install Helm

Pull images from Oracle Container Registry

Set up the code repository to deploy Oracle SOA Suite domains
Obtain the Oracle SOA Suite Docker image

Install the WeblLogic Kubernetes Operator

Oracle SOA Suite on Kubernetes
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*  Prepare the environment for Oracle SOA Suite domains

— a. Create a namespace for an Oracle SOA Suite domain

— b. Create a persistent storage for an Oracle SOA Suite domain

— c. Create a Kubernetes secret with domain credentials

— d. Create a Kubernetes secret with the RCU credentials

— e. Configure access to your database

f. Run the Repository Creation Utility to set up your database schemas

e Create Oracle SOA Suite domain

Set up Your Kubernetes Cluster

Refer the official Kubernetes set up documentation to set up a production grade Kubernetes
cluster.

Supported Environments
Oracle Cloud Native Environment Cluster

Oracle Cloud Native Environment is a fully integrated suite for the development and
management of cloud-native applications. Based on Open Container Initiative (OCI) and Cloud
Native Computing Foundation (CNCF) standards, Oracle Cloud Native Environment delivers a
simplified framework for installations, updates, upgrades, and configuration of key features for
orchestrating microservices.

Deploy Oracle Cloud Native Environment with the Kubernetes module, following instructions
from Oracle Cloud Native Environment: Get Started.

To make it easier to set up and manage OCNE Cluster, we use a range of OpenTofu scripts.
See OpenTofu for Oracle Cloud Native Environment for samples.

Oracle Cloud Infrastructure

The operator and Oracle SOA Suite domain are supported on Oracle Cloud Infrastructure
using Oracle Container Engine for Kubernetes, or in a cluster running Oracle Linux Container
Services for use with Kubernetes on Oracle Cloud Infrastructure Compute.

Create the Oracle Container Engine for Kubernetes using the Oracle Cloud Infrastructure
Console or by some other means.

Refer Deploy Oracle SOA Suite on Oracle Kubernetes Engine (OKE) for samples to create
Oracle Container Engine for Kubernetes.

To make it easier to set up and manage OKE Cluster, we use a range of OpenTofu scripts. See
Sample OpenTofu Scripts to Create an OKE Cluster for samples.

Oracle Private Cloud Appliance (PCA)

Oracle Private Cloud Appliance Container Engine for Kubernetes (OKE) is a scalable, highly
available service that can be used to deploy any containerized application to the cloud. See
here for details.

Oracle SOA Suite on Kubernetes
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Deploy Oracle SOA Suite on Oracle Kubernetes Engine (OKE)

This section describes the steps required to provision a Kubernetes cluster on Oracle
Kubernetes Engine with a database for the SOA Suite schemas and a file storage mountpath
to store the SOA Suite domain files, and Oracle SOA Suite in Kubernetes.

Prerequisites

To deploy Oracle SOA Suite on Container Engine for Kubernetes, ensure you have available
resources and quota for:

e One file storage systems.
¢ One mount target.

« One Database, either an on-premise Database or Oracle Base Database Service or Oracle
Single Instance Database using Database Operator.

e One Kubernetes cluster and a node pool with the required number of nodes as per your
requirement.

@® Note

« Refer the Domain Resource Sizing and Requirements and Pricing and choose the
node pool shape needed for an Oracle SOA Suite domains, one OCPU will not be
sufficient.

e Default cluster block volume size may be inadequate. Refer this documentation for
instructions on resizing the volume. It is recommended to allocate a minimum of
300 GB for each node.

Create a Kubernetes cluster on OKE

You can create a Kubernetes cluster using Container Engine for Kubernetes (OKE). See here
for details.

To ensure high availability, Container Engine for Kubernetes:

e Creates the Kubernetes Control Plane on multiple Oracle-managed control plane nodes
(distributing the control plane nodes across different availability domains in a region, where
supported).

e Creates worker nodes in each of the fault domains in an availability domain (distributing
the worker nodes as evenly as possible across the fault domains, subject to any other
infrastructure restrictions).

Preparing for OKE

Before you start creating the Container Engine for Kubernetes, refer the Preparing for
Container Engine for Kubernetes and find out if you have met some of the below requirements:

* Access to an Oracle Cloud Infrastructure tenancy.

e Check the service limits for the components listed in Prerequisites in your Oracle Cloud
Infrastructure tenancy and, if necessary, request a service limit increase.

« Belong to tenancy's Administrators group and also have appropriate Container Engine for
Kubernetes permissions

e Access to perform Kubernetes operations on a cluster.
Oracle SOA Suite on Kubernetes
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Create a compartment

Within your tenancy, there must already be a compartment to contain the necessary network
resources (such as a VCN, subnets, internet gateway, route table, security lists). If such a
compartment does not exist already, you will have to create it. Note that the network resources
can reside in the root compartment. However, if you expect multiple teams to create clusters,
best practice is to create a separate compartment for each team.

Refer Managing Compartments and Network Resource Configuration for Cluster Creation and
Deployment for more details.

Create compartment policies
To create and/or manage clusters, you must belong to one of the following:

e The tenancy's Administrators group

e A group to which a policy grants the appropriate Container Engine for Kubernetes
permissions.

See Policy Configuration for Cluster Creation and Deployment for details.

Create an OKE Cluster

Create a new Kubernetes clusters using Container Engine for Kubernetes to create new
Kubernetes clusters. You can create clusters using the Console, the CLI, and the API. See
Creating a Cluster for details.

Create node pool

When you create a new cluster using the Console, can create managed node pools using the
Console. See here to create new managed node pools using the Console, the CLI, or the API.
If your worker nodes are configured as private, you will need to establish a bastion host to
access them. Refer Managing Bastions.

Set up access to your Cluster

Container Engine for Kubernetes creates a Kubernetes kubeconfig configuration file that you
use to access the cluster using kubectl. Refer Setting Up Cluster Access and create access via
Cloud Shell or Local access.

Install tools

Once you have setup the cluster access, verify or install the below versions of the tools
required for deploying Oracle SOA Suite domain: - kubectl (>= 1.24) : See here for the
installation instructions. - Helm (>= 3.10.2): Helm is a Kubernetes deployment package
manager. See here to install helm locally.

Create storage for domain home

You can use the File Storage service to provision persistent volume claims which will be used
for domain home. Refer Provisioning PVCs on the File Storage Service for details in the OCI
documentation. Sample files are available for provisioning a PVC using the CSI Volume Plug
in. You can update the f ss-dyn- st-cl ass. yanl and f ss-dyn-cl ai myani files with the
relevant parameters to provision the PVC for the domain. See Webl ogic Kubernetes Operator
documentation for updating the permissions of shared directory to 1000:0 for domain home.

Create an ingress controller

When you create clusters using Container Engine for Kubernetes, you can set up:

e The OCI native ingress controller.

Oracle SOA Suite on Kubernetes
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e Athird-party ingress controller such as Nginx or Traefik ingress controller.

See Managing Ingress Controllers.See Setup a Load Balancer for installation details on third-
party ingress controller. Note to set the servi ce. t ype to LoadBal ancer, so that OCI provisions
the Load Balancer.

Create an Oracle SOA Suite domain

See Prepare Your Environment for preparing the environment for Oracle SOA Suite domains.

Perform the following steps:

1. Create a Kubernetes secret to enable pulling the Oracle SOA Suite image from the
registry.

$ kubect! -n DOVAI N_NAMESPACE create secret docker-registry image-secret
\
--docker-server=cont ai ner-regi stry.oracle.com\
- -docker - user name=YOUR_REGQ STRY_ USERNAME \
- - docker - passwor d=YOUR_REG STRY_PASSWORD \
--docker - emai | =YOUR_REG STRY_EMAI L

Replace DOMAIN_NAMESPACE, YOUR_REGISTRY_USERNAME,
YOUR_REGISTRY_PASSWORD, and YOUR_REGISTRY_EMAIL with the values you use
to access the registry.

2. While creating a persistent storage, ensure to set the webl ogi cDomai nSt or ageType to NFS
and webl ogi cDonmi nSt or agePat h to the address obtained in Create Storage for Domain
home.

To create the domain, see Create Oracle SOA Suite Domains Manually for details on creation
of an Oracle SOA Suite domain. Note that, the default timeout value of 600s may not be
sufficient for creating the domain on OKE, hence pass a sufficient timeout value greater than
600 with -t.

Configure ingress controller to access Oracle SOA Suite domain services

Refer OCI documentation, in case you have set up OCI native ingress controller. See Setup a
Load Balancer for creating the ingress resources on third-party ingress controllers.

Sample OpenTofu Scripts to Create an OKE Cluster

The sample script creates:

A new Virtual Cloud Network (VCN) for the cluster.
Two LoadBalancer subnets with security lists.
Three Worker subnets with security lists.

A Kubernetes Cluster with one Node Pool.

A kubeconfi g file to allow access using kubect | .

A Mount target and two filesystems based on FSS for PV usage, one for the domain home and
the other for the database volume.

Nodes and network settings will be configured to allow SSH access, and the cluster networking
policies will allow NodePort services to be exposed. This cluster can be used for testing and
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development purposes only. The provided samples of OpenTofu scripts should not be
considered for creating production clusters, without more of a review.

All OCI Container Engine masters are Highly Available (HA) and fronted by load balancers.

Prerequisites

Before using OpenTofu scripts, ensure the following:

Have an existing tenancy with enough compute and networking resources available for the
desired cluster.

Have an Identity and Access Management policy in place within that tenancy to allow the
OCI Container Engine for Kubernetes service to manage tenancy resources.

Have a user defined within that tenancy.
Have an API key defined for use with the OCI API, as documented here.
Have an SSH key pair for configuring SSH access to the nodes in the cluster.

Install kubectl, kubectl version must be within one minor version(older or newer) of the
kubernetes version running on the control plane nodes. See here for the installation
instructions.

You must have downloaded, installed, and configured OCI CLI for use. See here for the
installation instructions.

Copy the oci.props.template file to oci.props and add all the following required values:

user . oci d: OCID for the tenancy user - can be obtained from the user settings in the OCI
console.

tfvars. fil enane: File name for the generated tfvar file.

okecl ust er name: The name for OCI Container Engine for Kubernetes cluster.
t enancy. oci d: OCID for the target tenancy.

regi on: name of region in the target tenancy.

conpart ment . oci d: OCID for the target compartment. To find the OCID of the compartment
- https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/contactingsupport_topic-
Finding_the OCID_of a Compartment.htm

conpar t ment . name: Name for the target compartment.
oci api . pubkey. fingerprint: Fingerprint of the OCI user's public key.
oci pk. pat h: API Private Key local path to the private key for the API key pair.

ven. ci dr. prefix: Prefix for VCN CIDR. Use when creating subnets. Examine the target
compartment find a CIDR that is available.

ven. ci dr: Full CIDR for the VCN. Must be unique within the compartment, first 2 octets
must match the ven_cidr_prefix.

nodepool . shape: A valid OCI VM Shape for the cluster nodes.
k8s. ver si on: Kubernetes version.
nodepool . ssh. pubkey: SSH public key (key contents as a string).

nodepool . i magenane: A valid image OCID for Node Pool creation. To find the OCID of the
image - https://docs.oracle.com/en-us/iaas/Content/ContEng/Reference/
contengimagesshapes.htm#images _oke-images

tofu.installdir: Location to install tofu binaries.
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Optional step to modify the shape of the node, edit node- pool . tf.

node_shape _config {

#Opti ona
menmory_in_gbs = 48.0
ocpus = 4.0

Optional step to add more nodes to the cluster (by default 2 worker nodes are created), modify
ven. tf to add worker subnets:

nwon

resource "oci_core_subnet
availability_domain =
data.oci _identity_availability_domains. ADs. avail ability_domai ns[ 2] ["name"]

oke- subnet - wor ker - 3" {

ci dr_bl ock = "${var.ven_cidr_prefix}.12.0/ 24"

di spl ay_nane = "${var. cl uster_name}- Wrker Subnet 03"
dns_| abel = "workers03"

conpartment _id = var. conpartment _ocid

ven_id = oci _core_virtual _network.oke-vcn.id

security_list_ids

route_table_id
ven. default _route_table id

dhcp_options_id oci _core_virtual _network. oke-
ven. defaul t _dhcp_options_id

}

[oci _core_security |ist.oke-worker-security-list.id]
oci _core_virtual _network. oke-

I o Il

Add the corresponding egress_security rules and ingress_security_rules for the worker
subnets:

egress_security_rules {
destination = "${var.vcn_cidr_prefix}.12.0/24"
pr ot ocol "all"
statel ess true

ingress_security rules {
stateless = true
pr ot ocol "al "
source "${var.vcn_cidr_prefix}.12.0/ 24"

Modify node- pool . tf subnet_ids to add new worker subnets to the pool.

subnet ids = [oci_core_subnet. oke-subnet-worker-1.id, oci_core_subnet. oke-
subnet - wor ker-2.id,
oci _core_subnet. oke- subnet - worker-3.id]

To run the script, use the command:

$ kuber net es/ oke/ sanpl es/ opent of u/ oke. creat e. sh oci . props

The script collects the values from oci.props file and performs the following steps:
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* Creates a new tfvars file based on the values from the provided oci . pr ops file.

* Downloads and installs all needed binaries for OpenTofu, OpenTofu OCI Provider, based
on OS system (macOS or Linux).

* Applies the configuration, creates OKE Cluster using OpenTofu and generates kubeconfig
file based on the okecl ust er nane property defined in oci . pr ops file.

Output of the oke.create.sh script If there are errors in the configuration, output is as follows:

If you ever set or change nodul es or backend configuration for tofu,
rerun this command to reinitialize your working directory. If you forget,

ot her

commands will detect it and remnd you to do so if necessary.
\ u2577

\u2502 Error: Reference to undeclared resource

\ u2502

\u2502 on node-pool .tf line 12, in resource "oci _containerengi ne_node_poo
"fnw_node_pool "

\u2502 12: subnet ids = [oci _core_subnet. oke-subnet-worker-1.id,

oci _core_subnet. oke-subnet-worker-2.id, oci_core_subnet. oke-subnet -

wor ker-3.id, oci_core_subnet.oke-subnet-worker-4.id, oci_core_subnet. oke-
subnet - wor ker - 5. i d]

\ u2502

\u2502 A managed resource "oci _core_subnet
been declared in the root nodul e

\u2575

\u2577

\u2502 Error: Reference to undeclared resource

\ u2502

\u2502 on node-pool .tf line 12, in resource "oci _containerengi ne_node_poo
"fnw_node_pool "

\u2502 12: subnet ids = [oci _core_subnet. oke-subnet-worker-1.id,

oci _core_subnet. oke-subnet-worker-2.id, oci_core_subnet. oke-subnet-

wor ker-3.id, oci_core_subnet.oke-subnet-worker-4.id, oci_core_subnet. oke-
subnet - wor ker - 5. i d]

\ u2502

\u2502 A managed resource "oci _core_subnet
been declared in the root nodul e

\u2575

oke- subnet - wor ker -5" has not

oke- subnet - wor ker -5" has not

If the cluster is created successfully, the following output displays:

cluster_id = "ocidl.cluster.ocl. phx. axxxxxxx. .. .. jlxa"
fmwl_export _path = "/fmal"

frwl_fs_ocid = "ocidl.fil esystem ocl. phx. aaaxxxxxx. ...fuzaaaaa"
fmv2_export _path = "/fm2"

fmv2_fs_ocid = "ocidl.fil esystem ocl. phx. aaaaxxxxx. ...XXXxxxxaaaa"

fmw_nount _target _ip = "10.1.11.43"

Confirmaccess to cluster...

Not Ready

echo '[ERROR] Sonme Nodes in the Cluster are not in the Ready Status , sleep
10s nore ...

Status is Ready Iter [1/100]

- able to access cluster

okecluster6 cluster is up and running

Oracle SOA Suite on Kubernetes
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To access the cluster, set the KUBECONFIG environment variable or use the --kubeconfig
option with the kubeconfig file generated based on the okeclustername property defined in
oci.props file. For example: okeclustername6_kubeconfig

$ kubect| get nodes --kubeconfig=okecl uster6_kubeconfig
NANVE STATUS ROLES AGE VERSI ON
10.1.10.2 Ready node 2d1lh  v1.29.1

10.1.11.3 Ready node 2d1lh  v1.29.1

To add new nodes to the cluster after its created, make changes in ven.tf and node-pool.tf files
and run the below commands.

${tofu.installdir}/tofu plan -var-file=<tfvars.filenane>
${tofu.installdir}/tofu apply -var-file=<tfvars.filename>

To delete the cluster, run oke.delete.sh script. It reads the oci.props file from the current
directory and deletes the cluster.

$ kuber net es/ oke/ sanpl es/ opent of u/ oke. del et e. sh oci . props

Deploy SOA on a OKE cluster using Helmfile
Refer to OracleSOASuite/helm-charts’README.md for detailed instructions.
OCI NFS volume static provisioning

For SOA usage, the file system can be directly referenced in the values.yaml file under the
domain.storage section. Example:

st orage:
capacity: 10G
reclainPolicy: Retain

type: nfs
path: /fmwl  #Export Path
nfs:

server: 10.0.10.156 #Munt Target |P Address

For DB usage, here is an example of persistent volume(PV) definition using a File System(FS)
and a Mount target IP:

api Version: vl
ki nd: Persi stent Vol une

met adat a:
name: fm2-pv-db
spec:
capacity:
storage: 10G
accesshMdes:
- ReadWiteOnce
per si st ent Vol uneRecl ai nPol i cy: Retain
csi:

driver: fss.csi.oraclecloud.com
vol umeHandl e: "<QCI D of the file systenp:<Mount Target |P Address>:/
<Export Path>"
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Update the values.yaml file under oracledb.persistence section to use the created PV as a
volume. For example:

persi st ence:
st oraged ass:
size: 10G
accesshWbde: "ReadWiteOnce"
vol umeNane: "fm2-pv-db"

@® Note

e Example volumeHandle in the above configuration file :

vol umeHandl e: "oci d1. fil esystem ocl. phx. aaaaanoxxxxx. ... aaaa: 10. 0. 10.
156: / f m2"

*  Obtain the vol uneHandl e details from the console output after the cluster is
created successfully.

e Whenever a mount target is provisioned in OCI, the Reported Size (G B) values
are very large. This is visible on the mount target page when logged in to the OCI
console. Applications will fail to install if the results of a space requirements check
show too much available disk space. So in the OCI Console, click the little "Pencil"
icon besides the Reported Size parameter of the Mount Target to specify, in
gigabytes (GiB), the maximum capacity reported by file systems exported through
this mount target. This setting does not limit the actual amount of data you can
store. See here for setting a File System's Reported Size.

OpenTofu for Oracle Cloud Native Environment

This repository is the top level for a modularized method for deploying OCNE and its sub-
components into OCI using OpenTofu. Each sub-module focuses on a specific portion of an
OCNE deployment and allows users to select specific configurations to deploy.

This module helps you to create the following resources:

OCNE API Server: The OCNE API Server orchestrates OCNE agents running on Control
Plane and Worker nodes to perform installation of Kubernetes and other OCNE modules.

Control Plane Nodes: The compute instances for the Control Plane Nodes of the
Kubernetes cluster.

Worker Nodes: The compute instances for the Worker Nodes of the Kubernetes cluster.

Mount target: A mount target and two file systems using FSS for persistent volume (PV)
usage: one for the domain home and the other for the database volume.

Bastion Server: A Bastion server acts as a secure gateway for accessing private machines
in a network.

High-Level Deployment Options

This module supports several out-of-the-box common deployment scenarios. These scenarios
are listed here to avoid having to duplicated them in each of the relevant module descriptions
below:

OCNE API Server on a dedicated compute instance.
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* Passing in a default network to build the deployment.

» Allowing these modules to create and configure a new network.

* Use OpenSSL to generate and distribute certificates to each node.

Prerequisites

To use these OpenTofu scripts, ensure that you maintain the following:

e An existing tenancy with enough compute and networking resources available for the

desired cluster.

* Identity and Access Management policy in place within that tenancy to allow the OCI

Container Engine for Kubernetes service to manage tenancy resources.

« User defined within that tenancy.

e An API key defined for use with the OCI API, as documented here.

e SSH key pair for configuring SSH access to the nodes in the cluster.

e Download, install, and configure OCI CLI for use. See here for the installation instructions.

Overview of terraform.tfvars.template file variables

Name

Description

tenancy_id

The OCID of your tenancy. To get the value, see
Where to Get the Tenancy's OCID and User's
OCID.

compartment_id

The OCID of the compartment.

user_id The OCID of the user that is used by OpenTofu to
create OCI resources. To get the value, see Where
to Get the Tenancy's OCID and User's OCID.

fingerprint Fingerprint for the key pair. To get the value, see

How to Get the Key's Fingerprint.

api_private_key_path

The path to the private key used by the OCI user to
authenticate with OCI APIs. For details on how to
create and configure keys see How to Generate an
API Signing Key and How to Upload the Public

Key.

region

The OCI region where resources are created. To
get the value, See Regions and Availability
Domains.

availability_domain_id

The ID of the availability domain inside the r egi on
to create the deployment.

prefix

A unique prefix to attach to the name of all OCNE
resources that are created as a part of the
deployment.

ssh_private_key_path

The SSH private key path that goes with the SSH
public key that is used when accessing compute
resources that are created as part of this
deployment. To generate the keys, see Generating
an SSH Key Pair for Oracle Compute Cloud
Service Instances.

ssh_public_key path

The SSH public key path to use when configuring
access to any compute resources created as part
of this deployment. To generate the keys, see
Generating an SSH Key Pair for Oracle Compute
Cloud Service Instances.
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Name Description

control_plane_node_count The number of Kubernetes control plane nodes to
deploy. To view the recommended worker node
count, see Kubernetes High Availability
Requirements.

worker_node_count The number of Kubernetes worker nodes to deploy.
To view the recommended worker node count, see
Kubernetes High Availability Requirements.

0s_version The version of Oracle Linux to use as the base
image for all compute resources that are part of
this deployment.

environment_name The name of the OCNE Environment that is
created by this module to deploy module instances
into. For more details, see Creating an
Environment.

kubernetes_name The name of the instance of the OCNE Kubernetes
module that is installed as part of this deployment.
For more details, see Creating a Kubernetes
Module.

ocne_version The version and release of OCNE to deploy. For
more details on the versions, see OCNE Release
Notes. To install the latest patch version of
<maj or . m nor >, please set the value to
<maj or . m nor > or set the value to
<maj or . m nor . pat ch> to install a specific patch
version.

config_file_path The path to the OCNE configuration file. For more
details on the configuration file, see OCNE

configuration file.

Deploying Environment

Refer Set up the Code Repository to Deploy Oracle SOA Suite Domains and set up the
deployment scripts.

Copy the provided oci . props. t enpl at e file available at $WORKDI R/ ocne/ sanpl es/ opent of u to
oci . props and add all the required values:

To run the script, use the command:

$ $WORKDI R/ ocne/ sanpl es/ opent of u/ ocne. creat e. sh oci . props

The script collects the values from oci . pr ops file and performs the following steps:

* Creates a new tfvars file based on the values from the provided oci . pr ops file.
* Downloads and installs all the necessary binaries for OpenTofu, yq and jq tools.

* Applies the configuration, creates OCNE environment using OpenTofu, and generates
kubeconfig file.

If the OCNE environment is created successfully, the following output is displayed by
ocne. create. sh

api _private_key path = "/home/userl/.oci/oci_api_key. pent
api server_ip = "10.0.0.33"
availability_domain_id = "PJzM PHX- AD- 2"
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bastion_private key path = "/honme/userl/.ssh/id rsa"
bastion_public_ip = "129. xxx. XXX. Xx"
bastion_user = "opc"

conpartnent _id = "ocidl. conpartnent.ocl..aaaaaaaaq6Xxxxxxxx. .

config_file_path =
container_registry = "container-registry.oracle.com ol cne"
control _plane_node _count =1

control _plane_nodes = tolist(]

"10.0. 0. 155",
D
envi ronnent _name = "nyenvironment"
extra cas = tolist([])
fingerprint = "a6:c8: xx: xx: xx: Xx..: XX"

fmwl_export _path = "/fmad"

frwl_fs_ocid = "ocidl.fil esystem ocl. phx. aaaaaaaaaaj 7vXXXXxx. .. aa

fmv2_export _path = "/fm2"
fm2_fs ocid = "ocidl. fil esystem ocl. phx. aaaaaaaaaaxXxxxxx.
freeformtags = tomap({})
i mage_ocid = "ocidl.imge. ocl. phx. aaaaaaaahgr SXxXxxx. . . cq
i nstance_shape = tomap({

"menory" = "32"

"ocpus" = "2"

"shape" = "VM St andard. E4. Fl ex"
})
key ocid = ""

kube_api server _endpoint_ip = "10.0.0. 207"
kube_api server _port = "6443"
kube_api server _virtual _ip =
kubernetes_name = "nycl uster"

| oad_bal ancer _ip = "10.0.0. 207"

| oad_bal ancer _policy = "LEAST_CONNECTI ONS'
| oad_bal ancer _shape = tomap({

"f1ex_nax" = "50"
"flex_nin" = "10"
"shape" = "flexibl e"

)
mount target ip = "10.0.0.128"

ocne_secret _name = "vkl-ocne_keys
ocne vault client_token = ""
ocne_version = "1.9"

os_version = "8"

prefix = "vk1"

provi sion_mde = " OCNE"

provi sion_modes_map = {

"provision_node_infrastucture" = "Infrastructure"
"provision_node_ocne" = "OCNE"

}

prOXy = nn

regi on = "us-phoeni x- 1"

secret _name = "vkl-vault_keys"

ssh_private_key path = "/home/userl/.ssh/id_rsa"

st andal one_api _server = true

subnet _id = "oci dl. subnet. ocl. phx. aaaaaaaas77xxXXXXxX. . . Wg

tenancy_id = "ocidl.tenancy. ocl..aaaaaaaxxxxx. ... .. bnf fg"
use vault = false
user_id = "ocidl.user.ocl..aaaaaaxxxxxxx. .. .. sya"
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vaul t _ha_storage_bucket =
vaul t _instances = []
vaul t _namespace = ""
vault _ocid =""
vault_pool size =1
vaul t _storage_bucket =

vaul t _uri =""
vault _version = "1.3.4"
ven_id = "oci d1. ven. ocl. phx. amaaaaaxxxxxx. . . . kq"

wor ker _node_count = 1
wor ker _nodes = [
"10.0.0. 76",
]
yumrepo_url = "http://yum oracle.conl repo/ O acl eLi nux/ OL8/ ol cnel6/ x86_64"
kubeconfig file successfully created in /hone/userl/ocne_env/ opent of u.

To delete the OCNE environment, run the ocne. del et e. sh script. It reads the oci . pr ops file
from the current directory and deletes the cluster.

$ $WORKDI R/ ocne/ sanpl es/ opent of u/ ocne. del et e. sh oci . props

Installing the Oracle Cloud Infrastructure Cloud Controller Manager Module(OCI-CCM) in
an OCNE environment configured using Tofu

The Oracle Cloud Infrastructure Cloud Controller Manager module is used to provision Oracle
Cloud Infrastructure storage. See here for detailed installation steps.

Create an Oracle Cloud Infrastructure Cloud Controller Manager module and associate it with
the Kubernetes module named mycluster using the - - oci - ccm kuber net es- modul e option. In
this example, the Oracle Cloud Infrastructure Cloud Controller Manager module is named

myoci .

After successfully creating the OCNE environment using Tofu configurations, you can retrieve
the vcn and subnet details from the console output. Log in to the platform API server node
(OCNE Operator node) and perform these steps. For example:

Once you've successfully created the OCNE environment using Tofu configurations, you can
obtain the vcn and subnet details from the console output. Alternatively, you can run tofu and
get the vcn and subnet IDs from the tofu output. Next, log in to the platform API server node

(OCNE Operator node) and follow these steps. For example:

# The path to the node certificate(lP refers to the operator/platform API
server node).
export OLCNE_SM CA PATH=/ home/ opc/ . ol cne/ certificates/10.0.0.137\:8091/ca. cert

# The path to the Certificate Authority certificate.
export OLCNE_SM CERT_PATH=/ hone/ opc/ .ol cne/certificates/10.0.0. 137\: 8091/
node. cert

# The path to the key for the node's certificate.
export OLCNE_SM KEY_PATH=/ home/ opc/ . ol cne/ certificates/10.0.0.137\:8091/
node. key

ol cnect| nodule create \
--envi ronnent - nane nyenvi ronnent \
--nodul e oci-ccm\

Oracle SOA Suite on Kubernetes

F99931-08

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 16 of 44


https://docs.oracle.com/en/operating-systems/olcne/1.9/ociccm/install.html#oci-install

ORACLE

Chapter 4
Prepare Your Environment

--name nyoci \

--oci -ccm kuber net es- modul e mycl uster \

--oci-region us-ashburn-1\

--0ci -tenancy ocidl.tenancy.ocl..unique_|ID\

--oci -compartment oci dl. conpartment.ocl..unique_ID\
--oci-user ocidl.user.ocl..unique_ID\
--oci-fingerprint b5:52:... \

--oci-private-key-file /hone/opc/.oci/oci_api_key. pem\
--oci-ven ocidl.ven.ocl..unique_ID\

--0Ci - b-subnet1 ocidl. subnet.ocl..unique_ID

Use the olcnectl module install command to install the Oracle Cloud Infrastructure Cloud
Controller Manager module. For example:

ol cnectl nodule install \
--envi ronnent - nane nyenvi ronnent \
--name nyoci

Verify the Oracle Cloud Infrastructure Cloud Controller Manager module is deployed using the
olcnectl module instances. For example:

ol cnect! nodul e instances \
--envi ronnent - name nyenvi r onnment

| NSTANCE MODULE STATE

10. 0. 0. 24: 8090 node installed
10. 0. 0. 199: 8090 node installed
mycl ust er kuber net es installed
myoci oci -ccm installed

[ opc@k- api - server-001 ~]$ kubect| get nodes --
kubeconfi g=kubeconfi g. myenvi ronnent . nycl ust er

NAMVE STATUS  ROLES AGE  VERSI ON
vk-control -pl ane-001  Ready control-plane 17m v1.29.3+3.el8
vk-wor ker - 001 Ready <none> 17m v1.29.3+3.el 8

Using Object Storage for State Files

Using Object Storage statefile requires that you create an AWS S3 Compatible API Key on
OCI. This can be done from both the OCI Ul and CLI. For more details visit Using Object
Storage for State Files. To get started, rename st at e_backend. t f . exanpl e to
state_backend. tf and fill out the appropriate variables. Variable definitions for the S3
Backend can be found in the OpenTofu S3 Backend Documentation.

Deploying SOA on a OCNE cluster using Helmfile
Refer to OracleSOASuite/helm-charts/README.md for detailed instructions.

OCI NFS Volume Static Provisioning:
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For SOA usage, the file system can be directly referenced in the values.yaml file under the
domain.storage section. Example:

st orage:
capacity: 10G
reclainPolicy: Retain

type: nfs
path: /fmwl  #Export Path
nfs:

server: 10.0.10.156 #Munt Target |P Address

For DB usage, here is an example of persistent volume(PV) definition using a File System(FS)
and a Mount target IP:

api Version: vl
ki nd: Persi stent Vol ume
met adat a
nanme: fma2-pv-db
spec:
capacity:
storage: 10G
accesshbdes
- ReadWiteOnce
persi st ent Vol uneRecl ai nPol i cy: Retain
csi
driver: fss.csi.oraclecloud.com
vol umeHandl e: "<OCID of the file systenp: <Mount Target |P Address>:/
<Export Path>"

Update the values.yaml file under oracledb.persistence section to use the created PV as a
volume. Example:

persi st ence:
st oraged ass:
size: 10G
accessMde: "ReadWiteOnce"
vol umeNane: "fm2- pv-db"
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@® Note

Install Helm

Example volumeHandle in the above config file:

vol uneHand! e:
"ocidl.filesystem ocl. phx. aaaaanoxxxxx. ... aaaa: 10. 0. 10. 156: / f m2"

Obtain the vol umeHandl e details from the console output after the cluster is
created successfully.

Whenever a mount target is provisioned in OCI, its Reported Size (GiB) values are
very large. This is visible on the mount target page when logged in to the OCI
console. Applications will fail to install if the results of a space requirements check
show too much available disk space. So in the OCI Console, click the little "Pencil"
icon besides the Reported Size parameter of the Mount Target to specify, in
gigabytes (GiB), the maximum capacity reported by file systems exported through
this mount target. This setting does not limit the actual amount of data you can
store. See here for setting a File System's Reported Size.

The operator uses Helm to create and deploy the necessary resources and then run the
operator in a Kubernetes cluster. For Helm installation and usage information, see here.

Pull images from Oracle Container Registry

Obtain the required access to pull images from Oracle Container Registry.

1. For first time users, to pull an image from the Oracle Container Registry, havigate to
https://container-reqistry.oracle.com and log in using the Oracle Single Sign-On (SSO)

authentication service. If you do not already have an SSO account, you can create an
Oracle Account here. Use the web interface to accept the Oracle Standard Terms and
Restrictions for the Oracle software images that you intend to deploy. Your acceptance of
these terms are stored in a database that links the software images to your Oracle Single
Sign-On login credentials.

2. To verify the access, log in to the Oracle Container Registry (container-registry.oracle.com)
from your Podman or Docker client and pull the image.

podman | ogin container-registry.oracle.com
podman pul | <container-registry.oracle.conf....>

Set up the Code Repository to Deploy Oracle SOA Suite Domains

Oracle SOA Suite domain deployment on Kubernetes leverages the WebLogic Kubernetes
Operator infrastructure.

To deploy an Oracle SOA Suite domain, you must set up the deployment scripts.
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Create a working directory to set up the source code:

$ mkdi r $HOVE/ soa_14.1.2
$ cd $HOVE/ soa_14.1.2

Download the WebLogic Kubernetes Operator source code and Oracle SOA Suite
Kubernetes deployment scripts from the SOA repository. Required artifacts are available at
OracleSOASuite/kubernetes.

$ git clone https://github.com oracl e/ f mw kubernetes. git
$ export WORKDI R=$HOVE/ soa_14. 1. 2/ f mw kuber net es/ Or acl eSQASui t e/ kuber net es

Obtain the Oracle SOA Suite Docker Image

The Oracle SOA Suite image is prebuilt by Oracle for 14.1.2.0.0. The Oracle Container
Registry hosts container images based on both Oracle Linux 8 (0l8) and 9 (ol9) for both JDK
17 and JDK 21. These are the only images supported for production deployments.

@® Note

The default Oracle SOA Suite image name used for Oracle SOA Suite domains
deployment is soasui t e: r el ease- ver si on. The image obtained must be tagged
accordingly using the podman tag command. If you want to use a different name for
the image, make sure to update the new image tag name in the cr eat e- domai n-

i nputs. yanl file and also in other instances where the soasui t e: rel ease-versi on
image name is used.

Obtain the Oracle SOA Suite images by downloading from the Oracle Container Registry.

1.

Log in to Oracle Container Registry, navigate to Middleware > soasuite for base image or
navigate to Middleware > soasuite_cpu for latest cpu patched image, and accept the
license agreement if not already done.

Log in to the Oracle Container Registry (container-registry.oracle.com) from your podman:

$ podman | ogin container-registry.oracle.com
Pull the required image by performing any one of the following:

®  Pull the required base image. For example:

podman pul | container-registry.oracle.com m ddl eware/ soasuite: 14. 1. 2. 0-
<j dk17 or jdk21>-<o0l 8 or
ol 9>-<tag>

®  Pull the required cpu patched image. For example:

podman pul | container-registry.oracle.con nm ddl eware/soasuite cpu: 14. 1. 2. 0-
<j dk17 or jdk21>-<ol 8 or
ol 9>- <t ag>
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Install the WebLogic Kubernetes Operator

The WebLogic Kubernetes Operator supports the deployment of Oracle SOA Suite domains in
the Kubernetes environment.

Follow the steps in this document to install the operator.

Optionally, you can follow these steps to send the contents of the operator’s logs to
Elasticsearch.

In the following example commands to install the WebLogic Kubernetes Operator, opns is the
namespace and op- sa is the service account created for the operator:

kubect| create namespace opns

kubect| create serviceaccount -n opns op-sa

hel m repo add webl ogi c-operator https://oracle.github.iol/webl ogic-kubernet es-
operator/charts --force-update

hel minstall webl ogi c- kubernet es-operat or webl ogi c- operat or/ webl ogi c-
operator --version 4.2.19 --nanespace opns --set serviceAccount=op-sa --set
"javaLoggi ngLevel =FI NE" --wai t

This Helm release deploys the operator with the default behavior of managing Oracle SOA
Suite domains in all Kubernetes hamespaces with the label webl ogi c- oper at or =enabl ed.

Prepare the environment for Oracle SOA Suite domains

Create a namespace for an Oracle SOA Suite domain

Create a Kubernetes namespace (for example, soans) for the domain unless you intend to use
the default namespace. Label the namespace with weblogic-operator=enabled to manage the
domain. Use the new namespace in the remaining steps in this section.

$ kubect| create nanespace soans
$ kubect! |abel namespace soans webl ogi c- oper at or =enabl ed

Create a persistent storage for an Oracle SOA Suite domain

In the Kubernetes namespace you created, create the PV and PVC for the domain by running
the create-pv-pvc.sh script. Follow the instructions for using the script to create a dedicated PV
and PVC for the Oracle SOA Suite domain.

1. Review the configuration parameters for PV creation here. Based on your requirements,
update the values in the create-pv-pvc-inputs.yaml file located at ${WORKDIR}/create-
weblogic-domain-pv-pvc/. Sample configuration parameter values for an Oracle SOA Suite
domain are:

e baseName: domai n

¢ domainUID: soai nfra

° namespace: soans

e weblogicDomainStorageType: HOST_PATH

« weblogicDomainStoragePath: / scrat ch/ k8s_di r/ SOA
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Ensure that the path for the weblogicDomainStoragePath property exists and have the
ownership for 1000:0. If not, you need to create it as follows:

$ sudo nkdir /scratch/k8s_dir/SCA
$ sudo chown -R 1000: 0 /scratch/k8s_dir/ SOA

Run the create-pv-pvc.sh script:

$ cd ${WORKDI R}/ cr eat e- webl ogi c- domai n- pv- pvc
$ ./create-pv-pvc.sh -i create-pv-pvc-inputs.yam -o output_soainfra

The create-pv-pvc.sh script will create a subdirectory pv-pvcs under the given /path/to/
output-directory directory and creates two YAML configuration files for PV and PVC. Apply
these two YAML files to create the PV and PVC Kubernetes resources using the kubectl
create -f command:

$ kubect| create -f output_soainfra/pv-pvcs/ soai nfra-domai n-pv. yam
$ kubect| create -f output_soainfral/ pv-pvcs/ soainfra-domain-pvc. yan

The Oracle SOA Suite image prebuilt by Oracle has an Oracle user with UID 1000 with the
default group set to root. To ensure that the webl ogi cDonai nSt or agePat h path has
ownership of 1000: 0, you can refer the pv-pvc-helper.sh utility script. The script is provided
as part of the lifecycle scripts to change the ownership and permissions of the shared
directory on the persistent storage.

For example, you can change the ownership and permissions of

webl ogi cDonai nSt or agePat h for the created PVC soai nf r a- donmai n- pvc in soans domain
namespace using the following steps:

a. Launch the helper pod with the PVC soai nf r a- domai n- pvc in soans namespace and
mount path / shar ed:

$ pv-pvc-hel per.sh -n soans -c¢ soai nfra-domai n-pvc -m/shared -r

b. After the helper pod is created, use the following command to get a shell to the running
pod container:

$ kubect| -n soans exec -it pvhel per — /bin/sh

c. After you get a shell to the running pod container, change the directory to / shar ed, and
you can change the ownership or permissions using the appropriate chown or chmod
commands. For example:

$ chown 1000:0 /shared/. && find /shared/. -maxdepth 1 ! -nane
".snapshot' ! -name '.' -print0 | xargs -r -0 chown -R 1000:0

Create a Kubernetes secret with domain credentials

Create the Kubernetes secrets user nane and passwor d of the administrative account in the
same Kubernetes namespace as the domain:

$ cd ${WORKDI R}/ cr eat e- webl ogi c- donai n-credential s
$ ./create-webl ogic-credentials.sh -u weblogic -p Wlconel -n soans -d
soainfra -s soainfra-domain-credentials

For more details, see this document..
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You can check the secret with the

kubect| get secret

command.

For example:

$ kubect| get secret soainfra-domain-credentials -o yanl -n soans
api Version: vl
dat a:
password: T3JhZ®j X2Ri Mx¥=
sys_password: T3JhZ®j X2Ri M=
sys_usernane: c3lz
user nane: UO9BMXE=
kind: Secret
met adat a:
creationTi nestanp: "2020-06-25T14: 08: 162"
| abel s:
webl ogi ¢. domai nNane: soainfra
webl ogi ¢. domai nUI D: soai nfra
managedFi el ds:
- api Version: vl
fieldsType: FieldsVl
fieldsVvi:
f:data:
o {d
f:password: {}
f:sys_password: {}
f:sys_usernane: {}
f:usernanme: {}

f: net adat a:
f:labels:
o A{}

f:webl ogi c. domai nName: {}
f:webl ogi c. domai nUID: {}
frtype: {}
manager: kubect |
operation: Update
time: "2020-06-25T14: 08: 162"
name: soainfra-rcu-credentials
namespace: soans
resour ceVersion: "265386"
sel fLink: [api/vl/ namespaces/soans/ secrets/soainfra-rcu-credentials
ui d: 2d93941c- 656b- 43a4- 8af 2- 78ca8be0f 293

type: QOpaque

Create a Kubernetes secret with the RCU credentials

You also need to create a Kubernetes secret containing the credentials for the database
schemas. When you create your domain, it will obtain the RCU credentials from this secret.
Use the provided sample script to create the secret:

$ cd ${WORKDI R}/ create-rcu-credentials
$ ./create-rcu-credentials.sh\
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-u SOAL \

-p Oradoc_dbl \

-a sys \

Oradoc_dbl \

soainfra \

-n soans \

-s soainfra-rcu-credentials

The parameter values are:

e -u username for schema owner (regular user), required.
e -p password for schema owner (regular user), required.
e -ausername for SYSDBA user, required.

e -q password for SYSDBA user, required.

e -d domainUID. Example: soainfra

e -n namespace. Example: soans

e -s secretName. Example: soainfra-rcu-credentials

You can confirm the secret was created as expected with the

kubect!| get secret

command.

For example:

$ kubect| get secret soainfra-rcu-credentials -o yam -n soans
api Version: vl
data
password: T3JhZ®j X2Ri MxE=
sys_password: T3JhZ®j X2Ri M=
sys_usernane: c3lz
usernane: U09BMQ==
kind: Secret
met adat a:
creationTi nestanp: "2020-06-25T14: 08: 162"
| abel s:
webl ogi ¢. domai nNane: soainfra
webl ogi ¢. domai nUI D: soai nfra
managedFi el ds:
- api Version: vl
fieldsType: FieldsVl
fieldsvi
f:data:
o {d
:password: {}
. sys_password: {}
. sys_usernane: {}
;username: {}
f: met adat a:
f:labels:
{3}

f:webl ogi c. domai nNane: {}

— —h —h —h
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f:webl ogi c. domai nUID: {}
frtype: {}

manager: kubect

operation: Update

time: "2020-06-25T14:08: 162"
name: soainfra-rcu-credentials
namespace: soans
resour ceVersion: "265386"
sel fLink: [api/vl/ namespaces/ soans/ secrets/soai nfra-rcu-credentials
ui d: 2d93941c- 656b- 43a4- 8af 2- 78ca8be0f 293

type: QOpaque

Create Oracle database

Oracle SOA Suite domains require a database with the necessary schemas installed in them.
The Repository Creation Utility (RCU) allows you to create those schemas. You must set up
the database before you create your domain. There are no additional requirements added by
running Oracle SOA Suite in Kubernetes; the same existing requirements apply.

Refer here to create Single Instance Container Database managed by Oracle Database
Operator.

Once you have the required database created or have the access details, continue with next
steps to set up the necessary schemas in your database.

Run the Repository Creation Utility to set up your database schemas
Create schemas

The RCU pod requires that you create a secret in the same namespace as the RCU pod that
contains the database’s SYSDBA username and password in its sys_username and
sys_password fields, and also contains a password of your choice for RCU schemas in its
password field.

For example:

kubect! -n default create secret generic oracle-rcu-secret \
--fromliteral =" sys_usernane=sys' \
--fromliteral =" sys_password=MY_SYS _PASSWORD \
--fromliteral =" passwor d=MY_RCU_SCHEMA PASSWORD

To create the database schemas for Oracle SOA Suite, run the create-rcu-schema.sh script.

For example:

cd ${WORKDI R}/ creat e-rcu-schena
.lcreate-rcu-schema.sh -h
usage: ./create-rcu-schema.sh -s <schemaPrefix> [-t <schemaType>] [-d
<dburl>] [-n <namespace>] [-c <credential sSecretNane>] [-p <docker-store>] |-
i <inmage>] [-u <imagePullPolicy>] [-0 <rcuQutputDir>] [-r <custonVariabl es>]
[-] <timeoutLinmt>] [-b <databaseType>] [-e <edition>] [-h]
-s RCU Schema Prefix (required)
-t RCU Schema Type (optional)
(supported val ues: osb, soa, soaosh, default: soa)
-d RCU Oracl e Database URL (optional)
(default: oracle-db.default.svc.cluster.local: 1521/ devpdb. k8s)
-n Namespace for RCU pod (optional)
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(default: default)
-c Name of credentials secret (optional).
(default: oracle-rcu-secret)
Must contain SYSDBA usernane at key 'sys_usernang',
SYSDBA password at key 'sys password',
and RCU schema owner password at key 'password'
-p Oracl eSOASuite | magePul | Secret (optional)
(default: none)
-i Oracl eSOASuite | mage (optional)
(default: soasuite:rel ease-version)
-u Oracl eSOASuite I magePul | Policy (optional)
(default: IfNotPresent)
-0 Qutput directory for the generated YAML file. (optional)
(default: rcuoutput)
-r Comme- separated customvariables in the format variabl enane=val ue
(optional).
(default: none)
-l Timeout limt in seconds. (optional).
(default: 300)
-b Type of database to which you are connecting (optional). Supported
val ues: ORACLE, EBR
(default: ORACLE)
-e The edition name. This paraneter is only valid if you specify type of
dat abase (-b) as EBR (optional).
(defaul t: ' ORA$BASE')
-h Help

NOTE: The ¢, p, i, u, and o arguments are ignored if an rcu pod is already
running in the namespace.

./ create-rcu-schema. sh \
-s SOAL \
-t soaosb \
-d oracle-db.default.svc.cluster.local: 1521/ devpdb. k8s \
-n default \
-c oracle-rcu-secret \
-b EBR\
-i soasuite:rel ease-version \
-1 SOA PROFI LE_TYPE=SMALL, HEALTHCARE | NTEGRATI ON=NO

For Oracle SOA Suite domains, the create-rcu-schema.sh script supports:

- domain types: soa, osh, and soaosh. You must specify one of these using the -t flag.

e Type of database to which you are connecting: ORACLE, EBR. You can specify one of
these using -b flag. Default is ORACLE. Use EBR for 14.1.2.

*  For Oracle SOA Suite you must specify the Oracle SOA schema profile type using the -r
flag. For example, -r SOA PROFI LE TYPE=SMALL. Supported values for SOA PROFI LE_TYPE
are SMALL, MED, and LARGE.
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@® Note

To use the LARGE schema profile type, make sure that the partitioning feature is
enabled in the Oracle Database.

Make sure that you maintain the association between the database schemas and the matching
domain just like you did in a non-Kubernetes environment. There is no specific functionality
provided to help with this.

Drop schemas
If you want to drop a schema, you can use the drop-rcu-schema.sh script.

For example:

cd ${WORKDI R}/ cr eat e-r cu- schena

./ drop-rcu-schena.sh -h
usage: ./drop-rcu-schema.sh -s <schemaPrefix> [-t <schemaType>] [-d <dburl >]
[-n <namespace>] [-c <credential sSecret Name>] [-p <docker-store>] [-
<image>] [-u <imagePullPolicy>] [-0 <rcuQutputDir>] [-r <custonVariables>] [-
b <dat abaseType>] [-e <edition>] [-h]
-s RCU Schema Prefix (required)
-t RCU Schema Type (optional)
(supported val ues: osb, soa, soaosh, default: soa)
-d RCU Oracl e Database URL (optional)
(default: oracle-db.default.svc.cluster.local: 1521/ devpdb. k8s)
-n Namespace for RCU pod (optional)
(default: default)
-c Name of credentials secret (optional).
(default: oracle-rcu-secret)
Mist contain SYSDBA usernane at key 'sys_usernane',
SYSDBA password at key 'sys_password',
and RCU schema owner password at key 'password’
-p Oracl eSOASuite I magePul | Secret (optional)
(default: none)
-i Oracl eSOASuite I nmage (optional)
(default: soasuite:rel ease-version)
-u Oracl eSOASuite I magePul | Policy (optional)
(default: 1fNotPresent)
-0 Qutput directory for the generated YAML file. (optional)
(default: rcuoutput)
-r Conmma- separated customvariables in the format variabl enane=val ue
(optional).
(default: none)
-b Type of database to which you are connecting (optional). Supported
val ues: ORACLE, EBR
(default: ORACLE)
-e The edition nanme. This parameter is only valid if you specify type of
dat abase (-b) as EBR (optional).
(defaul t: ' ORA$BASE')
-h Help

NOTE: The ¢, p, i, u, and o arguments are ignored if an rcu pod is already
running in the namespace.
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.Idrop-rcu-schema. sh \
-s SOAL \
-t soaosb \
-d oracle-db.default.svc.cluster.local: 1521/ devpdb. k8s \
-n default \
-c oracle-rcu-secret \
-b EBR\
-1 SOA PROFI LE_TYPE=SMALL, HEALTHCARE | NTEGRATI ON=NO

For Oracle SOA Suite domains, the drop-rcu-schema.sh script supports:

- Domain types: soa, osb, and soaosb. You must specify one of these using the -t flag.

e Type of database to which you are connecting: ORACLE, EBR. You can specify one of
these using -b flag. Default is ORACLE. Use EBR for 14.1.2.

e For Oracle SOA Suite, you must specify the Oracle SOA schema profile type using the -r
flag. For example, -r SOA_PROFILE_TYPE=SMALL. Supported values for
SOA_PROFILE_TYPE are SMALL, MED, and LARGE.

Create an Oracle SOA Suite domain

Now that you have your Docker images and you have created your RCU schemas, you are
ready to create your domain.

To continue, follow the instructions in Create Oracle SOA Suite domains.

Create Oracle SOA Suite Domains Manually

The SOA deployment scripts demonstrate the creation of an Oracle SOA Suite domain home
on an existing Kubernetes persistent volume (PV) and persistent volume claim (PVC). The
scripts also generate the domain YAML file, which can then be used to start the Kubernetes
artifacts of the corresponding domain.

Topics in this section:

e Prerequisites
*  Prepare to use the create domain script

»  Configuration parameters

*  Run the create domain script

e Start the domain

*  Verify the results

e Verify the domain

e Verify the pods

*  Verify the services

Prerequisites
Before you begin, complete the following steps:

1. Review the Domain resource documentation.
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2. Review the requirements and limitations.

3. Ensure that you have executed all the preliminary steps in Prepare your environment.

4. Ensure that the database and the WebLogic Kubernetes Operator are running.

Prepare to use the create domain script

The sample scripts for Oracle SOA Suite domain deployment are available at ${ WORKDI R}/
creat e- soa- domai n. You must edit cr eat e- domai n-i nput s. yam (or a copy of it) to provide the
details for your domain. Refer to the configuration parameters below to understand the
information that you must provide in this file.

Supported deployment modes:

* Development mode (set productionModeEnabled to false)

*  Production mode (set productionModeEnabled to true and secureEnabled to false)

e Secured production mode (set productionModeEnabled to true and secureEnabled to true)

Refer Using Secured Production Mode for details.

Configuration parameters

The following parameters can be provided in the inputs file.

Parameter Definition Default

sslEnabled Boolean value that indicates false
whether SSL must be enabled for
each WebLogic Server instance.
To enable end-to-end SSL access
during load balancer setup, set
ss|Enabled to true and also, set
appropriate value for the
javaOptions property as detailed
in this table. In 14.1.2.0.0, if
secureEnabled is set to true,
sslEnabled will be set to true by
default.

adminPort Port number for the 7001
Administration Server inside the
Kubernetes cluster.

adminServerSSLPort SSL port number of the 7002
Administration Server inside the
Kubernetes cluster.

adminNodePort Port number of the Administration 30701
Server outside the Kubernetes
cluster.

adminServerName Name of the Administration AdminServer
Server.

configuredManagedServerCount Number of Managed Server 5
instances to generate for the
domain.
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Parameter

Definition

soaClusterName

Name of the SOA WebLogic
Server cluster instance to
generate for the domain. By
default, the cluster name is
soa_cluster. This configuration
parameter is applicable only for
soa and soaosb domain types.

osbClusterName

Name of the Oracle Service Bus
WebLogic Server cluster instance
to generate for the domain. By
default, the cluster name is
osb_cluster. This configuration
parameter is applicable only for
osb and soaosb domain types.

createDomainFilesDir

Directory on the host machine to
locate all the files to create a
WebLogic Server domain,
including the script that is
specified in the
createDomainScriptName
parameter. By default, this
directory is set to the relative path
wist, and the create script will use
the built-in WLST offline scripts in
the wist directory to create the
WebLogic Server domain. An
absolute path is also supported to
point to an arbitrary directory in
the file system. The built-in
scripts can be replaced by the
user-provided scripts as long as
those files are in the specified
directory. Files in this directory
are put into a Kubernetes config
map, which in turn is mounted to
the
createDomainScriptsMountPath,
so that the Kubernetes pod can
use the scripts and supporting
files to create a domain home.

createDomainScriptsMountPath

Mount path where the create
domain scripts are located inside
a pod. The create-domain.sh
script creates a Kubernetes job to
run the script (specified by the
createDomainScriptName
parameter) in a Kubernetes pod
to create a domain home. Files in
the createDomainFilesDir
directory are mounted to this
location in the pod, so that the
Kubernetes pod can use the
scripts and supporting files to
create a domain home.

/u01/weblogic
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Parameter

Definition

Default

createDomainScriptName

Script that the create domain
script uses to create a WebLogic
Server domain. The create-
domain.sh script creates a
Kubernetes job to run this script
to create a domain home. The
script is located in the in-pod
directory that is specified by the
createDomainScriptsMountPath
parameter. If you need to provide
your own scripts to create the
domain home, instead of using
the built-in scripts, you must use
this property to set the name of
the script that you want the create
domain job to run.

create-domain-job.sh

domainHome

Home directory of the SOA
domain. If not specified, the value
is derived from the domainUID

as /shared/domains/
<domainUID>.

/uO1/oracle/user_projects/
domains/soainfra

domainPVMountPath

Mount path of the domain
persistent

volume./uOl1/oracle/user_projects

domainPVMountPath

Mount path of the domain
persistent volume.

/uO1/oracle/user_projects

domainType

Type of the domain. Mandatory
input for Oracle SOA Suite
domains. You must provide one of
the supported domain type
values: soa (deploys a SOA
domain with Enterprise Scheduler
(ESS)), osb (deploys an Oracle
Service Bus domain), and soaosb
(deploys a domain with SOA,
Oracle Service Bus, and
Enterprise Scheduler (ESS)).

soa

exposeAdminNodePort

Boolean value indicating if the
Administration Server is exposed
outside of the Kubernetes cluster.

false

exposeAdminT3Channel

Boolean value indicating if the T3
administrative channel is exposed
outside the Kubernetes cluster.

false

httpAccessLoglnLogHome

Boolean value indicating if server
HTTP access log files should be
written to the same directory as
logHome. If false, server HTTP
access log files will be written to
the directory specified in the
WebLogic Server domain home
configuration.

true

image

SOA Suite Docker image. The
operator requires Oracle SOA
Suite 14.1.2.0. Refer to Obtain
the Oracle SOA Suite Docker
image for details on how to obtain
or create the image.

soasuite:release-version
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Parameter

Definition Default

imagePullPolicy

Oracle SOA Suite Docker image  IfNotPresent
pull policy. Valid values are

IfNotPresent, Always, Never.

imagePullSecretName

Name of the Kubernetes secret to
access the Docker Store to pull
the WebLogic Server Docker
image. The presence of the
secret will be validated when this
parameter is specified.

includeServerOutinPodLog

Boolean value indicating whether true
to include the server .out to the
pod’s stdout.

initialManagedServerReplicas

Number of Managed Serversto 1
initially start for the domain.

javaOptions

Java options for initiating the -
Administration Server and Dweblogic.StdoutDebugEnabled=
Managed Servers. A Java option false
can have references to one or

more of the following predefined
variables to obtain WebLogic
Server domain information: $
(DOMAIN_NAME), $
(DOMAIN_HOME), $
(ADMIN_NAME), $
(ADMIN_PORT), and $
(SERVER_NAME). If sslEnabled

is set to true, add -
Dweblogic.ssl.Enabled=true -
Dweblogic.security.SSL.ignoreHo
stnameVerification=true to allow

the Managed Servers to connect

to the Administration Server while
booting up. In this environment,

the demo certificate generated by
the WebLogic Server contains a
host name that is different from

the runtime container’s host

name.

logHome

The in-pod location for the
domain log, server logs, server
out, and Node Manager log files.
If not specified, the value is
derived from the domainUID as /
shared/logs/<domainUID>.

/u0l/oracle/user_projects/
domains/logs/soainfra

soaManagedServerNameBase

Base string used to generate
Managed Server names in the
SOA cluster. The default value is
soa_server. This configuration
parameter is applicable only for
soa and soaosb domain types.

soa_server

osbManagedServerNameBase

Base string used to generate osb_server
Managed Server names in the

Oracle Service Bus cluster. The

default value is osb_server. This

configuration parameter is

applicable only for osb and

soaosh domain types.
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Parameter

Definition

Default

soaManagedServerPort

Port number for each Managed
Server in the SOA cluster. This
configuration parameter is
applicable only for soa and
soaosh domain types.

7003

soaManagedServerSSLPort

SSL port number for each
Managed Server in the SOA
cluster. This configuration
parameter is applicable only for
soa and soaosb domain types.

7004

soaAdministrationPort

Administration port number for

each Managed Server in the SOA

cluster. This configuration
parameter is applicable only for
soa and soaosb domain types.
This value will be used if
secureEnabled is set to true.

9004

osbAdministrationPort

Administration port number for

each Managed Server in the OSB

cluster. This configuration
parameter is applicable only for

‘osb” and “soaosb” domain types.

This value will be used if
secureEnabled is set to true.

9007

osbManagedServerSSLPort

SSL port number for each
Managed Server in the Oracle
Service Bus cluster. This
configuration parameter is
applicable only for osb and
soaosb domain types.

8003

namespace

Kubernetes namespace in which

to create the domain.

soans

persistentVolumeClaimName

Name of the persistent volume

claim created to host the domain
home. If not specified, the value
is derived from the domainUID as
<domainUID>-weblogic-sample-

pvc.

soainfra-domain-pvc

productionModeEnabled

Boolean value indicating if
production mode is enabled for
the domain.

true

secureEnabled

Boolean value indicating if secure
mode is enabled for the domain.
This value has significance only
with Oracle SOA Suite 14.1.2.0.0.

false

serverStartPolicy

Determines which WebLogic

Server instances will be started.
Valid values are Never, IfNeeded,

or AdminOnly.

IfNeeded

t3ChannelPort

Port for the T3 channel of the
NetworkAccessPoint.

30012
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Parameter Definition Default

t3PublicAddress Public address for the T3 If not provided, the script will
channel. This should be set to the attempt to set it to the IP address
public address of the Kubernetes of the Kubernetes cluster.
cluster. This would typically be a
load balancer address. For
development environments only:
In a single server (all-in-one)
Kubernetes deployment, this may
be set to the address of the
master, or at the very least, it
must be set to the address of one
of the worker nodes.

weblogicCredentialsSecretName Name of the Kubernetes secret  soainfra-domain-credentials
for the Administration Server's
user name and password. If not
specified, then the value is
derived from the domainUID as
<domainUID>-weblogic-
credentials.

weblogiclmagePullSecretName  Name of the Kubernetes secret
for the Docker Store, used to pull
the WebLogic Server image.

serverPodCpuRequest, The maximum amount of Resource requests and resource
serverPodMemoryRequest, compute resources allowed, and limits are not specified.
serverPodCpuCLimit, minimum amount of compute

serverPodMemoryLimit resources required, for each

server pod. Refer to the
Kubernetes documentation on
Managing Compute Resources
for Containers for details.

rcuSchemaPrefix The schema prefix to use inthe ~ SOA1
database. For example SOA1.
You may wish to make this the
same as the domainUID in order
to simplify matching domains to
their RCU schemas.

rcuDatabaseURL The database URL. oracle-
db.default.svc.cluster.local: 1521/
devpdb.k8s

rcuCredentialsSecret The Kubernetes secret containing soainfra-rcu-credentials

the database credentials.

persistentStore The persistent store for ‘IMS jdbc
servers’ and ‘Transaction log
store’ in the domain. Valid values
are jdbc, file.

Note that the names of the Kubernetes resources in the generated YAML files may be formed
with the value of some of the properties specified in the create-domain-inputs.yaml file. Those
properties include the adminServerName, soaClusterName, and
soaManagedServerNameBase etc. If those values contain any characters that are invalid in a
Kubernetes service name, those characters are converted to valid values in the generated
YAML files. For example, an uppercase letter is converted to a lowercase letter and an
underscore ("_") is converted to a hyphen ("-").

The sample demonstrates how to create an Oracle SOA Suite domain home and associated
Kubernetes resources for the domain. In addition, the sample provides the capability for users
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to supply their own scripts to create the domain home for other use cases. The generated
domain YAML file could also be modified to cover more use cases.

Run the create domain script

Run the create domain script, specifying your inputs file and an output directory to store the
generated artifacts:

.l create-domain. sh \
-i create-donmain-inputs.yant \
-0 <path to output-directory>

The script will perform the following steps:

* Create a directory for the generated Kubernetes YAML files for this domain if it does not
already exist. The path name is <path to output-directory>/weblogic-domains/
<domainUID>. If the directory already exists, its contents must be removed before using
this script.

* Create a Kubernetes job that will start up a utility Oracle SOA Suite container and run
offline WLST scripts to create the domain on the shared storage.

* Run and wait for the job to finish.

* Create a Kubernetes domain YAML file, domain.yaml, in the “output” directory that was
created above.

* Create a convenient utility script, delete-domain-job.yaml, to clean up the domain home
created by the create script.

Start the domain

The domain.yaml created by create-domain.sh script above has details about the Oracle SOA
Suite Domain and Cluster Kubernetes resources. You can create Oracle SOA Suite Domain
using the kubectl create -f or kubectl apply -f command:

kubect!| apply -f <path to output-directory>/ webl ogi c- domai ns/ <donai nUl D>/
domai n. yam

The default domain created by the script has the following characteristics:
e An Administration Server named AdminServer listening on port 7001.
e A configured cluster named soa_cluster of size 5.

e Managed Server, named soa_serverl listening on port 7003.

e Log files that are located in /shared/logs/<domainUID>.

e SOA Infra, SOA Composer, and WorklistApp applications deployed.

® Note
Refer to the troubleshooting page to troubleshoot issues during the domain creation.
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Verify the results

The create domain script verifies that the domain was created, and reports failure if there is an
error. However, it may be desirable to manually verify the domain, even if just to gain familiarity
with the various Kubernetes objects that were created by the script.

Generated YAML files with the default inputs

Sample content of the generated "domain.yaml” for “'soaosb” domainType that creates SOA
and Oracle Service Bus clusters.

cat out put/webl ogi c- domai ns/ soai nfra/ domai n. yam
# Copyright (c) 2020, 2023, Oracle and/or its affiliates.
# Licensed under the Universal Permssive License v 1.0 as shown at https://
0ss. oracl e. coni i censes/ upl
#
# This is an exanple of how to define a Domain resource
#
api Version: "webl ogi c. oracl e/ v9"
ki nd: Domai n
met adat a

nane: soainfra

namespace: soans

| abel s:

webl ogi c. domai nUI D: soainfra

spec:

# The WebLogi ¢ Domai n Home

domai nHome: / u01l/ oracl e/ user _proj ect s/ domai ns/ soai nfra

# The domain hone source type

# Set to PersistentVolune for domain-in-pv, Imge for domain-in-image, or
Fromvbdel for nodel -in-image

domai nHomeSour ceType: Persi st ent Vol unme

# The WebLogi ¢ Server inmage that the Operator uses to start the donain
i mge: "soasuite:14.1.2.0"

# imagePul | Policy defaults to "Always" if image version is :|atest
i magePul | Policy: |fNotPresent

# Identify which secret contains the credentials for pulling an image
#i magePul | Secrets:
#- name:

# Identify which secret contains the Weblogic Admin credentials (note that
there is an exanple of
# howto create that secret at the end of this topic)
webLogi cCredenti al sSecret:
nanme: soai nfra-domai n-credentials

# Whether to include the server out file into the pod' s stdout, default is
true
i ncl udeServer Qut | nPodLog: true

# \Whet her to enable |og home
| ogHoneEnabl ed: true
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# Whether to wite HTTP access log file to | og hone
htt pAccessLogl nLogHone: true

# The in-pod | ocation for domain [ og, server logs, server out, introspector
out, and Node Manager log files

| ogHorre: / u0l/oracl e/ user _proj ect s/ domai ns/ | ogs/ soai nfra

# An (optional) in-pod location for data storage of default and customfile
stores.

# If not specified or the value is either not set or enpty (e.g. dataHone:
“") then the

# data storage directories are determned fromthe WbLogi ¢ domain hone
configuration

dat aHorme: ""

# serverStartPolicy legal values are "Never", "IfNeeded", or "Adm nOnly"

# This determ nes which WebLogic Servers the Qperator will start up when it
di scovers this Domain

# - "Never" will not start any server in the domain

# - "AdminOnly" will start up only the admnistration server (no managed
servers will be started)

# - "IfNeeded" will start all non-clustered servers, including the
admini stration server and clustered servers up to the replica count

serverStartPolicy: |fNeeded

server Pod:

# an (optional) list of environment variable to be set on the servers
env:
- nane: JAVA OPTI ONS

val ue: "-Dwebl ogi c. St dout DebugEnabl ed=f al se"
- name: USER MEM ARGS

val ue: "-Djava.security.egd=file:/dev/./urandom - Xms256m - Xnx1024m "
vol unes:
- name: webl ogi c- domai n- st or age- vol unme

persi st ent Vol uned ai m

cl ai mNane: soai nfra-domai n- pvc

vol uneMount s:
- mount Pat h: /u01/oracl e/ user_projects

nane: webl ogi c- domai n- st or age- vol une

# admi nServer is used to configure the desired behavior for starting the
adm ni stration server
adm nServer
# adm nServi ce
#  channel s:
# The Admin Server's NodePort
# - channel Name: defaul t
# nodePort: 30701
# Uncomment to export the T3Channel as a service
# - channel Name: T3Channe

References to Custer resources that describe the Iifecycle options for
the Managed Server menbers of a WebLogic cluster, including Java

options, environment variables, additional Pod content, and the ability to
explicitly start, stop, or restart cluster nenbers. The C uster resource

HH H T
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# nust describe a cluster that already exists in the WbLogi ¢ domain
# configuration.

clusters:

- name: soainfra-osb-cluster

- name: soainfra-soa-cluster

# This is an exanple of how to define a Custer resource
api Version: "webl ogic. oracl e/vl"
kind: Custer
met adat a
nane: soai nfra-osb-cluster
# Update this with the namespace your domain will run in:
namespace: soans
| abel s:
# Update this with the “domainUI D of your domain
webl ogi ¢. domai nUI D: soainfra
spec:
clusterName: osb_cluster
serverService
precreateService: true
server Pod:
env:
# This parameter can be used to pass in new system properties; use the
space delinmter to append multiple val ues.
# Do not change this value, only append new values to it.
- nanme: K8S_ REFCONF_OVERRI DES
val ue: "-Doracle.sbh.tracking.resiliency. MenoryMetri cEnabl ed=fal se "
replicas: 1
# The nunber of managed servers to start for unlisted clusters
# replicas: 1
# This is an exanple of how to define a Custer resource
api Version: "webl ogic. oracle/vl"
kind: Custer
met adat a
nane: soai nfra-soa-cluster
# Update this with the namespace your domain will run in:
namespace: soans
| abel s:
# Update this with the “domainUI D of your domain
webl ogi ¢. domai nUI D: soainfra
spec:
clusterName: soa_cluster
serverService
precreateService: true
server Pod:
env:
# This parameter can be used to pass in new system properties; use the
space delinmter to append multiple val ues.
# Do not change this value, only append new values to it.
- name: K8S_ REFCONF_OVERRI DES
val ue: "-Doracl e.soa.tracking.resiliency. MenoryMetricEnabl ed=fal se "
replicas: 1
# The nunber of managed servers to start for unlisted clusters
# replicas: 1
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Verify the domain

To confirm that the domain was created, enter the following command:

kubect| describe domai n DOVAI NUI D - n NAMESPACE

Replace DOMAINUID with the domainUID and NAMESPACE with the actual namespace.

Sample domain description:

kubect| describe domain soainfra -n soans
bash- 4. 2# kubect| describe domain soainfra -n soans

Nane: soainfra
Nanespace: soans
Label s: webl ogi ¢. domai nUI D=soai nfra

Annot ations: <none>
APl Version: weblogic.oracle/v9

Ki nd: Domai n

Met adat a:
Creation Timestanp: 2023-02-03T13:12:56Z
Cenerati on: 1

Managed Fi el ds:
APl Version: weblogic.oracle/v9
Fields Type: FieldsVl
fieldsVi:
f: metadat a:
f:labels:

f:webl ogi c. domai nUl D
f: spec:

:clusters:

: dat aHone:

: domai nHone:

. domai nHonmeSour ceType:
:failureRetrylnterval Seconds:
:failureRetryLimtM nutes:

- htt pAccessLogl nLogHone:

: i mage:

i magePul | Poli cy:

i ncl udeServer Qut | nPodLog:

. | ogHone:

: | ogHomeEnabl ed:

.| ogHoneLayout :

: maxC ust er Concur r ent Shut down:
: maxCl ust er Concurrent St art up:
: maxCl ust er Unavai | abl e:
‘replicas:

. server Pod:

—h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h -

f:env:

f:vol uneMount s:

f:vol unes:
f:serverStartPolicy:
f:webLogi cCredential sSecret:
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f: nane:

Manager : kubect | -create
Oper ati on: Updat e
Ti me: 2023-02- 03T13: 12: 56Z

APl Version: weblogic.oracle/v9
Fields Type: FieldsVl

fieldsVi:
f:status:
f:clusters:
f:conditions:
f: observedCeneration:
f:servers:
f:startTime:
Manager : Kubernetes Java dient
Oper ati on: Updat e
Subr esour ce: status
Ti nme: 2023-02-03T13: 21: 29Z
Resource Version: 39889912
u b 141ec231- dbcf - 4af e- 8912- €142278f 9a79
Spec:
G usters:
Narre: soai nfra- osb-cl uster
Narre: soai nfra-soa-cl uster
Dat a Horre:
Domai n Hone: /u01/ oracl e/ user _proj ect s/ domai ns/ soai nfra
Domai n Home Source Type: Per si st ent Vol une
Failure Retry Interval Seconds: 120
Failure Retry Linmt M nutes: 1440
Hitp Access Log In Log Hone: true
| mage: soasuite:14.1.2.0
I mage Pull Policy: | f Not Present
Include Server Qut In Pod Log: true
Log Hone: /u01/ or acl e/ user _proj ect s/ domai ns/ | ogs/
soai nfra
Log Home Enabl ed: true
Log Hone Layout: ByServers
Max Cl uster Concurrent Shutdown: 1
Max Cl uster Concurrent Startup: 0
Max C uster Unavail abl e: 1
Repl i cas: 1
Server Pod:
Env:

Nane: JAVA OPTI ONS

Val ue: - Dwebl ogi c. St dout DebugEnabl ed=f al se

Nane: USER_MEM ARGS

Value: -Djava.security.egd=file:/dev/./urandom - Xms256m - Xmx1024m
Vol ure Mount s:

Mount Path: /uOl1/oracl e/ user_projects

Nane: webl ogi ¢- domai n- st or age- vol une
Vol ures:

Nane: webl ogi c- domai n- st or age- vol une

Persistent Volume Caim

C ai m Namre: soai nf ra- domai n- pvc
Server Start Policy: |fNeeded
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Web Logic Credentials Secret:
Name: soai nfra-domain-credentials

St at us:
Custers:

Custer Name: osb_cluster

Condi ti ons:
Last Transition Tine: 2023-02-03T13:21:25.985058Z2
St at us: True
Type: Avai | abl e
Last Transition Tine: 2023-02-03T13:21:25.985176Z
St at us: True
Type: Conpl et ed

Label Selector:
webl ogi ¢. domai nUl D=soai nf ra, webl ogi c. cl ust er Name=osb_cl ust er

Maxi mum Repl i cas: 5

M ni mum Repl i cas: 0

Cbserved Generation: 1

Ready Repli cas: 1

Repli cas: 1

Repli cas Goal: 1

Cl uster Nane: soa_cl uster

Condi tions:
Last Transition Tinme: 2023-02-03T13:21:25.985247Z
Stat us: True
Type: Avai | abl e
Last Transition Tinme: 2023-02-03T13:21:25.985324Z
Stat us: True
Type: Conpl et ed

Label Selector:
webl ogi ¢. domai nUl D=soai nf ra, webl ogi c. cl ust er Nanme=soa_cl ust er
Maxi mum Repl i cas:
M ni num Repl i cas:
Cbserved Generation:
Ready Repli cas:
Repli cas:
Replicas Goal:
Condi tions:
Last Transition Time: 2023-02-03T13:21:25. 9849527
St at us: True
Type: Avai | abl e
Last Transition Time: 2023-02-03T13:21:29.921800Z
St at us: True
Type: Conpl et ed
(bserved Generation: 1
Servers:
Heal t h:
Activation Tinme: 2023-02-03T13:17:40.865000Z
Overal | Health: ok

=l

Subsyst ens:

Subsystem Nanme: ServerRuntime
Synpt ons:

Node Nare: devhost

Pod Phase: Runni ng

Pod Ready: True

Server Nane: Admi nSer ver

State: RUNNI NG
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State Goal :

Cluster Nane:

Heal t h:

Activation Tine:

RUNNI NG
osb_cluster

Overal |l Health: ok

Subsyst ens:
Subsyst em Nane: ServerRuntime
Synpt ons:
Node Nare: devhost
Pod Phase: Runni ng
Pod Ready: True
Server Nane: osb_serverl
State: RUNNI NG
State Goal : RUNNI NG
Custer Name: osb_cluster
Server Nane: osb_server2
State: SHUTDOWN
State Goal : SHUTDOMN
G uster Name: osb_cluster
Server Nane: osb_server3
State: SHUTDOWN
State Goal : SHUTDOMN
G uster Name: osb_cluster
Server Nane: osb_server4
State: SHUTDOWN
State Goal : SHUTDOMN
Custer Name: osb_cluster
Server Nane: osb_server5
State: SHUTDOWN
State Goal : SHUTDOMN
Custer Name: soa_cluster

Heal t h:

Activation Tine:

Overal |l Health: ok

Subsyst ens:
Subsystem Nane: ServerRuntime
Synpt ons:
Node Nare: devhost
Pod Phase: Runni ng
Pod Ready: True
Server Nane: soa_serverl
State: RUNNI NG
State Goal : RUNNI NG
G uster Name: soa_cluster
Server Nane: soa_server2
State: SHUTDOWN
State Goal : SHUTDOMN
G uster Name: soa_cluster
Server Nane: soa_server3
State: SHUTDOWN
State Goal : SHUTDOMN
G uster Name: soa_cluster
Server Nane: soa_server4
State: SHUTDOWN
State Goal : SHUTDOMN
Custer Name: soa_cluster
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Server Nane: soa_server5

St at e: SHUTDOWN
State Goal : SHUTDOWN
Start Tinme: 2023-02-03T13: 13: 28. 0554327
Events: <none>

In the St at us section of the output, the available servers and clusters are listed. Note that if
this command is issued very soon after the script finishes, there may be no servers available
yet, or perhaps only the Administration Server but no Managed Servers. The operator will start
up the Administration Server first and wait for it to become ready before starting the Managed
Servers.

Verify the pods

Enter the following command to see the pods running the servers:

kubect| get pods -n NAVESPACE

Here is an example of the output of this command. You can verify that an Administration Server
and a Managed Server for each cluster (SOA and Oracle Service Bus) are running for soaosb
domain type.

kubect| get pods -n soans

NAVE READY  STATUS
RESTARTS  AGE

soai nfra-admi nserver 1/1 Runni ng 0
53m

soai nfra-osh-serverl 1/1 Runni ng 0
50m

soai nfra-soa-serverl 1/1 Runni ng 0
50m

Verify the services

Enter the following command to see the services for the domain:

kubect| get services -n NAMESPACE

Here is an example of the output of this command. You can verify that services for
Administration Server and Managed Servers (for SOA and Oracle Service Bus clusters) are
created for soaosb domain type.

Sample list of services:

kubect| get services -n soans

NAVE TYPE CLUSTER- I P EXTERNAL- | P
PORT( S) AGE

soai nfra-adm nserver ClusterlP None <none>
30012/ TCP, 7001/ TCP, 7002/ TCP  54m

soai nfra-cl uster-osb-cl uster ClusterlP 10. 100. 138. 57 <none>
8002/ TCP, 8003/ TCP 51m

soai nfra-cl uster-soa-cl uster ClusterlP 10. 99. 117. 240 <none>
7003/ TCP, 7004/ TCP 51m

soai nfra-osb-serverl ClusterlP None <none>
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8002/ TCP, 8003/ TCP
soai nfra-osb-server?2
8002/ TCP, 8003/ TCP
soai nfra-osb-server3
8002/ TCP, 8003/ TCP
soai nfra-osb-server4
8002/ TCP, 8003/ TCP
soai nfra-osb-server5
8002/ TCP, 8003/ TCP
soai nfra-soa-serverl
7003/ TCP, 7004/ TCP
soai nfra-soa-server?2
7003/ TCP, 7004/ TCP
soai nfra-soa-server3
7003/ TCP, 7004/ TCP
soai nfra-soa-server4
7003/ TCP, 7004/ TCP
soai nfra-soa-server5
7003/ TCP, 7004/ TCP

51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m
ClusterlP
51m

Chapter 4
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10. 108. 50. 145

10.108.71.8

10. 100. 1. 144

10. 108. 57. 147

None

10. 97. 165. 179

10. 98. 160. 126

10. 105. 164. 133

10. 109. 168. 179

Create Oracle SOA Suite Domain Using Helmfile

The Helmfile performs the following tasks using the Helm charts from local or remote charts:

* Installs the Oracle Database required for the domain:

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

— Installs the certificate manager required for Oracle Database Operator.

— Installs the Oracle Database Operator.

— Creates the Oracle Single Instance Database.

¢ Installs the WebLogic Kubernetes Operator.

* Deploys the Oracle SOA Suite domain.

* Installs the ingress-based load balancers such as Traefik and NGINX.

*  Sets up the path-based routing ingresses for application URL access.

»  Triggers various events during deployment using Helmfile Hooks:

— Labeling for using default domain nhamespace management of WebLogic Kubernetes

Operator.

—  Wait for the domain to be up and running.

— Collect domain pod logs after successful domain deployment.

— Back-up domain home during deleting the domain deployment.

The helmfile charts for Oracle SOA Suite domain deployment are available at ${ WORKDI R} /
hel m charts. Update the values available at ${ WORKDI R}/ hel m chart s/ val ues. yanl of Helm
charts required for deploying Oracle SOA Suite on Kubernetes.

Refer to the README.md for details and configuration parameters before running the helmfile.
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Administration Guide

Administer Oracle SOA Suite domains in Kubernetes.

e Setup a Load Balancer

Configure different load balancers for Oracle SOA Suite domains.
* Enable Additional URL Access

Extend an existing ingress to enable additional application URL access for Oracle SOA
Suite domains.

* Configure SSL Certificates

Create and configure custom SSL certificates for Oracle SOA Suite domains.

 Replace Demonstration CA Signed Certificates

Replace demonstration CA certificates

*  Monitor a Domain and Publish Logs

Monitor an Oracle SOA Suite domain and publish the WebLogic Server logs to
Elasticsearch.

 Expose the T3/T3S Protocol

Create a T3/T3S channel and the corresponding Kubernetes service to expose the T3/T3S
protocol for the Administration Server and Managed Servers in an Oracle SOA Suite
domain.

 Deploy Composite Applications

Deploy composite applications for Oracle SOA Suite and Oracle Service Bus domains.

* Persist Adapter Customizations

Persist the customizations done for Oracle SOA Suite adapters.

Perform WLST Operations

Perform WLST administration operations using a helper pod running in the same
Kubernetes cluster as the Oracle SOA Suite domain.

Setup a Load Balancer

The WebLogic Kubernetes Operator supports ingress-based load balancers such as Traefik
and NGINX (kubernetes/ingress-nginx).

o Traefik
Configure the ingress-based Traefik load balancer for Oracle SOA Suite domains.
*  NGINX

Configure the ingress-based NGINX load balancer for Oracle SOA Suite domains.
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Setup a Load Balancer

This section provides information about how to install and configure the ingress-based Traefik
load balancer (version 2.2.1 or later for production deployments) to load balance Oracle SOA
Suite domain clusters. You can configure Traefik for non-SSL, SSL termination, and end-to-end
SSL access of the application URL. But for secure domain only end-to-end SSL configuration
is applicable.

Follow these steps to set up Traefik as a load balancer for an Oracle SOA Suite domain in a
Kubernetes cluster:

g » W NP

Install the Traefik (ingress-based) load balancer

Create an Ingress for the domain

Verify domain application URL access

Uninstall the Traefik ingress

Uninstall Traefik

Install the Traefik (ingress-based) load balancer

1.

Use Helm to install the Traefik (ingress-based) load balancer. Use the values.yaml file in
the sample but set kubernetes.namespaces specifically.

$ cd ${WORKDI R}
$ kubect| create nanespace traefik
$ helmrepo add traefik https://helmtraefik.io/traefik --force-update

Sample output:
"traefik" has been added to your repositories
Install Traefix.

$ helminstall traefik traefik/traefik \
--nanespace traefik \
--val ues charts/traefik/val ues.yanm \
--set  "kubernetes. nanespaces={traefik}" \
--set "service.type=NodePort" --wait

Sample output:

LAST DEPLOYED: Sun Sep 13 21:32:00 2020
NAMESPACE: traefik
STATUS: depl oyed
REVISION: 1
TEST SU TE: None

A sample values.yaml for deployment of Traefik:

i mge:
pul | Policy: |fNotPresent
i ngressRout e:
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dashboar d
enabl ed: true
# Additional ingressRoute annotations (e.g. for kubernetes.io/

i ngress. cl ass)

annot ations: {}
# Additional ingressRoute labels (e.g. for filtering IngressRoute

by custom | abel s)

[ abels: {}
provi ders
kuber net esCRD:

enabl ed: true
kuber net esl ngress
enabl ed: true
# | P used for Kubernetes Ingress endpoints
ports:
traefik:
port: 9000
expose: true
# The exposed port for this service
exposedPort: 9000
# The port protocol (TCP/ UDP)
protocol: TCP
web:
port: 8000
# hostPort: 8000
expose: true
exposedPort: 30305
nodePort: 30305
# The port protocol (TCP/ UDP)
protocol: TCP
# Use nodeport if set. This is useful if you have configured

Traefik in a

# LoadBal ancer
# nodePort: 32080
# Port Redirections
# Added in 2.2, you can make permanent redirects via entrypoints
# https://docs.traefik.io/routing/entrypoints/#redirection
# redirect To: websecure
websecur e:
port: 8443
# # hostPort: 8443
expose: true
exposedPort: 30443
# The port protocol (TCP/ UDP)
protocol: TCP
nodePort: 30443

Verify the Traefik status and find the port number of the SSL and non-SSL services:

$ kubect! get all -n traefik

Sample output:

NAME READY  STATUS RESTARTS  AGE

pod/ traefik-5fc4947cf9-fbl 9r 1/1 Running 5 7d17h
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NAVE TYPE CLUSTER- 1 P EXTERNAL- | P
PORT( S) AGE

servicel/traefik  NodePort 10.100.195.70  <none> 9000: 31288/
TCP, 30305: 30305/ TCP, 30443: 30443/ TCP  7d17h

NAVE READY  UP-TO-DATE  AVAILABLE AGE

depl oyment . apps/traefik 1/1 1 1 7d17h

NAVE DESIRED CURRENT  READY AGE

replicaset.apps/traefik-5fc4947¢f9 1 1 1 7d17h

4. Access the Traefik dashboard through the URL http://<MASTERNODE-
HOSTNAME>:31288, with the HTTP host traefik.example.com:

$ curl -H "host: <MASTERNCDE- HOSTNAME>" htt p:// <MASTERNCDE- HOSTNAMVE>: 31288/
dashboar d/

@® Note

Make sure that you specify a fully qualified node name for <MASTERNODE-
HOSTNAME>

5. Configure Traefik to manage ingresses created in this namespace, where traefik is the
Traefik namespace and soans is the namespace of the domain:

$ helmupgrade traefik traefik/traefik --namespace traefik --reuse-
val ues \
--set "kubernet es. namespaces={traefik, soans}"

Sample output:

Rel ease "traefik" has been upgraded. Happy Hel m ng!
NAVE: traefik
LAST DEPLOYED: Sun Sep 13 21:32:12 2020
NAVESPACE: traefik
STATUS: depl oyed
REVI SION: 2
TEST SUITE: None

Create an Ingress for the domain

Create an ingress for the domain in the domain namespace by using the sample Helm chart.
Here path-based routing is used for ingress. Sample values for default configuration are shown
in the file ${WORKDIR}/charts/ingress-per-domain/values.yaml. By default, type is TRAEFIK,
ssIType is NONSSL, wisDomain.secureEnabled is false, and domainType is soa. These values
can be overridden by passing values through the command line or can be edited in the sample
file values.yaml based on the type of configuration (NONSSL, SSL, and E2ESSL). If needed,
you can update the ingress YAML file to define more path rules (in section
spec.rules.host.http.paths) based on the domain application URLSs that need to be accessed.
The template YAML file for the Traefik (ingress-based) load balancer is located at $
{WORKDIR}/charts/ingress-per-domain/templates/traefik-ingress.yaml.
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@® Note

Click here to view all the configuration parameters.

1. Choose an appropriate LOADBALANCER_HOSTNAME for accessing the Oracle SOA
Suite domain application URLSs.

$ export LOADBALANCER HOSTNAME=<LOADBALANCER HOSTNAME>

For example, if you are executing the commands from a master node terminal, where the
master hostname is LOADBALANCER_HOSTNAME:

$ export LOADBALANCER HOSTNAME=$( host name -f)
2. Install ingress-per-domain using Helm for NONSSL configuration:

$ cd ${WORKDI R}

$ helminstall soa-traefik-ingress \
charts/ingress-per-domain \
--nanmespace soans \
--val ues charts/ingress-per-domain/val ues. yam \
--set "traefik. host name=${ LOADBALANCER_HOSTNAME} "

3. For secured access (SSL termination and E2ESSL) to the Oracle SOA Suite application,
create a certificate, and generate a Kubernetes secret:

$ openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /tnp/
tIsl.key -out /tnp/tlsl. crt -subj "/CN=*"

$ kubect! -n soans create secret tls soainfra-tls-cert --key /tnp/
tIsl.key --cert /tnp/tlsl.crt

4, Create the Traefik TLSStore custom resource.

In case of SSL termination, Traefik should be configured to use the user-defined SSL
certificate. If the user-defined SSL certificate is not configured, Traefik will create a default
SSL certificate. To configure a user-defined SSL certificate for Traefik, use the TLSStore
custom resource. The Kubernetes secret created with the SSL certificate should be
referenced in the TLSStore object. Run the following command to create the TLSStore:

$ cat <<ECF | kubectl apply -f -
api Version: traefik.containo.us/vlal phal
kind: TLSStore
met adat a

nanme: default

namespace: soans
spec:

defaultCertificate

secret Name: soainfra-tls-cert

ECF
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Install ingress-per-domain using Helm for SSL configuration. The Kubernetes secret name
should be updated in the template file. The template file also contains the following
annotations:

traefik.ingress. kubernetes.io/router.entrypoints: websecure

traefik.ingress. kubernetes.io/router.tls: "true"

traefik.ingress. kubernetes.io/router.n ddl ewares: soans-w s-proxy-
ssl @ubernet escrd

The entry point for SSL termination access and the Middleware name should be updated in
the annotation. The Middleware name should be in the form <namespace>-<middleware
name>@kubernetescrd.

$ cd ${WORKDI R}

$ helminstall soa-traefik-ingress \
charts/ingress-per-domain \
--nanmespace soans \
--val ues charts/ingress-per-domain/val ues. yam \
--set "traefik. host name=${ LOADBALANCER HOSTNAME} " \
--set ssl Type=SSL

Install ingress-per-domain using Helm for E2ESSL configuration for non-secure domain.

To use the E2ESSL configuration, you must have created the Oracle SOA Suite domain
with sslEnabled set to true. See Create Oracle SOA Suite domains for details.

$ cd ${WORKDIR}$ hel minstall soa-traefik-ingress \
charts/ingress-per-domain \
--nanespace soans \
--val ues charts/ingress-per-domain/val ues. yam \
--set ssl Type=E2ESSL --set w sDomai n. secur eEnabl ed=t rue

Sample output:

NAME: soa-traefik-ingress

LAST DEPLOYED: Fri Apr 9 09:47:27 2021
NAMESPACE: soans

STATUS: depl oyed

REVISION: 1

TEST SUITE: None

For NONSSL access to the Oracle SOA Suite application, get the details of the services by
the ingress:

$ kubect| describe ingress soainfra-traefik -n soans

See all services supported by the above deployed ingress:

Nane: soainfra-traefik
Nanespace: soans
Addr ess:

Default backend: default-http-backend:80 (<error: endpoints "default-
ht t p- backend" not found>)
Rul es:
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Host Path Backends

www. exanpl e. com

/em
soai nfra-adm nserver: 7001 (10.244.0. 45:7001)
/ webl ogi ¢/
r eady soai nfra-adm nserver: 7001 (10.244.0. 45:7001)
soai nfra-cluster-soa-cluster: 7003
(10.244. 0. 46: 8011, 10. 244. 0. 47: 7003)
/ soa-
infra soai nfra-cluster-soa-cl uster: 7003
(10.244. 0. 46: 8011, 10. 244. 0. 47: 7003)
/ soal

conposer soai nfra-cl uster-soa-cluster: 7003
(10.244.0. 46: 8011, 10. 244. 0. 47: 7003)

lintegration/
worklistapp  soainfra-cluster-soa-cluster: 7003
(10.244.0. 46: 8011, 10. 244. 0. 47: 7003)

Annot at i ons: kubernetes.iof
ingress.class: traefik
Events: <none>

For SSL access to the Oracle SOA Suite application, get the details of the services by the
above deployed ingress:

$ kubect!| describe ingress soainfra-traefik -n soans

See all services supported by the above deployed ingress:

Nane: soainfra-traefik
Nanespace: soans
Addr ess:

Default backend: default-http-backend:80 (<error: endpoints "default-
htt p- backend” not found>)

TLS

soainfra-tls-cert termnates wav. exanpl e. com
Rul es

Host Path Backends

ww. exanpl e. com

/em soai nfra-
admi nserver: 7001 ()

/ webl ogi c/ r eady soai nfra-
admi nserver: 7001 ()

soai nfra-cl uster-soa-

cluster:7003 ()

/soa-infra soai nfra-cl uster-soa-
cluster:7003 ()

/ soal composer soai nfra-cl uster-soa-
cluster:7003 ()

/integration/worklistapp soainfra-cluster-soa-
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cluster: 7003 ()
Annot at i ons: kubernetes.io/ingress.class: traefik
met a. hel m sh/rel ease-name: soa-traefik-ingress
nmet a. hel m sh/ rel ease- nanespace: soans
traefik.ingress. kubernetes.io/
router.entrypoints: websecure
traefik.ingress. kubernetes.io/
router. m ddl ewares: soans-w s- proxy-ssl @uber netescrd
traefik.ingress.kubernetes.io/router.tls: true
Events: <none>

9. For E2ESSL access to the Oracle SOA Suite application, get the details of the services by
the above deployed ingress:

$ kubect| describe IngressRouteTCP soainfra-traefik -n soans

See all services supported by the above deployed ingress:

Name: soa-cluster-routetcp
Nanespace: soans
Label s: app. kuber net es. i o/ managed- by=Hel m

Annot ations: nmeta.hel msh/rel ease-nane: soa-traefik-ingress
met a. hel m sh/ rel ease- nanespace: soans
APl Version: traefik.containo.us/vlal phal

Ki nd: I ngr essRout eTCP

Met adat a:

Creation Timestanp: 2021-04-09T09: 47: 277
Gener ation: 1

Managed Fi el ds:
APl Version: traefik.containo.us/vlal phal
Fields Type: FieldsVli
fieldsVi:
f: netadat a:
f:annotations:

f:meta. hel m sh/rel ease- nane:
f: meta. hel m sh/rel ease- nanespace:
f:labels:

f:app. kubernet es. i o/ managed- by:
f:spec:
f:entryPoints:
f:routes:
fitls:

f: passt hrough:

Manager : CGo-http-client

Qper ati on: Updat e

Ti me: 2021- 04- 09T09: 47: 272

Resource Version: 548305

Sel f Link: [ api s/traefik. containo. us/vlal phal/ nanespaces/ soans/

i ngressrout et cps/ soa-cl uster-routetcp
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unb 933e524c¢- b773- 474h- a87f - 560d69f 08d4b
Spec:
Entry Points:
websecur e
Rout es:
Mat ch:  Host SNI (* Host Nange’)
Servi ces:
Termination Delay: 400
Narre: soai nfra-adm nserver
Port: 7002
Vi ght : 3
Tl's:
Passt hrough: true

Events: <none>

10. To confirm that the load balancer noticed the new ingress and is successfully routing to the

domain server pods, you can send a request to the URL for the “WebLogic ReadyApp
framework”, which should return an HTTP 200 status code, as follows:

$ curl -v http://${LOADBALANCER HOSTNAME} : ${ LOADBALANCER PORT}/ webl ogi c/
r eady

*  Trying 149.87.129. 203. ..

> GET http://${ LOADBALANCER_HOSTNAME} : ${ LOADBALANCER_PORT}/ webl ogi ¢/ r eady
HTTP/ 1.1

User-Agent: curl/7.29.0
Accept: */*

Proxy- Connection: Keep-Alive

host: ${ LOADBALANCER HOSTNAME}

HTTP/ 1.1 200 X

Date: Sat, 14 Mar 2020 08:35:03 GWI
Vary: Accept-Encodi ng
Content-Length: 0

Proxy- Connection: Keep-Alive

*N N NN NNV V V VYV

Connection #0 to host |ocal host |eft intact

Verify domain application URL access
For NONSSL configuration

After setting up the Traefik (ingress-based) load balancer, verify that the domain application
URLs are accessible through the non-SSL load balancer port 30305 for HTTP access. The
sample URLs for Oracle SOA Suite domain of type soa are:

http:// ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER NON_SSLPORT}/ webl ogi ¢/ r eady
ht t p: / / ${ LOADBALANCER HOSTNANE} : ${ LOADBALANCER NON_SSLPORT}/ em
htt p: // ${ LOADBALANCER_HOSTNANME} : ${ LOADBALANCER NON_SSLPORT}/ soa-infra
htt p: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER NON SSLPORT}/ soal/ conposer
htt p: // ${ LOADBALANCER_HOSTNAME} : ${ LOADBALANCER_NON_SSLPORT} /i nt egrati on/
wor kl i st app

For SSL configuration
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After setting up the Traefik (ingress-based) load balancer, verify that the domain applications
are accessible through the SSL load balancer port 30443 for HTTPS access. The sample
URLs for Oracle SOA Suite domain of type soa are:

htt ps: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER SSLPORT}/ webl ogi c/ r eady
ht t ps: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER SSLPORT}/ em
https:// ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER SSLPORT}/ soa-infra
ht t ps: // ${ LOADBALANCER_HOSTNAME} : ${ LOADBALANCER_SSLPORT}/ soa/ conposer
htt ps: // ${ LOADBALANCER_HOSTNAME} : ${ LOADBALANCER_SSLPORT}/ i nt egrati on/
wor kI i st app

Uninstall the Traefik ingress

Uninstall and delete the ingress deployment:

$ hel mdel ete soa-traefik-ingress -n soans

Uninstall Traefik

$ helmdelete traefik -n traefik

This section provides information about how to install and configure the ingress-based NGINX
load balancer to load balance Oracle SOA Suite domain clusters. You can configure NGINX for
non-SSL, SSL termination, and end-to-end SSL access of the application URL. But for secure
domain, only end-to-end SSL configuration is applicable.

Follow these steps to set up NGINX as a load balancer for an Oracle SOA Suite domain in a
Kubernetes cluster:

See the official installation document for prerequisites.

Install the NGINX load balancer for non-SSL and SSL termination configuration

Generate secret for SSL access

Install NGINX load balancer for end-to-end SSL configuration

Configure NGINX to manage ingresses

Verify domain application URL access

Uninstall NGINX ingress
Uninstall NGINX

© N o g p 0w Dd PR

To get repository information, enter the following Helm commands:

$ hel mrepo add ingress-nginx https://kubernetes.github.io/ingress-nginx
$ hel mrepo update

Install the NGINX load balancer for non-SSL and SSL termination configuration

Deploy the i ngr ess- ngi nx controller by using Helm on the domain namespace:

$ helminstall nginx-ingress -n soans \
--set controller.service.type=NodePort \
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--set controller.adm ssi onWbhooks. enabl ed=f al se \
i ngress-ngi nx/ i ngress- ngi nx

Here is the sample output:

NAME: ngi nx-ingress
LAST DEPLOYED: Thu May 5 13:27:30 2022
NAMESPACE: soans
STATUS: depl oyed
REVI SION: 1
TEST SUITE: None
NOTES
The ingress-nginx controller has been installed
CGet the application URL by running these comrmands:
export HTTP_NODE_PORT=$( kubect| --nanespace soans get services -0
j sonpat h="{. spec. ports[0].nodePort}" nginx-ingress-ingress-nginx-controller)
export HTTPS_NODE _PORT=$(kubect!| --namespace soans get services -0
j sonpat h="{. spec. ports[1].nodePort}" nginx-ingress-ingress-nginx-controller)
export NODE_| P=$(kubect| --namespace soans get nodes -0
jsonpath="{.itens[0].status.addresses[1].address}")

echo "Visit http://$NCDE_|I P: SHTTP_NODE_PORT to access your application via

HTTP. "
echo "Visit https://$NODE_| P: $HTTPS_NODE_PORT to access your application
via HTTPS. "

An exanpl e ingress that makes use of the controller

api Version: networking. k8s.io/vl
ki nd: Ingress
met adat a:

nane: exanple

nanespace: foo

spec:
i ngressd assNane: ngi nx
rul es:
- host: ww. exanpl e. com
http:
pat hs:
- pathType: Prefix
backend:
service
nane: exanpl eService
port:
nunmber: 80
path: /
# This section is only required if TLSis to be enabled for the ingress
tls:
- hosts:

- www. exanpl e. com
secret Narme: exanple-tls

If TLS is enabled for the ingress, a secret containing the certificate and
key nust al so be provided
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api Version: vl
ki nd: Secret
met adat a:
nane: exanple-tls
nanespace: foo
data
tls.crt: <base64 encoded cert>
tls. key: <base64 encoded key>
type: kubernetes.ioltls

Generate secret for SSL access

For secured access (SSL and E2ESSL) to the Oracle SOA Suite application, create a
certificate and generate secrets:

$ openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /tnp/tlsl. key -
out /tmp/tlsl.crt -subj "/CN=donainl.org"

$ kubect| -n soans create secret tls soainfra-tls-cert --key /tnp/tlsl. key --
cert /tnp/tlsl.crt

@ Note

The value of CNis the host on which this ingress is to be deployed and secret name
should be <domainUID>-tIs-cert.

Install NGINX load balancer for end-to-end SSL configuration

1. Deploy the ingress-nginx controller by using Helm on the domain namespace:

$ helminstall nginx-ingress -n soans \
--set controller.extraArgs. default-ssl-certificate=soans/soainfra-
tls-cert \
--set controller.service.type=NodePort \
--set controller.adni ssi onVebhooks. enabl ed=f al se \
--set controller.extraArgs. enabl e-ssl -passthrough=true \
i ngress-ngi nx/ i ngress- ngi nx

Sample output:

NAME: ngi nx-ingress

LAST DEPLOYED: Thu May 5 12:21:50 2022

NAMESPACE: soans

STATUS: depl oyed

REVI SION: 1

TEST SUITE: None

NOTES:

The ingress-nginx controller has been installed.

CGet the application URL by running these conmands:

export HTTP_NODE_PORT=$( kubect| --nanmespace soans get services -0
j sonpat h="{. spec. ports[0].nodePort}" ngi nx-ingress-ingress-ngi nx-
controller)
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export HTTPS NODE PORT=$(kubect| --namespace soans get services -0
j sonpat h="{. spec. ports[1].nodePort}" nginx-ingress-ingress-ngi nx-
controller)

export NODE | P=$(kubect| --namespace soans get nodes -0
jsonpath="{.itenms[0].status.addresses[1].address}")

echo "Visit http://$NODE | P: SHTTP_NODE PORT to access your application
via HTTP."

echo "Visit https://$NODE_| P; $SHTTPS NODE PORT to access your
application via HTTPS."

An exanpl e Ingress that makes use of the controller

api Version: networking. k8s.io/vl
ki nd: Ingress
met adat a:

nanme: exanple

nanespace: foo

spec:
i ngressd assNane: ngi nx
rul es
- host: ww. exanpl e. com
http
pat hs:
- pathType: Prefix
backend
service
nane: exanpl eService
port:
number: 80
path: /
# This section is only required if TLSis to be enabled for the
I ngress
tls:
- hosts:

- www. exanpl e. com
secret Nane: exanple-tls

If TLS is enabled for the Ingress, a Secret containing the
certificate and key must al so be provided
api Version: vl
ki nd: Secret
met adat a:
nane: exanple-tls
nanespace: foo
dat a:
tls.crt: <base64 encoded cert>
tls. key: <base64 encoded key>
type: kubernetes.io/tls

2. Check the status of the deployed ingress controller:

kubect| --namespace soans get services | grep ingress-nginx-controller
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Sample output:

ngi nx- i ngress-i ngress-ngi nx-control | er NodePor t 10. 106. 186. 235
<none> 80: 32125/ TCP, 443: 31376/ TCP 19m

Configure NGINX to manage ingresses

1. Choose an appropriate LOADBALANCER HOSTNAME for accessing the Oracle SOA Suite
domain application URLSs.

export LOADBALANCER HOSTNAME=<LOADBALANCER HOSTNAVE>

For example, if you are executing the commands from a master node terminal, where the
master hostname is LOADBALANCER HOSTNANME:

export LOADBALANCER HOSTNAME=$( host nane -f)

2. Create an ingress for the domain in the domain namespace by using the sample Helm
chart. The path-based routing is used for ingress. Sample values for default configuration
are shown in the file ${ WORKDI R}/ chart s/ i ngress- per - domai n/ val ues. yam . By default,
type is TRAEFI K, ssIType is NONSSL, wisDomain.secureEnabled is f al se and domainType
is soa. These values can be overridden by passing values through the command line or
can be edited in the sample file val ues. yani . If needed, you can update the ingress YAML
file to define more path rules (in the section spec. rul es. host . ht t p. pat hs) based on the
domain application URLSs that need to be accessed. Update the template YAML file for the
NGINX load balancer located at ${ WORKDI R}/ char t s/ i ngr ess- per - domai n/ t enpl at es/
ngi nx-ingress. yam .

@® Note

See here for all the configuration parameters.

$ cd ${WORKDI R}
$ helminstall soa-nginx-ingress charts/ingress-per-domain \
--nanmespace soans \
--val ues charts/ingress-per-domain/val ues.yam \
--set "ngi nx. host name=${ LOADBALANCER _HOSTNAME} " \
--set type=Nd NX

Sample output:

NAME: soa- ngi nx-i ngress

LAST DEPLOYED: Fri Jul 24 09:34:03 2020
NAMESPACE: soans

STATUS: depl oyed

REVI SION: 1

TEST SUI TE: None

3. Install i ngress- per-domai n using Helm for SSL termination configuration:

$ cd ${WORKDI R}
$ hel minstall soa-nginx-ingress charts/ingress-per-domin \

Oracle SOA Suite on Kubernetes
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--nanmespace soans \

--val ues charts/ingress-per-domain/val ues. yam \
--set "ngi nx. host name=${ LOADBALANCER _HOSTNAME} " \
--set type=NG NX --set ssl Type=SSL

4. Install i ngress- per - donai n using Helm for E2ESSL configuration for non-secure domain.

@® Note

To use the E2ESSL configuration, you must have created the Oracle SOA Suite
domain with ss| Enabl ed set to t r ue. See Create an Oracle SOA Suite domain.

$ cd ${WORKDI R}

$ hel minstall soa-nginx-ingress charts/ingress-per-domin \
--nanmespace soans \
--val ues charts/ingress-per-domain/val ues. yam \
--set type=NG NX --set ssl Type=E2ESSL

Sample output:

NAVE: soa- ngi nx-i ngress

LAST DEPLOYED: Fri Jul 24 09:34:03 2020
NAMESPACE: soans

STATUS: depl oyed

REVI SION: 1

TEST SU TE: None

5. Install i ngress- per - domai n using Helm for E2ZESSL configuration for secure domain.

@ Note

To use the E2ESSL configuration for secure domain, you must have created the
Oracle SOA Suite domain with sslEnabled set to true and secureEnabled set to
true. See Create an Oracle SOA Suite domain.

$ cd ${WORKDI R} $ hel minstall soa-nginx-ingress charts/ingress-per-
domai n \
--nanespace soans \
--val ues charts/ingress-per-domain/val ues. yam \
--set type=NG NX --set ssl Type=E2ESSL - - set
w sDomai n. secur eEnabl ed=t r ue

6. For NONSSL access to the Oracle SOA Suite application, get the details of the services
by the ingress:

kubect| describe ingress soainfra-nginx -n soans
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Sample output of the services supported by the above deployed ingress:

Nane: soai nfra-ngi nx
Namespace: soans
Addr ess: 100. 111. 150. 225

Default backend: default-http-backend:80 (<error: endpoints "default-http-
backend" not found>)

Rul es
Host Path Backends
donami nl. org
lem
soai nfra-adm nserver: 7001 (10.244.0. 45:7001)
/ webl ogi c/
r eady soai nfra-adm nserver: 7001 (10.244. 0. 45:7001)
/
soai nfra-cl uster-soa-cluster: 7003 (10.244.0.46:8011, 10. 244. 0. 47: 7003)
/ soa-
infra soai nfra-cl uster-soa-cluster: 7003
(10.244. 0. 46: 8011, 10. 244. 0. 47: 7003)
/ soal
conposer soai nfra-cl uster-soa-cluster: 7003

(10.244.0. 46: 8011, 10. 244. 0. 47: 7003)

/integration/
workl i stapp  soainfra-cluster-soa-cluster: 7003
(10.244.0. 46: 8011, 10. 244. 0. 47: 7003)

Annot at i ons: <none>
Events
Type Reason Age From Message

Normal CREATE 2nB2s nginx-ingress-controller Ingress soans/soainfra-
ngi nx
Normal  UPDATE 94s ngi nx-ingress-control l er Ingress soans/soainfra-
ngi nx

7. [For SSL access to the Oracle SOA Suite application, get the details of the services by the
above deployed ingress:

$ kubect!| describe ingress soainfra-nginx -n soans

Sample output of the services supported by the above deployed ingress:

Nane: soai nfra-ngi nx
Nanespace: soans
Addr ess: 100. 111. 150. 225

Default backend: default-http-backend:80 (<error: endpoints "default-
htt p- backend" not found>)
TLS:
soainfra-tls-cert term nates domainl.org
Rul es
Host Path Backends

domai nl. org
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/em
soai nfra-adni nserver: 7001 (10. 244.0. 45: 7001)
/ webl ogi c/
r eady soai nfra-adm nserver: 7001 (10.244.0. 45:7001)
/
soai nfra-cluster-soa-cluster: 7003 (10.244.0.46:8011, 10. 244. 0. 47: 7003)
I soa-
infra soai nfra-cl uster-soa-cluster: 7003
(10.244. 0. 46: 8011, 10. 244. 0. 47: 7003)
I soal
conposer soai nfra-cl uster-soa-cluster: 7003

(10.244.0. 46: 8011, 10. 244. 0. 47: 7003)

lintegration/
worklistapp  soainfra-cluster-soa-cluster: 7003
(10.244.0. 46: 8011, 10. 244. 0. 47: 7003)
Annot at i ons: kubernetes.io/
i ngress. class: nginx

ngi nx. i ngress. kuber net es. i o/ confi gurati on-sni ppet:
more_set i nput _headers "X- Forwar ded-Proto: https"
more_set i nput _headers "W.-Proxy-SSL: true"

ngi nx. i ngress. kubernetes.io/ingress.allowhttp: false
Events

Type Reason Age From Message

Normal CREATE 3m47s nginx-ingress-controller Ingress soans/soainfra-
ngi nx

Normal  UPDATE 3nR5s nginx-ingress-controller Ingress soans/soainfra-
ngi nx

For E2ESSL access to the Oracle SOA Suite application, get the details of the services by
the above deployed ingress:

$ kubect!| describe ingress soainfra-nginx-e2essl -n soans

Sample output of the services supported by the above deployed ingress:

Nane: soai nfra-ngi nx- e2essl -adnin
Nanespace: soans
Addr ess

Default backend: default-http-backend:80 (<error: endpoints "default-
htt p- backend" not found>)

TLS:
soainfra-tls-cert termnates admn.org
Rul es

Host Path Backends

adm n. org

soai nfra-adm nserver-ngi nx-ssl : 7002
(10. 244.0. 247: 7002)
Annot ations: kubernetes.iolingress.class: nginx
met a. hel m sh/ rel ease- nane: soa- ngi nx-i ngress
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met a. hel m sh/ rel ease- nanespace: soans

ngi nx. i ngress. kubernetes. i o/ ssl - passt hrough: true
Events:
Type Reason Age From Message

Normal  Sync 4s ngi nx-ingress-control l er Schedul ed for sync

Nane: soai nfra-ngi nx- e2essl - soa
Nanespace: soans
Addr ess:

Default backend: default-http-backend:80 (<error: endpoints "default-
ht t p- backend" not found>)

TLS:

soainfra-tls-cert terninates soa.org
Rul es:

Host Path Backends

soa.org

/ soai nfra-cluster-soa-cluster: 7004 (10.244.0.249:7004)
Annot ations: Kkubernetes.iolingress.class: nginx
met a. hel m sh/ rel ease- nane: soa- ngi nx-i ngress
met a. hel m sh/ rel ease- nanespace: soans
ngi nx. i ngress. kubernetes. i o/ ssl - passt hrough: true
Events:
Type Reason Age From Message

Normal  Sync 4s ngi nx-ingress-control l er Schedul ed for sync

Verify domain application URL access

NONSSL configuration

Get the LOADBALANCER _NON_SSLPORT NodePort of NGINX using the command:

LOADBALANCER_NON_SSLPORT=$( kubect| --nanmespace soans get services -0
j sonpat h="{. spec. ports[0].nodePort}" ngi nx-ingress-ingress-ngi nx-
controller)

echo ${ LOADBALANCER NON_SSLPORT}

Verify that the Oracle SOA Suite domain application URLs are accessible through the
LOADBALANCER _NON_SSLPORT:

http: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER NON_SSLPORT}/ webl ogi ¢/ r eady
ht t p: / / ${ LOADBALANCER HOSTNANE} : ${ LOADBALANCER NON_SSLPORT}/ em

http: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER NON_SSLPORT}/ soa-infra
http://${ LOADBALANCER HOSTNANE} : ${ LOADBALANCER NON SSLPCRT}/ soa/ conposer
http: // ${ LOADBALANCER HOSTNANE} : ${ LOADBALANCER NON_SSLPORT}/i nt egrati on/
wor kl i st app

SSL configuration

Get the LOADBALANCER _SSLPORT NodePort of NGINX using the command:

LOADBALANCER _SSLPORT=$(kubect| --namespace soans get services -0
j sonpat h="{. spec. ports[1].nodePort}" ngi nx-ingress-ingress-ngi nx-
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controller)
echo ${LOADBALANCER SSLPORT}

2. Verify that the Oracle SOA Suite domain application URLs are accessible through the
LOADBALANCER SSLPORT:

htt ps:// ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER SSLPORT}/ webl ogi ¢/ r eady
htt ps: // ${ LOADBALANCER HOSTNANE} : ${ LOADBALANCER SSLPORT}/ em

htt ps:// ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER SSLPORT}/ soa-infra

htt ps: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER SSLPORT}/ soa/ conposer
htt ps: // ${ LOADBALANCER HOSTNAME} : ${ LOADBALANCER_SSLPCRT}/ i nt egr ati on/
wor kl i st app

E2ESSL configuration

1. To access the SOA Suite domain application URLs from a remote browser, update the
browser host config file / et ¢/ host s (In Windows,
C:\ W ndows\ Syst enB2\ Dri ver s\ et c\ host s) with the IP address of the host on which the
ingress is deployed with below entries:

XX XX admn.org
X X. XX soa.org
X X.X. X osh.org

@® Note

*  The value of X.X.X.X is the host IP address on which this ingress is deployed.

» If you are behind any corporate proxy, make sure to update the browser proxy
settings appropriately to access the host names updated / et ¢/ host s file.

2. Get the LOADBALANCER_SSLPORT NodePort of NGINX using the command:

LOADBALANCER SSLPORT=$(kubect| --namespace soans get services -o
j sonpat h="{. spec. ports[1].nodePort}" nginx-ingress-ingress-ngi nx-
controller)

echo ${LOADBALANCER SSLPORT}

3. Verify that the Oracle SOA Suite domain application URLs are accessible through
LOADBALANCER _SSLPORT:

https://adm n. or g: ${ LOADBALANCER SSLPORT}/ webl ogi c/ r eady
https://adnin.org: ${ LOADBALANCER _SSLPORT}/ em

https://soa. or g: ${ LOADBALANCER SSLPORT}/soa-infra

https://soa. or g: ${ LOADBALANCER SSLPORT}/ soa/ conposer
https://soa. or g: ${ LOADBALANCER SSLPORT}/i nt egrati on/ workl i st app

® Note

This is the default host name. If you have updated the host name in val ues. yanm ,
then use the updated values.
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Uninstall NGINX ingress

Uninstall and delete the i ngr ess- ngi nx deployment:

hel m del ete soa-ngi nx-ingress -n soans

Uninstall NGINX

hel m del et e ngi nx-ingress -n soans

Enable Additional URL Access

This section provides information about how to extend an existing ingress (Non-SSL and SSL
termination) to enable additional application URL access for Oracle SOA Suite domains.

The ingress per domain created in the steps in Setup a Load Balancer exposes the application
paths defined in template YAML files present at ${WORKDIR}/charts/ingress-per-domain/
templates/.

To extend an existing ingress with additional application URL access:

1.

Update the template YAML file at ${WORKDIR}/charts/ingress-per-domain/templates/ to
define additional path rules.

For example, to extend an existing NGINX-based ingress with additional paths /pathl and /
path2 of an Oracle SOA Suite cluster, update nginx-ingress-nonssl.yaml, nginx-ingress-
ssl.yaml, or nginx-ingress-e2essl.yaml accordingly with additional paths:

# Copyright (c) 2020, 2022, Oracle and/or its affiliates.

# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con|icenses/upl.

{{- if eq .Values.type "NG NX" }}

{{- if (eq .Values.sslType "NONSSL") }}

api Version: networking. k8s.io/vl

kind: Ingress

spec:
rul es:
- host: '{{ .Values.nginx.hostname }}'
http:
pat hs:
# Add new paths -- start
- path: /pathl

backend:
servi ce:
name: ' {{ .Val ues.w sDomai n.domai nUI D }}-cluster-
{{ .Values.w sDomai n.soaCl usterName | |ower | replace "_" "-" }}'
port:

number: {{ .Val ues. W sDomai n. soaManagedServerPort }}
- path: /path2
backend:
servi ce:
name: ' {{ .Val ues.w sDomain.domai nUI D }}-cluster-
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{{ .Values.wW sDomai n. soaCl usterNarme | |ower | replace " " "-" }}'
port:
nunber: {{ .Val ues.w sDonmai n. soaManagedServerPort }}
# Add new paths -- end

- path: /em
backend:
{{- end }}

Get the Helm release name for the ingress installed in your domain namespace:

helml|s -n <donmai n_nanespace>

For example, in the soans namespace:

helmls -n soans

Sample output, showing the Helm release name for a NGINX-based ingress as soa-
ngi nx-i ngress:

NAMVE NAMESPACE REVI SI ON

UPDATED STATUS CHART
APP VERSI ON

soa- ngi nx-i ngress soans 1 2021-02-17

13:42: 03. 252742314 +0000 UTC depl oyed ingress-per-domain-0.1.0 1.0

To extend the existing ingress per domain with additional paths defined in the template
YAML, use the hel m upgr ade command:

cd ${ WORKDI R}

hel m upgrade <helmrel ease for_ingress> \
charts/ingress-per-domain \
--namespace <domai n_nanespace> \
--reuse-val ues

@® Note

hel m rel ease_for_ingress is the ingress name used in the corresponding helm
install command for the ingress installation.

Sample command for a NGINX-based ingress soa-nginx-ingress in the soans namespace:

cd ${ WORKDI R}

hel m upgrade soa- ngi nx-ingress \
charts/ingress-per-domain \
--namespace soans \
--reuse-val ues

This will upgrade the existing ingress to pick up the additional paths updated in the
template YAML.
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4. \Verify that additional paths are updated into the existing ingress.

a. Get the existing ingress deployed in the domain hamespace:

kubect| get ingress -n <domai n_nanespace>

For example, in the soans namespace:

kubect| get ingress -n soans

Sample output, showing the existing ingress as soai nf r a- ngi nx:

NAVE CLASS HOSTS ADDRESS PORTS AGE
soai nfra-nginx <none> donainl.org 10.109.211.160 80, 443 xxd

b. Describe the ingress object and verify that new paths are available and pointing to
desired backends.
Sample command and output, showing path and backend details for /path1 and /

path2:

kubect| describe ingress soainfra-nginx -n soans|grep path
/ pat hl

soai nfra-cluster-soa-cluster: 7003 (172.17.0.19: 7003, 172. 17. 0. 20: 7003)
/ pat h2

soai nfra-cluster-soa-cluster: 8011 (172.17.0.19: 7003, 172. 17. 0. 20: 7003)

Configure SSL Certificates

Secure Socket Layer (SSL) provides a secured communication for data sent over unsecured
networks. In an SSL termination scenario, you can configure SSL between the client browser
and the load balancer in your Oracle SOA Suite instance to ensure that applications are
accessed securely.

In an SSL end-to-end scenario, an Oracle SOA Suite domain is configured to use a self-signed
SSL certificate that was generated during domain creation. Clients will typically receive a
message indicating that the signing CA for the certificate is unknown and not trusted.

¢ Create custom SSL certificates in an SSL end-to-end scenario

 Create custom SSL certificates in an SSL termination at a load balancer

Create custom SSL certificates in an SSL end-to-end scenario

These steps describe how to replace the identity and trust keystore of an Oracle SOA Suite
domain with a custom identity and custom trust keystore and register with digital certificates
procured from any third party authority.

In this documentation, the registered domain is mydomain.com and the CA signed certificates
are taken from mydomain.

Create a custom identity and custom trust keystore and generate a certificate sighing
request (CSR)
To create a custom identity and custom trust keystore and generate a CSR:

1. Log in to the Enterprise Manager (EM) Console and access the Keystores page by
opening WebLogic Domain > Security > Keystore.
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2. Under the system stripe, click Create Keystore to create a new keystore.

3. Provide the following details for custom identity:
Keystore Name: custldentity Protection: Select the Password option. Keystore Password:
Enter the password. Confirm Password: Confirm the password.

4. Click Create Keystore to create another new keystore.
5. Provide the following details for custom trust:

» Keystore Name: custTrust

* Protection: Select the Password option.

* Keystore Password: Enter the password.

e Confirm Password: Confirm the password.

. . e i in v v
ORACL_E Enterprise Manager Fusion Middieware Control 126 leLEonictomain pebicgic
= soainfra @
== I WebLogic Domain v Aug 7, 2020 9:10:53 AM UTC 4.)
/Domain_soainfra/soainfra >
Keystore
The Keystore is a repository of keys and security certificates. These are organized into namespaces called "stripes". To work with a stripe or a keystore, select its row in the table and select a menu option. On this page you can create
astripe, create a keystore within a stripe, manage certificates in a keystore, change a keystore password, or delete a stripe or keystore.
View v «}= Create Stripe =}~ Create Keystore Detach
Name Protection
4 () system n/a
@ trust Policy
& demoidentity Password
& castore Policy
& publiccacerts Policy

& custidentity Password

& oustTrust Password

» (1 0pss n/a
» () ums n/a

» (L] BPM_CRYPTO_STRIPE nia

6. Click Manage on the custldentity keystore name and provide the password that you
specified previously.

7. Click Generate Keypair to create a new key pair, and provide the following details for
custldentity with alias as custldentity and password:

* Alias Name: custldentity

e Common Name: Common name, for example, soak8s.mydomain.com (Registered
domain name)

* Organizational Unit: Name of the organizational unit
* Organization: Organization hame
* Enter City, State, and Country names
* Key Type: RSA
* Key Size: 2048
e Password: Enter the password
8. Click OK to generate the keypair.
9. Select the newly created keypair and click Generate CSR.

10. Export the created CSR, share it with Certificate Authority, such as digicert CA, and get
root, intermediate, and signed certificates. The certificate is generated for the domain
name you used in the Common Name field.
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It is not mandatory to create identity and trust keystore under the syst emstripe that comes with
default provisioning. You can create a new custom stripe and create identity and trust
keystores under it.

Share the CSR with CA to get CA-signed certificate

1.
2.

8.

Select the new keypair under the custldentity and click Generate CSR.

Export the created CSR and share it with the Certificate Authority and get root,
intermediate, and signed certificates. The certificate is generated for the domain name you
used in the Common Name field.

Download the certificates shared in the zip file from the CA. The zip file contains one of the
following:

* the three certificates individually - root, intermediate, and signed certificates
* root and intermediate certificates in one chain and signed certificate separately

Double-click the certificate chain for root and intermediate certificates. You can see the full
chain when you click on the certification path.

Extract the root and intermediate certificates individually by going to the certification path,
select the certificate to be extracted (root or intermediate) and click View Certificate.

On the View Certificates pop-up, select the Details tab and click Copy to File.

In the Certificate Export wizard, click Next, then select Base 64 encoded X.509 (CER), and
then click Next. Export the certificate.

Name the exported certificate as root and intermediate certificates respectively.

Import CA certificates

Certificate Authority (CA) certificates must be imported in the following order: first the signed
server certificate, then the intermediate certificate, and then the root certificate.

To import CA certificates:

1.

Use WLST commands to import the certificate chain in the identity keystore (custldentity):

a. Combine the three certificates into a single text file called chain.pem in the following
order: signed server certificate, followed by intermediate certificate, followed by root
certificate:

----- BEG N CERTI FI CATE- - - - -
<si gned server certificate>
----- END CERTI FI CATE--- - -
----- BEG N CERTI FI CATE- - - - -
<internediate certificate>
----- END CERTI FI CATE--- - -
----- BEG N CERTI FI CATE- - - - -
<root certificate>

----- END CERTI FI CATE--- - -

b. Place the chain.pem in /tmp from where you will be executing the kubectl commands
(for example, on the master node).

c. Enter the following command to change the file ownership to 1000:1000 user/group:

sudo chown 1000: 1000 /tnp/ chai n. pem
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d. Copy /tmp/chain.pem into the Administration Server pod (for example, soainfra-
adminserver):
kubect| cp /tnp/chain. pem soans/ soai nfra-adm nserver:/tnp/chain. pem
e. Exec into the Administration Server pod to perform all operations:
kubect| exec -it soainfra-admnserver -n soans -- bash
f. Start WLST and access the Oracle Platform Security Services (OPSS) key store
service:
cd /u01/oracl e/ oracl e_conmon/ conmon/ bi n/
.Iwst.sh
w s:/of fline> connect ("webl ogic", "Wl comel", "t 3://soainfra-
admi nserver: 7001")
W s:/soai nfral/ serverConfig/> svc =
get OpssSer vi ce( nane=' KeySt or eService')
g. Use the WLST importKeyStoreCertificate command to import chain.pem:
svc. inportKeyStoreCertificate(appStripe='stripe', name=' keystore',
passwor d=' password', alias="alias', keypassword='keypassword',
type="entrytype',filepath="absolute file path')
For example:
W s:/soai nfral server Confi g/ >
svc.inportKeyStoreCertificate(appStripe='system, name=' custldentity',
passwor d=wel conel, alias='custldentity', keypassword='wel conel',
type="CertificateChain', filepath="/tnp/chain.pen)
h. Exit WLST:
exit()
2. Use Oracle Enterprise Manager to import the certificate chain into the trust keystore
(custTrust):
a. Loginto the Enterprise Manager Console and access the Keystores page by opening

WebLogic domain > Security > Keystore.

Select the trust keystore (custTrust) and click Manage.

Click Import Certificate and import the certificates in this order:

* The signed server certificate as a trusted certificate (alias mySignedCert)

* The intermediate certificate from CA as a trusted certificate (alias mylnterCA)

e The root certificate from CA as a trusted certificate (alias myRootCA)
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Synchronize the local keystore with the security store

Synchronize keystores to synchronize information between the domain home and the Oracle
Platform Security Services (OPSS) store in the database.

To synchronize keystores:

1.

Exec into the Administration server pod (for example, soainfra-adminserver).

kubect| exec -it soainfra-adm nserver -n soans -- bash

Start WLST and access the Oracle Platform Security Services (OPSS) keystore service.

cd /u01/oracl e/ oracl e_comron/ conmon/ bi n/
.Iw st.sh

w s:/of fline> connect ("webl ogic", "Wl comel","t3://soainfra-
adnmi nserver: 7001")

W s:/soainfral/serverConfig/> svc = get OpssServi ce(nane=' KeyStoreService')

Enter the following commands to synchronize the custom identity and custom trust
keystores:

@® Note

This step is necessary only if you are using the system stripe. You do not need to
synchronize the keystores if you are using a custom stripe.

w s:/soainfral/serverConfig/> svc.listKeyStoreAl iases(appStripe="systent,
nane="custldentity", password=" ****" type="*")

W s: /soai nfra/ server Confi g/ >

syncKeySt ores(appStri pe=' systeni, keyst or eFor nat =' KSS')

W s:/soainfral/serverConfig/> svc.listKeyStoreAl iases (appStripe="systent,
nane="nyKSSTrust", password="****"_ type="*")

W s: /soai nfra/ server Confi g/ >

syncKeySt ores(appStri pe=' systeni, keyst or eFor nat =' KSS')

Update the WebLogic keystores with custom identity and trust

To update the WebLogic keystores with custom identity and custom trust:

1.

In the WebLogic Remote Console, connect to the Administration server and then navigate
to Edit Tree > Environment > Servers > AdminServer > Security > Keystores tab.

Change the Keystores to Custom Identity and Custom Trust and Save.
Provide the values for Custom Identity:

e Custom Identity Key Store File Name:

kss://system custidentity
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e Custom Identity Key Store Type:
KSS

e Custom Identity Key Store Pass Phrase: enter password given while creating the

custldentity

keystore.
4. Provide the values for Custom Trust:
e Custom Trust Key Store File Name: kss://system/custTrust
e Custom Trust Key Store Type: KSS

e Custom Trust Key Store Pass Phrase: enter password given while creating the
custTrust keystore.

5. Click Save and then Commit changes.
6. Open the SSL tab and provide the following details:

« Server Private Key Alias: custldentity (this is the alias given while creating the key
pair in the custldentity keystore.)

« Server Private Key Pass Phrase: enter password given while creating the key pair
under the custldentity keystore.

7. Inthe Advanced section, change Hostname Verification to None.
8. Click Save and Commit changes.

9. Repeat steps 1 to 7 for all Managed Servers.

10. Restart the domain.

11. Once the servers are up and running, you can check if the SSL URLs show the updated
certificates.

For more details, refer Administering Oracle SOA Cloud Service and Administering Oracle
Fusion Middleware.

Create custom SSL certificates in an SSL termination at a load balancer
This section provides references to configure a custom SSL certificate at a load balancer.

There are multiple CA vendors in the marketplace today, each offering different levels of
service at varying price points. Research and choose a CA vendor that meets your service-
level and budget requirements.

For a CA vendor to issue you a CA-issued SSL certificate, you must provide the following
information:

¢ Your custom domain name.
* Public information associated with the domain confirming you as the owner.
 Email address associated with the custom domain for verification.

Create a Certificate Signing Request (CSR) for your load balancer and submit the CSR to the
CA vendor. After receiving the CA-issued certificate, refer to Administering Oracle SOA Cloud
Service to import the CA-issued SSL certificate to the load balancer. If you are using openssl to
create the certificates, you can refer to Manually Generate a Certificate Signing Request (CSR)
Using OpenSSL to submit the CSR to the CA vendor.
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Replace Demonstration CA Signed Certificates

Oracle highly recommends to use third-party Certificate Authority (CA) signed certificates or
domain CA signed certificates when you deploy applications to a production environment. By
default, any certificates created using the OPSS keystore service in the domain are signed
using the demonstration CA.

@® Note

These demonstration certificates should not be used in a production environment. The
private key of the demonstration certificate is available to all installations of WebLogic
Server, therefore each installation can generate a demonstration signed CA certificate
using the same key. Hence, you cannot trust these certificates.

For more details, see here.

Replacing Demo CA Certificates With Domain CA Signed Certificates

A domain CA is a self-signed certificate that acts like a CA for a domain. Unlike a
demonstration CA, the private key used in a domain CA certificate is unique to each domain,
and provides more security.

You can create a domain CA certificate and replace all the demonstration CA certificates in a
domain as described in Replacing Demo CA Certificates With Domain CA Signed Certificates.

Alternatively, you can run the helper script cust om keyst or e. sh available at ${ WORKDI R} /
cust om keyst or e to configure custom keystore for Oracle SOA Suite domains. For more
details, refer README.

Replacing Demo CA Certificates With Third-Party CA Signed Certificates

A third-party CA validates identities and issues certificates. To get the certificate, you must
create a Certificate Request and submit it to the CA. The CA will authenticate the certificate
requestor and create a digital certificate based on the request. To replace demonstration
certificates with third-party CA signed certificates, see Replacing Demo CA Certificates With
Third-Party CA Signed Certificates and Configure SSL certificates.

Monitor a Domain and Publish Logs

After the Oracle SOA Suite domain is set up, you can:

*  Monitor the Oracle SOA Suite instance using Prometheus and Grafana

e Publish WebLogic Server logs into Elasticsearch

e Publish SOA server diagnostics logs into Elasticsearch

Monitor the Oracle SOA Suite instance using Prometheus and Grafana

Using the WebLogic Monitoring Exporter you can scrape runtime information from a running
Oracle SOA Suite instance and monitor them using Prometheus and Grafana.

Set up monitoring, follow these steps to set up monitoring for an Oracle SOA Suite instance.
For more details on WebLogic Monitoring Exporter, see here.
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Publish WebLogic Server logs into Elasticsearch

WebLogic Server logs can be published to Elasticsearch using Fluentd. See Fluentd
configuration steps.

Publish SOA server diagnostics logs into Elasticsearch

This section shows you how to publish diagnostics logs to Elasticsearch and view them in
Kibana. For publishing operator logs, see this sample.

Prerequisites
If you have not already set up Elasticsearch and Kibana for logs collection, refer to this
document and complete the setup.

Publish to Elasticsearch

The diagnostics or other logs can be pushed to Elasticsearch server using logstash pod. The
logstash pod should have access to the shared domain home or the log location. In case of the
Oracle SOA Suite domain, the persistent volume of the domain home can be used in the
logstash pod. To create the logstash pod, follow these steps:

1. Get the domain home persistence volume claim details of the domain home of the Oracle
SOA Suite domain. The following command lists the persistent volume claim details in the
namespace - soans. In the example below, the persistent volume claim is soai nfr a-
domai n- pvc:

kubect| get pvc -n soans

Sample output:

NAVE STATUS  VOLUME CAPACI TY  ACCESS
MODES ~ STORAGECLASS AGE

soai nfra-domai n-pvc  Bound soai nfra-domain-pv  10G

RWK soai nfra- domai n-storage-class  xxd

2. Create the logstash configuration file (I ogst ash. conf). Below is a sample logstash
configuration to push diagnostic logs of all servers available at DOMAIN_HOME/servers/
<server_name>/logs/-diagnostic.log:

i nput
{

file

{

path => "/u0l/oracl e/ user _proj ect s/ domai ns/ soai nfra/ servers/**/| ogs/*-
di agnostic. | og"

start_position =>
begi nni ng

}
}

filter

{
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gr ok
{

match => [ "message”, "<9% DATA:log_tinestanmp}> <% WORD: | og_| evel }> <%
{WORD: t hr ead} > <% HOSTNAME: host name} > <% HOSTNAME: ser ver nanme} > <%
{ DATA: timer}> <<% DATA: kernel } >> <> <% DATA: uui d} > <% NUMBER: ti nest anp}> <%
{ DATA: mi sc}> <% DATA: | og_number}> <%
{ DATA: | og_nessage}>" |

}
}
out put
{
el asticsearch
{
hosts =>
["elasticsearch. defaul t.svc.cluster.|ocal:9200"]
}
}

Copy the | ogst ash. conf into /u01/ or acl e/ user _proj ect s/ domei ns so that it can be used
for logstash deployment, using the Administration Server pod (for example soai nf r a-
admi nserver pod in namespace soans):

kubect| cp I ogstash.conf soans/soainfra-adm nserver:/u0l/oracle/
user_projects/domai ns --namespace soans

Create a deployment YAML (I ogst ash. yam ) for the logstash pod using the domain home
persistence volume claim. Make sure to point the logstash configuration file to the correct
location (for example, copy logstash.conf to /uO1/oracle/user_projects/domains/
logstash.conf) and also the correct domain home persistence volume claim. Below is a
sample logstash deployment YAML:

api Version: apps/vl
ki nd: Depl oyment
met adat a
nane: | ogstash-soa
namespace: soans
spec:
sel ector:
mat chLabel s
app: | ogstash-soa
tenplate: # create pods using pod definition in this tenplate
met adat a:
| abel s:
app: | ogstash-soa
spec
vol umes
- nane: soai nfra-donai n- st orage-vol une
persi st ent Vol uned ai m
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cl ai mNane: soai nf ra- domai n- pvc
- nane: shared-|ogs
enptyDir: {}
cont ai ners:
- nane: |ogstash
i mage: |ogstash:6.6.0
command: ["/bin/sh"]
args: ["/usr/share/logstash/bin/logstash", "-f", "/u0l/oracle/
user _proj ects/ domai ns/ | ogstash. conf"]
i magePul | Pol i cy: |fNotPresent
vol uneMbunt s:
- nount Pat h: /u01/ oracl e/ user_projects
nane: soai nfra-domai n-storage-vol urme
- nane: shared-|ogs
mount Pat h: /shared-1 ogs
ports:
- containerPort: 5044
name: | ogstash

5. Deploy logstash to start publish logs to Elasticsearch:

kubect| create -f [|ogstash.yam

6. Now, you can view the diagnostics logs using Kibana with index pattern “logstash-*".

Expose the T3/T3S Protocol

You can create T3/T3S channels and the corresponding Kubernetes service to expose the
T3/T3S protocol for the Administration Server and Managed Servers in an Oracle SOA Suite
domain.

@® Note

Oracle strongly recommends that you do not expose non-HTTPS traffic (T3/T3s/LDAP/
[IOP/IIOPSs) outside of the external firewall. You can control this access using a
combination of network channels and firewalls.

The WebLogic Kubernetes Operator provides an option to expose a T3 channel for the
Administration Server using the exposeAdminT3Channel setting during domain creation, then
the matching T3 service can be used to connect. By default, when exposeAdminT3Channel is
set, the WebLogic Kubernetes Operator environment exposes the NodePort for the T3 channel
of the NetworkAccessPoint at 30012 (use t3ChannelPort to configure the port to a different
value).

If you miss enabling exposeAdminT3Channel during domain creation, follow these steps to
create a T3 channel for Administration Server manually.
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Kubernetes Cluster

WLS
Qperator

Traefik LB

soa cluster

Admin SOA
SOA DB
Server Server1
14c
1l4c

Y-

Expose a T3/T3S Channel for the Administration Server

Expose T3/T3S for Managed Servers

Remove T3/T3S Configuration

Expose a T3/T3S Channel for the Administration Server

To create a custom T3/T3S channel for the Administration Server that has a listen port
listen_port and a paired public port public_port:

1.

Create t 3_adnmi n_confi g. py with the following content:

adnmi n_pod_name = sys. argv[ 1]

admi n_port = sys.argv[2]

user_nanme = sys.argv[ 3]

password = sys.argv[ 4]

listen_port = sys.argv[5]

public_port = sys.argv[6]

public_address = sys.argv[7]

Adnmi nServer Name = sys. argv[ 8]

channel Type = sys.argv[9]

print (' custom adnin_pod_name : [%]' % adni n_pod_name);

print('customadnin_port : [%]' % adnmin_port);
print('customuser_name : [%]' % user_nane);
print (' custom password : *¥xxExExr).
print('public address : [%]' % public_address);
print('channel listen port : [%]' %]listen_port);

print (' channel public listen port : [%]' % public_port);
connect (user _nanme, password, 't3://' + adnmin_pod_name + ':'
edit()

startEdit()

cd('/")

cd(' Servers/ %/' % Adni nServer Nane )

+ adni n_port)
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i f channel Type == "t3":
create(' T3Channel _AS',"' Net wor kAccessPoint"')
cd(" Net wor kAccessPoi nt s/ T3Channel _AS')
set (' Protocol',"t3")
set('ListenPort',int(listen_port))
set (' PublicPort',int(public_port))
set (' Publ i cAddress', public_address)
print (' Channel T3Channel _AS added')

elif channel Type == 't 3s’
create(' T3SChannel _AS', ' Net wor kAccessPoint')
cd(" Net wor kAccessPoi nt s/ T3SChannel _AS')
set (' Protocol',"t3s")
set('ListenPort',int(listen_port))
set (' PublicPort',int(public_port))
set (' Publ i cAddress', public_address)
set (' Ht t pEnabl edFor Thi sProtocol ', true)
set (' Qut boundEnabl ed', fal se)
set (' Enabled', true)
set (' TwoWaySSLEnabl ed', true)
set('CientCertificateEnforced , false)
el se:
print (' channel Type [%] not supported', channel Type)
activate()

di sconnect ()

Copy t 3_adni n_confi g. py into the domain home (for example, / u01/ or acl e/
user _proj ect s/ domai ns/ soai nf r a) of the Administration Server pod (for example,
soai nfra-adni nserver in soans hamespace).

$ kubect! cp t3_adm n_config.py soans/soai nfra-adm nserver:/u0l/oracl e/
user_proj ects/ donmai ns/ soai nfra

Run wist.sh t3_admin_config.py by using exec into the Administration Server pod with the
following parameters:

e admin_pod_name: soainfra-adminserver # Administration Server pod

e admin_port: 7001

e user_name: weblogic

e password: Welcomel # weblogic password

* listen_port: 30014 # New port for T3 Administration Server

e public_port: 30014 # Kubernetes NodePort which will be used to expose T3 port
externally

e public_address:
« AdminServerName: AdminServer # Give administration Server name

« channelType: t3 # t3 or t3s protocol channel

kubect| exec -it <Administration Server pod> -n <namespace> -- /u01/oracle/
oracl e_common/ common/ bi n/w st.sh <domai n_honme>/t3_adnmi n_config. py

<Adm ni stration Server pod> <Adm nistration Server port> weblogic
<password for weblogic> <t3 port on Adnministration Server> <t3 nodeport>
<mast er _i p> <Adm nServer Nane> <channel Type t3 or t3s>
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For example:

kubect| exec -it soainfra-adm nserver -n soans -- /u0l/oracle/

oracl e_conmmon/ common/ bi n/ W st. sh /u01/oracl e/ user _proj ect s/ domai ns/

soai nfra/t3_adm n_config.py soainfra-adninserver 7001 webl ogi ¢ Wl conel
30014 30014 xxx.XXX.XXX.Xxx Admi nServer t3

Create t 3_adni n_svc. yani with the following contents to expose T3 at NodePort 30014 for
domainName and domainUID as soai nf ra and domain deployed in soans hamespace:

@® Note

For T3S, replace NodePort 30014 with the appropriate value used with
public_port while creating the T3S channel using W st . sh in the previous step.

api Version: vl
kind: Service
met adat a
nanme: soai nfra-adm nserver-t3-externa
namespace: soans
| abel s:
webl ogi c. server Nane: Admi nServer
webl ogi ¢. domai nNane: soainfra
webl ogi ¢. domai nUI D: soainfra

spec:
type: NodePort
sel ector:

webl ogi ¢. domai nNane: soai nfra
webl ogi ¢. domai nUI D: soainfra
webl ogi ¢. server Nanme: Adni nServer

ports:

- nane: t3adninport
protocol: TCP
port: 30014

targetPort: 30014
nodePort: 30014

Create the NodePort service for port 30014:

kubect| create -f t3_admi n_svc.yanl

Verify that you can access T3 for the Administration Server with the following URL:
t3://<master_i p>: 30014

Similarly, you can access T3S as follows:

a. First get the certificates from the Administration Server to be used for secured (T3S)
connection from the client. You can export the certificate from the Administration
Server with WLST commands. For example, to export the default demoidentity:
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@® Note

If you are using the custom SSL certificate, replace the steps accordingly.

kubect| exec -it soainfra-adm nserver -n soans -- bash

/u01/ oracl e/ oracl e_comon/ common/ bi n/ W st . sh

connect (' webl ogi ¢', "' Wl comel', 't 3://soainfra-adm nserver: 7001")

svc = get OpssServi ce(name=' KeyStoreService')

svc. export KeyStoreCertificate(appStripe='system, name='denoidentity',
passwor d=" Denol dent i t yKeySt or ePassPhrase', alias='Denoldentity',
type='Certificate', filepath="/tnp/cert.txt/")

These steps download the certificate at / t np/ cert. txt.

b. Use the same certificates from the client side and connect using t 3s. For example:

export JAVA HOVE=/ u01/j dk
keytool -inport -v -trustcacerts -alias soadomain -file cert.txt -
keystore $JAVA HOVE/ i b/ security/cacerts -keypass changeit -storepass
changei t
export W.ST_PROPERTI ES="-
Dwebl ogi c. security. SSL. i gnor eHost naneVeri ficati on=true"
cd $ORACLE_HOME/ or acl e_comon/ conmon/ bi n
.Iw st.sh
Initializing WebLogi ¢ Scripting Tool (WST) ...
Wl come to WebLogic Server Administration Scripting Shell
Type help() for help on avail abl e commands
w s:/offline> connect (' weblogic',' Welcomel' ,'t3s://<Master |IP
addr ess>; 30014")

Expose T3/T3S for Managed Servers

To create a custom T3/T3S channel for all Managed Servers, with a listen port listen_port and
a paired public port public_port:

1. Createt3_ms_config. py with the following content:

adm n_pod_nane = sys.argv[1]
admi n_port = sys.argv[2]
user_name = sys. argv[ 3]
password = sys.argv[4]
listen_port = sys.argv[5]
publ i c_port = sys.argv[6]
publ i c_address = sys.argv[7]
managedNaneBase = sys. argv| 8]
ms_count = sys.argv[9]
channel Type = sys. argv[ 10]
print('customhost : [¥%]' % adnin_pod_nane);

print('customport : [%]' % adnmin_port);
print('customuser_nane : [%]' % user_nane);
print('custom password : ****xkxxt).
print('public address : [%]' % public_address);
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print('channel listen port : [%]" %listen_port);
print(' channel public listen port : [%]" % public_port);
connect (user_name, password, 't3://' + adnmin_pod_nane + ':' + admin_port)
edit()
startEdit()
for index in range(0, int(ms_count)):
cd('/")
nmsl ndex = index+1
cd('/")
nane = '%%" % (managedNaneBase, msl ndex)
cd("' Servers/%/' % nane )
i f channel Type == "t3":
create(' T3Channel _M5', "' Net wor kAccessPoint")
cd(' Net wor kAccessPoi nt s/ T3Channel _MS')
set (' Protocol',"'t3")
set('ListenPort',int(listen_port))
set (' PublicPort',int(public_port))
set (' Publ i cAddress', public_address)
print (' Channel T3Channel _MS added ...for ' + name)
elif channel Type == "t3s":
create(' T3SChannel _M5', ' Net wor kAccessPoint')
cd(' Net wor kAccessPoi nt s/ T3SChannel _Ms')

set (' Protocol',"'t3s")
set('ListenPort',int(listen_port))

set (' PublicPort',int(public_port))

set (' Publ i cAddress', public_address)
set (' Ht t pEnabl edFor Thi sProtocol ', true)
set (' Qut boundEnabl ed', fal se)

set (' Enabled', true)

set (' TwoWaySSLEnabl ed', true)

set('CientCertificateEnforced , false)
print (' Channel T3SChannel _M5 added ...for ' + nane)
el se:
print('Protocol [%] not supported 9% channel Type)
activate()
di sconnect ()

Copy t 3_ns_confi g. py into the domain home (for example, / u01/ or acl e/ user _proj ects/
domai ns/ soai nf ra) of the Administration Server pod (for example, soai nf r a- adm nserver
in soans namespace).

kubect| cp t3_ns_config.py soans/soainfra-adm nserver:/u01/ oracl e/
user _proj ects/ donmai ns/ soai nfra

Runw st.sh t3_ns_config. py by exec into the Administration Server pod with the
following parameters:

e admin_pod_name: soainfra-adminserver # Administration Server pod

e admin_port: 7001

e user_name: weblogic

e password: Welcomel # weblogic password

e listen_port: 30016 # New port for T3 Managed Servers
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e public_port: 30016 # Kubernetes NodePort which will be used to expose T3 port
externally

e public_address:

* managedNameBase: soa_server # Give Managed Server base name. For osb_cluster
this will be osb_server

* ms_count: 5 # Number of configured Managed Servers

e channelType: t3 # channelType is t3 or t3s

adnmi n_pod_nane: soai nfra-adm nserver # Adnministration Server pod
admin_port: 7001 user_name: webl ogi ¢ password: Wl conel # webl ogic
password |isten _port: 30016 # New port for T3 Managed Serverspublic_port:
30016 # Kubernetes NodePort which will be used to expose T3 port

external | ypublic_address: managedNanmeBase: soa_server # Gve
Managed Server base name. For osb _cluster this will

be osbh_serverms_count: 5 # Nunber of configured Managed
Serverschannel Type: t3 # channel Type is t3 or t3s

For example:

kubect| exec -it soainfra-admnserver -n soans -- /u0l/oracle/

oracl e_conmmon/ conmon/ bi n/ W st. sh /u01/ oracl e/ user _proj ect s/ domai ns/
soainfra/t3_ns_config. py soainfra-adm nserver 7001 webl ogi c Wl conel
30016 30016 xxx.XXX.XXX.XXX soa_server 513

Create t3_ms_svc. yanl with the following contents to expose T3 at Managed Server port
30016 for domainName, domainUID as soainfra, and clusterName as soa_cluster for the
SOA cluster. Similarly, you can create the Kubernetes service with clusterName as
osb_cluster for an Oracle Service Bus cluster:

@ Note

For T3S, replace NodePort 30016 with the appropriate value used with public_port
while creating the T3S channel using w st . sh in the previous step.

api Version: vl
ki nd: Service
met adat a
name: soainfra-soa-cluster-t3-externa
namespace: soans
| abel s:
webl ogi c. cl ust er Nane: soa_cl uster
webl ogi c. domai nName: soai nfra
webl ogi c. donmai nUI D: soainfra

spec:
type: NodePort
sel ector:

webl ogi c. domai nNae: soai nfra
webl ogi c. donai nUI D: soainfra
webl ogi c. cl ust er Nane: soa_cl uster
ports:
- name: t3soaport
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protocol : TCP
port: 30016
targetPort: 30016
nodePort: 30016

Create the NodePort service for port 30016:

kubect!| create -f t3_ns_svc.yam

Verify that you can access T3 for the Managed Server with the following URL:
t3://<master_i p>: 30016

Similarly, you can access T3S as follows:

First get the certificates from the Administration Server to be used for secured (t3s)
connection from client. You can export the certificate from the Administration Server
with wist commands. Sample commands to export the default demoidentity:

® Note
In case you are using the custom SSL certificate, replaces the steps
accordingly
kubect!| exec -it soainfra-admnserver -n soans -- bash

/u01/ oracl e/ oracl e_comon/ common/ bi n/ W st . sh

connect (' webl ogi ¢', ' Wl conmel', 't 3://soainfra-adm nserver: 7001")

svc = get OpssServi ce(name=' KeyStoreService')

svc. export KeyStoreCertificate(appStripe='system, name='denoidentity',
passwor d=" Denol dent i t yKeySt or ePassPhrase', alias='Denoldentity',
type='Certificate', filepath="/tnp/cert.txt/")

The above steps download the certificate at / t np/ cert .t xt .

Use the same certificates from the client side and connect using t3s. For example:

export JAVA HOVE=/ u01/j dk
keytool -import -v -trustcacerts -alias soadomain -file cert.txt -
keystore $JAVA HOVE/ | i b/ security/cacerts -keypass changeit -storepass
changei t
export W.ST_PROPERTI ES="-
Dwebl ogi c. security. SSL. i gnor eHost naneVerificati on=true"
cd $ORACLE_HOME/ or acl e_comon/ conmon/ bi n
/W st.sh
Initializing WebLogic Scripting Tool (WST) ...
Wl come to WebLogic Server Administration Scripting Shell
Type help() for help on avail abl e conmands
w s:/offline> connect (' weblogic'," Wl comel' ,'t3s://<Master IP
addr ess>: 30016' )

Remove T3/T3S Configuration
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1. For administration server, do the following:

a.

Create t 3_adnmi n_del et e. py with the following content:

adm n_pod_nane = sys.argv[1]
admi n_port = sys.argv[2]
user_name = sys. argv[ 3]
password = sys.argv[4]
Admi nServer Nane = sys. argv[ 5]
channel Type = sys. argv| 6]
print('custom adnin_pod_nane : [%]' % adm n_pod_nane);
print('customadnin_port : [%]' % adnin_port);
print('customuser_nane : [%]' % user_nanme);
print('custom password : ****x*kxxt).
connect (user_name, password, 't3://' + adnmin_pod_nanme + ':' +
admi n_port)
edit()
startEdit()
cd('/")
cd(' Servers/ %s/"' % Adm nServer Nare )
i f channel Type == "t3":
del et e(’ T3Channel _AS' ' Net wor kAccessPoi nt ')

elif channel Type == "t3s':

del et e(' T3SChannel _AS', ' Net wor kAccessPoint")
el se:

print (' channel Type [%] not supported', channel Type)
activate()

di sconnect ()

Copy t 3_adni n_del et e. py into the domain home (for example, / u01/ or acl e/
user _proj ects/ domai ns/ soai nfra) of the Administration Server pod (for example,
soai nfra-adni nserver in soans nanmespace).

kubect| cp t3_adnin_del ete.py soans/soai nfra-adm nserver:/u0l/oracl e/
user _proj ects/ domai ns/ soai nfra

Runw st.sh t3_adni n_del et e. py by exec into the Administration Server pod with the
following parameters:

e admin_pod_name: soainfra-adminserver # Administration Server pod

e admin_port: 7001

e user_name: weblogic

* password: Welcomel # weblogic password

* AdminServerName: AdminServer # Give administration Server name

* channelType: t3 # T3 channel

kubect! exec -it <Adm nistration Server pod> -n <namespace> -- [u0l1/
oracl e/ oracl e_comon/ common/ bi n/wl st.sh <domai n_honme>/

t3_adnmin_del ete. py <Administration Server pod> <Adninistration Server
port> webl ogi c <password for webl ogi c> <Adni nServer Nane> <protocol t3
or t3s>
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For example:

kubect| exec -it soainfra-adm nserver -n soans -- /u0l/oracl e/

oracl e_conmmon/ common/ bi n/ W st. sh /u01/oracl e/ user _proj ect s/ domai ns/

soai nfra/t3_adm n_del ete. py soai nfra-adninserver 7001 webl ogi ¢ Wl conel
Adnmi nServer t3

Delete the NodePort service for port 30014:

kubect!| delete -f t3 adnin_svc.yan

2. For managed servers, do the following:

These steps delete the custom T3/T3S channel created by Expose T3/T3S for Managed
Servers for all Managed Servers.

a.

Create t 3_ns_del et e. py with the following content:

adm n_pod_nane = sys.argv[1]
admin_port = sys.argv[2]
user_name = sys. argv[ 3]
password = sys.argv[ 4]
managedNaneBase = sys. argv[ 5]
ms_count = sys. argv[ 6]
channel Type = sys.argv[7]
print('customhost : [%]' % adnin_pod_narme);
print('customport : [%]' %admn_port);
print('customuser_nane : [%]' % user_name);
print('custom password ; ****xxxxi).
connect (user _name, password, 't3://' + adnmin_pod name + ':' +
adnmin_port)
edit()
startEdit()
for index in range(0, int(ms_count)):
cd('/")
nmsl ndex = index+1
cd('/")
nane = '%%' % (managedNaneBase, msl ndex)
cd("' Servers/%/' % nane )

i f channel Type == "t3":
del et e(' T3Channel _M5', ' Net wor kAccessPoint')
elif channel Type == "t3s":
del et e(' T3SChannel _M5', "' Net wor kAccessPoint')
el se:
print('Protocol [%] not supported 9% channel Type)
activate()

di sconnect ()

Copy t 3_ns_del et e. py into the domain home (for example, /u01/ or acl e/
user _proj ect s/ domai ns/ soai nf r a) of the Administration Server pod (for example,
soai nf ra- admi nserver in soans namespace).

kubect! cp t3_ns_del ete. py soans/soai nfra-admi nserver:/u0l1/ oracl e/
user _proj ects/ donmai ns/ soai nfra
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Runw st.sh t3_ns_del et e. py by exec into the Administration Server pod with the
following parameters:

e admin_pod_name: soainfra-adminserver # Administration Server pod
e admin_port: 7001

e user_name: weblogic

* password: Welcomel # weblogic password

* managedNameBase: soa_server # Give Managed Server base name. For
osb_cluster this will be osb_server

* ms_count: 5 # Number of configured Managed Servers

* channelType: t3 # channelType is t3 or t3s

kubect! exec -it <Adm nistration Server pod> -n <namespace> -- [u0l1/
oracl e/ oracl e_comon/ common/ bi n/ W st.sh <domai n_home>/t3_ns_del ete. py
<Admi ni stration Server pod> <Admi nistration Server port> weblogic
<password for weblogic> <t3 port on Managed Server> <t3 nodeport>
<mast er _i p> <managedNameBase> <ns_count > <channel Type t3 or t3s>

For example:

kubect| exec -it soainfra-adm nserver -n soans -- /u0l/oracl e/

oracl e_conmmon/ common/ bi n/ W st. sh /u01/oracl e/ user _proj ect s/ domai ns/
soai nfra/t3_ns_del ete. py soainfra-adm nserver 7001 webl ogi ¢ Wl conel
soa_server 5 t3

Delete the NodePort service for port 30016 (or the NodePort used while creating the
Kubernetes service):

kubect!| delete -f t3 _ns_svc.yam

Deploy Composite Applications

Learn how to deploy the composite applications for Oracle SOA Suite and Oracle Service Bus
domains.

Deploy Using JDeveloper

Deploy Oracle SOA Suite and Oracle Service Bus composite applications from Oracle
JDeveloper to Oracle SOA Suite in the WebLogic Kubernetes Operator environment.

Deploy Using Maven and Ant

Deploy Oracle SOA Suite and Oracle Service Bus composite applications using the Maven
and Ant based approach in an Oracle SOA Suite deployment.

Deploy Using Composites in a Persistent Volume or Image

Deploy Oracle SOA Suite and Oracle Service Bus composite applications artifacts in a
persistent volume or in an image.
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Deploy Using JDeveloper

Learn how to deploy Oracle SOA Suite and Oracle Service Bus composite applications from
Oracle JDeveloper to an Oracle SOA Suite instance in the WebLogic Kubernetes Operator
environment.

@® Note

Use JDeveloper for development and test environments only. For a production
environment, you should deploy using Application Control and WLST methods.

Deploy Oracle SOA Suite and Oracle Service Bus composite applications to Oracle SOA
Suite from JDeveloper

Prerequisites
Secure domain

To deploy Oracle SOA Suite and Oracle Service Bus composite applications from Oracle
JDeveloper in a secure domain we need to perform deployments using internal Kubernetes
services. For more details, refer Deploy Oracle SOA Suite and Oracle Service Bus applications
using JDeveloper to Oracle SOA Suite on Kubernetes.

Non-secure development

1. To deploy Oracle SOA Suite and Oracle Service Bus composite applications from Oracle
JDeveloper, the Administration Server must be configured to expose a T3 channel. The
WebLogic Kubernetes Operator provides an option to expose a T3 channel for the
Administration Server using the exposeAdni nT3Channel setting during domain creation,
then the matching T3 service can be used to connect. By default, when
exposeAdni nT3Channel is set, the WebLogic Kubernetes Operator environment exposes
the NodePor t for the T3 channel of the Net wor kAccessPoi nt at 30012 (use t 3Channel Port
to configure the port to a different value).

2. If you miss enabling exposeAdminT3Channel during domain creation, follow Expose a
T3/T3S Channel for the Administration Server to expose a T3 channel manually.

3. Get the Kubernetes cluster master address and verify the T3 port that will be used for
creating application server connections. Use the following command to get the T3 port:

kubect| get service <donmai nU D>- <Admi ni strationServer Name>-external -n
<namespace>-0 j sonpat h='{. spec. ports[0Q].nodePort}'

For example:

kubect| get service soainfra-adm nserver-external -n soans -0
j sonpat h="{. spec. ports[0]. nodePort}’

4. JDeveloper needs to access the Servers during deployment. In the WebLogic Kubernetes
Operator environment, Administration and Managed Servers are pods and cannot be
accessed directly by JDeveloper. As a workaround, you must configure the reachability of
the Managed Servers:
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@® Note

The Managed Server T3 port is not exposed by default and opening this will have
a security risk as the authentication method here is based on a userid/password. It
is not recommended to do this on production instances.

Decide on an external IP address to be used to configure access to the Managed
Servers. Master or worker node IP address can be used to configure Managed Server
reachability. In these steps, the Kubernetes cluster master IP is used for
demonstration.

Get the pod names of the Administration Server and Managed Servers (that is,
<domai nUl D>- <server name>), which will be used to map in/ et ¢/ host s.

Update / et ¢/ host s (or in Windows, C.\ W ndows\ Syst enB2\ Dri ver s\ et c\ hosts) on
the host where JDeveloper is running with the entries below, where:

<Master | P> <Admi nistration Server pod nane>

<Master | P> <Managed Serverl pod name>
<Master | P> <Managed Server2 pod name>

Sample /etc/hosts entries looks as follows, where X. X. X. X is the master node IP
address:

X. X. X. X soai nfra-adm nserver
X. X. X. X soai nfra-soa-serverl
X. X. X. X soai nfra-soa-server?2

Get the Kubernetes service name of the Oracle SOA Suite cluster to access externally
with the master IP (or external IP):

kubect| get service <domai nUl D>-cl uster-<soa-cluster> -n <nanespace>

For example:

kubect| get service soainfra-cluster-soa-cluster -n soans
Create a Kubernetes service to expose the Oracle SOA Suite cluster service

(<domainUID>-cluster-<soa-cluster>) externally with same port as the Managed
Server:

kubect| expose service <domai nUl D>-cl uster-<soa-cluster> --nane
<donai nUl D>-<soa- cl ust er >-ext --external -i p=<Master |P> -n <nanmespace>

For example:

kubect| expose service soainfra-cluster-soa-cluster --nane soainfra-
cluster-soa-cluster-ext --external-ip=X X X. X -n soans
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@® Note

In a production environment, exposing the SOA cluster service with an external IP
address is not recommended, as it can cause message drops on the SOA
Managed Servers.

Kubernetes Cluster

. WLS Load balancer >
Application Server Operator
Connection
ORACLE
@ FUsioN MDDLEWARE e
evmoren 2 > !NodePort) N I
: T3} cacstichsten T
: : ) :
! SOA DB Admin ! Managed Managed '
' Server Servert ServerN
SOA Confposites 14c 14c 14c 14c¢ |
|
A U e i s
!
: \/ soalosb cluster
5 »
> Deploy to Cluster % access externally

After you have completed the preceding prerequisite steps, perform the following steps:

1. Create an Application Server Connection in JDeveloper

2. Deploy SOA Composite Applications Using JDeveloper

3. Create an Application Server Connection in JDeveloper

Create an Application Server Connection in JDeveloper

Oracle SOA Suite in the WebLogic Kubernetes Operator environment is deployed in a
Reference Configuration domain. If a SOA project is developed in Classic mode JDeveloper
displays a Mismatch notification in the Deploy Composite Wizard. By default, JDeveloper is in
Classic mode. To develop SOA projects in Reference Configuration mode, you must manually
enable this feature in JDeveloper: a. From the File menu, select Tools, then Preferences. b.
Select Reference Configuration Settings. c. Select Enable Reference Configuration
settings in adapters.
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o A 0D

Qr( Search

Preferences Yo W

Applications
= Q| Reference Configuration Settings
New Application... “1| users can enable the Reference Configuration settings by clicking the checkbox. :
o zl‘p"”’"‘“’ When checked, various adapter creation wizards will have a wizard page for more ORACLE
G- Diagrame configurations.
s - External Editor
Open Application... .- File Templates nable Reference Configuration settings in adapters
- File Types Community’
- Global Ignore List
- Http Analyzer

- Issues ation
- JavaScript Editor

@ JSP and HTML Visual Ec s with Oracle

Maven
- Merge
~ Mouse Actions  Applications with
- ODCS
- Oracle Business Rule [
st References =N « - Orade Cloud
- Profiler hq
LLLDUME rcference Configuratio
Q - Resource Bundle Action:
& Run
Shortcut Keys
- S0A 3
Current selection is not a valid Servic ‘—(- PR —) . S

« [soa «

Create a new application server connection (for example w s- k8s- op- connecti on) in
JDeveloper:

__ Components
@ X ¥ : i | Q-
‘Weblogic Server connections use a host name and port fo establish a connection. The =1
® 3] Application Servers )T\ Usage Domain of the taret will be verified i —
ol =
n HomE Weblogic Hostrame Serven: e Q
v B | &
@ C Port: SSL Port: BPEL Business
T [30012 | [7002 ] Process Rule
T
T R [] Always use SSL <
« Finish Weblogis Domsin: Human Task  Medliator
[soainfra ik » 2 4
Structure = Properties | E
e Q Find @
e i
De
= —
BF =
No Structure &
BI
P
< Help <Bak | Net» | Finish camcel
Messages | CABISIONS | g OFCL - [FOUA © UspoyIiBIL « ‘v
Opened nodes (11); Saved files(0) )

sy

In the configuration page, provide the WebLogic Hostname
Update the port details by following the steps in Prerequisites.
Enter the WebLogic Domain value (domainUID).

Test the connection to verify it is successful.
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- 4] Application Servers r Usage
)T\ Name and Type
T Authenticatic
; Configuration
@ Test
4"7
« Finish
Structure =
<
De
BF
No Structure ;l
Bl
E Help

L puey

Click Test Connection o determing if the i specifiect - soa -
connection with the application server.

Test Connection M| components ®
Status: &

- e BPEL Business
Testing HTTP Authentication .. success Process Rule
Testing JSR-160 Runtime .. success
Testing JNDI .. success £
Testing JSR-160 DomainRunt ine .. success HimarTase Modiior
Testing JSR-168 Edit ... success
Testing HTTP .. success s
Testing JSR-88 .. success . & %
Testing JSR-88-LOCAL success
Testing Server MBeans Model success Froperties | B
Testing App Controller success
Testing JSR-88-DEP-MGR .. success A° Q Find @
Testing JSR-88-DEP-MGR-LOCAL .. success
12 of 12 tests successful. »
o
=
<Back | Next» | Einish Cancel

4

Messages | CAGISIONS © | gy OFEL © | [gFSUA © | Uspioyilieit « -
Opened nodes (11); Saved files(0)

Deploy SOA Composite Applications Using JDeveloper

New
Edit Project Source Paths...

Applications
5 K Delete Project o
= m
OA »
IProjects @ = ORACLE'
@[5 Helloworldsoap| @ Find Project Files
Show Classpath
Show Overview Get Started Community
(@ Eind in Files... Ctrl+ Shift-F
(@ Replace in Files...
Featured Documentation
I Application Resourc
Find Usages... Curlsalty New Deployment Prof
i DetaiControly ety srarren-wr e joeveloper IDE Developing Applications with Oracle
| Recent Files @y Make HelloworldSOAProject.jpr ctrl-F9 JDeveloper
=1 Working Sets 88 Rebuild HelloworldSOAProject jor AltF3 BbiFg RIEWaE Withorads ¢
—_— ADF Developing Fusion Web Applications with
Helloworldsoaproject, > & Oracle ADF
¥ Debug
Building and Using Web Services
Run Unit Tests in HelloworldSOAProject jpr Developing Web User Interfaces with Oracle
Debug Unit Tests in HelloworldSOAProject jpr ADF Faces
Refector h Develapina Extensions for Oracle IDeveloer %
»
Compare With »
Stru Replace With » o]
Restore from Local History
7@ SAP Adapter Migration Tool
Project Properties...
Create SOA Template =

In JDeveloper, right-click the SOA project you want to deploy and select Deploy to display
the deployment wizard.

Q- Search }

In the Deployment Action page, select Deploy to Application Server and click Next.
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Applications
(] HelloworidSBApplication ~ v |
iProjects @ @ P~ B~
Helloworldss

=+ Application Resources

=+l Data Controls RV E-

4l Recent Files

£ Working Sets

HelloworldSE. jpr - Structure [=]

Messages | Extensions » Deployment - | [S0A -
Opened nodes (9); Saved files(0)

= | @ start Page

Deployment Action

5, Deployment Actiof Select a deployment action from the list below.
R
O Summary
Deploy a Service Bus project to a Weblogic server which includes a Service Bus
runtime.
<
Deployment -
Q
«E D »
Help < Back Next > Finish Cancel

™
ORACLE’
Community.

nentation
ations with Oracle

L
1 Web with
Jser Interfaces with Oracle

»
=]
Actions ~

In the Deployment Configuration page, select the appropriate options and click Next.

Applications
[ HelloWoridSOAProjectap... > |+
=l Projects @V E-

HelloworldSOAProject

) Application Resources

=+l Data Controls RV E-
] Recent Files

£ Working Sets

(@) Start Page

Select Server

_Qv Search

Deployment Action
Deploy Confiquratior

1 SOA Servers
© Summary

HelloworldSOAProject.jpr - St... =

“«

Messages - L

<€ D+
Help

. Select Server :

Application Servers:

+ @

grver (domain unconfigured)

[v] Overwrite modules of the same name

< Back Next > Einish Cancel

Messages | Extensions - -
\Application Servers

™~
ORACLE
nentation
ations with Oracle
v
1 Web Applications with
Jser Interfaces with Oracle
sions for Oracle IDevelooer ¥
»
=

In the Select server page, select the application server connection (W s- k8s- op-
connect i on) that was created earlier and click Next.

If the Prerequisites were configured correctly, the lookup discovers the Managed Servers
for deploying the composite.

Using the application server connection, the Managed Servers (Oracle SOA Suite cluster)
are listed on the SOA Servers page. Select the Oracle SOA Suite cluster and click Next.

On the Summary page, click Finish to start deploying the composites to the Oracle SOA

Suite cluster.
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Oracle JDeveloper 12¢ - HelloWorldSOAProjectApplication.jws : HelloWorldSOAProject.jpr

Applications. 1 = | @ start Page
[ HelloWoridsoaprojectap... ~

Summary

I X ORACLE
@ [3] HelloWorldSOAProject
Deployment Action
Deploy Summary: Community
)T\ = JEE Module &
Select Server. 3 =
\Application Name: null
SOA Servers Module Type: ear nentation
=l Application Resources ® Sinmar 5504 Deployment Summary
I Data Controls RY E- = Global Plan: none . .
ations with Oracle
4 Recent Files Mark Composite Revision as Default: Yes
+l Working Sets ‘Overwrite Existing Composites: No
2 Shared Metadata: f«u 7 Web Applications with
HelloworldSOAProject.jpr - St... - | =] Deployment Mode : Global
~Archive Location: 21 AP

@-Archive Name: sca_HelloworldSOAProject. jar
= SOA Server Target(s)

[ SOA Server: soa_server2

- SOA Server: soa_serverl

Jser Interfaces with Oracle

sions for Oracle IDevelober

- blogic Options »
. vp— -Overwrite modules: Yes J it
No Structure Deploy to all server instances: No 3
G V| |4 Gr—— = ] >

i T — [

Messages | Extensions
Application Servers

 Applications x @ start Page -
| ServiceBusApplication v v

| =l Projects Q- V- E-

- (0] Helloworldse

What's New |

Featured Tutorials Featured Documentation

Release Notes Getting Started with the JDeveloper IDE Developing Applications with Oracle

@ JDEVELOPER ORACLE"
Learn & Explore Get Started Community

2 Application Resources JDeveloper
| #iData Controls @ Y F~ Developing Rich Web Applications with Oracle
|+ Recent Files ‘Samples & Demos ADF Developing Fusion Web Applications with
| 2iWorking Sets Oracle ADF
2 Building and Using Web Services
T e | R ot oo e i ol
ADF Faces
“« »
SOA - Log =)

ICurrent selection is not a valid Servic

to wis-kBs-op: y
[raraet platform is Standard java EE.

| * Gsoa -

8. \Verify logs on JDeveloper to confirm successful deployment.

Applications x| @ start Page -
[ HelloworldSOAProjectapp. .~
=l Projects RV E
@[3 HelloworldSOAProject

@ JDEVELOPER

Learn & Explore

Get Started

‘Community

ietinhe ‘ Featured Tutorials Featured Documentation
4l Application Resources
kPt aele QvE- Release Notes | Getting Started with the JDeveloper IDE Developing Applications with Oracle
I Recent Files JDeveloper
ah¥er kil . Developing Rich Web Applications with Oracle
8  samples & Demos | ADF Developing Fusion Web Applications with
Start Page - Structure x| 2 Oracle ADF
Building and Using Web Services
Developing Web User Interfaces with Oracle
ADF Faces
« »
Deployment - Log x| & |
No Structure Q B oty
04:05:35 PM] Sending archive - sca_HelloWorldSORProject.jar =

04:05:37 PM] Received HTTP response from the server, response code=200
04:05:57 PM] Successfully deployed archive sca_HelloworldSOAProject.jar with O warning/severe messages to partition "default® on server soa_servel
04:05:37 PM] Elapsed time for deployment: S seconds

Deployment finished. ---- H

Messages | Extensions - | Deployment -| (s0a ~

Opened nodes (9); Saved files(0)
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9. Enter the soa-infra URLs in a browser to confirm the composites are deployed on both
servers of the Oracle SOA Suite cluster.

Welcome to the Oracle SOA Platform on WebLogic Links
SOA Version: v14.1.2.00 - 14.12.0.0_241111.0036 SOA Composer
WebLogie Server 141,200 (14.1.2.0.0) BRM Worklist
Running on

The following composites are currently deployed:

1. default/HelloWorldSOAProject! 1.0*s0a_30c2f8c9-ad5c-4905-9359-7d9bbfb3dces
o Test bpelprocessl_client_ep

‘Welcome to the Oracle SOA Platform on WebLogic Links
SOA Version: v14.1.2.0.0 - 14.1.2.0.0_241111.0036 SOA Composer

WebLogic Server 14.1.2.0.0 (14.1.2.0.0) 'BPM Worklist

Running onffoa_server2

‘The following composites are currently deployed:

L OAProject!1.0%50a_30c2f8c0-adSc-4
© Test bpelprocess1_client_e

Deploy Oracle Service Bus Composite Applications Using JDeveloper

1. In JDeveloper, right-click the Oracle Service Bus project you want to deploy and select
Deploy to display the deployment wizard.

(Q-(search

Applications
(& HelloWorid{  new » 3

= Projects Edit Project Source Paths... EVELOPER ORACLE'

(3] Helloworlg 3 Delete Project

@® Find Project Files
Show Classpath arn & Explore Get Started Community
Show Overview

(@ Eind in Files... Ctrl+ ShiftF

(@ Replace in Files... Featured Tutorials Featured Documentation

with the JDeveloper IDE Developing Applications with Oracle
) Application Re  Find Usages... Curlalty New Deployment Profile... JDeveloper

=+l Data Controlg
I Recent Files
=+ Working Sets.

@ Make HelloworldSB.jpr crrlF9 Developing Rich Web Applications with Oracle
23 Rebuild HelloworldsE.jpr BleFs r Demos ADF Developing Fusion Web Applications with

Oracle ADF

Bun Building and Using Web Services
Helloworldse.jg @ Debug Developing Web User Interfaces with Oracle
ADF Faces

Run Unit Tests in HelloWorldSB.jpr
Debug Unit Tests in HelloWorldSE. jpr

Refactor »

Compare With » m- Actions +
Replace With »

Restore from Local History

7@ sAP Adapter Migration Tool

Project Properties... ment « [ YSOR® =

©Opened nodes (9); Saved files(0)

2. In the Deployment Action page, select Deploy to Application Server and click Next.
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Applications
[ Helloworidsaapplication? ~ |+ |
ZIProjects @ @ V- &~

HelloworldsB

=+l Application Resources

=+l Data Controls RV E-

4l Recent Files

£ Working Sets

HelloworldSE. jpr - Structure [=]

No Structure

- + | Deployment - | SOA * -
Opened nodes (9); Saved files(0)

= | @ start Page
Deployment Action m
ORACLE"
4. Deployment Actio Select a deployment action from the list below.
sseccsener | [ "
O Summary
nentation
ations with Oracle
v
~ web with
Deploy a Service Bus project to a Weblogic server which includes a Service Bus
time.
biniais Jser Interfaces with Oracle
‘ »
Deployment - x| B
Q Actions
<€ D »
Help < Back Next > Finish Cancel

In the Select Server page, select the application server connection (W s- k8s- op-

connect i on) that was created earlier and click Next.

Applications

=l Projects @- V- E-
- [3] Helloworldse

=l Application Resources

=+l Data Controls RV E-
I Recent Files

=+ Working Sets

HelloworldSB.jpr - Structure =)

No Structure

- | GsoA - -
Opened nodes (9); Saved files(0)

Oracle JDeveloper 12c - HelloWorldSBApplicationl.jws : HelloWorldSB.jpr

=1 | @ start Page
[ HelioworidsBapplication2 ~ |~ |

Select Server

ORACLE

Deployment Action
i Select Server
v Summary
<
Deployment -
Q
Help

Service Bus cluster.

Application Servers: + h ‘

IntegratedwebLogicServer (domain unconfigured)

nentation
ations with Oracle

v
~ Web Applications with
Jser Interfaces with Oracle

»
=2
(] Overwrite modules of the same name Actions ~

[] Deploy to Cloud Server

< Back Next > Einish Cancel

On the Summary page, click Finish to start deploying the composites to the Oracle
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Community’

nentation

ations with Oracle

1 Web Applications with

Jser Interfaces with Oracle

« | Gsoa -

Applications @) start Page
ServiceBusApplication - Summary
I Projects @7 E-
@[] Hellowerldss
1 Deployment Action
Select Server. ummary.
% - Service Bus Deployment Summary
@ Eunesan Server Name: wls-ks-op-connection
- Server Platform: Weblogic
~Deploy to Cloud: false
- Service Bus Application Deployment Settings
I Application Resources
=+ Data Controls RV E-
I Recent Files
=+ Working Sets
lloworl
4
SOA - Log
Current selection is not a valid Servic
sl <gack [ e cancel
" L ul |

 applications =)
| [E serviceBusapplication  ~ |~ |
Projects @ @+ V- B
@[3 Helloworldse

=l Application Resources

| sDataControls @V E-

| +IRecent Files

2 Working Sets

@ JDEVELOPER

Learn & Explore

What's New |
Release Notes

Samples & Demos

Get Started

Featured Tutorials

Getting Started with the |Developer IDE

Developing Rich Web Applications with Oracle
ADF

Building and Using Web Services

Community

Featured Documentation

Developing Applications with Oracle
JDeveloper

Developing Fusion Web Applications with
Oracle ADF

Developing Web User Interfaces with Oracle
ADF Faces

Current selection is not a valid Servic

SOA - Log

| * Gsoa -

In JDeveloper, verify logs to confirm successful deployment.

ITarget platform is Standard Java EE

o wis

Applications
ServiceBusApplication - ;
=l Projects Q|- V- E- @ JDEVELOPER ORACLE'
@[] Helloworldss
Learn & Explore Get Started Community
DN ltis e ‘ Featured Tutorials Featured Documentation U
Release Notes | Getting Started with the JDeveloper IDE Developing Applications with Oracle
=) Application Resources = JDeveloper
+iData Controls @V F~ Developing Rich Web Applications with Oracle
4| Recent Files Samples & Demos ADF Developing Fusion Web Applications with
) Working Sets Oracle ADF
2 Building and Using Web Services -
Helloworld... - | = « »
Deployment - Log x| B
- Actions +
136 PM] ---- Deployment started. - H
6 PM] Target platform is Standard Java EE.
2 PM] Deployed: HelloWorldSB/HelloWorl (type: ¥
Current selection is not a valid Servic 2 PM] Deployed: HelloWorldSB/HelloWorldProxyService (type: WSDL)
2 PM] Deployed: HelloWorldSB/HelloWorldProxyServicePipeline (type: Pipeline)
2 PM] Elapsed time for deployment: 16 seconds
2 PM] ---- Deployment finished, ----
«€ > »
Messages | Extensions * | Deployment - | (S04 « -

Oracle SOA Suite on Kubernetes

F99931-08

Copyright © Oracle and/or its affiliates.

May 18, 2026
Page 51 of 78



ORACLE’

Chapter 5
Deploy Composite Applications

6. Inthe Oracle Service Bus Console, click Launch Test Console to verify that the Oracle
Service Bus composite application is deployed successfully.

Create =] Search f by \ .',-o Admin
& " N v HelloWorldsg x
4 [3 Al Projects Project Definition =]

[&] default

24 HelloWorldProxyService Description
[A HelloworldProxyService
% HelloWorldProxyServicePip

» [G] System
[5] HelloworldsB

View ¥ 3 Detach
&

All Types v
Name Type Actions

B3 Project

— Bl

[ HelloworidProxyService WsDL

22 HelloWorldProxyService

Deploy Oracle SOA Suite and Oracle Service Bus applications using JDeveloper to
Oracle SOA Suite on Kubernetes

This section provides details on how to deploy Oracle SOA Suite and Oracle Service Bus
composite applications from Oracle JDeveloper to Oracle SOA Suite on Kubernetes
environment.

perform the following instructions to deply using JDeveloper to Oracle SOA Suite on
Kubernetes environment:

Create an Oracle SOA Quickstart container image.

a. Download the Oracle SOA Quickstart binaries
fmw 14.1.2.0.0_soa_qui ckstart_generic.jar and
fmv 14.1.2.0.0_soa_qui ckstart _generic2.jar and copy both binaries into the
folder $WORKDI R/ cr eat e- soa- donai n/ j dev- support/contai nerfiles.
By default, the scripts use docker to build the Oracle SOA Quickstart image. To use
podnan, set the below parameters before proceeding to the next step:

$ export BU LD CLI=podman$ export BU LD OPTS="--format docker"

b. Next you need an Oracle JDK17 image cont ai ner-regi stry. oracl e. com j ava/
j dk: 17 that can be pulled from the Oracle Container Registry. Navigate to Oracle
Container Registry, sign in using your Oracle Account, and accept the Oracle Standard
Terms. If you do not already have an Oracle Account, create a new account. After you
log in, on your build host, use the docker or podman login command:

$ podman | ogin container-registry.oracle.com
Usernane: <Oracle Account Username>
Password: <auth token>

Logi n successful .
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c. Once you have successfully logged in, pull the JDK image by running the following
command:

$ podman pul | container-registry.oracle.conljavaljdk:17

d. Create the Oracle SOA Quickstart image for JDeveloper by running the following
command:

$ sh build.sh -t 14.1.2.0.0

This step creates the Oracle SOA Quickstart image or acl e/ soaj evel oper:14.1.2.0.0
along with the required packages for VNC server access.

Push the Oracle SOA Quickstart image or acl e/ soaj evel oper: 14. 1. 2. 0. 0 to a container
registry so that your Kubernetes Cluster hosting the domain can pull.

$ podman tag oracl e/ soaj evel oper: 14.1.2.0.0 your-registry.con oracl e/
soaj evel oper:14.1.2.0.0
$ podman push your-registry/oracl e/ soajevel oper:14.1.2.0.0

Place the SOA/Oracle Service Bus composite project at a share location (for example at /
share/apps). Make sure to provide oracle user (uid: 1000 and gid: 0) permission to
directory /share/apps, so that it is accessible and writable inside the container.

$ sudo chown -R 1000: 0 /share/ apps

Create a PersistentVolume and PersistentVolumeClaim (soadepl oy- pv. yaml and
soadepl oy- pvc. yan ) with your SOA/Oracle Service Bus composite project placed at /
share/apps.

a. Create a PersistentVolume with the sample provided (soadeploy-pv.yaml), which uses
NFS (you can use hostPath or any other supported PV type):

api Version: vl
ki nd: Persi stentVol ume

met adat a
nane: soadepl oy- pv
spec:
st orageCl assName: soadepl oy- st orage- cl ass
capacity:
storage: 10G
accesshMdes:
- ReadWiteMany

# Valid values are Retain, Delete or Recycle
per si st ent Vol uneRecl ai nPol i cy: Retain
# host Pat h:
nfs:
server: X. X X X
path: "/share/apps"

b. Create a PersistentVolumeClaim soadepl oy- pvc. yan :

ki nd: Persi stent Vol ureC ai m
api Version: vl
net adat a:
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nane: soadepl oy- pvc
nanespace: soans
spec:
st orageCl assName: soadepl oy- st orage-cl ass
accesshMdes:

- ReadWiteMany
resour ces:

requests:

storage: 10G

$ kubect! apply -f soadepl oy-pvc. yan

Create an image pull secret if a credential is required to pull the image your-registry.com/
oracle/soajeveloper:14.1.2.0.0 by the Kubernetes pod.

$ kubect| create secret docker-registry imge-secret -n <domai n- nanespace>
--docker-server=your-regi stry.com --docker - user name=xxxxxx --docker -
passwor d=xXxxXxxx --docker-enai | =ny@onpany. com

You need to create the JDeveloper environment in the same namespace as the domain
namespace using the script j dev_hel per. sh.

$ cd jdev_support/scripts
$ ./jdev_hel per.sh -h

This is a helper script for SOA jdevel oper access setup in container
envi ronnent .

Pl ease see README. nd for nore details.
Usage:
j dev_hel per.sh [-c persistentVol umed ai mMNane] [-mmountPath] [-n

nanespace] [-i inmage] [-u imagePul | Policy] [-t serviceType] [-d
vncpassword] [-k killvnc] [-h]"

[-c | --clainmNane] . Persistent vol ume clai mnane.

[-m] --rmountPath] . Mount path of the persistent
vol ume in jdevhel per depl oynent.

[-n ] --namespace] . Domai n nanespace. Default is
"defaul t'.

[-i | --inage] Cont ai ner imge for the

j devhel per depl oyment (optional). Default is 'ghcr.ioloraclel
oraclelinux:8".

[-u ] --inmagePull Policy] . Image pull policy for the hel per
depl oyment (optional). Default is 'IfNotPresent'

[-p | --inmagePul |l Secret] . Image pull secret for the hel per
depl oyment (optional). Default is 'None'

[-t | --serviceType] . Kubernetes service type for VNC
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port. Default is 'NodePort'. Supported val ues are NodePort and
LoadBal ancer.

[-d | --vncpassword] . Password for VNC access. Default
is 'vncpassword' .

[-k | --killvnc : Renoves the Kubernetes resources
created in the nanespace created for SOA JDevel oper access through VNC.

[-h | --help] : This help.

Sample command with the PersistentVolumeClaim, image pull secret and Oracle SOA
Quickstart image created above is:

.ljdev_hel per.sh -n soans -i your-registry.conm oracl e/
soaj evel oper:14.1.2.0.0 -t NodePort -d wel come -p image-secret -c
soadepl oy- pvc

Output:

[ 2024-07-12T10: 05: 17. 250564395Z] [ I NF( Creating depl oyment ' devhel per
using image 'your-registry.com oracl e/ soajevel oper:14.1.2.0.0', persistent
vol ume cl ai m' soadepl oy-pvc' and nount path '/shared

depl oyment . apps "j devhel per" del eted

depl oyment . apps/j devhel per created

servi ce/ j devhel per unchanged

[2024-07-12T10: 05: 30. 917075513Z] [ | NFQ

VNC environment details

[2024-07-12T10: 05: 30. 920164769Z] [ | NFO VNCSERVER started on DI SPLAY= <NCDE
PORT>

[ 2024-07-12T10: 05: 30. 921882024Z] [ INFQ] To start using Oracle JDevel oper
==> connect via VNC viewer with <NODE NAME>: <NODE PORT>

[2024-07-12T10: 05: 30. 924094226Z] [ | NFQ

[ 2024-07-12T10: 05: 30. 9289256157 [ I NF Your projects/applications hosted
at persistentvol uned ai m soadepl oy-pvc, are available for JDevel oper
access at /shared

[2024-07-12T10: 05: 30. 930312223Z] [ I NFQ

[ 2024-07-12T10: 05: 30. 931901926Z] [ I NFO Navigate to the foll owing | ocation
from VNCVi ewer on terninal

[2024-07-12T10: 05: 30. 933337276Z] [ INFQ $ cd /u01/oracl e/ j devel oper/j dev/ bin
[2024-07-12T10: 05: 30. 934801172Z] [ I NFQ

[ 2024-07-12T10: 05: 30. 936312907Z] [ I NFQ For exanple, to connect to secure
Oracle SOA Domain with DemoTrust, run the follow ng comand:
[2024-07-12T10: 05: 30. 939333282Z][INFQ $ ./jdev -J-

Dwebl ogi c. security. SSL. i gnor eHost naneVerify=true -J-

Dwebl ogi c. security. Trust KeySt or e=DenpTr ust

[2024-07-12T10: 05: 30. 941008547Z] [ | NFQ

[ 2024-07-12T10: 05: 30. 949161692Z] [ I NFQ] Whil e creating Application Server
Connection, use Administration server pod name and internal configured
ports.

[2024-07-12T10: 05: 30. 951463685Z] [ | NFQ For exanpl e ' WebLogi ¢ Host nane'
value is 'soainfra-adm nserver'
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[ 2024-07-12T10: 05: 30. 956109261Z] [ INFQ 'SSL Port' is '9002' for secure
domain or 'Port' is '7001' for non-secure domain
[ 2024- 07- 12T10: 05: 30. 957739730Z] [ | NFQ

[ 2024-07-12T10: 05: 30. 959372215Z] [ | NFQ

[ 2024-07-12T10: 05: 30. 960767620Z] [ | NFO

[ 2024-07-12T10: 05: 30. 962397769Z] [ | NFO
SSSSS5SS553S53SS3DS5SSS53DS553S53DS55SS55SS53SS53553555>33>KLKLKLLLLLLLL L L L L L L LKL
<LLLLLLLLLLLLLL L L L

[ 2024- 07- 12T10: 05: 30. 963984357Z] [ | NFO >>>>>> To cl eanup the Kubernetes
resources created for Oracle JDevel oper access through VNC

[ 2024- 07- 12T10: 05; 30. 965782926Z] [ | NFO >>>>>> Run: $ ./jdev_hel per.sh -k -
n soans

[ 2024-07-12T10: 05: 30. 967358203Z] [ | NFO
SSSSS55S55SS53SS3DS5SSS53DS553S53D53SS55SS533553553555>3>KLLKLLLLLLLL L L L L L LLLL
<LLLLLLLLLLLLLL L L L

$

Sample command to create a JDeveloper environment with VNC access using password
as wel come without a presistenceVolumeClaimName:

$ ./jdev_hel per.sh -n soans -i your-registry.conloraclel
soaj devel oper:14.1.2.0.0 -t NodePort -d wel cone -p imge-secret

Sample output:

[2024-07-08T17: 59: 38. 277941559Z] [ INFQ] CAUTION'!'!'! The

presi stenceVol umeC ai mNarme is not provided. Projects/applications stored
inthis setup is epheneral and not persistent

[ 2024-07-08T17: 59: 38. 279462462Z] [ INFQ CAUTIONI!!! In case you want the
proj ects/applications created to be persistent, recomrended to pass a
persi st ent Vol uned ai mMNane with option -c

[ 2024- 07-08T17:59: 38. 281126958Z] [ I NFO Creating depl oynment ' devhel per
using image 'your-registry.con oracl e/ soaj devel oper:14.1.2.0.0',
persistent volume claim'' and nount path '/shared

depl oynment . apps "j devhel per" del eted

depl oynment . apps/ j devhel per created

servi ce/ j devhel per unchanged

[ 2024-07-08T17: 59: 51. 926915480Z] [ | NFQ

VNC envi ronment details

[2024-07-08T17: 59: 51. 928832925Z] [ I NFO@ VNCSERVER started on DI SPLAY=
<NODE PORT>

[ 2024-07-08T17:59: 51. 930804513Z] [ INFQ] To start using Oracle JDevel oper
==> connect via VNC viewer w th <NCDE NAMVE>: <NODE PORT>

[ 2024-07-08T17: 59: 51. 932756905Z] [ | NFQ)

[ 2024-07-08T17:59: 51. 935113101Z] [ I NFO Your projects/applications created
are epheneral and not persistent as no persistentvoluneCaimis used

[ 2024-07-08T17: 59: 51. 937168808Z] [ | NFQ)

[ 2024-07-08T17:59: 51. 940554959Z] [ INFO] Navigate to the following | ocation
from VNCVi ewer on terninal
[ 2024-07-08T17: 59: 51. 942509904Z] [ INFQ $ cd /u01/oracl e/ j devel oper/
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j dev/ bin

[2024-07-08T17: 59: 51. 944227450Z] [ | NFQ)

[ 2024-07-08T17:59: 51. 9459681417] [ I NFO For exanple, to connect to secure
Oracle SOA Domain with DemoTrust, run the fol | owing conmmand:

[2024-07-08T17: 59: 51. 948112907Z][INFQ $ ./j dev -J-

Dwebl ogi c. security. SSL. i gnor eHost naneVerify=true -J-
Dwebl ogi c. security. Trust KeySt or e=DenpTr ust

[ 2024-07-08T17: 59: 51. 950122988Z] [ | NFQ)

[ 2024-07-08T17: 59: 51. 952409522Z] [ I NFO Wil e creating Application Server
Connection, use Administration server pod name and internal configured
ports.

[ 2024- 07-08T17:59: 51. 954187243Z] [ I NFQ For exanple 'WeblLogi ¢ Host nane'
value i s 'soainfra-adnm nserver’

[ 2024-07-08T17: 59: 51. 955624588Z] [ INFQ ' SSL Port' is '9002' for secure
domain. 'Port' is '7001" for non-secure domain

[2024-07-08T17: 59: 51. 956996289Z7] [ | NFQ)

[2024- 07-08T17: 59: 51. 9583559267] [ | NFQ

[ 2024-07-08T17: 59: 51. 959729069Z] [ | NFQ

[2024-07-08T17: 59: 51. 961092794Z] [ | NFQ
SSSSS53S553S53SS3DS5SSS53DS553S53DS53SS53SS533553553555>3>KLKLKLLLLLLLL L L L L L LLLL
<LLLLLLLLLLLLLLL L L L

[ 2024- 07-08T17: 59: 51. 962525360Z] [ | NFQ >>>>>> To cl eanup the Kubernetes
resources created for Oracle JDevel oper access through VNC

[ 2024-07-08T17: 59: 51. 963854601Z] [ I NFQQ >>>>>> Run: $ ./jdev_hel per.sh -k -
n soans

[2024-07-08T17: 59: 51. 965774791Z] [ | NFQ
SSSSS55SS3SS53SS3DS5SSS53DS53S53DS53SS53S53S555553555>33>KLKLKLLLLLLLL L L L L L L LKL
<LLLLLLLLLLLLLLL L L L

$
To start using Oracle JDeveloper, connect via VNC viewer with <NOCDE NAME>: <NODE PORT>
obtained from the j dev_hel per. sh output.

Navigate to the following location from VNCViewer:

$ cd /u0l/oracl e/jdevel oper/jdev/bin

Connect to secure Oracle SOA Domain for example with DemoTrust by running the
following command:

$ ./jdev -J-Dwebl ogic.security. SSL.ignoreHost naneVerify=true -J-
Dwebl ogi c. security. Trust KeySt or e=DenoTr ust

While creating Application Server Connection, use Administration server pod name and
internal configured ports. For example WebLogi ¢ Host nanme value is soai nfr a-

admi nserver . For a secure domain SSL Port is 9002 and for a non-secure domain Port is
7001.

To cleanup the Kubernetes resources created for Oracle JDeveloper access through VNC,
run the following command:

$ ./jdev_hel per.sh -k -n <domai n namespace>
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Deploy Using Maven and ANT

Learn how to deploy Oracle SOA Suite and Oracle Service Bus composite applications using
the Maven and Ant based approach in an Oracle SOA Suite in WebLogic Kubernetes Operator
environment.

Before deploying composite applications, we need to create a Kubernetes pod in the same
cluster where the Oracle SOA Suite domain is running, so that composite applications can be
deployed using the internal Kubernetes Service for the Administration Server URL.

Place the SOA/Oracle Service Bus composite project at a share location (for example at /
shar e/ soa- depl oy) mounted at / conposi t es inside container. Make sure to provide or acl e
user (uid: 1000 and gid: 0) permission to directory / shar e/ soa- depl oy, so that it is accessible
and writable inside the container.

sudo chown -R 1000: 0 /share/soa-depl oy

Follow the steps in this section to create a container and then use it to deploy Oracle SOA
Suite and Oracle Service Bus composite applications using Maven or Ant.

* Create a composite deployment container

* Maven based build and deploy

e Ant based build and deploy

Create a Composite Deployment Container

Before creating a Kubernetes pod, make sure that the Oracle SOA Suite Docker image is
available on a node, or you can create an image pull secret so that the pod can pull the Docker
image on the host where it gets created.

1. Create an image pull secret to pull image soasuite:release-version by the Kubernetes pod:

kubect| create secret docker-registry imge-secret -n soans --docker-
server=your-regi stry.com --docker - user name=xxxxxx --docker -
passwor d=xxxxxxx --docker-enai |l =ny@onpany. com

2. Create a PersistentVolume and PersistentVolumeClaim (soadepl oy- pv. yami and
soadepl oy- pvc. yanl ) with sample composites for build and deploy placed at / shar e/ soa-
depl oy.

a. Create a PersistentVolume with the sample provided (soadepl oy- pv. yan ), which uses
NFS (you can use host Pat h or any other supported PV type):

api Version: vl
ki nd: Persi stent Vol ume
met adat a
name: soadepl oy- pv
spec:
st orageC assNane: soadepl oy- st orage-cl ass
capacity:
storage: 10G
accesshbdes
- ReadWit eMany
# Valid values are Retain, Delete or Recycle
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per si st ent Vol unmeRecl ai nPol i cy: Retain
# host Pat h:
nfs:

server: X. X X X

path: "/share/soa-depl oy"

b. Apply the YAML:

kubect!| apply -f soadepl oy-pv.yan

c. Create a PersistentVolumeClaim (soadeploy-pvc.yaml):

ki nd: Persistent Vol uneC ai m
api Version: vl
met adat a
nane: soadepl oy- pvc
namespace: soans
spec:
st orageC assNanme: soadepl oy- st or age- cl ass
accesshbdes
- ReadWi t eMany
resources:
requests:
storage: 10G

d. Apply the YAML:
kubect!| apply -f soadepl oy-pvc. yan

3. Create a composite deploy pod using soadepl oy. yam to mount the composites inside pod
at / conposi tes:

api Version: vl
ki nd: Pod
met adat a
| abel s:
run; soadepl oy
nane: soadepl oy
namespace: soans
spec:
i mgePul | Secrets:
- nane: inmge-secret
cont ai ners:
- image: soasuite:rel ease-version
nane: soadepl oy
env:
- name: M2_HOME
val ue: /u01/oracl e/ oracl e_common/ nodul es/t hi rdparty/ apache-
maven_bundl e/ 3. 9. 4. 0. 0/ apache- maven- 3. 9. 4
command: ["/bin/bash", "-c", "echo 'export PATH=$PATH. $M2_HOME/ bi n'
>> $HOVE/ . bashrc; sleep infinity"]
i magePul | Pol i cy: |fNotPresent
vol uneMount s:
- name: nmyconposite
mount Pat h: /conposites
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vol unes:
- nanme: myconposite
persi stent Vol uned ai m
cl ai mNane: soadepl oy- pvc

4. Create the pod:

kubect!| apply -f soadepl oy. yam

5. Once the Kubernetes pod is deployed, exec into the pod to perform Maven/Ant based build
and deploy:

kubect| exec -it -n soans soadepl oy -- bash

Maven Based Build and Deploy

Set up proxy details for Maven to pull dependencies from the internet.

@® Note

Make sure to execute these commands inside the soadepl oy pod.

If your environment is not running behind a proxy, then skip this step. Otherwise, replace
REPLACE- W TH- PROXY- HOST, REPLACE- W TH- PROXY- PORT and the value for nonPr oxyHost s
attribute per your environment and create the settings. xm :

mkdi r $HOME/ . n2

cat <<ECF > $HOWE . nR/settings. xm
<settings>

<pr oxi es>

<pr oxy>

<active>true</active>
<protocol >htt p</protocol >

<host >REPLACE- W TH PROXY- HOST</ host >
<por t >REPLACE- W TH PROXY- PORT</ port >
<nonPr oxyHost s>soai nfra- cl ust er - soa- cl ust er| soai nfra- adni nserver </
nonPr oxyHost s>

</ proxy>

</ pr oxi es>

</settings>

EOF

1. For Oracle SOA Suite composite applications
a. Set up the environment for Maven:

#Perform Maven Sync
cd /u01/oracl e/ oracl e_conmon/ pl ugi ns/ maven/ cont or acl e/ maven/ or acl e-
maven-sync/ 14. 1. 2/
m/n install:install-file\
- DpontFi | e=or acl e- maven-sync-14. 1. 2. pom \
-Dfi | e=oracl e-maven-sync-14. 1. 2. ] ar
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#install Maven plugin

mvn hel p: descri be \
- Dpl ugi n=com or acl e. maven: or acl e- maven-sync \
- Ddet ai |

#push libraries into internal repository

m/n com oracl e. maven: or acl e- maven- sync: push \
- Dor acl eHone=/ u01/ oracl e \
-DtestingOnl y=fal se

m/n archetype: craw \
- Dcat al og=$HOME/ . n2/ ar chet ype- cat al og. xni \
- DarchetypeArtifact!d=oracl e-soa-application \
- Dar chet ypeVersi on=14.1.2.0-0

Build the SOA Archive (SAR) for your sample deployment available at / conposi t es/
mavenpr oj ect / ny- soa- app:

cd /conposi t es/ mavenpr oj ect/ my- soa- app
m/n package

The SAR will be generated at / conposi t es/ mavenpr oj ect / my- soa- app/ ny- pr oj ect/
target/sca ny-project.jar.

Deploy into the Oracle SOA Suite instance. For example, if the instance URL is http://
soainfra-cluster-soa-cluster:7003 with credentials username: weblogic and password:
REPLACE-WITH-WEBLOGIC-PASSWORD, enter the following commands:

cd /conposi t es/ mavenproj ect/ my- soa- app
m/n pre-integration-test \

-Doracl eServer Ul =http://soainfra-cl uster-soa-cluster: 7003 \

- Dsar Locat i on=/ conposi t es/ mavenpr oj ect / ny- soa- app/ ny- proj ect/t arget/
sca_ny-project.jar \

-Doverwrite=true \

-DforceDefaul t=true \

-Dconposite. partition=default \

- Duser =webl ogi ¢ - Dpasswor d=\&l comel

2. For Oracle Service Bus composite applications

a.

Set up the environment for Maven:

#Per f orm Maven Sync
cd /u01/oracl e/ oracl e_conmon/ pl ugi ns/ maven/ com or acl e/ maven/ or acl e-
maven-sync/ 14. 1. 2/
m/n install:install-file\
- DponFi | e=or acl e- maven-sync-14. 1. 2. pom \
-Dfi | e=oracl e- maven-sync-14.1. 2. ar

#push libraries into internal repository

m/n com oracl e. maven: or acl e- naven- sync: push \
- Dor acl eHome=$ORACLE_HOVE

m/n archetype:craw \
- Dcat al og=$HOWE/ . n2/ ar chet ype- cat al og. xni

#Verify the mvn setup
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mvn hel p: descri be \
- Dgroupl d=com or acl e. servi cebus. pl ugi n \
-Dartifact!| d=oracl e-servicebus-plugin \
-Dversion=14.1.2.0-0

b. Build the Oracle Service Bus Archive (shconfi g. shar).

Build shconf i g. sbar for your sample deployment, available at / conposi t es/
mavenpr oj ect/ Hel | oWor | dSB:

cd /conposi tes/ mavenproj ect/ Hel | oWor | dSB
m/n com oracl e. servi cebus. pl ugi n: oracl e- servi cebus- pl ugi n: package

The Oracle Service Bus Archive (SBAR) will be generated at / conposi t es/
mavenpr oj ect/ Hel | oWor | dSB/ . dat a/ maven/ sbconfi g. sbar.

c. Deploy the generated shconfi g. shar into the Oracle Service Bus instance. For
example, if the Administration URL is ht t p: / / soai nf r a- admi nser ver: 7001 with
credentials username: webl ogi ¢ and password: &l conel, enter the following
commands:

cd /conposi tes/ mavenproj ect/ Hel | oWor | dSB
m/n pre-integration-test \
- Doracl eServer Url =t 3: // soai nfra- adnmi nserver: 7001 \
- Dor acl eUser nane=webl ogi ¢ - Dor acl ePasswor d=\\| conel

Ant based build and deploy

Make sure to execute these commands inside the soadepl oy pod.

1. For Oracle SOA Suite composite applications:

a. Build an Oracle SOA Suite composite application using Ant. For example, if the
composite application to be deployed is available at / conposi t es/ ant pr oj ect/
Proj ect, enter the following commands:

cd /u01/oracl e/ soal bin

ant -f ant-sca-package. xm \
- Dconposi t eDi r=/ conposi t es/ ant proj ect/ Project \
- Dconposi t eName=Pr oj ect \
-Drevision=0.1

The SOA Archive is generated at / conposi t es/ ant proj ect/ Proj ect/ depl oy/
sca_Project_rev0. 1. ar, which will be used for deploying.

b. Deploy into the Oracle SOA Suite instance using Ant:

cd /u0l/oracl e/ soal bin
ant -f ant-sca-deploy.xm \

-Dserver URL=http://soai nfra-cluster-soa-cluster: 7003 \

- Dsar Locat i on=/ conposi t es/ ant proj ect/ Proj ect/ depl oy/
sca_Project_rev0.1l.jar \

-Doverwrite=true \

- Duser =webl ogi ¢ - Dpasswor d=REPLACE- W TH WVEBLOG C- PASSWORD
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2. For Oracle Service Bus composite applications:

See Developing Services Using Oracle Service Bus to deploy Oracle Service Bus
composite applications using Ant.

Deploy Using Composites in a Persistent Volume or Image

Learn how to deploy Oracle SOA Suite and Oracle Service Bus composite applications
artifacts in a Kubernetes persistent volume or in an image to an Oracle SOA Suite environment
deployed using a WebLogic Kubernetes Operator.

The deployment methods described in Deploy using JDeveloper and Deploy using Maven and
Ant are manual processes. If you have the deployment artifacts (archives) already built, then
you can package them either into a Kubernetes persistent volume or in an image and use this
automated process to deploy the artifacts to an Oracle SOA Suite domain.

Prepare to use the deploy artifacts script

The sample scripts for deploying artifacts are available at ${ WORKDI R}/ cr eat e- soa- donai n/
domai n- honme- on- pv/ You must edit depl oy-artifacts-inputs.yam (ora copy of it) to provide
the details of your domain and artifacts. Refer to the configuration parameters below to
understand the information that you must provide in this file.

Configuration parameters

The following parameters can be provided in the inputs file.

Parameter Definition Default value
adminPort Port number of the Administration 7001
Server inside the Kubernetes
cluster.
adminServerName Name of the Administration AdminServer
Server.
domainUID Unique ID that is used to identify  soainfra

the domain. This ID cannot
contain any characters that are
not valid in a Kubernetes service
name.

domainType Type of the domain. Mandatory  soa
input for Oracle SOA Suite
domains. You must provide one of
the supported domain type
values: soa (deploys artifacts into
an Oracle SOA Suite domain),
osb (deploys artifacts into an
Oracle Service Bus domain), or
soaosb (deploys artifacts into
both Oracle SOA Suite and
Oracle Service Bus domains).

soaClusterName Name of the SOA WebLogic soa_cluster
Server cluster instance in the
domain. By default, the cluster
name is soa_cluster. This
configuration parameter is
applicable only for soa and
soaosh domain types.
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Parameter

Definition

Default value

image

SOA Suite Docker image. The
artifacts deployment process
requires Oracle SOA Suite
14.1.2.0. Refer to Obtain the
Oracle SOA Suite Docker image
for details on how to obtain or
create the image.

soasuite:release-version

imagePullPolicy

Oracle SOA Suite Docker image
pull policy. Valid values are
IfNotPresent, Always, Never.

IfNotPresent

imagePullSecretName

Name of the Kubernetes secret to
access the Docker Store to pull
the Oracle SOA Suite Docker
image. The presence of the
secret will be validated when this
parameter is specified.

weblogicCredentialsSecretName

Name of the Kubernetes secret
for the Administration Server's
user name and password. If not
specified, then the value is
derived from the domainUID as
<domainUID>-weblogic-

soainfra-domain-credentials

credentials.
namespace Kubernetes namespace in which  soans
the domain was created.
artifactsSourceType The deploy artifacts source type. Image

Set to PersistentVolume for
deploy artifacts available in a
persistent volume and Image for
deploy artifacts available as an
image.

persistentVolumeClaimName

Name of the persistent volume
claim created that hosts the
deployment artifacts. If not
specified, the value is derived
from the domainUID as
<domainUID>-deploy-artifacts-
pvc.

soainfra-deploy-artifacts-pvc

artifactslmage

Deploy artifacts image. Required
if artifactsSourceType is Image.

artifacts:release-version

artifactsimagePullPolicy

Deploy artifacts image pull policy.
Valid values are IfNotPresent,
Always, Never.

IfNotPresent

artifactsimagePullSecretName

Name of the Kubernetes secret to
access the deploy artifacts
image. The presence of the
secret will be validated when this
parameter is specified.

deployScriptFilesDir

Directory on the host machine to
locate the required files to deploy
artifacts to the Oracle SOA Suite
domain, including the script that
is specified in the
deployScriptName parameter. By
default, this directory is set to the
relative path deploy.

deploy
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Parameter

Definition Default value

deployScriptsMountPath

Mount path where the deploy
artifacts scripts are located inside
a pod. The deploy-artifacts.sh
script creates a Kubernetes job to
run the script (specified by the
deployScriptName parameter) in
a Kubernetes pod to deploy the
artifacts. Files in the
deployScriptFilesDir directory are
mounted to this location in the
pod, so that the Kubernetes pod
can use the scripts and
supporting files to deploy
artifacts.

/u01/weblogic

deployScriptName

Script that the deploy artifacts deploy.sh
script uses to deploy artifacts to
the Oracle SOA Suite domain.
For Oracle SOA Suite, the script
placed in the soa directory is
used. For Oracle Service Bus, the
script placed in the osb directory
is used. The deploy-artifacts.sh
script creates a Kubernetes job to
run this script to deploy artifacts.
The script is located in the in-pod
directory that is specified by the
deployScriptsMountPath
parameter.

soaArtifactsArchivePath

Directory inside container where /uOl/sarchives
Oracle SOA Suite archives are
placed.

osbArtifactsArchivePath

Directory inside container where /uOl/sbarchives
Oracle Service Bus archives are
placed.

The sample demonstrates how to deploy Oracle SOA Suite composites or Oracle Service Bus
applications to an Oracle SOA Suite domain home.

Run the deploy artifacts script

Run the deploy artifacts script, specifying your inputs file and an output directory to store the

generated artifacts:

./ deploy-artifacts.sh \

-i deploy-artifacts-inputs.yam \
-0 <path to output-directory>

The script performs the following steps:

» Creates a directory for the generated Kubernetes YAML files for the artifacts deployment
process if it does not already exist. The path name is <path to out put-directory>/
webl ogi c- domai ns/ <donai nUl D>/ <YYYYMVDD- hhmrmss>. If the directory already exists, its
contents must be removed before running this script.

» Creates a Kubernetes job that starts a utility Oracle SOA Suite container and run scripts to
deploy artifacts provided either in an image or in a persistent volume.
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Deploy artifacts from an image

1. Create an image with artifacts.

a. A sample Dockerfile to create the artifacts in an image is available at SWORKDIR/
create-soa-domain/domain-home-on-pv/deploy-docker-file. This expects the Oracle
SOA Suite related archives to be available in the soa directory and Oracle Service Bus
archives to be available in the osb directory.

b. Create the soa directory and copy the Oracle SOA Suite archives to be deployed to the
directory:

cd $WORKDI R/ cr eat e- soa- domai n/ donai n- horre- on- pv/ depl oy- docker-file

mkdi r soa
cp /path/sca_sanpl eBPEL. jar soa

c. Create the osb directory and copy the Oracle Service Bus archives to be deployed to
the directory:

cd $WORKDI R/ cr eat e- soa- domai n/ donai n- horre- on- pv/ depl oy- docker-file

mkdir osb
cp /path/sinple_sbconfig.jar osb

d. Create the image using build.sh. This script creates the image with default tag release-
version (artifacts:release-version):

cd $WORKDI R/ cr eat e- soa- domai n/ donai n- horre- on- pv/ depl oy- docker-file

fbuild.sh -h

Usage: build.sh -t [tag]
Buil ds a Docker Image with Oracle SOAN COSB artifacts
Paraneters:

-h: view usage
-t: tag for image, default is rel ease-version

Sample output of script with tag 14.1.2.0-v1:

Oracle SOA Suite on Kubernetes
F99931-08

$ ./build.sh -t 14.1.2.0-v1

Sending build context to Docker daenmobn 36.35kB

Step 1/13 : FROM busybox

---> 16ea53ea7c65

Step 2/13 : ARG SOA_ARTI FACTS_ARCH VE_PATH=/ u01/ sar chi ves
---> Using cache

---> 411edf 07f 267

Step 3/13 : ARG OSB_ARTI FACTS_ARCH VE_PATH=/ u01/ shar chi ves
---> Using cache

---> c4214b9cf Oae

Step 4/13 : ARG USER=oracl e

---> Using cache

---> c8ebcd5eeb46

Step 5/13 : ARG USERI D=1000

---> Using cache

---> 5780beb0c3cf

Step 6/13 : ARG GROUP=r oot

---> Using cache

---> 048e67c71f 92
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Step 7/13 : ENV SOA_ARTI FACTS_ARCH VE_PATH=$
{ SOA ARTI FACTS ARCH VE_PATH}
---> Using cache
---> 31ae33cfd9bb
Step 8/13 : ENV OSB_ARTI FACTS_ARCH VE_PATH=$
{ 0OSB_ARTI FACTS_ARCH VE_PATH}
---> Using cache
---> 79602bf 64dc0
Step 9/13 : RUN adduser -D -u ${USERI D} -G $GROUP $USER
---> Using cache
---> 07cl2ceab2f9
Step 10/ 13 : COPY soa/ ${SQA ARTI FACTS_ARCH VE_PATH}/
---> bfeb138516d8
Step 11/13 : COPY osh/ ${0SB_ARTI FACTS_ARCH VE_PATH}/
---> 0359al1f 8f 76
Step 12/13 : RUN chown -R $USER $GROUP $
{ SOA_ARTI FACTS_ARCHI VE_PATH}/ ${ OSB_ARTI FACTS_ARCH VE_PATH}/
---> Running in 285fh2bd8434
Renmovi ng i nternedi ate contai ner 285fb2bd8434
---> 2e8d8c337del
Step 13/13 : USER $USER
---> Running in c9db494e46ab
Renmovi ng i nternedi ate container c9db494e46ab
---> 40295aa15317
Successful Iy built 40295aa15317
Successful ly tagged artifacts:14.1.2.0-v1
INFO Artifacts image for Oracle SOA suite
is ready to be extended.
--> artifacts:14.1.2.0-vl
INFO Build completed in 4 seconds.

Update the image details in deploy-artifacts-inputs.yaml for parameter artifactsimage and
invoke deploy-artifacts.sh to perform deployment of artifacts.
Sample output of deployment for domainType of soaosb:

.Ideploy-artifacts.sh -i deploy-artifacts-inputs.yam -0 out-depl oy
I nput paraneters being used

export version="depl oy-artifacts-inputs-vl"

export adm nPort="7001"

export adm nServer Name="Adni nServer"

export domai nUl D="soai nfra"

export donmai nType="soaosh"

export soad usterNane="soa cl uster"

export soaManagedServer Port="7003"

export inmage="soasuite:14.1.2.0"

export imagePul | Policy="1fNotPresent"

export webl ogi cCredenti al sSecr et Name="soai nf ra- domai n-credenti al s"
export namespace="soans"

export artifactsSourceType="Inage"

export artifactslnage="artifacts:14.1.2.0"

export artifactslmagePul | Policy="1fNotPresent"

export depl oyScri pt sMount Pat h="/u01/ webl ogi c"

export depl oyScri pt Nane="depl oy. sh"

export depl oyScriptFil esDi r="depl oy"

export soaArtifactsArchivePat h="/u01/sarchives"

Oracle SOA Suite on Kubernetes

F99931-08

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 67 of 78



ORACLE

Chapter 5
Deploy Composite Applications

export osbArtifactsArchivePat h="/u01/sbarchives"

Cenerating out-depl oy/ depl oy-artifacts/soainfral20211022- 152335/ depl oy-
artifacts-job.yan

Checking to see if the secret soainfra-domain-credentials exists in
nanespace soans

conf i gmap/ soai nf ra- depl oy- scri pts-soa-job-cm creat ed

Checking the configmap soai nfra-depl oy-scripts-soa-job-cmwas created
conf i gmap/ soai nf ra- depl oy-scri pts-soa-job-cm | abel ed

conf i gmap/ soai nf ra- depl oy-scri pts-osbh-job-cm creat ed

Checking the configmap soai nfra-depl oy-scripts-osh-job-cmwas created
conf i gmap/ soai nf ra- depl oy- scri pts-osbh-job-cm | abel ed

Checking if object type job with name soainfra-deploy-artifacts-
j 0b-20211022- 152335 exi sts

Depl oying artifacts by creating the job out-deploy/deploy-artifacts/
soai nfra/ 20211022- 152335/ depl oy-arti f act s-j ob. yan

j ob. bat ch/ soai nfra-depl oy-artifacts-job-20211022- 152335 created

Waiting for the job to conplete..

status on iteration 1 of 20 for soainfra

pod soai nfra-depl oy-artifacts-job-20211022-152335-r7ffj status i s Not Ready
status on iteration 2 of 20 for soainfra

pod soai nfra-depl oy-artifacts-job-20211022-152335-r7ffj status is
Conpl et ed

configmap "soai nfra-depl oy-scripts-soa-job-cm' del et ed

configmap "soai nfra-depl oy-scripts-osh-job-cm' del et ed

The following files were generated:

out - depl oy/ depl oy-artifacts/ soai nfral 20211022- 152335/ depl oy-artifacts-
i nput s. yamn
out - depl oy/ depl oy-artifact s/ soai nfral 20211022- 152335/ depl oy-artifacts-

j ob. yam

Conpl et ed

kubect! get all -n soans|grep depl oy

pod/ soai nfra- depl oy-artifacts-job-20211022- 152335-r 7f fj 0/2
Conpleted O 15m

j ob. bat ch/ soai nfra-depl oy-artifacts-job-20211022-152335 1/1
43s 15m

® Note

When you are running the script for domainType soaosb, a deployment pod is
created with two containers, one for Oracle SOA Suite artifacts deployments and
another for Oracle Service Bus artifacts deployments. When the deployment
completes for one container while other container is still running, the pod status
will move from Ready to NotReady. Once both the deployments complete
successfully, the status of the pod moves to Completed.

Deploy artifacts from a persistent volume
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Copy the artifacts for Oracle SOA Suite to the soa directory and Oracle Service Bus to the
osb directory at the share location. For example, with location /share, artifacts for Oracle

SOA Suite are in /share/soa and Oracle Service Bus are in /share/osb.

I's /share/soa
sca_sanpl eBPEL. j ar
I's /share/osh/

si npl e_sbconfig.jar

Create a PersistentVolume with the sample provided (artifacts-pv.yaml):

api Version: vl
ki nd: Persi stent Vol une
met adat a
nane: soai nfra-deploy-artifacts-pv
spec:
st orageC assNane: depl oy- st orage-cl ass
capacity:
storage: 10G
accesshbdes
- ReadOnl yMany
persi st ent Vol uneRecl ai nPol i cy: Retain
host Pat h:
path: "/share"

kubect!| apply -f artifacts-pv.yan

Create a PersistentVolumeClaim with the sample provided (artifacts-pvc.yaml):

api Version: vl
ki nd: PersistentVol umed ai m
met adat a
nane: soai nfra-depl oy-artifacts-pvc
namespace: soans
spec:
st orageC assNane: depl oy- st orage-cl ass
accesshodes
- ReadOnl yMany
resources:
requests:
storage: 10G

kubect!| apply -f artifacts-pvc.yan

Update the artifactsSourceType to PersistentVolume and provide the name for
persistentVolumeClaimName in deploy-artifacts-inputs.yaml.

Invoke deploy-artifacts.sh to deploy artifacts for artifacts present in
persistentVolumeClaimName.
Ssample output of deployment for domainType of soaosb:

./ deploy-artifacts.sh -i deploy-artifacts-inputs.yam -o out-deploy

I nput paraneters being used
export version="depl oy-artifacts-inputs-vl"
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export adm nPort="7001"

export adm nServer Name="Adni nServer"

export domai nU D="soai nfra"

export donmai nType="soaosh"

export soad usterNane="soa_cl uster"

export soaManagedServer Port="7003"

export image="soasuite:14.1.2.0"

export imagePul I Policy="1fNotPresent"

export webl ogi cCredenti al sSecr et Name="soai nfra- domai n- credenti al s"
export namespace="soans"

export artifactsSourceType="Persi stent Vol ume"

export persistent Vol uned ai mName="soai nfra-depl oy-artifacts-pvc"
export depl oyScri pt sMount Pat h="/u01/ webl ogi c"

export depl oyScri pt Name="depl oy. sh"

export depl oyScriptFil esDir="depl oy"

export soaArtifactsArchivePat h="/u01/ sarchives"

export osbArtifactsArchivePat h="/u01/sbarchives"

Cenerating out-depl oy/ depl oy-artifacts/soainfral20211022- 164735/ depl oy-
artifacts-job.yan

Checking to see if the secret soainfra-domain-credentials exists in
nanespace soans

conf i gmap/ soai nf ra- depl oy-scri pts-soa-job-cm creat ed

Checking the configmap soai nfra-depl oy-scripts-soa-job-cmwas created
confi gmap/ soai nf ra- depl oy-scri pts-soa-job-cm | abel ed

conf i gmap/ soai nf ra- depl oy-scri pts-osh-job-cm creat ed

Checking the configmap soai nfra-depl oy-scripts-osh-job-cmwas created
conf i gmap/ soai nf ra- depl oy- scri pts-osh-job-cm | abel ed

Checking if object type job with name soainfra-depl oy-artifacts-
j 0b-20211022- 164735 exi sts

Depl oying artifacts by creating the job out-deploy/deploy-artifacts/
soai nfra/ 20211022- 164735/ depl oy-artifacts-j ob. yan

j ob. bat ch/ soai nfra-depl oy-artifacts-job-20211022-164735 created

Waiting for the job to conplete..

status on iteration 1 of 20 for soainfra

pod soai nfra-depl oy-artifacts-job-20211022- 164735- 66fvn status i s Not Ready
status on iteration 2 of 20 for soainfra

pod soai nfra-depl oy-artifacts-job-20211022- 164735-66fvn status is
Conpl et ed

configmap "soai nfra-depl oy-scripts-soa-job-cm' del et ed

configmap "soai nfra-depl oy-scripts-osbh-job-cm' del et ed

The following files were generated:

out - depl oy/ depl oy-artifact s/ soai nfral 20211022- 164735/ depl oy-artifacts-
i nput s. yam
out - depl oy/ depl oy-artifact s/ soai nfral 20211022- 164735/ depl oy-artifacts-

j ob. yam

Conpl et ed

kubect! get all -n soans |grep depl oy

pod/ soai nfra- depl oy-artifacts-job-20211022- 164735-66fvn  0/2
Conpleted O 3nis

j ob. bat ch/ soai nfra-depl oy-artifacts-job-20211022-164735 1/1
37s 3nmis
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@® Note

When you are running the script for domainType of soaosb, a deployment pod is
created with two containers, one for Oracle SOA Suite artifacts deployments and
one for Oracle Service Bus artifacts deployments. When the deployment
completes for one container while other container is still running, the pod status
moves from Ready to NotReady. Once both the deployments successfully
complete, the status of the pod moves to Completed.

Verify the deployment logs

To confirm the deployment of artifacts was successful, verify the output using the kubect | logs
command:

@® Note

Replace <YYYYMVDD- hhmmss>, <donai nUl D> and <nanespace> with values for your
environment.

For Oracle SOA Suite artifacts:

kubect!| 1ogs job. bat ch/ <domai nUl D>- depl oy-arti facts-job- <YYYYMVDD- hhrmss> - n
<namespace> soa-deploy-artifacts-job

For Oracle Service Bus artifacts:

kubect| 1|ogs job. batch/ <domai nUl D>- depl oy-arti facts-job-<YYYYMVDD- hhrmss> -n
<namespace> osb-deploy-artifacts-job

Persist Adapter Customizations

The lifetime for any customization done in a file on a server pod is up to the lifetime of that pod.
The changes are not persisted once the pod goes down or is restarted.

For example, the following configuration updates DbAdapt er. rar to create a new connection
instance and creates data source CoffeeShop on the WebLogic Remote Console for the same
with j dbc/ Cof f eeShopDS.

File location: / u01/ or acl e/ soal soal connect or s/ DbAdapt er. rar

<connecti on-i nst ance>
<j ndi - name>ei s/ DB/ Cof f eeShop</j ndi - name>
<connecti on- properties>
<properties>
<property>
<name>XADat aSour ceName</ nane>
<val ue>j dbc/ Cof f eeShopDS</ val ue>
</ property>
<property>
<name>Dat aSour ceName</ nane>
<val ue></val ue>
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</ property>
<property>
<name>Pl at f or nCl assNanme</ nane>
<val ue>org. ecl i pse. persi st ence. pl at f or m dat abase. Oracl e10PI at f or nx/
val ue>
</ property>
<[ properties>
</ connecti on-properties>
</ connecti on-i nstance>

If you need to persist the customizations for any of the adapter files under the SOA Oracle
Home in the server pod, use one of the following methods.

Method 1: Customize the Adapter file using the WebLogic Remote Console

1. Log in to the WebLogic Remote Console, and update the "Outbound Connection Pools"
and Pl an. xm referring to https://oracle.github.io/weblogic-remote-console/userguide/
providers/administration-server/#configure-deployment.

2. The location by default for Plan.xml will be in ${ ORACLE_HOVE} / soa/ soa which is not under
Persistent Volume (PV). Therefore, provide the domain’s PV location such as
{ DOVAI N_HOME}/ soai nfral servers.
Now the Pl an. xm will persist under this location for each Managed Server.

Method 2: Customize the Adapter file on the Worker Node

1. Copy ABC.rar from the server pod to a PV path:

kubect| cp <nanespace>/ <SOA Managed Server pod name>:<full path of .rar
file> <destination path inside PV>

For example:

kubect| cp soans/soai nfra-soa-server1:/u0l/oracl e/ soa/ soa/ connect or s/
ABC.rar ${Docker Vol une}/domai ns/ soai nfral servers/ ABC. rar

or do a normal file copy between these locations after entering (using kubect| exec)into
the Managed Server pod.

2. Unrar ABC.rar.
3. Update the new connection details in the webl ogi c-ra. xnl file under META | NF.

4. In the WebLogic Remote Console, under Deployments, select ABC.rar, then Update.
Select the ABC. r ar path as the new location, which is ${ DOVAI N_HOVE} / user _pr oj ect s/
domai ns/ soai nfral servers/ ABC.rar and click Update.

5. Verify that the pl an. xml or updated . r ar should be persisted in the PV.

Perform WLST Operations

You can use the WebLogic Scripting Tool (WLST) to manage a domain running in a
Kubernetes cluster. Some of the many ways to do this are provided here.

If the Administration Server was configured to expose a T3 channel using
exposeAdminT3Channel when creating the domain, refer to Use WLST.
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If you do not want to expose additional ports and perform WLST administration operations
using the existing Kubernetes services created by the WebLogic Server Kubernetes operator,
then follow this documentation. Here we will be creating and using a helper pod in the same
Kubernetes cluster as the Oracle SOA Suite domain to perform WLST operations.

® Note

To avoid any misconfigurations, Oracle recommends that you do not use the
Administration Server pod directly for WLST operations.

1. Create a Kubernetes helper pod

2. Perform WLST operations

3. Sample WLST operations

Create a Kubernetes helper pod

Before creating a Kubernetes helper pod, make sure that the Oracle SOA Suite Docker image
is available on the node, or you can create an image pull secret so that the pod can pull the
Docker image on the host where it gets created.

1. Create an image pull secret to pull image soasui te: 14. 1. 2. 0 by the helper pod.

Skip this step if you are not using an image pull secret.

kubect| create secret docker-registry <secret-name> --namespace soans \
--docker - server=<docker -regi stry-name> \
- - docker - user name=<docker - user > \
- -docker - passwor d=<docker - user > \
--docker - emai | =<emai | - i d>

For example:

kubect| create secret docker-registry imge-secret --namespace soans \
--docker-server=your-regi stry.com\
- - docker - user name=xxxxxx \
- - docker - passwor d=xxxxxxx \
- - docker - emai | =ny @onpany. com

2. Create a helper pod.

kubect! run hel per \

--image <i mage_nane> \

--nanmespace <domai n_nanmespace> \

--overrides="{ "api Version": "v1", "spec": { "imagePull Secrets":
[{"name": "<secret-nane>"}] } }' \

-- sleep infinity

For example:

kubect! run hel per \
--image soasuite:14.1.2.0 \
--nanespace soans \
--overrides="{ "api Version": "v1", "spec": { "imagePull Secrets":
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[{"name": "inage-secret"}] } }' \
-- sleep infinity

® Note

If you are not using the image pull secret, remove - -
overrides="{ "api Version": "v1", "spec": { "imagePul | Secrets":
[{"nane": "<secret-nanme>"}] } }'.

Perform WLST operations

Once the Kubernetes helper pod is deployed, you can exec into the pod, connect to servers
using t 3 or t 3s and perform WLST operations. By default, t 3s is not enabled for the
Administration Server or Managed Servers. If you enabled SSL with ssl Enabl ed when creating
the domain, then you can use t 3s to perform WLST operations.

Interactive mode

1.

3.

Start a bash shell in the helper pod:

kubect| exec -it hel per -n <domai n_namespace> -- /bin/bash

For example:

kubect!| exec -it hel per -n soans -- /bin/bash

This opens a bash shell in the running helper pod:

[ oracl e@el per oracle]$

Invoke WLST:

[oracl e@el per oracle]$ cd $ORACLE_HOWE/ or acl e_comon/ conmon/ bi n
[oracl e@el per bin]$ ./wst.sh

The output will look similar to the following:

[oracl e@el per bin]$ ./wst.sh

Initializing WebLogic Scripting Tool (WST)

Jython scans all the jar files it can find at first startup. Depending on
the system this process may take a few mnutes to conplete, and W.ST may
not return a pronpt right away.

W\l come to WebLogic Server Administration Scripting Shell

Type help() for help on avail abl e commands

w s:/offline>

Connect using t 3:
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To connect to the Administration Server or Managed Servers using t 3, you can use the
Kubernetes services created by the WebLogic Server Kubernetes operator:

w s:/offline> connect (' webl ogic',' <password>',"'t3://<domai nUl D>-
<WeblLogi ¢ Server Name>: <Server Port>")

For example, if the domainUID is soainfra, Administration Server name is
AdminServer, and Administration Server port is 7001, then you can connect to the
Administration Server using t3:

w s:/offline> connect (' webl ogic','<password>','t3://soainfra-
adm nserver: 7001')

The output will look similar to the following:

w s:/offline> connect (' webl ogic'," <password>',"'t3://soainfra-

adm nserver: 7001")

Connecting to t3://soainfra-adm nserver: 7001 with userid weblogic ...
Successfully connected to Admin Server "Adm nServer" that belongs to
domain "soainfra".

Warning: An insecure protocol was used to connect to the server.
To ensure on-the-wire security, the SSL port or Admin port should be
used i nstead.

W s:/soai nfral serverConfig/>

To connect a WebLogic Server cluster (SOA or Oracle Service Bus) using t 3, you can
use the Kubernetes services created by the WebLogic Server Kubernetes operator:

w s:/offline> connect (' webl ogic',' <password>','t3://<domai nUl D>-cl uster -
<Cl ust er name>: <Managed Server Port>')

For example, if the domainUID is soainfra, SOA cluster name is soa-cluster, and SOA
Managed Server port is 7003, then you can connect to SOA Cluster using t3:

w s:/of fline> connect (' weblogic','<password>','t3://soainfra-cluster-
soa-cluster:7003")

The output will look similar to the following:

w s:/offline> connect (' weblogic','<password>','t3://soainfra-cluster-
soa-cl uster:7003")

Connecting to t3://soainfra-cluster-soa-cluster:7003 with userid

webl ogic ...

Successful |y connected to Managed Server "soa serverl" that belongs to
donmain "soainfra".

Warning: An insecure protocol was used to connect to the server.
To ensure on-the-wire security, the SSL port or Admin port should be
used i nstead.
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W s:/soai nfra/ server Confi g/ >

4. If you enabled SSL with sslEnabled when creating the domain, then you can use t3s to
perform WLST operations:
Set the required environment values, sample provided with DemoTrust::
[oracl e@el per oracle] $export WST_PROPERTI ES=' -
Dwebl ogi c. security. Trust KeySt or e=DenoTr ust -
Dwebl ogi c. security. SSL. i gnor eHost naneVeri ficati on=true'
[oracl e@el per oracl €]
Connect to WLST and set the required environment variable before connecting using
t3s:
[oracl e@el per oracle]$ cd
$ORACLE_HOME/ or acl e_comon/ common/ bi n
[oracl e@el per bin]$ ./wst.sh
Access t 3s for the Administration Server in secure domain.
For example, if the domainUID is soainfra, SOA cluster name is soa-cluster, and SOA
Managed Server SSL port is 7004, connect to the SOA cluster as follows:
w s:/of fline> connect (' webl ogic','<password>','t3s://soainfra-
adnmi nserver: 7004')
Access t3s for the SOA cluster in non-secure domain.
For example, if the domainUID is soainfra, SOA cluster name is soa-cluster, and
Administration port of SOA server is 9004, connect to the SOA cluster as follows:
w s:/offline> connect (' webl ogic','<password>','t3s://soainfra-
admi nserver: 9004')
Script mode

In script mode, scripts contain WLST commands in a text file with a .py file extension (for
example, mywlst.py). Before invoking WLST using the script file, you must copy the .py file into
the helper pod.

To copy the .py file into the helper pod using WLST operations in script mode:

1.
2.

Create a . py file containing all the WLST commands.

Copy the . py file into the helper pod:

kubect| cp <filename>. py <domai n namespace>/ hel per: <directory>

For example:

kubect! cp nyw st. py soans/ hel per:/u0l/oracle
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3. Runw st.sh onthe. py file by exec into the helper pod:

kubect| exec -it hel per -n <domai n_nanespace> -- /bin/bash
[oracl e@el per oracle]$ cd $ORACLE HOVE/ or acl e_comon/ conmon/ bi n
[oracl e@el per oracle]$ ./wst.sh <directory>/<filename>. py

® Note

Refer to Interactive mode for details on how to connect using t 3 or t 3s.

Sample WLST operations

For a full list of WLST operations, refer to WeblLogic Server WLST Online and Offline
Command Reference.

Display servers

kubect| exec -it helper -n soans -- /bin/bash
[oracl e@el per oracle]$ cd $ORACLE_HOWE/ or acl e_comon/ conmon/ bi n
[oracl e@el per bhin]$ ./wst.sh

Initializing WbLogic Scripting Tool (W.ST)

Jython scans all the jar files it can find at first startup. Depending on the
system this process may take a few mnutes to conplete, and W.ST nay not
return a pronpt right away.

Vel cone to WebLogi c Server Administration Scripting Shell
Type help() for help on available commands

w s:/offline> connect (' webl ogic', ' Wlconel','t3://soainfra-adm nserver:7001")
Connecting to t3://soainfra-adm nserver: 7001 with userid weblogic ...
Successful Iy connected to Admin Server "Adm nServer" that belongs to domain
"soainfra".

Vrning: An insecure protocol was used to connect to the server.
To ensure on-the-wire security, the SSL port or Admn port should be used
i nst ead.

w s:/soainfralserverConfig/> cd('/Servers')
w s:/soainfral serverConfig/ Servers> |s()

dr-- Adm nServer
dr-- osb_serverl
dr-- osb_server?2
dr-- osb_server3
dr-- osb_server4
dr-- osb_server5
dr-- soa_serverl
dr-- soa_server?2
dr-- soa_server3
dr-- soa_server4
dr-- soa_serverb
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w s:/soainfral serverConfi g/ Servers>
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Patch and Upgrade

Patch an existing Oracle SOA Suite image or upgrade the infrastructure, such as upgrading
the underlying Kubernetes cluster to a new release and upgrading the WebLogic Kubernetes
Operator release.

* Patch an image
Create a patched Oracle SOA Suite image using the WebLogic Image Tool.

 Upgrade an Operator Release

Upgrade the WebLogic Kubernetes Operator release to a newer version.

 Upgrade a Kubernetes Cluster

Upgrade the underlying Kubernetes cluster version in a running SOA Kubernetes
environment.

Patch an Image

Oracle releases Oracle SOA Suite images regularly with the latest bundle and recommended
interim patches in My Oracle Support (MOS). However, if you need to create images with new
bundle and interim patches, you can build these images using the WebLogic Image Tool.

If you have access to the Oracle SOA Suite patches, you can patch an existing Oracle SOA
Suite image with a bundle patch and interim patches. Oracle recommends that you use the
WebLogic Image Tool to patch the Oracle SOA Suite image.

Recommendations:

* Use the WebLogic Image Tool create feature for patching the Oracle SOA Suite Docker
image with a bundle patch and multiple interim patches. This is the recommended
approach because it optimizes the size of the image.

* Use the WebLogic Image Tool update feature for patching the Oracle SOA Suite Docker
image with a single interim patch. Note that the patched image size may increase
considerably due to additional image layers introduced by the patch application tool.

Apply the patched Oracle SOA Suite image

To update an Oracle SOA Suite domain with a patched image, first make sure the patched
image is pulled or created and available on the nodes in your Kubernetes cluster. Once the
patched image is available, you can follow these steps to update the Oracle SOA Suite domain
with a patched image:

e Stop all servers
e Update user permissions of the domain PV storage

e Address post-installation requirements

*  Apply the patched image
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Stop all servers

@® Note

The following steps are applicable only for non-Zero Downtime Patching. For Zero
Downtime Patching, go to Address post-installation requirements.

Before applying the patch, stop all servers in the domain:

1. Inthe domain.yaml configuration file, update the spec.serverStartPolicy field value to
Never.

2. Shut down the domain (stop all servers) by applying the updated domain.yaml file:

kubect!| apply -f domain.yani

Address post-installation requirements

If the patches in the patched Oracle SOA Suite image have any post-installation steps, follow
these steps:

« Create a Kubernetes pod with domain home access
*  Perform post-installation steps

Create a Kubernetes pod with domain home access

1. Get domain home persistence volume claim details for the Oracle SOA Suite domain. For
example, to list the persistent volume claim details in the namespace soans:

kubect!| get pvc -n soans

Sample output showing the persistent volume claim is soainfra-domain-pvc:

NAMVE STATUS  VOLUME CAPACI TY  ACCESS
MODES ~ STORAGECLASS AGE

soai nfra-domai n-pvc  Bound soai nfra-domai n-pv 10G

RWK soai nfra-domai n-storage-class  xxd

2. Create a YAML soapostinstall.yaml using the domain home persistence volume claim.
For example, using soainfra-domain-pvc per the sample output:

@ Note

Replace soasui te: 14. 1. 2. 0- XXXXXX with the patched image in the following
sample YAML:

api Version: vl
ki nd: Pod
met adat a:
| abel s:
run; soapostinstall
nane: soapostinstall
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namespace: soans
spec:
cont ai ners:
- imge: soasuite:14.1. 2. 0- XXXXXX
nanme: soapostinstal
command: ["/bin/bash", "-c", "sleep infinity"]
i magePul | Policy: |fNotPresent
vol umehount s:
- name: soai nfra-domai n- st orage-vol unme
mount Pat h: /u01/ oracl e/ user _projects
vol unes:
- nane: soai nfra-donai n-storage-vol une
persi stent Vol uned ai m
cl ai mMNane: soai nfra-domai n- pvc

Apply the YAML to create the Kubernetes pod:

kubect!| apply -f soapostinstall.yamn

Perform post-installation steps

If you need to perform any post-installation steps on the domain home:

1.

Start a bash shell in the soapostinstall pod:

kubect| exec -it -n soans soapostinstall -- bash

This opens a bash shell in the running soapostinstall pod:

[oracl e@oapostinstall oracle]$

Use the bash shell of the soapostinstall pod and perform the required steps on the domain
home.

After successful completion of the post-installation steps, you can delete the soapostinstall
pod:

kubect| delete -f soapostinstall.yam

Apply the patched image

After completing the required post-installation steps, start up the domain:

1.

In the domain.yaml configuration file, update the image field value with the patched image:
For example:

i mage: soasuite:14.1. 2. 0- XXXXXX

In case of non-Zero Downtime Patching, update the spec.serverStartPolicy field value to
IfNeeded in domain.yaml.

Apply the updated donai n. yam configuration file to start up the domain.

kubect!| apply -f domain.yani
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@® Note

In case of non-Zero downtime patching, update the spec.serverStartPolicy field
value to IfNeeded in domain.yaml.

4. \Verify the domain is updated with the patched image:

kubect| describe domai n <domai nUl D> -n <domnai n- namespace>| grep "l mage: "

Sample output:

kubect| describe domain soainfra -n soans |grep "I nmage:"
| mage: soasuite: 14. 1. 2. 0- XXXXXXX

Upgrade an Operator Release

Upgrade a running WebLogic Kubernetes Operator by using the hel m upgr ade command. The
following instructions are applicable for upgrading operator to version 4.2.19.

For helm repo:

hel m repo add webl ogi c-operator https://oracle.github.io/webl ogi c-kuber net es-
operator/charts
--force-update

For help upgrade:

hel m upgr ade \
--reuse-val ues \
--set version=4.2.19 \
- - nanespace opns \
--wait \
webl ogi c- kuber net es- operat or \
chart s/ webl ogi c- oper at or

For more details, see here.

Upgrade Kubernetes Cluster

These instructions describe how to upgrade a Kubernetes cluster created using kubeadm on
which an Oracle SOA Suite domain is deployed. A rolling upgrade approach is used to
upgrade nodes (master and worker) of the Kubernetes cluster.

@ Note

It is expected that there will be a down time during the upgrade of the Kubernetes
cluster as the nodes need to be drained as part of the upgrade process.
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Prerequisites

* Review Prerequisites and ensure that your Kubernetes cluster is ready for upgrade.
* Make sure your environment meets all prerequisites. Make sure the database used for the
SOA domain deployment is up and running during the upgrade process.

Upgrade the Kubernetes version

An upgrade of Kubernetes is supported from one MINOR version to the next MINOR version,
or between PATCH versions of the same MINOR. For example, you can upgrade from 1.x to
1.x+1, but not from 1.x to 1.x+2. To upgrade a Kubernetes version, first all the master nodes of
the Kubernetes cluster must be upgraded sequentially, followed by the sequential upgrade of
each worker node.

e See here for Kubernetes official documentation to upgrade from 1.31 to 1.32
e See here for Kubernetes official documentation to upgrade from 1.30 to 1.31
e See here for Kubernetes official documentation to upgrade from 1.29 to 1.30
e See here for Kubernetes official documentation to upgrade from 1.28 to 1.29
e See here for Kubernetes official documentation to upgrade from 1.27 to 1.28

e See here for Kubernetes official documentation to upgrade from 1.26 to 1.27

Release Upgrade

Learn how to upgrade to Oracle Fusion Middleware SOA Suite and Service Bus 14c
(14.1.2.0.0). The section explains how to upgrade a production version of Oracle SOA Suite
and Service Bus, including the Oracle Fusion Middleware component configurations in that
domain.

Planning an Upgrade to 14c (14.1.2.0.0)

Before you begin an upgrade, understand the limitations of the upgrade and how the upgrade
impacts your production environment.

See here for details.

Upgrading and Preparing Your Oracle Databases for 14c

It is important to understand the database requirements for upgrade. If required, prior to the
upgrade you may need to upgrade your database to a supported version.

See here for details on some of the tasks associated with preparing your Oracle database for
an upgrade to 14c (14.1.2.0.0).

Understand how your pre-upgrade environment will be affected by the upgrade.

When upgrading your existing SOA Suite 12¢ environment to SOA Suite 14c (14.1.2.0.0), you
should understand how your pre-upgrade environment will be affected by the upgrade. For
example, schemas and domain directory upgrades are performed "in place" which updates the
existing files during the upgrade. The 14c¢ (14.1.2.0.0) Oracle home binaries are upgraded
using the new 14c container image.

The upgrade to 14c¢ (14.1.2.0.0) includes the midtier and the schemas. You cannot perform a
midtier-only or schema-only upgrade.
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The following list describes how the upgrade is performed for the following Infrastructure and
SOA Suite components:

e Oracle WebLogic Server, JRF and SOA Oracle Home Binaries

You will be using new 14c SOA Suite container image which has Oracle Infrastructure
( WebLogic Server and JRF) 14c (14.1.2.0.0) and the Oracle SOA Suite and Serivce Bus
14c (14.1.2.0.0) distribution binaries.

e Schemas - Upgraded In Place

The schemas are upgraded "in place" which means that the Upgrade Assistant updates
and overwrites the existing 12c schemas during the upgrade process. The servers must be
down during this process.

e Instances - Migrated during the schema upgrade

The upgrade of active and closed instances happens automatically as part of the schema
upgrade. You can manage the upgrade using administration scripts.

e Domain Directory Reconfiguration - Upgraded In Place

The existing SOA domain is upgraded "in place". During the upgrade you will provide the
location of the existing 12c SOA domain and this domain will be reconfigured to new SOA
14c (14.1.2.0.0) home directory.

Understanding the Starting Points for a SOA Suite 14c¢ (14.1.2.0.0) Upgrade
Verify that the pre-upgrade environment is at a supported version before an upgrade.

You can upgrade to Oracle SOA Suite and Service Bus 14c (14.1.2.0.0) from the following
production starting point:

e SOA Suite and Service Bus 12c (12.2.1.4.0)

SOA Domain Compatibility and Upgrade Restrictions

Read and understand how all of the components within your pre-upgrade domain interact with
the upgraded 14c (14.1.2.0.0) components. See Understanding the Interoperability and
Compatibility Restrictions Before You Upgrade for details.

Review the domain upgrade restrictions before starting the upgrade. See Understanding SOA
Domain Upgrade Restrictions for details.

Oracle SOA Domain Pre-Upgrade Tasks

Before you start the upgrade process be sure to complete the required pre-upgrade tasks for
your components and environment. See Oracle Fusion Middleware Pre-Upgrade Tasks for
details.

In addition to the Oracle Fusion Middleware pre-upgrade requirements, you may also be
required to complete additional SOA-specific upgrade tasks depending on your pre-upgrade
environment.

Review the SOA-specific and Service Bus specific pre-upgrade tasks that apply to your
environment.

Upgrading Oracle SOA Suite and Oracle Service Bus

This section provides the end-to-end procedure for upgrading a 12.2.1.4 Oracle SOA Suite and
Oracle Service bus production environment in Kubernetes to 14c (14.1.2.0.0).
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Oracle strongly recommends to create a complete backup (backup of database and domain
home in persistence volume) of your existing domain before you begin the upgrade.

Refer Upgrading SOA Suite and Upgrading Oracle Service Bus for details.

Using GUI Mode

To perform Oracle SOA Suite domain upgrade in a container environment using GUI mode, we
need display terminal.Perform below steps to start a VNC session using the Oracle SOA Suite
14.1.2.0.0 container image and the existing 12.2.1.4.0 domain home in persistent volume.
Then using this VNC session you can perform upgrade using GUI mode.

Using silent mode

Alternatively, to perform Oracle SOA Suite domain upgrade in a container environment in silent
mode, you can run the helper upgrade script domai n- upgr ade. sh available at ${ WORKDI R} /
domai n- upgr ade to perform Oracle SOA Suite domain upgrade from 12.2.1.4.0 to 14.1.2.0.0.

Refer Oracle SOA Suite Domain Release Upgrade.

Oracle SOA Suite Domain Release Upgrade

This section describes how to upgrade Oracle SOA Suite domains from release 12.2.1.4 to
14.1.2.0.

Prerequisites
Ensure the following before starting the automated domain upgrade process:

e Administration and all co-located managed servers are shutdown before the upgrade
process. Ensure that the servers in the domain can be stopped.

e All affected data is backed up.

e Domain home is backed up.

- Database version is certified by Oracle for Fusion Middleware upgrade.
« Adheres to the required certifications and system requirements.

e Review here for impacted scenarios after upgrade.

Prepare to use the domain upgrade scripts

The sample scripts for automating the domain upgrade (schema upgrade and domain home
upgrade) for Oracle OracleSOASuite domain are available at ${WORKDIR}/domain-upgrade.

You must edit domain-upgrade-inputs.yaml (or a copy of it) to provide the details for domain
upgrade.

Refer to the configuration parameters below to understand the information that you must
provide in this file

Configuration parameters

If SSL is disabled in the source environment, then you cannot enable secure mode directly
during upgrade process. Hence, do not set secur eEnabl ed to true as this results in an
unexpected behaviour. You can perform the following steps to enable secure domain:

e Upgrade to a hon-secure 14.1.2 domain using the domain upgrade scripts.
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*  After the upgrade, when the servers are up and running, refer Enable secure domain post
upgrade to enable the secure domain.

If SSL is enabled in the source environment, then you can set secur eEnabl ed to t r ue to
enable secure domain during the upgrade proces

The following parameters can be provided in the inputs file.

Parameter Definition Default

domainHome Home directory of the /uOl1/oracle/user_projects/
OracleSOASuite domain. domains/soainfra

domainPVMountPath Mount path of the domain /uO1/oracle/user_projects
persistent volume.

domainUID WebLogic Server domain name.  soainfra

image Oracle SOA Suite 14.1.2 soasuite:release-version
container image.

imagePullPolicy Oracle SOA Suite container IfNotPresent

image pull policy. Valid values are
IfNotPresent, Always, and Never.

imagePullSecretName Name of the Kubernetes secret to
access the container registry to
pull the OracleSOASuite
container image. The presence of
the secret will be validated when
this parameter is specified.

namespace Kubernetes namespace of the soans
domain.
persistentVolumeClaimName Name of the persistent volume soainfra-domain-pvc
claim used for the domain home.
rcuSchemaPrefix The schema prefix. SOAl
rcuDatabaseURL The database URL. "Xxxxx.example.com:1521/

XXXXX.example.com"

rcuCredentialsSecret The Kubernetes secret containing soainfra-rcu-credentials
the database credentials.

secureEnabled Boolean indicating if secure to be false
enabled for the domain.

Run the domain upgrade script

Run the domain upgrade script, specifying your inputs file and an output directory to store the
generated artifacts:

$ cd domai n- upgrade

$ ./domai n-upgrade. sh \
-i domai n-upgrade-inputs.yam \
-0 <path to output-directory>

The script will perform the following steps:

e Stops the domain

» Creates pod using the 14.1.2 image and the persistent volume claim used for the domain
home for performing the domain upgrade.

* Performs UA schema upgrade.

e Performs domain home upgrade.
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*  Sets the database values for new WLS_RUNTIME schema.

« Enables secure domain if secur eEnabl ed flag is set to true.

e Updates the domain spec with the 14.1.2 image.

e  Starts and waits for the domain to be up and running with 14.1.2 image.

* All upgrade checkpoints/logs are captured inside domain home root (Mount path of the
domain persistent volume) inside the upgr ade_<domai nUl D> directory.

Upgrade ingress

This step is required in case you have enabled secur eEnabl ed to t r ue during domain upgrade.
For secure domain only ssl Type=E2ESSL is supported. In case the ingress controller is not
installed with support for E2ESSL, for example, for NGINX, recreate the ingress controller
accordingly. Then run the hel m upgr ade to update the ingress-per-domain with - - set

w sDomai n. secur eEnabl ed=t r ue. Sample command as below:

$ cd $WORKDI R
$ hel m upgrade REPLACE- W TH- | NGRESS- PER- DOMAI N- RELEASE- NAME chart s/ i ngress-
per-donain \
--reuse-val ues --set w sDonai n. secur eEnabl ed=true

Enable secure domain post upgrade

Perform the following steps to enable the secure domain in a non-SSL OracleSOASuite 14.1.2
domain:

1. Connect to an Administration Server using WebLogic Remote console.

2. Inthe Edit Tree, navigate to Environment — Domain, and enable the Secur ed
Producti on Mde toggle on Domain screen.

3. Click Save.

4. Inthe Edit Tree, navigate to Environment - Servers —. AdminServer.

5. Verify that SSL Listen Port Enabled field is enabled and update 7002 in SSL Listen Port
field and 9002 in Local Administration Port Override field.

6. Click Save.

7. Inthe Edit Tree, navigate to Environment -, Servers - soa_serverl.

8. Update the SSL Listen Port as 7004 and Local Administration Port Override as 9004.

9. Click Save.

10. Update SSL Listen Port as 7004 and Local Administration Port Override as 9004 for all
SOA managed servers in the cluster (for example, soa_server2, soa_server3, soa_server4
and soa_serverb).

11. If your domain has Oracle Service Bus cluster, then navigate to Environment —. Servers
- osb_serverl. Update the SSL Listen Port as 8003 and Local Administration Port
Override as 9007.

12. Click Save.

13. Similarly update SSL Listen Port as 8003 and Local Administration Port Override as
9007 for all OSB servers in the cluster (for example, osb_server2, osb_server3,
osb_server4 and osb_server5).
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After updating and saving, click Commit changes under Click to view shopping cart
actions.

Perform domain full shutdown and restart. Refer Full Domain Restarts for more
information.

® Note

Once you have enabled Secured Production Mode, existing ingress to access the
domain URLs do not work. Refer to Upgrade ingress for more information.

Setting up VNC session in a container environment

To perform any GUI based operations using display terminal in container environment, deploy
additional packages.

This section provides details on how to update an existing Oracle SOA Suite image with
additional packages using WebLogic Image Tool and then use this image to create Kubernetes
deployment for setting up VNC session in a container environment.

Before you begin

Make sure that you have set up the WebLogic Image Tool. See setup for details. WebLogic
Image Tool by default uses docker CLI. To override the default with say podman, set the
WLSIMG_BUILDER with full path to the executable. For example,

W.SI MG BUI LDER="/ usr/ bi n/ podman"

Update the container image

1.

Review and update the additionalBuildCmds.txt. The sample additionalBuildCmds.txt is
provided for Oracle Linux 8 with the packages required for installing and setting up a VNC
session.

Update additionalBuildCmds.txt if you want to add additional packages.
Run the imagetool.sh.

To update the existing Oracle SOA Suite container image soasui te: 14. 1. 2. 0 by applying
the additionalBuildCmds.txt and tag it as soasui t e: 14. 1. 2. 0- vnc and run the below
command:

$ cd $WORKDI R/ domai n- upgr ade/ vncset up

$ imgetool update --from mage soasuite:14.1.2.0 --tag soasuite: 14.1.2.0-
vnc --chown oracle:root --additional Buil dCommands ./

addi ti onal Bui | dCmds. t xt

Push the image to remote or local registry

* Remote registry - Push the updated image soasuite:14.1.2.0-vnc to a container
registry so that your Kubernetes Cluster hosting can you pull.

$ podman tag soasuite:14.1.2.0-vnc your-registry.conloracl e/
soasuite: 14.1.2.0-vnc$ podman push your-registry.conforacl e/
soasuite: 14.1.2.0-vnc

e Local registry - This requires access to worker nodes.
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First archive the image:

$ podman save -0 soasuite-14.1.2.0-vnc.tar.gz soasuite:14.1.2.0-vnc

Copy the archive soasui t e-14. 1. 2. 0-vnc. t ar. gz into worker nodes and load the
image to local container storage:

$ podman | oad < soasuite-14.1.2.0-vnc.tar.gz

Setup the VNC access

1.

To create the VNC session in a container environment you can use the script start_vnc.sh:

$ cd $WORKDI R/ domai n- upgr ade/ vncset up/ scri pts
$ ./start_vnc.sh -h

This is a helper script for starting VNC session in a container
envi ronnent.

Pl ease see README. nd for nore details.
Usage:

start_vnc.sh [-c persistentVol uneC ai mName] [-m nountPath] [-n
namespace] [-i image] [-u imgePul | Policy] [-t serviceType] [-d
vncpassword] [-k killvnc] [-h]"

[-c | --clainName] : Persistent volume clai mnane.

[-m] --rmountPath] : Mount path of the persistent
vol ume in vnchel per depl oyment.

[-n ] --namespace] : Nanmespace. Default is 'default'.

[-1 ]| --inmage] : Container inmage for the vnchel per
depl oyment (optional). Default is 'ghcr.ioforacle/oraclelinux:8" .

[-u ] --inmagePul | Policy] : I'mage pull policy for the
vnchel per depl oyment (optional). Default is 'IfNotPresent'.

[-p | --inmagePul | Secret] : I'mage pull secret for the
vnchel per depl oyment (optional). Default is 'None'.

[-t | --serviceType] : Kubernetes service type for VNC
port. Default is 'NodePort'. Supported val ues are NodePort and
LoadBal ancer .

[-d | --vncpassword] : Password for VNC access. Default
is 'vncpassword' .

[-k | --killvnc . Renoves the Kubernetes resources
created in the nanespace created for VNC session.

[-h ] --help] : This help.
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2. In case you want to invoke GUI based command like Upgrade Assistant (ua) or reconfig.sh
to perform release upgrade, use the start_vnc.sh script with same domain home Persistent
volume claim name and mount path used by the Domain. Here is an example for Oracle
SOASuite domain deployed in soans namespace, using soainfra-domain-pvc Persistent
volume claim mounted inside container at mount path /u01/oracle/user_projects, you can
start the script with below command:

$ ./start_vnc.sh -n soans -i soasuite:14.1.2.0-vnc -c¢ soai nfra-domain-pvc -
t NodePort -d wel cone -m/u0l/oracl e/ user_projects

Sample output:

[ 2024-11-07T17: 45: 55. 893964348Z] [ I NFQ Creating depl oyment 'vnchel per
using image 'soasuite:14.1.2.0-vnc', persistent volune claim'soainfra-
donmai n-pvc' and mount path '/uOl1/oracl e/ user_projects’

confi gmap/ vnchel per-scri pts-cm confi gured

Checking the configmap vnchel per-scripts-cmwas created

secret/vnchel per-scripts-secret configured

Checking the secret vnchel per-scripts-secret was created

depl oyment . apps "vnchel per" del et ed

depl oyment . apps/ vnchel per created

servi ce/ vnchel per created

[2024- 11-07T17: 46: 06. 838237729Z] [ | NFQ

VNC environment details

[2024- 11-07T17: 46: 06. 840832397Z] [ NFO VNCSERVER started on DI SPLAY= <NCDE
PORT>

[2024- 11-07T17: 46: 06. 842955900Z] [INFQ] To start using VNC Session ==>
connect via VNC viewer with <NCDE NAME>: <NODE PCRT>

[2024- 11-07T17: 46: 06. 845361778Z] [ | NFQY

[2024-11-07T17: 46: 06. 847710989Z] [ I NFQ Your data hosted at

persi st ent vol uned ai m soai nf ra-domai n-pvc, are available for access

at /u01/oracl e/ user_projects

[2024- 11-07T17: 46: 06. 850974036Z] [ | NFQ

[ 2024-11-07T17: 46: 06. 853056442Z] [ | NFQ

[ 2024-11-07T17: 46: 06. 855075115Z] [ | NFQ
SOSSSDS3335555555555SSSSDSDDDSSSS3555555555S555555>>> 3> <KLKLLLLLL L L L L L L L L L L LK
<LLLLLLLLLLLLLLLLLLL L L L L L L L L

[2024-11-07T17: 46: 06. 857105300Z] [ I NFQQ >>>>>> To cl eanup the Kubernetes
resources created for VNC session

[2024- 11-07T17: 46: 06. 859015919Z] [ INFQ] >>>>>> Run: $ ./start_vnc.sh -k -n
soans

[ 2024-11-07T17: 46: 06. 861045303Z] [ | NFQ
SOSSSDS3335555555555SSSSSSDDDSSSSS55555555S555555>>> 3> <KLLLLLLL L L L L L L L L L L LK
<LLLLLLLLLLLLLLLLLL L L L L L L L L L

3. To start using VNC session, connect via VNC viewer with <NODE NAME>:<NODE PORT>
obtained from the start_vnc.sh output.

4. Finally to remove the VNC access and cleanup the Kubernetes resources created, run the
following command:

$ ./start_vnc.sh -k -n <nanespace>
Oracle SOA Suite on Kubernetes
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Create or Update an Image

If you have access to the My Oracle Support (MOS), and there is a need to build a new image
with a patch (bundle or interim), it is recommended to use the WebLogic Image Tool to build an
Oracle SOA Suite image for production deployments.

» Create or update an Oracle SOA Suite Docker image using the WebLogic Image Tool

—  Set up the WebLogic Image Tool

— Create an image

— Update an image

Create or update an Oracle SOA Suite Docker image using the WebLogic Image Tool

Using the WebLogic Image Tool, you can create a new Oracle SOA Suite Docker image (can
include patches as well) or update an existing image with one or more patches (bundle patch
and interim patches).

@® Note

* Use create for creating a new Oracle SOA Suite Docker image either:

— without any patches

— or, containing the Oracle SOA Suite binaries, bundle patch and interim
patches. This is the recommended approach if you have access to the Oracle
SOA Suite patches because it optimizes the size of the image.

* Use update for patching an existing Oracle SOA Suite Docker image with a single
interim patch. Note that the patched image size may increase considerably due to
additional image layers introduced by the patch application tool.

Set up the WebLogic Image Tool
e Prerequisites
*  Set up the WebLogic Image Tool

e Validate setup
*  Weblogic Image Tool build directory

*  Weblogic Image Tool cache

* Set up additional build scripts

Prerequisites

Verify that your environment meets the following prerequisites:

* Docker client and daemon on the build machine, with minimum Docker version 18.03.1.ce.
e Bash version 4.0 or later, to enable the command complete feature.

« JAVA HOME environment variable set to the appropriate JDK location.
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Set up the WebLogic Image Tool
To set up the WebLogic Image Tool:
1. Create a working directory and change to it. In these steps, this directory is i maget ool -

set up.

mkdi r i maget ool - set up

cd i maget ool - set up
2. Download the latest version of the WebLogic Image Tool from the releases page.
3. Unzip the release ZIP file to the imagetool-setup directory.
4. Execute the following commands to set up the WebLogic Image Tool on a Linux

environment:

cd i maget ool - set up/ i maget ool / bin
source setup.sh

Validate setup
To validate the setup of the WebLogic Image Tool:

1. Enter the following command to retrieve the version of the WebLogic Image Tool:

i maget ool --version

2. Enterinaget ool then press the Tab key to display the available i maget ool commands:

i maget ool <TAB>
cache create help rebase update

WebLogic Image Tool build directory

The WebLogic Image Tool creates a temporary Docker context directory, prefixed by

w si ngbui | der _t enp, every time the tool runs. Under normal circumstances, this context
directory will be deleted. However, if the process is aborted or the tool is unable to remove the
directory, it is safe for you to delete it manually. By default, the WebLogic Image Tool creates
the Docker context directory under the user’'s home directory. If you prefer to use a different
directory for the temporary context, set the environment variable W.SI MG BLDDI R:

export W.SI MG BLDDI R="/ pat h/t o/ bui d/ di r"

WebLogic Image Tool cache

The WebLogic Image Tool maintains a local file cache store. This store is used to look up
where the Java, WebLogic Server installers, and WebLogic Server patches reside in the local
file system. By default, the cache store is located in the user’s $HOVE/ cache directory. Under
this directory, the lookup information is stored in the . met adat a file. All automatically
downloaded patches also reside in this directory. You can change the default cache store
location by setting the environment variable W.SI MG_CACHEDI R:

export WL.SI MG CACHEDI R="/ pat h/t o/ cachedir"

Set up additional build scripts

Oracle SOA Suite on Kubernetes
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Creating an Oracle SOA Suite Docker image using the WebLogic Image Tool requires
additional container scripts for Oracle SOA Suite domains.

1. Clone the docker-images repository to set up those scripts. In these steps, this directory is
DOCKER_REPO:

cd i maget ool - set up
git clone https://github.conl oracl e/ docker-images. git

2. Copy the additional WebLogic Image Tool build files from the operator source repository to
the imagetool-setup location:

mkdir -p imaget ool - set up/ docker-i mages/ Oracl eSOASui t e/ i maget ool /14.1.2.0.0
cd i maget ool - set up/ docker - i mages/ Oracl eSOASui t e/ i magetool /14.1.2.0.0
cp -rf ${WORKDI R}/i maget ool -scripts/* .

® Note

If you want to create the image continue with the following steps, otherwise to update
the image see update an image.

Create an image

After setting up the Webl ogic Image Tool and required build scripts, follow these steps to use
the WebLogic Image Tool to create a new Oracle SOA Suite Docker image.

Download the Oracle SOA Suite installation binaries

You must download the required Oracle SOA Suite installation binaries as listed below from the
Oracle Software Delivery Cloud and save them in a directory of your choice. In these steps,
this directory is download location.

The installation binaries required for release 14.1.2.0.0 are:

« JDK

— jdk-21.0.10_linux-x64.tar.gz or jdk-17.0.18_linux-x64.tar.gz
*  Fusion Middleware Infrastructure installer:

— fmw_14.1.2.0.0_infrastructure.jar
* Oracle SOA Suite installers:

— fmw_14.1.2.0.0_soa.jar

— fmw_14.1.2.0.0_osb.jar

— fmw_14.1.2.0.0_b2bhealthcare.jar

@® Note

In this release, Oracle B2B is not supported to be configured, but the installer is
required for completeness.

e Fusion Middleware Infrastructure patches:

— p28186730_1394222 Generic.zip (OPATCH 13.9.4.2.21 for EM 13.5/24.1 and
FMW/WLS 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and IDM 14.1.2.1)
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— p38792753_141200_Generic.zip (WLS PATCH SET UPDATE 14.1.2.0.251223)

— p38348367_141200_Generic.zip (ADF BUNDLE PATCH 14.1.2.0.250823)

— p38063775_141200_Generic.zip (WEBLOGIC SAMPLES PATCH 14.1.2.0.250715)
— p38447238_141200_Generic.zip (RDA release 26.1-2026120 for FMW 14.1.2.0.0)

— p38582037_141200_Generic.zip (DATABASE RELEASE UPDATE 23.26.0.0.0 FOR
FMW DBCLIENT)

—  Pp38679562_ 141200 Generic.zip (OWSM BUNDLE PATCH 14.1.2.0.251120)

— p38716831_141200_Generic.zip (Coherence 14.1.2.0 Cumulative Patch 5 (14.1.2.0.5)
— Pp38670286_141200_Generic.zip (JDBC23.26 BUNDLE PATCH 14.1.2.0.251117)

— Pp38636684 141200 Generic.zip (FMW Thirdparty Bundle Patch 14.1.2.0.251110)

— p38637356_141200_Generic.zip (FMWCONTROL BUNDLE PATCH 14.1.2.0.260120)
— p38391376_141200_Generic.zip (RCU one-off)

Oracle SOA Suite and Oracle Service Bus patches:

— p38816369 141200 Generic.zip (SOA Bundle Patch 14.1.2.0.260105)

— p38750665_141200_Generic.zip (OSB Bundle Patch 14.1.2.0.251210)

— Pp38566996 141200 _Generic.zip (UMS Bundle Patch 14.1.2.0.251022)

Update required build files

The following files in the code repository location <i maget ool - set up- 1 ocat i on>/ docker -
i mges/ Oracl eSOASui t e/ i maget ool / 14. 1. 2. 0. 0 are used for creating the image:

1.

additionalBuildCmds.txt
buildArgs

In the buildArgs file, update all occurrences of %DOCKER_REPO% with the docker-
images repository location, which is the complete path of <imagetool-setup-location>/
docker-images.

For example, update:

YOOCKER_REPOY Or acl eSOASui t e/ i maget ool /14. 1. 2. 0.0/

to:

<i maget ool - set up- | ocati on>/ docker - i mages/ O acl eSQASui t e/ i maget ool /
14.1.2.0.0/

Similarly, update the placeholders %JDK_VERSION% and %BUILDTAG% with appropriate
values.

Update the response file <imagetool-setup-location>/docker-images/
OracleFMWInfrastructure/dockerfiles/14.1.2.0.0/install.file to add the parameter
INSTALL_TYPE="Fusion Middleware Infrastructure" in the [GENERIC] section.

Create the image

1.

Add a JDK package to the WebLogic Image Tool cache:

i maget ool cache addlnstaller --type jdk --version 21ul0 --path <downl oad
| ocation>/jdk-21.0.10_|inux-x64.tar.gz
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Add the downloaded installation binaries to the WebLogic Image Tool cache:

i maget ool cache addinstaller --type fmw --version 14.1.2.0.0 --path

<downl oad | ocation>/fnmv 14.1.2.0.0 infrastructure.jar

i maget ool cache addlnstaller --type soa --version 14.1.2.0.0

<downl oad | ocation>/fnw 14.1.2.0.0 soa.jar

i maget ool cache addinstaller --type osb --version 14.1.2.0.0

<downl oad | ocation>/fnw 14.1.2.0.0 osh.jar

i maget ool cache addlnstaller --type b2b --version 14.1.2.0.0
<downl oad | ocation>/fnw 14.1.2.0.0 b2bheal thcare.jar

Add the downloaded OPatch patch to the WebLogic Image Tool cache:

--path

--path

--path

i maget ool cache addEntry --key 28186730_13.9.4.2.22 --val ue <downl oad

| ocati on>/ p28186730_1394222 Ceneric.zip

Refer to this page for the complete list of options available with the WebLogic Image Tool

create command.

Append the --opatchBugNumber flag and the OPatch patch key to the create command in

the buildArgs file:

- - opat chBugNunmber 28186730 13.9.4.2.22

Add the downloaded product patches to the WebLogic Image Tool cache:

$ imagetool cache addEntry --key 38792753_14.

| ocati on>/ p38792753 141200 Generic. zip

$ imagetool cache addEntry --key 38348367_14.

| ocati on>/ p38348367_141200 Generic. zip

$ imaget ool cache addEntry --key 38063775_14.

| ocati on>/ p38063775_141200 Generic. zip

$ imagetool cache addEntry --key 38447238_14.

| ocati on>/ p38447238_ 141200 Generic. zip

$ imagetool cache addEntry --key 38582037_14.

| ocati on>/ p38582037_141200 Generic. zip

$ imagetool cache addEntry --key 38679562_14.

| ocati on>/ p38679562 141200 Generic. zip

$ imagetool cache addEntry --key 38716831_14.

| ocati on>/ p38716831 141200 Generic. zip

$ imagetool cache addEntry --key 38670286_14.

| ocati on>/ p38670286_141200 Generic. zip

$ imagetool cache addEntry --key 38636684 _14.

| ocati on>/ p38636684 141200 Generic. zip

$ imagetool cache addEntry --key 38637356_14.

| ocati on>/ p38637356_141200 Generic. zip

$ imagetool cache addEntry --key 38391376_14.

| ocati on>/ p38391376_141200 Generic. zip

$ imagetool cache addEntry --key 38816369_14.

| ocati on>/ p38816369 141200 Generic. zip

$ imagetool cache addEntry --key 38750665 _14.
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| ocati on>/ p38750665_141200_Ceneri c. zi p
$ i maget ool cache addEntry --key 38566996 14.1.2.0.0 --val ue <downl oad
| ocation>/ p38566996_141200_Ceneri c. zi p

Append the --patches flag and the product patch keys to the create command in the
buildArgs file.

The --patches list must be a comma-separated collection of patch --key values used in the
imagetool cache addEntry commands of step 1.

Sample --patches list for the product patches added in to the cache:

--patches

38792753_14.1.2.0.0, 38348367_14.1.2.0.0,38063775_14.1.2.0.0, 38447238 _14.1.2
.0.0,38582037_14.1.2.0.0,38679562_14.1.2.0.0,38716831_14.1.2.0.0, 38670286_1
4.1.2.0.0,38636684_14.1.2.0.0,38637356_14.1.2.0.0,38391376_14.1.2.0.0, 38816
369 14.1.2.0.0,38750665_14.1.2.0.0, 38566996_14.1.2.0.0

Example buildArgs file after appending the OPatch patch and product patches:

Sanpl e --patches list for the product patches added in to the cache:

create --jdkVersion 21u09

-version 14.1.2.0.0

--tag oracle/soasuite:14.1.2.0.0

--pul I -from mage ghcr.io/oracle/oraclelinux:8-slim

--chown oracl e: root-additional Bui | dCommands <i maget ool - set up-| ocati on>/
docker -i mages/ Oracl eSOASui t e/ i maget ool / 14. 1. 2. 0. 0/ addi ti onal Bui | dCmds. t xt
--addi tional Bui | dFi | es <i maget ool - set up-1 ocati on>/ docker -i mages/

Oracl eSOASui t e/ dockerfiles/14.1.2.0/ container-scripts

--install erResponseFil e <imaget ool -setup-1ocation>/docker-i mages/

Oracl eFMA nfrastructure/ dockerfiles/14.1.2.0/install.file, <i magetool - set up-
| ocati on>/ docker -i mages/ Oracl eSOASui t e/ dockerfiles/14.1.2.0/install/

soasui t e. response, <i maget ool - set up- | ocat i on>/ docker -i mages/ O acl eSCASui t e/
dockerfiles/14.1.2.0/install/osb.response, <i maget ool - set up-1 ocati on>/

docker - i mages/ Oracl eSOASui t e/ dockerfiles/14.1.2.0/install/b2b.response

- - pat ches

38792753_14.1.2.0.0, 38348367_14.1.2.0.0, 38063775_14.1.2.0.0, 38447238_14.1.2
.0.0,38582037_14.1.2.0.0,38679562_14.1.2.0.0,38716831_14.1.2.0.0, 38670286_1
4.1.2.0.0,38636684_14.1.2.0.0,38637356_14.1.2.0.0,38391376_14.1. 2. 0.0, 38816
369_14.1.2.0.0,38750665_14.1.2.0.0, 38566996_14.1.2.0.0

® Note
In the buildArgs file:

» --jdkVersion value must match the --version value used in the imagetool cache
addInstaller command for --type jdk.

* --version value must match the --version value used in the imagetool cache
addInstaller command for --type soa.

* --pull always pulls the latest base Linux image

Create the Oracle SOA Suite image:

i maget ool @absolute path to buildargs file>
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@® Note

Make sure that the absolute path to the buildargs file is prepended with a @
character, as shown in the example above. For example:

i maget ool @i maget ool - set up-1 ocati on>/ docker -i mages/ Oracl eSOASui t e/
i maget ool /14. 1. 2. 0. 0/ bui | dArgs

Sample Dockerfile generated with the i naget ool command:

#it#H#####E BEG N DOCKERFI LE ##########

# Copyright (c) 2019, 2021, Oracle and/or its affiliates.

# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con|icenses/upl.

#

FROM ghcr.i o/ oracl e/ oracl el i nux: 8-slimas os_update
LABEL com oracl e. webl ogi c. i maget ool . bui | di d="b4554a25- 22dd- 4793-
b121-9989bd4be40a"
USER r oot
# Use package manager to make sure that unzip, tar, and other required
packages are installed
#
# Copyright (c) 2021, Oacle and/or its affiliates.
#
# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con |icenses/upl.
#
# Ensure necessary OS packages are installed
RUN ni crodnf update \
&& mcrodnf install gzip tar unzip libaio libnsl jg findutils
diffutils hostname perl freetype fontconfig \
&& mcrodnf clean all
& rm-rf [tnplimget ool

# Create the Oracle user that will be the owner of the installed software
#

# Copyright (c) 2021, Oacle and/or its affiliates.

#

# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con|icenses/upl.

#

# Create user and group

RUNif [ -z "$(getent group root)" ]; then hash groupadd & /dev/null &&
groupadd root || exit -1 ; fi \

& if [ -z "$(getent passwd oracle)" ]; then hash useradd & /dev/null &&
useradd -g root oracle || exit -1; fi \

&& nkdir -p /u0l \

&& chown oracle:root /u0l \

&& chnod 775 /u01

# If Java is not already in the base inmage, install it
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# Copyright (c) 2021, Oracle and/or its affiliates
# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con|icenses/upl
#
# Installing Java

FROM os_update as jdk_build
LABEL com oracl e. webl ogi c. i maget ool . bui | di d="b4554a25- 22dd- 4793-
b121-9989bd4be40a"

ENV JAVA HOMVE=/ u01/| dk
COPY --chown=oracl e:root jdk-17.0.12-8-1inux-x64.tar.gz /tnp/imagetool/

USER oracl e

RUN tar xzf /tnp/imagetool/jdk-17.0.12-8-1inux-x64.tar.gz -C /u0l \

&& $(test -d /u0l/jdk* & & mv /u0l1/jdk* /u0l/jdk || nv /uOl/graal* /u0l/
jdk) \

&% rm-rf [tnp/imagetool \

&% rm-f [u0l1/jdk/javafx-src.zip /u0l/jdk/src.zip

# If an Oracle Home is not already in the base image, install the
m ddl ewar e conponents

# Copyright (c) 2021, Oracle and/or its affiliates
# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con|icenses/upl
#
# Installing M ddl eware

FROM os_update as wis_build
LABEL com oracl e. webl ogi c. i maget ool . bui | di d="b4554a25- 22dd- 4793-
b121-9989bd4be40a"

ENV JAVA HOVE=/ u01/j dk \
ORACLE_HOME=/ u01/oracle \
OPATCH_NO_FUSER=t r ue

RUN nkdir -p /uOl/oracle \

&& nkdir -p /u0l/oracleloralnventory \

&& chown oracl e:root /u0l1/oracle/oralnventory \
&& chown oracl e:root /u0l1/oracle

COPY --fromrj dk_build --chown=oracle:root /u0l/jdk /u01/jdk/

COPY --chown=oracle:root fnw 14.1.2.0.0_infrastructure.jar

install.file /tnp/imagetool/

COPY --chown=oracle:root fnw 14.1.2.0.0 _soa.jar soasuite.response /tnp/
i maget ool /

COPY --chown=oracle:root fnw 14.1.2.0.0_osb.jar osb.response /tnp/

i maget ool /

COPY --chown=oracl e:root fnw 14.1.2.0.0 _b2bheal thcare.jar

b2b. response /tnp/imaget ool /
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COPY --chown=oracle:root oralnst.|oc /u01/oracle/

USER oracl e

RUN echo "I NSTALLI NG M DDLEWARE" \

&& echo "I NSTALLI NG fmw' \

&& \

/u01/jdk/ bin/java -Xm1024m -jar /tnp/inagetool/
frw 14.1.2.0.0_infrastructure.jar -silent ORACLE HOVE=/uOl/oracle \

-responseFile /tnp/imgetool /install.file -invPtrLoc /u0l1/oracle/
oralnst.loc -ignoreSysPrereqs -force -novalidation \

&& echo "I NSTALLI NG soa" \

&& \

/u01/j dk/ bin/java -Xm1024m -jar /tnp/inmagetool /fmv 14.1.2.0.0 soa.jar
-sil ent ORACLE HOME=/u01/oracle \

-responseFil e /tnp/imget ool / soasui te.response -invPtrLoc /u0l/oracle/
oralnst.loc -ignoreSysPrereqs -force -novalidation \

&& echo "I NSTALLI NG osb" \

&& \

/u01/j dk/ bin/java -Xm1024m -jar /tnp/inmagetool /fmv 14.1.2.0.0_osb.jar
-silent ORACLE HOME=/u01/oracle \

-responseFil e /tnp/imgetool /osh. response -invPtrLoc /u0l1/oracl e/
oralnst.loc -ignoreSysPrereqs -force -novalidation \

&& echo "I NSTALLI NG b2b" \

&& \

/u01/jdk/ bin/java -Xm1024m -jar /tnp/inagetool/
frw_14.1.2.0.0_b2bheal thcare.jar -silent ORACLE HOVE=/u01/oracle \

-responseFil e /tnp/imgetool /b2b. response -invPtrLoc /u0l/oracl e/
oralnst.loc -ignoreSysPrereqs -force -novalidation \
&& test $? -eq 0\
&& chnod -R g+r /u0l/oracle \
|| (grep -vh "NOTIFI CATION' /tnp/Oralnstall*/install*.log & exit 1)

#
# Copyright (c) 2021, Oacle and/or its affiliates.
#
# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.con|icenses/upl.
#
# Update OPatch and apply WebLogi c patches
RUN if [ -f "${ORACLE HOVE}/ soal soalthirdparty/edifecs/
XEngine_8 4 1 23.tar.gz" ]; then\
cd $ORACLE HOMVE/ soa/ soa/thirdparty/edifecs && \
tar -zxvf XEngine 8 4 1 23.tar.gz; \
el se \
echo -e "\nXEngine_8 4 1 23.tar.gz not present in $
{ ORACLE_HOME} / soal soal thirdparty/edifecs directory. Skipping untar."; \
fi
# zip as fewlog files grow | arger when patches are installed.
RUN if I's /u0l/oracl e/ cfgtooll ogs/opatch/*.10g; then \
gzip /u0l/oracl e/ cfgtoollogs/opatch/*.1og; \
fi

FROM os_update as final _build

Oracle SOA Suite on Kubernetes
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ENV ORACLE_HOME=/ u01/oracl e \

JAVA_HOVE=/ u01/j dk \

PATH=${ PATH} : / u01/j dk/ bi n: / u01/ or acl e/ or acl e_conmon/ common/ bi n: / u01/
oracl e/ w server/comon/ bi n: /u01/ oracl e

LABEL com oracl e. webl ogi c. i maget ool . bui | di d="b4554a25- 22dd- 4793-
b121-9989bd4bed0a"

COPY --fromejdk_build --chown=oracle:root /u0l1/jdk /u0l1/jdk/

COPY --fromew s_build --chown=oracle:root /u0l/oracle /u0l/oraclel

USER oracl e
WORKDI R / u01/ or acl e

#ENTRYPO NT / bi n/ bash

ENV ORACLE_HOVE=/ u01/oracl e \

VOLUME_DI R=/ u01/ or acl e/ user _projects \

SCRI PT_FI LE=/ u01/ oracl e/ cont ai ner-scripts/* \

HEALTH SCRI PT_FI LE=/ u01/ or acl e/ cont ai ner - scri pts/
get heal t hcheck url.sh \

JAVA_OPTI ONS="- Dor acl e. j dbc. f anEnabl ed=f al se -
Dwebl ogi ¢. St dout DebugEnabl ed=f al se" \

PATH=$PATH: / u01/ or acl e/ cont ai ner-scri pts: /u01/ or acl e/ oracl e_common/
modul es/ t hi rdparty/org. apache. ant/ 1. 10. 5. 0. 0/ apache-ant - 1. 10. 5/ bi n

USER r oot
RUN nkdir -p $VOLUME_DIR && chown oracle:root /u0l $VOLUME DIR && \
mkdir -p /u0l1/oracl e/ container-scripts

COPY --chown=oracl e:root files/container-scripts/ /u0l/oraclel
cont ai ner-scripts/

RUN chrmod +xr $SCRI PT_FI LE

USER oracl e

HEALTHCHECK - -start-period=5m --interval =Im CVMD curl -k -s --fail
"$HEALTH SCRIPT FILE || exit 1

WORKDI R ${ ORACLE_HQOVE}

CVD ["/u01/ oracl e/ cont ai ner-scri pts/creat eDomai nAndSt art . sh”]
#Hit##aHH# END DOCKERFI LE #####H#H###H#

8. Check the created image using the docker images command:

$ docker images | grep soasuite

Update an image

After setting up the Webl ogic Image Tool and required build scripts, use the WebLogic Image
Tool to update an existing Oracle SOA Suite Docker image:

Oracle SOA Suite on Kubernetes
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1. Enter the following command to add the OPatch patch to the WebLogic Image Tool cache:

i maget ool cache addEntry --key 28186730 _13.9.4.2.22 --val ue <downl oad
| ocati on>/ p28186730_ 1394222 Ceneric.zip

2. Execute the i maget ool cache addEntry command for each patch to add the required
patch(es) to the WebLogic Image Tool cache. For example, to add patch
PXXXXXXXX_141200_Ceneri c. zi p:

i maget ool cache addEntry --key=XXXXXXXX_14.1.2.0.0 --val ue <downl oaded-
pat ches-| ocati on>/ pXXXXXXXX_141200_Ceneric. zip

3. Provide the following arguments to the WebLogic Image Tool update command:

» —fromimage - Identify the image that needs to be updated. In the example below, the
image to be updated is soasuite:14.1.2.0.

e —patches - Multiple patches can be specified as a comma-separated list.
* --tag - Specify the new tag to be applied for the image being built.

Refer here for the complete list of options available with the WebLogic Image Tool update
command.

@ Note

The WebLogic Image Tool cache should have the latest OPatch zip. The
WebLogic Image Tool will update the OPatch if it is not already updated in the
image.

Examples:

Example for update command:

i maget ool update --from mage soasuite: 14.1.2.0 --chown oracle:root --
tag=soasuite: 14. 1. 2. 0- XXXXXXXX - - pat ches=XXXXXXXX_14.1.2.0.0 --
opat chBugNumber =28186730_13. 9. 4. 2. 17

[INFO ] Inmge Tool build ID bd21dc73-b775-4186-ae03-8219bf 02113e
[INFO ] Tenporary directory used for docker build context: <work-
directory>/wW stnp/wW si ngbui | der _tenp1117031733123594064
[INFO ] Using patch 28186730 13.9.4.2.17 from cache: <downl oaded-
pat ches-1 ocation>/ p28186730_1394217 Generic.zip
[ WARNI NG ski ppi ng patch conflict check, no support credentials provided
[WARNING No credentials provided, skipping validation of patches
[INFO ] Using patch XXXXXXXX 14.1.2.0.0 from cache: <downl oaded-
pat ches-1 ocati on>/ pXXXXXXXX_141200_Ceneric.zip
[INFO ] docker cnd = docker build --force-rnrtrue --no-cache --tag
soasuite: 14. 1. 2. 0- XXXXXXXX --buil d-arg http_proxy=http://<YOUR- COVPANY-
PROXY> --build-arg https_proxy=http://<YOUR- COVPANY- PROXY> --buil d-arg
no_proxy=<IP addresses and Domai n address for no_proxy>,/var/run/
docker. sock <work-directory>/w stnp/w simgbui | der _tenpl1117031733123594064
Sending build context to Docker daemon 53.47MB

Step 1/7 : FROM soasuite:14.1.2.0 as FINAL_BU LD
---> 445b649a3459

Oracle SOA Suite on Kubernetes
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Step 2/7 : USER root

---> Running in 27f45e6958c3

Removing internediate container 27f 45e6958¢3

---> 150ae0161d46

Step 3/7 : ENV OPATCH_NO FUSER=true

---> Running in daddf bb8f d9e

Removi ng i nternedi ate container daddf bb8f d9e

---> abfc6b74be39

Step 4/ 7 : LABEL com oracl e. webl ogi c. i maget ool . bui | di d="bd21dc73-
b775- 4186- ae03- 8219bf 02113e"

---> Running in cdfec79c3fd4

Renmovi ng i nternediate container cdfec79c3fd4

---> 4c773aeb956f

Step 5/7 : USER oracle

---> Running in ed3432e43e89

Removi ng internedi ate container ed3432e43e89

---> 54f e6b07c447

Step 6/ 7 : COPY --chown=oracl e: oracl e patches/* /tnp/imget ool / pat ches/

---> d6d12f 02a9be

Step 7/7 : RUN /u01/oracl e/ OPat ch/ opatch napply -silent -oh /u0l/oracle -
phBaseDi r /tnp/imaget ool / pat ches && [u01/ oracl e/ OPat ch/ opat ch uti |
cleanup -silent -oh /u0l/oracle & rm-rf [tnplimaget ool

---> Running in a79addca4d2f

Oracle InterimPatch Installer version 13.9.4.2.17

Copyright (c¢) 2020, Oracle Corporation. Al rights reserved.

Oracl e Hone . luO0l/oracle

Central Inventory : /u0l/oracle/oral nventory
from . /uOl/oracle/oralnst.loc

OPat ch version . 13.9.4.2.17

QUI version ©13.9.4.0.0

Log file location : /uOl/oracle/cfgtoollogs/opatch/
opat ch2024- 06- 01_10- 56- 13AM 1. | og

OPat ch detects the M ddl eware Home as "/u01/oracl e"

Verifying environnment and performng prerequisite checks...
OPat ch continues with these patches: XHXXRKXXXX

Do you want to proceed? [y|n]
Y (auto-answered by -silent)
User Responded with: Y

Al'l checks passed.

Pl ease shutdown Oracle instances running out of this ORACLE HOVE on the
 ocal system
(Oracle Home = '/uOl/oracle')

I's the local systemready for patching? [y|n]

Y (auto-answered by -silent)

User Responded with: Y

Backing up files...

Applying interimpatch " XXXXXXXX to OH'/uOl/oracle'

Oracle SOA Suite on Kubernetes
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Appl ySessi on: Optional conponent(s)

[ oracle.org. bouncycastle. bcprov. ext.jdkl5on, 1.55.0.0.0 ] ,
[ oracle.org. bouncycastle. bcprov. ext.jdkl5on, 1.55.0.0.0 ] ,
[ oracle.org. bouncycastle. bcprov. ext.jdkl50on, 1.5.0.0.0 1] ,
[ oracle.org. bouncycastle. bcprov. ext.jdkl50on, 1.5.0.0.0 1] ,
[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.55.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.55.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.52.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.52.0.0.0 ]

[ oracle.org. bouncycastle. bcprov. ext.jdkl5on, 1.48.0.0.0 ] ,
[ oracle.org. bouncycastle. bcprov. ext.jdkl5on, 1.48.0.0.0 ] ,
[ oracle.org. bouncycastl| e. bcpki x. j dk150n, 1.49.0.0.0 ]

[ oracle.org. bouncycastl| e. bcpki x. j dk150n, 1.49.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.51.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.51.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.54.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.54.0.0.0 ]

[ oracle.org. bouncycastle. bcprov. ext.jdkl5on, 1.54.0.0.0 ] ,
[ oracle.org. bouncycastle. bcprov. ext.jdkl5on, 1.54.0.0.0 ] ,
[ oracle.org. bouncycast!| e. bcpki x. j dk150n, 1.5.0.0.0 ]

[ oracle.org. bouncycast!| e. bcpki x. j dk150n, 1.5.0.0.0 ]

[ oracle.org. bouncycastl| e. bcpki x. j dk150n, 1.54.0.0.0 ]

[ oracle.org. bouncycastl| e. bcpki x. j dk150n, 1.54.0.0.0 ]

[ oracle.org. bouncycastl| e. bcpki x. j dk150n, 1.55.0.0.0 ]

[ oracle.org. bouncycastl| e. bcpki x. j dk150n, 1.55.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.49.0.0.0 ]

[ oracle.org. bouncycastle. bcprov.jdkl5on, 1.49.0.0.0 ]

[ oracle.org. bouncycast!e. bcprov.jdkl5on, 1.5.0.0.0 ]

[ oracle.org.bouncycastle.bcprov.jdkl5on, 1.5.0.0.0 ] not present in the

Oracle Honme or a higher version is found.
Pat chi ng conponent oracle. org. bouncycast|e. bcprov.jdkl50on, 1.60.0.0.0...
Pat chi ng conponent oracle. org. bouncycast|e. bcprov.jdkl5on, 1.60.0.0.0...

Pat chi ng conponent oracle. org. bouncycast|e. bcprov. ext.jdkl5on
1.60.0.0.0..

Pat chi ng conponent oracle. org. bouncycast|e. bcprov. ext.jdkl5on
1.60.0.0.0..

Pat chi ng conponent oracl e. org. bouncycast | e. bcpki x. j dk150n, 1.60.0.0.0...

Pat chi ng conponent oracl e. org. bouncycast | e. bcpki x. j dk150n, 1.60.0.0.0...
Pat ch XXXXXXXX successfully applied
Log file location: /u0l/oracle/cfgtoollogs/opatch/

opat ch2024- 06- 01_10- 56- 13AM 1. | og

OPat ch succeeded
Oracle InterimPatch Installer version 13.9.4.2.17
Copyright (c¢) 2020, Oracle Corporation. Al rights reserved

Oracl e Home . fu0l/oracle
Central Inventory : /u0l/oracle/oralnventory
from . fu0l/oracle/oralnst.loc
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OPat ch version 0 13.9.4.2.17

QU version © 13.9.4.0.0

Log file location : /u0l/oracle/cfgtoollogs/opatch/
opat ch2024- 06- 01_10-57- 19AM 1. | og

OPat ch detects the M ddl eware Home as "/u01/oracl e"

Invoking utility "cleanup"

OPatch will clean up 'restore.sh, make.txt' files and 'scratch, backup'
directories.

You will be still able to rollback patches after this cleanup.

Do you want to proceed? [y|n]

Y (auto-answered by -silent)

User Responded with: Y

Backup area for restore has been cleaned up. For a conplete list of
files/directories
del eted, Please refer log file.

OPat ch succeeded.

Renmovi ng i nternedi ate contai ner a79addcadd2f

---> 2ef 2a67a685b

Successfully built 2ef2a67a685b

Successful |y tagged soasuite: 14. 1. 2. 0- XXXXXXXX

[INFO ] Build successful. Build time=112s. |nage tag=soasuite:14.1.2.0-
XOOKXXXX

Example Dockerfile generated by the WebLogic Image Tool with the --dryRun' option:

i maget ool update --from mage soasuite: 14.1.2.0 --chown oracle:root --
tag=soasuite: 14. 1. 2. 0- XXXXXXXX - - pat ches=XXXXXXXX_14.1.2.0.0 --
opat chBugNumber =28186730_13.9.4.2. 17 --dryRun

[INFO] Inage Tool build ID f9feea35-c52c-4974-b155-eb7f 34d95892
[INFO] Tenporary directory used for docker build context: <work-
directory>/w stnp/ W si ngbui | der _t enp1799120592903014749

[INFO] Using patch 28186730 13.9.4.2.17 from cache: <downl oaded- pat ches-
| ocati on>/ p28186730 1394217 Ceneric.zip

[ WARNI NG ski ppi ng patch conflict check, no support credentials provided
[WARNING No credentials provided, skipping validation of patches
[INFO] Using patch XXXXXXXX 14.1.2.0.0 from cache: <downl oaded- pat ches-
[ ocati on>/ pXXXXXXXX_ 141200 Generic. zip

[INFO] docker cnd = docker build --force-rnrtrue --no-cache --tag
soasuite: 14. 1. 2. 0- XXXXXXXX --buil d-arg http_proxy=http://

WWW. your conpany. proxy. com 80 --build-arg https_proxy=http://

WAWW. your conpany. proxy. com 80 --build-arg

no_proxy=l ocal host, 127. 0. 0. 1,/ var/run/ docker. sock <work-directory>/w st np/
W si ngbui | der _t enpl1799120592903014749

#HtHHHH BEG N DOCKERFI LE ##t#HitH##H#

#

# Copyright (c) 2019, 2020, Oacle and/or its affiliates.

#

# Licensed under the Universal Permssive License v 1.0 as shown at
https://oss.oracle.conllicenses/upl.
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#
#

FROM soasuite: 14.1.2.0 as FINAL_BU LD
USER r oot

ENV OPATCH_NO _FUSER=t r ue
LABEL com oracl e. webl ogi c. i maget ool . bui | di d="f 9f eea35- c52c- 4974- b155-
eb7f 34d95892"

USER oracl e

COPY --chown=oracl e: oracl e patches/* /tnp/inagetool/patches/

RUN /u01/ oracl e/ OPat ch/ opat ch napply -silent -oh /uOl/oracle -
phBaseDi r /tnp/inmagetool / patches \

&& /'u0l/ oracl e/ OPat ch/ opatch util cleanup -silent -oh /u0l/oracle \
&% rm-rf /tnp/imgetoo

#H#H##H###HE END DOCKERFI LE #######H#H#

Check the built image using the docker i nages command.

$ docker immges | grep soasuite
soasuite  14.1.2. 0- XXXXXXXX
2ef 2a67a685b About a nminute ago 4.84CB
$
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Uninstall

Learn how to clean up the Oracle SOA Suite domain setup.

Remove the domain

1. Remove the domain’s ingress (for example, Traefik ingress) using Helm:

hel m uni nstal |l soa-domai n-i ngress -n sanpl e-donai nl-ns

For example:

hel muninstall soainfra-traefik -n soans

2. Remove the domain resources by using the sample delete-weblogic-domain-resources.sh
script present at ${WORKDIR}/delete-domain:

cd ${WORKDI R}/ del et e- domai n
./ del et e- webl ogi c- domai n-resour ces. sh -d sanpl e- domai nl

For example:

cd ${WORKDI R}/ del et e- donai n
. I del et e-webl ogi c- domai n-resources. sh -d soainfra

3. Use kubect | to confirm that the server pods and domain resource are deleted:

kubect| get
kubect| get
kubect| get
For example:
kubect! get
kubect! get
kubect! get

pods -n sanpl e-domai nl-ns
domai ns -n sanpl e- domai nl-ns
clusters -n sanpl e-domai nl1-ns

pods -n soans
domai ns -n soans
clusters -n soans

Drop the RCU schemas

Follow these steps to drop the RCU schemas created for Oracle SOA Suite domains.

Remove the domain namespace

1. Configure the installed ingress load balancer (for example, Traefik) to stop managing the
ingresses in the domain namespace:

hel m upgrade traefik traefik/traefik \
--namespace traefik \
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--reuse-val ues \
--set "kubernetes. namespaces={traefik}" \
--wai t

2. Delete the domain hamespace:

$ kubect!| del ete nanespace sanpl e- domai nl-ns

For example:

kubect| del ete namespace soans

Remove the operator

1. Remove the operator:

hel m uni nstal | sanpl e-webl ogi c-operator -n sanpl e-webl ogi c- oper at or - ns

For example:
hel m uni nstal | webl ogi c- kuber net es-operator -n opns
2. Remove the operator’s namespace:

kubect| del ete namespace sanpl e-webl ogi c- operat or-ns

For example:
kubect| del ete namespace opns
Remove the load balancer
1. Remove the installed ingress based load balancer (for example, Traefik):
hel muninstall traefik -n traefik
2. Remove the Traefik namespace:
kubect| del ete namespace traefik

Delete the domain home

To remove the domain home that is generated using the cr eat e- domai n. sh script, with
appropriate privileges manually delete the contents of the storage attached to the domain
home persistent volume (PV). For example, for the domain’s persistent volume of type
host_path:

rm-rf /scratch/k8s_dir/SOA *
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Enterprise Deployment Guide

Topology

This section provides information on the Enterprise Deployment Guide, a single data center
reference in Maximum Availability Architectures Guide.

»  Topology
Describes the Enterprise Deployment Guide, a single data center reference in Maximum

Availability Architectures Guide.

e Setup Steps
Set up Oracle SOA Suite Enterprise Deployment on Kubernetes.

Assumptions

The most relevant assumptions for the Oracle SOA Suite Kubernetes Enterprise Deployment
Guide (EDG) topology are related to the database and web tiers. Typical on-premises
production systems keep their high end database (such as RAC, RAC+DG, Exadata,
Autonomous Database) out of the Kubernetes cluster and manage that tier separately. This
implies that the database runs separately from the Kubernetes cluster hosting the application
tier. The database provisioning and configuration process is out of the scope of the Oracle
SOA Suite Kubernetes setup. Typically, it is administered and maintained by different teams
and the Oracle SOA Suite Enterprise Deployment Guide would need to consume just the scan
address and database service to be used for the RCU and data source creation. Similarly, the
demilitarized zone (DMZ) will likely remain untouched: Customer investments in load balancers
(LBRs) are well consolidated, and the security and DMZ policies are well established. Using an
HTTP proxy in the DMZ has become a standard. Additionally, Single Sign On (such as OAM
and others) may remain for some time and those are best addressed in the web tier than as
part of the Kubernetes cluster.

Due to total cost of ownership reasons, the Kubernetes control plane uses a stacked etcd.
External etcd is also possible but, given RAFT protocol’s reliability, this option requires a
significant amount of additional setup work and three additional nodes just to host the etcd
system.
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Schemas and Security Store

Tier description
Control plane

The control plane consists of three nodes where the Kubernetes API server is deployed, front-
ended by a load balancer (LBR). The LBR exposes the required virtual IP address (VIP) and
virtual server (VS) for both the Oracle SOA Suite and the control plane itself (although an
internal-only VS can also be used). This URL must be site or data center agnostic in
preparation for disaster protection. The control plane and worker nodes must be able to
resolve this hosthame name properly AND SHOULD NOT USE IPs for it. As explained in the
assumptions section, the etcd tier is stacked with the kube-api servers. Each control plane
node runs Kubernetes kube- api , kube- control | er, kube- schedul er, and etc instances
pointing to local etcd mounts. The etcd has been tested by the Maximum Availability
Architecture (MAA) team on DBFS, NFS, and local file systems. No significant performance
differences were observed between the two options for an Oracle SOA Suite system. However,
this decision may require additional analysis in each customer case depending on the usage
by other apps in the same cluster. Using etcd directly on DBFS allows shipping etcd directly to
secondary data centers and allows flashing back quickly to previous versions of the control
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plane using DB technology. However, it creates a dependency between etcd and the database
that is discouraged. The etcd snapshots CAN, however, be placed on DBFS to simplify the
continuous shipping of copies to secondary regions and leaving it to Data Guard. These are
the options that will be applicable or not depending on the customer needs:

e Place etcd on root or local volumes, ship snapshots with regular rsyncs over reliable
networks.

« Place etcd on NFS, ship snapshots with regular rsyncs over reliable networks.
e Place etcd on NFS or local volume, copy snapshots to DBFS for shipping to secondary.
e Application tier.

Application Tier

Oracle SOA Suite internal applications and custom deployments on SOA (composites) and
WebLogic (ears, jars, wars) are run on three worker nodes in the Kubernetes cluster. The
typical allocation on Kubernetes places the WebLogic Administration Server on the first node
and each of the servers in the Oracle SOA Suite and/or Service Bus clusters in the other two.
This can vary depending on the workloads and kube controller and scheduler decisions.

$ kubect| get pods -A -0 wide | grep soa

soans soaedgdomai n- admi nserver 11

Runni ng 0 19h  10.244.3.127 ol k8-wl  <none> <none>
soans soaedgdomai n- creat e- soa-i nfra-domai n-j ob-6pgq9z  0/1

Conpleted O 67d 10.244.4.2 ol k8-w2  <none> <none>
soans soaedgdomai n- soa- server1 11

Runni ng 0 22h  10.244.5.161 ol k8-w3  <none> <none>
soans soaedgdomai n- soa- server 2 11

Runni ng 0 22h 10.244.4.178 ol k8 w2  <none>

<none>

The application tier is critically dependent on the Kubernetes DNS pods to be able to resolve
the scan address for the RAC database.

A dual configuration for persistent volumes is used to avoid a single point of failure in the
Oracle SOA Suite domain configuration. Two separate NFS devices are used for high
availability. Refer Configure redundant persistent volume.

The internal Oracle SOA Suite and Service Bus clusters use some of the configuration best
practices prescribed for on-premises systems. Refer Enterprise Deployment Guide for Oracle
SOA Suite 14c (14.1.2.0):

e Automatic Service Migration is used for the Java Message Service (JMS) and Java
Transaction API (JTA) Services.

*  All the persistent stores are JDBC persistent stores.
* Node manager is used to monitor the managed server’s health.

There are significant differences with an on-premises enterprise deployment. The most
relevant are:

*  WebLogic Kubernetes Operator is used to manage the lifecycle of the managed servers,
instead of the WebLogic Administration Console or WLST.

e Scale out procedures are based on the Kubernetes cluster.

e The WebLogic Administration Server does NOT use its own/separate WebLogic domain
directory.

Oracle SOA Suite on Kubernetes

F99931-08

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 3 of 22


https://docs.oracle.com/en/middleware/fusion-middleware/14.1.2/soedg/enterprise-deployment.html
https://docs.oracle.com/en/middleware/fusion-middleware/14.1.2/soedg/enterprise-deployment.html

ORACLE’

Chapter 9
Setup Steps

Listen addresses and hostnames are “virtual” out-of-the-box, which provides a significant
advantage when considering disaster protection.

The OHS/DMZ tier routes to the back-end WebLogic clusters and Administration Server,
using a precise node port available in the different nodes.

External subsystems: LBR, OHS, and Database

Oracle SOA Suite interacts with the following external artifacts: front-end LBR, OHS/DMZ-
proxy, Database, and external authenticators.

Setup Steps

The LBR is used both to route to kube- api and as a standard Oracle SOA Suite front end.

The front-end LBR Oracle SOA Suite configuration is identical to an on-premises system.
For more information, see the Enterprise Deployment Guide for Oracle SOA Suite 14c.

For kube- api access, the LBR uses a layer4 (TCP) listener. This listener forwards to the
backend control plane nodes. Note: Use hostnames and avoid IP address.

The Database tier consists of a RAC Database that hosts JIMS/JTA persistent stores,
OPSS, and MDS information. The setup of this RAC database is out of the scope of these
procedures. All the standard MAA best practices for database services, processes, and DB
configuration for a SOA cluster are applicable on Kubernetes. For more details, see the
Enterprise Deployment Guide for Oracle SOA Suite 14c.

External auth providers can be used as described in the Oracle SOA Suite EDG
procedures.

Single Sign-On through OHS with OAM is possible, as in a standard on-premises Oracle
SOA Suite deployment.

OHS routes to precise node ports for the SOA Cluster, OSB Cluster, and Administration
Server. This is based on the fact that Oracle SOA Suite exposes very few services, which
do not change much through the system'’s lifecycle. This also avoids overhead and
dependencies on ingress and additional third party controllers. The OHS configuration is
similar to a standard on-premises configuration, except that it disables the Dynamic Server
list and uses the list of worker nodes with the precise node port for each cluster.

Topics in this section:

Set up your Kubernetes cluster

Prepare the environment

Create a database and the appropriate database services

Install and configure Oracle HTTP Server in the DMZ

Configure a front-end load balancer

Apply operating system changes for Coherence

Run the Repository Creation Utility to set up your database schemas

Deploy WebLogic Kubernetes Operator and Oracle SOA Suite

Configure custom keystore for Oracle SOA Suite domains

Using Custom Certificates in Oracle HTTP Servers

Configure redundant persistent volume

Set front-end addresses
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 Enable FAN for GridLink data sources

e Configure ASM
»  Configure coredns allocation

* Adjust server’s pods Liveness Probe

Set up your Kubernetes cluster
Prepare the environment for the Kubernetes control plane (Master nodes)

e Create the L4/TCP listener for the load balancer (LBR).

e Create the LBR backend pool with the list of control plane nodes that will be added (do not
use IPs, always use hostnames).

@® Note

We recommend maintaining the values of the following kube- api backend pool
parameters within the prescribed range to minimize the downtime while restarting
the Kubernetes control pane or performing maintenance operations.

— Healthcheck interval : Within 1000 milliseconds
— Healthcheck timeout : Within 900 milliseconds
* Enable the L4 LBR to route to the backend set/pool.

@ Note
It is important that this is an L4/TCP listener, not an HTTP/HTTPS listener.

* Make sure that the nodes are in ready state.

* Create an ssh key (use a common ssh key to enable access from the node executing the
setup to the control plane nodes).

*  Allow traffic in intermediate firewalls between control plane nodes and the front-end LBR.
Refer to the Kubernetes documentation for the required ports.

* Create the HA cluster with 3 Master and 3 Minion nodes. For Setup refer documentation
with Stacked etcd Topology.

Prepare the environment
Configure firewalls and network

e Allow traffic from the load balancer (LBR) to the Oracle HTTP Server (OHS) port that will
be configured (7777 by default for OHS).

*  Allow traffic from the OHS to the node port that will be configured in the worker nodes for
the Administration Server (30701), SOA cluster (30801), and Service Bus cluster (30901).

e Allow traffic from the worker nodes to the control plane front-end kube- api virtual server
port and also to the front-end Oracle SOA Suite.

« Allow traffic from worker nodes to the database listener and ONS port (1521 and 6200 by
default, respectively).
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You can use the Enterprise Deployment Guide for Oracle SOA Suite on-premise as a
reference.

Load Oracle SOA Suite images on all the worker nodes

Refer Obtain the Oracle SOA Suite Docker image to load the images on each worker node and
tag appropriately.

Enable a shared storage location for the persistent volume

A shared storage device must be used from the different worker nodes. This storage hosts the
Oracle SOA Suite domain directory. Initially, a single storage location is used to create a
persistent volume that will host the Oracle SOA Suite domain. Mount this shared storage (NFS/
NAS) from all the worker nodes using the same mount path in all of them.

For example, mount NFS1 (10.10.0.21:/k8nfs) in all the worker nodes to a share directory /
k8nfs:

$ grep "k8nfs nfs" /etc/fstab

10.10. 0. 21: /k8nfs /k8nfs nfs

rw,relatime, vers=3,rsize=1048576, wsi ze=1048576, nam en=255, hard, prot o=t cp, ti meo
=600, r et rans=2, sec=sys, mount addr =10. 10. 0. 21, nmount ver s=3, nount por t =2048, nount pr
ot o=udp, | ocal _| ock=none, addr =10. 10. 0. 21

Later, steps are provided to configure a second storage location for high availability.

Create a database and the appropriate database services

The installation and creation of the RAC database is out of the scope of this document. Once
the database is configured, the appropriate services must be created to access the schemas
from the middle tier. It is critical that a precise non-default/administration service is created for
Oracle SOA Suite. Refer to Preparing the Database for an Enterprise Deployment in the
Enterprise Deployment Guide for Oracle SOA Suite 14.1.2.0.0.

Install and configure Oracle HTTP Server in the DMZ

Follow the steps in the Enterprise Deployment Guide for Oracle SOA Suite to create two
Oracle HTTP Server (OHS) instances in separate nodes from the worker nodes. To configure
OHS with the back-end Kubernetes Oracle SOA Suite or Service Bus servers, you must use a
port in the range of 30000 - 32767. You will use this port in the Oracle SOA Suite configuration
scripts later on.

e Configuring Oracle HTTP Server to Route Requests to the Administration Server URL and
WSMPM

e Configuring the Web Tier for the Oracle SOA Extended Domain

e Configuring the Web Tier for the Oracle Service Bus Extended Domain

In this Kubernetes Enterprise Deployment Guide, OHS routes to node ports configured for
each separate Oracle SOA Suite/Service Bus cluster in the SOA domain. OHS then routes to
these node ports, which redirect to the pertaining server pods. The OHS directive for the
configuration must disable DynamicServerList because the node ports are not really WebLogic
listeners and it is the node port configuration that maintains an intelligent list of available
WebLogic servers. The OHS directive for the soa-infra mount in OHS looks like this:

<Location /soa-infra>
W. SRequest ON
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WebLogi ¢cC ust er wor ker nodel: 30801, wor ker node2: 30801, wor ker node3: 30801
</ Location>

Similarly, the other directives for other paths should reflect similar node port addresses.

Configure a front-end load balancer

You can either use Biglp F5 LBR or any standard LBR, such as CISCO. Refer to the Enterprise
Deployment Guide for Oracle SOA Suite for the required virtual servers: Preparing the Load
Balancer and Firewalls for an Enterprise Deployment. The on-premises Enterprise Deployment
Guide provides a detailed list of virtual servers/listeners that can be used for optimum isolation
of services and traffic. For Kubernetes, at a minimum you should have a virtual server/listener
for Oracle SOA Suite using the OHS listeners as back-end pool.

e Create the load balancer’s L7/https listener.

e Create a back-end pool with the list of OHS nodes/ports that will be used by Oracle SOA
Suite (do not use IPs, always use hostnames).

e Enable the L7/https listener load balancer to route to the OHS back-end set/pool.

e Configure the front-end load balancer to route to the OHS pool.

@® Note

Oracle recommends that you configure LBR for cookie-based persistence because
session persistence is required for some web applications of SOA, such as BPM
Worklist (/integration/worklistapp), SOA Composer (/soa/composer) and so on.

Apply operating system changes for Coherence

Coherence requires specific settings to create clusters in a Kubernetes environment. Refer to
the steps provided in the WebLogic Kubernetes Operator documentation.

Run the Repository Creation Utility to set up your database schemas

To create the database schemas for Oracle SOA Suite, run the create-rcu-schema.sh script
with SOA_PROFILE_TYPE=LARGE. Sample command as below

./ create-rcu-schema. sh \
-s SOAL \
-t soaosb \
-d oracl e-db. default.svc.cluster.local: 1521/ devpdb. k8s \
-n default \
-c oracle-rcu-secret \
-b EBR\
-i soasuite:rel ease-version \
-r SOA PROFI LE_TYPE=LARGE, HEALTHCARE | NTEGRATI ON=NO

Deploy WebLogic Kubernetes Operator and Oracle SOA Suite

Follow the steps to Install WebLogic Kubernetes Operator , Prepare the environment for Oracle
SOA Suite domains and Create Oracle SOA Suite domain

After successful Oracle SOA Suite domain creation and starting the servers, check the pods
and the different services created. Once the Oracle SOA Suite managed servers reach
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RUNNING state (the pods are ready), check typical Oracle SOA Suite URLSs using the front-
end load balancer.

Create Nodeport services for Admin Server, SOA cluster and OSB Cluster with
sessi onAffinity as ClientlP. Below is the sample Nodeport Service for soa cluster:

$ cat soa-nodeport. yani
api Version: vl
ki nd: Service
met adat a
nane: soai nfra-soa-nodeport-service
namespace: soans
| abel s:
webl ogi ¢. domai nUI D: soainfra
webl ogi ¢. cl ust er Nane: soa_cl uster
spec:
type: NodePort
sessionAffinity: dientlP
ports:
- port: 7004
protocol: TCP
targetPort: 7004
nodePort: 30234
sel ector:
webl ogi ¢. domai nUI D: soainfra
webl ogi ¢. cl ust er Nane: soa_cl uster

SOA pods and services deployed and ready:

$ kubect! get all -n soans

NAVE READY  STATUS
RESTARTS  AGE

pod/ soaedgdon®i n- adm nserver 1/1 Runni ng
0 47h

pod/ soaedgdon®i n- creat e-soa-i nfra-donai n-j ob-6pgq9z  0/1 Conpl et ed
0 68d

pod/ soaedgdonai n- soa- server 1l 1/1 Runni ng
0 2d2h

pod/ soaedgdonai n- soa- server 2 1/1 Runni ng
0 2d2h

NAVE TYPE CLUSTER-
| P EXTERNAL- 1P PORT(S) AGE

servi ce/ soaedgdomai n- adm nserver ClusterlP

None <none> 30012/ TCP, 7001/ TCP 2d4h
servi ce/ soaedgdomai n- adm nserver - ext NodePor t

10. 104. 20. 22 <none> 30012: 30012/ TCP, 7001: 30701/ TCP  31d
servi ce/ soaedgdomai n- cl ust er-osb-cl uster ClusterlP

10. 100. 97. 127 <none> 8002/ TCP 68d
servi ce/ soaedgdomai n-cl ust er-soa-cl uster ClusterlP
10.101. 101. 113  <none> 7003/ TCP 68d
servi ce/ soaedgdomai n- cl ust er - soa- cl ust er - node- port NodePor t

10. 105. 51. 223 <none> 7003: 30801/ TCP 68d
servi ce/ soaedgdomai n- osh- server1 ClusterlP

10. 110. 81. 153 <none> 8002/ TCP 2d4h
servi ce/ soaedgdomai n- osh- server 2 ClusterlP
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10. 103. 220. 112  <none> 8002/ TCP 2d4h
servi ce/ soaedgdomai n- osh- server 3 Clusterl P
10. 97.50. 117 <none> 8002/ TCP 2d4h
servi ce/ soaedgdomai n- osh- server4 Clusterl P
10. 98. 48. 247 <none> 8002/ TCP 2d4h
servi ce/ soaedgdomai n- osh- server5 Clusterl P
10.102. 137.176  <none> 8002/ TCP 2d4h
servi ce/ soaedgdomai n- soa- server1 Clusterl P
None <none> 7003/ TCP 2d4h
servi ce/ soaedgdomai n- soa- server 2 ClusterlP
None <none> 7003/ TCP 2d4h
servi ce/ soaedgdomai n- soa- server 3 ClusterlP
10. 105. 108. 74 <none> 7003/ TCP 2d4h
servi ce/ soaedgdomai n- soa- server4 ClusterlP
10.109.191.102  <none> 7003/ TCP 2d4h
servi ce/ soaedgdomai n- soa- server5 ClusterlP
10.107.2.99 <none> 7003/ TCP 2d4h
NANVE COVPLETI ONS  DURATI ON
AGE
j ob. bat ch/ soaedgdonai n- creat e- soa-i nfra-domain-job 1/1 4nm4s
68d

Configure custom keystore for Oracle SOA Suite domains

Run the the helper script cust om keyst or e. sh available at ${ WORKDI R}/ cust om keyst or e to
configure custom keystore for Oracle SOA Suite domains.

Refer Replacing Demo CA Certificates With Domain CA Signed Certificates.

Using Custom Certificates in Oracle HTTP Servers

Copy the trust.p12 (created with custom-keystore.sh) to the OHS. The following commands are
useful to manage keys and wallets in OHS.

Export a certificate from a Java KeyStore (JKS) or PKCS12 keystore file.

$ keytool -export -keystore trust.pl2 -storepass trustKeyStorePassword -alias
trustcertl -file trust.crt
Certificate stored in file <trust.crt>

Command to create a wallet for OHS

$ orapki wallet create -wallet WSSLVal | et EDG -auto_l ogin -pwd *****

Oracle PKI Tool Release 23.0.0.0.0 - Production

Version 23.0.0.0.0

Copyright (c) 2004, 2024, Oracle and/or its affiliates. Al rights reserved.

Qperation is successfully conpl et ed.

Add trusted certificate to the wallet

$ orapki wallet add -wallet WSSLWal | et EDG -trusted_cert -cert trust.crt -pwd
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Oracle PKI Tool Release 23.0.0.0.0 - Production
Version 23.0.0.0.0
Copyright (c) 2004, 2024, Oracle and/or its affiliates. Al rights reserved.

Operation is successfully conpl et ed.

Modify the $WEB_DOMAIN_HOME/config/fmwconfig/components/OHS/ohs1/
mod_wIl_ohs.conf to include the appropriate WLSSWallet file (required to route on SSL to the
WLS backends) as follows:

# NOTE : This is a tenplate to configure mod_webl ogic.
LoadModul e webl ogi c_nodul e " ${ PRODUCT_HOVE} / nodul es/ nod_w _ohs. so"

# This enpty block is needed to save nod W related configuration fromEMto
this file when changes are nade at the Base Virtual Host Level
<I f Modul e webl ogi c_nodul e>

VLI OTi meout Secs 900

KeepAl i veSecs 290

Fi | eCaching OFF

W.Socket Ti meout Secs 15

ErrorPage http://ww. oracle.com spl ash/ cl oud/ i ndex. ht m

W.Ret ryOnTi meout NONE

W.For war dUr i Unpar sed On

SecureProxy On

W.SSLWal | et "/ u02/ oracl e/ confi g/ keyst ores/ W.SSLVal | et EDG'
</ 1 f Modul e>

Configure redundant persistent volume

To increase the flexibility in moving Oracle SOA Suite or Service Bus pods around in the
Kubernetes cluster, we use node selectors where odd server pods (soa_serverl, soa_server3,
soa_server5, and so on) are assigned to node selector 1 and even server pods (soa_server2,
soa_server4, soa_server6, and so on) are assigned to node selector 2. The resulting
configuration is:
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Figure 9-2 Configure redundant persistent valume

DOMAIN YAML

To use this configuration, follow these steps:

Stop the Oracle SOA Suite domain. Refer to Scripts to start and stop a domain.

Mount NFS1 in all even worker nodes and NFS2 in all odd worker nodes as in the diagram
above. For example:

MOUNT ON CDD NODE

[opc@l k8-wl ~]$ grep "k8nfs nfs" /etc/fstab

10.10.0.21:/k8nfs /k8nfs nfs

rw, relatine, vers=3,rsize=1048576, wsi ze=1048576, nam en=255, hard, proto=tcp, ti
meo=600, r et rans=2, sec=sys, mount addr =10. 10. 0. 21, mount ver s=3, nount por t =2048, m
ount pr ot o=udp, | ocal _| ock=none, addr =10. 10. 0. 21

MOUNT ON EVEN NCDE

[opc@!| k8-w2 ~]$ grep "k8nfs nfs" /etc/fstab

10.10. 0. 27:/ k8nfs2 /k8nfs nfs

rw, relatine, vers=3,rsize=1048576, wsi ze=1048576, nam en=255, hard, proto=tcp, ti
meo=600, r et rans=2, sec=sys, nount addr =10. 10. 0. 27, mo

unt ver s=3, mount port =2048, nount pr ot o=udp, | ocal _I ock=none, addr =10. 10. 0. 27

MOUNT ON CDD NODE

[opc@l| k8-w3 ~]$ grep "k8nfs nfs" /etc/fstab

10.10.0.21:/k8nfs /k8nfs nfs

rw, relatine, vers=3,rsize=1048576, wsi ze=1048576, nam en=255, hard, proto=tcp, ti
meo=600, r et rans=2, sec=sys, nount addr =10. 10. 0. 21, nount ver s=3,

mount por t =2048, mount pr ot o=udp, | ocal _I ock=none, addr =10. 10. 0. 21

Copy the domain mount to an NFS replica, NFS2 (this can be done through a snapshot or
through direct sftp/secure copy).
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For example, if the domain is deployed in /k8nfs hosted by NFS1, after stopping the
domain, secure copy the data present at /k8nfs on NFS1 to /k8nfs2 on NFS2:

$ cd /k8nfs
$ scp -R * user @NFS2]:/k8nfs2

Label the odd nodes for NFS1 and the even nodes for NFS2.
For example, add the label diskgroup=dg1l for NFS1 and diskgroup=dg2 for NFS2:

$ kubect!| |abel nodes ol k8-wl di skgroup=dgl
$ kubect!| [abel nodes ol k8-w2 di skgroup=dg2
$ kubect!| |abel nodes ol k8-w3 di skgroup=dgl

Verify the added labels using the following command:

$ kubect| get nodes --show I abels

Sample output:

NAVE STATUS  ROLES AGE VERSION LABELS

ol k8-ml  Ready master 10d v1.XX. X beta. kubernetes.iol/

ar ch=ant64, bet a. kuber net es. i o/ 0os=l i nux, kuber net es. i o/

ar ch=ant64, kuber net es. i o/ host nane=ol k8- i, kuber net es. i o/ 0s=l i nux, node-

rol e. kubernetes.iol/ master=

ol k8-n2  Ready master 10d vl1.XX. X beta. kubernetes.io/

ar ch=ant64, bet a. kuber net es. i o/ 0os=l i nux, kuber net es. i o/

ar ch=ant64, kuber net es. i o/ host nane=ol k8- n2, kuber net es. i o/ 0s=l i nux, node-

rol e. kubernetes.iol/ master=

ol k8-n8  Ready master 10d v1.XX. X beta. kubernetes.iol/

ar ch=anu64, bet a. kuber net es. i o/ 0os=l i nux, kuber net es. i o/

ar ch=ant64, kuber net es. i o/ host nane=ol k8- nB, kuber net es. i o/ 0s=l i nux, node-

rol e. kubernetes.iol/ master=

ol k8-wl  Ready <none> 10d v1.XX. X beta.kubernetes.iol/

ar ch=amd64, bet a. kuber net es. i o/ 0s=l i nux, di skgr oup=dgl, kuber netes. i o/

ar ch=ant64, kuber net es. i o/ host nane=ol k8- wl, kuber net es. i o/ os=Il i nux, name=adni n
ol k8-w2  Ready <none> 10d v1.XX. X beta. kubernetes.iol/

ar ch=anmd64, bet a. kuber net es. i o/ 0s=l i nux, di skgr oup=dg2, kuber netes. i o/

ar ch=ant64, kuber net es. i o/ host nane=ol k8- w2, kuber net es. i o/ os=l i nux, nanme=w s1
ol k8-w3  Ready <none> 10d v1.XX. X beta.kubernetes.iol/

ar ch=anmd64, bet a. kuber net es. i o/ 0s=l i nux, di skgr oup=dgl, kuber netes. i o/

ar ch=ant64, kuber net es. i o/ host nane=ol k8- w3, kuber net es. i o/ os=l i nux, nanme=w s2

To assign the appropriate selectors in the domain:
1. Edit the domain (donai n. yam ).

2. Alter the managed servers section for all the managed servers configured in the
cluster, sample for soa_serverl and soa_server2 as shown below:

managedSer vers:
- serverName: soa_serverl
server Pod:
nodeSel ect or:
di skgroup: dgl

Oracle SOA Suite on Kubernetes
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- serverName: soa_server2
server Pod:
nodeSel ector:
di skgroup: dg2

3. Apply the domain.yaml changes:

$ kubect! apply -f domain.yan

@® Note

Once this redundant PV configuration is in use, all changes that reside out of
the config directory in the domain will need to be copied/synced to the
secondary NAS mount manually. The managed servers using NFS2 in the
diagram above will replicate only configuration changes that modify files/
artifacts under the $DOVAI N_HOVE/ conf i g directory. The rest of changes are
NOT copied automatically by the WebLogic infrastructure.

For example, if you deploy an ear and specify an upload or stage directory out of the
confi g directory, the ear files will NOT be copied by WebLogic). Fi | eadapt er

conposi t es will place output files in mounts accessible from the pods. The mount point
and PV/PVC for the different Oracle SOA Suite server file locations need to be the
same, hence a different one from the one used for the $DOMAI N_HOME location.

For Adapter configuration use a different common shared location which is accessible
to all the server pods. Make sure to use different shared location other
than $DOMAIN_HOME.

For example create a new NFS share and create the required PV/PVC and update in
to the domain yaml so that it will be available to all server pods.

server Pod:
vol uneMount s:
- nount Pat h: /u01/ oracl e/ user_projects
name: webl ogi c- domai n- st or age- vol unme
- nount Pat h: /u01/ dev/testing/adapters
nanme: soai nfra-adapters-pv-vol une
vol unes:
- name: webl ogi c- donai n- st or age- vol une
persi st ent Vol uned ai m
cl ai mNane: soai nfra-pvc
- nane: soainfra-adapters-pv-vol ume
persi st ent Vol uned ai m
cl ai mNane: soai nf ra- adapt ers- pvc

Set front-end addresses

For each of the Oracle SOA Suite (soa_cluster) and Service Bus (osb_cluster) clusters, set the
appropriate front-end address as follows:

1. Sign in to the WebLogic Remote Console.
2. Navigate to Edit Tree -> environment -> clusters.

3. Click the cluster name.
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4, Click the HTTP tab.

5. Enter the Frontend Host and Frontend Port details.

@® Note

Note: Set the front-end details for each cluster and for the Administration Server.

Enable FAN for GridLink data sources

Data sources in the default deployment for Oracle SOA Suite on Kubernetes use generic data
sources. With ONS auto-registration in 12.2 Database and later, it is only necessary to enable
FAN for the data sources to convert to GridLink (GLDS). You can do this by using the
WebLogic Administration Console or the following command and restarting the Administration
Server and the managed servers:

grep -L fan-enabl ed $domai n_hone/ config/jdbc/*.xm | xargs sed -i "s/<\/jdbc-
dat a- sour ce>/ <j dbc- or acl e- par anms><f an- enabl ed>t rue<\/ f an- enabl ed><\/j dbc-
oracl e- paranms><\/j dbc- dat a- sour ce>/ ¢"

After the change is applied, verify that all data sources are marked as GridLink Data Sources
in the WebLogic Remote Console.

Configure ASM

Refer to the on-premises Enterprise Deployment Guide for steps to configure Automatic
Service Migration.

Configure coredns allocation

@ Note

This step is applicable to any Kubernetes system using cor edns regardless of Oracle
SOA Suite deployment. However, the worker node creation is implicit in the setup,
hence it is applied in this context (post Oracle SOA Suite deployment).

Configure replicas for cor edns to spawn both control plane and master plane. If a restore
operation is performed on the control plane, worker nodes may stop working properly. If the
cor edns lands entirely in the worker nodes, the control plane may not function correctly if they
are brought down for maintenance. Place at least two cor edns pods on the control plane and
another two on the worker nodes. The cor edns footprint is low.

VI RT RES SHR S %CPU %EM TI ME+ COVWAND

146268 41684 29088 S 0.3 0.1 25:44.04 coredns

According to CoreDNS documentation, you can estimate the amount of memory required for a
CoreDNS instance (using default settings) with the following formula:

MB required (default settings) = (Pods + Services) / 1000 + 54
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Hence, first label nodes in both control and worker plane.

$ kubect!| |abe
$ kubect!| |abe
$ kubect!| |abe
$ kubect!| |abe
$ kubect!| |abe
$ kubect!| |abe

And then update the coredns deployment to use topology spread constraints

@® Note

Topology spread constraints is beta starting in Kubernetes v1.18

nodes
nodes
nodes
nodes
nodes
nodes

ol k8-l
ol k8-n2
ol k8-n8B
ol k8-wl
ol k8- w2
ol k8- w3

ar ea=dnsar ea
ar ea=dnsar ea
ar ea=dnsar ea
ar ea=dnsar ea
ar ea=dnsar ea
ar ea=dnsar ea

Chapter 9
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First, enable the feature gate in kube- api server and in kube- schedul er. Then, modify the
cor edns deployment for an appropriate spread of pods across worker and control plane nodes.

The coredns topology spread config details are:

Example for updated coredns deployment yaml:

$ kubect| get deploynment coredns -n kube-system-o yani
api Version: apps/vl

ki nd: Depl oynment

net adat a:

annot ati ons
depl oyment . kuber net es. i o/ revi si on
creationTi mestanp: "2021-01-15T13: 15; 052"

generation

| abel s:

8

area: dnsarea
k8s-app: kube-dns
managedFi el ds:
- api Version: apps/vl

fieldsType: FieldsVl
fieldsvi
f: metadat a:
f:labels:
- {}
f:k8s-app: {}
f:spec

f:progressDeadl i neSeconds: {}

f:revisionH storyLimt: {}

f:selector:
f: mat chLabel s:

{3

f:k8s-app: {}
f:strategy:
f:rollingUpdate:

{3

f: maxSurge: {}
f: maxUnavail abl e: {}

f:type: {}
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f:tenplate:
f: met adat a:
f:labels
o}
f:k8s-app: {}
f: spec:
f:containers:

k: {"name":"coredns"}:

o {}
frargs: {}
f:image: {}

f:imgePul | Policy: {}
f:livenessProbe:
{3
f:failureThreshol d: {}
f:httpGet:
{3
f:path: {}
frport: {}
f:scheme: {}
f:initialDel aySeconds: {}
f: periodSeconds: {}
f:successThreshol d: {}
f:timeout Seconds: {}

f:nane: {}
f:ports:
- {}
k:{"containerPort":53,"protocol":"TCP"}:
)
f:containerPort: {}
f:name: {}

f:protocol: {}
k:{"containerPort":53,"protocol":"UDP"}:

2 {d
f:containerPort: {}
f:name: {}

f:protocol: {}

k:{"contai nerPort":9153, "protocol ":"TCP"}:

{3}
f:containerPort: {}
f:name: {}

f:protocol: {}
f:readi nessProbe:
{3
f:failureThreshol d: {}
f:httpGet:
{3
f:path: {}
frport: {}
f:scheme: {}
f: periodSeconds: {}
f:successThreshol d: {}
f:timeout Seconds: {}
f:resources
{3

f:limts:
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—h —h —h —h —h —h —h —h —h

manager :
operation:
time:

Chapter 9
Setup Steps

)
f:nmenory: {}
f:requests:
)
f:cpu: {}
f:menory: {}
f:securityContext:
o {)
f:allowPrivil egeEscal ation: {}
f:capabilities:
)
fradd: {}
f:drop: {}
f:readOnl yRoot Fi | esystem {}
f:term nati onMessagePat h: {}
f:term nati onMessagePol icy: {}
f:vol uneMount s:
o {}
k: {"mount Path":"/etc/coredns"}:
)
f:nount Path: {}
f:name: {}
fireadOnly: {}

sdnsPolicy: {}
:nodeSel ector:

RS,

f:kubernetes.iolos: {}

cpriorityd assNane: {}
:restartPolicy: {}

:schedul er Nane: {}
:securityContext: {}
:serviceAccount: {}

: servi ceAccount Name: {}

:term nati onGacePeriodSeconds: {}
:tolerations: {}

:vol unes:

o {}

k: {"name":"
o {}
f: configMap:

o {)

f:defaul t Mode: {}

fritems: {}

f:nanme: {}
f:nane: {}

config-vol ume"}:

kubeadm

Updat e

"2021-01-15T13: 15: 052"

- api Version: apps/vl

fiel dsType:

fieldsVi:

Fi el dsV1

f: net adat a:
f: 1 abels:
frarea: {}

f:spec:
f:repl

Oracle SOA Suite on Kubernetes
F99931-08
Copyright © Oracle and/or its affiliates.

icas: {}

May 18, 2026
Page 17 of 22



ORACLE Chapter 9
Setup Steps

f:tenplate:
f: net adat a:
f:annotations:
)
f:kubect!|.kubernetes.io/restartedAt: {}
f:labels
f:foo: {}
f: spec:
f:topol ogySpreadConstraints:
o {d
k: {"topol ogyKey":"area", "whenUnsati sfi abl e": " DoNot Schedul e"}:
o {d
f:1abel Sel ector:
{3
f: mat chLabel s:
{3
f:foo: {}
f: maxSkew {}
f:topol ogyKey: {}
f:whenUnsatisfiable: {}
manager: kubect
operation: Update
time: "2021-01-28T16:00: 212"
- api Version: apps/vl
fieldsType: FieldsVli
fieldsvi
f: et adat a:
f:annotations
{3
f: depl oynent . kubernetes.iol/revision: {}
f:status:
f:avail abl eReplicas: {}
f:conditions
{3
k: {"type":"Avail abl e"}:
{3
f:lastTransitionTinme: {}
f:lastUpdateTime: {}
f: message: {}
f:reason: {}

f.status: {}

frtype: {}
k:{"type":"Progressing"}:

A}

f:lastTransitionTime: {}

f:lastUpdateTime: {}

f: message: {}

f:reason: {}

f.status: {}

frtype: {}
: observedGeneration: {}
:readyReplicas: {}
:replicas: {}

f:updat edReplicas: {}

manager: Kkube-control | er - manager
operation: Update

—h —h —h
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tinme: "2021-01-28T16: 00: 392"
nane: coredns
nanespace: kube-system
resour ceVersion: "2520507"
sel fLi nk: [apis/apps/vl/ namespaces/ kube-systeni depl oynent s/ cor edns
ui d: 79d24e61- 98f 4- 434f - h682- 132625b04c49
spec
progressDeadl i neSeconds: 600
replicas: 4
revisionH storyLimt: 10
sel ect or
mat chLabel s:
k8s-app: kube-dns
strategy:
rol | i ngUpdat e:
maxSur ge: 25%
maxUnavail able: 1
type: RollingUpdate
tenpl at e:
met adat a:
annot ations:
kubect | . kubernetes.io/restartedAt: "2021-01-28T15:29: 482"
creationTi mestanp: nul
| abel s
foo: bar
k8s-app: kube-dns
spec:
cont ai ners:
- args:
- -conf
- letc/coredns/ Corefile
i mge: k8s.gcr.iolcoredns:1.6.7
i magePul | Policy: |fNotPresent
|'i venessProbe
failureThreshold: 5
httpGet:
path: /health
port: 8080
scheme: HITP
initial Del aySeconds: 60
periodSeconds: 10
successThreshol d: 1
ti meout Seconds: 5
nane: coredns
ports:
- containerPort: 53
nane: dns
protocol : UDP
- containerPort: 53
nane: dns-tcp
protocol : TCP
- containerPort: 9153
name: netrics
protocol : TCP
readi nessPr obe:
failureThreshold: 3
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httpGCet:
pat h: /ready
port: 8181
scheme: HITP
periodSeconds: 10
successThreshol d: 1
ti meout Seconds: 1

resour ces:
limts:
menory: 170M
requests:
cpu: 100m
menmory: 70M

securityContext:
al l owPrivil egeEscal ation: false
capabilities:
add:
- NET_BI ND_SERVI CE
drop:
- all
readOnl yRoot Fi | esystem true
term nati onMessagePat h: /dev/termination-|og
term nationMessagePolicy: File
vol umeMount s
- nmountPath: /etc/coredns
nane: config-vol urme
readOnly: true
dnsPol i cy: Default
nodeSel ect or
kubernetes.io/os: |inux
priorityC assName: systemcluster-critica
restartPolicy: Al ways
schedul er Narre: def aul t - schedul er
securityContext: {}
servi ceAccount: coredns
servi ceAccount Narme: coredns
terminati onG acePeri odSeconds: 30
tol erations:
- key: Critical AddonsOnly
operator: Exists
- effect: NoSchedul e
key: node-rol e. kubernetes.io/ master
t opol ogySpreadConstraints:
- |l abel Sel ect or
mat chLabel s
foo: bar
maxSkew. 1
t opol ogyKey: area
whenUnsat i sfiabl e: DoNot Schedul e

vol unes

- confi gMap:
def aul t Mode: 420
i tens:
- key: Corefile

path: Corefile
name: coredns
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nane: config-vol ume

stat us:
avail abl eReplicas: 4
condi tions:

- lastTransitionTime: "2021-01-21T19:08: 122"
| ast Updat eTi me: "2021-01-21T19: 08: 127"
message: Depl oynment has nini num avail ability.
reason: M ni munRepl i casAvail abl e
status: "True"
type: Available

- lastTransitionTime: "2021-01-28T15: 29: 482"
| ast Updat eTi me: "2021-01-28T16: 00: 392"
message: ReplicaSet "coredns-84b49c57fd" has successful ly progressed
reason: NewReplicaSetAvail abl e
status: "True"
type: Progressing

observedGeneration: 8

readyReplicas: 4

replicas: 4

updat edRepl i cas: 4

The labels and spread topology changes are:

| abel s:
foo: bar
k8s-app: kube-dns

t opol ogySpreadConstraints:
- | abel Sel ector:
mat chLabel s:
foo: bar
maxSkew. 1
t opol ogyKey: area
whenUnsat i sfiabl e: DoNot Schedul e

This guarantees an even distribution across the master and worker nodes, so that if the control
plane is restored, the worker pods will continue without issues and the other way around.

Sample resulting cor edns distribution:

$ kubect| get pods -A -0 wide | grep coredns

kube- system coredns-84b49c57f d- 4f z4g 1/1
Runni ng 0 166m 10.244.1.20 ol k8-n2  <none> <none>
kube- system coredns-84b49c57f d- 5nr kw 1/1
Runni ng 0 165m 10.244.4.76 ol k8-w2  <none> <none>
kube- system coredns-84b49c57f d- 5znB88 1/1
Runni ng 0 165m 10.244.2.17 ol k8-nB  <none> <none>
kube- system coredns-84b49c57f d- nql wb 1/1
Runni ng 0 166m 10.244.4.75 ol k8-w2  <none> <none>

Adjust server’s pods Liveness Probe

By default, the liveness probe is configured to check liveness every 45 seconds, which might
cause requests to be routed to backend pods that are no longer available during outage
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scenarios. Recommended to adjust liveness probe values so that on hard node failures pods
are marked as down faster. To configure a more aggressive probe, edit the domain and change
the server Pods. | i venessPr obe values to the following:

| i venessProbe
failureThreshold: 1
initial Del aySeconds: 60
periodSeconds: 40
successThreshold: 1
ti meout Seconds: 5

Refer WebLogic Kubernetes Operator documentation for details on how to customize the
liveness probe.
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Frequently Asked Questions

Overriding tuning parameters is hot supported using configuration overrides

The WebLogic Kubernetes Operator enables you to override some of the domain configuration
using configuration overrides (also called situational configuration). See supported overrides.
Overriding the tuning parameters such as MaxMessageSize and PAYLOAD, for Oracle SOA
Suite domains is not supported using the configuration overrides feature. However, you can
override them using the following steps:

1. Specify the new value using the environment variable K8S_REFCONF_OVERRI DES in
server Pod. env section in domai n. yanl configuration file (example path: <domain-creation-
output-directory>/weblogic-domains/soainfra/domain.yaml) based on the servers to which
the changes are to be applied. For example, to override the value at the Administration
Server pod level:

spec:
adm nServer:
server Pod:
env:
- nane: K8S_REFCONF_OVERRI DES
val ue: "-Dwebl ogi c. MaxMessageSi ze=78787878"
- nane: USER MEM ARGS
value: '-Djava.security.egd=file:/dev/./urandom - Xms512m -
Xmx1024m '

serverStartState: RUNNI NG

For example, to override the value at a specific cluster level (soa_cluster or osb_cluster):

api Version: "webl ogi c. oracl e/ v1"
kind: Cluster
met adat a:
name: soai nfra-soa-cluster
# Update this with the nanespace your domain will run in:
namespace: soans
| abel s:
# Update this with the “domainU D of your domain:
webl ogi ¢. domai nUI D: soai nfra
spec:
clusterName: soa_cl uster
server Servi ce:
precreateService: true
server Pod:
env:
- nane: K8S_REFCONF_OVERRI DES
val ue: "-Dsoa. payl oad.t hreshol d. kb=102410"
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@® Note

When multiple system properties are specified for

server Pod. env. val ue

, make sure each system property is separated by a space.

2. Apply the updated

donai n. yan

file:

kubect! apply -f domain.yani

@® Note

Note: The server pod(s) will be automatically restarted (rolling restart).

Enterprise Manager Console may display ADF_FACES-30200 error

In an Oracle SOA Suite environment deployed using the operator, the Enterprise Manager
Console may intermittently display the following error when the domain servers are restarted:

ADF_FACES- 30200: For nore information, please see the server's error |log for
an entry beginning with: The U ViewRoot is null. Fatal exception during
Phasel d: RESTORE_VI EW 1.

You can refresh the Enterprise Manager Console URL to successfully log in to the Console.

Configure the external URL access for Oracle SOA Suite composite applications

For Oracle SOA Suite composite applications to access the external URLs over the internet (if
your cluster is behind a http proxy server), you must configure the following proxy parameters
for Administration Server and Managed Server pods.

- Dht t p. pr oxyHost =www your - pr oxy. com

- Dht t p. proxyPort =pr oxy- port

-Dht t ps. pr oxyHost =wwa+ your - pr oxy. com

- Dht t ps. proxyPor t =pr oxy- port

- Dht t p. nonProxyHost s="1 ocal host | soai nf ra- adnmi nserver| soai nfra- soa- server 1|
soai nfra- osh-serverl|...soainfra-soa-serverN *.svc.cluster.|ocal |

* . your . domai n. conj / var/run/ docker. sock"

To do this, edit the donai n. yan configuration file and append the proxy parameters to the
spec. server Pod. env. JAVA_OPTI ONS environment variable value.
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For example:

server Pod:
env:
- nane: JAVA OPTI ONS
val ue: - Dwebl ogi c. St dout DebugEnabl ed=f al se - Dwebl ogi c. ssl . Enabl ed=true -
Dwebl ogi c. security. SSL. i gnor eHost naneVeri fication=true -Dhttp. proxyHost =www
your - proxy. com - Dht t p. proxyPort =pr oxy- port -Dhtt ps. pr oxyHost =wwa your -
proxy. com - Dhtt ps. proxyPort =pr oxy-port -Dhttp. nonProxyHosts="Iocal host |
soai nfra-adm nserver| soai nfra-soa-server 1| soai nfra-osh-serverl|...soainfra-
soa-serverN *.svc.cluster.local | *.your.donain.conj/var/run/docker.sock"
- nane: USER_MEM ARGS
val ue: '-Djava.security.egd=file:/dev/./urandom - Xms256m - Xmx1024m '
vol uneMount s:

@® Note

The - Dht t p. nonPr oxyHost s parameter must have the pod names of the
Administration Server and each Managed Server. For example: soai nfra-
adm nserver, soai nfra- soa-server 1, soai nfra-osh-server1, and so on.

Apply the updated donai n. yam file:

$ kubect! apply -f domain.yan

@® Note

The server pod(s) will be automatically restarted (rolling restart).

Configure the external access for the Oracle Enterprise Scheduler WebServices WSDL
URLs

In an Oracle SOA Suite domain deployed including the Oracle Enterprise Scheduler (ESS)
component, the following ESS WebServices WSDL URLs shown in the table format in the ess/
ess\WebServi cesWdl . j sp page are not reachable outside the Kubernetes cluster.

ESSWebSer vi ce
EssAsyncCal | backServi ce
EssWsJobAsyncCal | backServi ce

Follow these steps to configure the external access for the Oracle Enterprise Scheduler
WebServices WSDL URLSs:

1. Log in to the WebLogic Remote Console URL and connect to the Administration Server.
2. Inthe Home Page, click Clusters. Then click the soa_cluster.
3. Click the HTTP tab and then click Lock & Edit in the Change Center panel.
4. Update the following values:
e Frontend Host: host name of the load balancer. For example, domainl.example.com.

e Frontend HTTP Port: load balancer port. For example, 30305.
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e Frontend HTTPS Port: load balancer https port. For example, 30443.
5. Click Save.
6. Click Activate Changes in the Change Center panel.

7. Restart the servers using "domain-lifecycle” [scripts] in the SOA cluster. For more
information, refer Restart the servers .

® Note

Do not restart servers from the Remote Console.

WebLogic Kubernetes Operator FAQs

See the general frequently asked guestions for using the Webl ogic Kubernetes Operator.
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Appendix

This section provides information on miscellaneous tasks related to Oracle SOA Suite domains
deployment on Kubernetes.

Domain Resource Sizing

Describes the resourse sizing information for Oracle SOA Suite domains setup on
Kubernetes cluster.

e Quick Start Deployment On-Premise

Describes how to quickly get an Oracle SOA Suite domain instance running (using the
defaults, nothing special) for development and test purposes.

e Security Hardening

Review resources for the Docker and Kubernetes cluster hardening.

Domain Resource Sizing

Oracle SOA cluster sizing minimum requirements

Oracle SOA Normal Usage Moderate Usage High Usage
Administration Server No of CPU core(s) : 1, No of CPU core(s) : 1, No of CPU core(s) : 1,

Memory : 4GB Memory : 4GB Memory : 4GB
Number of Managed 2 2 4

Servers

Configurations per
Managed Server

No of CPU core(s) : 2,
Memory : 16 GB

No of CPU core(s) : 4,
Memory : 16 GB

No of CPU core(s) : 6,
Memory : 16 - 32 GB

Minimum 250 GB

Minimum 250 GB

Minimum 500 GB

PV Storage

Quick Start Deployment On-Premise

Use this Quick Start to create an Oracle SOA Suite domain deployment in a Kubernetes
cluster (on-premise environments) with the WebLogic Kubernetes Operator.

Note that this walkthrough is for demonstration purposes only, not for use in production. These
instructions assume that you are already familiar with Kubernetes. If you need more detailed
instructions, refer to the Install Guide.

Hardware requirements

The Linux kernel supported for deploying and running Oracle SOA Suite domains with the
operator is Oracle Linux 8 and Red Hat Enterprise Linux 8. Refer to the prerequisites for more
details. For this exercise, the minimum hardware requirements to create a single-node
Kubernetes cluster and then deploy the soaosh (Oracle SOA Suite, Oracle Service Bus, and
Enterprise Scheduler (ESS)) domain type with one Managed Server for Oracle SOA Suite and
one for the Oracle Service Bus cluster, along with Oracle Database running as a container are:
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Hardware Size
RAM 32GB
Disk Space 250 GB+
CPU core(s) 6

See here for resource sizing information for Oracle SOA Suite domains set up on a Kubernetes
cluster.

Set up Oracle SOA Suite in an on-premise environment

Use the steps in this topic to create a single-instance on-premise Kubernetes cluster and then
create an Oracle SOA Suite soaosb domain type, which deploys a domain with Oracle SOA
Suite, Oracle Service Bus, and Oracle Enterprise Scheduler (ESS).

Step 1 - Prepare a Virtual Machine for the Kubernetes Cluster

Step 2 - Set Up a Single Instance Kubernetes Cluster

Step 3 - Get Scripts and Images

Step 4 - Install the WebLogic Kubernetes Operator

Step 5 - Install the Traefik (ingress-based) Load Balancer

@ g M B N P

Step 6 - Create and Configure an Oracle SOA Suite Domain

Prepare a Virtual Machine for the Kubernetes Cluster

For illustration purposes, these instructions are for Oracle Linux 8. If you are using a different
flavor of Linux, you will need to adjust the steps accordingly.

@® Note

These steps must be run with the r oot user, unless specified otherwise. Any time you
see YOUR_USERI Din a command, you should replace it with your actual useri d.

1. Prerequisites
a. Choose the directories where your Kubernetes files will be stored. The Kubernetes
directory is used for the / var/1i b/ kubel et file system and persistent volume storage.

export kubel et _dir=/u0l/ kubel et
nmkdir -p $kubel et _dir
In -s $kubelet_dir /var/lib/kubel et

b. Verify that IPv4 forwarding is enabled on your host.
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@® Note

Replace ethO with the ethernet interface name of your compute resource if it is
different.

/sbin/sysctl -a 2>&1|grep -s 'net.ipv4. conf.ethO.forwarding'
/sbin/sysctl -a 2>&1|grep -s 'net.ipv4.conf.lo.forwarding'
/sbin/sysctl -a 2>&1|grep -s 'net.ipv4.ip_nonl ocal _bind'

For example: Verify that all are set to 1:
net.ipv4.conf.ethO.forwarding = 1
net.ipv4.conf.lo.forwarding =
net.ipv4.ip_nonlocal _bind =1

1

Solution: Set all values to 1 immediately:

/ sbin/sysctl net.ipvé4. conf.ethO.forwarding=1
/ sbin/sysctl net.ipv4. conf.lo.forwarding=1
/sbin/sysctl net.ipv4.ip_nonlocal bind=1

c. To preserve the settings permanently: Update the above values to 1 in files in /usr/lib/
sysctl.d/, /run/sysctl.d/, and /etc/sysctl.d/.

d. Verify the iptables rule for forwarding. Kubernetes uses iptables to handle many
networking and port forwarding rules. A standard container installation may create a
firewall rule that prevents forwarding. Verify if the iptables rule to accept forwarding
traffic is set:

/sbin/iptables -L -n | awk '/Chain FORWARD / {print $4}' | tr -d ")"

If the output is “DROP”, then run the following command:

/sbin/iptables -P FORWARD ACCEPT

Verify if the iptables rule is properly set to “ACCEPT":
/sbin/iptables -L -n | awk '/Chain FORWARD / {print $4}' | tr -d ")"
e. Disable and stop firewalld:

systenct| disable firewalld
systentt! stop firewalld

2. Install CRI-O and Podman

@ Note

If you have already configured CRI-O and Podman, continue to Install and
configure Kubernetes.

Oracle SOA Suite on Kubernetes
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Make sure that you have the right operating system version:

unane -a
nmore /etc/oracl e-rel ease

Example output:

Li nux xxxxxx 5.15.0-100. 96. 32. el 8uek. x86_64 #2 SMP Tue Feb 27 18:08: 15
PDT 2024 x86_64 x86_64 x86_64 GNU Li nux

Oracl e Linux Server release 8.6

Installing CRI-O:

Add OLCNE( Oracle Cloud Native Environment ) Repository to dnf config-manager.
This allows dnf to install the additional packages required for CRI-O installation.

On Oracle Linux 8:

dnf config-manager --add-repo https://yum oracle.con repo/
Oracl eLi nux/ OL8/ ol cnel8/ x86_64

On Oracle Linux 9:

dnf config-manager --add-repo https://yum oracle.con repo/
Oracl eLi nux/ OL9/ ol cnel8/ x86_64

Install the cri-o:

dnf install -y cri-o

@ Note

Note: To install a different version of CRI-O or on a different operating system,
see CRI-O Installation Instructions.

Start the CRI-O service:

Set up Kernel Modules and Proxies

### Enabl e kernel nodul es overlay and br_netfilter which are required
for Kubernetes Container Network Interface (CNI) plugins

modpr obe overl ay

modprobe br_netfilter

### To automatically | oad these nodul es at systemstart up create
config as bel ow
cat <<ECF > /etc/nodul es-1oad. d/crio. conf

overl ay

br netfilter

EOF

sysctl --system

### Set the environnental variable CONTAI NER RUNTI ME ENDPO NT to
crio.sock to use crio as the container runtine

Oracle SOA Suite on Kubernetes
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export CONTAI NER_RUNTI ME_ENDPQO NT=uni x:///var/run/criolcrio.sock

### Setup Proxy for CRI O service

cat <<ECF > /etc/sysconfig/crio

http_proxy=http:// REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT

htt ps_proxy=http:// REPLACE- W TH YOUR- COMPANY- PROXY- HOST: PORT
HTTPS_PROXY=ht t p: / / REPLACE- W TH YOUR- COMPANY- PROXY- HOST: PORT
HTTP_PROXY=ht t p: / / REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT

no_proxy=Il ocal host, 127. 0. 0. 0/ 8, ADD- YOUR- | NTERNAL- NO- PROXY- LI ST, / var/run/
criolcrio.sock

NO_PROXY=l ocal host, 127. 0. 0. 0/ 8, ADD- YOUR- | NTERNAL- NO- PROXY- LI ST, / var/run/
criolcrio.sock

EOF

Set the runtime for CRI-O

### Setting the runtime for crio
## Update crio. conf
vi /etc/criolcrio.conf
## Append fol | owi ng under [crio.runting]
conmon_cgroup = "kubepods. slice"
cgroup_nmnager = "systemd"
## Uncomment foll owing under [crio.network]
network dir="/etc/cni/net.d"
plugi n_dirs=[

"/opt/cni/bin",

“/usr/libexec/cni"

Start the CRI-O Service

## Restart crio service
systenct| restart crio.service
systenct! enable --now crio

Installing Podman:

On Oracle Linux 8, if podman is not available, then install Podman and related tools
with following command syntax:

shel | $ sudo dnf module install container-tools:ol8

On Oracle Linux 9, if podman is not available, then install Podman and related tools
with following command syntax:

$ sudo dnf install container-tools

Since the setup uses docker CLI commands, on Oracle Linux 8/9, install the podman-
docker package if not available, that effectively aliases the docker command to
podman,with following command syntax:

$ sudo dnf install podman-docker

Configure Podman rootless:

Oracle SOA Suite on Kubernetes

F99931-08

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 5 of 19



ORACLE

Chapter 11
Quick Start Deployment On-Premise

For using podman with your User ID (Rootless environment), Podman requires the
user running it to have a range of UIDs listed in the files /etc/subuid and /etc/subgid.
Rather than updating the files directly, the usermod program can be used to assign
UIDs and GIDs to a user with the following commands:

$ sudo /sbhin/usernod --add-subui ds 100000- 165535 - - add- subgi ds
100000- 165535
<REPLACE_USER_| D>
$ podman systemmigrate

@® Note

The above podman system migrate needs to be executed with your User ID
and not root.

Verify the user-id addition

cat /etc/subuid
cat /etc/subgid

Expected similar output

opc: 100000: 65536
<user-i d>: 100000: 65536

Install and Configure Kubernetes

Add the external Kubernetes repository:

cat <<ECF | sudo tee /etc/yumrepos.d/ kubernetes.repo

[ kuber net es]

name=Kuber net es

baseur| =htt ps://pkgs. k8s.i o/ core:/stable:/vl. 28/ rpnt

enabl ed=1

gpgcheck=1
gpgkey=https://pkgs. k8s.i o/ core:/stable:/vl. 28/ rpnirepodata/
repond. xm . key

excl ude=kubel et kubeadm kubect| cri-tools kubernetes-cn

ECF

Set SELinux in permissive mode (effectively disabling it):

export PATH=/sbin:$PATH setenforce 0 sed -i 's/"SELINUX=enforcing$/
SELINUX=permissive/' /etc/selinux/config

Export proxy and enable kubelet:

### Get the nslookup I'P address of the master node to use with

api server-advertise-address during setting up Kubernetes naster

### as the host may have different internal ip (hostnane -i) and

nsl ookup $HOSTNAMVE

i p_addr =" nsl ookup $(hostname -f) | grep -n2 Address | tail -nl] awk -F
“{print $2}'| tr -d " "

echo $i p_addr
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### Set the proxies

export NO PROXY=l ocal host, 127. 0. 0. 0/ 8, ADD- YOUR- | NTERNAL- NO- PROXY-

LI ST,/var/run/criolcrio.sock,$ip_addr,.svc

export no_proxy=l ocal host, 127. 0. 0. 0/ 8, ADD- YOUR- | NTERNAL- NO- PROXY-

LI ST,/var/run/criolcrio.sock,$ip_addr,.svc

export http_proxy=http:// REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT
export https_proxy=http://REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT
export HTTPS_PROXY=htt p: // REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT
export HTTP_PROXY=htt p: // REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT

### Install the kubernetes conmponents and enabl e the kubel et service so
that it automatically restarts on reboot

dnf install -y kubeadm kubel et kubect |

systentt| enable --now kubel et

Ensure net.bridge.bridge-nf-call-iptables is set to 1 in your sysctl to avoid traffic routing
issues:

cat <<EOF > /etc/sysctl.d/k8s.conf
net.bridge. bridge-nf-call-ip6tables =1
net.bridge. bridge-nf-call-iptables =1
net.ipvd.ip forward = 1

EOF

sysctl --system

Disable swap check:

sed -i 's/KUBELET_EXTRA_ARGS=/ KUBELET_EXTRA_ARGS="--fai | - swap-
on=fal se"/"' [etc/sysconfig/kubel et

cat /etc/sysconfig/kubel et

### Rel oad and restart kubel et

systenct| daenon-rel oad

systentt| restart kubel et

Pull the images using crio:

kubeadm config images pull --cri-socket unix:///var/run/criolcrio.sock

4. Setup Helm

a.

Install Helm v3.10.2+.
1. a. Download Helm from https://github.com/helm/helm/releases.

For example, to download Helm v3.10.2:

wget https://get.hel msh/hel mv3.10.2-1inux-and64.tar. gz

2. Unpack tar.gz:

tar -zxvf hel mv3. 10.2-1inux-and64.tar. gz
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Find the Helm binary in the unpacked directory, and move it to its desired destination:

mv | i nux-and64/ hel m/usr/bin/hel m

b. Run hel m versi on to verify its installation:

hel m versi on

versi on. Bui | dI nf of Versi on: "v3. 10. 2",
Gt Commi t: " 50f 003e5ee8704ec937a756¢646870227d7c8b58",
GtTreeState:"clean", CGoVersion:"gol.18.8"}

Set Up a Single Instance Kubernetes Cluster

@® Note

e These steps must be run with the root user, unless specified otherwise!

e If you choose to use a different CIDR block (that is, other than 10.244.0.0/16 for

the --pod-network-cidr= in the kubeadm init command), then also update
NO_PROXY and no_proxy with the appropriate value.

— Also make sure to update kube-flannel.yaml with the new value before
deploying.

* Replace the following with appropriate values:
— ADD-YOUR-INTERNAL-NO-PROXY-LIST
— REPLACE-WITH-YOUR-COMPANY-PROXY-HOST:PORT

Set up the master node

1.

Create a shell script that sets up the necessary environment variables. You can append
this to the user’s .bashrc so that it will run at login. You must also configure your proxy
settings here if you are behind an HTTP proxy:

## grab ny 1P address to pass into kubeadminit, and to add to no_proxy

vars
i p_addr="nsl ookup $(hostname -f) | grep -nm2 Address | tail -nl] awk -F:
“{print $2}'| tr -d " "

export pod_network_cidr="10.244.0.0/ 16"

export service_cidr="10.96.0.0/ 12"

export PATH=$PATH: / sbi n; / usr/shin

### Set the proxies

export NO _PROXY=l ocal host, . svc, 127. 0. 0. 0/ 8, ADD- YOUR- | NTERNAL- NO- PROXY-
LI ST, /var/run/criolcrio.sock, $i p_addr, $pod_network_cidr, $service_cidr
export no_proxy=l ocal host, . svc, 127. 0. 0. 0/ 8, ADD- YOUR- | NTERNAL- NO- PROXY-
LI ST, /var/run/criolcrio.sock, $i p_addr, $pod_network_cidr, $service_cidr
export http_proxy=http://REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT
export https_proxy=http://REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT
export HTTPS PROXY=htt p:// REPLACE- W TH YOUR- COMPANY- PROXY- HOST: PORT
export HTTP_PROXY=htt p:// REPLACE- W TH YOUR- COVPANY- PROXY- HOST: PORT
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Source the script to set up your environment variables:
~/ . bashrc

To implement command completion, add the following to the script:

[ -f [usr/share/bash-conpletion/bash_conmpletion ] & . /usr/share/bash-
conpl eti on/ bash_conpl eti on
source <(kubect! conpletion bash)

Run kubeadm init to create the master node:

kubeadminit \
- - pod- net wor k- ci dr =$pod_network_ci dr \
- - api server-advertise-address=$i p_addr \
--ignore-preflight-errors=Swap > /tnp/kubeadminit.out 2>&1

Log in to the terminal with YOUR_USERID:YOUR_GROUP. Then set up the ~/.bashrc
similar to steps 1 to 3 with YOUR_USERID:YOUR_GROUP.

® Note

From now on we will be using YOUR_USERID:YOUR_GROUP to execute any
kubectl commands and not root.

Set up YOUR_USERID:YOUR_GROUP to access the Kubernetes cluster:

mkdir -p $HOVE/ . kube
sudo cp -i /etc/kubernetes/adm n.conf $HOVE . kube/config
sudo chown $(id -u):$(id -g) $HOWE . kube/ config

Verify that YOUR_USERID:YOUR_GROUP is set up to access the Kubernetes cluster
using the kubectl command:

kubect| get nodes

@® Note

At this step, the node is not in ready state as we have not yet installed the pod
network add-on. After the next step, the node will show status as Ready.

Install a pod network add-on (flannel) so that your pods can communicate with each other.
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If you are using a different CIDR block than 10.244.0.0/16, then download and
update kube-flannel.yml with the correct CIDR address before deploying into the

cluster:

wget https://github.com flannel-io/flannel/rel eases/downl oad/ v0. 25. 1/ kube-

flannel . ym

### Update the CIDR address if you are using a CIDR block other than the

default 10.244.0.0/16
kubect!| apply -f kube-flannel.ym

Verify that the master node is in Ready status:

kubect| get nodes

Sample output:

NANVE STATUS ROLES AGE
mymast er node Ready control -plane 12h
or:

kubect| get pods -n kube-system

Sample output:

NAVE READY
RESTARTS AGE

pod/ cor edns- 86¢58d9df 4- 58p9f 1/1
0 3nmb9s

pod/ cor edns- 86¢58d9df 4- nzrr5 1/1
0 3nmb9s

pod/ et cd- nynast er node 1/1
0 3mis

pod/ kube- api server - node 1/1
0 3nkls

pod/ kube- control | er- manager - nynmast er node 1/1
0 3nk5s

pod/ kube-f | annel - ds- 6npx4 1/1
0 49s

pod/ kube- pr oxy- 4vsgm 1/1
0 3nmb9s

pod/ kube- schedul er - nynast er node 1/1
0 2nb8s

To schedule pods on the master node, taint the node:

kubect!| taint nodes --all node-role. kubernetes.io/control-plane-
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Congratulations! Your Kubernetes cluster environment is ready to deploy your Oracle SOA
Suite domain.

Refer to the official documentation to set up a Kubernetes cluster.

Get Scripts and Images

1. Set up the source code repository to deploy Oracle SOA Suite domains

a.

Create a working directory to set up the source code:

mkdi r $HOVE/ soa_14.1.2
cd $HOVE/ soa_14.1.2

Download the WebLogic Kubernetes Operator source code and Oracle SOA Suite
Kubernetes deployment scripts from the SOA repository. Required artifacts are
available at OracleSOASuite/kubernetes.

git clone https://github.conm oracl e/ fmwkubernetes.git
export WORKDI R=$HOVE/ soa_14. 1. 2/ f mw kuber net es/ Or acl eSQASui t e/ kuber net es

2. Get required Docker images and add them to your local registry

a.

Pull the WebLogic Kubernetes Operator image:

podman pul | ghcr.iof oracl e/ webl ogi c- kuber net es-operator: 4.2. 15

Obtain the Oracle Database image and Oracle SOA Suite Docker image from the
Oracle Container Registry:

https://container-registry.oracle.com/

For first time users, to pull an image from the Oracle Container Registry, navigate to
https://container-registry.oracle.com and log in using the Oracle Single Sign-On (SSO)
authentication service. If you do not already have SSO credentials, you can create an
Oracle Account using: https://profile.oracle.com/myprofile/account/create-account.jspx.

Use the web interface to accept the Oracle Standard Terms and Restrictions for the
Oracle software images that you intend to deploy. Your acceptance of these terms are
stored in a database that links the software images to your Oracle Single Sign-On
login credentials.

To obtain the image, log in to the Oracle Container Registry:

podman | ogin container-registry.oracle.com

Find and then pull the Oracle Database image for 19.3.0.0:

podman pul | container-registry.oracle.con database/enterprise:19.3.0.0

Find and then pull the prebuilt Oracle SOA Suite image 14.1.2.0.0 install image:

podman pul | container-registry.oracle.com nddl eware/ soasuite: 14. 1. 2. 0-
<j dk17 or jdk21>-<ol 8 or ol 9>-<tag>
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@® Note

This image is only the base GA product and does not contain any additional
Oracle SOA Suite product patches.

Install the WebLogic Kubernetes Operator

1. Prepare for the WebLogic Kubernetes Operator.

a. Create a namespace opns for the operator:

kubect| create namespace opns

b. Create a service account op-sa for the operator in the operator’'s namespace:

kubect| create serviceaccount -n opns op-sa

2. Install the WebLogic Kubernetes Operator.
Use Helm to install and start the operator from the directory you just cloned:
hel m repo add webl ogi c-operator https://oracle.github.io/webl ogic-
kuber net es-operator/charts --force-update
hel minstall webl ogi c- kubernet es-operator webl ogi c- operat or/webl ogi c-
operator --version 4.2.19 --namespace opns --set serviceAccount=op-sa --
set "javaloggi ngLevel =FI NE" --wai t

3. \Verify the WebLogic Kubernetes Operator.

a. Verify that the operator’s pod is running by listing the pods in the operator’s
namespace. You should see one for the operator:

kubect! get pods -n opns

b. Verify that the operator is up and running by viewing the operator pod’s logs:

kubect! logs -n opns -c webl ogi c-operator depl oynent s/ webl ogi c- oper at or

The WebLogic Kubernetes Operator v4.2.19 has been installed. Continue with the load
balancer and Oracle SOA Suite domain setup.

Install the Traefik (ingress-based) Load Balancer

The WebLogic Kubernetes Operator supports these load balancers: Traefik, NGINX, and
Apache. Samples are provided in the documentation.

This Quick Start demonstrates how to install the Traefik ingress controller to provide load
balancing for an Oracle SOA Suite domain.

1. Create a namespace for Traefik:

kubect| create namespace traefik
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2. Set up Helm for 3rd party services:

helmrepo add traefik https://helmtraefik.io/traefik --force-update

3. Install the Traefik operator in the traefik namespace with the provided sample values:

cd ${ WORKDI R}

helminstall traefik traefik/traefik \
--nanespace traefik \

--val ues charts/traefik/val ues.yan \
--set "kubernetes. namespaces={traefik}" \
--set "service.type=NodePort" \

--wai t

Create and Configure an Oracle SOA Suite Domain

1. Prepare for an Oracle SOA Suite domain.

a.

b.

Oracle SOA Suite on Kubern
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Create a namespace that can host Oracle SOA Suite domains. Label the namespace

with webl ogi c- oper at or =enabl ed to manage the domain.

kubect| create namespace soans
kubect! |abel nanespace soans webl ogi c- oper at or =enabl ed

etes

Create the Kubernetes persistence volume and persistence volume claim.

a. Create the Oracle SOA Suite domain home directory. Determine if a user
already exists on your host system with uid:gid of 1000:0:

sudo getent passwd 1000

If this command returns a username (which is the first field), you can skip the
following user add command. If not, create the oracle user with user add:

sudo useradd -u 1000 -g 0 oracle

Create the directory that will be used for the Oracle SOA Suite domain home:

sudo nkdir /scratch/k8s dir

sudo chown -R 1000: 0 /scratch/k8s_dir

The creat e-pv-pvc-inputs. yam has the following values by default:
* baseName: domain

e domainUID: soainfra

° namespace: soans

» weblogicDomainStoragePath: /scratch/k8s_dir

Review and update if any changes required.

cp create-pv-pvc-inputs.yanl create-pv-pvc-inputs-donain. yan
vi create-pv-pvc-inputs-domain. yam
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Run the creat e- pv- pvc. sh script to create the PV and PVC configuration files
using updated “create-pv-pvc-inputs-domain.yaml’:

cd ${WORKDI R}/ cr eat e- webl ogi c- domai n- pv- pvc
.Icreate-pv-pvc.sh -i create-pv-pvc-inputs-domain.yanl -0 output-
donai n

Create the PV and PVC using the configuration files created in the previous step:

kubect| create -f output-donain/ pv-pvcs/ soai nfra-donai n-pv. yam
kubect| create -f output-donain/ pv-pvcs/ soai nfra-donai n-pvc. yam

c. Install the database for the Oracle SOA Suite domain.

This step is required only when a standalone database is not already set up and you
want to use the database in a container. You can refer to [here to create an Oracle
Database service in a Kubernetes. In this guide we will be using Single Instance
Database on Kubernetes using helm chart to provision the Database without using an

Oracle Database Operator.

Oracle SOA Suite on Kubernetes
F99931-08

Clone the Oracle Database GitHub repository:

cd ${WORKDI R}
git clone https://github.conloracl e/ docker-images. git
cd docker-i mages/ Or acl eDat abase/ Si ngl el nstance/ hel mcharts

Oracle database data files and configurations are stored at the /opt/oracle/oradata
path of the container. Storage Class for Persistent Volume Claims has to be
configured to keep the data persistence across deployments. If persistence is not
desired, then you can skip the below steps and override the per si st ence to nul |
using —set option. Follow the below steps to create the required Storage Class for
Persistent Volume Claims:

i. Create a directory used for database persistence.

sudo nkdir /scratch/k8s dir_db
sudo chown -R 54321 /scratch/k8s_dir_db

ii. Update the create-pv-pvc-inputs.yaml for creating the Persistent Volume with
below values:
* baseName: db
* namespace: def aul t
e weblogicDomainStorageSize: 100G
* weblogicDomainStoragePath: / scrat ch/ k8s_dir_db

cd ${WORKDI R}/ cr eat e- webl ogi c- donai n- pv- pvc
cp create-pv-pvc-inputs.yam create-pv-pvc-inputs-db.yam

sed -i -e "s/baseNane: domai n/ baseNane: db/g" create-pv-pvc-
i nput s-db. yam
sed -i -e "s/nanespace: soans/nanespace: default/g" create-pv-

pvc-i nput s-db. yam
sed -i -e "s/k8s_dir/k8s_dir_db/g" create-pv-pvc-inputs-db.yam
sed -i -e "s/10G /100G /g" create-pv-pvc-inputs-db.yan

May 18, 2026

Copyright © Oracle and/or its affiliates. Page 14 of 19


https://github.com/oracle/docker-images/tree/main/OracleDatabase/SingleInstance/helm-charts/oracle-db
https://github.com/oracle/docker-images/tree/main/OracleDatabase/SingleInstance/helm-charts/oracle-db
https://github.com/oracle/docker-images/blob/main/OracleDatabase

ORACLE

Chapter 11
Quick Start Deployment On-Premise

iii. Run the create-pv-pvc.sh script to create the PV configuration file using
updated create-pv-pvc-inputs-db.yaml:

cd ${WORKDI R}/ cr eat e- webl ogi c- domai n- pv- pvc
.Icreate-pv-pvc.sh -i create-pv-pvc-inputs-db.yam -0 output-db

@® Note

Do not create the PVC because helm charts use the StorageClass
name and create the PVC.

iv. The above script creates for both PV and PVC, but we will be only using PV
configuration file created in previous step:

kubect| create -f output-db/pv-pvcs/soainfra-db-pv. yam

Oracle SOA Suite on Kubernetes
F99931-08
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Create a database in a container using the helm-charts::

cd ${WORKDI R}/ docker -i mages/ O acl eDat abase/ Si ngl el nst ance/
hel mcharts
helm install dbl9c \

--set persistence. storageC ass=soai nfra- db- st or age-
class \

--set imagePul | Policy=IfNotPresent \

oracl e-db

Verify the logs for database deployment until shows the message
“DATABASE IS READY TO USE™:

kubect! 1ogs depl oyment. apps/ db19c-oracle-db -f
Get the password of the SYS user:

kubect| get secret dbl9c-oracle-db -0
j sonpat h={. data. oracl e_pwd} | base64 --decode; echo

The helm-chart creates the required service to access the database using
connection string db19c-oracle-db.default.svc.cluster.local: 1521/
ORCLPDB1 which will be used as an rcuDatabaseURL parameter in the
create-domain-inputs.yaml file. In case you have used different Helm
release name or configuration parameters for creating the database
update the connection string accordingly.

Create Oracle SOA Suite schemas for the domain type (for example,
soaosb).

i. Create a secret that contains the database’s SYSDBA username and
password.

kubect! -n default create secret generic oracle-rcu-
secret \
--fromliteral =" sys_username=sys' \
--fromliteral =" sys_passwor d=REPLACE- W TH- SYS-

May 18, 2026
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PASSWORD  \

--fromliteral = passwor d=REPLACE- W TH SCHEMA- PASSWORD

To install the Oracle SOA Suite schemas, run the create-rcu-

schema.sh script with the following inputs:
e -s<RCU PREFIX>

* -t<SOA domain type>

* -d <Oracle Database URL>

*  -i <SOASuite image>

* -n <Namespace>

* -c <Name of credentials secret containing SYSDBA username and

password and RCU schema owner password>
e -r <Comma-separated variables>
e -l <Timeout limit in seconds. (optional). (default: 300)>

For example:

ccd ${WORKDI R}/ creat e-r cu- schema

./ create-rcu-schem. sh \

-s SOAL \

-t soaosb \

-d db19c-oracl e-db. defaul t. svc.cluster.|ocal: 1521/
ORCLPDBI \

-i container-registry.oracle.con nddl eware/
soasuite:14.1.2.0-<17 or 21>-<ol 8 or ol 9>-<tag> \
-n default \

-b EBR\

-c oracle-rcu-secret \

-r SOA_PROFI LE_TYPE=SMALL, HEALTHCARE_| NTEGRATI ON=NO

v. Create Kubernetes secrets required for domain creation.

Oracle SOA Suite on Kubernetes
F99931-08
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Create a Kubernetes secret for the domain in the same Kubernetes
namespace as the domain. In this example, the username is weblogic, the
password is Welcomel, and the namespace is soans:

cd ${WORKDI R}/ cr eat e- webl ogi c- donai n-credenti al s
.l create-webl ogi c-credentials.sh \

-u weblogic \
-p Vel conel \
-n soans \
-d soainfra \
-s soai nfra-donai n-credential s

Create a Kubernetes secret for the RCU in the same Kubernetes
namespace as the domain:

Schema user : SOA1

Schema password : REPLACE-WITH-SCHEMA-PASSWORD
DB sys user password : REPLACE-WITH-SYS-PASSWORD

Domain name : soainfra

May 18, 2026
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e Domain Namespace : soans

e Secret name : soainfra-rcu-credentials

cd ${WORKDI R}/ create-rcu-credentials
.lcreate-rcu-credentials.sh\

-u SQOAL \

-p REPLACE- W TH SCHEMA- PASSWORD \

-a sys \

- g REPLACE- W TH- SYS- PASSWORD \

-d soainfra \

-n soans \

-s soainfra-rcu-credentials

Now the environment is ready to start the Oracle SOA Suite domain creation.

2. Create an Oracle SOA Suite domain.

a.

The sample scripts for Oracle SOA Suite domain deployment are available at $
{WORKDI R}/ cr eat e- soa- donai n/ domai n- hone- on- pv. You must edit cr eat e- donai n-
i nput s. yanl (or a copy of it) to provide the details for your domain.

Update cr eat e- domai n-i nput s. yant with the following values for domain creation:
e domai nType: soaosb

e initial ManagedServerReplicas:l

cd ${WORKDI R}/ cr eat e- soa- donmi n/ domai n- hone- on- pv/

cp create-domain-inputs.yanm create-domain-inputs.yan .orig

sed -i -e "s:domainType\: soa:donmai nType\: soaosh:g" create-domain-
i nput s. yam

sed -i -e "s:initial ManagedServerReplicas\:

2:initial ManagedServerReplicas\: 1:g" create-domain-inputs.yan

sed -i -e "s:image\: soasuite\:rel ease-version:imge\: container-

regi stry.oracle. cont niddl eware/ soasuite\:14.1.2. 0-<17 or 21>-<ol 8 or
ol 9>-<tag>: g" create-donain-inputs. yam

Run the cr eat e- donai n. sh script to create a domain:

cd ${WORKDI R}/ cr eat e- soa- doni n/ domai n- hone- on- pv/
./ create-donmai n.sh -i create-domain-inputs.yam -0 output

Create a Kubernetes domain object:

Once the creat e- domi n. sh is successful, it generates out put / webl ogi c- donai ns/
soai nf ra/ domai n. yanl , which you can use to create the Kubernetes resource domain
to start the domain and servers:

cd ${WORKDI R}/ cr eat e- soa- domai n/ domai n- hone- on- pv
kubect| create -f output/webl ogi c-domai ns/ soai nfra/ domai n. yan

Oracle SOA Suite on Kubernetes
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Verify that the Kubernetes domain object named soai nfr a is created:

kubect| get donmain -n soans
NAVE AGE
soainfra  3ml8s

Once you create the domain, the introspect pod is created. This inspects the domain
home and then starts the soai nf r a- admi nserver pod. Once the soai nfr a-

adm nserver pod starts successfully, the Managed Server pods are started in parallel.
Watch the soans namespace for the status of domain creation:

kubect!| get pods -n soans -w

Verify that the Oracle SOA Suite domain server pods and services are created and in
Ready state:

kubect! get all -n soans

3. Configure Traefik to access Oracle SOA Suite domain services.

a.

Configure Traefik to manage ingresses created in the Oracle SOA Suite domain
namespace (soans):

hel m upgrade traefik traefik/traefik \
--reuse-val ues \
--nanespace traefik \
--set "kubernetes. namespaces={traefik, soans}" \
- - wai t

Create an ingress for the domain in the domain namespace by using the sample Helm
chart:

cd ${ WORKDI R}

export LOADBALANCER HOSTNAME=$( host name -f)

helminstall soa-traefik-ingress charts/ingress-per-donain \
--nanespace soans \

--val ues charts/ingress-per-domain/val ues. yam \

--set "traefik. host name=${ LOADBALANCER HOSTNAME} " \

--set domai nType=soaosh

Verify the created ingress per domain details:

kubect| describe ingress soainfra-traefik -n soans

4. \Verify that you can access the Oracle SOA Suite domain URL.

a.

Get the LOADBALANCER_HOSTNAME for your environment:

export LOADBALANCER HOSTNAME=$( host nane -f)

Verify the following URLSs are available for Oracle SOA Suite domains of domain type
soaosh:

Credentials

username: weblogic

Oracle SOA Suite on Kubernetes
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password: Welcomel

http: // ${ LOADBALANCER HOSTNANE} :
http: // ${ LOADBALANCER HOSTNANE} :
http: // ${ LOADBALANCER HOSTNANE} :

http: // ${ LOADBALANCER HOSTNANE}

http: // ${ LOADBALANCER HOSTNANE}

Security Hardening

Chapter 11
Security Hardening

30305/ em
30305/ ser vi cebus
30305/ soa-infra

: 30305/ soal conposer
htt p: // ${ LOADBALANCER_HOSTNAME} :
htt p: // ${ LOADBALANCER_HOSTNAME} :
: 30305/ EssHeal t hCheck

30305/ i nt egration/ workl i st app
30305/ ess

This section provides references on how to securely configure Docker and Kubernetes.

Securing a Kubernetes cluster involves hardening on multiple fronts - securing the API servers,
etcd, nodes, container images, container run-time, and the cluster network. Apply principles of
defense in depth, principle of least privilege, and minimize the attack surface. Use security
tools such as Kube-Bench to verify the cluster’s security posture. Since Kubernetes is evolving
rapidly refer to Kubernetes Security Overview for the latest information on securing a

Kubernetes cluster. Also ensure the deployed Docker containers follow the Docker Security

guidance.
References

1. Docker hardening

»  https://docs.docker.com/engine/security/security/

«  https://blog.aguasec.com/docker-security-best-practices

2. Kubernetes hardening

» https://kubernetes.io/docs/concepts/security/overview/

*  https://kubernetes.io/docs/concepts/security/pod-security-standards/

» https://blogs.oracle.com/developers/5-best-practices-for-kubernetes-security

3. Security best practices for Oracle WebLogic Server Running in Docker and Kubernetes

»  https://blogs.oracle.com/weblogicserver/security-best-practices-for-weblogic-server-

running-in-docker-and-kubernetes
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Troubleshooting

This document describes common issues that may occur during the deployment of Oracle
SOA Suite on Kubernetes and the steps to troubleshoot them. Also refer to the FAQs page for
frequent issues and steps to resolve them.

*  Weblogic Kubernetes Operator installation failure

 RCU schema creation failure

*  Domain creation failure

¢ Common domain creation issues

e Server pods not started after applying domain configuration file

* Ingress controller not serving the domain URLs

e Security warnings reported in WebLogic Remote console

« Disable Remote Anonymous RMI T3 and [IOP Requests

WebLogic Kubernetes Operator installation failure
If the WebLogic Kubernetes Operator installation failed with timing out:

*  Check the status of the operator Helm release using the command hel mIs -n
<oper at or - namespace>.

e Check if the operator pod is successfully created in the operator namespace.
» Describe the operator pod using kubect| describe pod <operat or - pod- name> -n
<oper at or - namespace> to identify any obvious errors.

RCU schema creation failure

When creating the RCU schema using cr eat e- r cu- schena. sh, the possible causes for RCU
schema creation failure are:

» Database is not up and running

* Incorrect database connection URL used

* Invalid database credentials used

e Schema prefix already exists

Make sure that all the above causes are reviewed and corrected as needed.

Also drop the existing schema with the same prefix before rerunning the creat e-r cu-
schema. sh with correct values.

Domain creation failure

If the Oracle SOA Suite domain creation fails when running cr eat e- domai n. sh, perform the
following steps to diagnose the issue:

1. Run the following command to diagnose the create domain job:

$ kubect! 1ogs jobs/<domain_job> -n <domai n_nanespace>

Oracle SOA Suite on Kubernetes
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For example:

$ kubect! | ogs jobs/soainfra-create-soa-infra-domin-job -n soans

Also run:

$ kubect| describe pod <domain_j ob> -n <domai n_nanespace>

Use the output to diagnose the problem and resolve the issue.
2. Clean up the failed domain creation:
a. Delete the failed domain creation job in the domain namespace using the command:

kubect| del ete job <domain-creation-job-name> -n
<domai n- nanespace>

b. Delete the contents of the domain home directory.

c. Drop the existing RCU schema.

3. Recreate the domain:

a. Recreate the RCU schema

b. Make sure the Persistent Volume and Persistent Volume Claim used for the domain
are created with correct permissions and bound together.

c. Rerun the create domain script

Common domain creation issues

A common domain creation issue is error

Failed to build JDBC Connection object

in the create domain job logs.

Stack Trace

Configuring the Service Tabl e DataSource...
f mDat abase jdbc: oracl e:thin: @rclcdb. soai nfra- domai n-ns-293-10202010: 1521/
orcl pdbl
CGetting Database Defaults...
Error: getDatabaseDefaults() failed. Do dunpStack() to see details.
Error: runCnd() failed. Do dunpStack() to see details.
Probl em i nvoki ng W.ST - Traceback (innernost |ast):
File "/u0l/weblogic/..2021 10 20 _20 29 37.256759996/ cr eat eSOADon®i n. py", line
943, in?
File "/u0l/weblogic/..2021 10 20 20 29 37.256759996/ cr eat eSOADon®i n. py", line
75, in createSOADomai n
File "/u0l/weblogic/..2021 10 20 20 29 37.256759996/ cr eat eSOADon®i n. py", line
695, in extendSoaB2BDomai n
File "/u0l/weblogic/..2021 10 20 20 29 37.256759996/ cr eat eSOADon®i n. py", line
588, in configureJDBCTenpl at es
File "/tnmp/ WSTO flinel ni 956349269221112379. py", line 267, in
get Dat abaseDef aul t s
File "/tmp/WSTOflinelni 956349269221112379. py", line 19, in command
Failed to build JDBC Connection object:
at
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com or acl e. ci e. domai n. scri pt. j yt hon. CormandExcept i onHandl er. handl eExcepti on( Co
mrandExcept i onHandl er. j ava: 69)

at
com oracl e. ci e. domai n. script.jython. W.Scri pt Cont ext . handl eExcepti on(W.Scri pt Co
ntext.java: 3085)

at
com oracl e. ci e. domai n. script.jython. W.Scri pt Cont ext. runCmd(W.Scri pt Cont ext . j av
a: 738)

at sun. reflect. Generat edMet hodAccessor 152. i nvoke( Unknown Sour ce)

at
sun. refl ect. Del egati ngMet hodAccessor | npl . i nvoke(Del egati ngMet hodAccessor | npl . j
ava: 43)

at java.lang.reflect.Method.invoke(Method. java: 498)
com oracl e. ci e. domai n. scri pt. jython. W.STExcept i on
com oracl e. ci e. domai n. scri pt.jython. W.STException: Cot exception when auto
configuring the schema conponent(s) with data obtained from shadow table
Failed to build JDBC Connection object:
ERROR /u01/webl ogi c/ creat e- domai n-script.sh failed.

This error is reported when there is an issue with database schema access during domain
creation. The possible causes are:

e Incorrect schema name specified in

creat e- donai n-i nput s. yan

* RCU schema credentials specified in the secret

soai nfra-rcu-credential s

are different from the credentials specified while creating the RCU schema using

create-rcu-schems. sh

To resolve these possible causes, check that the schema name and credentials used during
the domain creation are the same as when the RCU schema was created.

Server pods not started after applying domain configuration file

When a domain configuration file (YAML) is deployed and no introspector or server pods are
initiated, as well as there is no mention of the domain in the operator log, ensure that the
domain’s nhamespace has been configured to be managed by WebLogic Kubernetes Operator.

See Namespace management :: WebLogic Kubernetes Operator for details.

The default value is Label Sel ect or. The operator will manage namespaces with Kubernetes
labels that match the label selector defined by your Helm chart configuration
donai nNanespacelLabel Sel ect or attribute, which defaults to webl ogi c- oper at or =enabl ed.
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Verify if the label webl ogi c- oper at or =enabl ed is specified for domain namespace that is to be
managed by the operator, by running the following command:

$ kubect| get ns --sel ector="webl ogi c-oper at or =enabl ed"

For example, if your domain namespace is soans and the preceding command did not list the
soans namespace, then execute the following command for operator to manage the domain
namespace:

$ kubect!| |abel namespace soans webl ogi c- oper at or =enabl ed
Ingress controller not serving the domain URLs

To diagnose this issue:

1. Verify that the Ingress controller is installed successfully. For example, to verify the Traefik
Ingress controller status, run the following command:

$ helmlist -n traefik

NAMVE NAMESPACE REVI SI ON

UPDATED STATUS

CHART APP VERS| ON

traefik traefik 2 2022-11-30

11: 31: 18. 599876918 +0000 UTC depl oyed traefik-20.5.3 v2.9.5
$

2. Verify that the Ingress controller is setup to monitor the domain namespace. For example,
to verify the Traefik Ingress controller manages the soans domain namespace, run the
following command and check the values under namespaces section.

$ hel mget val ues traefik-operator -n traefik
USER- SUPPLI ED VALUES:
kuber net es:

namespaces:

- traefik

- soans

$

3. Verify that the Ingress chart is installed correctly in domain namespace. For example, run
the following command:

$ helmlist -n soans

NAMVE NAMESPACE REVI SI ON

UPDATED STATUS

CHART APP VERSI ON

soai nfra-traefik soans 1 2021-10-27
11:24:31. 7572791 +0000 UTC  depl oyed i ngress-per-domai n-0.1.0
1.0

$

4. \Verify that the Ingress URL paths and hostnames are configured correctly by running the
following commands:
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See the following to see the sample commands and output:

$ kubect| get ingress soainfra-traefik -n soans

NAVE CLASS

HOSTS ADDRESS
PORTS AGE

soainfra-traefik <none> <Hostname> 80 20h

$

$ kubect!| describe ingress soainfra-traefik -n soans

Nane: soainfra-traefik

Namespace: soans

Addr ess:

Default backend: default-http-backend:80 (<error: endpoints "default-http-
backend" not found>)

Rul es
Host Path Backends
<Host nane>
/
consol e soai nfra-adm nserver: 7001 (10.244.0.123:7001)
/em
soai nfra-adm nserver: 7001 (10.244.0.123:7001)
/ webl ogi ¢/
r eady soai nfra-adm nserver: 7001 (10.244.0.123:7001)
/ soa-
infra soai nfra-cl uster-soa-cluster: 8001
(10.244.0. 126: 8001, 10. 244. 0. 127: 8001)
/ soal

conposer soai nfra-cl uster-soa-cluster: 8001
(10.244.0.126: 8001, 10. 244. 0. 127: 8001)
/integration/
workl i stapp  soainfra-cluster-soa-cluster: 8001
(10.244.0.126: 8001, 10. 244. 0. 127: 8001)
/

EssHeal t hCheck soai nfra-cl uster-soa-cl uster: 8001
(10.244.0.126: 8001, 10. 244. 0. 127: 8001)
Annot ati ons: kuber netes. i o/

ingress.class: traefik

met a. hel m sh/
rel ease-nane: soainfra-traefik

met a. hel m sh/
rel ease- namespace: soans
Events: <none>
$

Security warnings reported in WebLogic Remote console

WebLogic Server regularly validates your domain configuration settings against a set of
security configuration guidelines to determine whether the domain meets key security
guidelines recommended by Oracle. If your domain does not meet a recommendation for a
security configuration setting, a warning is logged in the Security Warnings Report in the
WebLogic Remote Console.

See Review Potential Security Issues in Securing a Production Environment for Oracle
WebLogic Server for more information.
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Disable Remote Anhonymous RMI T3 and IIOP Requests

If you see security warning message that Renot e Anonynous RM T3 or |1 OP requests are
enabl ed, resolve this warning by setting Renot eAnonynousRM T3Enabl ed and

Renot eAnonynousRM | | OPEnabl ed attributes to false in domai n. yam with JAVA OPTI ONS before
starting the domain as shown below:

server Pod:
# an (optional) list of environment variable to be set on the servers
env:
- nane: JAVA OPTI ONS
val ue: "-Dwebl ogi c. St dout DebugEnabl ed=f al se - Dwebl ogi c. ssl . Enabl ed=t rue
- Dwebl ogi c. security. SSL. i gnor eHost naneVeri fication=true -
Dwebl ogi c. security. renot eAnonynousRM T3Enabl ed=f al se -
Dwebl ogi c. security. renot eAnonynmousRM | | OPEnabl ed=f al se"

See link for more details.
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