Oracle® Fusion Middleware
Developing Web Applications, Servlets, and
JSPs for Oracle WebLogic Server

15¢ (15.1.1.0.0)
(G28780-01
October 2025

ORACLE"



Oracle Fusion Middleware Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server, 15¢
(15.1.1.0.0)

G28780-01
Copyright © 2007, 2025, Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation
of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find
any errors, please report them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related
documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, then
the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any
programs embedded, installed, or activated on delivered hardware, and modifications of such programs) and Oracle
computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are "commercial
computer software," "commercial computer software documentation," or "limited rights data" pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, reproduction,
duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle
programs (including any operating system, integrated software, any programs embedded, installed, or activated on
delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract. The terms
governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services.
No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk of
personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used
under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc, and the AMD logo
are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information about content, products, and
services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an
applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss,
costs, or damages incurred due to your access to or use of third-party content, products, or services, except as set forth
in an applicable agreement between you and Oracle.



Contents

Preface

Audience

Documentation Accessibility
Diversity and Inclusion
Related Documentation
Conventions

1 Understanding Web Applications, Servlets, and JSPs

The Web Applications Container

Web Applications and Jakarta EE

Web Application Development Key Points
Servlets

Servlets and Jakarta EE

What You Can Do with Servlets

Servlet Development Key Points
Jakarta Server Pages

JSPs and Jakarta EE

What You Can Do with JSPs

Overview of How JSP Requests Are Handled
Web Application Developer Tools

Other Tools
Web Application Security

Limiting the Number of Parameters in an HTTP Request
Avoiding Redirection Attacks
P3P Privacy Protocol
Displaying Special Characters on Linux Browsers
Using HTTP Strict Transport Security

2 Creating and Configuring Web Applications

N N oo oo oo hABD B W W NDNDNRERERFP PR

WebLogic Web Applications and Jakarta EE
Directory Structure
Accessing Information in WEB-INF

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01
Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page i of xii



Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

Directory Structure Example

Main Steps to Create and Configure a Web Application
Step One: Create the Enterprise Application Wrapper

Step Two: Create the Web Application
Step Three: Creating the build.xml File

Step Four: Execute the Split Development Directory Structure Ant Tasks
Configuring How a Client Accesses a Web Application

Configuring Virtual Hosts for Web Applications
Configuring a Channel-based Virtual Host
Configuring a Host-based Virtual Host

Targeting Web Applications to Virtual Hosts

Loading Servlets, Context Listeners, and Filters

Shared Jakarta EE Web Application Libraries

Enabling GZIP Compression for Web Applications

Creating and Configuring Servlets

S o1 oo B~ DA DM OWWWDNDNDDN

What's New and Changed in Servlets
What's New and Changed in Servlet 5.0
What Was New and Changed in Servlet 4.0
Configuring Servlets
Servlet Annotations
Servlet Mapping
Setting Up a Default Servlet
Servlet Initialization Attributes
Writing a Simple HTTP Servlet
Advanced Features
Complete HelloWorldServlet Example
Debugging Servlet Containers
Disabling Access Logging
Usage
Example
Debugging Specific Sessions
Usage

Tracking a Request Handle Footprint
Usage

Creating and Configuring JSPs

© © © © 0 00 0 N N O o & W WN PFP P P

=
o

Configuring Jakarta Server Pages (JSPs)
Registering a JSP as a Servlet
Configuring JSP Tag Libraries

Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page ii of xii



Configuring Welcome Files
Customizing HTTP Error Responses
Determining the Encoding of an HTTP Request
Mapping IANA Character Sets to Java Character Sets
Configuring Implicit Includes at the Beginning and End of JSPs
Configuring JSP Property Groups
JSP Property Group Rules
What You Can Do with JSP Property Groups
Writing JSP Documents Using XML Syntax
How to Use JSP Documents

O o o o1 o o0~ B W wWwDN

Important Information about JSP Documents

5 Using JSF and JSTL

Using JSF and JSTL With Web Applications
Jakarta Server Faces (JSF)
Jakarta Standard Tag Library (JSTL)

6 Configuring Resources in a Web Application

Configuring Resources in a Web Application
Configuring Resources
Referencing External EJBs
More about the ejb-ref* Elements
Referencing Application-Scoped EJBs
Serving Resources from the CLASSPATH with the ClasspathServlet
Using CGI with WebLogic Server
Configuring WebLogic Server to Use CGlI
Requesting a CGI Script
CGI Best Practices

N N oo O o WwNNDN P

7 WebLogic Annotation for Web Components

Servlet Annotation and Dependency Injection
Web Component Classes That Support Annotations
Annotations Supported By a Web Container
Fault Detection and Recovery
Limitations
Annotating Servlets
WLServlet
Attributes
Fault Detection And Recovery

a b~ b DB O DNDNDNDPR

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page iii of xii



WLFilter 5
Attributes 5

Fault Detection and Recovery 6
WLInitParam 6
Attributes 6

8 Servlet Programming Tasks

Initializing a Servlet 1
Initializing a Servlet when WebLogic Server Starts 1
Overriding the init() Method 2
Providing an HTTP Response 2
Retrieving Client Input 4
Methods for Using the HTTP Request 5
Example: Retrieving Input by Using Query Parameters 5
Securing Client Input in Servlets 6
Using a WebLogic Server Utility Method 7
Using Cookies in a Servlet 7
Setting Cookies in an HTTP Servlet 8
Retrieving Cookies in an HTTP Servlet 8
Using Cookies That Are Transmitted by Both HTTP and HTTPS 9
Application Security and Cookies 9
Response Caching 9
Initialization Parameters 10
Using WebLogic Services from an HTTP Servlet 10
Accessing Databases 11
Connecting to a Database Using a DataSource Object 11
Using a Data Source in a Servlet 11
Connecting Directly to a Database Using a JDBC Driver 11
Threading Issues in HTTP Servlets 12
Dispatching Requests to Another Resource 12
Forwarding a Request 13
Including a Request 13
RequestDispatcher and Filters 13
Proxying Requests to Another Web Server 14
Overview of Proxying Requests to Another Web Server 14
Setting Up a Proxy to a Secondary Web Server 14
Sample Deployment Descriptor for the Proxy Servlet 15
Proxy Servlet Parameters 16
Clustering Servlets 17
Referencing a Servlet in a Web Application 17
URL Pattern Matching 18

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01
Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page iv of xii



The SimpleApacheURLMatchMap Utility 18

A Future Response Model for HTTP Servlets 18
Abstract Asynchronous Servlet 19
doRequest 19
doResponse 19
doTimeOut 20

Future Response Servlet 21

o Using Sessions and Session Persistence

Overview of HTTP Sessions 1
Setting Up Session Management 1
HTTP Session Properties 1
Session Timeout 1
Configuring WebLogic Server Session Cookies 2
Configuring Application Cookies That Outlive a Session 2
Logging Out 2
Enabling Web Applications to Share the Same Session 3
Limiting Number of Concurrent Requests for a Session 3
Configuring Session Persistence 3
Attributes Shared by Different Types of Session Persistence 4
Using Memory-based, Single-server, Non-replicated Persistent Storage 4
Using File-based Persistent Storage 4
Using a Database for Persistent Storage (JDBC Persistence) 5
Configuring JDBC-based Persistent Storage 5
Caching and Database Updates for JDBC Session Persistence 7
Using Cookie-Based Session Persistence 7
Using URL Rewriting Instead of Cookies 8
Coding Guidelines for URL Rewriting 8
URL Rewriting and Wireless Access Protocol (WAP) 9
Session Tracking from a Servlet 10
A History of Session Tracking 10
Tracking a Session with an HttpSession Object 10
Lifetime of a Session 11
How Session Tracking Works 12
Detecting the Start of a Session 12
Setting and Getting Session Name/Value Attributes 12
Logging Out and Ending a Session 13
Using session.invalidate() for a Single Web Application 13
Implementing Single Sign-On for Multiple Applications 13
Exempting a Web Application for Single Sign-on 14
Configuring Session Tracking 14

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page v of xii



10

11

Using URL Rewriting Instead of Cookies 14
URL Rewriting and Wireless Access Protocol (WAP) 15
Making Sessions Persistent 15
Scenarios to Avoid When Using Sessions 16
Use Serializable Attribute Values 16
Configuring Session Persistence 16
Configuring a Maximum Limit on In-memory Servlet Sessions 16
Enabling Session Memory Overload Protection 16
Application Events and Event Listener Classes
Overview of Application Event Listener Classes 1
Servlet Context Events 1
HTTP Session Events 2
Servlet Request Events 3
Configuring an Event Listener Class 3
Writing an Event Listener Class 4
Templates for Event Listener Classes 4
Servlet Context Event Listener Class Example 4
HTTP Session Attribute Event Listener Class Example 5
Additional Resources 5
Using the HTTP Publish-Subscribe Server
Overview of HTTP Publish-Subscribe Servers 1
How the Pub-Sub Server Works 2
Channels 3
Message Delivery and Order of Delivery Guarantee 3
Examples of Using the HTTP Publish-Subscribe Server 4
Using the HTTP Publish-Subscribe Server: Typical Steps 4
Creating the weblogic-pubsub.xml File 6
Programming Using the Server-Side Pub-Sub APls 7
Overview of the Main API Classes and Interfaces 8
Getting a Pub-Sub Server Instance and Creating a Local Client 8
Publishing Messages to a Channel 9
Subscribing to a Channel 9
Configuring and Programming Message Filter Chains 10
Programming the Message Filter Class 10
Configuring the Message Filter Chain 11
Updating a Browser Client to Communicate with the Pub-Sub Server 12
Overriding the Default Servlet Mapping of the pubsub Jakarta EE Library 13
Getting Runtime Information about the Pub-Sub Server and Channels 14

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page vi of xii



12

Enabling Security 14
Use Pub-Sub Constraints 14
Specify Access to Channel Operations 15
Restricting Access to All Channel Operations 16
Opening Access to All Channel Operations 16
Updating a Constraint Requires Redeploy of Web Application 16
Map Roles to Principals 17
Configure SSL for Pub-Sub Communication 17
Additional Security Considerations 18
Use AuthCookieEnabled to Access Resources 18
Locking Down the Pub-Sub Server 18
Advanced Topic: Using JMS as a Provider to Enable Cluster Support 19
Configuring JMS as a Handler 20
Configuring Client Session Failover 22
Advanced Topic: Persisting Messages to Physical Storage 22
Configuring Persistent Channels 23
WebLogic JSP Reference
JSP Tags 1
Defining JSP Versions 2
Rules for Defining a JSP File Version 2
Rules for Defining a Tag File Version 3
Reserved Words for Implicit Objects 3
Directives for WebLogic JSP 4
Using the page Directive to Set Character Encoding 5
Using the taglib Directive 5
Declarations 5
Scriptlets 5
Expressions 6
Example of a JSP with HTML and Embedded Java 6
Actions 7
Using JavaBeans in JSP 8
Instantiating the JavaBean Object 8
Doing Setup Work at JavaBean Instantiation 8
Using the JavaBean Object 9
Defining the Scope of a JavaBean Object 9
Forwarding Requests 9
Including Requests 10
JSP Expression Language 10
Expressions and Attribute Values 10
Expressions and Template Text 11

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page vii of xii



JSP Expression Language Implicit Objects 12

JSP Expression Language Literals and Operators 13
Literals 13
Errors, Warnings, Default Values 13
Operators 13
Operator Precedence 14

JSP Expression Language Reserved Words 14

JSP Expression Language Named Variables 15

Securing User-Supplied Data in JSPs 15
Using a WebLogic Server Utility Method 16

Using Sessions with JSP 16

Deploying Applets from JSP 17

Using the WebLogic JSP Compiler 18
JSP Compiler Syntax 18
JSP Compiler Options 19
Precompiling JSPs 21

Using the JSPClassServlet 21
13 Filters

Overview of Filters 1
How Filters Work 1
Uses for Filters 1

Writing a Filter Class 2

Configuring Filters 2
Configuring a Filter 2
Configuring a Chain of Filters 3

Filtering the Servlet Response Object 4

Additional Resources 4

14  Using WebLogic JSP Form Validation Tags

Overview of WebLogic JSP Form Validation Tags 1

Validation Tag Attribute Reference 1
<wl:summary> 1
<wl:form> 2
<wl:validator> 3

Using WebLogic JSP Form Validation Tags in a JSP 3

Creating HTML Forms Using the <wl:form> Tag 4
Defining a Single Form 4
Defining Multiple Forms 5
Re-Displaying the Values in a Field When Validation Returns Errors 5

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page viii of xii



Re-Displaying a Value Using the <input> Tag
Re-Displaying a Value Using the Apache Jakarta <input:text> Tag
Using a Custom Validator Class
Extending the CustomizableAdapter Class
Sample User-Written Validator Class

N N o o 0o o

Sample JSP with Validator Tags

15  Using Custom WebLogic JSP Tags (cache, process, repeat)

Overview of WebLogic Custom JSP Tags
Using the WebLogic Custom Tags in a Web Application
Cache Tag
Refreshing a Cache
Flushing a Cache
Process Tag

D O NN PP P

Repeat Tag

16 Using the WebLogic EJB to JSP Integration Tool

Overview of the WebLogic EJB-to-JSP Integration Tool
Basic Operation

Interface Source Files

Build Options Panel

Troubleshooting

Using EJB Tags on a JSP Page

EJB Home Methods

Stateful Session and Entity Beans

Default Attributes

a b A W W DNDNPEFP P

A web.xml Deployment Descriptor Elements

web.xml Namespace Declaration and Schema Location A-1
context-param A-1
description A-3
display-name A-3
distributable A-3
ejb-local-ref A-4
ejb-ref A-5
env-entry A-5
error-page A-6
filter A-7
filter-mapping A-7

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page ix of xii



icon A-8
jsp-config A-9
taglib A-9
jsp-property-group A-10
listener A-11
login-config A-12
form-login-config A-12
message-destination-ref A-13
mime-mapping A-14
resource-env-ref A-14
resource-ref A-15
security-constraint A-16
web-resource-collection A-16
auth-constraint A-17
user-data-constraint A-17
security-role A-18
servlet A-18
icon A-19
init-param A-20
security-role-ref A-20
servlet-mapping A-21
session-config A-22
web-app A-23
welcome-file-list A-23
B weblogic.xml Deployment Descriptor Elements
weblogic.xml Namespace Declaration and Schema Location B-1
async-descriptor B-1
async-work-manager B-1
auth-filter B-2
charset-params B-2
charset-mapping B-2
input-charset B-3
container-descriptor B-3
access-logging-disabled B-3
allow-all-roles B-3
check-auth-on-forward B-3
client-cert-proxy-enabled B-4
container-initializer-enabled B-4
default-mime-type B-5
disable-implicit-servlet-mappings B-5

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01
Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page x of xii



filter-dispatched-requests-enabled B-5

gzip-compression B-5
index-directory-enabled B-6
index-directory-sort-by B-6
langtag-revision B-7
minimum-native-file-size B-7
native-io-enabled B-7
optimistic-serialization B-7
prefer-application-packages B-8
prefer-application-resources B-8
prefer-forward-query-string B-9
prefer-web-inf-classes B-9
redirect-with-absolute-url B-9
referer-validation B-9
relogin-enabled B-10
require-admin-traffic B-10
resource-reload-check-secs B-11
save-sessions-enabled B-11
servlet-reload-check-secs B-11
session-monitoring-enabled B-11
show-archived-real-path-enabled B-11
single-threaded-servlet-pool-size B-12
temp-dir B-12
context-root B-12
description B-13
ejb-reference-description B-13
fast-swap B-13
jsp-descriptor B-13
library-ref B-16
logging B-16
ready-registration B-18
resource-description B-19
resource-env-description B-19
run-as-role-assignment B-19
security-permission B-20
security-role-assignment B-20
service-reference-description B-21
servlet-descriptor B-22
session-descriptor B-22
url-match-map B-28
virtual-directory-mapping B-29
weblogic-version B-29

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page xi of xii



Developing
G28780-01

wl-dispatch-policy B-30
work-manager B-30
Backward Compatibility Flags B-31
Compatibility with ISP 2.0 Web Applications B-32
JSP Behavior and Buffer Suffix B-32
Implicit Servlet 2.5 Package Imports B-32
Web Container Global Configuration B-32
Support for GlassFish Deployment Descriptors
Web Application Best Practices
CGI Best Practices D-1
Servlet Best Practices D-1
Best Practice When Subclassing ServletResponseWrapper D-1
HTTP Proxy Servlet Parameters
Debug E-1
DebugConfiginfo E-1
DefaultFileName E-2
FileCaching E-2
KeepAliveEnabled E-3
KeepAliveSecs E-3
MaxPostSize E-3
PathPrepend E-3
PathTrim E-4
SecureProxy E-4
WebLogicHost E-5
WebLogicPort E-5
WLCookieName E-5
WLIOTimeoutSecs E-5
WLLogFile E-6
WLProxyPassThrough E-6
WLProxySSL E-6
WLProxySSLPassThrough E-6

Index

Web Applications, Servlets, and JSPs for Oracle WebLogic Server

Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page xii of xii



ORACLE

Preface

Audience

This document is a resource for software developers who develop Web applications and
components such as HTTP servlets and Jakarta Server Pages (JSPs) for deployment on
WebLogic Server.

This document is also a resource for Web application users and deployers. It also contains
information that is useful for business analysts and system architects who are evaluating
WebLogic Server or considering the use of WebLogic Server Web applications for a particular
application.

The topics in this document are relevant during the design and development phases of a
software project. The document also includes topics that are useful in solving application
problems that are discovered during test and pre-production phases of a project.

This document does not address production phase administration, monitoring, or performance
tuning topics. For links to WebLogic Server documentation and resources for these topics, see
Related Documentation.

It is assumed that the reader is familiar with Jakarta EE and Web application concepts. This
document emphasizes the value-added features provided by WebLogic Server Web
applications and key information about how to use WebLogic Server features and facilities to
get a Web application up and running .

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.
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Related Documentation

This document contains Web application-specific design and development information.

For comprehensive guidelines for developing, deploying, and monitoring WebLogic Server
applications, see the following documents:

*  Developing Applications for Oracle WebLogic Server is a guide to developing WebLogic
Server applications.

*  Deploying Applications to Oracle WebLogic Server is the primary source of information
about deploying WebLogic Server applications.

e Upgrading Oracle WebLogic Server contains information about Web applications, JSP, and
servlet compatibility with previous WebLogic Server releases.

*  For more information about Jakarta application development, referto https://
j akarta. ee/ specifications/depl oynment/

Samples and Tutorials

Oracle provides a variety of code examples and tutorials that show WebLogic Server
configuration and API use, and provide practical instructions on how to perform key
development tasks. For more information, see Sample Applications and Code Examples in
Understanding Oracle WebLogic Server.

Oracle provides several web application, servlet, and JSP examples with this release of
WebLogic Server. Oracle recommends that you run these web application examples before
developing your own web applications.

New and Changed WebLogic Server Features

For a comprehensive listing of the new WebLogic Server features introduced in this release,
see What's New in Oracle WebLogic Server.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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Understanding Web Applications, Servlets,
and JSPs

Learn about WebLogic Server Web applications, servlets, and Jakarta Server Pages (JSPs).
This chapter includes the following sections:

The Web Applications Container

A Web application contains an application's resources, such as servlets, Jakarta Server Pages
(JSPs), JSP tag libraries, and any static resources such as HTML pages and image files. A
Web application adds service-refs (Web services) and message-destination-refs (JMS
destinations/queues) to an application. It can also define links to outside resources such as
Jakarta Enterprise Beans (EJBS).

Web Applications and Jakarta EE

The Jakarta EE programming model employs metadata annotations which simplify the
application development process by allowing a developer to specify within the Java class itself
how the application component behaves in the container, requests for dependency injection,
and so on. Annotations are an alternative to deployment descriptors that were required by
older versions of enterprise applications (Java EE 1.4 and earlier).

With Jakarta EE annotations, the standard appl i cati on. xml and web. xn deployment
descriptors are optional. The Jakarta EE programming model uses the JDK annotations
feature for Web containers, such as EJBs, servlets, Web applications, and JSPs.

However, Web applications deployed on WebLogic Server can still use a standard Jakarta EE
deployment descriptor file and a WebLogic-specific deployment descriptor file to define their
resources and operating attributes.

Web Application Development Key Points

JSPs and HTTP servlets can access all services and APIs available in WebLogic Server.
These services include EJBs, database connections by way of JDBC, JMS services, XML, and
more.

A Web archive (WAR file) contains the files that make up a Web application. A WAR file is
deployed as a unit on one or more WebLogic Server instances. A WAR file deployed to
WebLogic Server always includes the following files:

e One servlet or Jakarta Server Page (JSP), along with any helper classes.

e Anoptional web. xnl deployment descriptor, which is a Jakarta EE standard XML
document that describes the contents of a WAR file.

* Awebl ogi c. xml deployment descriptor, which is an XML document containing WebLogic
Server-specific elements for Web applications.

e A WAR file can also include HTML or XML pages and supporting files such as image and
multimedia files.
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Servlets

The WAR file can be deployed alone or packaged in an enterprise application archive (EAR
file) with other application components. If deployed alone, the archive must end with a . war
extension. If deployed in an EAR file, the archive must end with an . ear extension.

Oracle recommends that you package and deploy your standalone Web applications as part of
an enterprise application. This is an Oracle best practice which allows for easier application
migration, additions, and changes. Also, packaging your applications as part of an enterprise
application allows you to take advantage of the split development directory structure, which
provides a number of benefits over the traditional single directory structure.

@® Note

If you are deploying a directory in exploded format (not archived), do not name the
directory . ear, . j ar, and such. For more information on archived format, see Web
Application Developer Tools.

A servlet is a Java class that runs in a Java-enabled server. An HTTP servlet is a special type
of servlet that handles an HTTP request and provides an HTTP response, usually in the form
of an HTML page. The most common use of WebLogic HTTP servlets is to create interactive
applications using standard Web browsers for the client-side presentation while WebLogic
Server handles the business logic as a server-side process. WebLogic HTTP servlets can
access databases, EJBs, messaging APIs, HTTP sessions, and other facilities of WebLogic
Server.

Servlets and Jakarta EE

WebLogic Server fully supports HTTP servlets as defined in the Jakarta Servlet 5.0
specification at https: //j akarta. ee/ specifications/servlet/5.0/.HTTP servlets form an
integral part of the Jakarta EE standard.

With Jakarta EE metadata annotations, the standard web. xm deployment descriptor is
optional. The servlet specification states annotations can be defined on certain Web
components, such as servlets, filters, listeners, and tag handlers. The annotations are used to
declare dependencies on external resources. The container will detect annotations on such
components and inject necessary dependencies before the component's life cycle methods are
invoked. See WebLogic Annotation for Web Components.

The servlet specification defines the implementation of the servlet API and the method by
which servlets are deployed in enterprise applications. Deploying servlets on a Jakarta EE-
compliant server, such as WebLogic Server, is accomplished by packaging the servlets and
other resources that make up an enterprise application into a single unit, the Web application.
A Web application utilizes a specific directory structure to contain its resources and a
deployment descriptor that defines how these resources interact and how the application is
accessed by a client. See The Web Applications Container.

What You Can Do with Servlets

» Create dynamic Web pages that use HTML forms to get end-user input and provide HTML
pages that respond to that input. Examples of this utilization include online shopping carts,
financial services, and personalized content.
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Chapter 1
Jakarta Server Pages

* Create collaborative systems such as online conferencing.

* Have access to a variety of APIs and features by using servlets running in WebLogic
Server. For example:

— Session tracking—Allows a Web site to track a user's progress across multiple Web
pages. This functionality supports Web sites such as e-commerce sites that use
shopping carts. WebLogic Server supports session persistence to a database,
providing failover between server down time and session sharing between clustered
servers. For more information see Session Tracking from a Servlet.

— JDBC drivers—JDBC drivers provide basic database access. With WebLogic Server's
multi-tier JDBC implementations, you can take advantage of connection pools, server-
side data caching, and transactions. For more information see Accessing Databases.

— Jakarta Enterprise Beans—Servlets can use Jakarta Enterprise Beans (EJBs) to
encapsulate sessions, data from databases, and other functionality. See Referencing
External EJBs, More about the ejb-ref* Elements, and Referencing Application-Scoped
EJBs.

— Jakarta Messaging Service (JMS)—JMS allows your servlets to exchange messages
with other servlets and Java programs. See Developing JMS Applications for Oracle
WebLogic Server.

— Jakarta JDK APIs—Servlets can use the standard Jakarta JDK APIs.

— Forwarding requests—Servlets can forward a request to another servlet or other
resource. Forwarding a Request.

» Easily deploy servlets written for any Jakarta EE-compliant servlet engine to WebLogic
Server.

Servlet Development Key Points

The following are a few key points relating to servlet development:

e Programmers of HTTP servlets utilize a standard Jakarta API, j akarta. servlet. http, to
create interactive applications.

e HTTP servlets can read HTTP headers and write HTML coding to deliver a response to a
browser client.

* Servlets are deployed to WebLogic Server as part of a Web application. A Web application
is a grouping of application components such as servlet classes, Jakarta Server Pages
(JSPs), static HTML pages, images, and security.

Jakarta Server Pages

Jakarta Server Pages (JSPs) are defined by a specification for combining Java with HTML to
provide dynamic content for Web pages. When you create dynamic content, JSPs are more
convenient to write than HTTP servlets because they allow you to embed Java code directly
into your HTML pages, in contrast with HTTP servlets, in which you embed HTML inside Java
code.

WebLogic JSP supports the Jakarta Server Pages 3.0 specification. JSPs are Web pages
coded with an extended HTML that makes it possible to embed Java code in a Web page.
JSPs can call custom Java classes, called t agl i bs, using HTML-like tags. The WebLogic appc
compiler webl ogi c. appc generates JSPs and validates descriptors. You can also precompile
JSPs into the VEB- | NF/ cl asses/ directory or as a JAR file under WEB- | NF/ | i b/ and package
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the servlet class in the Web archive to avoid compiling in the server. Servlets and JSPs may
require additional helper classes to be deployed with the Web application.

JSPs enable you to separate the dynamic content of a Web page from its presentation. It
caters to two different types of developers: HTML developers, who are responsible for the
graphical design of the page, and Java developers, who handle the development of software to
create the dynamic content.

JSPs and Jakarta EE

WebLogic JSP supports the Jakarta Server Pages specification at htt ps: //j akart a. ee/
specifications/pages/3.0/.

* An expression language (EL) syntax that allows deferred evaluation of expressions,
enables using expressions to both get and set data and to invoke methods, and facilitates
customizing the resolution of a variable or property referenced by an expression.

*  Support for resource injection through annotations to simplify configuring access to
resources and environment data.

e Complete alignment of JSF technology tags and JSP software code.

Because JSPs are part of the Jakarta EE standard, you can deploy JSPs on a variety of
platforms, including WebLogic Server. In addition, third-party vendors and application
developers can provide JavaBean components and define custom JSP tags that can be
referenced from a JSP page to provide dynamic content.

What You Can Do with JSPs

*  Combine Java with HTML to provide dynamic content for Web pages.
e Call custom Java classes, called t agl i bs, using HTML-like tags.

e Embed Java code directly into your HTML pages, in contrast with HTTP servlets, in which
you embed HTML inside Java code.

e Separate the dynamic content of a Web page from its presentation.

Overview of How JSP Requests Are Handled

WebLogic Server handles JSP requests in the following sequence:

1. A browser requests a page with a . j sp file extension from WebLogic Server.
2. WebLogic Server reads the request.

3. Using the JSP compiler, WebLogic Server converts the JSP into a servlet class that
implements the j akarta. servl et. | sp. JspPage interface. The JSP file is compiled only
when the page is first requested, or when the JSP file has been updated and has a more
recent timestamp. Otherwise, the previously compiled JSP servlet class is re-used, making
subsequent responses much quicker.

4. The generated JspPage servl et class is invoked to handle the browser request.

It is also possible to invoke the JSP compiler directly without making a request from a browser.
For details, see Using the WebLogic JSP Compiler.

Because the JSP compiler creates a Java servlet as its first step, you can look at the Java files
it produces, or even register the generated JspPage servl et class as an HTTP servlet. See
Servlets.
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Web Application Developer Tools

Oracle provides Oracle JDeveloper to help simplify the creating, testing, debugging, and
deploying of servlets, JSP, JSF-based Web applications.

Oracle JDeveloper is an enterprise IDE providing a unified development experience for Oracle
Fusion Middleware products.

Oracle JDeveloper provides advanced code editor features, collaborative teamwork
development, visual development and debugging, and streamlined deployment capabilities.

Other Tools

You can use the WebLogic Ant utilities to create skeleton deployment descriptors. These
utilities are Java classes shipped with your WebLogic Server distribution. The Ant task looks at
a directory containing a Web application and creates deployment descriptors based on the files
it finds in the Web application. Because the Ant utility does not have information about all
desired configurations and mappings for your Web application, the skeleton deployment
descriptors the utility creates are incomplete. After the utility creates the skeleton deployment
descriptors, you can use a text editor or an XML editor to edit the deployment descriptors and
complete the configuration of your Web application.

Web Application Security

You can secure a Web application by restricting access to certain URL patterns in the Web
application or programmatically using security calls in your servlet code.

At run time, your user name and password are authenticated using the applicable security
realm for the Web application. Authorization is verified according to the security constraints
configured in web. xnl or the external policies that might have been created for the Web
application.

At run time, the WebLogic Server active security realm applies the Web application security
constraints to the specified Web application resources. Note that a security realm is shared
across multiple virtual hosts.

For detailed instructions and an example on configuring security in Web applications, see
Securing Resources Using Roles and Policies for Oracle WebLogic Server. For more
information on WebLogic security, refer to Developing Applications with the WebLogic Security
Service.

Limiting the Number of Parameters in an HTTP Request

You can prevent overloading the WebLogic Server domain with excessive parameters in HTTP
requests by setting the MaxRequest Par anet er Count attribute on the WebSer ver MBean. This
attribute limits the number of parameters allowed in a request. The default value of

MaxRequest Par amet er Count is 10,000. If the number of parameters on an incoming HTTP
request exceeds the maximum value set in the MaxRequest Par anet er Count attribute, then the
following error is logged:

<Error> <Servl et Cont ext > <BEA- 000000> <Rej ecting request since max request paraneter
limt exceeded 10000>

You can set this parameter either on the \\ebSer ver MBean or on the Vi rt ual Host MBean. Use
WLST online to set this attribute as shown in the following examples:
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e Using the WebServer MBean

connect (' <admi n_user>', "' <adm n_pwd>", "' <adm n_url>")
edit()

startEdit()

cd(' Servers/<server_name>')

co. get WebSer ver () . set MaxRequest Par arret er Count ( 1000)
save()

activate()

exit()

* Using the Vi rtual Host MBean

connect (' <admi n_user>', "' <adm n_pwd>", ' <adm n_url>")
edit()

startEdit()

cd(' Virtual Hosts/ <virtual _host>")

cno. set MaxRequest Par anet er Count ( 1000)

save()

activate()

exit()

@® Note

If you have set MaxRequest Par anet er Count on the WebAppCont ai ner MBean, Oracle
recommends setting the attribute on the WebSer ver MBean instead.

Avoiding Redirection Attacks

When a request on a Web application is redirected to another location, the Host header
contained in the request is used by default in the Location header that is generated for the
response. Because the Host header can be spoofed—that is, corrupted to contain a different
host name and other parameters—this behavior can be exploited to launch a redirection attack
on a third party.

To prevent the likelihood of this occurrence, set the Front endHost attribute on either the
WebServerMBean or ClusterMBean to specify the host to which all redirected URLs are sent.
The host specified in the Front endHost attribute will be used in the Location header of the
response instead of the one contained in the original request.

See Front endHost in MBean Reference for Oracle WebLogic Server.

P3P Privacy Protocol

The Platform for Privacy Preferences (P3P) provides a way for Web sites to publish their
privacy policies in a machine-readable syntax. The WebLogic Server Web application
container can support P3P.

There are three ways to tell the browser about the location of the p3p. xn file:

* Place a policy reference file in the "well-known location" (at the location / w3c/ p3p. xm on
the site).

e Add an extra HTTP header to each response from the Web site giving the location of the
policy reference file.

e Place a link to the policy reference file in each HTML page on the site.
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For more detailed information, see ht t p://ww. w3. or g/ TR/ p3pdepl oynment #Locat i ng_ PRF.

Displaying Special Characters on Linux Browsers

To display special characters on Linux browsers, set the JVM's fi | e. encodi ng system
property to | SO8859 1. For example, java -Dfil e. encodi ng=I S08859 1 webl ogi c. Server.

For a complete listing, see htt ps: //docs. oracl e. conf en/j aval/javase/ 17/intl/support ed-
encodi ngs. htm .

Using HTTP Strict Transport Security

HTTP Strict Transport Security (HSTS) is a web security policy mechanism that allows a web
server to be configured so that web browsers, or other user agents, can access the server
using only secure connections, such as HTTPS. Web servers declare this policy using the
Strict-Transport-Security HTTP response header field.

The HSTS policy Strict-Transport-Security HTTP response header directs browsers to
communicate with the web server only over secure transport such as TLS/SSL, for a specified
expiration time. The HSTS policy may also specify whether the policy applies to subdomains of
the host's domain name. When a browser receives and processes the HSTS header, it
remembers the web server and automatically uses HTTPS for all future access to the server.
Any attempts to access the web server using HTTP are automatically converted to HTTPS
requests instead.

@ Note

If an application uses a mix of both HTTP and HTTPS, or some resources in an
application can only be accessed using HTTP, then the application will be broken after
you enable HSTS on WebLogic Server. To ensure that your applications continue to
work after enabling HSTS, ensure that all pages in the application can be accessed
using HTTPS. If any pages are hard-coded to be accessible only using HTTP, then
they should be updated to be accessible using HTTPS.

WebLogic Server provides system properties to enable HSTS, and to customize the response
header:

e -Dwebl ogi c. http. headers. enabl eHSTS={t r ue| f al se} - enables HSTS. The default is
fal se.

e -Dwebl ogi c. http. headers. hst's. maxage=max- age- seconds - sets the policy expiration
time. The default is 31536000 seconds (one year).

o -Dwebl ogic. http. headers. hsts. incl udesubdomai ns={true|fal se} - specifies whether
the HSTS policy applies to the subdomains of the host domain. The default is t r ue.

e -Dwebl ogic. http. headers. hsts. prel oad={true|fal se} - specifies whether the domain is
requesting inclusion in the HSTS preload list maintained by Google. The default is t r ue. All
sites approved for inclusion are hardcoded into this list and can only be accessed using
HTTPS in Chrome and other browsers.

For details about these system properties, see HTTP Strict Transport Security in Command
Reference for Oracle WebLogic Server.

For more information about HSTS, see the following documents:
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e HTTP Strict Transport Security (HSTS) standard at https://tools.ietf.org/htm/
rfc6797

e Strict-Transport-Security on MDN Web Docs at ht t ps: // devel oper. mozi |l a. org/ en- US/
docs/ Wb/ HTTP/ Headers/ Strict-Transport - Security
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Creating and Configuring Web Applications

Learn how to create and configure WebLogic Web applications.
This chapter includes the following sections:

WebLogic Web Applications and Jakarta EE

The Jakarta EE programming model employs metadata annotations which simplify the
application development process by allowing a developer to specify within the Java class itself
how the application component behaves in the container, requests for dependency injection,
and so on. Annotations are an alternative to deployment descriptors that were required by
older versions of enterprise applications (Java EE 1.4 and eatrlier).

With Jakarta EE annotations, the standard appl i cati on. xm and web. xm deployment
descriptors are optional. The Jakarta EE programming model uses the JDK annotations
feature for Web containers, such as EJBs, servlets, Web applications, and JSPs. See
WebL ogic Annotation for Web Components.

However, Web applications deployed on WebLogic Server can still use a standard deployment
descriptor file and a WebLogic-specific deployment descriptor file to define their resources and
operating attributes.

Directory Structure

Web applications use a standard directory structure defined in the Jakarta EE specification.
You can deploy a Web application as a collection of files that use this directory structure,
known as exploded directory format, or as an archived file called a WAR file. Oracle
recommends that you package and deploy your exploded Web application as part of an
enterprise application. This is an Oracle best practice which allows for easier application
migration, additions, and changes. Also, packaging your Web application as part of an
enterprise application allows you to take advantage of the split development directory
structure, which provides a number of benefits over the traditional single directory structure.

The VEB- | NF directory contains the deployment descriptors for the Web application (web. xm
and webl ogi c. xm ) and two subdirectories for storing compiled Java classes and library JAR
files. These subdirectories are respectively named cl asses and | i b. JSP taglibs are stored in
the VEEB- | NF directory at the top level of the staging directory. The Java classes include
servlets, helper classes and, if desired, precompiled JSPs.

All servlets, classes, static files, and other resources belonging to a Web application are
organized under a directory hierarchy.

The entire directory, once staged, is bundled into a WAR file using the j ar command. The
WAR file can be deployed alone or as part of an enterprise application (recommended) with
other application components, including other Web applications, EJB components, and
WebLogic Server components.

JSP pages and HTTP servlets can access all services and APIs available in WebLogic Server.
These services include EJBs, database connections through JDBC, JMS services, XML, and
more.
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Accessing Information in WEB-INF

The VEB- | NF directory is not part of the public document tree of the application. No file
contained in the VEB- | NF directory can be served directly to a client by the container. However,
the contents of the WEB- | NF directory are visible to servlet code using the get Resour ce and

get Resour ceAsSt rean() method calls on the Ser vl et Cont ext or includes/forwards using the
RequestDispatcher. Hence, if the application developer needs access, from servlet code, to
application specific configuration information that should not be exposed directly to the Web
client, the application developer may place it under this directory.

Since requests are matched to resource mappings in a case-sensitive manner, client requests
for "/ WEB- | NF/ f 00", "/ VEEb- i Nf / f 00", for example, should not result in contents of the Web
application located under / WEB- | NF being returned, nor any form of directory listing thereof.

Directory Structure Example

The following is an example of a Web application directory structure, in which ny\WebApp/ is the
staging directory:

Example 2-1 Web Application Directory Structure

nmyVebApp/
VAEB- | NF/
web. xm
webl ogi c. xn
l'ib/
MyLib.jar
cl asses/
MyPackage/
M/Servl et. cl ass
i ndex. htm
i ndex. j sp

Main Steps to Create and Configure a Web Application

Learn how to create a Web application as part of an enterprise application using the split
development directory structure.

See Creating a Split Development Directory Environment, Building Applications In a Split
Development Directory, and Deploying and Packaging From a Split Development Directory in
Developing Applications for Oracle WebLogic Server.

You may want to use developer tools included with WebLogic Server for creating and
configuring Web applications. See Web Application Developer Tools.

Step One: Create the Enterprise Application Wrapper

1. Create a directory for your root EAR file:
\'src\ nyEAR\
2. Set your environment as follows:

*  On Windows, execute the set W.SEnv. cmd command, located in the directory
W._HOME\ server\ bi n\, where W._HOME is the top-level directory in which WebLogic
Server is installed.
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e On UNIX, execute the set W.SEnv. sh command, located in the directory W._ HOVE/
server/bin/, where W._HOME is the top-level directory in which WebLogic Server is
installed.

@® Note

On UNIX operating systems, the set W.SEnv. sh command does not set the
environment variables in all command shells. Oracle recommends that you
execute this command using the Korn shell or bash shell.

3. Package your enterprise application in the \ src\ nyEAR\ directory as follows:

a. Place the enterprise applications descriptors (appl i cati on. xml and webl ogi c-
application.xn ) inthe META- | NF\ directory. See Enterprise Application Deployment
Descriptors in Developing Applications for Oracle WebLogic Server.

b. Edit the deployment descriptors as needed to fine-tune the behavior of your enterprise
application. See Web Application Developer Tools.

c. Place the enterprise application . j ar files in:

\'src\ nyEAR\ APP- | NF\ | i b\

Step Two: Create the Web Application

1. Create a directory for your Web application in the root of your EAR file:
\'src\ nyEAR\ nyVW\ebApp
2. Package your Web application in the \ sr c\ nyEAR\ ny\WebApp\ directory as follows:

a. Place the Web application descriptors (web. xm and webl ogi c. xm ) in the
\'src\ nyEAR\ myWebApp\ VEB- | NF\ directory. See weblogic.xml Deployment Descriptor
Elements.

b. Edit the deployment descriptors as needed to fine-tune the behavior of your enterprise
application. See Web Application Developer Tools.

c. Place all HTML files, JSPs, images and any other files referenced by the Web
application pages in the root of the Web application:

\'src\ nyEAR\ nyWebApp\ i mages\ nyi nage. j pg
\'src\ nyEAR\ nyV\ebApp\ | ogi n.j sp
\'src\ nyEAR\ nyWebApp\i ndex. ht m

d. Place your Web application Java source files (servlets, tag libs, other classes
referenced by servlets or tag libs) in:

\'src\ nyEAR\ nyWebApp\ VEB- | NF\ sr ¢\

Step Three: Creating the build.xml File

Once you have set up your directory structure, you create the bui | d. xm file using the
webl ogi c. Bui | dXMLGen utility.

Step Four: Execute the Split Development Directory Structure Ant Tasks

1. Execute the wl conpi | e Ant task to invoke the j avac compiler. This compiles your Web
application Java components into an output directory: / bui | d/ myEAR/ WEB- | NF/ ¢l asses.
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2. Execute W appc Ant task to invoke the appc compiler. This compiles any JSPs and
container-specific EJB classes for deployment.

3. Execute the wl depl oy Ant task to deploy your Web application as part of an archived or
exploded EAR to WebLogic Server.

4. |If this is a production environment (rather than development), execute the W package Ant
task to package your Web application as part of an archived or exploded EAR.

@ Note

The wl package Ant task places compiled versions of your Java source files in the
build directory. For example: / bui | d/ nyEAR/ nyWebApp/ cl asses.

Configuring How a Client Accesses a Web Application

You construct the URL that a client uses to access a Web application using a specific pattern.

http://hoststring/ ContextPath/servl et Pat h/ pat hl nf o

Where

e hoststring is either a host name that is mapped to a virtual host or host name: port Nunber .
» Cont ext Pat h is the name of your Web application.

e servletPath is a servlet that is mapped to the servl et Pat h.

* pathl nfo is the remaining portion of the URL, typically a file name.

If you are using virtual hosting, you can substitute the virtual host name for the hoststring
portion of the URL.

Configuring Virtual Hosts for Web Applications

WebLogic Server supports two methods for configuring virtual hosts for Web applications.

Configuring a Channel-based Virtual Host

The following is an example of how to configure a channel-based virtual host:

<Virtual Host Name="channel 1vh" Net wor kAccessPoi nt =" Channel 1" Tar get s="nyserver"/>
<Virtual Host Name="channel 2vh" Net wor kAccessPoi nt =" Channel 2" Tar get s="nyserver"/>

Where Channel 1 and Channel 2 are the names of Net wor kAccessPoi nt configured in the
config.xm file. Net wor kAccessPoi nt represents the dedicated server channel name for which
the virtual host serves HTTP requests. If the Net wor kAccessPoi nt for a given HTTP request
does not match the Net wor kAccessPoi nt of any virtual host, the incoming HOST header is
matched with the Vi rt ual Host Names in order to resolve the correct virtual host. If an incoming
request does not match a virtual host, the request will be served by the default Web server.

Configuring a Host-based Virtual Host

The following is an example of how to configure a host-based virtual host:
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<Virtual Host Nanme="cokevh" Targets="nyserver" Virtual Host Names="coke"/>
<Virtual Host Name="pepsivh" Targets="nyserver" Virtual Host Names="pepsi"/>

Targeting Web Applications to Virtual Hosts

A Web application component can be targeted to servers and virtual hosts using the WebLogic
Remote Console.

If you are migrating from previous versions of WebLogic Server, note that in the confi g. xn
file, all Web application targets must be specified in the targets attribute. The targets attribute
has replaced the virtual hosts attribute and a virtual host cannot have the same name as a
server or cluster in the same domain. The following is an example of how to target a Web
application to a virtual host:

<AppDepl oynment name="t est - app" Sour cepat h="/nyapps/test-app. ear">
<SubDepl oynent Nanme="t est - webappl.war" Targets="virutal host-1"/>
<SubDepl oynment Nanme="t est - webapp2. war" Target s="virtual host-2"/>

</ AppDepI oynent >

Loading Servlets, Context Listeners, and Filters

Servlets, context listeners, and filters are loaded and destroyed in a certain order:
Order of loading:

1. Context listeners
2. Filters
3. Servlets

Order of destruction:

1. Servlets
2. Filters
3. Context listeners

Servlets and filters are loaded in the same order they are defined in the web. xnl file and
unloaded in reverse order. Context listeners are loaded in the following order:

1. All context listeners in the web. xm file in the order as specified in the file

2. Packaged JAR files containing tag library descriptors

3. Tag library descriptors in the VIEB- | NF directory

Shared Jakarta EE Web Application Libraries

A Jakarta EE Web application library is a standalone Web application module registered with
the Jakarta EE application container upon deployment. With WebLogic Server, multiple Web
applications can easily share a single Web application module or collection of modules.

A Web application may reference one or more Web application libraries, but cannot reference
other library types (EJBs, EAR files, plain JAR files). Web application libraries are Web
application modules deployed as libraries. They are referenced from the webl ogi c. xn file
using the same syntax that is used to reference application libraries in the webl ogi c-
application.xnl file, except that the <cont ext - r oot > element is ignored.
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At deployment time, the classpath of each referenced library is appended to the Web
application's classpath. Therefore, the search for all resources and classes occurs first in the
original Web application and then in the referenced library.

The deployment tools, appc, wicompile, and BuildXMLGen support libraries at the Web
application level in the same way they support libraries at the application level. For more
information about shared Jakarta EE libraries and their deployment, see Creating Shared
Jakarta EE Libraries and Optional Packages in Developing Applications for Oracle WebLogic
Server.

Enabling GZIP Compression for Web Applications

The WebLogic Server Web container supports HTTP content-encoding GZIP compression,
which is part of HTTP/1.1. With GZIP compression, you can reduce the size of the data that a
Web browser has to download, improving network bandwidth.

For general information about content-encoding and GZIP compression, see the Hypertext
Transfer Protocol HTTP/1.1 Specification.

You can enable and configure content-encoding GZIP compression at the domain level or Web
application level.

To set domain-wide values for GZIP compression support, use WLST to configure the following
attributes of the Gzi pConpr essi onMBean under the WebAppCont ai ner MBean:

Table 2-1 Domain-Level GZIP Compression Attributes

. _________________________________________________________________________________|
Attribute Description Default Value

&i pConpr essi onEnabl ed Enables GZIP compression for all fal se
Web applications in the domain.

&i pConpr essi onM nConpr ess Specifies the minimum file size to 2048
i onCont ent Lengt h trigger compression in Web
applications.

This attribute allows you to
bypass small-sized resources
where compression would not
yield a great return but use
unnecessary CPU.

&zi pConpr essi onCont ent Type Specifies the type of contentto ~ "text/htm , text/xm,
be included compression. text/plain"

To configure GZIP compression for a specific Web application, use the gzip-
compression element in the weblogic.xml deployment descriptor container-descriptor element.
See gzip-compression.

Application-level values override domain-level values. Therefore, any gzi p-
conpr essi on values set in webl ogi ¢c. xn take precedence over domain-wide values set in
the &zi pConpr essi onMBean or default values.

WebLogic Server determines the GZIP compression attribute value to use based on the
following override hierarchy:

e If you do not configure GZIP compression in the individual Web
application webl ogi c. xm file or in the domain-wide Gzi pConpr essi onMBean, then the
domain default value is used.
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* If you configure GZIP compression in the domain-wide Gzi pConpr essi onMBean, then the
MBean value overrides the default value. The Gzi pConpr essi onMBeanval ue is used.

* If you configure GZIP compression in the individual Web application webl ogi c. xn file,
then the webl ogi c. xm file overrides the Gzi pConpr essi onMBean value and the default
value. The Web application webl ogi c. xm value is used.

You can track compression statistics, such as CPUs used, original content length, GZIP
content length, and the compression ratio, by enabling the HTTPDebugLogger debug flag, which
tracks information about these statistics in existing server log files. If HTTPDebugLogger is not
enabled, these statistics are not tracked. To enabl eHTTPDebuglLogger, set -

Dwebl ogi c. debug. DebugHt t p=t rue in JAVA_OPTI ONS in the server start script.
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Creating and Configuring Servlets

Learn about what is new and changed in recent servlet specifications, and how to create and
configure servlets.
This chapter includes the following sections:

What's New and Changed in Servlets

These sections summarize the changes in the servlet programming model and requirements.

What's New and Changed in Servlet 5.0

WebLogic Server supports the Jakarta Servlet 5.0 specification (see https://jakarta. ee/
specifications/servlet/5.0/). There is no significant change in the servlet specification
between 4.0 and 5.0, other than moving from j avax. * to j akart a. * package naming. To
upgrade to Jakarta Servlet 5.0, you must use Jakarta EE 9 and you must alter j avax. *
packages imports to j akart a. * packages. Also, if you are using any other libraries, you must
use a compatible version.

Oracle recommends using Rewrite WebLogic recipes to apply the changes required to upgrade
your applications to WebLogic Server 15.1.1.0.0 and Jakarta EE 9.1, such as to:

e Transform applications from j avax to the j akart a namespace.

e Transform deployment descriptors with Jakarta schema.

e Upgrade applications from Java 8 or 11 to Java 17 or 21.

» ldentify deprecated or removed WebLogic Server and Java APIs.
e Upgrade WebLogic Maven properties versions.

* Upgrade Spring 5.x applications to Spring Framework 6.x.

For more information about using WebLogic OpenRewrite recipes for your WebLogic
applications, see the WebLogic Server application upgrade tooling Documentation.

What Was New and Changed in Servlet 4.0

WebLogic Server supports the Jakarta Servlet 4.0 specification (see https://jakarta. ee/
specifications/servlet/4.0/), which introduces the following new features:

e Support for HTTP/2—HTTP/2 enables a more efficient use of network resources and a
reduced perception of latency by introducing header field compression and allowing
multiple concurrent exchanges on the same connection. It also introduces an unsolicited
push of representations from servers to clients.

— Server Push—Server push is the most visible of the improvements in HTTP/2 to
appear in the servlet API. All of the new features in HTTP/2, including server push, are
aimed at improving the perceived performance of the web browsing experience.
Server push is the ability of the server to anticipate what will be needed by the client in
advance of the client’s request. It lets the server pre-populate the browser’s cache in
advance of the browser asking for the resource to put in the cache. For example,
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servers might know that whenever a browser requests i ndex. ht m , it will shortly
thereafter request header. gi f, footer. gi f, and styl e. css. Servers can preemptively
start sending the bytes of these assets along with the bytes of the i ndex. htm .

To use server push, obtain a reference to a PushBui | der from an
Ht t pSer vl et Request , edit the builder as desired, then call push() .

PushBui | der pb = req. newPushBui | der ();
pb. path("bar.jpg");
pb. push();

— HTTP/2 configuration parameters via a new Ht t p2Conf i gMBean.

e HTTP Trailer support—HTTP trailer is a collection of a special type of HTTP headers that
comes after the response body. The trailer response header allows the sender to include
additional fields at the end of chunked messages in order to supply metadata that might be
dynamically generated while the message body is sent, such as a message integrity
check, digital signature, or post-processing status.

e Mapping Discovery—Every mapping that causes a servlet to be activated, regardless of
whether or not servlet filters are involved, is discoverable at runtime using the Servlet
Mapping API. The method get Ht t pSer vl et Mappi ng() on Htt pSer vl et Request returns an
Ht t pSer vl et Mappi ng implementation that provides information for the mapping that caused
the current servlet to be invoked. As with the included and forwarded request parameters,
Ht t pSer vl et Mappi ng is not available for servlets that have been obtained with a call to
Servl et Cont ext . get NamedDi spat cher ().

e Servlet examples—When you install WebLogic Server examples, the examples source
code is placed in the EXAMPLES_HOME\ exanpl es\ sr c\ exanpl es\j avaee8\ servl et directory.
The default path is ORACLE_HOVE\ Wl ser ver\ sanpl es\ server . From this directory, you can
access the source code and instruction files for the Servlet 4.0 code examples without
having to set up the samples domain.

The ORACLE_HOME\ user _proj ect s\ domai ns\wl _server directory contains the WebLogic
Server examples domain; it contains your applications and the XML configuration files that
define how your applications and Oracle WebLogic Server will behave, as well as startup
and environment scripts. For more information about the WebLogic Server code examples,
see Sample Applications and Code Examples in Understanding Oracle WebLogic Server.

— Server Push - demonstrates how to build a HTTP/2 server push request and push a
resource to the client.

EXAMPLES_HOME/ exanpl es/ src/ exanpl es/ j avaee8/ servl et/ server - push

— HTTP Trailer - demonstrates how to use the HTTP trailer API. The servlet consumes
HTTP trailer from the request and produces HTTP trailer for the response.

EXAMPLES_HOME/ exanpl es/ src/ exanpl es/j avaee8/ servl et/ trail er

— Mapping Discovery - demonstrates how to use Ht t pSer vl et Mappi ng to handle a
series of hyperlinks that explore the various values for the properties of
Ht t pSer vl et Mappi ng.

EXAMPLES_HOME/ exanpl es/ src/ exanpl es/ j avaee8/ ser vl et / mappi ng- di scovery

Configuring Servlets

Learn how to configure servlets using Jakarta EE metadata annotations versus deployment
descriptors, and how to use servlet mapping in a Web application.
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Servlet Annotations

With Jakarta EE metadata annotations, the standard web. xm deployment descriptor is
optional. The servlet specification states annotations can be defined on certain Web
components, such as servlets, filters, listeners, and tag handlers. The annotations are used to
declare dependencies on external resources. The container will detect annotations on such
components and inject necessary dependencies before the component's life cycle methods are
invoked. See WebLogic Annotation for Web Components.

However, you can also define servlets as a part of a Web application in several entries in the
standard Web application deployment descriptor, web. xm . The web. xnl file is located in the
VEB- | NF directory of your Web application.

The first entry, under the root ser vl et element in web. xn , defines a name for the servlet and
specifies the compiled class that executes the servlet. (Or, instead of specifying a servlet class,
you can specify a JSP.) The servl et element also contains definitions for initialization
attributes and security roles for the servlet.

The second entry in web. xn , under the ser vl et - mappi ng element, defines the URL pattern
that calls this servlet.

Servlet Mapping

Servlet mapping controls how you access a servlet. The following examples demonstrate how
you can use servlet mapping in your Web application. In the examples, a set of servlet
configurations and mappings (from the web. xml deployment descriptor) is followed by a table
(see Table 3-1) showing the URLs used to invoke these servlets.

Example 3-1 Servlet Mapping Example

<servl et>
<servl et - name>wat er mel on</ ser vl et - name>
<servl et-class>nyservl ets. wat er mel on</ servl et -cl ass>
</servlet>
<servl et>
<servl et - name>gar den</ servl et - nane>
<servl et-class>nyservl ets. garden</servl et -cl ass>
</servlet>
<servlet>
<servl et - name>| i st </ servl et - nane>
<servl et-class>nyservl ets.list</servlet-class>
</servlet>
<servlet>
<servl et - name>ki wi </ servl et - nane>
<servl et-class>nyservl ets. kiw </servlet-class>
</servlet>
<servl et - mappi ng>
<servl et - name>wat er mel on</ ser vl et - name>
<url-pattern>/fruit/summer/*</url-pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
<servl et - name>gar den</ servl et - nane>
<url-pattern>/seeds/*</url-pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
<servl et - name>| i st </ servl et - nane>
<url-pattern>/seedlist</url-pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
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<servl et - name>ki wi </ servl et - nane>
<url-pattern>*.abc</url-pattern>
</ servl et - mappi ng>

Table 3-1 url-patterns and Servlet Invocation
]

URL Servlet Invoked

http://host: port/nywebapp/ wat er mel on

fruit/sumrer/index. htn

http://host: port/nmywebapp/ wat er el on

fruit/sumrer/index. abc

http://host: port/nywebapp/ list

seedl i st

http://host: port/nywebapp/ The default servlet, if configured, or an HTTP 404 File Not
seedlist/index.htm Found error message.

If the mapping for the | i st servlet had been / seedl i st *,
the | i st servlet would be invoked.

http://host: port/nywebapp/ ki wi
seedl i st/ pear. abc If the mapping for the list servlet had been / seedl i st *, the
list servlet would be invoked.

http://host: port/ nywebapp/ seeds garden

http://host: port/ mywebapp/ garden
seeds/ i ndex. ht m

http://host: port/nywebapp/ ki wi

i ndex. abc

Setting Up a Default Servlet

Each Web application has a default serviet. This default servlet can be a servlet that you
specify, or, if you do not specify a default servlet, WebLogic Server uses an internal servlet
called the Fi | eServl et as the default servlet.

You can register any servlet as the default servlet. Writing your own default servlet allows you
to use your own logic to decide how to handle a request that falls back to the default servlet.

Setting up a default servlet replaces the Fi | eServl et and should be done carefully because
the Fi |l eServl et is used to serve most files, such as text files, HTML file, image files, and
more. If you expect your default servlet to serve such files, you will need to write that
functionality into your default servlet.

To set up a user-defined default servlet:

1. Define your servlet as described in Configuring How a Client Accesses a Web Application.

2. Add a servlet-mapping with url-pattern ="/ " as follows:

<servl et - mappi ng>

<servl et - name>MyOamnDef aul t Servl et </ ser vl et - name>
<url-pattern>/nyservlet/*(</url-pattern>

</ servl et - mappi ng>

3. If you still want the Fi | eSer vl et to serve files with other extensions:

a. Define a servlet and give it a <ser vl et - name>, for example nyFi | eSer vl et .
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b. Define the <servl et -cl ass> as webl ogi c. servlet.FileServlet.

c. Using the <ser vl et - mappi ng> element, map file extensions to the nyFi | eSer vl et (in
addition to the mappings for your default servlet). For example, if you want the
myFil eServl et to serve.gif files, map*.gif tothenyFileServlet.

@® Note

The Fi | eServl et includes the SERVLET PATH when determining the source
filename if the docHone parameter (deprecated in this release) is not specified.
As a result, it is possible to explicitly serve only files from specific directories
by mapping the Fi | eServl et to /dir/*, etc.

Servlet Initialization Attributes

You define initialization attributes for servlets in the Web application deployment descriptor,
web. xn , in the i ni t - par amelement of the servl et element, using par am nanme and par am
val ue tags. The web. xn file is located in the VEB- | NF directory of your Web application.

For example:
Example 3-2 Example of Configuring Servlet Initialization Attributes in web.xml

<servl et>
<servl et - name>Hel | oWr | d2</ ser vl et - name>
<servl et -cl ass>exanpl es. servl ets. Hel | oWr| d2</ servl et - cl ass>
<init-paranp
<par am nane>gr eet i ng</ par am nane>
<par am val ue>\Wel cone</ par am val ue>
</init-paranp
<init-paranp
<par am nane>per son</ par am nane>
<par am val ue>\WebLogi ¢ Devel oper </ param val ue>
</init-paranp
</servlet>

Writing a Simple HTTP Servlet

Examine a procedure for writing a simple HTTP servlet, which prints out the message Hel | o
Vor | d.

A complete code example (the Hel | oWor | dSer vl et) illustrating these steps is included at the
end of this section. Additional information about using various Jakarta EE and WebLogic
Server services such as JDBC, RMI, and JMS, in your servlet are discussed later in this
document.

1. Import the appropriate package and classes, including the following:

import jakarta.servlet.*;
import jakarta.servlet.http.*;
import java.io.*;

2. Extendjakarta.servlet.http.HtpServlet.For example:
public class Hell oWrl dServl et extends HttpServlet{

3. Implement a servi ce() method.
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The main function of a servlet is to accept an HTTP request from a Web browser, and
return an HTTP response. This work is done by the servi ce() method of your servlet.
Service methods include response objects used to create output and request objects used
to receive data from the client.

You may have seen other servlet examples implement the doPost () and/or doGet ()
methods. These methods reply only to POST or GET requests; if you want to handle all
request types from a single method, your servlet can simply implement the servi ce()
method. (However, if you choose to implement the servi ce() method, you cannot
implement the doPost () or doGet () methods, unless you call super. servi ce() atthe
beginning of the servi ce() method.) The HTTP servlet specification describes other
methods used to handle other request types, but all of these methods are collectively
referred to as service methods.

All the service methods take the same parameter arguments. An Ht t pSer vl et Request
provides information about the request, and your servlet uses an Ht t pSer vl et Response to
reply to the HTTP client. The service method looks like the following:

public void service(HtpServl et Request req,
Ht t pSer vl et Response res) throws | CException

{
Set the content type, as follows:

res.set Content Type("text/htm");
Get areferencetoajava.io.PrintWiter object to use for output, as follows:
PrintWiter out = res.getWiter();

Create some HTML using the printl n() method on the PrintWiter object, as shown in
the following example:

out.println("<htm ><head><title>Hello World!</title></head>");
out. println("<body><hl>Hel | o Worl d! </ hl></body></htm >");

}
}

Compile the servlet, as follows:
a. Set up a development environment shell with the correct classpath and path settings.

b. From the directory containing the Java source code for your servlet, compile your
servlet into the VEB- | NF/ cl asses directory of the Web application that contains your
servlet. For example:

javac -d /myWebApplication/VEB-|NF/ cl asses nyServlet.java
Deploy the servlet as part of a Web application hosted on WebLogic Server.
Call the servlet from a browser.
The URL you use to call a servlet is determined by:
e The name of the Web application containing the servlet and

e The name of the servlet as mapped in the deployment descriptor of the Web
application. Request parameters can also be included in the URL used to call a
servlet.

Generally the URL for a servlet conforms to the following:

http://host: port/webApplicati onNanme/ mappedSer vl et Nane?par anet er

The components of the URL are defined as follows:

e host is the name of the machine running WebLogic Server.
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e port is the port at which the above machine is listening for HTTP requests.
* webApplicationNane is the name of the Web application containing the servlet.

e paraneters are one or more name-value pairs containing information sent from the
browser that can be used in your servlet.

For example, to use a Web browser to call the Hel | oWr | dServl et (the example featured
in this document), which is deployed in the exanpl es\WebApp and served from a WebLogic
Server running on your machine, enter the following URL:

http://1 ocal host: 7001/ exanpl es\WebApp/ Hel | oWr | dSer vl et

The host : port portion of the URL can be replaced by a DNS name that is mapped to
WebLogic Server.

Advanced Features

Examine the steps create a basic servlet. You will probably also use more advanced features
of servlets.

Handling HTML form data—HTTP servlets can receive and process data received from a
browser client in HTML forms.

— Retrieving Client Input

Application design—HTTP servlets offer many ways to design your application. The
following sections provide detailed information about writing servlets:

— Providing an HTTP Response

— Threading Issues in HTTP Servlets

— Dispatching Requests to Another Resource

Initializing a servlet—if your servlet needs to initialize data, accept initialization arguments,
or perform other actions when the servlet is initialized, you can override the i ni t ()
method.

— Initializing a Servlet

Use of sessions and persistence in your servlet—sessions and persistence allow you to
track your users within and between HTTP sessions. Session management includes the
use of cookies. See the following sections:

— Session Tracking from a Servlet

— Using Cookies in a Servlet

— Configuring Session Persistence

Use of WebLogic services in your servlet—WebLogic Server provides a variety of services
and APls that you can use in your Web applications. These services include JDBC drivers,
JDBC database connection pools, Jakarta Messaging (JMS), Enterprise JavaBeans (EJB),
and Remote Method Invocation (RMI). See the following sections:

— Using WebLogic Services from an HTTP Servlet

— Accessing Databases

Complete HelloWorldServlet Example

Examine the complete Java source code for the example used in the preceding procedure.
The example is a simple servlet that provides a response to an HTTP request.
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Later in this document, this example is expanded to illustrate how to use HTTP parameters,
cookies, and session tracking.

Example 3-3 HelloWorldServiet.java

import jakarta.servlet.*;
import jakarta.servlet.http.*;
import java.io.*;
public class Hell owrldServlet extends HtpServlet {
public void service(HtpServl et Request req,
Ht t pSer vl et Response res)
throws | CException

/1l Must set the content type first
res.set Content Type("text/htm");
/1 Now obtain a PrintWiter to insert HTM. into
PrintWiter out = res.getWiter();
out.println("<htm ><head><title>" +
"Hello World!</title></head>");
out. println("<body><hl>Hel o Wrl d!</h1></body></htm >");
}
}

You can find the source code and instructions for compiling and running examples in the
ORACLE_HOVE\ W server\ sanpl es\ server\ exanpl es\ src\ exanpl es\splitdir\helloWrldEar
directory of your WebLogic Server distribution, whereORACLE_HOME represents the directory in
which you installed WebLogic Server. For more information about the WebLogic Server code
examples, see Sample Applications and Code Examples in Understanding Oracle WebLogic
Server.

Debugging Servlet Containers

Learn about the debugging options available in the WebLogic Server servlet container:

Disabling Access Logging

Usage

Logging access for servlets can be expensive with regard to server performance. Therefore, in
cases where access logging is not required, you can improve performance by disabling logging
to the access log file.

The optional access- | oggi ng- di sabl ed property in the cont ai ner - descri ptor in
webl ogi c. xm can be used to specify whether access logging for an underlying Web
application is disabled.

e If the property is set as t r ue, then application accesses are not logged.

« If the property is not defined or is set as f al se, then application accesses are logged.

@® Note

The access- | oggi ng- di sabl ed property functions at the Web application level.
Therefore, if it is defined in a Web application, it does not affect other Web
applications. This property works under both development mode and production
mode.
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@® Note

To disable logging for internal applications, use this property,
webl ogi c. servl et. | oggi ng. Logl nt er nal AppAccess=f al se.

Example

The following example demonstrates how to disable access logging:

<?xm version="1.0" encodi ng="1S0O 8859-1"?>

<webl ogi c-web-app xm ns="http://xm ns. oracl e. com webl ogi c/ webl ogi c- web- app" >
<cont ai ner - descri pt or>

<access- | oggi ng- di sabl ed>t rue</ access- | oggi ng- di sabl ed>

</ cont ai ner - descri pt or >

</ webl ogi c- web- app>

Debugging Specific Sessions

Tracking session change is very helpful when developing applications, especially for replicated
sessions. Although you can utilize Ht t pSessi onAttri but eLi st ener to track session changes
at the Web application level, developers need a finer-grained debugging option to track
session changes during a specific request.

Usage

The w _debug_sessi on request attribute or a same-named session attribute can log attribute
changes in the current session. When either flag is used, the container logs the modifications
of the underlying session in the server log.

You can enable specific session debugging by using either of the following methods:
e Setthew _debug_sessi on attribute to the current session, as follows:
e session.setAttribute('w _debug_session', Bool ean. TRUE);

e Usethew _debug_sessi on attribute in the request query string as the indicator. The
container adds aw _debug_sessi on session attribute to the current session, as shown in
the following example:

http://1ocal host/foocontext/foo?w _debug_sessi on

To stop debugging a session, you can simply remove the wl _debug_sessi on attribute.

@® Note

This feature is available only in development mode. The severity of the debug
message is at the debug level. You need to adjust the severity of the logger to debug or
lower for the system logger to output the debug message to the server log file.

Tracking a Request Handle Footprint

Tracking a request handle footprint is very helpful while in application development mode. For
example, when debugging an application, you need to know many pieces of information. This
includes such information as: what request is received, how it is dispatched, what session it is
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bound to it, when the servlet is invoked, and what response is sent. Finally, when a
Servl et Excepti on occurs, you need a way to link the exception to corresponding request to
find the root cause of the error.

Usage

The WebLogic Server servlet container provides more detailed log messages during request
handling to better describe each milestone in a request flow. No additional configuration
changes are required other than enabling the DebugHt t p logger.

You can then find the footprint of a request handle in the server log. Once in production mode,
you should disable DebugHt t p logger to maximize server performance.
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Creating and Configuring JSPs

Learn how to create and configure Jakarta Server Pages (JSPSs).
This chapter includes the following sections:

Configuring Jakarta Server Pages (JSPs)

In order to deploy JSPs files, you must place them in the root (or in a subdirectory below the
root) of a Web application. You define JSP configuration parameters in subelements of the
j sp-descri ptor element in the WebLogic-specific deployment descriptor, webl ogi c. xn .

These parameters define the following functionality:

e Options for the JSP compiler

e Debugging

e How often WebLogic Server checks for updated JSPs that need to be recompiled
e Character encoding

For a complete description of these subelements, see jsp-descriptor.

Registering a JSP as a Servlet

You can register a JSP as a servlet using the servl et element of the Jakarta EE standard
deployment descriptor web. xnl . (The web. xn file is located in the VEB- | NF directory of your
Web application.) A servlet container maintains a map of the servlets known to it. This map is
used to resolve requests that are made to the container. Adding entries into this map is known
as "registering" a servlet. You add entries to this map by referencing a servl et elementin
web. xm through the ser vl et - mappi ng entry.

A JSP is a type of servlet; registering a JSP is a special case of registering a servlet. Normally,
JSPs are implicitly registered the first time you invoke them, based on the name of the JSP file.
Therefore, the myJSPfi | e. j sp file would be registered as nyJSPfil e. j sp in the mapping table.
You can implicitly register JSPs, as illustrated in the following example. In this example, you
request the JSP with the name / mai n instead of the implicit name myJSPfil e. | sp.

In this example, a URL containing / mai n will invoke nyJSPfil e.j sp:

<servlet>
<servl et - name>nyFoo</ ser vl et - name>
<jsp-file>myJSPfile.jsp</jsp-file>
</servlet>
<servl et - mappi ng>
<servl et - name>nyFoo</ ser vl et - name>
<url-pattern>/main</url-pattern>
</ servl et - mappi ng>

Registering a JSP as a servlet allows you to specify the load order, initialization attributes, and
security roles for a JSP, just as you would for a servlet.
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Configuring JSP Tag Libraries

WebLogic Server lets you create and use custom JSP tags. Custom JSP tags are Java classes
you can call from within a JSP page. To create custom JSP tags, you place them in a tag
library and define their behavior in a tag library descriptor (TLD) file. You make this TLD
available to the Web application containing the JSP by defining it in the Web application
deployment descriptor. It is a good idea to place the TLD file in the VEB- | NF directory of your
Web application, because that directory is never available publicly.

In the Web application deployment descriptor, you define a URI pattern for the tag library. This
URI pattern must match the value in the taglib directive in your JSP pages. You also define the
location of the TLD. For example, if the taglib directive in the JSP page is:

<U@taglib uri="nyTaglib" prefix="taglib" %

and the TLD s located in the WEB- | NF directory of your Web application, you would create the
following entry in the Web application deployment descriptor:

<j sp-config>

<taglib>

<taglib-uri>nyTaglib</taglib-uri>
<tablig-1ocation>WEB- | NF/ nyTLD. t| d</taglib-1ocation>
</taglib>

</jsp-config>

You can also deploy a tag library as a . j ar file.

For more information on creating custom JSP tag libraries, see Developing JSP Tag
Extensions for Oracle WebLogic Server.

WebLogic Server also includes several custom JSP tags that you can use in your applications.
These tags perform caching, facilitate query attribute-based flow control, and facilitate
iterations over sets of objects. See:

» Using Custom WebLogic JSP Tags (cache, process, repeat)

* Using WebLogic JSP Form Validation Tags

Configuring Welcome Files

Web application developers can define an ordered list of partial URIs called welcome files in
the Web application deployment descriptor. The purpose of this mechanism is to allow the
deployer to specify an ordered list of partial URIs for the container to use for appending to
URIs when there is a request for a URI that corresponds to a directory entry in the WAR not
mapped to a Web component. This feature can make your site easier to use, because the user
can type a URL without giving a specific filename.

® Note

Welcome files can be JSPs, static pages, or servlets.

Welcome files are defined at the Web application level. If your server is hosting multiple Web
applications, you need to define welcome files separately for each Web application. You define
welcome files using the wel come-file-Iist elementinweb. xm . (The web. xnl file is located in
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the VIEB- | NF directory of your Web application.) The following is an example welcome file
configuration:

Example 4-1 Welcome File Example

<servl et>

<servl et - name>Wel comeSer vl et </ servl et - name>

<servl et -cl ass>f 0o. bar. Wl conmeSer vl et </ servl et -cl ass>
</servlet>

<servl et - mappi ng>
<servl et - name>\\e| coneSer vl et </ ser vl et - name>
<url-pattern>*.foo</url-pattern>

</ servl et - mappi ng>

<wel come-file-list>
<wel conme-fil e>/ wel cone. f oo</ wel conme-file>
</wel come-file-list>

For more information on welcome files, see the servlet 5.0 specification, section 10.10 at
https://jakarta.ee/specifications/servlet/5.0/jakarta-servlet-spec-5.0#wel cone-
files.

Customizing HTTP Error Responses

You can configure WebLogic Server to respond with your own custom Web pages or other
HTTP resources when particular HTTP errors or Java exceptions occur, instead of responding
with the standard WebLogic Server error response pages.

You define custom error pages in the error - page element of the Jakarta EE standard Web
application deployment descriptor, web. xn . (The web. xn file is located in the WEB- | NF
directory of your Web application.)

Determining the Encoding of an HTTP Request

WebLogic Server converts binary (bytes) data contained in an HTTP request to the correct
encoding expected by the servlet. The incoming post data might be encoded in a particular
encoding that must be converted to the correct encoding on the server side for use in methods
such as request . get Parameter(..).

There are two ways you can define the code set:

e For a POST operation, you can set the encoding in the HTML <f or n»> tag. For example,
this form tag sets SJI S as the character set for the content:

<form action="http://sone. exanpl e. conl myWebApp/ f oo/ i ndex. ht m ">
<i nput type="application/x-wwformurlencoded; charset=SJIS">
</formp

When the form is read by WebLogic Server, it processes the data using the SJI S character
set.

* Because all Web clients do not transmit the information after the semicolon in the above
example, you can set the code set to be used for requests by using the i nput - char set
element in the WebLogic-specific deployment descriptor, webl ogi ¢. xm .

The j ava- char set - nane subelement defines the encoding used to convert data when the
URL of the request contains the path specified with the r esour ce- pat h subelement.
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This following example ensures that all request parameters that map to the pattern / f oo/ *
are encoded using the Java character set SJIS.

<i nput - char set >

<resour ce- pat h>/ f oo/ *</ resour ce- pat h>

<j ava- char set - name>SJ| S</ j ava- char set - name>
</input-charset>

This method works for both GET and POST operations.

Mapping IANA Character Sets to Java Character Sets

The names assigned by the Internet Assigned Numbers Authority (IANA) to describe character
sets are sometimes different from the names used by Java. Because all HTTP communication
uses the IANA character set names and these names are not always the same, WebLogic
Server internally maps IANA character set names to Java character set names and can usually
determine the correct mapping. However, you can resolve any ambiguities by explicitly
mapping an IANA character set to the name of a Java character set.

To map on IANA character set to a Java character, set the character set names in the
char set - mappi ng element of the WebLogic-specific deployment descriptor, webl ogi ¢c. xm .
Define the IANA character set name in the i ana- char set - nane element and the Java
character set name in the j ava- char set - nane element. See charset-mapping.

For example:

<char set - mappi ng>
<i ana- char set - name>Shi ft - JI S</ i ana- char set - nane>
<j ava- char set - name>SJI S</ j ava- char set - name>

</ char set - mappi ng>

Configuring Implicit Includes at the Beginning and End of JSPs

You can implicitly include preludes (also called headers) and codas (also called footers) for a
group of JSP pages by adding <i ncl ude- pr el ude> and <i ncl ude- coda> elements respectively
within a <j sp- pr opert y- gr oup> element in the Web application web. xml deployment
descriptor. Their values are context-relative paths that must correspond to elements in the Web
application. When the elements are present, the given paths are automatically included (as in
an include directive) at the beginning and end of each JSP page in the property group
respectively. When there is more than one include or coda element in a group, they are
included in the order they appear. When more than one JSP property group applies to a JSP
page, the corresponding elements will be processed in the same order as they appear in the
JSP configuration section.

Consider the following files: / t enpl at e/ prel ude. j spf and /tenpl at e/ coda. j spf. These files
are used to include code at the beginning and end of each file in the following example:

Example 4-2 Implicit Includes

<j sp-config>
<j sp- property-group>

<di spl ay- name>WebLogi cSer ver </ di spl ay- name>
<url-pattern>*.jsp</url-pattern>
<el -i gnored>f al se</ el -i gnor ed>
<scripting-invalid>fal se</scripting-invalid>
<is-xm >fal se</is-xm >
<incl ude-prel ude>/t enpl at e/ prel ude. j spf </i ncl ude- prel ude>
<i ncl ude- coda>/t enpl at e/ coda. j spf </i ncl ude- coda>
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</j sp-property-group>
</jsp-config>

Configuring JSP Property Groups

A JSP property group is a collection of properties that apply to a set of files representing JSP
pages. You define these properties in one or more subelements of the j sp- property-group
element in the web. xm deployment descriptor.

Most properties defined in a JSP property group apply to an entire translation unit, that is, the
requested JSP file that is matched by its URL pattern and all the files it includes by way of the
include directive. The exception is the page- encodi ng property, which applies separately to
each JSP file matched by its URL pattern. The applicability of a JSP property group is defined
through one or more URL patterns. URL patterns use the same syntax as defined in chapter
12, Mapping Requests to Servlets of the servlet 5.0 specification, but are bound at translation
time. All the properties in the property group apply to the resources in the Web application that
match any of the URL patterns. There is an implicit property—that of being a JSP file. JSP
property groups do not affect tag files.

JSP Property Group Rules

The following are some rules that apply to JSP property groups:

e If aresource matches a URL pattern in both a ser vl et - nappi ng and a j sp- property-
group, the pattern that is most specific applies (following the same rules as the servlet
specification).

« If the URL patterns are identical, the j sp- property- group takes precedence over the
servl et - mappi ng.

» |If atleast one j sp- property-group contains the most specific matching URL pattern, the
resource is considered to be a JSP file, and the properties in that j sp- property-group

apply.

e If aresource is considered to be a JSP file, all i ncl ude- prel ude and i ncl ude- coda
properties apply from all the j sp- pr operty- gr oup elements with matching URL patterns.
See Configuring Implicit Includes at the Beginning and End of JSPs.

What You Can Do with JSP Property Groups

You can configure the j sp- property- group to do the following:

e Indicate that a resource is a JSP file (implicit).

*  Control disabling of JSP expression language (JSP EL) evaluation.
e Control disabling of Scripting elements.

* Indicate page Encoding information.

* Prelude and Coda automatic includes.

* Indicate that a resource is a JSP document.

For more information on JSP property groups, see chapter 3, "JSP Configuration," of the JSP
3.0 specification at htt ps: //j akarta. ee/ speci fi cati ons/ pages/3. 0/ akarta-server-
pages- spec- 3. 0#j sp-confi gurati on.
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Writing JSP Documents Using XML Syntax

The JSP 3.0 specification improves upon the concept of JSP documents by allowing them to
leverage XML syntax. Also, JSP documents have been extended to use property groups. A
JSP document is a JSP page written using XML syntax. JSP documents need to be described
as such, either implicitly or explicitly, to the JSP container, which then processes them as XML
documents, checking for well-formedness and applying requests like entity declarations, if
present. JSP documents are used to generate dynamic content using the standard JSP
semantics.

The following is an example of a simple JSP document that generates, using the JSP standard
tag library, an XML document that has t abl e as the root element. The table element has three
r ow subelements containing values 1, 2, and 3.

Example 4-3 Simple JSP Document

<t abl e>

<c: forEach

xm ns:c="http://java. sun.con jsp/jstl/core"
var="counter" begin="1" end="3">

<row>${ count er} </ r ow>

</ c: forEach>

</tabl e>

How to Use JSP Documents

You can use JSP documents in a number of ways including the following:

e JSP documents can be passed directly to the JSP container. This is becoming more
important as more and more content is authored in XML. The generated content may be
sent directly to a client or it may be part of some XML processing pipeline.

e JSP documents can be manipulated by XML-aware tools.

e JSP documents can be generated from textual representations by applying an XML
transformation, such as XSLT.

e A JSP document can be generated automatically, for example, by serializing some objects.

Important Information about JSP Documents

The following are some important pieces of information pertaining to JSP documents:

* By default, files with the filename extension . j spx or . t agx are treated as JSP documents
in the XML syntax.

e JSP property groups defined in the web. xm deployment descriptor can control which files
in the Web application can be treated as being in the XML syntax. See Configuring JSP
Property Groups.

o If a JSP file starts with <j sp: root >, then it is used in the XML syntax.
* XML namespaces are used instead of <%@ agl i b% taglib tags (xm ns: prefix="...").

e The<jsp:scriptlet>, <jsp:declaration>and <j sp: expressi on> tags are used instead
of<%..%,<%...%, and <%. .. %.

e The<jsp:directive. page>and <jsp: directive.include>tags are used instead of
<Y@page% and <% ncl ude%.
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« Inside of attribute values, instead of using <%. . . % to denote an expression, only "% . . %
is used.
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Using JSF and JSTL

Learn how to use Jakarta Server Faces (JSF) and Jakarta Standard Tag Library (JSTL) with
WebLogic Server.
This chapter includes the following sections:

Using JSF and JSTL With Web Applications

JSF and JSTL are an integral part of Jakarta EE and, as such, are incorporated directly into
WebLogic Server. All Jakarta EE technologies are present on the WebLogic Server classpath.
No additional configuration is required to use any of the Jakarta EE technologies in your
applications. Applications deployed to WebLogic Server can seamlessly make use of JSF 3.0
and JSTL 2.0 without requiring you to deploy and reference separate shared libraries.

The Jakarta EE APl JAR file is included in W._HOVE\ W server\server\lib\jakarta.javaee-
api -9. 1. 0. ar, where W._HOVE represents the top-level installation directory for WebLogic
Server.

For information about referencing these shared libraries with your Web applications, see
Creating Shared Jakarta EE Libraries and Optional Packages in Developing Applications for
Oracle WebLogic Server.

Jakarta Server Faces (JSF)

JSF technology simplifies building user interfaces for JavaServer applications. Developers of
various skill levels can quickly build Web applications by: assembling reusable Ul components
in a page, connecting these components to an application data source, and wiring client-
generated events to server-side event handlers.

WebLogic Server supports the JSF 3.0 specification at htt ps: //j akarta. ee/ speci fi cati ons/
faces/ 3. 0/ . WebLogic Server support includes:

» Better CDI integration; a CDI-compatible @/anagedPr operty annotation.

«  Better WebSocket integration; direct support for WebSockets using the new
<f:websocket > tag.

e Ajax method invocation.
* Class-level bean validation using the new <f : val i dat eWhol eBean> tag.
e Java date and time support.

e Enhanced component search expression framework.

These features are described in detail in the Java EE Tutorial at htt ps: //j akarta. ee/ | earn/
docs/j akartaee-tutorial/9.1/intro/overview overview htm andinhttps://github. com
j akart aeel/ f aces.

If you selected to install the server examples with your WebLogic Server installation, the
sample application demonstrates the following key features of JSF:

e Ajax method invocation using the new <h; conmandScri pt > component
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*  CDI converter

e lterable h: dat aTabl e

e CDl for evaluation of JSF-specific EL implicit Objects

e CDl injection

* New Java date and time

e (@hnagedProperty

e lterable ui : repeat

* Class-level bean validation using f : val i dat eWhol eBean
* CDI validator

e WebSocket using f : websocket

The JSF examples are located in

the ORACLE_HOVE\ W ser ver\ sanpl es\ server\ exanpl es\ src\ exanpl es\j avaee8\j sf directory,
where ORACLE_HOME represents the directory in which you installed WebLogic Server.

For more information about the WebLogic Server code examples, see Sample Applications

and Code Examples in Understanding Oracle WebLogic Server.

Jakarta Standard Tag Library (JSTL)

The Jakarta Standard Tag Library (JSTL) encapsulates as simple tags the core functionality
common to many Web applications. JSTL has support for common, structural tasks, such as:

* lteration and conditionals
e Tags for manipulating XML documents
* Internationalization tags

« SQL tags

JSTL also provides a framework for integrating existing custom tags with JSTL tags.

WebLogic Server supports the JSTL 2.0 specification at htt ps: / /| akart a. ee/

specifications/tags/2.0/.
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Configuring Resources in a Web Application

Learn how to configure Web application resources in WebLogic Server.
This chapter includes the following sections:

Configuring Resources in a Web Application

The resources that you use in a Web application are generally deployed externally to the Web
application. JDBC data sources can optionally be deployed within the scope of the Web
application as part of an EAR file.

To use external resources in the Web application, you resolve the JNDI resource name that the
application uses with the global JNDI resource name using the web. xnml and webl ogi c. xn
deployment descriptors. (The web. xnl file is located in the VEB- | NF directory of your Web
application.) See Configuring Resources for more information.

You can also deploy JDBC data sources as part of the Web application EAR file by configuring
those resources in the webl ogi c- appl i cation. xm deployment descriptor. Resources
deployed as part of the EAR file with their scope defined as application are referred to as
application-scoped resources. These resources remain private to the application, and
application components can access the resource names by adding <r esour ce-r ef > elements
as explained in Configuring Resources.

Configuring Resources

When accessing resources such as a data source from a Web application through Java
Naming and Directory Interface (JNDI), you can map the JNDI hame you look up in your code
to the actual JNDI name as bound in the global JNDI tree. This mapping is made using both
the web. xm and webl ogi ¢. xm deployment descriptors and allows you to change these
resources without changing your application code. You provide a name that is used in your
Java code, the name of the resource as bound in the JNDI tree, and the Java type of the
resource, and you indicate whether security for the resource is handled programmatically by
the servlet or from the credentials associated with the HTTP request. You can also access JMS
module resources, such as queues, topics, and connection factories.

For more information see, Configuring JMS Application Modules for Deployment in
Administering IMS Resources for Oracle WebLogic Server.

To configure resources:

1. Enter the resource name in the deployment descriptor as you use it in your code, the Java
type, and the security authorization type.

2. Map the resource name to the JNDI name.

The following example illustrates how to use an external data source. It assumes that you
have defined a data source called account Dat aSour ce. See Create a Generic Data Source
in the Oracle WebLogic Remote Console Online Help.
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Example 6-1 Using an External DataSource

servl et code:

javax. sql . Dat aSource ds = (javax.sql.DataSource) ctx.!|ookup
(" myDat aSour ce");
web. xm entries:

<resource-ref>

<res-ref - name>nyDat aSour ce</r es-r ef - name>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>CONTAI NER</ r es- aut h>

</resource-ref>
webl ogi c. xm entries:
<resour ce-description>
<res-ref - name>nyDat aSour ce</r es-r ef - name>
<j ndi - name>account Dat aSour ce</j ndi - name>
</ resour ce-descri ption>

Referencing External EJBs

Web applications can access EJBs that are deployed as part of a different application (a
different EAR file) by using an external reference. The EJB being referenced exports a name to
the global JNDI tree in its webl ogi c- ej b-j ar. xml deployment descriptor. An EJB reference in
the Web application module can be linked to this global JINDI name by adding an ej b-

ref erence-description element to its webl ogi c. xnl deployment descriptor.

This procedure provides a level of indirection between the Web application and an EJB and is
useful if you are using third-party EJBs or Web applications and cannot modify the code to
directly call an EJB. In most situations, you can call the EJB directly without using this
indirection.

To reference an external EJB for use in a Web application:

1. Enter the EJB reference name you use to look up the EJB in your code, the Java class
name and the class name of the home and remote interfaces of the EJB in the ej b-r ef
element of the Jakarta EE standard deployment descriptor, web. xm . (The web. xnl file is
located in the VEEB- | NF directory of your Web application.)

2. Map the reference name in the ej b-ref erence- descri pti on element of the WebLogic-
specific deployment descriptor, webl ogi ¢. xnl , to the INDI name defined in the webl ogi c-
ej b-jar.xnl file.

If the Web application is part of an Enterprise Application Archive (EAR file), you can
reference an EJB by the name used in the EAR with the ej b- 1 i nk element of the Jakarta
EE standard deployment descriptor, web. xm .

More about the ejb-ref* Elements

The ej b-ref element in the web. xnl deployment descriptor declares that either a servlet or
JSP is going to be using a particular EJB. The ej b-r ef erence- descri pti on element in the
webl ogi c. xn deployment descriptor binds that reference to an EJB, which is advertised in the
global JNDI tree.
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The ej b-ref erence-descri pt or element indicates which ej b-ref element it is resolving with
the ej b-ref - name element. That is, the ej b-ref erence-descri ptor and ej b-ref elements
with the same egj b- r ef - nane element go together.

With the addition of the ej b- |1 i nk syntax, the ej b-r ef erence- descri pt or element is no longer
required if the EJB being used is in the same application as the servlet or JSP that is using the
EJB.

The ej b-r ef - name element serves two purposes in the web. xm deployment descriptor:

* Itis the name that the user code (servlet or JSP) uses to look up the EJB. Therefore, if
your €] b-r ef - nane element is ej b1, you would perform a JNDI name lookup for ej bl
relative to j ava: conp/ env. The ej b-ref - nane element is bound into the component
environment (j ava: conp/ env) of the Web application containing the servlet or JSP.

Assuming the ej b-ref - name element is ej b1, the code in your servlet or JSP should look
like:

Context ctx = new Initial Context();

ctx = (Context)ctx.|ookup("java: conp/env");

(bj ect o = ctx.lookup("ejbl");

Ej b1Home hone = (Ej blHone) Portabl eRenot eChj ect. narrow o, EjblHone.class);

e ltlinks the ej b-ref and ej b-ref erence- descri pt or elements together.

Referencing Application-Scoped EJBs

Within an application, WebLogic Server binds any EJBs referenced by other application
components to the environments associated with those referencing components. These
resources are accessed at run time through a JNDI name lookup relative to j ava: conp/ env.

The following is an example of an application deployment descriptor (appl i cati on. xm ) for an
application containing an EJB and a Web application, also called an Enterprise Application.
(For the sake of brevity, the XML header is not included in this example.)

Example 6-2 Example Deployment Descriptor

<appl i cation>
<di spl ay- name>MyApp</ di spl ay- nane>
<nmodul e>
<web>
<web- uri >nyapp. war </ web-uri >
<cont ext - r oot >nyapp</ cont ext - r oot >
</ web>
</ modul e>
<nmodul e>
<ej b>ej bl.jar</ejb>
</ modul e>
</ application>

To allow the code in the Web application to use an EJB in ¢] bl. j ar, the Jakarta EE standard
Web application deployment descriptor, web. xnl , must include an ej b-r ef stanza that contains
an ej b-1i nk referencing the JAR file and the name of the EJB that is being called.

The format of the ej b-1i nk entry must be as follows:

fil enane#ej bnane

where fil enane is the name of the JAR file, relative to the Web application, and ej bnare is the
EJB within that JAR file. The ej b- i nk element should look like the following:
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<ejb-link>../ejbl.jar#nyej b</ejb-1ink>

Note that since the JAR path is relative to the WAR file, it begins with ". . / ". Also, if the
ej bnane is unique across the application, the JAR path may be dropped. As a result, your entry
may look like the following:

<ej b-1ink>nyej b</ej b-1i nk>

The ej b-1i nk element is a sub-element of an ej b-ref element contained in the Web
application's web. xm descriptor. The ej b-ref element should look like the following:

Example 6-3 <ejb-ref> Element
<web- app>
<ej b-ref>
<ej b-ref - nane>ej b1</ ej b-r ef - nane>
<ej b-ref-type>Sessi on</ej b-ref-type>
<home>nypackage. ej b1. MyHonme</ hone>
<r enot e>nypackage. ej bl. MyRenot e</ r enot e>

<ej b-link>../ejbl.jar#nyej b</ejb-1ink>
</ejb-ref>

</ web- app>
Referring to the syntax for the ej b-1 i nk element in the above example,
<ejb-link>../ejbl.jar#ejbl</ejb-Iink>,

the portion of the syntax to the left of the # is a relative path to the EJB module being
referenced. The syntax to the right of # is the particular EJB being referenced in that module. In
the above example, the EJB JAR and WAR files are at the same level.

The name referenced in the ej b- I i nk (in this example, nyej b) corresponds to the ej b- nane
element of the referenced EJB's descriptor. As a result, the deployment descriptor (ej b-
jar.xnl) of the EJB module that this ej b-ref element is referencing should have an entry
similar to the following:

Example 6-4 <ejb-jar> Element
<ejb-jar>

<enterprise-beans>
<sessi on>
<ej b- name>nyej b</ ej b- name>
<home>nypackage. ej b1. MyHone</ hone>
<r enot e>nypackage. ej bl. MyRenot e</ r enot >
<ej b-cl ass>nypackage. ej bl. MyBean</ ej b- cl ass>
<sessi on-type>St at el ess</ sessi on-type>
<transaction-type>Cont ai ner</transaction-type>
</ sessi on>
</ enterprise-beans>

</ E‘] b] ar>
Notice the ej b- nane element is set to nyej b.

At run time, the Web application code looks up the EJB's JNDI name relative to j ava: / conp/
env. The following is an example of the servlet code:

M/Horre hone = (MyHone) ct x. | ookup("j ava: / conp/ env/ ej b1");
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The name used in this example (ejbl) is the ejb-ref-name defined in the ej b-ref element of
the web. xnl segment above.

Serving Resources from the CLASSPATH with the
ClasspathServlet

If you need to serve classes or other resources from the system CLASSPATH, or from the WEB-
I NF/ cl asses directory of a Web application, you can use a special servlet called the

O asspat hServl et. The d asspat hSer vl et is useful for applications that use applets or RMI
clients and require access to server-side classes. The C asspat hSer vl et is implicitly
registered and available from any application.

The C asspat hServl et is always enabled by default. To disable it, set the Server MBean
parameter Cl assPat hSer vl et Di sabl ed totrue (default = fal se).

The C asspat hSer vl et returns the classes or resources from the system CLASSPATH in the
following order:

1. VEB-INF/ cl asses
2. JAR files under VEB- | NF/ | i b/ *
3. system CLASSPATH

To serve a resource from the \EB- | NF/ ¢l asses directory of a Web application, call the
resource with a URL such as:

http://server:port/m/\WbApp/ cl asses/ my/ resour ce/ myC ass. cl ass

In this case, the resource is located in the following directory, relative to the root of the Web
application:

VEB- | NF/ cl asses/ ny/ resour ce/ nyd ass. cl ass

@® Note

WebLogic Server provides a secured production mode that enforces more restrictive
and stringent security settings to ensure less vulnerability to threats. The

Server Tenpl at eMBean includes a O asspat hSer vl et Secur eMbdeEnabl ed attribute that,
when secure mode is enabled, will serve only class files from well known packages
required for JDBC and JMS functionality.

If secure mode is disabled, do not place any resources or classes that should not be
publicly available in any of the locations listed above that the O asspat hSer vl et
serves.

Using CGI with WebLogic Server

WebLogic Server supports all CGl scripts through an internal WebLogic servlet called the
Cd Servl et . To use CGl, register the CA Ser vl et in the Web application deployment
descriptor.

See Configuring How a Client Accesses a Web Application.
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@® Note

WebLogic Server provides functionality to support your legacy Common Gateway
Interface (CGI) scripts. For new projects, Oracle recommends that you use HTTP
servlets or JSPs.

Configuring WebLogic Server to Use CGl

To configure CGI in WebLogic Server:

1. Declare the CG Servl et in your Web application by using the servl et and servl et -
mappi ng elements in the Jakarta EE standard Web application deployment descriptor,
web. xm . (The web. xn file is located in the VEB- | NF directory of your Web application.) The
class name for the CA Servl et is webl ogi c. servl et. Cd Servl et. You do not need to
package this class in your Web application.

2. Register the following initialization attributes for the CA Ser vl et by defining the following
i nit-paramelements:

e cgi D r—The path to the directory containing your CGlI scripts. You can specify
multiple directories, separated by a *; " (Windows) or a ": " (UNIX). If you do not specify
cgi Di r, the directory defaults to a directory named cgi - bi n under the Web application
root.

e useByt eSt ream—BYy default, character streams are used to read the output of CGI
scripts. When scripts produce binary data, the stream may become corrupted due to
character encoding. Use the useByteStream parameter to keep the stream from
becoming corrupted. Using this parameter for ascii output also improves performance.

e extension mappi ng—Maps a file extension to the interpreter or executable that runs
the script. If the script does not require an executable, this initialization attribute may
be omitted.

e The param nane for extension mappings must begin with an asterisk followed by a dot,
followed by the file extension, for example, *. pl .

e The param val ue contains the path to the interpreter or executable that runs the script.
You can create multiple mappings by creating a separate i ni t - par amelement for each

mapping.

Example 6-5 Example Web Application Deployment Descriptor Entries for Registering
the CGIServlet

<servlet>
<servl et - nane>CG Ser vl et </ servl et - nane>
<servl et-cl ass>webl ogi c. servl et. CA Servl et </ servl et -cl ass>
<init-paranp
<par am nane>cgi Di r </ par am nane>
<param val ue>
/ beal wl server 6. 0/ confi g/ nydomai n/ appl i cati ons/ myWebApp/ cgi - bin
</ param val ue>
</init-paranp
<init-paranp
<par am nane>*. pl </ par am nane>
<par am val ue>/ bi n/ per| . exe</ param val ue>
</init-paranp
</servlet>

<servl et - mappi ng>
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<servl et - name>Cd Servl et </ servl et - name>
<url-pattern>/cgi-hin/*</url-pattern>
</ servl et - mappi ng>

Requesting a CGI Script

The URL used to request a Perl script must follow the pattern:
http://host: port/myWbApp/ cgi - bi n/ myscript. pl

Where

host : por t —Host name and port number of WebLogic Server.
myWebApp—Name of your Web application.

cgi - bi n—ur | - pat t er n name mapped to the Cd Servl et .

myscri pt. pl —Name of the Perl script that is located in the directory specified by the cgi Di r
initialization attribute.

CGI Best Practices

For a list of CGI Best Practices, see CGIl Best Practices.
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WebLogic Annotation for Web Components

Learn how to annotate Web components in WebLogic Server.
This chapter includes the following sections:

Servlet Annotation and Dependency Injection

The Servlet 5.0 specification provides annotations to enable declarative-style programming.

@® Note

WebLogic Server-specific annotations have been deprecated and will be removed in a
future release: @\LServl et, @\LFi | ter, and @\LI ni t Par am in favor of the standard
annotations defined in the Servlet 5.0 specification. Also, instead of

webl ogi c. servlet. http. Abstract AsyncServl et, you should use the standard
asynchronous processing model defined in the Servlet 5.0 specification.

The servlet specification states that annotations can be defined on certain Web components,
such as servlets, filters, listeners, and tag handlers. The annotations are used to declare
dependencies on external resources. The container will detect annotations on such
components and inject necessary dependencies before the component's life cycle methods are
invoked. Dependency Injection (DI) will only be done on certain components, as described in
Web Component Classes That Support Annotations.

Annotation processing and DI will be performed on all Web applications that have the version
set to 2.5 or higher. However, annotation processing is expensive and it can increase the
deployment time for Web applications depending on the size of the included classes. Set the
met adat a- conpl et e attribute to t r ue in the web. xm descriptor if your Web application does not
have any annotations and if you have the version set to 2.5 or higher to avoid unnecessary
scanning of the Web applications classes for annotations. Alternatively, you can turn off
annotation processing and DI for all the Web applications by setting -

Dwebl ogi c. servl et. DI Di sabl ed=t r ue flag when starting WebLogic Server.

For more information about using Jakarta EE annotations and dependency injection with
WebLogic Server applications, see Using Jakarta EE Annotations and Dependency Injection
and Using Contexts and Dependency Injection for the Jakarta EE Platform in Developing
Applications for Oracle WebLogic Server. For detailed information about EJB-specific
annotations for WebLogic Server EJBs, see Developing EJBs for Oracle WebLogic Server.

If you selected to install the server examples, you will find this annotation code example,
"Using Annotations for Servlets, Filters and Listeners," in the

ORACLE_HOVE\ W server\ sanpl es\ server\ exanpl es\ exanpl es\ src\ exanpl es\j avaee7\servl e
t\annot ati on directory of your WebLogic Server distribution, where ORACLE_HOVE represents
the directory in which you installed the WebLogic Server. For more information about the
WebLogic Server code examples, see Sample Applications and Code Examples in
Understanding Oracle WebLogic Server.
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Web Component Classes That Support Annotations

This section describes the behavior of annotations and dependency injection (DI) of resources
in a Jakarta EE compliant Web container.

The Web container only processes annotations for the types of classes listed in Table 7-1.

Table 7-1 Web Components and Interfaces Supporting Annotations and Dependency

Injection
]
Component Type Interfaces

Servlets jakarta.servlet. Servl et

Filters jakarta.servlet.Filter

Listeners

j akarta. servl et. Servl et Cont ext Li st ener

jakarta. servlet. Servl et Context AttributeLi stener
jakarta. servlet. Servl et Request Li st ener
jakarta.servlet. Servl et Request At tri but eLi st ener
jakarta.servlet.http. HtpSessionLi stener
jakarta.servlet.http. HtpSessionAttributelistener
j akarta. servl et. AsynclLi st ener

Tag handlers
jakarta.servlet.jsp.tagext.SinpleTag
jakarta.servlet.jsp.tagext.BodyTag

The Web container will not process annotations on classes like Jakarta Enterprise Beans and
other helper classes. The Web container follows these steps to achieve DI:

1. Annotation Processing—The Web container processes annotations during the Web
application deployment phase. As annotations are processed, the container figures out the
relevant entries in the descriptor that get affected by the annotation and updates the
descriptor tree. The servlet specification indicates that all annotations can be declared in
the descriptor by defining an injection target. The Web container updates the descriptor
tree with the injection targets so that as deployment continues the JNDI tree is updated
with the necessary entries.

2. Dependency Injection (DI)—DI is done when instances are created (for the types listed in
Table 7-1). For listeners and filters, this occurs during the deployment phase, and for
servlets it can occur during deployment or run time.

@® Note

In any Web application component, if one DI fails, it will cause all subsequent Dls
upon the same component to be ignored.

Annotations Supported By a Web Container

Table 7-2 lists all the annotations that must be supported by the Web container.
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Table 7-2 List of Supported Annotations

]
@Annotation

DeclaresRoles
EJB
EJBs

PersistenceContext

PersistenceUnit

PersistenceUnits

PersistenceContexts

PostConstruct

PreDestroy

Resource

Resources
WebServiceRef
WebServiceRefs
RunAs

The Web container makes use of the Jakarta EE container's annotation processing and
dependency injection mechanisms to achieve this functionality.

The specification states that the Web container should not process annotations when

met adat a- conpl et e attributes are set to t rue in the web. xm descriptor. If annotations are
properly defined and annotation processing succeeds and dependencies are properly injected,
the annotated fields are initialized properly and annotated methods are invoked at the proper
phase in the life cycle. If DI fails, these annotated fields will be nul | .

@® Note

If multiple methods in a Web component class, such as a servlet, filter, and such, are
annotated with Post Const ruct or PreDest r oy, then the Web component will fail to
deploy such an application. Similarly, if an EJB component class, such as a session
bean, is annotated with Post Construct or PreDest r oy, or an EJB interceptor is
annotated with Post Construct, PreDest roy, Post Acti vat e, or PrePassi vat e, then the
EJB component will also fail to deploy such an application.

Fault Detection and Recovery

Any failure during annotation processing will yield a deployment exception that will prevent
deployment of the Web application. If a failure happens during DI, the container will log a
warning message in the server logs indicating the reason for the failure. The annotated fields in
the instance of the class will be nul | and any life cycle annotated methods will not be invoked
in case of DI failure.
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The WebLogic servlet container supports annotations on Web components that are declared in
the web. xm descriptor. Any listeners, filters or servlets registered dynamically via the

webl ogi c. servl et. Wbl ogi cSer vl et Cont ext method will not have their annotations
processed and no DI will be done for such components.

Annotating Servlets

WLServlet

Attributes

The WebLogic servlet container provides the @\LSer vl et annotation for servlets and the

W.Fi | t er annotation for filters that you develop in a Web application without having to declare
them in a web. xn descriptor. The WebLogic servlet container also provides the W.I ni t Param

annotation to specify the initial parameters for servlets and filters declared using the W.Ser vl et
and W.Fi | t er annotations.

All the required metadata can be annotated in the servlet or filter and the container will detect
them and update the descriptor tree so that the annotated servlet or filter is deployed.

You can annotate a servlet class with W.Ser vl et annotation
(webl ogi c. servl et. annot ati on. W.Ser vl et ). This annotation defines various attributes for
declaring parameters for the servlet. All attributes on this annotation are optional.

Table 7-3 Attributes of WLServlet Annotation
]

Name Description Data Type Required?
displayName Display name for the servlet after deployment String No
description Servlet description String No
icon Icon location String No
name Servlet name String No
initParams Initialization parameters for the servlet WLInitParam[] No
loadOnStartup Whether the servlet should load on startup int No
runAs The run-as user for the servlet String No
mapping The url-pattern for the servlet String(] No

Example 7-1 illustrates the usage of the annotation in a servlet class.
Example 7-1 WLServlet Annotation

@\LServlet (
name = "FQOO',
runAs = "SuperUser"
initParans = { @\WInitParam (name="one", value="1") }
mapping = {"/foo/*"}
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The WebLogic servlet container detects the annotation and installs this servlet for deployment.
During the annotation processing phase of the Web applications deployment, the descriptor
bean corresponding to web. xml descriptor is updated with the relevant entries corresponding to
the annotation.

Example 7-2 shows how the descriptor bean looks after being updated.
Example 7-2 Updated web.xml Descriptor
<web- app>

<servlet>
<servl et - nane>FOC</ ser vl et - name>
<servl et-class>ny. Test Servl et </ servl et - cl ass>
<init-paranp
<par am nane>one</ par am nane>
<par am val ue>1</ par am val ue>
</init-paranp
</servlet>
<servl et - mappi ng>
<servl et - name>FOC</ ser vl et - name>
<url-pattern>/fool*</url-pattern>
</ servl et - mappi ng>

.</ Web app>
Fault Detection And Recovery

Any error during the processing of this annotation will result in a deployment error with a proper
message in the server logs.

WLFilter

You can annotate a filter class with W.Fi | t er annotation
(webl ogi c. servl et.annotation. WFi | ter). This annotation defines various attributes for
declaring parameters for the filter. All attributes on this annotation are optional.

Attributes

Table 7-4 Attributes of WLFilter Annotation
]

Name Description Data Type Required?
displayName Display name for the filter after deployment String No
description Filter description String No
icon Icon location String No
name Filter name String No
initParams Initialization parameters for the filter WLlInitParam[] No
mapping The url-pattern for the filter String(] No

Example 7-3 illustrates the usage of the annotation in a filter class.
Example 7-3 WLFilter Annotation

@\LFilter (
name = "BAR",
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initParans = { @\WInitParam (name="one", value="1") }
Mapping = {"/bar/*"}

The WebLogic servlet container detects the annotation and installs this filter for deployment.
During the annotation processing phase of the Web application deployment, the descriptor
bean corresponding to web. xml descriptor is updated with the relevant entries corresponding to
the annotation.

Example 7-4 shows how the descriptor bean looks after being updated.
Example 7-4 Updated web.xml Descriptor
<web- app>

<filter>
<filter-name>BAR</filter-nanme>
<filter-class>ny. TestFilter</filter-class>
<init-paranp
<par am nane>one</ par am nane>
<par am val ue>1</ par am val ue>
</init-paranr
</filter>
<filter-mappi ng>
<filter-name>BAR</filter-nanme>
<url-pattern>/bar/*</url-pattern>
</filter-mapping>

</Web app>
Fault Detection and Recovery

Any error during the processing of this annotation will result in a deployment error with a proper
message in the server logs.

WLInitParam

You can use the @\LI ni t Par amannotation (webl ogi c. servl et . annot ati on. W.I ni t Par am) to
specify the initial parameters for servlets and filters declared using the @\LSer vl et and
@\LFi | t er annotations.

Attributes

Table 7-5 Attributes of WLFilter Annotation
]

Name Description Data Type Required?
name The initial parameter name. String No
value The initial parameter value. String No

Example 7-5 provides an example of W.I ni t Par amannotation.

Example 7-5 Example WLInitParam Annotation

initParans = {@\InitParan(nane="one", value="1"),
@\LI ni t Paran{ nane="two", val ue="2")}
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Annotating a servlet or filter class with the above annotation is equivalent to declaring the init
params in Example 7-6 in the web. xm descriptor.

Example 7-6 Init Params In web.xml

<init-paranp
<par am nane>one</ par am nane>
<par am val ue>1</ par am val ue>
</init-paranp
<init-paranp
<par am nane>t wo</ par am nane>
<par am val ue>2</ par am val ue>
</init-paranp
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Servlet Programming Tasks

Learn how to write HTTP servlets in a WebLogic Server environment.
This chapter includes the following sections:

Initializing a Servlet

Normally, WebLogic Server initializes a servlet when the first request is made for the servlet.
Subsequently, if the servlet is modified, the dest roy() method is called on the existing version
of the servlet. Then, after a request is made for the modified servlet, the i ni t () method of the
modified servlet is executed. See Servlet Best Practices.

When a servlet is initialized, WebLogic Server executes the i ni t () method of the servlet.
Once the servlet is initialized, it is not initialized again until you restart WebLogic Server or
modify the servlet code. If you choose to override the i nit () method, your servlet can perform
certain tasks, such as establishing database connections, when the servlet is initialized. (See
Overriding the init() Method.)

Initializing a Servlet when WebLogic Server Starts

Rather than having WebLogic Server initialize a servlet when the first request is made for it,
you can first configure WebLogic Server to initialize a servlet when the server starts. You do
this by specifying the servlet class in the | oad- on- st art up element in the Jakarta EE standard
Web application deployment descriptor, web. xm . The order in which resources within a Web
application are initialized is as follows:

1. Servl et Cont ext Li st ener s—the cont ext Creat ed() callback for
Servl et Cont ext Li st ener s registered for this Web application.

2. ServletFilters init() method.
3. Servlet init() method, marked as | oad-on-startup inweb. xni .

You can pass parameters to an HTTP servlet during initialization by defining these parameters
in the Web application containing the servlet. You can use these parameters to pass values to
your servlet every time the servlet is initialized without having to rewrite the servlet.

For example, the following entries in the Jakarta EE standard Web application deployment
descriptor, web. xn , define two initialization parameters: gr eet i ng, which has a value of
Wl conme and per son, which has a value of WebLogi ¢ Devel oper.

<servl et>

<init-paranp
<description>The sal utation</description>
<par am nane>gr eet i ng</ par am nanme>
<par am val ue>\Wel cone</ par am val ue>
</init-paranp
<init-paranmp
<descri pti on>nanme</ descri pti on>
<par am nanme>per son</ par am name>
<par am val ue>\WebLogi ¢ Devel oper </ param val ue>
<[init-paranp
</servlet>
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To retrieve initialization parameters, call the get I ni t Paramet er (Stri ng name) method from the
parent j akarta. servl et. GenericServl et class. When passed the name of the parameter, this
method returns the parameter's value as a Stri ng.

Overriding the init() Method

You can have your servlet execute tasks at initialization time by overriding the i ni t () method.
The following code fragment reads the <i ni t - par an» tags that define a greeting and a name in
the Jakarta EE standard Web application deployment descriptor, web. xn :

String defaul t Geeting;
String defaul t Nare;

public void init(ServletConfig config)
throws Servl et Exception {
if ((defaultGreeting = getlnitParameter("greeting")) == null)
defaul tGreeting = "Hello";

if ((defaultName = getlnitParameter("person")) == null)
defaul t Name = "World";
}

The values of each parameter are stored in the class instance variables def aul t Greeti ng and
def aul t Nane. The first code tests whether the parameters have null values, and if null values
are returned, provides appropriate default values.

You can then use the servi ce() method to include these variables in the response. For
example:

out. print ("<body><h1>");
out.println(defaultGeeting + " " + defaul tName + "1");
out. println("</h1></body></htm >");

Theinit() method of a servlet does whatever initialization work is required when WebLogic
Server loads the servlet. The defaultini t () method does all of the initial work that WebLogic
Server requires, so you do not need to override it unless you have special initialization
requirements. If you do override i nit (), first call super.init() so that the default initialization
actions are done first.

Providing an HTTP Response

Learn how to provide a response to the client in your HTTP servlet. Deliver all responses by
using the Ht t pSer vl et Response object that is passed as a parameter to the servi ce() method
of your servlet.

1. Configure the Ht t pSer vl et Response.

Using the Ht t pSer vl et Response object, you can set several servlet properties that are
translated into HTTP header information:

e At a minimum, set the content type using the set Cont ent Type() method before you
obtain the output stream to which you write the page contents. For HTML pages, set
the content type to t ext/ ht Ml . For example:

res. set Content Type("text/htm");

« (optional) You can also use the set Cont ent Type() method to set the character
encoding. For example:

res. set Content Type("text/htn ;| SO 88859-4");
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e Set header attributes using the set Header () method. For dynamic responses, it is
useful to set the "Pragma" attribute to no- cache, which causes the browser to always
reload the page and ensures the data is current. For example:

res. set Header ("Pragma”, "no-cache");
Compose the HTML page.

The response that your servlet sends back to the client must look like regular HTTP
content, essentially formatted as an HTML page.Your servlet returns an HTTP response
through an output stream that you obtain using the response parameter of the servi ce()
method. To send an HTTP response:

a. Obtain an output stream by using the Ht t pSer vl et Response object and one of the
methods shown in the following two examples:

e PrintWiter out = res.getWiter();
e ServletQutputStreamout = res.getCQutputStrean();

b. Write the contents of the response to the output stream using the print () method.
You can use HTML tags in these statements. For example:

out. print("<htm ><head><title>M Servliet</title>");
out. print (" </ head><body><h1>");

out. print ("Wl come");

out. print("</hl></body></htn >");

Any time you print data that a user has previously supplied, Oracle recommends that
you remove any HTML special characters that a user might have entered. If you do not
remove these characters, your Web site could be exploited by cross-site scripting. For
more information, refer to Securing Client Input in Servlets.

Do not close the output stream by using the ¢l ose() method, and avoid flushing the
contents of the stream. If you do not close or flush the output stream, WebLogic Server
can take advantage of persistent HTTP connections, as described in the next step.

Optimize the response.

By default, WebLogic Server attempts to use HTTP persistent connections whenever
possible. A persistent connection attempts to reuse the same HTTP TCP/IP connection for
a series of communications between client and server. Application performance improves
because a new connection need not be opened for each request. Persistent connections
are useful for HTML pages containing many in-line images, where each requested image
would otherwise require a new TCP/IP connection.

WebLogic Server must know the length of the HTTP response in order to establish a
persistent connection and automatically adds a Cont ent - Lengt h property to the HTTP
response header. In order to determine the content length, WebLogic Server must buffer
the response. However, if your servlet explicitly flushes the Ser vl et Qut put St r eam
WebLogic Server cannot determine the length of the response and therefore cannot use
persistent connections. For this reason, you should avoid explicitly flushing the HTTP
response in your servlets.

You may decide that, in some cases, it is better to flush the response early to display
information in the client before the page has completed; for example, to display a banner
advertisement while some time-consuming page content is calculated. Conversely, you
may want to increase the size of the buffer used by the servlet engine to accommodate a
larger response before flushing the response. You can manipulate the size of the response
buffer by using the related methods of the j akart a. servl et. Servl et Response interface.
See the Servlet 5.0 specification at ht t ps: / /| akart a. ee/ specifications/servlet/5.0/.
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The default value of the WebLogic Server response buffer is 12K and the buffer size is
internally calculated in terms of CHUNK_SI ZE where CHUNK_SI ZE = 4088 byt es; if the user
sets 5Kb the server rounds the request up to the nearest multiple of CHUNK_SI ZE which is 2
and the buffer is set to 8176 bytes.

Retrieving Client Input

The HTTP servlet API provides a interface for retrieving user input from Web pages.

An HTTP request from a Web browser can contain more than the URL, such as information
about the client, the browser, cookies, and user query parameters. Use query parameters to
carry user input from the browser. Use the GET method appends parameters to the URL
address, and the POST method includes them in the HTTP request body.

HTTP servlets need not deal with these details; information in a request is available through
the Ht t pSer vl et Request object and can be accessed using the r equest . get Paranet er ()
method, regardless of the send method.

Read the following for more detailed information about the ways to send query parameters
from the client:

* Encode the parameters directly into the URL of a link on a page. This approach uses the
CET method for sending parameters. The parameters are appended to the URL after a ?
character. Multiple parameters are separated by a & character. Parameters are always
specified in name=value pairs so the order in which they are listed is not important. For
example, you might include the following link in a Web page, which sends the parameter
color with the value pur pl e to an HTTP servlet called Col or Ser vl et :

<a href=
"http://1ocal host: 7001/ myWebApp/ Col or Ser vl et ?col or =pur pl e">
dick Here For Purple!</a>

e Manually enter the URL, with query parameters, into the browser location field. This is
equivalent to clicking the link shown in the previous example.

*  Query the user for input with an HTML form. The contents of each user input field on the
form are sent as query parameters when the user clicks the form's Submit button. Specify
the method used by the form to send the query parameters (POST or GET) in the <FORM> tag
using the METHOD="GET| POST" attribute.

Query parameters are always sent in name=value pairs, and are accessed through the

Ht t pSer vl et Request object. You can obtain an Enuner at i on of all parameter names in a
query, and fetch each parameter value by using its parameter name. A parameter usually has
only one value, but it can also hold an array of values. Parameter values are always
interpreted as St ri ngs, so you may need to cast them to a more appropriate type.

The following sample from a servi ce() method examines query parameter names and their
values from a form. Note that r equest is the Ht t pSer vl et Request object.

Enurer ati on parans = request. get Paramet er Nanes() ;
String paramNane = null;
String[] paranVal ues = null;

whil e (parans. hashoreEl enents()) {
paranNane = (String) parans. nextEl ement();
paranVal ues = request . get Par anet er Val ues( par anNane) ;
Systemout. println("\nParameter name is " + paraniNane);
for (int i =0; i < paranValues.length; i++) {
Systemout.printIn(", value " +i + " is " +
paranVal ues[i].toString());
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® Note

Any time you print data that a user has supplied, Oracle recommends that you remove
any HTML special characters that a user might have entered. If you do not remove
these characters, your Web site could be exploited by cross-site scripting. For more
information, refer to Securing Client Input in Servlets.

Methods for Using the HTTP Request

This section defines the methods of the j akarta. servl et. Ht t pSer vl et Request interface that
you can use to get data from the request object. You should keep the following limitations in
mind:

* You cannot read request parameters using any of the get Par anet er () methods described
in this section and then attempt to read the request with the get | nput Strean{) method.

* You cannot read the request with get | nput St rean() and then attempt to read request
parameters with one of the get Par anet er () methods.

If you attempt either of the preceding procedures, an | | | egal St at eExcepti on is thrown.

You can use the following methods of j akart a. servl et. H t pSer vel et Request to retrieve data
from the request object:

e HttpServl et Request . get Met hod() —Allows you to determine the request method, such as
GET or PCST.

e HttpServl et Request. get QueryString()—Allows you to access the query string. (The
remainder of the requested URL, following the ? character.)

e HttpServl et Request . get Par armet er () —Returns the value of a parameter.
e HttpServl et Request . get Par amet er Nanes() —Returns an array of parameter names.
e HttpServl et Request. get Par aret er Val ues() —Returns an array of values for a parameter.

o HtpServletRequest.getlnputStream) —Reads the body of the request as binary data.
If you call this method after reading the request parameters with get Par aneter (),
get Par amet er Names( ), or get Par anet er Val ues(), an | | | egal St at eExcept i on is thrown.

Example: Retrieving Input by Using Query Parameters

In Example 8-1, the Hel | oWr | d2. j ava servlet example is modified to accept a user name as
a query parameter, in order to display a more personal greeting. The servi ce() method is
shown here.

Example 8-1 Retrieving Input with the service() Method

public void service(HtpServl et Request req,
Ht t pSer vl et Response res)
throws | CException
{
String name, paramNane[];
if ((paramName = req. get Paranet erVal ues("nane"))
'=null) {
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name = paranmName[ 0] ;
}
el se {

name = defaul t Nane;
}

/] Set the content type first

res.set Content Type("text/htnm");

/I Qotain a PrintWiter as an output stream
PrintWiter out = res.getWiter();

out.print("<htnl ><head><title>" +
"Hello World!" + </title></head>");
out. print ("<body><h1>");
out.print(defaultGeeting +" " + nane + "!");
out.print("</hl></body></htnm >");
}

The get Par anet er Val ues() method retrieves the value of the nane parameter from the HTTP
guery parameters. You retrieve these values in an array of type St ri ng. A single value for this
parameter is returned and is assigned to the first element in the nane array. If the parameter is
not present in the query data, nul | is returned; in this case, nane is assigned to the default
name that was read from the <i ni t - par an» by the i ni t () method.

Do not base your servlet code on the assumption that parameters are included in an HTTP
request. The get Par amet er () method has been deprecated; as a result, you might be tempted
to shorthand the get Par anet er Val ues() method by tagging an array subscript to the end.
However, this method can return nul | if the specified parameter is not available, resulting in a
Nul | Poi nt er Except i on.

For example, the following code triggers a Nul | Poi nt er Except i on:

String myStr = req. get Par aret er Val ues(" par anNane" ) [ 0] ;

Instead, use the following code:

if ((String nyStr[] =
req. get Paranet er Val ues("paranNane"))!=null) {
/1 Now you can use the nyStr[0];
}
el se {
/1 paramNanme was not in the query paraneters!

}

Securing Client Input in Servlets

The ability to retrieve and return user-supplied data can present a security vulnerability called
cross-site scripting, which can be exploited to steal a user's security authorization.

See Cross Site Scripting Prevention Cheat Sheet on the Open Web Application Security
Project (OWASP) website at ht t ps: // cheat sheet seri es. owasp. or g/ cheat sheet s/
Cross_Site Scripting Prevention Cheat Sheet.htm.

To remove the security vulnerability, before you return data that a user has supplied, scan the
data for any of the HTML special characters in Table 8-1. If you find any special characters,
replace them with their HTML entity or character reference. Replacing the characters prevents
the browser from executing the user-supplied data as HTML.
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Table 8-1 HTML Special Characters that Must Be Replaced

_________________________________________________________________________________|
Replace this special character With this entity/character reference

< &lt;
> &gt
( &40:
) &41;
# &35;
& &38:

Using a WebLogic Server Utility Method

WebLogic Server provides the webl ogi c. servl et.security. Uil s. encodeXSS() method to
replace the special characters in user-supplied data. To use this method, provide the user-
supplied data as input. For example, to secure the user-supplied data in Example 8-1, replace
the following line:

out.print(defaultGeeting + " " + name + "!");

with the following:

out.print(defaultGeeting + " " +
webl ogi c. security. servl et. encodeXSS(nanme) + "!");

To secure an entire application, you must use the encodeXSS() method each time you return
user-supplied data. While the previous example in Example 8-1 is an obvious location in which
to use the encodeXSS() method, Table 8-2 describes other locations to consider.

Table 8-2 Code that Returns User-Supplied Data
]

Page Type User-Supplied Data Example

Error page Erroneous input string, invalid URL, user An error page that says user name is not
name permitted access.

Status page User name, summary of input from A summary page that asks a user to
previous pages confirm input from previous pages.

Database display = Data presented from a database A page that displays a list of database

entries that have been previously
entered by a user.

Using Cookies in a Servlet

A cookie is a piece of information that the server asks the client browser to save locally on the
user's disk. Each time the browser visits the same server, it sends all cookies relevant to that
server with the HTTP request. Cookies are useful for identifying clients as they return to the
server.

Each cookie has a name and a value. A browser that supports cookies generally allows each
server domain to store up to 20 cookies of up to 4k per cookie.
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Setting Cookies in an HTTP Servlet

To set a cookie on a browser, create the cookie, give it a value, and add it to the
Ht t pSer vl et Response object that is the second parameter in your servlet's service method. For
example:

Cooki e myCooki e = new Cooki e("Chocol ateChi p", "100");
myCooki e. set MaxAge( | nt eger. MAX_VALUE) ;
response. addCooki e(myCooki e) ;

This examples shows how to add a cookie called Chocol at eChi p with a value of 100 to the
browser client when the response is sent. The expiration of the cookie is set to the largest
possible value, which effectively makes the cookie last forever. Because cookies accept only
string-type values, you should cast to and from the desired type that you want to store in the
cookie. When using EJBs, a common practice is to use the home handle of an EJB instance
for the cookie value and to store the user's details in the EJB for later reference.

Retrieving Cookies in an HTTP Servlet

You can retrieve a cookie object from the Ht t pSer vl et Request that is passed to your servlet as
an argument to the servi ce() method. The cookie itself is presented as a
jakarta.servlet.http. Cooki e object.

In your servlet code, you can retrieve all the cookies sent from the browser by calling the
get Cooki es() method. For example:

Cooki e[] cookies = request. get Cooki es();

This method returns an array of all cookies sent from the browser, or nul | if no cookies were
sent by the browser. Your servlet must process the array in order to find the correct named
cookie. You can get the name of a cookie using the Cooki e. get Nane() method. It is possible to
have more that one cookie with the same name, but different path attributes. If your servlets
set multiple cookies with the same names, but different path attributes, you also need to
compare the cookies by using the Cooki e. get Pat h() method. The following code illustrates
how to access the details of a cookie sent from the browser. It assumes that all cookies sent to
this server have unique names, and that you are looking for a cookie called Chocol at eChi p
that may have been set previously in a browser client.

Cooki e[] cookies = request. get Cooki es();
bool ean cooki eFound = fal se;

for(int i=0; i < cookies.length; i++) {
t hi sCooki e = cookies[i];
i f (thisCookie.getName().equal s("Chocol ateChi p")) {
cooki eFound = true;
br eak;
}
}

if (cookieFound) {
/1 W found the cookie! Now get its value
int cookieOder = String. parselnt(thisCookie.getVal ue());

}
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Using Cookies That Are Transmitted by Both HTTP and HTTPS

Because HTTP and HTTPS requests are sent to different ports, some browsers may not
include the cookie sent in an HTTP request with a subsequent HTTPS request (or vice-versa).
This may cause new sessions to be created when servlet requests alternate between HTTP
and HTTPS. To ensure that all cookies set by a specific domain are sent to the server every
time a request in a session is made, set the cooki e- domai n element to the name of the
domain. The cooki e- domai n element is a sub-element of the sessi on- descri pt or elementin
the WebLogic-specific deployment descriptor webl ogi ¢. xm . For example:

<sessi on-descri ptor>
<cooki e- domai n>exanpl e. conx/ cooki e- domai n>
</ sessi on-descri ptor>

The cooki e- domai n element instructs the browser to include the proper cookie(s) for all
requests to hosts in the domain specified by exanpl e. com For more information about this
property or configuring session cookies, see Setting Up Session Management .

Application Security and Cookies

Using cookies that enable automatic account access on a machine is convenient, but can be
undesirable from a security perspective. When designing an application that uses cookies,
follow these guidelines:

* Do not assume that a cookie is always correct for a user. Sometimes machines are shared
or the same user may want to access a different account.

* Allow your users to make a choice about leaving cookies on the server. On shared
machines, users may not want to leave automatic logins for their account. Do not assume
that users know what a cookie is; instead, ask a question like:

Autonatically login fromthis conputer?

* Always ask for passwords from users logging on to obtain sensitive data. Unless a user
requests otherwise, you can store this preference and the password in the user's session
data. Configure the session cookie to expire when the user quits the browser.

Response Caching

The cache filter works similarly to the cache tag with certain exceptions.

* It caches on a page level (or included page) instead of a JSP fragment level.

« Instead of declaring the caching parameters inside the document you can declare the
parameters in the configuration of the Web application.

The cache filter has some default behavior that the cache tag does not for pages that were not
included from another page. The cache filter automatically caches the response headers
Content-Type and Last-Modified. When it receives a request that results in a cached page it
compares the If-Modified-Since request header to the Last-Modified response header to
determine whether it needs to actually serve the content or if it can send an 302

SC_NOT_MODI FED status with an empty content instead.

The following example shows how to register a cache filter to cache all the HTML pages in a
Web application using the fi | t er element of the Jakarta EE standard deployment descriptor,
web. xm .
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<filter>
<filter-name>HTM.</filter-nane>
<filter-class>webl ogic.cache.filter.CacheFilter</filter-class>
</filter>
<filter-mappi ng>
<filter-name>HTM.</filter-nanme>
<url-pattern>*. htm </url-pattern>
</filter-nmapping>

The cache system uses soft references for storing the cache. So the garbage collector might or
might not reclaim the cache depending on how recently the cache was created or accessed. It
will clear the soft references in order to avoid throwing an OutOfMemaoryError.

Initialization Parameters

To make sure that if the Web pages were updated at some point you got the new copies into
the cache, you could add a timeout to the filter. Using the init-params you can set many of the
same parameters that you can set for the cache tag:

The initialization parameters are

* Name—The name of the cache. It defaults to the request URI for compatibility with
*. ext ensi on URL patterns.

» Ti meout —The amount of time since the last cache update that the filter waits until trying to
update the content in the cache again. The default unit is seconds but you can also specify
it in units of ms (milliseconds), s (seconds), m (minutes), h (hours), or d (days).

e Scope—The scope of the cache can be any one of request, session, application, or cluster.
Request scope is sometimes useful for looping constructs in the page and not much else.
The scope defaults to application. To use cluster scope you must set up the
ClusterListener.

» Key—Specifies that the cache is further specified not only by the name but also by values
of various entries in scopes. These are specified just like the keys in the CacheTag
although you do not have page scope available.

* Vars—The variables calculated by the page that you want to cache. Typically this is used
with servlets that pull information out of the database based on input parameters.

e Si ze—Limits the number of different unique key values cached. It defaults to infinity.
The following example shows where the i ni t - par anet er is located in the filter code.

<filter>
<filter-name>HTM.</filter-nane>
<filter-class>webl ogic.cache.filter.CacheFilter</filter-class>
<init-paranp

* Max- cache- si ze—This limits the size of an element added to the cache. It defaults to 64k.

Using WebLogic Services from an HTTP Servlet

When you write an HTTP servlet, you have access to many rich features of WebLogic Server,
such as JNDI, EJB, JDBC, and JMS.

The following documents provide additional information about these features:

*  Developing Jakarta Enterprise Beans for Oracle WebLogic Server

*  Developing JDBC Applications for Oracle WebLogic Server
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»  Developing JNDI Applications for Oracle WebLogic Server
»  Developing JMS Applications for Oracle WebLogic Server

Accessing Databases

WebLogic Server supports the use of JDBC from server-side Java classes, including servlets.
JDBC allows you to execute SQL queries from a Java class and to process the results of those
queries.

For more information on JDBC and WebLogic Server, see Developing JDBC Applications for
Oracle WebLogic Server.

You can use JDBC in servlets as described in the following sections:

Connecting to a Database Using a DataSource Object

A Dat aSour ce is a server-side object that references a connection pool. The connection pool
registration defines the JDBC driver, database, login, and other parameters associated with a
database connection. You create Dat aSour ce objects and connection pools through the
Remote Console.

@ Note

Using a Dat aSour ce object is recommended when creating Jakarta EE-compliant
applications.

Using a Data Source in a Servlet

1. Register a connection pool using the Remote Console, Services > Data Sources >
Connection Pool.

2. Register a Dat aSour ce object that points to the connection pool.

3. Look up the Dat aSour ce object in the JNDI tree. For example:

Context ctx = null;
/] Get a context for the JNDI |ook up
ctx = new Initial Context(ht);
/1 Look up the DataSource object
j avax. sql . Dat aSour ce ds
= (javax.sql.DataSource) ctx.lookup ("nyDataSource");

4. Use the Dat aSour ce to create a JDBC connection. For example:
java. sql . Connection conn = ds. get Connection();
5. Use the connection to execute SQL statements. For example:

Statement stnt = conn.createStatenent();
stnt.execute("select * fromenp");

Connecting Directly to a Database Using a JDBC Driver

Connecting directly to a database is the least efficient way of making a database connection
because a new database connection must be established for each request. You can use any
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JDBC driver to connect to your database. Oracle provides JDBC drivers for Oracle and
Microsoft SQL Server. See Developing JDBC Applications for Oracle WebLogic Server.

Threading Issues in HTTP Servlets

When you design a servlet, you should consider how the servlet is invoked by WebLogic
Server under high load. It is inevitable that more than one client will hit your servlet
simultaneously. Therefore, write your servlet code to guard against sharing violations on
shared resources or instance variables.

It is recommended that shared-resource issues be handled on an individual servlet basis.
Consider the following guidelines:

*  Wherever possible, avoid synchronization, because it causes subsequent servlet requests
to bottleneck until the current thread completes.

« Define variables that are specific to each servlet request within the scope of the service
methods. Local scope variables are stored on the stack and, therefore, are not shared by
multiple threads running within the same method, which avoids the need to be
synchronized.

* Access to external resources should be synchronized on a Class level, or encapsulated in
a transaction.

Dispatching Requests to Another Resource

Read an overview of commonly used methods for dispatching requests from a servlet to
another resource.

A servlet can pass on a request to another resource, such as a servlet, JSP, or HTML page.
This process is referred to as request dispatching. When you dispatch requests, you use either
the i ncl ude() or forward() method of the Request Di spat cher interface.

For a complete discussion of request dispatching, see section 9.2 of the Servlet 5.0
specification (see https://jakarta. ee/ specifications/serviet/5.0/jakarta-servlet-
spec- 5. 0#usi ng- a- r equest - di spat cher).

By using the Request Di spat cher, you can avoid sending an HTTP-redirect response back to
the client. The Request Di spat cher passes the HTTP request to the requested resource.

To dispatch a request to a particular resource:

1. Getareferencetoa ServletContext:
Servl et Context sc = get Servl et Config().getServletContext();

2. Look up the Request Di spat cher object using one of the following methods:
e RequestDispatcher rd = sc. get Request Di spat cher(String path);
« where pat h should be relative to the root of the Web application.
e RequestDispatcher rd = sc. get NanedDi spat cher(String name);

Replace nane with the name assigned to the servlet in the Jakarta EE standard Web
application deployment descriptor, web. xnl , with the <ser vl et - name> element.

e RequestDispatcher rd = Servl et Request. get Request Di spat cher (String path);

This method returns a Request Di spat cher object and is similar to the
Servl et Cont ext . get Request Di spat cher (String path) method except that it allows
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the pat h specified to be relative to the current servlet. If the path begins with a /
character it is interpreted to be relative to the Web application.

You can obtain a Request Di spat cher for any HTTP resource within a Web application,
including HTTP Servlets, JSP pages, or plain HTML pages by requesting the
appropriate URL for the resource in the get Request Di spat cher () method. Use the
returned Request Di spat cher object to forward the request to another servlet.

3. Forward or include the request using the appropriate method:

e rd.forward(request, response); See Forwarding a Request.

e rd.include(request,response); See Including a Request.

Forwarding a Request

Once you have the correct Request Di spat cher, your servlet forwards a request using the
Request Di spat cher. f orwar d() method, passing HTTPSer vl et Request and

HTTPSer vl et Response as arguments. If you call this method when output has already been
sent to the clientan | | | egal St at eExcepti on is thrown. If the response buffer contains pending
output that has not been committed, the buffer is reset.

The servlet must not attempt to write any previous output to the response. If the servlet
retrieves the Ser vl et Qut put St reamor the Print Wit er for the response before forwarding the
request, an | | | egal St at eExcept i on is thrown.

All other output from the original servlet is ignored after the request has been forwarded.

If you are using any type of authentication, a forwarded request, by default, does not require
the user to be re-authenticated. You can change this behavior to require authentication of a
forwarded request by adding the check- aut h- on- f orwar d/ element to the cont ai ner -
descri pt or element of the WebLogic-specific deployment descriptor, webl ogi c. xm . For
example:

<cont ai ner - descri pt or>
<check- aut h- on-f or war d/ >
</ cont ai ner - descri pt or >

Including a Request

Your servlet can include the output from another resource by using the

Request Di spat cher. i ncl ude() method, and passing HTTPSer vl et Request and
HTTPSer vl et Response as arguments. When you include output from another resource, the
included resource has access to the request object.

The included resource can write data back to the Ser vl et Qut put Streamor Wit er objects of
the response object and then can either add data to the response buffer or call the f | ush()
method on the response object. Any attempt to set the response status code or to set any
HTTP header information from the included servlet response is ignored.

In effect, you can use the i ncl ude() method to mimic a "server-side-include" of another HTTP
resource from your servlet code.

RequestDispatcher and Filters

Servlet 2.3 and older specifications did not specify whether filters should be applied on
forwards and includes. The Servlet 2.4 specification clarifies this by introducing a new
di spat cher element in the web. xm deployment descriptor. Using this di spat cher element, you
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can configure afilter-mappi ng to be applied on REQUEST/ FORWARD/ | NCLUDE/ ERRCR. In
WebLogic Server 8.1, the default was REQUEST+FORWARD+I NCLUDE. For the old DTD-based
deployment descriptors, the default value has not been changed in order to preserve backward
compatibility. For the new descriptors (schema based) the default is REQUEST.

You can change the default behavior of dispatched requests by setting the filter-

di spat ched- r equest s- enabl ed element in webl ogi c. xm . This element controls whether or not
filters are applied to dispatched (include/forward) requests. The default value for old DTD-
based deployment descriptors is t r ue. The default for the new schema-based descriptors is
fal se.

For more information about Filters and the RequestDispatcher, see the Servlet 5.0
specification at https: //j akarta. ee/ specifications/servlet/5.0/jakarta-servlet-
spec-5. 0#f il ters-and-the-requestdispat cher. For more information about writing and
configuring filters for WebLogic Server, see Filters.

Proxying Requests to Another Web Server

Learn how to proxy HTTP requests to another Web server:

Overview of Proxying Requests to Another Web Server

When you use WebLogic Server as your primary Web server, you may also want to configure
WebLogic Server to pass on, or proxy, certain requests to a secondary Web server, such as
Netscape Enterprise Server, Apache, or Microsoft Internet Information Server. Any request that
gets proxied is redirected to a specific URL.You can even proxy to another Web server on a
different machine.You proxy requests based on the URL of the incoming request.

The Ht t pProxyServl et (provided as part of the distribution) takes an HTTP request, redirects it
to the proxy URL, and sends the response to the client's browser back through WebLogic
Server. To use the Ht t pProxySer vl et , you must configure it in a Web application and deploy
that Web application on the WebLogic Server that is redirecting requests.

Setting Up a Proxy to a Secondary Web Server

To set up a proxy to a secondary HTTP server:

1. Register the proxy servlet in your Web application deployment descriptor (see
Example 8-2). The Web application must be the default Web application of the server
instance that is responding to requests. The class name for the proxy servlet is
webl ogi c. servl et. proxy. H t pProxyServl et.

2. Define an initialization parameter for the Pr oxySer vl et with a <par am nane> of
redi rect URL and a <par am val ue> containing the URL of the server to which proxied
requests should be directed.

3. Optionally, define the following <KeySt or e> initialization parameters to use two-way SSL
with your own identity certificate and key. If no <KeySt or e> is specified in the deployment
descriptor, the proxy will assume one-way SSL.

e <KeyStore>—The key store location in your Web application.

e <KeyStoreType>—The key store type. If it is not defined, the default type will be used
instead.

e <PrivateKeyAl i as>—The private key alias.
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e <KeyStorePasswor dProperties>— A property file in your Web application that defines
encrypted passwords to access the key store and private key alias. The file contents
looks like this:

Key St or ePasswor d={ 3DES} i 4+50LCKenQO8BBvI sXTr g\ =\ =
Pri vat eKeyPasswor d={ 3DES} a4TcG4nt VWBRKt ZwH3p7y A\ =\ =

You must use the webl ogi c. security. Encrypt command-line utility to encrypt the
password. For more information on the Encrypt utility, as well as the Cert Gen, and
der 2pemutilities, see Using the WebLogic Server Java Utilities in the Command
Reference for Oracle WebLogic Server.

Map the ProxyServl et to a <url - pat t er n>. Specifically, map the file extensions you wish
to proxy, for example *. j sp, or *. ht n . Use the <ser vl et - nappi ng> element in the
web. xm Web application deployment descriptor.

If you set the <url - patt ern>to "/, then any request that cannot be resolved by WebLogic
Server is proxied to the remote server. However, you must also specifically map the
following extensions: *.j sp, *. html , and *. ht i if you want to proxy files ending with
those extensions.

Deploy the Web application on the WebLogic Server instance that redirects incoming
requests.

Sample Deployment Descriptor for the Proxy Servlet

The following is an sample of a Web application deployment descriptor for using the
ProxyServl et .

Example 8-2 Sample web.xml for Use with ProxyServlet

<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schema xm ns="http://ww. w3. or g/ 2001/ XM_Schema"

tar get Nanespace="http://java. sun. conf xn / ns/j 2ee"
xm ns:j2ee="http://java. sun.com xm /ns/| 2ee"

xm ns: xsd="http:// www. w3. or g/ 2001/ XM.Schena"

el enent For nDef aul t ="qual i fi ed"

attri but eFornDef aul t ="unqual i fi ed"

version="2.4">

<web- app>

<servl et>

<servl et - name>Pr oxySer vl et </ ser vl et - name>
<servl et - cl ass>webl ogi c. servl et. proxy. H t pProxyServl et </ servl et - cl ass>

<init-paranp

<par am nanme>r edi r ect URL</ par am name>

<param val ue>http://server: port</paramval ue>
</init-paranp

<init-paranp

<par am nane>Key St or e</ par am nanme>

<par am val ue>/ nykeyst or e</ par am val ue>
</init-paranp

<init-paranp
<par am nanme>Key St or eType</ par am nane>
<par am val ue>j ks</ param val ue>
</init-paranp
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<init-paranp
<par am nane>Pri vat eKeyAl i as</ par am nane>
<par am val ue>passal i as</ par am val ue>
</init-paranp

<init-paranp
<par am nane>Key St or ePasswor dPr operti es</ par am name>
<par am val ue>nykeyst or e. properti es</ param val ue>
</init-paranp

</servlet>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ servl et - nane>
<url-pattern>/</url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ servl et - nane>
<url-pattern>*.jsp</url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ servl et - nane>
<url-pattern>*. htnx/url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>Pr oxySer vl et </ servl et - nane>
<url-pattern>*. htm </url-pattern>

</ servl et - mappi ng>

</ web- app>

Proxy Servlet Parameters

Chapter 8
Proxying Requests to Another Web Server

The parameters and default values for the Ht t pProxySer vl et are listed below. For a complete
description of these parameters, see HTTP Proxy Servlet Parameters and Proxy Servlet

Deployment Parameters.

e Debug: false

*  DebugConfiglnfo: false
o Defaul tFileNanme: null

e FileCaching: true

* KeepAliveEnabl ed: true
* KeepAliveSecs: 20

e MxPostSize: -1

e PathPrepend: null

e PathTrim null

o Trinkxt: null

e SecureProxy: false

e \éblLogi cHost: none
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e \eéblLogi cPort: none

e W.Cooki eNane: JSESSI ONI D

*  W.IOTi meout Secs: 300

e WlLlogFile: null

e W.ProxyPassThrough: false
WProxySSL: false

e WLProxySSLPassThrough: fal se

Clustering Servlets

Clustering servlets provides failover and load balancing benefits. To deploy a servlet in a
WebLogic Server cluster, deploy the Web application containing the servlet on all servers in the
cluster.

For information on requirements for clustering servlets, and to understand the connection and
failover processes for requests that are routed to clustered servlets, see Replication and
Failover for Servlets and JSPs in Administering Clusters for Oracle WebLogic Server.

@® Note

Automatic failover for servlets requires that the servlet session state be replicated in
memory. For instructions, see Configure In-Memory HTTP Replication in Administering
Clusters for Oracle WebLogic Server.

For information on the load balancing support that a WebLogic Server cluster provides for
servlets, and for related planning and configuration considerations for architects and
administrators, see Load Balancing for Servlets and JSPs in Administering Clusters for Oracle
WebLogic Server.

Referencing a Servlet in a Web Application

The URL used to reference a servlet in a Web application is constructed with a certain pattern.

htt p: // nmyHost Nane: port / myCont ext Pat h/ nyRequest / myRequest Par aret er s

The components of this URL are defined as follows:

* myHost Name—The DNS name mapped to the Web Server defined in the WebLogic Remote
Console. This portion of the URL can be replaced with host : port, where host is the name
of the machine running WebLogic Server and port is the port at which WebLogic Server is
listening for requests.

e port—The port at which WebLogic Server is listening for requests. The servlet can
communicate with the proxy only through the listenPort on the Server MBean and the SSL
MBean.

* nyCont ext Pat h—The name of the context root which is specified in the webl ogi c. xm file,
or the URI of the Web module which is specified in the confi g. xn file.

e nyRequest —The name of the servlet as defined in the web. xni file.
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e nyRequest Par anet er s—Optional HTTP request parameters encoded in the URL, which
can be read by an HTTP servlet.

URL Pattern Matching

WebLogic Server provides the user with the ability to implement a URL matching utility which
does not conform to the Jakarta EE rules for matching. The utility must be configured in the
webl ogi c. xm deployment descriptor rather than the web. xm deployment descriptor used for
the configuration of the default implementation of URLMat chMap.

To be used with WebLogic Server, the URL matching utility must implement the following
interface:

Package webl ogic.servlet.utils;
public interface URLMapping {
public void put(String pattern, Object value);
public Cbject get(String uri);
public void remove(String pattern)
public void setDefault(Cbject defaulthject);
public Object getDefault();
public void setCasel nsensitive(bool ean ci);
public bool ean isCasel nsensitive();
public int size();
public Qbject[] values();
public String[] keys();
}

The SimpleApacheURLMatchMap Utility

The included Si npl eApacheURLMat chMap utility is not Jakarta EE specific. It can be configured
in the webl ogi c. xm deployment descriptor file and allows the user to specify Apache style
pattern matching rather than the default URL pattern matching provided in the web. xm
deployment descriptor.

See url-match-map.

A Future Response Model for HTTP Servlets

In general, WebLogic Server processes incoming HTTP requests and the response is returned
immediately to the client. Such connections are handled synchronously by the same thread.
However, some HTTP requests may require longer processing time. Database connection, for
example, may create longer response times. Handling these requests synchronously causes
the thread to be held, waiting until the request is processed and the response sent.

To avoid this hung-thread scenario, WebLogic Server provides two classes that handle HTTP
requests asynchronously by de-coupling the response from the thread that handles the
incoming request. The following sections describe these classes.
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Abstract Asynchronous Servlet

doRequest

doResponse

@ Note

Oracle recommends that instead of the WebLogic Server Abstract Asynchronous
Servlet, you should use the standard asynchronous processing model defined in the
Servlet 5.0 specification.

The Abstract Asynchronous Servlet enables you to handle incoming requests and servlet
responses with different threads. This class explicitly provides a better general framework for
handling the response than the Future Response Servlet, including thread handling.

You implement the Abstract Asynchronous Servlet by extending the
webl ogi c. servlet. http. Abstract AsyncServl et. | ava class. This class provides the following

abstract methods that you must override in your extended class .

This method processes the servlet request. The following code example demonstrates how to
override this method.

Example 8-3 Overriding doRequest in AbstractAsynchServlet.java

publi ¢ bool ean doRequest (Request ResponseKey rrk)

throws Servlet Exception, |OException {
Ht t pServl et Request req = rrk. get Request ();
Ht t pServl et Response res = rrk. get Response();

if (req.getParameter("imediate") !'= null) {
res.set Content Type("text/htm");
PrintWiter out = res.getWiter();
out.printin("Hello Wrld Imrediately!");
return fal se ;

}
el se {
Ti mer Manager Fact ory. get Ti mer Manager Fact or y()
. get Def aul t Ti mer Manager () . schedul e
(new TinmerListener() {
public void timerExpired(Timer tiner)
{try {
Abstract AsyncServlet.notify(rrk, null);
}
catch (Exception e) {
e.printStackTrace();
}
}
}, 2000);
return true;
}

This method processes the servlet response.
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@® Note

The servlet instance that processed the doRequest () method used to handle the
original incoming request method will not necessarily be the one to process the
doResponse() method.

If an exception occurs during processing, the container returns an error to the client. The
following code example demonstrates how to override this method.

Example 8-4 Overriding doResponse() in AbstractAsyncServlet.java

public void doResponse (Request ResponseKey rrk, Object context)
throws Servl et Exception, |COException

{
Ht t pSer vl et Request req = rrk. get Request ();

Ht t pServl et Response res = rrk. get Response();

res.set Content Type("text/htm");
PrintWiter out = res.getWiter();
out.printin("Hello World");

This method sends a servlet response error when the noti fy() method is not called within the
timeout period.

@® Note

The servlet instance that processed the doRequest () method used to handle the
original incoming request method will not necessarily be the one to process the
doTi neQut () method.

Example 8-5 Overriding doTimeOut() in AbstractAsyncServlet.java

public void doTi meout (RequestResponseKey rrk)
throws Servl et Exception, |COException

{
Ht t pServl et Request req = rrk. get Request ();
Ht t pServl et Response res = rrk. get Response();
res. set Content Type("text/htm");
PrintWiter out = res.getWiter();
out.println("Timout!");

}
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Future Response Servlet

@ Note

Oracle recommends that you use the standard asynchronous processing model
defined in the Servlet 5.0 specification.

You can also use the Future Response Servlet to handle servlet responses with a different
thread than the one that handles the incoming request. You enable this servlet by extending
webl ogi c. servl et . Fut ur eResponseSer vl et . j ava, which gives you full control over how the
response is handled and allows more control over thread handling. However, using this class
to avoid hung threads requires you to provide most of the code.

The exact implementation depends on your needs, but you must override the servi ce()
method of this class at a minimum. The following example shows how you can override the
service method.

Example 8-6 Overriding the service() method of FutureResponseServlet.java

public void service(HtpServl et Request req, FutureServletResponse rsp)
throws | OException, ServletException {
if(req.getParameter("imediate") !'= null){
PrintWiter out = rsp.getWiter();
out.println("Inmediate response!");
rsp.send();
} else {
Timer nyTiner = new Tiner();
M/Ti mer Task mt = new MyTi ner Task(rsp, nyTimer);
myTi mer . schedul e(nt, 100);
}
}

private static class MTinerTask extends Timer Task{
private FutureServl et Response rsp;
Timer timer;
MyTi mer Task( Fut ur eSer vl et Response rsp, Timer timer){
this.rsp = rsp;
this.timer = tiner;
}
public void run(){
try{
PrintWiter out = rsp.getWiter();
out.println("Del ayed Response");
rsp.send();
timer.cancel ();
}
cat ch(1 OException e)
e.printStackTrace(

}

{
) .

}
}
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Using Sessions and Session Persistence

Learn how to set up and use HTTP sessions and session persistence in WebLogic Server.
This chapter includes the following sections:

Overview of HTTP Sessions

Session tracking enables you to track a user's progress over multiple servlets or HTML pages,
which, by nature, are stateless. A session is defined as a series of related browser requests
that come from the same client during a certain time period. Session tracking ties together a
series of browser requests—think of these requests as pages—that may have some meaning
as a whole, such as a shopping cart application.

Setting Up Session Management

WebLogic Server is set up to handle session tracking by default. You need not set any of these
properties to use session tracking. However, configuring how WebLogic Server manages
sessions is a key part of tuning your application for best performance.

When you set up session management, you determine factors such as:

* How many users you expect to hit the servlet

* How long each session lasts

* How much data you expect to store for each user

* Heap size allocated to the WebLogic Server instance

You can also store data permanently from an HTTP session. See Configuring Session
Persistence.

HTTP Session Properties

You configure WebLogic Server session tracking by defining properties in the WebLogic-
specific deployment descriptor, webl ogi ¢. xm . For a complete list of session attributes, see
session-descriptor.

In a previous WebLogic Server release, a change was introduced to the SessionlID format that
caused some load balancers to lose the ability to retain session stickiness. A server startup
flag, - Duebl ogi c. servl et . useExt endedSessi onFor mat =t r ue, retains the information that the
load-balancing application needs for session stickiness. The extended session ID format will
be part of the URL if URL rewriting is activated, and the startup flag is set to true.

Session Timeout

You can specify an interval of time after which HTTP sessions expire. When a session expires,
all data stored in the session is discarded. You can set the interval in either web. xm or
webl ogi c. xm :
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* Setthetineout-secs parameter value in the sessi on- descri pt or element of the
WebLogic-specific deployment descriptor, webl ogi c. xml . This value is set in seconds. See
session-descriptor.

e Setthe session-tineout elementin the Jakarta EE standard Web application deployment
descriptor, web. xm .

If you want to synchronize the expiration of all sessions that share the same session ID, then
enable the Synchr oni zedSessi onTi meout Enabl ed attribute in either WebAppCont ai ner MBean or
Server Tenpl at eMBean. If the attribute is configured in both MBeans, the value set in

Server Tenpl at eMBean overrides WebAppCont ai ner MBean.

Configuring WebLogic Server Session Cookies

WebLogic Server uses cookies for session management when cookies are supported by the
client browser.

The cookies that WebLogic Server uses to track sessions are set as transient by default and
do not outlive the session. When a user quits the browser, the cookies are lost and the session
ends. This behavior is in the spirit of session usage and it is recommended that you use
sessions in this way.

You can configure session-tracking parameters of cookies in the WebLogic-specific
deployment descriptor, webl ogi c. xml . A complete list of session and cookie-related
parameters is available in session-descriptor.

Configuring Application Cookies That Outlive a Session

For longer-lived client-side user data, you program your application to create and set its own
cookies on the browser via the HTTP servlet API. The application should not attempt to use the
cookies associated with the HTTP session. Your application might use cookies to auto-login a
user from a particular machine, in which case you would set a new cookie to last for a long
time. Remember that the cookie can only be sent from that particular client machine. Your
application should store data on the server if it must be accessed by the user from multiple
locations.

You cannot directly connect the age of a browser cookie with the length of a session. If a
cookie expires before its associated session, that session becomes orphaned. If a session
expires before its associated cookie, the servlet is not be able to find a session. At that point, a
new session is automatically assigned when the r equest . get Sessi on(true) method is called.

You can set the maximum life of a cookie with the cooki e- max- age- secs element in the
session descriptor of the webl ogi ¢c. xm deployment descriptor. See session-descriptor.

Logging Out

User authentication information is stored both in the user's session data and in the context of a
server or virtual host that is targeted by a Web application. The sessi on. i nval i dat e()
method, which is often used to log out a user, only invalidates the current session for a user—
the user's authentication information still remains valid and is stored in the context of the server
or virtual host. If the server or virtual host is hosting only one Web application, the
session.invalidate() method, in effect, logs out the user.

There are several Java methods and strategies you can use when using authentication with
multiple Web applications. For more information see Logging Out and Ending a Session.
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Enabling Web Applications to Share the Same Session

By default, Web applications do not share the same session. If you would like Web applications
to share the same session, you can configure the session descriptor at the application level in
the webl ogi c-appl i cation. xm deployment descriptor. To enable Web applications to share
the same session, set the shari ng- enabl ed attribute in the session descriptor to t r ue in the
webl ogi c-appl i cati on. xn deployment descriptor. See "sharing-enabled" in session-

descriptor.

The session descriptor configuration that you specify at the application level overrides any
session descriptor configuration that is specified at the individual Web application level. If you
set the shari ng- enabl ed attribute to true at the Web application level, it will be ignored.

All Web applications in an application are automatically started using the same session
instance if you specify the session descriptor in the webl ogi c- appl i cation. xm deployment
descriptor and set the shar i ng- enabl ed attribute to t r ue as in the following example:

<?xm version="1.0" encodi ng="1S0O 8859-1"?>
<webl ogi c-application xm ns="http://xm ns. oracl e. com webl ogi ¢/ webl ogi c- appl i cation";; >

<sessi on-descri pt or >
<persi stent - st or e-t ype>nenory</ persi st ent - st ore-t ype>
<shari ng- enabl ed>t r ue</ shari ng- enabl ed>

</ sessi on-descri ptor>

</ webl ogi c- appl i cati on>

Limiting Number of Concurrent Requests for a Session

The webl ogi c. htt p. sessi on. maxConcurr ent Request property limits the number of concurrent
requests for a session. If the number of concurrent requests for a given session exceeds the
specified value, the servlet container will start rejecting requests. By default, this property is set
to - 1, which indicates the servlet container does not impose any restrictions.

Configuring Session Persistence

You use session persistence to permanently store data from an HTTP session object to enable
failover and load balancing across a cluster of WebLogic Servers. When your applications
stores data in an HTTP session object, the data must be serializable.

The following session persistence implementations are supported:

e Memory (single-server, non-replicated)

e File system persistence

- JDBC persistence

e Cookie-based session persistence

* In-memory replication using either WebLogic Server clusters or Coherence clusters

The first four are discussed here; in-memory replication is discussed in HTTP Session State
Replication in Administering Clusters for Oracle WebLogic Server. For detailed information on
using Coherence for session state replication, see Administering HTTP Session Management
with Oracle Coherence*Web.
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File, JDBC, cookie-based, and memory (single-server, non-populated) session persistence
have some common properties. Each persistence method has its own set of configurable
parameters, as discussed in the following sections. These parameters are subelements of the
sessi on-descri ptor element in the webl ogi ¢c. xm deployment descriptor file.

Attributes Shared by Different Types of Session Persistence

This section describes parameters common to file and JDBC-based persistence. You can
configure the number of sessions that are held in memory by defining the following parameters
in the sessi on-descri pt or element in the webl ogi c. xnl deployment descriptor file. These
parameters are only applicable if you are using session persistence:

e cache-si ze—Limits the number of cached sessions that can be active in memory at any
one time. If you expect high volumes of simultaneous active sessions, you do not want
these sessions to soak up the RAM of your server because this may cause performance
problems swapping to and from virtual memory. When the cache is full, the least recently
used sessions are stored in the persistent store and recalled automatically when required.
If you do not use persistence, this property is ignored, and there is no soft limit to the
number of sessions allowed in main memory. By default, the number of cached sessions is
1028. To turn off caching, set this to 0. See "cache-size" in session-descriptor.

@® Note

cache- si ze is used by JDBC and file-based sessions only for maintaining the in-
memory bubbling cache. It is not applicable for other persistence types.

e invalidation-interval -secs—Sets the time, in seconds, that WebLogic Server waits
between doing house-cleaning checks for timed-out and invalid sessions, and deleting the
old sessions and freeing up memory. Use this element to tune WebLogic Server for best
performance on high traffic sites. See "invalidation-interval-secs" in session-descriptor.

The minimum value is every second (1). The maximum value is once a week (604,800
seconds). If not set, the attribute defaults to 60 seconds.

Using Memory-based, Single-server, Non-replicated Persistent Storage

When you use memory-based storage, all session information is stored in memory and is lost
when you stop and restart WebLogic Server. To use memory-based, single-server, non-
replicated persistent storage, set the persi st ent - st ore-t ype parameter in the sessi on-
descri ptor element in the webl ogi c. xm deployment descriptor file to nenory. See session-

descriptor.

@® Note

If you do not allocate sufficient heap size when running WebLogic Server, your server
may run out of memory under heavy load.

Using File-based Persistent Storage

To configure file-based persistent storage for sessions:
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In the deployment descriptor file webl ogi c. xn , set the per si st ent - st or e-t ype parameter
in the sessi on-descri pt or element in the webl ogi c. xm deployment descriptor file to
file. See "persistent-store-type" in session-descriptor.

Set the directory where WebLogic Server stores the sessions. See "persistent-store-dir" in
session-descriptor.

@ Note

You must create this directory and make sure appropriate access privileges have
been assigned to the directory.

Using a Database for Persistent Storage (JDBC Persistence)

JDBC persistence stores session data in a database table using a schema provided for this
purpose. You can use any database for which you have a JDBC driver. You configure database
access by using connection pools.

Because WebLogic Server uses the system time to determine the session life time when using
JDBC session persistence, you must be sure to synchronize the system clock on all of the
machines on which servers are running in the same cluster.

Configuring JDBC-based Persistent Storage

To configure JDBC-based persistent storage for sessions:

Set the persi st ent - st or e-t ype parameter in the sessi on- descri pt or element in the
webl ogi c. xm deployment descriptor file to j dbc. See session-descriptor.

Set a JDBC connection pool to be used for persistence storage with the per si st ent -

st ore- pool or persi stent-dat a-source-j ndi - nane parameter in the sessi on- descri pt or
element in the webl ogi c. xm deployment descriptor file. Use the name of a connection
pool that is defined in the WebLogic Remote Console. See session-descriptor.

With asynchronous JDBC persistence for HTTP sessions in an application or Web
application, the per si st ent - st or e- pool parameter is ignored. To set a JDBC connection
pool for async-j dbc-based persistence, you must specify the per si st ent - dat a- sour ce-

j ndi - nane parameter in the sessi on- desci pt or element in the webl ogi ¢c. xm deployment
descriptor file. See session-descriptor.

Set up a database table named W _servl et _sessi ons for JDBC-based persistence. The
connection pool that connects to the database needs to have read/write access for this
table.

@® Note

Create indexes onw _i d and wl _cont ext _pat h, if the database does not create
them automatically. Some databases create indexes automatically for primary
keys.

Set up column names and data types as follows:
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Table 9-1 Creating wl_servlet_sessions
|

Column Name Data Type
w_id Variable-width alphanumeric column, up to 100 characters; for example,
Oracle VARCHAR2(1100) .

The primary key must be set as follows:
w _id+ w _context_path

w _context_path Variable-width alphanumeric column, up to 100 characters; for example,
Oracle VARCHAR2(100). This column is used as part of the primary key. (See
the W _i d column description.)

w _is_new Single char column; for example, Oracle CHAR( 1)
w _create_tine Numeric column, 20 digits; for example, Oracle NUVBER( 20)
w _is valid Single char column; for example, Oracle CHAR( 1)

w _sessi on_val ues Large binary column; for example, Oracle LONG RAW

w _access_tine Numeric column, 20 digits; for example, NUVBER( 20)

w _max_i nactive_int Integer column; for example, Oracle | nt eger . Number of seconds between
erval client requests before the session is invalidated. A negative time value
indicates that the session should never time out.

If you are using an Oracle DBMS, use the following SQL statement to create the
W _servl et _sessi ons table. Modify the SQL statement for use with your DBMS.

Example 9-1 Creating wl_servlet_sessions table with Oracle DBMS

create table W _servlet_sessions
( W _id VARCHAR2('100) NOT NULL,
W _context _path VARCHAR2(100) NOT NULL,
W _i s_new CHAR(1),
W _create_time NUVBER(20),
w _is_valid CHAR(1),
w _sessi on_val ues LONG RAW
W _access_time NUVBER(20),
w _max_i nactive_interval | NTECGER,
PRI MARY KEY (w _id, W _context_path) );

If you are using SqlServer2000, use the following SQL statement to create the
W _servl et _sessi ons table. Modify the SQL statement for use with your DBMS.

Example 9-2 Creating wl_servlet_sessions table with SqlServer 2000

create table w _servlet_sessions
( w _id VARCHAR2(100) NOT NULL,
w _context _path VARCHAR2(100) NOT NULL,
W _i's_new VARCHAR(1),
W _create_time DEC MAL,
w _is_valid VARCHAR(1),
W _sessi on_val ues | MAGE,
w _access_tinme DECI MAL,
w _max_inactive_interval | NTEGER,
PRI MARY KEY (w _id, W _context_path) );

If you are using DB2, use the following SQL statement to create the w _servl et _sessi ons
table. Modify the SQL statement for use with your DBMS.
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Example 9-3 Creating wl_servlet_sessions table with DB2

CREATE TABLE W._SERVLET_SESSI ONS

(
W_I D VARCHAR(100) not null,
WL_CONTEXT_PATH VARCHAR(100) not nul I,
WL_I S_NEW SMALLI NT,
W._CREATE_TI ME DECI MAL( 16),
W._I'S_VALI D SMALLI NT,
W _sessi on_val ues BLOB(10M NOT LOGGED,
W._ACCESS_TI ME DECI MAL( 16),
WL_MAX_I NACTI VE_| NTERVAL | NTEGER,
PRI MARY KEY (W._I D, W._CONTEXT_PATH)

);

If you are using Sybase, use the following SQL statement to create the W _servl et _sessi ons
table. Modify the SQL statement for use with your DBMS.

Example 9-4 Creating wl_servlet_sessions table with Sybase

create table W _SERVLET_SESSI ONS (

W_ID var char (100) not null
W._CONTEXT_PATH var char (100) not null
W._I'S_NEW CHAR( 1) null
W._CREATE_TI ME deci mal (16, 0) null
W._IS VALID CHAR( 1) null
W._SESSI ON_VALUES i mage null
W._ACCESS_TI ME deci mal (16, 0) null
W._MAX_| NACTI VE_I NTERVAL i nt null
)

go

alter table W_SERVLET_SESSI ONS
add PRI MARY KEY CLUSTERED (W._I D, W._CONTEXT_PATH)

go

Caching and Database Updates for JDBC Session Persistence

WebLogic Server does not write the HTTP session state to disk if the request is read-only,
meaning the request does not modify the HTTP session. Only the W _access_ti me column is
updated in the database, if the session is accessed.

For non read-only requests, the Web application container updates the database for the
changes to session state after every HTTP request. This is done so that any server in the
cluster can handle requests upon failovers and retrieve the latest session state from the
database.

To prevent multiple database queries, WebLogic Server caches recently used sessions.
Recently used sessions are not refreshed from the database for every request. The number of
sessions in cache is governed by the cache- si ze parameter in the sessi on- descri pt or
element of the WebLogic Server-specific deployment descriptor, webl ogi ¢c. xm . See session-

descriptor.

Using Cookie-Based Session Persistence

Cookie-based session persistence provides a stateless solution for session persistence by
storing all session data in a cookie in the user's browser. Cookie-based session persistence is
most useful when you do not need to store large amounts of data in the session. Cookie-based
session persistence can make managing your WebLogic Server installation easier because
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clustering failover logic is not required. Because the session is stored in the browser, not on
the server, you can start and stop WebLogic Servers without losing sessions.

There are some limitations to cookie-based session persistence:

* You can store only string attributes in the session. If you store any other type of object in
the session, an | | | egal Argunent exception is thrown.

*  You cannot flush the HTTP response (because the cookie must be written to the header
data before the response is committed).

« If the content length of the response exceeds the buffer size, the response is automatically
flushed and the session data cannot be updated in the cookie. (The buffer size is, by
default, 8192 bytes. You can change the buffer size with the
jakarta.servlet. ServletResponse.setBufferSize() method.

* You can only use basic (browser-based) authentication.
e Session data is sent to the browser in clear text.
e The user's browser must be configured to accept cookies.

e You cannot use commas (,) in a string when using cookie-based session persistence or an
exception occurs.

To set up cookie-based session persistence:

e Setthe persistent-store-type parameter in the sessi on-descri pt or element in the
webl ogi c. xm deployment descriptor file to cooki e. See session-descriptor.

e Optionally, set a name for the cookie using the per si st ent - st or e- cooki e- name element.
The default is W.COXKI E. See session-descriptor.

Using URL Rewriting Instead of Cookies

In some situations, a browser or wireless device may not accept cookies, which makes session
tracking with cookies impossible. URL rewriting is a solution to this situation that can be
substituted automatically when WebLogic Server detects that the browser does not accept
cookies. URL rewriting involves encoding the session ID into the hyperlinks on the Web pages
that your servlet sends back to the browser. When the user subsequently clicks these links,
WebLogic Server extracts the ID from the URL address and finds the appropriate Ht t pSessi on
when your servlet calls the get Sessi on() method.

Enable URL rewriting in WebLogic Server by setting the ur| -rewr i ti ng- enabl ed parameter in
the WebLogic-specific deployment descriptor, webl ogi ¢. xn , under the sessi on- descri pt or
element. The default value for this attribute is t r ue. See session-descriptor.

Coding Guidelines for URL Rewriting

Here are general guidelines for supporting URL rewriting.

e Avoid writing a URL straight to the output stream, as shown here:

out.println("<a href=\"/nyshop/catal og.jsp\">catal og</a>");

Instead, use the Ht t pSer vl et Response. encodeURL() method, for example:

out.println("<a href=\"
+ response. encodeURL( " nyshop/ cat al og. j sp")
+ "\">catal og</ a>");
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Calling the encodeURL() method determines whether the URL needs to be rewritten. If it
does need to be rewritten, WebLogic Server rewrites the URL by appending the session ID
to the URL, with the session ID preceded by a semicolon.

In addition to URLSs that are returned as a response to WebLogic Server, also encode
URLs that send redirects. For example:

if (session.isNew))
response. sendRedi rect (response. encodeRedirect Ul (wel comeURL));

WebLogic Server uses URL rewriting when a session is new, even if the browser does
accept cookies, because the server cannot tell whether a browser accepts cookies in the
first visit of a session.

When a plug-in is used (Apache, NSAPI, ISAPI, H t pCl ust er Servl et , or

Ht t pProxySer vl et) and URL rewriting is used at the back-end server using

response. sendRedi rect (url) orresponse. encodeRedi rect URL(url ), then the Pat hTrim
and Pat hPr epend parameters will be applied to the URL under the following condition:

Pat hTri mwill only be applied to the URL if Pat hPr epend is null or Pat hPr epend has been
applied.

Your servlet can determine whether a given session ID was received from a cookie by
checking the Boolean returned from the

Ht t pSer vl et Request . i sRequest edSessi onl dFr onCooki e() method. Your application may
respond appropriately, or simply rely on URL rewriting by WebLogic Server.

@® Note

The CISCO Local Director load balancer expects a question mark "?" delimiter for
URL rewriting. Because the WebLogic Server URL-rewriting mechanism uses a

semicolon ";" as the delimiter, our URL rewriting is incompatible with this load
balancer.

URL Rewriting and Wireless Access Protocol (WAP)

If you are writing a WAP application, you must use URL rewriting because the WAP protocol
does not support cookies. In addition, some WAP devices have a 128-character limit on the
length of a URL (including attributes), which limits the amount of data that can be transmitted
using URL rewriting. To allow more space for attributes, you can limit the size of the session ID
that is randomly generated by WebLogic Server.

In particular, to use the WAPEnabl ed attribute, use the WebLogic Remote Console at Server >
Protocols > HTTP. The WAPEnabl ed attribute restricts the size of the session ID to 52
characters and disallows special characters, such as ! and #. You can also use the IDLength
parameter of webl ogi c. xm to further restrict the size of the session ID. For additional details,
see "id-length" in session-descriptor.
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@® Note

If the i d-1 engt h subelement of the sessi on- descri pt or element of the WebLogic
Server-specific deployment descriptor, webl ogi ¢. xnl , contains a value of less than 32,
WebLogic Server automatically increases the value to 32 and displays the following
message:

The IDLength is too short. It is not secure. WS wll raise the length to 32.

Session Tracking from a Servlet

Session tracking enables you to track a user's progress over multiple servlets or HTML pages,
which, by nature, are stateless. A session is defined as a series of related browser requests
that come from the same client during a certain time period. Session tracking ties together a
series of browser requests—think of these requests as pages—that may have some meaning
as a whole, such as a shopping cart application.

The following sections discuss various aspects of tracking sessions from an HTTP servlet:

A History of Session Tracking

Before session tracking matured conceptually, developers tried to build state into their pages
by stuffing information into hidden fields on a page or embedding user choices into URLs used
in links with a long string of appended characters. You can see good examples of this at most
search engine sites, many of which still depend on CGI. These sites track user choices with
URL parameter name=value pairs that are appended to the URL, after the reserved HTTP
character ?. This practice can result in a very long URL that the CGI script must carefully parse
and manage. The problem with this approach is that you cannot pass this information from
session to session. Once you lose control over the URL—that is, once the user leaves one of
your pages—the user information is lost forever.

Later, Netscape introduced browser cookies, which enable you to store user-related
information about the client for each server. However, some browsers still do not fully support
cookies, and some users prefer to turn off the cookie option in their browsers. Another factor
that should be considered is that most browsers limit the amount of data that can be stored
with a cookie.

Unlike the CGI approach, the HTTP servlet specification defines a solution that allows the
server to store user details on the server beyond a single session, and protects your code from
the complexities of tracking sessions. Your servlets can use an HttpSession object to track a
user's input over the span of a single session and to share session details among multiple
servlets. Session data can be persisted using a variety of methods available with WebLogic
Service.

Tracking a Session with an HttpSession Object

According to the Jakarta Servlet API, which WebLogic Server implements and supports, each
servlet can access a server-side session by using its Ht t pSessi on object. You can access an
Ht t pSessi on object in the servi ce() method of the servlet by using the Ht t pSer vl et Request
object with the variable r equest variable, as shown:

Ht t pSessi on session = request. get Session(true);
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An Ht t pSessi on object is created if one does not already exist for that client when the

request . get Sessi on(true) method is called with the argument t r ue. The session object lives
on WebLogic Server for the lifetime of the session, during which the session object
accumulates information related to that client. Your servlet adds or removes information from
the session object as necessary. A session is associated with a particular client. Each time the
client visits your servlet, the same associated Ht t pSessi on object is retrieved when the

get Sessi on() method is called.

For more details on the methods supported by the Ht t pSessi on, refer to the HttpServlet API at
https://jakarta.ee/specifications/servlet/5.0/apidocs/jakartalservlet/http/

ht t psessi on.

In the following example, the servi ce() method counts the number of times a user requests
the servlet during a session.

public void service(HtpServl et Request request,
Ht t pSer vl et Response, response)
throws | CException

Il CGet the session and the counter paramattribute
H t pSessi on session = request. get Session (true);
Integer ival = (Integer)
session. getAttribute("sinplesession.counter");

if (ival == null) // Initialize the counter

ival = new Integer (1);
el se // Increment the counter

ival = new Integer (ival.intValue () + 1);
/1 Set the new attribute value in the session
session. set Attribute("sinpl esession.counter", ival);
/1 Qutput the HTM. page

out. print (" <HTM.><body>");

out.print("<center> You have hit this page ");
out.print(ival + " times!");

out. print("</body></htm >");

}

Lifetime of a Session

A session tracks the selections of a user over a series of pages in a single transaction. A single
transaction may consist of several tasks, such as searching for an item, adding it to a shopping
cart, and then processing a payment. A session is transient, and its lifetime ends when one of
the following occurs:

* A user leaves your site and the user's browser does not accept cookies.
e A user quits the browser.

e The session is timed out due to inactivity.

e The session is completed and invalidated by the servlet.

e The user logs out and is invalidated by the servlet.

For more persistent, long-term storage of data, your servlet should write details to a database
using JDBC or EJB and associate the client with this data using a long-lived cookie and/or user
name and password.
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@® Note

Although this document states that sessions use cookies and persistence internally,
you should not use sessions as a general mechanism for storing data about a user.

How Session Tracking Works

How does WebLogic Server know which session is associated with each client? When an

Ht t pSessi on is created in a servlet, it is associated with a unique ID. The browser must
provide this session ID with its request in order for the server to find the session data again.
The server attempts to store this ID by setting a cookie on the client. Once the cookie is set,
each time the browser sends a request to the server it includes the cookie containing the ID.
The server automatically parses the cookie and supplies the session data when your servlet
calls the get Sessi on() method.

If the client does not accept cookies, the only alternative is to encode the ID into the URL links
in the pages sent back to the client. For this reason, you should always use the encodeURL()
method when you include URLSs in your servlet response. WebLogic Server detects whether
the browser accepts cookies and does not unnecessarily encode URLs. WebLogic
automatically parses the session ID from an encoded URL and retrieves the correct session
data when you call the get Sessi on() method. Using the encodeURL() method ensures no
disruption to your servlet code, regardless of the procedure used to track sessions. See Using
URL Rewriting Instead of Cookies.

Detecting the Start of a Session

After you obtain a session using the get Sessi on(true) method, you can tell whether the
session has just been created by calling the Ht t pSessi on. i sNew() method. If this method
returns t r ue, then the client does not already have a valid session, and at this point it is
unaware of the new session. The client does not become aware of the new session until a
reply is posted back from the server.

Design your application to accommodate new or existing sessions in a way that suits your
business logic. For example, your application might redirect the client's URL to a login/
password page if you determine that the session has not yet started, as shown in the following
code example:

Ht t pSessi on session = request. get Session(true);
if (session.isNew()) {
response. sendRedi rect (wel coneURL) ;

}

On the login page, provide an option to log in to the system or create a new account. You can
also specify a login page in your Web application using the | ogi n- conf i g element of the
Jakarta EE standard Web application deployment descriptor, web. xni .

Setting and Getting Session Name/Value Attributes

You can store data in an Ht t pSessi on object using name=value pairs. Data stored in a session
is available through the session. To store data in a session, use these methods from the
Ht t pSessi on interface:

getAttribute()
get At tri but eNanes()
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setAttribute()

renmoveAttribute()

The following code fragment shows how to get all the existing nane=val ue pairs:
Enuneration sessionNanes = session. get Attribut eNanes();

String sessionNane = null;

bj ect sessionValue = null;

whi | e (sessi onNanmes. hasMor eEl enents()) {
sessi onName = (String)sessi onNanes. next El ement () ;
sessi onVal ue = session. getAttribute(sessionNane);
Systemout. println("Session name is " + sessionNane +
", value is " + sessionVal ue);

}

To add or overwrite a named attribute, use the set Attri but e() method. To remove a named
attribute altogether, use the removeAttri but e() method.

@® Note

You can add any Java descendant of Chj ect as a session attribute and associate it
with a name. However, if you are using session persistence, your attribute value
objects must implement j ava.io. Serial i zabl e.

Logging Out and Ending a Session

If your application deals with sensitive information, consider offering the ability to log out of the
session. This is a common feature when using shopping carts and Internet email accounts.
When the same browser returns to the service, the user must log back in to the system.

Using session.invalidate() for a Single Web Application

User authentication information is stored both in the users's session data and in the context of
a server or virtual host that is targeted by a Web application. Using the sessi on. i nval i dat e()
method, which is often used to log out a user, only invalidates the current session for a user—
the user's authentication information still remains valid and is stored in the context of the server
or virtual host. If the server or virtual host is hosting only one Web application, the

session. i nval i dat e() method, in effect, logs out the user.

Do not reference an invalidated session after calling sessi on. i nval i date(). If you do, an

I'I'l egal St ateExcepti on is thrown. The next time a user visits your servlet from the same
browser, the session data will be missing, and a new session will be created when you call the
get Sessi on(true) method. At that time you can send the user to the login page again.

Implementing Single Sign-On for Multiple Applications

If the server or virtual host is targeted by many Web applications, another means is required to
log out a user from all Web applications. Because the servlet specification does not provide an
API for logging out a user from all Web applications, the following methods are provided.

* weblogic.servlet.security. ServletAuthentication.|ogout()—Removes the
authentication data from the users's session data, which logs out a user but allows the
session to remain alive.

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 13 of 17



ORACLE

Chapter 9
Session Tracking from a Servlet

e weblogic.servlet.security. Servl et Authentication.invalidateAll()—Invalidates all
the sessions and removes the authentication data for the current user. The cookie is also
invalidated.

* weblogic.servlet.security. ServletAuthentication. kil | Cooki e()—Invalidates the
current cookie by setting the cookie so that it expires immediately when the response is
sent to the browser. This method depends on a successful response reaching the user's
browser. The session remains alive until it times out.

Exempting a Web Application for Single Sign-on

If you want to exempt a Web application from participating in single sign-on, define a different
cookie name for the exempted Web application. See Configuring WebLogic Server Session
Cookies.

Configuring Session Tracking

WebLogic Server provides many configurable attributes that determine how WebLogic Server
handles session tracking. For details about configuring these session tracking attributes, see
session-descriptor.

Using URL Rewriting Instead of Cookies

In some situations, a browser may not accept cookies, which means that session tracking with
cookies is not possible. URL rewriting is a workaround to this scenario that can be substituted
automatically when WebLogic Server detects that the browser does not accept cookies. URL
rewriting involves encoding the session ID into the hyperlinks on the Web pages that your
servlet sends back to the browser. When the user subsequently clicks these links, WebLogic
Server extracts the ID from the URL and finds the appropriate Ht t pSessi on. Then you use the
get Sessi on() method to access session data.

To enable URL rewriting in WebLogic Server, set the URL-rewr i ti ng- enabl ed parameter to
true in the sessi on-descri pt or element of the WebLogic Server-specific deployment
descriptor, webl ogi ¢. xm . See session-descriptor.

To make sure your code correctly handles URLSs in order to support URL rewriting, consider the
following guidelines:

e You should avoid writing a URL straight to the output stream, as shown here:

out.println("<a href=\"/nyshop/catal og.jsp\">catal og</a>");

Instead, use the Ht t pSer vl et Response. encodeURL() method. For example:

out.println("<a href=\""
+ response. encodeURL(" nyshop/ cat al og. j sp")
+ "\">catal og</a>");

e Calling the encodeURL() method determines if the URL needs to be rewritten and, if
necessary, rewrites the URL by including the session ID in the URL.

e Encode URLs that send redirects, as well as URLs that are returned as a response to
WebLogic Server. For example:

if (session.isNew))
response. sendRedi r ect (response. encodeRedi rect Url (wel comeURL) ) ;
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WebLogic Server uses URL rewriting when a session is new, even if the browser accepts
cookies, because the server cannot determine, during the first visit of a session, whether the
browser accepts cookies.

Your servlet may determine whether a given session was returned from a cookie by checking
the Boolean returned from the Ht t pSer vl et Request . i sRequest edSessi onl dFr onCooki e()
method. Your application may respond appropriately, or it may simply rely on URL rewriting by
WebLogic Server.

® Note

The CISCO Local Director load balancer expects a question mark "?" delimiter for URL
rewriting. Because the WebLogic Server URL-rewriting mechanism uses a semicolon
" " as the delimiter, our URL rewriting is incompatible with this load balancer.

URL Rewriting and Wireless Access Protocol (WAP)

If you are writing a WAP application, you must use URL rewriting because the WAP protocol
does not support cookies. In addition, some WAP devices impose a 128-character limit
(including parameters) on the length of a URL, which limits the amount of data that can be
transmitted using URL rewriting. To allow more space for parameters, you can limit the size of
the session ID that is randomly generated by WebLogic Server by specifying the number of
bytes with the i d- | engt h parameter in the sessi on- descri pt or element of the WebLogic
Server-specific deployment descriptor, webl ogi ¢. xnl . See session-descriptor.

The minimum value is 32 bytes; the default value is 52 bytes; the maximum value is
| nt eger. MAX_VALUE. (See the note in URL Rewriting and Wireless Access Protocol (WAP) ).

Making Sessions Persistent

You can set up WebLogic Server to record session data in a persistent store. If you are using
session persistence, you can expect the following characteristics:

»  Good failover, because sessions are saved when servers fail.

» Better load balancing, because any server can handle requests for any number of
sessions, and use caching to optimize performance. See the cache- si ze property, at
Configuring Session Persistence.

e Sessions can be shared across clustered WebLogic Servers. Note that session
persistence is no longer a requirement in a WebLogic Cluster. Instead, you can use in-
memory replication of state. See Administering Clusters for Oracle WebLogic Server.

*  For customers who want the highest in servlet session persistence, JDBC-based
persistence is the best choice. For customers who want to sacrifice some amount of
session persistence in favor of drastically better performance, in-memory replication is the
appropriate choice. JDBC-based persistence is noticeably slower than in-memory
replication. In some cases, in-memory replication has outperformed JDBC-based
persistence for servlet sessions by a factor of eight.

* You can put any kind of Java object into a session, but for file, JDBC, and in-memory
replication, only objects that are j ava. i 0. Seri al i zabl e can be stored in a session. See
Configuring Session Persistence.
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Scenarios to Avoid When Using Sessions

Do not use session persistence for storing long-term data between sessions. In other words,
do not rely on a session still being active when a client returns to a site at some later date.
Instead, your application should record long-term or important information in a database.

Sessions are not a convenience wrapper around cookies. Do not attempt to store long-term or
limited-term client data in a session. Instead, your application should create and set its own
cookies on the browser. Examples include an auto-login feature that allows a cookie to live for
a long period, or an auto-logout feature that allows a cookie to expire after a short period of
time. Here, you should not attempt to use HTTP sessions. Instead, you should write your own
application-specific logic.

Use Serializable Attribute Values

When you use persistent sessions, all attribute val ue objects that you add to the session must
implement j ava.io. Seri al i zabl e.

If you add your own serializable classes to a persistent session, make sure that each instance
variable of your class is also serializable. Otherwise, you can declare it as tr ansi ent , and
WebLogic Server does not attempt to save that variable to persistent storage. One common
example of an instance variable that must be made t r ansi ent is the Ht t pSessi on object. (See
the notes on using serialized objects in sessions in the section Making Sessions Persistent.)

The Ht t pSer vl et Request, Servl et Cont ext, and Ht t pSessi on attributes will be serialized when
a WebLogic Server instance detects a change in the Web application classloader. The
classloader changes when a Web application is redeployed, when there is a dynamic change
in a servlet, or when there is a cross Web application forward or include.

To avoid having the attribute serialized, during a dynamic change in a servlet, turn off servl et -
rel oad- check-secs in webl ogi c. xm . There is no way to avoid serialization of attributes for
cross Web application dispatch or redeployment. See servlet-reload-check-secs.

Configuring Session Persistence

For details about setting up persistent sessions, see Configuring Session Persistence.

Configuring a Maximum Limit on In-memory Servlet Sessions

Without the ability to configure in-memory servlet session use, as new sessions are continually
created, the server eventually throws out of memory. To protect against this, WebLogic Server
provides a configurable bound on the number of sessions created. When this number is
exceeded, the webl ogi c. servl et. Sessi onCr eat i onExcept i on occurs for each attempt to
create a new session. This feature applies to both replicated and non-replicated in-memory
sessions.

To configure bound in-memory servlet session use, you set the limitation in the nax- i n-
menor y- sessi ons element in the webl ogi ¢. xm deployment descriptor. See session-descriptor.

Enabling Session Memory Overload Protection

When memory is overloaded, a webl ogi c. servl et. Sessi onCr eat i onExcepti on
(RuntimeException) for any get Sessi on(true) attempts occurs. As the person developing the
servlet, you should handle this exception as follows:

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 16 of 17



ORACLE Chapter 9
Session Tracking from a Servlet

* Return the appropriate error message to the user when the exception occurs, explaining
the situation.

e Map webl ogi c. servl et. Sessi onCreat i onExcepti on to an error page in the Jakarta EE
standard Web application deployment descriptor, web. xni .

By default, memory overload protection is turned off. You can enable it with a domain-level

flag:

webl ogi c. managenent . confi gur ati on. WebAppCont ai ner MBean. Over | oadPr ot ecti onEnabl ed
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Application Events and Event Listener Classes

Learn about Web application events and event listener classes.
This chapter includes the following sections:

Overview of Application Event Listener Classes

Application events provide natifications of a change in state of the servlet context (each Web
application uses its own servlet context) or of an HTTP session object. You write event listener
classes that respond to these changes in state, and you configure and deploy them in a Web
application. The servlet container generates events that cause the event listener classes to do
something. In other words, the servlet container calls the methods on a user's event listener
class.

The following is an overview of this process:

1. The user creates an event listener class that implements one of the listener interfaces.
2. This implementation is registered in the deployment descriptor.

3. At deployment time, the servlet container constructs an instance of the event listener class.
(This is why the public constructor must exist, as discussed in Writing an Event Listener
Class.)

4. Atrun time, the servlet container invokes on the instance of the listener class.

For servlet context events, the event listener classes can receive notification when the Web
application is deployed or undeployed (or when WebLogic Server shuts down), and when
attributes are added, removed, or replaced.

For HTTP session events, the event listener classes can receive notification when an HTTP
session is activated or is about to be passivated, and when an HTTP session attribute is
added, removed, or replaced.

Use Web application event listener classes to:

* Manage database connections when a Web application is deployed or shuts down
* Create standard counter utilities

¢ Monitor the state of HTTP sessions and their attributes

Servlet Context Events

Examine a listing of the types of Servlet context events, the interface your event listener class
must implement to respond to each Servlet context event, and the methods invoked when the
Servlet context event occurs.
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Table 10-1 Servlet Context Events
]

Type of Event

Interface

Chapter 10
HTTP Session Events

Method

Servlet context is
created.

jakarta.servlet.

Ser vl et Cont ext Li st ener

contextlnitialized(

)

Servlet context is about
to be shut down.

jakarta.servlet.

Ser vl et Cont ext Li st ener

cont ext Dest royed()

An attribute is added.

jakarta.servlet.
sLi st ener

Servl et Context Attribute

attribut eAdded()

An attribute is removed.

jakarta.servlet.
sLi st ener

Servl et Context Attribute

attribut eRenoved()

An attribute is replaced.

j akarta.servlet.
sLi st ener

Servl et Context Attribute

attributeRepl aced()

HTTP Session Events

The HTTP Session Events contains a list of event types, interfaces and methods that are used
to indicate the activation and deactivation of a HTTP session along with the addition and
removal of attributes during a HTTP session.

The following table lists the types of HTTP session events your event listener class must
implement to respond to the HTTP session events and the methods invoked when the HTTP

session events occur.

Table 10-2 HTTP Session Events
]

Type of Event

Interface

Method

An HTTP session is
activated.

jakarta.servlet.
r

http. H t pSessi onLi st ene

sessi onCreat ed()

An HTTP session is
about to be passivated.

jakarta.servlet.
r

http. H t pSessi onLi st ene

sessi onDest royed()

An attribute is added.

jakarta.servlet.
teLi st ener

http. HtpSessionAttri bu

attribut eAdded()

An attribute is removed.

jakarta.servlet.
teLi stener

http. HtpSessionAttri bu

attribut eRenmoved()

An attribute is replaced.

jakarta.servlet.
t eLi st ener

http. H t pSessionAttribu

attributeRepl aced()

@® Note

The Servlet 5.0 specification also contains the

jakarta.servlet.http. HtpSessi onBi ndi ngLi st ener and the

jakarta.servlet.http. HtpSessionActivationLi stener interfaces. These
interfaces are implemented by objects that are stored as session attributes and do not
require registration of an event listener in web. xnl .
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Servlet Request Events

Examine a listing of the types of servlet request events, the interface your event listener class
must implement to manage state across the life cycle of servlet requests and the methods
invoked when the request events occur.

Table 10-3 Servilet Request Events
|

Type of Event

Interface Method

The request is about to go out of scope

jakarta.servlet. Servl et RequestL request Destroye

of the Web application. i stener d()
The request is about to come into scope | akarta. servlet. Servl et RequestL requestinitiali
of the Web application. i st ener zed()

Notification that a new attribute was

jakarta.servlet.Servl et Request A attributeAdded(

added to the servlet request. Called after ttri but eLi st ener )
the attribute is added.

Notification that a new attribute was

jakarta.servlet. Servl et Request A attribut eRenove

removed from the servlet request. Called ttri but eLi st ener d()
after the attribute is removed.

Notification that an attribute was
replaced on the servlet request. Called

j akarta.servlet. Servl et Request A
ttributeListener

attributeRepl ac
ed()

after the attribute is replaced.

Configuring an Event Listener Class

Learn how to configure an event listener class.

To configure an event listener class:

1.

Open the web. xm deployment descriptor of the Web application for which you are creating
an event listener class in a text editor. The web. xnl file is located in the V\EB- | NF directory
of your Web application.

Add an event declaration using the | i st ener element of the web. xm deployment
descriptor. The event declaration defines the event listener class that is invoked when the
event occurs. The | i st ener element must directly follow the filter and filter-mapping
elements and directly precede the servl et element. You can specify more than one event
listener class for each type of event. WebLogic Server invokes the event listener classes in
the order that they appear in the deployment descriptor (except for shutdown events, which
are invoked in the reverse order). For example:

<li stener>

<li stener-class>nyApp. MyCont ext Li st ener O ass</|i stener-cl ass>
</listener>
<listener>

<li stener-class>nyApp. MySessi onAttri butelLi stenerC ass</|istener-class>
</listener>

Write and deploy the event listener class. For details, see the section, Writing an Event
Listener Class.
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Writing an Event Listener Class

Learn how to write an event listener class.
To write an event listener class:

1. Create a new event listener class that implements the appropriate interface for the type of
event to which your class responds. For a list of these interfaces, see Servlet Context
Events or HTTP Session Events. See Templates for Event Listener Classes for sample
templates you can use to get started.

2. Create a public constructor that takes no arguments. For example:

public class MListener {
/'l public constructor
public MyListener() { /* ... */ }
}
3. Implement the required methods of the interface. See the Jakarta EE API Reference

(Javadocs) at ht t ps: // docs. oracl e. com en/ | avalj avase/ 17/ i ndex. ht Ml for more
information.

4. Copy the compiled event listener classes into the VEB- | NF/ cl asses directory of the Web
application, or package them into a JAR file and copy the JAR file into the WEB- | NF/ | i b
directory of the Web application.

The following useful classes are passed into the methods in an event listener class:

e jakarta.servlet.http.HtpSessi onEvent —provides access to the HTTP session
object

e jakarta.servlet.ServletContext Event —provides access to the servlet context
object.

* jakarta.servlet.ServletContextAttributeEvent—provides access to servlet
context and its attributes

e jakarta.servlet.http.HtpSessionBi ndi ngEvent —provides access to an HTTP
session and its attributes

Templates for Event Listener Classes

Examine examples that provide some basic templates for event listener classes.

Servlet Context Event Listener Class Example

package nyApp;
import jakarta.servlet.http.*;
public final class MyContextListenerC ass inplenents
Servl et Cont ext Li st ener {
public void contextlnitialized(ServletContextEvent event) {

/* This method is called prior to the servlet context being
initialized (when the Wb application is deployed).
You can initialize servlet context related data here.

*/

public void contextDestroyed(Servl et Cont ext Event event) {
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/* This method is invoked when the Servlet Context
(the Web application) is undepl oyed or
\WeblLogi ¢ Server shuts down.

*/

}

HTTP Session Attribute Event Listener Class Example

package nyApp;
inport jakarta.servlet.?*;

public final class M/SessionAttributeListenerd ass inplenments
Ht t pSessi onAttri but eLi stener {

public void attributeAdded( Ht t pSessi onBi ndi ngEvent sbe) {
/* This nmethod is called when an attribute
is added to a session.
*/

public void attributeRenoved(HttpSessionBi ndi ngEvent sbhe) {
/* This nmethod is called when an attribute
is renmoved froma session.
*/

public void attributeRepl aced( H t pSessi onBi ndi ngEvent sbe) {
/* This nmethod is invoked when an attibute
is replaced in a session.
*/
}
}

Additional Resources

e Servlet 5.0 specification athtt ps: //j akart a. ee/ specifications/servlet/5.0/]akart a-
servlet-spec-5.0

e The Jakarta EE tutorial at htt ps: //j akart a. ee/| earn/ docs/| akartaee-tutorial /9. 1/
i ntro/overvi ew overvi ew. ht
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Using the HTTP Publish-Subscribe Server

Learn how to use the HTTP Publish-Subscribe Server, included in WebLogic Server, with your
Web applications.

@® Note

The HTTP Publish-Subscribe Server is deprecated in WebLogic Server 14c
(14.1.2.0.0).

This chapter includes the following sections:

Overview of HTTP Publish-Subscribe Servers

An HTTP Publish-Subscribe Server (for simplicity, also called pub-sub server in this document)
is a mechanism whereby Web clients subscribe to channels and then publish messages to
these channels using asynchronous messages over HTTP.

The simple request/response nature of a standard Web application requires that all
communication be initiated by the client; this means that the server can only push updated
data to its clients if it receives an explicit request. This mechanism is adequate for traditional
applications, such as shopping carts, in which data from the server is required only when a
client requests it, but inadequate for dynamic real-time applications such as chat rooms and
auction updates in which the server must send data even if a client has not explicitly requested
it. The client can use the traditional HTTP pull approach to check and retrieve the latest data at
regular intervals, but this approach is lacking in scalability and leads to high network traffic
because of redundant checks. The HTTP Publish-Subscribe Server solves this problem by
allowing clients to subscribe to a channel (similar to a topic in JMS) and receive messages as
they become available.

The pub-sub server is based on the Bayeux protocol, see https://archive.is/http://

svn. conet d. conl t runk/ bayeux/ bayeux. ht m . The Bayeux protocol defines a contract
between the client and the server for communicating with asynchronous messages over HTTP.
It allows clients to register and subscribe to channels, which are named destinations or
sources of events. Registered clients, or the pub-sub server itself, then publishes messages to
these channels which in turn any subscribed clients receive.

The pub-sub server can communicate with any client that can understand the Bayeux protocol.
The pub-sub server is responsible for identifying clients, negotiating trust, exchanging Bayeux
messages, and, most importantly, pushing event messages to subscribed clients.

The following figure describes the basic architecture of the pub-sub server included in
WebLogic Server.
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Figure 11-1 HTTP Publish-Subscribe Server of WebLogic Server
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How the Pub-Sub Server Works

There is a one-to-one relationship between a Web application and a pub-sub server; in other
words, each Web application has access to one unique pub-sub server. Each pub-sub server
has its own list of channels, which means that there can be channels with the same name used
in different Web applications within the same enterprise application. The Web application uses
a context object to get a handle to its associated pub-sub server.

The pub-sub server itself is implemented as a Jakarta EE library that its associated Web
application references in its webl ogi c. xm deployment descriptor.

The pub-sub server has its own deployment descriptor, called webl ogi c- pubsub. xm , that lives
in the same directory as other Web application descriptors (VEB- | NF). Developers use the
descriptor to configure initial channels for the pub-sub server, specify the transport and
message handlers, and set up user authentication and authorization.

Web application developers can optionally use server-side pub-sub APIs in their servlets or
Java classes to get the pub-sub server context, manage channels, and manage the incoming
and outgoing messages to and from the clients. It is not required, however, to use server-side
pub-sub APIs. For example, developers can use the pub-sub server to implement a chat
feature in their Web application. In a typical chat application, clients perform all the subscribe
and publish tasks themselves without any need for additional server-side coding. If, however,
developers need the pub-sub server to perform additional steps, such as monitoring, collecting,
or interpreting incoming messages from clients, then they must use the server-side pub-sub
server APIs to program this functionality.

For Web 2.0 Ajax clients to communicate with the pub-sub server, the clients need a
JavasScript library that supports the Bayeux protocol. The pub-sub server provides the Dojo
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JavaScript library implementation as part of its distribution sample. The Dojo JavaScript library
provides four different transports, of which two are supported by the WebLogic pub-sub server:
long-polling and callback-polling.

The pub-sub server can run in a clustered environment by using JMS to make the messages
shareable between nodes of the cluster. In this case, the pub-sub server essentially delegates
message handling to a JMS provider.

You can also specify that messages be persisted to physical storage such as a file system or
database. By default messages are not persisted.

The following sections provide additional information about the pub-sub server:

e« Channels

« Message Delivery and Order of Delivery Guarantee

Channels are named destinations to which clients subscribe and publish messages.
Programmers define initial channels, channel mapping, and security by creating the webl ogi c-
pubsub. xm deployment descriptor file and packaging it in the WEB- | NF directory of the Web
application, alongside the standard web. xml and webl ogi c. xm files. Programmers can
optionally use the pub-sub server APIs in servlets to further find, create, and destroy channels
dynamically.

It is up to the programmer to decide whether clients can create and destroy channels. This
means that the programmer, if required, will have to constrain the use of the create and destroy
methods based on client authorization. Any attempt by an unauthorized client to create or
destroy a channel generates an error message.

When the pub-sub server destroys an existing channel, all the clients subscribed to that
channel and sub-channels of that channel are automatically unsubscribed. Unsubscribed
clients receive a disconnect response message from the pub-sub server when it destroys the
channel so that clients can try to reconnect and resubscribe to the other channels.

The channel namespace is hierarchical. This means that a set of channels can be specified for
subscriptions by a channel gobbling pattern with wildcards like * and **. The client is
automatically registered with any channels that are created after the client subscribed with a
wildcard pattern.

Message Delivery and Order of Delivery Guarantee

The order of delivery of messages is not guaranteed between the client and the pub-sub
server. This means that if the pub-sub server publishes messagel and then message2, the
client may receive the messages in that order, or it may also receive them in reverse order.

On the Web, clients are by definition loosely connected and it is possible that a subscriber is
inactive or not connected when the pub-sub server publishes a message. The following rules
govern the behavior of message delivery in this case:

* Messages published by the pub-sub server when a client is unreachable are not delivered
to the client.

*  When the clients reconnects back, it will continue to receive newly published messages.

* In order to recover already-published messages, the pub-sub server must be configured
for persistent messages and the channel be configured as a persistent channel.0
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Examples of Using the HTTP Publish-Subscribe Server

Examine a very simple example that describes the basic functionality and required tasks of
using the HTTP pub-sub server.

The example is a Web application that consists of only the following components:

A web. xm deployment descriptor to configure the pub-sub Jakarta EE library.
A webl ogi c- pubsub. xm deployment descriptor that configures the pub-sub server itself.

An HTML file that allows users to subscribe and publish messages; the HTML file uses the
DOJO client JavaScript libraries as its programming model.

This example does not use any server-side programming using the pub-sub APIs.

A more complicated example is optionally provided in the WebLogic Server distribution. The
example describes a real-world scenario based on stock trading, and makes extensive use of
the pub-sub APIs in both the server and client components. The example uses Dojo as its
client-side programming framework and provides some of the Dojo JavaScript libraries for your
own testing use. The example also shows how to add security to the pub-sub server and client.
The example is in the following directory:

ORACLE_HOVE\ W server\ sanpl es\ server\ exanpl es\ src\ exanpl es\ webapp\ pubsub\ st ock

where ORACLE_HOME represents the directory in which you installed WebLogic Server. For more
information about the WebLogic Server code examples, see Sample Applications and Code
Examplesin Understanding Oracle WebLogic Server.

Using the HTTP Publish-Subscribe Server: Typical Steps

Review the high-level steps for using the HTTP Publish-Subscribe Server.

@® Note

In the procedure, it is assumed that you have already created a basic Web application,
along with its web. xml and webl ogi c. xm deployment descriptor files, JSPs, and
servlets. For general details about creating Web applications, see Creating and
Configuring Web Applications.

Update the webl ogi c. xm deployment descriptor of the Web application, located in the
VIEB- | NF directory, by adding a reference to the shared Jakarta EE library (always called
pubsub) in which the pub-sub server is bundled, as shown in bold below:

<?xm version="1.0" encodi ng=' UTF-8' 7>
<webl ogi c- web- app
xm ns="http://xm ns. oracl e. com webl ogi ¢/ webl ogi c- web- app"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance">
<library-ref>
<li brary-nanme>pubsub</Ii brary-name>
<speci fication-version>1. 0</ specification-version>
</library-ref>
</ webl ogi c- web- app>
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See Creating Shared Jakarta EE Libraries and Optional Packages in Developing
Applications for Oracle WebLogic Serverfor additional child elements of <l i brary-ref>as
well as additional general information about shared Jakarta EE libraries.

Create the webl ogi c- pubsub. xnl file to configure initial channels, specify the transport and
message handlers, and set up user authentication and authorization. See Creating the
weblogic-pubsub.xml File.

Optionally add Java code to a component of your Web application, such as a servlet, if you
want the pub-sub server to publish messages to the channels, filter messages from clients,
or dynamically create or destroy channels. This step is not necessary. See Programming
Using the Server-Side Pub-Sub APIs.

Optionally program and configure a message filter chain if you want to pre-process the
messages you receive from a client. See Configuring and Programming Message Filter
Chains.

Update the browser client, such as an HTML file or JSP, to allow users to subscribe to
channels and send and receive messages. See Updating a Browser Client to
Communicate with the Pub-Sub Server.

Reassemble the Web application with new and updated deployment description files and
browser clients, and optionally recompile the servlet if you added pub-sub server code.

Put the new webl ogi c- pubsub. xml deployment descriptor in the same WEB-INF directory
of the Web application that contains the web. xm and webl ogi c. xnl files.

See Creating and Configuring Web Applications for general information about assembling
Web applications.

If you have not already done so, deploy the shared Jakarta EE library WAR file in which
the pub-sub server is bundled; you must perform this step before you re-deploy the Web
application that uses the pub-sub server, although you only have to perform the step once
for the entire WebLogic Server.

The pub-sub shared Jakarta EE library WAR file is called pubsub- 1. 0. war and is located in
the following directory:

W._HOVE/ conmon/ depl oyabl e-1i braries

where W._HOME is the main WebLogic Server installation directory.

You can use either the WebLogic Remote Console or the webl ogi ¢. Depl oyer command-
line tool. See Deploying Applications in the Oracle WebLogic Remote Console Online Help
or Deploying Shared Jakarta EE Libraries and Dependent Applications for details about
using webl ogi c. Depl oyer.

Redeploy your updated Web application using the WebLogic Remote Console or the

webl ogi c. Depl oyer command-line tool.

See Install an Application in the Oracle WebLogic Remote Console Online Help or
Deploying Applications and Modules with weblogic.Deployer for details about using
webl ogi c. Depl oyer.

You can now start using the browser client to subscribe to a channel configured in the
webl ogi c- pubsub. xm file and then send or receive messages.

After you have programmed your pub-sub application, you might want to start monitoring it for
run-time information; for details, see Getting Run-time Information about the Pub-Sub Server
and Channels.

See the following sections for more advanced features of the pub-sub server that you might
want to implement:
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e Enabling Security

Advanced Topic: Using JMS as a Provider to Enable Cluster Support

Advanced Topic: Persisting Messages to Physical Storage

Creating the weblogic-pubsub.xml File

The webl ogi c- pubsub. xm deployment descriptor is an XML file that configures the pub-sub
server, in particular by specifying the initial channels, configuration properties of the pub-sub
server, and security specifications for the clients that subscribe to the channels. Some of this
information can be updated at run time by the pub-sub server using the server-side APIs.

The root element of the deployment descriptor is <wl ps: webl ogi c- pubsub>, where the W ps
namespace is http: //xnl ns. oracl e. conf webl ogi ¢/ webl ogi ¢- pubsub.

For a full description of the elements of the webl ogi c- pubsub. xm file, see the schema. The
following list includes some of the more commonly used elements; see the end of this section
for a typical example of a webl ogi c- pubsub. xm file:

e <w ps:server-config>: Configures the pub-sub server. Child elements of this element
include:

— <w ps: wor k- manager >: Specifies the name of the work manager that delivers
messages to clients.

— <wl ps: publ i sh-wit hout - connect - al | owed>: Specifies whether clients can publish
messages without having explicitly connected to the pub-sub server.

— <w ps: supported-transport>: Specifies the supported transports. Currently, the two
supported transports are | ong- pol | i ng and cal | back- pol | i ng.

— <w ps:client-timeout-secs>: Specifies the number of seconds after which the pub-
sub server disconnects a client if the client does has not sent back a connect/
reconnect message

e <w ps: channel >: Defines and configures the initial channels. Child elements of this
element include:

— <wl ps: channel - pat t er n>: Specifies the channel pattern, similar to the way servlet
URL patterns are specified, such as /f oo/ bar, /foo/bar/*,/fool bar/**.

e <w ps: channel - per si st ence>: Specifies whether the channel is persistent. For details,
sees Advanced Topic: Persisting Messages to Physical Storage.

— <w ps:j ns- handl er - name>: Specifies that this channel uses a JMS handler, rather
than the default. For details, see Advanced Topic: Using JMS as a Provider to Enable
Cluster Support.

— <w ps: message-filter>: Configures a message filter chain. For details, see
Configuring and Programming Message Filter Chains.

e <w ps: channel - constrai nt s>: Configures security for the channel, such which roles are
allowed to perform which operations for a given channel. For details, see Enabling
Security.

e <w ps:j nms-handl er - mappi ng>: Configures a JMS handler. For details, see Advanced
Topic: Using JMS as a Provider to Enable Cluster Support.

The following sample webl ogi c- pubsub. xnl file shows a simple configuration for an application
that uses the pub-sub server; see the explanation after the example for details:

<?xm version="1.0" encodi ng="UTF-8"?>
<w ps: webl ogi c- pubsub
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xm ns:w ps="http://xm ns. oracl e. conf webl ogi ¢/ webl ogi c- pubsub” >
<wW ps: server-config>
<wl ps: publ i sh-wi t hout - connect - al | owed>t rue</ W ps: publ i sh-wi t hout - connect - al | owed>
<wl ps: supported-transport/>
<w ps:client-tinmeout-secs>100</w ps:client-tineout-secs>
<wl ps: persistent-client-tinmeout-secs>400</w ps: persi stent-client-tineout-secs>
<wl ps:interval -mllisecs>1000</w ps:interval-nmillisecs>
<w ps:mul ti-frame-interval -mllisecs>2000</w ps:multi-frane-interval-mllisecs>
</ W ps: server-config>
<w ps: channel >
<wl ps: channel - pat t ern>/ chat r oons/ **</ wl ps: channel - patt ern>
</ w ps: channel >
<w ps: channel - constrai nt >
<wl ps: channel -resource-col | ecti on>
<wW ps: channel - r esour ce- name>al | - per m ssi ons</ w ps: channel - r esour ce- nane>
<wW ps:description>Grant all permssions for everything by everyone</
W ps: description>
<wW ps: channel - pat t er n>/ chat r oons/ *</ W ps: channel - patt er n>
</ W ps: channel -resour ce-col | ecti on>
</ w ps: channel - constrai nt >
</ w ps: webl ogi c- pubsub>

In the preceding example:

e The <w ps: server-confi g> element configures the pub-sub server itself. In particular, it
specifies that clients can publish messages to the pub-sub server without explicitly
connecting to it and that the server disconnects the client after 100 seconds if the client
has not sent a reconnect message during that time. The <w ps: persi stent-client-
ti neout - secs> element specifies that, in the case of persistent channels, the client has up
to 400 seconds to be disconnected to still receive messages published during that time
after it reconnects. The <w ps:interval -ni | |iseconds> element specifies that the client
can delay up to 1000 milliseconds subsequent requests to the /meta/connect channel.
Finally, the <wl ps: nul ti-frame-interval -m|lisecs> element specifies that the client
can delay up to 2000 milliseconds subsequent requests to the /meta/connect channel
when multi-frame is detected.

e The <w ps: channel > element configures a single initial channel to which users can
subscribe. This channel is identified with the pattern / chat r oons/ **; this pattern is the top
of the channel hierarchy.

e The <wl ps: channel - const rai nt s> element provides security constraints about how the /
chat r oons/ ** channel can be used. In this case, all permissions are granted to all users
for all channels for all operations.

Programming Using the Server-Side Pub-Sub APIs

The pub-sub server itself might sometimes need to get messages from a channel so as to
monitor information or intercept incoming data before it gets published to subscribed clients.
The server might also want to publish messages to a channel directly to, for example, make an
announcement to all subscribed clients or provide additional services. The pub-sub server
might also need to perform maintenance on the channels, such as create new ones or destroy
existing ones.

WebLogic Server provides a pub-sub API in the com bea. ht t ppubsub package to perform all of
these tasks. Pub-sub programmers use the APl in servlets or POJOs (plain old Java objects)
of the Web application that contains the pub-sub application. Programming with the APl is
optional and needed only if the pub-sub server must perform tasks additional to the standard
publish and subscribe on the client side.
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Overview of the Main API Classes and Interfaces

The following list describes the main interfaces and classes of the pub-sub server API:

e com bea. htt ppubsub. PubSubSer ver —This is the most important interface of the pub-sub
server API. It represents an instance of the pub-sub server that is associated with the
current Web application; you use the context path of the current servlet to get the
associated pub-sub server. Using this interface, programmers can manage channels,
configure the pub-sub server, and create local clients that are used to publish to and
subscribe to channels.

e com bea. htt ppubsub. Local O i ent —After a programmer has instanciated an instance of
the current pub-sub server using the PubSubSer ver interface, the programmer must then
create a Local d i ent, which is the client representative on the server side. This client is
always connected to the pub-sub server. Using this client, programmers can publish and
subscribe to channels. Remote clients, such as browser-based clients, are represented
with the com bea. ht t ppubsub. d i ent interface.

e com bea. htt ppubsub. C i ent Manager —Interface for creating a new Local Cli ent .

e com bea. htt ppubsub. Channel —Interface that represents a channel and all its
subchannels. With this interface, programmers can get the list of clients currently
subscribed to a channel and its subchannels, publish messages to a channel, get a list of
all subchannels, subscribe or unsubscribe to a channel, and destroy a channel.

e com bea. htt ppubsub. MessageFi | t er —Interface for creating message filters that intercept
the messages that a client publishes to a channel. See Configuring and Programming
Message Filter Chains for details.

e com bea. htt ppubsub. Del i ver edMessagelLi st ener —Interface that programmers use to
create an object that listens to a channel and is notified every time a client (remote or local)
publishes a message to the channel.

e com bea. htt ppubsub. BayeuxMessage—Interface that represents the messages that are
exchanged between the pub-sub server and a Bayeux client.

There are additional supporting classes, interfaces, enums, and exceptions in the
com bea. htt ppubsub package; see the HTTP Pub-Sub API Javadoc for the complete
documentation.

The following sections describe how to perform the most common server-side tasks using the
pub-sub API, such as publishing messages to and subscribing to a channel. The sample
shippets are taken from the Java source files of the pub-sub server sample on the distribution
kit:

ORACLE_HOVE\ W server\ sanpl es\ server\ exanpl es\ src\ exanpl es\ webapp\ pubsub\ st ock\ src
\ st ockWar , where ORACLE_HOME represents the directory in which you installed WebLogic
Server. For more information about the WebLogic Server code examples, see Sample
Applications and Code Examples in Understanding Oracle WebLogic Server.

Getting a Pub-Sub Server Instance and Creating a Local Client

Before you can perform any server-side tasks on the pub-sub server and its channels, you
must first instantiate a PubSubSer ver object which represents the pub-sub server and then
create a local client which you use to manipulate the channels on behalf of the pub-sub server.

The following code snippet shows an example:

i mport com bea. htt ppubsub. Fact or yFi nder ;
i mport com bea. htt ppubsub. Local O ient;
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i mport com bea. htt ppubsub. PubSubSecuri t yExcepti on;
i mport com bea. ht t ppubsub. PubSubSer ver;
i mport com bea. htt ppubsub. PubSubSer ver Except i on;
i mport com bea. htt ppubsub. PubSubSer ver Fact ory;
i mport org.json. JSONOvj ect ;
public class Api BasedCient inplenents Oient {
private PubSubServer pubSubServer;
private Local Jient |ocal dient;
public ApiBaseddient(String serverNane) throws PubSubServerException {
PubSubSer ver Factory pubSubServerFactory =
(PubSubSer ver Fact ory) Fact or yFi nder . get Fact or y( Fact or yFi nder . PUBSUBSERVER_FACTCRY) ;
pubSubServer = pubSubServerFactory. | ookupPubSubServer (server Nane) ;
| ocal dient = pubSubServer.getdientManager().createlLocal Gient();

}
=

The Fact or yFi nder class searches for an implementation of the PubSubSer ver Fact ory which
in turn is used to create PubSubSer ver instances. The | ookupPubSubSer ver () method of
PubSubSer ver Fact ory returns a PubSubSer ver instance based the context path of the servlet
from which the method is run. Finally, the creat eLocal Cl i ent () method of the Cl i ent Manager
of the PubSubSer ver instance returns a Local O i ent object; this is the object that the pub-sub
server uses to subscribe and publish to a channel.

Publishing Messages to a Channel

To publish a message to a channel, use the PubSubSer ver . publ i shToChannel () method,
passing it the Local Cl i ent object, the name of the channel, and the text of the message, as
shown in the following code snippet:

public void publish(String channel, JSONObject data) throws | OException {

try {
pubSubSer ver . publ i shToChannel (I ocal Cient, channel, data.toString());

} catch (PubSubSecurityException e) {
throw new | OException(e);

}
}

In the example, the channel variable would contain the name of a channel, such as / ny/
channel / **,

The publ i shToChannel () method is asynchronous and returns immediately, or in other words,
the method does not wait for the subscribed clients to receive the message.

Subscribing to a Channel

Subscribing to a channel from the server-side is a two step process:

1. Create a message listener and register it with the Local C i ent
2. Explicitly subscribe to the channel.

The message listener is a class that implements the Del i ver edMessagelLi st ener interface.
This interface defines a single callback method, onPubl i sh(), which is notified whenever the
local client receives a message. The callback method is sent a Del i ver edMessageEvent
instance which represents the message sent to the local client.

To subscribe to a channel, use the PubSubSer ver . subscri beToChannel () method, passing it
the Local d i ent object and the name of the channel.
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The following code snippet shows an example of both of these steps; see a description of the
example directly after the code snippet:

pubSubSer ver. subscri beToChannel (I ocal Cient, "/managenent/publisher");
| ocal Cient.registerMessagelLi stener(new Del i veredMessagelLi stener() {
private I nWebPublisher publisher = new | n\bPubl i sher (cont ext Pat h) ;
private bool ean publishing = fal se;
public void onPublish(DeliveredMessageEvent event) {
bj ect payLoad = event. get Message(). get PayLoad();
i f (payLoad instanceof String) {
String command = (String)payLoad;
if ("start".equal s(command) && !publishing) {
publisher.startup();
publishing = true;
} else if ("halt".equal s(command) && publishing) {
publisher.halt();
publishing = fal se;
}
}
}
b

In the preceding example:

e The pub-sub server subscribes to a channel called / managenent / publ i sher.

* The message listener class is implemented directly in the
Local Cient.registerMssagelistener() method call.

Configuring and Programming Message Filter Chains

Pub-sub server application developers can program one or more message filters and configure
them for a channel so as to intercept the incoming messages from clients and transform or
additionally process the messages in some way. A message filter chain refers to more than
one filter attached to a channel, where the first configured filter pre-processes the message
and then passes it to the second configured filter, and so on. This feature is similar to the filters
that were introduced in the servlet 2.3 specification.

Message filters are useful for a variety of reasons. First, they provide the ability to encapsulate
recurring tasks in reusable units, which is good programming practice. Second, they provide an
easy and consistent way to pre-process an incoming message from a client before the pub-sub
server gets it and subsequently sends it out to the subscribers to the channel. Reasons for pre-
processing the messages include validating incoming data, gathering monitoring information,
tracking the users of the pub-sub application, caching, and so on.

There are two major steps to implementing message filter chains:

*  Programming the Message Filter Class

¢ Configuring the Message Filter Chain

Programming the Message Filter Class

Each filter in the chain must have its own user-programmed filter class. The filter class must
implement the com bea. ht t ppubsub. MessageFi | t er interface. The MessageFi | t er interface
includes a single method, handl eMessage( Event Message) ; its signature is as follows:

bool ean handl eMessage( Event Message nessage);
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The com bea. ht t ppubsub. Event Message interface extends BayeaxMessage, which is a
JavaScript Object Notation (JSON) (see http: //www. | son. or g/ ) encoded object. JSON is a
lightweight data-interchange format used by the Bayeux protocol. The Event Message interface
defines two methods, get Payl oad() and set Payl oad() , that programmers use to access and
process the incoming messages.

Because the handl eMessage() method returns bool ean, a programmer can interrupt all further
processing in the message filter chain by returning f al se in any of the filter classes in the
chain. This action not only interrupts the filter processing, but also immediately returns the
message back to the client that published it, without sending it on to channel subscribers. This
is a great way for programmers to ensure that there is no problem identified in the incoming
messages, and, if a problem is found, to prevent the messages to be published to subscribers.

The following example shows a simple implementation of the MessageFi | t er interface:

package nsgfilters;
public static class Filterl inplenents MessageFilter {
publi ¢ bool ean handl eMessage( Event Message nessage) {
String meg = (String) message. get PayLoad();
message. set PayLoad("[" + nsg.substring(1l, nsg.length()-1));
return true;

}
}

In the example, the get Payl oad() method gets the Stri ng message from the inputted message
parameter; this message either comes directly from the client (if Fi | t er 1 is the first configured
filter in the chain) or is the result of another filter class if Fi | t er 1 is not the first in the chain.
The set PayLoad() method resets the message while performing some data manipulation; in
the example, the first character of the message is replaced witha | .

Configuring the Message Filter Chain

You configure the message filters in the webl ogi c- pubsub. xm deployment descriptor of the
pub-sub server.

First, you declare the message filters using the <wl ps: nessage-fi | t er > child element of the
root <w ps: webl ogi c- pubsub> element. Then you configure a specific channel by adding a
<wl ps: nessage-filter>element for each filter in the chain. The order in which the filters are
configured in the <wl ps: channel > element is the order in which they execute.

The following example shows how to configure message filters in the webl ogi c- pubsub. xn
deployment descriptor; only relevant information is shown. See the text after the example for
an explanation:

<?xm version="1.0" encodi ng="UTF-8"?>
<w ps: webl ogi c- pubsub
xm ns: w ps="http://xm ns. oracl e. comf webl ogi ¢/ webl ogi c- pubsub” >
<wW ps: server-config>

</W ps: server-config>
<w ps: nessage-filter>

<wl ps: nessage-filter-name>filterl</w ps: message-filter-nanme>

<w ps: message-filter-class>nmsgfilters. Fiterl</w ps:nessage-filter-class>
</w ps: message-filter>
<w ps: nessage-filter>

<wl ps: nessage-filter-name>filter2</w ps: message-filter-nanme>

<w ps: message-filter-class>nsgfilters.Filter2</w ps: message-filter-class>
</w ps: message-filter>
<w ps: channel >

<wl ps: channel - pattern>/firstchannel / *</w ps: channel - pat t er n>
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<w ps: message-filter>filterl</w ps: nessage-filter>

</ w ps: channel >

<w ps: channel >
<wl ps: channel - pat t er n>/ secondchannel / *</ wl ps: channel - patt er n>
<w ps: message-filter>filter2</w ps: nessage-filter>
<w ps: message-filter>filterl</w ps: nessage-filter>

</ w ps: channel >

</ w ps: webl ogi c- pubsub>

In the example, two filters are declared using the <wl ps: message-filter>element: filterl
implemented by the nsgfilters. Filterl classandfilter2 implemented by the
megfilters. Filter2 class.

The channel with pattern /firstchannel / * is then configured with fi | t er 1. At run time, this
means that all messages published to the direct subchannels of / fi r st channel are first pre-
processed by the msgfilters. Filterl class.

The channel with pattern / secondchannel / * is configured with two filters: fi | t er 2 and
filterl. The order in which these two filters are configured is important. At run time, all
messages published to the direct subchannels of / secondchannel are first intercepted and
processed by the msgfil ters. Filter2 class, then the result of this processing is sent to
megfilters. Filterlwhichthen does its own processing, and then the result is sent to the
subscribers of the channel.

Updating a Browser Client to Communicate with the Pub-Sub Server

To update a browser, or any other Web-based client, to communicate with the pub-sub server,
you use a JavaScript library that supports the Bayeux protocol. You can use any client-side
programming framework of your choosing, provided that it supports the Bayeux protocol.
Typically you add the JavaScript to your JSP or HTML file, or whatever implements the Web
client.

This section shows an example of using Dojo as the client-side programming framework and
updating a JSP. Dojo is a JavaScript-based toolkit that supports the Bayeux protocol as well as
AJAX. Although WebLogic Server does not provide the toolkit as an integral feature, it does
include a subset of the libraries as part of the installed pub-sub example; see Examples of
Using the HTTP Publish-Subscribe Server for details.

There are three main tasks you must perform when programming the Web client to
communicate with the pub-sub server:

e Initialize the Dojo cometd environment.
The following example shows a typical way to perform this step:

dojo.io.cometd.init({}, "/context/cometd");

where cont ext refers to the context path of the Web application that hosts the pub-sub
application. This initialization step creates a handshake with the pub-sub server so as to
determine the transport type for the connection. If the handshake is successful, the client
connects to the pub-sub server.

The conet d part of the initialization string is required, unless you specifically override the
default servlet mappings of the pubsub Jakarta EE library that are defined in the web. xn
file of the library itself. For details of how to do this, see Overriding the Default Servlet
Mapping of the pubsub Jakarta EE Library.

e Publish a message to a channel.
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The message can be a simple string message or a JSON message. The following example
shows how to publish a simple message:

doj 0. i 0. conetd. publish("/alchannel", "message content");

where [ al channel refers to the name of the channel to which you want to publish the
message and the second parameter is the text of the message. The following example
shows how to publish a JISON message:

doj o.io0.conetd. publish("/alchannel", {"data": "content"});

In this example, the second parameter can be any JSON object.
e Subscribe to a channel.

Before you can actually subscribe to a channel, you must first implement a callback
JavaScript function. This function can have any name; you will later reference the function
when you subscribe to a channel. The following example shows how to implement a
JavaScript function called onUpdat e:

function onUpdat e( nessage) {
if (!message.data) {
alert("bad message format "+nessage);
return;

/] fetch the data published by other clients
var data = message. dat a;

}

To actually subscribe to a channel, use the following JavaScript:

doj o.i 0. conetd. subscri be("/al/channel ™, null, "onUpdate");

where [ al channel refers to the channel to which you want to subscribe and onUpdat e is
the name of the callback JavaScript function you previously defined.

This section covers only the minimal information on using the Dojo toolkit to update a Web
based client to communicate with the WebLogic pub-sub server; for additional details, see
https://dojotool kit.org/docunentation/.

Overriding the Default Servlet Mapping of the pubsub Jakarta EE Library

The web. xml of the pubsub Jakarta EE library defines the internal servlet (called
PubSubSer vl et) that implements the pub-sub server as follows:

<web- app>
<servl et >
<servl et - name>PubSubSer vl et </ ser vl et - nane>
<servl et -cl ass>com bea. htt ppubsub. servl et. Control | er Servl et </ servl et - cl ass>
<l oad- on- st art up>1</| oad- on- start up>
</servlet>
<servl et - mappi ng>
<servl et - name>PubSubSer vl et </ ser vl et - nane>
<url-pattern>/cometd/ *</url-pattern>
</ servl et - nappi ng>
</ web- app>

As shown by the code in bold, the URL pattern for the PubSubServlet is / conet d/ *; this is why
by default you must use a string such as / nywebapp/ conet d when initializing a Web client that
communicates with the pub-sub server.
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If you need to override this default URL pattern, then update the web. xn file of your Web
application with something like the following:

<servl et - mappi ng>
<servl et - nane>PubSubSer vl et </ ser vl et - nane>
<url-pattern>/web2/*</url-pattern>

</ servl et - mappi ng>

Now you can specify this new URL pattern, rather than conet d, when using Dojo to initialize a
Web client:

dojo.io.cometd.init({}, "/context/weh2");

Getting Runtime Information about the Pub-Sub Server and
Channels

The pub-sub server exposes all run-time monitoring information using Jakarta Management
(IMX) MBeans. Examples of the type of information you can gather at run time include details
about registered clients, channel subscriptions, and message counts.

The pub-sub server uses two kinds of run-time MBeans:

e webl ogi c. managenent . runti ne. WebPubSubRunt i meMBean—Encapsulates run-time
information about the pub-sub server itself. Examples of information you can get about a
pub-sub server using this MBean include the context root of the associated Web
application and a handle to a configured channel.

e webl ogi c. managenent . runti me. Channel Runt i meMBean—Encapsulates information about
the channels configured for the pub-sub server. Examples of information you can get about
a channel using the MBean include the number of published messages to this channel, the
number of current subscribers, and the list of subscribers.

Both MBeans are registered in the WebLogic Server MBean tree and can be reached by
navigating through the tree. In particular, WebPubSubRunt i neMBean is registered under
WebAppConponent Runt i neMBean of the current Web application and all Channel Runt i neMBeans
are registered under WebPubSubRunt i meMBean.

For complete information on these MBeans, go to the MBean Reference for Oracle WebL ogic
Server, open the Runtime MBeans node in the left pane; the run-time MBeans are listed in
alphabetical order.

For general information about programming JMX MBeans, see Developing Manageable
Applications Using JMX for Oracle WebLogic Server.

Enabling Security

Review the pub-sub server security features.

The use of these features is described in the sections that follow.

Use Pub-Sub Constraints

The pub-sub server provides the capability to secure a channel via a combination of two
mechanisms: a channel constraint and an authorization constraint.

Conceptually, a channel constraint is a container that includes a collection of resources to be
protected and, optionally, authorization constraints on the specific resources in the resource
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collection. The authorization constraints represent WebLogic Server roles and policies, and
answer the question "Who can perform a given operation on the resources in the collection?"

You specify the pub-sub constraints in a configuration file, webl ogi ¢- pub- sub. xm . The pub-
sub server uses the channel constraint and any authorization constraints in the webl ogi c- pub-
sub. xm configuration file to set up roles and policies on the channels.

Consider the example shown in Example 11-1. Significant sections are shown in bold.

Example 11-1 Pub/Sub Constraints

<w ps: channel - constrai nt >

<w ps: channel -resource-col | ecti on>
<wW ps: channel - r esour ce- nane>publ i sh</ wl ps: channel - r esour ce- nane>
<wW ps: description>publish channel constraint</w ps:description>
<wW ps: channel - pattern>/ st ock/* *</w ps: channel - pattern>
<w ps: channel - pat t er n>/ managenent / publ i sher </ wl ps: channel - pat t ern>
<w ps: channel - oper ati on>publ i sh</w ps: channel - oper ati on>

</ W ps: channel -resour ce-col | ecti on>

<wl ps: aut h-constrai nt >
<wW ps: descri ption>publ i sher</w ps: description>
<wW ps: rol e- name>publ i sher </ w ps: rol e- name>
</w ps: aut h-constrai nt >

</w ps: channel - constrai nt >

In this example, the operation publ i sh for the /st ock/* * and / management/ publ i sher
channels is available only to users with the WebLogic Server role publ i sher.

Specify Access to Channel Operations

Four types of actions (operations) are allowed on channels:
e create

e delete

e subscribe

e publish

By default (with no channel constraints defined), subscribe operations are open for all users on
all channels.

Similarly, create, delete, and publish operations are restricted for all users on all channels by
default. Create, delete, and publish operations are allowed only if explicitly configured in
channel constraints.

You use a combination of <wl ps: channel - oper ati on>and <w ps: aut h-constrai nt> to
specify access to a channel operation for a given role.

For example, in Example 11-2, the publish operation is permitted for authenticated subjects
with the publisher role, and denied to all other roles.

Example 11-2 Publisher Role Constraint

<wl ps: channel - const r ai nt >

<wl ps: channel - resour ce-col | ecti on>
<wl ps: channel - r esour ce- nane>publ i sh</ W ps: channel - r esour ce- nane>
<wl ps: descri ption>publish channel constraint</w ps:description>
<wl ps: channel - patt ern>/ st ock/* *</w ps: channel - pat t ern>

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 15 of 24



ORACLE

Chapter 11
Enabling Security

<w ps: channel - pat t er n>/ managenent / publ i sher </ wl ps: channel - patt ern>
<wl ps: channel - oper ati on>publ i sh</w ps: channel - operati on>
</ W ps: channel -resour ce-col | ecti on>

<wl ps: aut h- constrai nt >
<wW ps: descri ption>publ i sher</w ps: description>
<wW ps: rol e- name>publ i sher </ w ps: rol e- name>

</ W ps: aut h-constrai nt >

</w ps: channel - constrai nt >

Restricting Access to All Channel Operations

The presence of an empty authorization constraint (<w ps: aut h- const rai nt > </ w ps: aut h-
const rai nt >) means that all access is prohibited for the specified channel operations, or all
channel operations if <w ps: channel - oper ati on> is not specified.

Therefore, to restrict all channel operations for the channel for all users, set up your webl ogi c-
pub- sub. xn configuration file with an empty <wl ps: aut h- const r ai nt > element, as follows:

<wl ps: channel - const r ai nt >
<wl ps: channel - resour ce-col | ecti on>
<wl ps: description>Restrict Al Acesss</w ps:description>
<wl ps: channel - patt ern>/ **</ W ps: channel - pattern>
</ W ps: channel -resour ce-col | ecti on>
<w ps: aut h- constrai nt> </w ps: aut h-constrai nt >
</W ps: channel - constrai nt >

Opening Access to All Channel Operations

The absence of an authorization constraint within a channel constraint means that access is
not limited for the specified channel operations, or all channel operations if <wl ps: channel -
oper ati on> is not specified.

(In contrast, the presence of an empty authorization constraint (<wl ps: aut h- constrai nt> </
w ps: aut h- const r ai nt >) means that all access is prohibited for the specified channel
operations, or all channel operations for that channel if <wl ps: channel - oper ati on> is not
specified.)

Therefore, to open up all channel operations for the channel for all users, set up your
webl ogi c- pub- sub. xm configuration file without <wl ps: channel - oper ati on> or <wl ps: aut h-
const rai nt > elements, as follows:

<wl ps: channel - const r ai nt >
<wl ps: channel - resour ce-col | ecti on>
<wl ps: description>All Acesss</w ps: descri ption>
<wl ps: channel - patt ern>/ **</ W ps: channel - pattern>
</ W ps: channel -resour ce-col | ecti on>
<I'-- Not defining an auth-constraint will open up access to everyone -->
</W ps: channel - constrai nt >

Updating a Constraint Requires Redeploy of Web Application

Constraints cannot be updated dynamically. You must redeploy the Web application for new
settings to take effect.
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Map Roles to Principals

@ Note

The pub-sub server does not directly perform authentication. Rather, the pub-sub
server runs on top of WebLogic Server (the servlet container) and leverages the
WebLogic authentication services. Specifically, the pub-sub server uses the currently-
authenticated user (or anonymous) for requests originating from a given client.

The primary pub-sub security mechanism is authorization. As previously described, the pub-
sub server uses the a combination of <wl ps: channel - oper ati on> and <w ps: aut h-

const rai nt > elements to set up roles and policies on the channels. Each bayeux packet
corresponds to one bayeux request. One HTTP request can translate to one or more bayeux
requests. WebLogic Server (the servlet container) performs authorization checks for the HTTP
request, and the pub-sub server performs one authorization check for each bayeux request.

To set up the pub-sub authorization, you must map the role names, which you specify as

<w ps: rol e-nanme>some-r ol e- name</w ps: r ol e- name> in your webl ogi c- pub- sub. xnl file, to
principal names using the security-rol e- assi gnnent element configured in your

webl ogi c. xnl file.

@® Note

The absence of such a mapping in the webl ogi c. xm file will cause the role to be used
implicitly; this generates a warning.

As described in security-rol e-assi gnment, the security-rol e-assi gnnent element declares
a mapping between a security role and one or more principals in the WebLogic Server security
realm.

Example 11-3 shows how to use the security-rol e-assi gnnent element to assign principals
to the publisher role.

Example 11-3 security-role-assignment Element

<webl ogi c- web- app>
<security-rol e-assi gnment >
<r ol e- name>publ i sher </ r ol e- name>
<princi pal - name>Tanya</ pri nci pal - name>
<pri nci pal - name>Fr ed</ pri nci pal - name>
<pri nci pal - name>syst enx/ pri nci pal - nane>
</security-rol e-assignnent >

</ webl ogi c- web- app>

Configure SSL for Pub-Sub Communication

By default, all pub-sub communication is via HTTP. However, you can configure the pub-sub
server to require SSL by modifying the web. xm file. Requiring SSL ensures that all
communication between the pub-sub server and the Web 2.0 clients happens over SSL.
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WebLogic Server establishes an SSL connection when the user is authenticated using the
INTEGRAL or CONFIDENTIAL transport guarantee, as specified in the web. xm file. In
Example 11-4, the transport guarantee is set to integral.

Example 11-4 Requiring SSL Via web.xml

<security-constraint>

<web-r esour ce-col | ecti on>
<web- r esour ce- name>Success</ web- r esour ce- nane>
<url-pattern>/cometd/ *</url-pattern>

<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>PCST</ ht t p- met hod>
</ web-resource-col | ecti on>

<user - dat a- constrai nt >
<transport - guar ant ee>| NTEGRAL</ t r anspor t - guar ant ee>
</ user - dat a- constrai nt >

</security-constraint>

Additional Security Considerations

This section describes the following additional pub-sub security considerations:

« Use AuthCookieEnabled to Access Resources

e Locking Down the Pub-Sub Server

Use AuthCookieEnabled to Access Resources

WebLogic Server allows a user to securely access HTTPS resources in a session that was
initiated using HTTP, without loss of session data. To enable this feature, add
Aut hCooki eEnabl ed="t r ue" to the WebServer element in confi g. xm :

<WebServer Name="nyserver" AuthCooki eEnabl ed="true"/>

Setting AuthCookieEnabled to true, which is the default setting, causes the WebLogic Server
instance to send a new secure cookie, WL _AUTHCOOKIE_JSESSIONID, to the browser
when authenticating via an HTTPS connection. Once the secure cookie is set, the session is
allowed to access other security-constrained HTTPS resources only if the cookie is sent from
the browser.

@® Note

This feature will work even when cookies are disabled because WebLogic Server will
use URL rewriting over secure connections to rewrite secure URLSs in order to encode
the authCookielD in the URL along with the JSESSIONID.

Locking Down the Pub-Sub Server

This section describes how to lock down the pub-sub server to prevent unauthorized access.
The steps described here offer additional security at the cost of reduced access. It is up to you
to decide which level of security is appropriate for your environment.

To lock down the pub-sub server, perform the following steps:
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1. Configure SSL for pub-sub communication, as described in Configure SSL for Pub-Sub
Communication.

2. Require authentication (BASIC, FORM, and so forth.)

WebLogic Server sets the required authentication method for the Web application in the
web. xm file.

In the following example, HTTP BASIC authentication is required:

<l ogi n-confi g>

<aut h- met hod>BASI C</ aut h- met hod>
<real m name>def aul t </ r eal m nane>
</l ogi n-confi g>

3. Ensure auth-cookie is enabled for the Web applications, as described in Use
AuthCookieEnabled to Access Resources.

4. Ensure that all the channels are constrained in the webl ogi c- pubsub. xn file.
5. Lock subscribe operations, which are allowed by default.

<w ps: channel - constrai nt >

<w ps: channel - resour ce-col | ecti on>

<wl ps: channel - r esour ce- name>publ i sh</ w ps: channel - r esour ce- nane>
<wl ps: descri ption>publish channel constraint</w ps:description>
<wl ps: channel - pat t er n>/ st ock/ *</ W ps: channel - pat t er n>

<w ps: channel - pat t er n>/ managenent / publ i sher </ wl ps: channel - pattern>
<wl ps: channel - oper ati on>publ i sh</w ps: channel - operati on>
</ W ps: channel -resour ce-col | ecti on>

<w ps: aut h- constrai nt >

<w ps: descri ption>publ i sher</w ps: description>
<w ps: rol e- name>publ i sher </ w ps: rol e- nane>
</w ps: aut h-constrai nt >

</ W ps: channel - constrai nt >

<w ps: channel - constrai nt >

<w ps: channel - resour ce-col | ecti on>

<wl ps: channel - resour ce- nane>subscri be</w ps: channel - r esour ce- nane>
<wl ps: descri ption>subscribe channel constraint</w ps: description>
<wl ps: channel - pat t er n>/ st ock/ *</ W ps: channel - pat t er n>

<wl ps: channel - oper ati on>subscri be</ W ps: channel - oper ati on>

</ W ps: channel -resour ce-col | ecti on>

<w ps: aut h- constrai nt >

<wl ps: descri ption>subscri ber</w ps: descri ption>
<wl ps: rol e- name>subscri ber </ w ps: rol e- name>
</w ps: aut h-constrai nt >

</ W ps: channel - constrai nt >

Advanced Topic: Using JMS as a Provider to Enable Cluster
Support

Pub-sub server applications can run in a WebLogic Server clustered environment so as to
provide scalability and server failover. However, pub-sub applications behave differently
depending on the message handler (pub-sub server itself or a JMS provider) that is handling
the published messages.
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In the default non-JMS case, the pub-sub server handles all messages and each instance of
the pub-sub server on each node of the cluster is independent and isolated. This means that
event messages cannot be shared between different server instances. For example, if a client
subscribes to channel / chat on node A of the cluster, it cannot receive messages published to
channel / chat on node B of the cluster.

If, for a given channel, you want all messages published to all nodes of a cluster to be
shareable by all clients subscribed to the channel, then you must configure the channel for
JMS. You do this by updating the appropriate <wl ps: channel > element in the webl ogi c-
pubsub. xm deployment descriptor of your application.

When a client publishes a message to a JMS-configured channel, the pub-sub server re-sends
the message to a JMS topic. JIMS message listeners running on each node of the cluster
retrieve the messages from the JMS topics and then deliver them to the subscribed clients on
their node.

Configuring JMS as a Handler

You configure the JMS as the message handler for an application in the webl ogi ¢c- pubsub. xm
deployment descriptor of the pub-sub server.

First, you declare the configuration of the JMS handler using the <wl ps: j ns- handl er - mappi ng>
child element of the root <wl ps: webl ogi ¢c- pubsub> element. This is where you specify the URL
of the JMS provider, the connection factory JNDI name, and the JMS topic JNDI nhame. Then
you configure a specific channel to be a JMS channel by adding a <wl ps: j ms- handl er - nane>
child element.

The following example shows how to configure a JMS handler and channel in the webl ogi c-
pubsub. xm deployment descriptor; only relevant information is shown in bold. See the text
after the example for an explanation.

@® Note

It is assumed in this section that you have already configured your JMS provider and
created the connection factory and topic that will be used for the pub-sub JMS
channel. See Developing JMS Applications for Oracle WebLogic Server for
information about WebLogic JMS or your provider's documentation for details.

<?xm version="1.0" encodi ng="UTF-8"?>
<w ps: webl ogi c- pubsub
xm ns:w ps="http://xm ns. oracl e. conf webl ogi ¢/ webl ogi c- pubsub" >
<w ps: server-config>

</W ps: server-config>
<w ps: j ms- handl er - mappi ng>
<wl ps: j ms- handl er - nane>Def aul t JnsHandl er </ wl ps: j ms- handl er - nane>
<wl ps:j ms- handl er >
<wl ps:j ms-provider-url>t3://1ocal host: 7001</ W ps: j ns- provi der-url >
<w ps: connection-fact ory-j ndi - name>Connect i onFact or yJNDI </ Wl ps: connecti on-factory-
j ndi - nanme>
<wl ps: t opi c-j ndi - name>Topi cJNDI </ W ps: t opi ¢-j ndi - name>
</W ps:j ms- handl er >
</W ps: j ms- handl er - mappi ng>
<w ps: channel >
<wl ps: channel - pat t er n>/ chat/**</ W ps: channel - pattern>
<wl ps: j ms- handl er - nane>Def aul t JnsHandl er </ wl ps: j ms- handl er - nane>
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</ w ps: channel >
</ w ps: webl ogi c- pubsub>

In the preceding example:

e The <w ps:j ms- handl er - mappi ng> element defines a JMS handler named
Def aul t JnsHandl er. The <wl ps: j nms- handl er > child element configures specific properties
of Def aul t JnsHandl er that the pub-sub server uses to delegate messages to the JIMS
topic; in particular, the JMS provider URL that the pub-sub server uses to access the JNDI
tree of the JMS provider is t 3: / /| ocal host : 7001, the connection factory JNDI name is
Connect i onFact or yJNDI , and the JNDI name of the topic to which the messages will be
delegated is Topi cJNDI .

e The <w ps: j ms- handl er - nanme> child element of <wl ps: channel > specifies that the channel
with pattern / chat is actually a JMS channel, with IMS configuration options specified by
the Def aul t JmsHandl er .

If you do not define j ns- provi der-url in webl ogi c- pubsub. xnl , the Pub-Sub Server uses the
connection-factory-jndi - name and t opi ¢-j ndi - name elements configured in webl ogi c-
pubsub. xm to look up the reference to the connection factory and topic, as defined by the
resource-ref elementinweb. xml and the res-ref - nane element in webl ogi ¢c. xni .

The following code example demonstrates:

e defining resource-ref inweb. xm (Example 11-5)

* mapping r es-ref - nane to the actual INDI name of the JMS resources in webl ogi ¢. xm
(Example 11-6)

e using the connection-factory-jndi - name and t opi c-j ndi - nane elements in webl ogi c-
pubsub. xm to reference the connection factory and topic without specifying j ns-

provi der-url (Example 11-7)
Example 11-5 Defining resource-ref for the connection factory and topic in web.xml

<resource-ref>
<res-ref-name>web20/ connect i onFact or y</res-r ef - name>
<res-type>j akarta.jnms. ConnectionFact ory</res-type>
</resource-ref>
<resource-ref>
<res-ref - nane>web20/ t opi c</ res-r ef - name>
<res-type>j akarta.jns. Topi c</res-type>
</resource-ref>

Example 11-6 Mapping res-ref-name to the JNDI name in weblogic.xml

<resour ce- description>

<res-ref - nane>web20/ connect i onFact or y</r es-r ef - nane>

<j ndi - name> webl ogi c. web20. j ms. Topi cConnect i onFact or y</j ndi - nane>
</resource-descri ption>

<resour ce- descri ption>

<res-ref - nane>web20/ t opi c</ r es-r ef - name>

<j ndi - name>webl ogi c. web20. j ns. chat Topi c</j ndi - name>
</resource-descri ption>

Example 11-7 Using connection-factory-jndi-name and topic-jndi-name in weblogic-
pubsub.xml

<j ms- handl er - mappi ng>
<j ms- handl er - name>j ns- f ort est </ j ms- handl er - nane>
<j ms- handl er >
<connecti on-factory-j ndi - name>
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web20/ connect i onFact ory
</ connection-factory-jndi - name>
<t opi c-j ndi - nane>
web20/ t opi ¢
</topic-jndi - name>
</j ms- handl er >
</ j ms- handl er - mappi ng>

For the full list of IMS handler-related XML elements you can include in the webl ogi c-
pubsub. xm deployment descriptor, see the webl ogi c- pubsub. xsd schema at http://
xm ns. oracl e. com webl ogi ¢/ webl ogi c- pubsub.

Configuring Client Session Failover

In addition to server failover, the pub-sub server also supports client session failover in
clustered environments. In client failover, whenever the status of the client changes, such as
when it subscribes or unsubscribes to a channel, the latest client status is stored into a
replicated HTTP session. If one node of the cluster crashes, WebLogic Server attempts to
recover the clients on the crashed node by moving them to other available nodes using the
replicated HTTP sessions.

To configure client session failover, update the webl ogi c. xm deployment descriptor file of the
Web application that hosts the pub-sub application by adding a <sessi on- descri pt or > child
element of the root <webl ogi c- web- app> element and specify that the persistent store type is
replicated_if_clustered, as shown below; only relevant sections of the file are shown in
bold:

<?xm version="1.0" encodi ng=' UTF-8' 7>

<webl ogi c- web- app
xm ns="http://xm ns. oracl e. com webl ogi ¢/ webl ogi c- web- app"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schema- i nst ance" >

<sessi on-descri pt or >
<persistent-store-type>replicated_if_clustered</persistent-store-type>
</ sessi on-descri ptor>
</ webl ogi c- web- app>

Advanced Topic: Persisting Messages to Physical Storage

If you require that messages published to a particular channel be persisted, then you should
configure the channel as a persistent channel. In this case, all messages published to this
channel will be persisted to physical storage such as a database or the file system. In
particular, this physical storage must be a pre-configured WebLogic persistent store.

The WebLogic persistent store provides a built-in, high-performance storage solution for
WebLogic Server subsystems and services that require persistence. The persistent store
supports persistence to a file-based store or to a JDBC-enabled database. For additional
details, see Administering the WebLogic Persistent Store.

Oracle recommends that you create your own file or JDBC store to store the persistent
messages and configure this store for the persistent channel. If, however, the pub-sub server
does not find a store with the configured name, then the server attempts to use the default
WebLogic persistent store to store the messages, and logs a warning message to the log file.

The pub-sub server does not allow messages to live in the persistent store indefinitely; rather,
it uses a configured maximum duration property to regularly delete old messages from the
store after they have been in the store longer than the max duration. By default, this maximum
duration is 3600 seconds, but it can be configured differently for each persistent channel.
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A client that subscribes to a persistent channel is called a persistent client. The main difference
between normal clients and persistent clients is how the pub-sub server handles timeouts.
There are two different timeout configuration options when configuring the pub-sub server; the
following elements are children of <wl ps: server - conf i g> in the webl ogi c- pubsub. xni file:

e <wps:client-tineout-secs>—Specifies the number of seconds after which normal (non-
persistent) clients are deleted and persistent clients are deactivated by the pub-sub server,
if during that time the client does not send a connect or re-connect message. When
deactivating, the server keeps all subscribed persistent channels for the client and
unsubscribes the non-persistent channels. The default value is 60 seconds.

e <w ps: persistent-client-timeout-secs>—Specifies the number of seconds after which
persistent clients are disconnected and deleted by the pub-sub server, if during that time
the persistent client does not send a connect or re-connect message. This value must be
larger than cl i ent -ti meout - secs. If the persistent client reconnects before the persistent
timeout is reached, the client receives all messages that have been published to the
persistent channel during that time; if the client reconnects after the timeout, then it does
not get the messages. The default value is 600 seconds.

Configuring Persistent Channels

You configure a persistent channel in the webl ogi c- pubsub. xm deployment descriptor file of
the pub-sub server.

First configure the pub-sub by adding a <wl ps: persi stent-client-timeout-secs> child
element of <wl ps: server - confi g> if you want to change the default persistent timeout value of
600 seconds. Then you configure a persistent channel by adding a <wl ps: channel -

per si st ence> child element of <w ps: channel > and specify the maximum amount of time that
messages for that channel should be persisted and the name of the persistent store to which
the messages should be persisted. The following example shows the relevant sections of the
webl ogi c- pubsub. xm file:

<?xm version="1.0" encodi ng="UTF-8"?>
<w ps: webl ogi c- pubsub
xm ns:wl ps="http://xm ns. oracl e. conf webl ogi ¢/ webl ogi c- pubsub" >
<wl ps: server-confi g>

<wl ps: persistent-client-tinmeout-secs>400</w ps: persistent-client-tinmeout-secs>
</W ps: server-config>
<w ps: channel >
<wl ps: channel - patt ern>/ chat/**</w ps: channel - pattern>
<wl ps: channel - per si st ence>
<W ps: max- per si st ent - message- dur at i on- secs>3000</ wl ps: max- per si st ent - nessage-
duration-secs>
<wl ps: per si st ent - st or e>PubSubFi | eSt or e</ W ps: persi st ent - st ore>
</ W ps: channel - persi st ence>
</w ps: channel >
</ w ps: webl ogi c- pubsub>

In the preceding example:

e The persistent client timeout value is 400 seconds. This value applies to all persistent
channels of this pub-sub server.

e The channel with pattern / chat , and all its subchannels, has been configured as a
persistent channel. The messages will be persisted to a WebLogic persistent store called
PubSubFi | eSt or e and they will live for a maximum of 3000 seconds in the store.

It is assumed that you have already created and configured the PubSubFi | eSt or e using the
WebLogic Remote Console; for details, see Administering the WebLogic Persistent Store.
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WebLogic JSP Reference

Review reference information for writing WebLogic JavaServer Pages (JSPs).
This chapter includes the following sections:

JSP Tags

Review the basic tags that you can use in a JSP page.

The following table describes the tags. Each shorthand tag has an XML equivalent.

Table 12-1 Basic Tags for JSP Pages

JSP Tag

Syntax

Description

Scriptlet

<% java_code %
... or use the XML equivalent:

<jsp:scriptlet>
java_code
</jsp:scriptlet>

Embeds Java source code scriptlet in
your HTML page. The Java code is
executed and its output is inserted in
sequence with the rest of the HTML in
the page. For details, see Scriptlets.

Directive

<v@dir-type dir-attr %
... or use the XML equivalent:
<jsp:directive.dir_type
dir_attr />

Directives contain messages to the
application server.

A directive can also contain name/value
pair attributes in the form

attr="val ue", which provides
additional instructions to the application
server. See Directives for WebLogic
JSP.

Decl ar ati ons

<% declaration %
... oruse XML equivalent...

<j sp: decl arati on>
decl ar ati on;
</jsp: decl aration>

Declares a variable or method that can
be referenced by other declarations,
scriptlets, or expressions in the page.
See Declarations.

Expressi on

<% expression %
... oruse XML equivalent...

<j sp: expressi on>
expressi on
</ expressi on>

Defines a Java expression that is
evaluated at page request time,
converted to a St ri ng, and sent inline
to the output stream of the JSP
response. See Expressions.
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Table 12-1 (Cont.) Basic Tags for JSP Pages
|

JSP Tag Syntax Description
Acti ons <j sp:useBean ... > Provide access to advanced features of
JSP body is included if the bean is JSP and only use XML syntax. These

actions are supported as defined in the
JSP 2.2 specification. See Actions .

instantiated here

</j sp: useBean>

<j sp:setProperty ... >
<j sp: getProperty ... >
<jsp:include ... >
<jsp:forward ... >
<jsp:plugin ... >

Comment s <%* comment */% Ensure that your comments are removed
from the viewable source of your HTML
files by using only JSP comment tags.
HTML comments remain visible when
the user selects view source in the
browser.

Defining JSP Versions

WebLogic Server supports JSP 3.0. Changes between JSP 3.0 and JSP 2.1 (JSR 245) include
that the APl has moved from the j akart a. servl et. j sp package to the j akarta. servl et.jsp
package.

For information about JSP 3.0, see https://jakarta. ee/ specifications/pages/3.0/
j akarta-server-pages-spec-3. 0.

JSP 2.3 was a maintenance release for JSP 2.1 (JSR 245). Because JSP 2.1 imported some
new features, the same syntax could hold different meanings between JSP 2.1 and JSP 2.0,
so the JSP version must be defined to attain the expected behavior. For example:

e <%@page deferredSyntaxAl | owedAsLiteral ="true" % is not allowed in JSP 2.0.
o # {expr} isvalid in JSP 2.0 template text, but is invalid in JSP 2.1 by default.

Rules for Defining a JSP File Version

Since there is no explicit method of specifying a JSP page's version, its version is eventually
determined by the Web application version, as follows:

e If <j sp:root>appears in a JSP document, its attribute version value will determine that
JSP document's version; otherwise, the Web application version will determine it.

« If the Web application version is determining the JSP version, then 2.5 indicates the
version is JSP 2.1 and 2.4 means the version is JSP 2.0.

e If a JSP document contains <j sp: r oot >, and if Web application version is 2.4, the
<j sp: root > version must not be higher than 2.0. However, if the Web application version is
2.5, then the <j sp: r oot > version could be less than 2.1.

* All Referred JSP tag versions must not be higher than current JSP file's version.
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Rules for Defining a Tag File Version

All JSP tag file versions are defined by the version of the tag library they belong to.

e Since an implicit tag library will be created for each directory, including tag files, the implicit
tag library's version is 2.0 by default. However, the version can be configured by the
inplicit.tld filein same directory in JSP 2.1.

* A.tagx file's <j sp: r oot > attribute version value must be same as the tag file's version.

« All Referred JSP tag versions must not be higher than current tag file's version.

Reserved Words for Implicit Objects

JSP reserves words for implicit objects in scriptlets and expressions. These implicit objects
represent Java objects that provide useful methods and information for your JSP page.

WebLogic JSP implements all implicit objects defined in the JSP specification. The JSP APl is
described in the Javadocs available at htt ps: //j akarta. ee/ specifications/platform 9.1/

api docs/ .

@® Note

Use these implicit objects only within scriptlets or expressions. Using these keywords
from a method defined in a declaration causes a translation-time compilation error
because such usage causes your page to reference an undefined variable.

Table 12-2 Reserved Words for Implicit Objects

]
Reserved Word Description

request Represents the Ht t pSer vl et Request object. It contains information about
the request from the browser and has several useful methods for getting
cookie, header, and session data.

response Represents the Ht t pSer vl et Response object and several useful methods
for setting the response sent back to the browser from your JSP page.
Examples of these responses include cookies and other header information.

Note: You cannot use the r esponse. get Wit er () method from within a
JSP page; if you do, a run-time exception is thrown. Use the out keyword to
send the JSP response back to the browser from within your scriptlet code
whenever possible. The WebLogic Server implementation of
jakarta.servlet.jsp.JspWiter uses

j akarta. servlet. Servl et Qut put St r eam which implies that you can use
response. get Servl et Qut put St rean() . Keep in mind, however, that this
implementation is specific to WebLogic Server. To keep your code
maintainable and portable, use the out keyword.

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 3 of 21


https://jakarta.ee/specifications/platform/9.1/apidocs/
https://jakarta.ee/specifications/platform/9.1/apidocs/

ORACLE Chapter 12
Directives for WebLogic JSP

Table 12-2 (Cont.) Reserved Words for Implicit Objects

. __________________________________________________________________________________|
Reserved Word Description

out Aninstance of j akarta. servl et.sp. JspWiter that has several
methods you can use to send output back to the browser.
If you are using a method that requires an output stream, then JspW i t er
does not work. You can work around this limitation by supplying a buffered
stream and then writing this stream to out . For example, the following code
shows how to write an exception stack trace to out :

Byt eArrayQut put Stream ostr = new

Byt eArrayQut put Stream();
exception. printStackTrace(new PrintWiter(ostr));
out.print(ostr);

pageCont ext Represents a j akarta. servl et.jsp. PageCont ext object.ltisa
convenience API for accessing various scoped namespaces and servlet-
related objects, and provides wrapper methods for common servlet-related
functionality.

sessi on Represents aj akarta. servl et. http. H t pSessi on object for the request.
The session directive is set to true by default, so the sessi on is valid by
default. The JSP 2.1 specification states that if the session directive is set to
f al se, then using the sessi on keyword results in a fatal translation time
error.

application Represents a j akart a. servl et. Servl et Cont ext object. Use it to find
information about the servlet engine and the servlet environment.
When forwarding or including requests, you can access the servlet
request Di spat cher using the Ser vl et Cont ext , or you can use the JSP
f orwar d directive for forwarding requests to other servlets, and the JSP
i ncl ude directive for including output from other servlets.

config Represents a j akart a. servl et. Servl et Confi g object and provides
access to the servlet instance initialization parameters.

page Represents the servlet instance generated from this JSP page. It is
synonymous with the Java keyword t hi s when used in your scriptlet code.

To use page, you must cast it to the class type of the servlet that implements
the JSP page, because it is defined as an instance of j ava. | ang. Obj ect .
By default, the servlet class is hamed after the JSP filename. For
convenience, we recommend that you use the Java keyword t hi s to
reference the servlet instance and get access to initialization parameters,
instead of using page.

Directives for WebLogic JSP

Use directives to instruct WebLogic JSP to perform certain functions or interpret the JSP page
in a particular way. You can insert a directive anywhere in a JSP page. The position is
generally irrelevant (except for the include directive), and you can use multiple directive tags. A
directive consists of a directive type and one or more attributes of that type.

You can use either of two types of syntax: shorthand or XML.:
e Shorthand: <¥%@dir _type dir_attr %
e XML:<jsp:directive.dir_type dir_attr />
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Replace di r _t ype with the directive type, and di r _attr with a list of one or more directive
attributes for that directive type.

There are three types of directives page, taglib, or include.

Using the page Directive to Set Character Encoding

To specify a character encoding set, use the following directive at the top of the page:

<%@ page content Type="text/htm ; charset=custom encodi ng" %

The character set you specify with a cont ent Type directive specifies the character set used in
the JSP as well as any JSP included in that JSP.

You can specify a default character encoding by specifying it in the WebLogic-specific
deployment descriptor for your Web application.

Using the taglib Directive

Use atagli b directive to declare that your JSP page uses custom JSP tag extensions that are
defined in a tag library. For details about writing and using custom JSP tags, see Developing
JSP Tag Extensions for Oracle WebLogic Server.

Declarations

Scriptlets

Use declarations to define variables and methods at the class-scope level of the generated
JSP servlet. Declarations made between JSP tags are accessible from other declarations and
scriptlets in your JSP page.

For example:

<%
int i=0;
String foo= "Hello";
private void bar() {
/1 ...java code here...

}
%

Remember that class-scope objects are shared between multiple threads being executed in
the same instance of a servlet. To guard against sharing violations, synchronize class scope
objects. If you are not confident writing thread-safe code, you can declare your servlet as not-
thread-safe by including the following directive:

<%@ page i sThreadSaf e="fal se" %

By default, this attribute is set to true. Setting i sThr eadSaf e to f al se consumes additional
memory and can cause performance to degrade.

JSP scriptlets make up the Java body of your JSP servlet's HTTP response.
To include a scriptlet in your JSP page, use the shorthand or XML scriptlet tags shown here:

Shorthand:
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<%
/'l Your Java code goes here
%

XML:

<jsp:scriptlet>
/'l Your Java code goes here
</jsp:scriptlet>

Note the following features of scriptlets:

* You can have multiple blocks of scriptlet Java code mixed with plain HTML.

*  You can switch between HTML and Java code anywhere, even within Java constructs and
blocks. In Example of a JSP with HTML and Embedded Java the example declares a Java
loop, switches to HTML, and then switches back to Java to close the loop. The HTML
within the loop is generated as output multiple times as the loop iterates.

* You can use the predefined variable out to print HTML text directly to the servlet output
stream from your Java code. Call the print () method to add a string to the HTTP page
response.

* Any time you print data that a user has previously supplied, Oracle recommends that you
remove any HTML special characters that a user might have entered. If you do not remove
these characters, your Web site could be exploited by cross-site scripting. For more
information, refer to JSP Expression Language.

e The Java tag is an inline tag; it does not force a new paragraph.

Expressions

Learn how to include an expression in your JSP file.
Use the following tag:

<% expr %

Replace expr with a Java expression. When the expression is evaluated, its string
representation is placed inline in the HTML response page. It is shorthand for

<%out.print( expr ); %

This technique enables you to make your HTML more readable in the JSP page. Note the use
of the expression tag in the example in the next section.

Expressions are often used to return data that a user has previously supplied. Any time you
print user-supplied data, Oracle recommends that you remove any HTML special characters
that a user might have entered. If you do not remove these characters, your Web site could be
exploited by cross-site scripting. For more information, refer to JSP Expression Language.

Example of a JSP with HTML and Embedded Java

Examine an example that shows a JSP with HTML and embedded Java.

<htnm >
<head><title>Hello Wrld Test</title></head>
<body bgcol or=#ffffff>
<center>
<h1> <font col or=#DB1260> Hello Worl d Test </font></hl>
<font col or=navy>

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 6 of 21



ORACLE’

Actions

Chapter 12
Actions
<%
out.print("Java-generated Hello Wrld");
%
</font>

<p> This is not Java!
<p><i >M ddl e stuff on page</i>
<p>
<font col or=navy>
<%

for (int i =1; i<=3; i++) {
%

<h2>This is HTM. in a Java loop! <% i % </ h2>

}
%
</font>
</center>
</ body>
</htm >

<%

After the code shown here is compiled, the resulting page is displayed in a browser as shown
in the following figure.

Figure 12-1 Compiled JSP with HTML and Embedded Java

. Hello World Test X

< C @ |© & 1039.236597001/spjsp @Y INDODa ® =

Hello World Test

Java-generated Hello World
This is not Java!

Middle stuff on page
This is HTML in a Java loop! 1
This is HTML in a Java loop! 2

This is HTML in a Java loop! 3

You use JSP actions to modify, use, or create objects that are represented by JavaBeans.
Actions use XML syntax exclusively.
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Using JavaBeans in JSP

The <j sp: useBean> action tag allows you to instantiate Java objects that comply with the
JavaBean specification, and to refer to them from your JSP pages.

To comply with the JavaBean specification, objects need:

e A public constructor that takes no arguments
e AsetVariabl e() method for each vari abl e field

* AqgetVariabl e() method for each vari abl e field

Instantiating the JavaBean Object

The <j sp: useBean> tag attempts to retrieve an existing named Java object from a specific
scope and, if the existing object is not found, may attempt to instantiate a new object and
associate it with the name given by the i d attribute. The object is stored in a location given by
the scope attribute, which determines the availability of the object. For example, the following
tag attempts to retrieve a Java object of type exanpl es. j sp. Shoppi ngCart from the HTTP
session under the name cart.

<j sp: useBean id="cart"
cl ass="exanpl es. j sp. Shoppi ngCart" scope="session"/>

If such an object does not currently exist, the JSP attempts to create a new object, and stores
it in the HTTP session under the name cart . The class should be available in the CLASSPATH
used to start WebLogic Server, or in the VEB- | NF/ ¢l asses directory of the Web application
containing the JSP.

It is good practice to use an err or Page directive with the <j sp: useBean> tag because there are
run-time exceptions that must be caught. If you do not use an er r or Page directive, the class
referenced in the JavaBean cannot be created, an | nstanti ati onExcepti on is thrown, and an
error message is returned to the browser.

You can use the t ype attribute to cast the JavaBean type to another object or interface,
provided that it is a legal type cast operation within Java. If you use the attribute without the
cl ass attribute, your JavaBean object must already exist in the scope specified. If it is not
legal, an I nstanti ati onExcepti on is thrown.

Doing Setup Work at JavaBean Instantiation

The <j sp: useBean> tag syntax has another format that allows you to define a body of JSP
code that is executed when the object is instantiated. The body is not executed if the named
JavaBean already exists in the specified scope. This format allows you to set up certain
properties when the object is first created. For example:

<j sp:useBean id="cart" class="exanpl es.]jsp. Shoppi ngCart"
scope=sessi on>

Creating the shopping cart now...

<j sp:setProperty name="cart"

property="cartName" val ue="nusic">
</j sp: useBean>
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If you use the t ype attribute without the cl ass attribute, a JavaBean object is never
instantiated, and you should not attempt to use the tag format to include a body.
Instead, use the single tag format. In this case, the JavaBean must exist in the
specified scope, or an | nstanti ati onExcepti on is thrown. Use an err or Page directive
to catch the potential exception.

Using the JavaBean Object

After you instantiate the JavaBean object, you can refer to it by its i d name in the JSP file as a
Java object. You can use it within scriptlet tags and expression evaluator tags, and you can
invoke its set Xxx() or get Xxx() methods using the <j sp: set Property> and

<j sp: get Propert y> tags, respectively.

Defining the Scope of a JavaBean Object

Use the scope attribute to specify the availability and life-span of the JavaBean object. The
scope can be one of the following:

Table 12-3 Defining the Scope attribute of a JavaBean Object
]

Scope

Description

page

This is the default scope for a JavaBean, which stores the object in the
jakarta.servlet.jsp. PageCont ext of the current page. It is available
only from the current invocation of this JSP page. It is not available to
included JSP pages, and it is discarded upon completion of this page request.

request

When the r equest scope is used, the object is stored in the current
Servl et Request , and it is available to other included JSP pages that are
passed the same request object. The object is discarded when the current
request is completed.

session

Use the sessi on scope to store the JavaBean object in the HTTP session so
that it can be tracked across several HTTP pages. The reference to the
JavaBean is stored in the page's Ht t pSessi on object. Your JSP pages must
be able to participate in a session to use this scope. That is, you must not
have the page directive sessi on setto f al se.

application

Atthe appl i cati on- scope level, your JavaBean object is stored in the Web
application. Use of this scope implies that the object is available to any other

servlet or JSP page running in the same Web application in which the object

is stored.

For more information about using JavaBeans, see htt p: //ww. or acl e. coni t echnet wor k/
javaljavase/tech/index-jsp-138795.htm .

Forwarding Requests

If you are using any type of authentication, a forwarded request made with the <jsp:forward>
tag, by default, does not require the user to be re-authenticated. You can change this behavior
to require authentication of a forwarded request by adding the <check-auth-on-forward/>
element to the <container-descriptor> element of the WebLogic-specific deployment descriptor,
weblogic.xml. For example:
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<cont ai ner - descri pt or>
<check- aut h- on-f or war d/ >
</ cont ai ner - descri ptor>

Including Requests

You can use the <jsp:include> tag to include another resource in a JSP. This tag takes two
attributes:

page—Use the page attribute to specify the included resource. For example:
<j sp:include page="sonePage.jsp"/>

f | ush—Setting this boolean attribute to t r ue buffers the page output and then flushes the
buffer before including the resource. Setting f | ush="f al se" can be useful when the

<j sp:incl ude> tag is located within another tag on the JSP page and you want the included
resource to be processed by the tag.

JSP Expression Language

The JSP expression language is inspired by both ECMAScript and the XPath expression
languages. The JSP EL is available in attribute values for standard and custom actions and
within template text. In both cases, the JSP EL is invoked consistently by way of the construct
#{expr} or ${expr}.

The #{ expr} syntax refers to deferred expressions introduced in JSP EL 2.1. Expressions
delimited by "#{}" use "deferred evaluation" because the expression is not evaluated until its
value is needed by the system, and so can be processed by the underlying mechanism at the
appropriate moment within its life cycle. Whereas, expressions delimited by "${}" use
"immediate evaluation" because the expression is compiled when the JSP page is compiled
and it is executed when the JSP page is executed. The deferred expression includes deferred
Val ueExpr essi on and deferred Met hodExpr essi on. The ${ expr} syntax is supported in JSP EL
2.1.

The addition of the JSP EL to the JSP technology better facilitates the writing of scriptlets JSP
pages. These pages can use JSP EL expressions but cannot use Java scriptlets, Java
expressions, or Java declaration elements. You can enforce this usage pattern through the
scripting-invalidJSP configuration element of the web. xm deployment descriptor.

WebLogic Server now supports EL 4.0. For more information on the JSP expression language,
seehttps://jakarta.eel/specifications/expression-|anguage/4.0/.

Expressions and Attribute Values

You can use JSP EL expressions in any attribute that can accept a run-time expression,
whether it is a standard action or a custom action. The following are use-cases for expressions
in attribute values:

e The attribute value contains a single expression construct of either <sone: tag val ue="$
{expr}"/>or<sone:tag val ue="#{expr}"/>. In this case, the expression is evaluated and
the result is coerced to the attribute's expected type according to the type conversion rules
described in "Type Conversion," athttps://jakarta. ee/ specifications/expression-
| anguage/ 4. 0/ | akart a- expr essi on- | anguage- spec- 4. 0#t ype- conver si on.

e The attribute value contains one or more expressions separated or surrounded by text of
either: <some: t ag val ue="some${ expr}${expr}text ${expr}"/> or <sone:tag
val ue="some#{ expr } #{ expr}text #{ expr}"/>. In this case, the expressions are evaluated
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from left to right, coerced to Strings (according to the type conversion rules described
later), and concatenated with any intervening text. The resulting String is then coerced to
the attribute's expected type according to the type conversion rules described in "Type
Conversion," athttps://jakarta. ee/ specifications/expression-1anguage/ 4.0/

j akart a- expressi on-| anguage- spec- 4. 0#t ype- conver si on.

e The attribute value contains only text: <sore: t ag val ue="sonet ext"/>. In this case, the
attribute's String value is coerced to the attribute's expected type according to the type
conversion rules described in "Type Conversion," athttps:// akarta. ee/
speci fications/expression-|anguage/ 4. 0/j akart a- expr essi on-1 anguage-
spec- 4. 0#t ype- conver si on.

@® Note

These rules are equivalent to the JSP 2.1 conversions, except that empty strings
are treated differently.

The following two conditions must be satisfied when using JSPX:

* web.xm — The web- app must define the servlet version attribute as 2. 4 or higher;
otherwise, all EL functions are ignored.

e TLD file — Namespace declaration is required for the j sp prefix, as follows:
<htm xmns:jsp="http://]ava.sun.con JSP/ Page";

The following shows a conditional action that uses the JSP EL to test whether a property of a
bean is less than 3.

<c:if test="${beanl.a < 3}">
<fc:if>
Note that the normal JSP coercion mechanism already allows for; <mytags:if test="true" />.

There may be literal values that include the character sequence ${. If this is the case, a literal
with that value can be used as shown here:

<nyt ags: exanpl e code="an expression is ${' ${' }expr}" />

The resulting attribute value would then be the string an expression is ${ expr}.

Expressions and Template Text

You can use the JSP EL directly in template text; this can be inside the body of custom or
standard actions or in template text outside of any action. An exception to this use is if the
body of the tag is tag dependent or if the JSP EL is turned off (usually for compatibility issues)
explicitly through a directive or implicitly.

The semantics of a JSP EL expression are the same as with Java expressions: the value is
computed and inserted into the current output. In cases where escaping is desired (for
example, to help prevent cross-site scripting attacks), you can use the JSTL core tag <c: out >.
For example:

<c:out val ue="${anELexpression}" />

The following shows a custom action where two JSP EL expressions are used to access bean
properties:
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<c: wonbat >
One value is ${beanl.a} and another is ${bean2.a.c}.
</ c: wonbat >

JSP Expression Language Implicit Objects

There are several implicit objects that are available to JSP EL expressions used in JSP pages.

These objects are always available under these names:

pageCont ext —Represents the pageCont ext object.
pageScope—Represents a Map that maps page-scoped attribute names to their values.

r equest Scope—Represents a Map that maps request-scoped attribute names to their
values.

sessi onScope—Represents a Map that maps session-scoped attribute names to their
values.

appl i cati onScope—Represents a Map that maps application-scoped attribute names to
their values.

par am—Represents a Map that maps parameter names to a single String parameter value
(obtained by calling Ser vl et Request . get Paraneter (String name)).

par anVal ues—Represents a Map that maps parameter names to a single String[] of all
values for that parameter (obtained by calling
Servl et Request . get Par aret er Val ues(String nane)).

header —Represents a Map that maps header names to a single String header value
(obtained by calling Ser vl et Request . get Header (stri ng nane)).

header Val ues—Represents a Map that maps header names to a String[] of all values for
that header (obtained by calling Ser vl et Request . get Header s(String nane)).

cooki e—Represents a Map that maps cookie names to a single Cookie object. Cookies
are retrieved according to the semantics of Ht t pSer vl et Request . get Cooki es() . If the
same name is shared by multiple cookies, an implementation must use the first one
encountered in the array of Cookie objects returned by the get Cooki es() method.
However, users of the cookie implicit objects must be aware that the ordering of cookies is
currently unspecified in the servlet specification.

i ni t Par am—Represents a Map that maps context initialization parameter names to their
String parameter value (obtained by calling Ser vl et Request . get I ni t Parameter (String
name) ).

Table 12-4 shows some examples of using these implicit objects:

Table 12-4 Example Uses of Implicit Objects

Expression Description

$ The request's URI (obtained from Ht t pSer vl et Request)

{ pageCont ext . request . request URI

}

${sessi onScope. profil e} The session-scoped attribute named profile (nul | if not
found)

${ par am product | d} The String value of the product | d parameter (nul | if not
found).
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Table 12-4 (Cont.) Example Uses of Implicit Objects

Expression Description

${ par anval ues. product | d} The String[] containing all values of the product | d
parameter (nul | if not found).

JSP Expression Language Literals and Operators

Learn about JSP EL expression literals and operators. The JSP EL syntax is pretty
straightforward. Variables are accessed by name. A generalized [] operator can be used to
access maps, lists, arrays of objects and properties of JavaBean objects; the operator can be
nested arbitrarily. The . operator can be used as a convenient shorthand for property access
when the property name follows the conventions of Java identifies. However the [] operator
allows for more generalized access.

Relational comparisons are allowed using the standard Java relational operators. Comparisons
may be made against other values, or against boolean (for equality comparisons only), String,
integer, or floating point literals. Arithmetic operators can be used to compute integer and
floating point values. Logical operators are available.

Literals

Literals exist for Boolean, Integer, Floating point, String, Null.

* Boolean - true and false

e Integer - As defined by the I nt eger Li t eral construct in Collected Syntax in the EL
specification.

* Floating point - As defined by the Fl oat i ngPoi nt Li t eral construct in Collected Syntax in
the EL specification.

e String -With single and double quotes - " is escaped as \", ' is escaped as \', and \ is
escaped as \\. Quotes only need to be escaped in a string value enclosed in the same type
of quote.

e Null - null

Errors, Warnings, Default Values

JSP pages are mostly used in presentation, and in that usage, experience suggests that it is
most important to be able to provide as good a presentation as possible, even when there are
simple errors in the page. To meet this requirement, the JSP EL does not provide warnings,
just default values and errors. Default values are typecorrect values that are assigned to a
subexpression when there is some problem. An error is an exception thrown (to be handled by
the standard JSP machinery).

Operators
The following is a list of operators provided by the JSP expression language:
e .and]]
e Arithmetic: +, - (binary), *, / and div, % and mod, - (unary)
e Logical: and, &&, or, ||, not, !
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* Relational: ==, eq, =, ne, <, It, >, gt, <=, ge, >=, le. Comparisons can be made against
other values, or against boolean, string, integer, or floating point literals.

e Empty: The empty operator is a prefix operation that can be used to determine whether a
value is null or empty.

* Conditional: A ? B : C. Evaluate B or C, depending on the result of the evaluation of A.

For more information about the operators and their functions, see Operators in the EL
specification.

Operator Precedence

The following is operator precedence, from highest to lowest, left-to-right.
- 1.

© 0

e - (unary) not! empty

e« */div% mod

e+ - (binary)

+ <><=>=ltgtlege
« ==Il=eqgne

« &&and

« |Jlor

o 7!

JSP Expression Language Reserved Words

The following words are reserved for the language and should not be used as identifiers.

 and
. eq
.« gt
e true

e instanceof

e or
e ne

o le

« false

° empty
* not

e 1t

. ge

« null

e div
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e  mod

® Note

Many of these words are not in the language now, but they may be in the future,
so developers should avoid using these words now.

JSP Expression Language Named Variables

A core concept in the JSP EL is the evaluation of a variable name into an object.

The JSP EL API provides a generalized mechanism, a VariableResolver, that will resolve
names into objects. The default resolver is what is used in the evaluation of JSP EL
expressions in template and attributes. This default resolver provides the implicit objects
discussed in JSP Expression Language Implicit Objects.

The default resolver also provides a map for other identifiers by looking up its value as an
attribute, according to the behavior of PageCont ext . fi ndAttri bute(String) onthe
pageCont ext object. For example: ${ product}.

This expression looks for the attribute named product, searching the page, request, session,
and application scopes, and returns its value. If the attribute is not found, null is returned. See
Resolution of Variables and their Properties of the JSP 3.0 specification.

Securing User-Supplied Data in JSPs

Expressions and scriptlets enable a JSP to receive data from a user and return the user
supplied data.

For example, the sample JSP in Example 12-1 prompts a user to enter a string, assigns the
string to a parameter named user | nput, and then uses the <%

jakarta.servlet. Servl et Request . get Paranet er ("user| nput") % expression to return the
data to the browser.

Example 12-1 Using Expressions to Return User-Supplied Content

<htm >
<body>
<h1>My Sanpl e JSP</hl>
<form net hod="CET" action="nysanpl e.jsp">
Enter string here:
<input type="text" nane="userlnput" size=50>
<input type=submt val ue="Subnit">
</fornp
<br >
<hr >
<br >
Qutput fromlast comand:
<% jakarta.servlet.Servl et Request . get Par armet er ("user | nput") %
</ body>
</htnl >

This ability to return user-supplied data can present a security vulnerability called cross-site
scripting, which can be exploited to steal a user's security authorization. See Cross Site
Scripting Prevention Cheat Sheet on the Open Web Application Security Project (OWASP)
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website at ht t ps: // cheat sheet seri es. owasp. or g/ cheat sheet s/
Cross Site Scripting Prevention Cheat Sheet. htni.

To remove the security vulnerability, before you return data that a user has supplied, scan the
data for any of the HTML special characters in Table 12-5. If you find any special characters,
replace them with their HTML entity or character reference. Replacing the characters prevents
the browser from executing the user-supplied data as HTML.

Table 12-5 HTML Special Characters that Must Be Replaced

Replace this special character: With this entity/character reference:
< &t
> &gt ;
( &40;
) &41;
# &35;
& &38;

Using a WebLogic Server Utility Method

WebLogic Server provides the webl ogi c. servl et. security. Uil s.encodeXSS() method to
replace the special characters in user-supplied data. To use this method, provide the user-
supplied data as input. For example:

<% webl ogi c. servlet.security.Uils.encodeXSS(
jakarta.servlet. Servl et Request. get Paranet er ("user | nput")) %

To secure an entire application, you must use the encodeXSS() method each time you return
user-supplied data. While the previous example is an obvious location in which to use the
encodeXSS() method, Table 12-6 describes other locations to consider using the encodeXSS()
method.

Table 12-6 Code that Returns User-Supplied Data

Page Type User-Supplied Data Example

Error page Erroneous input string, invalid URL, user An error page that says "user name is
name not permitted access."

Status page User Name, summary of input from A summary page that asks a user to
previous pages confirm input from previous pages.

Database display = Data presented from a database A page that displays a list of database

entries that have been previously
entered by a user.

Using Sessions with JSP

Sessions in WebLogic JSP perform according to the JSP specification.

The following suggestions pertain to using sessions:

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01

October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 16 of 21


https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html

ORACLE

Chapter 12
Deploying Applets from JSP

e Store small objects in sessions. For example, a session should not be used to store an
EJB, but an EJB primary key instead. Store large amounts of data in a database. The
session should hold only a simple string reference to the data.

*  When you use sessions with dynamic reloading of servlets or JSPs, the objects stored in
the servlet session must be serializable. Serialization is required because the servlet is
reloaded in a new class loader, which results in an incompatibility between any classes
loaded previously (from the old version of the servlet) and any classes loaded in the new
class loader (for the new version of the servlet classes). This incompatibility causes the
servlet to return O assCast Except i on errors.

* If session data must be of a user-defined type, the data class should be serializable.
Furthermore, the session should store the serialized representation of the data object.
Serialization should be compatible across versions of the data class.

Deploying Applets from JSP

Using the JSP provides a convenient way to include the Java Plug-in a Web page, by
generating HTML that contains the appropriate client browser tag. The Java Plug-in allows you
to use a Java Runtime Environment (JRE) instead of the JVM implemented by the client Web
browser. This feature avoids incompatibility problems between your applets and specific types
of Web browsers.

The Java Plug-in is available at ht t p: / / www. or acl e. com t echnet wor k/ j ava/ i ndex-
| Sp-141438. htm .

Because the syntax used by Internet Explorer and Netscape is different, the servlet code
generated from the <j sp: pl ugi n> action dynamically senses the type of browser client and
sends the appropriate <OBJECT> or <EMBED> tags in the HTML page.

The <j sp: pl ugi n> tag uses many attributes similar to those of the <APPLET> tag, and some
other attributes that allow you to configure the version of the Java Plug-in to be used. If the
applet communicates with the server, the JVM running your applet code must be compatible
with the JVM running WebLogic Server.

In the following example, the plug-in action is used to deploy an applet:

<jsp:plugin type="appl et" code="exanpl es. appl et s. PhoneBook1"
codebase="/cl asses/" hei ght ="800" wi dt h="500"
jreversion="2.0"
nspl ugi nurl =
"http://java.sun. conf products/plugin/1.1. 3/plugin-install.htm"
i epl ugi nurl =
"http://java.sun. conl products/plugin/1. 1.3/
jinstall-113-win32. cab#Version=1,1,3,0" >
<j sp: par ans>
<par am nane="webl ogi c_url" val ue="t3://1 ocal host: 7001" >
<par am nane="pool nane" val ue="denoPool ">
</j sp: par ans>
<j sp: fal | back>
<font col or =#FF0000>Sorry, cannot run java applet!!</font>
</jsp:fallback>

</j sp: pl ugi n>

The sample JSP syntax shown here instructs the browser to download the Java Plug-in
version 1.3.1 (if it has not been downloaded previously), and run the applet identified by the
code attribute from the location specified by codebase.
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The j rever si on attribute identifies the spec version of the Java Plug-in that the applet requires
to operate. The Web browser attempts to use this version of the Java Plug-in. If the plug-in is
not already installed on the browser, the nspl ugi nurl and i epl ugi nurl attributes specify
URLs where the Java Plug-in can be downloaded from ht t p: // www. or acl e. com t echnet wor k/
javalindex-j sp-141438. ht m . Once the plug-in is installed on the Web browser, it is not
downloaded again.

Because WebLogic Server uses the Java 1.3.x VM, you must specify the Java Plug-in version
1.3.x in the <j sp: pl ugi n> tag. To specify the 1.3 JVM in the previous example code, replace
the corresponding attribute values with the following:

jreversion="1.3"

nspl ugi nurl =

“http://java.sun.con products/plugin/1. 3/plugin-install.htm"

i eplugi nurl =

“http://java.sun.con products/plugin/1. 3/jinstall-131-w n32.cab"

The other attributes of the plug-in action correspond with those of the <APPLET> tag. You
specify applet parameters within a pair of <par ans> tags, nested within the <j sp: pl ugi n> and
</jsp: pl ugi n>tags.

The <j sp: f al | back> tags allow you to substitute HTML for browsers that are not supported by
the <j sp: pl ugi n> action. The HTML nested between the <f al | back> and </ sp: f al | back>
tags is sent instead of the plug-in syntax.

Using the WebLogic JSP Compiler

@® Note

The WebLogic JSP compiler is deprecated. Oracle recommends that you use the
WebLogic appc compiler, webl ogi c. appc, to compile EAR files, WAR files, and EJBs.

For better compilation performance, the WebLogic JSP compiler transforms a JSP directly into
a class file on the disk instead of first creating a Java file on the disk and then compiling it into
a class file. The Java file only resides in memory.

To see the generated Java file, turn on the - keepgener at ed flag which dumps the in-memory
Java file to the disk.

@® Note

During JSP compilation, neither the command line flag (conpi | er cl ass) nor the
descriptor element is invoked.

JSP Compiler Syntax

The JSP compiler works in much the same way that other WebLogic compilers work (including
the RMI and EJB compilers). To start the JSP compiler, enter the following command.

$ java webl ogic.jspc -options fileName
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Replace fi | eNanme with the name of the JSP file that you want to compile. You can specify any
opti ons before or after the target fi | eNane. The following example uses the - d option to
compile nyFi | e. j sp into the destination directory, webl ogi c/ cl asses:

$ java weblogic.jspc -d /webl ogic/classes nyFile.jsp

® Note

If you are precompiling JSPs that are part of a Web application and that reference
resources in the Web application (such as a JSP tag library), you must use the -
webapp flag to specify the location of the Web application. The - webapp flag is
described in the following listing of JSP compiler options.

JSP Compiler Options

Use any combination of the following options:

Table 12-7 JSP Compiler Options
]

Option Description

-classpath Add a list (separated by semi-colons on Windows platforms or colons on
UNIX platforms) of directories that make up the desired CLASSPATH. Include
directories containing any classes required by the JSP. For example (to be
entered on one line):
$ java weblogic.jspc -classpath javalcl asses. zi p; / webl ogi c/
classes. zip nyFile.JSP

- char set Map Specifies mapping of IANA or unofficial charset names used in JSP
cont ent Type directives to java charset names. For example:

-charset Map x-sjis=Shift JI'S x-big5=Big5
The most common mappings are built into the JSP compiler. Use this option
only if a desired charset mapping is not recognized.

-comment ary Causes the JSP compiler to include comments from the JSP in the generated
HTML page. If this option is omitted, comments do not appear in the
generated HTML page.

-conpi | eAl | Recursively compiles all JSPs in the current directory, or in the directory
specified with the - webapp flag. (See the listing for - webapp in this list of
options.). JSPs in subdirectories are also compiled.

- conpi | eFl ags Passes one or more command-line flags to the compiler. Enclose multiple
flags in quotes, separated by a space. For example:
java webl ogic.jspc -conpileFlags "-g -v" nyFile.jsp

- conpi | er Specifies the Java compiler to be used to compile the class file from the

generated Java source code. The default compiler used is | dt . The Java
compiler program should be in your PATH unless you specify the absolute
path to the compiler explicitly.

-conpil ercl ass

Runs a Java compiler as a Java class and not as a native executable.

conpressHt m Tenpl at
e

Compress the HTML in the JSP template blocks to improve run-time
performance.

If the JSP's HTML template block contains the <pr e> tag, do not enable this
option.

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server

G28780-01
Copyright © 2007, 2025, Oracle and/or its affiliates.

October 8, 2025
Page 19 of 21


http://www.eclipse.org/jdt/

ORACLE’

Chapter 12
Using the WebLogic JSP Compiler

Table 12-7 (Cont.) JSP Compiler Options
-

Option Description

-d <dir> Specifies the destination of the compiled output (that is, the class file). Use
this option as a shortcut for placing the compiled classes in a directory that is
already in your CLASSPATH.

- depend If a previously generated class file for a JSP has a more recent date stamp
than the JSP source file, the JSP is not recompiled.

- debug Compile with debugging on.

- deprecation

Warn about the use of deprecated methods in the generated Java source file
when compiling the source file into a class file.

-docroot directory

See - webapp.

-encodi ng defaul t|
named charact er

Valid arguments include (a) def aul t which specifies using the default
character encoding of your JDK, (b) a named character encoding, such as

encodi ng 8859 1. If the - encodi ng flag is not specified, an array of bytes is used.

-9 Instructs the Java compiler to include debugging information in the class file.
-hel p Displays a list of all the available flags for the JSP compiler.

-J Takes a list of options that are passed to your compiler.

-k When compiling multiple JSPs with a single command, the compiler continues

compiling even if one or more of the JSPs failed to compile.

- keepgener at ed

Keeps the Java source code files that are created as an intermediary step in
the compilation process. Normally these files are deleted after compilation.

-noTryBl ocks

If a JSP file has numerous or deeply nested custom JSP tags and you receive
ajava.lang. Veri fyError exception when compiling, use this flag to allow
the JSPs to compile correctly.

-nowarn Turns off warning messages from the Java compiler.
-noPrintNulls Shows "null" in jsp expressions as ™.
-0 Compiles the generated Java source file with optimization turned on. This

option overrides the - g flag.

opti m zeJavaExpress

Optimize Java expressions to improve run-time performance.

ion

- package Sets the package name that is prepended to the package name of the

packageNane generated Java HTTP servlet. Defaults to j sp_ser vl et .

-supercl ass Sets the classname of the superclass extended by the generated servlet. The

cl assnanme named superclass must be a derivative of Ht t pSer vl et or
GenericServlet.

-verbose Passes the ver bose flag to the Java compiler specified with the conpi | er

flag. See the compiler documentation for more information. The default is
of f.

-ver boseJavac

Prints messages generated by the designated JSP compiler.

-version

Prints the version of the JSP compiler.

-webapp directory

Name of a directory containing a Web application in exploded directory
format. If your JSP contains references to resources in a Web application
such as a JSP tag library or other Java classes, the JSP compiler will look for
those resources in this directory. If you omit this flag when compiling a JSP
that requires resources from a Web application, the compilation will fail.
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Precompiling JSPs

You can configure WebLogic Server to precompile your JSPs when a Web application is
deployed or re-deployed or when WebLogic Server starts up by setting the preconpil e
parameter to true in the <j sp- descri pt or > element of the webl ogi c. xml deployment
descriptor. To avoid recompiling your JSPs each time the server restarts and when you target
additional servers, precompile them using weblogic.jspc and place them in the VEB- | NF/

cl asses folder and archive them in a . war file. Keeping your source files in a separate
directory from the archived . war file will eliminate the possibility of errors caused by a JSP
having a dependency on one of the class files.

Using the JSPClassServlet

Another way to prevent your JSPs from recompiling is to use the JSPClassServlet in place of
JSPServlet and to place your precompiled JSPs into the WEB- | NF/ cl asses directory. This will
remove any possibility of the JSPs being recompiled, as the server will not look at the source
code. The server will not note any changes to the JSPs and recompile them if you choose this
option. This option allows you to completely remove the JSP source code from your application
after precompiling.

This is an example of how to add the JSPClassServlet to your Web application's web. xn file.

<servl et>
<servl et - nane>JSPC assSer vl et </ servl et - nane>
<servl et -cl ass>webl ogi c. servl et. JSPCl assSer vl et </ servl et - cl ass>
</servlet>

<servl et - mappi ng>
<servl et - name>JSPC assSer vl et </ servl et - nane>
<url-pattern>*.jsp</url-pattern>

</ servl et - mappi ng>

As when using virtual hosting, you must have physical directories that correspond to the
mappings you create to allow your files to be found by the server.
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Filters

Learn how to use Java classes known as filters in WebLogic Web applications.
This chapter includes the following sections:

Overview of Filters

A filter is a Java class that is invoked in response to a request for a resource in a Web
application. Resources include Jakarta servlets, Jakarta Server pages (JSP), and static
resources such as HTML pages or images. A filter intercepts the request and can examine and
modify the response and request objects or execute other tasks.

Filters are an advanced Jakarta EE feature primarily intended for situations where the
developer cannot change the coding of an existing resource and needs to modify the behavior
of that resource. Generally, it is more efficient to modify the code to change the behavior of the
resource itself rather than using filters to modify the resource. In some situations, using filters
can add unnecessary complexity to an application and degrade performance.

How Filters Work

You define filters in the context of a Web application. A filter intercepts a request for a specific
named resource or a group of resources (based on a URL pattern) and executes the code in
the filter. For each resource or group of resources, you can specify a single filter or multiple
filters that are invoked in a specific order, called a chain.

When a filter intercepts a request, it has access to the j akarta. servl et. Servl et Request and
jakarta.servlet. Servl et Response objects that provide access to the HTTP request and
response, and aj akarta. servl et. FilterChain object. The Fi | t er Chai n object contains a list
of filters that can be invoked sequentially. When a filter has completed its work, the filter can
either call the next filter in the chain, block the request, throw an exception, or invoke the
originally requested resource.

After the original resource is invoked, control is passed back to the filter at the bottom of the list
in the chain. This filter can then examine and modify the response headers and data, block the
request, throw an exception, or invoke the next filter up from the bottom of the chain. This
process continues in reverse order up through the chain of filters.

@® Note

The filter can modify the headers only if the response has not already been committed.

Uses for Filters

Filters can be useful for the following functions:

* Implementing a logging function

* Implementing user-written security functionality
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*  Debugging
*  Encryption
e Data compression

* Modifying the response sent to the client. (However, post processing the response can
degrade the performance of your application.)

Writing a Filter Class

To write a filter class, implement the j akarta. servl et. Filter interface.

Seehttps://jakarta.ee/specifications/platfornm 9.1/ apidocs/jakartal/servlet/
filter. You mustimplement the following methods of this interface:

e init()
e destroy()
e doFilter()

You use the doFi | ter () method to examine and modify the request and response objects,
perform other tasks such as logging, invoke the next filter in the chain, or block further
processing.

Several other methods are available on the Fi | t er Conf i g object for accessing the name of the
filter, the Ser vl et Cont ext and the filter's initialization attributes. For more information see the
Jakarta EE javadocs for j akarta. servliet.FilterConfigathttps://jakarta.eel
specifications/platform 9.1/ apidocs/jakartal/servliet/filterconfig.

To access the next item in the chain (either another filter or the original resource, if that is the
next item in the chain), call the Fi | t er Chai n. doFi | ter () method.

Configuring Filters

You configure filters as part of a Web application, using the application's web. xm deployment
descriptor. In the deployment descriptor, you specify the filter and then map the filter to a URL
pattern or to a specific servlet in the Web application. You can specify any number of filters.

Configuring a Filter

To configure a filter:

1. Open the web. xm deployment descriptor in a text editor or an XML editor. See Web
Application Developer Tools. The web. xn file is located in the V\EB- | NF directory of your
Web application.

2. Add a filter declaration. The filter element declares a filter, defines a name for the filter,
and specifies the Java class that executes the filter. The fi | t er element must directly
follow the cont ext - par amelement and directly precede the | i st ener and ser vl et
elements. For example:

<cont ext - par an>Par anx/ cont ext - par an»
<filter>
<i con>
<smal | -i con>WSnal | | con. gi f </ smal | -i con>
<l arge-i con>MyLar gel con. gi f </ arge-i con>
</icon>
<filter-name>nyFilter</filter-nane>
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<di spl ay-name>My Fil t er</di spl ay- nane>
<description>This is ny filter</description>
<filter-class>exanples.nyFilterC ass</filter-class>

</filter>

<l i stener>Li stener</listener>

<servl et >Servl et </ servl et >

The i con, descri ption, and di spl ay- nane elements are optional.
Specify one or more initialization attributes inside afilter element. For example:

<filter>
<i con>
<smal | -i con>WSnal | | con. gi f </ smal | -i con>
<l arge-i con>MyLar gel con. gi f </ arge-i con>
</icon>
<filter-name>nyFilter</filter-nanme>
<di spl ay- name>My Fil t er </ di spl ay- nane>
<description>This is nmy filter</description>
<filter-class>exanples.nyFilterC ass</filter-class>
<init-paranp
<par am nane>nyl ni t Par anx/ par am nane>
<par am val ue>nyl ni t Par anVal ue</ par am val ue>
</init-paranmp
</filter>

Your Fi | ter class can read the initialization attributes using the
FilterConfig.getlnitParameter() orFilterConfig.getlnitParaneters() methods.

Add filter mappings. The fi |l t er - mappi ng element specifies which filter to execute based
on a URL pattern or servlet name. The fil t er - mappi ng element must immediately follow
thefilter element(s).

e To create a filter mapping using a URL pattern, specify the name of the filter and a
URL pattern. URL pattern matching is performed according to the rules specified in the
Servlet 5.0 specification at htt ps: //j akarta. ee/ specifications/servlet/5.0/

j akarta-servl et-spec-5. 0. For example, the following fi |l t er - mappi ng maps
myFi | t er to requests that contain / myPat tern/ .

<filter-nmappi ng>
<filter-name>nyFilter</filter-nane>
<url-pattern>/nyPattern/*</url-pattern>
</filter-mpping>

» To create a filter mapping for a specific servlet, map the filter to the name of a servlet
that is registered in the Web application. For example, the following code maps the
myFi | ter filter to a servlet called nyServl et :

<filter-mappi ng>
<filter-name>nyFilter</filter-nanme>
<servl et - hame>nySer vl et </ ser vl et - nane>
</filter-mappi ng>

To create a chain of filters, specify multiple filter mappings. See Configuring a Chain of
Filters.

Configuring a Chain of Filters

WebLogic Server creates a chain of filters by creating a list of all the filter mappings that match
an incoming HTTP request. The ordering of the list is determined by the following sequence:
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1. Filters where the fil t er- mappi ng element contains a ur| - pat t er n that matches the
request are added to the chain in the order they appear in the web. xm deployment
descriptor.

2. Filters where the fi | t er - mappi ng element contains a ser vl et - nanme that matches the
request are added to the chain after the filters that match a URL pattern.

3. The last item in the chain is always the originally requested resource.

In your filter class, use the Fi | t er Chai n. doFi | t er () method to invoke the next item in the
chain.

Filtering the Servlet Response Object

You can use filters to post-process the output of a servlet by appending data to the output
generated by the servlet. However, in order to capture the output of the servlet, you must
create a wrapper for the response. (You cannot use the original response object, because the
output buffer of the servlet is automatically flushed and sent to the client when the servlet
completes executing and before control is returned to the last filter in the chain.) When you
create such a wrapper, WebLogic Server must manipulate an additional copy of the output in
memory, which can degrade performance.

For more information on wrapping the response or request objects, see
jakarta.servlet.http. HtpServl et ResponseW apper and

jakarta.servlet.http. HtpServl et Request Wapper athttps://jakarta.eel
specifications/platform 9.1/ api docs/jakartalservlet/http/package-sunmary.htnl .

Additional Resources

e Servlet 5.0 specification athtt ps: //j akarta. ee/ speci fications/servlet/5.0/]akarta-
servl et-spec-5.0

» Jakarta EE API Reference (Javadocs) at https://j akarta. ee/ specifications/
platforn 9.1/ apidocs/

e The Jakarta EE tutorial at htt ps: //j akart a. ee/| earn/ docs/j akart aee-tutorial /9. 1/
i ntro/overview overview. ht ni
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Using WebLogic JSP Form Validation Tags

Learn how to use WebLogic JavaServer Pages (JSP) form validation tags in WebLogic Server.
This chapter includes the following sections:

Overview of WebLogic JSP Form Validation Tags

WebLogic JSP form validation tags provide a convenient way to validate the entries an end
user makes to HTML form text fields generated by JSP pages. Using the WebLogic JSP form
validation tags prevents unnecessary and repetitive coding of commonly used validation logic.
The validation is performed by several custom JSP tags that are included with the WebLogic
Server distribution.

The tags can:

*  Verify that required fields have been filled in (Requi red Fi el d Validator class).

e Validate the text in the field against a regular expression (Regul ar Expressi on Val i dat or
class).

e Compare two fields in the form (Conpare Val i dat or class).

e Perform custom validation by means of a Java class that you write (Cust om Val i dat or
class).

*  WebLogic JSP form validation tags include:
o<W :summary>

o <w:fornp

e <w:validator>

When a validation tag determines that data in a field is not been input correctly, the page is re-
displayed and the fields that need to be re-entered are flagged with text or an image to alert
the end user. Once the form is correctly filled out, the end user's browser displays a new page
specified by the validation tag.

Validation Tag Attribute Reference

Learn about the WebLogic form validation tags and their attributes.

Note that the prefix used to reference the tag can be defined in the t agl i b directive on your
JSP page. For clarity, the wl prefix is used to refer to the WebLogic form validation tags
throughout this document.

<wl:summary>

<w : sunmar y> is the parent tag for validation. Place the opening <wl : sumrar y> tag before any
other element or HTML code in the JSP. Place the closing </ W : summar y> tag anywhere after
the closing </ W : f or n» tag(s).
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nanme—(Optional) Name of a vector variable that holds all validation error messages
generated by the <wl : val i dat or > tags on the JSP page. If you do not define this attribute,
the default value, error Vect or, is used. The text of the error message is defined with the
error Message attribute of the <wl : val i dat or > tag.

To display the values in this vector, use the <wl : error s/ > tag. To use the <wl : errors/>
tag, place the tag on the page where you want the output to appear. For example:

<wW :errors color="red"/>

Alternately, you can use a scriptlet. For example:

<%if (errorVector.size() > 0) {
for (int i=0; i < errorVector.size(); i++) {
out.printIn((String)errorVector.elenmentAt(i));
out.println("<br>");

}
} %

Where errorVector is the name of the vector assigned using the nane attribute of the
<wl : summary> tag.

The nane attribute is required when using multiple forms on a page.

header Text —A variable that contains text that can be displayed on the page. If you only
want this text to appear when errors occur on the page, you can use a scriptlet to test for
this condition. For example:

<% if(sunmary.size() >0 ) {
out.println(headerText);

}
%

Where summary is the name of the vector assigned using the nane attribute of the
<wl : sunmar y> tag.

redi rect Page—URL for the page that is displayed if the form validation does not return
errors. This attribute is not required if you specify a URL in the acti on attribute of the
<w : for e tag.

Do not set the redi r ect Page attribute to the same page containing the <wl : summar y> tag—
you will create an infinite loop causing a St ackQver Fl ow exception.

The <w : f or n» tag is similar to the HTML <f or n> tag and defines an HTML form that can be
validated using the WebLogic JSP form validation tags. You can define multiple forms on a
single JSP by uniquely identifying each form using the nane attribute.

met hod—Enter GET or PCST. Functions exactly as the et hod attribute of the HTML <f or n»
tag.

acti on—URL for the page that is displayed if the form validation does not return errors.
The value of this attribute takes precedence over the value of the redirectPage attribute of
the <wl : summar y> tag and is useful if you have multiple forms on a single JSP page.

Do not set the act i on attribute to the same page containing the <w : f or n> tag—you will
create an infinite loop causing a St ackOQver FI ow exception.

nanme—Functions exactly as the nane attribute of the HTML <f or n> tag. Identifies the form
when multiple forms are used on the same page. The nanme attribute is also useful for
JavaScript references to a form.
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Use one or more <w : val i dat or > tags for each form field. If, for instance, you want to validate
the input against a regular expression and also require that something be entered into the field
you would use two <w : val i dat or > tags, one using the Requi r edFi el dVal i dat or class and
another using the RegExpVal i dat or class. (You need to use both of these validators because
blank values are evaluated by the Regular Expression Field Validator as valid.)

error Message—A string that is stored in the vector variable defined by the name attribute of
the <wl : summar y> tag.

expr essi on—When using the RegExpVal i dat or class, the regular expression to be
evaluated. If you are not using RegExpVal i dat or, you can omit this attribute.

fi el dToVal i dat e—Name of the form field to be validated. The name of the field is defined
with the nane attribute of the HTML <i nput > tag.

val i dat or 0 ass—The name of the Java class that executes the validation logic. Three
classes are provided for your use. You can also create your own custom validator class.
See Using a Custom Validator Class.

The available validation classes are:

— webl ogi cx. j sp.tags. validators. RequiredFi el dval i dat or —Validates that some text
has been entered in the field.

— webl ogi cx. jsp.tags.validators. RegExpVal i dat or —Validates the text in the field
using a standard regular expression. Note: A blank value is evaluated as valid.

— webl ogi cx. j sp.tags. validators. ConpareVal i dat or —Checks to see if two fields
contain the same string. When using this class, set the fi el dToVal i dat e attribute to
the two fields you want to compare. For example:

fieldTovalidate="field_1,field_2"

If both fields are blank, the comparison is evaluated as valid.

— myPackage.myValidatorClass—Specifies a custom validator class.

Using WebLogic JSP Form Validation Tags in a JSP

Examine the steps for using a validation tag in a JSP.

1.

Write the JSP.

a. Enter ataglib directive to reference the t ag library containing the WebLogic JSP Form
Validation Tags. For example:

<U@taglib uri="tagl" prefix="w" %
Note that the prefix attribute defines the prefix used to reference all tags in your JSP

page. Although you may set the prefix to any value you like, the tags referred to in this
document use the w prefix.

b. Enter the <wl:summary> ... </wl:summary> tags.

Place the opening <wl:summary ...> tag before any HTML code, JSP tag, scriptlet, or
expression on the page.

Place the closing </wl:summary> tag anywhere after the </ W : f or n> tag(s).
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c. Define an HTML form using the <wl:form> JSP tag that is included with the supplied
tag library. See <wl:form> and Creating HTML Forms Using the <wl:form> Tag. Be
sure to close the form block with the </w : f or n» tag. You can create multiple forms on
a page if you uniquely define the nane attribute of the <wl : f or n> tag for each form.

d. Create the HTML form fields using the HTML <input> tag.

Add <wl:validator> tags. For the syntax of the tags, see <wl:validator>. Place

<w : val i dat or > tags on the page where you want the error message or image to appeat.
If you use multiple forms on the same page, place the <w : val i dat or > tag inside the

<w : f or m> block containing the form fields you want to validate.

The following example shows a validation for a required field:

<w : form name="First Forn' met hod="POST" action="thi sJSP.sp">

<wl : val i dat or
errorMessage="Field_1 is required" expression=""
fieldTovalidate="field_1"
val i dat or O ass=
"webl ogi cx. j sp.tags.validators. RequiredFiel dval i dat or"
>
<ing src="imges/warning.gif">
<font color=red>Field 1 is a required field</font>
</w :validator>
<p> <input type="text" name = "field 1"> </p>
<p> <input type="text" name = "field 2"> </p>
<p> <input type="submt" value="Submit FirstForni> </p>
</w:formp

If the user fails to enter a value in fi el d_1, the page is redisplayed, showing a
war ni ng. gi f image, followed by the text (inred) "Field 1 is a required field,"
followed by the blank field for the user to re-enter the value.

Copy the webl ogi c- vt ags. j ar file from the ext directory of your WebLogic Server
installation into the WEB- | NF/ | i b directory of your Web application. You may need to create
this directory.

Configure your Web application to use the tag library by adding a t agl i b element to the
web. xn deployment descriptor for the Web application. For example:

<taglib>
<taglib-uri>tagl</taglib-uri>
<taglib-1ocation>
/ WEB- | NF/ i b/ webl ogi c-vt ags.j ar
</taglib-location>
</taglib>

Creating HTML Forms Using the <wl:form> Tag

Learn how to create HTML forms in your JSP page.

You use the <wl : f or > tag to create a single form or multiple forms on a page.

Defining a Single Form

Use the <w : f or b tag that is provided in the webl ogi c- vt ags. j ar tag library: For example:

<w : form met hod="PCST" acti on="next Page. j sp">
<p> <input type="text" nane ="field 1"> </p>
<p> <input type="text" nane ="field 2"> </p>
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<p> <input type="submit" value="Subnmit Formi'> </p>
</w:fornp

For information on the syntax of this tag see <wl:form>.

Defining Multiple Forms

When using multiple forms on a page, use the nane attribute to identify each form. For
example:

<w : form name="Fi rst Forn' met hod="POST" action="thi sJSP.jsp">
<p> <input type="text" nanme="field_1"> </p>

<p> <input type="text" nane="field_2"> </p>

<p> <input type="subnit" value="Submit FirstForni> </p>
</w:form

<w : f orm name="SecondFor m et hod="PCOST" acti on="t hi SJSP.jsp">
<p> <input type="text" nanme="field_1"> </p>

<p> <input type="text" nanme="field_2"> </p>

<p> <input type="subnit" value="Submit SecondForm'> </p>
</w:form

Re-Displaying the Values in a Field When Validation Returns Errors

When the JSP page is re-displayed after the validator tag has found errors, it is useful to re-
display the values that the user already entered, so that the user does not have to fill out the
entire form again. Use the val ue attribute of the HTML <i nput > tag or use a tag library
available from the Apache Jakarta Project. Both procedures are described next.

Re-Displaying a Value Using the <input> Tag

You can use the jakarta. servl et. Servl et Request . get Par anet er () method together with the
val ue attribute of the HTML <i nput > tag to re-display the user's input when the page is re-
displayed as a result of failed validation. For example:

<input type="text" name="field_1"
val ue="<% request.get Paraneter("field_1") %" >

To prevent cross-site scripting security vulnerabilities, replace any HTML special characters in
user-supplied data with HTML entity references. For more information, refer to JSP Expression

Language.

Re-Displaying a Value Using the Apache Jakarta <input:text> Tag

You can also use a JSP tag library available free from the Apache Jakarta Project, which
provides the <i nput : t ext > tag as a replacement for the HTML <i nput > tag. For example, the
following HTML tag:

<input type="text" name="field_1">

could be entered using the Apache tag library as:

<input:text nane="field_1">

For more information and documentation, download the Input Tag library, available at htt p: //
attic.apache.org/projects/jakarta-taglibs. htm.

To use the Apache tag library in your JSP:
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Copy the i nput . j ar file from the Input Tag Library distribution file into the WEB- I NF/ | i b
directory of your Web application.

Add the following directive to your JSP:
<Y@taglib uri="input" prefix="input" %
Add the following entry to the web. xm deployment descriptor of your Web application:

<taglib>

<taglib-uri>input</taglib-uri>

<taglib-location> VEB-1NF/lib/input.jar</taglib-location>
</taglib>

Using a Custom Validator Class

Learn how to use your own validator class.

1.

Write a Java class that extends the
webl ogi cx. j sp. tags. val i dat ors. Cust omi zabl eAdapt er abstract class. See Extending
the CustomizableAdapter Class.

Implement the val i dat e() method. In this method:

a. Look up the value of the field you are validating from the Ser vl et Request object. For
example:

String val = req.getParaneter("field_1");
b. Return a value of t r ue if the field meets the validation criteria.

Compile the validator class and place the compiled . cl ass file in the VEB- | NF/ cl asses
directory of your Web application.

Use your validator class in a <wl : val i dat or > tag by specifying the class name in the
val i dat or C ass attribute. For example:

<wl :validator errorMessage="This field is required" fieldToValidate="field_1"
val i dat or Ol ass="nypackage. nyCust onval i dat or " >

Extending the CustomizableAdapter Class

The CustomizableAdapter class is an abstract class that implements the Cust oni zabl e
interface and provides the following helper methods:

get Fi el dToVal i dat e() —Returns the name of the field being validated (defined by the
fiel dToVal i dat e attribute in the <wl : val i dat or > tag)

get Error Message() —Returns the text of the error message defined with the err or Message
attribute in the <w : val i dat or > tag.

get Expr essi on() —Returns the text of the expr essi on attribute defined in the
<w :val i dat or > tag.

Instead of extending the Cust omi zabl eAdapt er class, you can implement the Cust oni zabl e
interface.
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Sample User-Written Validator Class

Example 14-1 Example of a User-written Validator Class

i mport webl ogi cx.j sp.tags.validators. Custoni zabl eAdapt er;
public class myCustonValidator extends Customi zabl eAdapt er{

publi ¢ myCustonval i dator(){
super () ;

public bool ean validate(jakarta.servlet. Servl et Request req)
throws Exception {
String val = req.getParaneter(getFiel dToValidate());
/'l performsome validation |ogic
[/ if the validation is successful, return true,
Il otherwise return false
if (true) {
return true;

}

return fal se;
}

}

Sample JSP with Validator Tags

Examine sample code that shows the basic structure of a JSP using the WebLogic JSP form
validation tags.

A complete functioning code example is also available if you installed the examples with your
WebLogic Server installation. Instructions for running the example are available at sanpl es/
exanpl es/j sp/tagext/formvalidation/package. ht M, in your WebLogic Server installation.

Example 14-2 JSP with WebLogic JSP Form Validation Tags

<U@taglib uri="tagl" prefix="w" %
<v@taglib uri="input" prefix="input" %

<wW : summary

name="sunmary"

header Text ="<font col or=red>Sone fields have not been filled out correctly.</font>"
redi rect Page="successPage. j sp"

>

<htm >

<head>

<title>Untitled Docunent</title>

<neta http-equi v="Content-Type" content="text/htm; charset=iso-8859-1">
</ head>

<body bgcol or =" #FFFFFF" >

<%if(summary.size() >0 ) {
out.println("<h3>" + headerText + "</h3>");
} %
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<%if (summary.size() > 0) {
out.println("<H2>Error Summary:</h2>");
for (int i=0; i < summary.size(); i++) {
out.printIn((String)sunmary.elementAt(i));
out.println("<br>");

}

} %

<w : form met hod="GET" action="successPage.sp">

User Nane: <input:text nane="usernane"/>
<w :val i dat or
fiel dToVal i dat e="user nanme"
val i dat or Ol ass="webl ogi cx. j sp. tags. val i dat ors. Requi r edFi el dval i dat or"
error Message="User nane is a required field!"
>
<ing src=images/warning.gif> This is a required field!
</w :validator>

<p>

Password: <input type="password" name="password">
<w :val i dat or
fiel dToVal i dat e="password"
val i dat or Ol ass="webl ogi cx. j sp. tags. val i dat ors. Requi r edFi el dval i dat or"
error Message="Password is a required field!"
>
<ing src=images/warning.gif> This is a required field!
</w :validator>

<p>

Re-enter Password: <input type="password" name="password2">
<w :val i dat or
fiel dToVal i dat e="passwor d, passwor d2"
val i dat or Cl ass="webl ogi cx. j sp. tags. val i dat ors. Conpar eVal i dat or"
error Message="Passwords don't match"
>
<i ng src=i mages/ warni ng. gi f> Passwords don't match.
</w :validator>

<p>

<input type="subnmit" value="Submt Fornt> </p>
</w:form

</wW : summary>

</ body>
</htm >
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Using Custom WebLogic JSP Tags (cache,
process, repeat)

Learn how to use three custom JSP tags—cache, repeat, and pr ocess—provided with the
WebLogic Server distribution.
This chapter includes the following sections:

Overview of WebLogic Custom JSP Tags

Oracle provides three specialized JSP tags that you can use in your JSP pages: cache,
repeat, and process. These tags are packaged in a tag library JAR file called webl ogi c-
tags.jar. This JAR file contains classes for the tags and a tag library descriptor (TLD).

To use these tags, you copy this JAR file to the Web application that contains your JSPs and
reference the tag library in your JSP.

Using the WebLogic Custom Tags in a Web Application

Using the WebLogic custom tags requires that you include them within a Web application.

To use these tags in your JSP:

1.

Cache Tag

Copy the webl ogi c-tags. j ar file from the ext directory of your WebLogic Server
installation to the VEB- | NF/ | i b directory of the Web application containing the JSPs that
will use the WebLogic Custom Tags.

Reference this tag library descriptor in the <t agl i b> element of the Jakarta EE standard
Web application deployment descriptor, web. xm . For example:

<taglib>
<taglib-uri>webl ogi c-tags.tld</taglib-uri>
<taglib-1ocation>
[ WEB- | NF/ I i b/ webl ogi c-tags.jar
</taglib-location>
</taglib>

Reference the tag library in your JSP with the t agl i b directive. For example:

<Y@taglib uri="weblogic-tags.tld" prefix="w" %

The cache tag enables caching the work that is done within the body of the tag. It supports
both output (transform) data and input (calculated) data. Output caching refers to the content
generated by the code within the tag. Input caching refers to the values to which variables are
set by the code within the tag. Output caching is useful when the final form of the content is the
important thing to cache. Input caching is important when the view of the data can vary
independently of the data calculated within the tag.

If one client is already recalculating the contents of a cache and another client requests the
same content it does not wait for the completion of the recalculation, instead it shows whatever
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information is already in the cache. This is to make sure that the Web site does not come to a
halt for all your users because a cache is being recalculated. Additionally, the async attribute
means that no one, not even the user that initiates the cache recalculation waits.

Two versions of the cache tag are available. Version 2 has additional scopes available.

Refreshing a Cache

You can force the refresh of a cache by setting the _cache_refresh object to t rue in the scope
that you want affected. For example, to refresh a cache at session scope, specify the following:

<% request.setAttribute("_cache_refresh", "true"); %

If you want all caches to be refreshed, set the cache to the appl i cati on scope. If you want all
the caches for a user to be refreshed, set it in the sessi on scope. If you want all the caches in
the current request to be refreshed, set the cache_refresh object either as a parameter or in
the request.

The <wl : cache> tag specifies content that must be updated each time it is displayed. The
statements between the <wl : cache> and </ wl : cache> tags are only executed if the cache has
expired or if any of the values of the key attributes (see Table 15-1) have changed.

Flushing a Cache

Flushing a cache forces the cached values to be erased; the next time the cache is accessed,
the values are recalculated. To flush a cache, set its f | ush attribute to t r ue. The cache must
be named using the name attribute. If the cache has the si ze attribute set, all values are
flushed. If the cache sets the key attribute but not the si ze attribute, you can flush a specific
cache by specifying its key along with any other attributes required to uniquely identify the
cache (such as scope or vars).

For example:

1. Define the cache.
<wl:cache name="dbtable" key="parameter.tablename"
scope="appl i cation">
/1 read the table and output it to the page
</W : cache>

2. Update the cached table data.

3. Flush the cache using the f | ush attribute in an empty tag (an empty tag ends with / and
does not use a closing tag). For example

<w : cache name="dbt abl e" key="paraneter.tabl enane" scope="application"
flush="true"/>
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. ___________________________________________________________________________________|
Attribut Require Default Value Description

e d

timeout no -1 Cache timeout property. The amount of time, in seconds, after
which the statements within the cache tag are refreshed. This is
not proactive; the value is refreshed only if it is requested. If you
prefer to use a unit of time other than seconds, you can specify an
alternate unit by post fixing the value with desired unit:

e ms =mlliseconds

« s = seconds (default)

e m= ninutes

« h = hours

« d = days

scope no appl i cation Specifies the scope in which the data is cached. Valid scopes
include:

e parameter, (versions 1,2) requests the HTTP servlet request
parameters

*  page, (versions 1,2) requests the JSP page context attributes
(This scope does not exist for the cache filter.)

*  request, (versions 1,2) requests the servlet request attributes.
Request attributes are valid for the entire request, including
any forwarded or included pages.

e cookie, (version 2)requests the cookie values found in the
request. If there are multiple cookies with the same name, this
request returns only the first value.

e requestHeader, (version 2)requests the values from the
request Headers. If there are multiple Headers with the same
name, only the value of the first is returned.

scope * responseHeader, (version 2)requests the values from the
(cont.) response Headers. If there are multiple Headers with the same

name, only the value of the first is returned. If you set a
response header, all response headers are replaced with the
value you have set. This scope should not be used for storing
content.

session, (versions 1,2) requests the values from the session
attributes of the current user. If there is no session then one
will not be created by accessing the scope. The caches can
become very large if you are caching content.

application, (versions 1,2) requests the values found in the
servlet context attributes.

cluster, (versions 1,2) requests the values from the application
scope, and when written to replicates the information across
the cluster.

Most caches will be either session or application scope.
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Table 15-1 (Cont.) Cache Tag Attributes

Attribut Require Default Value Description
e d

key no -- Specifies additional values to be used when evaluating whether to
cache the values contained within the tags. Typically a given cache
is identified by the cache name that you configured in web. xni . If
that is not specified the request uri is used as a cache name. Using
keys you can specify additional values to identify a tag. For
example, if you want to separate out the cache for a given end
user, then in addition to the cache name you can specify the keys
as the userid, values for which you want to pick it up from the
request parameter scope (query param/post params) plus perhaps
a client ip. So you will specify your keys as:
"paranet er. userid,parameter.clientip"Here "parameter” is
the scope (request parameter scope) and "userid"/"clientip" are the
parameters/attributes. This means the primary key for the cache
becomes the cache name (request uri in this case) + value of
userid request param + value of clientip request param.

The list of keys is comma-separated. The value of this attribute is
the name of the variable whose value you wish to use as a key into
the cache. You can additionally specify a scope by prepending the
name of the scope to the name. For example:

paraneter. key | page.key | request.Kkey |
application. key | session.key

It defaults to searching through the scopes in the order shown in
the preceding list. Each named key is available in the cache tag as
a scripting variable. A list of keys is comma-separated.

async  no fal se If the async parameter is set to t r ue, the cache will be updated
asynchronously, if possible. The user that initiates the cache hit
sees the old data.

name no -- A unique name for the cache that allows caches to be shared
across multiple JSP pages. This same buffer is used to store the
data for all pages using the named cache. This attribute is useful
for textually included pages that need cache sharing. If this
attribute is not set, a unique name is chosen for the cache.

We recommended that you avoid manually calculating the name of
the tag; the key functionality can be used equivalently in all cases.
The name is calculated as webl ogi c. j sp. t ags. CacheTag. plus
the URI plus a generated number representing the tag in the page
you are caching. If different URIs reach the same JSP page, the
caches are not shared in the default case. Use named caches in
this case.

System named caches can not be flushed and refreshed
automatically.

size no - 1 (unlimited) For caches that use keys, the number of entries allowed. The
default is an unlimited cache of keys. With a limited number of keys
the tag uses a least-used system to order the cache. Changing the
value of the size attribute of a cache that has already been used
does not change the size of that cache.
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Table 15-1 (Cont.) Cache Tag Attributes

Attribut Require Default Value Description
e d

vars no -- In addition to caching the transformed output of the cache, you can
also cache calculated values within the block. These variables are
specified exactly the same way as the cache keys. This type of
caching is called Input caching.

Variables are used to do input caching. When the cache is
retrieved the variables are restored to the scope you specified. For
example, for retrieving results from a database you used varl from
request parameter and var2 from session. When the cache is
created the value of these variables are stored with the cache. The
next time the cache is accessed these values are restored so you
will be able to access them from their respective scopes. For
example, varl will be available from request and var2 from session.

flush no none When set to true, the cache is flushed. This attribute must be set in
an empty tag (ends with /).

Additional properties of the cache system for version 2

e Each cache also has additional arbitrary attributes associated with it that the end user can
manipulate and expect to be populated when the cache is retrieved.

e Cache listeners can be registered by putting an object that implements
webl ogi cx. cache. CacheLi stener inajava. util.List thatis presentin any scope in the
cache system under the "webl ogi cx. cache. CachelLi st ener " key. If there is a Li st present
in the scope, add your listener to the end.

The following examples show how you can use the <wl : cache> tag.

Example 15-1 Examples of Using the cache Tag

<w : cache>

<l--the content between these tags will only be
refreshed on server restart-->

</w :cache>

<w : cache key="request.ticker" tineout="1n>

<l--get stock quote for whatever is in the request paraneter ticker
and display it, only update it every mnute-->

</W : cache>

<I--incomng paraneter value ishn is the number used to | ookup the
book in the database-->

<wl : cache key="paraneter.isbn" tineout="1d" size="100">
<I--retrieve the book fromthe database and display

the information -- the tag will cache the top 100

nost accessed book descriptions-->

</W : cache>

<w : cache tineout="15n" async="true">

<l--get the new headlines fromthe database every 15 mnutes and
display them->

<l'--do not |let anyone see the pause while they are retrieved-->
</wW : cache>
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Process Tag

Use the <w : process> tag for query parameter-based flow control. By using a combination of
the tag's four attributes, you can selectively execute the statements between the <wl : pr ocess>
and </ W : process> tags. The process tag may also be used to declaratively process the
results of form submissions. By specifying conditions based on the values of request
parameters you can include or not include JSP syntax on your page.

Table 15-2 Process Tag Attributes
]

Tag Attribute Required Description

nane no Name of a query parameter.
not nane no Name of a query parameter.
val ue no Value of a query parameter.
not val ue no Value of a query parameter.

The following examples show how you can use the <wl : process> tag:

Example 15-2 Examples of Using the process tag:

<w : process not nane="update">
<w : process notnane="del ete">
<l--Only showthis if there is no update or delete paraneter-->
<form action="<% request.get Request URI () %">
<input type="text" name="name"/>
<input type="subnit" name="update" val ue="Update"/>
<input type="subnit" name="del ete" val ue="Del ete"/>
</formp
</w : process>
</w : process>
<w : process nanme="update">
<l-- do the update -->
</w : process>

<w : process nanme="del ete">

<l--do the delete-->

</w : process>

<w : process name="| ast BookRead" val ue="A Man in Full">

<I--this section of code will be executed if |astBookRead exists
and the val ue of |astBookRead is "A Man in Full"-->

</w : process>

Repeat Tag

Use the <w : r epeat > tag to iterate over many different types of sets, including Enumerations,
Iterators, Collections, Arrays of Objects, Vectors, ResultSets, ResultSetMetaData, and the
keys of a Hashtable. You can also just loop a certain number of times by using the count
attribute. Use the set attribute to specify the type of Java objects.

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Page 6 of 7



ORACLE Chapter 15
Repeat Tag

Table 15-3 Repeat Tag Attributes

Tag Attribute Required Type Description
set No Object The set of objects that includes:
*  Enumerations
e lterators
*  Collections
* Arrays
*  Vectors

*  Result Sets
. Result Set MetaData
»  Hashtable keys

count No Int Iterate over first count entries in the set.

id No String Variable used to store current object
being iterated over.

type No String Type of object that results from iterating
over the set you passed in. Defaults to
bj ect . This type must be fully
qualified.

The following example shows how you can use the <wl : r epeat > tag.
Example 15-3 Examples of Using the repeat Tag

<w :repeat id="name" set="<% new String[] { "sam', "fred", "ed" } %">
<% nanme %
</W :repeat>

<% Vector v = new Vector(); %
<l--add to the vector-->

<wW :repeat id="itenl set="<% v.elenents() %">
<l--print each el ement-->
</W :repeat>
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Using the WebLogic EJB to JSP Integration
Tool

Learn how to use the WebLogic EJB-to-JSP integration tool to create JSP tag libraries that you
can use to invoke EJBs in a Jakarta Server Page (JSP) for WebLogic Server. This document
assumes at least some familiarity with both EJB and JSP.

This chapter includes the following sections:

Overview of the WebLogic EJB-to-JSP Integration Tool

Given an EJB JAR file, the WebLogic EJB-to-JSP integration tool will generate a JSP tag
extension library whose tags are customized for calling the EJB(s) of that JAR file. From the
perspective of a client, an EJB is described by its remote interface.

For example:

public interface Trader extends jakarta.ejb. EJBObject {
public TradeResult buy(String stockSynbol, int shares);
public TradeResult sell(String stockSymbol, int shares);
}

For Web applications that call EJBs, the typical model is to invoke the EJB using Java code
from within a JSP scriptlet (<% ... %) . The results of the EJB call are then formatted as
HTML and presented to the Web client. This approach is both tedious and error-prone. The
Java code required to invoke an EJB is lengthy, even in the simplest of cases, and is typically
not within the skill set of most Web designers responsible for HTML presentation.

The EJB-to-JSP tool simplifies the EJB invocation process by removing the need for java code.
Instead, you invoke the EJB is invoked using a JSP tag library that is custom generated for that
EJB. For example, the methods of the Trader bean above would be invoked in a JSP like this:

<UY@taglib uri="/WEB-INF/trader-tags.tld" prefix="trade" %
<b>i nvoki ng trade: </b><br>

<trade: buy stockSynbol ="BEAS" shares="100"/>
<trade: sell stockSynbol ="MSFT" shares="200"/>

The resulting JSP page is cleaner and more intuitive. A tag is (optionally) generated for each
method on the EJB. The tags take attributes that are translated into the parameters for the
corresponding EJB method call. The tedious machinery of invoking the EJB is hidden,
encapsulated inside the handler code of the generated tag library. The generated tag libraries
support stateless and stateful session beans, and entity beans. The tag usage scenarios for
each of these cases are slightly different, and are described below.

Basic Operation

You can run the WebLogic EJB-to-JSP integration tool in command-line mode or graphical
mode.

Use the following command:
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java webl ogic.servlet.ejb2jsp. Main

Invoke the graphical tool as follows:

java webl ogic. servlet.ejb2jsp.gui.Min

For all but the simplest EJBs, the graphical tool is preferable.

Initially, no ej b2j sp project is loaded by the Web application. Create a new project by selecting
the File > New menu item, browsing in the file chooser to an EJB JAR file, and selecting it.
Once initialized, you can modify, save, and reload ej b2j sp projects for future modification.

The composition of the generated tag library is simple: for each method, of each EJB, in the
JAR file, a JSP tag is generated, with the same name as the method. Each tag expects as
many attributes as the corresponding method has parameters.

Interface Source Files

When a new EJB JAR is loaded, the tool also tries to find the Java source files for the home
and remote interfaces of your EJB(s). The reason is that, although the tool can generate tags
only by introspecting the EJB classes, it cannot assign meaningful attribute names to the tags
whose corresponding EJB methods take parameters.

In the Trader example in Overview of the WeblLogic EJB-to-JSP Integration Tool, when the EJB
JAR is loaded, the tool tries to find a source file called Trader . j ava. This file is then parsed
and detects that the buy() method takes parameters called st ockSynbol and shares. The
corresponding JSP tag will then have appropriately named attributes that correspond to the
parameters of the buy() method.

When a new EJB JAR is loaded, the tool operates on the premise that the source directory is
the same directory where the EJB JAR is located. If that is not the case, the error is not fatal.
After the new project is loaded, under the Project Build Options panel, you can adjust the EJB
Source Path element to reflect the correct directory. You can then select the File -> Resolve
Attributes menu to re-run the resolve process.

When looking for java source files corresponding to an interface class, the tool searches in
both the directory specified, and in a sub-directory implied by the interface's java package. For
example, for ny. ej b. Tr ader, if the directory given is C. / sr ¢, the tool will look for both C: / src/
Trader.java and C./src/ny/ej b/ Trader. | ava.

Access to the source files is not strictly necessary. You can always modify attribute names for
each tag in a project by using the tool. However, parsing the source files of the EJB's public
interface was developed as the quickest way to assign meaningful attribute names.

Build Options Panel

Use this panel to set all parameters related to the local file system that are needed to build the
project. Specify the Java compiler, the Java package of the generated JSP tag handlers, and
whether to keep the generated Java code after a project build, which can be useful for
debugging.

You can also use this panel to specify the type of tag library output you want. For use in a
Jakarta EE Web application, a tag library should be packaged one of two ways: as separate
class files and a Tag Library Descriptor (. t| d) file, or as a single taglib jar file. Either output
type is chosen with the Output Type pull-down. For development and testing purposes,
DIRECTORY output is recommended, because a Web application in WebLogic Server must be
re-deployed before a jar file can be overwritten.
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For either DIRECTORY or JAR, the output locations must be chosen appropriately so that the
tag library will be found by a Web application. For example, if you wish to use the tag library in
a Web application rooted in directory C. / mywebapp, then the DIRECTORY classes field should
be specified as:

C. I mywebapp/ VEEB- | NF/ cl asses

and the DIRECTORY .tld File field should be something like:
C: I mywebapp/ VEB- | NF/ trader-ejb.tld

The Source Path, described earlier, is edited in the Build Options panel as well. The Extra
Classpath field can be used if your tag library depends on other classes not in the core
WebLogic Server or Jakarta EE API. Typically, nothing will need to be added to this field.

Troubleshooting

Sometimes, a project fails to build because of errors or conflicts. Read about some of the
reasons for those errors, and how they may be resolved.

e Missing build information: One of the necessary fields in the Build Options panel is
unspecified, like the java compiler, the code package name, or a directory where the output
can be saved. The missing field(s) must be filled in before the build can succeed.

« Duplicate tag names: When an EJB jar is loaded, the tool records a tag for each method
on the EJB, and the tag name is the same as the method name. If the EJB has overloaded
methods (methods with the same name but different signatures), the tag names conflict.
Resolve the conflict by renaming one of the tags or by disabling one of the tags. To rename
a tag, navigate to the tag in question using the tree hierarchy in the left window of the tool.
In the tag panel that appears in the right window, modify the Tag Name field. To disable a
tag, navigate to the tag in question using the tree hierarchy in the left window of the tool. In
the tag panel that appears in the right window, deselect the Generate Tag box. For EJB
jars that contain multiple EJBs, you can disable tags for an entire bean may as well.

e Meaningless attribute names arg0, argl...: This error occurs when reasonable
attribute names for a tag could not be inferred from the EJB's interface source files. To fix
this error, navigate to the tag in question in the project hierarchy tree. Select each of the
attribute tree leaves below the tag, in order. For each attribute, assign a reasonable name
to the Attribute Name field, in the panel that appears on the right side of the tool.

» Duplicate attribute names: This occurs when a single tag expecting multiple attributes has
two attributes with the same name. Navigate to the attribute(s) in question, and rename
attributes so that they are all unique for the tag.

Using EJB Tags on a JSP Page

Using the generated EJB tags on a JSP page is simply a matter of declaring the tag library on
the page, and then invoking the tags like any other tag extension.

<%taglib uri="/WEB-INF/trader-ejb.tld"
prefix="trade" %
<trade: buy stockSynbol ="XYZ" shares="100"/>

For EJB methods that have a non-void return type, a special, optional tag attribute "_return”, is
built-in. When present, the value returned from the method is made available on the page for
further processing:

<%taglib uri="/WEB-INF/trader-ejb.tld"
prefix="trade" %
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<trade: buy stockSynbol =" XYZ"
shares="100" _return="tr"/>
<%out.printIn("trade result: " + tr.getShares()); %

For methods that return a primitive numeric type, the return variable is a Java object
appropriate for that type (for example, "int" -> java.lang.Integer, and such).

EJB Home Methods

EJBs allows for methods on the EJB home interface that are neither creat e() or find()
methods. Tags are generated for these home methods as well.

To avoid confusion, the tool prepends "hone- " to the tags for each method on an EJB's home,
when a new project is loaded. These methods may be renamed, if desired.

Stateful Session and Entity Beans

Typical usage of a "stateful” bean is to acquire an instance of the bean from the bean's Home
interface, and then to invoke multiple methods on a single bean instance. This programming
model is preserved in the generated tag library as well. Method tags for stateful EJB methods
are required to be inside a tag for the EJB home interface that corresponds to a fi nd() or
creat e() on the home. All EJB method tags contained within the find/create tag operate on the
bean instance found or created by the enclosing tag. If a method tag for a stateful bean is not
enclosed by a find/create tag for its home, a run-time exception occurs.

For example, given the following EJB:

public interface AccountHome extends EJBHome {

public Account create(String accountld, double initialBalance);
public Account findByPrimaryKey(String accountlD);

/* find all accounts with bal ance above sone threshold */
public Collection findBi gAccounts(double threshold);

}

public interface Account extends EJBObject {
public String getAccount|D();
public doubl e deposit(double amount);
public doubl e wi thdraw doubl e anount);
public doubl e bal ance();
}
Correct tag usage mght be as follows:
<%taglib uri="/WEB-1NF/ account-ejb.tld" prefix="acct" %
<acct: hone-create account|d="103"
initial Bal ance="450.0" _return="newAcct">
<acct:deposit amount="20"/>
<acct: balance return="bal"/>
Your new account bal ance is: <% bal %
</ acct : hone- cr eat e>

If the " _return" attribute is specified for a find/create tag, a page variable will be created that
refers to the found/created EJB instance. Entity beans finder methods may also return a
collection of EJB instances. Home tags that invoke methods returning a collection of beans will
iterate (repeat) over their tag body, for as many beans as are returned in the collection. If

" return" is specified, it is set to the current bean in the iteration:

<b>Accounts above $500: </ b>
<ul >
<acct: hone-findBi gAccount s threshol d="500" _return="acct">
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<li>Account <% acct.getAccountlD() %
has bal ance $<% acct. bal ance() %

</ acct: home-findBi gAccount s>

</ul>

The preceding example will display an HTML list of all Account beans whose balance is
over $500.

Default Attributes

By default, the tag for each method requires that all of its attributes (method parameters) be
set on each tag instance. However, the tool will also allow "default" method parameters to be
specified, in case they are not given in the JSP tag. You can specify default attributes/
parameters in the Attribute window of the EJB-to-JSP tool. The parameter default can come
from an simple EXPRESSION, or if more complex processing is required, a default METHOD
body may be written.

For example, in the Trader example in Overview of the WebL ogic EJB-to-JSP Integration Tool,
suppose you want the "buy" tag to operate on stock symbol "XYZ" if none is specified. In the
Attribute panel for the "stockSymbol" attribute of the "buy" tag, you set the "Default Attribute
Value" field to EXPRESSION, and enter "XYZ" (quotes included!) in the Default Expression
field. The buy tag then acts as if the stockSymbol="XYZ" attribute were present, unless some
other value is specified.

Or if you want the shares attribute of the "buy" tag to be a random number between 0-100, we
would set "Default Attribute Value" to METHOD, and in the Default Method Body area, you
write the body of a Java method that returns int (the expected type for the "shares" attribute of
the "buy" method):

long seed = SystemcurrentTimeMIlis();
java.util.Randomrand = new java. util.Randon{seed);
int ret =rand.nextint();

/* ensure that it is positive...*/

ret = Math. abs(ret);

/* and < 100 */

return ret % 100;

Because your default method bodies appear within a JSP tag handler, your code has access to
the pageContext variable. From the JSP PageContext, you can gain access to the current
HttpServletRequest or HitpSession, and use session data or request parameters to generate
default method parameters. For example, to pull the "shares" parameter for the "buy" method
out of a ServletRequest parameter, you could write the following code:

Ht t pSer vl et Request req =
(Htt pServl et Request ) pageCont ext . get Request () ;
String s = req.getParaneter("shares");
if (s =null) {
/* webapp error handler will redirect to error page
* for this exception
*/
t hrow new BadTradeException("no #shares specified");

}
int ret =-1;
try {
ret = Integer.parselnt(s);

} catch (Number For mat Exception e) {
t hrow new BadTradeException("bad #shares: " + s);

}
if (ret <= 0)
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t hrow new BadTradeException("bad #shares: " + ret);
return ret;

The generated default methods are assumed to throw exceptions. Any exceptions raised
during processing will be handled by the JSP's errorPage, or else by the registered exception-
handling pages of the Web application.
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web.xml Deployment Descriptor Elements

Read descriptions of the standard Jakarta EE deployment descriptor elements for WebLogic
Server.

With Jakarta EE annotations, the standard web. xml deployment descriptor is optional.
According to the Servlet 4.0 specification at htt ps://jcp. org/en/jsr/detail ?i d=369,
annotations can be defined on certain Web components, such as servlets, filters, listeners, and
tag handlers. The annotations are used to declare dependencies on external resources. See
WebLogic Annotation for Web Components.

This appendix includes the following sections:

web.xml Namespace Declaration and Schema Location

The correct text for the namespace declaration and schema location for the web. xn file is as
follows.

<web-app xm ns: xsi="http://ww. w3. or g/ 2001/ XM.Schema- i nst ance"
xm ns="http://xmns.jcp.org/xm/ns/javaee"
xsi:schemalLocation="http://xmns.jcp.org/xm/ns/javaee
http://xmns.jcp.org/ xm/ns/javaee/ web-app_4_0. xsd"

i d="WebApp_I D' version="4.0">

To view the schema for web. xm , go to htt p: / / ww. or acl e. comf webf ol der/
t echnet wor k/j sc/ xm / ns/ j avaee/ web- app_4_0. xsd.

context-param

The optional cont ext - par amelement contains the declaration of a Web application's servlet
context initialization parameters.
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Table A-1 context-parameter Elements

Appendix A
context-param

Element

Required/

Description

Optional

webl ogi c. httpd. clientCe optional

rtProxy

This attribute specifies that certifications from clients of

the Web application are provided in the special W.-
Proxy-C i ent-Cert header sent by a proxy plug-in or

Ht t pC uster Servl et.

This setting is useful if user authentication is performed
on a proxy server—setting cl i ent Cert Pr oxy causes

the proxy server to pass on the certs to the cluster in a
special header, W.- Proxy- Cl i ent - Cer t.

AW.-Proxy-Qient-Cert header could be provided
by any client with access to WebLogic Server. WebLogic
Server takes the certificate information from that header,
trusting that is came from a secure source (the plug-in)
and uses that information to authenticate the user.

For this reason, if you set ¢l i ent Cert Proxy, use a
connection filter to ensure that WebLogic Server accepts
connections only from the machine on which the plug-in

is running.

In addition to setting this attribute for an individual Web
application, you can define this attribute:

For all Web applications hosted by a server instance, on
the Server > General page in the WebLogic Remote
Console. For all Web applications hosted by server
instances in a cluster, on the Cluster > General page.

The following table describes the reserved context parameters used by the Web application
container, which have been deprecated and have replacements in webl ogi c. xni .

Table A-2 Deprecated context-param Elements

Deprecated Parameter

Description

Replacement Element in
weblogic.xml

webl ogi c. htt pd. i nput Char set

Defines code set behavior for non-

unicode operations.

i nput - char set (defined
within charset-param) in
webl ogi c. xnl . See input-
charset.

webl ogi c. httpd. servliet.relo
adCheckSecs

Defines how often WebLogic
Server checks whether a servlet
has been modified, and if so,
reloads it. A value of -1 is never
reload, O is always reload. The
default is set to 1 second.

servl et -rel oad- check-
secs (defined within

cont ai ner - descriptor)in
webl ogi ¢c. xnl . See auth-
filter.

webl ogi c. httpd. servlet.clas
spath

When this values has been set, the
container appends this path to the
Web application classpath. This is
not a recommended method and is

supported only for backward
compatibility.

No replacement. Use other
means such as manifest
classpath or WEB- | NF/ | i b or
VEB- | NF/ ¢l asses or virtual
directories.
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Table A-2 (Cont.) Deprecated context-param Elements

Deprecated Parameter Description Replacement Element in
weblogic.xml

webl ogi c. htt pd. def aul t Servl  Sets the default servlet for the Web No replacement. Instead use

et application. This is not a the servl et and servl et -
recommended method and is meppi ng elements in
supported only for backward web. xm to define a default
compatibility. servlet. The URL pattern for

defaul t - servl et should be
"I". See servlet-mapping. For
additional examples of servlet
mapping, see Servlet

Mapping.

description

The optional description element provides descriptive text about the Web application.

Table A-3 description Elements

Element Required/ Description
Optional
<descri ption> Optional Currently, this element is not used by WebLogic
Server.

display-name

The optional di spl ay- name element specifies the Web application display name, a short name
that can be displayed by GUI tools.

Table A-4 display-name Elements

Element Required/ Description
Optional
<di spl ay- name> Optional Currently, this element is not used by WebLogic
Server.

distributable

The distributable element is not used by WebLogic Server.

Table A-5 description Elements
]

Element Required/ Description
Optional
<di stri but abl e> Optional Currently, this element is not used by WebLogic
Server.
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ejb-local-ref

Appendix A
ejb-local-ref

The ej b-1 ocal -ref element is used for the declaration of a reference to an enterprise bean's
local home. The declaration consists of:

*  An optional description

e The EJB reference name used in the code of the Web application that references the
enterprise bean. The expected type of the referenced enterprise bean

*  The expected local home and local interfaces of the referenced enterprise bean

e Optional ejb-link information, used to specify the referenced enterprise bean

The following table describes the elements you can define within an ej b-1 ocal - ref element.

Table A-6 ejb-local-ref Elements

Element Required/ Description
Optional
<descriptio Optional A text description of the reference.
n>
<ej b-ref- Required Contains the name of an EJB reference. The EJB reference is an entry
nane> in the Web application's environment and is relative to the
j ava: conp/ env context. The name must be unique within the Web
application. It is recommended that name is prefixed with ej b/ .
For example:
<ej b-ref - name>ej b/ Payr ol | </ €] b-r ef - name>
<ej b-ref- Required The ej b-r ef - t ype element contains the expected type of the
type> referenced enterprise bean. The ej b- r ef - t ype element must be one
of the following:
<ej b-ref-type>Entity</ejb-ref-type>
<ej b-ref-type>Sessi on</ ej b-ref-type>
<l ocal - Required Contains the fully-qualified name of the enterprise bean's local home
home> interface.
<l ocal > Required Contains the fully-qualified name of the enterprise bean's local interface.
<ej b-1ink> Optional The ej b-1i nk element is used in the ej b-ref orej b-1ocal - ref

elements to specify that an EJB reference is linked to an EJB.

The name in the €] b- | i nk element is composed of a path name. This
path name specifies the ej b-j ar containing the referenced EJB with
the ej b- nane of the target bean appended and separated from the path
name by #.

The path name is relative to the WAR file containing the Web application
that is referencing the EJB. This allows multiple EJBs with the same

ej b- nane to be uniquely identified.

Used in: ej b-1 ocal -ref and ] b-ref elements.

Examples:

<ej b-1i nk>Enpl oyeeRecor d</ ej b-| i nk>
<ej b-1ink>../products/product.jar#Product EJB</ ej b-
['ink>
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ejb-ref

env-entry

Appendix A
ejb-ref

Table A-6 (Cont.) ejb-local-ref Elements
]

Element Required/ Description

Optional
<l ookup- Optional The JNDI name to be looked up to resolve a resource reference.
name>

The optional ej b-ref element defines a reference to an EJB resource. This reference is
mapped to the actual location of the EJB at deployment time by defining the mapping in the
WebLogic-specific deployment descriptor file, webl ogi ¢. xm . Use a separate <ej b-ref >
element to define each reference EJB name.

The following table describes the elements you can define within an ej b-r ef element.

Table A-7 ejb-ref Elements
|

Element Required/Optional Description
<descri ption> Optional A text description of the reference.
<ej b-ref - nane> Required The name of the EJB used in the Web application.

This name is mapped to the JNDI tree in the
WebLogic-specific deployment descriptor
webl ogi ¢. xm . See ejb-reference-description.

<ej b-ref-type> Required The expected Java class type of the referenced
EJB.

<hone> Required The fully qualified class name of the EJB home
interface.

<renot e> Required The fully qualified class name of the EJB remote
interface.

<ej b-1ink> Optional The <ej b- name> of an EJB in an encompassing

Jakarta EE application package.

<run-as> Optional A security role whose security context is applied to
the referenced EJB. Must be a security role defined
with the <securi ty-r ol e> element.

<l ookup- nane> Optional The JNDI name to be looked up to resolve a
resource reference.

The optional env- ent ry element declares an environment entry for an application. Use a
separate element for each environment entry.

The following table describes the elements you can define within an env- ent ry element.

Table A-8 env-entry Elements

|
Element Required/Optional Description

<descri ption> Optional A textual description.
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Table A-8 (Cont.) env-entry Elements

Appendix A
error-page

Element Required/Optional Description
<env-entry-nanme> Required The name of the environment entry.
<env-entry-val ue> Required The value of the environment entry.
<env-entry-type> Required The type of the environment entry.
Can be set to one of the following Java types:
j ava. | ang. Bool ean
java.lang. String
java.lang. | nteger
java.lang. Doubl e
j ava.lang. Fl oat
<l ookup- nane> Optional The JNDI name to be looked up to resolve a

resource reference.

error-page

The optional err or - page element specifies a mapping between an error code or exception
type to the path of a resource in the Web application.

When an error occurs—while WebLogic Server is responding to an HTTP request, or as a
result of a Java exception—WebLogic Server returns an HTML page that displays either the
HTTP error code or a page containing the Java error message. You can define your own HTML
page to be displayed in place of these default error pages or in response to a Java exception.

See Customizing HTTP Error Responses.

The following table describes the elements you can define within an er r or - page element.

@® Note

Define either an <err or - code> or an <except i on-t ype> but not both.

Table A-9 error-page Elements

Element Required/Optional Description

<error-code> Optional A valid HTTP error code, for example, 404.

<exception-type> Optional A fully-qualified class name of a Java exception
type, for example, j ava. | ang. string

<l ocati on> Required The location of the resource to display in response

to the error. For example, / myError Pg. ht ni .
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Appendix A
filter

The filter element defines a filter class and its initialization attributes. For more information
on filters, see Configuring Filters.

The following table describes the elements you can define within afil ter element.

Table A-10 filter Elements
]

Element Required/Optional Description

<i con> Optional Specifies the location within the Web application for
a small and large image used to represent the filter
in a GUI tool. Contains a small-icon and large-icon
element.
Currently, this element is not used by WebLogic
Server.

<filter-name> Required Defines the name of the filter, used to reference the
filter definition elsewhere in the deployment
descriptor.

<di spl ay- name> Optional A short name intended to be displayed by GUI
tools.

<descri ption> Optional A text description of the filter.

<filter-class> Required The fully-qualified class name of the filter.

<init-paran» Optional Contains a name/value pair as an initialization

attribute of the filter.

Use a separate set of <i ni t - par an® tags for each
attribute.

filter-mapping

The following table describes the elements you can define within a fi | t er - mappi ng element.
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Table A-11 filter-mapping Elements

Appendix A
icon

Element Required/Optional

Description

<di spat cher> Optional

Indicates whether filters should be invoked under
request dispatcher f orwar d() and i ncl ude()
calls. You can use the <di spat cher > element to
indicate for a filter-mapping whether a filter should
be applied to various types of requests.

Possible values include:

e REQUEST

- FORWARD

e | NCLUDE

¢ ERROR

« ASYNC

If the <di spat cher > element is absent, the filter is
applied to requests when the request comes
directly from the client.

See "Filters and the RequestDispatcher" in the
Servlet 4.0 specification atht t ps: //
jcp.org/en/jsr/detail ?i d=369.

<filter-name> Required

The name of the filter to which you are mapping a
URL pattern or servlet. This name corresponds to
the name assigned in the <f i | t er > element with
the <fi | t er- nane> element.

<servlet> Required - or map
by <url - pattern>

The name of a servlet which, if called, causes this
filter to execute.

<url-pattern> Required - or map
by <servl et >

Describes a pattern used to resolve URLs. The
portion of the URL after the ht t p: // host : port +
Cont ext Pat h is compared to the <ur | - pat t er n>
by WebLogic Server. If the patterns match, the filter
mapped in this element is called.

Example patterns:

/ sodal grape/ *
| fool *
/contents

* foo

The URL must follow the rules specified in the
Servlet 4.0 specification.

lcon

The i con element specifies the location within the Web application for a small and large image
used to represent the Web application in a GUI tool. (The ser vl et element also has an
element called the i con element, used to supply an icon to represent a servlet in a GUI tool.)

The following table describes the elements you can define within an i con element.
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Table A-12 Icon Elements
]

Element Required/ Description
Optional
<smal | -i con> Optional Location for a small (16x16 pixel) . gi f or. j pg

image used to represent the Web application in a
GUI tool. Currently, this is not used by WebLogic
Server.

<l arge-icon> Optional Location for a large (32x32 pixel) . gi f or. | pg
image used to represent the Web application in a
GUI tool. Currently, this element is not used by
WebLogic Server.

jsp-config
The j sp-confi g element is used to provide global configuration information for the JSP files in

a Web application. It has two sub-elements, t agl i b and j sp- property- group.

The following table describes the elements you can define within a j sp- confi g element.

Table A-13 jsp-config Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<taglib> Optional Provides information on a tag library that is used by
a JSP page within the Web application.

<j sp-property-group> Optional Used to group a number of files so they can be
given global property information. All files so
described are deemed to be JSP files.

taglib
This is an element within the jsp-config.

The required t agl i b element provides information on a tag library that is used by a JSP page
within the Web application.

This element associates the location of a JSP Tag Library Descriptor (TLD) with a URI pattern.
Although you can specify a TLD in your JSP that is relative to the VEB- | NF directory, you can
also use the <t agl i b> tag to configure the TLD when deploying your Web application. Use a
separate element for each TLD.

The following table describes the elements you can define within a t agl i b element.

Table A-14 taglib Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<taglib-1ocation> Optional Gives the file name of the tag library descriptor
relative to the root of the Web application. It is a
good idea to store the tag library descriptor file
under the VEB- | NF directory so it is not publicly
available over an HTTP request.
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Table A-14 (Cont.) taglib Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<taglib-uri> Optional Describes a URI, relative to the location of the
web. xm document, identifying a Tag Library used
in the Web application.

If the URI matches the URI string used in the taglib
directive on the JSP page, this taglib is used.

jSp-property-group
This is an element within the jsp-config.

The required j sp- property-group element is used to group a number of files so they can be
given global property information. All files so described are deemed to be JSP files.

The following table describes the elements you can define within a j sp- property- group
element.

Table A-15 jsp-property-group Elements

]
Element Required/Optional Description

<el -i gnored> Optional Controls whether EL is ignored. By default, the EL
evaluation is enabled for Web applications using a
Servlet 2.4 or later web. xni , and disabled

otherwise.

<scripting-invalid> Optional Controls whether scripting elements are invalid in a
group of JSP pages. By default, scripting is
enabled.

<page- encodi ng> Optional Indicates pageEncoding information. It is a

translation-time error to name different encodings
in the pageEncoding attribute of the page directive
of a JSP page and in a JSP configuration element
matching the page. It is also a translation-time error
to name different encodings in the prolog or text
declaration of a document in XML syntax and in a
JSP configuration element matching the document.
It is legal to name the same encoding through
multiple mechanisms.

<is-xm> Optional Indicates that a resource is a JSP document
(XML). If true, denotes that the group of resources
that match the URL pattern are JSP documents,
and thus must be interpreted as XML documents. If
false, the resources are assumed to not be JSP
documents, unless there is another property group
that indicates otherwise.

<incl ude- prel ude> Optional A context-relative path that must correspond to an
element in the Web application. When the element
is present, the given path will be automatically
included (as in an include directive) at the
beginning of each JSP page in this jsp-property-
group.
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Table A-15 (Cont.) jsp-property-group Elements

. ____________________________________________________________________________________|
Element Required/Optional Description

<incl ude- coda> Optional A context-relative path that must correspond to an
element in the Web application. When the element
is present, the given path will be automatically
included (as in an include directive) at the end of
each JSP page in this j sp- property- group.

<def erred- synt ax- Optional Controls whether the character sequence #{ is

al l owed-as-literal > allowed when used as a String literal.

<trimdirective- Optional Controls whether template text containing only

whi t espaces> white spaces must be removed from the response
output.

<url-pattern> Required Describes a pattern used to resolve URLs. The

portion of the URL after the ht t p: / / host : port +
Cont ext Pat h is compared to the <ur| - pat t er n>
by WebLogic Server.

Example patterns:

/ sodal/ grape/ *
/ fool *
/contents

* . foo

The URL must follow the rules specified in the
Servlet 4.0 specification.

defaul t-content-type Optional Specifies the default cont ent Type property. Valid
values are those of the cont ent Type page
directive. If the page directive does not include a
cont ent Type attribute, it specifies the default
response cont ent Type.

buf fer Optional Specifies the default buffering model for
JspWi t er. Valid values are those of the buffer
attribute of the page directive. Specifies if buffering
should be used for the output to response, and if
S0, the size of the buffer to use.

error-on-undecl ar ed- Optional Controls whether an error should be raised for the
namespace use of an undeclared tag in a JSP document.

If set to true, when an undeclared tag is used in a
JSP document, an error must be raised during the
translation time. Disabled (false) by default.

listener

Define an application listener using the | i st ener element.

Table A-16 listener Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<listener-class> Optional Name of the class that responds to a Web
application event.
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See Configuring an Event Listener Class.

login-config

Use the optional | ogi n- confi g element to configure how the user is authenticated; the realm
name that should be used for this application; and the attributes that are needed by the form
login mechanism.

If this element is present, the user must be authenticated in order to access any resource that
is constrained by a <securi ty- constrai nt > defined in the Web application. Once
authenticated, the user can be authorized to access other resources with access privileges.

The following table describes the elements you can define within a | ogi n- confi g element.

Table A-17 config

|
Element Required/Optional Description

<aut h- et hod> Optional Specifies the method used to authenticate the user.
Possible values:

BASI C—uses browser authentication. (This is the
default value.)

FORM—uses a user-written HTML form.
CLI ENT- CERT

You can define multiple authentication methods as
a comma separated list to provide a fall-back
mechanism. Authentication will be attempted in the
order the values are defined in the auth-method
list. See Providing a Fallback Mechanism for
Authentication Methods in Developing Applications
with the WebLogic Security Service.

<real m nane> Optional The name of the realm that is referenced to
authenticate the user credentials. If omitted, the
realm defined with the Auth Realm Name field of
the Web application is used by default.

The <r eal m name> element does not refer to
system security realms within WebLogic Server.
This element defines the realm name to use in
HTTP Basic authorization. The system security
realm is a collection of security information that is
checked when certain operations are performed in
the server. The servlet security realm is a different
collection of security information that is checked
when a page is accessed and basic authentication
is used.

<forml ogi n-confi g> Optional Use this element if you configure the <aut h-
met hod> to FORM See form-login-config.

form-login-config
This is an element within the login-config.

Use the <f or m | ogi n- confi g> element if you configure the <aut h- net hod> to FORM
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Table A-18 form-login-config Elements

Appendix A
message-destination-ref

. _______________________________________________________________________________|
Required/Optional Description

Element

<form | ogi n- page>

Required

The URI of a Web resource relative to the
document root, used to authenticate the user. This
can be an HTML page, JSP, or HTTP servlet, and
must return an HTML page containing a FORM
based authentication that conforms to a specific
naming convention.

<formerror-page>

Required

The URI of a Web resource relative to the
document root, sent to the user in response to a
failed authentication login.

message-destination-ref

The optional message- desti nati on-ref element specifies a reference to a message
destination associated with a resource. The logical destination described by this element is
mapped to a physical destination in the deployment descriptor.

The following table describes the elements you can define within an nessage- dest i nati on- r ef

element.

Table A-19 message-destination-ref Elements

Element Required/Optional Description

description Optional Provides a description of the message destination
reference.

message- desti nati on- Required Specifies a name for a message destination. This

nane name must be unigue among the names of
message destinations within the deployment
descriptor.

mapped- nane Optional Maps this message destination to a "logical" name.

| ookup- nane Optional The JNDI name to be looked up to resolve the
message destination.

message- destinati on- Required Specifies the type of the destination. The type is

type

specified by the Java interface expected to be
implemented by the destination.

Must be supplied unless an injection target is
specified, in which case the type of the target is
used. If both are specified, the type must be
assignment compatible with the type of the
injection target.
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Table A-19 (Cont.) message-destination-ref Elements

Element Required/Optional Description
message- desti nati on- Optional Specifies the use of the message destination
usage indicated by the reference. The value indicates

whether messages are consumed from the
message destination, produced for the destination,
or both.

Valid values are one of the following:

«  Consumnes

e Produces

- ConsunesProduces

If not specified, ConsunmesPr oduces is assumed.

message- desti nati on- Optional Links a message destination reference or
link message-driven bean to a message destination.

mime-mapping
The m me- mappi ng element defines a mapping between an extension and a mime type.

The following table describes the elements you can define within a m me- mappi ng element.

Table A-20 mime-mapping Elements

Element Required/Optional Description
<ext ensi on> Required A string describing an extension, for example: t xt .
<m me-type> Required A string describing the defined mime type, for

example: t ext / pl ai n.

resource-env-ref

The resour ce- env-ref element contains a declaration of a Web application's reference to an
administered object associated with a resource in the Web application's environment. It
consists of an optional description, the resource environment reference name, and an
indication of the resource environment reference type expected by the Web application code.

For example:

<resour ce-env-ref>
<resour ce- env-ref - name>j ns/ St ockQueue</ r esour ce- env-r ef - nane>
<resour ce-env-ref-type>j akarta.jms. Queue</resource-env-ref-type>
</resource-env-ref>

The following table describes the elements you can define within a r esour ce- env-ref element.
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Table A-21 resource-env-ref

Element Required/Optional Description

<descri ption> Optional Provides a description of the resource environment
reference.

<resour ce-env-ref-name> Required Specifies the name of a resource environment

reference; its value is the environment entry name
used in the Web application code. The name is a
JNDI name relative to the j ava: conp/ env context
and must be unique within a Web application.

<resource-env-ref-type> Required Specifies the type of a resource environment
reference. It is the fully qualified name of a Java
language class or interface.

<l ookup- nane> Optional The JNDI name to be looked up to resolve a
resource reference.

resource-ref

The optional r esour ce-ref element defines a reference lookup name to an external resource.
This allows the servlet code to look up a resource by a "virtual" name that is mapped to the
actual location at deployment time.

Use a separate <r esour ce- r ef > element to define each external resource hame. The external
resource name is mapped to the actual location name of the resource at deployment time in
the WebLogic-specific deployment descriptor webl ogi c. xm .

The following table describes the elements you can define within a r esour ce-ref element.

Table A-22 resource-ref Elements

Element Required/Optional Description
<descri ption> Optional A text description.
<res-ref-name> Required The name of the resource used in the JNDI tree.

Servlets in the Web application use this name to
look up a reference to the resource.

<res-type> Required The Java type of the resource that corresponds to
the reference name. Use the full package name of
the Java type.

<res-aut h> Required Used to control the resource sign on for security.

If set to APPLI CATI ON, indicates that the
application component code performs resource
sign on programmatically. If set to Cont ai ner,
WebLogic Server uses the security context
established with the | ogi n- confi g element. See
login-config.

<res-sharing- scope> Optional Specifies whether connections obtained through
the given resource manager connection factory
reference can be shared.

Valid values:
Shareable
Unshareable
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Table A-22 (Cont.) resource-ref Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<l ookup- nane> Optional The JNDI name to be looked up to resolve a
resource reference.

security-constraint

The security-constraint element defines the access privileges to a collection of resources
defined by the <web- r esour ce- col | ecti on> element.

For detailed instructions and an example on configuring security in Web applications, see
Securing Resources Using Roles and Policies for Oracle WebLogic Server. Also, for more
information on WebLogic Security, refer to Developing Applications with the WebLogic Security
Service.

The following table describes the elements you can define within a securi ty-constrai nt
element.

Table A-23 security-constraint Elements
|

Element Required/Optional Description

<web- r esour ce- Required Defines the components of the Web application to
col | ection> which this security constraint is applied.

<aut h-constraint > Optional Defines which groups or principals have access to

the collection of Web resources defined in this
security constraint. See also auth-constraint.

<user-data-constrai nt> Optional Defines how the client should communicate with
the server.

See also user-data-constraint.

web-resource-collection

Each <security-constrai nt > element must have one or more <web- r esour ce- col | ecti on>
elements. These define the area of the Web application to which this security constraint is
applied.

This is an element within the security-constraint.

The following table describes the elements you can define within a web-r esour ce- col | ecti on
element.

Table A-24 web-resource-collection Elements
]

Element Required/Optional Description
<web- r esour ce- nane> Required The name of this Web resource collection.
<descri ption> Optional A text description of this security constraint.
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Table A-24 (Cont.) web-resource-collection Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<url-pattern> Optional Use one or more of the <ur | - pat t er n> elements
to declare to which URL patterns this security
constraint applies. If you do not use at least one of
these elements, this <web- r esour ce-
col | ecti on> is ignored by WebLogic Server.

<ht t p- net hod> Optional Use one or more of the <ht t p- net hod> elements
to declare which HTTP methods (usually, GET or
PQOST) are subject to the authorization constraint. If
you omit the <ht t p- net hod> element, the default
behavior is to apply the security constraint to all
HTTP methods.

auth-constraint

This is an element within the security-constraint.

The optional aut h- const rai nt element defines which groups or principals have access to the
collection of Web resources defined in this security constraint.

The following table describes the elements you can define within an aut h- const rai nt element.

Table A-25 auth-constraint Elements
]

Element Required/Optional Description
<descri ption> Optional A text description of this security constraint.
<rol e- nane> Optional Defines which security roles can access resources

defined in this security-constraint. Security role
names are mapped to principals using the security-
role-ref.

user-data-constraint

This is an element within the security-constraint.

The user - dat a- const r ai nt element defines how the client should communicate with the
server.

The following table describes the elements you may define within a user - dat a- const r ai nt
element.

Table A-26 user-data-constraint Elements

|
Element Required/Optional Description

<descri ption> Optional A text description.
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Table A-26 (Cont.) user-data-constraint Elements
]

Element Required/Optional Description
<transport-guarant ee> Required Specifies that the communication between client
and server.

WebLogic Server establishes a Secure Sockets
Layer (SSL) connection when the user is
authenticated using the | NTEGRAL or

CONFI DENTI AL transport guarantee.

Range of values:
NONE—The application does not require any
transport guarantees.

| NTEGRAL—T he application requires that the data
be sent between the client and server in such a
way that it cannot be changed in transit.

CONFI DENTI AL—The application requires that data
be transmitted so as to prevent other entities from
observing the contents of the transmission.

security-role

The following table describes the elements you can define within a security-rol e element.

Table A-27 security-role Elements
]

Element Required/Optional Description
<descri ption> Optional A text description of this security role.
<rol e- nane> Required The role name. The name you use here must have

a corresponding entry in the WebLogic-specific
deployment descriptor, webl ogi ¢. xm , which
maps roles to principals in the security realm. See
security-role-assignment.

servlet

The servl et element contains the declarative data of a servlet.

If ajsp-fileis specified and the <l oad- on- st art up> element is present, then the JSP is
precompiled and loaded when WebLogic Server starts.

The following table describes the elements you can define within a servl et element.

Table A-28 servlet Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<i con> Optional Location within the Web application for a small and
large image used to represent the servlet in a GUI
tool. Contains a small-icon and large-icon element.

Currently, this element is not used by WebLogic
Server.
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. _______________________________________________________________________________|
Required/Optional Description

Element

<servl et - name>

Required

Defines the canonical name of the servlet, used to
reference the servlet definition elsewhere in the
deployment descriptor.

<di spl ay- nane>

Optional

A short name intended to be displayed by GUI
tools.

<description>

Optional

A text description of the servlet.

<servl et-cl ass>

Optional

The fully-qualified class name of the servlet.

As of servlet 3.1, <servl et - ¢l ass> and <j sp-
fil e> are optional. Servlet configuration without
<servl et-class>and<j sp-fil e>is considered
preliminary; you should use the programmatical
Servlet API to register the servlet dynamically,
otherwise, deployment will fail.

<jsp-file>

Optional

The full path to a JSP file within the Web
application, relative to the Web application root
directory.

As of servlet 3.1, <servl et - ¢l ass> and <j sp-
fil e> are optional. Servlet configuration without
<servl et-cl ass>and<j sp-fil e>is considered
preliminary; you should use the programmatical
Servlet API to register the servlet dynamically,
otherwise, deployment will fail.

<init-paranp

Optional

Contains a name/value pair as an initialization
attribute of the servlet.

Use a separate set of <i ni t - par an® tags for each
attribute.

<l oad- on- st art up>

Optional

WebLogic Server initializes this servlet when
WebLogic Server starts up. The optional content of
this element must be a positive integer indicating
the order in which the servlet should be loaded.
Lower integers are loaded before higher integers. If
no value is specified, or if the value specified is not
a positive integer, WebLogic Server can load the
servlet in any order during application startup.

<run-as>

Optional

Specifies the run-as identity to be used for the
execution of the Web application. It contains an
optional description and the name of a security
role.

<security-role-ref>

Optional

Used to link a security role name defined by
<security-rol e>to an alternative role name that
is hard coded in the servlet logic. This extra layer of
abstraction allows the servlet to be configured at
deployment without changing servlet code.

icon

This is an element within the servlet.

The i con element specifies the location within the Web application for small and large images

used to represent the servlet in a GUI tool.
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The following table describes the elements you can define within an i con element.

Table A-29 icon Elements

|
Element Required/Optional Description

<smal | -i con> Optional Specifies the location within the Web application for
a small (16x16 pixel) . gi f or. ] pg image used to
represent the servlet in a GUI tool.

Currently, this element is not used by WebLogic
Server.

<l arge-icon> Optional Specifies the location within the Web application for
a small (32x32 pixel) . gi f or. | pg image used to
represent the servlet in a GUI tool.

Currently, this element is not used by WebLogic
Server.

This is an element within the servlet.

The optional i ni t - par amelement contains a name/value pair as an initialization attribute of the
servlet. Use a separate set of i ni t - par amtags for each attribute.

You can access these attributes with the
jakarta.servlet. ServletConfig.getlnitParaneter() method.

The following table describes the elements you can define within a i ni t - par amelement.

Table A-30 init-param Elements

Element Required/Optional Description

<par am nane> Required Defines the name of this attribute.

<param val ue> Required Defines a St ri ng value for this attribute.
<descri ption> Optional Text description of the initialization attribute.

security-role-ref

This is an element within the servlet.

The security-rol e-ref element links a security role name defined by <security-rol e>to an
alternative role name that is hard-coded in the servlet logic. This extra layer of abstraction
allows the servlet to be configured at deployment without changing servlet code.

The following table describes the elements you can define within a security-rol e-ref
element.

Table A-31 security-role-ref Elements

Element Required/Optional Description
<descri ption> Optional Text description of the role.
<rol e- nane> Required Defines the name of the security role or principal

that is used in the servlet code.
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Table A-31 (Cont.) security-role-ref Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<rol e-1ink> Required Defines the name of the security role that is defined
ina<security-rol e>element later in the
deployment descriptor.

servlet-mapping

The ser vl et - mappi ng element defines a mapping between a servlet and a URL pattern.

The following table describes the elements you can define within a ser vl et - mappi ng element.

Table A-32 servlet-mapping Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<servl et - name> Required The name of the servlet to which you are mapping
a URL pattern. This name corresponds to the
name you assigned a servlet in a <ser vl et >
declaration tag.
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Table A-32 (Cont.) servlet-mapping Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<url-pattern> Required Describes a pattern used to resolve URLs. The
portion of the URL after the ht t p: // host : port +
\WebAppNane is compared to the <ur | - pat t er n>
by WebLogic Server. If the patterns match, the
servlet mapped in this element will be called.

Example patterns:

/ sodal grape/ *
/ fool *
/contents

* foo

The URL must follow the rules specified in the
Servlet 4.0 specification.

For additional examples of servlet mapping, see
Servlet Mapping.

@ Note

In WebLogic Server
15.1.1.0.0 if the same
<url-pattern>is
specified in both the
@\ebSer vl et
annotation and the
web. xm |, the
deployment fails due to
conflicting URL
mappings. To resolve
this issue define the
<url-pattern>in
only one place, either
in the @ebSer vl et
annotation or in the
web. xm file.

session-config

The sessi on- confi g element defines the session attributes for this Web application.

The following table describes the element you can define within a sessi on-confi g element.
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Table A-33 session-config Elements

. _______________________________________________________________________________|
Element Required/Optional Description

<session-ti meout > Optional The number of minutes after which sessions in this
Web application expire. The value set in this
element overrides the value set in the
Ti meout Secs attribute of the <sessi on-
descri pt or > element in the WebLogic-specific
deployment descriptor webl ogi ¢. xm , unless one
of the special values listed here is entered.
Default value: 60
Maximum value: Integer.MAX_VALUE + 60
Special values:
-1 = Sessions do not timeout. The value set in
<sessi on-descri pt or > element of
webl ogi c. xn is ignored.

See session-descriptor.

The XML schema for the Servlet 4.0 deployment descriptor. WebLogic Server fully supports
HTTP servlets as defined at https://jcp. org/en/jsr/detail ?i d=369. However, the ver si on
attributed must be set to 4. 0 in order to enforce 4.0 behavior.

The following table describes the elements you can define within an web- app element.

Table A-34 web-app Elements

|
Element Required/Optional Description

<versi on> Required All servlet deployment descriptors must indicate the
4.0 version of the schema in order to enforce
servlet 4.0 behavior.

welcome-file-list

The optional wel cone-file-1ist element contains an ordered list of wel corre-fi | e elements.

When the URL request is a directory name, WebLogic Server serves the first file specified in
this element. If that file is not found, the server then tries the next file in the list.

See Configuring Welcome Files.

The following table describes the element you can define within a wel conme-file-1i st
element.

Table A-35 welcome-file-list

Element Required/Optional Description
<wel come-file> Optional File name to use as a default welcome file, such as
index.html
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weblogic.xml Deployment Descriptor Elements

This is a complete reference for the elements in the WebLogic Server-specific deployment
descriptor webl ogi c. xm . If your Web application does not contain a webl ogi ¢c. xnl deployment
descriptor, WebLogic Server automatically selects the default values of the deployment
descriptor elements.

This appendix includes the following sections, which describe the complex deployment
descriptor elements that can be defined in the webl ogi c. xm deployment descriptor under the
root element webl ogi c- web- app:

weblogic.xml Namespace Declaration and Schema Location

The correct text for the namespace declaration and schema location for the WebLogic Server
webl ogi c. xn file is as follows.

<webl ogi c-web-app xm ns="http://xn ns. oracl e. com webl ogi ¢/ webl ogi c- web- app" >

To view the schema for webl ogi c. xm , go to htt p://xm ns. oracl e. com’ webl ogi ¢/ webl ogi c-
web- app/ 1. 9/ webl ogi c- web- app. xsd.

async-descriptor

Use the async- descri pt or element to configure the asynchronous processing behavior of
Web applications. The following table describes the elements you can define within an async-
descriptor element.

Table B-1 async-descriptor Elements

_______________________________________________________________________________|
Element Required/Optional Description

ti meout - secs Optional Sets the time, in seconds, that WebLogic Server
waits before timing out an asynchronous job. The
default value is 120 seconds.

Setting the timeout to - 1 indicates that the
asynchronous job never times out.

timeout - check- Optional Sets the time, in seconds, that WebLogic Server
i nterval - secs waits between doing checks for timed-out jobs. The
default value is 30 seconds.

async-work-manager

Use the async- wor k- manager element to specify a Work Manager for asynchronous jobs,
including asynchronous dispatches initiated using the AsyncCont ext di spat ch methods and
runnable jobs started using the AsyncCont ext st art method. If no Work Manager is specified,
the asynchronous jobs will be executed in the current request Work Manager.
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auth-filter

The auth-filter element specifies an authentication filter HttpServlet class.

@® Note

This is a deprecated element for the current release. Instead, use servlet
authentication filters.

charset-params

The char set - par ans element is used to define code set behavior for non-unicode operations.
For example:

<char set - par ams>
<i nput - char set >
<resour ce- pat h>/ *</ resour ce- pat h>
<j ava- char set - name>UTF- 8</ j ava- char set - nane>
</i nput - char set >
</ char set - par ans>

charset-mapping

Use the char set - mappi ng element to map an IANA character set name to a Java character set
name. For example:

<char set - mappi ng>
<i ana- char set - name>Shi ft - J| S</ i ana- char set - nane>
<j ava- char set - name>SJI| S</ j ava- char set - name>

</ char set - mappi ng>

See Mapping IANA Character Sets to Java Character Sets.

The following table describes the elements you can define within a char set - mappi ng element.

Table B-2 charset-mapping Elements

|
Element Required/Optional Description

i ana- char set - nane Required Specifies the IANA character set name that is to be
mapped to the Java character set specified by the
j ava- char set - nanme element.

j ava- char set - nane Required Specifies the Java characters set to use.
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input-charset

Use the i nput - char set element to define which character set is used to read GET and POST
data. For example:

<i nput - char set >

<resour ce- pat h>/ f oo</ r esour ce- pat h>

<j ava- char set - name>SJI| S</ j ava- char set - name>
</input-charset>

See Determining the Encoding of an HTTP Request.

The following table describes the elements you can define within a i nput - char set element.

Table B-3 input-charset Elements

. _______________________________________________________________________________|
Element Required/Optional Description

resource-path Required A path which, if included in the URL of a request,
signals WebLogic Server to use the Java character
set specified by j ava- char set - nane.

j ava- char set - nanme Required Specifies the Java characters set to use.

container-descriptor

The cont ai ner-descri pt or element specifies a list of parameters that affect the behavior of
the Web application.

access-logging-disabled

The access- 1 oggi ng- di sabl ed element defines whether to eliminate access logging of the
underlying Web application. Setting this property to t r ue improves server throughput by
reducing the logging overhead. If the property is not specified or a f al se value is set,
application accesses are logged.

allow-all-roles

In the security-constraints elements defined in the web. xm descriptor of a Web application, the
aut h- constrai nt element indicates the user roles that should be permitted access to this
resource collection. Here role-name = "*" is a compact syntax for indicating all roles in the Web
application. In past releases, role-name = "*" was treated as all users/roles defined within the
realm.

This al | owal | -rol es element is a backward compatibility switch to restore old behavior. The
default behavior is to allow all roles defined in the Web application. The value specified in
webl ogi c. xm takes precedence over the value defined in the WebAppCont ai ner MBean.

check-auth-on-forward

Add the check- aut h- on- f or war d element when you want to require authentication of
forwarded requests from a servlet or JSP. Omit the tag if you do not want to require re-
authentication. For example:
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<cont ai ner - descri pt or>
<check- aut h- on-f or war d/ >
</ cont ai ner - descri ptor>

® Note

As a best practice, Oracle recommends that you do not enable the check- aut h- on-
f orwar d property.

client-cert-proxy-enabled

The client-cert-proxy-enabl ed element default value is t r ue. When set to true, WebLogic
Server passes identity certificates from the clients to the backend servers. Also, WebLogic
Server is notified whether to honor or discard the incoming WL-Proxy-Client-Cert header.

A proxy-server plugin encodes each identity certification in the WL-Proxy-Client-Cert header
and passes it to the backend WebLogic Server instances. Each WebLogic Server instance
takes the certificate information from the header, ensures it came from a secure source, and
uses that information to authenticate the user. For the background WebLogic Server instances,
this parameter must be set to t r ue (either at the cluster/server level or at the Web application
level).

If you set this element to t r ue, use a weblogic.security.net.ConnectionFilter to ensure that
each WebLogic Server instance accepts connections only from the machine on which the
proxy-server plugin is running. If you specify t r ue without using a connection filter, a potential
security vulnerability is created because the WL-Proxy-Client-Cert header can be spoofed.

container-initializer-enabled

The contai ner-initializer-enabl ed element controls whether or not to enable the servlet
container initializer.

In Servlet 3.x applications, Servl et Contai nerInitializer is enabled by default. For
performance considerations, you can explicitly disable the servlet container initializer by
configuring the cont ai ner-initializer-enabl ed element in the webl ogi ¢c. xm deployment
descriptor in the targeted Web application. For example:

<?xm version="1.0" encodi ng="UTF-8"?>

<webl ogi c- web-app xm ns="http://xn ns. oracl e. com webl ogi ¢/ webl ogi c- web- app"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocation="http://java.sun.com xm /ns/javaee

http://xmns.jcp.org/ xm/ns/javaee/ web-app_4. 0. xsd

http://xm ns. oracl e. com webl ogi ¢/ webl ogi c- web- app

http://xm ns. oracl e. conf webl ogi ¢/ webl ogi c- web- app/ 1. 9/ webl ogi c- web- app. xsd" >

<cont ai ner - descri pt or >
<container-initializer-enabl ed>fal se</container-initializer-enabl ed>
</ cont ai ner - descri pt or >

</ webl ogi c- web- app>

In pre-servlet 3.x applications, you can explicitly enable the servlet container initializer by
setting the contai ner-initializer-enabl ed elementin the webl ogi ¢c. xm deployment
descriptor to t r ue. For example:
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<cont ai ner - descri pt or>
<container-initializer-enabl ed>true</container-initializer-enabled>
</ cont ai ner - descri ptor>

default-mime-type

The def aul t - ni me-t ype element default value is nul | . This element allows the user to specify
the default mime type for a content-type for which the extension is not mapped.

disable-implicit-servlet-mappings

When the di sabl e-inplicit-servlet-mappings flag is set to t r ue, the Web application
container does not create implicit mappings for internal servlets (*. j sp, *. cl ass, and so on);
only for the default servlet mapping. A typical use case for turning off implicit servlet mappings
would be when configuring Ht t pd ust er Servl et or Ht t pProxyServl et .

The default value is f al se.

filter-dispatched-requests-enabled

The filter-dispatched-requests-enabl ed element controls whether or not filters are applied
to dispatched requests. The default value is f al se.

@® Note

Because 2.4 servlets are backward compatible with 2.3 servlets (per the 2.4
specification), when 2.3 descriptor elements are detected by WebLogic Server, the
filter-dispatched-requests-enabl ed element defaults to t r ue.

gzip-compression
The gzi p- conpr essi on element controls GZIP compression support for a specified Web

application.

Table B-4 gzip-compression sub-elements

|
Element Description Default Value

enabl ed Enables GZIP compression for the specified Web application. fal se
If set to true, only the current application is affected.

If specified, the webl ogi c. xn value overrides the domain-

level value.
m n-cont ent - Specifies the minimum file size to trigger compression for the 2048
[ ength specified Web application. This element allows you to bypass

small-sized resources where compression would not yield a
great return but use unnecessary CPUs.

If specified, the webl ogi c. xm value overrides the domain-
level value.
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Table B-4 (Cont.) gzip-compression sub-elements

Element Description Default Value
content-type Specifies the type of content to be included in compression.  text/htnl,
You can specify more than one content type by using text/xn, text/
separate content-type sub-elements for each type. plain

If specified, the webl ogi c. xn value overrides the domain-
level value.

If the gzi p- conpr essi on element and all of its sub-elements are present, these values override
any default values at the domain level. If one of the sub-elements is absent, then the default
domain value for that attribute is used.

The following example demonstrates setting the gzi p- conpr essi on element and its sub-
elements:

<webl ogi c- web- app>
<cont ai ner - descri pt or >
<gzi p- conpr essi on>
<enabl ed>t r ue</ enabl ed>
<m n-cont ent - | engt h>4096</ n n- cont ent - | engt h>
<content-type>text/htm </content-type>
<content-type>text/xm </ content-type>
</ gzi p- conpr essi on>
</ cont ai ner-descri pt or>
</ webl ogi c- web- app>

Section Title

(Optional) Enter reference information in this section.

Syntax
(Optional) Enter syntax information here.
Example B-1 Example Title

(Optional) Enter an example to illustrate your reference here.

index-directory-enabled

The i ndex-di rect ory- enabl ed element controls whether or not to automatically generate an
HTML directory listing if no suitable index file is found.

The default value is f al se (does not generate a directory). Values are true or f al se.

index-directory-sort-by

The i ndex-directory-sort- by element defines the order in which the directory listing
generated by webl ogi c. servl et. Fil eServl et is sorted. Valid sort-by values are NAME,
LAST_MODI FI ED, and Sl ZE. The default sort-by value is NAVE.
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langtag-revision

The | angt ag-r evi si on element determines the language tag specification version that the
Ht t pSer vl et Request get Local e and get Local es methods should obey.

Currently, WebLogic Server supports RFC5646 and RFC3066. If you do not set a value, the
Ht t pSer vl et Request get Local e and get Local es methods return a language tag for locale
according to RFC5646. The value 3066 means that the Ht t pSer vl et Request get Local e and
get Local es methods return a language tag for locale according to RFC3066. For example, if
using RFC3066:

<cont ai ner - descri pt or >
<l angt ag- r evi si on>3066</ | angt ag- r evi si on>
</ cont ai ner - descri pt or >

The system property - Daebl ogi c. servl et. | angt agRevi si on can also determine the locale
parsing mechanism. However, explicit configuration for the | angt ag- r evi si on element in

webl ogi c. xm takes precedence over configuration in - Danebl ogi c. servl et. | angt agRevi si on.
If you do not set a value in webl ogi c. xm , then the system property configuration takes effect.

The following table describes the relationship between the | angt ag-r evi si on element in
webl ogi c. xnl , the system property - Dnebl ogi c. servl et. | angt agRevi si on, and RFC3066

behavior.

System Property webl ogi c. xm Uses RFC3066 behavior
not set/5646 not set/5646 off

not set/5646 3066 on

3066 not set on

3066 5646 off

3066 3066 on

minimum-native-file-size

The mi ni mum native-fil e-size element applies only when nati ve-i o-enabl ed is setto true.
It sets the minimum file size in Bytes for using native 1/O. If the file being served is larger than
this value, native I/O is used. If you do not set this value, the default value used is 4000.

native-io-enabled

To use native I/0O while serving static files with webl ogi c. servl et. Fi | eServl et, which is
implicitly registered as the default servlet, set nati ve-i o- enabl ed to t r ue. (The default value is
fal se.) native-io-enabl ed element applies only on Windows.

optimistic-serialization

When optinistic-serializationisturned on, WebLogic Server does not serialize-
deserialize context and request attributes upon get At t ri but e( name) when the request is
dispatched across servlet contexts.

This means that you must make sure that the attributes common to Web applications are
scoped to a common parent classloader (application scoped) or you must place them in the
system classpath if the two Web applications do not belong to the same application.
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When optimi stic-serializationisturned off (default value), WebLogic Server serialize-
deserializes context and request attributes upon get Att ri but e( nane) to avoid the possibility of
ClassCastExceptions.

The optim stic-serialization value can also be specified at domain level in the
VebAppCont ai ner MBean, which applies for all Web applications. The value in webl ogi ¢. xm , if
specified, overrides the domain-level value.

The default value is f al se.

prefer-application-packages

The prefer-application-packages element specifies a list of packages for classes that must
always be loaded from the application. See pr ef er - appl i cat i on- packages in Developing
Applications for Oracle WebLogic Server.

<?xm version="1.0" encodi ng="UTF-8"?>

<wl s: webl ogi c- web- app

xm ns:w s="http://xnl ns. oracl e. com webl ogi ¢/ webl ogi c- web- app"

xm ns: xsi="http://ww. w3. or g/ 2001/ XM.Schena- i nst ance"

xsi : schemalLocation="http://java.sun. conf xnl / ns/j avaee

http://java. sun.com xm / ns/javaeel/ ej b-jar_3_2. xsd

http://xm ns. oracl e. conf webl ogi ¢/ webl ogi c- web- app

http://xm ns. oracl e. conf webl ogi ¢/ webl ogi c- web- app/ 1. 9/ webl ogi c- web- app. xsd">

<w s: webl ogi c-versi on>12. 2. 1</ w s: webl ogi c- ver si on>
<wl s: cont ext - r oot >Fi | t er Web</ wl s: cont ext - r oot >
<wl s: cont ai ner - descri pt or >
<wl s: prefer-application-packages>
<wl s: package- name>com or acl e. f oo</ wl s: package- name>
</w s: prefer-application-packages>
</W s: cont ai ner-descri ptor>
</w s: webl ogi c- web- app>

Note that in order to use prefer-application-packages or pref er-application-resources,
pr ef er-web-i nf - cl asses must be set to false.

prefer-application-resources

The prefer-application-resources element specifies a list of resources that must always be
loaded from the application, even if the resources are found in the system classloader. See
prefer-application-resources in Developing Applications for Oracle WebLogic Server.

<?xm version="1.0" encodi ng="UTF-8"?>
<webl ogi c-web-app xm ns="http://xn ns. oracl e. com webl ogi ¢/ webl ogi c- web- app" >
<cont ai ner - descri pt or>
<pref er-web-inf-cl asses>f al se</ pref er-web-inf-classes>
<prefer-application-packages>
<package- name>j akart a. f aces. *</ package- nane>
<package- name>com sun. f aces. *</ package- nane>
<package- nane>com bea. f aces. *</ package- nane>
</ prefer-application-packages>

<prefer-application-resources>
<resour ce- nane>j akarta. f aces. *</resour ce- nane>
<resour ce- name>com sun. f aces. *</ r esour ce- nanme>
<resour ce- nane>com bea. f aces. *</r esour ce- nane>
<resour ce- nanme>META- | NF/ servi ces/ j akarta. servl et. Servl et Containerlnitializer</
resour ce- name>
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</ prefer-application-resources>
</ cont ai ner - descri pt or >
</ webl ogi c- web- app>

Note that in order to use pref er-application-packages or prefer-application-resources,
pr ef er-web-i nf - cl asses must be set to false.

prefer-forward-query-string

When Ht t pSer vl et Request . get QueryString() is invoked in a forwarding request, WebLogic
Server returns the queryString sent by the forwarding servlet via RequestDispatcher and the
original ones sent by the client.

When the pref er-forward- query-string flag is set to t r ue, WebLogic Server returns only the
forwarded query string, if it is specified. The default value is f al se.

prefer-web-inf-classes

The prefer-web-inf-classes element, if set to true, will cause classes located in the VEB- | NF
directory of a Web application to be loaded in preference to classes loaded in the application or
system classloader. The default value is f al se.

@® Note

Neither pr ef er - appl i cat i on- packages nor prefer-application-resources can be
specified when pr ef er - web- i nf - cl asses is turned on in webl ogi ¢. xni .

redirect-with-absolute-url

The redirect-with-absol ute-url element controls whether the

jakarta.servlet.http. HtpServl et Response. SendRedi rect () method redirects using a
relative or absolute URL. Set this element to f al se if you are using a proxy HTTP server and
do not want the URL converted to a non-relative link.

The default behavior is to convert the URL to a non-relative link.

@® Note

User readable data used in a redirect.

referer-validation

To help mitigate Cross-Site Request Forgery (CSRF) attacks, you can configure validation of
the Referer header in incoming HTTP requests.

Checking the Referer is a commonly used method of preventing CSRF on embedded network
devices because it does not require any per-user state. This makes Referer a useful method of
CSRF prevention when memory is scarce or server-side state doesn't exist. This method of
CSRF mitigation is also commonly used with unauthenticated requests, such as requests
made prior to establishing a session state which is required to keep track of a synchronization
token.
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<cont ai ner - descri pt or>
<referer-validati on>NONE</referer-validation>
</ cont ai ner - descri ptor>

Valid values:
* NONE: Disable Referer header validation.

* LEN ENT (default): The web container blocks requests whose Referer header has an
incorrect value. If a requests lacks the header, the web container accepts the request.

e STRICT: The web container blocks requests that lack a Referer header.

For example, an authentication request is sent to htt p: // myhost : nyport/ nyapp/
Jj _security_check:

o |If<referer-validati on>NONE</ r ef erer-val i dati on>, then the container will not validate
the Referer header.

o If<referer-validation>LEN ENT</referer-validati on>and there is a Referer header in
this request, then the container will check the host and port of Referer URL.

— Ifthey are "nyhost " and "nmyport ", then this Referer header is valid.

— If either the host or port of the Referer URL is different from the actual URL, for
example, "nyhost 17, then this Referer header is invalid.

— If there is no Referer header in this request, then the container will not validate it.

e If<referer-validati on>STRI CT</referer-validation>and there is a Referer header in
this request, the container will check the host and port of the Referer URL.

— Ifthey are "nyhost " and "myport ", then this Referer header is valid.

— If either the host or port of the Referer URL is different from the actual URL, for
example, "nmyhost 17, then this Referer header is invalid.

— Ifthere is no Referer header in this request, then the validation will fail.

@® Note

The web container also will consider the IP address. For example, if 192. 168. 226. 129
is mapped to "myhost ", then it is valid if the host of the Referer URL is
"192. 168. 226. 129"

relogin-enabled

The r el ogi n- enabl ed element is a backward compatibility parameter. If a user has logged in
already and tries to access a resource for which s/he does not have privileges, a FORBI DDEN
(403) response occurs.

require-admin-traffic

The requi re-adm n-trafffic element defines whether traffic should go through the
administration channel. When set to t r ue traffic is allowed to go through the administration
channel. Otherwise, traffic can only go through administration channel when the Web
application is in administrative mode. For example:

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Appendix B-10 of B-32



ORACLE Appendix B
container-descriptor

<cont ai ner - descri pt or>
<require-admn-traffic>true</require-adnin-traffic>
</ cont ai ner - descri ptor>

resource-reload-check-secs

The resour ce-rel oad- check- secs element is used to perform metadata caching for cached
resources that are found in the resource path in the Web application scope. This parameter
identifies how often WebLogic Server checks whether a resource has been modified and if so,
it reloads it.

e The value - 1 means never reload. This is the default value in a production environment.
e The value 0 means always reload.

* The value 1 means reload every second. This is the default value in a development
environment.

@® Note

If the resource is a JSP, and if page- check- secondsis specified in the j sp-
descri pt or element, the page- check- seconds value is used to determine reload time
for the JSP file.

save-sessions-enabled

The save- sessi ons- enabl ed element controls whether session data is cleaned up during
redeploy or undeploy. It affects memory and replicated sessions. Setting the value to true
means session data is saved. Setting to false means session data will be destroyed when the
Web application is redeployed or undeployed. The default is f al se.

servlet-reload-check-secs

The servl et - rel oad- check- secs element defines whether a WebLogic Server will check to
see if a servlet has been modified, and if it has been modified, reloads it.

e The value - 1 means never check the servlets. This is the default value in a production
environment.

e The value 0 means always check the servlets.

e The value 1 means check the servlets every second. This is the default value in a
development environment.

session-monitoring-enabled

The sessi on-noni t or i ng- enabl ed element, if set to true, allows run-time MBeans to be
created for sessions. When set to f al se, the default value, run-time MBeans are not created.

show-archived-real-path-enabled

The show ar chi ved- r eal - pat h- enabl ed element specifies the behavior of get Real Pat h() for
archived Web applications.
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When set to t rue, get Real Pat h() returns the canonical path of the resource files.

If the show ar chi ved-real - pat h- enabl ed element is set to f al se, the servlet container will
return the real path of files in archived Web applications as nul | .

The default value is f al se.

single-threaded-servlet-pool-size

The si ngl e-t hr eaded- ser vl et - pool - si ze element defines the size of the pool used for
Si ngl eThr eadMbde instance pools. The default value is 5.

@® Note

Si ngl eThr eadMbde instance pools are deprecated in this release.

temp-dir

The t enp- di r element specifies the location of the temporary directory for the Web application,
as returned by the "j akarta. servl et.context.tempDir" attribute.

context-root

The cont ext - r oot element defines the context root of this standalone Web application. If the
Web application is part of an EAR, not standalone, specify the context root in the EAR's META-
I NF/ appl i cation.xnl file. A context-root setting in application. xm takes precedence over
cont ext -root setting in webl ogi c. xni .

Note that this webl ogi c. xnl element only acts on deployments using the two-phase
deployment model.

The order of precedence for context root determination for a Web application is as follows:

e Check cont ext-root and web-uri inapplication.xm for context root; if found, use as
Web application's context root.

e If context root is not set in appl i cation. xm , and the Web application is being deployed as
part of an EAR, check whether context root is defined in webl ogi c. xnl . If found, use as
Web application's context root. If the Web application is deployed standalone,
appl i cation.xn does not come into play and the determination for context-root starts at
webl ogi c. xm and defaults to URI if it is not defined there.

e If context root is not defined in webl ogi c. xm or appl i cation. xn , then infer the context
path from the URI, giving it the name of the value defined in the URI minus the WAR suffix.
For instance, a URI MyWebApp. war would be hamed MyWebApp.

@® Note

The cont ext - r oot element cannot be set for individual Web applications in EAR
libraries. It can only bet set for Web application libraries.
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description

The descri pti on element is a text description of the Web application.

ejb-reference-description

The following table describes the elements you can define within a ej b-r ef er ence-
description element.

Table B-5 ejb-reference-description Elements

. _______________________________________________________________________________|
Element Required/Optional Description

ej b-ref-nane Required Specifies the name of an EJB reference used in
your Web application.

j ndi - nanme Required Specifies a INDI name for the reference.

fast-swap

The following table describes the elements you can define within a f ast - swap element.

For more information about FastSwap Deployment, see Using FastSwap Deployment to
Minimize Redeployment in Deploying Applications to Oracle WebLogic Server.

Table B-6 fast-swap Elements

]
Element Required/Optional Description

enabl ed Optional Set to t r ue to enable FastSwap deployment in
your application.

refresh-interval Optional FastSwap checks for changes in application
classes when an incoming HTTP request is
received. Subsequent HTTP requests arriving
within the r ef resh-i nt erval seconds will not
trigger a check for changes. The first HTTP request
arriving after the r ef resh-i nt erval seconds
have passed, will cause FastSwap to perform a
class-change check again.

redefinition-task-limt Optional FastSwap class redefinitions are performed
asynchronously by redefinition tasks. They can be
controlled and inspected using JMX interfaces.

Specifies the number of redefinition tasks that will
be retained by the FastSwap system. If the number
of tasks exceeds this limit, older tasks are
automatically removed.

jsp-descriptor

The j sp-descri pt or element specifies a list of configuration parameters for the JSP compiler.
The following table describes the elements you can define within a j sp- descri ptor element.

Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server
G28780-01 October 8, 2025

Copyright © 2007, 2025, Oracle and/or its affiliates. Appendix B-13 of B-32



ORACLE

Table B-7 jsp-descriptor Elements

Appendix B
jsp-descriptor

Element Default Value

Description

page- check- seconds 1

Sets the interval, in seconds, at which WebLogic
Server checks to see if JSP files have changed and
need recompiling. Dependencies are also checked
and recursively reloaded if changed.

e The value - 1 means never check the pages.
This is the default value in a production
environment.

e The value 0 means always check the pages.

¢ The value 1 means check the pages every
second. This is the default value in a
development environment.

In a production environment where changes to a

JSP are rare, consider changing the value of

pageCheckSeconds to 60 or greater, according to

your tuning requirements.

strict-stal e-check true

Applies to exploded WARs only.

Checks for updated JSP files, in other words,
whether the timestamp on the file is later (more
recent) than the one in the build. Only newer files
can replace older ones.

When set to false, just checks whether the
timestamp has changed. If so, the file is replaced.

<?xm version="1.0" encodi ng="UTF-8"?
>
<webl ogi c-web-app xm ns="http://
xm ns. oracl e. cont webl ogi ¢/ webl ogi c-
web- app" >
<j sp-descri ptor>
<strict-stal e-check>fal se
</strict-stal e-check>
</jsp-descriptor>
</ webl ogi c- web- app>

preconpil e fal se

When set to true, WebLogic Server automatically
precompiles all JISPs when the Web application is
deployed or re-deployed or when starting WebLogic
Server.

preconpi | e- conti nue fal se

When set to true, WebLogic Server continues
precompiling all JSPs even if some of those JSPs
fail during compilation. Only takes effect when
precompile is set to true.

keepgener at ed fal se

Saves the Java files that are generated as an
intermediary step in the JSP compilation process.
Unless this parameter is setto t r ue, the
intermediate Java files are deleted after they are
compiled.

debug fal se

When set to t r ue, WebLogic Server enables the
debugging feature of the JSP compiler.

The default value is f al se.
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Element

Default Value

Description

ver bose

fal se

For production mode, the default value is f al se,
but for development mode, the default value is
true.

When set to t r ue, debugging information is printed
out to the browser, the command prompt, and
WebLogic Server log file.

wor ki ng-di r

internally
gener at ed
directory

The name of a directory where WebLogic Server
saves the generated Java and compiled class files
for a JSP.

Note: If webl ogi c. xm defines awor ki ng-dir,
WebLogic Server does not delete this directory
when the Web application is undeployed.

print-nulls

nul |

When set to false, this parameter ensures that
expressions with "null" results are printed as " ".

backwar d- conpati bl e

true

When set to t r ue, backward compatibility is
enabled.

See Backward Compatibility Flags.

encodi ng

UTF-8 for JSP
and JSPX pages

Specifies the default character set used in the JSP
page. Use standard Java character set names (see
https://docs. oracle.con en/javal
javase/17/intl/support ed-

encodi ngs. htm).

If not set, this attribute defaults to the encoding for
your platform.

A JSP page directive (included in the JSP code)
overrides this setting. For example:

<%@ page content Type="text/htn ;

char set =cust om encodi ng" %

package- prefix j sp_servl et Specifies the package prefix into which all JSP
pages are compiled.

exact - mappi ng true When true, upon the first request for a JSP the
newly created JspStub is mapped to the exact
request. If exactMapping is set to false, the Web
application container generates non-exact URL
mapping for JSPs. exact Mappi ng allows path info
for JSP pages.

default-file-name true The default file name in which WebLogic Server
saves the generated Java and compiled class files
for a JSP.

rtexprval ue-jsp-param fal se Allows run-time expression values in the name

name attribute of the j sp: par amtag. Itis set to f al se by
default.

optinize-java- fal se When set to true, the JSP compiler optimizes Java

expression expressions to improve run-time performance.

conpress-htm -tenplate false When set to true, compresses the HTML in the JSP

template blocks to improve run-time performance.

If the JSP's HTML template block contains the
<pr e> HTML tag, do not enable this feature.
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library-ref

The library-ref element references a library module, which is intended to be used as a Web
application library in the current Web application.

Example:

<library-ref>
<l'i brary-name>WebAppLi braryFoo</ i brary- nanme>
<speci fication-version>2. 0</specification-version>
<i npl ement ati on-ver si on>8. 1bet a</i npl enent ati on- ver si on>
<exact - mat ch>f al se</ exact - mat ch>
</library-ref>

Only the following sub-elements are relevant to Web applications: | i br ary- nane,
speci fication-version,inplementation-version, and exact - mat ch.

You can define the following elements within the | i brary-ref element.

Table B-8 library-ref Elements

Element Required/Optional Description

l'ibrary-name Required Provides the library name for the library module
reference. The default value is nul | .

speci fication-version Optional Provides the specification version for the library
module reference. The default value is 0. (This is a
float.)

i npl enent ation-version Optional Provides the implementation version for the library

module reference. The default value is nul | .

exact - mat ch Optional The default value is f al se.

logging

The | oggi ng element is a sub-element of the webl ogi c- web- app element. You can define the
following elements within the | oggi ng element.

Table B-9 logging Elements

. _______________________________________________________________________________|
Element Required/Optional Description

[ og-fil ename Required Specifies the name of the log file. The full address
of the filename is required.
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Table B-9 (Cont.) logging Elements

. _______________________________________________________________________________|
Element Required/Optional Description

| oggi ng- enabl ed Optional Indicates whether or not the log writer is set for
either the ManagedConnect i onFact ory or
ManagedConnect i on. If this element is set to true,
output generated from either the
ManagedConnect i onFact ory or
ManagedConnect i on will be sent to the file
specified by the | 0g- fi | enane element.

Failure to specify this value will result in WebLogic
Server using its defined default value.

Value Range: true | fal se
Default Value: f al se

rotation-type Optional Sets the file rotation type.
Values are bySi ze, byTIne, none

e bySi ze—When the log file reaches the size
that you specify infil e-size-linit, the
server renames the file as Fi | eName. n.

e byTI me—At each time interval that you specify
infile-time-span, the server renames the
file as Fi | eNane. n. After the server renames
a file, subsequent messages accumulate in a
new file with the name that you specified in
| og-filenane.

* none—Messages accumulate in a single file.
You must erase the contents of the file when
the size is unwieldy.

Default Value: bySi ze

nunber-of -files-linmted Optional Specifies whether the number of files that this
server instance creates to store old messages
should be limited. (Requires that you specify a
rotation-type ofbySize). After the server
reaches this limit, it overwrites the oldest file. If you
do not enable this option, the server creates new
files indefinitely and you must clean up these files
as you require.

If you enable nunber-of -files-linited by
setting it to t r ue, the server refers to your

rot ati onType variable to determine how to rotate
the log file. Rotate means that you override your
existing file instead of creating a new file. If you
specify f al se for nunber-of -files-linited,
the server creates numerous log files rather than
overriding the same one.

Value Range: true | fal se
Default Value: f al se

file-count Optional The maximum number of log files that the server
creates when it rotates the log. This number does
not include the file that the server uses to store
current messages. (Requires that you enable
nunber-of -files-linited.)

Default Value: 7
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Table B-9 (Cont.) logging Elements

. _______________________________________________________________________________|
Element Required/Optional Description

file-size-limt Optional The size that triggers the server to move log
messages to a separate file. (Requires that you
specify arotati on-type of bySi ze.) After the
log file reaches the specified minimum size, the
next time the server checks the file size, it will
rename the current log file as Fi | eNane. n and
create a new one to store subsequent messages.

Default Value: 500

rotate-log-on-startup Optional Specifies whether a server rotates its log file during
its startup cycle.

Value Range: true | fal se
Default Value: t rue

log-file-rotation-dir Optional Specifies the directory path where the rotated log
files will be stored.

rotation-tine Optional The start time for a time-based rotation sequence
of the log file, in the format k: nm where k is 1-24.
(Requires that you specify arot ati on-type of
byTi me.) At the specified time, the server renames
the current log file. Thereafter, the server renames
the log file at an interval that you specify infi | e-
ti me-span.
If the specified time has already past, then the
server starts its file rotation immediately.

By default, the rotation cycle begins immediately.

file-time-span Optional The interval (in hours) at which the server saves
old log messages to another file. (Requires that you
specify arotati on-type of byTi ne.)

Default Value: 24

ready-registration

To use the ReadyApp framework, register a WAR-based application with the framework by
adding the following code to the application's WebLogic deployment descriptor (VETA-
I NF\ webl ogi c-appl i cation. xm):

<wl s:ready-registration>true</w s:ready-registration>

When the application starts, the state of the application is set to NOT READY.

@® Note

The prefix wl s: may or may not be required depending on the contents of the
webl ogi c-appli cation. xnl file. If the rest of the tags do not have the prefix, you can
ignore the prefix.

See Configuring the ReadyApp Framework with EAR or WAR-based Applications in Deploying
Applications to Oracle WebLogic Server.
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resource-description

The resour ce-descri pti on element is used to map the INDI hame of a server resource to an
EJB resource reference in WebLogic Server.

The following table describes the elements you can define within a r esour ce- descri pti on
element.

Table B-10 resource-description Elements

Element Required/Optional Description
res-ref-nanme Required Specifies the name of a resource reference.
j ndi - nane Required Specifies a INDI name for the resource.

resource-env-description

The resour ce- env-descri pti on element maps aresour ce-env-ref, declared in the ej b-
jar.xnm deployment descriptor, to the JNDI name of the server resource it represents.

The following table describes the elements you can define within a r esour ce- env- descri ption
element.

Table B-11 resource-env-description Elements

Element Required/Optional Description

res-env-ref-nanme Required Specifies the name of a resource environment
reference.

j ndi - nane Required Specifies a INDI name for the resource

environment reference.

run-as-role-assignment

The run-as-rol e-assi gnnent element maps a r un- as role name (a sub-element of the

servl et element) in web. xm to a valid user name in the system. The value can be overridden
for a given servlet by the run- as- pri nci pal - nane element in the servl et - descri ptor. If the
run-as-rol e-assi gnment is absent for a given role name, the Web application container uses
the first pri nci pal - name defined in the securi ty-rol e-assi gnment . The following example
illustrates how to use the run- as-rol e- assi gnnent element.

<run-as-rol e-assi gnnent >

<rol e- name>RunAsRol eNane</ r ol e- name>

<run-as- princi pal - name>j oe</ run- as- pri nci pal - name>
</run-as-rol e-assi gnment >

The following table describes the elements you can define within a r un- as-r ol e- assi gnnent
element.
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Table B-12 run-as-role-assignment Elements

Element Required/Optional Description
rol e- nane Required Specifies the name of a security role.
run-as- princi pal - nane Required Specifies the name of a principal.

security-permission

The securi ty-perm ssi on element specifies a single security permission based on the
security policy file syntax. Refer to Default Policy Implementation and Policy File Syntax for the
implementation of the security permission specification.

Disregard the optional codebase and si gnedBy clauses.

For example:

<security-perm ssion-spec>
grant { permission java.net.SocketPerm ssion "*", "resolve" };
</ security-pernission-spec>

where:

e permission java.net. Socket Perni ssion is the permission class name.
e "*" represents the target name.

* resol ve indicates the action.

security-role-assignment

The security-rol e-assi gnnent element declares a mapping between a Web application
security role and one or more principals in WebLogic Server, as shown in the following
example.

<security-rol e-assi gnment >
<rol e- name>Payr ol | Admi n</r ol e- nane>
<princi pal - nane>Tanya</ pri nci pal - name>
<princi pal - nane>Fr ed</ pri nci pal - nane>
<princi pal - nane>syst enx/ pri nci pal - nane>
</ security-rol e-assi gnnent >

You can also use it to mark a given role as an externally defined role, as shown in the following
example:

<security-rol e-assi gnnent >
<rol e- name>r ol eadni n</r ol e- name>
<external |l y-defined/ >
</security-rol e-assi gnnent >
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@® Note

In the security-rol e-assi gnment element, either pri nci pal - name or ext ernal | y-
def i ned must be defined. Both cannot be omitted.

The following table describes the elements you can define within a securi ty-rol e- assi gnnent
element.

Table B-13 security-role-assignment Elements
]

Element Required/Optional Description

rol e- nane Required Specifies the name of a security role.

princi pal - name Required if Specifies the name of a principal that is defined in
external | y- the security realm. You can use multiple
defi ned is not princi pal - name elements to map principals to a
defined. role. For more information on security realms, see

Administering Security for Oracle WebLogic Server.

external | y-defined Required if Specifies that a particular security role is defined
principal -name globally in a security realm; WebLogic Server uses
is not defined. this security role as the principal name, rather than

looking it up in a global realm. When the security
role and its principal-name mapping are defined
elsewhere, this is used as an indicative
placeholder.

If you do not define a security-rol e-assi gnment element and its sub-elements, the Web
application container implicitly maps the role name as a principal name and logs a warning.
The EJB container does not deploy the module if mappings are not defined.

Consider the following usage scenarios for the role name is "role_xyz"

e If you map "role_xyz" to user "joe" in webl ogi c. xnl , role_xyz becomes a local role.

« If you specify role_xyz as an externally defined role, it becomes global (it refers to the role
defined at the realm level).

e If you do not define a security-rol e-assi gnnent element, role_xyz becomes a local role,
and the Web application container creates an implicit mapping to it and logs a warning.

service-reference-description

The following table describes the elements you can define within a servi ce-ref er ence-
description element.

Table B-14 service-reference-description Elements

|
Element Required/Optional Description

servi ce-ref-nanme
wsdl - url
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Table B-14 (Cont.) service-reference-description Elements

. _______________________________________________________________________________|
Element Required/Optional Description

cal | -property The cal | - property element has the following
sub-elements:

nane
val ue

port-info The port - i nf o element has the following sub-
elements:

port - name
st ub- property
cal | -property

servlet-descriptor

Use the servl et - descri pt or element to aggregate the servlet-specific elements.

The following table describes the elements you can define within the servl et - descri pt or
element.

Table B-15 servlet-descriptor Elements

|
Element Required/Optional Description

servl et - name Required Specifies the servlet name as defined in the servlet
element of the web. xm deployment descriptor file.

run-as- princi pal - nane Optional Contains the name of a principal against the r un-
as-rol e- nane defined in the web. xm
deployment descriptor.

init-as-principal-name Optional Equivalent to r un- as- pri nci pal - name for the
i ni t method for servlets. The identity specified
here should be a valid user name in the system. If
i nit-as-principal-name is not specified, the
container uses the run-as- pri nci pal - nane

element.
destroy-as-principal - Optional Equivalent to r un- as- pri nci pal - name for the
nanme dest r oy method for servlets. The identity specified

here should be a valid user name in the system. If
dest roy-as-princi pal - nane is not specified,
the container uses the r un- as- pri nci pal - name
element.

di spat ch-pol i cy Optional This is a deprecated element. Used to assign a
given servlet to a configured Work Manager by
identifying the Work Manager name. This setting
overrides the Web application-level dispatch policy
defined by W - di spat ch-pol i cy.

session-descriptor

The following table describes the elements you can define within a sessi on- descri pt or
element to define parameters for servlet sessions.
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Element Name

Default Value

Value

timeout - secs

3600

Sets the time, in seconds, that WebLogic Server
waits before timing out a session. The default value
is 3600 seconds.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want
to give a browser client every opportunity to finish a
session, you do not want to tie up the server
needlessly if the user has left the site or otherwise
abandoned the session.

This element can be overridden by the sessi on-
ti meout element (defined in minutes) in web. xni .

i nval i dation-interval -
secs

60

Sets the time, in seconds, that WebLogic Server
waits between doing house-cleaning checks for
timed-out and invalid sessions, and deleting the old
sessions and freeing up memory. Use this element
to tune WebLogic Server for best performance on
high traffic sites.

The default value is 60 seconds.

i nval i dat e-on-rel ogin

fal se

Sets whether the container must invalidate the
current session if the currently logged-in user
switches to a different user name (which is valid in
the security realm) and attempts to log in again.

If the value of this parameter is setto t r ue, the
current session is invalidated if the user attempts to
log in again using a different user name.

shari ng- enabl ed

fal se

Enables Web applications to share HTTP sessions
when the value is set to t r ue at the application
level.

This element is ignored if turned on at the Web
application level.

debug- enabl ed

fal se

Enables the debugging feature for HTTP sessions.
The default value is f al se.
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Appendix B
session-descriptor

Element Name Default Value

Value

id-length 52

Sets the size of the session ID.

The minimum value is 32 bytes and the maximum
value is | nt eger . MAX_VALUE.

Note: If a value lower than 32 bytes is set,
WebLogic Server automatically raises the value to
32 and displays the following message:

The IDLength is too short. It is not
secure. WS will raise the length to
32.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
attributes), which limits the amount of data that can
be transmitted using URL rewriting. To allow more
space for attributes, use this attribute to limit the
size of the session ID that is randomly generated
by WebLogic Server.

You can also limit the length to a fixed 52
characters, and disallow special characters, by
setting the WAPEnabled attribute. See URL
Rewriting and Wireless Access Protocol (WAP).

t racki ng- enabl ed true

Enables session tracking between HTTP requests.

cache-si ze 1028

Sets the cache size for JDBC and file-persistent
sessions.

max- i n- nenory-sessions -1

Sets the maximum limit for memory/replicated
sessions.

Without the ability to configure bound in-memory
servlet session use, as new sessions are
continually created, the server eventually grows out
of memory. To protect against this, WebLogic
Server provides a configurable bound on the
number of sessions created. When this number is
exceeded, the

webl ogi c. servl et. Sessi onCreat i onExcept i
on occurs for each attempt to create a new
session. This feature applies to both replicated and
non-replicated in-memory sessions.

To configure bound in-memory servlet session use,
you set the limitation in the max- i n- menor y-
sessi ons element.

The default is - 1 (unlimited); any negative value
works as the same as - 1.

max- save- post - si ze 4096

Sets the maximum size, in bytes, of the POST data
that the container saves/buffers during FORM
authentication.

The default value is 4096 bytes.
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Element Name Default Value

Value

save- post-ti meout-secs 40

Defines the timeout, in seconds, for the session
that saved/buffered POST data. For FORM
authentication, POST data is saved in a session
while the user is redirected to the login form.

The default value is 40 seconds.

If the value of the save- post -t i meout - secs
element is less than the value of the t i meout -
secs element, then session invalidation may occur
during user operations. In this scenario, increase
the value of save- post - ti meout - secs to match
the t i meout - secs value or to an acceptable
value, according to your needs.

save- post -ti meout - 20
i nterval -secs

Sets the invalidation trigger interval, in seconds, for
saving POST data in a session.

The default value is 20 seconds.

cooki es- enabl ed true Use of session cookies is enabled by default and is
recommended, but you can disable them by setting
this property to f al se. You might turn this option
off to test.

cooki e- name JSESSI ONI D Defines the session tracking cookie name. Defaults
to JSESSI ONI D if not set. You may set this to a
more specific name for your application.

cooki e- path nul | Defines the session tracking cookie path.
If not set, this attribute defaults to / (slash), where
the browser sends cookies to all URLs served by
WebLogic Server. You may set the path to a
narrower mapping, to limit the request URLs to
which the browser sends cookies.

cooki e- domai n nul | Specifies the domain for which the cookie is valid.
For example, setting cooki e- domai n
to. exanpl e. comreturns cookies to any server in
the *. exanmpl e. comdomain.
The domain nhame must have at least two
components. Setting a name to *. comor *. net is
not valid.
If not set, this attribute defaults to the server that
issued the cookie.
See Cooki e. set Domai n() in the Servlet
specification.

cooki e- coment nul | Specifies the comment that identifies the session
tracking cookie in the cookie file.

cooki e- secure fal se Tells the browser to only send the cookie back over

an HTTPS connection. This ensures that the
cookie ID is secure and should only be used on
Web sites that use HTTPS. Session Cookies over
HTTP no longer work if this feature is enabled.

You should disable the ur | -rewri ti ng- enabl ed
element if you intend to use this feature.
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Element Name

Default Value

Value

cooki e- max- age- secs

-1

Sets the life span of the session cookie, in
seconds, after which it expires on the client.

This value can be set as any integer; the default
value is -1 (unlimited).

For more information about cookies, see Using
Sessions and Session Persistence.

persi stent-store-type

nenory

Sets the persistent store method to one of the

following options:

* nenory—Disables persistent session storage.

o replicated—Same as nenory, but session
data is replicated across the clustered servers.

o replicated_if_clustered—If the Web
application is deployed on a clustered server,
the in-effect per si st ent - st or e- t ype will be
replicated. Otherwise, nenory is the default.

e async-replicat ed—Enables asynchronous
session replication in an application or Web
application. See Asynchronous HTTP Session
Replication in Tuning Performance of Oracle
WebLogic Server.

e async-replicated-if-clustered—
Enables asynchronous session replication in
an application or Web application when
deployed to a cluster environment. If deployed
to a single server environment, then the
session persistence/replication defaults to in-
memory. This allows testing on a single server
without deployment errors.

« fil e—Uses file-based persistence (See also
session-descriptor).

« async-j dbc—Enables asynchronous JDBC
persistence for HTTP sessions in an
application or Web application. See
Configuring Session Persistence.

¢ jdbc—Uses a database to store persistent
sessions. (see also session-descriptor).

«  cooki e—All session data is stored in a cookie
in the user's browser.

persi stent-store-
cooki e- name

W.COXI E

Sets the name of the cookie used for cookie-based
persistence. The W.COXI E cookie carries the
session state, which should not be shared between
Web applications.

See Using Cookie-Based Session Persistence.
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Element Name Default Value

Value

persistent-store-dir session_db

Specifies the storage directory used for file-based
persistence

Ensure that you have enough disk space to store
the number of valid sessions multiplied by the size
of each session. You can find the size of a session
by looking at the files created in the per si st ent -
st or e- di r. Note that the size of each session can
vary as the size of serialized session data changes.

Each server instance has a default persistent file
store that requires no configuration. Therefore, if no
directory is specified, a default store is
automatically created in the <server-

name>\ dat a\ st or e\ def aul t directory. However,
the default store is not shareable among clustered
servers.

You can make file-persistent sessions clusterable
by creating a custom persistent store in a directory
that is shared among different servers. However,
this requires you to create this directory manually.

per si st ent - st or e- pool None

Specifies the name of a JDBC connection pool to
be used for persistence storage.

persi stent-data-source- None
j ndi - nane

Specifies the data source JNDI name of a JDBC
connection to be used for j dbc- and async-j dbc-
based persistence (see per si st ent -store-type
above).

For async-j dbc-based persistence, you must
specify the per si st ent - dat a- sour ce-j ndi -
nane parameter to configure persistence storage.

persistent-store-table w _servlet sess
i ons

Specifies the database table name used to store
JDBC-based persistent sessions. This applies only
when per si st ent - st or e-t ype is set to jdbc.

The per si stent - store-tabl e element is used
when you choose a database table name other
than the default.

j dbc- col um- nane- max-
i nactive-interval

Serves as an alternative name for the

W _max_inactive_interval columnname. This
j dbc- col um- name- max- i nactive-interval
element applies only to JDBC-based persistence. It
is required for certain databases that do not
support long column names.

url-rewriting-enabl ed true

Enables URL rewriting, which encodes the session
ID into the URL and provides session tracking if
cookies are disabled in the browser.

htt p- proxy- cachi ng-of- true
cooki es

When set to f al se, WebLogic Server adds the
following header with the following response:

"Cache-control: no-cache=set-cookie"

This indicates that the proxy caches do not cache
the cookies.
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Element Name

Default Value

Value

encode- session-id-in-
query- par ams

false

The latest servlet specification requires containers
to encode the session ID in path parameters.
Certain Web servers do not work well with path
parameters. In such cases, the encode- sessi on-
i d-in-query-parans element should be set to
true. (The default is f al se.)

runtime-main-attribute

Used in Ser vl et Sessi onRunt i nreMBean. The
get Mai nAttribute() ofthe

Ser vl et Sessi onRunt i neMBean returns the
session attribute value using this string as a key.
Example: user - nane

This element is useful for tagging session runtime
information for different sessions.

monitoring-attribute-
nane

Configures the monitoring ID for a given HTTP
session.

HTTP sessions are identified with a monitoring ID.
By default, the monitoring ID for a given HTTP
session is a random string (not the same as a
session ID for security reasons). This monitoring 1D
can be configured by setting the noni t ori ng-

at t ri but e- name element in session-descriptor of
the webl ogi c. xm deployment descriptor and
then setting a session attribute the defined
monitoring-attribute-nane. ThetoString()
of the session attribute value will then be used as a
monitoring ID.

This element is useful for tagging session runtime
information for different sessions. For example, you
can set it to "username", if you have a "username"
attribute that is unique.

cooki e-http-only

true

Specifies whether Ht t pOnl y cookies are enabled.
When this element is set to t r ue, all session
cookies would be unavailable to the browser
scripts. The default value is t r ue. Therefore,

Ht t pOnl y cookies are enabled by default.

aut h- cooki e-i d-1ength

20

Defines the length of the secure cookie,

_W._AUTHCOOKI E_JSESSI ONI D. The default

cookie length is 20, and the minimum cookie length
is 8.

url-match-map

Use this element to specify a class for URL pattern matching. The WebLogic Server default
URL match mapping class is webl ogi c. servl et. utils. URLMat chMap, which is based on Java
EE standards. Another implementation included in WebLogic Server is

Si npl eApacheURLMat chMap, which you can plug in using the ur | - mat ch- map element.

Rule for Si npl eApacheURLMat chMap:

If you map *. j ws to JWsSer vl et then
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http://exanpl e. cont bar . j ws/ baz will be resolved to JWSSer vl et with pat hinfo = baz.
Configure the URLMat chMap to be used in webl ogi c. xm as in the following example:
<url - mat ch- map>

webl ogi c. servlet.utils. SinpleApacheURLNMat chMap
</ url - mat ch- map>

virtual-directory-mapping

Use the vi rtual - di rect ory- mappi ng element to specify document roots other than the default
document root of the Web application for certain kinds of requests, such as image requests. All
images for a set of Web applications can be stored in a single location, and need not be copied
to the document root of each Web application that uses them. For an incoming request, if a
virtual directory has been specified, the servlet container will search for the requested resource
first in the virtual directory and then in the Web application's original document root. This
defines the precedence if the same document exists in both places.

Example:

<virtual - di rectory- mappi ng>
<l ocal - pat h>c: /usr/gi fs</I ocal - pat h>
<url-pattern>/inmages/*</url-pattern>
<url-pattern>*.jpg</url-pattern>

</virtual -directory-mppi ng>

<virtual - di rectory- mappi ng>
<l ocal - pat h>c: /usr/ common_j sps. j ar</ 1 ocal - pat h>
<url-pattern>*.jsp</url-pattern>

</virtual -directory-mppi ng>

The following table describes the elements you can define within the vi rt ual - di rect ory-
mappi ng element.

Table B-17 virtual-directory-mapping Elements
]

Element Required/Optional Description
| ocal -path Required Specifies a physical location on the disk.
url-pattern Required Contains the URL pattern of the mapping. Must

follow the rules specified in Section 11.2 of the
Servlet API Specification.

The WebLogic Server implementation of virtual directory mapping requires that you have a
directory that matches the url-pattern of the mapping. The image example requires that you
create a directory named images at c: / usr/ gi f s/ i mages. This allows the servlet container to
find images for multiple Web applications in the images directory.

weblogic-version

The webl ogi c- ver si on element indicates the version of WebLogic Server on which this Web
application (as defined in the root element webl ogi c- web- app) is intended to be deployed. This
element is informational only and is not used by WebLogic Server.
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wl-dispatch-policy

Use the wl - di spat ch- pol i cy element to assign the Web application to a configured Work
Manager by identifying the Work Manager name. This Web application-level parameter can be
overridden by the dispatch policy setting at the individual servlet or JSP level. You can set the
dispatch policy by using:

e The servlet's wl - di spat ch-pol i cy, using <i ni t - par an»> of the <ser vl et > element in
web. xm

e The <di spat ch- pol i cy> element in the <servl et - descri pt or > element of webl ogi c. xm

@ Note

The <di spat ch- pol i cy> setting in webl ogi c. xm overrides the w - di spat ch- pol i cy
<i ni t - paran® configuration in web. xni .

work-manager

The wor k- manager element is a sub-element of the webl ogi c- web- app element. You can define
the following elements within the wor k- manager element.

Table B-18 work-manager Elements
]

Element Required/Optional Description

name Required Specifies the name of the Work Manager.
response-tine-request-  Optional You can choose between the following four
class, fair-share- elements:

request-class, context- + response-tinme-request-cl ass—Defines
request-class, request- the response time request class for the

cl ass-nane application. Response time is defined with

attribute goal-ms in milliseconds. The
increment is ((goal - T) Cr)/R, where T is the
average thread use time, R the arrival rate,
and Cr a coefficient to prioritize response time
goals over fair shares.

- fair-share-request-cl ass—Defines the
fair share request class. Fair share is defined
with attribute percentage of default share.
Therefore, the default is 100. The increment is
Cf/(P R T), where P is the percentage, R the
arrival rate, T the average thread use time, and
Cf a coefficient for fair shares to prioritize them
lower than response time goals.

e context-request-cl ass—Defines the
context class. Context is defined with multiple
cases mapping contextual information, like
current user or its role, cookie, or work area
fields to named service classes.

e request - cl ass- name—Defines the request
class name.
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Table B-18 (Cont.) work-manager Elements
]

Element Required/Optional Description

m n-threads-constraint, Optional You can choose between the following two
m n-t hreads- constrai nt - elements:

name * mn-threads-constrai nt—Used to

guarantee a number of threads the server
allocates to requests of the constrained work
set to avoid deadlocks. The default is zero. A
min-threads value of one is useful, for
example, for a replication update request,
which is called synchronously from a peer.

e nin-threads-constraint-name—Defines a
name for the m n-t hr eads- constrai nt

element.
max-t hreads-constraint, Optional You can choose between the following two
max-t hr eads- constrai nt - elements:
nane « max-threads-constrai nt —Limits the

number of concurrent threads executing
requests from the constrained work set. The
default is unlimited. For example, consider a
constraint defined with maximum threads of 10
and shared by 3 entry points. The scheduling
logic ensures that not more than 10 threads
are executing requests from the three entry
points combined.

e max-threads-constrai nt - name—Defines a
name for the max- t hr eads- const r ai nt
element.

capacity, capacity-nane Optional You can choose between the following two
elements:

e capacit y—Constraints can be defined and
applied to sets of entry points, called
constrained work sets. The server starts
rejecting requests only when the capacity is
reached. The default is zero. Note that the
capacity includes all requests, queued or
executing, from the constrained work set. This
constraint is primarily intended for subsystems
like IMS, which do their own flow control. This
constraint is independent of the global queue
threshold.

e capacity- name—Defines a name for the
capacity element.

Backward Compatibility Flags

For WebLogic Server, backward compatibility for WebLogic Server 9.2 or earlier is supported
via the backwar d- conpat i bl e element within the j sp- descri pt or element.
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Compatibility with JSP 2.0 Web Applications

JSP 2.1 is supported as of WebLogic Server 10.0. Depending on the version of the Web
application (version 2.4 or 2.5) and the setting of the backwar d- conpat i bl e element in the
weblogic.xml descriptor file, WebLogic Server will also support JSP 2.0.

JSP Behavior and Buffer Suffix

* If a Web application version is 2.5 (for example, its web. xnl has a version attribute of 2.5)
and the backwar d- conpat i bl e flag is set to f al se, then:

— All version 2.1 JSP/TAG files will follow the new JSP behavior.

— All version 2.0 or earlier JSP/TAG files will follow the previous JSP 2.0 or earlier
behavior.

* If a Web application version is 2.5 and the backwar d- conpati bl e flag is setto t r ue, then
all JSP/TAG files will follow the previous JSP 2.0 or earlier behavior.

e |If the Web application version is 2.4 or earlier, then all JISP/TAG files will follow the
previous JSP 2.0 or earlier behavior no matter how the backwar d- conpat i bl e flag is set.

Implicit Servlet 2.5 Package Imports

The Servlet 2.5 specification mandates that only the j ava. | ang. *, j avax. servlet. *,
javax.servlet.jsp.*, andjavax. servlet.http.* packages be implicitly imported. In
compliance with the Servlet 2.5 specification, WebLogic Server will only import these
mandated packages. Whereas, previous releases of WebLogic Server also imported the
java.io.* java.util.*, andjavax.servlet.|sp.tagext.* packages.

WebLogic Server will follow the previous 2.4 or earlier behavior and import the non-mandated
packages, if any of the following occur:

e The backwar d- compat i bl e flag is set to t r ue in the weblogic.xml descriptor file.
e The Web application version is 2.4 or earlier.

e The individual JSP/TAG files in a version 2.5 Web application are version 2.0 or earlier.

Web Container Global Configuration

To configure your Web container at a global level, use the WebAppCont ai ner MBean. For
information on the WebAppCont ai ner MBean attributes and how to use them to specify domain-
wide defaults for all of your Web applications, see the WebAppCont ai ner MBean.
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Support for GlassFish Deployment Descriptors

Learn about WebLogic Server support for GlassFish deployment descriptors. WebLogic Server
offers support for a subset of GlassFish deployment descriptors so that basic Web applications
which deploy and run on GlassFish Server can be deployed on WebLogic Server.

If a Web application has both webl ogi ¢. xml and gl assfi sh-web. xm or sun-web. xni ,
WebLogic Server will use webl ogi c. xml and ignore the GlassFish deployment descriptors. If a
Web application has both gl assfi sh-web. xm and sun-web. xm , WebLogic Server will use

gl assfish-web. xm and ignore sun-web. xm .

If the GlassFish element is on the list of supported deployment descriptors described in

Table C-1, WebLogic Server will use the settings of its counterpart element in webl ogi c. xn . If
the element is not on the list of supported deployment descriptors, WebLogic Server will ignore
the element.

When gl assfi sh-web. xn or sun-web. xm is being used, WebLogic Server emits an INFO
level log message including whether individual settings are being used or ignored. WebLogic
Server will not generate or persist the corresponding webl ogi c. xm descriptor elements.

@ Note

Web services do not support gl assfi sh-web. xm deployment descriptor elements. If
you are using Web services and define GlassFish elements in your Web application,
the GlassFish deployment descriptors will not work.

Table C-1 Supported GlassFish Deployment Descriptors

. ___________________________________________________________________________________________________|]
glassfish-web.xml Element Name Corresponding weblogic.xml Element Name

cont ext -root

context-root

security-rol e-mappi ng security-role-assignment

« role-nane e role-nane

e principal -nane e principal -nane

e group-nane e principal-nane

session-config session-descriptor

¢ session-manager: manager - - invalidation-interval-seconds
properties:reaplnterval Seconds ¢ max-in-menory-sessions

*  session-nmanager : manager - e persistent-store-dir
properties: maxSessi ons « tineout-secs

sessi on- manager: store-properties: directory
sessi on-properties:timeout Seconds

ej b-ref ejb-reference-description
e ejb-ref-nane e ejb-ref-nane
e jndi-nanme e jndi-nane
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Table C-1 (Cont.) Supported GlassFish Deployment Descriptors

glassfish-web.xml Element Name

Corresponding weblogic.xml Element Name

resour ce-ref
« res-ref-name
e jndi-name

resource-description
« res-ref-name
¢ jndi-nane

resour ce- env-ref
e resource-env-ref-nane
e jndi-name

resource-env-description
« resource-env-ref-nane
¢ jndi-nane

cl ass-| oader
- delegate

container-descriptor
o prefer-web-inf-classes

jsp-config

- checklnterva
« keepgenerated
e scratchdir

e page- check-seconds
+  keepgenerat ed
« working-dir
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Web Application Best Practices

Learn Oracle best practices for designing, developing, and deploying WebLogic Web
applications and application resources in WebLogic Server.
This appendix includes the following sections:

CGI Best Practices

Review the CGI best practices with respect to calling a subscript.

You can use sh subscri pt. sh for both exploded (unarchived) Web applications and
archived Web applications (WAR files).

You can use sh $PWY subscri pt. sh for both exploded (unarchived) Web applications and
archived Web applications (WAR files).

You can use sh $DOCUMENT_ROOT/ $PATH subscri pt. sh for exploded (unarchived) Web
applications. You cannot use it, however, for archived Web applications (WAR files). This is
due to the fact that the document root might point you to the root of your WAR file, and the
scripting language cannot open that WAR file and locate the subscri pt. sh needed for
execution. This is true not only for sh, but for any scripting language.

Servlet Best Practices

When writing HTTP servlets, review the recommended best practices.

Compile your servlet classes into the VEB- | NF/ cl asses directory of your Web application.

Make sure your servlet is registered in the Java EE standard Web applications deployment
descriptor (web. xm ).

When responding to a request for a servlet, WebLogic Server checks the time stamp of the
servlet class file prior to applying any filters associated with the servlet, and compares it to
the servlet instance in memory. If a newer version of the servlet class is found, WebLogic
Server re-loads all servlet classes before any filtering takes place. When the servlets are
re-loaded, the i nit () method of the servlet is called. All servlets are reloaded when a
modified servlet class is discovered due to the possibility that there are interdependencies
among the servlet classes.

You can set the interval (in seconds) at which WebLogic Server checks the time stamp with
the Servl et Rel oad attribute. If you set this attribute to zero, WebLogic Server checks the
time stamp on every request, which can be useful while developing and testing servlets but
is needlessly time consuming in a production environment. If this attribute is setto - 1,
WebLogic Server does not check for modified servlets.

Best Practice When Subclassing ServletResponseWrapper

Jakarta EE provides the class j akart a. servl et. Servl et ResponseW apper , which you can
subclass in your Servlet to adapt its response.
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Best Practice When Subclassing ServletResponseWrapper

Oracle recommends that if you create your own response wrapper by subclassing the
Servl et ResponseW apper class, you should always override the f | ushBuf fer () and
reset Buf f er () methods. Not doing so might result in the response being committed
prematurely.
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HTTP Proxy Servlet Parameters

Debug

Read descriptions of the Ht t pPr oxySer vl et parameters.
This appendix includes the following topics:

Default: OFF

Sets the type of logging performed for debugging operations. The debugging information is
written to ¢: \ TEMP\ Wl pr oxy. | og on Windows NT/2000 systems.

Override this location and filename by setting the W.LogFi | e parameter to a different directory
and file. (See the W.TenpDi r parameter for an additional way to change this location.)

Ensure that the directory of the log file has write permission. Set any of the following logging
options (HFC,HTW,HFW, and HTC options may be set in combination by entering them
separated by commas, for example "HFC,HTW"):

e ON: The plug-in logs informational and error messages.
e OFF: No debugging information is logged.
e HFC: The plug-in logs headers from the client, informational, and error messages.

e HTW The plug-in logs headers sent to WebLogic Server, and informational and error
messages.

e HFW The plug-in logs headers sent from WebLogic Server, and informational and error
messages.

e HTC: The plug-in logs headers sent to the client, informational messages, and error
messages.

e ERR: Prints only the Error messages in the plug-in.

e ALL: The plug-in logs headers sent to and from the client, headers sent to and from
WebLogic Server, information messages, and error messages.

® Note
For Ht t pProxySer vl et , there are only two options: TRUE( ON) and FALSE( OFF) .

For information on setting logging without using the deprecated parameter, see Deprecated
Directives for Apache HTTP Server.

DebugConfiginfo

Default: OFF

Enables the special query parameter " WebLogicBridgeConfig". Use it to get details about
configuration parameters from the proxy plug-in.
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For example, if you enable "__WebLogicBridgeConfig" by setting DebugConf i gl nf o and then
send a request that includes the query string ?__WebLogicBridgeConfig, then the proxy plug-in
gathers the configuration information and run-time statistics and returns the information to the
browser. The proxy plug-in does not connect to Oracle WebLogic Server in this case.

This parameter is strictly for debugging and the format of the output message can change with
releases. For security purposes, keep this parameter turned OFF in production systems.

DefaultFileName

Default: none
If the URI is "/" then the proxy plug-in performs the following steps:

1. Trims the path specified with the Pat hTri mparameter.
2. Appends the value of Def aul t Fi | eNane.
3. Prepends the value specified with Pat hPr epend.

This procedure prevents redirects from Oracle WebLogic Server.

Set the DefaultFileName to the default welcome page of the Web application in Oracle
WebLogic Server to which requests are being proxied. For example, If the Def aul t Fi | eNane is
set to welcome.html, an HTTP request like "http://somehost/weblogic" becomes "http://
somehost/weblogic/welcome.html". For this parameter to function, the same file must be
specified as a welcome file in all the Web Applications to which requests are directed. See
Configuring Welcome Files in Developing Web Applications, Servlets, and JSPs for Oracle
WebLogic Server.

Note for Apache users: If you are using Stronghold or Raven versions, define this parameter
inside of a Locat i on block, and not in an | f Modul e block.

FileCaching

Default: ON

When set to ON, and the size of the POST data in a request is greater than 2048 bytes, the
POST data is first read into a temporary file on disk and then forwarded to Oracle WebLogic
Server in chunks of 8192 bytes. This preserves the POST data during failover, allowing all
necessary data to be repeated to the secondary if the primary goes down.

When Fi | eCachi ng is ON, any client that tracks the progress of the POST will see that the
transfer has completed even though the data is still being transferred between the WebServer
and WebLogic. So, if you want the progress bar displayed by a browser during the upload to
reflect when the data is actually available on the Oracle WebLogic Server, you might not want
to have Fi | eCachi ng ON.

When set to OFF and the size of the POST data in a request is greater than 2048 bytes, the
reading of the POST data is postponed until an Oracle WebLogic Server cluster member is
identified to serve the request. Then the proxy plug-in reads and immediately sends the POST
data to Oracle WebLogic Server in chunks of 8192 bytes.

Turning Fi | eCachi ng OFF limits failover. If the Oracle WebLogic Server primary server goes
down while processing the request, the POST data already sent to the primary cannot be
repeated to the secondary.
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Finally, regardless of how Fi | eCachi ng is set, if the size of the POST data is 2048 bytes or less
the proxy plug-in will read the data into memory and use it if needed during failover to repeat to
the secondary.

KeepAliveEnabled

Default: ON

This directive enables pooling of connections between the proxy plug-in and Oracle WebLogic
Server. Valid values are ON and OFF.

While using Apache prefork mpm, Apache web server might fail. Set KeepAl i veEnabl ed to OFF
when using prefork mpm or use worker mpm in Apache.

® Note

If both KeepAl i veEnabl ed and HTTP/2 are configured for a back-end connection, the

following message is generated:
KeepAl i veEnabl ed option will be ignored since HTTP/2 connection is enabled

KeepAliveSecs

Default: 20

The length of time after which an inactive connection between the proxy plug-in and Oracle
WebLogic Server is closed. You must set KeepAl i veEnabl ed to t r ue (ON when using the
Apache HTTP Server) for this parameter to be effective.

The value of this parameter must be less than or equal to the value of the Dur ati on field set in
the Remote Console on the Server > Protocols > HTTP page, or the value set on the server
MBean with the KeepAl i veSecs attribute.

MaxPostSize

Default: 0

Maximum allowable size of POST data, in bytes. If the content-length exceeds MaxPost Si ze,
the proxy plug-in returns an error message. If set to 0, the size of POST data is not checked.
This is useful for preventing denial-of-service attacks that attempt to overload the server with
POST data.

PathPrepend

Default: null

As per the RFC specification, generic syntax for URL is:

[ PROTOCOL] : / / [ HOSTNAME] : { PORT}/ { PATH} / { FI LENAME} ; { PATH_PARAMS} / { QUERY_STRI NG} . . .

Pat hPr epend specifies the path that the proxy plug-in prepends to the { PATH} portion of the

original URL, after PathTrim is timmed and before the request is forwarded to Oracle
WebLogic Server.
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If you must append a File Name, use Def aul t Fi | eNane parameter instead of Pat hPr epend.

Default: null
As per the RFC specification, generic syntax for URL is:

[ PROTOCOL] : / / [ HOSTNANE] : { PORT} / { PATH} / { FI LENAVE} ; { PATH_PARAVB} / { QUERY_STRING} . . .

Pat hTr i mspecifies the string trimmed by the proxy plug-in from the { PATH} / { FI LENAVE} portion
of the original URL, before the request is forwarded to Oracle WebLogic Server. For example, if
the http:// nyWeb. server. con webl ogi ¢/ f oo URL is passed to the proxy plug-in for parsing
and if Pat hTri mhas been set to strip off / webl ogi ¢, before handing the URL to Oracle
WebLogic Server, the URL forwarded to Oracle WebLogic Serveris http://

myWeb. server. com 7001/ f oo.

If you are newly converting an existing third-party server to proxy requests to Oracle WebLogic
Server using the proxy plug-in, you will need to change application paths to / f 0o to include
webl ogi ¢/ f 00. You can use Pat hTri mand Pat hPr epend in combination to change this path.

Configure the Pat hTri mparameter inside the <Locat i on> tag.

The following configuration is incorrect because the Pat hTri mparameter is not configured
inside the <Locati on> tag:

<Location /webl ogi c>
W.SRequest On
</ Locat i on>

<I f Modul e nmod_webl ogi c. ¢>
WebLogi cHost | ocal host
WebLogi cPort 7001

Pat hTri m /webl ogi c

</ 1 f Modul e>

The following configuration is correct:

<Location /webl ogi c>
W.SRequest On
Pat hTri m / webl ogi c
</ Locati on>

The <Locat i on> directive limits the scope of the enclosed directives by URL. See Apache
Location Directive.

SecureProxy

Default: OFF

Set this parameter to ON to enable the use of the SSL protocol for all communication between
the proxy plug-in and Oracle WebLogic Server. Remember to configure a port on the
corresponding Oracle WebLogic Server for the SSL protocol before defining this parameter.
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This parameter may be set at two levels: in the configuration for the main server and—if you
have defined any virtual hosts—in the configuration for the virtual host. The configuration for
the virtual host inherits the SSL configuration from the configuration of the main server if the
setting is not overridden in the configuration for the virtual host.

WebLogicHost

Required when proxying to a single Oracle WebLogic Server.
Default: none

Oracle WebLogic Server host (or virtual host name as defined in Oracle WebLogic Server) to
which HTTP requests should be forwarded. If you are using a Oracle WebLogic cluster, use the
WebLogi cC ust er parameter instead of WebLogi cHost .

WebLogicPort

Required when proxying to a single Oracle WebLogic Server.
Default: none

The port at which Oracle WebLogic Server host is listening for connection requests from the
proxy plug-in (or from other servers). (If you are using SSL between the proxy plug-in and
Oracle WebLogic Server, set this parameter to the SSL listen port and set the Secur ePr oxy
parameter to ON).

If you are using a Oracle WebLogic Cluster, use the WebLogi cCl ust er parameter instead of
VWebLogi cPort.

WLCookieName

Default: JSESS| ONI D

If you change the name of the Oracle WebLogic Server session cookie in the Oracle WebLogic
Server Web application, then you must change the W.Cooki eNane parameter in the proxy plug-
in to the same value. The name of the Oracle WebLogic session cookie is set in the WebLogic-
specific deployment descriptor, in the <sessi on- descri pt or > element in webl ogi ¢. xn .

WLIOTimeoutSecs

New name for HungSer ver Recover Secs.
Default: 120

Defines the amount of time the proxy plug-in waits for a response to a request from Oracle
WebLogic Server. The proxy plug-in waits for W.I OTi meout Secs for the server to respond, and
then declares that the server is dead, and fails over to the next server. You must set the value
to a large value. If the value is less than the time the servlets take to process, you might see
unexpected results.

Minimum value: 10

Maximum value: 2147483647
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WLLogFile

Default: See the Debug parameter.

Specifies path and file name for the log file that is generated when the Debug parameter is set
to ON. You must create this directory before setting this parameter.

For information on setting logging without using the deprecated parameter, see Deprecated
Directives for Apache HTTP Server.

WLProxyPassThrough

Default: OFF

If you have a chained proxy setup, where a proxy plug-in is running behind some other proxy
or load balancer, you must explicitly enable the W.Pr oxyPassThr ough parameter. This
parameter allows the header to be passed through the chain of proxies.

WLProxySSL

Default: OFF

Set this parameter to ONto maintain SSL communication between the proxy plug-in and Oracle
WebLogic Server when the following conditions exist:

e An HTTP client request specifies the HTTPS protocol.

e The request is passed through one or more proxy servers (including the Oracle WebLogic
Server Proxy Plug-in).

e The connection between the proxy plug-in and Oracle WebLogic Server uses the HTTP
protocol.

When WL.Pr oxySSL is set to ON, the location header returned to the client from Oracle WebLogic
Server specifies the HTTPS protocol.

WLProxySSLPassThrough

Default: OFF

If a load balancer or other software deployed in front of the web server and proxy plug-in is the
SSL termination point, and that product sets the W.- Pr oxy- SSL request header to t r ue or

f al se based on whether the client connected to it over SSL, set W.Pr oxySSLPassThr ough to ON
so that the use of SSL is passed on to the Oracle WebLogic Server.

If the SSL termination point is in the web server where the proxy plug-in operates, or the load
balancer does not set W.- Proxy- SSL, set W.Pr oxy SSLPassThr ough to OFF (default).
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