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Preface

Audience

This document describes how you manage Oracle WebLogic Server startup, shutdown, and
server life cycle. It also describes WebLogic features that help you prevent and recover from
server failure.

e Audience

«  Documentation Accessibility

» Diversity and Inclusion

» Related Documentation

e Conventions

This document is a resource for system administrators and operators responsible for
monitoring and managing a WebLogic Server installation. It is relevant to all phases of a
software project, from development through test and production phases.

It is assumed that the reader is familiar with Jakarta Platform, Enterprise Edition (Jakarta EE)
and web technologies, object-oriented programming techniques, and the Java programming
language.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.
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Related Documentation

*  Creating WebLogic Domains Using the Configuration Wizard
e Understanding Domain Configuration for Oracle WebLogic Server
e Oracle WebLogic Remote Console Online Help

New and Changed WebLogic Server Features

For a comprehensive listing of the new WebLogic Server features introduced in this release,
see What's New in Oracle WebLogic Server.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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Starting and Stopping Servers

There are many different ways you can start and stop Oracle WebLogic Server instances. You
can use the WebLogic Remote Console, a command window, a script, or Node Manager. No
matter how you start a server, the end result passes a set of configuration options to initialize a
Java Virtual Machine (JVM). The server instance runs within the JVM, and the JVM can host
only one server instance.

For a concise overview of starting and stopping servers, see Starting and Stopping Servers:
Quick Reference.

This chapter includes the following topics:

Starting Servers: Before You Begin
Before starting a server instance, you must perform the prerequisite steps to set up the
server environment.

Version Requirements for a Domain
All WebLogic Server instances within the same administrative domain must be at the same
major and minor version. You cannot mix server versions within a domain.

Provide User Credentials to Start and Stop Servers
To start and stop WebLogic Server instances, you must provide the credentials of a user
who is permitted to start and stop servers for the domain.

Starting an Administration Server with a Startup Script
Use the st art WebLogi ¢ script to start an Administration Server. It sets the environment
variables and starts a Java Virtual Machine (JVM) to run a WebLogic Server instance.

Starting an Administration Server with the java weblogic.Server Command
To start an Administration Server from the command line, use the j ava webl ogi c. Server
command.

Starting an Administration Server Using WLST and Node Manager
Node Manager is a utility for the remote control of WebLogic Server instances. Use the
WLST nnfst art command to start an Administration Server.

Starting an Administration Server Using WLST Without Node Manager
Use the WLST st art Server command, to start the Administration Server without using
Node Manager.

Connect to the Administration Server in Secured Production Mode

Before you can start and connect to an Administration Server with secured production
mode enabled, you may need to perform additional configuration depending on your
existing security settings.

Starting Managed Servers with a Startup Script

Use the st art ManagedWebLogi ¢ script to start Managed Servers. The script uses a Java
command to set the environment variables and start a Java Virtual Machine (JVM) that
runs a WebLogic Server instance.

Starting Managed Servers from the Remote Console
Use the WebLogic Remote Console to start an Administration Server and its Managed
Servers.

Starting Managed Servers and Clusters with WLST and Node Manager
Use WLST and Node Manager to start Managed Server instances in a WebLogic cluster.
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Chapter 1
Starting Servers: Before You Begin

- Starting Managed Servers with the java weblogic.Server Command
Use the j ava webl ogi c. Ser ver command to start Managed Servers.

» Starting a Managed Server When the Administration Server Is Unavailable
You can start a Managed Server in Managed Server Independence (MSI) mode if it is
unable to connect to the Administration Server during startup.

e  Start Managed Servers in Secured Production Mode

o Start Managed Servers when Using Domain Keystores
Domain Keystores are a set of identity and trust keystores that are managed by the
Certificate Management Service.

e Other Startup Tasks
Consider these miscellaneous WebLogic Server startup tasks:

»  Shutting Down Instances of WebLogic Server
Shut down a WebLogic Server instance gracefully by using the WebLogic Remote Console
or a stop script. A graceful shutdown allows in-flight work to complete according to the
configured shutdown behavior and avoids unnecessary session loss. Use an operating-
system command to terminate the Java Virtual Machine (JVM) only when normal shutdown
methods cannot stop the server. Killing the JVM immediately stops processing, can lose
session data, and can corrupt confi g. xn if the Administration Server is writing the file.

Starting Servers: Before You Begin

Before starting a server instance, you must perform the prerequisite steps to set up the server
environment.

Depending on the method you choose to manage server startup and what setup tasks you
have already performed, you might need to complete the following procedures before you can
start server instances:

e Meet version requirements — Version Requirements for a Domain.

* Create a domain — Choosing the Appropriate Technology for Your Administrative Tasks in
Understanding Oracle WebLogic Server.

*  Provide user credentials — Provide User Credentials to Start and Stop Servers.

* Setup Node Manager — Node Manager Overview in the Administering Node Manager for
Oracle WebLogic Server.

»  Configure Managed Server connections to the Administration Server — Configuring
Managed Server Connections to the Administration Server.

»  Specify Java startup options — Specifying Java Options for a WebL ogic Server Instance.

Version Requirements for a Domain

All WebLogic Server instances within the same administrative domain must be at the same
major and minor version. You cannot mix server versions within a domain.

Server instances within a domain can be at different patch set levels as long as the
Administration Server is at the same patch set level or higher than its Managed Servers. For
example, if the Managed Servers are at version 14.1.1, then the Administration Server can be
either version 14.1.1, 14.1.2, or higher. However, if the Managed Servers are at 14.1.1, then
the Administration Server must be at 14.1.1 or higher. Also, all server instances within a cluster
must be at the same patch set level.
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Provide User Credentials to Start and Stop Servers

Provide User Credentials to Start and Stop Servers

To start and stop WebLogic Server instances, you must provide the credentials of a user who is
permitted to start and stop servers for the domain.

See Users, Groups, and Security Roles in Securing Resources Using Roles and Policies for
Oracle WebLogic Server.

Table 1-1 describes providing user credentials when starting a WebLogic Server instance.

Table 1-1 Providing User Credentials
|

If you specify this... The server instance does this...
User Name and password on the command line. Uses them and does not prompt you for either
credential.

User Name and password in boot . properties.  Uses them and does not prompt you for either
credential.

Neither user name nor password on the command <  Prompts you for the user name.
line. «  Prompts you for the password twice.

User Name but no password on the command line. <  Uses the user name from the command line.
e Prompts you for the password twice.

Password but no user name on the command line. +  Prompts you for the user name.

* Ignores the password from the command line
and prompts you for the password twice.

@® Note

Do not put a user name or password in a start script or pass credentials through -
Dwebl ogi ¢. managenent . user name and - Dwebl ogi c. managenent . passwor d. These
system properties are deprecated. For unattended startup, use a server-specific

boot . properti es file as described in Boot Identity Files. Restrict access to the file and
its containing directory; on UNIX systems, Oracle recommends mode 600 for

boot . properties and mode 740 for the server's security directory.

These sections describe the following tasks:

*  Specifying an Initial Administrative User for a Domain

* Boot Identity Files

»  Specifying User Credentials for Starting a Server with Node Manager

* Changing the Credentials Used for Starting a Server

»  Starting Servers in Secured Production Mode

Specifying an Initial Administrative User for a Domain

When you create a domain, the Configuration Wizard prompts you to provide the user name
and password for an initial administrative user. The Configuration Wizard does the following
with this information:

1. Assigns the user to the Administrators security group.
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Provide User Credentials to Start and Stop Servers

The Administrators group grants the highest level of privileges for starting and managing
WebLogic Server. See Users, Groups, And Security Roles in Securing Resources Using
Roles and Policies for Oracle WebLogic Server.

2. Adds the user to the nyr eal msecurity realm.

A security realm is a collection of components (providers) that authenticate user names,
determine the type of resources that the user can access, and provide other security-
related services for WebLogic resources. WebLogic Server installs the nyr eal msecurity
realm and uses it by default.

You can use the Remote Console to add users to security realms. If you use an
Authentication provider other than the one that WebLogic Server installs, you must use the
provider's administration tools to create at least one user with administrative privileges.

3. If you are creating a domain in development mode, the wizard creates a boot identity file in
the securi ty directory of the Administration Server's root directory. The boot identity file
contains an encrypted version of the user name and password which lets you bypass the
login prompt during subsequent instantiations of the server. See Boot Identity Files.

In production domains, you are prompted to enter user credentials on the command line
when booting the server.

Boot Identity Files

A boot identity file is a text file that contains user credentials for starting and stopping an
instance of WebLogic Server. An Administration Server can refer to this file for user credentials
instead of prompting you to provide them. Because the credentials are encrypted, using a boot
identity file is much more secure than storing unencrypted credentials in a startup or shutdown
script. If there is no boot identity file when starting a server, the server instance prompts you to
enter a user name and password.

If you start a Managed Server from a script that invokes the j ava webl ogi ¢. Server command
(or if you invoke the j ava webl ogi c. Server command directly), a Managed Server can also
refer to a boot identity file. If the Managed Server and Administration Server use the same root
directory, the Managed Server can refer to the Administration Server's boot . properti es file. If
a Managed Server's securi ty directory contains a valid boot . properti es file, it uses this file
during its startup process by default. The boot . properti es file can be different for each server
instance in the domain.

If you use the Node Manager to start a Managed Server, the Node Manager encrypts and
saves the credentials with which it started the server in a server-specific boot . properti es file
for use in automatic restarts. This file is located in DOVAI N_NAVE/ ser ver s/ SERVER NAME/ dat a/
nodemanager , where DOMAI N_NAME is the name of the directory in which you located the domain
and SERVER_NAME is the name of the server. See Node Manager Configuration and Log Files in
the Administering Node Manager for Oracle WebLogic Server.

The following sections describe working with boot identity files:

e Creating a Boot Identity File for an Administration Server

e Using java weblogic.Server to Create a Boot Identity File for an Administration Server

« Creating Boot Identity Files for Managed Servers

 How a Server Uses a Boot Identity File at Startup

«  Removing Boot Identity Files After Startup

e Limitation Regarding User weblogic
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Creating a Boot Identity File for an Administration Server

If you use the Configuration Wizard to create a domain in development mode, the
Configuration Wizard creates an encrypted boot identity file in the securi ty directory of the
Administration Server's root directory. See Domain Directory Contents in Understanding
Domain Configuration for Oracle WebLogic Server.

If a boot identity file for an Administration Server does not already exist, and if you want to
bypass the prompt for user name and password, create one as follows.

1. Start the Administration Server at least once and provide the user credentials on the
command line.

During the Administration Server's initial startup process, it generates security files that
must be in place before a server can use a boot identity file.

2. Place the following two lines in a text file:

user nane=user nane
passwor d=passwor d

The user name and password values must match an existing user account in the
Authentication provider for the default security realm and must belong to a role that has
permission to start and stop a server. See Users, Groups, And Security Roles in Securing
Resources Using Roles and Policies for Oracle WebLogic Server.

3. Save the file.

If you save the file as boot . properti es and locate it in the securi ty directory of the
server's root directory, the server automatically uses this file during its subsequent startup
cycles. See How a Server Uses a Boot Identity File at Startup.

The first time you use this file to start a server, the server reads the file and then overwrites
it with an encrypted version of the user name and password.

Using java weblogic.Server to Create a Boot Identity File for an Administration Server

@ Note

Use this technique only if you invoke the j ava webl ogi c. Server command from the
command line. If you use a script to start an Administration Server, Oracle
recommends that you do not use the technique described in this section for the
following reasons:

* Itrequires you to store an unencrypted password in the startup script.

» Each time you run the script, the server boots with the supplied user credentials
and then creates a new boot identity file.

Instead of following the steps in the previous section, Creating a Boot Identity File for an
Administration Server, you can create a boot identity file by invoking the webl ogi c. Ser ver
class directly on the command line and including the following options in the Java command:

- Dnebl ogi ¢. managenent . user name=user nane
- Dnebl ogi ¢. managenent . passwor d=passwor d
- Dnebl ogi c. syst em St oreBoot | dentity=true

Administering Server Startup and Shutdown for Oracle WebLogic Server
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These options cause the server instance to boot with the supplied user credentials and then
store them in a file named boot . properti es.

For example, the following command starts an Administration Server named myAdni nSer ver
and creates a boot identity file:

java -Dwebl ogi c. managenent . user nane=webl ogi ¢
- Dnebl ogi ¢. managenent . passwor d=passwor d

- Dwnebl ogi c. syst em St oreBoot | denti ty=true

- Dwnebl ogi ¢. Name=nyAdmi nServer webl ogi c. Server

For more information about invoking the webl ogi c. Server class directly from a command line,
see weblogic.Server Command-Line Reference in Command Reference for Oracle WebLogic
Server.

Creating Boot Identity Files for Managed Servers

If a Managed Server uses the same root directory as the Administration Server, it can use the
same boot properties file as the Administration Server. If you use a Node Manager to start a
Managed Server, you do not need to create a boot identity file. See Node Manager
Configuration and Log Files in Administering Node Manager for Oracle WebLogic Server.

To create a boot identity file for a Managed Server instance:

1. Start the domain's Administration Server to make sure that the required security files are in
the security directory of the Administration Server's domain and root directories. If the
files are not present, the Administration Server generates them.

See Domain Configuration Files in Understanding Domain Configuration for Oracle
WebLogic Server.

2. Place the following two lines in a text file:

user nane=user nane
passwor d=passwor d

The user name and password values must match an existing user account in the
Authentication provider for the default security realm and must belong to a role that has
permission to start a server. See Users, Groups, And Security Roles in Securing
Resources Using Roles and Policies for Oracle WebLogic Server.

3. Save the file.

If you save the file as boot . properti es and locate it in the securi ty directory of the
server's root directory, the server automatically uses this file during its subsequent startup
cycles. See How a Server Uses a Boot Identity File at Startup.

4. Repeat steps 2 and 3 for each Managed Server in the domain for which you want to create
a boot identity file.

The first time you use this file to start a server, the server reads the file and then overwrites
it with an encrypted version of the user name and password.

How a Server Uses a Boot Identity File at Startup

A server instance uses a boot identity file during its startup process as follows:

e Ifaserverssecurity directory contains a valid boot . properti es file, it uses this file
during its startup process by default. See A Server's Root Directory in Understanding
Domain Configuration for Oracle WebLogic Server.
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If you want to specify a different file (or if you do not want to store boot identity files in a
server's security directory), you can include the following argument in the server's
webl ogi c. Server startup command:

- Dnebl ogi c. syst em Boot | dentityFi | e=fil enanme

where fi | enane is the fully qualified pathname of a valid boot identity file.

To specify this argument in the st art \WebLogi ¢ script, add -
Dwebl ogi c. system Boot | dentityFil e as a value of the JAVA OPTI ONS variable. For
example:

set JAVA OPTI ONS=-
Dwebl ogi c. system Boot I dentityFil e=C:\ Oracl e\ user _domai ns\ nydomai n\ nyi dentity. prop

If you do not want a server instance to use a boot identity file during its startup cycle,
include the following options in the server's webl ogi c. Server startup command:

- Dnebl ogi ¢. managenent . user name=user nane
- Dnebl ogi ¢. managenent . passwor d=passwor d

These options cause a server instance to ignore any boot identity files and override other
startup options that cause a server to use boot identity files during it startup cycle.

@® Note

If you use a script to start a server instance, Oracle recommends that you do not
use this technigue because it requires you to store an unencrypted password in
the startup script. Use this technique only if you invoke the webl ogi c. Server class
directly from the command line. See weblogic.Server Command-Line Reference in
Command Reference for Oracle WebLogic Server.

If a server is unable to access its boot identity file during its startup cycle, it displays the
user name and password prompt in its command shell and writes a message to the log file.

For a given server instance, use only the boot identity file that the instance has created.
WebLogic Server does not support copying a boot identity file from one server root directory to
another.

For example, if you use Server Ato generate a boot identity file, use only that boot identity file
with Server A. Do not copy Ser ver A's boot identity file into the securi ty directory of Ser ver B.
Instead, create a boot identity file for Ser ver B as described in Creating a Boot Identity File for
an Administration Server or Creating Boot Identity Files for Managed Servers.

Removing Boot Identity Files After Startup

If you want to remove the boot identity file after a server starts, you can include the following
argument in the server's webl ogi c. Server startup command:

- Dwnebl ogi c. syst em RenoveBoot | dentity=true

This argument removes only the file that the server used to start. For example, if you specify -
Dwebl ogi c. system Boot | dentityFil e=c:\secure\boot. M/Server, only boot . MyServer is
removed, even if the server's root directory contains a file named boot . properti es. Open a
separate command shell and include the - Dnebl ogi c. syst em RenoveBoot | denti ty=true
argument in each Managed Server's webl ogi ¢. Server startup command to remove its boot
identity file.
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To specify this argument in the st art WebLogi ¢ script, add -
Dwebl ogi c. syst em RenoveBoot | dentity=t rue as a value of the JAVA_OPTI ONS variable. For

example:

set JAVA_OPTI ONS=- Dwebl ogi c. syst em RenoveBoot | dentity=true

Limitation Regarding User weblogic

If you install the WebLogic Server Examples component, the default user webl ogi ¢ is created
that has permission to start and stop WebLogic Server. When you set the password of the
webl ogi ¢ user, WebLogic Server does not automatically update this password in the

boot . properti es file, which is located in the DOVAI N_NAME/ ser ver s/ Admi nServer/ security

directory.

If you change the password for user webl ogi ¢, you can use either of the following workarounds
so that you can continue to boot a WebLogic Server instance using that user name and its new
password:

« Remove the boot . properti es file. Subsequently each time you start WebLogic Server,
you are prompted for the user name and password. The changed password for the
webl ogi ¢ user will be accepted.

* Modify the existing boot . properti es file, changing the user name and password as
follows:

user name=webl ogi ¢
passwor d=passwor d

Subsequently during the server startup process, the boot . properti es file is encrypted
again.

@ Note

Do not install the WebLogic Server Examples on a production machine. Keeping
the samples software and other development tools off the production machine
reduces the leverage intruders potentially have if they were to get partial access to
a WebLogic Server production machine.

Specifying User Credentials for Starting a Server with Node Manager

If you want the server instance to run under a different WebLogic Server user account, see
Configure Startup Arguments for a Managed Server in the Oracle WebLogic Remote Console
Online Help.

Changing the Credentials Used for Starting a Server

To change the user credentials that you provided to permit a user to start and stop WebLogic
Server instances for the domain:

* If using the WebLogic Authentication provider (also called Def aul t Aut hent i cat or), then
change the user password using the Remote Console or WLST.

If you are not using the WebLogic Authentication provider, then use the appropriate tool for
the external authentication store to change the user password.
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e If using the boot . properti es files, then edit the file to set the new password, as described
in Boot Identity Files.

« If using Node Manager to start server instances, and the user name and password are set
in the server start element (Ser ver St art MBean), then update the server start password
using the Remote Console or WLST.

» If using Node Manager to start server instances, and the user name and password are not
set in the server start element, then restart the Administration Server before attempting to
start Managed Servers.

Starting Servers in Secured Production Mode

When you start a domain that is in secured production mode, SSL/TLS must be properly
configured. Generally, this involves ensuring that keystores, ports, and listen addresses are
properly configured. For detailed information, see Using Secured Production Mode in
Administering Security for Oracle WebLogic Server.

Starting an Administration Server with a Startup Script

Use the st art WebLogi ¢ script to start an Administration Server. It sets the environment
variables and starts a Java Virtual Machine (JVM) to run a WebLogic Server instance.

An Administration Server is a WebLogic Server instance that maintains configuration data for a
domain. In a development environment, it is usually sufficient to start an Administration Server
and deploy your applications directly onto the Administration Server. In a production
environment, you create Managed Servers to run applications. See Understanding WebLogic
Server Domains in Understanding Domain Configuration for Oracle WebLogic Server.

You can start an Administration Server with a default startup script or create your own. To start
an Administration Server with the WebLogic Server-included startup script:

1. If you have not already done so, use the Configuration Wizard or WebLogic Scripting Tool
(WLST) to create a domain.

See Creating a WebLogic Domain in Creating WebLogic Domains Using the Configuration
Wizard or Creating Domains Using WLST Offline in Understanding the WebLogic Scripting
Tool.

2. Open a shell (command prompt) on the computer on which you created the domain.
3. Change to the directory in which you located the domain.

By default, this directory is ORACLE_HOME \ user _proj ect s\ domai ns\ DOVAI N_NANME,
where DOVAI N_NAME is the root directory of the domain. (The name of this directory is the
name of the domain.)

4. Run one of the following scripts:
e bin/startWblLogi c.cnmd (Windows)

e bin\startWbLogi c. sh (UNIX and Windows. On Windows, this script supports the
MKS and Cygnus BASH UNIX shell emulators.)
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@® Note

If you use a Configuration Wizard template that is provided by WebLogic Server, your
domain directory includes a start script named startWebLogic. If you use a domain
template from another source, the wizard might not create a start script, or it might
create a script with a different name. The template designer determines whether the
wizard creates a start script and the name of the script.

The following error may occur when using st art WebLogi c. cnd to boot WebLogic
Server:

Enter username to boot WebLogic server:webl ogic

<Error> <Security> <BEA-090782> <Server is Running in Production Mdde and Native
Li brary(termnalio)

to read the password securely fromcomandline is not found>

<Noti ce> <WebLogi cServer> <BEA-000388> <JVM cal | ed W.S shut down hook. The server
will force shutdown now>

<Al ert> <WebLogi cServer> <BEA-000396> <Server shutdown has been requested by
<W.S Kernel >>

<Noti ce> <WebLogi cServer> <BEA- 000365> <Server state changed to

FORCE_SHUTTI NG_DOW>

This error is caused by installing a 32-bit JDK on a 64-bit OS. To avoid this error,
install a 64-bit JDK on a 64-bit OS.

The st art WebLogi ¢ script does the following:

1.

Sets environment variables by invoking DOVAI N_NAME\ bi n\ set Donai nEnv. cmd

(set Domai nEnv. sh on UNIX), where DOVAI N_NAME is the directory in which you located the
domain; for example, ORACLE_HOME \ user _pr oj ect s\ domai ns\ DOVAI N_NAME, and
where ORACLE_HOME is the directory you specified as Oracle Home when you installed
Oracle WebLogic Server.

® Note

set Domai nEnv is designed to be sourced from other scripts, such as the
start\WebLogi ¢ script. set Domai nEnv should not be called directly from within an
interactive shell. Doing so can cause unpredictable issues in the domain.

Invokes the j ava webl ogi c. Ser ver command, which starts a JVM that is configured to run
a WebLogic Server instance.

When the server successfully completes its startup process, it writes the following
message to standard out (which, by default, is the command window):

<Not i ce> <WebLogi cServer > <BEA- 000360> <Server started in RUNNI NG
node>

Starting an Administration Server with the java weblogic.Server
Command

To start an Administration Server from the command line, use the j ava webl ogi c. Server
command.
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The webl ogi c. Server class is the main class for a WebLogic Server instance. You start a
server instance by directly invoking webl ogi c. Server in a Java command.

@® Note

Oracle recommends using j ava webl ogi c. Server primarily for initial development but
not as a standard mechanism for starting production systems for the following
reasons:

e java webl ogi c. Server will not function if you select a product directory outside of
the Oracle Middleware Home directory.

*  When executing j ava webl ogi c. Server, patches will not be recognized by the
WebLogic Server run time.

See weblogic.Server Command-Line Reference and Using the weblogic.Server Command
Line to Start a Server Instance in Command Reference for Oracle WebLogic Server.

Starting an Administration Server Using WLST and Node

Manager

Node Manager is a utility for the remote control of WebLogic Server instances. Use the WLST
nnBt art command to start an Administration Server.

If you use the nnSt art command with WLST connected to a Node Manager, Node Manager
supports monitoring, stopping, and restarting the Administration Server.

Using WLST and Node Manager to Manage Servers in Understanding the WebLogic Scripting
Tool describes how to start the Administration Server with WLST and Node Manager. How
Node Manager Starts an Administration Server in Administering Node Manager for Oracle
WebLogic Server describes how Node Manager accomplishes this process.

Oracle recommends running Node Manager as an operating system service so that it
automatically restarts in the event of system failure or reboot, and using Node Manager to start
and restart both Administration and Managed Servers.

See Running Node Manager as a Startup Service in the Administering Node Manager for
Oracle WebLogic Server.

Starting an Administration Server Using WLST Without Node

Manager

Use the WLST st art Server command, to start the Administration Server without using Node
Manager.

The WLST st art Server command starts the Administration Server without using Node
Manager. The server runs in a separate process from WLST; exiting WLST does not shut down
the server. See Starting an Administration Server Without Node Manager in Understanding the
WebLogic Scripting Tool.
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Connect to the Administration Server in Secured Production
Mode

Before you can start and connect to an Administration Server with secured production mode
enabled, you may need to perform additional configuration depending on your existing security
settings.

For detailed information: see:

« Connect to the Administration Server in Secured Production Mode using Remote Console

« Connect to the Administration Server in Secured Production Mode using WLST

Starting Managed Servers with a Startup Script

Use the st art ManagedWebLogi ¢ script to start Managed Servers. The script uses a Java
command to set the environment variables and start a Java Virtual Machine (JVM) that runs a
WebLogic Server instance.

Managed Servers host business applications, components, Web services, and their associated
resources. A Managed Server is a WebLogic Server instance that runs deployed applications.
It refers to the Administration Server for all of its configuration and deployment information.
Usually, you use Managed Servers to run applications in a production environment.

See Understanding WebLogic Server Domains in Understanding Domain Configuration for
Oracle WebLogic Server.

If you use one of the Configuration Wizard templates that WebLogic Server provides, your
domain directory includes a start script named st art ManagedWebLogi ¢ that you can use to start
Managed Servers. You can use this script to start all the Managed Servers in a cluster.

See Domain Configuration Files in Understanding Domain Configuration for Oracle WebLogic
Server.

This script does not use the Node Manager to start and manage the server. Instead, it uses a
Java command to invoke the webl ogi c. Server class, which is the main class for a WebLogic
Server instance. For information about invoking webl ogi ¢. Server in a Java command, see
weblogic.Server Command-Line Reference in Command Reference for Oracle WebLogic
Server.

To use the WebLogic Server scripts to start Managed Servers:

1. Refer to Starting Servers: Before You Begin for prerequisite tasks.

2. If you have not already done so, create one or more Managed Servers.

See Creating WebLogic Domains Using the Configuration Wizard or Create a Managed
Server in the Oracle WebLogic Remote Console Online Help.

3. If you have not already done so, start the domain's Administration Server.

4. In ashell (command prompt) on the computer that hosts the Managed Server, change to
the directory that contains the st art Managed\WebLogi ¢ script:

< DOMVAI N_NAME\ bi n\ st art ManagedWebLogi c. cmd (Windows)
e DOMAI N_NAME bi n/ st art ManagedWebLogi ¢. sh (UNIX)
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where DOVAI N_NAME is the directory in which you located the domain. By default, this
directory is ORACLE_HOME \ user _pr oj ect s\ domai ns\ DOVAI N_NAME.

Enter one of the following commands:
e startMinagedWebLogi c. cnd managed_server _nane admin_url (Windows)
e startMinagedWeblLogi c. sh managed_server _name adnin_url (UNIX)

where managed_server _name specifies the name of the Managed Server and adni n_ur |
specifies the listen address (host name, IP address, or DNS name) and port number of the
domain's Administration Server.

For example, the following command uses st art ManagedWebLogi c. cnd to start a Managed
Server named nyManagedSer ver . The listen address for the domain's Administration Server
is Admi nHost : 7001:

c:\ Oracl e\ M ddl ewar e\ user _pr oj ect s\ donai ns\ nydonai n\ bi n\ st art Managed\WebLogi c. cnd
nyManagedServer http://Adm nHost: 7001

For each Managed Server that you want to start, open a separate command shell and
follow steps 4 and 5. If you are starting Managed Servers on another machine, log in to
that machine (remotely or locally) and then follow steps 4 and 5.

For information on running Managed Servers on a remote WebLogic Server host, see Creating
and Starting a Managed Server on a Remote Machine in Creating Templates and Domains
Using the Pack and Unpack Commands.

See Configuring Managed Server Connections to the Administration Server.

The st art Managed\WebLogi ¢ script does the following:

1.

Calls the st art ebLogi ¢ script, which sets the environment variables by invoking
ORACLE_HOME \ user _pr oj ect s\ domai ns\ DOVAI N_NAME\ bi n\ set Domai nEnv. cnd
(set Domai nEnv. sh on UNIX), where ORACLE_HOME is the directory you specified as
Oracle Home when you installed Oracle WebLogic Server.

® Note

set Domai nEnv is designed to be sourced from other scripts, such as the
start\WebLogi ¢ script.set Donai nEnv should not be called directly from within an
interactive shell. Doing so can cause unpredictable issues in the domain.

Invokes the j ava webl ogi c. Ser ver command, which starts a JVM that is configured to run
a WebLogic Server instance.

When the server successfully completes its startup process, it writes the following
message to standard out (which, by default, is the command window):

<Not i ce> <WebLogi cServer > <000360> <Server started in RUNNI NG node>

Starting Managed Servers from the Remote Console

Use the WebLogic Remote Console to start an Administration Server and its Managed
Servers.

See Start Managed Servers in the Oracle WebLogic Remote Console Online Help.
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Starting Managed Servers and Clusters with WLST and Node
Manager

Use WLST and Node Manager to start Managed Server instances in a WebLogic cluster.

To start Managed Servers and clusters using WLST and Node Manager, see Using Node
Manager to Start Managed Servers in a Domain or Cluster in Understanding the WebLogic
Scripting Tool. See Setting up WebLogic Clusters in Administering Clusters for Oracle
WebLogic Server.

Starting Managed Servers with the java weblogic.Server
Command

Use the j ava webl ogi c. Ser ver command to start Managed Servers.

The webl ogi c. Server class is the main class for a WebLogic Server instance. You start a
server instance by directly invoking webl ogi c. Server in a Java command. See
weblogic.Server Command-Line Reference and Using the weblogic.Server Command Line to
Start a Server Instance in Command Reference for Oracle WebLogic Server.

Starting a Managed Server When the Administration Server Is
Unavailable

You can start a Managed Server in Managed Server Independence (MSI) mode if it is unable
to connect to the Administration Server during startup.

A Managed Server contacts the Administration Server during its startup sequence to retrieve
its configuration information. If a Managed Server cannot connect to the Administration Server
during startup, it can retrieve its configuration by reading its locally cached configuration data
from the confi g directory.

@® Note

The first time you start a Managed Server instance, it must be able to contact the
Administration Server. Thereafter, the Managed Server instance can start even if the
Administration Server is unavailable.

See Starting a Managed Server When the Administration Server |Is Not Accessible.

Start Managed Servers in Secured Production Mode

When you start Managed Servers using the WebLogic Remote Console (which uses the Node

Manager), you must include startup arguments to identify various keystore values. For detailed
information, see Start Managed Servers in Secured Production Mode using Remote Console in
Administering Security for Oracle WebLogic Server.
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When you start Managed Servers using the WebLogic Remote Console using a start script,
you must add arguments to the JAVA_OPTI ONS environment variable to identify various keystore
values. For detailed information, see Start Managed Servers in Secured Production Mode

using a Start Script in Administering Security for Oracle WebLogic Server.

Start Managed Servers when Using Domain Keystores

Domain Keystores are a set of identity and trust keystores that are managed by the Certificate
Management Service.

See Managing Certificates with the Certificate Management Service in Administering Security
for Oracle WebLogic Server.

After you configure a domain to use the Certificate Management Service, Managed Servers in
the domain will attempt to fetch their certificates from the Administration Server. After they
successfully retrieve their certificates, you can enable Domain Keystores for the domain or for
individual servers.

1. For each server, ensure that the Server Keystore attribute (Ser ver MBean. Key St or es) for
the server is set to Domain Keystores. See Configure Keystores in Oracle WebLogic
Remote Console Online Help.

If you set Server Keystore attribute to Domain Keystores at the domain level
(Donai nMBean. Ser ver KeySt or es), then you do not need to configure this setting on
individual servers.

2. Start the Managed Server with the trust keystore set to Donai nTr ust on the command line.
You can do this by adding - Dwebl ogi c. securi ty. Trust KeySt or e=Domai nTr ust to the
JAVA_OPTI ONS environment variable or by including it as a command line argument for a
start script or WLST.

Other Startup Tasks

Consider these miscellaneous WebLogic Server startup tasks:

e Making Java Classfiles Globally Available
Place JAR files in the $DOMAI N DI R/ | i b directory, set the - Dnebl ogi c. ext . di rs system
property, or use both mechanisms to make Java classes globally available to all servers in
the domain:

e Configuring Managed Server Connections to the Administration Server
To configure Managed Server connections, use the prot ocol : // Admi n- host : port format
to specify the listen address of the Administration Server.

«  Specifying Java Options for a Webl ogic Server Instance
Use Java options to configure operating parameters for the JVM that runs a WebLogic
Server instance and to override a server configuration temporarily.

e Changing the JVM That Runs Servers
To use a different JDK in WebLogic Server, modify the values for the JAVA_HOMVE and
JAVA VENDOR variables in the Configuration Wizard.

e Configuring Server Level Startup and Shutdown Classes
To provide custom, system-wide services for your applications, add the Startup and
Shutdown (SU/SD) Java programs to the WebLogic Server classpath and configure them
to load and run when a server starts or shuts down.
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e Customizing Domain Wide Server Parameters
To customize domain wide server parameters in WebLogic Server, configure
set User Overri des. cmd (Windows) or set User Over ri des. sh (UNIX) libraries by specifying
the required Java command line options and environment variables to it.

» Jakarta Persistence Support
WebLogic Server 26 supports Jakarta Persistence 3.2 (JPA 3.2).

Making Java Classfiles Globally Available

Place JAR files in the $DOVAI N_DI R/ | i b directory, set the - Dwebl ogi c. ext . di rs system
property, or use both mechanisms to make Java classes globally available to all servers in the
domain:

e Place JAR files in $SDOVAIN DI R/ I'i b.
e Set-Dwebl ogi c. ext. dirs to one or more directories containing JAR files.

If you use both mechanisms, classes loaded from the directories named by -
Dwebl ogi c. ext . di rs take precedence.

In both cases, you must ensure that your classes are packaged into . j ar files.

Configuring Managed Server Connections to the Administration Server

To configure Managed Server connections, use the prot ocol : // Adni n- host : port format to
specify the listen address of the Administration Server.

If you will be starting a Managed Server from a script that invokes the j ava webl ogi c. Server
command, or if you invoke the j ava webl ogi c. Server command directly, you must make sure
that the Managed Server specifies the correct listen address of the Administration Server. A
Managed Server uses this address to retrieve its configuration from the Administration Server.

Use the following format to specify the listen address:

protocol :// Admi n-host : port

1. For protocol, specify any of the following:

e t3

° t3s
e http
e https

If you will be using the domain-wide administration port, you must specify either T3S or
HTTPS. If you do not specify a value, the servers use T3.

® Note

Regardless of which protocol you use, the initial download of a Managed
Server's configuration is over HTTP or HTTPS. After the RMI subsystem
initializes, the server instance can use the T3 or T3S protocol.

2. For Adni n- host , specify any of the following:

e | ocal host
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Valid only if you are starting the Managed Server on the same computer as the
Administration Server.

The DNS name of the computer that is hosting the Administration Server.

Configuring a DNS name for the Administration Server that maps to multiple 1P
addresses is particularly useful for Managed Servers to trying to reconnect after an
Administration Server is restarted on a different IP address. See Managed Servers and
the Re-started Administration Server.

If you are using the demo certificates in a multi-server domain, Managed Server
instances will fail to boot if you specify the fully-qualified DNS name. For information
about this limitation and suggested workarounds, see Limitation on CertGen Usage in
Administering Security for Oracle WebLogic Server.

The IP address of the computer that is hosting the Administration Server.

Because of the following security issue, Oracle recommends that you do not use IP
addresses for Admi n- host in a production environment:

To connect to the Administration Server through an SSL port, the Managed Server
verifies that the Administration Server's host name matches the host name that is
specified in the URL. If you specify an IP address, and if host name verification is
enabled, the connection fails because the IP address, which is a series of numbers,
does not match the name of the host, which is a string of characters.

In a development environment, where security is less of a concern, you can disable
host name verification on the Managed Server so SSL connections that specify an IP
address will succeed. See Using Host Name Verification in Administering Security for
Oracle WebLogic Server.

If the Administration Server has been configured to use some other listen address, you
must specify the configured listen address.

3. For port, specify any of the following:

The domain-wide administration port.

When configured, the administration port is used by each Managed Server in the
domain exclusively for communication with the domain's Administration Server. See
Configure the Domain-Wide Administration Port in the Oracle WebLogic Remote
Console Online Help.

If you have enabled the domain-wide administration port, you must specify this port.
You must specify either the T3S or HTTPS protocol to use this port.

The non-SSL listen port for the Administration Server's default network configuration
(7001 by default).

If this listen port has been disabled for the Administration Server, you must use one of
the other listen ports described in this list. You must specify either the T3 or HTTP
protocol to use this port.

The SSL listen port for the Administration Server's default network configuration (7002
by default).

If this listen port has been disabled for the Administration Server, you must use one of
the other listen ports described in this list. You must specify either the T3S or HTTPS
protocol to use this port.

The port number that is associated with an optional, custom network channel.

If the port is secured with SSL, you must specify either the T3S or HTTPS protocol.
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4. To verify the host IP address, name, and default listen port of the Administration Server,
start the Administration Server in a shell (command prompt). When the server successfully
finishes its startup cycle, it prints to standard out messages that are similar to the following
(among other messages):

<Nov 5, 2024 12:16:04 PM EST> <Notice> <Server> <BEA-002613> <Channel
"Defaul t Secure[2]" is now
listening on 127.0.0.1:7012 for protocols iiops, t3s, |daps, https.>

<Nov 5, 2024 12:16:04 PM EST> <Noti ce> <WebLogi cServer> <BEA-000331> <Started
\WWebLogi ¢ Admin Server
"MyServer" for domain "nmydomain" running in Devel opnent Mde>

For information on enabling SSL, see Set Up TLS/SSL in the Oracle WebLogic Remote
Console Online Help. See Understanding Network Channels in Administering Server
Environments for Oracle WebLogic Server.

Specifying Java Options for a WebLogic Server Instance

Use Java options to configure operating parameters for the JVM that runs a WebLogic Server
instance and to override a server configuration temporarily.

The Java options apply only to the current instance of the server. They are not saved in the
domain's confi g. xnl file and they are not visible from the WebLogic Remote Console. For
example, if a server is configured to listen on port 7201, you can use a Java option to start the
server so that it listens on port 7555. The WebLogic Remote Console will still indicate that the
server is configured to listen on port 7201. If you do not use the Java option the next time you
start the server, it will listen on port 7201.

If you use a WebLogic Server script to start servers, do the following. If you use the Node
Manager to start servers, see Configure Startup Arguments for a Managed Server in the
Oracle WebLogic Remote Console Online Help.

1. Create a backup copy of the WebLogic Server start scripts:

e For scripts that start an Administration Server, back up
DOVAI N_NAME\ bi n\ st art WebLogi c. cnd (st art WebLogi ¢. sh on UNIX)

«  For scripts that start a Managed Server, back up
DOVAI N_NAME\ bi n\ st art Managed\WebLogi c. cnd (st art ManagedWebLogi c. sh on UNIX)

where DOVAI N_NAME is the name of the directory in which you located the domain. By
default, this directory is ORACLE_HOME \user _proj ect s\ donai ns\ DOVAI N_NAME.

2. Open the start script in a text editor.

3. Edit the set JAVA_OPTI ONS command to specify the Java options. If you specify multiple
options, separate each option by a space, and place quotes around the entire set of
options. For example:

set JAVA_OPTI ONS="- Xgc: gencopy - Xns: 30"

See:

« weblogic.Server Command-Line Reference for information on the Java options that set
run-time behavior of a WebLogic Server instance.

e Using Start Scripts in Administering Node Manager for Oracle WebLogic Server for
detailed information on how JAVA OPTI ONS are combined and how duplicate values are
handled.

e The documentation that the JVM vendor provides for information on the Java options
that other JVMs support.
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4. Save the start script.

5. Start the server.

Changing the JVM That Runs Servers

To use a different JDK in WebLogic Server, modify the values for the JAVA_HOMVE and
JAVA VENDCR variables in the Configuration Wizard.

When you create a domain, the Configuration Wizard lists the JDK used when you installed
WebLogic Server. The default JDK is Oracle HotSpot, but you may have installed and used
another JDK during installation.

After you create a domain, if you want to use a different JVM, you can modify the scripts as
follows:

1. Change the value for the JAVA_HOME variable.
Specify an absolute pathname to the top directory of the JDK that you want to use.
On a Windows or Linux platform, Oracle recommends Oracle HotSpot.

2. Change the value for the JAVA VENDCR variable.

Specify the vendor of the JDK. Valid values depend on the platform on which you are
running. See Oracle Fusion Middleware Supported System Configurations on Oracle
Technology Network.

For example:

e (Oracl e or Sun indicates that you are using the Oracle HotSpot JDK. It is valid only on
platforms that support Oracle HotSpot.

* HPand I BMindicate that you are using JDKs that Hewlett Packard or IBM have
provided. These values are valid only on platforms that support HP or IBM JDKs.

3. Restart any servers that are currently running.

Configuring Server Level Startup and Shutdown Classes

To provide custom, system-wide services for your applications, add the Startup and Shutdown
(SU/SD) Java programs to the WebLogic Server classpath and configure them to load and run
when a server starts or shuts down.

You must deploy each class on one or more specific servers. By default, startup classes are
loaded and run after all other server subsystems have initialized and after the server deploys
modules. See Ordering Startup Class Execution and Deployment in Deploying Applications to
Oracle WebLogic Server. Shutdown classes are loaded and run when you gracefully shut
down a server.

Startup and Shutdown classes must have a static mai n(String args[]) method, which the
server invokes after instantiating the class. Any arguments that you configure for SU/SD
classes are passed via the String args [] parameter.

See Example 1-1, Example 1-2, and Use Custom Classes to Configure Servers in the Oracle
WebLogic Remote Console Online Help.

Example 1-1 Startup Classes

package sab. demp. utils;
public class StartupMain {

/**

* @aram args
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*/
public static void main(String[] args) {

| og( StartupMain.class.getNang() + "::nmain");

(
| og("Argunents::");
for(int i=0;args!=null && i<args.length;i++) {
log(" arg[" +i +"]: " +args[i]);
}
}
private static void log(String nsg) {
Systemout.printf(" -->[SAB]: %\n", nsgQ);
}
}

Example 1-2 config.xml

<startup-class>

<name>St ar t upMai n</ name>

<t ar get >Adni nServer</target>

<depl oynent - or der >1000</ depl oynent - or der >

<cl ass-name>sab. deno. utils. Start upMai n</ cl ass- name>

<argument s>argl arg2 arg3</argunents>

<failure-is-fatal > al se</failure-is-fatal >

<| oad- bef or e- app- depl oynent s>f al se</| oad- bef or e- app- depl oynent s>
<| oad- bef or e- app-acti vati on>true</| oad- bef or e- app-acti vati on>
</startup-class>

Customizing Domain Wide Server Parameters

To customize domain wide server parameters in WebLogic Server, configure
set User Overri des. cnd (Windows) or set User Over ri des. sh (UNIX) libraries by specifying the
required Java command line options and environment variables to it.

Every domain includes dynamically generated domain and server startup scripts, such as
set Domai nEnv. Oracle recommends that you do not modify these startup scripts, as any
changes you make to them will be overwritten during subsequent domain upgrade operations.

To enable you to customize server startup parameters that apply to the servers in a domain,
there are a few scripts that you can configure:

e setUserOverrides. cnd (Windows) / set User Overri des. sh (Unix): is executed early in the
set Domai nEnv script, before any domain extension template properties have been set.

e setUserOverridesEarly.cnd (Windows) / set User Overri desEarl y. sh (Unix): is executed
before the initialization of the classpath.

e setUserOverridesLate. cnd (Windows) / set User Qverri desLat e. sh (Unix): is executed
later after the domain extension template properties have been set.

These scripts can be configured to, for example, add custom libraries to the WebLogic Server
classpath, specify additional Java command line options for running the servers, or specify
additional environment variables. Any customizations you add to these files are preserved
during domain upgrade operations and are carried over to remote servers when using the pack
and unpack commands.

To ensure your customizations effectively override all product defaults, add your
customizations to the set User Over ri desLat e script, otherwise your customizations may be
overridden by product extensions when using set User Overri des.
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@® Note

If you move customizations from set User Overri des to set User Overri deslLat e, it is
recommended to re-validate your application’s functionality, as some customizations
may not have taken effect previously.

During server startup, if these files exist, they are included in the startup sequence and any
overrides they define take effect. The files must be stored in the domai n_hone/ bi n directory.

@® Note

Node Manager does not detect set User Qverri des. If you start Administration Server
using Node Manager, set User Overri des does not create startup Java logs and takes
the default path even when you mention the arguments - Dnebl ogi ¢. St dout and -
Dwebl ogi ¢. St derr in Server start tab. You must follow Configuring Remote Startup
Arguments in Administering Node Manager for Oracle WebLogic Server.

The following UNIX shell example shows how to add custom libraries and specify additional
Java command line options.

Example 1-3 Example Startup Customizations in a setUserOverridesLate.sh File

echo
eChO LR S R E RS S S R RS S S SRR RS S SRR R RS SRR R R RS SRR R SRR EEEEEEEEEESE R

echo "** Executing setUserOverridesLate. sh"
EChO LRSS SRS S SRS R SRS RS ERE SRS R RS RERE SRR RS R R R R EREREEEEES A

# Add a customlibrary to the end of the WebLogic Server system class path.
if [ -n "${POST_CLASSPATH" ]; then

POST_CLASSPATH=" ${ POST_CLASSPATH} ${ CLASSPATHSEP} ${ HOVE} / f 0o/ f ooBar . j ar "
el se

POST_CLASSPATH="${ HOVE} / f 0o/ f coBar . j ar "
fi
export POST_CLASSPATH

# Add a Java systemproperty for all servers in the domain.
EXTRA_JAVA PROPERTI ES="${ EXTRA JAVA_PROPERTI ES} - Dcustom property. key=cust om val ue"
export EXTRA JAVA PROPERTI ES

# Set exanple heap sizes by server name. Review these values for the host workl oad.
case "${ SERVER NAME}" in
Admi nServer)
echo "** AdninServer custonizations"
USER_MEM ARGS="${ USER_MEM ARGS} - Xns2g - Xnx2g"
export USER MEM ARGS

W.S appA*)
echo "** Application A Managed Server custom zations"
USER_MEM ARGS="${ USER_MEM ARGS} - Xns2g - Xmx2g"
export USER MEM ARGS
*), ;
echo "** WARNING No server-nanme match; review the case patterns.”

esac
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echo "USER MEM ARGS=\"${ USER_MEM ARGS}\""
echo "EXTRA JAVA PROPERTI ES=\" ${ EXTRA_JAVA PROPERTI ES}\""

echo AR R EEEEEE R SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEERERSEEEEEESEE I

echo "** End of setUserOverrideslLate.sh"

echo AR R EEEEE SRS EEEEEEEEEEEEEEEEEEEREEEEEEEEEEEERSESEEEEEEE I

EChO nn

Jakarta Persistence Support

WebLogic Server 26 supports Jakarta Persistence 3.2 (JPA 3.2).

Shutting Down Instances of WebLogic Server

Shut down a WebLogic Server instance gracefully by using the WebLogic Remote Console or
a stop script. A graceful shutdown allows in-flight work to complete according to the configured
shutdown behavior and avoids unnecessary session loss. Use an operating-system command
to terminate the Java Virtual Machine (JVM) only when normal shutdown methods cannot stop
the server. Killing the JVM immediately stops processing, can lose session data, and can
corrupt confi g. xm if the Administration Server is writing the file.

It is recommended that you shut down WebLogic Server instances through the WebLogic
Remote Console. See Shutdown a Server in Oracle WebLogic Remote Console Online Help.
Also, see Stop Servers in Secured Production Mode in Administering Security for Oracle
WebLogic Server.

e Shutting Down Servers with a Stop Script
e Killing the JVM

Shutting Down Servers with a Stop Script

If you use a Configuration Wizard template that is provided by WebLogic Server, the bin
directory under your domain directory includes a stop script named st opWebLogi ¢ that you can
use to stop an Administration Server and one named st opManaged\WebLogi ¢ for stopping
Managed Servers. To use the scripts, you must set SERVER_NAME, ADM N_URL, USERI D, and
PASSWORD as environment variables or specify them on the command line. When using the

st op\WebLogi ¢ script, if you do not specify SERVER_NAME, the Administration Server name is
used by default.
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Each WebLogic Server instance runs in its own JVM. If you are unable to shut down a server
instance using the methods described in the previous sections, you can use an operating
system command to kill the JVM.

Chapter 1
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@® Note

When a stop script connects to an Administration Server over t 3s and the
Administration Server certificate is issued by a CA in a custom JKS trust store,
configure the WLST client trust store before invoking the stop script. The following
UNIX example applies to a JKS trust store that permits read access without a
passphrase:

export JAVA OPTI ONS="${ JAVA_OPTI ONS} -

Dwebl ogi c. security. Trust KeySt or e=Cust onilr ust -

Dwebl ogi c. security. Cust onmilr ust KeySt or eFi | eName=<absol ut e- pat h>/
trust.jks -Dwebl ogic.security. Custonilrust KeySt oreType=JKS"

The host name in ADM N_URL must match the certificate identity. Do not disable host-
name verification in a production environment. For a trust store that requires a
passphrase, use the - Dnebl ogi c. security. Cust omlr ust KeySt or ePassPhr ase option
documented in Using the WebLogic Scripting Tool > Invoking WLST > SSL
Arguments; do not add a literal passphrase to this example.

For an Administration Server, invoke:

DOVAI N_NAME\ bi n\ st op\Webl ogi c. cnd user nane password admin_url (Windows)
DOMAI N_NAME/ bi n/ st op\Webl ogi c. sh user name password admi n_url (UNIX)

For Managed Servers, invoke:

DOVAI N_NAME\ bi n\ st opManaged\Wébl ogi ¢. cnd managed_server _nane admi n_url usernane
passwor d (Windows)

DOVAI N_NAME/ bi n/ st opManagedWebl ogi ¢. sh managed_server _nanme admi n_url usernane
passwor d (UNIX)

@ Note

On the command line, specify parameters in the order shown. User credentials come
before the ADM N_URL with st op\WebLogi ¢. cmd and after the ADM N_URL with
st opManaged\WebLogi c. cnd.

@® Note

If you kill the JVM, the server immediately stops all processing. Any session data is
lost. If you kill the JVM for an Administration Server while the server is writing to the
config.xm file, you can corrupt the confi g. xn file.
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Some common ways to kill the JVM are as follows:

e If the shell (command prompt) in which you start the server is still open, you can type
arl-C

e On a Windows computer, you can use the Task Manager to kill a JVM.

e On a UNIX computer, you can use the ps command to list all running processes. Then you
can use the ki | | command to kill the JVM.
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Setting Up a WebLogic Server Instance as a
Windows Service

Use a Windows service to start Oracle WebLogic Server automatically when a Windows host
starts. You can use the Windows Services console to start, stop, restart, and configure the
service. By default, stopping the service terminates the server JVM.

To let in-flight work complete before the JVM stops, configure the graceful stop mode
described in Enabling Graceful Shutdowns. A service has two distinct identities: the Windows
account under which the service process runs and the WebLogic Server startup identity used
to authenticate the server.

For each server instance that you set up as a Windows service, WebLogic Server creates a
key in the Windows Registry under

HKEY _LOCAL_MACHI NE\ SYSTEM Curr ent Cont r ol Set\ Servi ces. The registry entry contains such
information as the name of the server and other startup arguments.

When you start the Windows host, the Microsoft Management Console uses the information in
the Windows Registry key to invoke the webl ogi ¢. Server main class. The MMC cannot be
configured to use Node Manager to start Managed Servers, therefore the Node Manager's
monitoring and automatic restart features cannot be used for servers that run as a Windows
service.

The following tasks set up and manage WebLogic Server instances that run as Windows
services:

e Setting Up a Windows Service: Main Steps
Windows services enable you to create long-running executable applications that run in the
background without any user interface.

*  Verifying the Setup
Use the wl svcx64 - debug command to verify that the Windows service is configured
correctly.

e Using the Services Window to Stop or Restart a Server Instance
Use the Microsoft Management Console Services window to stop and restart a server
instance.

 Removing a Server as a Windows Service
You can remove a Windows service by using a script that causes the wisvcX64 utility to
remove the associated key from the Windows Registry.

e Changing the Webl ogic Startup Identity or Windows Service Account
Change the WebLogic startup identity through the server-specific boot identity file, or
change the Windows service account through the service Log On tab.

Setting Up a Windows Service: Main Steps

Windows services enable you to create long-running executable applications that run in the
background without any user interface.

You can set up a Windows service by running a server-specific script that invokes the
weblogic.Server main class by using the information in the Windows registry key. Before
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running the server-specific script, configure the required connections and stop mode for the
Administration Server and Managed Servers.

To set up a Windows service:

1.

Create a script that sets values for server-specific variables and then calls a WebLogic
Server master script. See Creating a Server-Specific Script.

If you are installing a Managed Server as a Windows service, add a variable to the server
specific script that specifies the location of the domain's Administration Server. See
Configuring a Connection to the Administration Server.

If you set up both an Administration Server and a Managed Server to run as Windows
services on the same computer, modify the WebLogic Server master script so that the
Managed Server starts only after the Administration Server Windows service reports
STARTED. See Requiring Managed Servers to Start After Administration Servers.

To request a graceful shutdown when Windows stops the service, set
W.S SERVI CE_STOP_MODE=gr acef ul and create the per-server stop configuration file. See
Enabling Graceful Shutdowns.

If you want to see the messages that a server instance prints to standard out and standard
error (including stack traces and thread dumps), redirect standard out and standard error
to a file. See Redirecting Standard Out and Standard Error to a File.

If you have created additional Java classes that you want the WebLogic Server instance to
invoke, add them to the server's classpath. See Adding Classes to the Classpath.

Run the server-specific script. See Run the Server-Specific Script.

more information, see the following sections:

Creating a Server-Specific Script

Configuring a Connection to the Administration Server

Requiring Managed Servers to Start After Administration Servers

Enabling Graceful Shutdowns

Redirecting Standard Out and Standard Error to a File

Adding Classes to the Classpath

Run the Server-Specific Script

Creating a Server-Specific Script

The script that you create must set the required variables DOVAI N_NAME, USERDOVAI N_HOME, and
SERVER_NAME. It calls the domain's set Donai nEnv. cnd before i nstal | Svc. cnd;

set Domai nEnv. cnd supplies W._HOVE, JAVA HOME, and the domain environment. The master
script invokes the wl svcX64 utility, which adds a key to the Windows Registry.
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@® Note

You can specify a service description by setting SERVI CE_DESCRI PTI ON before running
i nstal | Svc. cnd, or by using the wl svcX64 option -

svcdescri ption: <user_specified_service_description>. For information about the
utility, enter:

"OM._HOVE% server\bi n\w svcX64. exe" -help

To see an example of a server-specific script, refer to Example 2-1.

Configure a server-specific boot identity file before installing the service. Do not put a clear-text
WebLogic password in this script. WS _USER and W.S_PWare deprecated compatibility inputs.
See Boot Identity Files.

1. Inthe domain home, create a text file with a . cnd extension.

2. Begin the script with @cho of f and set| ocal , then set the required variables, each on a
separate line.

< DOMAI N_NAME is the name of your WebLogic Server domain.
*  USERDOMAI N_HOME is the absolute path of the domain home.

e SERVER NAME is the name of an existing server instance that you want to set up as a
Windows service.

3. Add any required optional inputs before calling set Domai nEnv. cnd.

«  DOMVAI N_PRODUCTI ON_MODE: Set to t r ue for production mode or f al se for development
mode. See Domain Mode and JDK in Creating WebLogic Domains Using the
Configuration Wizard.

e JAVA OPTI ONS: Java arguments to pass to the JVM, separated by spaces. For
WebLogic Server options, see weblogic.Server Command-Line Reference in the
Command Reference for Oracle WebLogic Server. The JVM that you use supports
additional options, which are documented by the JVM vendor.

e USER_MEM ARGS: Heap-size options such as - Xns128m - Xmk512m The - XmsNunber m
argument establishes a minimum heap size in megabytes and - XmxNunber msets a
maximum heap size.

@® Note

Set USER_MEM ARGS in this server-specific script before calling
set Domai nEnv. cnd. set Donai nEnv. cmd maps it to the effective MEM _ARGS; do
not edit the shared comEnv. cnd for a single service.

e MAX_CONNECT_RETRI ES, HCST, and PORT: The number of status-check attempts, server
IP address, and listening port used by the Windows service to determine whether the
server has started. Specify these inputs together to wait for the server to start.

e SERVI CE_DESCRI PTI ON: A description of the Windows service.

The installation scripts select the service VM for the certified JDK.
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4. Add the following required commands to the end of the script:

cal | "%JSERDOVAI N_HOVE% bi n\ set Donmai nEnv. cnd”
cal | "9N_HOVE% server\bin\install Svc. cnd"
endl ocal

5. Save the file.

Configuring a Connection to the Administration Server

If you want to install a Managed Server as a Windows service, you must include a variable that
specifies the location of the domain's Administration Server. On its first startup, the Managed
Server must contact the Administration Server to retrieve its configuration data.

The Administration Server may itself run as a Windows service. It does not need to be running
while you install the Managed Server service. On its first startup, the Managed Server must be
able to reach the Administration Server at ADM N_URL to obtain its domain configuration. On
later startups, a Managed Server with Managed Server Independence mode enabled can use
its locally cached configuration if the Administration Server is unavailable. See Starting a
Managed Server When the Administration Server Is Unavailable.

To configure a connection to the Administration Server:

1. In atext editor, open the server-specific script.

2. Inthe text file, after set | ocal and before the calls to set Donmai nEnv. cnd and
instal | Svc. cnd, create the following command:

set ADM N_URL=protocol://listen-address:|isten-port

where:

e protocol is a protocol accepted by the configured Administration Server channel, such
ast3,t3s, http, orhttps. If the domain-wide administration port is enabled, use t 3s
or htt ps and the configured administration port (9002 by default). For TLS, the
Managed Server JVM must trust the Administration Server certificate, and the URL
host name must satisfy certificate host-name verification.

 |isten-address is a listen address of the Administration Server
e listen-port is a port of the Administration Server

See Configuring Managed Server Connections to the Administration Server.

For an example, refer to Example 2-1.
3. Save your modifications to the server-specific script.

Configure a server-specific boot identity file before installing the service. See Boot Identity
Files.

Example 2-1 Example Script for Setting Up a Managed Server as a Windows Service

@cho of f

set| ocal

set "DOVAI N_NAME=base_donai n"

set "USERDOVAI N_HOME=C:\ Or acl e\ M ddl ewar e\ Or acl e_Hone\ user _pr oj ect s\ dormai ns\ base_donai n"
set "SERVER NAME=ManagedServer"

set "ADM N_URL=t 3s://admi n- host . exanpl e. com 9002"

set " DOMAI N_PRODUCTI ON_MODE=t r ue"

set "USER_MEM ARGS=- Xnms128m - Xnx512nt

cal | "9JSERDOVAI N_HOVE% bi n\ set Donai nEnv. cd”
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cal |l "9%N\._HOVE% server\bin\install Svc.cnd"

endl ocal

® Note

To use this example script to set up an Administration Server as a Windows service,
remove the ADM N_URL variable.

If you copy and paste examples, make sure that there are no trailing spaces in them.

The example uses the default secured-production administration port. Substitute the
Administration Server's configured protocol, host name, and administration/listen port.
If the administration port is enabled, use t 3s or htt ps and that port (9002 by default).
The service JVM must trust the Administration Server certificate, and the URL host
name must satisfy certificate host-name verification. See Using Secured Production
Mode.

Requiring Managed Servers to Start After Administration Servers

If you set up both an Administration Server and a Managed Server to run as Windows services
on the same computer, you can specify that the Managed Server starts only after the
Administration Server Windows service reports STARTED.

1.

Create a backup copy of %\._HOVE% server\bi n\instal | Svc. cnd. If the Administration
Server service is already installed, remove it before reinstalling it. See Removing a Server
as a Windows Service.

In the final W svcX64 invocation ininstal | Svc. cnd, insert - del ay: del ay_mi | |iseconds
before - cmdl i ne: %CVDLI NE%when installing the Administration Server service. For a two-
minute fixed delay, use - del ay: 120000. Install the service, then remove this temporary edit
from the master script.

- del ay is a fixed delay before the service reports STARTED; it is not a WebLogic health
check.

Before installing the Managed Server service, insert - depend: "W svc domai n- name_admi n-
server-name" before - cndl i ne: UCVDLI NE% using the exact Administration Server service
name shown in Services. For example: - depend: "w svc nyDonai n_nmyAdm nServer".
Install the Managed Server service, then remove this temporary edit from the master script.

The - depend option waits for the prerequisite Windows service to report STARTED before
starting the dependent service. You can also add - del ay: del ay_ni | | i seconds for the
Managed Server service.

For information about the utility, enter:

"OML_HOVE% server\ bi n\wl svcX64. exe" -help

Enabling Graceful Shutdowns

If WS SERVI CE_STOP_MXDE is unset or set to ki | | , stopping the Windows service terminates the
server JVM. Set the mode to gracef ul to use WebLogic Server's built-in graceful-stop class.
The class authenticates with a WLST user configuration file and its associated key file; do not
store a clear-text password in the service script or stop configuration file.
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Start WLST, connect online to the WebLogic Server that the stop route will use, and create
a user configuration file and key file from the current connection. For example:

w s:/offline> connect('stop-operator', 'password', 't3s://server-
host . exanpl e. com 9002")

w s: / mydomai n/ server Confi g> storeUser Config(' C./secure/w s-service-
user.secure', 'C./secure/w s-service-user.key")

Use an account in the Operator or Administrator role. The sample password is a prompt
placeholder; do not save it in a script or in this properties file. st or eUser Confi g is an online
command and stores the identity from the current connection; its current configuration tree
does not affect the output. Store both files in a directory readable only by the Windows
service account and required administrators. See st or eUser Confi g in the WLST
Command Reference.

Create %JSERDOVAI N_HOVE% conf i g\ wi ndows- ser vi ce\ “SERVER _NAME% pr operti es. Use
forward slashes in Windows paths because this is a Java properties file. For a service that
connects directly to its own server runtime, use:

rout e=l ocal

url =t 3s://server-host.exanpl e. com 9002

user Confi gFi | e=C./ secure/w s-servi ce-user. secure
user KeyFi | e=C: / secure/ W s-servi ce-user. key

ti meout Seconds=120

i gnor eSessi ons=f al se

wai t For Al | Sessi ons=f al se

url, userConfigFile, and user KeyFi | e are required. r out e defaults to | ocal . For

rout e=l ocal , url identifies the server being stopped. To route the request through the
Administration Server, set r out e=adm n and make ur | identify the Administration Server.
Use the server's configured secure administration or SSL port; the example shows the
default domain-wide administration port, 9002. The service JVM must trust the certificate
presented at that URL, and the URL host name must satisfy certificate host-name
verification. t i meout Seconds must be zero or greater. i gnor eSessi ons and

wai t For Al | Sessi ons default to f al se. The optional ser ver Name property, if present, must
exactly match %SERVER NAMEY%

In the server-specific install script, before the calls to set Donai nEnv. cmd and
instal | Svc. cmd, add:

set "W.S SERVI CE_STOP_MODE=gr acef ul "

Run the server-specific install script.

The master script verifies that the properties file exists and is readable, adds the built-in
stop class and its module to the installed service, and leaves the default ki | | behavior
unchanged for services that do not opt in.

Use the server's Start/Stop settings or the optional properties above to choose the
graceful-shutdown timeout and HTTP-session behavior. Test the stop operation before
relying on it in production.

Existing custom stop classes remain supported. To use one, put the class on the service
classpath and set both W.S_SERVI CE_STOP_MODE=cust omand

W.S SERVI CE_CUSTOM STOP_CLASS=ful | y. qual i fi ed. Cl assNane in the server-specific script.
The class must provide public static void stop().
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ORACLE Chapter 2
Setting Up a Windows Service: Main Steps

Redirecting Standard Out and Standard Error to a File

By default, when you install a WebLogic Server instance as a Windows service, you cannot
see the messages that the server or its JVM print to standard out and standard error.

To view these messages, you must redirect standard out and standard error to a file:

1. Create a backup copy of the W._HOWE\ server\ bi n\i nstal | Svc. cnd master script.
2. In atext editor, open the W._HOVE\ server\ bi n\i nstal | Svc. cnd master script.

3. Ininstall Svc. cnd, the last command in the script invokes the w svc utility. At the end of
the w svc command, append the following command option:

-1 og: " pat hname"

where pat hnane is a fully qualified path and filename of the file that you want to store the
server's standard out and standard error messages.

The modified W svc command will resemble the following command:

"OML_ HOVE% server\bi n\wl svc" -install

-svchane: " “DOVAI N_NAVE% %SERVER NAMEY%

-1 og: "d:\ Oracl e\ M ddl ewar e\ user _proj ect s\ donai ns\ nyW.Sdomai n\ myW.Sser ver -
stdout. txt"

-j avahone: "9WAVA _HOVE®% - execdi r: " %JSERDOVAI N_HOVEYS

-extrapat h: "9\L_HOVE% server\ bi n" -password: "9\LS PW&

-cmdl i ne; %CVDLI NE%

4. By default, every 24 hours the Windows service archives messages to a file named
pat hname-yyyy mm dd- hh_nm ss. New messages collect in the file that you specified in the
previous step.

For information on changing the default behavior, see Changing the Default Rotation
Criteria.

After you install the service and restart the Windows host, to view the messages that the server
writes to standard out or standard error, do one of the following:

e Make a copy of the file that you specified and view the copy. The Windows file system
cannot write to files that are currently opened.

e To view the messages as they are being printed to the file, open a command prompt and,
using a DOS utility that supports the tai | command, entertai|l -f stdout-filenane.

e Changing the Default Rotation Criteria

Changing the Default Rotation Criteria

By default, every 24 hours the Windows service archives messages to a file named pat hnane-
yyyy_nm dd- hh_mm ss. New messages collect in the file that you specified when you set up the
service.

You can change the time interval or you can set up rotation to occur based on the size of the
message file instead of a time interval.

To change the default criteria at which the Windows service rotates message files:

1. If the Windows service is running, shut it down.
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Edit the file you specified in the -1 0g: pat hnane argument. If a file does not exist, create
one.

For example, to use the log file shown in Redirecting Standard Out and Standard Error to a
File, create a file named

d:\Oracl e\ M ddl ewar e\ user _pr oj ect s\ domai ns\ nyW Sdonai n\ nyW Sser ver -
st dout . t xt

Do one of the following:

If you want the Windows service to rotate the message file at a specific time interval
regardless of file size, add the following statements at the top of the file, each
statement on a separate line (make sure to press the Enter or Return key after typing
the last line):

# ROTATI ON_TYPE = TI ME
# TI ME_START_DATE = date-in-required-fornat
# TI ME_I NTERVAL_M NS = nunber - of - ni nut es

where Tl ME_START_DATE specifies when the first rotation should take place. If the
specified time has already passed, the first rotation occurs when the time interval
specified in TI ME_I NTERVAL_M NS expires. You must use the following format to specify
the start time: Month Day Year Hour: M nutes: Seconds

where Mont h is the first 3 letters of a Gregorian-calendar month as written in English
Day is the 2-digit day of the Gregorian-calendar month

Year is the 4-digit year of the Gregorian calendar

Hour : M nut es: Seconds expresses time in a 24-hour format

TI ME_I NTERVAL_M NS specifies how frequently (in minutes) the Windows service
rotates the file.

Optionally, you can add the MAX_FI LE_COUNT attribute to specify a rotation limit for the
output files that are generated from WebLogic Server as a service. By default,

MAX_FI LE_COUNT=- 1, meaning no limit on the number of files exists. Defining

MAX_FI LE_COUNT with a value greater than 0 sets a limit on the number of files to rotate.

For example:

# ROTATI ON_TYPE = TIME

# TI ME_START DATE = Jul 17 2003 05: 25: 30
# TIME_I NTERVAL_M NS = 1440

# MAX_FI LE_COUNT = 999

When the time interval expires, the Windows service saves the file as pat hnane-
yyyy_mm dd- hh_nm ss. It then creates a new file named pat hnane. This new file, which
contains all of the headers that you specified originally, collects new standard out and
standard error messages.

If you specify # ROTATI ON_TYPE = TI ME but do not include the other lines, the
Windows service rotates the message file every 24 hours.

Administering Server Startup and Shutdown for Oracle WebLogic Server

G56919-01

November 10, 2026

Copyright © 2007, 2026, Oracle and/or its affiliates. Page 8 of 13



ORACLE

Chapter 2
Setting Up a Windows Service: Main Steps

- If you want the Windows service to rotate the message file after the file grows beyond
a specified size, add the following statements at the top of the file, each statement on
its own line (make sure to press the Enter or Return key after typing the last line):

# ROTATI ON_TYPE = S| ZE
# SIZE KB = file-size-in-kilobytes
# S| ZE TRI GGER I NTERVAL_M NS = pol li ng-interval

where Sl ZE_KB specifies the minimal file size (in kilobytes) that triggers the Windows
service to move messages to a separate file.

SI ZE_TRI GGER | NTERVAL_M NS specifies (in minutes) how frequently the Windows
service checks the file size. If you do not include this header, the Windows service
checks the file size every 5 minutes.

For example:

# ROTATI ON_TYPE = SI ZE
# SIZE KB = 1024
# S| ZE_TRI GGER_| NTERVAL_M NS = 3

When the Windows service checks the file size, if the file is at least the size you
specify, it saves the file as pat hname- yyyy _nm dd- hh_nm ss. It then creates a new file
named pat hnane. This new file, which contains all of the headers that you specified
originally, collects new standard out and standard error messages.

If you specify # ROTATI ON_TYPE = Sl ZE but do not include the other lines, the
Windows service checks the size of the message file every 5 minutes. If the file is at
least 1 megabyte, it rotates the file.

To cause the WebLogic Server instance to print a thread dump to its standard-output
destination, use the WLST t hr eadDunp command or open a command prompt and enter:

"OML_ HOVE% server\bi n\wl svcX64. exe" -dunp -svcnane: "w svc donai n- nane_server -
nane"

Use the exact service name displayed in the Windows Services console. For example:

"D:\Oracl e\ M ddl ewar e\ Oracl e_Hone\w server\ server\ bi n\w svcX64. exe" -dunp -
svcnane: "W svc nydomei n_nyserver"”

Adding Classes to the Classpath

Add application libraries after the domain environment is established and before calling
instal | Svc. cnd. For example:

cal | "%JSERDOVAI N_HOVE% bi n\ set Donai nEnv. crmd"
set "CLASSPATH=C: \ nyLi b\ myJar. j ar; UCLASSPATH%
call "9N._HOVE% server\bin\install Svc. cnd"
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@® Note

If the Windows service classpath is too long, put the complete classpath on the first
line of a protected text file as one semicolon-separated line, for example
C:\'secure\service-classpath. txt. In the masterinstal | Svc. cnd, temporarily
replace - cl asspath \ " %CLASSPATHA " in the service CVDLI NE with - ¢l asspat h

@: \ secur e\ servi ce-cl asspat h. t xt . Install the service, then restore the master
script. This @i | e behavior is specific to the WebLogic Windows service wrapper's
classpath parser; the wrapper reads only the first line.

Run the Server-Specific Script

@® Note

To run the server-specific script, you must log in to the Windows computer with a user
account that has privileges to modify the Windows registry.

If you install the Windows service in a production environment, Oracle recommends that you
do not run the service under an operating-system user account that has administrator-level
privileges. See Verifying the User Account Under Which the Service Runs.

To run the server-specific script:

1.

Open a command prompt and change to Administration Server's root directory, which is
the directory that contains the server-specific script.

Enter the name of the server-specific script.
The command prompt runs the script as a bat ch file.

If the script runs successfully, it creates a Windows service named w svc
DOVAI N_NAME_SERVER NAME and prints a line to standard out that is similar to the following:

w svc mydomai n_nyserver installed.

The Services console displays wl svc nydonai n_nyser ver . By default, standard out is the
command prompt in which you run the server-specific bat ch file.

If you modified the W._HOVE\ server\ bi n\instal | Svc. cnd master script, consider undoing
your modifications so the script can be used to set up other server instances.

Verifying the Setup

Use the wl svcx64 - debug command to verify that the Windows service is configured correctly.

To verify that you successfully set up a WebLogic Server as a Windows service, do the
following:

1.

Open a command window and enter the following command:
set PATH=W._HOME\ server\ bi n; %ATH%

Navigate to the directory immediately above your domain directory. For example, to verify
the setup for ORACLE_HOWME\ user _pr oj ect s\ domai ns\ mydomai n, navigate to
ORACLE_HOVE\ user _proj ect s\ domai ns.
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3. Enter:

W svcx64 -debug "your Servi ceNang"

For example, W svcx64 - debug "nydomai n_myserver".

If your setup was successful, the wl svcx64 - debug command starts your server. If the
script returns an error similar to the following, make sure that you specified the correct
service name:

Unabl e to open Registry Key ....... System Current Control Set\ Servi ces\w svc
exanpl e_exanpl esServer\ Par anet ers

«  Verifying the User Account Under Which the Service Runs

Verifying the User Account Under Which the Service Runs

Using the

In a production environment, WebLogic Server Windows services should run under a special
operating-system user account that has limited access privileges. For example, the OS user
should have access privileges only to Oracle files and to your domain files. This should be the
only user account that has access to these files.

To ensure that the WebLogic Server instance runs under the special OS user account:

1. Open Services in the Microsoft Management Console.
For example, from the Windows XP desktop:
a. Select the Start menu.
b. On the Start menu, select Programs > Administrative Tools > Services.

2. Inthe Services window, right click the WebLogic Server Windows service and select
Properties.

3. Inthe Properties window, select the Log On tab.

4. Under Log on, select This account. Then enter the user name and password of the
special OS user account.

5. Click OK.

@® Note

When accessing network drives, the Windows service must run under the same
user name as the one who shared the network drive.

Services Window to Stop or Restart a Server Instance

Use the Microsoft Management Console Services window to stop and restart a server
instance.

By default, if you use the Microsoft Management Console to stop a server instance, it kills the
server's Java Virtual Machine (JVM). If you kill the JVM, the server immediately stops all
processing. Any session data is lost. If you kill the JVM for an Administration Server while the
server is writing to the confi g. xn file, you can corrupt the confi g. xm file. See Enabling
Graceful Shutdowns.

To stop or restart a WebLogic Server instance that is installed as a Windows service:
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1. Select Start > Programs > Administrative Tools > Services.

2. Inthe Services window, find the service that you created. By default, the service name
starts with wl svc.

3. Right-click the service name and select commands from the menu.

Removing a Server as a Windows Service

You can remove a Windows service by using a script that causes the wisvcX64 utility to
remove the associated key from the Windows Registry.

It does not affect the server instance's configuration that is saved in the domain's configuration
file. After removing the Windows service, you can restart the WebLogic server instance with
start scripts or Node Manager.

The script sets DOVAI N_NAVE and SERVER_NAME to identify the exact service named w svc

DOVAI N_NAME_SERVER NAME. Then the script calls a master uninstall script,

W._HOME\ server\ bi n\uni nstal | Svc. cnd, where W._HOME is the directory in which you installed
WebLogic Server. The master script invokes the wl svcX64 utility, which removes a key from the
Windows Registry.

To see an example of a server-specific uninstaller script, refer to Example 2-2.
To create a script for removing a Windows service that runs a WebLogic Server instance:

1. Inthe domain home, create a text file for the removal script. The domain configuration file
is DOVAI N_HOVE\ confi g\ config.xm .

2. Add the following, required bat ch commands to the text file, each command on a separate
line:

«  SETLOCAL

This is a bat ch command that begins the localization of environment variables in a
batch file.

e set DOMAI N_NAMVE=domai n- nane
where donai n- nare is the name of your WebLogic Server domain.
e set SERVER NAME=server-nane

where ser ver - name is the name of an existing server instance that you want to remove
as a Windows service.

e call "W_HOVE\server\bin\uninstallSvc. cnd"

where W._HOME is the absolute path to the directory in which you installed WebLogic
Server. This command calls the WebLogic Server master uninstall script.

*  ENDLOCAL

This is a bat ch command that ends the localization of environment variables in a batch
file.

3. Save the text file with a . cnd extension. By default, the Windows command prompt
associates the . cmd extension with bat ch files.

4. Enter the name of the server-specific script.
The command prompt runs the script as a bat ch file.

If the removal script runs successfully, it prints a line similar to the following to standard out:
w svc nmyW.Sdomai n_nyW.Sserver renoved.
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By default, standard out is the command prompt in which you run the bat ch file.

Example 2-2 Script to Remove a Windows Service

@cho off

set| ocal

set " DOVAI N_NAME=nmyW.Sdonmai n"

set "SERVER NAME=nyW Sserver"

call "D:\Oracl e\ M ddl ewar e\ Oracl e_Horme\ W server\ server\bin\uninstall Svc. cmd"
endl ocal

Changing the WebLogic Startup Identity or Windows Service
Account

Change the WebLogic startup identity through the server-specific boot identity file, or change
the Windows service account through the service Log On tab.

To change the WebLogic startup user name or password, update the server-specific boot
identity file at SERVER _ROOT\ securi t y\ boot . properti es, where SERVER_ROOT is nhormally

DOVAI N_HOME\ ser ver s\ SERVER_NAME. Enter the valid user name and passwor d values. At the
next successful server startup, WebLogic Server rewrites the values in encrypted form. Restrict
permissions on the file and its containing directory to the Windows service account and
required administrators. The identity must be valid in the server's security realm and authorized
to start the server. See Boot Identity Files.

To change the Windows account under which the service process runs, use the service Log
On tab as described in Verifying the User Account Under Which the Service Runs.

@® Note

W.S USERand W.S PWare deprecated compatibility inputs. If an existing legacy service
was installed with those values, remove and reinstall the service to change them, then
remove the clear-text values from the script and migrate to a server-specific boot
identity file. The legacy wrapper protects the registry value only with reversible
obfuscation; do not describe it as secure encryption.
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Avoiding and Recovering From Server Failure

Oracle WebLogic Server instances may fail periodically even in a clustered environment.
Events including loss of power, hardware malfunction, operating system crashes, network
partitions, and unexpected application behavior, can lead to the failure of a server instance. For
high availability requirements, implement a clustered architecture that helps to minimize the
impact of failure events and recover the failed server.

See Failover and Replication in a Cluster in Administering Clusters for Oracle WebLogic
Server.

Failure Prevention and Recovery Features

WebLogic Server provides several recovery features that protect the servers by avoiding
conflicts resulting from unanticipated levels of application and resource utilization. The
features include automatic restart, server-level migration, service-level migration, and so
on.

Directory and File Backups for Failure Recovery

Backup creates a copy of existing files, folders, directories, and restore them in case of
data loss. WebLogic server performs few backups automatically and also, encourages the
administrators to perform some backup procedures. These procedures include domain
configuration directory, LDAP repository, and other security certificates associated with
server applications.

WebLogic Server Exit Codes and Restarting After Failure

When a server instance stops, it issues an exit code. The value of the exit code provides
information about the conditions under which the server process ended. Each server exit
code has significant meaning and specific restart recommendation to be followed.

Restarting a Failed Administration Server

You can restart a failed Administration Server either by using Node Manager or by
considering the listen address scenarios depending on the same or different machines
sharing the same IP addresses.

Restarting a Failed Managed Server

WebLogic server provides various methods to restart a failed Managed Server regardless
of the Administration Server accessibility. If the Managed Server cannot connect to the
Administration Server during server startup, it can retrieve its configuration by reading its
locally cached configuration from the config directory. If the Administration Server is
reachable by the failed Managed Server, you can restart it manually or automatically using
Node Manager, or using a command script. Also, you can restart the Managed Server in
MSI mode.

Additional Failure Topics
You can refer to other related failure topics to understand the server failure and its
recovery process.

Failure Prevention and Recovery Features

WebLogic Server provides several recovery features that protect the servers by avoiding
conflicts resulting from unanticipated levels of application and resource utilization. The features
include automatic restart, server-level migration, service-level migration, and so on.

Overload Protection
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*  Failover for Clustered Services

» Automatic Restart for Failed Server Instances

*  Server-Level Migration

e Service-Level Migration

» Managed Server Independence Mode

Overload Protection

WebLogic Server detects increases in system load that can affect application performance and
stability, and allows administrators to configure failure prevention actions that occur
automatically at predefined load thresholds.

Overload protection helps you avoid failures that result from unanticipated levels of application
traffic or resource utilization.

WebLogic Server attempts to avoid failure when certain conditions occur:

*  Workload manager capacity is exceeded
e HTTP session count increases to a predefined threshold value

* Impending out of memory conditions

Failover for Clustered Services

You can increase the reliability and availability of your applications by hosting them on a
WebLogic Server cluster. Clusterable services, such as EJBs and Web applications, can be
deployed uniformly—on each Managed Server—in a cluster, so that if the server instance upon
which a service is deployed fails, the service can fail over to another server in the cluster,
without interruption in service or loss of state.

See Failover and Replication in a Cluster in Administering Clusters for Oracle WebLogic
Server.

Automatic Restart for Failed Server Instances

WebLogic Server self-health monitoring improves the reliability and availability of server
instances in a domain. Selected subsystems within each WebLogic Server instance monitor
their health status based on criteria specific to the subsystem. For example, the JIMS
subsystem monitors the condition of the JMS thread pool while the core server subsystem
monitors default and user-defined execute queue statistics. If an individual subsystem
determines that it can no longer operate in a consistent and reliable manner, it registers its
health state as "failed" with the host server.

Each WebLogic Server instance, in turn, checks the health state of its registered subsystems
to determine its overall viability. If one or more of its critical subsystems have reached the

FAI LED state, the server instance marks its own health state FAI LED to indicate that it cannot
reliably host an application.

Using Node Manager, server self-health monitoring enables you to automatically reboot
servers that have failed. This improves the overall reliability of a domain, and requires no direct
intervention from an administrator.

See Node Manager and System Crash Recovery in the Administering Node Manager for
Oracle WebLogic Server.
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Server-Level Migration

WebLogic Server provides the capability to migrate clustered server instances. A clustered
server that is configured to be migratable can be moved in its entirety from one machine to
another, at the command of an administrator, or automatically, in the event of failure. The
migration process makes all of the services running on the server instance available on a
different machine, but not the state information for the singleton services that were running at
the time of failure. See Whole Server Migration in Administering Clusters for Oracle WebLogic
Server.

Service-Level Migration

WebLogic Server supports migration of an individual singleton service as well as the server-
level migration capability described in the previous section. Singleton services run in a cluster
but must run on only one server instance at any given time. Examples include JMS-related
services and the JTA Transaction Recovery Service.

An administrator can migrate a JMS server or the JTA Transaction Recovery Service from one
server instance to another in a cluster, either in response to a server failure or as part of
regularly scheduled maintenance. This capability improves the availability of pinned services
because those services can be quickly restarted on a redundant server if the host server fails.

See Service Migration in Administering Clusters for Oracle WebLogic Server.

Managed Server Independence Mode

Managed Servers maintain a local copy of the domain configuration. When a Managed Server
starts, it contacts its Administration Server to retrieve any changes to the domain configuration
that were made since the Managed Server was last shut down. If a Managed Server cannot
connect to the Administration Server during startup, it can use its locally cached configuration
information—this is the configuration that was current at the time of the Managed Server's
most recent shutdown. A Managed Server that starts up without contacting its Administration
Server to check for configuration updates is running in Managed Server Independence (MSI)
mode. By default, MSI mode is enabled.

Directory and File Backups for Failure Recovery

Backup creates a copy of existing files, folders, directories, and restore them in case of data
loss. WebLogic server performs few backups automatically and also, encourages the
administrators to perform some backup procedures. These procedures include domain
configuration directory, LDAP repository, and other security certificates associated with server
applications.

This section describes file backups that WebLogic Server performs automatically, and
recommended backup procedures that an administrator should perform.

Recovery from the failure of a server instance requires access to the domain configuration and
security data. The WebLogic Security service stores its configuration data in the confi g. xm
file, and also in an LDAP repository and other files.

See Domain Configuration Files in Understanding Domain Configuration for Oracle WebLogic
Server.

« Back Up Domain Configuration Directory

Administering Server Startup and Shutdown for Oracle WebLogic Server
G56919-01 November 10, 2026

Copyright © 2007, 2026, Oracle and/or its affiliates. Page 3 of 11



ORACLE Chapter 3
Directory and File Backups for Failure Recovery

« Back Up LDAP Repository

* Back Up SerializedSystemIni.dat and Security Certificates

Back Up Domain Configuration Directory

By default, an Administration Server stores the domain configuration data in the
domai n_nane\ confi g directory, where domai n_nane is the root directory of the domain.

Back up the confi g directory to a secure location in case a failure of the Administration Server
renders the original copy unavailable. If an Administration Server fails, you can copy the
backup version to a different machine and restart the Administration Server on the new
machine.

Each time a Managed Server starts up, it contacts the Administration Server and if there are
changes in to the domain configuration, the Managed Server updates its local copy of the
domain confi g directory.

During operation, if changes are made to the domain configuration, the Administration Server
notifies the Managed Servers which update their local / confi g directory. So, each Managed
Server always has a current copy of its configuration data cached locally.

Do not add non-configuration files in the conf i g directory or subdirectories. Non-configuration
files include log (.log) and lock (.Ick) files. Administration Server replicates the confi g directory
in all Managed Server instances. Storing non-configuration files in the conf i g directory can
cause performance issues in the domain.

Back Up LDAP Repository

The default Authentication, Authorization, Role Mapper, and Credential Mapper providers that
are installed with WebLogic Server store their data in an LDAP server. Each WebLogic Server
instance contains an embedded LDAP server. The Administration Server contains the primary
LDAP server which is replicated on all Managed Servers. If any of your security realms use
these installed providers, you should maintain an up-to-date backup of the following directory
tree:

domai n_nane\ server s\ admi nServer\data\l dap

where donai n_nare is the domain root directory and admi nSer ver is the directory in which the
Administration Server stores run time and security data.

Each WebLogic Server instance has an LDAP directory, but you only need to back up the
LDAP data on the Administration Server—the primary LDAP server replicates the LDAP data
from each Managed Server when updates to security data are made. WebLogic security
providers cannot modify security data while the domain Administration Server is unavailable.
The LDAP repositories on Managed Servers are replicas and cannot be modified.

The | dap\ | dapfi | es subdirectory contains the data files for the LDAP server. The files in this
directory contain user, group, group membership, policies, and role information. Other
subdirectories under the | dap directory contain LDAP server message logs and data about
replicated LDAP servers.

Do not update the configuration of a security provider while a backup of LDAP data is in
progress. If a change is made—for instance, if an administrator adds a user—while you are
backing up the | dap directory tree, the backups in the | dapfi | es subdirectory could become
inconsistent. If this does occur, consistent, but potentially out-of-date, LDAP backups are
available, because once a day, a server suspends write operations and creates its own backup
of the LDAP data. It archives this backup in a ZI P file below the | dap\ backup directory and
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then resumes write operations. This backup is guaranteed to be consistent, but it might not
contain the latest security data.

In the Remote Console:

1. Inthe Edit Tree, go to Environment, then Domain.

2. Select the Security tab, then the Embedded LDAP subtab.

3. Setthe Backup Hour, Backup Minute, and Backup Copies attributes.
4. Click Save.

Back Up SerializedSystemini.dat and Security Certificates

Each WebLogic domain uses a domain-specific Seri al i zedSyst em ni . dat file located in
DOVAI N_HOVE/ securi ty. Every server instance in the domain must use that domain file, or a
copy of it in the server’s remote domain home, so that it can decrypt the domain’s encrypted
data. Back up DOVAI N_HOVE/ securi ty/ Seri al i zedSyst enl ni . dat to a secure location and
protect the backup from unauthorized access. Do not substitute a Seri al i zedSyst enl ni . dat
file from another domain.

If you configured a server to use SSL, you must also back up the security certificates and keys.
The location of these files is user-configurable.

WebLogic Server Exit Codes and Restarting After Failure

When a server instance stops, it issues an exit code. The value of the exit code provides
information about the conditions under which the server process ended. Each server exit code
has significant meaning and specific restart recommendation to be followed.

When a server instance under Node Manager control exits, Node Manager uses the exit code
to determine whether or not to restart the server instance. The server exit code can be used by
other high-availability agents or scripts to determine what, if any action, to take after a server
instance exits. Server exit codes are defined in the following table:

Table 3-1 WebLogic Server Exit Codes
|

Exit Code Meaning Restart Recommendation
Value
Less than O A negative value indicates that the server instance failed during a Do not attempt to restart the
state transition, and did not terminate in a stable condition. server. Diagnose the problem that
Example: If a Start in Standby command is issued for a server caused the server process to exit.
instance whose configuration is invalid, the server instance fails in the
transitional STARTI| NG state, and does not achieve the STANDBY state.
0 Indicates that the server process terminated normally, as a result of a None.

shutdown command, either graceful or forced.

Greater than 0

A positive value indicates that the server instance stopped itself after The server instance can be
determining that one or more of its subsystems were unstable. restarted.

Example: A server instance detects an out of memory condition or
stuck threads, and shuts itself down.
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Restarting a Failed Administration Server

You can restart a failed Administration Server either by using Node Manager or by considering
the listen address scenarios depending on the same or different machines sharing the same IP
addresses.

The following sections describe how to start an Administration Server after a failure.

@® Note

You can use Node Manager to automatically restart a failed Administration Server. See
Restart Administration and Managed Servers Automatically in Administering Node
Manager for Oracle WebLogic Server.

¢ Restarting an Administration Server

Restarting an Administration Server

See Starting and Stopping Servers.

* Restarting Administration Server Scenarios

* Restarting an Administration Server on Another Machine

 Managed Servers and the Re-started Administration Server

Restarting Administration Server Scenarios

Table 3-2 Administration Server Restart Scenarios

|
Listen Address Same Machine or Different Machine with Same Different Machine with Different IP Address
Definition IP Address

Not defined

1. If you are starting the Administration Server on 1. Install WebLogic Server.

a different machine with the same IP address:
a. Install WebLogic Server.
b. Move data.

2. Move data.

3. Start the Administration Server.

Managed Servers that were running when the

2. Startthe Administration Server. Administration Server went down, will not
Running Managed Servers will reconnect reconnect because they know only the
automatically at the next previous Administration Server URL. See
Adnmi nReconnect | nt er val Seconds. Managed Servers and the Re-started

Administration Server.

3. To start a Managed Server that was not

running when the Administration Server failed,
no change in command is required.

Restart Managed Servers, supplying the new
Administration Server listen address on the
command line.

To start a Managed Server that was not
running when the Administration Server failed,
supply the new Administration Server listen
address on the command line.
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Different Machine with Different IP Address

DNS name or IP
address of the
host

If you are starting a Administration Serverona 1.

different machine with the same IP address:
a. Install WebLogic Server.
b. Move data.

Install WebLogic Server.
Move data.

Update the confi g. xm with the IP address of
the new host machine. See Restarting an

2. Start the Administration Server. Administration Server on Another Machine.
Runnlng_ Managed Servers will reconnect Start the Administration Server.
automatically at the next )
Admi nReconnect | nt er val Seconds. Manqged S_ervers that were runnlng_when the
Administration Server went down, will not
3. To start a Managed Server that was not reconnect because they know only the
running when the Administration Server failed, previous Administration Server URL. See
no change in command is required. Managed Servers and the Re-started
Administration Server.
Restart Managed Servers supplying the new
Administration Server listen address or DNS
name on the command line.
To start a Managed Server that was not
running when the Administration Server failed,
supply the new Administration Server listen
address or DNS name on the command line.
DNS n:;n:e If you are starting a Administration Server on a Install WebLogic Server.
mapped o different machine with the same IP address:
multiple hosts . Move data.
a. Install WebLogic Server.
b. Move data. Update the conf i g xm with the IF_’ address of
o . the new host machine. See Restarting an
2. Start the Administration Server. Administration Server on Another Machine.
Runnlng_ Managed Servers will reconnect Start the Administration Server.
automatically at the next )
Admi nReconnect | nt er val Seconds. R_unnlng Managed Servers thqt_were_ started
with a DNS name for the Administration Server
3. To start a Managed Server that was not URL that maps to multiple IPs, will attempt

running when the Administration Server failed,
no change in command is required.

reconnection to the Administration Server on

all the available URLs. Managed Servers can
then locate the Administration Server that has
been restarted at any of the URLSs.

To start a Managed Server that was not
running when the Administration Server failed,
supply the DNS name on the command line.

Restarting an Administration Server on Another Machine

If a machine crash prevents you from restarting the Administration Server on the same
machine, you can recover management of the running Managed Servers as follows:

1.

Install the WebLogic Server software on the new administration machine (if this has not

already been done).

Make your application files available to the new Administration Server by restoring them
from backups or by using a shared disk. Your application files should be available in the

Administering Server Startup and Shutdown for Oracle WebLogic Server

G56919-01

Copyright © 2007, 2026, Oracle and/or its affiliates.

November 10, 2026
Page 7 of 11



ORACLE

4,

Chapter 3
Restarting a Failed Managed Server

same relative location on the new file system as on the file system of the original
Administration Server.

Make your configuration and security data available to the new administration machine by
restoring them from backups or by using a shared disk. See Directory and File Backups for
Failure Recovery.

* Update the confi g. xm with the IP address of the new host machine. If the listen
address was set to blank, you do not need to change it. For example:

<server>
<name>Adm nSer ver </ nane>

<listen-address></listen-address>
</ server>

* You can edit confi g. xm manually or use WLST offline to update the listen address.

Restart the Administration Server on the new machine.

Managed Servers and the Re-started Administration Server

If an Administration Server stops running while the Managed Servers in the domain continue to
run, each Managed Server periodically attempts to reconnect to the Administration Server, at
the interval specified by the Ser ver MBean attribute Admi nReconnect | nt er val Seconds. By
default, Adni nReconnect | nt er val Seconds is ten seconds.

In order for Managed Servers to reconnect after an Administration Server is restarted on a
different IP address, you must have:

Configured a DNS name for the Administration Server URL that maps to multiple IP
addresses. For example, a DNS server named W sadmi nser ver which maps to 10.10.10.1
and 10.10.10.2

Provided the DNS name for the Administration Server URL when starting the Managed
Servers. For example:

- Dnebl ogi ¢. managenent . server =protocol : //w sadni nserver :port
or
st art ManagedWebLogi ¢. cnd managed_server _nane prot ocol : / /W sadni nserver :port

If the Administration Server goes down, Managed Servers will attempt to reconnect to the
Administration Server on all the available URLs. When the Administration Server comes up
on any of these URLs, Managed Servers connect to the Administration Server and stop
attempting to reconnect on the other URLSs. If the Administration Server goes down again,
they attempt to reconnect again.

Restarting a Failed Managed Server

WebLogic server provides various methods to restart a failed Managed Server regardless of
the Administration Server accessibility. If the Managed Server cannot connect to the
Administration Server during server startup, it can retrieve its configuration by reading its
locally cached configuration from the config directory. If the Administration Server is reachable
by the failed Managed Server, you can restart it manually or automatically using Node
Manager, or using a command script. Also, you can restart the Managed Server in MSI mode.

The following sections describe how to start Managed Servers after failure. For recovery
considerations related to transactions and JMS, see Additional Failure Topics.

Starting a Managed Server When the Administration Server Is Accessible
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» Starting a Managed Server When the Administration Server Is Not Accessible

» Understanding Managed Server Independence Mode

»  Starting a Managed Server in MSI Mode

Starting a Managed Server When the Administration Server Is Accessible

If the Administration Server is reachable by a Managed Server that failed, you can:

< Restart it manually or automatically using Node Manager—You must configure Node
Manager and the Managed Server to support this behavior. See Start, Shut Down,
Suspend, and Restart Managed Servers in the Administering Node Manager for Oracle
WebLogic Server.

e Start it manually with a command or script. See Starting and Stopping Servers.

Starting a Managed Server When the Administration Server Is Not

Accessible

If a Managed Server cannot connect to the Administration Server during startup, it can retrieve
its configuration by reading its locally cached configuration data from the confi g directory. A
Managed Server that starts in this way is running in Managed Server Independence (MSI)
mode.

Understanding Managed Server Independence Mode

When a Managed Server starts, it tries to contact the Administration Server to retrieve its
configuration information. If a Managed Server cannot connect to the Administration Server
during startup, it can retrieve its configuration by reading configuration and security files
directly. A Managed Server that starts in this way is running in Managed Server Independence
(MSI) mode. By default, MSI mode is enabled.

To disable Managed Server Independence mode, in the Remote Console:

1. Inthe Edit Tree, go to Environment, then Servers, then myServer.

2. Onthe Advanced tab, select the Tuning subtab, then click Show Advanced Fields.
3. Turn off the Managed Server Independence Enabled option.

In Managed Server Independence mode, a Managed Server:

* Looks inits local confi g directory for confi g. xml —a replica of the domain confi g. xn .

e Looks inits security directory for Seri al i zedSyst em ni . dat and for boot . properti es,
which contains an encrypted version of your user name and password. See Provide User
Credentials to Start and Stop Servers.

If config.xm and Serial i zedSyst em ni . dat are notin these locations in the server domain
directory, you can copy them from the Administration Server domain directory.

 MSI Mode and the Security Realm
e MSI Mode and SSL

e MSI Mode and Deployment

MSI Mode and the Domain Log File

« MSI Mode and Managed Server Configuration Changes
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MSI Mode and the Security Realm

A Managed Server must have access to a security realm to complete its startup process.

If you use the security realm that WebLogic Server installs, then the Administration Server
maintains an LDAP server to store the domain security data. All Managed Servers replicate
this LDAP server. If the Administration Server fails, Managed Servers running in MSI mode use
the replicated LDAP server for security services.

If you use a third party security provider, then the Managed Server must be able to access the
security data before it can complete its startup process.

MSI Mode and SSL

If you set up SSL for your servers, each server requires its own set of certificate files, key files,
and other SSL-related files.

Managed Servers do not retrieve SSL-related files from the Administration Server though the
domain configuration file does store the pathnames to those files for each server. Starting in
MSI Mode does not require you to copy or move the SSL-related files unless they are located
on a machine that is inaccessible or you are using Domain Keystores.

If you are using Domain Keystores, Managed Servers can operate independently as long as
their existing certificates are valid but you will need to start the Administration Server whenever
you want to refresh their identity and trust certificates.

MSI Mode and Deployment

A Managed Server that starts in MSI mode deploys its applications from its staging directory:
server_root\ stage\ appNane.

MSI Mode and the Domain Log File

Each WebLogic Server instance writes log messages to its local log file and a domain-wide log
file. The domain log file provides a central location from which to view messages from all
servers in a domain.

Usually, a Managed Server forwards messages to the Administration Server, and the
Administration Server writes the messages to the domain log file. However, when a Managed
Server runs in MSI mode, it continues to write messages to its local server log file but does not
forward messages to the domain log file.

See How a Server Instance Forwards Messages to the Domain Log in Configuring Log Files
and Filtering Log Messages for Oracle WebLogic Server.

MSI Mode and Managed Server Configuration Changes

If you start a Managed Server in MSI mode, you cannot change its configuration until it
restores communication with the Administration Server.
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Starting a Managed Server in MSI Mode

@ Note

If the Managed Server instance that failed was a clustered Managed Server that was
the active server for a migratable service at the time of failure, perform the steps
described in Migrating When the Currently Active Host is Unavailable in Administering
Clusters for Oracle WebLogic Server. Do not start the Managed Server instance in
MSI mode.

To start up a Managed Server in MSI mode:

1. Ensure that the Managed Server's root directory contains the conf i g subdirectory.

If the confi g directory does not exist, copy it from the Administration Server's root directory
or from a backup to the Managed Server's root directory.

@® Note

Alternatively, you can use the - Dnebl ogi c. Root Di r ect or y=pat h startup option to
specify a root directory that already contains these files.

2. If it does not already exist, copy the Seri al i zedSyst em ni . dat file from the Administration
Server domain directory or an existing server in the domain. The file location should be $
{ DOVAI N_HOVE} / security/ Serial i zedSystem ni . dat .

3. Start the Managed Server at the command line or using a script. See Starting and
Stopping Servers.

The Managed Server will run in MSI mode until it is contacted by its Administration Server.
See Restarting a Failed Administration Server.

Additional Failure Topics

You can refer to other related failure topics to understand the server failure and its recovery
process.

For information related to recovering JMS data from a failed server instance, see Configuring
WebLogic JMS Clustering in Administering JMS Resources for Oracle WebLogic Server.

For information about transaction recovery after failure, see Transaction Recovery After a
Server Fails in Developing JTA Applications for Oracle WebLogic Server.

For information about recovering from a corrupt or unusable embedded LDAP server file,
which prevents the Administration Server from starting, see Backup and Recovery in
Administering Security for Oracle WebLogic Server.
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Understanding Server Life Cycle

Server life cycle is the series of states through which an Oracle WebLogic Server instance can
transition. These states cause specific changes to the operational state of a server instance
and help to identify the accurate status of the running server. Use the server life cycle
commands to track the progress of a booting server at a granular level.

Diagram of the Server Life Cycle
Server life cycle consists of several components including startup parameters and state
transitions.

Getting and Using Server State

Server state signifies the specific condition of a server in the life cycle management.
System administrators use the server state information to plan the administration tasks
related to the application services. You can get the server state using Remote Console or
command prompt scripts.

Understanding Server States in the Server Life Cycle

A server instance works independently in each server state enabling the administrator to
track the current status of the server. The states include SHUTDOWN, STARTING,
STANDBY, ADMIN, and more.

Using Server Life Cycle Commands
Server life cycle commands help to transition a server instance from one state to another.

Processing In-Flight Work During Suspend and Shutdown

Subsystems are self-contained systems and responsible for performing each work item in
WebLogic Server. The subsystem includes the web containers and the various services
associated with the server. Each subsystem follows a specific approach to handle the work
during Suspend and Shutdown operations.

Diagram of the Server Life Cycle

Server life cycle consists of several components including startup parameters and state
transitions.

Figure 4-1 illustrates the server life cycle and the relationships between states and life cycle
commands.
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Figure 4-1 State Transitions for Server Life Cycle Commands

Shutdown

Chapter 4
Getting and Using Server State

Resuming

Starting ‘ Standby ‘ Admin ‘ Running

| g v > | | 3
— Start Command T T T >
— Start in Admin Com?mand : > i '
— Start in Standby Command ———————>~— Resume Command - >
: : E Suspending | i
Shutting i :
f Down i ( Graceful S“uspend Command —5
| T &t o > |
& : Graceful Shutdown Command —
: : Force
; — i i Suspending :
Force ; ;

Shutting Down i€ ; Force Suspend Command ——

; PR i

&ommen
< = -

Force Shutldown Command

To understand each state and the relationships among states and server life cycle commands,
see Understanding Server States in the Server Life Cycle and Using Server Life Cycle

Commands.

Getting and Using Server State

Server state signifies the specific condition of a server in the life cycle management. System
administrators use the server state information to plan the administration tasks related to the
application services. You can get the server state using Remote Console or command prompt

scripts.

WebLogic Server displays and stores information about the current state of a server instance,
and state transitions that have occurred since the server instance started up. This information

is useful to administrators who:

e Monitor the availability of server instances and the applications they host

» Perform day-to-day operations tasks, including startup and shutdown procedures

» Diagnose problems with application services

* Plan corrective actions, such as migration of services, when a server instance fails or

crashes

Get server state as follows:

*  WebLogic Remote Console—Multiple pages display state information:

— In the Monitoring Tree, go to Environment, then Servers,

and then myServer. The

state of the currently running server instance, and the date and time it entered the

state.

— Under Dashboards, select Server States.

— In the Monitoring Tree, go to Diagnostics, then Logs and Archives. Select Server
Log. Click a row in the Server Log table, and then click Download Logs. The server
log files include timestamped messages for state transitions that have occurred since

the server instance was last started.
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e Programmatically—Use the get St at e() method on the server's
webl ogi c. management . runt i me. Server Runt i meMBean. For example, to monitor the
progress of a long-running graceful shutdown process, issue a get st at e inquiry on a
separate thread. For more information, see Ser ver Runt i meMBean in MBean Reference for
Oracle WebLogic Server.

e WebLogic Scripting Tool—See Getting Runtime Information in Understanding the
WebLogic Scripting Tool.

Understanding Server States in the Server Life Cycle

A server instance works independently in each server state enabling the administrator to track
the current status of the server. The states include SHUTDOWN, STARTING, STANDBY,
ADMIN, and more.

These sections describe each state in the WebLogic Server life cycle.

«  SHUTDOWN State

e STARTING State

- STANDBY State

e ADMIN State

« RESUMING State

e RUNNING State

e SUSPENDING State

e FORCE_SUSPENDING State

e SHUTTING DOWN State

e FORCE_SHUTTING_DOWN State
 FAILED State

e FAILED NOT_ RESTARTABLE State

SHUTDOWN State

STARTING

In the SHUTDOWN state, a WebLogic Server instance is configured but inactive.

A server instance enters the SHUTDOWN state as result of a Shutdown or Force Shutdown
command. A server instance can also terminate itself after self-health monitoring marks it
failed. Configure this behavior by setting Over | oadPr ot ect i onMBean. Fai | ur eAction to f orce-
shut down. The legacy Ser ver MBean. Aut oKi | | | f Fai | ed attribute has the same effect but is
deprecated; use Over | oadPr ot ect i onMBean for new configurations. See Automatic Restart for
Failed Server Instances.

You can transition a server instance in the SHUTDOMN state to the STARTI NG state with the Start,
Start in Admin, or Start in Standby commands.

State

During the STARTI NG state, a WebLogic Server instance transitions from SHUTDOAN to STANDBY,
as a result of a Start, Start in Admin, or Start in Standby command.

In the STARTI NG state, a server instance cannot accept any client or administrative requests.
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The server instance obtains its configuration data:

e An Administration Server retrieves domain configuration data, including the domain
security configuration, from its conf i g directory.

* A Managed Server contacts the Administration Server for its configuration and security
data. If the Managed Server is configured for SSL communications, it uses its own
certificate files, key files, and other SSL-related files and contacts the Administration
Server for the remaining configuration and security data.

® Note

If the Managed Server cannot contact its Administration Server, by default, it starts
up in Managed Server Independence mode, using its locally cached copy of the
domain config directory. See Understanding Managed Server Independence
Mode.

Do not add non-configuration files in the confi g directory or sub-directories. Non-
configuration files include log (.log) and lock (.Ick) files. Administration Server
replicates the confi g directory in all Managed Server instances. Storing non-
configuration files in the confi g directory can cause performance issues in the
domain.

STANDBY State

A server instance in STANDBY does not process any request—its regular listen port is closed.
The administration port is open, and accepts life cycle commands that transition the server
instance to either the RUNNI NG or the SHUTDOWN state. Other Administration requests are not
accepted.

Starting a server instance in standby is a method of keeping it available as a "hot" backup, a
useful capability in high-availability environments.

The only life cycle command that causes a server instance to enter the STANDBY state and
remain in that state is the Start in Standby command. A server instance transitions through the
STANDBY state when you issue a Start or a Start in Admin command.

ADMIN State

In the ADM N state, WebLogic Server is up and running, but available only for administration
operations, allowing you to perform server and application-level administration tasks. When a
server instance is in the ADM N state:

e The Remote Console may be used.

e The server instance accepts requests from users with the adni n role. Requests from non-
adni n users are refused.

« Applications are activated in the application ADM N state. They accept requests from users
with the adni n and AppTest er roles. Users with these roles, accessing an application in the
application ADM N state, have access to all application functionality, not just administrative
functions.

* The JDBC, JMS, and JTA subsystems are active, and administrative operations can be
performed upon them. However, you do not have to have administrator-level privileges to
access these subsystems when the server is in the ADM N state.
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* Deployments or re-deployments are allowed, and take effect when you transition the
server instance from the ADM Nto the RUNNI NG state (using the Resume command).

e CusterService is active and listens for heartbeats and announcements from other cluster
members. It can detect that other Managed Servers have joined the cluster, but is invisible
to other cluster members.

You can transition a server instance to the ADM N state using the Start in Admin, Suspend, or

Force Suspend commands.

A server instance transitions through the ADM N state as a result of Start, Shutdown, and Force
Shutdown commands.

You can transition a server instance in the ADM N state to RUNNI NG with the Resume command,
or to SHUTDOWN, with the Shutdown or Force Shutdown command.

RESUMING State

During this transitional state, WebLogic Server performs the operations required to move itself
from the STANDBY or ADM N state to the RUNNI NG state.

A server instance transitions to the RESUM NG state when you issue the Resume command. A
server instance transitions through the RESUM NG state when you issue the Start command.

RUNNING State

In the RUNNI NG state, WebLogic Server is fully functional, offers its services to clients, and can
operate as a full member of a cluster.

A server instance transitions to the RUNNI NG state as a result of the Start command, or the
Resume command from the ADM N or STANDBY states.

You can transition a server instance in the RUNNI NG state to the SUSPENDI NG state or the
FORCE_SUSPENDI NG state using graceful and force Suspend and Shutdown commands.

® Note
You can use ReadyApp to determine when applications on the server instance are

ready to accept requests. See Using the ReadyApp Framework in Deploying
Applications to Oracle WebLogic Server.

SUSPENDING State

During this transitional state, WebLogic Server performs the operations required to place itself
in the ADM N state, suspending a subset of WebLogic Server subsystems and services in an
ordered fashion, and completing a predefined portion of the application work currently in
process ("in-flight" work).

A server instance transitions to the SUSPENDI NG state when you issue the Suspend command.
A server instance transitions through the SUSPENDI NG state when you issue a Shutdown
command.

For information about in-flight work, see Processing In-Flight Work During Suspend and
Shutdown.
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@® Note

While in the SUSPENDI NG state, Work Managers complete in-flight processing for
pending work in application threads. However, while in this state, you cannot schedule
new work to Work Managers. See Understanding Work Managers in Administering
Server Environments for Oracle WebLogic Server.

FORCE_SUSPENDING State

During this transitional state, WebLogic Server performs the operations required to place itself
in the ADM N state, suspending a subset of WebLogic Server subsystems and services in an
ordered fashion. During the FORCE_SUSPENDI NG state, WebLogic Server does not complete in-
flight work gracefully; application work in progress is abandoned.

A server instance transitions through the FORCE_SUSPENDI NG state when you issue the Force
Suspend or Force Shutdown command.

SHUTTING_DOWN State

During this transitional state, WebLogic Server completes the suspension of subsystems and
services and does not accept application or administration requests.

A server instance transitions to the SHUTTI NG_DOMN state when you issue a Shutdown or Force
Shutdown command.

FORCE_SHUTTING_DOWN State

During this transitional state, WebLogic Server forcefully completes the transition from the
ADM N state to the SHUTDOWN state. A server instance transitions to FORCE_SHUTTI NG_DOWN when
you issue a Force Shutdown command.

FAILED State

A running server instance can fail as a result of out-of-memory exceptions or stuck application
threads, or if one or more critical services become dysfunctional. A server instance monitors its
health, and upon detecting that one or more critical subsystems are unstable, it declares itself
FAI LED.

When a server instance enters the FAI LED state, it attempts to return to a non-failed state. If it
failed prior to reaching the ADM N state, the server instance shuts itself down with an exit code
that is less than zero. See WebLogic Server Exit Codes and Restarting After Failure.

If the server instance fails after reaching the ADM N state, but before reaching the RUNNI NG
state, by default, it returns to the ADM N state, if the administration port is enabled.

@® Note

If desired, you can configure a server instance that fails after reaching the ADM N state,
to shut itself down, rather than return to the ADM N state.
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A server instance can enter the FAI LED state from any other state. However, once a server
instance has entered the FAI LED state, it cannot return to a running state directly. The FAI LED
state is fatal and a server must go into the ADM N or SHUTDOMN state before returning to the
RUNNI NG state.

@® Note

It is theoretically possible that a server could become available again once the FAI LED
state is entered, for example if hung threads causing a failed state become un-hung.

However, once the FAI LED state is entered, a server must go into the ADM N or
SHUTDOWN states before returning to RUNNI NG.

You can use Over | oadPr ot ecti onMBean. Fai | ur eAct i on to configure the automatic action that
WebLogic Server takes when a server instance enters the FAI LED state. The valid values are
no- acti on (the default), f or ce- shut down, and admi n- st at e.

FAILED_NOT_RESTARTABLE State

This state indicates that the Managed Server has failed and one of the following scenarios has
occurred:

* The Node Manager Aut oRest art attribute is set to false, and Node Manager will not restart
the Managed Server.

* Node Manager has exceeded the configured Rest art Max value, which specifies the
number of times Node Manager will attempt to restart a failed server within the interval
defined by Rest art I nt erval . See Server Startup Properties in Administering Node
Manager for Oracle WebLogic Server.

If a Managed Server is in the FAI LED_NOT_RESTARTABLE state, the root failure should be
investigated. However, you can perform the same lifecycle operations as if the server instance
was in the SHUTDOM state (such as Start, Start in Admin, or Start in Standby commands)
without any additional actions.

Using Server Life Cycle Commands

Server life cycle commands help to transition a server instance from one state to another.

This section describes each life cycle command, how to issue it, and its effect on the state of a
server instance. For more information on:

e How to issue life cycle commands, see:

— Life Cycle Commands in WLST Command Reference for Oracle WebLogic Server and
Managing the Server Life Cycle in Understanding the WebLogic Scripting Tool.

— Start Servers and Stop Servers in the Oracle WebLogic Remote Console Online Help.

— Starting and Stopping Servers.

* Node Manager processing related to key life cycle events in environments that use Node
Manager, see How Node Manager Works in the WebLogic Server Environment in
Administering Node Manager for Oracle WebLogic Server.

e The processing that occurs during each life cycle state, see Understanding Server States
in the Server Life Cycle.
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For an illustration of the relationship between server states and server life cycle, see
Figure 4-1.

¢ Start

e Start in Standby

e Startin Admin

* Resume

*  Graceful Suspend

e Force Suspend
e Graceful Shutdown

e Force Shutdown

The Start command transitions a server instance from the SHUTDOM state to the RUNNI NG state.
Depending on the initial state of a server instance, the Start command causes these state
transitions:

SHUTDOWN > STARTI NG > STANDBY > ADM N > RESUM NG > RUNNI NG

The Server MBean. St ar t upMde attribute lets you specify the state in which a server instance
should be started. Its values are configurable in the WebLogic Remote Console, using WLST,
or when specified as a j ava webl ogi c. Server startup option. If you do not specify a startup
mode value (either on the command line, in the WebLogic Remote Console, or in confi g. xn),
the default is to start in the RUNNING state.

See Specify a Startup Mode in the Oracle WebLogic Remote Console Online Help and Other
Server Configuration Options in Command Reference for Oracle WebLogic Server.

Command Usage

Seestart, startServer, and nnStart in WLST Command Reference for WebLogic Server
and Start Managed Servers in the Oracle WebLogic Remote Console Online Help.

Start in Standby

The Start command, with Standby mode enabled, transitions a server instance from the
SHUTDOWN state to the STANDBY state, with this sequence of state transitions:

SHUTDOMN > STARTI NG > STANDBY
Command Usage

See - Dnebl ogi ¢. managenent . st art upnode in Command Reference for Oracle WebLogic
Server and Specify a Startup Mode in the Oracle WebLogic Remote Console Online Help.

Start in Admin

The Start command, with Admin mode enabled, transitions a server instance from the
SHUTDOMN state to the ADM N state, with this sequence of state transitions:

SHUTDOWN > STARTI NG > STANDBY > ADM N
Command Usage

See - Dwnebl ogi ¢c. nanagenent . st art upnode in Command Reference for Oracle WebLogic
Server and Specify a Startup Mode in the Oracle WebLogic Remote Console Online Help.
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Resume

The Resume command transitions a server instance from the STANDBY or ADM N state to the
RUNNI NG state, with this sequence of state transitions:

STANDBY > ADM N > RESUM NG > RUNNI NG
Command Usage

See resune in WLST Command Reference for WebLogic Server and Resume a Server in the
Oracle WebLogic Remote Console Online Help.

Graceful Suspend

The Graceful Suspend command transitions a server instance from the RUNNI NG state to the
ADM N state, allowing work in process to be handled gracefully, with this sequence of state
transitions:

RUNNI NG > SUSPENDI NG > ADM N
Command Usage

See suspend in WLST Command Reference for WebLogic Server and Suspend a Server in the
Oracle WebLogic Remote Console Online Help.

Force Suspend

The Force Suspend command transitions a server instance from the RUNNI NG state to the
ADM N state, without handling work in process gracefully, with this sequence of state transitions:

RUNNI NG > FORCE_SUSPENDI NG > ADM N
Command Usage

See Suspend a Server in the Oracle WebLogic Remote Console Online Help.

Graceful Shutdown

The Graceful Shutdown command transitions a server instance from the RUNNI NG state to the
SHUTDOWN state, allowing work in process to be handled gracefully, with this sequence of state
transitions:

RUNNI NG > SUSPENDI NG > ADM N > SHUTTI NG DOWN > SHUTDOW
Command Usage

See shut down in WLST Command Reference for WebLogic Server and Shutdown a Server in
the Oracle WebLogic Remote Console Online Help.

e Controlling Graceful Shutdown

¢ Shutdown Operations and Application Undeployment

Controlling Graceful Shutdown

Server MBean has two attributes for controlling the length of the graceful shutdown process.
Their values are displayed and configurable on the myServer: Advanced: Start/Stop page:

* Ignore Sessions During Shutdown—If you enable this option WebLogic Server will drop all
HTTP sessions immediately, rather than waiting for them to complete or timeout. Waiting

Administering Server Startup and Shutdown for Oracle WebLogic Server
G56919-01 November 10, 2026
Copyright © 2007, 2026, Oracle and/or its affiliates. Page 9 of 13



ORACLE

Chapter 4
Using Server Life Cycle Commands

for abandoned sessions to timeout can significantly lengthen the graceful shutdown
process, because the default session timeout is one hour.

e Graceful Shutdown Timeout—Specifies a time limit for a server instance to complete a
graceful shutdown. If you supply a timeout value, and the server instance does not
complete a graceful shutdown within that period, WebLogic Server performs a forced
shutdown on the server instance.

See Shutdown a Server in the Oracle WebLogic Remote Console Online Help.

Shutdown Operations and Application Undeployment

During both graceful and forced shutdown, subsystems undeploy applications as appropriate.
This processing can result in invocation of application code, such as Servlet destroy() or

ej bRemove() during shutdown. During the shutdown sequence, JMS, JDBC, and transactions
are shutdown after applications are shutdown, allowing application code to access JMS, JDBC,
and transaction services.

Force Shutdown

The Force Shutdown command transitions a server instance from the any state to the
SHUTDOWN state, without allowing work in process to be handled gracefully. When run for a
server instance in the RUNNI NG state, the Force Shutdown command results in these state
transitions:

RUNNI NG > FORCE_SUSPENDI NG > ADM N > FORCE_SHUTTI NG DOVWN > SHUTDOMN
Command Usage

See shut down in WLST Command Reference for WebLogic Server and Shutdown a Server in
the Oracle WebLogic Remote Console Online Help.

A forced shutdown is immediate—WebLogic Server subsystems stop all application processing
currently in progress. A forced shutdown can be performed on a server instance in any state.

If a fatal exception causes the forced shutdown to fail, the server will exit after the number of
seconds specified by the Server Li f eCycl eTi neout Val attribute in Ser ver MBean.

@® Note

When you force shutdown a server instance in a cluster, a clustered service will fail
over to another server instance in the cluster, if its state is replicated on another server
instance. However:

* If you issue a Forced Shutdown command on a server instance that hosts an
HTTP session for which a secondary session has not yet been created, the
session will be lost.

* If you issue a Forced Shutdown command on a server instance that hosts the
replicated state of a stateful session EJB, and the server instance that hosts the
EJB fails (the primary), the EJB will not fail over, because its replicated state no
longer exists.

For information about undeployment processes during a forced shutdown, and related
programming considerations, see Shutdown Operations and Application Undeployment.
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Processing In-Flight Work During Suspend and Shutdown

Subsystems are self-contained systems and responsible for performing each work item in
WebLogic Server. The subsystem includes the web containers and the various services
associated with the server. Each subsystem follows a specific approach to handle the work
during Suspend and Shutdown operations.

The following sections describe how each subsystem handles work in process during
SUSPENDI NG and SHUTTI NG_DOWN operations.

RMI Subsystem
Web Container

Timer Service
Application Service
EJB Container
JMS Service
JDBC Service

Transaction Service

RMI Subsystem

The Remote Method Invocation (RMI) subsystem suspends in three steps. Each step in this
process completes before the following step commences.

1.
2.
3.

Non-transaction remote requests are rejected by the Non-Transaction RMI Service.
The Client Initiated Transaction Service waits for pending client transactions to complete.
The Remote RMI Service rejects all remote requests with or without transactions.

After these steps are completed, no remote client requests are allowed. Requests with
administrative privileges and internal system calls are accepted.

When a clustered server instance is instructed to prepare to suspend, the RMI system
refuses any in-memory replication calls, to allow other cluster members to choose new
hosts for replicated sessions.

Web Container

After the Web Container subsystem is instructed to prepare to suspend, it rejects new sessions
requests. Existing sessions are handled according to the persistence method:

No persistence—Pending sessions with no persistence are allowed to complete.

In-memory replication in a cluster—Sessions with secondary sessions are immediately
suspended. If a primary session does not have a secondary session, the Web Container
waits until a secondary session is created, or until the session times out, whichever occurs
first.

JDBC persistence and file persistence—The Web Container immediately suspends
sessions that are replicated in a database or file store.

The completion of pending sessions is optional. To drop all sessions immediately, use the
Ignore Sessions During Shutdown option on the myServer: Advanced: Start/Stop page in
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the WebLogic Remote Console, or the -i gnor eSessi ons option with the WLST shut down
command.

In a cluster, when a primary session is dropped, the corresponding replicated sessions on
another clustered instance will be also destroyed, in addition to the primary session on the
server that is being gracefully shut down.

Timer Service

The Timer Service cancels all triggers running on application execute queues. Application
execute queues include the default queue and queues configured through the
Execut eQueueMBean.

Application Service

The Application Service completes pending work in the application queues before suspending.
Application execute queues include the default queue and queues configured through the
Execut eQueueMBean.

EJB Container

The EJB Container suspends Message Drive Beans (MDBs).

JMS Service

The Jakarta Messaging (JMS) marks itself as suspending, which causes new requests to be
rejected. The JMS system suspends gracefully in this fashion:

If the server instance being shut down has a JMS server:

* Any send requests that are waiting because of message quotas are returned immediately.
« All consumers on destinations belonging the JMS Server are closed.
* The persistent store is closed.

If the server instance being shutdown has a JMS connection factory:

* Client connections are closed.

Generally each step in the graceful suspend of the JMS subsystem occurs quickly—in less
than a second. Potentially, completion of a client request could take longer, if the request
requires higher than normal disk 1/0O, for example, a request for a persistent "send" of a 100-
megabyte message.

You can monitor the number of connections to a JMS server, the number of consumers to a
JMS connection factory, and related run-time information using JMS run-time MBeans,
including JMSRunt i meMoean, JMSConnect i onRunt i meMBean, JMSConsuner Runt i meMBean.

JDBC Service

During graceful shutdown, the JDBC service stops hew connection reservations and shuts
down its data sources and connection pools. The i gnor e-i n- use- connect i ons- enabl ed
setting controls how each pool handles connections that applications still hold. Its default value
is t rue, which permits graceful shutdown to continue and causes the pool to reclaim those
reserved connections. If you set it to f al se and connections remain in use, the pool rejects
graceful shutdown. The server records that graceful-shutdown failure and switches its
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shutdown directives to non-graceful handling; it does not wait indefinitely for the application-

held connections. Close those connections before initiating shutdown if they must finish
cleanly.

Transaction Service

The Transaction Service waits for the pending transaction count in the Transaction Manager to

drop to zero before suspending. Completing all pending transactions can be a lengthy process,
depending on the configured transaction timeout.

If a graceful shutdown takes too long because of pending transactions, you can halt it with a
forced shutdown command. Force Shutdown suspends all pending work in all subsystems.
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Starting and Stopping Servers: Quick

Reference

Learn simple and frequently used ways to start and shut down instances of Oracle WebLogic

Server.

Also, see Starting and Stopping Servers.

This appendix includes the following sections:

e  Starting Instances of WebLogic Server

Learn how to start WebLogic Server instances in various domains such as nedr ec,
medr ec- spring, w s_exanpl es, and more.

e Shutting Down Instances of WebLogic Server

Use the Remote Console or a WebLogic Server stop script to shut down WebLogic Server

instances.

Starting Instances of WebLogic Server

Learn how to start WebLogic Server instances in various domains such as medr ec, medr ec-
spring, w s_exanpl es, and more.

In the following table, ORACLE HOME represents the directory you specified as the Oracle Home
when you installed WebLogic Server; for example, C:\ O acl e\ M ddI ewar e\ Or acl e_Hone.

Table A-1 Starting Server Instances

To Start

Do The Following

The MedRec server

Invoke:

ORACLE_HOWE\ user _pr oj ect s\ domai ns\ medr ec\ bi n\ st art WebLogi c. cnd
(Windows)

ORACLE_HOWE/ user _pr oj ect s/ domai ns/ medr ec/ bi n/ st art WebLogi c. sh
(UNIX)

The server starts as an Administration Server in the MedRec samples domain.

For more informaion, see Sample Applications and Code Examples in Understanding
Oracle WebLogic Server.

The MedRec server (Spring version)

Invoke:

ORACLE_HOWE\ user _pr oj ect s\ domai ns\ medr ec-
spring\bin\startWbLogi c. cnd (Windows)

ORACLE_HOVE/ user _proj ect s/ domai ns/ medr ec- spri ng/ bi n/
startWebLogi c. sh (UNIX)

The server starts as an Administration Server in the MedRec Spring samples
domain.

See Sample Applications and Code Examples in Understanding Oracle WebLogic
Server.
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Table A-1 (Cont.) Starting Server Instances

To Start

Do The Following

The Examples server

Invoke:

ORACLE_HOWE\ user _pr oj ect s\ domai ns\w _server\bi n\ startWbLogi c. cnrd
(Windows)

ORACLE_HOVE/ user _proj ect s/ domai ns/w _server/bin/startWbLogic. sh
(UNIX)

The server starts as an Administration Server in the Code Examples domain.

See Sample Applications and Code Examples in Understanding Oracle WebLogic
Server.

An Administration Server that you
have created

Invoke:
DOVAI N_NAME\ bi n\ st art WebLogi ¢. cnd (Windows)
DOVAI N_NAME/ bi n/ st art WebLogi ¢. sh (UNIX)

where DOVAI N_NAME is the name of the directory in which you located the domain,
typically ORACLE_HOVE\ user _pr oj ect s\ dormai ns\ DOVAI N_NAME.

If the server prompts you to enter a user name and password, enter the name of a
WebLogic Server user who has permission to start servers. See Provide User
Credentials to Start and Stop Servers.

NOTE: In a development environment, it is usually sufficient to start an
Administration Server and deploy your applications directly on the Administration
Server. In a production environment, you typically create Managed Servers to run

applications.
Managed Servers 1. Start the domain's Administration Server.

2. Start the Node Manager on the computer that will host the Managed Server you
want to start.
If it's not already running, you can start Node Manager manually at a command
prompt or with a script. See Starting and Stopping Node Manager in the
Administering Node Manager for Oracle WebLogic Server.

3. Start the Remote Console and connect to an Administration Server.
See Connect to an Administration Server in the Oracle WebLogic Remote
Console Online Help.

4. Associate Managed Servers with Node Manager by assigning them to a
Machine upon which Node Manager runs.
See Configure Machines and Assign a Server Instance to a Machine in the
Oracle WebLogic Remote Console Online Help.

5. Inthe WebLogic Remote Console, in the Monitoring Tree, go to Environment,
then Servers.

6. Select the server you want to start, then click Start.

See Starting and Stopping Servers.

Shutting Down Instances of WebLogic Server

Use the Remote Console or a WebLogic Server stop script to shut down WebLogic Server

instances.

It is recommended that you shut down WebLogic Server instances through the Remote

Console:
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e See Shutdown a Server in the Oracle WebLogic Remote Console Online Help.

e Alternatively, invoke a WebLogic Server stop script to shut down the server. See Shutting
Down Servers with a Stop Script.
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