Oracle® VM

Administrator's Guide for Release 3.4

ORACLE

E64083-17
January 2021



Oracle Legal Notices
Copyright © 2014, 2021 Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement
or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute,
exhibit, perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or
decompilation of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find
any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of
the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any
programs embedded, installed or activated on delivered hardware, and modifications of such programs) and
Oracle computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are
"commercial computer software" or "commercial computer software documentation” pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, reproduction,
duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle
programs (including any operating system, integrated software, any programs embedded, installed or activated

on delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other
Oracle data, is subject to the rights and limitations specified in the license contained in the applicable contract. The
terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such
services. No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk
of personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to
take all appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation
and its affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous
applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their
respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used
under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc, and the AMD
logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The
Open Group.

This software or hardware and documentation may provide access to or information about content, products, and
services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an
applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any
loss, costs, or damages incurred due to your access to or use of third-party content, products, or services, except as
set forth in an applicable agreement between you and Oracle.

Abstract

Document generated on: 2021-01-21 (revision: 7520)




Table of Contents

e (=1 Tot = PP PPPTTR Vii
1 Configuring Oracle VM Server After INStallation ...............iiiiiiiiioiii e 1
1.1 Installing Oracle VM Storage ConNECt PIUG-INS ......coevuunieiiiiiieiiiii et 1

1.2 Enabling Multipath [/O SUPPOIT ...ttt e e e et e e e ena e eees 1

1.3 Configuring Software RAID fOr STOTQQE .......uiiiiitiiiiiiiii et 2
1.3.1 Removing Software RAID DEVICES ........ccouuuiiiiiiiiieeiii ettt 4

1.4 Diagnostic TOOIS fOr Oracle VIM SEIVET .......cciiuuiiiiiiii ettt 5
1.4.1 Working with the OSWatcher Utility on Oracle VM Server ............cccooeiieieiinieiiiinienennnn, 5

1.4.2 Manually Configuring kdump for Oracle VIM SEIVEr ..........ccoiuuiiiiiiiiiiieiiiiieeece e 6

1.5 Disabling Paravirtualized Guests on Oracle VM SEIVET ........c..uiiiiiiiiiiiiiiiiieeie e 10

1.6 Changing the Memory Size of the Management DOMAIN ...........cc.uuvieiiiiiiieiiiiinieciieeeiieeeens 11

1.7 Configuring Oracle VM Server for SPARC .........iiiiiiii e 12
1.7.1 Creating ZFS VOIUMES ... oottt ettt eeeaaas 12

1.7.2 Configuring a Secondary Service DOMAIN ..........oiciiuiiiiiiiiiiieeiiiiee e 14

2 Configuring Oracle VM Manager After INStallation ..............oooiiiiiiiiii e 29
2.1 Configuring Oracle VM Manager Web Interface Session TiMeOUL ............ccoevviieiiiiiieiiiiinneeenns 29

2.2 SElNG UD SSOL ittt 30
2.2.1 Oracle VM KEY TOOI ... ittt ettt e e e e 31

2.2.2 Showing the Certificate CONfIQUIALION ...........oiiiiiiiiiiii e 33

2.2.3 Validating the Certificate CoNfigUration ..............oveiiiiiieiiiiiiee e 34

2.2.4 Exporting the CA CertifiCate ..........oooiiiiiiiii e 35

2.2.5 Generating @& NEW SSL KY .....ciiiiiiiiiiiiiie ettt 35

2.2.6 Changing the Default SSL CertifiCate ...........cooeiiuiiiiiiii e 36

2.2.7 Changing the Keystore PaSSWOIT .............iieiiiiiieiiiiiiieeiiiie et e et e e e e 38

3 Administering Oracle VM MEANAGET .........oiiiuuiei ittt et e e e et e e e e eeeans 39
3.1 Oracle VM Manager Administrator Tool (OVM_admin) ...........cooeeeeiiiieiiiiinieiiiineeeii e 39
0 I A I T LU LS T TP 40

3.1.2 CreatiNg USEIS ...ouuuiiiiiiii ettt ettt ettt ettt ettt et e e e e naans 41

3.1.3 DEIELING USEIS ...ttt ettt ettt et ettt ettt e e e 42

3.1.4 Changing USEI PASSWOITS .......c.uuuiiiituiiaiitiie ettt e et ettt e et e e et eeana s 42

3.1.5 Configure ACCOUNE LOCKING ....ccouuiiieiiiiiiee ittt 43

3.1.6 UNIOCKING USEI ACCOUNTS ... .ceittieeiiit ettt e e et e ettt e et e e et e e e et e e e ert e eeenaaeeees 44

3.1.7 LiStiNG DALB SOUICES ... .cceutiieiiiii ettt ettt e e et e et e e eeene s 45

3.1.8 Modifying the Oracle VM Manager Database SChema ............cccueiveiiiiinieiiiiineeniiien, 45

3.1.9 ROtAtING LOG FlES ...t a7

3.1.10 Changing the Password for the MySQL ROOt USEr ..........cceuviiiiiiiiiiiiiiiiieeeiii e 48

3.2 Working with the MySQL INSTANCE ........iiiiiiieiiii e eens 50

4 Managing Oracle VM Manager AUtNENEICALION ..........ccouuuiiiiiiiiieiiiii e 51
4.1 Default Oracle VIM Man@QEr USEIS ......c.uuuiiiiiiiiiieii ettt e e e e e 51

4.2 Changing the Oracle VM Manager User PasSWOrd .........cc..ooieiiiiiiiiiiiiiiiee e 52

4.3 Restricting User Authentication to Oracle WebLogic Server Groups .........ccccuvvveveeiinieeeeninneeenns 52

4.4 Enabling LDAP and Active Directory AUthentiCation ..............cccoiiiiiiiiiiiiiiiiieee e 53

5 Monitoring Oracle VM Server With SNIMP ... e 55
5.1 Installed SNIMP PACKAGES .......coiiiiiiiiiiiiiee ettt e e e e e 55

5.2 Adding the Oracle VM Server Object MOTUIE ...........uuiiiiiiiiiiiii e 55

5.3 Enabling the SNIMP SEIVICE .......iiiiii et 56

5.4 HOW t0 RetrieVe MIB ODJECLS ....c.uiiiiiiiiiie et e e et e e e ean s 56

6 Updating Oracle VM Server with Oracle KSPICE .........coiuiiiiiiiii e 59
6.1 What IS Oracle KSPHCE? ... et e e eeens 59

6.2 Prerequisites for Ksplice on Oracle VIM SEIVET ........ociiiiiiiiiiiiic et 60

6.3 ACCESSING ULN CRANNEIS .. oottt e s 60




Oracle® VM

6.4 Configuring Yum for Oracle KSPIICE .......ociuuiiiiii e e e 61

6.5 Installing the Ksplice Enhanced ClENt ..........coouiiiiiiiiii e 63

6.6 Installing Oracle Ksplice Updates on Oracle VM SEIVEN .........ccouuiiiiiiiiiiieiii e 66

7 Provisioning ISO Files for PVM Guest INstallations ............cooiiiiiiiiiieiie e 71
8 Installing and Using the Oracle VM Guest AddIitiONS ........cc.oviiiiiiiiiiiii e e 73
8.1 Features of the Oracle VM Guest AddItIONS ..........uuiiiiiiiiiieiii e 73

8.2 Oracle VM Guest AdditioNS PACKAGES ........uiiiiuiiiiiieiiii e e et e e e e s e e e e e eaaees 73

8.3 Downloading the Oracle VM Guest Additions Packages ..........cccovevviiiiiiiiiiiiieiiieecie e 76

8.4 Installing the Oracle VM Guest ADAItiONS ..........cooiiiiiiiiii e 77

8.5 Upgrading the Oracle VM Guest AAdItiONS ...........ooiiiiiiiiiiii e 77

8.6 Using the Oracle VM Guest Additions (OVMA) ........iiiiiiiiiiiiei e 78
8.6.1 Using the Oracle VM Guest Additions Daemon to Enable First-Boot Configuration ....... 80

8.6.2 Sending Messages to Virtual Machines ...........ccooviiiiiiiiiii i 80

8.6.3 Configuring the Oracle VM Guest Additions Daemon to Run as a Service ................... 81

8.7 Using the Oracle VM Guest Additions with Microsoft Windows (ovmemd) ..........cccoovveivnieennnnn. 81

8.8 The Oracle VM Template Configuration Script and Modules ............cccceiiiiiiiiiiiieiiinee e, 83
8.8.1 Template Configuration Script (ovm tenpl ate-confi g) cooceveviiiiiiiiiiiiies 83

8.8.2 Enabling and Disabling Configuration Modules (ovm-chkconfig) ...........cccoveviiiiiiinennnnn. 85

8.8.3 Key-Value Pairs Used By Available Configuration Modules .............ccooeviviiiiiieiinnennnnn. 86

8.8.4 Triggering Configuration ChaNgES .........cociiiiiiiiiiii e e e e 86

8.8.5 Developing Oracle VM Template Configuration Modules ...........cccoveviiiiiiiiiiiievieeeenn, 87

9 UsIiNg the Oracle VIM ULIIILIES ......ccouiiii et e e e e e e e e e e e et e e ean e eaen 93
9.1 Oracle VM Virtual Machine Control (ovm_vmCONtrol) ..........ccooevuiiiiiiieiin e, 93

9.2 Oracle VM Retrieve Disk (OVM_VMAISKS) ......couiiiiiiiiiiei e e e e 96

9.3 Oracle VM Hostd For Metrics Messaging (ovm_vmhostd) ...........cccoiieiiiiiiiiiii e 97

9.4 Retrieving Host Metrics from Virtual Machines (vm-dump-metrics) ........cccocoeveiiieiiiiieiiieeeinns 98

10 Converting Physical Hosts to Virtual Machings ..........cccouiiiiiiiiii e 101
10.1 Introduction to the P2V ULIIILY ........oouiiiiii e e e e e e e 101

10.2 Converting HOsts in INteractive MOOE .........covviiiiniiii e 101

10.3 Converting Hosts Silently with a Kickstart File ...........cccoooiiiiiiii e, 104

10.4 Importing Guests as Virtual Machine Templates to Oracle VM Manager ............cccoeevvvneennnn. 108

11 Installing and Configuring the Oracle VM Exporter ApplianCe .........ccccciviiiiiiiiiiiiiieee e, 111
0 R @ T 1] To (=T = T LSRN 111

11.2 Installing the Oracle VM Exporter APPlHanCe ..........cociuiiiiiiiiii e 112

11.3 Creating the Oracle VM Exporter Appliance Virtual Maching .............ccoooeviiiiii i, 113

11.4 Configuring the Oracle VM Exporter Appliance Virtual Machine ..............ccoooeiiviiiiievin e, 114

12 Backing up and Restoring Oracle VM COMPONENLS ......cvvuiiiiiiieiiieiii e e e e et e e e e eaens 119
12.1 Backing up and Restoring Oracle VM Manager .........cccuueeiiiieiiiieiiii e e e e e 119
12.1.1 Backing up the Oracle VM Manager Configuration File ................ccooeeiiiiiiniiinenennn. 119

12.1.2 Backing up the MySQL Database RepPOSItOrY .........cc.ovvviiiiiiiiiiiiieeie e 120

12.1.3 Oracle VM Manager Backup and Restore Troubleshooting ...........cccccccoeveviiniiinnn, 122

12.1.4 Restoring Oracle VM MaNAQET .......cccuuiiiiieiiiee e e e e e e e e e e e e e aanas 122

12.1.5 Restoring Oracle VM Manager If You Have No Database Backup .............cc.ccevneeee. 125

12.1.6 Oracle WebLogic Server Backup and ReESIOre ..........ccoevvuiiiiiiiiiiiieiie e, 126

12.2 Backing up Virtual MacChingsS ...........iiiiiiii e 126

13 Troubleshooting OracCle VIM ........iiiii e e e e e e e e e e e e e an s 129
13.1 Capturing Diagnostic Information for Oracle VM .........ccccoiiiiiiiiiii e, 129

13.2 Troubleshooting Oracle VIM SEIVEL ......cc.uiiiiiieiie et e e e e 130
13.2.1 Oracle VM Server Debugging TOOIS ........oeiiniiiiiiieii e e e e 130

13.2.2 Using DHCP 0N Oracle VIM SEIVEIS .....civuiiiii et e e e a e e 132

13.2.3 Cannot Use Certain Key Combinations When Connecting to DomO0 Console ............ 132

13.2.4 Storage Array LUN Remapping on Oracle VM SEIVErS ......c.coevvvieviiieeiiieeiiiieeieeeann, 132

13.2.5 Tuning ISCSI Settings on Oracle VM SEIVEIS .....cc.viiiiieiiiieiie e e v 132

13.2.6 Troubleshooting Clustered Server Pools Oracle VM Server for x86 ..............ccceee... 133




Oracle® VM

13.2.7 Allocating Memory for Multiple Infiniband HCAS .........cccoiiiiiiiii e 134
13.2.8 Resolving Issue Where NIC Fails to Get IP Address if Configured for DHCP ............ 134
13.3 Troubleshooting Oracle VIM MaNAJET .........couuiiiiieiiiieiii e e e e e e e e e e e e e e s 134
13.3.1 Oracle VM Manager LOg FIlES .....couuiiiiiiii e 134
13.3.2 Oracle VM Manager Web Interface Database Synchronization ..............cc.c..cceeeeeennn. 136
13.3.3 Increasing the Memory Allocated to Oracle WebLogic Server ...........ccoooevviievinnennnnn. 136
13.3.4 No File Systems Found When Searching a Storage Server .........cccccoeveviiieiieennnnn. 137
13.3.5 Cannot Discover Servers to Oracle VM Manager Due To Time Differences .............. 137
13.3.6 Cannot Create a Clustered Server Pool on a Disk that already has an OCFS2 File
21 =] 1 PP 138
13.3.7 Cannot Create a Repository on a Device that has Partitions ...............cccocceeeevnnnen. 138

13.3.8 Removing Oracle VM Template Configuration Packages on Oracle Linux 5 Hosts .... 139
13.3.9 Unable to Manage Oracle VM Server for x86 at Release 3.2.10 or 3.2.11, and

Oracle VM Agent for SPARC at Release 3.3.1 ......coviiiiiiiiii e 139

13.4 Troubleshooting Virtual MachingS ..........c..iiiiiiiiiii e 139
13.4.1 Setting the GUESLE'S ClIOCK ....c.uuiiiiiii e 139

13.4.2 Wallclock Time SKeW ProbIEMS ..........uiiiiiiiiiiii e 140

13.4.3 Mouse Pointer Tracking Problems .........ccooiiiiiiii e 140

13.4.4 Cloning Virtual Machine from Oracle VM 2.x Template Stuck in Pending ................. 140

13.4.5 Hardware Virtualized GUESE STOPS .....ciivuiiiiiiiii i e e e e e e e e 141

13.4.6 Migrating Virtual MachingsS ...........ooiiiiiiiiii e e e 141

13.4.7 Recovering From A Failed Local Virtual Machine Migration ..............cccceeviieviineeinns 141

13.4.8 Migrating Large Hardware Virtualized Guest Results in CPU Soft Lock .................... 144

13.4.9 Hardware Virtualized Guest Devices Not Working as Expected ...............cccoeeeennnnnn. 144

13.4.10 Paravirtualized Guest Disk Devices are Not Recognized .............cccoeevviiiiinennnnnnnn. 144

13.4.11 Cannot Create a Virtual Machine from Installation Media .............cccoooveiiiinieniinnnnn. 145

13.4.12 Cannot Change CD in the Virtual Machine ............cccooooii i, 145

13.4.13 Generating Guest Dump Files on Oracle VM Server (X86) .........cccovvevveviiierinnennnn. 146

13.4.14 Tuning a Linux-based Virtual Machine for Handling Storage Migration ................... 146

L (01T P 149
0 = PR 155




Vi



Preface

The Oracle VM Administrator's Guide explains how to manage Oracle VM and perform administrative
tasks, such as configuring the system configuration, using Oracle VM Guest Additions, backing up and
restoring components, troubleshooting common issues.

Audience

This document is intended for Oracle VM administrators with privileged access to the physical and virtual
resources of the Oracle VM environment. This guide assumes that you have a detailed knowledge of
Oracle VM and that you are familiar with Oracle Linux system administration and Linux command line
operation.

Related Documents

For more information, see the following documents in the Oracle VM documentation set:

Oracle VM Release Notes

Oracle VM Installation and Upgrade Guide

Oracle VM Concepts Guide

Oracle VM Manager Getting Started Guide

Oracle VM Manager User's Guide

Oracle VM Manager Command Line Interface User's Guide
Oracle VM Administrator's Guide

Oracle VM Paravirtual Drivers for Microsoft Windows Guide
Oracle VM Web Services API Developer's Guide

Oracle VM Security Guide

Oracle VM Licensing Information User Manual

You can also get the latest information on Oracle VM by going to the Oracle VM Web site:

http://www.oracle.com/us/technologies/virtualization/oraclevm

Server for x86 can be found in the Oracle Technical Paper entitled Optimizing
Oracle VM Server for x86 Performance, which can be downloaded from the Oracle
Technology Network: http://www.oracle.com/technetwork/server-storage/vm/ovm-
performance-2995164.pdf

Note
@ Information on performance optimization goals and techniques for Oracle VM

Command Syntax

Oracle Linux command syntax appears in nonospace font. The dollar character ($), number sign (#), or
percent character (%) are Oracle Linux command prompts. Do not enter them as part of the command.
The following command syntax conventions are used in this guide:
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Conventions

Convention Description

backslash \ A backslash is the Oracle Linux command continuation character. It is used in
command examples that are too long to fit on a single line. Enter the command
as displayed (with a backslash) or enter it on a single line without a backslash:
dd if=/dev/rdsk/cOt1d0s6 of =/dev/rst0 bs=10b \
count =10000

braces { } Braces indicate required items:

. DEFI NE {macrol}

brackets [ ]

Brackets indicate optional items:

cvtert termmane [outfile]

ellipses ... Ellipses indicate an arbitrary number of similar items:
CHKVAL fi el dnane val uel value2 ... val ueN

italics Italic type indicates a variable. Substitute a value for the variable:
library_nane

vertical line | A vertical line indicates a choice within braces or brackets:

FILE filesize [KIM

forward slash /

A forward slash is used to escape special characters within single or double
guotes in the Oracle VM Manager Command Line Interface, for example:

create Tag name=MyTag description="HR/'s VMs"

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in

examples, text that appears on the screen, or text that you enter.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website

at

https://lwww.oracle.com/corporate/accessibility/.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit
https://www.oracle.com/corporate/accessibility/learning-support.html#support-tab.
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Diversity and Inclusion

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle recognizes the influence of ethnic and cultural
values and is working to remove language from our products and documentation that might be considered
insensitive. While doing so, we are also mindful of the necessity to maintain compatibility with our
customers' existing technologies and the need to ensure continuity of service as Oracle's offerings and
industry standards evolve. Because of these technical constraints, our effort to remove insensitive terms is
an ongoing, long-term process.







Chapter 1 Configuring Oracle VM Server After Installation

After you successfully install Oracle VM Server, you can perform configuration tasks to customize your
environment. These configuration tasks include installing vendor-specific Oracle VM Storage Connect plug-
ins, enabling multipathing, optionally installing and configuring diagnostics tools, and changing the memory
size of the management domain. If you are using Oracle VM Server for SPARC, you can also create local

ZFS volumes or configure a secondary service domain.

1.1 Installing Oracle VM Storage Connect plug-ins

Vendor-specific (non-generic) Oracle VM Storage Connect plug-ins are available directly from your storage
vendor. Generic Oracle VM Storage Connect plug-ins are already installed by default during the installation
of Oracle VM Server and no further action is required if you select to use only the generic plug-ins. Vendor-
specific Oracle VM Storage Connect plug-ins usually facilitate additional management functionality that you
can take advantage of from within Oracle VM Manager.

You can find more information about Oracle VM Storage Connect plug-ins at:
https://www.oracle.com/virtualization/storage-connect-partner-program.htmi

Oracle VM Storage Connect plug-ins are delivered as an RPM, usually a single RPM, but your storage
vendor may provide multiple RPMs. When you have the Oracle VM Storage Connect plug-in RPM from
your storage vendor, install the RPM on your Oracle VM Servers. You must install the RPM on all the
Oracle VM Servers that will use the particular storage.

To install the Oracle VM Storage Connect plug-in RPM, on the command line of the Oracle VM Server,
enter

# rpm-ivh filename.rpm

If you are upgrading an existing Oracle VM Storage Connect plug-in, use the RPM upgrade parameter:

# rpm-Uvh filenanme.rpm

If you are installing or upgrading an Oracle VM Storage Connect plug-in on an Oracle VM Server already
managed by Oracle VM Manager, rediscover the Oracle VM Server to update the database repository with
the latest configuration information about the Oracle VM Server.

Read the install and configuration documentation for the Oracle VM Storage Connect plug-in from
your storage vendor before you install and use it. There may be extra configuration required that is not
documented here.

1.2 Enabling Multipath 1/O Support

steps depend on the storage hardware implemented. Consequently, the steps below are intended as a
guideline and priority should be given to the SAN hardware documentation. Note that some guidelines
have already been provided for the configuration of multipathing on SPARC hardware in the Installing
Oracle VM Server on SPARC Hardware section of the Oracle VM Installation and Upgrade Guide . Not all
steps apply to your environment. Consult the SAN hardware vendor documentation for a complete list of
steps, the order in which to run them, and their relevance to your specific environment.

General steps to configure multipathing:

1. Design and document the multipathing configuration you intend to apply to the SAN hardware used in
your Oracle VM environment.
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Ensure that the drivers for your Host Bus Adapters (HBAS) are present. If not, install the drivers.
Configure the appropriate zoning on the fibre channel switches.

Configure LUN masking on the storage arrays.

a M W DN

Configure path optimization features (ALUA or similar) on your disk subsystem, if so instructed by your
vendor's documentation.

6. Check the fabric information on each Oracle VM Server that has access to the SAN hardware. Use
mul tipath -11 and related commands.

7. Make the necessary changes to the file / et ¢/ nul ti pat h. conf on the Oracle VM Servers.

Note
@ You must make the exact same changes to the multipath configuration file on all
Oracle VM Servers in your environment.

Important

A It is critical that the configuration parameter user fri endl y_nanes remain
set to no within the / et ¢/ nul ti pat h. conf configuration file.
Important

A Under the mul t i pat h section, the nul ti pat hs configuration subsection is not

supported within the / et ¢/ mul t i pat h. conf configuration file.
8. Restart the multipath daemon, nul ti pat hd.
9. Check the fabric information again to verify the configuration.
10. If instructed by the vendor documentation, rebuild i ni t r d.

11. Reboot the Oracle VM Servers to verify that the SAN and multipathing configuration come up after a
restart.

For detailed information and instructions, consult the SAN hardware vendor documentation.

Note
@ Booting from a multipath SAN is supported.

1.3 Configuring Software RAID for Storage

You can use software RAID devices for storage repositories or virtual disks. However you must first
configure these devices on Oracle VM Server before Oracle VM Manager can discover the array for
storage.

Important

A As a best practice, you should use software RAID devices as storage repositories in
a deployment environment before using them in a production environment.

In environments where you use software RAID devices as storage repositories for
server pools, unexpected behavior can occur with certain virtual machine migration
operations. For example, if you clone a virtual machine and then attempt to live
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migrate it to an instance of Oracle VM Server in the same server pool, the migration
fails with an error that indicates the virtual machine disk does not exist. In this case,
you must stop the virtual machine and then move it to the appropriate instance of
Oracle VM Server.

To configure software RAID devices as storage, do the following:

1.
2.

Connect to Oracle VM Server as the root user.

Ensure the local disks or multipath LUNS you want to configure as software RAID devices are available
as mapped devices.

# | s /dev/ mapper

Runthe nmul ti path -11 command to find the WWIDs for the devices, as follows:
# mul tipath -11

devicel-WN'D dm O LSI, MR9261- 8i

si ze=558G features='1 queue_if_no_path' hwhandl er='0" wp=rw
“-+- policy="round-robin 0' prio=1 status=active

- 2:2:1:0 sdb 8:16 active ready running

device2-WAN'D dm 1 LSI, MR9261- 8i

si ze=558G features='1 queue_if_no_path' hwhandl er='0" wp=rw
“-+- policy="round-robin 0' prio=1 status=active

“- 2:2:2:0 sdc 8:32 active ready running

Note
3 The multipathing service, nul t i pat hd, uses the underlying devices to create a
single device that routes I/0O from Oracle VM Server to those underlying devices.
For this reason, you should not use the udev device names to create a software
RAID, such as / dev/ sdb. You should only the WWIDs of the devices to create
a software RAID. If you attempt to use a udev device name, an error occurs to
indicate that the device is busy.

Create a software RAID configuration with the devices.

# nmdadm --create --verbose /dev/nd0O --level =1 --raid-devices=2 \
/ dev/ mapper/ devi cel- WX D / dev/ mapper/ devi ce2- WA D

Open/ et ¢/ ndadm conf for editing.
Comment out the DEVI CE / no/ devi ce line.

Specify each device to include in the software RAID configuration on separate DEVI CE lines, as in the
following example:

DEVI CE / dev/ mapper/ devi cel- WA D
DEVI CE / dev/ mapper/ devi ce2- WAl D

Save and close / et ¢/ ndadm conf .

Run the following command to scan for software RAID devices and include them in ndadm conf:

# nmdadm --detail --scan >> /etc/ndadm conf

Note
@ This command is optional. However, including the software RAID devices in
nmdadm conf helps the system assemble them at boot time.
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If any software RAID devices already exist, this command creates duplicate
entries for them in ndadm conf . In this case, you should use a different method
to include the new software RAID device, as in the following example:

# ndadm --detail --scan

ARRAY /dev/ nd0 net adat a=1.2 nanme=host name UUI D=RAI D1_UUI D
ARRAY /dev/ ndl netadata=1.2 nanme=host name UUl D=RAI D2_UUI D
ARRAY /dev/ nd2 netadat a=1.2 nanme=host name UUI D=RAI D3_UUI D

# cp /etc/ndadm conf /etc/ndadm conf. backup

# echo "ARRAY /dev/nd2 metadata=1.2 nanme=hostnane UUl D=RAI D3_UUlI D' >> /et c/ nmladm conf

10. Confirm that the configuration includes the software RAID device.

# cat /etc/nmdadm conf

# For OVS, don't scan any devices
#DEVI CE / no/ devi ce

DEVI CE / dev/ mapper/ devi cel- WA D
DEVI CE / dev/ mapper/ devi ce2- WA D

ARRAY /dev/ nd0O net adat a=1. 2 name=host name UUI D=RAI D_UUI D

11. Check the status of the software RAID device.

# nmdadm - -detail /dev/nd0
/ dev/ ndO:
Version : 1.2
Creation Time : tinme_stanp
Raid Level : raidl
Array Size : 55394112 (52.83 G B 56.72 GB)
Used Dev Size : 55394112 (52.83 G B 56.72 GB)
Rai d Devices : 2
Total Devices : 2
Persi stence : Superbl ock is persistent

Update Time : tinme_stanp
State : clean
Active Devices : 2
Wor ki ng Devices : 2
Failed Devices : 0O
Spare Devices : 0

Nanme : host nane: 0
UUID : RAID UU D
Events : 17
Nurber Maj or M nor Rai dDevi ce State
0 251 0 0 active sync / dev/ dm O
1 251 1 1 active sync /dev/ dm 1
You can find more information about software RAID in the Oracle Linux documentation at:

http://docs.oracle.com/cd/E37670_01/E41138/html/ch18s04.html

1.3.1 Removing Software RAID Devices

You cannot use Oracle VM Manager to remove software RAID devices. You must manually remove these
devices on Oracle VM Server as follows:

1. Connect to Oracle VM Server as the root user.

2. Stop the software RAID device.
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# nmdadm --stop /dev/ndO

3. Remove the software RAID superblock from the devices.

# mdadm - - zer o- super bl ock /dev/ mapper/ devi cel- WY D /dev/ mapper/ devi ce2- W\ D
4. Remove the software RAID device from / et ¢/ ndadm conf .

5. Remove the software RAID device from Oracle VM Manager.

Note
@ After you remove the software RAID device, Oracle VM Manager displays an
event with a severity of warning. The event message is similar to the following:

Warning tinme_stanp storage. device.offline. Physical disk is Ofline
No Description: OVMEVT_007005D 001 Rescan storage |ayer on server [hostnane] did
not return physical disk [md-UU D] for storage array [Generic Local Storage Array

You can ignore this warning.

1.4 Diagnostic Tools for Oracle VM Server

As an optional post-installation step, Oracle recommends that you also install and configure diagnostics
tools on all Oracle VM Servers. These tools can be used to help debug and diagnose issues such as
system crashes, hanging, unscheduled reboots, and OCFS2 cluster errors. The output from these tools

can be used by Oracle Support and can significantly improve resolution and response times.

Obtaining a system memory dump, vmcore, can be very useful when attempting to diagnose and resolve
the root cause of an issue. To get a useful vmcore dump, a kdump service configuration is required. See
Section 1.4.2, “Manually Configuring kdump for Oracle VM Server” below for more information on this.

In addition, you can install netconsole, a utility allowing system console messages to be redirected across
the network to another server. See the Oracle Support Document, How to Configure "netconsole" for
Oracle VM Server 3.0, for information on how to install netconsole.

https://support.oracle.com/

Additional information on using diagnostic tools is provided in the Oracle Linux documentation. See the
chapter titled Support Diagnostic Tools in the Oracle Linux Administrator's Solutions Guide.

http://docs.oracle.com/cd/E37670_01/E37355/html/ol_diag.html

1.4.1 Working with the OSWatcher Utility on Oracle VM Server

OSWatcher (oswhb) is a collection of shell scripts that collect and archive operating system and network
metrics to diagnose performance issues with Oracle VM Server. OSWatcher operates as a set of
background processes to gather data with standard UNIX utilities such as vmstat, netstat and iostat.

By default, OSWatcher is installed on Oracle VM Server and is enabled to run at boot. The following table
describes the OSWatcher program and main configuration file:

Name Description

[ usr/ sbi n/ OS\Wat cher The main OSWatcher program. If required, you can configure certain
parameters for statistics collection. However, you should do so only if Oracle
Support advises you to change the default configuration.
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Name Description
/ etc/sysconfi g/ This file defines the directory where OSWatcher log files are saved, the interval
oswat cher between statistics collection, and the maximum amount of time to retain
archived statistics.
Important
A It is not possible to specify a limit to the data that the

OSWatcher utility collects. For this reason, you should

be careful when modifying the default configuration so

that the OSWatcher utility does not use all available

space on the system disk.

To start, stop, and check the status of OSWatcher, use the following command:

# service oswatcher {start|stop|status|restart|rel oad|condrestart}

For detailed information on the data that OSWatcher collects and how to analyze the output, as well as
for instructions on sending the data to Oracle Support, see the OSWatcher User Guide in the following
directory on Oracle VM Server: / usr/ shar e/ doc/ oswat cher - x. x. x/

1.4.2 Manually Configuring kdump for Oracle VM Server

While Oracle VM Server uses the robust UEK4 kernel which is stable and fault-tolerant and should rarely
encounter errors that crash the entire system, it is still possible that a system-wide error results in a kernel
crash. Information about the actual state of the system at the time of a kernel crash is critical to accurately
debug issues and to resolve them. The kdump service is used to capture the memory dump from domO
and store it on the filesystem. The service does not dump any system memory used by guest virtual
machines, so the memory dump is specific to domO and the Xen hypervisor itself. The memory dump file
that is generated by kdump is referred to as the vntor e file.

A description of the actions required to manually configure Oracle VM Server so that the kdump service
is properly enabled and running is provided here, so that you are able to set up and enable this service
after an installation. The Oracle VM Server installer provides an option to enable kdump at installation
where many of these steps are performed automatically. See the Kdump Setting section of the Oracle VM
Manager Command Line Interface User's Guide for more information on this.

Checking Pre-requisite Packages

By default, the required packages to enable the kdump service are included within the Oracle VM Server
installation, but it is good practice to check that these are installed before continuing with any configuration
work. You can do this by running the following command:

# rpm-qa | grep kexec-tools
If the kexec-t ool s package is not installed, you must install it manually.
Updating the GRUB2 Configuration

Oracle VM Server makes use of GRUB2 to handle the boot process. In this step, you must configure
GRUB2 to pass the cr ashker nel parameter to the Xen kernel at boot. This can be done by editing the /
et ¢/ def aul t/ gr ub file and modifying the GRUB_CNMDLI NE_XEN variable by appending the appropriate
crashker nel parameter.

The cr ashker nel parameter specifies the amount of space used in memory to load the crash kernel that
is used to generate the dump file, and also specifies the offset which is the beginning of the crash kernel
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region in memory. The minimum amount of RAM that may be specified for a crash kernel is 512 MB and
this should be offset by 64 MB. This would result in a configuration that looks similar to the following:

GRUB_CMDLI NE_XEN="donD_nem-max: 6144M al | owsuper page donD_vcpus_pin \
donD_max_vcpus=20 crashkernnel =512M&4M'

This setting is sufficient for the vast majority of systems, however on systems that make use of a significant
number of large drivers, the crash kernel may need to be allocated more space in memory. If you force a
dump and it fails to generate a core file, you may need to increase the amount of memory allocated to the
crash kernel.

Important

not. You must specify values for the RAM reservation and offset used for the crash

A While UEK4 supports the cr ashker nel =aut o option, the Xen hypervisor does
kernel or the kdump service is unable to run.

When you have finished modifying / et ¢/ def aul t / gr ub, you must rebuild the system GRUB2
configuration that is used at boot time. This is done by running:

# grub2-nkconfig -o /boot/grub2/grub.cfg

Optionally Preparing a Local Filesystem to Store Dump Files

Kdump is able to store vmcore files in a variety of locations, including network accessible filesystems.

By default, vmcore files are stored in / var / cr ash/ , but this may not be appropriate depending on your
disk partitioning and available space. The filesystem where the vmcore files are stored must have enough
space to match the amount of memory available to Oracle VM Server for each dump.

Since the installation of Oracle VM Server only uses as much disk space as is required, a 'spare' partition
is frequently available on a new installation. This partition is left available for use for hosting a local
repository or for alternate use such as for hosting vmcore files generated by kdump. If you opt to use it for
this purpose, you must first correctly identify and take note of the UUID of the partition and then format it
with a usable filesystem.

The following steps serve as an illustration of how you might prepare the local spare partition.

« Identify the partition that the installer left 'spare’ after the installation. This is usually listed under / dev/
mapper with a filename that starts with OVM_SYS REPO PART. If you can identify this device, you can
format it with an ext4 filesystem:

# nkfs.ext4 /dev/ mapper/ OVM SYS_REPO PART_VBd64a2lcf - db4a5ad5

If you don't have a partition mapped like this, you may need to use a utilities like bl kI s, part ed, f di sk
or gdi sk to identify any free partitions on your available disk devices.

* Obtain the UUID for the filesystem. You can do this by running the bl ki d command:
# bl ki d /dev/ mapper/ OVM _SYS_REPO PART_ VBd64a2lcf - db4a5ad5

/ dev/ mapper/ OVM_SYS_REPO PART VBd64a2lcf - db4a5ad5:
UUI D="51216552- 2807- 4f 17- ab27- b8135f 69896d" TYPE="ext 4"

Take note of the UUID as you will need to use this later when you configure kdump.
Modifying the kdump Configuration

System configuration directing how the kdump service runs is defined in/ et ¢/ sysconf i g/ kdunp,
while specific kdump configuration variables are defined in / et ¢/ kdunp. conf . Changes may need to be
made to either of these files depending on your environment. However, the default configuration should
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be sufficient to run kdump initially without any problems. The following list identifies potential configuration
changes that you may wish to make:

» On systems with lots of memory (e.g. over 1 TB), it is advisable to disable the IO Memory
Management Unit within the crash kernel for performance and stability reasons. This is achieved
by editing / et ¢/ sysconfi g/ kdunp and appending the i ommu=of f kernel boot parameter to the
KDUMP_COMIVANDL | NE_APPEND variable:

KDUMP_COMVANDLI NE_APPEND="i r gpol I maxcpus=1 nr_cpus=1 reset devi ces cgroup_di sabl e=nenory
nce=of f sel i nux=0 i ommu=of f"

« If you intend to change the partition where the vmcore files are stored, using the spare partition on the
server after installation for instance, you must edit / et ¢/ kdunp. conf to provide the filesystem type
and device location of the partition. If you followed the instructions above, it is preferable that you do this
by specifying the UUID that you obtained for the partition using the bl ki d command. A line similar to the
following should appear in the configuration:

ext4 UU D=51216552-2807- 4f 17- ab27- b8135f 69896d

* You may edit the default path where vmcore files are stored, but note that this path is relative to the
partition that kdump is configured to use to store vmcores. If you have configured kdump to store
vmcores on a separate filesystem, when you mount the filesystem, the vmcore files are located in the
path specified by this directive on the mounted filesystem:

path /var/crash

« If you are having issues obtaining a vmcore or you are finding that your vmcore files are particularly
large using the nakedunpf i | e utility, you may reconfigure kdump to use the cp command to copy the
vmcore in sparse mode. To do this, edit / et ¢/ kdunp. conf to comment out the line containing setting
the core_col | ect or to use the makedunpfi | e utility and uncomment the lines to enable the cp
command:

# core_col | ector makedunpfile -EXd 1 --nessage-level 1 --non-cyclic

core_col l ector cp --sparse=al ways
extra_bins /bin/cp

Your mileage with this may vary, and the nakedunpf i | e utility is generally recommended instead.
Enabling the kdump Service

You can enable the kdump service to run at every boot by running the following command:

# chkconfi g kdunp on

You must restart the kdump service at this point to allow it to detect the changes that have been made to
the kdump configuration and to determine whether a kdump crash kernel has been generated and is up to
date. If the kernel image needs to be updated, kdump does this automatically, otherwise it restarts without
any attempt to rebuild the crash kernel image:

# service kdunp restart
St oppi ng kdunp: [ K ]
Det ect ed change(s) the followi ng file(s)
/ et c/ kdunp. conf
Rebui I di ng /boot/initrd-4.1.12-25. el 6uek. x86_64kdunp. i ng

Starting kdunp: [ K ]
Confirming that kdump is Configured and Working Correctly

You can confirm that the kernel loaded for domO is correctly configured, by running the following command
and checking that output is returned to show that your crashkernel parameter is in use:
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# x| dnesg|grep -i crashkerne
(XEN) Command |ine: placehol der donD_nemrmax: 6144M al | owsuper page donD_vcpus_pi n
donD_max_vcpus=20 crashker nel =512M@4M

You can also check that the appropriate amount of memory is reserved for kdump by running the following:

# x| dnesg|grep -i kdunp
(XEN) Kdump: 512MB (524288kB) at 0x4000000

or alternately:

# kexec --print-ckr-size
536870912

You can check that the kdump service is running by checking the service status:

# service kdunp status
Kdunp i s operationa

If there are no errorsin/ var / | og/ nessages or on the console, you can assume that kdump is running
correctly.

To test that kdump is able to generate a vmcore and store it correctly, you can trigger a kernel panic by
issuing the following commands:

# echo 1 > /proc/sys/kernel/sysrq
# echo ¢ > /proc/sysrqg-trigger

If kdump is working correctly, the crash kernel should take over and generate the
vmcore file which is copied to the configured location before the server reboots
automatically. If kdump fails to load the crash kernel, the server may hang with the

Note
@ These commands cause the kernel on the Oracle VM Server to panic and crash.
kernel panic and requires a hard-reset to reboot.

After you have triggered a kernel panic and the system has successfully rebooted, you may check that the
vmcore file was properly generated:

« If you have not configured kdump to use an alternate partition, you should be able to locate the vmcore
filein/var/crash/ 127. 0. 0. 1- date-ti ne/ vntor e, where dat e and t i e represent the date and
time when the vmcore was generated.

« If you configured kdump to use an alternate partition to store the vmcore file, you must mount it first. If
you used the spare partition generated by a fresh installation of Oracle VM Server, this can be done in
the following way:

# mount /dev/ mapper/ OVM _SYS_REPO PART_VBd64a2lcf - db4a5ad5 / mt

You may then find the vmcore file in/ mt / var/ crash/ 127. 0. 0. 1- dat e-t i ne/ vncor e, where
dat e and t i e represent the date and time when the vmcore was generated, for example:

# file /mmt/var/crash/127.0.0.1-2015-12-08-16\: 12\: 28/ vntore
/mt/var/crash/127.0.0. 1-2015- 12- 08- 16: 12: 28/ vntore: ELF 64-bit LSB
core file x86-64, version 1 (SYSV), SVR4-style

Remember to unmount the partition after you have obtained the vmcore file for analysis, so that it is free
for use by kdump.

If you find that a vmcore file is not being created or that the system hangs without automatically rebooting,
you may need to adjust your configuration. The most common problem is that there is insufficient memory




Disabling Paravirtualized Guests on Oracle VM Server

allocated for the crash kernel to run and complete its operations. Your starting point to resolving issues
with kdump is always to try increasing the reserved memory that is specified in your GRUB2 configuration.

1.5 Disabling Paravirtualized Guests on Oracle VM Server

Paravirtualization (PVM) is considered a less secure guest domain type. To keep your virtualized
environment safe and secure, you should prevent paravirtualized guest VMs from starting and running
within Oracle VM.

As of Release 3.4.5, the Xen hypervisor allows you to disable PVM guests through a configuration file
setting. After you upgrade your servers to Oracle VM Server Release 3.4.5, PVM guests are not disabled
by default, because that would cause a variety of problems in existing PVM guests. Oracle recommends
that you switch to PV-HVM guests and disable PVM guests as described in this section.

As of Release 3.4.6, support for PVM guests is removed. With the removal of PVM guest support, the
following new behavior restrictions exist:

» A new virtual machine cannot be created of the PVM doman type from the Oracle VM Manager Web
Interface, Oracle VM Manager Command Line Interface, or Oracle VM Web Services API.

» An existing virtual machine of the PVM domain type can be converted to a supported type from the
Oracle VM Manager Web Interface, Oracle VM Manager Command Line Interface, or Oracle VM Web

Services API.

» During server discovery, warnings are raised for each virtual machine of the PVYM domain type. The
warnings appear of type "vm.unsupported.domain” on the Error Conditions subtab of the Health tab.
The error event cannot be acknowledged by the user.

however, the error event that is raised goes away only after the PVM domain type

Note
@ Existing virtual machines of the PVM domain type continue to work as before;
issue is resolved.

 After editing the domain type to a supported type, the event is then acknowledged.

Tip

@ If you have existing PVM guests, you should convert them to HVM with PV drivers
before you disable PVM on your Oracle VM Servers. For details about changing the
guest virtualization mode, please consult the Support Note with ID 2247664.1.

Disabling PVM Guests on Oracle VM Server
1. Using SSH, log into the Oracle VM Server.

2. Open the file xend- conf i g. sxp and locate the entry "xend- al | ow pv- guest s".

vi /etc/xen/xend-config.sxp

# -*- sh -*-

#

# Xend configuration file.

[...]

#

# By default allow PV guests to be created
#(xend- al | ow pv- guests 1)

3. Uncomment the line by removing the "#" and set the parameter to "0" to disable PV guests. Save the
changes to the file.

10
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# By default allow PV guests to be created
(xend-al | ow pv- guests 0)

4. Stop and start the xend service on the Oracle VM Server for the new settings to take effect.

# service xend stop
# service xend status
xend daenon is stopped

# service xend start

# service xend status
xend daenon (pid 9641) is running..

Any attempt to start a PVM guest on an Oracle VM Server with PVM guests disabled, or to migrate a
PVM guest to it, results in a failure: "Error: PV guests di sabl ed by xend".

error message may be displayed. A known issue may lead to a confusing error

Note
@ If secure VM migration is enabled — which is the default setting —, the wrong
message containing "[Errno 9] Bad file descriptor".

5. Repeat these steps for each of the remaining Oracle VM Servers to protect your entire virtualized
environment.

1.6 Changing the Memory Size of the Management Domain

is:
(768 + 0.0205 * Physical memory (MB)) round to 8

You can use this calculation to determine memory allocation for the Oracle VM Server installation.
However, you should not make the memory allocation for domO smaller than the calculated value. You

can encounter performance issues if the dom0 memory size is not set appropriately for your needs on the

Oracle VM Server.
Example sizes are set out in table Table 1.1.

Table 1.1 Default Dom0O Memory Size

Physical Memory DomO Memory
2GB 816 MB
4GB 856 MB

8 GB 936 MB
16 GB 1104 MB
32GB 1440 MB
64 GB 2112 MB
128 GB 3456 MB
256 GB 6144 MB
512 GB 11520 MB
1024 GB 22264 MB
2048 GB 32768 MB

11
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Physical Memory DomO Memory

Note

3 32768 MB is the maximum

allowed memory for domo.

To change the dom0 memory allocation, edit your grub configuration on the Oracle VM Server to adjust
the value for the donD_nemparameter. If you are using UEFI boot, the grub configuration file is located
at/ boot/ efi/ EFI/redhat/ grub. cf g, otherwise the grub configuration file is located at / boot /
grub2/ grub. cf g. Edit the line starting with nul t i boot 2 / xen. nb. ef i and append the required boot
parameters. For example, to change the memory allocation to 1440 MB, edit the file to contain:

mul ti boot2 /xen. nb. efi donD_nenrnax: 1440M pl acehol der ${xen_r m opt s}

1.7 Configuring Oracle VM Server for SPARC

This section describes configuration tasks for Oracle VM Server for SPARC only.

Note

@ Access the Oracle VM Server for SPARC documentation at http://www.oracle.com/
technetwork/documentation/vm-sparc-194287.html. To determine the version of
the Oracle VM Server for SPARC documentation to reference, run the pkg | i st
| domsnmanager command.

1.7.1 Creating ZFS Volumes

Local ZFS volumes are supported as local physical disks on Oracle VM Server for SPARC. While Oracle
VM Manager does not provide tools to create or manage ZFS volumes, it does detect ZFS volumes as
local physical disks that can either be used for virtual disks by the virtual machines hosted on the Oracle
VM Server where the volume resides, or for use as a local repository to store virtual machine resources. In
this section, we describe the steps required to manually create ZFS volumes on a SPARC-based Oracle
VM Server and how to detect these within Oracle VM Manager.

Note
@ See Creating ZFS Volumes on NVMe Devices if you plan to create a ZFS volume
on an NVMe devices, such as an SSD.

In the control domain for the Oracle VM Server where you wish to create the ZFS volumes that you intend
to use, use the zf s cr eat e command to create a new ZFS volume:

# zfs create -p -V XG pool / OVS/ vol une

The size of the volume, represented by XG can be any size that you require as long as your hardware
supports it. The pool , that the volume belongs to can be any ZFS pool. Equally, the vol une name can
be of your choosing. The only requirement is that the volume resides under OVS within the pool, so that
Oracle VM Manager is capable of detecting it. The following example shows the creation of two ZFS
volumes of 20 GB in size:

# zfs create -V 20G rpool / OVS/ DATASETO
# zfs create -V 20G rpool / OVS/ DATASET1

Once you have created the ZFS volumes that you wish to use, you must rediscover your server within
Oracle VM Manager. See the Discover Servers section of the Oracle VM Manager User's Guide for
more information on how to do this. Once the server has been rediscovered, the ZFS volumes appear as
physical disks attached to the server in the Physical Disks perspective within the Oracle VM Manager

12
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Web Interface. See the Physical Disks Perspective section of the Oracle VM Manager User's Guide for
more information on this perspective.

As long as a ZFS volume is unused and Oracle VM Manager is able to detect it as a local physical disk
attached to the server, you can create a repository on the ZFS volume by selecting to use this disk when
you create the repository. See the Create New Repository section of the Oracle VM Manager User's Guide
on creating repositories.

Using this feature, you can use a single SPARC server to create virtual machines without any requirement
to use an NFS repository or any additional physical disks.

Creating ZFS Volumes on NVMe Devices

If you plan to create a ZFS volume on an NVM Express (NVMe) device, use the following procedure:

1.

Determine the LUN of the NVMe device with the f or mat command, as in the following example:

# format

- 5. c1t 1d0 <I NTEL- SSDPE2ME016T4S- 8DV1- 1. 46TB>
/ pci @06/ pci @/ pci @/ pci @/ nvme@/ di sk@
/ dev/ chassi s/ SYS/ DBP/ NVMEO/ di sk

In the preceding example, the NVMe device has the following LUN: c1t 1d0.

Note
@ In most cases, NVMe devices have the following path: / SYS/ DBP/
NVME[ 0. . n] .

Create a ZFS pool with the NVMe device, as follows:

# zpool create pool _nane clt1dO

Where:

e pool nane is any valid ZFS pool name.
e c1t 1dO is the LUN of the NVMe device.

Create a ZFS volume on the ZFS pool, as follows:

# zfs create -p -V sizeG pool _nane/ OVS/ vol une_nane
Where:

e si ze is an integer value that specifies the size of the ZFS volume in Gigabytes. Ensure that the size
of the ZFS pool is not greater than the size of the NVMe disk.

* pool _nane is the name of the ZFS pool on which you are creating the volume.
e vol umre_nane is the name of the ZFS volume.

Important

example. This path element ensures that Oracle VM Manager discovers the

A The first path element of the ZFS pool must be / OVS/ as in the preceding
ZFS volume as a local physical disk.

13
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4. Repeat the preceding step to create additional ZFS volumes, as required.

5. From Oracle VM Manager, discover, or re-discover, the instance of Oracle VM Server for SPARC that
has the NVMe device attached to it.

After the discovery process completes, the Oracle VM Manager Web Interface displays each ZFS
volume as a physical disk attached to Oracle VM Server for SPARC in the Physical Disks perspective.
See the Physical Disks Perspective section of the Oracle VM Manager User's Guide .

1.7.2 Configuring a Secondary Service Domain

The default configuration of the Oracle VM Agent uses a single service domain, the primary domain, which
provides virtual disk and virtual network services to guest virtual machines (guest domains). To increase
the availability of guest domains, you can configure a secondary service domain to provide virtual disk

and virtual network services through both the primary and the secondary service domains. With such a
configuration, guest domains can use virtual disk and virtual network multipathing and continue to be fully
functional even if one of the service domains is unavailable.

The primary domain is always the first service domain and this is the domain that is discovered by Oracle
VM Manager. The second service domain, named secondary, is a root domain that is configured with a
PCle root complex.The secondary domain should be configured similarly to the primary domain; it must
use the same operating system version, same number of CPUs and same memory allocation. Unlike

the primary domain, the secondary service domain is not visible to Oracle VM Manager. The secondary
domain mimics the configuration of the primary service domain and is transparently managed by the
Oracle VM Agent. In the case where the primary service domain becomes unavailable, the secondary
service domain ensures that guest domains continue to have access to virtualized resources such as disks
and networks. When the primary service domain becomes available again, it resumes the role of managing
these resources.

From a high level, the following tasks should be performed to configure the Oracle VM Agent to use a
secondary service domain:

1. Install the Oracle VM Agent as described in the Installing Oracle VM Agent for SPARC section of the
Oracle VM Installation and Upgrade Guide .

2. Create the secondary service domain.
3. Install the secondary service domain.

4. Configure the Oracle VM Agent to use the secondary service domain.

Note

@ If you have a secondary service domain already configured and you have
successfully updated your system to Oracle Solaris 11.3 on the primary domain,
the secondary service domain can also be upgraded using the same Oracle Solaris
IPS repository as the primary domain. To upgrade the secondary service domain,
you should upgrade from the Oracle Solaris command line using the following
command:

# pkg update --accept
Reboot the system after the upgrade completes, as follows:
#init 6

For detailed install and upgrade instructions for Oracle Solaris 11.3, see http://
docs.oracle.com/cd/E53394_01/.
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1.7.2.1 Requirements

To configure the Oracle VM Agent with a secondary service domain, your SPARC server must meet the
minimum requirements listed in this section, in addition to the standard installation requirements described
in the Installing Oracle VM Server on SPARC Hardware section of the Oracle VM Installation and Upgrade
Guide .

Hardware

Network

Storage

Use a supported Oracle SPARC T-series server, M-series, or S-series server. See Supported Platforms
in the Oracle VM Server for SPARC Installation Guide. The SPARC server must have at least two PCle
buses, so that you can configure a root domain in addition to the pri mar y domain. For more information,
see I/0O Domain Overview in the Oracle VM Server for SPARC Administration Guide.

Both domains must be configured with at least one PCle bus. The PCle buses that you assign to each
domain must be unique. You cannot assign the same PCle bus to two different domains.

By default, after a fresh installation, all PCle buses are assigned to the primary domain. When adding
a new service domain, some of these PCle buses must be released from the primary domain and then
assigned to the secondary domain.

For example, a SPARC T5-2 server with two SPARC T5 processors has 4 PCle buses. This server can be
configured with a primary domain and a secondary domain. You can assign two PCle buses to the primary
domain, and two PCle buses to the secondary domain.

The network ports used by the primary domain must all be connected to the PCle buses that are assigned
to the primary domain.

Similarly the network ports used by the secondary domain must all be connected to the PCle buses that
are assigned to the secondary domain.

In addition, the primary and secondary domains must have the same number of network ports. Each
network port in the primary domain must have a corresponding network port in the secondary domain, and
they must be connected to the same physical network.

For example, a SPARC T5-2 server with two SPARC T5 processors has 4 PCle buses (pci_0, pci_1, pci_2,
and pci_3). The server also has 4 onboard network ports. Two network ports are connected to pci_0,

and the other two are connected to pci_3. You can assign 2 PCle buses (pci_0 and pci_1) to the primary
domain, and 2 PCle buses (pci_2 and pci_3) to the secondary domain. That way, both domains have two
ports configured. You must ensure that each port is connected to the same physical network as the port in
the corresponding domain.

Physical disks or LUNs used by the primary domain must all be accessible through one or several host
bus adapters (HBAs) connected to the PCle buses that are assigned to the primary domain. The primary
domain requires at least one disk for booting and hosting the operating system. The primary domain
usually has access to all, or a subset of, local SAS disks present on the server through an onboard SAS
HBA connected to one of the PCle buses of the server.

Similarly, physical disks or LUNs used by the secondary domain must all be accessible through one or
several HBAs connected to the PCle buses assigned to the secondary domain. The secondary domain
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needs at least one disk for booting and hosting the operating system. Depending on the server used, the
secondary domain might not have access to any local SAS disks present on the server, or it might have
access to a subset of the local SAS disks. If the secondary domain does not have access to any of the
local SAS disks then it must have an HBA card on one of its PCle buses and access to an external storage
array LUN that it can use for booting.

Warning

O If the boot disk of the secondary domain is on a storage array shared between
multiple servers or multiple domains, make sure that the boot disk is accessible
by the secondary domain only. Otherwise the disk might be used by mistake by
another server or domain, which can corrupt the boot disk of the secondary domain.
Depending on the storage array and the storage area network, this can usually be
achieved using zoning or LUN masking.

In addition, if a Fibre Channel (FC) storage area network (SAN) is used, then the primary and the
secondary domains must have access to the same FC disks. So one or more FC HBAs must be connected
to the FC SAN and to the PCle buses that are assigned to the primary domain. And, one or more FC HBAs
must be connected to the FC SAN and to the PCle buses that are assigned to the secondary domain.

Note

@ The primary and the secondary domain do not need to have access to same SAS
or iSCSI disks. Only the SAS or iSCSI disks accessible from the primary domain are
visible to Oracle VM Manager. Oracle VM Manager does not have visibility of any
SAS or iSCSI disks accessible only from the secondary domain. If a virtual machine
is configured with SAS or iSCSI disks, then the corresponding virtual disks in the
virtual machine have a single access path, through the primary domain. If a virtual
machine is configured with FC disks, then the corresponding virtual disks in the
virtual machine have two access paths: one through the primary domain; and one
through the secondary domain.

For example, a SPARC T5-2 server with two SPARC T5 processors has 4 PCle buses (pci_0, pci_1, pci_2,
pci_3). The server also has 2 onboard SAS HBAs to access the 6 internal SAS disks. One SAS HBA is
connected to PCle bus pci_0 and accesses 4 internal disks. The other SAS HBA is connected to PCle bus
pci_4 and accesses the 2 other internal SAS disks. You can assign 2 PCle buses (pci_0 and pci_1) to the
primary domain, and 2 PCle buses (pci_2 and pci_3) to the secondary domain. That way, both domains
have access to internal SAS disks that can be used for booting. The primary domain has access to four
SAS disks, and the secondary domain has access to two SAS disks.

If you want to connect the server to an FC SAN, then you can add an FC HBA to the primary domain (for
example on PCle bus pci_1) and an FC HBA to the secondary domain (for example, on PCle bus pci_2).
Then you should connect both FC HBAs to the same SAN.

1.7.2.2 Limitations

While using secondary service domains can improve the availability of guest virtual machines, there are
some limitations to using them with Oracle VM. The following list outlines each of these limitations:

» Clustering: Clustering cannot be used with a secondary service domain. If a server is configured with a
secondary service domain then that server cannot be part of a clustered server pool.

* Network Configuration: Network bonds/aggregation and VLANs are not automatically configured
on the secondary domain. If you configure bonds/aggregation or VLANs on the primary domain using
Oracle VM Manager, then corresponding bonds/aggregation or VLANSs are not automatically configured
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on the secondary domain. To use any such bond/aggregation or VLANSs with virtual machines, the
corresponding bonds/aggregation or VLANs must be manually configured on the secondary domain.

Storage: NFS, SAS, iSCSI, and ZFS volumes accessible only from the secondary domain cannot be
used or managed using Oracle VM Manager.

Important

A Secondary service domains cannot access NFS repositories. For this reason,
virtual machine 1/O to virtual disks is served by the control domain only. If the
control domain stops or reboots, virtual machine 1/O to virtual disks is suspended
until the control domain resumes operation. Use physical disks (LUNSs) for virtual
machines that require continuous availability during a control domain reboot.

Virtual Machine Disk Multipathing: When assigning a disk to a virtual machine, only fibre channel (FC)
disks are configured with disk multipathing through the primary and the secondary domains. NFS, SAS,
iISCSI or ZFS disks assigned to a virtual machine are configured with a single path through the primary
domain.

Virtual Machine Network Port: When assigning a network port to a virtual machine, two network

ports are effectively configured on the virtual machine: one connected to the primary domain, and one
connected to the secondary domain. The network port connected to the primary domain is configured
with a MAC address that can be defined from within Oracle VM Manager. The MAC address must be
selected in the range [00:21:f6:00:00:00, 00:21:f6:0f:ff:ff]. The network port connected to the secondary
domain is configured with a MAC address derived from the MAC address of the network port connected
to the primary domain. This MAC address starts with 00:21:f6:8.

For example, if the MAC address defined in Oracle VM Manager is 00:21:f6:00:12:34 then this MAC
address is used on the network port connected to the primary domain. The derived MAC address is then
00:21:f6:80:12:34 and should be used on the network port connected to the secondary domain. Oracle
VM Manager uses a default dynamic MAC address range of [00:21:f6:00:00:00, 00:21:f6:ff:ff:ff]. When
using a secondary service domain, this range must be reduced to [00:21:f6:00:00:00, 00:21:f6:0f:ff:ff].
See the Virtual NICs section in the Oracle VM Manager Online Help for more information on changing
the default range of MAC addresses within the Oracle VM Manager Web Interface.

Live Migration: A virtual machine cannot be live migrated to a server configured with a different number
of service domains. In other words, you cannot migrate a virtual machine running on a server with a
secondary service domain to a server without a secondary service domain; and you cannot migrate a
virtual machine running on a server without a secondary service domain to a server with a secondary
service domain.

1.7.2.3 Creating a Secondary Service Domain

The following requirements apply to secondary service domains within an Oracle VM context:

No domain, other than the primary domain, must exist before you start to set up a secondary domain.
You can see all existing domains in the output of the | dm | i st command.

No virtual switch must exist before you start to set up a secondary domain. You can see all virtual
switches in the VSW section in the output of the | dm | i st - ser vi ces command.

The name of the secondary service domain must be secondary.
The secondary service domain should be a root domain.

The secondary service domain should be configured with 1 CPU core.
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e The secondary service domain should be configured with 8 GB of memory.
» The secondary service domain should have virtual disk service (VDS) with the name secondar y- vdsO.

» The secondary service domain should be completely independent of any other domain, in particular of
the primary domain. For this reason, the secondary domain should have no virtual disks and no virtual
network interfaces, and use only physical disks and physical network interfaces.

For more information about creating a root domain, see Creating a Root Domain by Assigning PCle Buses
in the Oracle VM Server for SPARC Administration Guide.

Use the ovs- agent - secondar y command to make sure that you meet these requirements, and to
simplify the process of setting up and configuring the secondary service domain. See Section 1.7.2.6,
“Automatically Creating and Setting Up a Secondary Domain”.

The following instructions describe how to create a secondary service domain manually:
Manually Creating a Secondary Service Domain

1. Create the service domain and set the core CPU and memory requirements using the following
commands:

# | dm add- dormai n secondary
# | dm set-core 1 secondary
# | dm set - menory 8g secondary

2. Assign the PCI buses that you wish the secondary service domain to use. For each bus, issue the
following command, substituting pci _2 with the correct bus identifier:

I dm add-i o pci _2 secondary
3. Add the secondary virtual disk service to the secondary domain, using the following command:

| dm add- vds secondary-vdsO secondary

4. Remove any PCI buses that you added to the secondary service domain from the primary domain. To
begin reconfiguring the primary domain, enter the following command:

# ldm start-reconf primry

For each bus that you added to the secondary domain, enter the following command to remove it from
the primary domain, substituting pci _2 with the correct bus identifier:

# | dmrenove-io pci_2 primry
5. When you have finished reconfiguring the primary domain, you must reboot it:

# reboot

1.7.2.4 Installing the Secondary Service Domain

After the secondary service domain has been created and the primary domain has finished rebooting, start
the secondary service domain using the following commands in the control domain:

dm bi nd- domai n secondary

#
# | dm start-donai n secondary

Once the secondary service domain has been started, you can access its console by obtaining the console
port using the following command:
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# ldmlist secondary
NAVE STATE FLAGS CONS VCPU MEMORY UTIL NORM UPTI ME
secondary active -t--v- 5000 8 8G 0.0% 0.0% Os

Note that the console port is listed in the CONS column. You can open a telnet connection to this port as
follows:

# telnet 0 5000

Trying 0.0.0.0...
Connected to O.

Escape character is '"]"'

Connecting to consol e "secondary" in group "secondary" ....
Press ~? for control options ..

{0} ok

Now you must install the Oracle Solaris 11 operating system into the secondary domain. This can be
achieved by following the instructions provided in the Oracle Solaris 11.3 documentation available at:

http://docs.oracle.com/cd/E53394_01/html/E54756/index.html

Do not attempt to install either the Oracle VM Agent or the Logical Domains Manager into the secondary
service domain. Only the Oracle Solaris 11 operating system is required.

Make sure that the secondary service domain is properly configured so that it can boot automatically. In
particular, the OpenBoot PROM (OBP) variables of the domain must be correctly set. For instance, the
aut o- boot ? parameter should be set to true, and boot - devi ce parameter should contain the device
path of the boot disk that is configured for the secondary domain.

1.7.2.5 Manually Configuring the Oracle VM Agent to Support the Secondary Domain

You can use the ovs- agent - secondar y command to assist you with the process of setting the Oracle
VM Agent to support the secondary domain, see Section 1.7.2.6, “Automatically Creating and Setting Up a
Secondary Domain”. The instructions that follow describe how to configure the Oracle VM Agent manually.

1. Create a configuration file in / et ¢/ ovs- agent / shadow. conf on the primary domain. This
configuration file is in JSON format and, at absolute minimum, should contain the following content to
enable support for the secondary domain:

{
}

"enabl ed": true

Note
@ Ensure that the JSON file is correctly formatted as defined at http://json.org/.

< Each network link in the primary domain should have a corresponding network link in the secondary
domain connected to the same physical network. By default, a network link in the primary domain is
associated with the network link with the same name in the secondary domain. If a network link in
the primary domain should be associated with a network link in the secondary domain with a different
name, then you need to define a network link mapping. To define a network mapping, you need to
add a 'nic-mapping' entry in / et ¢/ ovs- agent / shadow. conf . Typically, entries of this sort look
similar to the following:

enabl ed": true,
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ni c- mappi ng": [
[*~net 4$", "net2" ],
["~net5%", "net3" ]

]
}

In the above example, net 4 is a network interface in the primary domain and is connected to the
same physical network as the network interface named net 2 in the secondary domain. Equally,

net 5 is a network interface in the primary domain and is connected to the same physical network as
the network interface named net 3 in the secondary domain. Note that network interface names in
the primary domain are encapsulated with the regular expression characters caret (*) and dollar ($)
to ensure an exact match for the network interface name in the primary domain.

» Each Fibre Channel (FC) disk accessible from the primary domain domain should also be accessible
from the secondary domain. By default, a FC disk is accessed using the same device path in the
primary domain and in the secondary domain. In particular, each disk is accessed using the same
disk controller name. If a disk controller in the primary domain should be associated with a disk
controller in the secondary domain with a different name, then you need to define a disk controller

mapping.

It is recommended that Solaris I/O multipathing is enabled in the primary and in the secondary
domain on all multipath-capable controller ports, in particular on all FC ports. In that case, all FC
disks appear under a single disk controller (usually c0), and disk controller mapping is usually not
needed in that case.

To define a disk controller mapping, add a 'disk-mapping' entry in the / et ¢/ ovs- agent /
shadow. conf file. For example:

{

"enabl ed": true,
"di sk- mappi ng": [

[ "cOt", "cit" ]
]

}

In the preceding example, cOt is a disk controller in the primary domain that is connected to the
same FC disk as the disk controller named c1t in the secondary domain.

« An example of an/ et ¢/ ovs- agent / shadow. conf file that requires both network interface and
disk controller mapping follows:

{

"enabl ed": true,
"ni c- mappi ng": [

[ "Apet 4$n , "net 2" ] ,
[ "Anet 5$"1 "net 3:: ]
1.
"di sk- mappi ng": [
[ "cot", "clit" ]

}

2. Save the logical domain configuration with the secondary service domain to the service processor.

is active. If the configuration is saved while the secondary service domain is
not active, then the secondary service domain won't start automatically after a

Warning
o Before saving the configuration, ensure that the secondary service domain
power-cycle of the server
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# | dm add- spconfi g ovm shadow

3. To complete the configuration, reconfigure the Oracle VM Agent by running the following command:

# ovs-agent-setup configure

The configuration values that are used for this process map onto the values that you entered for the
configuration steps when you first configured Oracle VM Agent for your primary control domain, as
described in the Configuring Oracle VM Agent for SPARC section of the Oracle VM Installation and
Upgrade Guide

When the Oracle VM Agent configuration has completed, the secondary domain is running and Oracle VM
Agent is able to use it in the case that the primary domain becomes unavailable.

1.7.2.6 Automatically Creating and Setting Up a Secondary Domain

The ovs- agent - secondar y command can be used to automatically create and setup a secondary
domain. In particular, the command indicates whether the server is suitable for creating a secondary
service domain, and which PCle buses are available for the secondary service domain.

Furthermore, you should ensure that the system does not power off until you

Note
@ A system reboot is not equivalent to powering off the system and restarting it.
complete each step in the procedure to create a secondary service domain.

To create a secondary service domain, run the following command on the control domain:

# ovs-agent-secondary create

Important

A The ovs- agent - secondary command is a helper script that is provided as is.
This command might not work with some servers or configurations. If the command
does not work, create the secondary service domain manually, as described in
Section 1.7.2.3, “Creating a Secondary Service Domain”.

Listing PCle Buses Present on the Server

The list of all PCle buses present on the server is displayed, with information indicating whether or not they
are available for creating a secondary service domain. Example output from the ovs- agent - secondary
command, for this step, is displayed below:

Gat hering i nformati on about the server...

The server has 2 PCle buses

This is the list of PCle buses present on the server, and whether
or not they are available for creating a secondary servi ce domain

Bus Avai |l abl e Reason
pci _0 no Bus is assigned and used by the prinmary donmin
pci _1 yes Bus is assigned to the prinmary donein but it is not used

Enter + or - to show or hide details about PCle buses
+) Show devices in use
O select one of the foll ow ng options
0) Exit and do not create a secondary servi ce domain
1) Continue and select PCle buses to create a secondary service domain
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Choice (0-1): 1

Use this information to figure out which PCle buses are available, and which buses you want to use for the
secondary service domain. You can display more or less information about the PCle buses by entering "+"
or "

A PCle bus is not available for creating a secondary service in the following cases:
» The PCle bus is assigned to a domain other than the primary domain.

If you want to use such a PCle bus for the secondary service domain then you must first remove it from
the domain it is currently assigned to.

» The PCle bus is assigned to the primary domain and devices on that bus are used by the primary
domain.

If you want to use such a PCle bus for the secondary service domain then you must reconfigure the
primary domain so that it stops using devices from that bus.

Warning

O When a PCle bus is assigned to the primary domain, the tool may not always
be able to figure out if devices from the bus are used by the primary domain.
Furthermore, the tool only identifies common devices (such as network interfaces
and disks) and the common usage of these devices (including link aggregation, IP
configuration or ZFS pool). If you want to create a secondary domain with a PCle
bus that is currently assigned to the primary domain, make sure that this bus is
effectively not used by the primary domain at all.

Selecting PCle Buses for the Secondary Service Domain

The next step provided by the ovs- agent - secondar y command allows you to actually select the PCle
buses that are to be used for the secondary service domain. Typically, this step may appear as follows:

The followi ng PCle buses can be selected for creating a secondary
servi ce donai n.
Bus Sel ect ed Sl ot Devi ces Count
pci _1 no
/ SYS/ MB/ PCI E5
/ SYS/ MB/ PCl E6

/ SYS/ MBI PCI E7 ETH( 2)
/ SYS/ MB/ PCI E8 FC(2)

/ SYS/ MB/ SASHBAL DSK( 2)
| SYS/ MBI NET2 ETH( 2)

Enter + or - to show or hide details about PCle buses.

+) Show devi ces

-) Hde PCle slots
O enter the nane of one or nore buses that you want to add to the
sel ection of PCle buses to create a secondary servi ce domai n.
O select one of the foll ow ng option.

0) Exit and do not create a secondary service donain

1) Add all PCle buses to the selection

2) Renpve all PCle buses fromthe selection
Choice (0-2): pci_1
addi ng bus pci_1 to selection

Note that in addition to the menu options, which allow you to add all available PCle buses to the secondary
service domain, you can also manually specify a space separated list of PCle buses by bus name to
individually add particular buses to the secondary service domain.
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As soon as at least one PCle bus is marked as selected, the menu options change to allow you to create
the secondary service domain with the selected PCle buses:

The followi ng PCle buses can be selected for creating a secondary
servi ce donmai n.
Bus Sel ect ed Sl ot Devi ces Count
pci 1 yes
| SYS/ MB/ PCl E5
| SYS/ MBI/ PCl E6

| SYS/ MBI PCI E7 ETH( 2)
/ SYS/ MB/ PCI E8 FC(2)

| SYS/ MBI SASHBAL DSK( 2)
/ SYS/ MB/ NET2 ETH( 2)

Enter + or - to show or hide details about PCle buses.
+) Show devi ces
-) Hde PCle slots
O enter the nane of one or nore buses that you want to add to the
sel ection of PCle buses to create a secondary servi ce domain.
O select one of the foll ow ng option.
0) Exit and do not create a secondary service donain
1) Add all PCle buses to the selection
2) Renove all PCle buses fromthe selection
3) Create a secondary services domain with the sel ected buses

Choice (0-3): 3
Confirming the Selection of PCle Buses for the Secondary Service Domain

A final confirmation screen displays the buses selected for the secondary service domain, before you can
proceed to create the secondary service domain. This confirmation screen looks as follows:

You have sel ected the foll owi ng buses and devices for the secondary

domai n.
Bus Current Donmin Sl ot Devi ces Count
pci _1 pri mary

/ SYS/ MB/ PCI E5
/ SYS/ MB/ PCI E6

| SYS/ MBI PCI E7 ETH( 2)
/ SYS/ MB/ PCI E8 FC(2)

/ SYS/ MBI SASHBAL DSK( 2)
/ SYS/ MBI NET2 ETH( 2)

Verify that the selection is correct.
0) Exit and do not create a secondary servi ce domain
1) The selection is correct, create a secondary domain with pci_1
2) Go back to selection nmenu and change the sel ection

Choice (0-2): 1

Creating the Secondary Service Domain

After the selection of PCle buses for the secondary service domain has been confirmed, the secondary
domain is created and instructions for configuring the secondary service domain are displayed. The output
from the tool looks similar to the following:

| dm add- donmi n secondary

I dm set-core 1 secondary

| dm set - menory 8G secondary

| dm add- vds secondary-vdsO secondary
I dm add-i o pci _1 secondary

I dm start-reconf primry

| dm renove-io pci_1 primary
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The secondary service domai n has been created. Next, you need to
install Solaris on that domain. Then you can configure the O acle
VM Agent to run with the secondary domai n.

Once the secondary service domain is up and running with Solaris,
run the follow ng command to configure the Oracle VM Agent to run
with the secondary donai n:

# ovs-agent - secondary configure

If a reboot is required to complete the creation of the secondary service domain then a corresponding
menu is displayed, otherwise the tool terminates and the creation of secondary service domain is already
finished. The following menu is displayed if a reboot is required:

To conplete the configuration of the Oracle VM Agent, the
system has to be rebooted.

Do you want to reboot the system now?
1) Yes, reboot the system now
2) No, | will reboot the system| ater
Choice (1-2): 1
Server Reboot
I WARNENG !
You are not connected to the system consol e. Rebooting
the server will close this connection with the server.
I WARNENG !
Are you sure that you want to continue?
1) Yes, continue and reboot the system now
2) No, cancel the reboot, | will reboot the systeml| ater

Choice (1-2): 1

Rebooting the system ..

Installing the Service Domain

When you have finished creating the new service domain, you need to install it. Complete the instructions
in Section 1.7.2.4, “Installing the Secondary Service Domain”.

Configuring the Oracle VM Agent for the Secondary Domain

Once the secondary service domain is correctly installed, you must configure the Oracle VM Agent to use it
by running the ovs- agent - secondar y command on the control domain, as follows:

# ovs-agent - secondary configure

Checking the Installation of the Secondary Service Domain

The first step in the configuration process requires you to confirm that the secondary domain is installed
and running. This step is displayed as follows:

The secondary service domain exists and is active. |t should be up
and running Solaris 11. 3.

Confirmthat the secondary service domain is up and running Solaris 11.3

1) Yes, the secondary service domain is up and running Solaris 11.3.
2) No, the secondary service domain is not running Solaris 11.3
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Choice (1-2): 1
Removing Virtual Switches

The configuration process notifies you if virtual switches are defined.
The secondary domai n can only be configured when no virtual
switches are defined. Renobve any virtual switch, and restart
the configuration.

The followi ng virtual switches are defined: 0a010000

You must remove any virtual switches defined in the secondary service domain before you can configure it,
as in the following example:

# ldm i st-services

VCC
NAMVE LDOM PORT- RANGE
primary-vccO primary 5000- 5127
VSW
NAMVE LDOM MAC NET-DEV ID DEVICE
0a010000 primary 00: 14: 4f : f b: 53: 0e netO 0 switch@
LI NKPROP  DEFAULT-VLAN-ID PVID VID MU MODE | NTER- VNET- LI NK
1 1 1500 on
VDS
NAVE LDOM VOLUME OPTI ONS MPGROUP DEVI CE
primary-vdsO primary
VDS
NAVE LDOM VOLUME OPTI ONS MPGROUP DEVI CE

secondar y-vdsO secondary

# | dm renove- vsw 0a010000

Restart the configuration of the secondary service domain after you remove the virtual switch.

# ovs-agent-secondary configure

The secondary service domain exists and is active. It should be up

and running Sol aris 11. 3.

Confirmthat the secondary service domain is up and running Solaris 11.3
1) Yes, the secondary service domain is up and running Solaris 11.3.
2) No, the secondary service domain is not running Solaris 11.3

Choice (1-2): 1

Mapping Network Interfaces Between the Primary and the Secondary Domain

Each network link in the primary domain should have a corresponding network link in the secondary
domain connected to the same physical network. By default, a network link in the primary domain is
associated with the network link with the same name in the secondary domain. If a network link in the
primary domain should be associated with a network link in the secondary domain with a different name,
then you need to define a network link mapping. This is achieved in the next step of the configuration
process, which is displayed as follows:

Each network link in the primary domain should have a correspondi ng
network link in the secondary domai n connected to the sane physi cal

network. By default, a network link in the primary domain will be
associated with the network link with the same nane in the secondary
domai n.

Network links in the primary donmain and corresponding link in the
secondary domai n:
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Primary Secondary

net 0 net 0
netl netl
net 4 net 4
net5 net5
net 6 net 6
net7 net7

If a network link in the primary domain should be associated with
a network link in the secondary donmain with a different name, then
you need to define a network |ink mapping.

Do you need to define a network |ink mapping?

1) Yes, | need to map a network link in the primary domain to
a network link in the secondary domain with a different name.
2) No, each network link in the primary domain has a correspondi ng
network link in the secondary domain with the same nane.

Choice (1-2): 1

Ideally, you should be able to select option 2 here to continue. However, it is possible that network link
names may not correspond correctly. In this case, you should select option 1 and redefine the mapping as
follows:

Enter the mapping for netO [netO]:
Enter the mapping for netl [netl]:
Enter the mapping for net4 [net4]: net2
Enter the mapping for net5 [net5]: net3
Enter the mapping for net6 [net6]:
Enter the mapping for net7 [net7]:

Network links in the primary donain and corresponding link in the
secondary donai n:

Primary Secondary

net 0 net 0
net1 net1
net 4 net 2
net5 net 3
net 6 net 6
net7 net7

I's the mappi ng correct?

1) Yes, the mapping is correct.
2) No, the mapping is not correct, redo the mapping.

Choice (1-2): 1

Note that you are prompted for the mapping for each network link in the primary domain. If you enter a
blank line, the existing default mapping is used. If you need to change a mapping, you must specify the
network link name in the secondary domain that is connected to the same physical network as the network
link listed in the primary domain.

When you have finished redefining the mappings, you should select option 1 to continue to the next step in
the configuration process.

Mapping Fibre Channel Disk Controllers Between the Primary and the Secondary Domain

Each Fibre Channel (FC) disk accessible from the primary domain should also be accessible from the
secondary domain. By default, a FC disk is accessed using the same device path in the primary domain
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and in the secondary domain. In particular, each disk is accessed using the same disk controller name. If
a disk controller in the primary domain should be associated with a disk controller in the secondary domain
with a different name, then you must define a disk controller mapping.

It is recommended that Solaris I/O multipathing is enabled in the primary and in the secondary domain on
all multipath-capable controller ports, in particular on all FC ports. In this case, all FC disks appear under a
single disk controller (usually c0), and disk controller mapping is usually not needed.

The following screen is displayed for this step in the configuration process:

Each Fi bre Channel (FC) disk accessible fromthe prinary donain
domai n shoul d al so be accessible fromthe secondary domai n. By
default, a FC disk will be access using the same device path in
the primary domain and in the secondary domain. In particul ar

each disk will be accessed using the sane disk controller nane.

FC di sk controllers in the prinmary donain and correspondi ng
controller in the secondary domain:

Primary Secondary

If a disk controller in the primary donain shoul d be associated with
a disk controller in the secondary domain with a different nane, then
you need to define a disk controller napping

Do you need to define a disk controller napping?
1) Yes, | need to map a disk controller in the primry domain to
a disk controller in the secondary domain with a different nane.
2) No, each disk controller in the primary domai n has a correspondi ng
disk controller in the secondary donmain with the same nane.
Choice (1-2): 1
Ideally, you should be able to select option 2 to continue. However, it is possible that disk controller names

might not correspond correctly. In this case, you should select option 1 and redefine the mapping as
follows:

Enter the mapping for cO [cO]: cl

FC di sk controllers in the primry domai n and correspondi ng
controller in the secondary domain

Primary Secondary
I's the mappi ng correct?

1) Yes, the mapping is correct.
2) No, the mapping is not correct, redo the mappi ng

Choice (1-2): 1

Note that you are prompted for the mapping for each FC disk controller in the primary domain. If you enter
a blank line, the existing default mapping is used. If you need to change a mapping, you must specify

the FC disk controller name in the secondary domain that is connected to the same FC disk listed in the
primary domain.

When you have finished redefining the mappings, you should select option 1 to continue to the next step in
the configuration process.
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Saving the Oracle VM Agent Configuration for the Secondary Service Domain

The Oracle VM Agent uses a configuration file to access and configure itself for resources in the secondary
service domain. In this step of the configuration process, the configuration file is created and saved to disk
within the primary control domain:

Creating configuration file
Savi ng configuration ovm shadow on the service processor

The secondary service domain is configured. Continuing with
the configuration of the Oracle VM Agent.

This command can not be run while the ovs-agent is online.

Do you want to di sable the ovs-agent service?
1) Yes, disable the ovs-agent service
2) No, exit the ovs-agent-setup tool

Choice (1-2): 1
Reconfiguring the Oracle VM Agent

Finally, the Oracle VM Agent is automatically reconfigured to use the secondary service domain and the
Oracle VM Agent is enabled:

Net wor k Confi gurati on

Net wor k Confi guration OK

St orage Confi guration

St orage Configuration OK

OVS Agent Configuration

OVS Agent Configuration OK

Cluster Configuration

Cluster Configuration OK

LDonms Manager Confi guration

LDons Manager Configurati on OK
Virtual 1/0O Services Configuration
Virtual 1/0O Services Configuration OK
LDonms Confi guration

LDonms Configurati on OK

Enabl i ng Oracl e VM Agent Services

The configuration values that are used for this process map onto the values that you entered for the
configuration steps when you first configured Oracle VM Agent for your primary control domain, as
described in the Oracle VM Installation and Upgrade Guide .

When the process is complete, the Oracle VM Agent is enabled and your environment is configured to use
both a primary and a secondary service domain.
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Chapter 2 Configuring Oracle VM Manager After Installation

customize your environment. These configuration tasks include setting the session timeout period for the
Oracle VM Manager Web Interface, and configuring SSL.

2.1 Configuring Oracle VM Manager Web Interface Session Timeout

You can change the amount of time that an Oracle VM Manager session can remain inactive before a
timeout occurs through the Oracle WebLogic Server Administration Console.

To configure Oracle VM Manager Web Interface session timeout, do the following:
1. Open the Oracle WebLogic Server Administration Console at:
https:// host nanme: 7002/ consol e
Where host nane is the Oracle VM Manager hosthame or IP address.
2. Login as the webl ogi c user.
3. Locate the Domain Structure pane on the left and then click Deployments.
4. Click Next in the list of deployed applications until you locate the ovm_console application.
5. Click "+" to expand the ovm_console application and then click ovm/console.
The settings for ovm_console are displayed.

6. Click the Configuration tab and then click Lock and Edit in the Change Center pane to modify the
settings.

7. From the Configuration tab, locate the General subtab and then edit the value of the Session
Timeout field. The default setting is half an hour (1800 seconds).

When you are finished with your changes, click Save.

Note

@ If you receive a permissions related error, you might need to change the
permissions or ownership on the file located at / u0O1/ app/ or acl e/ ovm
manager - 3/ webl ogi ¢/ depl oy/ ovm consol e/ pl an/ pl an. xnl . Use the
following command:

chown oracl e: dba /u01/ app/ or acl e/ ovm manager - 3/ webl ogi ¢/ depl oy/ ovm consol e/ pl an/ pl an. >

After you change permissions on the file, you must edit and save the value of
the Session Timeout field again.

8. Click Deployments in the Domain Structure pane on the left to return to the list of deployed
applications.

9. Locate and select the ovm_console check box and then click Update to redeploy the application.
10. Change the source and deployment plan paths as appropriate and then click Finish.

11. To activate the changes, click Activate Changes in the Change Center.
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Important

A Due to the nature of some pages served within Oracle VM Manager, the client
browser auto-refreshes regularly to poll for changes. This is particularly apparent
on the Health page. Since the client is constantly refreshing, Ul timeout may not
behave as expected. Therefore, a configuration parameter for ADF has been set to
timeout automatic polling after a default period of 20 minutes where there has been
no mouse or keyboard interaction within Oracle VM Manager. This means that for
these pages, the Ul timeout value only becomes effective after the polling timeout
has been effected.

Changes to the polling timeout are not directly configurable. If you require this
facility to be modified contact Oracle Support.

2.2 Setting Up SSL

By default, Oracle VM Manager provides its own SSL certificates stored in a custom keystore. The
certificates that are provided are signed using an internal Certificate Authority (CA). Oracle VM uses SSL
certificates:

» For the authentication of Oracle VM Manager to each Oracle VM Server that it has discovered and for
the encryption of communications between Oracle VM Manager and the Oracle VM Agent running on
each Oracle VM Server.

» For the authentication and encryption of some tools that make use of the Oracle VM Manager web-
services API.

» For the encryption of communications between a web-browser and the Oracle VM Manager web-based
user interface .

Certificates are generated automatically during the installation of Oracle VM Manager. To avoid SSL
validation issues in client web-browsers, you can obtain the internal CA certificate used by Oracle VM
Manager and install it into each web-browser that is used to access the Oracle VM Manager web user
interface. See Section 2.2.4, “Exporting the CA Certificate”.

Alternatively, if you already have an SSL certificate that is signed by an external CA, you can change the
SSL certificate that is used for the encryption of communications between the web-browser and the Oracle
VM Manager web-based user interface. See Section 2.2.6, “Changing the Default SSL Certificate”.

Finally, if you need to generate a new SSL key that is signed by the internal CA, you can follow the
instructions provided in Section 2.2.5, “Generating a New SSL Key”.

Important

A Changing the Oracle VM Manager CA certificate impacts authentication between
Oracle VM Manager and various internal components. Changing the CA certificate
also impacts authentication between Oracle VM Manager and each Oracle VM
Server instance and other external applications such as web browsers.

If you plan to change the CA certificate, you should do so before you begin any
other Oracle VM Manager configuration to avoid authentication and communication
issues between components.

Oracle VM Manager uses the following 2048-bit keystores instead of the default Oracle WebLogic Server
keystore:
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[/ u01/ app/ or acl e/ ovm manager - 3/ dormai ns/ ovm donmai n/ securi ty/ ovnta. j ks

[/ u01/ app/ or acl e/ ovm manager - 3/ donai ns/ ovm domai n/ security/ovntlient.jks

[/ u01/ app/ or acl e/ ovm manager - 3/ domai ns/ ovm domai n/ security/ ovnssl . j ks

[/ u01/ app/ or acl e/ ovm manager - 3/ dormai ns/ ovm domai n/ security/ovntrust.jks

The passwords for these keystores are randomized at installation. If you need to update a keystore, such
as the CA keystore, to add mutually trusted CAs to the keystore, you may need to change the keystore
password using the Oracle VM Key Tool. For instructions on changing the keystore password, see
Section 2.2.7, “Changing the Keystore Password”.

2.2.1 Oracle VM Key Tool

Syntax

Options

Oracle VM Manager includes a key management utility to help manage SSL certificates. You use the
Oracle VM Key Tool in conjunction with the Java keytool in the Java Development Kit (JDK) that is installed
on the Oracle VM Manager host. These utilities are located on the Oracle VM Manager host as follows:

e Oracle VM Key Tool: / u01/ app/ or acl e/ ovm manager - 3/ ovm upgr ade/ bi n/ ovnkeyt ool . sh
» Java keytool: / uO1/ app/ or acl e/ j aval bi n/ keyt ool

Important

between Oracle VM Manager, internal components, and external systems and
applications. In some cases, authentication issues can result in complete loss of
service. You should carefully plan any changes before using a key management

A Using key management utilities incorrectly can cause authentication issues
utility and consider the impact those changes have on your environment.

ovnkeytool .sh[--help ][--overwite ][--quiet ][--verbose ][--propertyFile
filenane ][-D property=value][--noWebLogic ]{[{show}]|{check}|{setup}]|{

set upWebLogi c } | {gencakey } |{set cakey }|{genssl key } | {set ssl key } |{changepass }|{
exportcal]}

The following table shows the available options for this tool.

Option Description

--help Display the ovirkeyt ool . sh command parameters and
options.

--overwite Allow existing keystores to be overwritten if user interaction is
disabled.

--qui et Run with no user interaction using property values exclusively.

--verbose Output extra information while running.

--propertyFile filenane The specified file can be used to provide properties to the tool.

-D property=val ue Sets a property to a given value.

--noWeblLogi c Do not attempt to configure Oracle WebLogic Server or verify
Oracle WebLogic Server settings.
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Commands

The following table shows the available commands for this tool. Only one command can be run at a time.

Option Description

show Displays SSL configuration details such as the CA and SSL
keystore files, certificate key aliases, and certificate details.

check Validates the current SSL configuration and provides
information if any errors exist.

setup Sets up all of the keystore files and configures Oracle
WebLogic Server.

set upWebLogi ¢ Configures existing keystore settings in Oracle WebLogic
Server.

gencakey Generates a new certificate authority (CA) key and puts the

key into the trust store.

You should not run this command if you have already
configured Oracle VM Manager

set cakey Sets the CA key to use an existing key from an existing
keystore file.

You should not run this command if you have already
configured Oracle VM Manager

genssl key Generates a new SSL key.

set ssl key Sets the SSL key to use an existing key from an existing
keystore file.

changepass Allows the passwords for existing keystore files and keys to be
configured or changed.

exportca Exports the CA certificate in PEM format.

Command Prompts
Depending on the command you run, the Oracle VM Key Tool prompts you for the following information:
» Oracle WebLogic Server M ddl ewar e directory

You can set the MW HOVE environment variable to point to the location of the Oracle WebLogic Server
M ddl ewar e directory. Otherwise you must specify the default directory each time you run the Oracle
VM key tool. The default directory is / u0O1/ app/ or acl e/ M ddl ewar e.

Run the following command to set the MV HOVE environment variable:

# export MN HOVE=/ u01/ app/ oracl e/ M ddl ewar e
» Oracle WebLogic Server domain directory

The default directory is / uO1/ app/ or acl e/ ovm manager - 3/ domai ns/ ovm donai n.
» Oracle WebLogic Server name

The default server name is Admi nSer ver.

» Oracle WebLogic Server credentials
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Use the default webl ogi ¢ username and the one-time password that you set during Oracle VM
Manager installation.

2.2.2 Showing the Certificate Configuration
Use the showcommand to view details about the current Certificate Authority (CA) and SSL configuration.

The following is an example of the show command:
# ./ ovnkeyt ool . sh show

tine_stanp oracle.security.jps.JpsStartup start
INFO. Jps initializing.
tine_stanp oracle.security.jps.JpsStartup start
INFO Jps started.
CA Keystore File: /u0l1/app/oracl e/ ovm nmanager - 3/ donai ns/ ovm donmi n/ security/ovnta. j ks
CA Key Alias: ca
Certificate details:
Al gorithm SHA256wi t hRSA
Subj ect: CN=OVM CA 0004f b00000100007c08b684bd203388, OU=Cr acl e VM Manager ,
O=Oracl e Corporation, L=Redwood City, ST=California, C=US
| ssuer: CN=OVM CA 0004f b00000100007c08b684bd203388, OU=Or acl e VM Manager,
O=Oracl e Corporation, L=Redwood City, ST=California, C=US
Serial nunber: 836053555564701558087207803980684693673312169403
Valid fromday nmdd hh:nmss CET yyyy to day nmdd hh: nmss CET yyyy
SHA256 Fi ngerprint: b4:6b: 00: cd: d3: el: 69: d6: f2: 10: 80: cf: a8: ef : 89: c9: b3
This is a valid Certificate to be used as a CA.
Full Certificate:
----- BEG N CERTI FI CATE- - - - -
M | D/ DCCAuSgAW BAgl VAJJIx8CLgweWidhs YXsY70zxLaq27MAOGCSqGS| b3DQEB
OWUAM Gk MQs WCQYDVQQGEW] VUz ETMBEGAL UECBMKQ@ Fs aWZv cmbp YTEVMBMGAL UE
Bx MVUnVk d29v ZCBDaXR5 MRs WGQYDVQKEX J Pc nFj bGUgQR9y c @y YXRpb24xG AY
BgNVBAs TEU9y YWNs ZSBWISBNYWshZ2 Vy MTAwL g YDVQQDEY d PVk 0g Q0 Eg MDAWNGZ
MDAWVDAX MDAWMDd] MDhi Nj g0YmQy MDMz ODgwHhe NMTUWMVE | y MTYx MTT 1Whe NV Uw
Mzl zMI'YxMTI 1W CBp DEL MAk GA1 UEBhMCVVIVK Ez ARBgNVBAgTCKNhbA nmb3JuaVEx
FTATBgNVBAC TDFJI ZHdvb2QyQ2I 0e TEbMBKk GALUEChMST3JhY2x| | ENvenBvenf0
aV@uMRoWGAYDVQQL Ex FPc nFj bGUgVkOgTWFUYWI ¢j EWMCAGALUEAXMhT1ZNI ENB
| DAWVDRmY] AMVDAWMIAWVDA3YZzA4Y] YANGIKM AzMzg4M | Bl j ANBgkghki GOWOB
AQEFAACCABAM | BCgKCAQEAPT kZ3RYv S433Z0x+3RKK7i K7E52z2nhNpLPzM6b9s
Q0f 1 dCG TBB16h6SU+GQ MvpQbgDh5V9OgWad 7Bg CENKhCUOOBL +x Y455 XWEQOS9OR
DvQVH 68VgDwoSs| 6BFL5gJHs pWV 9wdgkpVe Tpau9l N9nDGD38XnTdOKO: Wit +d
321 K3hBzQ Xf/ W2vX6vNA/ RFM f FBncnYl O4POvt QDsVSDzbf Pg4CPqAxn/ i 01Gk
| ycRr Vbzenmsr Wivus FCOpUk Gomagwxneg/ ozf N8CbUr +bh/ PKhLni Co6gJsY2Y9l
Zj D6Xi SUEd/ Xb4s89S06y Hs Nr 65RC+WCCHpW Ar r / 30V Q DAQABoy MM TAPBgNV
HRVBAf 8 EBTADAQH MA4GA1 Ud DWEB/ WQEAW ABTANBgk ghki GOwWOBAQs FAAOCAQEA
| v4g3Dj f 3BKFWALAQ TwlvK4kne G xcd9SS1YQUPYnddYeU22dwkqgl n9ap8dVKiu
| mkYdYZ4BDt e4Y+Lpt xghf 149S3nX1l BKf pg4elLsf Ul Z+DTnxcuTC Fp/ UNKp4Xk
yn43G\VpUt yz8D/ / QX7 T3FCt Kq786Rl 4i 522i 9xnW zyEXj TsSZ1T0bO0y 8| K7a+C4
nmFOC53Ah1l hnj | +1Q zr cf +i FFFI nCFywXDr psl ELIR8H3Luse4EOQ42+xhEbx GY6h
xdVk G3vVCYqEXBX3XWFf kVPF78+6bnez ZbKZzam+NT49dVJRol e4nssy OM1AdWB
RXXs6j 6MRLntveQVRFhPj g==
----- END CERTI FI CATE- - - - -

SSL Keystore File: /u0l/app/ oracl e/ ovm manager - 3/ domai ns/ ovm donai n/ security/ovnssl . j ks
SSL Key Alias: ovhm
Certificate details:
Al gorithm SHA256wi t hRSA
Subj ect: CN=ovmmvirtlab.info, OU=Cracl e VM Manager,
O=Oracl e Corporation, L=Redwood City, ST=California, C=US
| ssuer: CN=OVM CA 0004f b00000100007c08b684bd203388, OU=Or acl e VM Manager,
O=Oracl e Corporation, L=Redwood City, ST=California, C=US
Serial nunber: 942935368201955864664901535859030776122723582749
Valid fromday nmdd hh:nmss CET yyyy to day nmdd hh: nm ss CET yyyy
SHA256 Fingerprint: 83:16:23:el: 2e:f5: 7e: ff:3a:d5: 72: 1b: Ob: d9: 80: 5b: d3: d6: b3
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Subj ect Alternative Nanes:
Host nanes:
nyserver. exanpl e. com
nmyovnm
Ful I Certificate:
————— BEG N CERTI FI CATE- - - - -
M | D6TCCAt GgAw BAgl VAKUgr yxHow' khR23pDPG t bl bMVHIMAOGCSqGSI b3DQEB
OWUAM Gk Mz wCQYDVQQGEWJ VUz ETMBEGAL UECBMKQ2 Fs aWZv cmbp YTEVVBMGALUE
Bx MMUmVk d29v ZCBDaXR5 MRs wGQYDVQKEX J PcnFj bGUgQR9yc Ry YXRpb24xG AY
BgNVBAs TEUQy YWNs ZSBWI SBNYWshZ2 Vy MT AW g YDVQQDEY d PVk 0g Q0 Eg MDAWNGZi
MDAWVDAX MDAWVDA|j MDhi Nj g0YnQy VDIV ODgwHhe NMTUWVE | y MTYX MTIVBWhc NV Uw
Mzl zMTYXMTVBW CBj j EL MAk GA1UEBhMCVVIMK Ez ARBgNVBAgTCkNhbd nb3JuaVEx
FTATBgNVBACTDFJI ZHdvb2QuQ2I 0e TEbMBK GALUEChMST3JhY2xI | ENvenBvenFO
aV\@uMRoWGAYDVQQLEx FPcFj bGUgVKO0g TWFUYWd| cj EaMBgGALUEAX MRb3Zt bS52
aXJO0bGFi Lm uZnmBwggEi MAOGCSqGS| b3DQEBAQUAA4| BDWAWYgEKACI BAQCZEi TS
i Y6sgh/ 23nmyW2l 2Py 002aj GohnRxeDYFHRcf mdw/ 5COXZXKY7r EpTx1WiPI RTj GO
DFD1dFj G hJyl Jo4Demyul ni DoAKIG/7dUoi B1sLbOHWLY|j G 3xQ ThDyw04nppc
nmdCGzhS/ 7i vzn2haMsSxi AoDFVZbel/ CmJ SeN59f JnulvZWo1be/ 6 TUNZVoMb Oy 0
GZmiD6cGW/Ce Xl QudSj f XeplnekLl r 4zsBTIQLV5uz RDXW UANPSoN XeLeHhYLYY
hBuDk DUMYGt OMs Gong Q4] bWehEi d5/ zQBTh6FI KZ9PHVsVJIPaeYSj Cbj NEUKkcl z
360d17bUgz QPXMK3AgMBAAG Jj AKMCI GA1Ud EQCo MBMCEWD2bWoudm ydGxhYi 5p
bnZzvggRvdnilt MAOGCSqGSI b3DQEBOWMUAA4I BAQAe (X aXB&gf oQFi sgut hG yPY4G
CLhp+78qgSI t CAMYPRr f XpUeel Viwr E6GQvuUVF | XZk/ PPBZQGIDR3n/ +hDf D91 ccvO
MHFS8ak ON471t i Doku8t j nBa/ EM r 2/ f EHUAPbgH57qUUWAbj 31 qzDZzVI 880qnPEX
| vSHWZy OKbr t Pf +KkgHn75Q' JI N46J+8AgRwuB/ 6e5ch7wAL2hupGBWeZV7Q i cB
FJi eePj xvMV50Xgxk FMHui dvVy AKNOMIK26wW2l OMvTJt EmnBJ 6 UF1bt NRQdguj UL
anJoGhJsLHyooslI r Xbj 3M+SnezwW+2k APLDA8C/ aNnXzZCAnmb5cwEB/ GphYd
————— END CERTI FI CATE- - - - -

SSL Trust Keystore File: /u0l/app/oracl e/ ovm manager - 3/ domai ns/ ovm domai n/ security/ovntrust.jks
Trusted certificates:
CN=OVM CA 0004f b00000100007c08b684bd203388, OQU=Or acl e VM Manager,
O=Oracl e Corporation, L=Redwood City, ST=California, C=US
CA certificiate found in SSL Trust-Store

Oracl e M ddl eware Home (MW HOMVE): [ home/ u01/ app/ or acl e/ M ddl ewar €]

WebLogi ¢ domain directory: [/uOl/app/oracl e/ ovm manager - 3/ domai ns/ ovm donai n]
WebLogi ¢ server nane: [Adm nServer]

WebLogi ¢ username: [webl ogi c]

WebLogi ¢ password: [*****xx*]

WLST session |ogged at: /tnp/w st-sessionl78461015146984067. | og

WebLogi ¢ SSL Keystore File: /u0l/app/ oracl e/ ovm manager - 3/ domai ns/ ovm donmai n/ securi ty/ ovnssl . j ks
WebLogi ¢ SSL Key Alias: ovnm
WebLogi ¢ SSL Trust Keystore File: /u0l/app/oracl e/ ovm manager - 3/ domai ns/ ovm domai n/ security/ovntrust.jks

2.2.3 Validating the Certificate Configuration

Use the check command to verify the current CA and SSL configuration. If any issues exist with the
configuration, the command displays information to help you resolve them.

The following is an example of the check command:

# ./ ovnkeytool . sh check

tine_stanp oracle.security.jps.JpsStartup start

INFO Jps initializing.

tine_stanp oracle.security.jps.JpsStartup start

INFO Jps started.
Oracl e M ddl eware Home (MW HOME): [/ u01/ app/ oracl e/ M ddl ewar e]
WebLogi ¢ domain directory: [/uOl/app/oracl e/ ovm manager - 3/ domai ns/ ovm donai n]
Oracl e WebLogi ¢ Server nane: [ Adm nServer]
WebLogi ¢ username: [webl ogi c]
WebLogi ¢ password: [*****xx%]
WLST session |ogged at: /tnp/w st-sessionl78461015146984067. | og
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The Oracl e VM Manager CA and SSL configuration appears to be valid.

2.2.4 Exporting the CA Certificate

Oracle VM Manager contains an internal CA that performs certificate-based authentication and signs the
default SSL certificate. Use the export ca command to export the CA certificate in PEM format. You can
then add it as a trusted CA in a browser or use as required.

The following is an example of the export ca command:
# ./ovnkeytool . sh exportca

tine_stanp oracle.security.jps.JpsStartup start

INFO Jps initializing.

tine_stanp oracle.security.jps.JpsStartup start

INFO Jps started.

----BEG N CERTI FI CATE- - - - -

M | D+z CCAuOgAWM BAgl UandPKr CAl 401y D8Q ywk Yhmh0l 8wDQYJKoZI hvc NAQEL
BQAWgaQxCz AJBgNVBAYTAl VTVRMAEQYDVQQ EwpDYWkpZnBybm h MRUWEWYDVQQRH
Ewx SZWR3b29k | ENpdHkx Gz AZBgNVBAO TEK 9y YWNs ZSBDb3Jwb3Jhdd vbj EaMBgG
ALUECXMRT3JhY2x! | FZNI ELhbnFnZXI x MDAuBgNVBAMI'J 09WI' SBDQSAWVDAOZm w
MDAWMVDEWVDAWNZ Ri ZmVBM2 Uy YTFKNj Y3ZTAe FwOx Mz Ex MDYxNDUSM BaFw0y Mz Ex
MDcx NDUSM BaM Gk MQs wCQYDVQQGEW] VUz ETMBEGALUECBVK@R FsaWzZvenbp YTEV
MBMGAL UEBXx MMUnVk d 29 v ZCBDa XR5 MRs wGQYDVQOKEX J Pc nj bGUg 29y c &y YXRp
b24xG AYBgNVBAs TEU9y YWNs ZSBWI SBNYWshZ2 Vy MTAwWLg YDVQQDEY d PVk 0g QOEg
MDAWNGZi MDAWVDAX MDAWVDA Kk YnZj Nz NI MrExZDY2N2 UnggEi MAOGCSqGSI b3DQEB
AQUAA4| BDWAWYgEKAoI BAQCKEekWseg VBt 6aAPLAG+r i DX8TS6ssr 6NNj dDNyOnQ
32NZRyoR8K85TOC0KoFJ9l kgJOHBLI 4Q4219S2xey0obngMyt 5byW XhXj i DLgpF
ESg/ p21 G c8MubEl hOQ 3V71Sel cMHGk2b6sdS12T583uZD+Fxvz CZoSTod4| 4Pw
KvmAW/OFJQHaed Cxj 2t UaAW VGOwe61 zXZMAW nmiNFH 2SNdx 7XK4l Xt PDY QG MVB
7bXaP/ wCTc1lv@ XgP550i dwRQ 50l 2| y71 C2f bf | f X5wdnkuJWOKz Jf nkcl sMHo
DWLFX5FE] 34dEd/ 97wXvf Af YXRt C1DI g91nr F4vx D3l zAgMBAAG | zAhMABGALUd
EWEB/ wQFMANVBAF 8wDg YDVROPAQH BAQDAgAFMAOGCSqGSI h3DQEBOWMUAAAI BAQAe
JK82gdNA/ 7t f t EAQON7G zJ0OBSgu/ 3ellual i +xOt 2FFGAvr Dt TdLxJj EEWWDOU4
Bhoc/ 6kj Q71nFs9Q xxP9gC3YQPXa447QLli 9RZql 592S5a@Br 18ZHge Xp6HannLo
i WLBf SpbACgAhZwWpz07ZS38yEN r 6ulLKANFAP/ 6D55Jgx 7/ UnbHNcFTSXc2u4cl

N3MVHI +0p8une 4+Hr gghFChNYZF2XhmuPawgL8 TnRB2FNI QUcbrmH19Nwb4Ue Ox EuD
i SAf 90p/ A Tdt wzbNbnmb6M/3r PEK2Gt | L5Yc| wLy KYKZO7P5VWst GuzJTM pNOcLo
i j 8Ft ceX5t m.GxI GQoKN

————— END CERTI FI CATE- - - - -

2.2.5 Generating a New SSL Key

By default, Oracle VM Manager generates and signs an SSL certificate that is valid for ten years from the
date of installation. If necessary, you can use the genssl command to generate a new SSL certificate that
is signed by the Oracle VM Manager internal CA.

The following is an example of the genssl command:

# ./ ovnkeyt ool . sh genssl key
Path for SSL keystore: [/uOl1/app/oracl e/ ovm nmanager - 3/ dormai ns/ ovm domai n/ security/ ovnssl .| ks]
The hostnane shoul d be the fully qualified hostnane of the system
(this is the hostname you'd use to access this system from outside the
| ocal domain). Depending on your machi ne setup the val ue bel ow may not be
correct.
Ful Iy qualified hostnanme: [nyserver.exanple.coni
Validity in nonths: [120]
Key di stingui shed nane is "CN=nyserver.exanpl e.com OU=Oracle VM Manager,
O=Oracl e Corporation, L=Redwood City, ST=California, C=US"'. Use these val ues? [yes]
Al ternate hostnanmes (separated by commas): [nyserver.exanple.com nyserver]
You may either specify passwords or use random passwords.
If you choose to use a random password, only WbLogic, the O acle VM Manager,
and this application will have access to the information stored in this
keyst ore.
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Use random passwor ds? [yes]

CGenerating SSL key and certificate and persisting themto the keystore..
Updating keystore information in WebLogi c

Oracl e M ddl eWare Home (MW HOME): [/ u01/ app/ oracl e/ M ddl ewar e]

WebLogi ¢ domain directory: [/uOl/app/oracl e/ ovm manager - 3/ domai ns/ ovm donai n]
Oracl e WebLogi ¢ Server name: [ Adm nServer]

WebLogi ¢ usernane: [webl ogi c]

WebLogi ¢ password: [*****xx*]

WLST session |ogged at: /tnp/wW st-sessionl78461015146984067. | og

Note that the command prompts you to provide the values for various steps through the procedure as
the new SSL certificate is generated. Notably, you must enter a valid fully qualified domain name for the
server. This value is used for the hostname in the SSL certificate and must match the hostname that is
used to access the Oracle VM Manager web-based user interface.

2.2.6 Changing the Default SSL Certificate

You can change the default SSL certificate that Oracle VM Manager serves for authentication. For
example, you can configure Oracle VM Manager to use an SSL certificate that has been signed by a third-
party CA.

This section describes how to use the Java keytool and the Oracle VM Key Tool to change the default SSL
certificate.

Note

business needs. Refer to the appropriate Java keytool documentation for more

S You should modify the example commands for the Java keytool to suit your
information.

Creating a Keystore on Oracle VM Manager

If you do not already have a third-party CA certificate and SSL certificate, you can create a new keystore
on Oracle VM Manager. The keystore you create contains one entry for a private key. After you create the
keystore, you generate a certificate signing request (CSR) for that private key and submit the CSR to a
third-party CA. The third-party CA then signs the CSR and returns a signed SSL certificate and a copy of
the CA certificate. You then import the CA certificate and SSL certificate into the keystore and configure
Oracle VM Manager to use it as the SSL keystore.

1. Create a new keystore.
# keytool -genkeypair -alias alias -keyalg RSA -keysize key_size \
-dnanme di stingui shed_nane -keypass private_key password \
-storetype jks -keystore keystore.jks -storepass keystore_password

2. Generate a certificate signing request (CSR).

# keytool -certreq -alias alias -file certreq.csr -keypass private_key password \
-storetype jks -keystore keystore.jks -storepass keystore_password

3. Submit the CSR file to the relevant third-party CA for signing.
4. Import the CA certificate into the keystore.

# keytool -inportcert -trustcacerts -nopronpt -alias alias -file ca cert file \
-storetype j ks -keystore keystore.jks -storepass keystore password

5. Import the SSL certificate into the keystore.

# keytool -inmportcert -trustcacerts -noprompt -alias alias -file ssl _cert file \
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6.

-keypass private_key password -storetype jks -keystore keystore.jks \
-storepass keystore_password

Use the set ssl| key command to configure Oracle VM Manager to use the new keystore.

# ./ovnkeytool . sh setssl key

Path for SSL keystore: [/u0l1/app/oracle/ ovm manager -3/ domai ns/ ovm domai n/ security/ ovnssl . j ks]
/ pat h/ t o/ keystore. j ks

Keyst ore password:

Alias of key to use as SSL key: alias

Key password:

Updating keystore information in WebLogic

Oracl e M ddl eWare Home (MW HOVE): [/ u01/app/ oracl e/ M ddl ewar e]

WebLogi ¢ domain directory: [/u0l/app/oracl e/ ovm manager - 3/ domai ns/ ovm donai n]

O acl e WebLogi ¢ Server nane: [Adm nServer]

WebLogi ¢ username: [webl ogic]

WebLogi ¢ password: [******x*]

WLST session | ogged at: /tnp/w st-sessi on5820685079094897641. | og

As the root user, configure the client certificate login.
# su -c "/u0l1/ app/ oracl e/ ovm manager - 3/ bi n/ confi gure_client_cert_Il ogin.sh /path/to/cacert"

Where / pat h/ t o/ cacert is the absolute path to the CA certificate. You must provide the path to
the CA certificate if you used a CA other than the default Oracle VM Manager CA to sign the SSL
certificate.

Importing a Keystore into Oracle VM Manager

If you already have a CA certificate and SSL certificate, use the SSL certificate to create a keystore. You
can then import that keystore into Oracle VM Manager and configure it as the SSL keystore.

1.

Import the keystore into Oracle VM Manager.

keyt ool -inportkeystore -nopronpt -srckeystore source keystore \
-srcstoretype source_format -srcstorepass source_keystore password \
-dest keystore destination_keystore.jks -deststoretype JKS \
- dest st orepass destination_keystore_password

Use the set ss| key command to configure Oracle VM Manager to use the new keystore.

# ./ovnkeytool . sh setssl key

Path for SSL keystore: [/u0l1/app/oracle/ ovm manager - 3/ dormai ns/ ovm donmi n/ security/ ovnssl . j ks]
/ pat h/ t o/ keystore. j ks

Keyst or e password:

Alias of key to use as SSL key: alias

Key password:

Updating keystore information in WebLogic

Oracl e M ddl eWware Home (MW HOMVE): [/ u01/ app/ oracl e/ M ddl ewar e]

WebLogi ¢ domain directory: [/u0l/app/oracl e/ ovm manager - 3/ donmai ns/ ovm donai n]

Oracl e WebLogi ¢ Server nane: [Adm nServer]

WebLogi ¢ user nanme: [ webl ogic]

WebLogi ¢ password: [*****xxx]

WLST session | ogged at: /tnp/w st-sessi on5820685079094897641. | og

As the root user, configure the client certificate login.
# su -c "/u0l/ app/ oracl e/ ovm manager - 3/ bi n/ confi gure_cli ent_cert_| ogi n.sh /path/to/cacert"

Where / pat h/ t o/ cacert is the absolute path to the CA certificate. You must provide the path to
the CA certificate if you used a CA other than the default Oracle VM Manager CA to sign the SSL
certificate.
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2.2.7 Changing the Keystore Password

In some scenarios, you may also want to configure Oracle WebLogic Server's SSL truststore to provide
additional trusted CAs. To do this you may use the changepass command to change the truststore
password, since the default password for the keystore is randomized and it would not be possible to
modify the keystore without the correct password. Once you have reset the password, you can modify
the keystore using the Java keyt ool , as required. It is imperative that the existing internal Oracle VM
Manager CA certificate is not removed from the keystore.

An example of setting the keystore password and then accessing trust information using the Java keytool
command is shown below:

# ./ ovnkeyt ool . sh changepass

You may either specify passwords or use random passwords.

If you choose to use a random password, only WbLogic, the O acle VM Manager,
and this application will have access to the information stored in this
keyst or e.

Use random passwords? [yes] no

Change CA Keystore and Key passwords? [yes] no

Change SSL Keystore and Key passwords? [yes] no

Change SSL Trustore password? [yes]

SSL Trust Keystore password:

Verify SSL Trust Keystore password:

Updating trust-store information in WebLogi c

Oracle M ddl eWare Honme (MW HOVE): [/uO1/ app/oracl e/ M ddl ewar €]

WebLogi c donmain directory: [/uOl/app/ oracl e/ ovm manager - 3/ donai ns/ ovm donzi n]
Oracl e WebLogi ¢ Server nanme: [W.S1] Adm nServer

WebLogi ¢ usernane: [webl ogi c]

WebLogi c password: [***xxxxx]

WLST session |ogged at: /tnp/w st-session6297528751781822860. | og

# keytool -list -keystore /u0l1/app/oracl e/ ovm manager - 3/ donai ns/ ovm donai n/ security/ovntrust.jks
Enter keystore password:

Keystore type: JKS
Keyst ore provider: SUN

Your keystore contains 1 entry

ovimyr _ca_key_entry, Nov 7, 2013, trustedCertEntry,
Certificate fingerprint (MD5): 65:31:9C: 17:35:59: 6C: A7: A3: 93: C8: 93: FO: A7: 81: 6A
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Chapter 3 Administering Oracle VM Manager

Administering Oracle VM Manager involves creating, deleting, and working with user accounts, modifying
database schema, rotating log files, and capturing diagnostic information for troubleshooting.

3.1 Oracle VM Manager Administrator Tool (ovm_admin)

The Oracle VM Manager Administrator Tool, which can be invoked on the command line using the
ovm adm n command, is used to perform administrative actions specific to Oracle VM Manager. These

actions allow you to manage users that have access to the Oracle VM Manager data store, and control log
rotation for the Admi nSer ver . | og file. To perform any action using the Oracle VM Manager Administrator

The Oracle VM Manager Administrator Tool provides you with the ability to perform various user
management functions directly from the command line. By default, the Oracle VM Manager installation
process only creates and configures a single Oracle VM Manager administrative user. While this is often
sufficient for many customers, creating separate administrative user accounts may be useful for security
and auditing purposes.

The Oracle VM Manager Administrator Tool is installed as part of the default Oracle VM Manager
installation process. The full path to the Oracle VM Manager Administrator Tool is:

/u01/ app/ oracl e/ ovm manager - 3/ bi n/ ovm admi n

ovmadmn[--help ][--createuser ][--deleteuser admn][--listusers ][--
nodi fyuser ][--nodifyds ][--listds ][--lockusers tries][--unlockuser
admn][--listconfig ][--rotatelogsdaily HH MM][--rotatel ogsbysi ze KB][--

updat emysql r oot ]

Options

The following table shows the available options for this command.

Option Description

--help Display the ovm _adm n command parameters and options.
--listconfig Displays Oracle VM Manager configuration details.
--listusers List the Oracle VM Manager users.

Users”.

For an example of how to list users, see Section 3.1.1, “Listing

--createuser Create new Oracle VM Manager admin user.

For an example of how to create a user, see Section 3.1.2,
“Creating Users”.

- -del et euser Delete an Oracle VM Manager admin user.

For an example of how to delete a user, see Section 3.1.3,
“Deleting Users”.

--nodi fyuser Modify an Oracle VM Manager user password.
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Option

Description

For an example of how to change a user's password, see
Section 3.1.4, “Changing User Passwords”.

--lockusers tries

Set the maximum login tries before locking accounts. This
setting is global.

For an example of how to change account locking, see
Section 3.1.5, “Configure Account Locking”.

--unl ockuser admn

Unlock a user account.

For an example of how to unlock a user account, see
Section 3.1.6, “Unlocking User Accounts”.

--listds List Oracle VM Manager data sources.
For an example of how to list data sources, see Section 3.1.7,
“Listing Data Sources”.

--nodi f yds Modify an Oracle VM Manager database schema. Typically

used if the password for the MySQL database has been
changed directly within MySQL.

For an example of how to modify database schema, see
Section 3.1.8, “Modifying the Oracle VM Manager Database
Schema”.

--rotatel ogsdaily HH MV

Rotate the Oracle VM Manager application logs daily (HH:MM).

For examples of rotating log files, see Section 3.1.9, “Rotating
Log Files”.

--rotatel ogshysi ze KB

Rotate the Oracle VM Manager application logs by size (KB).

For examples of rotating log files, see Section 3.1.9, “Rotating
Log Files”.

- - updat enysql r oot

Change the password for the MySQL root user.

The Oracle VM Manager Administrator Tool connects to the
MySQL database as the root user. This option changes the
password that the Oracle VM Manager Administrator Tool
uses for the root user but does not change the password in
the database itself. For this reason, you must first change the
password with the Oracle VM Manager Administrator Tool and
then manually change the password in the database.

You should review the best practices and considerations

for this option before you change the password, see

Section 3.1.10, “Changing the Password for the MySQL Root
User”.

3.1.1 Listing Users

Obtain a list of users that have access to Oracle VM Manager with the following command:

# ./ovmadmn --1listusers

The tool prompts you for the Oracle WebLogic Server password and returns output similar to the following:
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Oracl e VM Manager Rel ease version Admin tool

[/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st

Initializing WebLogic Scripting Tool (WST)

Wl come to Oracl e WebLogi ¢ Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

date_tinme [main] INFO ovmw st.comrands - Connecting using URL t3://Il ocal host: 7001
Pl ease enter the password for webl ogic:

Locati on changed to serverRuntine tree. This is a read-only tree with Domai nMBean as the root.
For nmore hel p, use hel p(' domai nConfi g')

webl ogi ¢, admin, ovnuser

Some users stored within Oracle WebLogic Server are critical to your Oracle VM Manager environment,
such as the following:

» OracleSystemUser: Used by Oracle Web Services Manager (OWSM). OWSM is part of the standard
Oracle Fusion Middleware (FMW) Infrastructure, that includes ADF.

» weblogic: The default Oracle WebLogic Server administrative user.

The default admin user account is also typically listed. Any other user accounts listed, such as the
ovrmuser account, have been added to the system after installation.

For more information about default user accounts, see Section 4.1, “Default Oracle VM Manager Users”.

3.1.2 Creating Users

Create new Oracle VM Manager users with the following command:

# ./ovm adm n --createuser

The tool returns the following output:

Oracl e VM Manager Rel ease version Adnmin tool

/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st

Initializing WebLogic Scripting Tool (WST)

Wel cone to Oracl e WebLogi c Server Administration Scripting Shell

Type hel p() for help on avail abl e conmands

date tinme [main] INFO ovmw st.commands - Connecting using URL t3://Ilocal host: 7001

Pl ease enter the password for webl ogic:

At this point you must enter the password for the Oracle WebLogic Server. If you have not changed the
Oracle VM Manager admin user's password, this password is usually the same as your default Oracle VM
Manager admin user's password.

Pl ease enter the usernane: ovnuser

Pl ease enter a new password for ovnuser, this password

must be at least 8 characters |ong and nmust contain at | east one non-al phabetic character:
Pl ease re-enter the password:
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Locati on changed to serverRuntinme tree. This is a read-only tree with Domai nMBean as the root.
For nmore hel p, use hel p(' domai nConfi g')

date_tinme [main] INFO ovm w st.domai nbuil der. Domain - Created a user named ovmuser

Note
@ The must conform to the password requirements suggested by the Oracle VM
Manager Administrator Tool or the creation of the user fails in the final step.

3.1.3 Deleting Users

Delete Oracle VM Manager administrative users with the following command:

# ./ovm adm n --del eteuser ovnuser

You are prompted for the Oracle WebLogic Server password. This is the password for the Oracle
WebLogic Server as it was set up during installation. If you have not changed the Oracle VM Manager
admin user's password, this password is usually the same as your default Oracle VM Manager admin
user's password. Typical output is presented below:

Oracl e VM Manager Rel ease version Adnin tool

/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st

Initializing WebLogic Scripting Tool (WST)

Wel conme to Oracl e WebLogi ¢ Server Admi nistration Scripting Shell
Type hel p() for help on avail abl e conmands

date tinme [main] INFO ovmw st.commands - Connecting using URL t3://local host: 7001
Pl ease enter the password for webl ogic:

Locati on changed to serverRuntine tree. This is a read-only tree with Donai nMBean as the root.
For nmore hel p, use hel p(' domai nConfi g')

date tinme [main] INFO ovm w st.domai nbuil der. Domain - Del eted the user naned ovnuser
Important

A Some users stored within Oracle WebLogic Server are critical to your Oracle VM
Manager environment. Do not attempt to delete either of the following users:

¢ OracleSystemUser
¢ weblogic

You should also keep the default admin user account so that there is always at
least one administrative account that can access Oracle VM Manager.

3.1.4 Changing User Passwords
Change any Oracle VM Manager administrative user's password with the following command:
# ./ovm adm n --nodifyuser

The tool returns the following output:

Oracl e VM Manager Rel ease version Adnmin tool
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[/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st
Initializing WebLogic Scripting Tool (WST)
Wl come to Oracl e WebLogi ¢ Server Admi nistration Scripting Shell

Type hel p() for help on avail abl e conmands
date_tinme [main] INFO ovmw st.comrands - Connecting using URL t3://l ocal host: 7001

Pl ease enter the password for webl ogic:

At this point you must enter the password for the Oracle WebLogic Server. If you have not changed the
Oracle VM Manager admin user's password, this password is usually the same as your default Oracle VM
Manager admin user's password.

Pl ease enter the usernane: ovnuser
Pl ease enter the password for ovnuser:

If you need to reset an account due to a lost password, you should first delete the

Note
@ You must provide the user's current password to modify the user account.
user account and then create a new account.

Pl ease enter a new password for ovmuser, this password
must be at least 8 characters |ong and nmust contain at | east one non-al phabetic character:
Pl ease re-enter the password:

Oracle VM Manager Administrator Tool or the creation of the user fails in the final

Note
@ The password must conform to the password requirements suggested by the
step.

Location changed to serverRuntine tree. This is a read-only tree with Donai nMBean as the root.
For nore hel p, use hel p(' donmai nConfi g')

date_tine [main] |NFO ovm w st.domai nbui |l der. Domai n - Changed ovnuser's password

3.1.5 Configure Account Locking

To protect unauthorized access to Oracle VM Manager you can configure an account locking facility that is
triggered after a number of failed attempts to log in.

Configure the account locking facility with the following command:

# ./ovmadm n --1ockusers [3]

Note

@ Account locking is enabled by default according to the base Oracle WebLogic
Server configuration. After you exceed the maximum number of invalid login
attempts, the account is locked for 30 minutes before it is automatically unlocked
again.

To change the lock period, you must edit the Oracle WebLogic Server configuration.
For more information on configuring the Oracle WebLogic Server lockout
parameters, refer to the appropriate Oracle WebLogic Server documentation.
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Important

A This is a global parameter that applies to all users. Setting this parameter on an
instance of Oracle VM Manager that makes use of a single administrator account
can result in this account being locked for 30 minutes before anybody can use it
again. To recover from this is it is possible to unlock the account. See Section 3.1.6,
“Unlocking User Accounts”.

You are prompted to enter the Oracle WebLogic Server password in order to apply this setting. Typical
output from the command follows:

Oracl e VM Manager Rel ease version Adnmin tool

/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st

Initializing WebLogic Scripting Tool (WST)

Wl cone to Oracle WebLogi c Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

date_tinme [main] INFO ovmw st.conmands - Connecting using URL t3://]ocal host: 7001
Pl ease enter the password for webl ogic:

Location changed to edit tree. This is a witable tree with
Domai nMBean as the root. To nmake changes you will need to start
an edit session via startEdit().

For nore hel p, use help('edit')

Starting an edit session ...

Started edit session, please be sure to save and activate your

changes once you are done.

date_tinme [main] INFO ovm w st.domai nbui |l der. Domain - Set |ockout threshold to 3 tries
Savi ng all your changes ...

Saved all your changes successfully.

Activating all your changes, this may take a while ...

The edit |ock associated with this edit session is rel eased

once the activation is conpl eted.

The foll owi ng non-dynami c attribute(s) have been changed on MBeans
that require server re-start:

MBean Changed : Security: Name=nyr eal mser Lockout Manager

Attributes changed : Lockout Threshol d

Activation conpl et ed

You must restart Oracle VM Manager for the changes to the account locking facility to take effect, as
follows:

# service ovmmrestart

3.1.6 Unlocking User Accounts

When account locking is enabled (see Section 3.1.5, “Configure Account Locking”), it is possible for Oracle
VM Manager user accounts to become locked for up to 30 minutes if a user fails to authenticate after the
number of attempts that has been configured for this facility. When a user's account has become locked
and the user enters the correct username and password combination, an error appears when the user
attempts to authenticate:

Unexpected error during |login (javax.security.auth.login.Logi nException),
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pl ease consult |ogs for details.

An investigation of the Adm nSer ver . | og reveals:

>BEA- 090078< >User ovnuser in security realmnyrealm
has had 3 invalid login attenpts, |ocking account for 30 m nutes. <

You can override the 30 minute lock on an account with the following command:

# ./ovm adm n --unl ockuser ovnuser

You are prompted for the Oracle WebLogic Server account password in order to complete the operation.

3.1.7 Listing Data Sources

Use this command option to check data sources before using the - - nodi f yds option or to validate the
result of a - - nodi f yds operation.

Obtain a list of data sources that Oracle VM Manager uses with the following command:
# ./ovmadnmin --listds

Oracl e VM Manager Rel ease version Adnmin tool
/1 u01/ app/ or acl e/ ovm manager - 3/ ovm W st
Initializing WebLogic Scripting Tool (WST)

Wel cone to Oracl e WebLogic Server Administration Scripting Shell

Type hel p() for help on avail abl e conmands

date tinme [main] INFO ovmw st.commands -
Pl ease enter the password for webl ogic:

Connecting using URL t3://1ocal host: 7001

At this point you must enter the password for the Oracle WebLogic Server. If you have not changed the
Oracle VM Manager admin user's password, this password is usually the same as your default Oracle VM

Manager admin user's password.

The tool prompts you to enter the MySQL user that should be used to query the database and then

provides output similar to the following:

Pl ease enter the nane of a MySQL user:

Li sting Oracl e VM Manager Data Source
Dri ver Nane

Url

Dat abaseNane

Li sting Oracl e VM Manager Data Source
Li sting Oracl e VM Manager Data Source
Dri ver Nane

Url

Dat abaseNane

Li sting Oracl e VM Manager Data Source

'ovm j pa-ds'

' ovm odof - ds'

[ appfw, ovs] ovs

‘ovmjpa-ds'...

com nysql . jdbc. Driver

jdbc: nysql : //1 ocal host: 49500/ ovs
ovs

successful Iy

'ovm odof -ds' . ..

com nysql . jdbc. Driver

jdbc: nysql : //1 ocal host: 49500/ ovs
ovs

successful |y

3.1.8 Modifying the Oracle VM Manager Database Schema

You can use the Oracle VM Manager Administrator Tool to handle database schema changes within
MySQL. The most typical use case for this is where the password for the Oracle VM Manager database
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has been changed directly within MySQL, without using any of the tools provided with Oracle VM. An
alternative use case would be where the Oracle VM Manager database has been renamed within MySQL.

The - - nodi f yds option is used to update Oracle VM Manager for changes made directly to the MySQL
database:

# ./ovmadm n --nodifyds

The tool prompts you for the Oracle VM Manager database schema password and the Oracle WebLogic
Server password, and returns output similar to the following:

Oracl e VM Manager Rel ease version Admin tool

[/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st

Initializing WebLogic Scripting Tool (WST)

Wl come to Oracl e WebLogi ¢ Server Admi nistration Scripting Shell

Type hel p() for help on avail abl e conmands

date_tinme [main] INFO ovmw st.comrands - Connecting using URL t3://I ocal host: 7001

Pl ease enter the password for webl ogic:

At this point you must enter the password for the Oracle WebLogic Server. If you have not changed the
Oracle VM Manager admin user's password, this password is usually the same as your default Oracle VM
Manager admin user's password.

Pl ease enter the nane of a MySQL user: [appfw, ovs] ovs

Pl ease enter the password for MySQ. user ovs:

Pl ease enter the new password for ovs user:

Pl ease re-enter the password:

Location changed to edit tree. This is a witable tree with
Domai nMBean as the root. To make changes you will need to start
an edit session via startEdit().

For more hel p, use help('edit')

Starting an edit session ...
Started edit session, please be sure to save and activate your
changes once you are done.

Saving all your changes ...
Saved all your changes successful ly.
Activating all your changes, this may take a while ...

The followi ng non-dynamic attribute(s) have been changed on MBeans

that require server re-start:

MBean Changed : com bea: Nane=ovm odof - ds,

Type=webl ogi c. j 2ee. descri pt or.w . JDBCDr i ver Par ansBean, Par ent =[ ovm _donai n]

/ JDBCSy st enmResour ces[ ovm odof - ds] , Pat h=JDBCResour ce[ ovm odof - ds] / JDBCDr i ver Par ans
Attributes changed : PasswordEncrypted

Activation conpl et ed

Note that there is a second database schema, usually named appfw, that is also used by Oracle VM
Manager. If the password for this database has also been changed, then the same command must be run
again, as follows:

Oracl e VM Manager Rel ease version Admin tool

[/ u01/ app/ or acl e/ ovm manager - 3/ ovm W st

46



Rotating Log Files

Initializing WebLogic Scripting Tool (WST)
Wl come to Oracl e WebLogi ¢ Server Admi nistration Scripting Shell
Type hel p() for help on avail abl e conmands

date_tinme [main] INFO ovmw st.comrands - Connecting using URL t3://Il ocal host: 7001
Pl ease enter the password for webl ogic:

At this point you must enter the password for the Oracle WebLogic Server. If you have not changed the
Oracle VM Manager admin user's password, this password is usually the same as your default Oracle VM
Manager admin user's password.

Pl ease enter the nane of a MySQL user: [appfw, ovs] appfw

Pl ease enter the password for MySQL user appfw

Pl ease enter the new password for appfw user:

Pl ease re-enter the password:

Location changed to edit tree. This is a witable tree with
Domai nMBean as the root. To nmake changes you will need to start
an edit session via startEdit().

For more hel p, use help('edit')

Starting an edit session ...

Started edit session, please be sure to save and activate your
changes once you are done.

Saving all your changes ...

Saved all your changes successfully.
Activating all your changes, this may take a while ...

The foll owi ng non-dynami c attribute(s) have been changed on MBeans

that require server re-start:

MBean Changed : com bea: Nane=ovm qrt z- ds,

Type=webl ogi c. j 2ee. descri pt or.w . JDBCDri ver Par ansBean, Par ent =[ ovm donai n]

/ JDBCSyst enResour ces[ ovm qrt z- ds] , Pat h=JDBCResour ce[ ovm qrt z- ds] / JDBCDr i ver Par ans
Attributes changed : PasswordEncrypt ed

Activation conpl et ed

When you have finished running this command, you must restart Oracle VM Manager as follows:

# service ovmmrestart
# service ovntli restart

3.1.9 Rotating Log Files

The Oracle VM Manager Administrator Tool allows you to control how and when log files are rotated. There
are two options available:

» --rotatel ogsdaily: Setthe logs to be rotated on a daily basis at an allocated time.
e --rotatel ogshysi ze: Setthe logs to be rotated when they reach a specified size.

In both cases, you are prompted for the Oracle WebLogic Server password to update the configuration.

Rotating Oracle VM Manager logs daily

To set the logs to rotate daily at an allocated time, run the Oracle VM Manager Administrator Tool as
follows:
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# ./ovmadm n --rotatel ogsdaily [00: 30]
The time provided is specified in the format HH: MM

Typical output from the command follows:

Oracl e VM Manager Rel ease version Adnin tool

Pl ease enter the password for weblogic :

Initializing WebLogic Scripting Tool (WST) ...

Wel cone to Oracl e WebLogi ¢ Server Admi nistration Scripting Shell
Type hel p() for help on avail abl e conmands

Connecting to Oracle WebLogi c Server ...

Connected ...

Configure log rotation setting to rotate daily at [00: 30]

Modi fied log rotation setting successfully ...
Exiting...

Rotating Oracle VM Manager logs by size

To set the logs to rotate when they reach a specified size, run the Oracle VM Manager Administrator Tool
as follows:

# ./ovmadm n --rotatel ogsbysi ze [ 1024]
The size provided is specified according to the number of kilobytes before rotation.

Typical output from the command follows:

Oracl e VM Manager Rel ease version Adnmin tool

Pl ease enter the password for weblogic :

Initializing WebLogic Scripting Tool (WST) ...

Wel cone to Oracl e WebLogic Server Administration Scripting Shell

Type hel p() for help on avail abl e conmands

Connecting to Oracle WbLogi c Server ...

Connected ...

Configure log rotation setting to rotate the | ogs based on size ([1024] KB) ...

Modi fied log rotation setting successfully ...
Exiting...

3.1.10 Changing the Password for the MySQL Root User

You can change the password for the MySQL root user that the Oracle VM Manager Administrator Tool
uses to connect to the MySQL database instance.

Important

the root user. This option changes the password that the Oracle VM Manager
Administrator Tool uses for the root user but does not change the password in the

A The Oracle VM Manager Administrator Tool connects to the MySQL server as
database itself. For this reason, you must first change the password with the Oracle
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VM Manager Administrator Tool and then manually change the password in the
database.

Change the password for the MySQL root user as follows:

1.

Run the Oracle VM Manager Administrator Tool with the - - updat enmysql r oot option.
# ./ovm adm n --updatenysql r oot

The tool returns the following output:

Oracl e VM Manager Rel ease version Admin tool

Initializing WebLogic Scripting Tool (WST) ...

Wel come to Oracl e WebLogi ¢ Server Administration Scripting Shell

Type hel p() for help on avail abl e commands
date tinme [main] INFO ovmw st.commands - Connecting using URL t3://]ocal host: 7001

Pl ease enter the password for webl ogic:

Enter the password for the Oracle WebLogic Server. If you have not changed the Oracle VM Manager
admin user's password, this password is usually the same as your default Oracle VM Manager admin
user's password.

The Oracle VM Manager Administrator Tool prompts you with the following:
Pl ease enter the current password for MySQ. user root:
Enter the current password for the MySQL root user.

The Oracle VM Manager Administrator Tool prompts you with the following:

Pl ease enter the new password for MySQL user root:
Pl ease re-enter the password:

Enter the new password for the MySQL root user and then confirm the password.

The command provides the following output:

date_time [main] |NFO ovm w st. domai nbui | der. Domai n -
Updat ed MySQL root password successfully in WebLogi c!
Pl ease note that you nmust separately update the password in the database

Stop Oracle VM Manager.

# /etc/init.d/ ovhm st op

Manually change the password in the database so that it matches the password that you set with the
Oracle VM Manager Administrator Tool, as follows:

a. Connect to the MySQL server.

# nmysql -S /u0l1/app/oracl e/ nysql / dat a/ nysql d. sock -u root -p

b. When prompted, enter the previous password for the root user, not the new password that you set
with the Oracle VM Manager Administrator Tool.

c. Ensure you are using the MySQL database.

$ nysql > use nysql;
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d. Change the password for the root user.

$ nysqgl > update user set passwor d=PASSWORD("new password") where User='root';
e. Flush privileges.
$ nysql > flush privil eges;
f. Disconnect from the MySQL server.
$ nysqgl > quit
7. Restart the MySQL service for Oracle VM Manager.

# letc/init.d/ ovim nysqgl restart

8. Start Oracle VM Manager.

# letc/init.d/ ovhm start

3.2 Working with the MySQL Instance

Database files reside at / u01/ app/ or acl e/ mysql / dat a.

Starting, Stopping, and Checking Status of the MySQL Server

should not stop the MySQL server while Oracle VM Manager is running unless you

Note
@ Oracle VM Manager depends on a running instance of the MySQL server. You
are troubleshooting issues or configuring the MySQL server.

To start, stop, restart and obtain the status of the MySQL server, you can use the /etc/init.d/
ovnm nysql init script as follows:

# /etc/init.d/ ovhm nysqgl restart

Alternatively, you can use the ser vi ce command as follows:

# service ovnm nysql start

MySQL Configuration and Event Logs

Configuration for the Oracle VM Manager MySQL server is contained in: / u01/ app/ or acl e/ nysql /
dat a/ ny. cnf.

not edit the configuration file unless an Oracle Support representative instructs you

Warning
O Editing the configuration file might break your Oracle VM Manager installation. Do
to do so.

MySQL server events are logged in: / u01/ app/ or acl e/ nysql / dat a/ nysql d. err.
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Managing Oracle VM Manager authentication includes changing the password for the administration user,
restricting user authentication to specific groups, and configuring LDAP and Active Directory authentication

providers.

4.1 Default Oracle VM Manager Users

During installation, several user accounts are created in Oracle WebLogic Server. These users allow
you to log in to Oracle VM Manager or to perform various administration tasks. Some user accounts are
created to enable internal functions within Oracle VM Manager.

User Description

admi n Oracle VM Manager user
The password for this user is specified during installation of Oracle VM
Manager. To change the password, use the Oracle VM Manager Administrator
Tool.

webl ogi ¢ Oracle WebLogic Server administration user

The password for this user is specified during installation of Oracle VM
Manager. To change the password, use the Oracle VM Manager Administrator
Tool.

Oracl eSyst enJser

Internal user account that is part of the Oracle Fusion Middleware (FMW)
infrastructure.

The password for this user is specified during installation of Oracle VM
Manager. To change the password, use the Oracle VM Manager Administrator
Tool.

ovs

Internal user account that connects to the Oracle MySQL database user
instance for Oracle VM Manager.

The password for this user is specified during installation of Oracle VM
Manager. To change the password, use the Oracle VM Manager Administrator
Tool.

appf ramewor k

Internal user account that establishes connection between the Oracle VM
Manager Web Interface and the Oracle VM Web Services API.

This user is created with a randomly generated 128 character password that
consists of mixed case letters, digits, and special characters. The password is
used only once to register an SSL client certificate that the Oracle VM Manager
Web Interface uses to connect to the Oracle VM Web Services API.

To change the password for this user account, use the Oracle WebLogic
Server Administration Console.

is replaced with a new account with a new randomly

Note
g + During an upgrade of Oracle VM Manager this user
generated password.
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User Description

* You must not delete this user account. Deleting the
user account breaks the internal connection between
the Oracle VM Manager Web Interface and the
Oracle VM Web Services APl and requires you to re-
install Oracle VM Manager.

Related Information.

» For details about the Oracle VM Manager Administrator Tool, see Section 3.1, “Oracle VM Manager
Administrator Tool (ovm_admin)”.

» For an example of how to change passwords with the Oracle VM Manager Administrator Tool, see
Section 3.1.4, “Changing User Passwords”.

 For instructions on changing the Oracle VM Manager user password, see Section 3.1.4, “Changing User
Passwords”.

» For details about changing user passwords in the Oracle WebLogic Server Administration Console,
navigate to the Modify users topic in the Oracle WebLogic Server online help.

4.2 Changing the Oracle VM Manager User Password

The Oracle VM Manager user lets you log in to the Oracle VM Manager Web Interface. The default
username is adni n. You set the password for this user when you install Oracle VM Manager. By default,
the Oracle VM Manager user has the same password as the Or acl eSyst emJser and the webl ogi ¢
users. To secure your environment, you should change the password for the Oracle VM Manager user if
you intend to share the Oracle VM Manager user credentials.

To change the password for the Oracle VM Manager user, do the following:

1. Start an ssh session to the Oracle VM Manager host computer as the root user.
2. Change to the following directory: / u01/ app/ or acl e/ ovm manager - 3/ bi n
3. Run the following command: # ./ ovm adni n --nodi fyuser

4. Follow the prompts to change the user password.

This procedure involves using the Oracle VM Manager Administrator Tool to modify the user password.
Refer to Section 3.1, “Oracle VM Manager Administrator Tool (ovm_admin)” for more information about
the Administrator Tool. For an example of changing user passwords, see Section 3.1.4, “Changing User
Passwords”.

4.3 Restricting User Authentication to Oracle WebLogic Server
Groups

Configure Oracle VM Manager to restrict authentication to users in specific Oracle WebLogic Server
groups, such as administrative groups, as follows:

2. Open the following file for editing: / et ¢/ sysconfi g/ ovhm
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3. Specify the Oracle WebLogic Server user group that can authenticate to Oracle VM Manager as the
value for the AUTHORI ZED GROUPS entry.

Enclose the value in double quotes and use a comma to separate multiple values, for example:

AUTHORI ZED_GROUPS="gr oup1l, gr oup2, gr oup3"
4. Save and close / et ¢/ sysconfi g/ ovimm
5. Restart Oracle VM Manager to apply the changes.

Only users who belong to the groups that you specify can authenticate to Oracle VM Manager. If the
AUTHORI ZED GROUPS entry does not exist, or has no value, then all Oracle WebLogic Server users can
authenticate to Oracle VM Manager.

For more information about working with users and groups, navigate to the Manage users and groups topic
in the Oracle WebLogic Server online help.

4.4 Enabling LDAP and Active Directory Authentication

Oracle VM Manager is an application that runs on Oracle WebLogic Server. For this reason, Oracle VM
Manager supports any authentication providers that Oracle WebLogic Server supports.

To configure Oracle VM Manager to authenticate against an LDAP or Active Directory service, you must
add the directory service as an authentication provider in Oracle WebLogic Server, as follows:

configurations you create for external authentication providers. If you enable LDAP
or Active Directory authentication and then upgrade Oracle VM Manager, you must
complete the following steps after the upgrade to re-enable authentication.

Note
@ | The Oracle VM Manager upgrade process does not save and restore any
1. Open the Oracle WebLogic Server Administration Console at:
ht t ps: // host name: 7002/ consol e
Where host nane is the Oracle VM Manager hostname or IP address.
2. Login as the webl ogi c user.
3. Click Lock & Edit to modify the domain.
4. From the Domain Structure pane, select Security Realms, and then select myrealm.
The settings page for the security realm displays.
5. Select the Providers tab and locate the Authentication Providers table.

6. Click New to create an authentication provider.

7. Specify a name for the authentication provider, select LDAPAuthenticator as the type of
authentication provider, and then click OK.

The new authentication provider displays in the Authentication Providers table.

8. Change the authentication sequence so that the LDAP authentication provider takes priority over other
authentication providers.
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9.

a. Click Reorder from the Authentication Providers table.
b. Move the LDAP authentication provider to the top of the list and then click OK.
Select the LDAP authentication provider you created from the Authentication Providers table.

The settings page displays.

10. On the Common tab, select SUFFICIENT as the value for Control Flag and then click Save.

11. Select the Provider Specific tab, configure the authentication provider as appropriate, and then click

Save.

12. Click Activate Changes to apply your changes.

13. Restart the Oracle VM Manager service as root:

# service ovmmrestart

Verify that the LDAP authenticator is configured and that the LDAP users and groups are populated in
Oracle WebLogic Server, as follows:

1.

2.

Log in to the Oracle WebLogic Server Administration Console.
From the Domain Structure pane, select Security Realms, and then select myrealm.
Select the Users and Groups tab.

Verify that the LDAP users and groups are populated as appropriate.
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Oracle VM Server provides support for Simple Network Management Protocol (SNMP) monitoring. Find out

what SNMP applications are installed by default and learn how to get started with SNMP.

5.1 Installed SNMP Packages

The default installation of Oracle VM Server includes the NET-SNMP suite of applications. These
applications allow you use the SNMP protocol to monitor Oracle VM Server.

The following SNMP packages are installed by default:

Package Description

net - snnp SNMP agent daemon and documentation.

net - snnp-1i bs Runtime libraries and management information bases (MIBs).
net-snnp-utils Network management utilities such as snmpget and snmpwalk.
ovVS-snnp SNMP shared object module that lets you monitor Oracle VM Server.

The Oracle VM Server management information base (MIB) defines several
objects that provide information about the server and the virtual machines
running on the server. The base OID for thisMIBis 1. 3. 6. 1. 4. 1. 111. 57.
You can find more information about the objects that this MIB defines in the

1.

following file on Oracle VM Server: / usr/ shar e/ snnp/ m bs/ ORACLE- OVS-

M B. t xt.

Note
g » This package is installed by default. However,
you must manually add the object module to
snnpd. conf , see Section 5.2, “Adding the Oracle
VM Server Object Module”.

» The Oracle VM Server object module applies to x86
systems only. This object module does not apply to
Oracle VM Server for SPARC.

Check the installed packages as follows:

# rpm-qa | grep snnp

net - snnp- 5. 5- XX. X. X. XXX_X. X. Xx86_64

net - snnp- | i bs-5. 5- xX. X. X. XXX_X. X. X86_64
net-snnp-utils-5.5-xXx. X. X. XXX_X. X. X86_64
ovS-snnp- x. x- X. el 6. x86_64

See the NET-SNMP documentation for more information.

5.2 Adding the Oracle VM Server Object Module

To monitor Oracle VM Server configuration with the ovs- snip shared object module, you must add the
following line to / et ¢/ snnp/ snnpd. conf :

dl rod ovs /usr/lib64/ovs-snnp/ovs. so

55


http://www.net-snmp.org/

Enabling the SNMP Service

that you should modify to suit your business needs. It is beyond the scope of this
documentation to describe a complete configuration for snnpd. conf . Refer to the
snnpd. conf man page for more information.

Note
@ The default snnpd. conf on Oracle VM Server provides an example configuration
From a high level, the steps to add the ovs- snnp shared object module to snnpd. conf are as follows:
1. Connect to the appropriate instance of Oracle VM Server.
2. Open/etc/snnp/ snnpd. conf for editing.

3. Add the following line:

dl nod ovs /usr/lib64/ovs-snnp/ ovs. so

4. Ensure that you have read access rights in snnpd. conf .

Tip
; You can temporarily add r ocommuni ty publ i c to the start of snnpd. conf to
allow read access from all computers on the network.

5. Save and close / et ¢/ snnp/ snnpd. conf .

6. Restart the SNMP service, if it is running.

# service snnpd restart

5.3 Enabling the SNMP Service

The SNMP daemons are disabled by default, and should be enabled if you intend to use SNMP to monitor
an Oracle VM Server. You can check your configuration to determine whether the service has been
enabled as follows:

# chkconfig --list |grep snnp
shnpd 0: of f 1: of f 2:of f 3:of f 4: of f 5: of f 6: of f
snnpt r apd 0: of f 1: of f 2:of f 3:of f 4: of f 5: of f 6: of f

To enable the SNMP service, you can start it manually by issuing the following command:

# service snnpd start

To enable the SNMP service permanently, you can issue the following command:

# chkconfig --level 2345 snnpd on

Note
@ The Oracle VM Server MIB does not define any SNMP traps. You should start the
snpt r apd service only if you require it for other purposes.

5.4 How to Retrieve MIB Objects

When the SNMP service is running, you can use NET-SNMP applications to retrieve MIB objects directly
from the command line on Oracle VM Server. You can also use other applications, such as Oracle
Enterprise Manager, to retrieve MIB objects.
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This section provides examples for demonstration purposes only. You should refer to the manpages for
NET-SNMP applications or the appropriate documentation for your NMS to determine how you should
retrieve MIB objects to suit your business needs.

Note
@ The examples in this section:

« Assume that you have configured the publ i ¢ community for read access.

¢ Use a lower security level, SNMP v2c, for access. You should configure SNMP
v3 to ensure that you restrict access control to authorized users. Refer to the
appropriate documentation for information on access control and security levels
as well as instructions on configuring SNMP v3.

View (It is past the end of the MB tree), then you might not have
read access rights in snnpd. conf . To resolve this issue, you can temporarily add
rocomuni ty publi c tothe start of / et ¢/ snnp/ snnpd. conf to allow read

Tip
@ If the last line of the output contains No nore variables left in this MB
access from all computers on the network.

The following example uses the snnpwal k application to return values for all objects in the MIB tree:

# snmpwal k -v2c -c public | ocal host
SNWPv2- M B: : sysDescr.0 = STRING Linux FQDN 3.8.13-68. 2. 2. el 6uek. x86_64
#2 SMP tine_stanp x86_64
SNWMPv2- M B: : sysCbj ect I D.0 = O D: NET- SNMP- M B: : net SnnpAgent O Ds. 10
DI SVAN- EVENT- M B: : sysUpTi nel nst ance = Ti neticks: (2654) 0:00:26.54
SNWPv2- M B: : sysContact.0 = STRING Root <root @ ocal host>
(configure /etc/snnp/ snnp. | ocal . conf)
SNWPv2- M B: : sysNane. 0 = STRING FQDN
SNWPv2- M B: : sysLocation.0 = STRING Unknown (edit /etc/snnp/snnpd. conf)
SNWPv2- M B: : sysORLast Change. 0 = Tineticks: (18) 0:00: 00. 18
SNWPv2- M B: : sysORID. 1 A D: SNWP- MPD- M B: : snnpMPDM BObj ects. 3. 1.1

SNWPv2- M B: : sysORID. 2 = O D: SNWP- USER- BASED- SM M B: : usmM BConpl i ance
SNWVPv2- M B: : sysORID. 3 = O D: SNWP- FRAMEWORK- M B: : snnpFr anewor kM BConpl i ance
SNWPv2-M B: : sysORID.4 = O D: SNWPv2-M B: : snnpM B
SNWPv2-M B: : sysORID.5 = OD: TCP-MB: :tcpM B
SNWPv2-M B: : sysORID.6 = OD: IP-MB::ip
SNWPv2-M B: : sysORID. 7 = O D: UDP-M B: : udpM B
SNVPv2- M B: : sysORID. 8 = O D: SNWP- VI EW¥ BASED- ACM M B: : vacnBasi cG oup
SNMPv2- M B: : sysORDescr.1 = STRING The M B for Message Processing and Di spatchi ng.
SNMPv2- M B: : sysORDescr. 2 = STRING The M B for Message Processing and Di spatchi ng.
SNMPv2- M B: : sysORDescr. 3 = STRING The SNWP Managenent Architecture M B.
SNVPv2- M B: : sysORDescr. 4 = STRING The M B nodul e for SNWPv2 entities
SNWPv2- M B: : sysORDescr.5 = STRING The M B nodul e for managi ng TCP i npl enent ati ons
SNVPv2- M B: : sysORDescr. 6 = STRING The M B nodul e for managi ng | P and | CVP i npl enent ati ons
SNWPv2- M B: : sysORDescr.7 = STRING The M B nodul e for managi ng UDP i npl enent ati ons
SNWPv2- M B: : sysORDescr. 8 = STRING Vi ew based Access Control Mdel for SNWP.
SNWVPv2- M B: : sysORUpTinme. 1 = Tineticks: (17) 0:00:00.17
SNVPv2- M B: : sysORUpTine. 2 = Tineticks: (17) 0:00:00.17
SNWVPv2- M B: : sysORUpTi ne. 3 = Tineticks: (17) 0:00:00.17
SNWPv2- M B: : sysORUpTi ne. 4 = Tineticks: (17) 0:00:00.17
SNWPv2- M B: : sysORUpTi ne. 5 = Tineticks: (18) 0:00: 00.18
SNWPv2- M B: : sysORUpTi ne. 6 = Tineticks: (18) 0:00: 00.18
SNMPv2- M B: : sysORUpTi ne. 7 = Tineticks: (18) 0:00:00.18

ne.8 = Tineticks: (18) 0:00:00. 18

SNVPv2- M B: : sysORUpTi

The following example uses the snnpwal k application to load ORACLE- OVS- M B and return values for
objects in the Oracle VM Server MIB tree:
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# snmpwal k -v2c -c public | ocal host -OQ -m +ORACLE-OVS-MB .1.3.6.1.4.1.111.57.1
ORACLE- OVS- M B: : ovsType. 0 = Oracl e VM Server

ORACLE- OVS- M B: : ovsVersi on. 0 = version

ORACLE- OVS-M B: : ovsCl uster State. 0 = DLM Ready

ORACLE- OVS- M B: : ovsCl ust er Type. 0 = nfs

ORACLE- OVS- M B: : ovsCl ust er Storage. 0 = host nanme: / nfs/cl usterfs/path

ORACLE- OVS- M B: : ovsManager UUI D. 0 = 0004f b0000010000af 78ad71a2719608

ORACLE- OVS- M B: : ovsSer ver pool Name. 0 = ny- pool

CRACLE- OVS- M B: : ovsAgent St at e. O Runni ng

ORACLE- OVS- M B: : ovsFreeMenory. O 12766

ORACLE- OVS-M B: : vml ndex. 0 = 0
ORACLE-OVS-M B: :vmi ndex. 1 = 1
ORACLE- OVS-M B: : vml ndex. 2 = 2

0004f b00000600002eb4165c672ef €28
0004f b0000060000959d078c46ec4268
Dorai n- 0

CRACLE- OVS- M B: : vniType. O
CRACLE- OVS- M B: : vnilype. 1
CRACLE- OVS- M B: : vnilype. 2

The following example uses the snnpt abl e application to retrieve the running virtual machines on Oracle
VM Server from the ORACLE- OVS- M B: : vnirabl e SNMP table:

Note
@ The ORACLE- OVS- M B: : vnirabl e SNMP table contains a cached value that
expires after 60 seconds.

# snnptable -v 2c -c public |ocal host ORACLE- OVS-M B: : vniTabl e
SNWVP t abl e: ORACLE- OVS- M B: : vnilabl e

v ndex vnilype
0 0004f b00000600002eb4165c672ef €28
1 0004f b0000060000959d078c46ec4268
2 Domai n- 0
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Chapter 6 Updating Oracle VM Server with Oracle Ksplice

Oracle VM Premier Support customers can use Oracle Ksplice to update Oracle VM Server with kernel,
Xen, and user space patches. Oracle Ksplice allows you to apply security updates and bug fixes for your
systems' kernel, the hypervisor, and certain user space libraries without having to schedule downtime and
reboot machines.

Ksplice is freely available for Oracle customers who subscribe to Oracle Linux Premier Support, and to
Oracle Cloud Infrastructure services. If you are an Oracle Linux Basic, Basic Limited, or Network Support
subscriber, contact your sales representatives to discuss a potential upgrade of your subscription to a
Premier Support plan.

Regular updates to the Oracle VM Servers are performed through Oracle VM Manager. However, the
execution of Ksplice operations has not been integrated into Oracle VM Manager. Part of the Ksplice
setup, such as configuring Server Update Repositories, does occur through Oracle VM Manager. Please
review and understand the steps below before proceeding.

This chapter explains how to access the appropriate channels on ULN (Unbreakable Linux Network), set
up the Ksplice client, and install Ksplice updates and patches on your Oracle VM Servers.

6.1 What Is Oracle Ksplice?

Linux kernels typically receive security updates and bug fixes on a regular basis. Applying these critical
updates to your systems normally requires scheduled downtime, which is a costly operation because
hosted services and applications become temporarily unavailable.

With Oracle Ksplice, however, systems can be updated without rebooting. As a result, access to services
and applications is not interrupted, and your systems remain secure and up to date. Oracle Ksplice
downloads patch updates from Oracle and applies these patches directly to running processes in memory.
This provides an update to the running process without requiring it to restart. After this has been done, the
package containing the binary update can be updated using the Unbreakable Linux Network (ULN) so that
if the process is restarted later, the update is already applied.

Oracle Ksplice is available to customers with an Oracle Premier Support account, who have registered
their systems with ULN. For additional information, refer to the Oracle Linux Ksplice User's Guide.

Warning

o Use the Oracle Linux Ksplice User's Guide only as a reference for comprehensive
background information about what Ksplice is and how it works. The instructions
apply to generic Oracle Linux installations, while the procedures described in this
Oracle VM Administrator's Guide contain different steps specific to Oracle VM
Server. Use only the procedures in this Oracle VM Administrator's Guide to install
and configure Ksplice for Oracle VM Server."

Ksplice updates are applied using a client application. Because Oracle VM Server takes advantage of
user space updates as well as kernel updates, it requires the Ksplice Enhanced Client. Do not use the
Ksplice Uptrack Client on Oracle VM Server. For additional information, refer to Working With the Ksplice
Enhanced Client in the Oracle Linux Ksplice User's Guide.
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Prerequisites for Ksplice on Oracle VM Server

6.2 Prerequisites for Ksplice on Oracle VM Server

Important

Customer Support Identifier (CSI) to be able to install and use Ksplice for Oracle

A ‘ Ksplice is available for Oracle Premier Support customers. You require a valid

VM Server.

Starting with release 3.4.5 (build 1919), Oracle VM Server can use Ksplice to update the Xen hypervisor,
the kernel and any user space packages. If your servers are running an earlier version of Oracle VM
Server, you must upgrade and reboot first. To qualify for hypervisor patching, the servers must be running
Xen 4.4.4-196 or newer.

To make sure that your servers meet the prerequisites for Ksplice, run the following checks:

1.

2.

5.

Log in to the server.

From the Oracle Linux command line, check the current version of Oracle VM Server. It must be
release 3.4.5 build 1919 or newer.

# cat /etc/ovs-info | head -n 4
OVS summary

rel ease: 3.4.5

date: 201805301526

bui I d: 1919

From the Oracle Linux command line, check the current version of Xen. It must be version 4.4.4-196 or
newer.

# rpm-qa | grep "xen.*4.4.4"

xen-4. 4. 4-196. el 6. x86_64
xen-t ool s-4. 4. 4-196. el 6. x86_64

If the current versions of Oracle VM Server or Xen do not meet the minimum requirements, upgrade to
the latest version of Oracle VM 3.4 before proceeding.

Repeat these steps on all Oracle VM Servers with which you intend to use Ksplice.

6.3 Accessing ULN Channels

The packages that are required to use Ksplice are hosted on ULN. However, because Oracle VM Server
does not provide the tools that are required for ULN registration, it cannot connect to ULN by using Internet
access. To install the required packages you must set up a local ULN Mirror that Oracle VM Servers can
use to obtain the packages.

Note

s Because Ksplice updates are cumulative, you can configure your local ULN mirror

to store only the latest packages, which can improve synchronization time and
storage requirements dramatically. To ensure that your local ULN mirror stores only
the latest packages, edit the / et ¢/ sysconfi g/ ul n-yum mi rror file and set
the ALL_PKGS parameter to 0 (ALL_PKGS=0). For more information, refer to ULN
Mirror Configuration in the Oracle Linux Ksplice User's Guide.

The ULN Mirror can also be used to provide access to the most recent package updates so that patches
can also be applied to on-disk binaries, as well as the processes that are patched in-memory by Ksplice.
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Configuring Yum for Oracle Ksplice

The system hosting the mirrored ULN channels requires ULN registration and should be installed on a
standard Oracle Linux 6 or Oracle Linux 7 host. You can install the ULN mirror on the same host as Oracle
VM Manager.

Generic instructions to set up a local ULN mirror, and also configure it as a Ksplice mirror, are available in
the following documentation resources:

» Creating and Using a Local ULN Mirror
» Configuring a Local ULN Mirror to Act as a Ksplice Mirror

When registering the system to be configured as ULN mirror, you must subscribe to the channels listed
below, and make sure that the mirror provides the Oracle VM Servers access to those mirrored channels.

» Oracle VM 3.4 Latest (x86_64): ovnB4 x86_64 | at est
» Ksplice client and user space updates for Oracle VM (x86_64): ovnB4 x86 64 ksplice
» Ksplice for Oracle Linux 6 (x86_64): ol 6_x86 64 ksplice

6.4 Configuring Yum for Oracle Ksplice

To install the Ksplice Enhanced Client, and obtain the updates and patches for your environment, you
need to configure Yum through Oracle VM Manager to enable access to the appropriate server update
repositories. Provided you use the global server update settings, all discovered Oracle VM Servers take
over the Yum repository configuration defined through the Oracle VM Manager.

The instructions in this section are based on the Oracle VM Manager Command Line Interface. For
background information, usage instructions, and the command reference, consult the Oracle VM Manager
Command Line Interface User's Guide.

Set up the server update repositories in Oracle VM Manager as follows:

1. Log in to the Oracle VM Manager Command Line Interface.

$ ssh -1 admin ovnmgr. exanpl e.com-p 10000
adm n@vnmyr . exanpl e. conl s passwor d:
oM

2. Verify that you are running Oracle VM Manager release 3.4.5 (build 1919) or newer.

OVM> showver si on
3.4.5.1919

3. Discover any Oracle VM Servers that have not yet been discovered with which you intend to use
Ksplice, and take ownership of them.

The example shows the CLI command and output using ovirsvr 01. Execute this command for each of
your servers, using either the fully qualified domain name or IP address.

VM Server in question. It is a required parameter for the di scover Ser ver

Note

@ The password parameter is the Oracle VM Agent password on the Oracle
command.

OVM> di scover Server i pAddress=ovisvr0l. exanpl e. com passwor d=******** t gkeOaner shi p=yes

Conmmand: di scover Server i pAddress=ovnsvr01l. exanpl e. com passwor d=***** t agkeOaner shi p=yes

Status: Success

Ti me: 2018-06- 03 19: 46: 20, 633 PDT
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Jobl d: 1528080367491

Add these server update repositories to the Yum configuration:
e uln mrror_ovnB4 x86 64 | at est

e uln_mrror_ovnB4 x86_64 ksplice

e uln_mrror_ol 6 x86_64 ksplice

Note
@ For the creat e server updat er eposi t ory command, the following
parameters are required:

 the package signature key (GPG key)
« the path to they GPG key file
« the Yum repository URL

OVM> create serverupdaterepository repositorynanme=ul n_mrror_ovnB4_x86_64_| at est enabl ed=yes pkgsi gnat urety
pkgsi gnat ur ekey=file:///etc/pki/rpm gpg/ RPM GPG KEY name=ul n_mi rror_ovnB4_x86_64_| atest \

url =http://ul nmrror.exanpl e. conl yuni Or acl eVM OVMB4/ | at est / $basear ch/ \

on serverupdat egroup nane=G obal X86Ser ver Updat eConf i gurati on

Command: create serverupdat erepository repositoryname=ul n_mirror_ovnB4_x86_64_| atest enabl ed=yes [...]
Status: Success
Ti me: 2018-06- 03 19: 47: 43, 093 PDT
Jobl d: 1528080450197
Dat a
i d: 0004f b0000310000e12a4df e28933022 nane: ul n_m rror_ovnB4_x86_64_| at est

OVM> create serverupdaterepository repositorynanme=ul n_mrror_ovnB4_x86_64_ksplice enabl ed=yes pkgsi gnat uret
pkgsi gnat ur ekey=file:///etc/pki/rpm gpg/ RPM GPG KEY nane=ul n_mi rror_ovnB4_x86_64_ksplice \

url =http://ul nmrror.exanpl e. conl yuni Or acl eVM OVMB4/ kspl i ce/ $basearch/ \

on serverupdat egroup nane=G obal X86Ser ver Updat eConf i gurati on

Conmmand: create serverupdat erepository repositorynanme=ul n_m rror_ovnB4_x86_64_ksplice enabl ed=yes [...]
Status: Success
Ti me: 2018-06- 03 19: 47: 52, 880 PDT
Jobl d: 1528080465622
Dat a
i d: 0004f b0000310000f 522e7d0eel1911dc nane: ul n_mirror_ovnB84_x86_64_ksplice

OVM> create serverupdaterepository repositorynanme=ul n_mirror_ol 6_x86_64_ksplice enabl ed=yes pkgsi gnat uretyr
pkgsi gnat ur ekey=file:///etc/pki/rpm gpg/ RPM GPG KEY nane=ul n_mi rror_ol 6_x86_64_ksplice \

url =http://ul nmrror. exanpl e. conl yum Or acl eLi nux/ OL6/ kspl i ce/ x86_64/ \

on serverupdat egroup nane=G obal X86Ser ver Updat eConf i gurati on

Command: create serverupdat erepository repositorynanme=uln_mrror_ol 6_x86_64_ksplice enabl ed=yes [...]
Status: Success
Ti me: 2018-06- 13 23: 36: 54, 637 PDT
Jobl d: 1528958205006
Dat a
i d: 0004f b00003100003c4d3d4c252ee126 nane: uln_mrror_ol 6_x86_64_ksplice
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5. Verify the Yum repository configuration on the Oracle VM Servers.
a. Log in to the server.

b. From the Oracle Linux command line, check the content of the directory / et ¢/ yum r epos. d.
# cat /etc/yumrepos.d/ ovmrepo

[uln_mirror_ovnB4_x86_64_| atest]

gpgkey = file:///etc/pki/rpm gpg/ RPM GPG KEY

gpgcheck = 1

baseur| = http://ul nmrror.exanpl e.conl yuni Or acl eVM OVMB4/ | at est / $basear ch/
name = uln_mrror_ovnB4_x86_64_| at est

enabled = 1

[uln_mrror_ovnB4_x86_64_kspli ce]

gpgkey = file:///etc/pki/rpm gpg/ RPM GPG KEY

gpgcheck = 1

baseur! = http://ul nmrror.exanpl e.conf yuni Oracl eVM OVM34/ kspl i ce/ $basear ch/
name = uln_mrror_ovnB4_x86_64_ksplice

enabled = 1

[uln_mrror_ol 6_x86_64 ksplice]

gpgkey = file:///etc/pki/rpm gpg/ RPM GPG KEY

gpgcheck = 1

baseur| = http://ul nmrror.exanple.conlyunl O acl eLi nux/ OL6/ kspl i ce/ x86_64/
name = uln_mrror_ol 6_x86_64_ ksplice

enabled = 1

¢. Run this check on all Oracle VM Servers with which you intend to use Ksplice.

6.5 Installing the Ksplice Enhanced Client

To update Oracle VM Server using Ksplice, you must use the Ksplice Enhanced Client. It is capable of
updating certain shared libraries for user space processes — such as gl i bc, openssl and xen-t ool s —
in addition to the Xen hypervisor and kernel updates.

The Ksplice Enhanced Client requires a direct connection to the Internet, so that it is able to connect to the
Oracle Ksplice update server at https://updates-ksplice.oracle.com/uptrack. If your Oracle VM Servers are
unable to connect directly to the Internet or your security policy restricts access, you can consider using an
offline version of the client to apply updates from your locally configured ULN mirror. See Using the Ksplice
Offline Enhanced Client for more information.

Since the Ksplice Enhanced Client package and its dependencies are only available on ULN and ULN
registration is not possible on current versions of Oracle VM Server, the Oracle VM Servers on which you
install the Ksplice Enhanced Client must have access to a host that is running a local ULN mirror, and to
the ULN channels residing on that mirror. See Section 6.3, “Accessing ULN Channels” and Section 6.4,
“Configuring Yum for Oracle Ksplice” for more information.

If you have configured a ULN Mirror and set up your yum configuration within Oracle VM Manager
according to the instructions provided at Section 6.4, “Configuring Yum for Oracle Ksplice”, the Ksplice
Enhanced Client and Ksplice-aware user space packages for Oracle VM Server are available in the ULN
channelul n_mirror_ovnB4_x86_64_kspli ce.

To install the Ksplice Enhanced Client, proceed as follows:
1. Log in to the Oracle VM Server as root.

2. Revert all prelinked binaries and dependent libraries to their original state, then use the yumcommand
to remove the pr el i nk package.
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# prelink -au
# yum renove -y prelink

Install the kspl i ce package.

# yuminstall -y ksplice
Setting up Install Process

(-]

Dependenci es Resol ved

Package Arch Ver si on Reposi tory S
Instal ling

ksplice x86_64 1.0.32-1.¢el 6 ul n_mirror_ovnB4_x86_64_ksplice 5
Installing for dependencies

boost-fil esystem x86_64 1.41.0-28.¢el 6 ul n_mrror_ovn34_x86_64_| at est 4
boost - pyt hon x86_64 1.41.0-28.¢el 6 ul n_mirror_ovn34_x86_64_| at est 12
boost - r egex x86_64 1.41.0-28.¢el 6 ul n_mrror_ovn34_x86_64_| at est 47
kspl i ce-core0 x86_64 1.0.32-1.¢el 6 ul n_mirror_ovnB4_x86_64_ksplice 25
ksplice-tool s x86_64 1.0.32-1.¢el 6 ul n_mirror_ovnB4_x86_64_ksplice 1C
upt rack noar ch 1.2.47-0.¢el 6 ul n_mirror_ovnB4_x86_64_ksplice 5C
upt r ack- Py YAML x86_64 3.08-4.¢el 6 ul n_mirror_ovnB4_x86_64_ksplice 14
uptrack-1i byam x86_64 0.1.3-1.el 6 ul n_mirror_ovnB4_x86_64_ksplice 4

Transaction Sunmary

I nstal | 9 Package(s)

Total downl oad size: 1.7 M

Installed size: 6.0 M

Downl oadi ng Packages:

[-..]

Retrieving key fromfile:///etc/pki/rpmgpg/ RPM GPG KEY
I nporting GPG key OXEC551F03

Userid : custoner_user_id <custoner@xanpl e. con>

Package: ovs-rel ease-3.4-7.773.23.¢el 6.x86_64 (@naconda- Oracl eVMser ver - 201805301600. x86_64/ 3. 4. 5)

From : /[etc/pki/rpm gpg/ RPM GPG KEY
[-..]

I nst al | ed:
ksplice.x86_64 0:1.0.32-1.el6

Dependency Installed

boost-fil esystem x86_64 0:1.41.0-28.¢el 6 boost - pyt hon. x86_64 0: 1.41.0-28.¢el 6

boost -regex. x86_64 0:1.41.0-28.¢el 6
ksplice-tools.x86_64 0:1.0.30-1.el6
upt rack- PyYAM.. x86_64 0: 3. 08-4. el 6

Conpl et e

ksplice-core0.x86_64 0:1.0.32-1.el6
uptrack. noarch 0:1.2.47-0.el 6
uptrack-1ibyam .x86_64 0:0.1.3-1.el6

Edit/ et ¢/ upt r ack/ upt r ack. conf to provide the client with the label of the local user space
channel. If you followed the instructions in Section 6.4, “Configuring Yum for Oracle Ksplice” the
channel should have the label ul n_m rror_ovnB4 x86 64 kspl i ce. Edit the file to include the

lines:

[ User]
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yum user space_ksplice_repo_nanme = ul n_mirror_ovnB4_x86_64_ksplice

Also edit to add any other required configuration options. For example, to enable automatic installation
updates, change the aut oi nst al | option from no to yes:

autoi nstall = yes

For more information on these options, see Configuring a Ksplice Client in the Oracle Linux Ksplice
User's Guide at https://docs.oracle.com/cd/E37670_01/E39380/html/ol_ksplice_config.html.

Note that some options, such as upgr ade_on_r eboot may not apply to user space packages.

5. Update the system to install the Ksplice-aware versions of user space libraries. For example:

# yum updat e

6. Reboot the system so that it uses the new user space libraries.

# reboot

Using the Ksplice Offline Enhanced Client

If your Oracle VM environment resides in a highly secure data center where it is not possible to maintain a
permanent Internet connection for the Oracle VM Servers that you wish to patch for security updates, you
can use the Ksplice Offline Enhanced Client (kspl i ce- of f | i ne) as an alternative. Ksplice kernel, user

space and Xen updates are bundled into RPM packages, specific for a particular version, and are updated
within 48 hours after a new Ksplice patch becomes available. These updates are made available on ULN.

At regular intervals, you download the latest Ksplice update packages for your systems, and update your
local ULN mirror. Once the Ksplice Offline Enhanced Client is installed on your Oracle VM Servers, they
can connect to the local ULN mirror to retrieve updates.

The disadvantages of using the offline client include the delay after a patch becomes available and the
requirement to manage and refresh the ULN mirror. However, since the ULN mirror must be maintained to
apply on-disk binary updates for the Ksplice packages and other patch updates, this may be the preferred
approach. Although there is a delay in patching, this delay also offers some further assurance of stability
and further testing.

For installation, configuration, and usage instructions, refer to Installing and Configuring the Ksplice Offline
Enhanced Client in the Oracle Linux Ksplice User's Guide. Note that the instructions provided in the Oracle
Linux Ksplice User's Guide are generic Oracle Linux instructions.

Caution

A If you want to switch between the online and offline version of the Ksplice Enhanced
Client, you must first remove the installed Ksplice client software, and then install
the new Ksplice client version. For example, to switch from the online client to the
offline client, run the following commands:

# yum renove ksplice
# yuminstall ksplice-offline

To install and configure for Oracle VM Server:
1. Configure the ULN mirror as described in Section 6.3, “Accessing ULN Channels”

2. Configure the required yum repositories within Oracle VM Manager, as described in Section 6.4,
“Configuring Yum for Oracle Ksplice”.
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3. On each Oracle VM Server, revert prelinked binaries and remove prelink:

# prelink -au
# yum renove prelink

4. On each Oracle VM Server, install the Ksplice Offline Enhanced Client:

# yuminstall ksplice-offline

5. On each Oracle VM Server, edit the / et ¢/ upt r ack/ upt r ack. conf file to provide the client with the

label of the local user space channel. If you followed the instructions in Section 6.4, “Configuring Yum
for Oracle Ksplice” the channel should have the labelul n_mi rror_ovnB4 x86 64 kspli ce. Edit
the file to include the lines:

[ User]
yum user space_ksplice_repo_name = uln_mrror_ovnB4 x86_64 ksplice

Also edit to add any other required configuration options. For example, to enable automatic installation
updates, change the aut oi nst al | option from no to yes:

autoi nstall = yes

For more information on these options, see Configuring a Ksplice Client in the Oracle Linux Ksplice
User's Guide at https://docs.oracle.com/cd/E37670_01/E39380/html/ol_ksplice_config.html.

Note that some options, such as upgr ade_on_r eboot may not apply to user space packages.

6. To install offline update packages, you must install the relevant packages for your system. When
installing offline update packages you must specify the release in the command. For example, if you
are installing the offline updates package for the Xen hypervisor, specify the release in the command as
follows.

# yuminstall ksplice-updates-xen- $RELEASE

where $RELEASE is the update package that corresponds to the version of the hypervisor that is
currently running, as shown in this example:

# yuminstall ksplice-updates-xen-4.4.4-196.0.10.el6

7. From this point, the Ksplice Offline Enhanced Client behaves similarly to the standard online version of
the Ksplice Enhanced Client.

6.6 Installing Oracle Ksplice Updates on Oracle VM Server

The Ksplice Enhanced Client can be used to apply updates and patches to the running Xen hypervisor, the
running kernel, as well as certain Ksplice-aware user space libraries, including xen-t ool s. To install and
manage the Ksplice patches on your system, use the kspl i ce command on the Oracle Linux command
line.

To display the running user space, kernel and xen processes that the client can patch, use the kspl i ce
all |ist-targets command. For each Ksplice-aware library, the command reports the running
processes that would be affected by an update.

# ksplice all list-targets
User - space targets

glibc-1ibpthread-2.12.1.209.0.3.ksplicel.el6_9.2
- nul ti pathd (1582)

- auditd (2077)

- rsyslogd (2111)
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- rpchind (2155)
[-..]

glibc-libutil-2.12.1.209.0.3.ksplicel.el6_9.2
- sshd (2447)

- xenconsol ed (2533)

- genmu-systemi 38 (2537)

- xend (2844)

[-..]

xen-t ool s-tool s_xenstore_xenstored-4.4.4.155.0.27. ksplicel.el 6
- xenstored (2526)

xen-t ool s-tool s_consol e_xenconsol ed-4. 4. 4. 155. 0. 27. kspl i cel. el 6
- xenconsol ed (2533)

glibc-1ibm2. 12.1.209.0.3.ksplicel.el6_9.2
- nultipathd (1582)

- auditd (2077)

- irgbal ance (2126)

- cupsd (2323)

- ntpd (2460)

[-..]

glibc-1ibnss_dns-2.12.1.209.0.3.ksplicel.el6_9.2
- ntpd (2460)
- sshd (3975)
- sshd (11292)

xen-tool s-tool s_I|ibxc_libxenctrl.so.4.4.0-4.4.4.155.0.27.ksplicel.el6
- xenstored (2526)

- xenconsol ed (2533)

- gemu-systemi 38 (2537)

- xend (2844)

[-..]

openssl -libssl-1.0.1e.57.0.1. ksplicel.el 6
- gemu-systemi 38 (2537)

- master (2706)

- pickup (2736)

- qngr (2737)

- xend (2844)

[-..]

xen-t ool s-tool s_xenstore_|ibxenstore.so.3.0.3-4.4.4.155.0. 27. ksplicel.el 6
- xenconsol ed (2533)

- gemu-systemi 38 (2537)

- xend (2844)

[-..]

Kernel version: Linux/x86_64/4.1.12-124.14.5. el 6uek. x86_64/#2 SMP Fri My 4 15:36:12 PDT 2018
xen/ x86_64/4.4. AOVM Fri May 11 20: 21: 05 PDT 2018

To display the updates that are available for installation, use the kspl i ce all show --avail abl e
command. If you want to restrict the scope of the command to a particular category, use these alternatives
instead:

To display the available user space updates: kspl i ce -n user upgrade

To display the available kernel updates: kspl i ce -n kernel upgrade

To display the available xen updates: kspl i ce -n xen upgrade

# ksplice -n xen upgrade
The followi ng steps will be taken
Install [d71xgwov]: update
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I nstall
I nstall

[ion5usqgz]: update 3.
[ 0323dej x] : update 2.

To install the available Ksplice updates, use the ksplice -y all upgrade command. If you want to
restrict the scope of the command to a particular category, use these alternatives instead:

# kspl
The fol
I nst al
I nst al
I nst al

ice -y xen upgrade

To install all user space updates: kspl i ce -y user upgrade
To install all kernel updates: ksplice -y kernel upgrade

To install all xen updates: kspl i ce -y xen upgrade

lowing steps will be taken:

[d71xgwov] : update.
[ion5usqgz]: update 3
[ 0323dej x]: update 2

100% | ##H#HH#HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH |

Done

# kspl

ce -y user upgrade

Updati ng on-di sk packages for new processes
Setting up Update Process

ul n_mirror_ovnB4_x86_64_ksplice | 2.5 kB 00: 00

Resol vi ng Dependenci es
[...]

Package Arch Ver si on Reposi tory S
Updat i ng:

glibc i 686 2:2.12-1.209.0. 3. ksplicel.el6_9.2 ul n_mirror_ovnB4_x86_64_ ksplice 4
glibc x86_64 2:2.12-1.209.0. 3. ksplicel.el6_9.2 ul n_mirror_ovnB4_x86_64_ ksplice 3
gl i bc- common x86_64 2:2.12-1.209.0. 3. ksplicel.el6_9.2 ul n_mirror_ovnB4_x86_64_ksplice

gl i bc-devel x86_64 2:2.12-1.209.0. 3. ksplicel.el6_9.2 ul n_mirror_ovnB4_x86_64_ksplice 9
gl i bc-headers x86_64 2:2.12-1.209.0. 3. ksplicel.el6_9.2 ul n_mirror_ovnB4_x86_64_ksplice 6
nscd x86_64 2:2.12-1.209.0. 3. ksplicel.el6_9.2 ul n_mirror_ovnB4_x86_64_ksplice 2
openssl x86_64 2:1.0.1e-57.0. 1. ksplicel. el 6 ul n_mirror_ovnB4_x86_64_ ksplice 1
xen-tool s x86_64 2:4.4.4-155.0. 27. kspl i cel. el 6 ul n_mirror_ovnB4_x86_64_ksplice 8
Installing for dependencies

kspl i ce- hel per x86_64 1.0.32-1.¢el 6 ul n_mirror_ovnB4_x86_64_ksplice

Transacti on Sunmmary

I nst al

Upgr ade

1 Package(s)
8 Package(s)

Total downl oad size: 34 M
Downl oadi ng Packages:

(1/9):
(2/9):
(3/9):
(419):
(5/9):
(6/9):
(7/9):
(8/9):
(9/9):

Tot al

glibc-2.12-1.209. 0. 3. kspl
glibc-2.12-1.209. 0. 3. kspl
gl i bc-common-2.12-1.209.0

cel.el 6_9.2.i686.rpm
cel.el 6_9.2.x86_64.rpm
3.ksplicel.el 6_9.2.x86_64.rpm

glibc-devel -2.12-1.209.0. 3. ksplicel.el 6_9.2.x86_64.rpm
glibc-headers-2.12-1.209.0. 3. ksplicel.el 6_9.2.x86_64.rpm

ksplice-hel per-1.0.32-1. e

6. x86_64. r pm

nscd- 2. 12- 1. 209. 0. 3. kspl i cel. el 6_9. 2. x86_64. r pm

openssl -1.0.1e-57. 0. 1. ksp

icel.el 6. x86_64.rpm

xen-t ool s-4. 4. 4-155. 0. 27. kspl i cel. el 6. x86_64. r pm

Runni ng rpm check_debug
Runni ng Transacti on Test
Transaction Test Succeeded
Runni ng Transacti on

[.--]

Conpl et e
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To display the updates that have been applied to the system, use the kspl i ce all showcommand.
If you want to restrict the scope of the command to a particular category, specify user, ker nel or xen
instead of al | .

# ksplice all show

Ksplice user-space updates:
No Ksplice user-space updates installed

Ksplice kernel updates:
Instal | ed updat es:
None

Ef fective kernel version is 4.1.12-124.14.5. el 6uek

Ksplice xen updates installed:
[ion5usqgz]: update 3.

[ 0323dej x] : update 2.
[d71xgwov] : updat e.

version that is different from the original boot version displayed by the unane -
a command. Use the kspl i ce kernel unane -r command to display the

Note
@ After Ksplice has applied updates to a running kernel, the kernel has an effective
effective version of the kernel.

To remove Ksplice updates from the system, use the r enove subcommand. You can choose to remove
Ksplice updates for the category user, ker nel or xen.

# ksplice -y xen renove --all

The follow ng steps will be taken:
Renove [d71xqwov]: update.
Renove [ion5usqz]: update 3.
Renove [0323dej x]: update 2.
100% | #¢
Done!

For more information about using the kspl i ce command, see the kspl i ce(8) manual page.
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Chapter 7 Provisioning ISO Files for PVM Guest Installations

Important

A As of Oracle VM Release 3.4.6, support for PVM guests is removed. For more
information, Section 1.5, “Disabling Paravirtualized Guests on Oracle VM Server”.

When you create a PVM guest from an 1SO file, you cannot use an ISO file from a repository to install the
operating system. Oracle VM requires that the 1SO file is mounted so that its internal file system contents
are available during the installation of the operating system for a PVM guest. The mounted I1SO file can
be made available via an NFS, HTTP or FTP server. The following examples show how to create and use
mounted ISO files on an NFS share, and on an HTTP server.

Example 7.1 Creating an installation tree on an NFS share

tree is made available via an NFS share. On the NFS server, enter
# nkdir -p /isos/EL5u6-x86_64

# nmount -o ro, |l oop /path/Enterprise-R5-U6-Server-x86_64-dvd.iso /isos/EL5u6-x86_64
# exportfs *:/isos/EL5u6-x86_64/

When you create the virtual machine using the Oracle VM Manager Web Interface, enter the installation

location in the Network Boot Path field in the Create Virtual Machine wizard as:

nf s: exanpl e. com /i sos/ EL5u6- x86_64
Example 7.2 Creating an installation tree on an HTTP server

This example creates an installation tree from an ISO file that can be accessed via HTTP. On the HTTP
server, enter

# cd /var/ww/ ht m

# nkdir EL5u6-x86_64
# mount -0 ro,loop /path/Enterprise-R5-U6-Server-x86_64-dvd. i so EL5u6- x86_64

When you create the virtual machine using the Oracle VM Manager Web Interface, enter the installation
location in the Network Boot Path field in the Create Virtual Machine wizard as:

http://exanpl e. com EL5u6-x86_64

Tip
; If you have multiple ISO files, you can mount each I1SO file and copy the contents
into a single directory. All the I1SO files are then available from the same location.
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Chapter 8 Installing and Using the Oracle VM Guest Additions

The Oracle VM Guest Additions allow bi-directional communication between Oracle VM Manager and the

Additions provide fine-grained control over the configuration and behavior of components running within
the virtual machine directly from Oracle VM Manager.

8.1 Features of the Oracle VM Guest Additions

Virtual

The Oracle VM Guest Additions allow direct integration between guest software and the virtualization
layer, to assist in orchestration and automation of complex, multi-virtual machine deployments. This
integration can be used between Oracle Solaris, Microsoft Windows, and Oracle Linux running the Oracle
Unbreakable Enterprise Kernel (UEK).

The Oracle VM Guest Additions allow you to:

» Send key-value pairs to a virtual machine, or guest, and to retrieve messages from the guest.

» More easily get information about virtual machines within Oracle VM Manager, such as reporting on IP
addressing.

» Use the template configuration facility to automatically configure virtual machines as they are first
started.

» Trigger programmed events by sending messages directly to a virtual machine from Oracle VM
Manager.

* Query virtual machines to obtain information pertaining to previous messages.

* Interact with the Oracle VM Utilities ovm vimessage command.

Machine IP Address

When you install the Oracle VM Guest Additions, the IP address of the virtual machine displays in the

Networks subtab of the Virtual Machines perspective in the Oracle VM Manager Web Interface.

#3 Configuration sk Networks m

VNIC Ethernet Metwork IP Addresses
00:21:f6:a0:1d:5  MyWMNetwork 192.168.1.5, feB0::221 f6fffeal:1dfB

8.2 Oracle VM Guest Additions Packages

To install the Oracle VM Guest Additions, you first download a set of packages from a yum repository to
the virtual machine. You can download the packages from the Unbreakable Linux Network (ULN) or the
Oracle Linux Yum Server. After you download the required packages, you use the yum i nst al | to install
them.

The following table lists the packages for the Oracle VM Guest Additions:

Package Description Required
or Optional
| i bovnapi Library that adds support for the Oracle VM API. Required
I i bovmapi - devel Library that adds developer support for the Oracle  Optional
VM API.
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Package Description Required
or Optional

ovid Daemon that handles configuration events and Required
enables sending and receiving of messages
between the virtual machine and Oracle VM
Manager.

pyt hon- si npl ej son JSON encoder and decoder for Python. Required

xenst or epr ovi der Library that communicates with the Oracle VM APl  Required
kernel infrastructure.

ovmtenpl ate-config Basic operating system configuration scripts. Required

ovmt enpl at e- confi g- Script for configuring virtual machine authentication. Optional

aut henti cati on

ovm t enpl at e-confi g-datetine Script for configuring virtual machine datetime Optional
settings.

ovmtenpl ate-config-firewall Scriptfor configuring virtual machine firewall. Optional

ovm t enpl at e- confi g- net wor k  Script for configuring virtual machine network Optional
settings.

ovmtenpl at e-confi g-sel i nux  Script for configuring virtual machine selinux Optional
settings.

ovmt enpl at e-confi g- ssh Script for configuring virtual machine ssh settings.  Optional

ovmt enpl at e- confi g- system Script for configuring virtual machine system Optional
settings.

ovm t enpl at e- confi g- user Script for configuring virtual machine user settings.  Optional

Microsoft Windows Guests

For Microsoft Windows guests, the Oracle VM Guest Additions are included in the Oracle VM Paravirtual
Drivers. The implementation of the guest additions consists of these components:

* vmapi . dl | : a dynamic link library that exposes callable interfaces

» ovnsvc: the service that receives and sends events and messages

e xenpci : the driver that interacts with the hypervisor

» ovntnd: the command used to invoke the guest additions

vmapi.dll

The virapi . dI | exposes interfaces to functions for communication between Windows applications and
the xenpci driver in the Windows guest operating system. Applications load this library and call the

exported functions to access xenpci . Normally device I/O controls (IOCTLs) are used to communicate
with the xenpci driver. The following table shows function names and their descriptions:

Function Description

OVMAPI_Register initializes OVMAPI and optionally registers a callback
OVMAPI_ParamGetValue retrieves name-value pairs stored within the OVMAPI engine
OVMAPI_ParamSetValue creates or modifies a name-value pair

OVMAPI_Subscribe receives particular events in the application registered event handler
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ovmsvce

xenpci

Function Description

OVMAPI_UnSubscribe blocks particular events in the application registered event handler

OVMAPI_EventComplete completes the event with a finalizing status code at a later time

OVMAPI_ParamGetValueSize retrieves the size, in bytes, of a parameter value

OVMAPI_GetSessionFileDescriptors retrieves the internal file descriptor for use in making special calls to
the driver

OVMAPI_UserEventPublish sends application-specific events to the management server and to
other OVMAPI-enabled applications running on the same VM

OVMAPI_ParamGetAlINames browses for existing parameters that may be of interest to the
application

OVMAPI_ParamGetCount retrieves the number of existing parameters

OVMAPI_UnRegister terminates OVMAPI usage

The ovirsvc service starts automatically by default when the Windows VM is booted. The command to
install or uninstall this service is ovnsvc install orovnsvc uninstal |l respectively. The ovisvce
service monitors messages sent from Oracle VM Manager, and sends Windows VM specific information,
such as the operating system version and the VM's IP address. It uses the vnapi . dl | to implement
communication between the Windows guest and Oracle VM Manager. The following figure shows ovnsvc

running inside a Windows VM.
x|

Description Frade VM user mode application =
Paih to excautable:

C:\Program Files {¢86]\Oracle CorporationOracle VM Windows PV Driversh
Startup type: [Automtic: I~ |

You can specy the start parameters thit apply when you start the service
from here.

Star parameters |

When ovnsvc is started, it opens the xenpci device and registers a callback function where messages
are processed. A thread is created to monitor events corresponding with vnapi messages. The current
callback function of ovimsvc processes VM shutdown messages; other messages, for example "snapshot",
could be implemented as additional features.

Applications exchanging messages with Oracle VM Manager use the xenpci driver, which implements
several IOCTLs to process messages. The xenpci driver directly accesses xenstore, a memory area
shared by Xen domains. The ovnsvc calls API functions to send or read VM messages to or from
xenstore.

The xenpci driver uses the xenbus_wat ch function to monitor incoming messages. The xenpci driver
initialization registers a watch function on the xenstore key "cont r ol / or acl e- vimapi / t o- guest /

| ast-write". Messages sent by Oracle VM Manager are set in this xenstore key. The watch function of
xenpci is triggered when this xenstore key changes. The watch function checks and sends out events, a
monitor thread acknowledges events, and a callback function processes APl messages.
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The ovsvc sends Windows VM messages during its startup process, and uses an IOCTL in xenpci

to write the xenstore key "cont r ol / or acl e- vimapi / f rom guest / %d/ %". The ovnsvc updates the
message periodically to synchronize the information, such as guest IP address, from the guest to Oracle
VM Manager.

Oracle Solaris

The Oracle VM Guest Additions are also available for Oracle Solaris, both on SPARC and x86. They can
be optionally installed from a Solaris IPS repository: pkg: / / sol ari s/ syst eml managenent / ovim
guest - addi ti ons.

8.3 Downloading the Oracle VM Guest Additions Packages

The Oracle VM Guest Additions packages are available for download from the addons channel for the

appropriate channels for the Oracle Linux guest operating systems on the Oracle Linux yum server are:
e Oracle Linux 8 Add ons (x86_64) — Oracle Linux 8 (x86_64) Addons
» Oracle Linux 7 Add ons (x86_64) — Oracle Linux 7 (x86_64) Addons

» Oracle Linux 6 Add ons (x86_64) — Oracle Linux 6 (x86_64) Addons

Downloading from ULN

To download the Oracle VM Guest Additions packages from ULN, subscribe your system to the addons
channel.

Alternatively, you can create a yum server that acts as a local mirror of the ULN addons channel.

For Oracle Linux Release 8, see the Oracle Linux documentation for more information at Registering With
the Unbreakable Linux Network

For Oracle Linux Release 7: or Oracle Linux Release 6, see the following Oracle Linux documentation for
more information:

Oracle Linux Release 7:

* Managing ULN Channel Subscription by Using the ULN Web Interface
¢ Creating and Using a Local ULN Mirror

Oracle Linux Release 6:

* Managing ULN Channel Subscription by Using the ULN Web Interface

¢ Creating and Using a Local ULN Mirror

Downloading from the Oracle Linux Yum Server

By default, the yum repository configuration file on Oracle Linux contains a section that defines the addons
channel on the Oracle Linux Yum Server.

To download the Oracle VM Guest Additions packages from the public yum repository, you need to enable
the addons channel in the yum configuration file.
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Microsoft Windows Guests

For Oracle Linux Release 8, see the Oracle Linux documentation for more information at Obtaining Errata
and Updates From the Oracle Linux Yum Server

For Oracle Linux Release 7: or Oracle Linux Release 6, see the following Oracle Linux documentation for
more information:

Oracle Linux Release 7:
¢ Yum Repository Configuration
Oracle Linux Release 6:

« Yum Repository Configuration

Microsoft Windows Guests

For Microsoft Windows guests, the Oracle VM Guest Additions are included in the Oracle VM Paravirtual
Drivers. Refer to the Oracle VM Paravirtual Drivers for Microsoft Windows documentation library. Follow
the download instructions for the selected release of the paravirtual drivers.

Oracle Solaris

For Oracle Solaris, both on SPARC and x86, the Oracle VM Guest Additions can be downloaded
from a Solaris IPS repository at http://pkg.oracle.com/solaris/release/en/index.shtml or through https://
support.oracle.com/portal/ with your support contract access.

8.4 Installing the Oracle VM Guest Additions

To install the Oracle VM Guest Additions, do the following:
1. Download the required packages for the Oracle VM Guest Additions.
2. Runtheyum i nstal |l command to install the packages; for example,
# yuminstall |ibovmapi xenstoreprovi der ovnd python-sinpl ej son xenstoreprovi der
Microsoft Windows Guests

For Microsoft Windows guests, the Oracle VM Guest Additions are included in the Oracle VM Paravirtual
Drivers. Refer to the Oracle VM Paravirtual Drivers for Microsoft Windows documentation library. Follow
the installation instructions for the selected release of the paravirtual drivers.

Oracle Solaris
To install the Oracle VM Guest Additions on Oracle Solaris, do the following:
1. Ensure that an appropriate 'solaris' repository publisher is configured.

2. Runthe IPS command to install the package; for example,

# pkg install ovm guest-additions

8.5 Upgrading the Oracle VM Guest Additions

You should update the Oracle VM Guest Additions packages regularly to ensure they function correctly.

which the Oracle VM Guest Additions are installed.
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Microsoft Windows Guests

To update the Oracle VM Guest Additions, do the following:

1. Ensure your virtual machine is connected to a yum repository that contains the packages for the Oracle
VM Guest Additions.

2. Runthe yum updat e command to install the packages; for example,

# yum updat e |i bovmapi xenstoreprovi der ovnd python-si npl ej son xenst or eprovi der

Microsoft Windows Guests

For Microsoft Windows guests, the Oracle VM Guest Additions are included in the Oracle VM Paravirtual
Drivers. Refer to the Oracle VM Paravirtual Drivers for Microsoft Windows documentation library. Follow
the upgrade instructions for the selected release of the paravirtual drivers. Silent upgrade is available in
case you need to upgrade a large number of Windows guests.

Oracle Solaris

To upgrade the Oracle VM Guest Additions on Oracle Solaris, do the following:
1. Ensure that an appropriate 'solaris' repository publisher is configured.

2. Runthe IPS command to update the package; for example,

# pkg update ovm guest-additions

8.6 Using the Oracle VM Guest Additions (ovmd)

and receiving messages consisting of key-value pairs.

In previous releases you could use the ovnd utility to send key/value messages to a virtual machine.
This feature is now included directly in Oracle VM Manager. Although this section mentions the options
available to send messages to a virtual machine using ovnd, you should instead use the Oracle VM
Manager Web Interface or Oracle VM Manager Command Line Interface to send key/value messages.
The virtual machine must have the Oracle VM Guest Additions daemon installed and running. See
sendVmMessage in the Oracle VM Manager Command Line Interface User's Guide , or the Send VM
Messages section in the Oracle VM Manager User's Guide for more information.

Used in conjunction with the ovm t enpl at e- conf i g script, the ovind utility can be used to remotely
configure system and application configuration parameters within a virtual machine as it boots. See

Section 8.8, “The Oracle VM Template Configuration Script and Modules” for more information on this
facility.

Oracle VM Manager makes use of ovid in order to obtain IP addressing information from the guest to
include in the Oracle VM Manager Web Interface when displaying detailed virtual machine information. See
Virtual Machine IP Address.

You can run ovnd directly from the command line to perform actions outside of ovnd's function as a
daemon or system service. Running ovind using the - - hel p parameter provides you with a breakdown of
the options supported when run directly from the command line.

Note
@ On Oracle Solaris, the command options and script names may differ from those
presented for Oracle Linux. For details, please refer to the ovmd(1M) man page,
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https://docs.oracle.com/en/virtualization/oracle-vm/3.4/user/index.html

Syntax

I which is installed along with the ovm guest - addi t i ons package on Oracle
Solaris.

ovnd [{-p|--set-paranr}param][{-g|--get-param=}key ][{-r |--del et e-paranr}key ]
[{-x]--delete-parans }][{-I| |--list-parans }][{-e|--event=}event |[{-s|--script=
}script ]1[{-d|--debug=}{0|2|2}]1[{-f |--pid-file=}filename][{-t |--time-period=
}seconds J[{-Vv|--version}][{-h]|--help}]

Options

The following table shows the available options for this command:

Option Description

{-p|--set-paranr}param Set a parameter in the format of key=val ue.

{-9]|--get-paranr}key Get the value of the parameter by key name.

{-r |--del et e- paranr } key Delete the parameter by key name.

{-x|--del ete-parans} Delete all parameters.

{-1]|--list-parans} List all parameters.

{-e|--event=}event Inject an event.

{-s|--script=}script Run a script on the virtual machine.

{-d|--debug=}{0]1]|2} Set the debug level. 0 is DEBUG _OFF, 1 is DEBUG STDERR,
and 2 is DEBUG _SYSLOG. The default is 2.

{-f|--pid-file=}fil enane Set the path name of the process ID (PID) file.

{-t|--tine-period=}seconds Set the period for daemon mode. The default is 10 seconds.

{-v|--version} Show the ovnd script version number and exit.

{-h]--help} Show help on the ovind command options.

Examples

Example 8.1 Showing the ovmd script version

# ovimd -v

Example 8.2 Running a script on a virtual machine

# ovnd --script=/scripts/cleanup

Example 8.3 Sending a message from a virtual machine to Oracle VM Manager

# ovimd -p keyl=val uel

See Section 8.6.2, “Sending Messages to Virtual Machines” for more information on sending and receiving
messages using the ovnd script.

Example 8.4 Listing messages sent from Oracle VM Manager on a virtual machine

# ovmd -\-1list
{"keyl":"val uel"}
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{"key2":"val ue2"}

Example 8.5 Deleting a message on a virtual machine

# ovnd -r keyl

8.6.1 Using the Oracle VM Guest Additions Daemon to Enable First-Boot
Configuration

first-boot configuration. This configuration causes the virtual machine to behave as if it is booting for the
first time each time it boots. As a result, the virtual machine prompts for configuration input either by the
VM API or on the virtual machine console. This can be achieved by running the following commands as
root within the virtual machine:

# ovimd -s cl eanup
# service ovnd enable-initial-config
# shutdown -h now

On next boot, the virtual machine acts as if it is performing a first-time boot.

If you have configured ovird to run as a service, you can configure it remotely using the messaging facility
and the ovm t enpl at e- conf i g script.

See the example Section 8.6.2, “Sending Messages to Virtual Machines” for more information on using the
messaging channel. Also see Section 8.8, “The Oracle VM Template Configuration Script and Modules” for
information about the ovm t enpl at e- conf i g script.

8.6.2 Sending Messages to Virtual Machines

This section gives an example of a message exchange between Oracle VM Manager and a running Oracle
Linux virtual machine with Oracle VM Guest Additions installed.

Example 8.6 Sending a message from the guest to Oracle VM Manager

Using ovnd, you send information from within the virtual machine to your Oracle VM Manager using the
following syntax:

# ovnd -p keyl=val uel

The message appears in the Oracle VM Manager user interface, as a Virtual Machine APl Incoming
Message event for the virtual machine in question. When you expand the event, the description shows the
key-value pair and the date and time when the information exchange took place.

Example 8.7 Sending a message from Oracle VM Manager to a virtual machine

Using ovnd from within the guest, you can retrieve the message sent from Oracle VM Manager using the
following syntax:

# ovimd -\-1list

{"keyl":"val uel"}
{"key2":"val ue2"}

The ovid -\-1i st command retrieves all messages, both sent and received. You can identify the
specific message you are looking for by its key. To remove obsolete messages, use the following syntax:

# ovimd -r keyl
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# ovmd -\-1list
{"key2":"val ue2"}

8.6.3 Configuring the Oracle VM Guest Additions Daemon to Run as a Service

To enable ovid to run as a service on Oracle Linux, run the chkconf i g command as root:
# chkconfig ovnd on

To start the ovid service, run the following as root:

# service ovnd start

When configured as a service, ovird listens for message requests sent from Oracle VM Manager.

8.7 Using the Oracle VM Guest Additions with Microsoft Windows
(ovmcmd)

The Oracle VM Guest Additions provide a command line tool named ovncnd for interacting with their
functions, similar to the ovnd command in Linux. The command line tool is distributed during installation
of the Oracle VM Paravirtual Drivers, and is located in the folder: C: \ Program Fi |l es (x86)\ Oracl e
Cor poration\Oracle VM Wndows PV Drivers.

The Shell

The executable binary file ovncnd is used with 32-bit Windows, while ovnend_64 is used with 64-bit
Windows. You can run ovnecnd directly by using the Windows command line. The oviend command
provides its own shell mode, which is convenient for setting multiple variables. Enter ovntnd without any
parameter to display the list of supported interfaces.

Files <x86>\Oracle Corporation\Oracle UM Windows PU Drivers>0UMCmd_64|

c:
.6

gram

= OUMCmd <cmd>
y Enabled G

Enter one of these commands to run ovmecmd in shell mode:
» 32-bit Windows: ovntnd ovmapi shel |
* 64-bit Windows: ovntnd_x64 ovmapi shel |

This example shows the ovmcmd shell on a 64-bit Windows:
C:\Program Files <(x86>\Oracle Corporation\Oracle UM Windows PU Drivers>QUMCmd_é64|
exe OUMAPIShell

Started Event Handler...
(OUMAPIShell>

Type ’*Exit’ to quit

The Commands

In shell mode, ovntd sets up a session and connects an event handler. The user can enter commands
at the OVVAPI Shel | shell prompt without having to re-issue ovntnd. This is optional, as individual
commands can be specified on the Windows command line executing ovntnd. Shell mode can be used
to send and receive messages containing parameter values, or to display the contents of the xenstore.
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Commands for sending and receiving messages are illustrated under Conversation Between Guest and
Oracle VM Manager. Command names in ovntnd are not case sensitive.

The Xenst or e commands should only be used by people with substantial knowledge of the internals of
Xen. Those commands are:

» Xenst or eRead: reads the value of a xenstore key. The parameter following the subcommand is the
xenstore key to read.

OVMAPI Shel | >Xenst or eRead /| ocal / dorei n/ 708/ devi ce/ vi f/ 0/ st ate
4
OVMVAPI Shel | >

e XenstoreW it e: writes a value to a xenstore key or creates a new xenstore key. The parameters are
the xenstore key and the value to be written. If the xenstore key is read-only, an error message appears.

OVMAPI Shel | >Xenst oreWite /| ocal /domai n/ 708/ control /test 1
Oper ati on Succeeded

OVMAPI Shel | >XenstoreWite /| ocal /domai n/ 708/test 2
Operation Failed

OVNVAPI Shel | >

» Xenst or eDi r: lists a xenstore directory. The parameter is the xenstore directory to display.

OVMAPI Shel | >XenstoreDir /1 ocal / domai n/ 0
vm
devi ce
contro
error
nenory
guest
hvmpv
dat a
cpu
1
availability
2
availability
[...]
OVNVAPI Shel | >

The SendMessage command is used to send messages. However, messages sent this way are not saved.

OVMAPI Shel | >SendMessage val ue 1
Qper ati on Succeeded
OVNMAPI Shel | >

To send a message and at the same time save the parameter key/value pair, use the Par anfSet Val ue
command.

OVMAPI Shel | >Par anBet Val ue guest paraml guestval 1

Par anfet Val ue returned 0

OVMAPI Shel | >OvMCndEvent Handl er: Recei ved Event type 64, size 12, ID 6
Par anfet Val ue returned 0

To retrieve the value of a specified parameter, use the Par antet Val ue command.

OVMAPI Shel | >Par antGet Val ue guest paranil guestva
Par antet Val ue returned 0, guestparanl = guestval (len = 9)

Conversation Between Guest and Oracle VM Manager

Conversations between the guest VM and Oracle VM Manager are based on sending and receiving
messages.
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From the Windows VM side of the conversation: use the ovincnd command Par anfSet Val ue to set a
parameter and send a message from the guest VM to Oracle VM Manager. For example Par antset Val ue
nykey myval sets the value of key "mykey" to "myval", and sends a message to Oracle VM Manager.

C.\Program Fi |l es (x86)\Oracl e Corporation\Oacle VM Wndows PV Drivers>OV/MCnd_64 Par anSet Val ue nykey nyval
Par anfet Val ue returned 0

The SendMessage command can also be used.

C.\Program Fi |l es (x86)\COracle Corporation\Oacle VM Wndows PV Drivers>0O/Mond_64 SendMessage foo bar
Qper ati on Succeeded

Use the ReadParameter command as shown below to read messages from Oracle VM Manager. Output
can optionally be piped to a file for later processing.

C.\Program Fi |l es (x86)\Oracle Corporation\Oacle VM Wndows PV Drivers>O/MCnd_64 ReadPar anet er sesane
Success: sesane = street (7)

For the Oracle VM Manager side of the conversation: to display the message from the Oracle VM Manager
user interface, select the VM in the Servers and VMs tab, right click, and select Display Events.

Alternatively, send a message to the guest with the Oracle VM CLI sendVmMessage command.

OVM> sendvimmessage vm name=VMNAME key=nanager par am message=nmanager val | og=no

See sendVmMessage in the Oracle VM Manager Command Line Interface User's Guide for more
information.

8.8 The Oracle VM Template Configuration Script and Modules

The Oracle VM Guest Additions include a set of packages that can help with the automatic configuration
of virtual machine as they are created from a template and booted for the first time. The master package

8.8.1 Template Configuration Script (ovm t enpl at e- confi Q)

The Oracle VM Template Configuration Script, ovim t enpl at e- conf i g works in conjunction with a set
of modular configuration scripts that function in a manner very similar to the standard Linux System V,
i nit.dandchkconfi g, script model. Control over how configuration modules are run is handled within

in/etc/tenplate.d/scripts.

The ovm t enpl at e- conf i g script is the master script that is used to control all enabled modules.
Running ovm t enpl at e- conf i g with the - - hel p parameter provides a usage breakdown.

For remote configuration, ovm t enpl at e- conf i g is used in conjunction with ovnd to capture
configuration parameters that have been sent to the guest using the Oracle VM messaging facility. When
this is the case, ovm t enpl at e- conf i g targets are presented to ovnd as - - scri pt parameters:

# ovimd -s cl eanup
# ovmd -s configure

Important

containing configuration keys, the authentication module must be enabled.

A When performing remote configuration, using ovnd to process messages
Processing of messages can only be completed if the final message contains the
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Template Configuration Script (ovm t enpl at e- confi g)

Syntax

Options

root user password. See Section 8.8.2, “Enabling and Disabling Configuration
Modules (ovm-chkconfig)” for more information on this module.

See Section 8.8.4, “Triggering Configuration Changes” for more information on calling this script directly.

ovmtenplate-config[-e]|--enunerate][--human-readabl e][{-i |--input=}input ][{
-0|--output=}output J[--stdin][--console-input ]J[--ovf-transport-iso][{-s]|--
script=}script ]J[--logfile=logfile][--1o0glevel=1o0glevel J[--version][{-h]--

hel p}]target

Where t ar get is:

{configure|unconfigure|reconfigure]|cleanup|suspend]|resumne|m grate|shutdown}

The following table shows the available options for this command.

Option

Description

[-e]|--enunerate]

Enumerate the parameters for t ar get .

- - human-r eadabl e

Print in human readable format when enumerate parameters.

{-i |--input=}input

Input parameters from this file descriptor.

{-0|--output =}out put

Output parameters to this file descriptor.

--stdin

Build parameters from st di n.

--consol e-i nput

Build parameters from the console input.

--ovf-transport-iso

Build parameters from the OVF transport 1SO.

{-s|--script=}script

Specify a script.

--logfile=logfile

Set the name of the log file.

--1 ogl evel =1 ogl evel

Set the logging level.

--version Show the ovm t enpl at e- conf i g script version number and
exit.
{-h|--help} Show help on the ovm t enpl at e- conf i g command options.

Examples

Example 8.8 Listing the key pairs in configuration modules

# ovmtenpl ate-config --enunerate configure

Example 8.9 Listing the key pairs specific to the network configuration module

# ovmtenpl ate-config --enunerate --script network configure

Example 8.10 Passing configuration information to the script from STDIN

# ovmtenpl ate-config --stdin configure

Example 8.11 Passing configuration information from the command line prompt (prompting for

values)

# ovmtenpl ate-config --consol e-i nput configure
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Example 8.12 Passing configuration information from an OVF transport mounted on a CDROM
device

# ovmtenpl ate-config --ovf-transport-iso configure

8.8.2 Enabling and Disabling Configuration Modules (ovm-chkconfig)

When a module is enabled, symlinks to the module script are made to other subdirectories within / et c/
t enmpl at e. d based on the type of target the module provides, in much the same way that the System
Vinit process works. When a module gets added, the header of the module script is read to verify the
name, priority and targets and then a symlink is made to the corresponding subdirectories under / et c/
tenpl ate. d.

Enabling and disabling targets for any module is handled using the ovm chkconf i g script. Usage of this
command is outlined using the - - hel p parameter.

Syntax

ovm chkconfig[--list [name]][--add nanme][--del nane][--target=target ...nanme {on |

of f }][--version][{-h]|--help}]

Where t ar get is:

{configure|unconfigure|reconfigure|cleanup|suspend|resune|m grate|shutdown}
Options

The following table shows the available options for this command.

Option Description

[--1ist [name]] Lists the status of the script nane.

[--add nane ] Add a new script nane.

[--del nane] Delete a script nane.

[--target=target ...nanme {on|of f |Specify the t ar get s in a comma separated list, for example:

}H

--target ="confi gure, unconfi gure"

--version Show the ovm chkconf i g script version number and exit.

{-h|--help} Show help on the ovm chkconf i g command options.
Examples

Example 8.13 Listing available modules and their target runtime status

# ovm chkconfig --1ist

name confi gure unconfigure reconfigure cleanup suspend resune migrate shutdown
aut henti cati on on: 90 of f of f of f of f of f of f of f

dat eti me on: 50 of f of f of f of f of f of f of f
firewall on: 41 of f of f of f of f of f of f of f

net wor k of f of f of f of f of f of f of f of f

sel i nux of f of f of f of f of f of f of f of f

ssh of f of f of f of f of f of f of f of f
system of f of f of f of f of f of f of f of f

user of f of f of f of f of f of f of f of f

Example 8.14 Enabling all targets supported by a module

# ovm chkconfig --add aut hentication
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Example 8.15 Disabling all targets supported by a module

# ovm chkconfig --del datetine

Example 8.16 Disabling particular targets for a module

# ovm chkconfig --target=cl eanup user off

8.8.3 Key-Value Pairs Used By Available Configuration Modules

To obtain a full listing of all of the key pairs that are used to trigger configuration changes through the ovm
t enpl at e- conf i g configuration modules, run the following command on the guest system where ovm
t enpl at e- confi g is installed:

# ovmtenpl ate-confi g --human-readabl e --enunerate configure

The output from this command is printed as a Python data structure, that is easy to parse and understand.
Content can be limited to the information specific to a configuration module by using the - - scri pt
parameter as presented below:

# ovmtenpl ate-config --hunan-readabl e --enunerate configure --script datetine
[(" 50,
'datetinme',
[{u' description': u' Systemdate and tine in format year-nonth-day-hour-n nute-second,
e.g., "2011-4-7-9-2-42".",
u' hidden': True,
u' key': u'comoracle.linux.datetinme.datetinme'},
{u' description': u' Systemtinme zone, e.g., "Anerical/New York".",
u' hidden': True,
u' key': u'comoracle.linux.datetine.timezone'},
{u' description': u'Wether to keep hardware clock in UTC. True or False.',
u' hidden': True,
u' key': u'comoracle.linux.datetinme.utc'},
{u' description': u'Wether to enabl e NTP service: True or False.',
u' hidden': True,
u' key': u'comoracle.linux.datetinme.ntp'},
{u' description': u'NTP servers separated by comm, e.g.,
"time. exanpl e. com 0. exanpl e. pool . ntp.org".",
u' hidden': True,
u' key': u'comoracle.linux.datetinme.ntp-servers'},
{u' description': u'Wether to enable NTP local time source: True or False.',
u' hidden': True,
u' key': u'comoracle.linux.datetinme.ntp-local-tinme-source'}])]

From the output, it becomes clear as to which configuration modules are triggered at which runlevel and
what keys and values they accept. Note that all key names are structured so that they are prefixed with
com.oracle, to avoid conflicts with any custom modules that you may intend to develop for your own
purposes.

Key value pairs are actually passed to ovn t enpl at e- confi g in JSON format:

{"comoracle.|inux.datetine.ntp":"True"}
{"com oracl e. | inux. datetine.ntp-servers":"0. pool .ntp.org, 1. pool . ntp.org, 2. pool . ntp.org"}
{"com oracl e. |inux.root-password": "nysecret"}

8.8.4 Triggering Configuration Changes

There are a variety of approaches that can be used to trigger a configuration change using ovim

t enpl at e- confi g. Most commonly, this is done by setting the ovid service to run using in enable-initial-
config mode. This causes the virtual machine to wait to be provided with configuration parameters either
on via the console, or via the ovnd messaging facility, after the next boot. This is the usual approach when
configuring a virtual machine to act as a template.
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To manually force ovnd to pass messages to the ovm t enpl at e- conf i g script, simply run ovird with
the - - scri pt parameter set to point to one of the ovm t enpl at e- conf i g targets:

# ovmd --1list

{"comoracle.linux.datetine.ntp":"True"}

{"com oracl e.linux.datetine.ntp-servers":"0. pool .ntp.org, 1. pool .ntp.org, 2. pool .ntp.org"}
{"com oracl e. linux.root-password":"password"}

# ovimd -s configure

the authentication module must be enabled and your final message should include

Note
@ To perform an action using messaging parameters and ovmt enpl at e- confi g,
an authentication request in the form of a key-value message:

{"com oracl e. | inux.root-password": " password"}

When running ovnd like this, ovind prepares two pipes (infd and outfd) and calls the ovm t enpl at e-
conf i g script transparently in the background in the following way:

# ovmtenpl ate-config --input <infd> --output <outfd> configure

During testing, it may be useful to simply pass configuration information directly to the script from STDIN
on the command line. This can be achieved by calling the script directly with the - - st di n parameter:

# ovmtenpl ate-config --stdin configure <<ECF

> {"com oracl e.|inux.selinux.node": "disabled"}
> {"com oracl e. | inux.root-password": "ovsroot"}
> ECF

Configuration can also be achieved directly from the console by running the script using the - - consol e-
i nput option. Doing this will prompt you for values for each of the keys that need to be defined for any
enabled modules:

# ovmtenpl ate-config --consol e-i nput configure

8.8.5 Developing Oracle VM Template Configuration Modules

The provided module scripts are developed in Python. Theoretically, it is possible to develop module
scripts in a different language, as long as the input, output and argument handling remains the same. The
example provided in this section makes use of the Python programming language.

Each module script consists of two main parts:
1. The script header, which contains information like script name, targets, priorities and description.
2. The actual script, which handles a small set of parameters.

For examples of functional module scripts, refer to the existing modules inthe / et c/ t enpl at e. d/
scri pt s directory.

Module Script Header

Module script headers require a very specific comment block in order for ovm chkconf i g to handle
enabling and disabling your script functionality. The format for the script header is as follows:

### BEG N PLUG N | NFO
# name: [script nane]

# [target]: [priority]
# [target]: [priority]
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# description: a description that can
# cross multiple lines.
### END PLUG N | NFO

When developing your own module script, you must include a header following the exact same format.
Provide your own script name, which will be used when calling ovm chkconfi g, the targets that your
script will support, and the priority for your script. The priority will specify in what order the script gets
executed. You do not have to implement all targets. If you have a configure target but no cleanup target,
this is still acceptable. The configure target gets called when a first boot/initial start of the virtual machine
happens. The cleanup target happens when you manually initiate a cleanup in your virtual machine or
when you want to restore the virtual machine to its original state. An example of the network module script
header is provided below:

### BEG N PLUG N | NFO

# nanme: network

# configure: 50

# cl eanup: 50

# description: Script to configure tenplate network
### END PLUG N | NFO

Module Script Body

The main requirement for the module script body is that it accepts at least one target parameter. Target
parameters that might get presented by the ovm t enpl at e- conf i gur e script include:

e« configure

e unconfigure
» reconfigure
e cl eanup

e suspend

e resune

e mgrate

e shut down

Your script can handle any other arguments that you require. There is one optional parameter which is
useful to implement and this is - e or - - enuner at e. ovm t enpl at e- conf i g uses this to be able to
enumerate or list the parameters for a target supported by your script.

A very basic template to use for your script body follows:

try:

import json
except I nportError:

import sinplejson as json
fromtenpl ateconfig.cli inport main

def do_enunerate(target):

param = []

if target == 'configure':
param += []

elif target == 'cl eanup':
param += []

return json. dunps(param
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def do_confi gure(paranj:
param = j son. | oads( param
return json. dunps(param

def do_cl eanup( param :
param = j son. | oads( param
return json. dunps(param

if _name__ =="'__main__":
mai n(do_enunerate, {'configure': do_configure, 'cleanup': do_cleanup})

This script supports the configure and cleanup targets.

You can fill out the script with your own code. For instance, for the do_enuner at e function, you would
populate the parameters that are supported for each target in the script. An example from the firewall
module is presented below:

def do_enunerate(target):

param = []
if target == 'configure':
param += [{' key': 'comoracle.linux.netwrk.firewall",

"description': 'Wether to enable network firewall: True or False.',
"hidden': True}]
return json. dunps(paran

Each target function begins by reading the JSON parameters passed to the script, using the par am =

j son. | oads( par anm statement. From this point, code can be written to perform actions based on the
values of the keys that the script expects to receive. Once again, the example provided below is from the
firewall module:

def do_configure(paran):
param = j son. | oads( param
firewal | = param get('comoracle.linux.network.firewall")
if firewall == "'True':
shel | _cnd(' service iptables start')
shel | _cnd(' service ip6tables start')
shel | _cnd(' chkconfig --1evel 2345 iptables on')
shel | _cnd(' chkconfig --1evel 2345 ip6tables on')
elif firewall == "'False':
shel | _cnd(' service iptables stop')
shel | _cnd(' service ip6tables stop')
shel | _cnd(' chkconfig --1evel 2345 iptables off')
shel | _cnd(' chkconfig --1evel 2345 ip6tables off')
return json. dunps(param

Module Script Packaging

Once you have written one or more configuration module scripts, you may want to package them as

RPMs that can be deployed on other systems. In order to install and configure template configure scripts,
they have to be packaged in an RPM, with a specific naming convention. Package the script as ovim

tenpl at e-confi g-[ scri pt nane] . Ideally in the post install of the RPM you should add the script
automatically by executing # / usr/ sbi n/ ovm chkconfi g --add scri pt nanme. When uninstalling a
script/RPM, remove it at uninstall time using # / usr/ sbi n/ ovm chkconfi g --del scriptnane. This
is illustrated in the following example of an RPM spec file that can be used:

Name: ovmtenpl at e- confi g- exanpl e

Version: 3.0

Rel ease: 1% ?di st}

Summary: Oracle VMtenpl ate exanpl e configuration script.
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G oup: Applications/System

Li cense: GPL

URL: http://ww. oracle.conifvirtualization

Sour ce0: % nane}-%version}.tar.gz

Bui | dRoot: % nktenp -ud % _t nppat h}/ % nane} - % ver si on} - %4 r el ease} - XXXXXX)
Bui | dArch: noarch

Requi res: ovmtenpl ate-config

%lescri ption
Oracle VM tenpl ate exanpl e configuration script.

%r ep
Y%setup -q

% nst al |
rm-rf $RPM BU LD ROOT
make install DESTDI R=$RPM BUI LD ROOT

%! ean
rm-rf $RPM BU LD ROOT

%post
if [ $1 =1 1]; then
[ usr/ sbi n/ ovm chkconfi g --add exanpl e
fi
%pr eun
if [ $1 = 0 ]; then
[ usr/sbin/ ovm chkconfi g --del exanple
fi
%iles
%lefattr(-,root, root,-)
% _sysconfdir}/tenpl ate. d/scri pts/exanpl e
% hangel og

* Tue Mar 22 2011 John Smith - 3.0-1
- Initial build.

Edit the example spec file to reference your own script name.

In order to create RPMs, you must install r pnbui | d:

# yuminstall rpmbuild
The following is an example Makefile that you might assist in automating the build process:

You must edit this Makefile to reference your own script.

DESTDI R=

PACKAGE=ovm t enpl at e- conf i g- exanpl e

VERSI ON=3. 0

hel p:

@cho ' Commonly used make targets:'

@cho ' install - install progran

@cho ' dist - create a source tarball"

@cho ' rpm - build RPM packages'

@cho ' clean - renove files created by other targets'

dist: clean

nkdi r $( PACKAGE) - $( VERSI ON)

tar -cSp --to-stdout --exclude .svn --exclude .hg --exclude .hgignore \
--excl ude $(PACKAGE)-$(VERSION) * | tar -x -C $(PACKAGE) - $( VERSI ON)

tar -czSpf $(PACKAGE)-$(VERSION).tar.gz $(PACKAGE) - $( VERSI ON)

rm-rf $(PACKAGE) - $( VERSI ON)
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install:
install -D exanple $(DESTDI R)/etc/tenplate.d/scripts/exanpl e

rpm dist
rpnbui I d -ta $(PACKAGE) - $( VERSI ON) . tar . gz

cl ean:
rm -fr $(PACKAGE) - $( VERSI ON)
find . -name '*.py[cdo]' -exec rm-f '{}'

rm-f *.tar.gz

. PHONY: dist install rpmclean

Create a working directory, copy over your script, the spec file and the Makefile. Run the following
command to create a src tarball of your code:

# make di st

Run the following command to generate an RPM file:

# make rpm

The preceding command generates an RPM in the RPMS/ noar ch directory within your working directory,
for example: RPMS/ noar ch/ ovm t enpl at e- confi g-test-3.0-1. el 6. noarch. rpm
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Chapter 9 Using the Oracle VM Utilities

The Oracle VM Utilities are a collection of command line scripts that allow you to perform certain tasks in
an Oracle VM environment, such as collecting metrics about the Oracle VM Server host on which virtual
machines run and configuring CPU pinning, which is also referred to as hard partitioning.

The Oracle VM Utilities communicate directly with Oracle VM Manager using a Oracle VM API. The Oracle

VM Utilities connect to the Oracle VM API with an Oracle VM Manager administrative user name and
password. Oracle VM Manager listens for the Oracle VM Utilities on port 7002 (HTTPS).

Note

@ ¢ The Oracle VM Utilities version 2.1 and later work with Oracle VM Manager
Release 3.4. Additionally, only the ovm vndi sks, ovm vnhost d,
vm dunp_netrics, and ovm vntont r ol scripts are intended for use with
Oracle VM Manager Release 3.4. All other scripts are either obsolete or
deprecated by the Oracle VM Manager Command Line Interface. See the Oracle
VM Manager Command Line Interface User's Guide for details on how you can
perform management tasks in an Oracle VM environment.

* The Oracle VM Utilities are provided as-is and are not supported by Oracle.
However, Oracle provides support for the Oracle VM Utilities in the following
cases:

e The ovm vnhost d and vm dunp_net ri cs scripts are supported
when running SAP applications on Oracle Linux guests in an Oracle VM
environment.

e« The ovm vntontr ol scriptis supported only when configuring hard

see the Setting Hard Partitioning for Virtual Machines CPUs section in the
Oracle VM Concepts Guide .

Downloading and Installing the Oracle VM Utilities
To install the Oracle VM Utilities, do the following:
1. Download the Oracle VM Utilities as a . zi p file from the Oracle VM downloads page:
http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html

2. Extract the contents of the . zi p file to the system. Refer to the r eadne file for specific instructions.

9.1 Oracle VM Virtual Machine Control (ovm_vmcontrol)

The ovm vntont r ol script lets you configure CPU pinning, which is also referred to as hard partitioning
on virtual machines.

Note
@ e« The ovm vntont r ol script supports CPU pinning for virtual machines running
on x86-based Oracle VM Servers only. You cannot configure CPU pinning for
virtual machines running on Oracle VM Server for SPARC.

« If you are using Oracle VM Release 3.4.1 or Release 3.4.2, after you configure
CPU pinning for a virtual machine, you must stop and then start the virtual
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Syntax

machine for the configuration to take effect. Restarting the virtual machine does
not load the configuration changes for CPU pinning.

¢ As of Oracle VM Release 3.4.3, support for dynamic CPU pinning is available. As
a result, after you configure CPU pinning for a virtual machine, there is no longer
a requirement to stop and then start the virtual machine for the configuration to

take effect.

Syntax

ovmyvncontrol {-u usernanme}[-p password|-E ]J{-h hostname}{-c conmand}{-v
vm nanme |-U vmuuid}[-scpu_thread_ |ist ..]

Where conmand is:

{setvcpu|getvcpu|rmcpu}

Options

The following table shows the available options for this command.

Option

Description

-uU user nane

Username of an Oracle VM Manager admin user. This option
is required.

[-p password |-E ]

Corresponding password for the Oracle VM Manager admin
user. You can specify the password as follows:

« Do not set an option for the password in the command line.
The Oracle VM Utilities then prompt you to specify it. You
should use this method to set the password.

» Set the password as an environment variable and then use
the - E option. It is best practice to remove the environment
variable when it is no longer required.

You must use the OVMUTI L_PASS environment variable
with the - E option. Set this variable for a single session as
follows:

# export OVMJTI L_PASS=passwor d

» Specify the password on the command line with the - p
option. This option is deprecated as of Oracle VM Release
3.4.

{-h hostnane}

Hostname of the server running Oracle VM Manager.

-c {setvcpu|getvcpu]|rmcpu}

Command to execute. This option is required.

The set vcpu command hard-binds or pins virtual CPUs to
threads. For example, - ¢ setvcpu -s 0, 1, 2 physically
binds vcpuO to threadO, vcpul to threadl, vcpu?2 to thread2.
Use the get vcpu command to retrieve information about
pinned virtual CPUs for the selected virtual machine. CPU
binding immediately takes effect, and will continue on
subsequent start ups of the virtual machine.
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Option Description
-V vm nane Virtual machine name.
-Uvmuuid Virtual machine UUID. If you do not specify the virtual machine

name with the - v vm nane option, you must specify the UUID
of the virtual machine.

-scpu_thread_|ist ..

List of physical thread numbers to which you can bind virtual
CPUs. You can set the value as follows:

* One or more numbers separated by a comma. For example,
0,1,2,3,4.

« Arange of numbers. For example, 0- 4 is equal to
0,1, 2,3,4.

» A range of numbers that excludes one number. For example,
0-4,"2isequalto0, 1, 3, 4.

* A combination of comma-separated numbers and ranges.
For example, 0- 2, 4, 6-8 isequalto 0, 1, 2, 4, 6, 7, 8.

Note

g You must not set a number as the value
for the - s option that is greater than
the physical CPU count for the server.
For example, if a server has 8 physical
CPUs then you can set 0 to 7. Setting 8
or higher is not valid.

You must use this command in combination with:

-c setvcpu

Examples

Example 9.1 Setting CPU pinning for a virtual machine

This example binds the virtual CPUs of the virtual machine to threads 0, 1, 3, 5, and 7.

# ./ovmvntontrol -u admin -h |ocal host -v My\VWM1 -c setvcpu -s 0-3,72,5-7,"6

Oracle VM VWM Control utility 2.1.

Connecting to OVM Manager using Wb Servi ce.

Connect ed.
OVM Manager version: version
Conmand : setvcpu

Pi nning vCPU '0-3,72,5-7,76' to VM ' MyVMD1'

Pi n vCPU succeed.

Example 9.2 Checking CPU pinning for a virtual machine

This example shows the virtual CPUs of the virtual machine are bound to threads 0, 1, 3, 5, and 7.

# ./ovmvnctontrol -u admn -h |ocal host -v My\WVM)1 -c getvcpu

Oracle VM VWM Control utility 2.1.

Connecting to OVYM Manager using Web Servi ce.

Connect ed.
OVM Manager version: version
Command : getvcpu
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Getting pinned CPU list...
Current pinned CPU. 0-3,"2,5-7,"6

9.2 Oracle VM Retrieve Disk (ovm_vmdisks)

virtual machine, as well as the virtual machine configuration (vm cf g) file. If the virtual disks are physical
devices directly attached to the virtual machine, this script lists the device mapper entry on the Oracle VM
Server to which the virtual machine is assigned. If the virtual disks are files on an NFS server, the utility
lists the NFS server name, mount point, and file name and location.

Syntax
ovm vndi sks {-u usernane }{-p password|-E }{-h hostnane}{-v vmnane|-U vmuuid
}
Options
The following table shows the available options for this command.
Option Description
-u usernane Username of an Oracle VM Manager admin user. This option
is required.
[-p password |-E ] Corresponding password for the Oracle VM Manager admin

user. You can specify the password as follows:

» Do not set an option for the password in the command line.
The Oracle VM Utilities then prompt you to specify it. You
should use this method to set the password.

« Set the password as an environment variable and then use
the - E option. It is best practice to remove the environment
variable when it is no longer required.

You must use the OVMJTI L_PASS environment variable
with the - E option. Set this variable for a single session as
follows:

# export OVMJTI L_PASS=password

» Specify the password on the command line with the - p
option. This option is deprecated as of Oracle VM Release

3.4.
{-h hostnane} Hostname of the server running Oracle VM Manager.
-V vm_ nane Virtual machine name.
-Uvmuuid Virtual machine UUID. If you do not specify the virtual machine

name with the - v vm_nane option, you must specify the UUID
of the virtual machine.

Examples

Example 9.3 Listing virtual disks for a virtual machine

# ./ovmvndi sks -u adnmin -p Wl conel -h |ocal host -v MyVM1
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Oracle VM Retrieve Disk utility 2.1.
Connecting to OVM Manager using Web Servi ce.
Connect ed.
Virtual Machine : ' My/VM1'
Assi gned Server : OVS 01
Virtual Disk : '0004f b00001200003a3384c82332cce4.ing’ size : 50GB
repository=" MyRepo'
Mount ed Pat h=/ OVS/ Reposi tories/ \
0004f b0000030000c96714f da5ef 202f / \
Vi rtual Di sks/ 0004f b00001200003a3384c82332cce4. i ny
Absol ut e Pat h=l P_address:/ \
nf s/ nypat h/ spl/ Vi rt ual Di sks/ 0004f b00001200003a3384c82332cce4. i ng
Config File :
Mount ed Pat h=/ OVS/ Reposi tories/ \
0004f b0000030000c96714f da5ef 202f / \
Vi rt ual Machi nes/ 0004f b000006000097e4d197a07005d9/ vm cf g
Absol ut e Pat h=l P_address:/ \
nf s/ nypat h/ spl/ Vi rt ual Machi nes/ 0004f b000006000097e4d197a07005d9/ vm cf g

9.3 Oracle VM Hostd For Metrics Messaging (ovm_vmhostd)

The ovm vimhost d script collects metrics about the Oracle VM Server host on which a virtual machine is
running. Every 60 seconds, the script checks that the virtual machine is running and then sends the metrics
about the host to the virtual machine itself. In other words, the same virtual machine sends and receives
the metrics about the Oracle VM Server host.

The virtual machine message that the ovm virhost d script sends has a key of vithost . The metrics about
the Oracle VM Server host are defined as the value of the virtual machine message.

To retrieve the host metrics from the virtual machine, you can use either the Oracle VM Guest Additions
daemon, ovid, or the vm dunp- net ri cs script. See Section 9.4, “Retrieving Host Metrics from Virtual
Machines (vm-dump-metrics)”.

Note
@ The ovm vimhost d script uses the Oracle VM Guest Additions to send and receive
the metrics as virtual machine messages. For this reason, the guest virtual machine
must be running Oracle Linux with the Oracle VM Guest Additions installed. See
Chapter 8, Installing and Using the Oracle VM Guest Additions.
Syntax
ovm vrhostd {-u usernane}[-p password|-E ]{-h hostnanme}{-v vmnane|-U vm uuid
}
Options
The following table shows the available options for this command.
Option Description
-u usernane Username of an Oracle VM Manager admin user. This option
is required.
[-p password |-E ] Corresponding password for the Oracle VM Manager admin

user. You can specify the password as follows:

« Do not set an option for the password in the command line.
The Oracle VM Utilities then prompt you to specify it. You
should use this method to set the password.
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Option Description

« Set the password as an environment variable and then use
the - E option. It is best practice to remove the environment
variable when it is no longer required.

You must use the OVMUTI L_PASS environment variable
with the - E option. Set this variable for a single session as
follows:

# export OVMJTI L_PASS=passwor d

« Specify the password on the command line with the - p
option. This option is deprecated as of Oracle VM Release

3.4.
{-h hostnane} Hostname of the server running Oracle VM Manager.
-V vm nane Virtual machine name. The virtual machine name is the name

you assign during the creation of the virtual machine.

-Uvmuuid Virtual machine UUID. If you do not specify the virtual machine
name with the - v vm _nane option, you must specify the UUID
of the virtual machine.

Examples

Example 9.4 Sending Oracle VM Server details to a virtual machine

# ./ovmvnhostd -u admin -h |ocal host -v MyVM1
Oracle VM Hostd 2. 1.

Connecting to OVM Manager using Web Servi ce.
Connect ed.

Processing VM : ' MyVM)1'

VM: 'M/VM1' has status : Running.
Message sent.
Sl eepi ng 60 seconds.

Sl eepi ng 60 seconds.
Sl eepi ng 60 seconds.

9.4 Retrieving Host Metrics from Virtual Machines (vm-dump-
metrics)

The vm dunp- net ri cs script outputs the metrics about the Oracle VM Server host in XML format that an
SAP application running on a virtual machine guest can consume.

To collect the host metrics, do the following:

1. Runthe ovm vihost d script to send metrics about the Oracle VM Server host as a virtual machine
message.

2. Copy the vm dunp- netri cs script to the guest virtual machine that received the virtual machine
message.

3. Runthe vm dunp-netri cs script. The vm dunp- net ri cs script does not take any commands or
options.

The vm dunp- net ri cs script queries ovnd to retrieve a message with the vithost key. The script then
does one of the following:
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» Parses the message and outputs the XML to standard output (stdout).
» Exits with status 1 if a message with the vimhost key does not exist.

The following is an example of XML output from the vm dunp- net ri cs script:

<metrics>

<metric type='real 64' context="host'>
<nane>Tot al CPUTi me</ name>
<val ue>2694. 3596</ val ue>

</metric>

<metric type='uint64' context="host'>
<nanme>PagedCQut Menor y</ nane>
<val ue>0</ val ue>

</metric>

<metric type='uint64'" context="host'>
<nane>Paged| nMenor y</ nane>
<val ue>0</ val ue>

</metric>

<metric type='uint64'" context="host'>
<nane>UsedVi r t ual Menor y</ name>
<val ue>6747</ val ue>

</metric>

<metric type='uint64' context="host'>
<nane>Fr eeVi r t ual Menor y</ name>
<val ue>9817</ val ue>

</metric>

<metric type='uint64'" context="'host'>
<nane>Fr eePhysi cal Menor y</ name>
<val ue>9817</ val ue>

</metric>

<metric type='uint64'" context="host'>
<nanme>Menor yAl | ocat edToVi r t ual Ser ver s</ name>
<val ue>6747</ val ue>

</metric>

<metric type='uint32' context="'host'>
<nanme>Nunber O Physi cal CPUs</ nane>
<val ue>4</ val ue>

</metric>

<metric type='string' context="host'>
<nanme>Host Syst em nf o</ nane>
<val ue>ovnB</ val ue>

</metric>

<metric type='"string' context="'host'>
<nane>Vi rt Pr oduct | nf o</ name>
<val ue>Oracl e VM 3</val ue>

</metric>

<metric type='"string' context="host'>
<nane>Vi rtual i zat i onVendor </ nane>
<val ue>Or acl e Corpor ati on</val ue>

</metric>

<metric type='uint64'" context="host'>
<nanme>Ti me</ name>
<val ue>1360606566774</ val ue>

</metric>

<metric type='"string' context="host'>
<nanme>Host Nanme</ name>
<val ue>ovnB</ val ue>

</metric>

<metric type='uint64' context='"vm id="0" uuid="0004f b00-0006- 0000- d72b- 647e20a85939" >
<nane>Physi cal Menor yAl | ocat edToVi rt ual Syst enx/ name>
<val ue>1024</ val ue>

</metric>

<metric type='uint64' context='"vm id="0" uuid="0004f b00-0006- 0000- d72b-647e20a85939" >
<nanme>Resour ceMenor yLi m t </ name>
<val ue>1024</ val ue>

</metric>
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<metric type='"uint32' context='"vm id="0" uuid="0004f b00-0006- 0000- d72b- 647e20a85939" >
<nanme>Resour cePr ocessor Li m t </ nanme>
<val ue>1</val ue>

</nmetric>

<metric type='real 64' context='"vm id="0" uuid="0004f b00-0006- 0000- d72b- 647e20a85939" >
<nane>Tot al CPUTi ne</ nanme>
<val ue>2694. 3596</ val ue>

</nmetric>

</nmetrics>

Querying the Oracle VM Guest Additions Daemon Directly

As an alternative to using the vim dunp- net ri cs script, you can query ovind to view the message that
contains the metrics about the Oracle VM Server host, as follows:

# ovimd -g vmhost

com sap. host . Virtual i zati onVendor =Or acl e Cor porati on; com sap. host. Virt Product | nfo=Oracle VM 3
com sap. host . Pagedl nMenor y=0; com sap. host . PagedQut Menor y=0; com sap. host . PageRat es=0

com sap. vm uui d=0004f b0000060000d72b647e20a85939; com sap. host . Host Nane=ovn8

com sap. host . Host Syst eml nf o=ovnB; com sap. host . Nunber O Physi cal CPUs=4; com sap. host . NumCPUs=4
com sap. host . Tot al PhyMem=16383; com sap. host . UsedVi r t ual Menor y=6747

com sap. host . Menor yAl | ocat edToVi rt ual Server s=6747; com sap. host . FreeVi rt ual Menor y=9817

com sap. host . Fr eePhysi cal Menor y=9817; com sap. host . Tot al CPUTi ne=381175. 97

com sap. host . Ti ne=1360606887997; com sap. vm Physi cal Menor yAl | ocat edToVi rt ual Syst env1024

com sap. vm Resour ceMenor yLi m t =1024; com sap. vm Tot al CPUTi me=2696. 2214

com sap. vm Resour ceProcessorLi mt=1

For more information about the Oracle VM Guest Additions daemon, ovnd, see Chapter 8, Installing and
Using the Oracle VM Guest Additions.
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Chapter 10 Converting Physical Hosts to Virtual Machines

This chapter explains how to use the Physical to Virtual (P2V) conversion utility to convert hosts.

10.1 Introduction to the P2V Utility

The P2V utility lets you convert the operating system and application software on a computer to an Oracle

Requirements for Using the P2V Utility

» The host operating system that you are converting must be supported as a guest operating system by
Oracle VM. See the Oracle VM Release Notes for a list of the supported guest operating systems.

» The P2V utility included with Oracle VM Release 3.4 applies to 64-bit operating systems only.

Conversion Process Overview

You can run the P2V utility interactively or as an automated process using a kickstart configuration file.

The first four virtual disk images are created as IDE disks (hda, hdb, hdc, and hdd) on the guest, using the
original disk names. Up to seven additional disks are created as SCSI devices (sda, sdb, sdc, and so on).

The following is an example of disk entries in the vm cf g file:

disk = ['file:System sda. i ng, hda, w

"file:System sdb.ing, hdb, w ,

"file:System sdc.ing, hdc, w ,

"file:System sdd. ing, hdd, w ,

"file: System sde. i ng, sda, w ,

"file:System sdf.ing, sdb, w ,

"file: System sdg. i ng, sdc, w ,

"file:System sdh.ing, sdd, w ,

"file:Systemsdi.ing, sde, w ,

"file:Systemsdj.ing,sdf,w,

"file: System sdk.ing, sdg, w ,

]
Note

@ Oracle VM Manager limits virtual machines with the HVM domain type to a

maximum of four virtual disks. In this case, if the vm cf g file has more than four
disk entries, then Oracle VM Manager imports only the first four virtual disks.

At the end of the conversion process, the P2V ultility starts a web server that hosts the vm cf g file and
virtual disk file(s). You can then import the hardware virtualized guest into Oracle VM Manager as a virtual
machine template.

10.2 Converting Hosts in Interactive Mode

To convert the operating system and applications on a physical computer to a hardware virtualized guest
with the P2V utility, complete the following steps:
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Converting the Host with the P2V Utility

Converting the Host with the P2V Utility

Before you begin, burn the Oracle VM Server ISO image to bootable physical media, such as a DVD-ROM.

1. Insert the Oracle VM Server installation media into the optical disc drive of the computer you want to
image.

2. Change the boot order to start from the optical disc drive in the BIOS or UEFI settings.
3. Boot the computer with the Oracle VM Server installation media.
The Oracle VM Server boot screen displays.

4. Atthe boot: prompt, enter p2v and then press Enter.

- Press the key to begin the installation process.
- To perform a physical to virtwal conversion type and

press the key.
hoot: pZu_

The Oracle VM Server installer initializes. The first step in the conversion process is for the network
manager to configure the network interface.

« If the host has one network interface, the network manager automatically configures it.

« If the host has two or more network interfaces, the network manager prompts you to select one
network interface and then automatically configures it.

« If the network manager cannot successfully configure the network interface, you are prompted to
configure TCP/IP settings.

5. If prompted, configure the TCP/IP settings as appropriate.

Setting Description

Enable IPv4 support Enables Internet Protocol Version 4 (IPv4) in the network interface.
Dynamic IP configuration Uses the Dynamic Host Configuration Protocol (DHCP) network service
(DHCP) to automatically assign an IPv4 address to the hardware virtualized

guest and retrieve DNS settings.

Manual configuration Lets you specify the following:
« |Pv4 address for the hardware virtualized guest.
< |P address of the gateway server for your network.

« IP address of the name server for your network.

Enable IPv6 support Enables Internet Protocol Version 6 (IPv6) in the network interface.

Automatic Uses the DHCP network service to automatically assign an IPv6
address to the hardware virtualized guest and retrieve DNS settings.

Automatic, DHCP only Uses the DHCP network service to automatically assign an IPv6
address for the hardware virtualized guest.

Manual configuration Lets you specify the following:

« |Pv6 address for the hardware virtualized guest.
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Setting Description
« |P address of the gateway server for your network.

« IP address of the name server for your network.

6. After the network interface is configured, you are prompted to test the media for errors. Do one of the
following:

« Select OK and then press Enter to test the bootable media for errors.

Note
g You must reboot after the test is complete.

« Select Skip and press Enter to continue without testing the bootable media.

The disk selection screen displays.

Select the disks to include in the image

(=1 N
[ |

<Tab>s<Alt-Tab> hetween elements i <Space> selects i «F12> next screen

7. Select the disk partition(s) on the computer to include in the guest image.
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8. Select OK and then press Enter.

The virtual machine parameters screen displays.

Other parameters for UM

UM name:

UM Memory (in MB):
Uirtual CPUs:

Console Password:
Confirm console password:

<Tab>-<fnlt-Tab> between elements i <3pace> selects <F12> next screen

9. Specify values for each parameter as appropriate.

Parameter Description
VM name Specifies a name for the virtual machine.
VM Memory (in MB) Specifies the amount of RAM, in megabytes, to allocate to the virtual

machine when it is running. The amount of RAM that you specify will
be requested from the host operating system. For this reason, it must
be available or made available as free memory on the host when
attempting to start the virtual machine and will not be available to the
host while the virtual machine is running.

Virtual CPUs Specifies the number of CPU cores to allocate to the virtual machine.

Console Password Specifies a password for the virtual machine console.

Confirm console password Verifies the console password.

10. Select OK and then press Enter.

A secure web server (HTTPS) starts. The IP address of the computer and port number where the web
server is available displays.

Starting web server
TTPS web server is runming on 192.168.1.13 port 443...

Interrupt with control-C

You can now access the vm cf g and virtual disk(s) that the P2V utility created on the web server. Proceed
to Section 10.4, “Importing Guests as Virtual Machine Templates to Oracle VM Manager”.

10.3 Converting Hosts Silently with a Kickstart File

utility.
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The following steps provide a high-level overview of how to convert hosts silently:
1. Create a P2V kickstart file and copy it to your kickstart server.

2. Insert the Oracle VM Server installation media into the optical disc drive of the computer you want to
image.

3. Change the boot order to start from the optical disc drive in the BIOS or UEFI settings.
4. Boot the computer with the Oracle VM Server installation media.
The Oracle VM Server boot screen displays.

5. Atthe boot prompt, enter the following:

# nmboot.c32 xen.mb.efi --- vminuz p2v ksdevi ce=9C: B6: 54: 82: 15: AC
ks=http://exanmpl e. cond mypat h/ ks.cfg --- initrd.ing
Where:

» ksdevice specifies the network interface to use.
» ks is the path to the P2V kickstart file.

The P2V utility begins the conversion process. If there are any missing parameters in the kickstart file, you
are prompted to enter them.

When the conversion process completes, you can import the hardware virtualized guest into Oracle VM
Manager as a virtual machine template. See Section 10.4, “Importing Guests as Virtual Machine Templates
to Oracle VM Manager”.

Considerations for Using a Kickstart File

Before you attempt to convert hosts with a kickstart file, you should consider the following:

as IDE disks (hda, hdb, hdc, hdd, and so on) on the guest, using the original disk names. When you
use a P2V kickstart file, up to four disks are automatically deployed in the guest. Any extra disks are
converted and added to the guest configuration file (vm cf g) but are not deployed in the guest.

To deploy the additional disks in the guest, edit the guest configuration file to remove the comments from
the disk entries and map the additional disks to SCSI device names; for example, sda, sdb, and sdc. The
boot disk must always be mapped to device hda. Any files on the guest that contain references to these
devices must also be changed; for example, the / et ¢/ f st ab file might contain references to / dev/
hdal, / dev/ sdal, and so on.

* At least one network interface must use DHCP so that the computer on which the P2V utility is running
can read the kickstart file over the network.

« If you want the P2V utility web server to listen using a network interface other than the one that initiates
the kickstart session, specify the network configuration for that network interface in the kickstart file.

P2V Kickstart Parameters

To converting hosts with a kickstart file, you must specify parameters at the boot prompt and in a P2V
kickstart file.

At the boot prompt, you must specify parameters as follows:

# nboot.c32 xen.nb.efi --- vnlinuz p2v ksdevi ce=device ks=ksfile --- initrd.ing
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Boot Parameters

Option Description
p2v Loads the P2V conversion utility.
ks=ksfile Specifies the name and location of a P2V kickstart file.

ksdevi ce=val ue

Specifies the network interface to use. You can set one of the
following values:

» The device name of the interface, for example: et hO

« The MAC address of the interface, for example:
9C: B6: 54: 82: 15: AC

* The keyword | i nk, which uses the first active network
interface found on the system.

e The keyword boot i f, which uses the interface that the
system used to boot from a PXE server.

e The keyword i bf t , which uses the MAC address of the
interface specified by the iISCSI Boot Firmware Table (iBFT)
in the system BIOS or firmware.

Kickstart File Options

Option

Description

p2v

Indicates the kickstart file is intended to automate a P2V
conversion. It accepts no parameters.

target --ovnmanager

Sets the end destination for the guest image. Sets the P2V
utility to operate in HTTPS server mode to transfer the guest

di ski mage option...

Denotes a disk to be included in the guest image. The P2V
utility uses device mapper-based snapshotting to copy the disk
as asystem *. i ng file on the target computer. There may
be multiple di ski nage directives in a P2V kickstart file, each
resulting in a disk image in the guest image. The - - devi ce
parameter must always be used with the di ski nage directive
to indicate which device should be imaged.

The opt i on parameter is one or more of the following:
--device path

The device to image. pat h must be the full path to the device.
For example:

di ski mage --device /dev/sda
--type {I DE| SCSI | LVM| MDRAI D}

Sets the type of disk. Must be one of | DE, SCSI , LVM or
VDRAI D. Devices /dev/hda, /dev/hdb, /dev/hdc, and /dev/
hdd should be | DE. Devices /dev/sd[a-zz] should be SCSI . A
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Option Description

logical volume should be LVM Devices /dev/imd[a-zz] should
be MDRAI D. For example:

di ski mage --device /dev/hda --type | DE

network option.. Configures network information for the computer.
The opt i on parameter is one or more of the following:
- -boot proto {dhcp | bootp|static}

Sets the method by which the network configuration is
determined. Must be dhcp, boot p, or st ati c. The default is
dhcp. boot p and dhcp are treated as the same.

dhcp uses a DHCP server to obtain the networking
configuration, for example:

network --boot proto dhcp

st at i c requires all the necessary networking information. As
the name implies, this information is static and is used during
and after the installation. The entry for static networking is
more complex, as you must include all network configuration
information on one line. You must specify the IP address,
netmask, gateway, and nameserver, for example:

network --bootproto static --ip 10.0.2.15
--net mask 255.255.255.0 --gateway 10.0. 2. 254
--naneserver 10.0.2.1

The st at i ¢ method has the following restrictions:

« All static networking configuration information must be
specified on one line; you cannot wrap lines using a
backslash.

« You can only specify one nameserver.
--ip ipaddress

The IP address for the computer.
--gateway i paddress

The IP address for the default gateway.
--nanmeserver i paddress

The IP address for the primary nameserver.
--netmask net mask

The netmask for the computer.

vm options option... Sets the configuration options for the guest.

The opt i on parameter is one or more of the following:
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Option Description

--name nane
The name of the guest.

--mem si ze

The memory allocation for the guest in Mb.
--vcpus nunber

The number of VCPUs for the guest.
--consol epasswd password

The console password for the guest. This option is ignored by
Oracle VM Manager when the guest is imported.

For example:

vm options --name MyVM - - nem 2048 --vcpus 2
--consol epasswd nypasswor d

P2V Kickstart File Example

The following provides an example of a P2V kickstart file:

p2v

target --ovmmanager

network --device ethO --bootproto dhcp

di ski mage --device /dev/sda --type |DE

vm options --nane nyVM --nem 2048 --vcpus 2 --consol epasswd password

10.4 Importing Guests as Virtual Machine Templates to Oracle VM
Manager

After the P2V utility successfully converts a physical host to a hardware virtualized guest, you can import
the guest as a virtual machine template into Oracle VM Manager.

You must ensure that the vm cf g file and virtual disk(s) reside at a location where you can import them
before you attempt to import the hardware virtualized guest as a virtual machine template,

The web server that hosts the vm cf g and virtual disk(s) uses port 443. You can import the files directly
into a Oracle VM repository with Oracle VM Manager. However, you must ensure that the Oracle VM
Server that is designated as the administration server for that repository can access the web server on port
443. Alternatively, you can download the vm cf g and virtual disk(s) from the web server and then host
them at a location that Oracle VM Server can access.

Note

requests to import guests as virtual machine templates are issued sequentially. For
example, if you start a second download while another download is in progress, the

S The web server provides a serial HTTP connection. For this reason, multiple
second download does not start until the first download is complete.

1. Open a browser and navigate to the location of the web server that is hosting the vm cf g and virtual
disk(s); for example,
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https://192.168.1.13/

The browser displays a directory listing of the files that the P2V utility created.

] 192.168.1.13 v C

Directory listing for /

« catalog

» cqgi-bin/

¢ MANIFEST

e System-sda.imqg@

« vm.cfg

2. Copy the URLs for the vm cf g file and *. i ng file(s).
3. Import the files into Oracle VM Manager as a virtual machine template.
a. Log in to Oracle VM Manager.
b. Click the Repositories tab and then select the repository in which to store the template.
c. Select VM Templates in the navigation tree.
d. Select Import VM Template from the toolbar in the management pane.

e. Specify the URLs for the vm cf g file and *. i ng file(s) as separate lines in the VM Template URLs
pane.

f. Click OK to import the files.
¥ Import VM Template @

Import VM Template to Repository: MyRepaository

* VM Template URLS: | hitps/192.168.1.13/vm.cfg
hitps:/192.168.1.13/System-sda.img

Proxy:

Cancel OK

Refer to the Oracle VM Manager Online Help for more information about importing virtual machine
templates.

The hardware virtualized guest is available in the repository as a virtual machine template.

The hardware virtualized guest must have a unique network configuration. For this reason, you should
configure a new network device and ensure that it is detected before you start the virtual machine that you
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created with the P2V utility. If you use the same network configuration as the original computer, a network
clash might occur because two computers on the network have the same IP and MAC addresses.

After you successfully import the hardware virtualized guest as a virtual machine template, press
Control+C to interrupt the P2V utility on the host computer. You can then remove the Oracle VM Server
bootable media from the drive and restart the computer.
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Appliance

The Oracle VM Exporter Appliance is a special type of virtual machine used to export another virtual
machine from the Oracle VM environment to a tenancy account in Oracle Cloud Infrastructure. Before you
can use the Oracle VM Exporter Appliance, in addition to a valid Oracle VM account, you need an active
tenancy and user account in Oracle Cloud Infrastructure.

Note

S SSH is disabled on the Oracle VM Exporter Appliance for security reasons. To log
on to the Oracle VM Exporter Appliance, you have to use the console.

The Oracle VM Exporter Appliance uses Oracle Cloud Infrastructure APls to perform the export. You need

to upload the Oracle VM Exporter Appliance public key to Oracle Cloud Infrastructure to export a virtual
machine.

For more information about uploading keys to Oracle Cloud Infrastructure, see https://
docs.cloud.oracle.com/en-us/iaas/Content/APIl/Concepts/apisigningkey.htm#three.

Additionally, before using the Oracle VM Exporter Appliance, you need to know Oracle Cloud
Infrastructure:

* Region

* Compartment

* Availability Domain

* Instance Shapes (and their quotas)

For more information about finding the above values, see https://docs.cloud.oracle.com/en-us/iaas/
Content/API/Concepts/apisigningkey.htm.

For more information about exporting virtual machines and the parameters needed see the Exporting
Virtual Machines section of the Oracle VM Concepts Guide .

11.1 Considerations

This section contains useful information to consider when using the Oracle VM Exporter Appliance.
Oracle VM Considerations

» You can export hardware virtual machines (HVMs) or paravirtual hardware virtual machines (PVHVM).
* You cannot export paravirtual virtual machines (PVMs).

* An Oracle VM usually has Storage Networks defined for storage like NFS, iSCSI, and so on. If virtual
machines that are to be exported to Oracle Cloud Infrastructure have virtual disks accessed through
Storage Networks (or other types of networks), the Oracle VM Storage Network's configuration must be
modified to add virtual machine use.

» VNICs tied to Storage Networks are needed for accessing resources that can be accessed via one or
more Storage Networks.

111


https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm#three
https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm#three
https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm
https://docs.oracle.com/en/virtualization/oracle-vm/3.4/concepts/index.html

Installing the Oracle VM Exporter Appliance

« If you need to access resources that can only be reached through one or more Storage Networks, then
you must also attach a VNIC to each Storage Network in Oracle VM Exporter Appliance.

« If Oracle VM Exporter Appliance requires static IP address configuration, then you must configure these
IP addresses on all VNICs for the virtual machines and storage networks.

» Once all of these parameters have been set successfully in the Oracle VM Exporter Appliance virtual
machine, configuration is complete. For information on using the Oracle VM Exporter Appliance, see see
the Export a Virtual Machines section of the Oracle VM Manager User's Guide .

Virtual Machine Specifics

» You can export any virtual machine listed in https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/
References/bringyourownimage.htm to Oracle Cloud Infrastructure

* You cannot export a SOLARI S11U3_X86_PVHVMvirtual machine to Oracle Cloud Infrastructure.
Exporting Windows Virtual Machines

* You cannot export a Windows virtual machine to Oracle Cloud Infrastructure unless it has the latest
VirtlO drivers. These drivers can be downloaded from the Oracle Software Delivery Cloud (OSDC) at
https://edelivery.oracle.com.

NFS Server Considerations

e The Oracle VM Exporter Appliance needs read-only access to NFS shares of repositories that contain
virtual machine resources. Modify the NFS export on the NFS server to export these resources to the
Oracle VM Exporter Appliance IP address on the appropriate Storage Network.

» The Oracle VM Exporter Appliance needs an NFS Share with read-write permission to hold temporary,
converted disk images. Create an NFS share on the NFS server and export it to the Oracle VM Exporter
Appliance IP address on the appropriate Storage Network

LUN or Local Storage Considerations

» For repositories on LUN or local storage physical disks, check the firewall for NFS export from the Oracle
VM Server host.

» Add "Repository Export" on one of the Oracle VM Server hosts on which the LUN or Local Disk exists.
The repository must be presented to the Oracle VM Server host in order to export the repository to an IP
address that reaches the Oracle VM Server host.

« If you have a Repository on a LUN or Local Storage (physical disk), the Oracle VM Exporter Appliance
must have export access to that LUIN or Local Storage on the hosts or servers in the server pool that
is presented to that LUN or Local Storage repository. To add export access in Oracle VM, highlight the
host or server and change the Perspective to Repository Exports. Click on the + symbol to add the IP
address of the Oracle VM Exporter Appliance virtual machine to the LUN or Local Storage Repository.

11.2 Installing the Oracle VM Exporter Appliance

Before exporting a virtual machine to Oracle Cloud Infrastructure with the Oracle VM Exporter Appliance,
you must download the Oracle VM Exporter Appliance Open Virtualization Appliance (OVA), create the
Oracle VM Exporter Appliance virtual machine, and configure the Oracle VM Exporter Appliance virtual
machine.

You can download the Oracle VM Exporter Appliance from the following location:

» Oracle Software Delivery Cloud (OSDC) at https://edelivery.oracle.com.
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Once there, search for the Oracle VM Exporter Appliance.

You have to agree to the same terms and conditions as the Oracle VM software.

Note
@ You can only use the Oracle VM Exporter Appliance in a valid Oracle VM
environment and with Oracle Cloud Infrastructure parameters listed above.

11.3 Creating the Oracle VM Exporter Appliance Virtual Machine

Once the Oracle VM Exporter Appliance software has been successfully downloaded, you can create the
Oracle VM Exporter Appliance virtual machine. The Oracle VM Exporter Appliance virtual machine can be
installed as part of an Oracle VM Server Pool or stand-alone as an unassigned virtual machine. However,
the Oracle VM Exporter Appliance virtual machine, like any other virtual machine, cannot be run as an
unassigned virtual machine.

Follow these steps to create the Oracle VM Exporter Appliance virtual machine:
1. Create the Oracle VM Exporter Appliance virtual machine from the Oracle VM Exporter Appliance OVA.

2. By default, the name of the Oracle VM Exporter Appliance virtual machine is
OVA nane_Exporter_Appliance. Once this virtual machine is created, you should edit it to Exporter
Appliance.This name is highly recommended, but not strictly required. However, using this name
enables the Oracle VM Exporter Appliance wizard to make several user interface steps easier.

address have to be entered manually when the Oracle VM Exporter Appliance is

Important
A Using a different name means that other information such as hostname and IP
used.

3. Configure the Oracle VM Exporter Appliance virtual machine's network. For information on creating,
editing and removing VNICs on virtual machines, please refer to the Edit Virtual Machine and Create
Virtual Machine sections of the Oracle VM Manager User's Guide .

e The Oracle VM Manager needs to communicate with the Oracle VM Exporter Appliance virtual
machine. We recommend tying the virtual machine's Virtual Network Interface Card (VNIC) in slot
0 (ethO in the virtual machine) to the virtual machine network. The IP address associated with this
VNIC is what the user interface for the Oracle VM Exporter Appliance wizard finds.

« (Optional) You can add an additional VNIC to enable the Oracle VM Exporter Appliance virtual
machine to access the Network File System (NFS) repository or the repositories where the virtual
machines to be exported have their disks.

Note
g The Oracle VM networks used above must have the "Virtual Machine" role to
tie the VNICs to these networks.

« (Optional)You can add an additional VNIC to enable the Oracle VM Exporter Appliance virtual
machines to access Oracle Cloud Infrastructure.

4. Start the Oracle VM Exporter Appliance virtual machine.

The virtual machine boots up and uses auto-provisioning to complete configuration.
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11.4 Configuring the Oracle VM Exporter Appliance Virtual Machine

After you successfully create Oracle VM Exporter Appliance virtual machine, you can perform configuration
tasks to customize the virtual machine. These configuration tasks include setting the system host name,
network interfaces, boot protocol, and more. Some parameters are mandatory for the auto-provisioning
configuration to complete. If the settings are not configured correctly for the local environment, then Oracle
VM Exporter Appliance virtual machine functions incorrectly and provides unexpected results.

The local Oracle VM Exporter Appliance parameters are:

* Local host and local domain name

Network host name

Network device

Activate or deactivate the network interface

Use DHCP or static configuration of network parameters

The network parameters used by Oracle VM Exporter Appliance can be configured manually (static
addressing). You can also use DHCP to supply these parameters.

If you choose static configuration for the network parameters, then you must also configure the following
for Oracle VM Exporter Appliance:

* |IP address

» Gateway (router) IP address

» DNS server IP address

There are also sharing and security parameters to configure for Oracle VM Exporter Appliance:
* NFS share path

» CA certificate

* Root password

Parameters are sent as VM Messages to the automated virtual machine provisioning process. For more
information on sending VM Messages, see the the Send VM Messages section of the Oracle VM Manager
User's Guide .

In the parameter configuration listing, replace the parameter.n ending with parameter.0 to configure the
ethO interface, and replace the parameter.n ending with parameter.1 to configure the ethl interface. You
can have more than two interfaces.

The parameters and values used to configure the Oracle VM Exporter Appliance virtual machine are

1. To set the system host name entry:

com or acl e. | i nux. host nane host - name
where host - nane is the host name, such as exanpl e- host nane. donai n.

2. To set the host name entry for the / et c/ host s file:

com or acl e. | i nux. net wor k. host. n host-nane-info
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10.

11.

where n is the interface number and host - nanme- i nf o is the host name, such as 127. 0. 0. 1
exanpl e- host nane. domai n exanpl e- host narne.

To configure the network device:
com or acl e. | i nux. net wor k. devi ce. n net wor k- devi ce
where n is the interface number and net wor k- devi ce is the local network information, such as et hO.

To activate or deactivate the interface on the system:

com oracl e. | i nux. net wor k. onboot. n yes or no
where n is the interface number and yes or no determines if the interface is active or not.

To configure the boot protocol:

com oracl e. |l i nux. network. boot proto.n dhcp or static

where n is the interface and dhcp or st at i ¢ determines if the interface uses DHCP or has a static IP
address.

To configure the IP address of the interface:

com oracl e.linux.network.ipaddr.n n.n.n.n
where n is the interface and n. n. n. n is the IPv4 address in dotted decimal notation.

To configure the netmask of the interface:

com oracl e. | i nux. network. netmask.n n.n.n.n

where n is the interface and n. n. n. n is the IPv4 netmask in dotted decimal notation.

To configure the IP address of the interface's network gateway (router):

com oracl e. | i nux. network. gateway.n n.n.n.n

where n is the interface and n. n. n. n is the IPv4 address in dotted decimal notation.

To configure the IP addresses of the Domain Name System (DNS) servers, separated by commas:

com oracl e. | i nux. network. dns-servers.n n.n.n.n,n.n.n.n,...

where n is the interface and n. n. n. n is the IPv4 address of one or more DNS servers in dotted
decimal notation.

To configure the NFS share (path) to hold temporary converted disk images:
com oracl e.ovm vnexporter.nfs_share path

where pat h is the path to the temporary disk images.

To configure Oracle VM Manager's Certificate Authority (CA) certificate:

com oracl e.ovm vnexporter.ca_certificate certificate

where certi fi cat e is the value of the certificate, passed as a string with carriage returns in the
certificate replaced with new lines (\n). For more invformation on obtaining and exporting the CA
certificate, see Section 2.2.4, “Exporting the CA Certificate” and related sections.
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Note

E Before setting the Oracle VM CA certificate for the Oracle VM Exporter
Appliance, the certificate must be converted from a multi-line string to a
single-line string. Use this Linux command to convert carriage-return and any
"/" (forward slash) in the certificate to a compatible format:

# sed 's-/-//-9g;1h; 1! H $'d;x;;s-\n-/\\n-g' ca.crt

When selecting the single-line string certificate, include the "-----BEGIN
CERTIFICATE-----" and "-----END CERTIFICATE-----"

12. To configure Oracle VM Manager's root password:

com oracl e. |l inux. network. root - password password
where passwor d is the root password.

You set these parameters in the Oracle VM Exporter Appliance by sending messages to the virtual
machine. If you have named the virtual machine "Exporter Appliance" then you can pass these parameters
as shown in this example:

sendVmvessage Vm name="Exporter Appliance" key=com oracl e.|inux. host nanme nessage=
exanpl e- host nane. domai n | og=no

sendVmvessage Vm name="Exporter Appliance" key=com oracl e. | i nux. network. host.0 nessage=
127.0.0.1 exanpl e- host nane. donai n exanpl e- host name | og=no

sendVmvessage vm nanme="Exporter Appliance" key=com oracl e. | i nux. network. devi ce. 0 nessage=
et hO | og=no

sendVmvessage vm name="Exporter Appliance" key=com oracl e. | i nux. net wor k. onboot . 0
nessage=yes | og=no

sendVmvessage vm name="Exporter Appliance" key=com oracl e.|i nux. networ k. boot proto. 0
message=dhcp | og=no

sendVmvessage Vm nanme="Exporter Appliance" key=com oracl e. ovm virexporter.nfs_share
message="ca-ovnst or 101: // export// <user-i d>//convert eddi sks" | og=no

sendVmvessage Vm name="Exporter Appliance" key=com oracl e. ovm viexporter.ca_certificate
message="----- BEG N CERTI FI CATE- - - - - /\ nM | D+zCCAuOgAWM BAgl UZwL8s CLKI akny ZMNFnPt cc
Ve 86 MVMDQYJKoZI hve NAQEL/ \ nBQAWgaQx Cz AJBgNVBAYTAI VTVRMAVEQYDVQQ EwpDYWpZmdybm hIVRUw
EwYDVQQH/ \ nEwx SZWR3b29k | ENpdHk x Gz AZBgNVBAOTEK 9y YWNs ZSBDb3Jwb3JhdG@ vbj EaMBgG \ nA1U
ECxMRT3JhY2x!| | FZNI ELhbrFnZXI x MDAuBgNVBAMTJ 09WI' SBDQSAWMVDAOZ w/ \ n VDAWVDEWVDAWVDg WIN
mVBOGJ)i MARi VDRk Yz Ae FwOy MDAOM MMVDUWVDhaFw0z MDAO/ \ nM QuMvDUWVDhaM Gk MQs wCQYDVQQGEW]
VUz ETMBEGATUECBMK@FsaWZvenbp YTEV/ \ nVBMGAL UEBX MMUNVk d29v ZCBDa XR5 MRs wGQYDVQQKEX J Pc
nFj bGUgQR9y c Dy YXRp/ \ nb24xG AYBgNVBAs TEU9y YWNs ZSBWI SBNYWshZ2 Vy MTAWL g VDVQQDEY dPVk 0
gQOEg/ \ nMDAWNGZi MDAWVDAX MDAWMVDA4MDZj OThi Yj FkYj AOZGMvggEi MAOGCSqGSI b3DQEB/ \ nAQUAA4
| BDWAWggEKAol BAQCSma4Rr VI5/ / TR71 z2j 0zq3e3cnEL82kFbghVt Quf z/ \ ngbe Gk YD2c pChpPOKUAF
P UHX VbKkWSKKTAhN2UPAPdA6 MM KZ17PM pBi EmnD/ \ nON1z E3a9l Bp7wivil3X2zdpBQadVWD3v 7 P9k +
r Fhpr | bgX&BzZxUnc/ / SYsgBdr DkG /\ nn6Rr GJouf pl c5TADOCc pu3HaDazZ4DUj 3t ASz Mes XRPnj 45d/
/ F8axJnxxRzC2+L3b/\ nJ| VPdzyBK5ZSqU2r GPesQ xC56yW /i ywgj 2i 1n0+060Uv2ypBZ4GAj YSGY5A
I +qE/ \ ne/ / DRsr E6Ft | +cnoUHckoWRt uOf 8QANBI Yz nQz DYqOs +5AgMBAAG | zAhVABGALUd/ \ nEWEB/ /
WQFMAMBAF 8wDg YDVROPAQH / BAQDAgAFMAOGCSqGSI b3DQEBOWUAA4 BAQBY/ \ ni ZosYxc35hl EYbUgxz
qBes9Bg3f dxZXNl Fs1mdx QIUNSd1Qsd5261 nadkN1hpc70/ \ nnoAVN8AF3Ct 7t 8qgl t c710E8xI| 9nJC2Us
I Szt dWwWhUUbeZali HOxX4SEl ZT9Bw xW \ n7ZB/ | Bjf CUENCRj TCsZpj j 8X9c/ / nZyB+LgHS7WsVznsDr y
UYhJ6hi He9/ / denBLI XPH \ nWwhqvCi ZLHFel et | 6c1ahMA6R7+ar X9EPp5M Zf XU8s| Lme SCr ZaYwid0z
F/ | Gy8Xz/ \ nf EYbj AKO6T3T/ / ONnLBC1Q4f s80j D5n2y13YKpTPSaFgQOAn/ / YgbWecd7Jj JE/ / 5BVQ \ n
g37A8ZckMkBZyELRv1C/\ n- - - - - END CERTI FI CATE- - - - - /\n" | og=no

sendVmvessage Vm nanme="Exporter Appliance" key=com oracl e.|inux.root-password
nessage=<r oot - pw> | 0g=no

Disabling Configuration Modules (ovm-chkconfig)” for more information on setting

Note
E You must also set the date and time correctly. See Section 8.8.2, “Enabling and
the date and time and related parameters.
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Chapter 12 Backing up and Restoring Oracle VM Components

Oracle does not recommend backing up Oracle VM Servers as no critical data is contained on them.
Instead of backing up and recovering an Oracle VM Server, in the event of a failure, simply delete it from
Oracle VM Manager, reinstall the Oracle VM Server software if required, and rediscover it.

For a more thorough discussion on backing up and restoring the various entities that comprise Oracle VM,
see the Oracle VM 3: Backup and Recovery Best Practices Guide at:

http://www.oracle.com/technetwork/server-storage/vm/overview/index.html

12.1 Backing up and Restoring Oracle VM Manager

including the database repository.
From a high level, the steps to manually backup Oracle VM Manager are as follows:
1. Make a copy of the Oracle VM Manager configuration file.

See Section 12.1.1, “Backing up the Oracle VM Manager Configuration File” for more information on
backing up the Oracle VM Manager configuration file.

2. Back up the Oracle VM Manager database.

Note that the Oracle VM Manager database is backed up automatically every 24 hours using the
MySQL Enterprise Backup utility, but it is also possible to perform a manual backup.

See Section 12.1.2, “Backing up the MySQL Database Repository” for more information on Oracle VM
Manager MySQL database backup and restore facilities.

12.1.1 Backing up the Oracle VM Manager Configuration File

To back up Oracle VM Manager, you should make a copy of the Oracle VM Manager configuration file
located at:

/u01/ app/ oracl e/ ovm manager -3/ .confi g

This configuration file contains database connection information, ports, and the Oracle VM Manager UUID.
The following is an example of the configuration file structure:

DBTYPE=My SQL
DBHOST=I ocal host
SI D=ovs
LSNR=46500
OVSSCHEMA=0V'S
APEX=None

WLSADM N=webl ogi ¢
OVSADM N=adni n
COREPORT=54321

UUI D=uui d

BUI LDI D=x. X. X. XXX

The following table describes the properties and values in the configuration file:
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Name Description

DBTYPE Database type. This is a legacy configuration property. The value is always
My SQL.

DBHOST Hostname of database server. This is a legacy configuration property. The
value is always | ocal host .

SI D Oracle System ID (SID). The default value is ovs.

LSNR Database listener port number. The default value is 49500.

OVSSCHEMA Oracle VM Manager database name. The default value is ovs.

APEX This is a legacy configuration property. The default value is None.

WLSADM N Oracle WebLogic Server administrator username. The default value is
webl ogi c.

OVSADM N Oracle VM Manager administrator username. The default value is adni n.

COREPORT Oracle VM Manager core port number. The default value is 54321.

uul D Oracle VM Manager universally unique identifier (UUID).

BUI LDI D Oracle VM Manager version and build nhumber.

12.1.2 Backing up the MySQL Database Repository

As of Oracle VM Manager Release 3.2.1, backups of the local MySQL database are performed
automatically. Backups are stored within / u01/ app/ or acl e/ mysql / dbbackup by default, and are
rotated regularly so that only the most recent backups are stored at any point in time. Backups make use of
the MySQL Enterprise Backup utility. See http://www.mysql.com/products/enterprise/backup.html for more
information on the MySQL Enterprise Backup utility.

The MySQL Enterprise Backup package is installed as a dependency during the installation of Oracle VM
Manager. On Oracle Linux systems this is handled by installing neb- ver si on_nunber . x86_64. r pm

On x86 systems, backup configuration options are defined in / et ¢/ sysconf i g/ ovhmon the Oracle VM
Manager host.

To configure the default path used to store MySQL database backup files, locate the following line:

DBBACKUP=/ u01/ app/ or acl e/ nysql / dbbackup

Note
@ This path can be changed to an alternate location if you need to cater to disk space
requirements.

The default path for the mysqlbackup binary is specified in the following line:

DBBACKUP_CMD=/ opt / nysql / neb- x. x/ bi n/ nysql backup

Warning
O This path is made explicit for the purposes of handling future updates to the MySQL
Enterprise Backup package. It should not be changed.

Configuration options such as how frequently the automated database backup facility should run and how
many backups should be kept through rotations, are stored within the database itself. These parameters
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can be set using either the Oracle VM Manager Web Interface or the Oracle VM Manager Command Line
Interface. For more information on how to set these parameters, please refer to Prefenences section in
the Oracle VM Manager Online Help and the setDbBackupConfig command in the Oracle VM Manager
Command Line Interface User's Guide .

12.1.2.1 Contents of the Backup Directory

The MySQL database backup directory has the following naming convention:
Aut oFul | Backup- MVDDYYYY_hhmss.

The backup directory contains the following:

» Aut oBackup. | og, which contains information about the events that took place during the backup
process.

A copy of the MySQL configuration file.
» dat adi r directory that contains the binary log for the database.
» net a directory that contains files specific to the MySQL Enterprise Backup process.

* MBI image file for the database that is backed up
12.1.2.2 Configuring Backup Interval and Rotation

You can set the frequency of MySQL database backups as well as the number of database backups that
Oracle VM Manager retains. See the Preferences section in the Oracle VM Manager Online Help for more
information.

12.1.2.3 Backing Up the MySQL Database Manually

It is possible to manually initiate a backup. This is usually done when performing an upgrade of Oracle VM
Manager. While it is possible to invoke the nysql backup utility directly, it is recommended that you use
the backup script at / u01/ app/ or acl e/ ovm nmanager - 3/ ovm t ool s/ bi n/ BackupDat abase.

The following is an example of this script:

# /u01/ app/ or acl e/ ovm manager - 3/ ovm_t ool s/ bi n/ BackupDat abase -w
Enter your OVM Manager usernane: admin
Ent er your OVM Manager password:

INFO Backup job starting with destination:
/u01/ app/ or acl e/ mysql / dbbackup/ Manual Backup-ti ne_st anp

Job Id = 'Start Backup to: Manual Backup(| D)
Uri: https://|ocal host: 7002/ ovni cor e/ wsapi / rest/Job/ | D
Job Name = 'Start Backup to: Manual Backup'

I NFO.  Backup job finished

By default, the backup script stores the backup as a manual backup, to avoid the rotation that takes place
for automatic backups.

The preceding example uses the - wcommand-line switch to force the backup script to wait until the
backup job is complete. This option is useful if you need to capture potential error messages, but it also
causes the script to wait until the job either completes or exits due to an error. If you do not use the - w
command-line switch, you should check the status of the backup job within the Oracle VM Manager Web
Interface or Oracle VM Manager Command Line Interface to determine whether or not the job completes
successfully. You can get a full list of supported options for this command with the - h command-line
switch.
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Note
@ The backup script assumes that you are using a CA-signed SSL certificate within

a production environment. Using a self-signed certificate is not recommended
and may result in an error when you run the script. It is possible to override SSL
verification by using the - - i nsecur e command-line parameter, however this
may compromise the security of the operation and is not recommended. A better
approach to resolving any SSL verification error, is to install an SSL certificate
signed by a recognized CA, as described in Section 2.2.6, “Changing the Default
SSL Certificate”.

For more information on using MySQL Enterprise Backup, see http://dev.mysqgl.com/doc/mysql-enterprise-
backup/en.

12.1.3 Oracle VM Manager Backup and Restore Troubleshooting

If you are experiencing problems with Oracle VM Manager, do the following:

1. Perform a database restore. See Section 12.1.4, “Restoring Oracle VM Manager” for more information.

Provided that you have a good backup in your archive, you should be able to revert back to it. To check
for a recent database backup, on the Oracle VM Manager host, run the following command:

I's -l1tr /u0l/app/ oracl e/ nysql / dbbackup/

If a backup exists, you can proceed with the steps documented in Section 12.1.4, “Restoring Oracle VM
Manager”.

Note
@ You can also refer to Doc ID 2405023.1 in the Oracle Support Knowledge Base
for information about restoring the Oracle VM Manager database.

There is a check completed before each backup is run to determine if the database can be backed
up. If the database consistency check fails, automatic backups are no longer generated. For more
information, see Doc ID 2060953.1 in the Oracle Support Knowledge Base.

If you do not have a good backup of the database or if you have other database corruption issues,
rebuild the database. See Section 12.1.5, “Restoring Oracle VM Manager If You Have No Database
Backup”

Also, see Doc ID 2038168.1 in the Oracle Support Knowledge Base for additional information about
regenerating the Oracle VM Manager database.

12.1.4 Restoring Oracle VM Manager

To restore Oracle VM Manager, and the Oracle VM Manager database schema from a backup, do the
following:

1. First, if you need to reinstall or upgrade Oracle VM Manager, use the Oracle VM Manager installation

media to perform an install or upgrade of the software on your server. See the Installation and Upgrade
Guide.

You should perform the install using the runi nstal | er. sh --uui d uui d command and provide
the UUID from the previous manager installation you created a backup from. The UUID can be found in
the Oracle VM Manager configuration file.
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Note

@ The Oracle VM Manager UUID is also persisted in the / et ¢/ sysconfi g/ ovim
file on Oracle Linux, and in the / et ¢/ opt / ovimmfile on . If the system disk
of the server on which you are installing or restoring Oracle VM Manager was
not wiped entirely, the existing UUID is still present and will be detected when
running the installer.

e The - - uui d option on Oracle Linux overrides this existing UUID. Oracle
Solaris users must use the shortened form of this option: - u.

« If no UUID is presentin / et ¢/ sysconfi g/ ovim the - - uui d option adds
the UUID to the file on Oracle Linux. On Oracle Solaris, the - u option adds
the UUID to / et ¢/ opt / ovimmif the UUID is not present in this file.

An example install command syntax for Oracle Linux is as shown in this example:

# ./runlnstaller.sh --uuid 0004FB000000100002CB7F2DFFASD8

When the Oracle VM Manager installer prompts for installation information, reuse the same usernames
for the database schema, Oracle WebLogic Server and Oracle VM Manager administration user, as set
out in the backup of the Oracle VM Manager configuration file.

If possible, you should reuse the same passwords that existed for Oracle VM Manager prior to
reinstallation, to avoid problems restarting the Oracle VM Manager service after Oracle VM Manager
has been restored from backup. If you intend to change these passwords, do so after you have
completed the restore operation.

Should you use a new password during reinstallation, you are unable to start the Oracle VM Manager
service after the database has been restored. To rectify this situation, you must manually reset the
passwords for the ovs and appfw users in the MySQL database. This can be achieved using the
nysql admi n tool.

After installation, reinstallation or upgrade, stop the Oracle VM Manager Command Line Interface,
Oracle VM Manager, and the database before you restore the backup. On Linux:

# [ sbin/service ovntli stop
# [ sbin/service ovmm st op
# [ sbin/service ovimm nysqgl stop

To initiate the database restore, as the oracle user, use the Rest or eDat abase command located in /
u0l1/ app/ or acl e/ ovm manager - 3/ ovm t ool s/ bi n, for example:

# su - oracle
$ bash /u01/ app/ or acl e/ ovm manager - 3/ ovm t ool s/ bi n/ Rest or eDat abase. sh \
Manual Backup-ti ne_stanp_| D

The Rest or eDat abase script expects the name of the directory for a particular backup directory as
described in the Installation and Upgrade Guide. You do not need to specify the full path to the backup
directory as this is already specified in the DBBACKUP variable.

The Rest or eDat abase script prompts you to remove existing database directories and their contents
so that the database restore operation can complete successfully. You must confirm that it is safe
to delete this data before the script can proceed. If you opt not to delete this data, the script cannot
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continue until the data has been removed. It is recommended that you allow the script to perform this
action rather than attempting to do this manually:

Bef ore the dat abase can be restored,
the fol |l owi ng database directories/files nust be del eted:
appfw ibdatal ib_logfileO ib_|logfilel mysql ovs performance_schema

Are you sure it is safe to delete these directories/files now? [y,n] y
Del eting directory /u0l/app/ oracl e/ nysql / dat a/ appf w
Del eting directory /u0l1/app/oracl e/ nysql /dat a/i bdat al
Del eting directory /u0l/app/oracl e/ nysql/data/ib_|ogfile0
Del eting directory /u0l1/app/oracl e/ nysql/data/ib_|ogfilel
Del eting directory /u0l/app/ oracl e/ nysql / dat a/ nysql
Del eting directory /u0l/app/ oracl e/ nysql / dat a/ ovs
Del eting directory /u0l1/app/ oracl e/ nysql / dat a/ per f or mance_schema
I NFO Expandi ng t he backup i nage. ..
I NFO Applying logs to the backup snapshot. ..
I NFO Restoring the backup...
I NFO Restoring O/M keystores and certificates
I NFO. Success - Done!
I NFO Log of operations perforned is avail able at:
/ u01/ app/ or acl e/ nysql / dbbackup/ Manual Backup-ti ne_stanp_| D/ Restore. | og

| MPORTANT:

As '‘root', please start the O/M Manager database and application using:
servi ce ovmm nysql start; service ovmm start; service ovntli start

Important

A The Rest or eDat abase script performs a version check to ensure that the
database version matches the version of the database from which the backup
was created. If there is a version mismatch, the script exits with a warning, as
this action may render Oracle VM Manager unusable.

It is possible to override this version check by using the - -

ski pver si onchecks option when invoking the script. This option should be
used with care as version mismatches may have undesirable consequences for
Oracle VM Manager.

For example, database backups from an earlier 3.4.x release cannot be used in
an Oracle VM Manager deployment at release 3.4.5 or later, due to database
schema changes.

4. Restart the database and Oracle VM Manager, and the Oracle VM Manager Command Line Interface.
On Oracle Linux:

# [ sbin/service ovimm nysqgl start
# [ sbin/service ovimm start
# [ sbin/service ovntli start

5. Because the certificates required to authenticate various components, such as the Oracle VM Manager
Web Interface and Oracle VM Manager Command Line Interface, are regenerated during the new
installation and the mappings for these are overwritten by the database restore, it is necessary to
reconfigure the certificates used to authenticate these components.

Run the following script to reconfigure the Oracle WebLogic Server:

# export MN HOVE=/ u01/ app/ or acl e/ M dd| ewar e
# [/ u01/ app/ or acl e/ ovm manager - 3/ ovm upgr ade/ bi n/ ovirkeyt ool . sh set upWebLogi c
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For more information on the ovnkeyt ool . sh script, see Section 2.2.1, “Oracle VM Key Tool”.

If you moved Oracle VM Manager to a new host, you must generate a new SSL key as follows:

# [/ u01/ app/ or acl e/ ovm manager - 3/ ovm upgr ade/ bi n/ ovikeyt ool . sh genssl key

For more information on generating a new SSL key, see Section 2.2.5, “Generating a New SSL Key”.

Restart Oracle VM Manager and then run the client certificate configuration script, as follows:

# /sbin/service ovmm restart
# [ u01/ app/ or acl e/ ovm manager - 3/ bi n/ configure_client_cert_|ogin.sh /path/tol/cacert

Where / pat h/ t o/ cacert is the absolute path to the CA certificate. You must provide the path to
the CA certificate if you used a CA other than the default Oracle VM Manager CA to sign the SSL
certificate.

The script requires that Oracle VM Manager is running, and prompts you for the administrator
username and password that should be used to access Oracle VM Manager. The script makes
changes that may require Oracle VM Manager to be restarted:

# [ sbin/service ovimm restart

Within Oracle VM Manager go to the Servers and VMs tab and perform a Refresh All on your existing

12.1.5 Restoring Oracle VM Manager If You Have No Database Backup

Important

A The instructions provided here should be used as a last resort. You really must

ensure that your backup strategy is adequate and that the database backups are
available on storage that is suitable for this purpose. Typically, these backups
should be stored on some form of network attached storage, preferably with a RAID
that provides some form of mirroring. To change the backup path to a suitable
location, see Section 12.1.2, “Backing up the MySQL Database Repository”.

If you have reinstalled Oracle VM Manager from scratch, using the runi nstal l er. sh --uui d uuid
command and have provided the UUID from the previous manager installation, but you do not have a
database backup, a certain level of recovery is possible based on the information stored on the Oracle VM
Servers and in your attached storage. It is important that you follow a set order of actions to ensure that the
server pools that your Oracle VM Servers are members of are able to be properly recovered. These steps
are outlined as follows:

1.

2.

Discover one Oracle VM Server from each server pool.

Discover the storage that contains the server pool file system. Present it to the newly discovered Oracle
VM Server. Refresh the storage.

Refresh the file system or physical disks that contain the server pool file system.

Refresh the file systems or physical disks that contain the repositories used by server pool. If you get
an error, when refreshing a physical disk, similar to the following:

OVMAPI _7281E Cannot perform operation on file system..

then take ownership of the repositories and try to perform the physical disk refresh again.
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5. Present the repositories to the Oracle VM Server.
6. Refresh the repositories.
7. Discover the remaining Oracle VM Servers in the server pool.

8. Refresh all Oracle VM Servers in the server pool to discover the virtual machines.

12.1.6 Oracle WebLogic Server Backup and Restore

In general, it is not necessary to perform a separate backup of the Oracle WebLogic Server component
used by Oracle VM Manager, however in the instance that you have created separate Oracle WebLogic
Server users to facilitate a number of different login credentials that can be used to access Oracle VM
Manager you may need to perform your own backup of the Oracle WebLogic Server LDAP directory used
for authentication. This is particularly important if you intend to upgrade Oracle VM Manager, as there is
a possibility that any user credentials that have been manually configured within Oracle WebLogic Server
may be lost during an update process.

Full documentation describing the Oracle WebLogic Server LDAP backup process and how to configure
Oracle WebLogic Server LDAP backups can be found at:

http://docs.oracle.com/middleware/1221/wls/START failures.htm#START162
In the Oracle VM context, LDAP data for Oracle WebLogic Server is stored in:
/ u01/ app/ or acl e/ ovm manager - 3/ domai ns/ ovm donai n/ server s/ Adm nServer/ dat a/ | dap

Based on the information provided in the Oracle WebLogic Server documentation, you can perform a full
backup of this directory on your own schedule, or you can rely on Oracle WebLogic Server's automated
backups located in:

/u01/ app/ or acl e/ ovm manager - 3/ donai ns/ ovm domai n/ server s/ Adm nSer ver/ dat a/ | dap/
backup

If you choose to use the Oracle WebLogic Server backup service, you can change default backup
parameters. See the Configure backups for embedded LDAP servers topic in the Oracle WebLogic Server
online help.

12.2 Backing up Virtual Machines

some of them and the pros and cons for each.

One of the main points that should be considered when backing up a virtual machine, is whether you

can shut down the virtual machine during the back up. Backing up a running virtual machine allows the
machine to be available for use, but does not allow for a back up that is consistent or easy to restore.
Creating a back up of a running virtual machine is similar to taking a back up of a running database without
putting the tablespaces in back up or read-only mode. The first couple of blocks you back up from a the
virtual machine are likely to be out of sync with the last blocks of your back up. If and when you try to
restore a back up taken from a running virtual machine, you may not be able to rebuild the machine due to
disk errors.

You can install back up software in the virtual machine, for example Oracle Secure Backup. This allows
you to safely back up a running virtual machine. The ease by which you can restore the virtual machine
from the back up depends on the software used.
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The following table discusses some virtual machine back up options, with some high level benefits and
disadvantages of each method. This is not an exhaustive list of all the options that may be available.

Table 12.1 Virtual Machine Backup Options

Backup Option

Benefits

Disadvantages

Install back up software in the virtual machine and
back up to an external source.

Virtual machine can be
running.

Fine grained control of
files backed up.

Create a back up of the virtual machine from the
storage repository (see Clone a Virtual Machine or
Template section in the User Guide ).

Consistent virtual disk
status.

Virtual machine must be
stopped.

Create a cold clone of the (stopped) virtual machine
(see the Clone a Virtual Machine or Template
section in the User Guide, then back up the clone
from the storage repository (see the Repositories

Perspective section in the User Guide ).

Consistent virtual disk
status.

Virtual machine must be
stopped.

Create a hot clone of the (running) virtual machine
(see the Clone a Virtual Machine or Template
section in the User Guide, then back up the clone
from the storage repository (see the Repositories
Perspective section in the User Guide).

Virtual machine can be
running.

Inconsistent virtual disk
status. Virtual disks may
need to be recovered
using a disk repair utility.

May cause data loss or
corruption.

Only available on
OCFS2-based file

systems (iISCSI or fibre
channel-based storage).

Should not be used for
virtual machines running
an Oracle Database
(instead use the rman
utility or similar).

Create a back up of the entire storage repository
(see the Repositories Perspective section in the
User Guide).

Back up all virtual
machines at once.

Consistent virtual disk
status.

Virtual machines must be
stopped.

The two recommended strategies for backing up a virtual machine are to:

» Shut down the virtual machine and create a cold clone, then back up the clone files from the storage

repository.

» Shut down the virtual machine and back up the virtual machine files from the storage repository.

the virtual machine, import the virtual machine into the storage repository (see the Import Virtual Machine

section of the Server Pools Folder in the User Guide).
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Chapter 13 Troubleshooting Oracle VM

This chapter describes how to troubleshoot common issues with Oracle VM.
For more information and support, see the following Oracle sites:
» My Oracle Support, http://support.oracle.com

» Oracle Virtualization Community, https://community.oracle.com/community/groundbreakers/server_
%?26_storage_systems/virtualization

» For additional information on best practices regarding Oracle VM deployments, contact Oracle Support
and refer to Document ID 1940756.1.

13.1 Capturing Diagnostic Information for Oracle VM

Oracle Support Services provide a script, vnpi nf 03. sh, to collect diagnostic information from your Oracle
VM environment for troubleshooting purposes. This script is installed with Oracle VM Manager in the
following location:

[/ u01/ app/ or acl e/ ovm nmanager - 3/ ovm t ool s/ support/ vnpi nf 03. sh

Syntax

./ vrpi nf03.sh {--username=adnmin}[listservers | servers=serverl, server2, server3]

Options

Option Description

{--usernane=adm n} Specifies the user that runs the script. You should not specify a user other than
the default Oracle VM Manager user, adm n.

[l'istservers] Lists all servers for which the script can collect diagnostic information. If you
specify this option, the script displays the list of servers that the Oracle VM
Manager owns and then exits. You must then run the script again to collect
diagnostic information.

[ Specifies at least one instance of Oracle VM Server for which you want to
servers=server _|ist collect diagnostic information. Use this option to exclude servers in your
] environment or limit the diagnostic collection to certain servers only.

Separate multiple server names with a comma.

Tip

@ It can take the script several minutes to collect
diagnostic information across your Oracle VM
environment. To save time, specify this option to include
only the instances of Oracle VM Server for which issues
might exist, especially if you have a large number of
Oracle VM Server deployments.

Examples

To collect diagnostic information for your Oracle VM environment, including Oracle VM Manager and all of
the owned Oracle VM Servers in the model, run:
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Output

Output

# ./ vnpi nf03. sh --username=adni n

To list the servers for which you can collect diagnostic information, run:

# ./vnpi nf 03. sh --usernane=adnmin |istservers

To collect diagnostic information for specific servers only, run:

# ./ vnpi nf 03. sh --usernane=adni n servers=nyserver 1. exanpl e. com nyserver 2. exanpl e. com

The script creates a tarball in the / t np directory that contains log files, sosreports, and other diagnostic
information such as details about the Oracle VM model.

When the script completes successfully, it displays the filename of the tarball, as in the following example:

Pl ease send /tnp/vnpi nfo3-3.x.y.z-tine_stanp.tar.gz to Oracle OVM support

13.2 Troubleshooting Oracle VM Server

how to resolve them.

If you need to contact Oracle Support Services, you will be asked to supply the log files mentioned in this
section. You may also be required to provide the exact version of each Oracle VM component. To find the

Guide .

13.2.1 Oracle VM Server Debugging Tools

If virtual machine creation fails, check the Oracle VM Server log files and use the command-line tools
to help you find the cause of a problem. There are a number of useful command-line tools, important
directories, and log files that you should check when troubleshooting problems with Oracle VM Server. This

section discusses these tools and log files.

13.2.1.1 Oracle VM Server Directories

The important Oracle VM Server directories you should check when troubleshooting problems with Oracle
VM Server are listed in Table 13.1, “Oracle VM Server directories”.

Table 13.1 Oracle VM Server directories

Directory Purpose

[ etc/ xen Contains Oracle VM Server configuration files for the Oracle VM Server
daemon and virtualized guests.

[ etcl/ xen/scripts Contains networking related scripts.

/var/l og Contains the following files: .

* ovs-agent. | og, log file for the Oracle VM Agent.

e ovmaat ch. | og, logs virtual machine life cycle events.
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Directory Purpose
* ovm consol ed. | og, logs remote VNC console access, and all

communication with Oracle VM Manager.

* nmessages*, logs all Oracle VM Server messages.

/var/| og/ xen Contains Oracle VM Server log files.

13.2.1.2 Oracle VM Server Log Files

The Oracle VM Serverlog files you should check when troubleshooting problems with Oracle VM Server
are listed in the following table:

Table 13.2 Oracle VM Server log files

Log File Directory Description

xend. | og /var /| og/ xen/ Contains a log of all the actions of the Oracle VM Server
daemon. Actions are normal or error conditions. This log
contains the same information as output using the xm | og

command.

xend- debug. |1 og |/var/l og/ xen/ Contains more detailed logs of the actions of the Oracle VM

Server daemon.

xen- hot pl ug. | og|/ var /| og/ xen/ Contains a log of hotplug events. Hotplug events are logged
if a device or network script does not start up or become

available.

gemu-dm pid. | og|/var/log/xen/ |Contains a log for each hardware virtualized

is created by the quemu-dm process. Use the ps command
to find the pid (process identifier) and replace this in the file

name.
ovs-agent.log |/var/l og/ Contains a log for Oracle VM Agent.

osc. | og /var /| og/ Contains a log for Oracle VM Storage Connect plug-ins.
ovm /var /| og/ Contains a log for the Oracle VM virtual machine console.
consol ed. | og

ovimaat ch. | og /var/1 og/ Contains a log for the Oracle VM watch daemon.

13.2.1.3 Oracle VM Server Command Line Tools

The following table lists command line tools you can use when troubleshooting problems with Oracle VM
Server:

Note
@ These command line tools are included as part of the Xen environment. You should
refer to the appropriate Xen documentation for more information on using them.

Table 13.3 Oracle VM Server command line tools

Command Line Tool

Description

xent op Displays real-time information about Oracle VM Server and domains.
xm dnesg Displays log information on the hypervisor.
xm | og Displays log information of the Oracle VM Server daemon.
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13.2.2 Using DHCP on Oracle VM Servers

It is recommended that you install Oracle VM Server on a computer with a static IP address. If you use
DHCP to manage the IP address space in your environment, the DHCP server should be configured to
map the server interface MAC addresses to specific IP assignments. This makes sure your host always
receives the same IP address. The behavior of the Oracle VM Server host is undefined if used in an
environment where your IP address may change due to DHCP lease expiry.

13.2.3 Cannot Use Certain Key Combinations When Connecting to DomO
Console

Some server models and some client terminals are not ideally compatible with regard to special key
combinations. For instance, on some HP servers, such as the HP DL380G4 (BIOS P51) server, the Alt-F2
key combination required to toggle to the login screen does not work for all terminal clients. Some terminal
clients provide alternate key mappings, so it is worth checking the documentation of your selected terminal
client to determine whether an alternative mapping is available.

If you are using the Windows PuTTY SSH client, you can press Alt + the right arrow key and Alt + the left
arrow key to toggle the login screen, instead of the printed Alt-F2.

13.2.4 Storage Array LUN Remapping on Oracle VM Servers

Storage array LUN remapping is not supported by Oracle VM Servers. An Oracle VM Server must maintain
the connections to a storage array's logical drive using the same LUN IDs. If a LUN is remapped, the
following error may be printed in the Oracle VM Server's messages log:

War ni ng! Received an indication that the LUN assignnents on this target have changed
The Linux SCSI |ayer does not automatically remap LUN assi gnments

To work around this issue:
» For Fibre Channel storage, reboot the Oracle VM Server. The new storage array LUN IDs are used.

» ForiSCSI storage, restart the iscsi daemon on the Oracle VM Server to delete and restore all iISCSI
target connections, for example:

# service iscsi restart

Alternatively, on the Oracle VM Server, log out and log in again to the target for which the LUN IDs have
changed, for example:

# iscsiadm --node node --|ogout ip_address iqn.xyz:1535. uuid
# iscsiadm --node node --login ip_address iqn.xyz: 1535. uui d

13.2.5 Tuning ISCSI Settings on Oracle VM Servers

In some cases, it is possible to run into limitations or bugs within a particular ISCSI implementation that
may require you to tune your ISCSI settings for storage initiators on each of your Oracle VM Servers.

Typically this is required when you experience an 10 lock on a LUN and an unexpected change in the
kernel workload on the Oracle VM Server. You may also notice a dramatic increase in network traffic
between the Oracle VM Server and the storage array. This particular case has been noted to occur on
some ZFS appliances running Oracle Solaris 11 and is related to the Sun iISCSI COMSTAR port provider.
The problem can usually be resolved by updating package versions, however if this is not an option you
may tune your ISCSI settings on each Oracle VM Server that communicates with a SUN.COMSTAR target
to enable flow control.
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To tune ISCSI, on each Oracle VM Server, perform the following steps:

Open/etc/iscsi/iscsid.conf inatexteditor.
Locate the section titled i SCSI setti ngs.

Change the value of the entry node. sessi on. i scsi. |l nitial R2T to yes, and the value of the entry
node. sessi on. i scsi . | medi at eDat a to no.

Save the file.

Restart the ISCSI daemon by issuing the following command:

# service iscsid restart

configuration of Oracle VM Server settings is not generally advisable, as changes

Note
@ The preferred resolution to this issue is to update your software. Manual
may be lost during future updates.

13.2.6 Troubleshooting Clustered Server Pools Oracle VM Server for x86

There are some situations where removing an Oracle VM Server from a server pool may generate an error.
Typical examples include the situation where an OCFS2-based repository is still presented to the Oracle
VM Server at the time that you attempt to remove it from the server pool, or if the Oracle VM Server has
lost access to the server pool file system or the heartbeat function is failing for that Oracle VM Server. The
following list describes steps that can be taken to handle these situations.

Make sure that there are no repositories presented to the server when you attempt to remove it from the
server pool. If this is the cause of the problem, the error that is displayed usually indicates that there are
still OCFS2 file systems present. See the Repositories Perspective section in the Oracle VM Manager
Online Help for more information.

If a pool file system is causing the remove operation to fail, other processes might be working on the
pool file system during the unmount. Try removing the Oracle VM Server at a later time.

In a case where you try to remove a server from a clustered server pool on a newly installed instance of
Oracle VM Manager, it is possible that the file server has not been refreshed since the server pool was
discovered in your environment. Try refreshing all storage and all file systems on your storage before
attempting to remove the Oracle VM Server.

In the situation where the Oracle VM Server cannot be removed from the server pool because the server
has lost network connectivity with the rest of the server pool, or the storage where the server pool file
system is located, a critical event is usually generated for the server in question. Try acknowledging

any critical events that have been generated for the Oracle VM Server in question. See the Events
Perspective section in the Oracle VM Manager Online Help for more information. Once these events
have been acknowledged you can try to remove the server from the server pool again. In most cases,
the removal of the server from the server pool succeeds after critical events have been acknowledged,
although some warnings may be generated during the removal process. Once the server has been
removed from the server pool, you should resolve any networking or storage access issues that the
server may be experiencing.

If the server is still experiencing trouble accessing storage and all critical events have been
acknowledged and you are still unable to remove it from the server pool, try to reboot the server to allow
it to rejoin the cluster properly before attempting to remove it again.
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« If the server pool file system has become corrupt for some reason, or a server still contains remnants
of an old stale cluster, it may be necessary to completely erase the server pool and reconstruct it from
scratch. This usually involves performing a series of manual steps on each Oracle VM Server in the
cluster and should be attempted with the assistance of Oracle Support.

13.2.7 Allocating Memory for Multiple Infiniband HCASs

Out of memory errors can occur when using multiple Infiniband host channel adapters (HCA) with the
PCle Scalable Interface (psif) driver for paravirtualized environments on Oracle VM Server. These out of
memory errors occur because the psif driver requires a minimum 30 MB of memory for the driver itself in
addition to 50 MB of memory for each interface instance. The default memory allocation for dom0 does not
provide enough memory to support multiple interfaces.

To resolve the out of memory errors, you should increase the dom0O memory allocation for Oracle VM
Server. See Section 1.6, “Changing the Memory Size of the Management Domain”.

The following is an example of an out of memory error that is written to / var / | og/ nessages:

tine_stanp hostnane kernel: [ 1465.466059] Qut of menory: Kill process
8106 (python) score 0 or sacrifice child
Connection to hostnanme closed.|l: [ 1465.466089] Killed process 8467

(ovs-agent) total -vm 108488kB, anon-rss: 12kB, fil e-rss:2064kB

13.2.8 Resolving Issue Where NIC Fails to Get IP Address if Configured for

DHCP

In some cases, when you configure a network interface for Oracle VM Server to retrieve IP addresses via
DHCP, and then bring up that interface, it cannot retrieve an IP address and the following error occurs:

Determining IP information for interface_nane...
failed; no link present. Check cabl e?

This issue can be caused when the time it takes the network interface to come up is greater than the time
set for the LI NKDELAY environment variable.

To resolve this issue, set the value of the LI NKDELAY to a value of 10 or higher in the / et ¢/ sysconfi g/
net wor k- scri pts/ifcfg-eth* file, as in the following example:

DEVI CE=et h3
BOOTPROTO=dhcp

HWADDR=00: 00: 00: 00: 00: 00
ONBOOT=yes

LI NKDELAY=10

13.3 Troubleshooting Oracle VM Manager

how to resolve them.

13.3.1 Oracle VM Manager Log Files

Oracle VM Manager error messages are displayed in the user interface, in the Jobs tab, in the object's
Events list and are also available in log files. Log files are stored in the following directory on the Oracle

VM Manager host computer:
/ u01/ app/ or acl e/ ovm manager - 3/ domai ns/ ovm donai n/ server s/ Adm nServer/ | ogs

Oracle VM Manager that you can use for troubleshooting are as follows:
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Log file Description
access. | og Tracks HTTP access to the Web interface of the Oracle VM Manager and to

to track access and HTTP operations within Oracle VM Manager to help debug
access issues and to audit access to the Oracle VM Manager.

Admi nServer. | og Tracks events within the underlying Oracle WebLogic Server framework,
including events triggered by Oracle VM Manager. This log can be used
to track a variety of issues within Oracle VM Manager including TLS/SSL
certificate issues, server availability issues, and any actions performed within
Oracle VM Manager which are usually identifiable by searching for items
containing the string com or acl e. ovm ngr . Log in failures resulting from
locked accounts (as opposed to incorrect credentials) are also in this file.

Adni nSer ver - Tracks exceptions within the underlying Oracle WebLogic Server framework,

di agnostic. | og including particular events triggered by Oracle VM Manager such as log in
failures due to incorrect credentials. This log can be used to track Oracle VM
Manager behavior that results in an exception or for log in failure, which can be
tracked by searching for the string An i ncorrect usernane or password
was specified.

Because log file format is determined by Oracle WebLogic Server, many of these files may be difficult to
read. A log parsing tool is included with Oracle VM Manager to help extract useful information from the
actual log files. The log parsing tool is named OvniogTool . py and is located at:

/ u01/ app/ or acl e/ ovm manager - 3/ ovm t ool s/ bi n

OvniogTool . py can do the following things:

« Convert and combine all the AdminServer log files into one easier-to-read file.
» Create a filtered summary log file that only lists errors.

 Tail the AdminServer log, applying the filtering on the fly.

Usually analysis of the logs starts by generating an error summary log. The summary file can act as an
index into the filtered file to investigate and analyze errors, providing you with time stamps an a shortened
summary of each error that may need further investigation. To generate a summary log file, do the
following:

# python OvmlLogTool . py -s -0 sumary

processing input file: /u0l/app/oracl e/ ovm manager - 3/ domai ns/ ovm domnai n/ server s/
Admi nServer /| ogs/ Adm nServer . | 0og00001

processing input file: /u0l/app/oracl e/ ovm nmanager - 3/ domai ns/ ovm donai n/ server s/
Admi nSer ver /| ogs/ Adm nServer. | og

This generates a file named sumar y in the local directory. You can use this to look for errors that
occurred within Oracle VM Manager.

To get a full log of all events and errors within Oracle VM Manager you can do the following:

# python OvnmlLogTool .py -o filteredl og

processing input file: /u0l/app/oracl e/ ovm nmanager - 3/ domai ns/ ovm domnai n/ server s/
Admi nServer/ | ogs/ Adm nServer . | 0og00001

processing input file: /u0l/app/oracl e/ ovm nmanager - 3/ domai ns/ ovm domnai n/ server s/
Admi nServer /| ogs/ Adm nServer. | og

This generates a file named fi | t er edl og in the local directory. You can use this to look for all events
that occurred within Oracle VM Manager.
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Finally, you can use OvniogTool . py to filter results on the fly while tailing the log:

# python OvmLogTool . py -t
tailing log file: /uOl/app/oracl e/ ovm manager - 3/ domai ns/ ovm donai n/ servers/
Admi nServer /| ogs/ Adm nServer. | og

Use Ctrl+C to exit the program when you have finished tailing the log file.

13.3.2 Oracle VM Manager Web Interface Database Synchronization

The Oracle VM Manager Web Interface and the Oracle VM Manager Command Line Interface both use a
representation of the Oracle VM data model to to more quickly retrieve data objects, which optimizes the
performance of Oracle VM Manager. The representation of the data model is saved to a separate database
to the primary Oracle VM Manager database. This separate database relies on events from Oracle VM
Manager to stay synchronized with the actual data model.

It is possible, in specific cases, for the representation of the data model to become out of sync with the
actual data model. As a result, some objects in the Oracle VM Manager Web Interface do not reflect

the actual environment. A typical scenario where this may happen is during a virtual machine clone
operation that fails. During this process, the virtual machine is actually created within the data model and
the database used by the user interface layer. If a part of the whole operation fails, Oracle VM Manager
attempts to clean up and roll back, resulting in the virtual machine being removed from the data model.
However, in this case, an event is not generated to notify that the clean up has succeeded, and the virtual
machine information remains in the user interface database. The result is that the cloned virtual machine is
still shown in the Oracle VM Manager Web Interface and the Oracle VM Manager Command Line Interface
even though it does not actually exist in the environment.

The user interface database is not resynchronized automatically when the service is restarted, as this can
take a long time for large environments. To force database resynchronization, you must create a file on
the Oracle VM Manager host before restarting the service. The following instructions explain how to force
resynchronization.

Steps to resynchronize the Oracle VM Manager Web Interface database
* You must access the shell of the Oracle VM Manager host, either directly or over SSH.
» Change user to the 'oracle’ user, using su.
# su - oracle
e Touch afile called / t np/ . resyncUl as the oracle user.
$ touch /tnp/.resyncUl

If you are unable to do this as the oracle user, then touch the file as any other user but ensure that its
permissions are such that any other user can delete the file:

# touch /tnp/.resyncU
# chnod 666 /tnp/.resyncU

» Restart the Oracle VM Manager service as root:
# service ovmm restart

13.3.3 Increasing the Memory Allocated to Oracle WebLogic Server

In environments that host thousands of virtual machines and where large data sets exist, performance
issues can occur with Oracle VM Manager, such as garbage collection taking a long time or out of memory
conditions arise. Likewise, Oracle VM Manager can generally be slow to respond and a significant
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performance degradation occurs. To resolve these performance issues, you can increase the amount of
memory that is allocated to Oracle WebLogic Server.

available to the host server. As a guideline, you should leave at least 2GB available

Note
@ You should not increase the memory allocation to the maximum limit that is
memory for the host operating system and other services.

To increase the memory allocated to Oracle WebLogic Server, do the following:

1. Start an ssh session to the Oracle VM Manager host computer as the root user.

2. Open the following file for editing: / et ¢/ sysconfi g/ ovhm

3. Specify the amount of memory allocated to Oracle WebLogic Server as the value for the
JVM_MEMORY_MVAX property.

Note
@ The default is JVM VEMORY _MAX=4096m

4. Save and close / et ¢/ sysconfi g/ oviim

5. Restart the Oracle VM Manager service.

# service ovmmrestart

13.3.4 No File Systems Found When Searching a Storage Server

On storage servers that have a very large number of file systems available, the Ul may time out while
refreshing the list of available file systems, resultingina No Fil e Systens Avail abl e message. This
usually means that the time out value is set too low for the number of file systems that the Ul needs to
refresh. To resolve this, change the settings for the Refresh Timeout Value in the Preferences Pane on
the Tools and Resources tab in the Oracle VM Manager Web Interface to increase the timeout value.

See the Preferences section in the Oracle VM Manager Online Help for more information on Oracle VM
Manager Ul preferences.

13.3.5 Cannot Discover Servers to Oracle VM Manager Due To Time
Differences

Oracle VM Manager uses certificate-based authentication to maintain secure communication with the
Oracle VM Agent that runs on each Oracle VM Server instance. This means that the system time on

each Oracle VM Server must be within the bounds of the certificate valid from and valid to timestamps, or
certificate validity is challenged and Oracle VM Manager is unable to authenticate to the Oracle VM Agent.

In most instances, this is not a problem, since servers are automatically configured to use the Oracle

VM Manager as an NTP server as soon as ownership is taken. However, during server discovery the
Oracle VM Manager uses a password to perform its initial authentication against a server and to provide its
certificate for ongoing communication. During this phase of discovery, a check is performed to ensure that
the system time on the Oracle VM Server is within the bounds required for certificate authentication to take
place. If this is not the case, discovery fails and an error message is returned:

OVMAPI _4024E: Cannot take ownership of server nyserver5.virtlab.info because the date
and time on the server are outside the valid range for the manager's SSL certificate.
The certificate is valid from 10/24/13 7:37 PMto 10/25/23 7:37 PM but server's tinmestanp
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is 9/28/13 8:14 PM Pl ease verify the server's NIP and time settings.

In this situation, it is necessary that you access the affected Oracle VM Server directly and update its
system time manually before attempting to rediscover the server using Oracle VM Manager. Once Oracle
VM Manager has completed discovery and is able to take ownership of the server, its NTP configuration is
updated automatically and it remains synchronized with the Oracle VM Manager host.

13.3.6 Cannot Create a Clustered Server Pool on a Disk that already has an
OCFS2 File System

If you attempt to create a clustered server pool using a disk located on a storage device that already
contains an OCFS2 file system, the Oracle VM Agent on the server detects the file system and refuses to
overwrite it. This is normal behavior and protects you from accidentally setting up two OCFS2 file systems
with matching UUIDs on the same disk, leading to instability and unexpected behavior.

If you are certain that the existing OCFS2 file system that is already present on the disk is no longer in use
by any other server pool or repository, you can clean the disk by connecting to the Oracle VM Server and
issuing the following command:

dd i f=/dev/zero of =/ dev/ mapper/ 360a98000433468704234786f 36394763 bs=1M count =256

Replace / dev/ napper/ 360a98000433468704234786f 36394763 with the correct path to the disk
device where you are creating the new server pool cluster.

name and that the OCFS2 file system that you are deleting is no longer in use.
It is advisable to make backups of any data that exists on the disk that you are
editing before proceeding. This operation should be performed by a skilled systems

Warning
O Using dd is data destructive. Make sure you are certain about the disk device
administrator.

13.3.7 Cannot Create a Repository on a Device that has Partitions

A repository cannot be hosted on a physical disk that has pre-existing partitions. If you attempt to create a
repository on a disk that already has a partition, an error is generated notifying you that the backing device
is not allowed to contain partitions. If you are intent on creating a repository on the selected disk, you must
delete any pre-existing partitions. This may require you to directly access the Oracle VM Server where the
disk is mounted and to manually remove the partition objects on the disk using the f di sk command. For
example:

# fdi sk /dev/sdb

WARNI NG DOS-conpati bl e node is deprecated. It's strongly recomended to
switch off the node (conmand 'c') and change display units to
sectors (command 'u').

Command (m for help): p

Di sk /dev/sdb: 500.1 GB, 500107862016 bytes

255 heads, 63 sectors/track, 60801 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/O size (mnimunmoptimal): 512 bytes / 512 bytes

Di sk identifier: 0x0001e791

Devi ce Boot Start End Bl ocks Id System
/ dev/ sdb1 1 6528 52428800 83 Linux
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Command (m for help): d
Partition nunmber (1): 1

Command (m for help): w

name and partitions that you are deleting. It is advisable to make backups of any
data that exists on the disk that you are editing before proceeding. This operation

Warning
O Using f di sk is data destructive. Make sure you are certain about the disk device
should be performed by a skilled systems administrator.

Usually, restarting the affected Oracle VM Server after performing these operations is advisable. In the
case of an iSCSI disk, connections to targets need to be re-initiated. In all cases, the storage needs to be
refreshed. Simply restarting the Oracle VM Server ensures that all necessary actions are performed.

Once the Oracle VM Server has restarted, you may attempt to recreate the repository.

13.3.8 Removing Oracle VM Template Configuration Packages on Oracle
Linux 5 Hosts

If you are running Oracle VM Manager on an Oracle Linux 5 host, removing all ovn t enpl at e-confi g
related RPM packages in a single command results in an error and some packages are not successfully
removed.

To resolve this, you must use two yum erase operations and ensure that ovm t enpl at e- confi g is
removed last, as follows:

#yum er ase ovmtenpl at e-confi g- aut henti cati on \
ovmtenpl ate-config-datetinme \
ovmtenpl ate-config-firewal | \
ovm t enpl at e- confi g- net wor k \
ovm t enpl at e- confi g-sel i nux \
ovm t enpl at e- confi g-ssh \
ovm t enpl at e- confi g- system \
ovm t enpl at e- confi g- user

#yum erase ovnd |i bovnapi xenstoreprovider ovmtenpl ate-config

13.3.9 Unable to Manage Oracle VM Server for x86 at Release 3.2.10 or 3.2.11,
and Oracle VM Agent for SPARC at Release 3.3.1

As of Oracle VM Release 3.4.5, Oracle VM Manager uses the TLS version 1.2 (TLSv1.2) protocol for all
connections for security reasons. As a result, management of Oracle VM Server for x86 at Release 3.2.10
or 3.2.11, and Oracle VM Agent for SPARC at Release 3.3.1, is not possible by default. As a workaround,
you must enable the TLSv1 protocol, which is less secure.

For instructions on how to do this, see Enabling the TLS Version 1 Protocol in the Oracle VM Installation
and Upgrade Guide .

13.4 Troubleshooting Virtual Machines

13.4.1 Setting the Guest's Clock
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Wallclock Time Skew Problems

PVM guests may perform their own system clock management, for example, using the NTPD (Network

xen. i ndependent _wal | cl ock parameterto 1 inthe/etc/ sysctl| . conf file. For example:

"xen. i ndependent _wal | cl ock = 1"

If you want to set the hypervisor to manage paravirtualized guest system clocks, set
xen. i ndependent _wal | cl ock to 0. Any attempts to set or modify the time in a guest will fail.

You can temporarily override the setting in the / pr oc file. For example:

"echo 1 > /proc/sys/xen/independent_wal | cl ock"

Note
S This setting does not apply to hardware virtualized guests.

13.4.2 Wallclock Time Skew Problems

Additional parameters may be needed in the boot loader (gr ub. conf ) configuration file for certain
operating system variants after the guest is installed. Specifically, for optimal clock accuracy, Linux guest
boot parameters should be specified to ensure that the pit clock source is utilized. Adding cl ock=pi t
nohpet nopnti nmer for most guest will result in the selection of pit as the clock source for the guest.
Published templates for Oracle VM include these additional parameters.

Proper maintenance of virtual time can be tricky. The various parameters provide tuning for virtual time
management and supplement, but do not replace, the need for an ntp time service running within guest.
Ensure that the nt pd service is running and that the / et ¢/ nt p. conf configuration file is pointing to valid
time servers.

13.4.3 Mouse Pointer Tracking Problems

If your mouse pointer fails to track your cursor in a VNC Viewer session in a hardware virtualized guest,
add the following to the Oracle VM Server configuration file located at / et ¢/ xen/ xend- confi g. sxp to
force the device model to use absolute (tablet) coordinates:

usbdevi ce='t abl et

Restart the Oracle VM Server for the changes to take effect. You may need to do this for each Oracle VM
Server in the server pool.

13.4.4 Cloning Virtual Machine from Oracle VM 2.x Template Stuck in Pending

When creating a virtual machine from an Oracle VM 2.x template, the clone job fails with the error:

OVMAPI _9039E Cannot pl ace clone VM tenplate_nane.tgz, in Server Pool: server-pool -uuid.
That server pool has no servers that can run the VM

This is caused by a network configuration inconsistency withthe vi f = [ ' bri dge=xenbr0'] entry in
the virtual machine's configuration file.

valid networks which have the Virtual Machine role. Start the clone job again and the virtual machine clone
is created. Alternatively, remove any existing networks in the template, restart the clone job, and add in any
networks after the clone job is complete.
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13.4.5 Hardware Virtualized Guest Stops

example from 512 MB to 768 MB. See Section 1.6, “Changing the Memory Size of the Management
Domain” for information on changing the dom0 memory allocation.

13.4.6 Migrating Virtual Machines

You cannot migrate virtual machines on computers with hardware that is not identical. To migrate virtual

machines, you must have hardware that is the same make and model and the CPU must be in the same
CPU family.

Virtual machines can be live migrated between instances of Oracle VM Server that are at the same release
or later. For virtual machines running on an x86 platform, a rule exception is generated if you attempt to
live migrate a virtual machine to an Oracle VM Server with an earlier release than the Oracle VM Server
where the virtual machine is running.

13.4.7 Recovering From A Failed Local Virtual Machine Migration

In the event where a virtual machine hosted on a local repository is live migrated and the migration source,
or target, Oracle VM Server becomes unavailable during the migration, Oracle VM Manager attempts to
perform a rollback of the operation. This rollback process brings the original version of the virtual machine
back online on the source Oracle VM Server and then performs a cleanup operation on the target Oracle
VM Server when it becomes available again. This cleanup process involves killing the paused virtual
machine that may have been copied to the target Oracle VM Server and then cleaning the target repository
of virtual disks, virtual machine configurations and temporary files. Finally a repository refresh is performed
on the repository on the source server to ensure that everything is in order.

Before the cleanup operation is triggered, an event is created within Oracle VM Manager to indicate that
the migration job has failed or been aborted and to track the rollback process. When the event is generated
within Oracle VM Manager, it is set with a "WARNING' status. The rollback process is generated as a set
of up to three different jobs that are each given a timeout period of 15 minutes, and which are triggered to
attempt to run every 10 seconds. If these jobs succeed, Oracle VM Manager acknowledges the event. If
the jobs all timeout, Oracle VM Manager still acknowledges the event, but a second user-acknowledgeable
event is created with 'WARNING' status to indicate that the rollback failed. Depending on the cause of

the rollback failure, Oracle VM Manager might also create user-acknowledgeable events with 'CRITICAL'
status.

Because jobs are usually performed sequentially, it may take a total of 45 minutes before the entire
rollback process times out and the new event indicating rollback failure is generated. The rollback failure
event is also logged in the the log file / u0O1/ app/ or acl e/ ovm manager - 3/ domai ns/ ovm donai n/
servers/ Adm nServer /| ogs/ Adm nSer ver .| og on the Oracle VM Manager host.

The information in the rollback failure event contains the rollback plan that Oracle VM Manager
attempted to follow to cleanup a failed virtual machine migration. This event can be viewed using the

get Event sFor Obj ect command with the Oracle VM Manager Command Line Interface, by viewing the
events associated with the virtual machine within the Oracle VM Manager Web Interface or via the Oracle
VM Web Services API.

The following content represents the typical output displayed within the description field for a rollback
failure event:

Live VM Mgration Wth Storage, started at 2015-11-04 09: 51: 13, 205
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VM [ Vi rtual Machi neDbl npl ] 0004f b0000060000c71d489702c240b3<978> (My/VM

Source server: [ServerDblnpl] 30:30:38:37: 30: 32: 58: 4d: 51: 34: 35: 30: 30: 37: 4c: 52<386> (0vs216)
Target server: [ServerDblnpl] 30: 30:38: 37: 30: 32: 58: 4d: 51: 34: 35: 30: 30: 38: 58: 42<238> (o0vs215)

Source repository: [RepositoryDblnpl] 0004f bOO00030000c4f ca9a963e2706c<479> (r216)
Target repository: [RepositoryDblnmpl] 0004f b0000030000f 9bal3d5063e330a<382> (r215)

Source vDi sks to be m grated:
/ OVS/ Reposi t ori es/ 0004f b0000030000c4f ca9a963e2706¢c/ Vi rt ual Di sks/
0004f b000012000005213553a5bba24f . i ng

M gration job has failed or was aborted.
VM s server has been set back to: (ovs216)
Source vDi sk files have been retained.

Constructed the foll owi ng post-m gration conpletion plan at 2015-11-04 09: 51: 36, 686
VMto be killed on server: (ovs215)

To be deleted on target server (ovs215):
vDi sk: / OVS/ Repositories/0004f b0O000030000f 9bal3d5063e330a/ Vi rt ual Di sks/
0004f b000012000005213553a5bba24f . i ng
tnp file: /OVS/ Repositories/0004f b0000030000f 9bal3d5063e330a/ Vi rt ual Di sks/
t mp_dest . 0004f b000012000005213553a5bba24f . i ng

Also to be deleted on target server (ovs215):
cfg file: /OVS/ Repositories/0004f bO000030000f 9bal3d5063e330a/ Vi rt ual Machi nes/
0004f b0000060000c71d489702c240b3/ vim cf g
directory: /OVS/ Repositories/0004f b0O000030000f 9bal3d5063e330a/ Vi rt ual Machi nes/
0004f b0000060000c71d489702c240b3
tnp file: /OVS/ Repositories/0004f b0O0O0030000f 9bal3d5063e330a/ Vi rt ual Machi nes/
t mp_dest . 0004f b0000060000c71d489702c240b3

Source repository (r216) nust be refreshed.

Note that the description of the event provides detailed information about the migration process and
indicates that the migration job has failed. The message explains that the virtual machine is set back to
run on the source server and that the source virtual disks have been retained. This means that the virtual
machine may either be running or stopped on the source server, but from the perspective of Oracle VM
Manager, the location of the virtual machine has been reverted. Most significantly, the output contains a
'‘post-migration completion plan'. This plan provides a full breakdown of the steps that must be performed
to roll the environment back to its original state.

If an event like this appears for a failed migration of a locally hosted virtual machine, you must manually
perform the rollback steps on the target server when it next becomes available. It is very important that you
ensure that the rollback steps are performed on the systems indicated in the post-migration completion
plan. Performing any of these steps on another server could have detrimental effects and could result in
virtual machine corruption.

Kill the Virtual Machine on the Indicated Oracle VM Server

The first step in this plan involves killing the virtual machine on the indicated Oracle VM Server or servers.
Depending on the state of the migration at the time that the target Oracle VM Server became unavailable,
this may be require an action on either the target Oracle VM Server or both the target and source Oracle
VM Servers. In some cases you may not need to perform this action on either Oracle VM Server. The
appropriate action is logged in the event description.

During the migration, the virtual machine enters into a paused state as it is copied from the source Oracle
VM Server to the target Oracle VM Server. Once the copy is complete, the virtual machine on the target
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Oracle VM Server is not indicated within Oracle VM Manager in any way, as this would conflict with the
virtual machine with the identical UUID that is located on the original source Oracle VM Server. This
transition is performed within Oracle VM Manager when the migration is complete. As a result two virtual
machines with identical UUIDs may exist within the environment for the period of the migration. If the target
server goes offline at any point during the migration, it is frequently the case that at least one of these
virtual machines must be killed off to prevent conflict. Since the representation of the virtual machine within
Oracle VM Manager is not reliable until the rollback has been completed, it is necessary that you must
perform the kill operation directly on the indicated Oracle VM Server. This is usually done over SSH as the
root user, using the following command:

ovs-agent-rpc stop_vm*"''" "'0004f b0000060000c71d489702c240b3"' " " True"

Note that 0004f b0000060000¢c71d489702c240b3 should match the UUID of the virtual machine that
you were originally migrating. Also pay attention to the quotes in each of the arguments presented here.
The first argument for this command is empty, so a pair of single quotes are enclosed in a pair of double-
guotes. The second argument is the UUID of the virtual machine that you intend to kill and is represented
as enclosed in a pair of single quotes within a pair of double-quotes. Finally, the last argument is used to
force the action and contains the text True enclosed in a pair of double-quotes.

Note that you should use this command to stop the virtual machine because it helps to identify the correct
virtual machine domain to destroy, it maintains the integrity of your environment and logs any actions
carried out on the virtual machine. Do not attempt to use Xen hypervisor tools to perform any actions on
the virtual machine directly without explicit instruction from an Oracle Support representative.

Remove any Virtual Disks from the Repository on the Target Oracle VM Server

A live migration of a virtual machine that is hosted on local storage also requires that any virtual disks
are copied from the repository hosted on the source server across to the repository of the target server.
Therefore, it is necessary that you manually delete any of these files from the repository hosted on the
target Oracle VM Server to clean the environment. To do this, you must SSH to the target Oracle VM
Server and delete the files listed in the plan returned in the event description. For example:

rm-f /OVS/ Repositories/0004f b0O000030000f 9bal3d5063e330a/ Vi rt ual Di sks/
0004f b000012000005213553a5bba24f . i ngy

rm-f /OVS/ Repositories/0004f b0000030000f 9bal3d5063e330a/ Vi rt ual Di sks/
t mp_dest . 0004f b000012000005213553a5bba24f . i ng

Remove the Virtual Machine Configuration from the Repository on the Target Oracle VM
Server

The virtual machine configuration for the virtual machine is also copied from the repository hosted on the

source server across to the repository of the target server during the migration. Therefore, it is necessary
that you manually delete any of these files and directories from the repository hosted on the target Oracle
VM Server to clean the environment. To do this, you must SSH to the target Oracle VM Server and delete
the files listed in the plan returned in the event description. For example:

rm-f /OVS/ Repositories/0004f b0O000030000f 9bal3d5063e330a/ Vi rt ual Machi nes/
0004f b0000060000c71d489702c240b3/ vim cf g

rm-rf /OVS/ Repositories/0004f b0000030000f 9bal3d5063e330a/ Vi rt ual Machi nes/
0004f b0000060000c71d489702c240b3

rm-f /OVS/ Repositories/0004f b0O000030000f 9bal3d5063e330a/ Vi rt ual Machi nes/
t mp_dest . 0004f b0000060000c71d489702c240b3

Refresh the Repository on the Source Oracle VM Server

During the migration process, Oracle VM Manager updates its model of the source and target repositories
hosted on each Oracle VM Server to match the environment as it would be after the migration is complete.
It does not revert this representation unless an automated rollback is achieved. If the rollback has failed
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and you have performed manual steps to revert your environment to its original state, you must also
refresh the repository within Oracle VM Manager so that the model accurately reflects the state of the
repository. You can either do this using the Oracle VM Manager Web Interface or you can use the Oracle
VM Manager Command Line Interface directly. For example:

ssh -1 adm n | ocal host -p 10000 refresh repository nane="r216"

At this point, your environment should be completely reverted.

13.4.8 Migrating Large Hardware Virtualized Guest Results in CPU Soft Lock

On some hardware, such as the SUN FIRE X4170 M2 Server, migration of very large virtual machines
using hardware virtualization can result in a soft lockup causing the virtual machine to become
unresponsive. This lock is caused when the migration causes the virtual machine kernel to lose the clock
source. Access to the console for the virtual machine shows a series of error messages similar to the
following:

BUG soft |ockup - CPU#0 stuck for 315s! [kstop/0:2131]

To resolve this, the virtual machine must be restarted and the cl ocksour ce=j i f f i es option should be
added to the HVM guest kernel command line, before rebooting the virtual machine again.

Important

A This option should only be used on HVM guest systems that have actually resulted
in a CPU soft lock.

13.4.9 Hardware Virtualized Guest Devices Not Working as Expected

Some devices, such as sound cards, may not work as expected in hardware virtualized guests. In a
hardware virtualized guest, a device that requires physical memory addresses instead uses virtualized
memory addresses, so incorrect memory location values may be set. This is because DMA (Direct Memory
Access) is virtualized in hardware virtualized guest.

Hardware virtualized guest operating systems expect to be loaded in memory starting somewhere around
address 0 and upwards. This is only possible for the first hardware virtualized guest loaded. Oracle VM
Server virtualizes the memory address to be 0 to the size of allocated memory, but the guest operating
system is actually loaded at another memory location. The difference is fixed up in the shadow page table,
but the operating system is unaware of this.

For example, a sound is loaded into memory in a hardware virtualized guest running Microsoft Windows™
at an address of 100 MB may produce garbage through the sound card, instead of the intended audio. This
is because the sound is actually loaded at 100 MB plus 256 MB. The sound card receives the address of
100 MB, but it is actually at 256 MB.

An IOMMU (Input/Output Memory Management Unit) in the computer's memory management unit would
remove this problem as it would take care of mapping virtual addresses to physical addresses, and enable
hardware virtualized guests direct access to the hardware.

13.4.10 Paravirtualized Guest Disk Devices are Not Recognized

If you opt to create a PVYHVM or PVM, you must ensure that all disks that the virtual machine is configured
to use are configured as paravirtual devices, or they may not be recognized by the virtual machine. If

you discover that a disk or virtual cdrom device is not being recognized by your virtual machine, you may
need to edit the vm cf g file for the virtual machine directly. To do this, determine the UUID of the virtual
machine, and then locate the configuration file in the repository, for example on an Oracle VM Server:
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# vi |/ OVS/ Repositories/UU D/vm cfg

Locate each di sk entry that contains a hardware device such as hda, hdb, or hdc and replace with an
xvd mapping, such as xvda, xvdb, xvdc etc.

Restart the virtual machine with the new configuration, to check that it is able to discover the disk or virtual
cdrom device.

13.4.11 Cannot Create a Virtual Machine from Installation Media

When creating a virtual machine, the following message may be displayed:

Error: There is no server supporting hardware virtualization in the sel ected server pool.

To resolve this issue, make sure the Oracle VM Server supports hardware virtualization. Follow these
steps to check:

a. Run the following command to check if hardware virtualization is supported by the CPU:
# cat /proc/cpuinfo |grep -E ' vnx| snx'

If any information that contains vimx or snx is displayed, it means that the CPU supports hardware
virtualization. Here