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Preface

This preface describes the document accessibility features and conventions used in this
guide—Interoperability Solutions Guide for Oracle Web Services Manager.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. conl pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. con pl s/
t opi ¢/ | ookup?ct x=acc& d=i nfo orvisithttp://ww. oracl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=t r s if you are hearing impaired.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New Iin This Guide

The following topics introduce the new and changed features of Oracle Web Services
Manager (OWSM) and other significant changes that are described in this guide, and
provides pointers to additional information. This document is the new edition of the
formerly titled Interoperability Guide for Oracle Web Services Manager.

New and Changed Features for Release 12¢ (12.2.1.1)

This topic contains the New and Changed Features for Release 12¢ (12.2.1.1).

Minor updates, such as fixes or corrections, were made to this document.

New and Changed Features for 12c (12.2.1)

Minor updates, such as fixes or corrections, were made to this document.

New and Changed Features for 12¢ (12.1.3)

Oracle JDeveloper 12c¢ (12.1.3) includes the following new and changed features for
this document:

¢ Interoperability with Microsoft WCF/.NET 3.5 Security Environments, now
documents enabling secure conversation for the following interoperability scenario:
“Implementing a Username Token Over SSL for Microsoft WCF/.NET 3.5 Client”
and “Implementing a Username Token with Message Protection (WS-Security 1.1)
for Microsoft WCF/.NET 3.5 Client”. It also now documents support an additional
policy in the following scenario: “WCF/.NET 3.5 Client with Microsoft Active
Directory Federation Services 2.0 (ADFS 2.0) STS”.

* A new chapter has been added: Interoperability with Microsoft WCF/.NET 4.5
Security Environments, that documents the new support for Microsoft WCF/.NET
4.5.

New and Changed Features for 12¢ (12.1.2)

Oracle JDeveloper 12¢ (12.1.2) includes the following new and changed features for
this document:

¢ The following Microsoft WCF/.NET 3.5 security environment interoperability
scenarios have been added for this release:

“Implementing a Kerberos with Message Protection Using Derived Keys for
Microsoft WCF/.NET 3.5 Client”

XVii



- “Implementing a Kerberos with SPNEGO Negotiation for Microsoft WCE/.NET
3.5 Client”

— “Implementing a Kerberos with SPNEGO Negotiation and Credential
Delegation for Microsoft WCF/.NET 3.5 Client”

Other Significant Changes in this Document for Release 12¢ (12.1.3)

For 12c (12.1.3), this guide has been reformatted to improve readability.
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Overview of OWSM Interoperability

This guide describes interoperability of Oracle Web Services Manager (OWSM) with
various security stacks.

Each chapter includes the following information:
* Overview of each security stack
¢ An explanation of the usage scenarios

For details regarding limitations and known problems, see "Web Services" in Release
Notes for Oracle Fusion Middleware Infrastructure.

For definitions of unfamiliar terms found in this and other books, see the Glossary.

This Chapter includes the following sections:
¢ About OWSM Policies

¢ OWSM Interoperability Scenarios

1.1 About OWSM Policies

You attach OWSM policies to web service endpoints. Each policy consists of one or
more assertions, defined at the domain-level, that define the security requirements. A
set of predefined policies and assertions are provided out-of-the-box.

For more details about the predefined policies, see "Predefined Policies" in Securing
Web Services and Managing Policies with Oracle Web Services Manager.

For information about configuring and attaching policies, see "Securing Web Services"

and "Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

1.2 OWSM Interoperability Scenarios

Interoperability scenarios for various OWSM policies of a specific security stack is
tabulated and explained in this section.

Table 1-1 describes the most common OWSM interoperability scenarios.

Table 1-1 Common OWSM Interoperability Scenarios

Security Stack  OWSM Policies Interoperability Scenario
OWSM 10g oracl e/ “Anonymous Authentication
wss10_nessage_protection_servi  with Message Protection (WS-
ce_policy Security 1.0)”
oracl e/
wss10_nessage_protection_clien
t_policy
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OWSM Interoperability Scenarios

Table 1-1 (Cont.) Common OWSM Interoperability Scenarios

Security Stack

OWSM Policies

Interoperability Scenario

OWSM 10g

OWSM 10g

OWSM 10g

OWSM 10g

OWSM 10g

OC4J 10g

OC4J 10g

oracl e/
wss10_usernane_t oken_wi th_ness
age_protection_service_policy

oracl e/
wss10_user name_t oken_wi t h_mess
age_protection_client_policy

oracl e/

wss10_sanm _t oken_wit h_nessage_

protection_service_policy
oracl e/

wss10_sanl _t oken_wit h_nessage_

protection_client_policy

oracl e/

wss10_x509 token_wit h_nessage_

protection_service_policy
oracl e/

wss10_x509 token_with_nessage_

protection_client_policy

oracl e/

wss_user name_t oken_over _ssl _se
rvice_policy

oracl e/

wss_username_t oken_over _ssl _cl
ient_policy

oracl e/

wss_sam _token_over _ssl _servic
e_policy

oracl e/

wss_sam _token_over _ssl _client

_policy

oracl e/
wss10_nessage_protection_servi
ce_policy

oracl e/
wss10_nessage_protection_clien
t_policy

oracl e/

wss10 _usernane_t oken_wi th_ness
age_protection_service_policy
oracl e/

wss10_user name_t oken_wi t h_mess
age_protection_client_policy
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“Username Token with
Message Protection (WS-
Security 1.0)”

“SAML Token (Sender
Vouches) with Message
Protection (WS-Security 1.0)”

“Mutual Authentication with
Message Protection (WS-
Security 1.0)”

“Username Token Over SSL”

“SAML Token (Sender
Vouches) Over SSL (WS-
Security 1.0)”

“Anonymous Authentication
with Message Protection for
OC4]J 10g Client (WS-Security
1.0)”

“Username Token with
Message Protection for OC4J
10g Client(WS-Security 1.0)”



OWSM Interoperability Scenarios

Table 1-1 (Cont.) Common OWSM Interoperability Scenarios
_______________________________________________________________________

Security Stack

OWSM Policies

Interoperability Scenario

OC4J 10g

OC4J 10g

OC4J 10g

OC4] 10g

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

oracl e/
wss10_sam _t oken_wit h_nessage_
protection_service_policy

oracl e/
wss10_sanl _t oken_wit h_nessage_
protection_client_policy

oracl e/
wss10_x509 token_wit h_nessage_
protection_service_policy

oracl e/
wss10_x509 token_with_nessage_
protection_client_policy

oracl e/

wss_user name_t oken_over _ssl _se
rvice_policy

OR

oracl e/

wss_samnl _or _usernane_t oken_ove
r_ssl_service_policy

oracl e/

wss_user nanme_t oken_over _ssl _cl
ient_policy

oracl e/

wss_sam _token_over _ssl _servic
e_policy

OR

oracl e/

wss_sanl _or _usernane_t oken_ove
r_ssl_service_policy

oracl e/

wss_sam _token_over _ssl _client

_policy

oracl e/
wss1ll_usernane_t oken_wit h_ness
age_protection_service_policy

oracl e/
wssll usernane_t oken wi th_ness
age_protection_client_policy

oracl e/
wssll username_t oken_with_mess
age_protection_service_policy

oracl e/
wssll username_t oken_with_mess
age_protection_client_policy

“SAML Token (Sender
Vouches) with Message
Protection for OC4J 10g
Client(WS-Security 1.0)”

“Mutual Authentication with
Message Protection for OC4J
10g Client (WS-Security 1.0)”

“Username Token Over SSL
for OC4J 10g Client”

“SAML Token (Sender
Vouches) Over SSL for OC4]
10g Client(WS-Security 1.0)”

“Username Token With
Message Protection for Oracle
WebLogic Server(WS-Security
1.1)”

“Username Token With
Message Protection for Oracle
WebLogic Server(WS-Security
1.1) and MTOM”
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OWSM Interoperability Scenarios

Table 1-1 (Cont.) Common OWSM Interoperability Scenarios

|
Security Stack

OWSM Policies

Interoperability Scenario

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

oracl e/
wss10 _usernane_t oken_wi th_ness
age_protection_service_policy

oracl e/
wss10_user name_t oken_wi t h_mess
age_protection_client_policy

oracl e/
wss_usernanme_t oken_over _ssl _se
rvice_policy

oracl e/
wss_user nanme_t oken_over _ssl _se
rvice_policy

oracl e/
wss_sam _t oken_over _ssl _servic
e_policy

oracl e/
wssll sam 20_t oken_wi t h_messag
e_protection_service_policy

oracl e/
wssll sam 20_t oken_wi t h_nessag
e_protection_client_policy

oracl e/
wssll sam 20_t oken_wi t h_nessag
e_protection_service_policy

oracl e/
wssll sam 20_t oken_wi th_nessag
e_protection_client_policy

oracl e/
wssll sanl _token_with_nessage_
protection_service_policy

oracl e/
wssll sam _token_with_nessage_
protection_client_policy

oracl e/
wssll sanl _token_with_nessage_
protection_service_policy

oracl e/
wssll saml _token_with_nessage_
protection_client_policy

oracl e/

wss10_sanl _token_with_nessage_
protection_service_policy

oracl e/

wss10_sanl _t oken_wit h_nessage_
protection_client_policy
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“Username Token With
Message Protection Oracle
WebLogic Server(WS-Security
1.0)”

“Username Token Over SSL
for Oracle WebLogic Server”

“Implementing Username
Token Over SSL for Oracle
WebLogic Server with
MTOM”

“SAML Token (Sender
Vouches) Over SSL for Oracle
WebLogic Server”

“Implementing SAML Token
(Sender Vouches) Over SSL for
Oracle WebLogic Server with
MTOM”

“SAML Token 2.0 (Sender
Vouches)Message Protection
for Oracle WebLogic Server
(WS-Security 1.1)”

“SAML Token (Sender
Vouches) with Message
Protection (WS-Security 1.1)for
Oracle WebLogic Server”

“SAML Token (Sender
Vouches) with Message
Protection (WS-Security 1.1)
and MTOM for Oracle
WebLogic Server”

“SAML Token (Sender
Vouches) with Message
Protection (WS-Security 1.0)
for Oracle WebLogic Server”
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Table 1-1 (Cont.) Common OWSM Interoperability Scenarios
____________________________________________________________________________|

Security Stack

OWSM Policies

Interoperability Scenario

Oracle
WebLogic
Server 12¢

Oracle
WebLogic
Server 12¢

Microsoft
WCEF/.NET 3.5

Microsoft
WCF/.NET 3.5

Microsoft
WCF/.NET 3.5

Microsoft
WCEF/.NET 3.5

Microsoft
WCF/.NET 3.5

oracl e/

wss10_x509 token_wi t h_nessage_

protection_service_policy
oracl e/

wss10_x509 token_with_nessage_

protection_client_policy

oracl e/

wssll x509 token_with_nessage_

protection_service_policy
oracl e/

wssll x509 token_with_nessage_

protection_client_policy

oracl e/ wsnt om pol i cy

oracl e/

wssl1ll usernane_t oken_wi th_ness
age_protection_service_policy

OR
oracl e/

wssl1ll saml or _usernanme_token_ w
i th_message_protection_service

_policy
oracl e/

wss1ll_username_t oken_wi t h_mess
age_protection_client_policy

oracl e/

wss_sam _or_usernanme_t oken_ove

r_ssl_service_policy
OR
oracl e/

wss_usernanme_t oken_over _ssl _se

rvice_policy

oracl e/

wssll x509 token_with_nessage_

protection_service_policy
oracl e/

wssll x509 token_with_nessage_

protection_client_policy

oracl e/

wssll kerberos_w th_nessage_pr

otection_service_policy

“Mutual Authentication with
Message Protection (WS-
Security 1.0) for Oracle
WebLogic Server”

“Mutual Authentication with
Message Protection (WS-
Security 1.1)for Oracle
WebLogic Server”

“Implementing a Message
Transmission Optimization
Mechanism for Microsoft
WCF/.NET 3.5 Client”

“Implementing a Username
Token with Message Protection
(WS-Security 1.1) for Microsoft
WCEF/.NET 3.5 Client”

“Implementing a Username
Token Over SSL for Microsoft
WCEF/.NET 3.5 Client”

“Implementing a Mutual
Authentication with Message
Protection (WS-Security 1.1)
for Microsoft WCF/.NET 3.5
Client”

“Implementing a Kerberos
with Message Protection for
Microsoft WCF/.NET 3.5
Client”
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OWSM Interoperability Scenarios

Table 1-1 (Cont.) Common OWSM Interoperability Scenarios
____________________________________________________________________________|

Security Stack

OWSM Policies

Interoperability Scenario

Microsoft
WCF/.NET 3.5

Microsoft
WCF/.NET 3.5

Microsoft
WCEF/.NET 3.5

Oracle Service
Bus 10g

Oracle Service
Bus 10g

Oracle Service
Bus 10g

Oracle Service
Bus 10g

Axis 1.4 and
WSS4J 1.5.8

Axis 1.4 and
WSS4J 1.5.8

wssl1ll kerberos_token with_ness
age_protection_basi cl28_servic
e_policy

Policy created with
htt p_spnego_t oken_servi ce_tenp
| ate

Policy created with
htt p_spnego_t oken_servi ce_tenp
| ate

wss10 _usernane_t oken_wi th_ness
age_protection_client_policy

wss10_user name_t oken_wi t h_mess
age_protection_service_policy

oracl e/
wss10_sanl _t oken_wit h_nessage_
protection_service_policy

oracl e/
wss10_sanl _t oken_wit h_nessage_
protection_client_policy

oracl e/
wss_samnl _or_usernane_t oken_ove
r_ssl_service_policy

oracl e/
wss10_x509 token_wit h_nessage_
protection_service_policy

oracl e/
wss10_x509 token_with_nessage_
protection_client_policy

oracl e/
wss10 _usernane_t oken_wi th_ness
age_protection_service_policy

oracl e/
wss10_user name_t oken_wi t h_mess
age_protection_client_policy

oracl e/

wss10_sanl _t oken_wit h_nessage_
protection_service_policy

oracl e/

wss10_sanl _token_with_nessage_
protection_client_policy
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“Implementing a Kerberos
with Message Protection Using
Derived Keys for Microsoft
WCEF/.NET 3.5 Client”

“Implementing a Kerberos
with SPNEGO Negotiation for
Microsoft WCF/.NET 3.5
Client”

“Implementing a Kerberos
with SPNEGO Negotiation and
Credential Delegation for
Microsoft WCF/.NET 3.5
Client”

“Implementing a Username
Token with Message Protection
(WS-Security 1.0) for Oracle
Service Bus 10g Client”

“Implementing a SAML
Sender Vouches Token with
WS-Security 1.0 Message
Protection for Oracle Service
Bus 10g Client”

“Implementing a SAML or
Username Token Over SSL for
Oracle Service Bus 10g Client”

“Implementing a Mutual
Authentication with WS-
Security 1.0 Message
Protection for Oracle Service
Bus 10g Client”

“Implementing a Username
Token with Message Protection
(WS-Security 1.0) for Axis and
WSS4] Client”

“Implementing a SAML Token
with Message Protection (WS-
Security 1.0) for Axis and
WSS4] Client”
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Table 1-1 (Cont.) Common OWSM Interoperability Scenarios
____________________________________________________________________________|

Security Stack

OWSM Policies

Interoperability Scenario

Axis 1.4 and
WSS54J 1.5.8

Axis 1.4 and
WSS4J 1.5.8

GlassFish
Enterprise
Server

oracl e/

Wss_username_t oken_over _ssl _se
rvice_policy

oracl e/

wss_user nane_t oken_over _ssl _cl
i ent _policy

oracl e/

wss_sam _token_over ssl _servic
e_policy

oracl e/

wss_sam _token_over _ssl _client
_policy

oracl e/

wssll sanl _token_with_nessage_
protection_service_policy

oracl e/

wssll sanl _token_with_nessage_
protection_client_policy

“Implementing a Username
Token over SSL for Axis and
WSS4] Client”

“Implementing a SAML Token
(Sender Vouches) over SSL for
Axis and WSS4] Client”

“Implementing a SAML Token
(Sender Vouches) with
Message Protection for
GlassFish Client (WS-Security
1.1)”
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2

Interoperability with OWSM 10g Security
Environments

Interoperability of Oracle Web Services Manager (OWSM) with OWSM 10g security
environments are covered in this chapter.

This chapter includes the following sections:

¢ Overview of Interoperability with OWSM 10g Security Environments

¢ Anonymous Authentication with Message Protection (WS-Security 1.0)

¢ Username Token with Message Protection (WS-Security 1.0)

* SAML Token (Sender Vouches) with Message Protection (WS-Security 1.0)
* Mutual Authentication with Message Protection (WS-Security 1.0)

e Username Token Over SSL

* SAML Token (Sender Vouches) Over SSL (WS-Security 1.0)

2.1 Overview of Interoperability with OWSM 10g Security Environments

OWSM 10g and 12c policy steps, interoperability scenarios, and OWSM 10g gateways
are described in the following sections:

OWSM 10g Policy Steps

e OWSM Predefined Policies

¢ Interoperability Scenarios

e About OWSM 10g Gateways

* About Third-party Software

2.1.1 OWSM 10g Policy Steps

With OWSM 10g, you specify policy steps at each policy enforcement point.

The policy enforcement points in OWSM 10g include Gateways and Agents. Each
policy step is a fine-grained operational task that addresses a specific security
operation, such as authentication and authorization; encryption and decryption;
security signature, token, or credential verification; and transformation. Each
operational task is performed on either the web service request or response. For more
details about the OWSM 10g policy steps, see "Oracle Web Services Manager Policy
Steps" in Oracle Web Services Manager Administrator’s Guide 10g (10.1.3.4) atht t p: //
downl oad. or acl e. conf docs/ cd/ E12524 01/ web. 1013/ e12575/

pol i cy_st eps. ht n#BABI AHEG
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2.1.2 OWSM Predefined Policies

With OWSM 12¢, you attach policies to web service endpoints.

Each policy consists of one or more assertions, defined at the domain-level, that define
the security requirements. A set of predefined policies and assertions are provided
out-of-the-box.

For more information about:

¢ OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

¢ Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

e OWSM 10g policy steps, see "Oracle Web Services Manager Policy Steps" in Oracle
Web Services Manager Administrator’s Guide 10g (10.1.3.4) atht t p: //
downl oad. or acl e. conf docs/ cd/ E12524 01/ web. 1013/ e12575/
pol i cy_st eps. ht n#BABI AHEG

2.1.3 Interoperability Scenarios

The tables in this section summarizes the most common OWSM 10g interoperability
scenarios based on the following security requirements: authentication, message
protection, and transport.

Note:

In the following scenarios in the Table 2-1 and Table 2-2, ensure that you are
using a keystore with v3 certificates. By default, the JDK 1.5 keytool generates
keystores with v1 certificates.

The following sections provide additional interoperability information about using
OWSM 10g Gateways and third-party software with OWSM 12¢:

* About OWSM 10g Gateways

e About Third-party Software

Table 2-1 OWSM 10g Service Policy and OWSM 12c Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Anonymous 1.0 Yes No Request pipeline: oracl e/
Decrypt and Verify wss10_nessage_pro
Signature tection_client_po
Response pipeline: licy
Sign Message and
Encrypt
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Table 2-1 (Cont.) OWSM 10g Service Policy and OWSM 12c Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Username 1.0 Yes No Request pipeline: oracl e/
e Decrypt and wss10_usernane_t o
Verify Signature ken_wi t h_massgge_
e Extract protection_client
Credentials _policy
(configured as
WS-BASIC)
¢ File Authenticate
Response pipeline:
Sign Message and
Encrypt
SAML 1.0 Yes No Request pipeline: oracl e/
¢ XML Decrypt wss10_sam _t oken_
 SAML—Verify wi t h_nmessage_pr ot
WSS 1.0 Token ection_client_pol
Response pipeline: ey
Sign Message and
Encrypt
Mutual 1.0 Yes No Request pipeline: oracl e/
Authentication Decrypt and Verify wss10_x509 t oken_
Response pipeline: wi th_message_pr ot
Sign Message and ection_client_pol
Encrypt Icy
Username over 10and 1.1  No Yes Request pipeline: Wss_user nanme_t oke
SSL e Extract n_over_ssl _client
Credentials _policy
e File Authenticate
SAML over SSL 10and1.1  No Yes Request pipeline: oracl e/
e  Extract wss_sanl _t oken_ov
Credentials er_ssl _client_pol

¢ File Authenticate

icy

Table 2-2 OWSM 12c Service Policy and OWSM 10g Client Policy Interoperability
|

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

Anonymous 1.0 Yes No oracl e/ Request pipeline: Sign

wss10_nessage_pr
otection_service

_policy

Message and Encrypt
Response pipeline:
Decrypt and Verify
Signature
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Table 2-2 (Cont.) OWSM 12c Service Policy and OWSM 10g Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Username 1.0 Yes No oracl e/ Request pipeline: Sign
wss10_usernane_t Message and Encrypt
oken_wi t h._msssag Response pipeline:
e_protection_ser Decrypt and Verify
vi ce_policy Signature
SAML 1.0 Yes No oracl e/ Request pipeline:
WS_SJ-O—Sfim _token o Extract Credentials
_wt h._msssage._pr (configured as WS-
otection_service BASIC
—policy * SAML—Insert WSS
1.0 Sender-Vouches
Token
* Sign and Encrypt
Response pipeline:
Decrypt and Verify
Signature
Mutual 1.0 Yes No oracl e/ Request pipeline: Sign
Authentication wss10_x509_t oken Message and Encrypt
_wt h._msssage._pr Response pipeline:
otection_service Decrypt and Verify
_policy Signature
Username over 1.0and 1.1 No Yes wss_usernane_tok N/A
SSL en_over_ssl _serv
ice_policy
SAML over SSL 10and1.1  No Yes oracl e/ Request pipeline:

wss_sam _token_o
ver_ssl _service_

policy

e Extract Credentials

e SAML—Insert WSS
1.0 Sender-Vouches
Token

2.1.4 About OWSM 10g Gateways

Oracle Fusion Middleware 12c does not include a Gateway component. You can
continue to use the OWSM 10g Gateway components with OWSM 10g policies in your

applications.

2.1.5 About Third-party Software

OWSM 10g supports policy enforcement for third-party application servers, such as
IBM WebSphere and Red Hat JBoss. Oracle Fusion Middleware 12c only supports
Oracle WebLogic Server. You can continue to use the third-party application servers

with OWSM 10g policies.
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2.2 Anonymous Authentication with Message Protection (WS-Security

1.0)

You can implement anonymous authentication with message protection that conforms
to the WS-Security 1.0 standard, in the following interoperability scenarios:

Configuring an OWSM 12¢ Web Service and an OWSM 10g Client(Anonymous
Authentication)

Configuring an OWSM 10g Web Service and an OWSM 12¢ Client(Anonymous
Authentication)

2.2.1 Configuring an OWSM 12¢ Web Service and an OWSM 10g Client(Anonymous

Authentication)

To configure an OWSM 12¢ web service and an OWSM 10g client to implement
anonymous authentication with message protection that conforms to the WS-Security
1.0 Standard, is described in the following sections:

Configuring OWSM 12c Web Service(Anonymous Authentication)

Configuring OWSM 10g Client(Anonymous Authentication)

2.2.1.1 Configuring OWSM 12¢ Web Service(Anonymous Authentication)
Follow these steps to configure OWSM 12c Web Service:

1.

Clone the following policy: or acl e/
wss10_nessage_protection_service _policy

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

Attach the policy to a web service.
For more information, see

"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager

2.2.1.2 Configuring OWSM 10g Client(Anonymous Authentication)
Follow these steps to configure OWSM 10g client:

1.

Register the web service (above) with the OWSM 10g Gateway.

For more information, see"Registering Web Services to an OWSM Gateway" in the
OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. cont
docs/ cd/ E12524_01/ web. 1013/ €12575/ gat eways. ht m

Attach the following policy step to the request pipeline: Sign Message and
Encrypt Gateway.
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3. Configure the Sign Message and Encrypt policy step in the request pipeline, as
follows:

a. Set Encryption Algorithm to AES-128.
b. Set Key Transport Algorithm to RSA-OAEP-MGFI1P.

c. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side

4. Attach the following policy step to the response pipeline: Decrypt and Verify
Signature.

5. Configure the Decrypt and Verify Signature policy step in the response pipeline,
by configuring the keystore properties for decryption and signature verification.
The configuration should be in accordance with the keystore used on the server
side.

6. Navigate to the OWSM Test page and enter the virtualized URL of the web
service.

7. Invoke the web service.

2.2.2 Configuring an OWSM 10g Web Service and an OWSM 12¢ Client(Anonymous
Authentication)

These sections enables you to configure the OWSM 10g web service and an OWSM 12c¢
client to implement anonymous authentication with message protection that conforms
to the WS-Security 1.0 standard:

* Configuring OWSM 10g Web Service(Anonymous Authentication)

¢ Configuring OWSM 12¢ client(Anonymous Authentication)

2.2.2.1 Configuring OWSM 10g Web Service(Anonymous Authentication)
Follow these steps to configure OWSM 10g web service:

1. Register the web service with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. conf
docs/ cd/ E12524 01/ web. 1013/ e12575/ gat eways. ht m

2. Attach the following policy step in the request pipeline: Decrypt and Verify
Signature.

3. Configure the Decrypt and Verify Signature policy step in the request pipeline, as
follows. Configure the keystore properties for decryption and signature
verification. The configuration should be in accordance with the keystore used on
the server side.

4. Attach the following policy step in the response pipeline: Sign Message and
Encrypt.

5. Configure the Sign Message and Encrypt policy response pipeline as follows:

a. Set Encryption Algorithm to AES-128.
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b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.

c. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side.

2.2.2.2 Configuring OWSM 12c¢ client(Anonymous Authentication)

Follow these steps to configure the OWSM 12c client:

1.

Create a client proxy using the virtualized URL of the web service registered on
the OWSM Gateway.

Clone the following policy: or acl e/
wss10 _nessage _protection_client _policy.

Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Conlfigure the policy.

For more information, see "oracle/wss10_message_protection_client_policy" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

Invoke the web service.

2.3 Username Token with Message Protection (WS-Security 1.0)

You can implement username token with message protection that conforms to the WS-
Security 1.0 standard:

Configuring an OWSM 12c Web Service and an OWSM 10g Client (Username
Token)

Configuring an OWSM 10g Web Service and an OWSM 12¢ Client (Username
Token)

2.3.1 Configuring an OWSM 12¢ Web Service and an OWSM 10g Client (Username

Token)

These sections describe how to configure the OWSM 12¢ Web Service and an OWSM
10g client to implement username token with message protection that conforms to the
WS-Security 1.0 standard:

Configuring OWSM 12¢ Web Service (Username Token)

Configuring OWSM 10g client (Username Token)
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2.3.1.1 Configuring OWSM 12¢ Web Service (Username Token)
Follow these steps to configure OWSM 12c Web Service:

1. Clone the following policy: or acl e/
wss10_username_t oken_wi t h_nessage protection_service_policy

2. Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.

b. Leave the default configuration set for all other configuration settings.

For more information, see "Cloning a Web Service Policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

3. Attach the policy to a web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

2.3.1.2 Configuring OWSM 10g client (Username Token)
Follow these steps to configure the OWSM 10g client:

1. Register the web service (above) with the OWSM 10g Gateway.

Fore more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. conl
docs/ cd/ E12524_01/ web. 1013/ e12575/ gat eways. ht m

2. Attach the following policy step to the request pipeline: Sign Message and
Encrypt

3. Configure the Sign Message and Encrypt policy step in the request pipeline, as
follows:

a. Set Encryption Algorithm to AES-128.

b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.
c. Set Encrypted Content to ENVELOPE.

d. Set Signed Content to ENVELOPE.

e. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side.

4.  Attach the following policy step to the response pipeline: Decrypt and Verify
Signature.

5. Configure the Decrypt and Verify Signature policy step in the response pipeline,
as follows:

a. Configure the keystore properties for decryption and signature verification.
The configuration should be in accordance with the keystore used on the
server side.

6. Navigate to the OWSM Test page and enter the virtualized URL of the web
service.
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7.

8.

Select the Include Header checkbox against WS-Security and provide valid
credentials.

Invoke the web service.

2.3.2 Configuring an OWSM 10g Web Service and an OWSM 12¢ Client (Username

Token)

These sections describe how to configure the OWSM 10g web service and an OWSM
12¢ client to implement username token with message protection that conforms to the
WS-Security 1.0 standard:

¢ Configuring OWSM 10g Web Service (Username Token)

* Configuring OWSM 12¢ Client (Username Token)

2.3.2.1 Configuring OWSM 10g Web Service (Username Token)
Follow these steps to configure OWSM 10g Web Service:

1.

Register the web service with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. conf
docs/ cd/ E12524 01/ web. 1013/ e12575/ gat eways. ht m

Attach the following policy steps in the request pipeline:
a. Decrypt and Verify Signature
b. Extract Credentials (configured as WS-BASIC)

c. File Authenticate

Note:

You can substitute File Authenticate with LDAP Authenticate, Oracle Access
Manager Authenticate, Active Directory Authenticate, or SiteMinder
Authenticate.

Configure the Decrypt and Verify Signature policy step in the request pipeline, as
follows:

a. Configure the keystore properties for extracting credentials. The
configuration should be in accordance with the keystore used on the server
side.

Configure the Extract Credentials policy step in the request pipeline, as follows:
a. Set the Credentials location to WS-BASIC.

Configure the File Authenticate policy step in the request pipeline to use valid
credentials.

Attach the following policy step in the response pipeline: Sign Message and
Encrypt.

a. Set Encryption Algorithm to AES-128.

Interoperability with OWSM 10g Security Environments 2-9


http://download.oracle.com/docs/cd/E12524_01/web.1013/e12575/gateways.htm
http://download.oracle.com/docs/cd/E12524_01/web.1013/e12575/gateways.htm

SAML Token (Sender Vouches) with Message Protection (WS-Security 1.0)

b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.

c. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side.

2.3.2.2 Configuring OWSM 12¢ Client (Username Token)
Follow these steps to configure the OWSM 12c¢ Client:

1.

Create a client proxy using the virtualized URL of the web service registered on
the OWSM Gateway.

Clone the following policy: or acl e/
wss10 _usernanme_token_wi th _nessage protection_client _policy

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.

b. Leave the default configuration set for all other configuration settings.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

For more information, see "oracle/
wss10_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Invoke the web service.

2.4 SAML Token (Sender Vouches) with Message Protection (WS-Security

1.0)

You can implement SAML token (sender vouches) with message protection that
conforms to the WS-Security 1.0 standard, in the following interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and an OWSM 10g Client (SAML Token)

* Configuring an OWSM 10g Web Service and an OWSM 12c Client(SAML Token)

2.4.1 Configuring an OWSM 12¢ Web Service and an OWSM 10g Client (SAML Token)

These sections describe how to configure an OWSM 12¢ web service and an OWSM
10g client to implement SAML token (sender vouches) with message protection that
conforms to the WS-Security 1.0 standard:

* Configuring OWSM 12c¢ Web Service (SAML Token)

¢ Configuring OWSM 10g Client(SAML Token)
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2.4.1.1 Configuring OWSM 12¢ Web Service (SAML Token)
Follow these steps to configure OWSM 12c Web Service:

1.

Clone the following policy: oracle/
wss10_saml_token_with_message_protection_service_policy.

Note:

Oracle recommends that you do not change the predefined policies so that
you will always have a known set of valid policies to work with.

Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

2.4.1.2 Configuring OWSM 10g Client(SAML Token)
Follow these steps to configure the OWSM 10g Client:

1.

Register the web service with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator's Guide 10g at: http://download.oracle.com/docs/cd/
E12524_01/web.1013/e12575/ gateways.htm

Attach the following policy steps in the request pipeline:

a. Extract Credentials (configured as WS-BASIC)

b. SAML—Insert WSS 1.0 Sender-Vouches Token

c. Sign Message and Encrypt

Configure the Extract Credentials policy step in the request pipeline, as follows:
a. Set the Credentials location to WS-BASIC.

Configure the SAML—Insert WSS 1.0 Sender-Vouches Token policy step in the
request pipeline, as follows:

a. Set Subject Name Qualifier to www.oracle.com
b. Set Assertion Issuer as www.oracle.com

c. Set Subject Format as UNSPECIFIED.

d. Set other signing properties, as required.

Configure the Sign Message and Encrypt policy step in the request pipeline, as
follows:

a. Set the Encryption Algorithm to AES-128.
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10.

b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.

c. Configure the keystore properties for decryption and signature verification.
The configuration should be in accordance with the keystore used on the
server side.

Attach the following policy step in the response pipeline: Decrypt and Verify
Signature.

Configure the Decrypt and Verify Signature policy step in the response pipeline,
as follows:

a. Configure the keystore properties for decryption and signature verification.
The configuration should be in accordance with the keystore used on the
server side.

Navigate to the OWSM Test page and enter the virtualized URL of the web
service.

Select Include Header checkbox against WS-Security and provide valid
credentials.

Invoke the web service.

2.4.2 Configuring an OWSM 10g Web Service and an OWSM 12¢ Client(SAML Token)

These sections describe how to configure an OWSM 10g web service and an OWSM
12¢ client to implement SAML token (sender vouches) with message protection that
conforms to the WS-Security 1.0 standard:

¢ Configuring OWSM 10g Web Service(SAML Token)

¢ Configuring OWSM 12¢ Client (SAML Token)

2.4.2.1 Configuring OWSM 10g Web Service(SAML Token)
Follow these steps to configure OWSM 10g Web Services:

1.

Register the web service with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. conf
docs/ cd/ E12524_01/ web. 1013/ e12575/ gat eways. ht m

Attach the following policy steps in the request pipeline:

a. XML Decrypt

b. SAML—Verify WSS 1.0 Token

Configure the XML Decrypt policy step in the request pipeline, as follows:

a. Configure the keystore properties for XML decryption. The configuration
should be in accordance with the keystore used on the server side.

Configure the SAML—Verify WSS 1.0 Token policy step in the request pipeline, as
follows:

a. Set the Trusted Issuer Name as www.oracle.com
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5. Attach the following policy step in the response pipeline: Sign Message and
Encrypt.

6. Configure the Sign Message and Encrypt policy step in the response pipeline,
follows:

a. Set Encryption Algorithm to AES-128.
b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.

c. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side.

2.4.2.2 Configuring OWSM 12¢ Client (SAML Token)
Follow these steps to configure OWSM 12c Client:

1. Create a client proxy using the virtualized URL of the web service registered on
the OWSM Gateway.

2. Clone the following policy: or acl e/
wss10_sanl _token with _nessage protection_client _policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

3. [Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

4. Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

5. Configure the policy.

For more information, see "oracle/
wss10_saml_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager.

6. Invoke the web service.

2.5 Mutual Authentication with Message Protection (WS-Security 1.0)

These sections enable you to implement mutual authentication with message
protection that conform to the WS-Security 1.0 standard, in the following
interoperability scenarios:

¢ Configuring an OWSM 12¢ Web Service and an OWSM 10g Client(Mutual
Authentication)

¢ Configuring an OWSM 10g Web Service and an OWSM 12c¢ Client(Mutual
Authentication)
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2.5.1 Configuring an OWSM 12¢ Web Service and an OWSM 10g Client(Mutual
Authentication)

These sections enable you to configure an OWSM 12¢ web service and an OWSM 10g
client to implement mutual authentication with message protection that conform to
the WS-Security 1.0 standard:

¢ Configuring OWSM 12c Web Service (Mutual Authentication)

¢ Configuring OWSM 10g Client (Mutual Authentication)

2.5.1.1 Configuring OWSM 12¢ Web Service (Mutual Authentication)
Follow these steps to configure OWSM 12c Web Service:

1. Clone the following policy: or acl e/
wss10 x509 token_wi th_message protection_service policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

2. Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.
3. Attach the policy to the web service.
2.5.1.2 Configuring OWSM 10g Client (Mutual Authentication)
Follow these steps to configure OWSM 10g Client using Mutual Authentication.

1. Register the web service (above) with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. conf
docs/ cd/ E12524_01/ web. 1013/ €12575/ gat eways. ht m

2. Attach the following policy step in the request pipeline: Sign Message and
Encrypt.

3. Configure the Sign Message and Encrypt policy step in the request pipeline, as
follows:

a. Set Encryption Algorithm to AES-128.
b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.

c. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side.

4. Attach the following policy step in the response pipeline: Decrypt and Verify
Signature.

5. Configure the Decrypt and Verify Signature policy step in the response pipeline,
as follows:
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9.

a. Configure the keystore properties for decryption and signature verification.
The configuration should be in accordance with the keystore used on the
server side.

Update the following property in the gat eway- confi g-
install er.properti es file located at ORACLE_HOME]/ j 2ee/ oc4j_instancel
appl i cati ons/ gat eway/ gat eway/ ViEB- | NF:

pep. securitysteps. si gnBi narySecurityToken=true
Restart OWSM 10g Gateway.

Navigate to the OWSM Test page and enter the virtualized URL of the web
service.

Invoke the web service.

2.5.2 Configuring an OWSM 10g Web Service and an OWSM 12¢ Client(Mutual

Authentication)

These sections enable you to configure an OWSM 10g web service and an OWSM 12¢
client to implement mutual authentication with message protection that conform to
the WS-Security 1.0 standard:

¢ Configuring OWSM 10g Web Service (Mutual Authentication)

¢ Configuring OWSM 12¢ Client (Mutual Authentication)

2.5.2.1 Configuring OWSM 10g Web Service (Mutual Authentication)
Follow these steps to configure OWSM 10g web service:

1.

Register the web service (above) with the OWSM 10g Gateway.

"Registering Web Services to an OWSM Gateway" in the OWSM Administrator’s
Guide 10g at: ht t p: / / downl oad. or acl e. com docs/ cd/ E12524_01/ web.
1013/ el12575/ gat eways. ht m

Attach the following policy steps in the request pipeline: Decrypt and Verify.

Configure the Decrypt and Verify Signature policy step in the request pipeline, as
follows:

a. Configure the keystore properties for decryption and signature verification.
The configuration should be in accordance with the keystore used on the
server side.

Attach the following policy steps in the response pipeline: Sign Message and
Encrypt.

Configure the Sign Message and Encrypt policy step in the response pipeline, as
follows:

a. Set Encryption Algorithm to AES-128.
b. Set Key Transport Algorithm to RSA-OAEP-MGF1P.

c. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server
side.
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2.5.2.2 Configuring OWSM 12¢ Client (Mutual Authentication)
Follow these steps to configure OWSM 12c Client:

1. Create a client proxy using the virtualized URL of the web service registered on
the OWSM Gateway.

2. Clone the following policy: or acl e/
wss10_x509 token_w th_nessage protection_client_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

3. Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

4. Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

5. Configure the policy.

"oracle/wss10_x509_token_with_message_protection_client_policy" in Securing
Web Services and Managing Policies with Oracle Web Services Manager

6. Invoke the web service.

2.6 Username Token Over SSL

These sections on interoperability scenarios enable you to implement username token
over SSL:

You can implement username token over SSL, in the following interoperability
scenarios:

* Configuring an OWSM 12c Web Service and an OWSM 10g Client(Username
Token Over SSL)

¢ Configuring an OWSM 10g Web Service and an OWSM 12¢ Client (Username
Token Over SSL)

For more information about:

¢ Configuring SSL on WebLogic Server, see "Configuring Transport-Level Security
(SSL)" in Securing Web Services and Managing Policies with Oracle Web Services
Manager.

¢ Configuring SSL on OC4J, see ht t p: / / downl oad. or acl e. com docs/ cd/
B14099 19/ web. 1012/ b14013/configssl. htm
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2.6.1 Configuring an OWSM 12¢ Web Service and an OWSM 10g Client(Username

Token Over SSL)

These sections enable you to configure an OWSM 12¢ web service and an OWSM 10g
client to implement username token over SSL:

¢ Configuring OWSM 12¢ Web Service (Username Token Over SSL)

¢ Configuring OWSM 10g Client (Username Token Over SSL)

2.6.1.1 Configuring OWSM 12¢ Web Service (Username Token Over SSL)

Follow these steps to configure OWSM 12c web service:

1.

Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (SSL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

Attach the following policy:
Wss_user nanme_t oken_over _ssl _service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

2.6.1.2 Configuring OWSM 10g Client (Username Token Over SSL)
Follow these steps to configure OWSM 10g client:

1.

5.

Configure the server for SSL

For more information, see " Configuring OC4J and SSL" in Oracle Application
Server Containers for J2EE Security Guide at ht t p: / / downl oad. or acl e. con!
docs/ cd/ B14099_19/ web. 1012/ b14013/ confi gssl . ht m

Register the web service (above) with the OWSM 10g Gateway.

"Registering Web Services to an OWSM Gateway" in the OWSM Administrator’s
Guide 10g at: ht t p: / / downl oad. or acl e. com docs/ cd/ E12524_01/ web.
1013/ el12575/ gat eways. ht m

Navigate to the OWSM Test page and enter the virtualized URL of the web
service.

Select the Include Header checkbox against WS-Security and provide valid
credentials.

Invoke the web service.

2.6.2 Configuring an OWSM 10g Web Service and an OWSM 12¢ Client (Username

Token Over SSL)

These steps enable you to configure an OWSM 10g web service and an OWSM 12¢
client to implement username token over SSL:

¢ Configuring OWSM 10g Web Service (Username Token Over SSL)

¢ Configuring OWSM 12¢ Client (Username Token Over SSL)
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2.6.2.1 Configuring OWSM 10g Web Service (Username Token Over SSL)
Follow these steps to configure OWSM 10g Web Service:

1.

Configure the server for SSL

For more information, see " Configuring OC4J and SSL" in Oracle Application
Server Containers for J2EE Security Guide at ht t p: / / downl oad. or acl e. con!
docs/ cd/ B14099_19/ web. 1012/ b14013/ confi gssl . ht m

Register the web service (above) with the OWSM 10g Gateway.

"Registering Web Services to an OWSM Gateway" in the OWSM Administrator’s
Guide 10g at: ht t p: / / downl oad. or acl e. com docs/ cd/ E12524_01/ web.
1013/ e12575/ gat eways. ht m

Attach the following policy steps to the request pipeline:
a. Extract Credentials

b. File Authenticate

Note:

You can substitute File Authenticate with LDAP Authenticate, Oracle Access
Manager Authenticate, Active Directory Authenticate, or SiteMinder
Authenticate.

Configure the Extract Credentials policy step in the request pipeline, as follows:
a. Configure the Credentials Location as WS-BASIC.

Configure the File Authentication policy step in the request pipeline with the
appropriate credentials.

2.6.2.2 Configuring OWSM 12¢ Client (Username Token Over SSL)
Follow these steps to configure OWSM 12¢ Client:

1.

Create a client proxy using the virtualized URL of the web service registered on
the OWSM Gateway. Ensure that when generating the client, HTTP is specified in
the URL along with the HTTP port number.

Clone the following policy: or acl e/
wss_user name_t oken_over _ssl _client_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager
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6.

Conlfigure the policy.

For more information, see "oracle/wss_username_token_over_ssl_client_policy"
in Securing Web Services and Managing Policies with Oracle Web Services Manager

Invoke the web service.

2.7 SAML Token (Sender Vouches) Over SSL (WS-Security 1.0)

These interoperability scenarios enable you to implement SAML token (sender
vouches) over SSL that conforms to the WS-Security 1.0 standard.

Configuring an OWSM 12c Web Service and an OWSM 10g Client (SAML Token
Over SSL)

Configuring an OWSM 10g Web Service and OWSM 12¢ Client (SAML Token Over
SSL)

For more information about:

Configuring SSL on WebLogic Server, see "Configuring Transport-Level Security
(SSL)" in Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Configuring SSL on OC4J, see ht t p: / / downl oad. or acl e. coml docs/ cd/
B14099 19/ web. 1012/ b14013/ configssl.htm

2.7.1 Configuring an OWSM 12¢ Web Service and an OWSM 10g Client (SAML Token

Over SSL)

These sections enable you to configure an OWSM 12¢ web service and an OWSM 10g
client to implement SAML token (sender vouches) over SSL that conforms to the WS-
Security 1.0 standard:

Configuring OWSM 12c Web Service (SAML Token Over SSL)
Configuring OWSM 10g Client (SAML Token Over SSL)

2.7.1.1 Configuring OWSM 12c Web Service (SAML Token Over SSL)

Follow these steps to configure OWSM 12c Web Service to implement SAML token
(sender vouches) over SSL.:

1.

Configure the server for two-way SSL.

For more information, see "Configuring Transport-Level Security (SSL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

Clone the following policy: or acl e/
wss_sanl _token_over_ssl _service_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

Edit the policy settings, as follows:

a. Disable the Include Timestamp configuration setting.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager
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4.

Attach the policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

2.7.1.2 Configuring OWSM 10g Client (SAML Token Over SSL)
Follow these steps to configure the OWSM 10g Client:

1.

8.

Conlfigure the server for two-way SSL.

For more information, see " Configuring OC4] and SSL" in Oracle Application
Server Containers for J2EE Security Guide at ht t p: / / downl oad. or acl e. com
docs/ cd/ B14099_19/ web. 1012/ b14013/ confi gssl. htm

Register the web service (above) with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. cont
docs/ cd/ E12524 01/ web. 1013/ e12575/ gat eways. ht m

Attach the following policy steps to the request pipeline:

a. Extract Credentials

b. SAML—Insert WSS 1.0 Sender-Vouches Token

Configure the Extra Credentials policy step in the request pipeline, as follows:
a. Configure the Credentials Location as WS-BASIC.

Configure the SAML—Insert WSS 1.0 Sender-Vouches Token policy step in the
request pipeline, as follows:

a. Configure the Subject Name Qualifier as www.oracle.com
b. Configure the Assertion Issuer as www.oracle.com

c. Configure the Subject Format as UNSPECIFIED.

d. Configure the Sign the assertion as false.

Navigate to the OWSM Test page and enter the virtualized URL of the web
service.

Select Include Header checkbox against WS-Security and provide valid
credentials.

Invoke the web service.

2.7.2 Configuring an OWSM 10g Web Service and OWSM 12¢ Client (SAML Token Over

SSL)

These sections enable you to configure an OWSM 10g web service and an OWSM 12¢
client to implement SAML token (sender vouches) over SSL that conforms to the WS-
Security 1.0 standard:

¢ Configuring OWSM 10g Web Service (SAML Token Over SSL)

Configuring OWSM 12¢ Client (SAML Token Over SSL)
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2.7.2.1 Configuring OWSM 10g Web Service (SAML Token Over SSL)
Follow these steps to configure OWSM 10g Web Service using SAML Token over SSL:
1. Configure the server for two-way SSL.

For more information, see " Configuring OC4J and SSL" in Oracle Application
Server Containers for J2EE Security Guide at ht t p: / / downl oad. or acl e. con!
docs/ cd/ B14099_19/ web. 1012/ b14013/ confi gssl . ht m

2. Register the web service (above) with the OWSM 10g Gateway.

For more information, see "Registering Web Services to an OWSM Gateway" in
the OWSM Administrator’s Guide 10g at: ht t p: / / downl oad. or acl e. conl
docs/ cd/ E12524_01/ web. 1013/ e12575/ gat eways. ht m

3. Attach the policy step: SAML—Verify WSS 1.0 Token

4. Configure the SAML—Verify WSS 1.0 Token policy step in the request pipeline, as
follows:

a. Under Signature Verification Properties, set Allow signed assertions only to
false.

b. Set the Trusted Issuer Name to www. or acl e. com
2.7.2.2 Configuring OWSM 12¢ Client (SAML Token Over SSL)
Follow these steps to configure the OWSM 12¢ Client:

1. Configure the server for two-way SSL.

For more information, see "Configuring SSL on WebLogic Server (Two-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

2. Create a client proxy using the virtualized URL of the web service registered on
the OWSM gateway.

3. s:oracle/wss_sam _token_over_ssl _client_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager

4. Edit the policy settings, as follows:
a. Disable the Include Timestamp configuration setting.
b. Leave the default configuration set for all other configuration settings.

5. Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

6. Configure the policy.

For more information, see "oracle/wss_username_token_over_ssl_client_policy"
in Securing Web Services and Managing Policies with Oracle Web Services Manager

7. Invoke the web service.
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Interoperability with Oracle Containers for
Java EE (OC4J) 10g Security Environments

This chapter describes the most common Oracle Containers for Java EE (OC4J) 10g
interoperability scenarios based on the following security requirements:
authentication, message protection, and transport.

This chapter includes the following sections:
¢ Overview of Interoperability with OC4J 10g Security Environments

¢ Anonymous Authentication with Message Protection for OC4J 10g Client (WS-
Security 1.0)

¢ Username Token with Message Protection for OC4J 10g Client(WS-Security 1.0)

* SAML Token (Sender Vouches) with Message Protection for OC4]J 10g Client(WS-
Security 1.0)

® Mutual Authentication with Message Protection for OC4J 10g Client (WS-Security
1.0)

* Username Token Over SSL for OC4] 10g Client

SAML Token (Sender Vouches) Over SSL for OC4] 10g Client(WS-Security 1.0)

3.1 Overview of Interoperability with OC4J 10g Security Environments

These sections describe the interoperability scenarios and security environment
configuration in OC4J 10g:

e OC4] 10g Security Environments
e OWSM 12c¢ Policies for OC4]J 10c¢

* OC4] 10c Interoperability Scenarios

3.1.1 OC4J 10g Security Environments

These guides enable you to configure security environment in OC4]J 10g:

¢ For information about using Application Server Control to configure the web
service, see Oracle Application Server Advanced Web Services Developer’s Guide at
htt p://downl oad. oracl e. com docs/ cd/ B31017_01/ web. 1013/ b28975/
toc. htm

¢ For information about using JDeveloper to develop and configure your client-side
application, see Developing Applications with Oracle JDeveloper.
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¢ For information about how to modify the XML-based deployment descriptor files,
see Oracle Application Server Web Services Security Guide 10g (10.1.3.1.0) at: ht t p: //
downl oad. oracl e. coni docs/ cd/ B31017_01/ web. 1013/ b28976/t oc. ht m

3.1.2 OWSM 12c¢ Policies for OC4J 10¢

With OWSM 12¢, you attach policies to web service endpoints. Each policy consists of
one or more assertions, defined at the domain-level, that define the security
requirements. A set of predefined policies and assertions are provided out-of-the-box.

These sections provide more information about OWSM predefined policies:

e OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

¢ Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

3.1.3 0C4J 10c Interoperability Scenarios
These tables tabulate the interoperability scenarios of Oracle OC4J 10 c.

Table 3-1 and Table 3-2 summarize the most common OC4]J 10g interoperability
scenarios based on the following security requirements: authentication, message
protection, and transport.

Note:

In the following scenarios, ensure that you are using a keystore with v3
certificates. By default, the JDK 1.5 keytool generates keystores with v1
certificates.

Table 3-1 OWSM 12c Service Policy and Oracle OC4J 10g Client Policy Interoperability
- - - - - - -~ -~~~ -~~~ |

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

Anonymous 1.0 Yes No oracl e/ See Table 34 ,

wss10_nessage_pr " Configuring the OC4J
otection_service 10gClient" on page 3-4

_policy

Username 1.0 Yes No or acl e/ See Table 3-10,
wss10_usernane_t " Configuring the OC4J
oken_wi t h_nessag 10g Client" on page 3-8
e_protection_ser
vice_policy

SAML 1.0 Yes No oracl e/ See Table 34,
wss10_sami _t oken " Configuring the OC4J
_Wwith_nessage_pr 10g Client" on page 3-
otection_service 11
_policy
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Table 3-1 (Cont.) OWSM 12c Service Policy and Oracle OC4J 10g Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Mutual 1.0 Yes No oracl e/ See Table 3-10,
Authentication wss10_x509_t oken " Configuring the OC4J
_with_nessage_pr 10g Client" on page 3-
otection_service 15
_policy
Username over 1.0and 1.1 No Yes or acl e/ See Table 3-16,
SSL wss_user name_t ok " Configuring the OC4J
en_over_ssl _serv 10g Client" on page 3-
ice_policy 19
OR
oracl e/
wss_sam _or _user
nane_t oken_over _
ssl _service_pol i
cy
SAML over SSL 1.0and 1.1 No Yes oracl e/ See Table 3-22,

wss_sam _token_o
ver_ssl _service_

policy
OR
oracl e/

wss_sam _or _user
nane_t oken_over _
ssl _service_poli

cy

" Configuring the OC4]J
10g Client" on page 3-
25

Table 3-2 Oracle OC4J 10g Service Policy and OWSM 12c Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Anonymous 1.0 Yes No See Table 3-6, oracl e/
" Configuring the wss10_message_pro
0OC4J 10g Web tection_client_po
Service" on page 3-5  licy
Username 1.0 Yes No See Table 3-12, oracl e/
" Configuring the wss10_usernane_t o
0OC4J 10g Web ken_wi t h_nessage_
Service" on page 3-10 protection_client
_policy
SAML 1.0 Yes No See Table 3-6, or acl e/

" Configuring the
0OC4] 10g Web
Service" on page 3-12

wss10_sanl _t oken_
wi t h_nmessage_prot
ection_client_pol
icy
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Table 3-2 (Cont.) Oracle OC4J 10g Service Policy and OWSM 12c Client Policy Interoperability

Identity Token Message Transport Service Policy Client Policy
Protection  Security

Mutual Yes No See Table 3-12, oracl e/

Authentication " Configuring the wss10_x509 t oken_
0OC4J 10g Web wi t h_nmessage_pr ot
Service" on page 3-16 ection_client_pol

icy

Username over No Yes See Table 3-18, or acl e/

SSL " Configuring the wss_user nanme_t oke
OC4J 10g Web n_over_ssl _client
Service" on page 3-20 _policy

SAML over SSL No Yes See Table 3-24, oracl e/
" Configuring the wss_sanl _t oken_ov
OC4J 10g Web er_ssl _client_pol

Service" on page 3-24

icy

3.2 Anonymous Authentication with Message Protection for OC4J 10g
Client (WS-Security 1.0)

These sections enable you to implement anonymous authentication with message
protection that conforms to the WS-Security 1.0 standard:

¢ Configuring an OWSM 12c Web Service and an OC4J 10g Client (Anonymous
Authentication)

¢ Configuring an OC4]J 10g Web Service and an OWSM 12¢ Client(Anonymous
Authentication)

3.2.1 Configuring an OWSM 12¢ Web Service and an OC4J 10g Client (Anonymous
Authentication)

These sections describe how to configure an OWSM 12c web service and an OC4] 10g
client to implement anonymous authentication with message protection that conforms
to the WS-Security 1.0 standard:

¢ Configuring OWSM12c Web Service for OC4J 10g Client (Anonymous
Authentication)

¢ Configuring OC4J 10g Client(Anonymous Authentication)

¢ Editing <appname>Binding_Stub.xml File(Anonymous Authentication)

3.2.1.1 Configuring OWSM12c Web Service for 0C4J 10g Client (Anonymous
Authentication)

Follow these steps to configure the OWSM 12c Web Service:
1. Create a web service application.

2. Attach the following policy to the entry point of the web service: or acl e/
wss10_message_protection_service_policy.
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For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

3.2.1.2 Configuring OC4J 10g Client(Anonymous Authentication)

Follow these steps to configure the OC4J 10g Client:

1.

Create a client proxy for the web service using Oracle JDeveloper.

For more information, see "Developing and Securing Web Services" in Developing
Applications with Oracle [Developer.

Use the Oracle JDeveloper wizard to secure the proxy by right-clicking on the
proxy project and selecting Secure Proxy.

Click Authentication in the Proxy Editor navigation bar and set the following
options:

a. Select No Authentication.

Click Inbound Integrity in the Proxy Editor navigation bar and set the following
options:

a. Select Verify Inbound Signed Request Body.

b. Select Verify Timestamp and Creation Time Required in Timestamp.
c. Enter the Expiration Time (in seconds).

d. Select all options under Acceptable Signature Algorithms.

Click Outbound Integrity in the Proxy Editor navigation bar and set the
following options:

a. Select Sign Outbound Messages.

b. Select Add Timestamp to Outbound Messages and Creation Time Required
in Timestamp.

c. Enter the Expiration Time (in seconds).

Click Inbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Decrypt Inbound Message Content.
b. Select all options under Acceptable Signature Algorithms.

Click Outbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Encrypt Outbound Messages.
b. Set the Algorithm to AES-128.

Click Keystore Options in the Proxy Editor navigation bar and configure the
keystore properties, as required.
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10.

11.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

Click OK to close the wizard.

In the Structure pane, click <appname>Binding_Stub.xml and edit the file as
described in "Editing the <appname>Binding_Stub.xml File".

Invoke the web service method from the client.

3.2.1.3 Editing <appname>Binding_Stub.xml File(Anonymous Authentication)
Follow these steps to edit the <appname>Binding_Stub.xml File:

1.

2.

Provide the keystore password and sign and encryption key passwords.

In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el enent s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
utility-1.0.xsd" local-part="Tinestanp"/>

In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity
-utility-1.0.xsd" local-part="Tinestanp"/>

In the outbound encryption, specify the key transport algorithm, as follows:

<out bound><encrypt >
<keyt ransport - met hod>RSA- OAEP- MGF1P</ keyt r anspor t - met hod>

3.2.2 Configuring an OC4J 10g Web Service and an OWSM 12¢ Client(Anonymous

Authentication)

These sections instruct you to configure an OC4J 10g web service and an OWSM 12¢
client to implement anonymous authentication with message protection that conforms
to the WS-Security 1.0 standard:

Configuring OC4J 10g Web Service(Anonymous Authentication)

Configuring OWSM 12¢ Client for OC4] 10g web service (Anonymous
Authentication)

Editing wsmgmt.xml File for OC4J 10g (Anonymous Authentication)

3.2.2.1 Configuring OC4J 10g Web Service(Anonymous Authentication)

Follow these steps to configure the OC4] 10g Web Service:

1.

Create and deploy a web service application.
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Use Application Server Control to secure the deployed web service.

Click Authentication tab and ensure that no options are selected.

Click Integrity tab of the Inbound Policies page and set the following options:
a. Select Require Message Body to Be Signed.

b. Select Verify Timestamp and Creation Time Required in Timestamp.

c. Enter the Expiration Time (in seconds).

Click Integrity tab of the Outbound Policies page and set the following options:
a. Select Sign Body Element of Message.

b. Set the Signature Method to RSA-SHA1.

c. Select Add Timestamp and Creation Time Required in Timestamp.

d. Enter the Expiration Time (in seconds).

Click Confidentiality tab of the Inbound Policies page and set the following
options:

a. Select Require Encryption of Message Body.

Click Confidentiality tab of the Outbound Policies page and set the following
options:

a. Select Encrypt Body Element of Message.
b. Set the Encryption Method to AES-128.
c. Set the public key to encrypt.

Configure the keystore properties and identity certificates.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

Edit the wsmgmt.xml deployment descriptor file, as described in Table 3-8,
" Editing the wsmgmt.xml File".

3.2.2.2 Configuring OWSM 12¢ Client for OC4J 10g web service (Anonymous
Authentication)

Follow these steps to configure the OWSM 12¢ Client:

1.

2.

Create a client proxy for the OC4J 10g web service.

Attach the following policy: or acl e/
wss10 nessage protection_client policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

Interoperability with Oracle Containers for Java EE (OC4J) 10g Security Environments 3-7



Username Token with Message Protection for OC4J 10g Client(WS-Security 1.0)

For more information, see "oracle/
wss10_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

4. Invoke the web service method from the client.

3.2.2.3 Editing wsmgmt.xml File for OC4J 10g (Anonymous Authentication)

Follow these steps to edit the wsmgmt.xml File:

1. Locate the wsnmgnt . xm File under ORACLE_HOVE/ j 2ee/ oc4j _i nst ance/
config.

Tip:

The wsngnt . xm file is an instance-level configuration file, which holds the
entire security configuration for the web services deployed in an OC4]
instance.

For more information, see "Understanding the Web Services Management
Schema" in Oracle® Application Server Advanced Web Services Developer’s Guide

2. In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

3. In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

4. In the outbound encryption, specify the key transport algorithm, as follows:

<out bound><encr ypt >
<keyt ransport - met hod>RSA- OAEP- MGF1P</ keyt r anspor t - met hod>

3.3 Username Token with Message Protection for 0C4J 10g Client(WS-
Security 1.0)

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.0 standard:

¢ Configuring an OWSM 12c Web Service and an OC4J 10g Client (Username Token
with Message Protection)

¢ Configuring an OC4]J 10g Web Service and an OWSM 12¢ Client(Username Token
with Message Protection)
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3.3.1 Configuring an OWSM 12¢ Web Service and an OC4J 10g Client (Username Token
with Message Protection)

These instructions tell how to configure an OWSM 12¢ web service and an OC4J 10g
client to implement username token with message protection that conforms to the WS-
Security 1.0 standard:

Configuring OWSM 12c Web Service (Username token with Message Protection)
Configuring OC4J 10g Client (Username token with Message Protection)

Editing <appname>Binding_Stub.xml File (Username token with Message
Protection)

3.3.1.1 Configuring OWSM 12c Web Service (Username token with Message
Protection)

Follow these steps to configure the OWSM 12¢c Web Service:

1.

2.

Create an OWSM 12¢ web service.

Attach the following policy to the web service: or acl e/
wss10 username_t oken with _nmessage _protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

3.3.1.2 Configuring OC4J 10g Client (Username token with Message Protection)
Follow these steps to configure the OC4J 10g Client:

1.

Create a client proxy for the web service (above) using Oracle JDeveloper.

For more information, see "Developing and Securing Web Services" in Developing
Applications with Oracle JDeveloper.

Specify the username and password in the client proxy, as follows:

port. set User nane( <user nane>)
port. set Passwor d( <passwor d>)

Use the Oracle JDeveloper wizard to secure the proxy by right-clicking on the
proxy project and selecting Secure Proxy.

Click Authentication in the Proxy Editor navigation bar and set the following
options:

a. Select Use Username to Authenticate.
b. Deselect Add Nonce and Add Creation Time.

Click Inbound Integrity in the Proxy Editor navigation bar and set the following
options:

a. Select Verify Inbound Signed Request Body.
b. Select Verify Timestamp and Creation Time Required in Timestamp.

c. Enter the Expiration Time (in seconds).
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d. Select all options under Acceptable Signature Algorithms.

6. Click Outbound Integrity in the Proxy Editor navigation bar and set the
following options:

a. Select Sign Outbound Messages.

b. Select Add Timestamp to Outbound Messages and Creation Time Required
in Timestamp.

c. Enter the Expiration Time (in seconds).

7. Click Inbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Decrypt Inbound Message Content.
b. Select all options under Acceptable Signature Algorithms.

8. Click Outbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Encrypt Outbound Messages.
b. Set the Algorithm to AES-128.

9. Click Keystore Options in the Proxy Editor navigation bar and configure the
keystore properties, as required.

Tip:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

10. Click OK to close the wizard.

11. In the Structure pane, click <appname>Binding Stub.xml and edit the file, as
described in "Editing the <appname>Binding_Stub.xml File".

12. Invoke the web service.

3.3.1.3 Editing <appname>Binding_Stub.xml File (Username token with Message
Protection)

Follow these steps to edit the <appname>Binding_Stub.xml File:
1. Provide the keystore password and sign and encryption key passwords.

2. In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el enent s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Tinestanp" />

3. In the outbound signature, specify that the timestamp and UsernameToken
should be signed, as follows:

<out bound>/ <si gnat ur e>/ <t bs- el ement s>
<t bs- el ement
nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
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utility-1.0.xsd" local-part="Tinestanp"/>

<t bs- el ement
nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-secext-1.0.xsd" |ocal -part="UsernaneToken"/>

In the outbound encryption, specify the key transport algorithm, as follows:

<out bound><encr ypt >
<keyt ransport - met hod>RSA- OAEP- MGF1P</ keyt r anspor t - met hod>

In the outbound encryption, specify that the UsernameToken should be
encrypted, as follows:

<out bound>/ <encrypt >/ <t be- el enent s>

<t be- el ement |ocal - part="UsernameToken"

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-secext-1.0.xsd" nmode="CONTENT"/>

3.3.2 Configuring an OC4J 10g Web Service and an OWSM 12¢ Client(Username Token
with Message Protection)

These sections enable you to configure an OC4J 10g web service and an OWSM 12¢
client to implement username token with message protection that conforms to the WS-
Security 1.0 standard:

Configuring OC4J 10g Web Service (Username Token with Message Protection)

Configuring OWSM 12c¢ Client for OC4J 10g (Username Token with Message
Protection)

Configuring the wsmgmt.xml File (Username Token with Message Protection)

3.3.2.1 Configuring OC4J 10g Web Service (Username Token with Message
Protection)

Follow these steps to configure the OC4J 10g Web Service:

1.

2.

Create and deploy a JAX-RPC web service on OC4J.

Use Application Server Control to secure the deployed web service.

Click Authentication tab and set the following options:

a. Select Use Username/Password Authentication.

b. SetPassword to Plain Text.

Click Integrity tab in Inbound Policies page and set the following options:
a. Select Require Message Body to Be Signed.

b. Select Verify Timestamp and Creation Time Required in Timestamp.
c. Enter the Expiration Time (in seconds).

Click Integrity tab in Outbound Policies page and set the following options:

a. Select Sign Body Element of Message.
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b. Set the Signature Method to RSA-SHA1.
c. Select Add Timestamp and Creation Time Required in Timestamp.
d. Enter the Expiration Time (in seconds).

Click Confidentiality tab in the Inbound Policies page and set the following
options:

a. Select Require Encryption of Message Body.

Click Confidentiality tab in the Outbound Policies page and set the following
options:

a. Select Encrypt Body Element of Message.

b. Set the Encryption Method to AES-128.

c. Set the public key to encrypt.

Conlfigure the keystore properties and identity certificates.
Tip:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

Edit the wsmgmt.xml deployment descriptor file, as described in Table 3-14,
" Editing the wsmgmt.xml File".

3.3.2.2 Configuring OWSM 12c Client for OC4J 10g (Username Token with Message
Protection)

Follow these steps to configure the OWSM 12c¢ Client:

1.

2.

4.

Create a client proxy for the OC4J 10g web service.

Attach the following policy: or acl e/
wss10_user nanme_t oken_wi t h_nessage _protection_client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

For more information, see "oracle/
wss10_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Invoke the web service method from the client.

3.3.2.3 Configuring the wsmgmt.xml File (Username Token with Message Protection)

Follow these steps to edit the wsmgmt.xml File:

1.

Find the wsngnt . xm file under ORACLE_HOWVE/ j 2ee/ oc4j _i nst ance/
config/.

In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el enent s>
<t bs- el ement
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nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

In the outbound encryption, specify that the UsernameToken should be
encrypted, as follows:

<out bound>/ <encrypt >/ <t be- el enent s>

<t be- el ement |ocal - part="UsernameToken"

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-secext-1.0.xsd" nmode="CONTENT"/>

3.4 SAML Token (Sender Vouches) with Message Protection for 0C4J 10g
Client(WS-Security 1.0)

These sections enable you to implement SAML token sender vouches with message
protection that conforms to the WS-Security 1.0 standard:

¢ Configuring an OWSM 12c Web Service and an OC4J 10g Client (SAML Token with

Message Protection)

e Configuring an OC4] 10g Web Service and an OWSM 12¢ Client(SAML Token with

Message Protection)

3.4.1 Configuring an OWSM 12¢ Web Service and an OC4J 10g Client (SAML Token with

Message Protection)

These sections enable you to configure an OWSM 12¢ web service and an OC4J 10g
client to implement SAML token sender vouches with message protection that
conforms to the WS-Security 1.0 standard:

* Configuring OWSM 12c Web Service (SAML Token with Message Protection)

¢ Configuring OC4J 10g client (SAML Token with Message Protection)

¢ Editing <appname>Binding_Stub.xml File (SAML Token with Message Protection)

3.4.1.1 Configuring OWSM 12¢ Web Service (SAML Token with Message Protection)
Follow these steps to configure the OWSM 12¢ Web Service:

1.

2.

Create an OWSM 12¢ web service.

Attach the following policy to the web service: or acl e/
wss10_sanl _token__with_nessage_protection_service_policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager
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3.4.1.2 Configuring OC4J 10g client (SAML Token with Message Protection)
Follow these steps to configure the OC4J 10g client:

1. Create a client proxy for the web service (above) using Oracle JDeveloper.

For more information, see Developing and Securing Web Services" in Developing
Applications with Oracle JDeveloper.

2. Use the Oracle JDeveloper wizard to secure the proxy by right-clicking on the
proxy project and selecting Secure Proxy.

3. Click Authentication in the Proxy Editor navigation bar and set the following
options:

a. Select Use SAML Token.
b. Click SAML Details.
c. Select Sender Vouches Confirmation and Use Signature.

d. Enter the username that needs to be propagated as the Default Subject
Name.

e. Enter www.oracle.com as the Default Issuer Name.

4. Click Inbound Integrity in the Proxy Editor navigation bar and set the following
options:

a. Select Verify Inbound Signed Request Body.

b. Select Verify Timestamp and Creation Time Required in Timestamp.
c. Enter the Expiration Time (in seconds).

d. Select all options under Acceptable Signature Algorithms.

5. Click Outbound Integrity in the Proxy Editor navigation bar and set the
following options:

a. Select Sign Outbound Messages.

b. Select Add Timestamp to Outbound Messages and Creation Time Required
in Timestamp.

c. Enter the Expiration Time (in seconds).

6. Click Inbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Decrypt Inbound Message Content.
b. Select all options under Acceptable Signature Algorithms.

7. Click Outbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Encrypt Outbound Messages.

b. Set the Algorithm to AES-128.

3-14 Interoperability Solutions Guide for Oracle Web Services Manager



SAML Token (Sender Vouches) with Message Protection for OC4J 10g Client(WS-Security 1.0)

8. Click Keystore Options in the Proxy Editor navigation bar and configure the
keystore properties, as required.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

9. Click OK to close the wizard.

10. In the Structure pane, click <appname>Binding_Stub.xml and edit the file, as
described in "Editing the <appname>Binding_Stub.xml File".

11. Invoke the web service method.
3.4.1.3 Editing <appname>Binding_Stub.xml File (SAML Token with Message

Protection)
Follow these steps to edit the <appname>Binding_Stub.xml File:

1. Provide the keystore password and sign and encryption key passwords.

2. In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Tinestanp" />

3. In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el enent s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

4. In the outbound encryption, specify the key transport algorithm, as follows:

<out bound><encr ypt >
<keyt ransport - net hod>RSA- OAEP- MGF1P</ keyt r ansport - net hod>

3.4.2 Configuring an OC4J 10g Web Service and an OWSM 12¢ Client(SAML Token with
Message Protection)

These sections enable you to configure an OC4J] 10g web service and an OWSM 12¢
client to implement SAML token sender vouches with message protection that
conforms to the WS-Security 1.0 standard:

* Configuring OC4J 10g Web Service(SAML Token with Message Protection)
¢ Configuring OWSM 12¢ Client (SAML Token with Message Protection)

¢ Editing wsmgmt.xml File (SAML Token with Message Protection)
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3.4.2.1 Configuring OC4J 10g Web Service(SAML Token with Message Protection)
Follow these steps to configure the OC4J 10g Web Service:

1. Create and deploy a JAX-RPC web service on OC4J.
2. Use the Application Server Control to secure the deployed web service.
3. Click Authentication in navigation bar and set the following options:
a. Select Use SAML Authentication.
b. Select Accept Sender Vouches.
c. Deselect Verify Signature.
4. Click Inbound Integrity in the navigation bar and set the following option:
a. Select Require Message Body To Be Signed.
b. Select Verify Timestamp and Creation Time Required in Timestamp.
c. Enter the Expiration Time (in seconds).
5. Click Outbound Integrity in the navigation bar and select the following options:
a. Select Sign Body Element of Message.
b. Set the Signature Method to RSA-SHAT.
c. Select Add Timestamp and Creation Time Required in Timestamp.
d. Enter the Expiration Time (in seconds).
6. Click Inbound Confidentiality in the navigation bar and set the following option:
a. Deselect Require Encryption of Message Body.

7. Click Outbound Confidentiality in the navigation bar and set the following
option:

a. Select Encrypt Body Element of Message.
b. Set the Encryption Method to AES-128.
c. Set the public key to encrypt.

8. Configure the keystore properties and identity certificates.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

9. Editthewsngmnt . xm deployment descriptor file, as described in Table 3-20,
" Editing the wsmgmt.xml File".

10. Invoke the web service.
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3.4.2.2 Configuring OWSM 12¢ Client (SAML Token with Message Protection)
Follow these steps to configure the OWSM 12¢ Client:

1. Create a client proxy for the OC4]J 10g web service.

2. Attach the following policy: or acl e/
wss10_sanl _token_w th_nmessage protection_client_policy.
For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

3. Configure the policy.

For more information, see "oracle/
wssl0_saml_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

4. Invoke the web service method from the client.

3.4.2.3 Editing wsmgmt.xml File (SAML Token with Message Protection)

Follow these steps to edit the wsmgmt.xml File:
1. Find thewsngnt . xm file in ORACLE_HOME/ j 2ee/ oc4j _i nst ance/ confi g.

2. In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

3. In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

4. In the outbound encryption, specify that the UsernameToken should be
encrypted, as follows:

<out bound>/ <encrypt >/ <t be- el enent s>

<t be- el ement |ocal - part="UsernameToken"

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-secext-1.0.xsd" nmode="CONTENT"/>

3.5 Mutual Authentication with Message Protection for 0C4J 10g Client
(WS-Security 1.0)

These sections enable you to implement mutual authentication with message
protection that conforms to the WS-Security 1.0 standard:

¢ Configuring an OWSM 12c Web Service and an OC4J 10g Client (Mutual
Authentication with Message Protection)
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* Configuring an OC4J 10g Web Service and an OWSM 12¢ Client (Mutual
Authentication with Message Protection)

3.5.1 Configuring an OWSM 12¢ Web Service and an OC4J 10g Client (Mutual
Authentication with Message Protection)

These sections enable you to configure an OWSM 12¢ web service and an OC4J 10g
client to implement mutual authentication with message protection that conforms to
the WS-Security 1.0 standard:

¢ Configuring OWSM 12c Web Service (Mutual Authentication with Message
Protection)

¢ Configuring OC4J 10g Client (Mutual Authentication with Message Protection)

¢ Editing <appname>Binding_Stub.xml file (Mutual Authentication with Message
Protection)

3.5.1.1 Configuring OWSM 12¢ Web Service (Mutual Authentication with Message
Protection)

Follow these steps to configure the OWSM 12¢c Web Service:
1. Create a web service application.

2. Attach the following policy to the web service: or acl e/
wss10 x509 token_wi th_message protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

3.5.1.2 Configuring OC4J 10g Client (Mutual Authentication with Message Protection)
Follow these steps to configure the OC4J 10g Client:

1. Create a client proxy for the web service (above) using Oracle JDeveloper.

For more information, see Developing and Securing Web Services" in Developing
Applications with Oracle JDeveloper.

2. Use the Oracle JDeveloper wizard to secure the proxy by right-clicking on the
proxy project and selecting Secure Proxy.

3. Click Authentication in the Proxy Editor navigation bar and set the following
options:

a. Select Use X509 To Authenticate.

4. Click Inbound Integrity in the Proxy Editor navigation bar and set the following
options:

a. Select Verify Inbound Signed Request Body.
b. Select Verify Timestamp and Creation Time Required in Timestamp.
c. Enter the Expiration Time (in seconds).

d. Select all options under Acceptable Signature Algorithms.
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9.

10.

11.

Click Outbound Integrity in the Proxy Editor navigation bar and set the
following options:

a. Select Sign Outbound Messages.

b. Select Add Timestamp to Outbound Messages and Creation Time Required
in Timestamp.

c. Enter the Expiration Time (in seconds).

Click Inbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Decrypt Inbound Message Content.
b. Select all options under Acceptable Signature Algorithms.

Click Outbound Confidentiality in the Proxy Editor navigation bar and set the
following options:

a. Select Encrypt Outbound Messages.
b. Set the Algorithm to AES-128.

Click Keystore Options in the Proxy Editor navigation bar and configure the
keystore properties, as required.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

Click OK to close the wizard.

In the Structure pane, click <appname>Binding_Stub.xml and edit the file, as
describe in "Editing the <appname>Binding_Stub.xml File".

Invoke the web service.

3.5.1.3 Editing <appname>Binding_Stub.xml file (Mutual Authentication with Message
Protection)

Follow these steps to edit the <appname>Binding_Stub.xml file:

1.

2.

Provide the keystore password and sign and encryption key passwords.

In the inbound signature, specify the following:

<i nbound><veri fy-si gnat ur e><t bs- el enent s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity
-utility-1.0.xsd" |ocal-part="Tinestanp" />

In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el enent s>
<t bs- el ement
nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity
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4.

-utility-1.0.xsd" local-part="Ti nestanp"/>

In the outbound encryption, specify the key transport algorithm, as follows:

<out bound><encr ypt >
<keyt ransport - met hod>RSA- OAEP- MGF1P</ keyt r anspor t - met hod>

3.5.2 Configuring an OC4J 10g Web Service and an OWSM 12c¢ Client (Mutual
Authentication with Message Protection)

These section enable you to configure an OC4J 10g web service and an OWSM 12¢
client to implement mutual authentication with message protection that conforms to
the WS-Security 1.0 standard:

¢ Configuring OC4J] 10g Web Service (Mutual Authentication with Message

Protection)

¢ Configuring OWSM 12c¢ Client (Mutual Authentication with Message Protection)

¢ Editing wsmgmt.xml File (Mutual Authentication with Message Protection)

3.5.2.1 Configuring OC4J 10g Web Service (Mutual Authentication with Message
Protection)

Follow these steps to configure the OC4J 10g Web Service:

1.

2.

Create and deploy a JAX-RPC web service on OC4J.

Use the Application Server Control to secure the deployed web service.

Click Authentication tab and set the following options:

a. Select Use X509 Certificate Authentication.

Click Integrity tab of the Inbound Policies page and set the following options:
a. Select Require Message Body to Be Signed.

b. Select Verify Timestamp and Creation Time Required in Timestamp.

c. Enter the Expiration Time (in seconds).

Click Integrity tab of the Outbound Policies page and set the following options:
a. Select Sign Body Element of Message.

b. Set the Signature Method to RSA-SHAT.

c. Select Add Timestamp and Creation Time Required in Timestamp.

d. Enter the Expiration Time (in seconds).

Click Confidentiality tab of the Inbound Policies page and set the following
options:

a. Select Require Encryption of Message Body.

Click Confidentiality tab of the Outbound Policies page and set the following
options:
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a. Select Encrypt Body Element of Message.
b. Set the Encryption Method to AES-128.
c. Set the public key to encrypt.

Conlfigure the keystore properties and identity certificates.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

Edit the wsngnt . xml deployment descriptor file, as described in Table 3-26,
" Editing the wsmgmt.xml File".

3.5.2.2 Configuring OWSM 12¢ Client (Mutual Authentication with Message
Protection)

Follow these steps to configure the OWSM 12¢ Client:

1.

2.

4.

Create a client proxy to the OC4J 10g web service.

Attach the following policy: or acl e/
wss10 x509 token_with _message protection_client _policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

For more information, see "oracle/
wss10_x509_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Invoke the web service.

3.5.2.3 Editing wsmgmt.xml File (Mutual Authentication with Message Protection)

Follow these steps to edit the wsmgmt.xml file:

1.

Find the wsngnt . xm file under ORACLE _HOMWE/ j 2ee/ oc4j _i nst ance/
config/.

In the inbound signature, specify the following:

<i nbound><veri f y-si gnat ur e><t bs- el ement s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

In the outbound signature, specify that the timestamp should be signed, as
follows:

<out bound>/ <si gnat ur e>/ <t bs- el enent s>

<t bs- el ement

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity
-utility-1.0.xsd" local-part="Ti nestanp"/>

Interoperability with Oracle Containers for Java EE (OC4J) 10g Security Environments 3-21



Username Token Over SSL for OC4J 10g Client

4. In the outbound encryption, specify that the UsernameToken should be
encrypted, as follows:

<out bound>/ <encrypt >/ <t be- el enent s>

<t be- el ement | ocal - part="UsernameToken"

nane- space="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity
-secext-1.0. xsd" rmode="CONTENT"/>

3.6 Username Token Over SSL for OC4J 10g Client

These interoperability scenarios enable you to implement username token over SSL:

¢ Configuring an OWSM 12c¢ Web Service and an OC4J 10g Client (Username Token
Over SSL)

¢ Configuring an OC4]J 10g Web Service and an OWSM 12¢ Client (Username Token
Over SSL)

For information about:

¢ Configuring SSL on WebLogic Server, see "Configuring Transport-Level Security
(SSL)" in Securing Web Services and Managing Policies with Oracle Web Services
Manager.

* Configuring SSL on OC4J, see ht t p: / / downl oad. or acl e. con’ docs/ cd/
B14099 19/ web. 1012/ b14013/configssl.htm

3.6.1 Configuring an OWSM 12¢ Web Service and an OC4J 10g Client (Username Token
Over SSL)

These sections enable you to configure an OWSM 12¢ web service and an OC4J 10g
client to implement username token over SSL:

¢ Configuring OWSM 12c Web Service for OC4] Client (Username Token Over SSL)
¢ Configuring OC4J 10g Client (Username Token Over SSL)

¢ Editing <appname>Binding_Stub.xml File (Username Token Over SSL)
3.6.1.1 Configuring OWSM 12¢ Web Service for OC4J Client (Username Token Over

ssL)
To configure the OWSM 12c Web Service, perform the following steps:

1. Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (SSL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

2. Attach one of the following policies to the web service:
oracl e/ wss_usernane_t oken_over_ssl _service_policy
oracl e/wss_usernane_or_sanl _token_over_ssl _service_policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager
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3.6.1.2 Configuring OC4J 109 Client (Username Token Over SSL)
Follow these steps to configure the OC4J 10g Client:

1. Create a client proxy for the web service (above) using Oracle JDeveloper.

Note:

Ensure that the web service endpoint references the URL with HTTPS and SSL
port configured on Oracle WebLogic Server.

For more information, see Developing and Securing Web Services" in Developing
Applications with Oracle JDeveloper.

2. Add the following code excerpt to initialize two-way SSL (at the beginning of the
client proxy code):

Host nameVerifier hv = new HostnaneVerifier()

ht t psURLConnect i on. set Def aul t Host nameVeri fi er (hv);

System set Property("javax.net.ssl.trustStore","<trust_store>");

System set Property("javax. net.ssl.trust StorePassword", "<trust_store
_passwor d>");

System set Property("javax. net.ssl.keyStore", "<key_store>");

System set Property("javax. net.ssl . keyStorePassword", "<key_store_password>");
System set Property("javax. net.ssl.keyStoreType", "JKS");

3. Use the Oracle JDeveloper wizard to secure the proxy by right-clicking on the
proxy project and selecting Secure Proxy.

4.  Click Authentication in the Proxy Editor navigation bar and set the following
options:

a. Select Use Username to Authenticate.
b. Deselect Add Nonce and Add Creation Time.

5. Click Inbound Integrity in the Proxy Editor navigation bar and deselect all
options.

6. Click Outbound Integrity in the Proxy Editor navigation bar and deselect all
options.

7. Click Inbound Confidentiality in the Proxy Editor navigation bar and deselect all
options.

8. Click Outbound Confidentiality in the Proxy Editor navigation bar and deselect
all options.

9. Click Keystore Options in the Proxy Editor navigation bar and configure the
keystore properties, as required.

Note:

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.
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10.

11.

12.

Click OK to close the wizard.

In the Structure pane, click <appname>Binding_Stub.xml and edit the file. as
described in "Editing the <appname>Binding_Stub.xml File".

Invoke the web service.

3.6.1.3 Editing <appname>Binding_Stub.xml File (Username Token Over SSL)

Follow these steps to edit the <appname>Binding_Stub.xml file:

1.

2.

Provide the keystore password and sign and encryption key passwords.

In the outbound signature, specify that the timestamp should be signed, as
follows (and remove all other tags):

<out bound>
<si gnat ur e>
<add-timestanp created="true" expiry="<Expiry_Tinme>"/>
</ si gnat ure>

3.6.2 Configuring an OC4J 10g Web Service and an OWSM 12c¢ Client (Username Token

Over SSL)

These sections enable you to configure an OC4J 10g web service and an OWSM 12¢
client to implement username token over SSL:

Configuring OC4]J 10g Web Service (Username Token Over SSL)

Configuring OWSM 12c¢ Client for OC4] 10g Web Service( (Username Token Over
SSL)

Editing wsmgmt.xml File (Username Token Over SSL)

3.6.2.1 Configuring OC4J 10g Web Service (Username Token Over SSL)
Follow these steps to configure the OC4J 10g Web Service:

1.

Configure the server for SSL.

For more information, see htt p: / / downl oad. or acl e. conif docs/ cd/
B14099_ 19/ web. 1012/ b14013/ confi gssl . htm

Use the Application Server Control to secure the deployed web service.

Click Authentication tab and set the following options:

a. Select Use Username/Password Authentication.

Click Integrity tab of the Inbound Policies page and deselect all options.

Click Integrity tab of the Outbound Policies page and deselect all options.

Click Confidentiality tab of the Inbound Policies page and deselect all options.
Click Confidentiality tab of the Outbound Policies page and deselect all options.

Edit the wsrmgmt . xm deployment descriptor file, as described in Table 3-32,
" Editing the wsmgmt.xml File".
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3.6.2.2 Configuring OWSM 12¢ Client for OC4J 10g Web Service( (Username Token
Over SSL)

To configure the OWSM 12c client, perform the following steps:

1. Create a client proxy to the OC4] 10g web service using cl i ent gen.

Note:

Ensure that the web service endpoint references the URL with HTTPS and SSL
port configured on Oracle WebLogic Server.

2. Add the following code excerpt to initialize two-way SSL (at the beginning of the
client proxy code):

Host naneVerifier hv = new HostnaneVerifier()

htt psURLConnect i on. set Def aul t Host nameVeri fier (hv);
System set Property("javax. net.ssl.trustStore","<trust_store>");

System set Property("javax. net.ssl.trust StorePassword", "<trust_store

_passwor d>");

System set Property("javax. net.ssl.keyStore", "<key_store>");

System set Property("javax. net. ssl. keySt orePassword", "<key_store_password>");
System set Property("javax. net.ssl.keyStoreType", "JKS");

3. Attach the following policy: or acl e/
wss_user nane_t oken_over_ssl _client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4. Configure the policy.

For more information, see "oracle/wss_username_token_over_ssl_client_policy"
in Securing Web Services and Managing Policies with Oracle Web Services Manager

5. Invoke the web service.

3.6.2.3 Editing wsmgmt.xml File (Username Token Over SSL)

Follow these steps to

1. Find thewsngnt . xm file under ORACLE_HOVE/ j 2ee/ oc4j _i nst ance/
config/.

2. In the outbound signature, specify that the timestamp should be signed, as
follows (and remove all other tags):

<out bound>
<si gnat ur e>
<add-timestanmp created="true" expiry="<Expiry_Ti me>"/>
</ si gnat ure>
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3.7 SAML Token (Sender Vouches) Over SSL for 0C4J 10g Client(WS-
Security 1.0)

These interoperability scenarios enable you to implement SAML token (sender
vouches) over SSL that conforms to the WS-Security 1.0 standard:

¢ Configuring an OWSM 12c Web Service and an OC4J 10g Client (SAML Token
Sender Vouches Over SSL)

¢ Configuring an OC4J 10g Web Service and an OWSM 12¢ Client(SAML Token
Sender Vouches Over SSL)

For information about:

¢ Configuring SSL on WebLogic Server, see "Configuring Transport-Level Security
(SSL)" in Securing Web Services and Managing Policies with Oracle Web Services
Manager.

¢ Configuring SSL on OC4J, see ht t p: / / downl oad. or acl e. com docs/ cd/
B14099 19/ web. 1012/ b14013/ confi gssl. htm

3.7.1 Configuring an OWSM 12¢ Web Service and an OC4J 10g Client (SAML Token
Sender Vouches Over SSL)

These instructions enable you to configure an OWSM 12c web service and an OC4J 10g
client to implement SAML token (sender vouches) over SSL that conforms to the WS-
Security 1.0 standard:

¢ Configuring OWSM 12¢ Web Service for OC4] 10g Client (SAML Token Sender
Vouches Over SSL)

¢ Configuring OC4J 10g Client (SAML Token Sender Vouches Over SSL)

¢ Editing <appname>Binding_Stub.xml File (SAML Token Sender Vouches Over
SSL)

3.7.1.1 Configuring OWSM 12c Web Service for OC4J 10g Client (SAML Token Sender
Vouches Over SSL)

Follow these steps to configure the OWSM 12¢ Web Service:

1. Configure the server for two-way SSL.

For more information, see "Configuring SSL. on WebLogic Server (Two-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Attach the following policy to the web service:
oracl e/ wss_sam _token_over_ssl _service_policy
oracl e/ wss_usernane_or_sanl _t oken_over_ssl _service_policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager
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3.7.1.2 Configuring OC4J 10g Client (SAML Token Sender Vouches Over SSL)
Follow these steps to configure the OC4J 10g client:

1.

Configure the server for two-way SSL.

For more information, see htt p: / / downl oad. or acl e. com docs/ cd/
B14099_ 19/ web. 1012/ b14013/ confi gssl . htm

Create a client proxy for the web service (above) using Oracle JDeveloper.

Note:

Ensure that the web service endpoint references the URL with HTTPS and SSL
port configured on Oracle WebLogic Server.

For more information, see Developing and Securing Web Services" in Developing
Applications with Oracle JDeveloper.

Add the following code excerpt to initialize two-way SSL (at the beginning of the
client proxy code):

Host nameVerifier hv = new HostnaneVerifier()

ht t psURLConnect i on. set Def aul t Host nameVeri fi er (hv);

System set Property("javax.net.ssl.trustStore","<trust_store>");

System set Property("javax. net.ssl.trust StorePassword", "<trust_store
_password>");

System set Property("javax. net.ssl.keyStore", "<key_store>");

System set Property("javax. net.ssl . keyStorePassword", "<key_store_password>");
System set Property("javax. net.ssl.keyStoreType", "JKS");

Use the Oracle JDeveloper wizard to secure the proxy by right-clicking on the
proxy project and selecting Secure Proxy.

Click Authentication in the Proxy Editor navigation bar and set the following
options:

a. Select Use SAML Token.

b. Click SAML Details.

c. Select Sender Vouches Confirmation.

d. Enter a valid username as the Default Subject Name.

Click Inbound Integrity in the Proxy Editor navigation bar and set the following
option:

a. Deselect Verify Inbound Signed Message Body.

Click Outbound Integrity in the Proxy Editor navigation bar and deselect all
options.

Click Inbound Confidentiality in the Proxy Editor navigation bar and set the
following option:

a. Deselect Decrypt Inbound Message Content.
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9. Click Outbound Confidentiality in the Proxy Editor navigation bar and set the
following option:

a. Deselect Encrypt Outbound Message.
10. Provide required information for the keystore to be used.
11. Click OK to close the wizard.

12. In the Structure pane, click <appname>Binding Stub.xml and edit the file, as
described in "Editing the <appname>Binding_Stub.xml File".

13. Invoke the web service.

3.7.1.3 Editing <appname>Binding_Stub.xml File (SAML Token Sender Vouches Over
SSL)

Follow these steps to edit the <appname>Binding_Stub.xml file, perform the following
steps:

1. Provide the keystore password and sign and encryption key passwords.

2. In the outbound signature, specify that the timestamp should be signed, as
follows (and remove all other tags):

<out bound>
<si gnat ur e>
<add-timestanmp created="true" expiry="<Expiry_Ti me>"/>
</ si gnat ure>

3.7.2 Configuring an OC4J 10g Web Service and an OWSM 12¢ Client(SAML Token
Sender Vouches Over SSL)

These instructions enable you to configure an OC4] 10g web service and an OWSM 12¢
client to implement SAML token (sender vouches) over SSL that conforms to the WS-
Security 1.0 standard:

¢ Configuring OC4J] 10g Web Service (SAML Token Sender Vouches Over SSL)
¢ Configuring OWSM 12c¢ Client (SAML Token Sender Vouches Over SSL)

¢ Editing wsmgmt.xml File (SAML Token Sender Vouches Over SSL)

3.7.2.1 Configuring OC4J 10g Web Service (SAML Token Sender Vouches Over SSL)
Follow these steps to configure the OC4] 10g Web Service:

1. Configure the server for two-way SSL.

For more information, see htt p: / / downl oad. or acl e. coni docs/ cd/
B14099 19/ web. 1012/ b14013/ configssl. htm

2. Use the Application Server Control to secure the deployed web service.
3. Click Authentication in navigation bar and set the following options:
a. Select Use SAML Authentication.

b. Select Accept Sender Vouches.
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c. Deselect Verify Signature.
4. Click Integrity tab of the Inbound Policies page and deselect all options.
5. Click Integrity tab of the Outbound Policies page and deselect all options.
6. Click Confidentiality tab of the Inbound Policies page and deselect all options.
7. Click Confidentiality tab of the Outbound Policies page and deselect all options.

8. Edit the wsmgmt.xml deployment descriptor file, as described in Table 3-38,
" Edit the wsmgmt.xml File".

3.7.2.2 Configuring OWSM 12¢ Client (SAML Token Sender Vouches Over SSL)
Follow these steps to configure the OWSM 12c Client:

1. Configure the server for two-way SSL.

For more information, see "Configuring SSL on WebLogic Server (Two-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

2. Create a client proxy to the OC4] 10g web service.

For more information, see Ensure that the web service endpoint references the
URL with HTTPS and SSL port configured on Oracle WebLogic Server.

3. Attach the following policy: or acl e/
wss_sanl _token _over _ssl _client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4. Configure the policy.

For more information, see "oracle/wss_saml_token_over_ssl_client_policy" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

5. Invoke the web service.

3.7.2.3 Editing wsmgmt.xml File (SAML Token Sender Vouches Over SSL)

Follow these steps to edit the wsmgmt.xml file:

1. Find thewsngnt . xm file under ORACLE_HOVE/ j 2ee/ oc4j _i nst ance/
config/,.

2. In the outbound signature, specify that the timestamp should be signed, as
follows (and remove all other tags):

<out bound>
<si gnat ur e>
<add-timestanp created="true" expiry="<Expiry_Tinme>"/>
</ si gnat ure>
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Interoperability with Oracle WebLogic
Server 12c Web Service Security
Environments

This chapter describes interoperability of Oracle Web Services Manager (OWSM) with
Oracle WebLogic Server 12c web service security environments.

This chapter includes the following sections:

¢ Overview of Interoperability with Oracle WebLogic Server 12c Web Service
Security Environments

* Username Token With Message Protection for Oracle WebLogic Server(WS-
Security 1.1)

¢ Username Token With Message Protection for Oracle WebLogic Server(WS-
Security 1.1) and MTOM

® Username Token With Message Protection Oracle WebLogic Server(WS-Security
1.0)

¢ Username Token Over SSL for Oracle WebLogic Server
¢ Implementing Username Token Over SSL for Oracle WebLogic Server with MTOM
* SAML Token (Sender Vouches) Over SSL for Oracle WebLogic Server

¢ Implementing SAML Token (Sender Vouches) Over SSL for Oracle WebLogic
Server with MTOM

* SAML Token 2.0 (Sender Vouches)Message Protection for Oracle WebLogic Server
(WS-Security 1.1)

* SAML Token (Sender Vouches) with Message Protection (WS-Security 1.1)for
Oracle WebLogic Server

* SAML Token (Sender Vouches) with Message Protection (WS-Security 1.1) and
MTOM for Oracle WebLogic Server

e SAML Token (Sender Vouches) with Message Protection (WS-Security 1.0) for
Oracle WebLogic Server

¢ Mutual Authentication with Message Protection (WS-Security 1.0) for Oracle
WebLogic Server

e Mutual Authentication with Message Protection (WS-Security 1.1)for Oracle
WebLogic Server
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4.1 Overview of Interoperability with Oracle WebLogic Server 12¢ Web

Service Security Environments

In Oracle Fusion Middleware 12c, you can attach both OWSM and Oracle WebLogic
Server 12c web service policies to WebLogic Java EE web services.

¢ OWSM Predefined Policies for Oracle WebLogic Server 12¢ Policies

® Oracle WebLogic Service Interoperability Scenarios

4.1.1 OWSM Predefined Policies for Oracle WebLogic Server 12¢ Policies

These sections describe about the OWSM Predefined Policies and configuring and
attaching OWSM 12c Polices:

¢ OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

¢ Configuring and attaching OWSM 12¢ policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

For more details about the predefined Oracle WebLogic Server 12c web service
policies, see:

e "Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager

*  Securing WebLogic Web Services for Oracle WebLogic Server

4.1.2 Oracle WebLogic Service Interoperability Scenarios

The tables in this section lists the interoperability between WebLogic Web Service
Policy and OWSM Client Policy, and WebLogic client Policy and OWSM Web Service
Policy.

Table 4-1 and Table 4-2 summarize the most common Oracle WebLogic Server 12c web
service policy interoperability scenarios based on the following security requirements:
authentication, message protection, and transport. The tables are organized as follows:

e Table 4-1 describes interoperability scenarios with WebLogic web service policies
and OWSM client policies.

¢ Table 4-2 describes interoperability scenarios with OWSM web service policies and
WebLogic web service client policies.

Table 4-1 WebLogic Web Service Policy and OWSM Client Policy Interoperability

4-2 Interoperability Solutions Guide for Oracle Web Services Manager



Overview of Interoperability with Oracle WebLogic Server 12¢ Web Service Security Environments

Table 4-1 (Cont.) WebLogic Web Service Policy and OWSM Client Policy Interoperability

Identity Token

WS-
Security
Version

Messag Transpor Service Policy Client Policy

e t
Protecti Security
on

Username

1.1

Yes No

Wsspl. 2-
2007-
Ws1. 1-
User nanme
Token-

Pl ai n-
Encrypte
dKey-
Basi c128
.xm
Wsspl. 2-
2007-

Si gnBody
.xm
Wsspl. 2-
2007-
Encrypt B
ody. xm

oracl e/
wssll userna
me_token_wit
h_nessage_pr
otection_cli
ent _policy

Username and MTOM

1.1

Yes No

Wsspl. 2-
2007-
Ws1. 1-
User nanme
Token-

Pl ai n-
Encrypte
dKey-
Basi c128
.xm
Wsspl. 2-
2007-

Si gnBody
.xm
Wsspl. 2-
2007-
Encrypt B
ody. xm

oracl e/
wssll userna
me_token_wit
h_nessage_pr
otection_cli
ent _policy

wsnt om polic
y
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Table 4-1 (Cont.) WebLogic Web Service Policy and OWSM Client Policy Interoperability

Identity Token WS- Messag Transpor Service Policy Client Policy

Security e t
Version Protecti Security
on

Username 1.0 Yes No e Wspl. 2-
wss10_us
er nane_t
oken_wit
h_nessag
e_protec
tion_ows
m _pol i cy
.xm

o Wspl. 2-
2007-
Si gnBody
.xm

e Wspl. 2-
2007-
Encrypt B
ody. xm

oracl e/
wss10 _userna
me_token_wit
h_nessage_pr
otection_cli
ent _policy

SAML 2.0 1.1 Yes No e Wspl. 2-

wssll sa
m _token
_with _ne
ssage_pr
otection
_owsm po
licy.xm

e Wspl. 2-
2007-
Si gnBody
.xm

e Wspl. 2-
2007-
Encrypt B
ody. xm

oracl e/
wssll sam _t
oken_with_ne
ssage_protec
tion_client_
policy

SAML 1.1 Yes No e Wspl. 2-

wssll sa
m _token
_with _ne
ssage_pr
otection
_owsm po
licy.xm

e Wspl. 2-
2007-
Si gnBody
.xm

e Wspl. 2-
2007-
Encrypt B
ody. xm

oracl e/
wssll sam _t
oken_with_ne
ssage_protec
tion_client_
policy
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Table 4-1 (Cont.) WebLogic Web Service Policy and OWSM Client Policy Interoperability

Identity Token WS- Messag Transpor Service Policy Client Policy
Security e t
Version Protecti Security
on
SAML and MTOM 1.1 Yes No e Wspl.2- oracle/
wssll sa wssll sam _t
m token oken_wth_me
_with_me ssage_protec
ssage_pr tion_client_
otection policy
_OWSM PO wsnt om polic
licy.xm y
e Wspl. 2-
2007-
Si gnBody
.xm
e Wspl. 2-
2007-
Encrypt B
ody. xm
SAML 1.0 Yes No e Wspl. 2- oracl e/
wss10_sa wss1l0_sam _t
m _token oken_with_ne
_with_me ssage_protec
ssage_pr tion_client_
otection policy
_owsm po
licy.xm
e Wspl. 2-
2007-
Si gnBody
.xm
e Wspl. 2-
2007-
Encrypt B
ody. xm
Mutual Authentication 1.1 Yes No e Wspl.2- oracle/
wssll x5 wssl1l x509 t
09 token oken with_ e
_with_me ssage_protec
ssage_pr tion_client_
otection policy
_owsm po
licy.xm
o Wspl. 2-
2007-
Si gnBody
.xm
e Wspl. 2-
2007-
Encrypt B
ody. xm
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Table 4-1 (Cont.) WebLogic Web Service Policy and OWSM Client Policy Interoperability

Identity Token WS- Messag Transpor Service Policy Client Policy

Security e t
Version Protecti Security
on

Mutual Authentication 1.0 Yes No e Wspl. 2-
wss10_ x5
09 token
_with _nme
ssage_pr
otection
_owsm po
licy.xm

o Wspl. 2-
2007-
Si gnBody
.xm

e Wspl. 2-
2007-
Encrypt B
ody. xm

oracl e/
wss10_ x509 t
oken_with_ne
ssage_protec
tion_client_
policy

Table 4-2 OWSM Web Service Policy and WebLogic Web Service Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

Username 1.1 Yes No oracl e/ e Wspl. 2-2007-

wss1ll usernane_t
oken_wi t h_messag
e_protection_ser
vice_policy

Ws1. 1-

User naneToken-
Pl ai n-

Encr ypt edKey-
Basi c128. xm
Wsspl. 2- 2007-
Si gnBody. xmi
Wsspl. 2- 2007-
Encrypt Body. xm
I

Username and 1.1 Yes No oracl e/ o

MTOM wss1ll_user name_t
oken_wi t h_messag
e_protection_ser
vice_policy

Wsspl. 2-
wss10_user nane
_token_with_me
ssage_protecti
on_owsm policy
.xm

Wsspl. 2- 2007-
Si gnBody. xmi
Wsspl. 2- 2007-
Encrypt Body. xm
I
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Table 4-2 (Cont.) OWSM Web Service Policy and WebLogic Web Service Client Policy

Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Username 1.0 Yes No oracl e/ e Wspl. 2-
wss10_usernane_t wss10_user nane
oken_wi t h_nessag _token_with_ne
e_protection_ser ssage_protecti
vice_policy on_owsm pol i cy
xm
e Wspl. 2-2007-
Si gnBody. xm
e Wsspl. 2- 2007-
Encrypt Body. xm
I
Username over l.0and 1.1  No Yes oracl e/ Wsspl. 2-2007-
SSL wss_usernanme_tok Htps-
en_over_ssl _serv User nameToken-
i ce_policy Pl ai n. xm
Username over 1.0and 1.1 No Yes oracl e/ Wsspl. 2- 2007-
SSL with MTOM wss_username_t ok Htps-
en_over_ssl _serv UsernanmeToken-
ice_policy Pl ai n. xmi
SAML over SSL 1.0and 1.1 No Yes oracl e/ Wsspl. 2- 2007-
wss_sam token_ o Sanll.1-
ver _ssl _service_ SenderVouches-
policy Ht t ps. xm
SAML over SSL 1.0and 1.1 No Yes oracl e/ Wsspl. 2- 2007-
with MTOM wss_sanl _token_o Sanl 1. 1-
ver _ssl _service_ SenderVouches-
policy Ht t ps. xm
SAML 2.0 1.1 Yes No oracl e/ e Wspl. 2-

wssl1ll_sani _t oken
_W th_nessage_pr
otection_service
_policy

wssl1ll_sam _t ok
en_wi th_nessag
e_protection_o
wsm pol i cy. xmi

e Wsspl. 2-2007-
Si gnBody. xni

e Wsspl. 2-2007-
Encrypt Body. xm
I
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Table 4-2 (Cont.) OWSM Web Service Policy and WebLogic Web Service Client Policy

Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

SAML 1.1 Yes No oracl e/ Wsspl. 2-
wssl1ll_sani _t oken wssl1ll_sam _t ok
_W th_nessage_pr en_w th_messag
otection_service e_protection_o
_policy wsm pol i cy. xmi

Wsspl. 2- 2007-
Si gnBody. xni
Wsspl. 2- 2007-
Encrypt Body. xm
I

SAML with 1.1 Yes No oracl e/ Wsspl. 2-

MTOM wssll sanl _token wssll sam _tok
_W th_nessage_pr en_wi th_nessag
otection_service e_protection_o
_policy wsm pol i cy. xmi

Wsspl. 2- 2007-
Si gnBody. xmi
Wsspl. 2- 2007-
Encrypt Body. xm
I

SAML 1.0 Yes No oracl e/ Wsspl. 2-
wss10_sanl _t oken wss10_sam _t ok
_W th_nessage_pr en_wi t h_messag
ot ection_service e_protection_o
_policy wsm pol i cy. xmi

Wsspl. 2- 2007-
Si gnBody. xni
Wsspl. 2- 2007-
Encrypt Body. xm
I
Mutual 1.1 Yes No oracl e/ Wsspl. 2-
Authentication wss1ll_x509_t oken wss11l_x509_t ok

_W th_nessage_pr
otection_service
_policy

en_w th_nessag
e_protection_o
wsm pol i cy. xm
Wsspl. 2- 2007-
Si gnBody. xni
Wsspl. 2- 2007-
Encrypt Body. xm
I
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Table 4-2 (Cont.) OWSM Web Service Policy and WebLogic Web Service Client Policy

Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Mutual 1.0 Yes No oracl e/ e Wspl. 2-
Authentication wss10_x509_t oken wss10_x509_t ok
_W th_nessage_pr en_wi t h_messag
ot ection_service e_protection_o
_policy wsm pol i cy. xmi
e Wsspl. 2-2007-
Si gnBody. xni
e Wsspl. 2-2007-
Encrypt Body. xm
I
Table 4-3 Interoperability With Oracle WebLogic Server 12c Web Services Security Environments

L ____________________________________________________________________________________________]
Interoperability Scenario Client—>Web Service

OWSM 12c Policies

Oracle WebLogic Server

12c Policies
“Username Token With Oracle WebLogic Server oracl e/ e Wspl. 2-2007-
Message Protection for —> OWSM wss1ll_usernanme_t oke Ws1. 1-
Oracle WebLogic n_with_nessage_prot User naneToken-
Server(WS-Security 1.1)” ection_service_poli Pl ai n-
cy Encr ypt edKey-
Basi ¢128. xni
e Wspl. 2-2007-
Si gnBody. xm
e Wspl. 2-2007-
Encr ypt Body. xmi
(cont.) OWSM ———> Oracle oracl e/ e \Wsspl. 2-2007-
WebLogic Server wss1ll_usernane_t oke Wss1l. 1-
n_with_nessage_prot User naneToken-
ection_client_polic Pl ai n-
y Encr ypt edKey-
Basi ¢128. xmi
e Wspl. 2-2007-
Si gnBody. xm
e Wspl. 2-2007-
Encr ypt Body. xm
“Username Token With Oracle WebLogic Server oracl e/ e Wspl. 2-
Message Protection for —> OWSM wss1ll_usernanme_t oke wss10_usernanme_t o
Oracle WebLogic n_with_nessage_prot ken_wi t h_nessage_
Server(WS-Security 1.1) ection_service_poli protection_owsmp
and MTOM” cy olicy.xm

Wsspl. 2- 2007-
Si gnBody. xm

Wsspl. 2- 2007-
Encr ypt Body. xm
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Table 4-3 (Cont.) Interoperability With Oracle WebLogic Server 12¢c Web Services Security

Environments
- ]

Interoperability Scenario

Client—>Web Service

OWSM 12c Policies

Oracle WebLogic Server
12c Policies

(cont.) OWSM ——> Oracle oracl e/ e Wsspl. 2-2007-
WebLogic Server wssll usernane_t oke Wss1. 1-
n_wit h_nessage_pr ot User naneToken-
ection_client_polic Pl ai n-
y Encr ypt edKey-
Basi ¢128. xni
e Wspl. 2-2007-
Si gnBody. xni
e Wspl. 2-2007-
Encr ypt Body. xmi
“Username Token With Oracle WebLogic Server oracl e/ e \Wspl. 2-
Message Protection Oracle > OWSM wss10_user nane_t oke wss10_usernane_t o
WebLogic Server(WS- n_wi t h_nessage_pr ot ken_wi t h_nmessage_

Security 1.0)”

ection_service_poli
cy

protection_owsm p
olicy.xm
e Wsspl. 2-2007-
Si gnBody. xn
e Wspl. 2-2007-
Encr ypt Body. xmi

(cont.)

OWSM ——> Oracle

oracl e/

e Wspl. 2-

WebLogic Server wss10_user nane_t oke wss10_usernane_t o
n_with_nessage_pr ot ken_wi t h_nessage_
ection_client_polic protection_owsm p
y olicy.xm
e Wspl. 2-2007-
Si gnBody. xm
e Wsspl. 2- 2007-
Encr ypt Body. xmi
“Username Token Over Oracle WebLogic Server oracl e/ Wsspl. 2- 2007- H t ps-
SSL for Oracle WebLogic > OWSM wss_user nane_t oken_  User nameToken-
Server” over_ssl _service_po Plain.xm
licy
“Implementing Username  Oracle WebLogic Server oracl e/ Wsspl. 2- 2007- H t ps-
Token Over SSL for Oracle ——> OWSM wss_user nanme_t oken_  User naneToken-
WebLogic Server with over_ssl _service_po Plain.xm
MTOM ” licy
“SAML Token (Sender Oracle WebLogic Server oracl e/ Wspl. 2- 2007-
Vouches) Over SSL for —> OWSM wss_sam _token_over Sam 1. 1-
Oracle WebLogic Server” _ssl _service_policy SenderVouches-
Htt ps. xm
“Implementing SAML Oracle WebLogic Server oracl e/ Wspl. 2- 2007-
Token (Sender Vouches) —> OWSM wss_sanl _token_over  Sami 1. 1-
Over SSL for Oracle _ssl _service_policy SenderVouches-
WebLogic Server with Ht t ps. xm
MTOM”
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Table 4-3 (Cont.) Interoperability With Oracle WebLogic Server 12¢c Web Services Security

Environments
- ]

Interoperability Scenario Client—>Web Service OWSM 12c Policies Oracle WebLogic Server

12c Policies

“SAML Token 2.0 (Sender  Oracle WebLogic Server oracle/ e \Wspl. 2-
Vouches)Message > OWSM wss11_saml_token_with_ wss1ll_saml _t oken_
Protection for Oracle message_protection_servi wi t h_nessage_pr ot
WebLogic Server (WS- ce_policy ection_owsm polic
Security 1.1)” y. xm

Wspl. 2-2007-

Si gnBody. xm

Wsspl. 2- 2007-

Encr ypt Body. xmi
(cont.) OWSM ——> Oracle oracl e/ Wsspl. 2-

WebLogic Server wssll sam _token_wi wssll sanl _token_
th_message_protecti Wi t h_nessage_pr ot
on_client_policy ecti on_owsm polic

y. xm
Wspl. 2-2007-
Si gnBody. xm
Wsspl. 2- 2007-
Encr ypt Body. xmi
“SAML Token (Sender Oracle WebLogic Server oracl e/ Wsspl. 2-
Vouches) with Message > OWSM wss1ll_sanl _t oken_wi wss1ll_sam _t oken_

Protection (WS-Security
1.1)for Oracle WebLogic
Server”

th_message_protecti
on_service_policy

wi t h_nessage_pr ot
ection_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xn
Wsspl. 2-2007-

Encr ypt Body. xmi

(cont.) OWSM ——> Oracle oracl e/ Wsspl. 2-

WebLogic Server wss1ll_sanl _t oken_wi wss1ll_saml _t oken_
th_nmessage_protecti wi t h_nessage_pr ot
on_client_policy ecti on_owsm polic

y. xm
Wsspl. 2-2007-
Si gnBody. xmn
Wsspl. 2- 2007-
Encr ypt Body. xmi
“SAML Token (Sender Oracle WebLogic Server oracl e/ Wsspl. 2-
Vouches) with Message > OWSM wss1ll_sanl _t oken_wi wss1ll_saml _t oken_

Protection (WS-Security
1.1) and MTOM for Oracle
WebLogic Server”

th_message_protecti
on_service_policy

Wi t h_nessage_pr ot
ecti on_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xn
Wsspl. 2- 2007-

Encr ypt Body. xmi
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Table 4-3 (Cont.) Interoperability With Oracle WebLogic Server 12¢c Web Services Security

Environments

________________________________________________________________________________________________|
Interoperability Scenario Client—>Web Service

OWSM 12c Policies

Oracle WebLogic Server

12c Policies
(cont.) OWSM ——> Oracle oracl e/ e Wspl. 2-

WebLogic Server wss1ll_sanl _t oken_wi wss1ll_saml _t oken_
th_nmessage_protecti wi t h_nessage_pr ot
on_client_policy ecti on_owsm polic
oracl e/ y. xm
wsnt om pol i cy e Wspl. 2-2007-

Si gnBody. xm
e Wsspl. 2- 2007-
Encr ypt Body. xmi
“SAML Token (Sender Oracle WebLogic Server oracl e/ e \Wspl. 2-
Vouches) with Message > OWSM wss10_sanl _t oken_wi wss10_san _t oken_

Protection (WS-Security
1.0) for Oracle WebLogic
Server”

th_nmessage_protecti
on_service_policy

wi t h_nessage_pr ot
ecti on_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xn
Wsspl. 2- 2007-

Encr ypt Body. xmi

(cont.)

OWSM ——> Oracle

oracl e/

Wsspl. 2-

WebLogic Server wss10_sam _t oken_wi wss10_sanl _t oken_
th_message_protecti Wi t h_nessage_pr ot
on_client_policy ecti on_owsm polic

y. xm
e Wspl. 2-2007-
Si gnBody. xn
e Wspl. 2-2007-
Encr ypt Body. xmi
“Mutual Authentication Oracle WebLogic Server oracl e/ e \Wspl. 2-
with Message Protection > OWSM wss10_x509_t oken_wi wss10_x509_t oken_

(WS-Security 1.0) for
Oracle WebLogic Server”

th_message_protecti
on_service_policy

Wi t h_nessage_pr ot
ecti on_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xmn
Wsspl. 2- 2007-

Encr ypt Body. xmi

(cont.)

OWSM ——> Oracle
WebLogic Server

oracl e/
wss10_x509_t oken_wi
th_nmessage_protecti
on_client_policy

Wsspl. 2-
wss10_x509 t oken_
wi t h_nessage_pr ot
ecti on_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xmn
Wsspl. 2- 2007-

Encr ypt Body. xmi
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Table 4-3 (Cont.) Interoperability With Oracle WebLogic Server 12¢c Web Services Security

Environments

________________________________________________________________________________________________|
Interoperability Scenario Client—>Web Service

OWSM 12c Policies

Oracle WebLogic Server

12c Policies
“Mutual Authentication Oracle WebLogic Server oracl e/ e \Wspl. 2-
with Message Protection > OWSM wss1ll x509 token_wi wss1ll x509 token_

(WS-Security 1.1)for
Oracle WebLogic Server”

th_message_protecti
on_service_policy

Wi t h_nessage_pr ot
ecti on_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xni
Wsspl. 2- 2007-

Encr ypt Body. xm

(cont.)

OWSM ——> Oracle
WebLogic Server

oracl e/
wss1ll_x509_t oken_wi
th_nmessage_protecti
on_client_policy

Wsspl. 2-
wss1ll_x509_t oken_
wi t h_nessage_pr ot
ecti on_owsm polic
y. xm

Wsspl. 2- 2007-

Si gnBody. xni
Wsspl. 2- 2007-

Encr ypt Body. xmi

4.2 Username Token With Message Protection for Oracle WebLogic
Server(WS-Security 1.1)

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.1 standard:

¢ Interoperability with a WebLogic Web Service Policy (Username Token)

* Web Service Client Policy(Username Token)

4.2.1 Interoperability with a WebLogic Web Service Policy (Username Token)

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.1 standard and ensure interoperability between the

WebLogic web service policy and the OWSM client policy:

e Attaching and Configuring WebLogic Web Service Policy (Username Token)

® Attaching and Configuring OWSM Client Policy (Username Token)

4.2.1.1 Attaching and Configuring WebLogic Web Service Policy (Username Token)

Follow these steps to Attach and Configure the WebLogic Web Service Policy:

1. Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

2. Attach the following policies:
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a. Wsspl. 2-2007-Wssl. 1- User naneToken- Pl ai n- Encr ypt edKey-
Basi c128. xni

b. Wsspl. 2- 2007- Si gnBody. xmi

c. Wsspl. 2-2007- Encrypt Body. xm

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

Configure message-level security.

Note:

You only need to configure the Confidentiality Key for a WS-Security 1.1
policy.

For more information, see:

* "Configuring Message-Level Security" in Securing WebLogic Web Services for
Oracle WebLogic Server

* "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help

Deploy the web service.

For more information, see "Install a Web Service" in Oracle WebLogic Server
Administration Console Online Help

4.2.1.2 Attaching and Configuring OWSM Client Policy (Username Token)
Follow these steps to attach and Configure the OWSM Client Policy:

1.

Create a client proxy for the web service created earlier using cl i ent gen or some
other mechanism.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the web service client: or acl e/
wssll usernanme_token with nmessage protection_client policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

For more information, see "oracle/
wssll_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Specify keyst ore. reci pi ent. al i as in the client configuration.
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For more information, see "oracle/
wssll_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Ensure that the keyst or e. r eci pi ent . al i as keys specified for the client exist
as trusted certificate entry in the trust store configured for the web service.

For more information, see "oracle/
wssll_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Provide a valid username and password as part of the configuration.

For more information, see "oracle/
wssll_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Invoke the web service method from the client.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

4.2.2 Web Service Client Policy(Username Token)

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.1 standard and ensure interoperability between the
OWSM web service policy and the WebLogic web service client policy:

¢ Attaching and Configuring OWSM Web Service Policy(Username Token)

¢ Attaching and Configuring WebLogic Web Service Client Policy(Username Token)

4.2.2.1 Attaching and Configuring OWSM Web Service Policy(Username Token)
Follow these steps to attach and Configure the OWSM Policy:

1.

Create and deploy a web service.
For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the web service:

a. oracle/
wss1ll username_t oken_wi th_nessage_protection_service_poli
cy.
For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.2.2.2 Attaching and Configuring WebLogic Web Service Client Policy(Username
Token)

Follow these steps to attach and Configure the WebLogic Web Service Client Policy:

1.

Create a client proxy for the web service created using cl i ent gen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

Attach the following policies:
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a. Wsspl. 2-2007-Wssl. 1- User naneToken- Pl ai n- Encr ypt edKey-
Basi c128. xni

b. Wsspl. 2- 2007- Si gnBody. xmi

c. Wsspl.2-2007-EncryptBody.xml

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Provide the configuration for the server (encryption key) in the client.

Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

4. Invoke the web service method from the client.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server

4.3 Username Token With Message Protection for Oracle WebLogic
Server(WS-Security 1.1) and MTOM

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.1 standard and uses Message Transmission
Optimization Mechanism (MTOM), in the following interoperability scenarios:

¢ Interoperability with a WebLogic Web Service Policy (Username Token With
Message Protection and MTOM)

¢ Interoperability with a WebLogic Web Service Client Policy(Username Token
With Message Protection and MTOM)

4.3.1 Interoperability with a WebLogic Web Service Policy (Username Token With
Message Protection and MTOM)
These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.1 standard and uses Message Transmission

Optimization Mechanism (MTOM), and to ensure interoperability between the
WebLogic web service policy and the OWSM client policy:

e Attaching and Configuring WebLogic Web Service Policy (Username Token With
Message Protection and MTOM)

¢ Attaching and Configuring OWSM Client Policy (Username Token With Message
Protection and MTOM)
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4.3.1.1 Attaching and Configuring WebLogic Web Service Policy (Username Token
With Message Protection and MTOM)

Follow these steps to attach and Configure the WebLogic Web Service Policy, perform
the following steps:

1. Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services.

2.  Use the @MIrOMannotation in the web service.

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

4.3.1.2 Attaching and Configuring OWSM Client Policy (Username Token With
Message Protection and MTOM)

Follow these steps to attach and configure the OWSM Client Policy:

1. Configure the client proxy for the web service using cl i ent gen or some other
mechanism.

2. If you did not use the @ITOMannotation in the web services, attach
wsmt om pol i cy from the Management tab.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.3.2 Interoperability with a WebLogic Web Service Client Policy(Username Token With
Message Protection and MTOM)

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.1 standard and uses Message Transmission
Optimization Mechanism (MTOM), and to ensure interoperability between the OWSM
web service policy and the WebLogic web service client policy:

¢ Attaching and Configuring OWSM Policy (Username Token With Message
Protection and MTOM)

¢ Attaching and Configuring WebLogic Web Service Client Policy (Username Token
With Message Protection and MTOM)

4.3.2.1 Attaching and Configuring OWSM Policy (Username Token With Message
Protection and MTOM)

Follow these steps to attach and configure the OWSM Policy:
1. Configure the OWSM web service.

2. Attachwsnt om pol i cy from the Management tab.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager
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4.3.2.2 Attaching and Configuring WebLogic Web Service Client Policy (Username
Token With Message Protection and MTOM)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:
1. Create a client proxy for the web service created using cl i ent gen.

2. If you did not attach the wsnt om pol i cy, use the @MTOMannotation in the web
service client.

4.4 Username Token With Message Protection Oracle WebLogic
Server(WS-Security 1.0)

These section enable you to implement username token with message protection that
conforms to the WS-Security 1.0 standard:

¢ Interoperability with a WebLogic Web Service Policy (Username Token With
Message Protection)

¢ Interoperability with a WebLogic Web Service Client Policy (Username Token With
Message Protection)

Note:

WS-Security 1.0 policy is supported for legacy applications only. Use WS-
Security 1.1 policy for maximum performance. For more information, see
Username Token With Message Protection for Oracle WebLogic Server(WS-
Security 1.1).

4.4.1 Interoperability with a WebLogic Web Service Policy (Username Token With
Message Protection)

These sections enable you to implement username token with message protection that
conforms to the WS-Security 1.0 standard and ensure interoperability between the
WebLogic web service policy and the OWSM client policy:

* Attaching and Configuring WebLogic Web Service Policy (Username Token With
Message Protection)

e Attaching and Configuring OWSM Client Policy (Username Token With Message
Protection)

4.4.1.1 Attaching and Configuring WebLogic Web Service Policy (Username Token
With Message Protection)

Follow these steps to attach and configure the WebLogic Web Service Policy:

1. Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

2. Attach the following policies:
a. Wsspl. 2- 2007- Si gnBody. xm
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b. Wspl. 2-
wss10 usernane_token _wi th _nessage protection_owsm policy.
xm

c. Wsspl.2-2007-EncryptBody.xml

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help.

Configure message-level security.

For more information, see:

¢ "Configuring Message-Level Security" in Securing WebLogic Web Services for
Oracle WebLogic Server

¢ "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help

Deploy the web service.

For more information, see Deploying Applications to Oracle WebLogic Server.

4.4.1.2 Attaching and Configuring OWSM Client Policy (Username Token With
Message Protection)

Follow these steps to attach and configure the OWSM Client Policy:

1.

Create a client proxy to the web service created using cl i ent gen or some other
mechanism.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the web service client:

a. oraclel
wss10 usernanme_token with nessage protection client polic

Y.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

For more information, see "oracle/
wss10_username_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Note:

Ensure that you use different keys for client (sign and decrypt key) and
keystore recipient alias (server public key used for encryption). Ensure that
the recipient alias is in accordance with the keys defined in the web service
policy security configuration.
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4. Ensure that the signing and encryption keys specified for the client exist as trusted
certificate entries in the trust store configured for the web service.

5. Provide a valid username and password as part of the configuration.

6. Invoke the web service method from the client.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

4.4.2 Interoperability with a WebLogic Web Service Client Policy (Username Token With
Message Protection)

These sections enable you to implement username token with message protection that

conforms to the WS-Security 1.0 standard and ensure interoperability between the

OWSM web service policy and the WebLogic web service client policy:

Attaching and Configuring OWSM Policy (Username Token With Message
Protection)

Attaching and Configuring WebLogic Web Service Client Policy(Username Token
With Message Protection)

4.4.2.1 Attaching and Configuring OWSM Policy (Username Token With Message
Protection)

To attach and configure the OWSM Policy, perform the following steps:

1.

Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the web service:

a. oraclel
wss10 usernane_token with _nessage _protection_service poli

cy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

4.4.2.2 Attaching and Configuring WebLogic Web Service Client Policy(Username
Token With Message Protection)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1.

Create a client proxy for the web service created using cl i ent gen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

Attach the following policies:

a. Wsspl. 2-
wss10 username_t oken_wi th_nessage_protecti on_owsm policy.
xm

b. Wssp1.2-2007-SignBody.xml
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c. Wsspl. 2-2007- Encrypt Body. xm

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

Configure the client for server (encryption key) and client certificates.

Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

Invoke the web service method from the client.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server

4.5 Username Token Over SSL for Oracle WebLogic Server

These sections enable you to implement username token over SSL and ensure
interoperability between the OWSM web service policy and the WebLogic web service
client policy:

You can implement username token over SSL. To implement username token over SSL
and ensure interoperability between the OWSM web service policy and the WebLogic
web service client policy, perform the following instructions:

Attaching and Configuring OWSM Policy (Username Token Over SSL)

Attaching and Configuring WebLogic Web Service Client Policy (Username Token
Over SSL)

4.5.1 Attaching and Configuring OWSM Policy (Username Token Over SSL)

Follow these steps to attach and configure the OWSM Policy:

1.

Configure the server for one-way SSL.

For more information, see "Configuring SSL. on WebLogic Server (One-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy:

a. oracle/wss_usernanme_t oken_over_ssl _service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager
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4.5.2 Attaching and Configuring WebLogic Web Service Client Policy (Username Token
Over SSL)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1. Create a client proxy for the web service created using cl i ent gen. Provide a
valid username and password as part of the configuration for this policy in the
client proxy.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

2. Configure WebLogic Server for SSL.

For more information, see "Configuring SSL on WebLogic Server (One-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

3. Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

4. Attach Wspl. 2- 2007- Ht t ps- User nameToken- Pl ai n. xm to the web
service client.

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

5. Provide the truststore and other required System properties in the SSL client.

For more information, see "Using SSL Authentication in Java Clients" in
Developing Applications with the WebLogic Security Service

6. Invoke the web service.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server

4.6 Implementing Username Token Over SSL for Oracle WebLogic Server
with MTOM

Follow these steps to implement username token over SSL with Message Transmission
Optimization Mechanism (MTOM) and ensure interoperability between the OWSM
web service policy and the WebLogic web service client policy:

You can implement username token over SSL with Message Transmission
Optimization Mechanism (MTOM). To implement username token over SSL with
MTOM and ensure interoperability between the OWSM web service policy and the
WebLogic web service client policy:

1. Configure the OWSM web service.

2. Attach and configure WebLogic Web Service Client Policy by creating client proxy
for the web service created earlier.

3. Use the @/TOMannotation in the web service client.

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server
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4.7 SAML Token (Sender Vouches) Over SSL for Oracle WebLogic Server

These sections enable you to implement SAML token sender vouches with SSL and
ensure interoperability between the OWSM web service policy and the WebLogic web
service client policy:

¢ Attaching and Configuring OWSM Policy (SAML Token)
¢ Configuring WebLogic Web Service Client Policy (SAML Token)

¢ Attaching and Configuring WebLogic Web Service Client Policy (SAML Token)

4.7.1 Attaching and Configuring OWSM Policy (SAML Token)
Follow these steps to attach and configure the OWSM Policy:

1. Configure the or acl e/ wss_sanl _t oken_over _ssl _servi ce_pol i cy policy
for two-way SSL.

For more information, see "oracle/wss_saml_token_over_ssl_service_policy" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

2. Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

3. Attach the following policy to the web service: or acl e/
wss_sanl _token_over_ssl _service _policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

4.7.2 Configuring WebLogic Web Service Client Policy (SAML Token)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1. Configure the or acl e/ wss_sanl _t oken_over _ssl _servi ce_pol i cy policy
for two-way SSL.

For more information, see "oracle/wss_saml_token_over_ssl_service_policy" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

2. Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

3. Attach the following policy to the web service: or acl e/
wss_sam _t oken_over _ssl _service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

4.7.3 Attaching and Configuring WebLogic Web Service Client Policy (SAML Token)

To attach and configure the WebLogic Web Service Client Policy, perform the
following steps:

1. Create a client proxy for the web service created earlier using cl i ent gen.
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10.

11.

12.

13.

14.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

Configure Oracle WebLogic Server for two-way SSL.

For more information, see "Configuring SSL on WebLogic Server (Two-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

Attach Wspl. 2- 2007- Sanl 1. 1- Sender Vouches- Ht t ps. xm to the web
service client.

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

Configure a SAML credential mapping provider.

In the WebLogic Server Administration Console, navigate to Security Realms >
RealmName > Providers > Credential Mapping page and create a New
Credential Mapping Provider of type SAMLCredentialMapperV2.

Select the new provider, click on Provider Specific, and configure it as follows:
a. SetIssuer URI to ww. or acl e. com
b. Set Name Qualifier to wwv. or acl e. com

Restart Oracle WebLogic Server.

For more information, see "Accessing Oracle WebLogic Administration Console"
in Administering Web Services

Create a SAML relying party by setting the Profile to WSS/Sender-Vouches.

Configure the SAML relying party as follows (leave other values set to the
defaults):

a. Target URL: <url_used_to_access_Web_service>
b. Description: <your_description>
c. Select the Enabled checkbox and click Save.

d. Ensure the Target URL is set to the URL used for the client web service.

For more information, see "Create a SAML 1.1 Relying Party" in Oracle
WebLogic Server Administration Console Online Help

Create a servlet and call the proxy code from the servlet.
Use BASIC authentication so that the authenticated subject can be created.

Provide the truststore and other required System properties in the SSL client.

For more information, see "Using SSL Authentication in Java Clients" in
Developing Applications with the WebLogic Security Service

Invoke the Web application client.
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15. Enter the credentials of the user whose identity is to be propagated using the

SAML token.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server

4.8 Implementing SAML Token (Sender Vouches) Over SSL for Oracle
WebLogic Server with MTOM

Follow these steps to implement SAML token vouches over SSL with MTOM and
ensure interoperability between the OWSM web service policy and the WebLogic web
service client policy:

1. Configure the OWSM web service.

For more information, see SAML Token (Sender Vouches) Over SSL for Oracle
WebLogic Server

Configure the Oracle WebLogic web service client policy.

For more information, see SAML Token (Sender Vouches) Over SSL for Oracle
WebLogic Server

Use the @TOMannotation in the web service client.

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server.

4.9 SAML Token 2.0 (Sender Vouches)Message Protection for Oracle
WebLogic Server (WS-Security 1.1)

These sections enable you to implement SAML 2.0 token sender vouches with message
protection that conforms to the WS-Security 1.1 standard:

¢ Interoperability with a WebLogic Web Service Policy(SAML Token 2.0)

¢ Interoperability with a WebLogic Web Service Client Policy (SAML Token 2.0)

4.9.1 Interoperability with a WebLogic Web Service Policy(SAML Token 2.0)

These sections enable you to implement SAML 2.0 token sender vouches with message
protection that conforms to the WS-Security 1.1 standard and ensure interoperability
between the WebLogic web service policy and the OWSM client policy:

¢ Attaching and Configuring WebLogic Web Service Policy(SAML Token 2.0)

¢ Attaching and Configuring OWSM Client Policy(SAML Token 2.0)

4.9.1.1 Attaching and Configuring WebLogic Web Service Policy(SAML Token 2.0)
Follow these steps to attach and configure the WebLogic Web Service Policy:

1.

Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

Attach the following policies:
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e Wsspl. 2- 2007- Sam 2. 0- Sender Vouches-Ws1. 1. xni
e Wsspl. 2-2007- Si gnBody. xn

e Wsspl. 2- 2007- Encr ypt Body. xm

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Configure the keystore properties for message signing and encryption. The
configuration should be in accordance with the keystore used on the server side.
Create the trust store out of the keystore by exporting both keys, and trust both of
them while importing into trust store. Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help.

4. Configure message-level security.

For more information, see

¢ "Configuring Message-Level Security" in Securing WebLogic Web Services for
Oracle WebLogic Server

* "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help

5. Attach new configuration using the annotation:

@¥sConfiguration(val ue="<ny_security_configuration>") where
<ny_security_configuration>is the name of the Wb Security Configuration
created in previous step.

For more information, see "Configuring Message-Level Security" in Securing
WebLogic Web Services for Oracle WebLogic Server

6. Deploy the web service.

For more information, see Deploying Applications to Oracle WebLogic Server.

7. Create a SAML Identity Asserter.

In the WebLogic Server Administration Console, navigate to Security Realns >
Real mNanme > Providers > Credential Mpping page and create a New Credential
Mappi ng Provi der of type SAM.2I dentityAsserter.

For more information, see "Configure Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help

8. Restart WebLogic Server.

For more information, see "Start and stop servers" in the Oracle WebLogic Server
Administration Console Online Help.

9. To add the identity provider to the identity asserter created in Step 7, perform the
following steps:

a. Select the identity asserter created in Step 7 in the WebLogic Administration
Console.

b. Create a new identity provider partner, select New, and then select New
Webservice Identity Provider Partner.
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c. Provide a name, and select Finish.

10. Configure the identity provider as follows:

a. Select the identity provide partner created in Step 9.
b. Select the Enabled check box.

c. Provide the Audience URI. For example:
target:*:/sam 20W.SW5- Pr oj ect 1- cont ext - root / O ass1Port

d. SetIssuer URI to wwv. or acl e. com
e. SetTarget URL to <url_used_to_access_Web_service>.

f.  Set Profile to WBS/ Sender - Vouches.

4.9.1.2 Attaching and Configuring OWSM Client Policy(SAML Token 2.0)
Follow these steps to attach and configure the OWSM Client Policy:

1.

Generate a client using JDeveloper for the web service created earlier. Create a
Web project and then select New, and create a client proxy using the WSDL.

For more information, see

* "Roadmap for Implementing Oracle Fusion Middleware Web Services" in
Understanding Web Services

¢ "Developing and Securing Web Services" in Developing Applications with Oracle
JDeveloper.

Add a servlet in the above project.

Attach the following policy to the web service client: or acl e/
wssl1ll sanl 20 token_wi th_message protection_client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Specify keyst ore. reci pi ent. al i as in the client configuration.

Note:

Ensure that keyst or e. reci pi ent . al i as is same as the decryption key
specified for the web service.

For more information, see "oracle/
wss1l_saml20_token_with_message_protection_cient_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Ensure that the keyst or e. r eci pi ent. al i as keys specified for the client exist
as trusted certificate entry in the trust store configured for the web service.

For more information, see "oracle/
wss1l_saml20_token_with_message_protection_cient_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager
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6. InJDeveloper, secure web project with Form-based authentication using the
Configure ADF Security Wizard.

For more information, see Developing Applications with Oracle [Developer

7. Invoke the Web application client.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

4.9.2 Interoperability with a WebLogic Web Service Client Policy (SAML Token 2.0)

These sections enable you to implement SAML 2.0 token sender vouches with message
protection that conforms to the WS-Security 1.1 standard and ensure interoperability
between the WebLogic web service client policy and the OWSM policy:

¢ Attaching and Configuring OWSM Policy (SAML Token 2.0)

® Attaching and Configuring WebLogic Web Service Client (SAML Token 2.0)
4.9.2.1 Attaching and Configuring OWSM Policy (SAML Token 2.0)

Follow these steps to attach and configure the OWSM Policy:

1. Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attach the following policy to the web service:

oracl e/wss1l sam 20 _token_with_message _protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.9.2.2 Attaching and Configuring WebLogic Web Service Client (SAML Token 2.0)
Follow these steps to attach and configure the WebLogic Web Service Client:

1. Create a Java EE client for the deployed web service using JDeveloper. Create a
Web project and create a proxy using WSDL proxy.

For more information, see "Creating JAX-WS Web Services and Clients" in
Developing Applications with Oracle [Developer

2. Attach the following policies:
e Wsspl. 2- 2007- Sami 2. 0- Sender Vouches-Wss1. 1. xni
e Wsspl. 2- 2007- Si gnBody. xm

e Wsspl. 2- 2007- Encrypt Body. xm

Note:

Extract webl ogi c. j ar to a folder and provide the absolute path to the above
policies files.
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10.

11.

For more information, see "Attaching Policies" in Developing Applications with
Oracle | Developer

Add servlet to above web project.

Configure the client for server (encryption key) and client certificates.

Note:

Ensure that the encryption key specified is in accordance with the decryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

Secure the Web application client using BASIC Authentication.

For more information, see "Developing BASIC Authentication Web Applications"
in Developing Applications with the WebLogic Security Service

Deploy the Java EE Web application client.

For more information, see "Deploying Web Services Applications” in
Administering Web Services

Configure a SAML credential mapping provider.

¢ In the Oracle WebLogic Server Administration Console, navigate to Security
Realms > RealmName > Providers > Credential Mapping page and create a
New Credential Mapping Provider of type SAML2CredentialMapper.

Select the new provider, click on Provider Specific, and configure it as follows:
a. SetIssuer URI to wwv. or acl e. com

b. Set Name Qualifier to ww. or acl e. com

For more information, see "Configure Credential Mapping Providers" in Oracle
WebLogic Server Administration Console Online Help

Restart WebLogic Server.

For more information, see "Start and stop servers" in the Oracle WebLogic Server
Administration Console Online Help.

To create a new service provider partner, perform the following steps:

a. Select the credential mapper created in Step 7 in the WebLogic
Administration Console, and then select the Management tab.

b. Select New, and then select New Webservice Service Provider Partner.
c. Provide a name, and select Finish.

Configure the service provider partner as follows:

a. Select the service provide partner created in Step 10.

b. Select the Enabled check box.
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c. Provide the Audience URL
d. SetIssuer URI to wwv. or acl e. com
e. Set Target URL to <url_used_to_access_Web_service>.
f.  Set Profile to W8S/ Sender - Vouches.
12. Invoke the Web application client.

* Enter the credentials of the user whose identity is to be propagated using
SAML token.

For more information, see "Writing the Java Client Application Code to Invoke
a Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server

4.10 SAML Token (Sender Vouches) with Message Protection (WS-
Security 1.1)for Oracle WebLogic Server

These sections enable you to implement SAML token sender vouches with message
protection that conforms to the WS-Security 1.1 standard:

* Interoperability with a WebLogic Web Service Policy(SAML Token With Message
Protection)

¢ Interoperability with a WebLogic Web Service Client Policy(SAML Token With
Message Protection)

4.10.1 Interoperability with a WebLogic Web Service Policy(SAML Token With Message
Protection)

These sections enable you to implement SAML token sender vouches with message
protection that conforms to the WS-Security 1.1 standard and ensure interoperability
between the WebLogic web service policy and the OWSM client policy:

¢ Attaching and Configuring WebLogic Web Service Policy (SAML Token With
Message Protection)

e Attaching and Configuring OWSM Client Policy (SAML Token With Message
Protection)

4.10.1.1 Attaching and Configuring WebLogic Web Service Policy (SAML Token With
Message Protection)

Follow these steps to attach and configure the WebLogic Web Service Policy:

1. Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

2. Attach the following policies:

e Wsspl. 2-
wssl1ll sanl _token_wi th_nessage_protecti on_owsm policy.xmn

e Wsspl. 2- 2007- Si gnBody. xni
e Wsspl. 2- 2007- Encr ypt Body. xm
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10.

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server.

Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

Configure message-level security.

Note:

Since this is a WS-Security 1.1 policy, you need to configure Confidentiality
Key only.

For more information, see

¢ "Configure Message-Level Security" in Securing WebLogic Web Services for Oracle
WebLogic Server

¢ "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help.

Deploy the web service.

For more information, see Deploying Applications to Oracle WebLogic Server.
Create a SAMLIdentity AsserterV2 authentication provider.

¢ In the WebLogic Server Administration Console, navigate to Security Realms
> RealmName > Providers > Credential Mapping page and create a New
Credential Mapping Provider of type SAMLCredentialMapperV2.

For more information, see "Configuring Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help

Restart WebLogic Server.

For more information, see "Start and stop servers" in the Oracle WebLogic Server
Administration Console Online Help.

Select the authentication provider created in step 5.
Create a SAML asserting party.

¢ Set Profile to WBS/ Sender - Vouches.

For more information, see "Create a SAML 1.1 Asserting Party" in Oracle WebLogic
Server Administration Console Online Help

Configure the SAML asserting party as follows:
a. SetIssuer URI to wwv. or acl e. com

b. Set Target URL to <url_used_to_access_Web_service>.

For more information, see "Create a SAML 1.1 Asserting Party" in Oracle
WebLogic Server Administration Console Online Help
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4.10.1.2 Attaching and Configuring OWSM Client Policy (SAML Token With Message
Protection)

Follow these steps to attach and configure the OWSM Client Policy:

1. Create a client proxy to the web service created earlier using clientgen or some
other mechanism.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attach the following policy to the web service client:

e oracle/
wssll saml token_w th_message protection_client _policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

3. Configure the policy, as described in or acl e/
wssll sanml token_w th_message protection_client _policy.

For more information, see "oracle/
wssll_saml token_with_message_protection_client_policy” in Securing Web
Services and Managing Policies with Oracle Web Services Manager

4. Specify keyst ore. reci pi ent. al i as in the client configuration.

Note:

Ensure that keyst or e. reci pi ent. al i as is the same as the decryption key
specified for the web service.

For more information, see "oracle/
wssll_saml_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

5. Ensure that the keyst or e. reci pi ent . al i as keys specified for the client exist
as trusted certificate entry in the trust store configured for the web service.

For more information, see "oracle/
wss11_saml_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

6. Provide a valid username whose identity needs to be propagated using SAML
token in the client configuration.

For more information, see "oracle/
wss11_saml_token_with_message_protection_client_policy" in Securing Web
Services and Managing Policies with Oracle Web Services Manager

7. Invoke the Web application client.

e Enter the credentials of the user whose identity is to be propagated using
SAML token.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

4-32 Interoperability Solutions Guide for Oracle Web Services Manager



SAML Token (Sender Vouches) with Message Protection (WS-Security 1.1)for Oracle WebLogic Server

4.10.2 Interoperability with a WebLogic Web Service Client Policy(SAML Token With
Message Protection)

These sections enable you to implement SAML sender vouches with message
protection that conforms to the WS-Security 1.1 standard and ensure interoperability
between the OWSM web service policy and the WebLogic web service client policy:

¢ Attaching and Configuring OWSM Policy (SAML Token With Message Protection)

¢ Attaching and Configuring WebLogic Web Service Client Policy (SAML Token
With Message Protection)

4.10.2.1 Attaching and Configuring OWSM Policy (SAML Token With Message
Protection)

Follow these steps to attach and configure the OWSM Policy:
1. Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attach the following policy to the web service:

e oracle/wssl1l_saml_token_with_message_protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.10.2.2 Attaching and Configuring WebLogic Web Service Client Policy (SAML
Token With Message Protection)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1. Create a client proxy for the web service (above) using clientgen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

2. Attach the following policies:

e Wspl. 2-
wssll sanl _token_ with _nessage _protection_owsm policy.xmn

e Wsspl. 2-2007- Si gnBody. xni

e Wsspl. 2- 2007- Encr ypt Body. xmn

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Configure the client for server (encryption key) and client certificates.

Note:

Ensure that the encryption key specified is in accordance with the decryption
key configured for the web service.
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For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

4.  Secure the Web application client using BASIC Authentication.

For more information, see "Developing BASIC Authentication Web Applications"
in Developing Applications with the WebLogic Security Service.

5. Deploy the web service client.

For more information, see "Deploying Web Services Applications" in
Administering Web Services

6. Configure a SAML credential mapping provider.

¢ In the Oracle WebLogic Server Administration Console, navigate to Security
Realms > RealmName > Providers > Credential Mapping page and create a
New Credential Mapping Provider of type SAMLCredentialMapperV2.

7. Select the new provider, click on Provider Specific, and configure it as follows:
a. SetIssuer URI to ww. or acl e. com

b. Set Name Qualifier to ww. or acl e. com

For more information, see "Configure Credential Mapping Providers" in
Oracle WebLogic Server Administration Console Online Help

8. Restart WebLogic Server.

For more information, see "Start and stop servers" in the Oracle WebLogic Server
Administration Console Online Help.

9. Create a SAML relying party.

¢ Set the Profile to WSS/Sender-Vouches.

For more information, see "Create a SAML 1.1 Relying Party" and "Configure a
SAML 1.1 Relying Party" in Oracle WebLogic Server Administration Console
Online Help

10. Configure the SAML relying party.

¢ Ensure the Target URL is set to the URL used for the client web service.

For more information, see "Configure a SAML 1.1 Relying Party" in Oracle
WebLogic Server Administration Console Online Help

11. Invoke the Web application client.

* Enter the credentials of the user whose identity is to be propagated using
SAML token.

For more information, see "Writing the Java Client Application Code to Invoke
a Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server
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4.11 SAML Token (Sender Vouches) with Message Protection (WS-
Security 1.1) and MTOM for Oracle WebLogic Server

These sections enable you to implement SAML token with sender vouches and
message protection that conforms to the WS-Security 1.1 standard and uses Message
Transmission Optimization Mechanism (MTOM):

¢ Interoperability with a WebLogic Web Service Policy (SAML Token With Message
Protection and MTOM)

¢ Interoperability with a WebLogic Web Service Client Policy (SAML Token With
Message Protection and MTOM)

4.11.1 Interoperability with a WebLogic Web Service Policy (SAML Token With Message
Protection and MTOM)

These sections enable you to implement SAML token sender vouches with message
protection that conforms to the WS-Security 1.1 standard and MTOM and ensure
interoperability between the WebLogic web service policy and the OWSM client

policy:

® Attaching and Configuring WebLogic Web Service Policy (SAML Token With
Message Protection and MTOM)

e Attaching and Configuring WebLogic Web Service Client Policy (SAML Token
With Message Protection and MTOM)

4.11.1.1 Attaching and Configuring WebLogic Web Service Policy (SAML Token With

Message Protection and MTOM)
Follow these steps to attach and configure the WebLogic Web Service Policy:

1. Create a WebLogic web service, as described in SAML Token (Sender Vouches)
with Message Protection (WS-Security 1.1)for Oracle WebLogic Server

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

2. Use the @MTOM annotation in the web service in Step 2 of " Attaching and
Configuring the WebLogic Web Service Policy".

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

4.11.1.2 Attaching and Configuring OWSM Client Policy (SAML Token With Message
Protection and MTOM)

Follow these steps to attach and configure the OWSM Client Policy:

1. Create a client proxy to the web service created earlier, as described in SAML
Token (Sender Vouches) with Message Protection (WS-Security 1.1)for Oracle
WebLogic Server

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attachwsnt om pol i cy from the Management tab.
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For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.11.2 Interoperability with a WebLogic Web Service Client Policy (SAML Token With
Message Protection and MTOM)

These sections enable you to implement SAML token sender vouches with message
protection that conforms to the WS-Security 1.1 standard and MTOM and ensure
interoperability between the OWSM web service policy and the WebLogic web service
client policy:

¢ Attaching and Configuring OWSM Policy (SAML Token With Message Protection
and MTOM)

¢ Attaching and Configuring WebLogic Web Service Client Policy (SAML Token
With Message Protection and MTOM)

4.11.2.1 Attaching and Configuring OWSM Policy (SAML Token With Message
Protection and MTOM)

Follow these steps to attach and configure the OWSM Policy:

1. Create and deploy a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attach the following policy to the web service:

e oracle/
wssll usernanme_token with nessage protection_service polic
y.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.11.2.2 Attaching and Configuring WebLogic Web Service Client Policy (SAML
Token With Message Protection and MTOM)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1. Create a client proxy for the web service created earlier using clientgen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

2. Attach the following policies:

e Wsspl. 2- 2007- Wss1. 1- User naneToken- Pl ai n- Encr ypt edKey-
Basi c128. xm

e Wsspl. 2-2007- Si gnBody. xni
e Wsspl. 2- 2007- Encr ypt Body. xni

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Provide the configuration for the server (encryption key) in the client.
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Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

Invoke the web service method from the client.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server

4.12 SAML Token (Sender Vouches) with Message Protection (WS-
Security 1.0) for Oracle WebLogic Server

These sections enable you to implement SAML token with sender vouches and
message protection that conforms to the WS-Security 1.0 standard:

Interoperability with a WebLogic Web Service Policy-SAML Token With Message
Protection (WS-Security 1.0)

Interoperability with a WebLogic Web Service Client Policy-SAML Token With
Message Protection(WS-Security 1.0)

Note:

WS-Security 1.0 policy is supported for legacy applications only. Use WS-
Security 1.1 policy for maximum performance. For more information, see
SAML Token (Sender Vouches) with Message Protection (WS-Security 1.1)for
Oracle WebLogic Server.

4.12.1 Interoperability with a WebLogic Web Service Policy-SAML Token With Message
Protection (WS-Security 1.0)

These sections enable you to implement SAML token with sender vouches and
message protection that conforms to the WS-Security 1.0 standard and ensure
interoperability between the WebLogic web service policy and the OWSM client

policy:

Attaching and Configuring WebLogic Web Service Policy-SAML Token With
Message Protection(WS-Security 1.0)

Attaching and Configuring OWSM Client Policy-SAML Token With Message
Protection(WS-Security 1.0)

4.12.1.1 Attaching and Configuring WebLogic Web Service Policy-SAML Token With
Message Protection(WS-Security 1.0)

Follow these steps to attach and configure the WebLogic Web Service Policy:

1.

Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services
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2.

10.

Attach the following policies:

e Wspl. 2-
wss10 sanml _token_w th_message protection_owsm policy.xm

e Wsspl. 2- 2007- Si gnBody. xm
e Wsspl.2-2007-EncryptBody.xml

Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

Configure message-level security.

For more information, see

¢ "Configuring Message-Level Security" in Securing WebLogic Web Services for
Oracle WebLogic Server

* "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help

Deploy the web service.

For more information, see Deploying Applications to Oracle WebLogic Server.
Create a SAMLIdentity AsserterV2 authentication provider.

¢ In the WebLogic Server Administration Console, navigate to Security Realms
> RealmName > Providers > Credential Mapping page and create a New
Credential Mapping Provider of type SAMLCredentialMapperV2.

For more information, see "Configure Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help

Restart WebLogic Server.

For more information, see "Start and stop servers" in the Oracle WebLogic Server
Administration Console Online Help.

Select the authentication provider created in step 5.
Create a SAML asserting party.

e Set Profile to WSS/Sender-Vouches.

For more information, see "Create a SAML 1.1 Asserting Party" in Oracle
WebLogic Server Administration Console Online Help

Configure the SAML asserting party as follows (leave other values set to the
defaults):

a. SetIssuer URI to ww. or acl e. com

b. Set Target URL to <url_used_by_client>.

For more information, see "Configure a SAML 1.1 Asserting Party" in Oracle
WebLogic Server Administration Console Online Help
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4.12.1.2 Attaching and Configuring OWSM Client Policy-SAML Token With Message
Protection(WS-Security 1.0)

Follow these steps to attach and configure the OWSM Client Policy:

1.

Create a client proxy to the web service created earlier using clientgen or some
other mechanism.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the web service client:

e oracle/
wss10 sanml token_w th_message protection_client _policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Configure the policy.

For more information, see "oracle/
wssl0_saml_token_with_message_protection_client_policy” in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Ensure that you use different keys for client (sign and decrypt key) and keystore
recipient alias (server public key used for encryption). Ensure that the recipient
alias is in accordance with the keys defined in the web service policy security
configuration.

For more information, see "oracle/
wssl0_saml_token_with_message_protection_client_policy” in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Ensure that the signing and encryption keys specified for the client exist as trusted
certificate entries in the trust store configured for the web service.

For more information, see "oracle/
wssl0_saml_token_with_message_protection_client_policy” in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Provide valid username whose identity needs to be propagated using SAML
token in the client configuration.

For more information, see "oracle/
wss10_saml_token_with_message_protection_client_policy” in Securing Web
Services and Managing Policies with Oracle Web Services Manager

Invoke the web service method.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Interoperability with Oracle WebLogic Server 12c Web Service Security Environments 4-39



SAML Token (Sender Vouches) with Message Protection (WS-Security 1.0) for Oracle WebLogic Server

4.12.2 Interoperability with a WebLogic Web Service Client Policy-SAML Token With
Message Protection(WS-Security 1.0)

These sections enable you to implement SAML token with message protection that
conforms to the WS-Security 1.0 standard and ensure interoperability between the
OWSM web service policy and the WebLogic web service client policy:

¢ Attaching and Configuring OWSM Policy-SAML Token With Message
Protection(WS-Security 1.0)

¢ Attaching and Configuring WebLogic Web Service Client Policy-SAML Token
With Message Protection(WS-Security 1.0)

4.12.2.1 Attaching and Configuring OWSM Policy-SAML Token With Message
Protection(WS-Security 1.0)

Follow these steps to attach and configure the OWSM Policy:

1. Create a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attach the following policy to the web service:

e oracle/
wss10 sanl token_w th_nmessage protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.12.2.2 Attaching and Configuring WebLogic Web Service Client Policy-SAML Token
With Message Protection(WS-Security 1.0)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1. Create a client proxy for the web service (above) using clientgen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

2. Attach the following policies:

e Wspl. 2-
wss10 _sanl _token with_nessage_protection_owsm policy.xmn

e Wsspl. 2-2007- Si gnBody. xni

e Wsspl. 2- 2007- Encr ypt Body. xni

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Configure the client for server (encryption key) and client certificates.
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10.

11.

Note:

Ensure that the encryption key specified is in accordance with the decryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

Secure the Web application client using BASIC Authentication.

For more information, see "Developing BASIC Authentication Web Applications"
in Developing Applications with the WebLogic Security Service

Deploy the web service client.

For more information, see "Deploying Web Services Applications" in
Administering Web Services

Configure a SAML credential mapping provider.

¢ In the WebLogic Server Administration Console, navigate to Security Realms
> RealmName > Providers > Credential Mapping page and create a New
Credential Mapping Provider of type SAMLCredentialMapperV2.

For more information, see "Configure Credential Mapping Providers" in Oracle
WebLogic Server Administration Console Online Help

Select the SAMLCredentialMapperV2, click on Provider Specific, and configure it
as follows:

a. SetIssuer URI to wwv. or acl e. com
b. Set Name Qualifier to wwv. or acl e. com

Restart WebLogic Server.

For more information, see "Start and stop servers" in the Oracle WebLogic Server
Administration Console Online Help.

Create a SAML relying party. Set the profile to WS/ Sender - Vouches.

For more information, see "Create a SAML 1.1 Relying Party" in Oracle WebLogic
Server Administration Console Online Help

Configure the SAML relying party.

Note:

Ensure the target URL is set to the URL used for the client web service.

For more information, see "Configure a SAML 1.1 Relying Party" in Oracle
WebLogic Server Administration Console Online Help

Invoke the Web application client and enter the appropriate credentials.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server
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4.13 Mutual Authentication with Message Protection (WS-Security 1.0) for
Oracle WebLogic Server

These sections enable you to implement mutual authentication with message
protection that conform to the WS-Security 1.0 standard:

¢ Interoperability with a WebLogic Web Service Policy-Mutual Authentication (WS-
Security 1.0)

¢ Interoperability with a WebLogic Web Service Client Policy-Mutual Authentication
(WS-Security 1.0)

4.13.1 Interoperability with a WebLogic Web Service Policy-Mutual Authentication (WS-
Security 1.0)

These sections enable you to implement mutual authentication with message
protection that conforms to the WS-Security 1.0 standard and ensure interoperability
between the WebLogic web service policy and the OWSM client policy:

® Attaching and Configuring WebLogic Web Service Policy-Mutual Authentication
(WS-Security 1.0)

e Attaching and Configuring OWSM Client Policy-Mutual Authentication (WS-
Security 1.0)

4.13.1.1 Attaching and Configuring WebLogic Web Service Policy-Mutual
Authentication (WS-Security 1.0)

Follow these steps to attach and configure the WebLogic Web Service Policy:

1. Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

2. Attach the following policies:

a. Wsspl. 2-
wss10 x509 token_wi th_message_protection_owsm policy.xm

b. Wsspl. 2-2007- Si gnBody. xm

c. Wsspl.2-2007-EncryptBody.xml

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

4. Configure message-level security.

For more information, see

* "Configuring Message-Level Security" in Securing WebLogic Web Services for
Oracle WebLogic Server
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10.

* "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help

Create and configure token handlers for X.509 and for username token. In
WebLogic Administration Console, navigate to the Web Service Security page of
the domain and create the token handlers as described below.

Create a token handle for username token and configure the following:

a. Name: <name>
b. Class name:
webl ogi ¢. xm . crypt 0. wss. User nameTokenHand| er
c. Token Type: ut
d. Handling Order: 1

Create a token handler for X.509 and configure the following:

a. Name: <name>
b. Class name:
webl ogi c. xnl . crypto. wss. Bi narySecurit yTokenHand! er
c. Token Type: x509
d. Handling Order: 0

For the X.509 token handler, add the following properties:

a. Name: User X509For I dentity
b. Value:true
c. IsEncrypted: Fal se

Configure a credential mapping provider. Create a PKICredentialMapper and
configure it as follows (leave all other values set to the defaults):

a. Keystore Provider: N/A

b. Keystore Type:j ks

c. Keystore File Name: def aul t _keystore. j ks
d. Keystore Pass Phrase: <password>

e. Confirm Keystore Pass Phrase: <password>

Configure Authentication by Selecting the Authentication tab and configure as
follows:

a. Click DefaultIdentityAsserter and add X.509 to Chosen active types

b. Click Provider Specific and configure the following;:
Default User Name Mapper Attribute Type: CN
Active Types: X. 509
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11.

12.

13.

Use Default User Name Mapper: Tr ue

For more information, see "Configure Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help.

If the users are not added, add the Common Name (CN) user specified in the
certificate.

For more information, see "Create users" in Oracle WebLogic Server Administration
Console Online Help

Restart Oracle WebLogic Server.

Deploy the web service.

For more information, see "Install a Web Service" in Oracle WebLogic Server
Administration Console Online Help

4.13.1.2 Attaching and Configuring OWSM Client Policy-Mutual Authentication (WS-
Security 1.0)

Follow these steps to attach and configure the OWSM Client Policy:

1.

Create a client proxy to the web service created earlier using cl i ent gen or some
other mechanism.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the client:

wss10 x509 t oken_with_message _protection_client_policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Provide the configuration for the server (encryption key) in the client.

Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

Invoke the web service method from the client.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

4.13.2 Interoperability with a WebLogic Web Service Client Policy-Mutual
Authentication (WS-Security 1.0)
These sections enable you to implement mutual authentication with message

protection that conforms to the WS-Security 1.0 standard and ensure interoperability
between the OWSM web service policy and the WebLogic web service client policy:

® Attaching and Configuring OWSM Policy-Mutual Authentication (WS-Security 1.0)
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¢ Attaching and Configuring WebLogic Web Service Client Policy-Mutual
Authentication (WS-Security 1.0)

4.13.2.1 Attaching and Configuring OWSM Policy-Mutual Authentication (WS-Security
1.0)

Follow these steps to attach and configure the OWSM Policy:

1. Create and deploy a web service application.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

2. Attach the following policy to the web service:

oracl e/ wss10 x509_token_wi th_nessage_protection_service_policy.

4.13.2.2 Attaching and Configuring WebLogic Web Service Client Policy-Mutual
Authentication (WS-Security 1.0)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1. Create a client proxy for the web service created earlier using clientgen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

2. Attach the following policies:

e Wspl. 2-
wss10_x509 t oken_wi th_nessage_protection_owsm policy.xm

¢ Wssp1l.2-2007-SignBody.xml

e Wsspl. 2- 2007- Encr ypt Body. xm

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Provide the configuration for the server (encryption key) in the client.

Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

4. Invoke the web service method from the client.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server
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4.14 Mutual Authentication with Message Protection (WS-Security 1.1)for
Oracle WebLogic Server

These sections enable you to implement mutual authentication with message
protection that conform to the WS-Security 1.1 standards:

¢ Interoperability with a WebLogic Web Service Policy-Mutual Authentication (WS-
Security 1.0)

¢ Interoperability with a WebLogic Web Service Client Policy-Mutual Authentication
(WS-Security 1.0)

4.14.1 Interoperability with a WebLogic Web Service Policy-Mutual Authentication (WS-
Security 1.1)

These sections enable you to implement mutual authentication with message
protection that conforms to the WS-Security 1.1 standard and ensure interoperability
between the WebLogic web service policy and the OWSM client policy:

® Attaching and Configuring WebLogic Web Service Policy-Mutual Authentication
(WS-Security 1.1)

e Attaching and Configuring OWSM Client Policy-Mutual Authentication (WS-
Security 1.1)

4.14.1.1 Attaching and Configuring WebLogic Web Service Policy-Mutual
Authentication (WS-Security 1.1)

Follow these steps to attach and configure the WebLogic Web Service Policy:

1. Create a WebLogic web service.

For more information, see "Roadmap for Implementing WebLogic (Java EE) Web
Services" in Understanding Web Services

2. Attach the following policies:

e Wspl. 2-
wssl1ll x509 token with _nessage _protection_owsm policy.xmn

e Wsspl. 2- 2007- Si gnBody. xni

e Wsspl. 2- 2007- Encr ypt Body. xmn

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

3. Configure identity and trust stores.

For more information, see "Configure identity and trust" in Oracle WebLogic Server
Administration Console Online Help

4. Configure message-level security.

For more information, see

¢ "Configuring Message-Level Security" in Securing WebLogic Web Services for
Oracle WebLogic Server
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* "Create a Web Service security configuration" in Oracle WebLogic Server
Administration Console Online Help

Create and configure token handlers for X.509 and for username token. In
WebLogic Administration Console, navigate to the Web Service Security page of
the domain and create the token handlers as described below.

Create a token handle for username token and configure the following:

¢ Name: <name>

¢ (lass name: webl ogi c. xm . crypt 0. wss. User naneTokenHandl er
¢ Token Type: ut

¢ Handling Order: 1

¢ Create a token handle for username token and configure the following:
Create a token handler for X.509 and configure the following:

¢ Name: <name>

¢ (lass name:
webl ogi c. xm . crypt 0. wss. Bi narySecurityTokenHandl er

¢ Token Type: x509

¢ Handling Order: 0
For the X.509 token handler, add the following properties:

e Name: User X509For | dentity
e Value:true

¢ IsEncrypted: Fal se

For more information, see "Create a token handler of a Web Service security
configuration" in Oracle WebLogic Server Administration Console Online Help.

Configure a credential mapping provider by creating a PKICredentialMapper and
configure it as follows (leave all other values set to the defaults):

* Keystore Provider: N/A

¢ Keystore Type: j ks

¢ Keystore File Name: def aul t _keystore. j ks
* Keystore Pass Phrase: <password>

¢ Confirm Keystore Pass Phrase: <password>

For more information, see "Configure Credential Mapping Providers" in Oracle
WebLogic Server Administration Console Online Help

Configure Authentication by selecting the Authentication tab and configure as
follows:

¢ C(lick DefaultldentityAsserter and add X.509 to Chosen active types
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10.

11.

¢ C(lick Provider Specific and configure the following:
¢ Default User Name Mapper Attribute Type: CN

e Active Types: X. 509

¢ Use Default User Name Mapper: Tr ue

If the users are not added, add the Common Name (CN) user specified in the
certificate.

For more information, see "Create users" in Oracle WebLogic Server Administration
Console Online Help

Restart Oracle WebLogic Server.

Deploy the web service.

For more information, see "Install a Web Service" in Oracle WebLogic Server
Administration Console Online Help

4.14.1.2 Attaching and Configuring OWSM Client Policy-Mutual Authentication (WS-
Security 1.1)

Follow these steps to attach and configure the OWSM Client Policy:

1.

Create a client proxy for the web service created earlier using clientgen or some
other mechanism.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the client
wss1l x509_token_with_message_protection_client_policy

Edit the policy as follows:

<or asp: x509-t oken
orasp: si gn-key-ref-nmech="t hunbprint"
orasp: enc- key-ref-mech="t hunbprint"/>

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

Provide the configuration for the server (encryption key) in the client.

Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.

For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server.

Invoke the web service method from the client.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services
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4.14.2 Interoperability with a WebLogic Web Service Client Policy-Mutual
Authentication(WS-Security 1.1)

These section enable you to implement mutual authentication with message protection
that conforms to the WS-Security 1.1 standard and ensure interoperability between the
OWSM web service policy and the WebLogic web service client policy:

¢ Attaching and Configuring OWSM Policy-Mutual Authentication (WS-Security 1.1)

¢ Attaching and Configuring WebLogic Web Service Client Policy-Mutual

Authentication (WS-Security 1.1)

4.14.2.1 Attaching and Configuring OWSM Policy-Mutual Authentication (WS-Security

1.1)

Follow these steps to attach and configure the OWSM Policy:

1.

Create and deploy a web service.

For more information, see "Roadmap for Implementing Oracle Fusion
Middleware Web Services" in Understanding Web Services

Attach the following policy to the web service:

oracl e/wss11l x509 token_with _nessage_protection_service policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager

4.14.2.2 Attaching and Configuring WebLogic Web Service Client Policy-Mutual
Authentication (WS-Security 1.1)

Follow these steps to attach and configure the WebLogic Web Service Client Policy:

1.

Create a client proxy for the web service created earlier using clientgen.

For more information, see "Using the clientgen Ant Task to Generate Client
Artifacts" in Developing JAX-WS Web Services for Oracle WebLogic Server

Attach the following policies:

Wsspl. 2-
wssl1ll x509 token_with _nmessage protection_owsm policy.xm

Wsspl. 2- 2007- Si gnBody. xm

Wspl. 2- 2007- Encr ypt Body. xmi

For more information, see "Updating the JWS File with @Policy and @Policies
Annotations" in Securing WebLogic Web Services for Oracle WebLogic Server

Provide the configuration for the server (encryption key) in the client.

Note:

Ensure that the encryption key specified is in accordance with the encryption
key configured for the web service.
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For more information, see "Updating a Client Application to Invoke a Message-
Secured Web Service" in Securing WebLogic Web Services for Oracle WebLogic Server

4. Invoke the web service method from the client.

For more information, see "Writing the Java Client Application Code to Invoke a
Web Service" in Developing JAX-WS Web Services for Oracle WebLogic Server
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5

Interoperability with Microsoft WCF/.NET
3.5 Security Environments

This chapter describes interoperability of Oracle Web Services Manager (OWSM) with
Microsoft WCF/ .NET 3.5 security environments.

This chapter includes the following sections:

* Understanding the Interoperability of Microsoft WCF/.NET 3.5 Security
Environments

¢ Implementing a Message Transmission Optimization Mechanism for Microsoft
WCF/.NET 3.5 Client

¢ Implementing a Username Token with Message Protection (WS-Security 1.1) for
Microsoft WCE/.NET 3.5 Client

¢ Implementing a Username Token Over SSL for Microsoft WCF/.NET 3.5 Client

* Implementing a Mutual Authentication with Message Protection (WS-Security 1.1)
for Microsoft WCF/.NET 3.5 Client

¢ Implementing a Kerberos with Message Protection for Microsoft WCF/.NET 3.5
Client

* Implementing a Kerberos with Message Protection Using Derived Keys for
Microsoft WCF/.NET 3.5 Client

¢ Implementing a Kerberos with SPNEGO Negotiation for Microsoft WCE/.NET 3.5
Client

¢ Implementing a Kerberos with SPNEGO Negotiation and Credential Delegation for
Microsoft WCE/.NET 3.5 Client

e WCEF/.NET 3.5 Client with Microsoft Active Directory Federation Services 2.0
(ADFS 2.0) STS

5.1 Understanding the Interoperability of Microsoft WCF/.NET 3.5 Security
Environments

In conjunction with Microsoft, Oracle has performed interoperability testing to ensure
that the web service security policies created using OWSM 12c can interoperate with
web service policies configured using Microsoft Windows Communication
Foundation (WCF)/.NET 3.5 Framework and vice versa.

For more information about Microsoft WCF/.NET 3.5 Framework, see ht t p: / /
msdn. m cr osoft. com en-us/ net f ranewor k/ aa663324. aspx.
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Detailed description about OWSM predefined policies and interoperability scenarios
are described in the following sections:

* OWSM Predefined Policies for Microsoft WCF/.NET 3.5 Security Environment

¢ Interoperability Scenarios for Microsoft WCF/ .NET 3.5

5.1.1 OWSM Predefined Policies for Microsoft WCF/.NET 3.5 Security Environment

Review this topic for more information on OWSM predefined policies for Microsoft
WCEF/.NET 3.5 security environment.

For more information about:

¢ OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

* Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

Note:

In most cases, you can attach OWSM policies in source code, before deploying
an application, or you can attach policies post deployment, using WLST or
Fusion Middleware Control. To simplify the instructions in this chapter, it is
assumed that you are attaching policies at runtime. If a situation requires that
you attach a policy before deploying, it is described that way in the
instructions.

Note:

Some of the procedures described in this chapter instruct you to use the
Microsoft ServiceModel Metadata Utility Tool (SvcUt i | . exe) to create a
client proxy and configuration file from the deployed web service. However,
SvcUti | . exe does not work with certain security policy assertions used with
OWSM. As a workaround when generating a WCF proxy for a web service
protected by an OWSM policy, do the following;:

— Detach the policy.
— Generate the proxy using Svclti | . exe.

— Re-attach the policy.

For more information about SvcUti | . exe,seehttp://
nsdn. nm crosoft.com en-us/library/ aa347733%28v=vs.
909%29. aspx.

5.1.2 Interoperability Scenarios for Microsoft WCF/.NET 3.5

You can review the different scenarios for interoperability between OWSM 12c and
Microsoft WCEF/.NET 3.5.

The most common Microsoft .NET 3.5 interoperability scenarios are based on the
following security requirements: authentication, message protection, and transport.
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Note:

In the following scenarios, ensure that you are using a keystore with v3
certificates. By default, the JDK 1.5 keytool generates keystores with v1
certificates.

In addition, ensure that the keys use the proper extensions, including
Di gi tal Si gnat ure, Non_r epudi ati on, Key_Enci pher ment , and
Dat a_Enci pher nent .

The following table describes the OWSM 12c¢ service policy and Microsoft WCE/ .NET
3.5 client policy interoperability scenarios:

Table 5-1 OWSM 12c Service Policy and Microsoft WCF/.NET 3.5 Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

MTOM NA NA NA oracl e/ "Configuring Microsoft

wsnt om pol i cy WCEF/.NET 3.5 Client
(MTOM)"

Username or 1.1 Yes No oracl e/ "Configuring Microsoft

SAML wssll username_t WCF/.NET 3.5 Client
oken_wi th_nessag (Username Token with
e_protection_ser Message Protection)"
vice_policy
OR
oracl e/
wssll sam _or_us
ernanme_t oken_wi t
h_nessage_protec
tion_service_pol
icy

Username 10and11 No Yes oracl e/ "Configuring Microsoft
wss_sam _or _user WCF/.NET 3.5 Client
nanme_t oken_over _ (Username Token over
ssl _service_poli SSL)"
cy
OR
oracl e/
wss_user nanme_t ok
en_over_ssl _serv
ice_policy

Mutual 1.1 Yes No oracl e/ "Configuring Microsoft

Authentication wss1ll x509_t oken WCEF/.NET 3.5 Client
_with_nessage_pr (Mutual
otection_servi ce Authentication)"
_policy

Kerberos 1.1 Yes No oracl e/ "Configuring Microsoft
wssll kerberos_t WCF/.NET 3.5 Client
oken_wi th_nessag (Kerberos with

e_protection_ser
vice_policy

Message Protection)"”
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The following table describes the Microsoft WCF/.NET 3.5 service policy and OWSM
12¢ client policy interoperability scenarios:

Table 5-2 Microsoft WCF/.NET 3.5 Service Policy and OWSM 12c Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
MTOM NA NA NA "Configuring oracl e/
Microsoft WCF/.NET wsnt om policy
3.5 Web Service
(MTOM)"
Username 1.1 Yes No "Configuring oracl e/
Microsoft WCF/.NET wss1l1l_usernanme_to
3.5 Web Service ken_wi t h_nessage_
(Username Token protection_client
with Message _policy
Protection)"
Mutual 11 Yes No "Configuring a oracl e/
Authentication Microsoft WCF/.NET wss11l x509_t oken_

3.5 Web Serviceand  wi t h_nessage_pr ot
an OWSM 12¢ Client  ection_cl i ent _pol
(Mutual icy

Authentication)"

5.2 Implementing a Message Transmission Optimization Mechanism for
Microsoft WCF/.NET 3.5 Client

You can implement the Message Transmission Optimization Mechanism (MTOM) to
achieve the interoperability between OWSM 12c Service Policy and Microsoft
WCEFE/.NET 3.5 Client Policy and the interoperability between Microsoft WCF/.NET
3.5 Service Policy and OWSM 12¢ Client Policy.

The following topics describe how to implement MTOM in different interoperability
scenarios:

* Configuring an OWSM 12c¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Message Transmission Optimization Mechanism)

¢ Configuring a Microsoft WCF/.NET 3.5 Web Service and an OWSM 12¢ Client
(Message Transmission Optimization Mechanism)

5.2.1 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Message Transmission Optimization Mechanism)

You can implement Message Transmission Optimization Mechanism (MTOM) using
OWSM 12¢ web service and a Microsoft WCF/.NET 3.5 client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCF/.NET 3.5 client to implement Message Transmission Optimization
Mechanism:

¢ Configuring OWSM 12¢ Web Service (MTOM)
¢ Configuring Microsoft WCF/.NET 3.5 Client (MTOM)
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5.2.1.1 Configuring OWSM 12¢ Web Service (MTOM)

You can create a web service application by using OWSM 12¢ and attach the MTOM
service policy to the web service created.

To configure the OWSM 12c web service:
1. Create and deploy a web service application.

2. Attach the following policy to the web service: or acl e/ wsnt om pol i cy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

5.2.1.2 Configuring Microsoft WCF/.NET 3.5 Client (MTOM)

You can configure a Microsoft WCF/.NET 3.5 client to implement message
transmission optimization mechanism for interoperability with an OWSM 12c web
service.

To configure the Microsoft WCF/.NET 3.5 client:

1. Use the Microsoft SvcUTtil utility to create a client proxy and configuration file
from the deployed web service.

See the app.config file for MTOM interoperability sample:

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>
<system servi ceMbdel >
<bi ndi ngs>
<cust onBi ndi ng>
<bi ndi ng name="Cust onBi ndi ng_| MTOVBer vi ce" >
<nt omvessageEncodi ng maxReadPool Si ze=" 64"
maxW it ePool Si ze="16"
messageVer si on="Soap12" maxBuff er Si ze="65536"
writeEncodi ng="utf-8">
<reader Quot as maxDept h="32" maxStringCont ent Lengt h=
"8192" maxArraylLength="16384"
maxByt esPer Read="4096"
maxNaneTabl eChar Count =" 16384" />
</ mt omMessageEncodi ng>
<httpTransport manual Addressing="fal se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut hent i cat i onSchene="Anonynous"
bypassProxyOnLocal ="f al se"
host NaneConpar i sonMbde="St r ongW | dcar d"
keepAl i veEnabl ed="t rue" maxBuffer Si ze="65536"
pr oxyAut henti cat i onSchene="Anonynous"
real m="" transferMde="Buffered"
unsaf eConnect i onNt | mAut hent i cati on="fal se"
useDef aul t VebProxy="true" />

</ bi ndi ng>
</ cust onBi ndi ng>
</ bi ndi ngs>
<client>

<endpoi nt address="<endpoi nt _ur|>"
bi ndi ng="cust onBi ndi ng"
bi ndi ngConf i gurati on="Cust onBi ndi ng_| MTOVBer vi ce"
contract="| MTOVBervi ce" nane="Cust onBi ndi ng_| MTOVBer vi ce" >
</ endpoi nt >
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</client>
</ system servi cehbdel >
</ configuration>

For more information, see ht t p: // msdn. mi cr osoft. com en-us/ i brary/
aa347733%8v=vs. 90%29. aspx.

2. Run the client program.

5.2.2 Configuring a Microsoft WCF/.NET 3.5 Web Service and an OWSM 12¢ Client
(Message Transmission Optimization Mechanism)

You can implement message transmission optimization mechanism (MTOM) using
Microsoft WCF/.NET 3.5 web service and an OWSM 12c¢ client.

The following topics describe how to configure Microsoft WCF/.NET 3.5 web service
and an OWSM 12c client to implement message transmission optimization mechanism
(MTOM):

¢ Configuring Microsoft WCF/.NET 3.5 Web Service (MTOM)
¢ Configuring OWSM 12¢ Client (MTOM)

5.2.2.1 Configuring Microsoft WCF/.NET 3.5 Web Service (MTOM)

You can configure a Microsoft WCF/.NET 3.5 web service to implement message
transmission optimization mechanism for interoperability with an OWSM 12c client.

To configure the Microsoft WCF/.NET 3.5 web service:

1. Create a NET web service.

For an example, see the following .NET web service for MTOM interoperability
sample:

static void Main(string[] args)
{

string uri = "http://host:port/TEST/ MTOVBer vi ce/ SO MIOVSer vi ce";

/] Step 1 of the address configuration procedure: Create a URI to serve as
the base address.

Ui baseAddress = new Uri(uri);

/] Step 2 of the hosting procedure: Create ServiceHost
Servi ceHost sel fHost = new Servi ceHost (t ypeof (MTOVBervi ce), baseAddress);

try {
Ht t pTransport Bi ndi ngEl ement hb = new Htt pTransport Bi ndi ngEl enent () ;

hb. Manual Addressi ng = fal se;
hb. MaxBuf f er Pool Si ze = 2147483647;
hb. MaxRecei vedMessageSi ze = 2147483647,
hb. Al l owCooki es = fal se;
hb. Aut henti cati onScheme = System Net. Aut henti cati onSchenes. Anonynous;
hb. KeepAl i veEnabl ed = true;
hb. MaxBuf f er Si ze = 2147483647,
hb. ProxyAut henti cati onSchene =
System Net . Aut henti cati onSchenes. Anonynous;
hb.Realm="";
hb. Transf er Mode = System Servi ceMbdel . Transf er Mode. Buf f er ed;
hb. Unsaf eConnecti onNt | mAut henti cation = fal se;
hb. UseDef aul t WebProxy = true;
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M omMessageEncodi ngBi ndi ngEl enent ne = new
M omvessageEncodi ngBi ndi ngEl ement () ;

me. MaxReadPool Si ze=64;

me. MaxW i t ePool Si ze=16;

me. MessageVer si on=Syst em Ser vi ceMbdel . Channel s. MessageVer si on. Soap12;

me. WiteEncodi ng = System Text. Encodi ng. UTF8;

me. MaxW it ePool Si ze = 2147483647;

me. MaxBuf fer Si ze = 2147483647,

me. Reader Quot as. MaxArraylLength = 2147483647,

Cust onBi ndi ng bi ndi ngl = new Cust onBi ndi ng();

bi ndi ngl. El enent s. Add(ne);

bi ndi ngl. El enent s. Add( hb) ;

Servi ceEndpoi nt ep = sel f Host. AddSer vi ceEndpoi nt (t ypeof (1 MTOVBer vi ce) ,
bi ndi ng1,

" MrOvVBer vi ce") ;

Endpoi nt Addr ess nyEndpoi nt Add = new Endpoi nt Address(new Uri (uri),

Endpoi nt I dentity. CreateDnsldentity("WsMcert3"));

ep. Address = nyEndpoi nt Add;

/] Step 4 of the hosting procedure: Enable netadata exchange.
Servi ceMet adat aBehavi or smb = new Servi ceMet adat aBehavi or () ;
snb. H t pGet Enabl ed = true;

sel f Host . Descri ption. Behavi ors. Add(snb) ;

using (ServiceHost host = new ServiceHost (typeof (MIOVBervi ce)))

{
Syst em Servi ceModel . Descri ption. Servi ceDescription svcDesc =
sel f Host . Descri ption;
Servi ceDebugBehavi or svcDebug =
svcDesc. Behavi or s. Fi nd<Ser vi ceDebugBehavi or >() ;
svcDebug. | ncl udeExceptionDetail InFaults = true;
}

/] Step 5 of the hosting procedure: Start (and then stop) the service.
sel f Host . Open();

Consol e. WiteLine("The service " + uri + " is ready.");

Consol e. WiteLine("Press <ENTER> to terninate service.");

Consol e. Wi teLine();

Consol e. ReadLi ne();

/1 O ose the ServiceHostBase to shutdown the service.

sel f Host . Cl ose();

}

catch (Communi cati onException ce)

{
Consol e. WitelLine("An exception occurred: {0}", ce.Mssage);
sel f Host . Abort();

}

}

For more information, see "How to: Define a Windows Communication
Foundation Service Contract" athtt p: // nsdn. mi crosoft. conf en-us/
I'ibrary/ ms731835. aspx.

2. Deploy the application.

5.2.2.2 Configuring OWSM 12¢ Client (MTOM)

You can configure an OWSM 12c client to implement message transmission
optimization mechanism for interoperability with a Microsoft WCE/.NET 3.5 web
service.

To configure an OWSM 12¢ client:
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1. Using JDeveloper, create a SOA composite that consumes the .NET web service.

For more information, see Developer’s Guide for SOA Suite.

2. Attach the following policy to the web service client:
oracl e/wsnt om policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

5.3 Implementing a Username Token with Message Protection (WS-
Security 1.1) for Microsoft WCF/.NET 3.5 Client

You can implement the username token with message protection that conforms to the
WS-Security 1.1 standard (with or without secure conversation enabled), to achieve
the interoperability between OWSM 12c¢ service policy and Microsoft WCE/.NET 3.5
client policy and the interoperability between Microsoft WCF/.NET 3.5 service policy
and OWSM 12c client policy.

The following topics describe how to implement username token with message
protection in different interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 3.5 Client
(Username Token with Message Protection)

¢ Configuring a Microsoft WCF/.INET 3.5 Web Service and an OWSM 12c Client
(Username Token with Message Protection)

5.3.1 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Username Token with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.1 standard using OWSM 12c web service and a Microsoft WCF/.NET 3.5
client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCF/.NET 3.5 client to implement username token with message
protection, both with and without secure conversation enabled:

¢ Configuring OWSM 12c Web Service for Microsoft WCF/.NET 3.5 Client
(Username Token with Message Protection)

* Configuring Microsoft WCF/.NET 3.5 Client (Username Token with Message
Protection)

5.3.1.1 Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client
(Username Token with Message Protection)

You can configure an OWSM 12¢ web service to implement username token with
message protection for interoperability with a Microsoft WCE/.NET 3.5 client.

To configure the OWSM 12¢ web service:
1. Create a web service application.

2. Select the policy to use based on whether or not you want to enable secure
conversation:
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If you do not want to enable secure conversation, clone either of the following
policies:
oracl e/
wssl1ll username_token_w th _nessage protection_service _policy

oracl e/
wssll sanl _or _usernanme_token_w th_nessage protection_service

_policy
To enable secure conversation, clone the following policy:
oracl e/

wss1ll usernanme_t oken_wi t h_nessage protecti on_wssc_servi ce_po
licy

Note:

In the case of secure conversation enabled, you will have to configure the
app. confi g file somewhat differently, as described in "Configuring
Microsoft WCF/.NET 3.5 Client (Username Token with Message Protection)".

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Export the X.509 certificate file from the keystore on the service side to a . cer file
(for example, al i ce. cer) using the following command:

keytool -export -alias alice -file C\alice.cer -keystore default-keystore.jks

5.3.1.2 Configuring Microsoft WCF/.NET 3.5 Client (Username Token with Message
Protection)

You can configure a Microsoft WCF/.NET 3.5 client to implement username token
with message protection for interoperability with an OWSM 12c web service.

To configure the Microsoft WCF/.NET 3.5 client:

1.

Import the certificate file (exported previously) to the keystore on the client server
using Microsoft Management Console (mmc), as follows:

a. Opena command prompt.
b. Type mmc and press Enter.
c. Select File > Add/Remove snap-in.

d. Select Add and Choose Certificates.

Note:

To view certificates in the local machine store, you must be in the
Administrator role.

e. Select Add.

f.  Select My user account and finish.
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g. Click OK.
h. Expand Console Root > Certificates -Current user > Personal > Certificates.

i.  Right-click on Certificates and select All tasks > Import to launch Certificate
import Wizard.

j.  Click Next, select Browse, and navigate to the . cer file that was exported
previously.

k. Click Next and accept defaults and finish the wizard.

For more information, see "How to: View Certificates with the MMC Snap-in" at
http://nmsdn. m crosoft.com en-us/|ibrary/ nms788967. aspx.

2. Generate a .NET client using the WSDL of the web service.

For more information, see "How to: Create a Windows Communication
Foundation Client" at ht t p: // msdn. i crosoft. conf en-us/|ibrary/
nms733133(v=vs. 90) . aspx.

3. In the Solution Explorer of the client project, add a reference by right-clicking on
references, selecting Add reference, and browsing to C: \ W ndows
\Mcrosoft. NET\ framework\v3. 0\ Wndows Conmuni cation
Foundati on\ System Runtine. Seri ali zation.dlI.

4. Edit the app. confi g file in the .NET project to update the certificate file and
disable replays, as shown in the following sample (changes are identified in bold).

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>
<syst em servi ceMbdel >
<behavi or s>
<endpoi nt Behavi or s>
<behavi or nanme="secur eBehavi our">
<clientCredential s>
<serviceCertificate>
<defaul tCertificate findVal ue="<certificate_cn>"
storelLocation="Current User" storeNane="M"
x509Fi ndType=""Fi ndBySubj ect Nane"/ >
</ serviceCertificate>
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
<bi ndi ngs>
<cust onBi ndi ng>
<bi ndi ng nanme="Hel | o\Wr | dSoapHt t p" >
<I-- To enabl e secrure conversation, use
aut hent i cati onMde="Secur eConver sati on"
instead of the value for authenticationvbde shown bel ow -->
<security
aut henti cati onMode="User NameQver Transport"
defaul t Al gorithnBui t e="Basi c128"
requi reDerivedKeys="f al se"
securit yHeader Layout =" Lax"
i ncl udeTi mest anp="t r ue"
keyEnt r opyMde="Conbi nedEnt r opy"
messageProt ecti onOr der =" Si gnBef or eEncrypt”

messageSecurityVersi on="WsSecurit y11WSTr ust Febr uar y2005\W8Secur eConver sat i onFebr ua
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ry2005WsSecuri t yPol i cyl1Basi cSecurityProfilel0"
requi reSi gnat ureConfirmtion="true">
<l ocal dientSettings
cacheCooki es="true"
det ect Repl ays="f al se"
repl ayCacheSi ze="900000"
maxCl ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"
repl ayW ndow="00: 05: 00"
sessi onKeyRenewal | nt erval =" 10: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
timestanpVal i dityDuration="00:05: 00"
cooki eRenewal Thr eshol dPer cent age="60"/ >
<l ocal ServiceSettings detectReplays="true"
i ssuedCooki eLi f eti me="10: 00: 00"
maxSt at ef ul Negot i ations="128"
repl ayCacheSi ze="900000"
maxCl ockSkew="00: 05: 00"
negoti ationTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nactivityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true" maxPendi ngSessi ons="128"
maxCachedCooki es="1000" timestanpValidityDuration="00:05: 00" />
<secur eConversationBootstrap />
<l--
To enabl e secure conversation, add the follow ng properties to
the <secureConversationBoot strap> el enent
<secur eConver sat i onBoot st rap
aut hent i cati onMode="User NameQver Transport"
requi reDeri vedKeys="f al se"
securityHeader Layout =" Lax"
i ncl udeTi mest anp="t rue"
keyEnt r opyMde=" Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt "

messageSecurityVersi on="WsSecuri t y11WSTr ust Febr uar y2005\W8Secur eConver sat i onFebr ua
ry2005WsSecuri t yPol i cyl1Basi cSecurityProfilel0"
requireSi gnatureConfirmtion="true"/> -->
>
</security>
<t ext MessageEncodi ng
maxReadPool Si ze=" 64"
maxW it ePool Si ze="16"
messageVer si on="Soap11"
writeEncoding="utf-8">
<reader Quot as
maxDept h="32"
maxStri ngCont ent Lengt h="8192"
maxArraylLengt h="16384"
maxByt esPer Read="4096"
maxNaneTabl eChar Count =" 16384" />
</t ext MessageEncodi ng>
<Ht t pTransport
manual Addr essi ng="f al se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536"
al | owCooki es="f al se"
aut henti cati onSchene=" Anonynous"
bypassProxyOnLocal ="f al se"
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host NaneConpar i sonMbde="StrongW | dcar d"
keepAl i veEnabl ed="tr ue"
maxBuf f er Si ze="65536"
pr oxyAut hent i cati onSchene="Anonynous"
real me""
transfer Mode="Buf f ered"
unsaf eConnect i onNt | mAut hent i cati on="fal se"
useDef aul t WebPr oxy="true" />
</ bi ndi ng>
</ cust onBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt address="<endpoi nt _ur|>"
bi ndi ng="cust onBi ndi ng"
bi ndi ngConfi gurati on="Hel | oWor | dSoapHt t p"
contract ="Hel | oWr | d"
nane="Hel | oWr | dPort"
behavi or Confi gurati on="secur eBehavi our" >
<identity>
<dns val ue="<certificate_cn>"/>
<lidentity>
</ endpoi nt >
</client>
</ system servi cehbdel >
</ configuration>

If you follow the default key setup, then <certi fi cat e_cn> should be set to
alice.

5. Edit the app. confi g file as needed to enable secure conversation or not.

If you do not want to enable secure conversation, edit the app. confi g as
shown in the sample:

* Set the aut henti cati onMbde property of the <secur i t y> element to
User NameOver Transport.

* Do not configure the properties of the secur eConver sat i onBoot strap
element.

To enable secure conversation, edit the app. conf i g file as shown the comments
in bold italics in the sample:

* Setthe aut henti cati onMbde property of the <secur i t y> element to
Secur eConver sati on.

¢ Configure the secur eConver sat i onBoot st r ap element with additional
properties, as shown in the example.

6. Compile the project.
7. Open a command prompt and navigate to the project's Debug folder.

8. Enter <cli ent _proj ect _nane>. exe and press Enter.
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5.3.2 Configuring a Microsoft WCF/.NET 3.5 Web Service and an OWSM 12c¢ Client
(Username Token with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.1 standard using Microsoft WCE/.NET 3.5 web service and an OWSM 12¢
client.

The following topics describe how to configure Microsoft WCF/.NET 3.5 web service
and an OWSM 12c client to implement username token with message protection:

Configuring Microsoft WCF/.NET 3.5 Web Service (Username Token with
Message Protection)

Configuring OWSM 12c¢ Client for Microsoft WCF/.NET 3.5 Web Service
(Username Token with Message Protection)

5.3.2.1 Configuring Microsoft WCF/.NET 3.5 Web Service (Username Token with
Message Protection)

You can configure a Microsoft WCF/.INET 3.5 web service to implement username
token with message protection for interoperability with an OWSM 12c client.

To configure the Microsoft WCF/.NET 3.5 web service:

1.

Create a .NET web service.

Be sure to create a custom binding for the web service using the
Symmet ri cSecurit yBi ndi ngEl ement .

For an example, see the following .NET web service sample:

static void Main(string[] args)

{

/] Step 1 of the address configuration procedure: Create a URI to serve as
the

/'l base address.

/] Step 2 of the hosting procedure: Create ServiceHost

string uri = "http://host: port/TEST/ Net Servi ce";

Ui baseAddress = new Uri(uri);

Servi ceHost sel fHost = new Servi ceHost (typeof (Cal cul at or Servi ce),
baseAddress);

try
{

Symmet ri cSecuri tyBi ndi ngEl ement sm =

Symmet ri cSecuri t yBi ndi ngEl enent . Cr eat eUser NanmeFor Certi fi cat eBi ndi ngEl enent () ;
sm Defaul t Al gorithnBuite =
Syst em Servi ceModel . Security. SecurityAl gorithnBuite. Basicl128;
sm Set KeyDeri vation(fal se);
sm Securi t yHeader Layout = SecurityHeader Layout . Lax;
sm I ncludeTi mestanp = true;
sm KeyEnt ropyMde = SecurityKeyEnt r opyMde. Conbi nedEnt r opy;
sm MessageProt ectionOrder = MessageProt ecti onOrder. Si gnBef or eEncrypt;
sm MessageSecurityVersion =

MessageSecurit yVer si on. WsSecur i t y11WSTr ust Febr uar y2005\WsSecur eConver sat i onFebr uar

y2005
WsSecuri tyPol i cyl1Basi cSecurityProfil el0;
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00);

sm Local O ientSettings.SessionKeyRol | overInterval = new Ti meSpan(00, 05,
00);

sm Local O ientSettings. Reconnect Transport OnFailure = true;

smLocal CientSettings. Ti mestanpValidityDuration = new Ti neSpan(00, 05,
00);

sm Local O ient Settings. Cooki eRenewal Thr eshol dPer cent age = 60;

sm Local Servi ceSettings. Detect Repl ays = fal se;

sm Local Servi ceSettings.|ssuedCooki eLifetime = new Ti neSpan(10, 00, 00);

sm Local Servi ceSettings. MaxSt at ef ul Negotiations = 128;

sm Local Servi ceSettings. Repl ayCacheSi ze = 900000;

sm Local Servi ceSettings. MaxCl ockSkew = new Ti meSpan(00, 05, 00);

sm Local Servi ceSettings. NegotiationTi meout = new Ti meSpan(00, 01, 00);

sm Local Servi ceSettings. Repl ayW ndow = new Ti meSpan(00, 05, 00);

sm Local Servi ceSettings. | nactivityTimeout = new Ti meSpan(00, 02, 00);

sm Local Servi ceSettings. Sessi onKeyRenewal | nterval = new Ti meSpan(15, 00,
00);

sm Local Servi ceSettings. Sessi onKeyRol | overlnterval = new Ti meSpan(00,
05, 00);

sm Local Servi ceSettings. Reconnect Transport OnFailure = true;

sm Local Servi ceSettings. MaxPendi ngSessi ons = 128;

sm Local Servi ceSettings. MaxCachedCooki es = 1000;

sm Local Servi ceSettings. Ti nestanpVal i di tyDuration = new Ti meSpan(15, 00,
00);

Ht t pTransport Bi ndi ngEl ement hb = new Htt pTransport Bi ndi ngEl enent () ;

hb. Manual Addressi ng = fal se;

hb. MaxBuf f er Pool Si ze = 524288;

hb. MaxRecei vedMessageSi ze = 65536;

hb. Al'l owCooki es = fal se;

hb. Aut henti cati onScheme = System Net. Aut henti cati onSchenes. Anonynous;

hb. KeepAl i veEnabl ed = true;

hb. MaxBuf f er Si ze = 65536;

hb. ProxyAut henti cati onScheme =
System Net . Aut henti cati onSchenes. Anonynous;

hb.Realm="";

hb. Transfer Mbde = System Servi ceMbdel . Transf er Mode. Buf f er ed;

hb. Unsaf eConnect i onNt | mAut henti cation = fal se;

hb. UseDef aul t WebProxy = true;

Text MessageEncodi ngBi ndi ngEl ement tbl = new

sm Requi r eSi gnat ur eConf
sm Local CientSettings.
sm Local CientSettings.
sm Local CientSettings.
sm Local CientSettings.
sm Local CientSettings.
sm Local CientSettings.
sm Local CientSettings.

irmation = true;

CacheCooki es = true;

Det ect Repl ays = true;

Repl ayCacheSi ze = 900000;

MaxC ockSkew = new Ti meSpan(00, 05, 00);
MaxCooki eCachi ngTi me = Ti neSpan. MaxVal ue;

Repl ayW ndow = new Ti meSpan(00, 05, 00); ;

Sessi onKeyRenewal | nt er val new Ti meSpan( 10, 00,

Text MessageEncodi ngBi ndi ngEl ement () ;
tbl. MaxReadPool Si ze = 64;

tbl. MaxWit ePool Si ze =
tbl. MessageVersion = Sy
tbl. WiteEncoding = Sys
Cust onBi ndi ng bi ndi ngl
bi ndi ngl. El enents. Add(t
bi ndi ngl. El enents. Add(h

16;

stem Servi ceMdel . Channel s. MessageVer si on. Soap12;
tem Text . Encodi ng. UTF8;

= new Cust onBi ndi ng(sm;

b1);

b);

Servi ceEndpoi nt ep = sel f Host. AddSer vi ceEndpoi nt (t ypeof (I Cal cul ator),
bi ndi ng1,

"Cal cul at or Service");

Endpoi nt Address nyEndpoi nt Add = new Endpoi nt Addr ess(

new Uri(uri),
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Endpoi nt I dentity. CreateDnsldentity("WsMcert3"));
ep. Address = nyEndpoi nt Add;

/] Step 4 of the hosting procedure: Enable netadata exchange.
Servi ceMet adat aBehavi or snb = new Servi ceMet adat aBehavi or () ;
snb. H t pGet Enabl ed = true;

sel f Host . Descri ption. Behavi ors. Add(snb) ;

sel fHost. Credential s. ServiceCertificate. SetCertificate(StoreLocation. CurrentUser,

St oreNane. My,
X509Fi ndType. Fi ndBySubj ect Nane, "WSMCert 3");

sel fHost. Credentials.ClientCertificate. Authentication.CertificateValidationhWde =
X509CertificateValidationMbde. Peer Or Chai nTrust ;

sel f Host. Credenti al s. User NameAut henti cat i on. User NanePasswor dVal i dati onMbde =
User NamrePasswor dVal i dat i onMbde. Cust om
Cust omUser NaneVal i dat or cu = new Cust onlser NameVal i dator ();

sel f Host . Credenti al s. User NaneAut hent i cat i on. Cust onUser NanePasswor dVal i dat or = cu;
using (ServiceHost host = new ServiceHost (typeof (Cal cul at or Service)))
{
Syst em Servi ceModel . Descri ption. Servi ceDescription svcDesc =
sel f Host . Description;
Servi ceDebugBehavi or svcDebug =
svcDesc. Behavi or s. Fi nd<Ser vi ceDebugBehavi or >();
svcDebug. | ncl udeExceptionDetail I nFaults = true;
1

/] Step 5 of the hosting procedure: Start (and then stop) the service.
sel f Host . Open();

Consol e. WiteLine("The Calcul ator service is ready.");

Consol e. WitelLine("Press <ENTER> to term nate service.");

Consol e. Wi teLine();

Consol e. ReadLi ne()

sel f Host . Cl ose();

}
catch (Communi cati onException ce)
{
Consol e. WiteLine("An exception occurred: {0}", ce.Mssage);
sel f Host . Abort();
}

}

For more information, see "How to: Define a Windows Communication
Foundation Service Contract" athtt p: // nsdn. mi crosoft. conf en-us/
I'ibrary/ ms731835. aspx.

2. Create and import a certificate file to the keystore on the web service server.
Using Microsoft Visual Studio, the command would be similar to the following;:

mekecert -r -pe -n "CN=wsntert3" -sky exchange -ss ny C \wsnctert3.cer

This command creates and imports a certificate in mmc.

If the command does not provide expected results, then try the following
sequence of commands. You need to download Windows Developer Kit (WDK) at
http://ww. m crosoft.com whdc/ devt ool s/ WDK/ def aul t. nspx.
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mekecert -r -pe -n "CN=wsntert3" -sky exchange -ss ny -sv wscert3.pvk C
\wsntert 3. cer
pvk2pf x. exe -pvk wscert3.pvk -spc wsncert3.cer -pfx PRF_WSMCert3. pfx -pi wel conel

Then, in mmc, import PRF_W5MCer t 3. pf x.

Import the certificate created on the web service server to the client server using
the keyt ool command. For example:

keytool -inport -alias wsncert3 -file C\wsncert3.cer -keystore
<owsm cl i ent _keystore>

Right-click on the web service Solution project in Solutions Explorer and click
Open Folder In Windows Explorer.

Navigate to the bi n/ Debug folder.

Double-click the <pr 0j ect >. exe file. This command runs the web service at the
URL provided.

5.3.2.2 Configuring OWSM 12c¢ Client for Microsoft WCF/.NET 3.5 Web Service
(Username Token with Message Protection)

You can configure an OWSM 12c client to implement username token with message
protection for interoperability with a Microsoft WCF/.NET 3.5 web service.

To configure an OWSM 12c client:

1.

Using JDeveloper, create a SOA composite that consumes the NET web service.

For more information, see Developer’s Guide for SOA Suite.
In JDeveloper, create a partner link using the WSDL of the .NET service.

Attach the following policy to the web service client: or acl e/
wssl1ll usernanme_t oken_wi th_nessage protection_client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Provide configurations for the csf - key and keyst ore. reci pi ent. al i as.

You can specify this information when attaching the policy, by overriding the
policy configuration.

Ensure that you configure the keyst or e. r eci pi ent. al i as as the alias of the
certificate imported in step 1 (wsnter t 3). For example:

<wsp: Pol i cyRef erence

URl ="oracl e/ wss11_usernane_t oken_wi th_message_protection_client_policy"
orawsp: cat egory="security"
orawsp: st at us="enabl ed"/ >

<property
nane="csf - key"
type="xs:string"
many="f al se" >
basic. credential s

</ property>

<property
name="keystore.recipient.alias"
type="xs:string"
many="f al se" >
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wsncert3
</ property>

For more information, see "Overriding Policy Configuration Properties” in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

5.4 Implementing a Username Token Over SSL for Microsoft WCF/.NET

3.5 Client

You can implement the Username Token Over SSL (with and without secure
conversation enabled) to achieve the interoperability between OWSM 12c service
policy and Microsoft WCF/.NET 3.5 client policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCF/.NET 3.5 client to implement username token over SSL:

¢ Configuring an OWSM 12c¢ Web Service for Microsoft WCF/.NET 3.5 Client

(Username Token over SSL)

¢ Configuring Microsoft WCF/.NET 3.5 Client (Username Token over SSL)

5.4.1 Configuring an OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client
(Username Token over SSL)

You can implement username token over SSL using an OWSM 12¢ web service for
Microsoft .NET 3.5 client.

To configure an OWSM 12c¢ web service:

1.

Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (SSL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

Create an OWSM web service.

Select the policy to use based on whether or not you want to enable secure
conversation.

If you do not want to enable secure conversation, use either of the following
policies:

oracl e/ wss_usernane_t oken_over_ssl _service_policy
oracl e/wss_saml _or _usernane_t oken_over_ssl _service_policy
To enable secure conversation, use the following policy:

oracl e/ wss_usernane_t oken_over _ssl _wssc_servi ce_policy

Note:

In the case of secure conversation enabled, you will have to configure the
app. confi g file somewhat differently, as described in "Configuring
Microsoft WCF/.NET Client (Username Token over SSL)":

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.
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4. Edit the policy settings, as follows:
a. Disable the Creation Time Required configuration setting.
b. Disable the Nonce Required configuration setting.
c. Leave the default configuration set for all other configuration settings.

5. Attach the policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

5.4.2 Configuring Microsoft WCF/.NET 3.5 Client (Username Token over SSL)

You can configure the Microsoft WCE/.NET 3.5 client to implement username token
over SSL for interoperability with an OWSM 12c web service.

To configure the Microsoft WCF/.NET 3.5 client:

1. Generate a .NET client using the WSDL of the web service.

For more information, see "How to: Create a Windows Communication
Foundation Client" at ht t p: / / msdn. i crosoft. conf en-us/ i brary/
ms733133(v=vs. 90) . aspx.

2. In the Solution Explorer of the client project, add a reference by right-clicking on
references, selecting Add reference, and browsing to C: \ W ndows
\'M crosoft. NET\ franmewor k\ v3. O\ Wndows Conmuni cati on
Foundati on\ System Runtine. Seri alization.dlI.

3. Edit the app. confi g, as shown in the following sample:

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>
<syst em servi ceMbdel >
<bi ndi ngs>
<cust onBi ndi ng>
<bi ndi ng name="BPELPr ocess1Bi ndi ng" >
<I-- To enabl e secrure conversation, you nust use
aut henti cat i onMbde="Secur eConver sati on"
instead of the value for authenticationvMbde shown bel ow, under
<security -->
<security defaul t Al gorithnBuite="Basi c128"
aut henti cati onMode="User NameQver Transport"
requi reDerivedKeys="fal se" securityHeader Layout =" Lax"
i ncl udeTi mest anp="t r ue"
keyEnt r opyMde="Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt”

messageSecurityVer si on="WSecurit y11WSTr ust Febr uar y2005\W8Secur eConver sat i on
Febr uary2005WsSecuri t yPol i cyl1Basi cSecurityProfil el0"
requi reSi gnat ureConfirmtion="true">
<l ocal OientSettings cacheCooki es="true" detectRepl ays="fal se"
repl ayCacheSi ze="900000" maxC ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"
repl ayW ndow="00: 05: 00" sessi onKeyRenewal | nt erval ="10: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
timestanpVal i dityDuration="00:05: 00"
cooki eRenewal Thr eshol dPer cent age="60"/ >
<l ocal Servi ceSettings detectReplays="true"
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i ssuedCooki eLi f eti me="10: 00: 00"
maxSt at ef ul Negot i ations="128" repl ayCacheSi ze="900000"
maxCl ockSkew="00: 05: 00"
negoti ationTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nacti vityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true" maxPendi ngSessi ons="128"
maxCachedCooki es="1000" timestanpValidityDuration="00:05: 00" />
<secur eConver sationBootstrap />
<I-- To enabl e secure conversation, add the followi ng properties to
the <secureConversationBoot strap> el enent
<secur eConver sat i onBoot st rap
aut henti cati onMbde="User NaneQver Transport"
requi reDeri vedKeys="f al se"
securityHeader Layout =" Lax"
i ncl udeTi mest anp="t r ue"
keyEnt r opyMde="Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt "

messageSecurit yVersi on="WSecuri t y11WSTr ust Febr uar y2005\W8Secur eConver sat i onFebr ua
ry2005WsSecuri t yPol i cyl1Basi cSecurityProfilel0"
requi reSi gnat ureConfirmtion="true"/> -->
</security>
<t ext MessageEncodi ng
maxReadPool Si ze=" 64"
maxW it ePool Si ze="16"
messageVer si on="Soap11l"
writeEncoding="utf-8">
<reader Quot as
maxDept h="32"
max St ri ngCont ent Lengt h="8192"
maxArraylLengt h="16384"
maxByt esPer Read="4096"
maxNaneTabl eChar Count =" 16384" />
</t ext MessageEncodi ng>
<htt psTransport
manual Addr essi ng="f al se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536"
al | owCooki es="f al se"
aut henti cati onSchene="Anonynous"
bypassProxyOnLocal ="f al se"
host NaneConpar i sonMbde="St r ongW | dcar d"
keepAl i veEnabl ed="t r ue"
maxBuf f er Si ze="65536"
proxyAut henti cat i onSchenme="Anonynous"
real m""
transf er Mode="Buf f er ed"
unsaf eConnect i onNt | mAut hent i cati on="f al se"
useDef aul t VebProxy="true" requireCientCertificate="false"/>
</ bi ndi ng>
</ cust onBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt
address=" https://host:port/soa-infra/services/default/1 O _NET6/
bpel processl_client_ep"
bi ndi ng="cust onBi ndi ng" bi ndi ngConfi gurati on="BPELPr ocess1Bi ndi ng"
contract ="BPELProcess1" name="BPELProcessl_pt" />
</client>
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</ system servi cehbdel >
</configuration>

4. Edit the app. confi g file as needed to enable to enable secure conversation or
not.

If you do not want to enable secure conversation, edit the app. confi g as
shown in regular typeface in the sample.

* Set the aut henti cati onMbde property of the <secur i t y> element to
User NameOver Transport.

* Do not configure the properties of the secur eConver sat i onBoot strap
element.

To enable secure conversation, edit the app. conf i g as shown the comments in
bold italics in the sample.

* Setthe aut henti cati onMbde property of the <secur i t y> element to
Secur eConver sati on.

¢ Configure the secur eConver sat i onBoot st r ap element with additional
properties, as shown in the example.

5. Compile the project.
6. Openacommand prompt and navigate to the project's Debug folder.

7. Type<client_project_nane>. exe and press Enter.

5.5 Implementing a Mutual Authentication with Message Protection (WS-
Security 1.1) for Microsoft WCF/.NET 3.5 Client

You can implement the mutual authentication with message protection that conforms
to the WS-Security 1.1 standards to achieve the interoperability between OWSM 12¢
service policy and Microsoft WCE/.NET 3.5 client policy and the interoperability
between Microsoft WCF/.NET 3.5 service policy and OWSM 12c client policy.

The following topics describe how to implement mutual authentication with message
protection in different interoperability scenarios:

* Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 3.5 Client
(Mutual Authentication)

¢ Configuring a Microsoft WCF/.NET 3.5 Web Service and an OWSM 12¢ Client
(Mutual Authentication)

Before configuring the web service and client in either of the above scenarios, follow
the instructions in Configuring Prerequisites for Interoperability (Mutual
Authentication).

5.5.1 Configuring Prerequisites for Interoperability (Mutual Authentication)

Before you implement mutual authentication with message protection that conforms
to the WS-Security 1.1 standards for interoperability between OWSM 12c and
Microsoft WCF/.NET 3.5, you must complete a number of high-level tasks.

To configure prerequisites for interoperability:
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1. Export the X.509 certificate file from the keystore on the service side to a . cer file
(for example, al i ce. cer ) using the following command:

keytool -export -alias alice -file C\alice.cer -keystore default-keystore.jks

2. Import the certificate file (exported previously) to the keystore on the client server
using Microsoft Management Console (mmc).

a.

b.

k.

Open a command prompt.
Type mmc and press ENTER.
Select File > Add/Remove snap-in.

Select Add and Choose Certificates.

Note:

To view certificates in the local machine store, you must be in the
Administrator role.

Select Add.

Select My user account and finish.

Click OK.

Expand Console Root > Certificates -Current user > Personal > Certificates.

Right-click on Certificates and select All tasks > Import to launch Certificate
import Wizard.

Click Next, select Browse, and navigate to the . cer file that was exported
previously.

Click Next and accept defaults and finish the wizard.

For more information, see "How to: View Certificates with the MMC Snap-in" at
http://nmsdn. m crosoft.com en-us/library/ nms788967. aspx.

5.5.2 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Mutual Authentication)
You can implement mutual authentication with message protection that conform to

the WS-Security 1.1 standards using OWSM 12c web service and a Microsoft
WCEF/.NET 3.5 client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCF/.NET 3.5 client to implement mutual authentication with message
protection:

¢ Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client (Mutual
Authentication)

¢ Configuring Microsoft WCF/.NET 3.5 Client (Mutual Authentication)
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5.5.2.1 Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client
(Mutual Authentication)

You can configure an OWSM 12c¢ web service to implement mutual authentication for
interoperability with a Microsoft WCF/.NET 3.5 client.

To configure the OWSM 12c web service:
1. Create a SOA composite and deploy it.

2. Using Fusion Middleware Control, attach the following policy to the web service:

oracl e/
wss1ll x509 token_w th_nessage protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

5.5.2.2 Configuring Microsoft WCF/.NET 3.5 Client (Mutual Authentication)

You can configure a Microsoft WCF/ .NET 3.5 client to implement mutual
authentication for interoperability with an OWSM 12c¢ web service.

To configure the Microsoft WCF/.NET 3.5 client:

1. Use the Microsoft SvcUtil utility to create a client proxy and configuration file
from the deployed web service.

A sample of the Client Program is shown below:

nanespace | O NET10 cl i ent

{
cl ass Program
{
static void Miin(string[] args)
{
BPELProcess1C ient client = new BPELProcess1Cient();
client.CientCredentials.ClientCertificate.SetCertificate(
St oreLocati on. Current User,
St or eNane. My,
X509Fi ndType. Fi ndBySubj ect Namre, "WSMCert 3");
client.CientCredentials.ServiceCertificate. SetDefaul tCertificate(
St oreLocati on. Current User,
St oreNane. My,
X509Fi ndType. Fi ndBySubj ect Name, "Alice");
process proc = new process();
proc.input = "Test wss1l x509_t oken_with_nessage _protection_policy -
Consol e. Wi teLine(proc.input);
processResponse response = client. process(proc);
Consol e. Wi teLine(response.result.ToString());
Consol e. WiteLine("Press <ENTER> to terminate Client.");
Consol e. ReadLi ne();
}
}
}
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For more information, see htt p: / / nsdn. m crosoft. com en-us/library/
aa347733%28v=vs. 90%29. aspx

2. In the Solution Explorer of the client project, add a reference by right-clicking on
references, selecting Add reference, and browsing to C: \ W ndows
\M crosoft. NET\ framework\v3. 0\ Wndows Conmuni cati on
Foundati on\ System Runtine. Seri alization.dlI.

3. Create an app. conf i g configuration file, including the following steps.

The steps listed below are called out in bold type in the example.

a.

b.

C.

d.

Define behaviors with credentials.
Create a custom binding.
Diable the message replay detection.

Modify endpoint behavior.

An example of the complete file is shown in the following app.config file sample:

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>

<syst em servi ceMbdel >

- 1. Define behaviors with credentials

<behavi or s>

<endpoi nt Behavi or s>
<behavi or nane="secureBehavi our">
<clientCredential s>
<serviceCertificate>
<defaul tCertificate findVal ue="<certificate_cn>"
storelLocation="Current User"
st oreName="M"
x509Fi ndType=""Fi ndBySubj ect Nane"/ >
</serviceCertificate>
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>

</ behavi or s>

<bi ndi ngs>
<cust onBi ndi ng>
<bi ndi ng name="BPELPr ocess1Bi ndi ng" >

<security defaul t Al gorithnfuite="Basi c128"

aut henti cati onMbde="Mit ual Certificate"

requireDerivedKeys="fal se" securityHeader Layout="Lax"

i ncl udeTi mest anp="t r ue"
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keyEnt r opyMde=" Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt”

messageSecurityVersi on="WSecurit y11WSTr ust Febr uar y2005\W8Secur eConver sat i on
Febr uary2005WsSecuri t yPol i cyl1Basi cSecurityProfil el0"
requireSi gnatureConfirmation="true">

TR 3. Disable the message replay detection
___________________________________ >
<l ocal OientSettings cacheCooki es="true" detectRepl ays="fal se"
repl ayCacheSi ze="900000" nmaxC ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"

repl ayW ndow="00: 05: 00" sessi onKeyRenewal | nt erval ="10: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
timestanmpVal i di tyDuration="00: 05: 00"
cooki eRenewal Threshol dPer cent age="60" />
<l ocal ServiceSettings detectReplays="true"
i ssuedCooki eLi f eti me="10: 00: 00"
maxSt at ef ul Negot i ations="128"
repl ayCacheSi ze="900000" nmaxC ockSkew="00: 05: 00"
negoti ati onTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nactivityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true" maxPendi ngSessi ons="128"
maxCachedCooki es="1000"
timestanmpVal i di tyDuration="00:05: 00" />
<secur eConversationBootstrap />
</security>
<t ext MessageEncodi ng maxReadPool Si ze="64" maxW it ePool Si ze="16"
messageVer si on="Soapll" writeEncodi ng="utf-8">
<reader Quot as maxDept h="32" maxStringCont ent Lengt h="8192"
maxArraylLengt h="16384"
maxByt esPer Read="4096" nmaxNaneTabl eChar Count ="16384" />
</t ext MessageEncodi ng>
<httpTransport manual Addressing="fal se" maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut henti cati onSchene=" Anonynous"
bypassProxyOnLocal ="f al se"
host NaneConpar i sonMbde="St r ongW | dcar d"
keepAl i veEnabl ed="true" maxBuffer Si ze="65536"
pr oxyAut hent i cat i onSchene="Anonynous"
real m"" transferMde="Buf f ered"
unsaf eConnect i onNt | mAut hent i cati on="f al se"
useDef aul t WebProxy="true" />
</ bi ndi ng>
</ cust onBi ndi ng>

</ bi ndi ngs>
<client>
<l-- - 4. Mdify endpoint behavior

<endpoi nt address="http://<server>: <port>// MWebServi celSoapHtt pPort"
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bi ndi ng="cust onBi ndi ng"
bi ndi ngConfi gurati on="M/WebSer vi celSoapHt t p"
contract ="M/WehServi cel"
nane="M/WebSer vi celSoapHtt pPort"
behavi or Confi gurati on="secur eBehavi our" >

<identity>
<dns val ue="<certificate_cn>"/>
<lidentity>
</ endpoi nt >
<!
->

</client>
</ system servi cehbdel >
</ configuration>

4.  Compile the project.
5. Open a command prompt and navigate to the project's Debug folder.

6. Enter<client_proj ect _name>. exe and press Enter.

5.5.3 Configuring a Microsoft WCF/.NET 3.5 Web Service and an OWSM 12c¢ Client
(Mutual Authentication)

You can implement mutual authentication with message protection that conform to
the WS-Security 1.1 standards using Microsoft WCF/.NET 3.5 web service and an
OWSM 12c client.

To configure a Microsoft WCF/.NET 3.5 web service and an OWSM 12c client:

1. Create a INET web service.

For more information, see "How to: Define a Windows Communication Foundation
Service Contract" atht t p: // msdn. mi crosoft. com en-us/ i brary/
nms731835%28v=vs. 90929. aspx

2. Create a custom binding for the web service using the
SymmetricSecurityBindingElement.

The following is a sample of the SymmetricSecurityBindingElement object:

Symmet ri cSecuri tyBi ndi ngEl ement sm =
(SymmetricSecurityBindi ngEl enent ) Securit yBi ndi ngEl enent . Creat eMut ual Certificate
Bi ndi ngEl ement () ;

sm Defaul t Al gorithnBuite =

Syst em Servi ceModel . Security. SecurityAl gorithnBuite. Basi c128; sm Set KeyDeri vat i
on(fal se);

sm SecurityHeader Layout = SecurityHeader Layout. Lax;sm | ncl udeTi mestamp =
true;

sm KeyEnt ropyMde = SecurityKeyEnt ropyMde. Conbi nedEnt r opy;

sm MessageProt ectionOrder =

MessagePr ot ecti onOrder . Si gnBef or eEncrypt; sm MessageSecurityVersion =
MessageSecuri t yVersi on. WSecur i t y11WSTr ust Febr uar y2005\WsSecur eConver sat i on
Febr uary2005WsSecuri t yPol i cy11Basi cSecurityProfil el0;

sm Requi reSi gnat ureConfirmtion =

true;
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For more information, see "How to: Create a Custom Binding Using the
SecurityBindingElement" at ht t p: / / msdn. i crosoft. coml en-us/ i brary/
ns730305( v=vs. 90) . aspx.

. Deploy the application.

. To configure the OWSM 12c¢ Client, using JDeveloper, create a SOA composite that

consumes the .NET web service.

For more information, see Developer’s Guide for SOA Suite.

. InJDeveloper, create a partner link using the WSDL of the .NET service and add

the import as follows:

<wsdl ;i nport nanmespace="<nanespace>" |ocation="<WSDL | ocation>"/>

. In Fusion Middleware Control, attach the following policy to the web service client:

oracl e/wssl1ll x509 token with _nessage protection_client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

. Provide configurations for the keyst or e. r eci pi ent . al i as.

You can specify this information when attaching the policy, by overriding the
policy configuration.

Ensure that you configure the keyst or e. r eci pi ent . al i as as the alias of the
certificate imported in step 4 (wsnter t 3).

For more information, see "Overriding Policy Configuration Properties" in Securing
Web Services and Managing Policies with Oracle Web Services Manager.

. Invoke the web service method from the client.

5.6 Implementing a Kerberos with Message Protection for Microsoft
WCF/.NET 3.5 Client

You can implement the Kerberos with Message Protection to achieve the
interoperability between OWSM 12c¢ service policy and Microsoft WCF/ .NET 3.5
client policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 3.5 client to implement Kerberos with message protection:

¢ Performing Prerequisite Tasks for Interoperability (Kerberos with Message

Protection)

¢ Configuring an OWSM 12c¢ Web Service and a Microsoft WCF/.NET 3.5 Client

(Kerberos with Message Protection)

5.6.1 Performing Prerequisite Tasks for Interoperability (Kerberos with Message

Protection)

Before you implement Kerberos with message protection for interoperability between
OWSM 12¢ and Microsoft WCF/ .NET 3.5, you must complete a number of high-level
tasks.

To configure prerequisites for interoperability:
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1. Configure the Key Distribution Center (KDC) and Active Directory (AD).

For more information, see "To Configure Windows Active Directory and Domain
Controller" (the domain controller can serve as KDC) at htt p: //

downl oad. oracl e. com docs/ cd/ E19316- 01/ 820- 3746/ gi sdn/

i ndex. htni.

2. Set up the Kerberos configuration file kr b5. conf in c: \ wi nnt as shown in the
following Kerberos Configuration File sample:

[I'oggi ng]
default = c:\log\krb5libs.|og
kdc = c:\ 1 og\ krb5kdc. | og
adm n_server = c:\log\kadm nd. | og
[libdefaul ts]
default _real m = MYCOVPANY. LOCAL
dns_| ookup_real m = fal se
dns_| ookup_kdc = fal se
defaul t _tkt_enctypes = rc4-hmac
defaul t _tgs_enctypes = rc4-hmac
permtted_enctypes = rc4-hmac
kdc = host nane
[real ns]
MYCOVPANY. LOCAL =
{ kdc = host:port adm n_server = host:port
defaul t _domai n = <domai nnane>
}
[domai n_real m
. <domai nname> = MYCOVPANY. LOCAL
<domai nname> = MYCOVPANY. LOCAL
[ appdefaul ts]
pam =
{ debug = false ticket_lifetime = 36000 renew|ifetime = 36000 forwardable =
true krb4_convert = false }

5.6.2 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Kerberos with Message Protection)

You can implement Kerberos with message protection using OWSM 12¢ web service
and a Microsoft WCF/.NET 3.5 client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCF/.NET 3.5 client to implement Kerberos with message protection:

¢ Configuring OWSM 12¢c Web Service for Microsoft WCF/.NET 3.5 Client (Kerberos
with Message Protection)

¢ Configuring Microsoft WCF/.NET 3.5 Client (Kerberos with Message Protection)

5.6.2.1 Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client
(Kerberos with Message Protection)

You can configure an OWSM 12c web service to implement Kerberos with message
protection for interoperability with a Microsoft WCF/.NET 3.5 client.

To configure the OWSM 12¢ web service:

1. Create and deploy a web service application.
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2. Clone the following policy: or acl e/
wssl1ll kerberos_token w th nessage protection_service policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

3. [Edit the policy settings to set Algorithm Suite to Basi c128Rsal5.

4. Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

5.6.2.2 Configuring Microsoft WCF/.NET 3.5 Client (Kerberos with Message
Protection)

You can configure a Microsoft WCF/.NET 3.5 client to implement Kerberos with
message protection for interoperability with an OWSM 12c web service.

To configure the Microsoft WCF/.NET 3.5 client:

1. Create a user in AD to represent the host where the web service is hosted. By
default the user account is created with RC4-HMAC encryption. For example,
foobar with user name is HTTP/ f oobar .

2. Use the following ktpass command to create a keytab file on the Windows AD
machine where the KDC is running:

kt pass -princ HTTP/ f oobar @WWCOVPANY. LOCAL - pass Oracl el123 -
mapuser foobar -out foobar.keytab -ptype KRB5_NT_PRI NCl PAL -
kvno 4

where HTTP/ f oobar is the SPN, mapped to a user "foobar". Do not set "/desonly
or cyrpto as "des-cbc-crc”". MYCOMPANY.LOCAL is the default Realm for the
KDC and is available in the kr b5. i ni file. The pass password must match the
password created during the user creation.

Use FTP binary mode to move the generated keytab file to the machine where the
SOA Composite web service is hosted.
3. Use the following set Spn command to map the service principal to the user:
set Spn - A HTTP/ f oobar @AYCOMPANY. LOCAL f oobar
set Spn -L foobar

Only one SPN must be mapped to the user. If there are multiple SPNs mapped to
the user, remove them using the command set Spn - D <spnane>
<user nane>.

4.  Use the Microsoft svcutil utility to create a client proxy and configuration file from
the deployed web service.

Add the files gener at edPr oxy. ¢s and app. conf i g by right clicking the
application (in the Windows Explorer) and selecting Add Existing Item.

In the endpoint element of the app. confi g, add an "identity" element with
service principal name as "HTTP/foobar@MYCOMPANY.LOCAL" (the same
value used for creating keytab).

<client>
<endpoi nt address="http://host:port/HelloServicePort"
bi ndi ng="cust onBi ndi ng"
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bi ndi ngConf i gurati on="NewHel | 0Soap12H: t pPort Bi ndi ng"
contract="NewHel | 0" name="Hel | oServicePort">
<identity>
<servi cePrinci pal Nane val ue ="HTTP/f oobar @AWVCOVPANY. LOCAL"/ >
<lidentity>
</ endpoi nt >

</client>

See the following Custom Binding sample:

<cust onBi ndi ng>
<bi ndi ng nane="NewHel | 0Soap12Ht t pPort Bi ndi ng" >
<!--Added by User: Begin-->
<security defaul t Al gorithnBuite="Basi c128"
aut henti cati onMbde="Ker ber 0s"
requi reDerivedKeys="fal se" securityHeader Layout =" Lax"
i ncl udeTi mest anp="t r ue"
keyEnt r opyMde="Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt "
messageSecurityVersi on="WSSecuri t y11W5Tr ust Febr uar y2005
WsSecur eConver sat i onFebr uar y2005\WSSecuri t yPol i cyl1Basi cSecurity
Profilel0"
requireSi gnat ureConfirmtion="true">
<l ocal O ientSettings cacheCooki es="true" detectRepl ays="true"
repl ayCacheSi ze="900000" maxC ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"
repl ayW ndow="00: 05: 00"
sessi onKeyRenewal | nt erval =" 10: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
timestanpVal i dityDuration="00:05: 00"
cooki eRenewal Thr eshol dPer cent age="60" />
<l ocal Servi ceSettings detectReplays="true"
i ssuedCooki eLi f et i me="10: 00: 00"
maxSt at ef ul Negot i ations="128" repl ayCacheSi ze="900000"
maxCl ockSkew="00: 05: 00"
negoti ationTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nactivityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
maxPendi ngSessi ons="128"
maxCachedCooki es="1000"
timestanpValidityDuration="00:05: 00" />
<secur eConversati onBootstrap />
</security>
<!--Added by User: End-->
<t ext MessageEncodi ng maxReadPool Si ze="64"
maxW it ePool Si ze="16"
messageVer si on="Soap12" writeEncodi ng="utf-8">
<reader Quot as maxDept h="32" maxStringCont ent Lengt h="8192"
maxArraylLengt h="16384"
maxByt esPer Read="4096" nmaxNaneTabl eChar Count ="16384" />
</t ext MessageEncodi ng>
<!--Added by User: Begin-->
<httpTransport manual Addressing="fal se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut henti cat i onSchene="Anonynous"
bypassProxyOnLocal ="f al se"
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host NaneConpar i sonMbde="StrongW | dcar d"
keepAl i veEnabl ed="true" maxBufferSi ze="65536"
pr oxyAut henti cat i onSchene="Anonynous"
real m="" transferMde="Buf f ered"
unsaf eConnect i onNt | mAut hent i cati on="fal se"
useDef aul t WebPr oxy="true" />
<!--Added by User: End-->
</ bi ndi ng>
</ cust onBi ndi ng>

For more information, see ht t p: // msdn. mi cr osoft. com en-us/ i brary/
aa347733%28v=vs. 90%29. aspx.

5. Run the client program.

5.7 Implementing a Kerberos with Message Protection Using Derived
Keys for Microsoft WCF/.NET 3.5 Client

You can implement the Kerberos with Message Protection Using Derived Keys to
achieve the interoperability between OWSM 12c service policy and Microsoft
WCEF/.NET 3.5 client policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 3.5 client to implement Kerberos with message protection using
derived keys:

¢ Configuring Prerequisites for Interoperability (Kerberos with Message Protection
Using Derived Keys)

¢ Configuring an OWSM 12c¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Kerberos with Message Protection)

5.7.1 Configuring Prerequisites for Interoperability (Kerberos with Message Protection
Using Derived Keys)

Before you implement Kerberos with message protection using derived keys for
interoperability between OWSM 12c and Microsoft WCF/.NET 3.5, you must
complete a number of high-level tasks.

To configure prerequisites for interoperability:
1. Configure the Key Distribution Center (KDC) and Active Directory (AD).
For more information, see the following topics:

¢ "To Configure Windows Active Directory and Domain Controller" (the domain
controller can serve as KDC) at ht t p: / / downl oad. or acl e. conf docs/ cd/
E19316- 01/ 820- 3746/ gi sdn/ i ndex. ht m

e "Configuring Kerberos Tokens" in Securing Web Services and Managing Policies
with Oracle Web Services Manager

2. Set up the Kerberos configuration file kr b5. conf in c: \ wi nnt as shown in the
following Kerberos configuration file sample:

['oggi ng]

default = c:\log\krb5libs.|og

kdc = c:\log\krb5kdc. | og

adni n_server = c:\|og\ kadni nd. | og
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[1ibdefaul ts]

defaul t _real m = MYCOVPANY. LOCAL

dns_| ookup_real m = fal se

dns_| ookup_kdc = fal se

defaul t _tkt_enctypes = rc4-hnmac

default _tgs_enctypes = rc4-hnmac

permtted_enctypes = rc4-hmac

kdc = host nane

[real ns]

MYCOMPANY. LOCAL =

{ kdc = host:port admin_server = host:port
defaul t _domai n = <domai nnane>

}

[domai n_real nj

. <domai nname> = MYCOVPANY. LOCAL

<domai nnane> = MYCOVPANY. LOCAL

[ appdef aul ts]

pam =

{ debug = false ticket_lifetime = 36000 renew|ifetine = 36000 forwardable =
true krb4_convert = false }

5.7.2 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 3.5 Client
(Kerberos with Message Protection)

You can implement Kerberos with message protection using OWSM 12c¢ web service
and a Microsoft WCF/.NET 3.5 client.

To configure an OWSM 12¢ web service and a Microsoft WCF/.NET 3.5 client:

1.

2.

Create and deploy a web service application.

Clone the following policy:
wss1ll kerberos_token with nessage protection_basicl28 service

_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

Edit the policy settings to enable the Derived Keys option.
Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

To configure the Microsoft WCE/.NET 3.5 client, create a user in AD to represent
the host where the web service is hosted. By default the user account is created
with RC4-HMAC encryption. For example, foobar with user name as "HTTP/
foobar".

Use the following ktpass command to create a keytab file on the Windows AD
machine where the KDC is running;:

kt pass -princ HTTP/ f oobar GWCOVPANY. LOCAL - pass Oracl el123 -
mapuser foobar -out foobar.keytab -ptype KRB5 NT_ PRI NCI PAL -
kvnho 4

where HTTP/foobar is the SPN, mapped to a user "foobar". Do not set "/desonly or
cyrpto as "des-cbc-crc". MYCOMPANY.LOCAL is the default Realm for the KDC
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and is available in the kr b5. i ni file. The pass password must match the
password created during the user creation.

Use FTP binary mode to move the generated keytab file to the machine where the
SOA Composite web service is hosted.

7. Use the following set Spn command to map the service principal to the user:

set Spn - A HTTP/ f oobar @WCOVPANY. LOCAL f oobar
set Spn -L foobar

Only one SPN must be mapped to the user. If there are multiple SPNs mapped to
the user, remove them using the command set Spn - D <spnanme> <user name>.

8. Use the Microsoft SvcUtil utility to create a client proxy and configuration file from
the deployed web service.

Add the files generatedProxy.cs and app.config by right clicking the application (in
the Windows Explorer) and selecting Add Existing Item.

In the endpoint element of the app.config, add an "identity" element with service
principal name as "HTTP /foobar@MYCOMPANY.LOCAL" (the same value used
for creating keytab).

<client>
<endpoi nt address="http://host:port/HelloServicePort"
bi ndi ng="cust onBi ndi ng"
bi ndi ngConf i gurati on="NewHel | 0Soap12H: t pPor t Bi ndi ng"
contract ="NewHel | 0" nane="Hel | oServi cePort">
<identity>
<servi cePrinci pal Nane val ue ="HTTP/f oobar @WCOVWPANY. LOCAL"/ >
</identity>
</ endpoi nt >

</client>

See the following Custom Binding sample:

<cust onBi ndi ng>
<bi ndi ng name="NewHel | 0Soap12H t pPort Bi ndi ng" >
<!--Added by User: Begin-->
<security defaul t Al gorithnfBuite="Basic128"
aut hent i cati onMbde="Ker ber os"
requi reDerivedKeys="true" securityHeaderLayout ="Lax"
i ncl udeTi mest anp="true"
keyEnt r opyMbde="Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt "
messageSecuri t yVer si on="W5Securi t y11WSTr ust Febr uar y2005
WBSecur eConver sat i onFebr uar y2005\W8Securi t yPol i cyl1Basi cSecurity
Profilel0"
requi reSi gnat ureConfirmation="true">
<l ocal OientSettings cacheCooki es="true" detectRepl ays="true"
repl ayCacheSi ze="900000" nmaxC ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"
repl ayW ndow="00: 05: 00"
sessi onKeyRenewal | nt er val =" 10: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transpor t OnFai | ure="true"
timestanpVal i dityDuration="00:05: 00"
cooki eRenewal Thr eshol dPer cent age="60" />
<l ocal Servi ceSettings detectReplays="true"
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i ssuedCooki eLi f eti me="10: 00: 00"
maxSt at ef ul Negot i ati ons="128" repl ayCacheSi ze="900000"
maxC ockSkew="00: 05: 00"
negoti ationTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nactivityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
maxPendi ngSessi ons="128"
maxCachedCooki es="1000"
tinmestanpValidityDuration="00:05: 00" />

<secur eConver sationBootstrap />

</security>
<!--Added by User: End-->

<t ext MessageEncodi ng maxReadPool Si ze="64"
maxW i t ePool Si ze="16"
messageVer si on="Soap12" writeEncodi ng="utf-8">

<reader Quot as nmaxDept h="32" maxStringCont ent Lengt h="8192"
maxArraylLengt h="16384"
maxByt esPer Read="4096" naxNaneTabl eChar Count ="16384" />
</t ext MessageEncodi ng>
<!--Added by User: Begin-->

<httpTransport manual Addressi ng="fal se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut henti cati onSchenme="Anonynous"
bypassProxyOnLocal ="f al se"
host NaneConpar i sonMbde="StrongW | dcar d"
keepAl i veEnabl ed="true" maxBufferSi ze="65536"
proxyAut henti cati onSchene="Anonynous"
real m="" transferMde="Buff ered"
unsaf eConnect i onNt | mAut hent i cati on="f al se"
useDef aul t VebProxy="true" />

<!--Added by User: End-->

</ bi ndi ng>
</ cust onBi ndi ng>

9. Run the client program.

5.8 Implementing a Kerberos with SPNEGO Negotiation for Microsoft
WCF/.NET 3.5 Client

You can implement the Kerberos with SPNEGO Negotiation to achieve the
interoperability between OWSM 12c¢ service policy and Microsoft WCFE/ .NET 3.5
client policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 3.5 client to implement Kerberos with SPNEGO negotiation:

¢ Configuring OWSM 12c Web Service for Microsoft WCF/.NET 3.5 Client (Kerberos
with SPNEGO Negotiation)

¢ Configuring Microsoft WCF/.NET 3.5 Client (Kerberos with SPNEGO Negotiation)
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5.8.1 Configuring OWSM 12c Web Service for Microsoft WCF/.NET 3.5 Client (Kerberos
with SPNEGO Negotiation)

You can configure an OWSM 12c web service to implement Kerberos with SPNEGO
negotiation for interoperability with a Microsoft WCF/.NET 3.5 client.

To configure OWSM 12c web service:
1. Create and deploy a web service application.

2. Create a policy that uses the ht t p_spnego_t oken_servi ce_t enpl at e
assertion template.

For more information, see Configuring Kerberos With SPNEGO Negotiation in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

3. Attach the policy to the web service.

5.8.2 Configuring Microsoft WCF/.NET 3.5 Client (Kerberos with SPNEGO Negotiation)

You can configure a Microsoft WCF/.NET 3.5 client to implement Kerberos with
SPNEGO negotiation for interoperability with an OWSM 12¢ web service.

To configure the Microsoft WCF/.NET 3.5 client:

1. Use the Microsoft SvcUtil utility to create a client proxy and configuration file
from the deployed web service.

For more information, see ht t p: // msdn. m cr osoft. com en-us/|ibrary/
aa347733%28v=vs. 909%29. aspx.

2. Add the files generatedProxy.cs and app.config by right clicking the application
(in the Windows Explorer) and selecting Add Existing Item.

3. Edit the app. confi g file as shown in the following sample:

<configuration>
<syst em servi ceMbdel >
<bi ndi ngs>
<basi cHt t pBi ndi ng>
<bi ndi ng name="BPELPr ocessBi ndi ng" >
<security nmode= "TransportCredential Only">
<transport clientCredential Type="W ndows"/>
</security>
</ bi ndi ng>
</ basi cHt t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt
address="http://host:port/soa-infralservices/ defaul t/ SCAProxy/ bpel pro
cess_client _ep"
bi ndi ng="basi cHt t pBi ndi ng"
bi ndi ngConf i gurati on="BPELPr ocessBi ndi ng"
contract ="BPELProcess" name="BPELProcess_pt"
<identity>
<servi cePrinci pal Name val ue ="HTTP/ host: port @IYCOVPANY. LOCAL" />
</identity>
</ endpoi nt >
</client>
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</ system servi cehbdel >
</configuration>

In this listing, note that the values of the contract and name attributes of the
endpoint element are obtained from the gener at edPr oxy. cs file.

4.  Compile the client.

5. After attaching the OWSM policy to the deployed web service, run the client.

5.9 Implementing a Kerberos with SPNEGO Negotiation and Credential
Delegation for Microsoft WCF/.NET 3.5 Client

You can implement the Kerberos with SPNEGO Negotiation and Credential
Delegation to achieve the interoperability between OWSM 12c service policy and
Microsoft WCE/.NET 3.5 client policy.

The following topics describe how to configure an OWSM 12c web service and .NET
3.5 Client to implement Kerberos with SPNEGO negotiation and credential delegation:

¢ Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client (Kerberos
with SPNEGO and Credential Delegation)

* Configuring Microsoft WCF/.NET 3.5 Client (Kerberos SPNEGO and Credential
Delegation)

5.9.1 Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 3.5 Client (Kerberos
with SPNEGO and Credential Delegation)

You can configure an OWSM 12c web service to implement Kerberos with SPNEGO
and credential delegation for interoperability with a Microsoft WCF/.NET 3.5 client.

To configure an OWSM 12¢ web service:
1. Create and deploy a web service application.

2. Create a policy that uses the ht t p_spnego_t oken_servi ce_t enpl at e
assertion template.

For more information, see Configuring Kerberos with SPNEGO Negotiation in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

3. Attach the policy to the web service.

4. Set the value of the cr edent i al . del egat i on configuration setting to t r ue.

You can specify this information when attaching the policy, by overriding the
policy configuration.

For more information, see Overriding Policy Configuration Properties in Securing
Web Services and Managing Policies with Oracle Web Services Manager.

5.9.2 Configuring Microsoft WCF/.NET 3.5 Client (Kerberos SPNEGO and Credential
Delegation)

You can configure a Microsoft WCF/.NET 3.5 client to implement Kerberos SPNEGO
and credential delegation for interoperability with an OWSM 12¢ web service.

To configure the Microsoft WCF/.NET 3.5 client:
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1. Use the Microsoft SvcUtil utility to create a client proxy and configuration file
from the deployed web service.

For more information, see ht t p: // msdn. m cr osoft. com en-us/|ibrary/
aa347733%28v=vs. 909%29. aspx.

2. Add the files gener at edPr oxy. cs and app. conf i g by right clicking the
application (in the Windows Explorer) and selecting Add Existing Item.

3. Edit the app. confi g file as shown in the following app.config file sample:

<configuration>
<syst em servi ceMbdel >
<bi ndi ngs>
<basi cHt t pBi ndi ng>
<bi ndi ng name="BPELPr ocess1Bi ndi ng" >
<security node= "Transport Credential Only">
<transport clientCredential Type="W ndows"/>
</security>
</ bi ndi ng>
</ basi cHt t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt
address="http://host:port/soa-infralservices/ defaul t/ SCAProxy/ bpel pro
cessl _client_ep"
bi ndi ng="basi cHt t pBi ndi ng"
bi ndi ngConf i gur ati on="BPELProcess1Bi ndi ng"
contract ="BPELProcess1" name="BPELProcessl_pt"
behavi or Confi gurati on="Credenti al Del egati on">
<identity>
<servi cePrinci pal Name val ue ="HTTP/ host: port @IYCOVPANY. LOCAL" />
</identity>
</ endpoi nt >
</client>
<behavi or s>
<endpoi nt Behavi or s>
<behavi or name="Credenti al Del egation">
<clientCredential s>
<wi ndows al | owed| nper sonat i onLevel =" Del egat i on"
all owNt I m="f al se"/ >
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
</ system servi cehbdel >
</configuration>

In the example, note that the values of the contract and name attributes of the
endpoint element are obtained from the gener at edPr oxy. cs file.

4. Compile the client.

5. After attaching the OWSM policy to the deployed web service, run the client.
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5.10 WCF/.NET 3.5 Client with Microsoft Active Directory Federation
Services 2.0 (ADFS 2.0) STS

You can secure a WCF/.NET 3.5 client with Microsoft Active Directory Federation
Services 2.0 (ADFS 2.0) secure token service (STS), using a policy utilizing SAML
bearer token over one-way SSL.

Note:

The SAML sender vouches token is not supported in this use case.

The procedure described in this section assumes that you install and configure ADFS
2.0 on a Windows Server 2008 or Windows Server 2008 R2 system. This system is set
up in the STS role.

The section includes the following topics:

¢ Installing and Configuring Active Directory Federation Services (ADFS) 2.0
¢ Configuring ADFS 2.0 STS as Trusted SAML Token Issuer

¢ Configuring Users in Oracle Internet Directory

¢ Attaching the Policy

* Registering the Web Service as a Relying Party in ADFS 2.0

¢ Securing WCF/.NET 3.5 Client with ADFS 2.0

5.10.1 Installing and Configuring Active Directory Federation Services (ADFS) 2.0

You can install and configure Active Directory Federation Services (ADFS) 2.0 on a
Windows Server 2008 or a Windows Server R2 system.

To install and configure Active Directory Federation Services (ADEFS) 2.0:

1. Install and configure Active Directory.

For more information, see htt p: // t echnet . ni cr osoft. com en- us/
w ndowsser ver .

2. Install ADFS 2.0 and configure it using the wizard.

As you configure ADFS 2.0 using the wizard, on the Server Role page be sure to
click Federation server.

For more information, see htt p: //t echnet . m crosoft. conl en- us/
wi ndowsser ver/ dd448613.

For download information, see ht t p: / / go. m crosoft. conml fwl i nk/ ?
I'i nki d=151338.

3. Create and configure a self-signed server authentication certificate in IIS and bind
it to the default Web site using the Internet Information Services (IIS) Manager
console. When done, enable SSL server authentication.

The AD FS 2.0 Setup Wizard automatically installed the Web server (IIS) server
role on the system.
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Creating a self-signed server authentication certificate is described generally in
http://technet. mcrosoft.comen-us/library/ cc771041%28v=ws.
10929. aspx. The steps in this section provides use case-specific information.

a. Open the Internet Information Services (IIS) Manager console.

b. On the Start menu, click All Programs, point to Administrative Tools, and
then click Internet Information Services (IIS) Manager.

c. In the console tree, click the root node that contains the name of the system,
and then, in the details pane, double-click the icon named Server Certificates
in the IIS grouping.

d. Inthe Actions pane, click Create Self-Signed Certificate.
e. Inthe console tree, click Default Web Site.

f.  Inthe Actions pane, click Bindings.

g. Inthe Site Bindings dialog box, click Add.

h. Inthe Add Site Binding dialog box, select https in the Type drop-down list.
Select the certificate you just created in the SSL certificate drop-down list,
click OK, and then click Close.

i.  Close the Internet Information Services (IIS) Manager console. Enable SSL
Server Authentication.

4. Configure the system as a standalone federation server.

For more information, see ht t p: // t echnet . mi crosoft. com en-us/
l'ibrary/ee913579%28v=ws. 10%29. aspx.

5. Export the ADEFS 2.0 token-signing certificate.
For a self-signed certificate, select DER encoded binary X.509 (. cer).

If the signing certificate is not self-signed, select Cryptographic Message Syntax
Standard — PKCS 7 certificates (.p7b) and check Include all the certificates in the
certification path if possible.

For more information, see htt p: //t echnet . m crosoft. conf en- us/
i brary/ dd378922%28v=ws. 10929. aspx#BKMK 4.

6. Create users and include an email address. You later enable the STS to send the
email address as the subject name id in the outgoing SAML assertions for the
service.

Follow these steps to add a sample user to Active Directory. Make sure to set the
email address for each user.

a. Login to the system with domain administrator credentials.

b. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

c. In the console tree, right-click the Users folder. Click New, and then click
User.

d. On the New Object — User page, add the user, and then click Next.
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e. Provide a password, clear the User must change password at next logon
check box, and then click Next.

f.  Click Finish.

g. In the right-most pane of Active Directory Users and Computers, right-click
the new user object, and then click Properties.

h. On the General tab, in the E-mail box, type the email address of the user, and
then click OK.

5.10.2 Configuring ADFS 2.0 STS as Trusted SAML Token Issuer

You can add the STS signing certificates in the trusted STS servers to ensure ADFS 2.0
STS as a trusted SAML token issuer.

To configure OWSM to trust the SAML assertions issued by an ADFS 2.0 STS:

1. Get the STS signing certificates you exported in “Installing and Configuring Active
Directory Federation Services (ADEFS) 2.0”.

For a . p7b file for a certificate chain, open the file in IE and copy each certificate in
the chainina . cer file.

2. Import the certificates into the location of the default keystore using keytool.

keytool —inportcert —file <sts-signing-certs-file> —
trustcacerts —alias <alias> —keystore default-keystore.jks

3. Add http://donmai n- nane/ adf s/ servi ces/trust asaSAML trusted issuer.

For more information, see "Configuring SAML Trusted Issuers and DN Lists" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

4. Add the Subject DN (as defined in RFC 2253) of the STS certificate in the Trusted
STS Servers section. Use a string that conforms to RFC 2253, such as CN=abc. You
can use the mechanism of your choice, such as keytool, to view the certificate and
determine the Subject DN.

For more information, see "Configuring SAML Trusted Issuers and DN Lists" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

5.10.3 Configuring Users in Oracle Internet Directory

For each user, configure the mail attribute to match the user e-mail address set in
ADFS.

For information on configuring users in Oracle Internet Directory, see “Managing
Directory Entries for Creating a User” in Administrator’s Guide for Oracle Internet
Directory.

5.10.4 Attaching the Policy

OWSM supports a number of security policies that can be attached directly to a web
service.

Attach any of the following OWSM policies to the web service:

e oracle/
wss_sts_issued _sam _bearer_token_over_ssl _service_policy
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e oracle/wss_sam _token_bearer_over_ssl_service_policy

e oracl e/
wssll saml _or_usernane_token wi th _nessage protection_service_

policy

These policies enforce message protection (integrity and confidentiality) and SAML-
based authentication using credentials provided in SAML tokens with the bearer
confirmation method in the WS-Security SOAP header. They also verify that the
transport protocol provides SSL message protection.

See "Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager for information on attaching policies.

5.10.5 Registering the Web Service as a Relying Party in ADFS 2.0

You can configure ADFS 2.0 to issue the SAML assertion to the web service with the
email address or the name ID (SAM-Account-Name) as the subject name id. This
section provides use case-specific information.

For general information on relying parties, see ht t p: / /
technet. mcrosoft.conm en-us/library/ dd807108%28v=ws. 109%29. aspx.

To add the web service as a relying party:
1. In the ADFS 2.0 Management console, click ADFS 2.0.

2. In the details pane, click Add a trusted relying party to start the Add Relying Party
Wizard.

3. On the Welcome page, click Start to begin.

4. Select Enter data about the relying party manually.

5. Provide a display name and enter any notes you want.
6. Select ADFS 2.0 Profile.

7. On the Configure Certificate page, click Next.

Configuring a token encryption certificate on this page is optional. Configure one
on this page if you require that the token be encrypted. If you do not configure a
token encryption certificate, the token issued by STS is not encrypted for the
service.

8. WS-Trust is always enabled. Click Next.
9. For the Relying Party Trust Identifier, enter the service URL and click Add.
10. Permit all users to access this relying party.

11. Click Next and then Close.

5.10.5.1 Configuring the Claim Rules for the Service

You can enable the STS to send the email address or the name ID as the subj ect
nane i d in the outgoing SAML assertions for the service. This section provides use
case-specific information.

Seehttp://technet. m crosoft.com en-us/library/ee913578%28v=ws.
10929. aspx for general information on claim rules. See ht t p: //
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technet. m crosoft.com en-us/Ilibrary/dd807115%28v=ws. 10929. aspx to
create a rule to send LDAP attributes as claims.

To create a chain of two claim rules with different templates:

1.

8.

9.

Right-click on the Relying Party for the service and select Edit Claim Rules.
On the Issuance Transform Rules tab select Add Rule.

Select Send LDAP Attribute as Claims as the claim rule template to use.
Give the Claim a name, such as Get LDAP Attributes.

Set the Attribute Store to Active Directory, the LDAP Attribute to E-Mail-
Addresses, and the Outgoing Claim Type to E-mail Address.

If you want to instead use the name ID as the subject name ID, under LDAP
Attribute, select SAM-Account-Name.

Select Finish.

If you use the name ID as the subject name ID, click OK to close the property page
and save the changes to the relying party trust.

If you use the email address as the subject name ID, continue to add a rule.
Select Add Rule.

Select Transform an Incoming Claim as the claim rule template to use.

10. Give it a name, such as Email to Name ID.

11. Set the Incoming claim type as E-mail Address. (It must match the Outgoing Claim

Type in the previous rule.)

12. Set the Outgoing claim type as Name ID and the Outgoing name ID format as

Email (ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : emai | Addr ess).

13. Pass through all claim values and click Finish.

14. Click OK to close the property page and save the changes to the relying party trust.

5.10.6 Securing WCF/.NET 3.5 Client with ADFS 2.0

You can implement multiple security and authentication mechanisms to secure the
WCEF/.NET 3.5 client.

To secure WCF/.NET 3.5 client with ADFS 2.0:

1.

2.

Install .NET 3.5 and Microsoft Visual Studio 2008.

Import the SSL server certificates for STS and the service into Windows.

If the SSL server certificate for STS or the service is not issued from a trusted CA,
or self-signed, then it needs to be imported with MMC tool, as described in
"Configuring Microsoft WCF/.NET 3.5 Client (Username Token with Message
Protection)".

Create and configure the WCF Client.
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ADFS 2.0 STS supports multiple security and authentication mechanisms for
token insurance. Each is exposed as a separate endpoint. For username/password
authentication, two endpoints are provided:

e http://<adfs.domai n>/ adf s/ servi ces/trust/ 13/ user nane — This
endpoint is for username token with message protection.

e https://<adfs. domai n>/ adf s/ servi ces/trust/ 13/ user nanem xed
— This endpoint is for username token with transport protection (SSL).

The WCEF client uses the ht t ps: / / <adf s. donai n>/ adf s/ servi ces/
trust/ 13/ user nanemni xed endpoint for username token on SSL to obtain the
SAML bearer token for the service.

a. Generate the WCF Client with the service WSDL.

Seehttp://msdn. mcrosoft.conmen-us/library/ ns733133(v=vs.
90) for information on creating a Windows Communication Foundation
client.

b. Configure the client with ws2007Feder at i onHt t pBi ndi ng:

In the Solution Explorer of the client project, add a reference by right-clicking
on references, selecting Add reference, and browsing to C: \ W ndows

\' M crosof t. NET\ f ramewor k\ v3. 0\ W ndows Conmuni cati on
Foundati on\ System Runti ne. Seri alization.dlI.

Edit the app. confi g file. (See ht t p: // msdn. mi crosof t . conf en- us/
I'i brary/ bb472490. aspx for information on WS 2007 Federation HTTP
Binding.) Consider the following sample:

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>
<syst em servi ceMbdel >
<behavi or s>
<endpoi nt Behavi or s>
<behavi or nane="secur eBehavi our">
<clientCredential s>
<serviceCertificate>
<defaul tCertificate findVal ue="webl ogic"
storeLocati on="Local Machi ne"
st or eName="M"
x509Fi ndType="Fi ndBySubj ect Narme"/ >
</serviceCertificate>
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
<bi ndi ngs>
<ws2007Feder ati onHt t pBi ndi ng>
<bi ndi ng
nane="JaxWWs11Sam O User nameOr Sam Bear er Over SSLSoapHt t p" >
<security node="TransportWthMessageCredential ">
<message negoti ateServi ceCredential ="fal se"
al gori t hnBui t e="Basi c128"
i ssuedTokenType ="http://docs. oasi s-open. or g/ wss/ oasi s-
wss-sam -t oken-

profile-1. 1#SAMLV1. 1"

i ssuedKeyType="Bear er Key" >
<issuer address ="https://domai n- nane/ adf s/ servi ces/
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trust/ 13/ user namem xed"
bi ndi ng ="ws2007Ht t pBi ndi ng"

bi ndi ngConf i gur ati on="ADFSUser naneM xed"/ >
</ message>
</security>
</ bi ndi ng>
</ ws2007Feder at i onHt t pBi ndi ng>
<ws2007Ht t pBi ndi ng>
<bi ndi ng name="ADFSUser naneM xed" >
<security node="TransportWthMessageCredential ">
<message clientCredential Type="User Nang"
establishSecurityContext="fal se" />
</security>
</ bi ndi ng>
</ ws2007H t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt

address="https://adc2170989: 8002/
JaxVéWss11Sam Or User naneOr Sani Bear er Over SSL/ JaxW\Wss11Sam

| Or User nameOr Sant Bear er Over SSLSer vi ce"
bi ndi ng="ws2007Feder ati onHt t pBi ndi ng"

bi ndi ngConf i gurati on="JaxW$Ws11San Or User naneOr Sanl Bear er Over SSLSoapHt t p"
contract ="JaxWWss11San Or User nanmeOr Sani Bear er Over SSL"

nane="JaxWWs11Sam Or User naneQr Sam Bear er Over SSLPort " >

<identity>
<dns val ue="webl ogi ¢" />
<lidentity>
</ endpoi nt >
</client>
</ system servi cehbdel >
</ confi guration>

Edit the pr ogr am cs file to make the service call.

If not already present, create a . cs file in the project and name it
program cs (or any name of your choice.) Edit it to match the following:

using System

using System Col | ections. Generi c;
using System Ling;

using System Text;

using System Servi cehbdel ;

nanespace Cient
{ class Program
{ static void Main(string[] args)
{ JaxVéWss11Sanm Or User nanmeOr Sanl Bear er Over SSLCl i ent client =
New JaxVéWss11Sanm Or User nanmeOr Saml Bear er Over SSLC i ent () ;

client.CientCredentials.UserNane. User Nane

"joe";
client.CientCredentials.UserNane. Passwor d j

"e0] "
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System Net . Servi cePoi nt Manager . Server CertificateVal i dati onCal | back =
((sender, certificate, chain, sslPolicyErrors) => true);

Consol e. Wi teLine(client.echo("Hello"));
Consol e. Read() ;

}

In this sample pr ogr am cs file:

j oe is the username and eoj is the password used by the client to
authenticate to the STS.

Syst em Net . Servi cePoi nt Manager . Server CertificateValidatio
nCal | back = ((sender, certificate, chain,

ssl Pol i cyErrors) => true); hasbeen added to validate the server side
self-signed certificate. This is not required if the server certificate is issued by
a trusted CA. If using a self-signed certificate for testing, add this method to
validate the certificate on the client side.
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6

Interoperability with Microsoft WCF/.NET
4.5 Security Environments

This chapter describes interoperability of Oracle Web Services Manager (OWSM) with
Microsoft WCF/ .NET 4.5 security environments.

This chapter includes the following sections:

¢ Understanding the Interoperability of Microsoft WCE/ .NET 4.5 Security
Environments

¢ Implementing a Message Transmission Optimization Mechanism for Microsoft
WCF/.NET 4.5 Client

¢ Implementing a Username Token with Message Protection (WS-Security 1.1) for
Microsoft WCF/.NET 4.5 Client

¢ Implementing a Username Token Over SSL for Microsoft WCEF/.NET 4.5 Client

* Implementing a Mutual Authentication with Message Protection (WS-Security 1.1)
for Microsoft WCF/.NET 4.5 Client

¢ Implementing a Kerberos with Message Protection for Microsoft WCF/.NET 4.5
Client

* Implementing a Kerberos with Message Protection Using Derived Keys for
Microsoft WCF/.NET 4.5 Client

¢ Implementing a Kerberos with SPNEGO Negotiation for Microsoft WCE/.NET 4.5
Client

¢ Implementing a Kerberos with SPNEGO Negotiation and Credential Delegation for
Microsoft WCE/.NET 4.5 Client

e WCEF/.NET 4.5 Client with Microsoft Active Directory Federation Services 2.0
(ADFS 2.0) STS

6.1 Understanding the Interoperability of Microsoft WCF/.NET 4.5 Security
Environments

Oracle has performed interoperability testing to ensure that the web service security
policies created using OWSM 12c can interoperate with web service policies
configured using Microsoft Windows Communication Foundation (WCF)/.NET 4.5
Framework and vice versa.

For more information about the Microsoft .NET 4.5 (and earlier) Framework, see
".NET Development" athtt p: / / msdn. mi cr osoft. com en-us/|ibrary/
ff361664%28v=vs. 110929. aspx.
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OWSM predefined policies and interoperability scenarios are described in the
following sections:

¢ OWSM Predefined Policies for Microsoft WCF/.NET 4.5 Security Environment

¢ Interoperability Scenarios for Microsoft WCF/ .NET 4.5

6.1.1 OWSM Predefined Policies for Microsoft WCF/.NET 4.5 Security Environment

Review this topic for more information on OWSM predefined policies for Microsoft
WCEF/.NET 4.5 security environment.

For more information about:

¢ OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

* Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

Note:

In most cases, you can attach OWSM policies in source code, before deploying
an application, or you can attach policies post deployment, using WLST or
Fusion Middleware Control. To simplify the instructions in this chapter, it is
assumed that you are attaching policies post deployment. If a situation requires
that you attach a policy before deploying, it is described that way in the
instructions.

Note:

Some of the procedures described in this chapter instruct you to use the
Microsoft ServiceModel Metadata Utility Tool (SvcUt i | . exe) to create a
client proxy and configuration file from the deployed web service. However,
SvcUti | . exe does not work with certain security policy assertions used with
OWSM. As a workaround when generating a WCF proxy for a web service
protected by an OWSM policy, do the following;:

¢ Detach the policy.
¢ Generate the proxy using SvcUti | . exe.

® Re-attach the policy.

For more information about SvcUti | . exe,seehttp://
nsdn. nmi crosoft.com en-us/library/aa347733%28v=vs.
110929. aspx.

6.1.2 Interoperability Scenarios for Microsoft WCF/.NET 4.5

You can review the different scenarios for interoperability between OWSM 12¢ and
Microsoft WCF/.NET 4.5.

The most common Microsoft .NET 4.5 interoperability scenarios are based on the
following security requirements: authentication, message protection, and transport.
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Note:

In the following scenarios, ensure that you are using a keystore with v3
certificates. By default, the JDK 1.5 keytool generates keystores with v1
certificates.

In addition, ensure that the keys use the proper extensions, including
DigitalSignature, Non_repudiation, Key_Encipherment, and
Data_Encipherment.

The following table describes the OWSM 12c¢ service policy and Microsoft WCE/ .NET
4.5 client policy interoperability scenarios:

Table 6-1 OWSM 12c Service Policy and Microsoft WCF/.NET 4.5 Client Policy Interoperability
. _________________________________________________________________________________|

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
MTOM NA NA NA oracl e/ "Configuring an
wsnt om pol i cy OWSM 12¢ Web
Service and a Microsoft
WCF/.NET 4.5 Client
(Message Transmission
Optimization
Mechanism)"
Username or 1.1 Yes No oracl e/ "Configuring Microsoft
SAML wssll username_t WCF/.NET 4.5 Client
oken_wi th_nmessag (Username Token with
e_protection_ser Message Protection)"
vice_policy
OR
oracl e/
wssll saml _or_us
ernanme_t oken_wi t
h_nessage_protec
tion_service_pol
icy
Username 10and11 No Yes oracl e/ "Configuring Microsoft
wss_sam _or _user WCF/.NET 4.5 Client
nanme_t oken_over _ (Username Token over
ssl _service_poli SSL)"
cy
OR
oracl e/
wss_user nanme_t ok
en_over_ssl _serv
ice_policy
Mutual 1.1 Yes No oracl e/ "Configuring Microsoft
Authentication wss1ll x509_t oken WCF/.NET 4.5 Client
_with_nessage_pr (Mutual Authentication
otection_service with Message
_policy Protection)"
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Table 6-1 (Cont.) OWSM 12c Service Policy and Microsoft WCF/.NET 4.5 Client Policy Interoperability
. ___________________________________________________________________________________|

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Kerberos 1.1 Yes No oracl e/ "Configuring Microsoft
wss1ll kerberos_t WCF/.NET 4.5 Client
oken_wi th_messag (Kerberos with
e_protection_ser Message Protection)"
vice_policy
SAML Bearer 1.0 No Yes oracl e/ "Securing WCF/.NET

wss_sts_issued_s
am _bearer _t oken
_over_ssl _servic
e_policy

OR
oracl e/

wss_sam _token_b
earer_over_ssl _s
ervice_policy

4.5 Client with ADFS
2.0"

The following table describes the Microsoft WCF/.NET 4.5 service policy and OWSM
12c¢ client policy interoperability scenarios:

Table 6-2 Microsoft WCF/.NET 4.5 Service Policy and OWSM 12c Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

MTOM NA NA NA "Configuring oracl e/
Microsoft WCF/.NET wsmnt om policy
4.5 Web Service
(MTOM)"

Username 1.1 Yes No "Configuring oracl e/
Microsoft WCF/.NET wss1l usernane_to
4.5 Web Service ken_wi t h_nessage_
(Username Token protection_client
with Message _policy
Protection)"

Username Token 1.0 No Yes "Configuring oracl e/

Over SSL Microsoft WCF/.NET wss_user nane_t oke
4.5 Web Service n_over_ssl _client
(Username Token _policy
over SSL)"

Mutual 1.1 Yes No "Configuring a oracl e/

Authentication Microsoft WCF/.NET wss11_x509_t oken_

4.5 Web Service and
an OWSM 12c¢ Client
(Mutual
Authentication With
Message Protection)”

wi t h_nessage_pr ot
ection_client_pol
icy
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6.2 Implementing a Message Transmission Optimization Mechanism for
Microsoft WCF/.NET 4.5 Client

You can implement the Message Transmission Optimization Mechanism (MTOM) to
achieve the interoperability between OWSM 12c service policy and Microsoft
WCE/.NET 4.5 client policy and the interoperability between Microsoft WCF/.NET
4.5 service policy and OWSM 12c client policy.

The following topics describe how to implement MTOM in different interoperability
scenarios:

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 4.5 Client
(Message Transmission Optimization Mechanism)

e Configuring a Microsoft WCF/.NET 4.5 Web Service and an OWSM 12¢ Client
(Message Transmission Optimization Mechanism)

6.2.1 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 4.5 Client
(Message Transmission Optimization Mechanism)

You can implement Message Transmission Optimization Mechanism (MTOM) using
an OWSM 12¢ web service and a Microsoft WCF/ .NET 4.5 client.

To configure an OWSM 12¢ web service and a Microsoft WCF/.NET 4.5 client:

1. Create and deploy a web service application.

For more information, see "Deploying Web Service Applications" in Administering
Web Services.

2. Attach the following policy to the web service: or acl e/ wsnt om pol i cy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

3. To configure the Microsoft WCF/.NET 4.5 client, use the Microsoft SvcUtil utility
to create a client proxy and configuration file from the deployed web service.

See the following app.config file for MTOM interoperability sample:

<?xm version="1.0" encoding="utf-8"?>
<configuration>
<syst em servi ceMdel >
<bi ndi ngs>
<cust onBi ndi ng>
<bi ndi ng nane="Cust onBi ndi ng_| MTOVBer vi ce" >
<nt omvessageEncodi ng nmaxReadPool Si ze=" 64"
maxWi t ePool Si ze="16"
messageVer si on="Soap12" naxBuff er Si ze="65536"
writeEncodi ng="utf-8">
<reader Quot as maxDept h="32" maxStringCont ent Lengt h=
"8192" maxArraylLengt h="16384"
maxByt esPer Read="4096"
maxNaneTabl eChar Count =" 16384" />
</ nt omvessageEncodi ng>
<httpTransport nanual Addressing="fal se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut henti cati onSchene=" Anonynous"
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bypassProxyOnLocal ="f al se"
host NaneConpar i sonMbde="StrongW | dcar d"
keepAl i veEnabl ed="true" maxBufferSi ze="65536"
proxyAut henti cat i onSchenme="Anonynous"
real m="" transferMde="Buff ered"
unsaf eConnect i onNt | mAut hent i cati on="f al se"
useDef aul t VebProxy="true" />

</ bi ndi ng>
</ cust onBi ndi ng>
</ bi ndi ngs>
<client>

<endpoi nt addr ess="<endpoi nt _ur|>"
bi ndi ng="cust onBi ndi ng"
bi ndi ngConf i gurati on="Cust onBi ndi ng_| MTOVSer vi ce"
contract="| MIOVBer vi ce" nanme="Cust onBi ndi ng_| MTOVBer vi ce" >
</ endpoi nt >
</client>
</ system servi ceMbdel >
</configuration>

For more information, see "ServiceModel Metadata Utility Tool (Svcutil.exe)" at
http://medn. m crosoft.confen-us/library/aa347733%28v=vs.
110929. aspx.

4. Run the client program.

6.2.2 Configuring a Microsoft WCF/.NET 4.5 Web Service and an OWSM 12c¢ Client
(Message Transmission Optimization Mechanism)

You can implement Message Transmission Optimization Mechanism (MTOM) using
Microsoft WCE/.NET 4.5 web service and an OWSM 12c client.

The following topics describe how to configure a Microsoft WCF/.NET 4.5 web
service and an OWSM 12c client to implement Message Transmission Optimization
Mechanism:

¢ Configuring Microsoft WCF/.NET 4.5 Web Service (MTOM)

¢ Configuring OWSM 12c¢ Client for Microsoft WCE/.NET 4.5 Web Service (Message
Transmission Optimization Mechanism)

6.2.2.1 Configuring Microsoft WCF/.NET 4.5 Web Service (MTOM)

You can configure a Microsoft WCF/.NET 4.5 web service to implement message
transmission optimization mechanism for interoperability with an OWSM 12c client.

To configure the Microsoft WCF/.NET 4.5 web service:

1. Create a NET web service.

For an example, see the following .NET web service for MTOM interoperability
sample:

static void Main(string[] args)
{

string uri = "http://host:port/TEST/ MTOVBer vi ce/ SOA MIOVBer vi ce";

/] Step 1 of the address configuration procedure: Create a URI to serve as
the base address.

Ui baseAddress = new Uri(uri);
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/] Step 2 of the hosting procedure: Create ServiceHost
Servi ceHost sel fHost = new Servi ceHost (t ypeof (MIOVBer vi ce), baseAddress);

try {
Ht t pTransport Bi ndi ngEl enent hb = new Htt pTransport Bi ndi ngEl enent () ;

hb. Manual Addressing = fal se;
hb. MaxBuf f er Pool Si ze = 2147483647;
hb. MaxRecei vedMessageSi ze = 2147483647,
hb. Al'l owCooki es = fal se;
hb. Aut henti cati onScheme = System Net. Aut henti cati onSchenes. Anonynous;
hb. KeepAl i veEnabl ed = true;
hb. MaxBuf f er Si ze = 2147483647,
hb. ProxyAut henti cati onScheme =
System Net . Aut henti cati onSchenes. Anonynous;
hb.Realm="";
hb. Transf er Mode = System Servi ceMdel . Transf er Mode. Buf f er ed;
hb. Unsaf eConnect i onNt | mAut henti cation = fal se;
hb. UseDef aul t WebProxy = true;
M omMessageEncodi ngBi ndi ngEl enent ne = new
M omvessageEncodi ngBi ndi ngEl ement () ;
me. MaxReadPool Si ze=64;
me. MaxW i t ePool Si ze=16;
me. MessageVer si on=Syst em Ser vi ceMbdel . Channel s. MessageVer si on. Soapl12;
me. WiteEncodi ng = System Text. Encodi ng. UTF8;
me. MaxW it ePool Si ze = 2147483647;
me. MaxBuf fer Si ze = 2147483647,
me. Reader Quot as. MaxArraylLength = 2147483647,
Cust onBi ndi ng bi ndingl = new CustonBindi ng();
bi ndi ngl. El enent s. Add(ne);
bi ndi ngl. El enent s. Add( hb) ;
Servi ceEndpoi nt ep = sel f Host. AddSer vi ceEndpoi nt (t ypeof (1 MTOVBer vi ce) ,
bi ndi ng1,
" MIOVBer vi ce");
Endpoi nt Addr ess nyEndpoi nt Add = new Endpoi nt Address(new Uri (uri),
Endpoi nt I dentity. CreateDnsldentity("WsMert3"));
ep. Address = nyEndpoi nt Add;

/] Step 4 of the hosting procedure: Enable netadata exchange.
Servi ceMet adat aBehavi or snb = new Servi ceMet adat aBehavi or () ;
snb. H t pGet Enabl ed = true;

sel f Host . Descri ption. Behavi ors. Add(snb) ;

using (ServiceHost host = new ServiceHost (typeof (MIOVServi ce)))

{
Syst em Servi ceModel . Descri ption. Servi ceDescription svcDesc =
sel f Host . Descri ption;
Servi ceDebugBehavi or svcDebug =
svcDesc. Behavi or s. Fi nd<Ser vi ceDebugBehavi or >() ;
svcDebug. | ncl udeExceptionDetail InFaults = true;
}

/] Step 5 of the hosting procedure: Start (and then stop) the service.
sel f Host . Open();
Consol e. WiteLine("The service " + uri + " is ready.");
Consol e. WitelLine("Press <ENTER> to term nate service.");
Consol e. Wi teLine();
Consol e. ReadLi ne();
/] O ose the ServiceHostBase to shutdown the service.
sel f Host . Cl ose();
1

catch (Communi cati onException ce)

{
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Consol e. Wi telLine("An exception occurred: {0}", ce.Mssage);
sel f Host . Abort();

}

For more information, see "How to: Define a Windows Communication
Foundation Service Contract" athtt p: // nsdn. mi crosoft. conf en-us/
I'ibrary/ ms731835. aspx.

2. Deploy the application.

6.2.2.2 Configuring OWSM 12¢ Client for Microsoft WCF/.NET 4.5 Web Service
(Message Transmission Optimization Mechanism)

You can configure an OWSM 12c client to implement message transmission
optimization mechanism for interoperability with a Microsoft WCE/.NET 4.5 web
service.

To configure an OWSM 12c client:

1. Using JDeveloper, create a SOA composite that consumes the NET web service.

For more information, see Developer’s Guide for SOA Suite.

2. Attach the following policy to the web service client: or acl e/ wsnt om _pol i cy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

6.3 Implementing a Username Token with Message Protection (WS-
Security 1.1) for Microsoft WCF/.NET 4.5 Client

You can implement the username token with message protection that conforms to the
WS-Security 1.1 standard (with or without secure conversation enabled), to achieve
the interoperability between OWSM 12c service policy and Microsoft WCE/.NET 4.5
client policy and the interoperability between Microsoft WCF/.NET 4.5 service policy
and OWSM 12c client policy.

The following topics describe how to implement username token with message
protection in different interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 4.5 Client
(Username Token with Message Protection)

¢ Configuring a Microsoft WCF/.INET 4.5 Web Service and an OWSM 12c Client
(Username Token with Message Protection)

6.3.1 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 4.5 Client
(Username Token with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.1 standard using OWSM 12c web service and a Microsoft WCF/.NET 4.5
client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCF/.NET 4.5 client to implement username token with message
protection, both with and without secure conversation enabled:
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¢ Configuring OWSM 12c Web Service for Microsoft WCE/.NET 4.5 Client
(Username Token with Message Protection)

¢ Configuring Microsoft WCF/.NET 4.5 Client (Username Token with Message
Protection)

6.3.1.1 Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 4.5 Client
(Username Token with Message Protection)

You can configure an OWSM 12¢ web service to implement username token with
message protection for interoperability with a Microsoft WCE/.NET 4.5 client.

To configure the OWSM 12¢ web service:
1. Create a SOAP 1.2 compliant web service application.

2. Select the policy to use based on whether or not you want to enable secure
conversation:

a. If you do not want to enable secure conversation, clone either of the
following policies:

oracl e/

wssll sam _or_usernanme_token_wi th_nessage protection_serv
i ce_policy

oracl e/

wss1ll username_token with_nessage protection_service_ pol
cy

Note:

In the case of secure conversation not enabled, you will have to set the

est abl i shSecurit yCont ext property tof al se for the client, as described
in "Configuring Microsoft WCF/.NET 4.5 Client (Username Token with
Message Protection)".

b. To enable secure conversation, clone the following policy:

oracl e/
wssll usernane_token with nessage protection_wssc_service

_policy

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

3. Edit the policy configuration settings of the cloned policy from step 2, above, as
follows:

a. Enable the X509 Token Derived Keys configuration setting.
b. Enable the Encrypt Signature configuration setting.
c. Disable the Confirm Signature configuration setting.

d. Leave the default configuration set for all other configuration settings.

Attach the policy to the web service. For more information, see "Attaching
Policies" in Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Interoperability with Microsoft WCF/.NET 4.5 Security Environments 6-9



Implementing a Username Token with Message Protection (WS-Security 1.1) for Microsoft WCF/.NET 4.5 Client

Also attach the following policy:

oracl e/ wsaddr _policy

Export the X.509 certificate file from the keystore on the service side to a . cer file
(for example, al i ce. cer ) using the following command:

keytool -export -alias alice -file C\alice.cer -keystore default-keystore.jks
For more information, see "keytool - Key and Certificate Management Tool" at

http://docs. oracl e. confjavase/ 6/ docs/technot es/ t ool s/
w ndows/ keyt ool . ht i .

6.3.1.2 Configuring Microsoft WCF/.NET 4.5 Client (Username Token with Message
Protection)

You can configure a Microsoft WCF/.INET 4.5 client to implement username token
with message protection for interoperability with an OWSM 12c web service.

To configure the Microsoft WCF/.NET 4.5 client:

1.

Import the certificate file (exported previously) to the keystore on the client server
using Microsoft Management Console (mmc), as follows:

a. Open a command prompt.
b. Type mmc and press Enter.
c. Select File > Add/Remove snap-in.

d. Select Add and Choose Certificates.

Note:

To view certificates in the local machine store, you must be in the
Administrator role.

e. Select Add.

f.  Select My user account and finish.

g. Click OK.

h. Expand Console Root > Certificates -Current user > Personal > Certificates.

i.  Right-click on Certificates and select All tasks > Import to launch Certificate
import Wizard.

j.  Click Next, select Browse, and navigate to the . cer file that was exported
previously.

k. Click Next and accept defaults and finish the wizard.

For more information, see "How to: View Certificates with the MMC Snap-in" at
http://nsdn. m crosoft. confen-us/library/ ns788967. aspx.

Generate a .NET client using the WSDL of the web service.
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Note:

You may have to set WS-Addressing action headers to prevent the client from
sending implicit wsa: Act i on headers, as described in "Implicitly Associating
WS-Addressing Action Properties” in Developing JAX-WS Web Services for
Oracle WebLogic Server.

For more information, see "How to: Create a Windows Communication
Foundation Client" at ht t p: // msdn. mi crosoft. conf en-us/|ibrary/
ms733133(v=vs. 110) . aspx

3. Edit the app. confi g file in the .NET project to update the certificate file and
disable replays, as shown in the following sample (Changes are identified in
bol d). If you follow the default key setup, then <certi fi cat e_cn> should be
settoal i ce.

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>
<syst em servi ceMbdel >
<behavi or s>
<endpoi nt Behavi or s>
<behavi or name="secur eBehavi our">
<clientCredential s>
<serviceCertificate>
<defaul tCertificate findVal ue="<certificate_cn>"
storeLocation="Current User" storeNane="M"
x509Fi ndType="Fi ndBySubj ect Namre"/ >
</ serviceCertificate>
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
<bi ndi ngs>
<ws2007Ht t pBi ndi ng>
<bi ndi ng
nanme="Ws1lUser nameTokenW t hMessagePr ot ect i onWWSSCSer vi cePor t Bi ndi ng" >
<security node="Message">
<message clientCredential Type="User Nane"
negoti at eServi ceCredential ="f al se"
al gori t hnfui t e="Basi c128"
establishSecurityContext="true" />
<I-- extablishSecurityContext is true by default and therefore
does not
have to be specified to enable secure conversation
Set establishSecurityContext to false if secure conversation is
not enabled -->
</security>
</ bi ndi ng>
</ ws2007Ht t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt address="http://10.244.167. 70: 7003/ OASMTest App- Pr oj ect 1- cont ext -
root/ws1l_username_t oken_wi t h_message_pr ot ection_wsscPort ?wsdl "
behavi or Confi gurati on="PMCert"
bi ndi ng="ws2007Ht t pBi ndi ng"

bi ndi ngConfi gurati on="Ws1lUser nameTokenW t hMessagePr ot ect i onWSSCSer vi cePor t Bi nd
ng"
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contract="Servi ceRef erencel. ws11_username_t oken_wi t h_nessage_protection_wssc"
nane="ws11l username_token_with_nessage_protection_wsscPort">
<identity>
<dns val ue="orakey" />
<lidentity>
</ endpoi nt >
</client>
</ system servi cehbdel >
</configuration>

4. TheestablishSecurityContext property in the app. confi g file must be set
according to whether you are enabling secure conversation.

By default, est abl i shSecuri t yCont ext issettot r ue, enabling secure
conversation. If you are not enabling secure conversation, set
est abl i shSecurityCont ext tofal se.

For example, see the sample (linesin bol d itali c).
5. Compile the project.
6. Openacommand prompt and navigate to the project's Debug folder.

7. Enter <cli ent _proj ect _nane>. exe and press Enter.

6.3.2 Configuring a Microsoft WCF/.NET 4.5 Web Service and an OWSM 12c¢ Client
(Username Token with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.1 standard using Microsoft WCFE/.NET 4.5 web service and an OWSM 12¢
client.

The following topics describe how to configure a Microsoft WCF/.NET 4.5 web
service and an OWSM 12c client to implement username token with message
protection:

* Configuring Microsoft WCF/.NET 4.5 Web Service (Username Token with
Message Protection)

¢ Configuring OWSM 12¢ Client for Microsoft WCF/.NET 4.5 Web Service
(Username Token With Message Protection)

6.3.2.1 Configuring Microsoft WCF/.NET 4.5 Web Service (Username Token with
Message Protection)

You can configure a Microsoft WCF/.INET 4.5 web service to implement username
token with message protection for interoperability with an OWSM 12c client.

To configure the Microsoft WCE/.NET 4.5 web service:
1. Create a .NET web service.

a. Create a custom binding for the web service using the
Symmet ri cSecuri t yBi ndi ngEl enent, as shown in the following .NET
web service sample. This example shows a web service without secure
conversation enabled.

static void Main(string[] args)

I/ Step 1 of the address configuration procedure: Create a URl to serve
as the
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/1 base address.
Il Step 2 of the hosting procedure: Create ServiceHost
string uri = "http://host: port/TEST/ Net Service";

Ui baseAddress = new Uri(u

Servi ceHost sel fHost = new
baseAddress) ;

try

{

SymmetricSecurityBindin

ri);

Servi ceHost (t ypeof (Cal cul at or Servi ce),

gEl enent sm =

Symmet ri cSecuri t yBi ndi ngEl enent . Cr eat eUser NaneFor Certi fi cat eBi ndi ngEl enent ()

1

sm Def aul t Al gori t hnBui t

e

Syst em Servi ceMdel . Security. SecurityAl gorithnBuite. Basi c128;

sm Set KeyDeri vation(fal
sm Securit yHeader Layout
sm I ncludeTi mestamp =t
sm KeyEnt r opyMde = Sec
sm MessageSecur it yVersi

se);
= SecurityHeader Layout. Lax;
rue;
urityKeyEnt ropyMde. Cormbi nedEnt r opy;
on

MessageSecurityVersi on. WsSecuri t y11WSTr ust Febr uar y2005\WsSecur eConver sat i onFe
bruary2005

00, 00);

WBSecuri tyPol i cyllBasic
sm Local G ientSettings.
sm Local G ientSettings.
sm Local CientSettings.
sm Local G ientSettings.
sm Local CientSettings.
sm Local CientSettings.
sm Local CientSettings.

sm Local G ientSettings.

Ti meSpan(00, 05, 00); ;

05, 00);

00);

00);

00);

sm Local CientSettings.
sm Local G ientSettings.

sm Local G ientSettings.

sm Local Servi ceSettings.
sm Local Servi ceSettings.

sm Local Servi ceSettings.
sm Local Servi ceSettings.
sm Local Servi ceSettings.
sm Local Servi ceSettings.

sm Local Servi ceSettings.
sm Local Servi ceSettings.

sm Local Servi ceSettings.

Ti meSpan(15, 00, 00);

sm Local Servi ceSettings.

Ti meSpan(00, 05, 00);

sm Local Servi ceSettings.
sm Local Servi ceSettings.
sm Local Servi ceSettings.
sm Local Servi ceSettings.

Ti meSpan(15, 00, 00);

Ht t pTranspor t Bi ndi ngEl e
hb. Manual Addr essing = f
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SecurityProfilel0;

CacheCooki es = true;

Det ect Repl ays = true;

Repl ayCacheSi ze = 900000;

MaxC ockSkew = new Ti meSpan(00, 05, 00);
MaxCooki eCachi ngTi me = Ti meSpan. MaxVal ue;
Repl ayW ndow = new Ti meSpan(00, 05, 00); ;
Sessi onKeyRenewal I nterval = new Ti meSpan( 10,

Sessi onKeyRol | over | nterval new

Reconnect Transport OnFai l ure = true;
Ti mest anpVal i di tyDuration = new Ti meSpan( 00,

Cooki eRenewal Thr eshol dPer cent age
Det ect Repl ays = fal se;
| ssuedCooki eLi fetime

60;

new Ti meSpan( 10, 00,
MaxSt at ef ul Negoti ations =
Repl ayCacheSi ze = 900000;
MaxC ockSkew = new Ti meSpan(00, 05, 00);
Negoti ationTi meout = new Ti meSpan(00, 01,

128;

Repl ayW ndow = new Ti meSpan(00, 05, 00);
InactivityTimeout = new Ti meSpan(00, 02,

Sessi onKeyRenewal | nt erval new

Sessi onKeyRol | overInterval = new

Reconnect Transport OnFai l ure = true;
MaxPendi ngSessi ons = 128;
MaxCachedCooki es = 1000;

Ti mest anpVal i di t yDurati on

new

ment hb = new HttpTransport Bi ndi ngEl ement () ;
al se;
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hb. MaxBuf f er Pool Si ze = 524288;
hb. MaxRecei vedMessageSi ze = 65536;
hb. Al | owCooki es = fal se;
hb. Aut henti cati onScheme =
System Net . Aut henti cati onSchemes. Anonynous;
hb. KeepAl i veEnabl ed = true;
hb. MaxBuf f er Si ze = 65536;
hb. ProxyAut henti cati onSchene =
System Net . Aut henti cati onSchemes. Anonynous;
hb. Realm="";
hb. Transf er Mode = System Servi ceMdel . Transf er Mode. Buf f er ed;
hb. Unsaf eConnecti onNt | mAut henti cation = fal se;
hb. UseDef aul t WebProxy = true;
Text MessageEncodi ngBi ndi ngEl ement tbl
Text MessageEncodi ngBi ndi ngEl enent () ;
tbl. MaxReadPool Si ze = 64;
tbl. MaxWit ePool Si ze = 16;
tbl. MessageVersion =
Syst em Servi ceMbdel . Channel s. MessageVer si on. Soapl12;
tbl. WiteEncoding = System Text. Encodi ng. UTF8;
Cust onBi ndi ng bi ndi ngl = new Cust onBi ndi ng(sm;
bi ndi ngl. El ement s. Add(t bl);
bi ndi ngl. El enent's. Add( hb);
Servi ceEndpoint ep =
sel f Host . AddSer vi ceEndpoi nt (t ypeof (1 Cal cul ator), bindingl,
"Cal cul at or Service");

new

Endpoi nt Addr ess nyEndpoi nt Add = new
Endpoi nt Addr ess(
new Uri(uri),
Endpoi nt I dentity. CreateDnsldentity("WsMcert3"));
ep. Address = nyEndpoi nt Add;

Il Step 4 of the hosting procedure: Enable netadata exchange.
Servi ceMet adat aBehavi or smb = new Servi ceMet adat aBehavi or();
snb. H t pGet Enabl ed = true;

sel f Host . Descri pti on. Behavi ors. Add(snb) ;

sel fHost. Credential s. ServiceCertificate.SetCertificate(StoreLocation. Current
User,
St oreNane. My,
X509Fi ndType. Fi ndBySubj ect Nane, "WSMCert3");

sel fHost. Credentials.CientCertificate.Authentication. CertificateValidationM
ode =
X509CertificateValidationMde. Peer Or Chai nTrust ;

sel fHost. Credenti al s. User NameAut hent i cat i on. User NanePasswor dVal i dati onMbde =
User NamePasswor dVal i dat i onMode. Cust om
Cust onlser NameVal i dator cu = new Cust omser NaneVal i dator ();

sel fHost . Credenti al s. User NameAut hent i cati on. Cust omJser NamePasswor dVal i dat or
= cu;

using (ServiceHost host = new
Servi ceHost (t ypeof (Cal cul at or Service)))

Syst em Servi ceMdel . Descri ption. Servi ceDescription svcDesc =
sel f Host . Descri pti on;

Servi ceDebugBehavi or svcDebug =
svcDesc. Behavi or s. Fi nd<Ser vi ceDebugBehavi or >() ;

svcDebug. I ncl udeExceptionDetail I nFaults = true;
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}

Il Step 5 of the hosting procedure: Start (and then stop) the
servi ce.

sel f Host . Qpen() ;

Consol e. Wi teLine
Consol e. Wi teLine
Consol e. Wi teLine
Consol e. ReadLi ne(
sel fHost. O ose();

"The Cal cul ator service is ready.");
"Press <ENTER> to terminate service.");
);

}
catch (Conmuni cati onException ce)
{
Consol e. Wi telLine("An exception occurred: {0}", ce.Message);
sel f Host . Abort();
}
}
To enable secure conversation, make the following adjustments to the code in the
example:

a. Create another Syrmet ri cSecuri t yBi ndi ngEl enent element based on
the one created (sm), for example:

Symmet ri cSecurityBi ndi ngEl enent scsm =
Symmet ri cSecurit yBi ndi ngEl ement . cr eat eSecur eConver sat i onBi ndi ngELenen
t(sm false)

b. Create a new custom binding:
Cust onBi ndi ng bi ndi ngl = new Cust onBi ndi ng(scsnj;

For more information, see "How to: Define a Windows Communication
Foundation Service Contract" atht t p: // msdn. mi crosoft. conl en- us/
i brary/ ms731835. aspx.

2. Create and import a certificate file to the keystore on the web service server.
Using Microsoft Visual Studio, the command would be similar to the following:
mekecert -r -pe -n "CN=wsntert3" -sky exchange -ss ny C \wsnctert3.cer
This command creates and imports a certificate in mmec. If the command does not
provide expected results, then try the following sequence of commands. You need

to download Windows Developer Kit (WDK) at ht t p: / / www. mi cr osoft. com
whdc/ devt ool s/ WDK/ def aul t . nspx.

mekecert -r -pe -n "CNewsntert3" -sky exchange -ss ny -sv wscert3.pvk C
\wsntert 3. cer
pvk2pf x. exe -pvk wscert3.pvk -spc wsncert3. cer -pfx PRF_WSMCert 3. pfx -pi wel conel

Then, in mmc, import PRF_W5MCer t 3. pf x.

3. Import the certificate created on the web service server to the client server using
the keyt ool command. For example:

keytool -inport -alias wsntert3 -file C\wsnrert3.cer -keystore
<owsm client _keystore>

For more information, see "keytool - Key and Certificate Management Tool" at

http://docs. oracl e. coni javase/ 6/ docs/t echnot es/ t ool s/
wi ndows/ keyt ool . ht nl .
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4. Right-click on the web service Solution project in Solutions Explorer and click
Open Folder In Windows Explorer.

5. Navigate to the bi n/ Debug folder.

6. Double-click the <pr oj ect >. exe file. This command runs the web service at the

URL provided.

6.3.2.2 Configuring OWSM 12¢ Client for Microsoft WCF/.NET 4.5 Web Service
(Username Token With Message Protection)

You can configure an OWSM 12c client to implement username token with message
protection for interoperability with a Microsoft WCF/.NET 4.5 web service.

To configure the OWSM 12¢ client:

1.

Using JDeveloper, create a SOA composite that consumes the NET web service.

For more information, see Developer’s Guide for SOA Suite.
In JDeveloper, create a partner link using the WSDL of the .NET service.

Attach the following policy to the web service client: or acl e/
wssl1ll usernanme_token_wi th _nessage protection_client _policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Provide configurations for the csf - key and keyst ore. reci pi ent. al i as.

You can specify this information when attaching the policy, by overriding the
policy configuration. For more information.

Ensure that you configure the keyst or e. reci pi ent. al i as as the alias of the
certificate imported in step 1 (wsnter t 3). For example:

<wsp: Pol i cyRef erence

URI ="oracl e/ wss11_user nane_t oken_wi t h_nessage_protection_client_policy"
or awsp: cat egory="security"
orawsp: st at us="enabl ed"/ >

<property
name="csf - key"
type="xs:string"
many="f al se">
basi c.credential s

</ property>

<property
name="keystore.recipient.alias"
type="xs:string"
many="f al se">
wsncert3

</ property>

For more information, see "Overriding Policy Configuration Properties” in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

6.4 Implementing a Username Token Over SSL for Microsoft WCF/.NET

4.5 Client

You can implement the Username Token Over SSL (with and without secure
conversation enabled) to achieve the interoperability between OWSM 12c service
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policy and Microsoft WCF/.NET 4.5 client policy and the interoperability between
Microsoft WCE/.NET 4.5 service policy and OWSM 12c client policy.

The following topics describe how to implement username token over SSL in the
following interoperability scenario:

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 4.5 Client
(Username Token Over SSL)

¢ Configuring a Microsoft WCF/.NET 4.5 Web Service and an OWSM 12¢ Client
(Username Token Over SSL)

6.4.1 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 4.5 Client
(Username Token Over SSL)

You can implement username token over SSL both with and without secure
conversation enabled, using an OWSM 12¢ web service and a Microsoft WCEF/ .NET
4.5 client.

The following topics describe how to configure an OWSM 12¢ web service and a
Microsoft WCF/.NET 4.5 client to implement username token over SSL:

¢ Configuring OWSM 12c Web Service for Microsoft WCF/.INET 4.5 Client
(Username Token over SSL)

¢ Configuring Microsoft WCF/.NET 4.5 Client (Username Token over SSL)
6.4.1.1 Configuring OWSM 12c Web Service for Microsoft WCF/.NET 4.5 Client
(Username Token over SSL)

You can configure an OWSM 12¢ web service to implement username token over SSL
for interoperability with a Microsoft WCF/.NET 4.5 client.

To configure the OWSM 12c web service:

1. Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (S5SL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Create an OWSM web service.

3. Select the policy to use based on whether or not you want to enable secure
conversation:

If you do not want to enable secure conversation, attach any of the following
policies:

oracl e/ wss_usernane_t oken_over_ssl _service_policy
oracl e/wss_sam or_usernane_t oken_over_ssl _service_policy

oracle/wssl1_saml_or_username_token_with_message_protection_service_policy

Note:

In the case of secure conversation not enabled, you will have to set the

est abl i shSecuri t yCont ext property to f al se for the client, as described
in "Configuring Microsoft WCF/.NET 4.5 Client (Username Token with
Message Protection)".
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For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager and "Predefined Policies" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

Specify that addressing is to be used, as follows:
For an Oracle Infrastructure web service:
Attach the following policy:

oracl e/ wssaddr _policy

For a Java EE web service:

Only a subset of OWSM security policies are supported for Java EE web services
and clients, so you cannot attach or acl e/ wssaddr _pol i cy to a Java EE web
service. Rather you must add addressing information using the @\ddr essi ng
annotation in the source code for the service, as shown in the following example:

package oracle.wsmga.w s. servi ce. soapl2;
inport javax.jws.\WebMet hod,;
inport javax.jws.\WebParam
inport javax.jws.\WbServi ce;
inport javax.xm .ws.Bindi ngType;
inport javax.xnl .ws.soap. Addressi ng;
inport javax.xnl .ws.soap. SOAPBi ndi ng;
import webl ogi c. wsee. j ws. j axws. owsm Securi tyPol i cy;
@\ebSer vi ce
@i ndi ngType( SOAPBI ndi ng. SOAP12HTTP_BI NDI NG)
@\ddr essi ng(enabl ed=true)
public class wss_usernane_t oken_over_ssl {
public wss_username_t oken_over _ssl () {
super();
}
@\ebMet hod
public String sayHel | o( @ebParanm(name = "arg0") String name){
return "hello "+ nane;
}
}

For more information, see the following:

e "Attaching Policies" in Securing Web Services and Managing Policies with Oracle
Web Services Manager

¢ "Which OWSM Policies Are Supported for Java EE Web Services and Clients?"
in Securing Web Services and Managing Policies with Oracle Web Services Manager

¢ "Attaching Policies to Java EE Web Services and Clients at Design TIme" in
Securing Web Services and Managing Policies with Oracle Web Services Manager

6.4.1.2 Configuring Microsoft WCF/.NET 4.5 Client (Username Token over SSL)

You can configure a Microsoft WCF/.NET 4.5 client to implement username token
over SSL for interoperability with an OWSM 12c web service.

To configure the Microsoft WCF/.NET 4.5 client:

1.

Generate a .NET client using the WSDL of the web service.

For more information, see "How to: Create a Windows Communication
Foundation Client" at ht t p: // msdn. m cr osof t. com en-us/|i brary/
nms733133(v=vs. 110) . aspx.
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2. TheestablishSecurityContext property in the app. confi g file must be set
according to whether you are enabling secure conversation.

By default, est abl i shSecuri t yCont ext is set tot r ue, enabling secure
conversation. If you are not enabling secure conversation, set
establ i shSecurityContext tofal se.

For example, see the following sample (linesin bol d italic):

<configuration>
<syst em servi ceMbdel >
<bi ndi ngs>
<ws2007Ht t pBi ndi ng>
<bi ndi ng name="wss_username_over_ssl _client">
<security node="Transport WthMessageCredential ">
<transport clientCredential Type="None" />
<nessage clientCredential Type="User Nang"
negoti at eServi ceCredential ="f al se"
establ i shSecurityContext="true" />
<l-- extablishSecurityContext is true by default and therefore
does not
have to be specified to enable secure conversation
Set establishSecurityContext to false if secure conversation is
not enabled -->
</security>
</ bi ndi ng>
</ws2007Ht t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt address="https://10.244.167.70: 7004/ OABMTest App- Proj ect 1- cont ext -
root/wss_usernane_t oken_over _ssl Port"
bi ndi ng="ws2007Ht t pBi ndi ng"
bi ndi ngConf i gurati on="wss_user nane_over_ssl _client"
contract ="Servi ceRef erencel. wss_user nane_t oken_over _ssl| "
nane="wss_usernane_t oken_over_ssl Port" />
</client>
</ system servi ceNbdel >
</configuration>

3. Compile the project.
4. Open a command prompt and navigate to the project's Debug folder.

5. Type<client_project_nane>. exe and press Enter.

6.4.2 Configuring a Microsoft WCF/.NET 4.5 Web Service and an OWSM 12¢ Client
(Username Token Over SSL)

You can implement username token over SSL using Microsoft WCF/.NET 4.5 web
service and an OWSM 12c client.

The following topics describe how to configure a Microsoft WCF/.NET 4.5 web
service and an OWSM 12c client to implement username token over SSL.:

¢ Configuring Microsoft WCF/.NET 4.5 Web Service (Username Token Over SSL)

* Configuring OWSM 12c¢ Client for Microsoft WCE/.NET 4.5 Client (Username
Token over SSL)
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6.4.2.1 Configuring Microsoft WCF/.NET 4.5 Web Service (Username Token Over SSL)

You can configure a Microsoft WCF/.INET 4.5 web service to implement username
token over SSL for interoperability with an OWSM 12c client.

To configure the Microsoft WCE/.NET 4.5 web service:

1. Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (S5SL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Create a NET web service.

a. Create a custom binding for the web service using the
Securi t yBi ndi ngEl enent , as shown in the following .NET web service

example. This example shows a web service without secure conversation
enabled.

static void Maiin(string[] args)

Il Step 1 of the address configuration procedure: Create a URl to serve
as the

/1 base address.

I/ Step 2 of the hosting procedure: Create ServiceHost

string uri = "http://host: port/TEST/ Net Service";

Ui baseAddress = new Uri(uri);

Servi ceHost sel fHost = new Servi ceHost (typeof ( Cal cul at or Servi ce),
baseAddr ess) ;

try
{

Securi tyBi ndi ngEl ement sm =

Securi tyBi ndi ngEl ement . Cr eat eUser NameQver Tr anspor t Bi ndi ngEl ement () ;
smDefaul tAlgorithnBuite =

Syst em Servi ceMdel . Security. SecurityAl gorithnBuite. Basi c128;
sm Set KeyDeri vation(fal se);
sm SecurityHeader Layout = SecurityHeaderLayout. Lax;
sm I ncl udeTi mestanp = true;
sm KeyEnt ropyMbde = SecurityKeyEnt ropyMde. Conbi nedEnt r opy;
sm MessageSecurityVersion =

MessageSecurit yVersi on. WsSecuri t y11WSTr ust Febr uar y2005\WsSecur eConver sat i onFe
bruary2005

WSSecuri tyPol i cyllBasi cSecurityProfil el0;

sm Local CientSettings. CacheCookies = true;

sm Local CientSettings.DetectReplays = true;

sm Local CientSettings. Repl ayCacheSi ze = 900000;

sm Local CientSettings. MaxC ockSkew = new Ti neSpan(00, 05, 00);

sm Local CientSettings. MaxCooki eCachi ngTi me = Ti neSpan. MaxVal ue;

sm Local CientSettings. Repl ayWndow = new Ti neSpan(00, 05, 00); ;

sm Local G ientSettings. Sessi onKeyRenewal I nterval = new Ti meSpan( 10,
00, 00);

sm Local G ientSettings. Sessi onKeyRol | overInterval = new
Ti meSpan(00, 05, 00); ;

sm Local CientSettings. Reconnect Transport OnFailure = true;

sm Local CientSettings. Ti mestanpValidityDuration = new Ti meSpan( 00,
05, 00); ;

sm Local Cient Settings. Cooki eRenewal Thr eshol dPer cent age = 60;
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sm Local Servi ceSettings. Detect Repl ays = fal se;
sm Local Servi ceSettings.|ssuedCooki eLifetime = new Ti neSpan(10, 00,

00);

sm Local ServiceSettings. MaxSt at ef ul Negotiations = 128;

sm Local ServiceSettings. Repl ayCacheSi ze = 900000;

sm Local Servi ceSettings. MaxCl ockSkew = new Ti meSpan(00, 05, 00);

sm Local Servi ceSettings. NegotiationTi meout = new Ti meSpan(00, 01,
00);

sm Local Servi ceSettings. Repl ayWndow = new Ti meSpan(00, 05, 00);

sm Local Servi ceSettings. I nactivityTimeout = new Ti meSpan(00, 02,
00);

sm Local Servi ceSettings. Sessi onKeyRenewal I nterval = new
Ti meSpan(15, 00, 00);
sm Local Servi ceSettings. Sessi onKeyRol | overInterval = new
Ti meSpan(00, 05, 00);
sm Local Servi ceSettings. Reconnect Transport OnFai l ure = true;
sm Local Servi ceSettings. MaxPendi ngSessi ons = 128;
sm Local ServiceSettings. MaxCachedCooki es = 1000;
sm Local ServiceSettings. Ti mestanpVal i di tyDuration = new
Ti meSpan(15, 00, 00);
Ht t pTransport Bi ndi ngEl enent hb = new Htt pTransport Bi ndi ngEl ement () ;
hb. Manual Addressing = fal se;
hb. MaxBuf f er Pool Si ze = 524288;
hb. MaxRecei vedMessageSi ze = 65536;
hb. Al | owCooki es = fal se;
hb. Aut henti cati onScheme =
System Net . Aut henti cati onSchemes. Anonynous;
hb. KeepAl i veEnabl ed = true;
hb. MaxBuf f er Si ze = 65536;
hb. ProxyAut henti cati onSchene =
System Net . Aut henti cati onSchemes. Anonynous;
hb. Realm="";
hb. Transf er Mode = System Servi ceMdel . Transf er Mode. Buf f er ed;
hb. Unsaf eConnecti onNt | mAut henti cation = fal se;
hb. UseDef aul t WebProxy = true;
Text MessageEncodi ngBi ndi ngEl enent tbhl = new
Text MessageEncodi ngBi ndi ngEl enent () ;
tbl. MaxReadPool Si ze = 64,
tbl. MaxWitePool Si ze = 16;
tbl. MessageVersion =
System Servi ceMbdel . Channel s. MessageVer si on. Soapl12;
tbhl. WiteEncoding = System Text. Encodi ng. UTF8;
Cust onBi ndi ng bi ndi ngl = new Cust onBi ndi ng(sm;
bi ndi ngl. El ement s. Add(t bl);
bi ndi ngl. El enent's. Add( hb);
Servi ceEndpoint ep =
sel f Host . AddSer vi ceEndpoi nt (t ypeof (1 Cal cul ator), bindingl,
"Cal cul at or Service");

Endpoi nt Addr ess nyEndpoi nt Add = new
Endpoi nt Addr ess(
new Uri(uri),
Endpoi nt I dentity. CreateDnsldentity("WsMcert3"));
ep. Address = nyEndpoi nt Add;

Il Step 4 of the hosting procedure: Enable netadata exchange.
Servi ceMet adat aBehavi or smh = new Servi ceMet adat aBehavi or();
snb. H t pGet Enabl ed = true;

sel f Host . Descri pti on. Behavi ors. Add(snb) ;

sel fHost. Credential s. ServiceCertificate.SetCertificate(StoreLocation. Current
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User,
St oreNane. My,
X509Fi ndType. Fi ndBySubj ect Nane, "WSMCert3");

sel fHost. Credentials.ientCertificate.Authentication. CertificateValidationM
ode =
X509CertificateValidationMde. Peer Or Chai nTrust;

sel fHost. Credenti al s. User NameAut hent i cati on. User NanePasswor dVal i dati onMbde =
User NamePasswor dVal i dat i onMode. Cust om
Cust onlser NameVal i dat or cu = new Cust onmser NaneVal i dator ();

sel fHost. Credenti al s. User NameAut hent i cati on. Cust omJser NamePasswor dVal i dat or
= cu;

using (ServiceHost host = new
Servi ceHost (t ypeof (Cal cul at or Service)))

Syst em Servi ceMdel . Descri ption. Servi ceDescription svcDesc =
sel f Host . Descri pti on;

Servi ceDebugBehavi or svcDebug =
svcDesc. Behavi or s. Fi nd<Ser vi ceDebugBehavi or >() ;

svcDebug. I ncl udeExceptionDetail I nFaults = true;

}

Il Step 5 of the hosting procedure: Start (and then stop) the
servi ce.

sel f Host . Qpen();

Consol e. WiteLine("The Cal cul ator service is ready.");

Consol e. WitelLine("Press <ENTER> to ternminate service.");

Consol e. Wi teLine();

Consol e. ReadLi ne()

sel f Host. O ose();

}
catch (Conmuni cati onException ce)
{
Consol e. Wi teLine("An exception occurred: {0}", ce.Message);
sel f Host . Abort();
1

}

To enable secure conversation, make the following adjustments to the code in the
example:

a.

Create another Secur i t yBi ndi ngEl enent element based on the one
created (sm), for example:

Securi tyBi ndi ngEl ement scsm =
Securit yBi ndi ngEl ement . creat eSecur eConver sat i onBi ndi ngEl enent (smj

Create the custom binding with scsm

Cust onBi ndi ng bi ndingl = new Cust onBi ndi ng(scsn);

For more information, see "How to: Define a Windows Communication
Foundation Service Contract" athtt p: // nsdn. m crosoft. conf en-us/
I'ibrary/ ms731835. aspx.
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6.4.2.2 Configuring OWSM 12¢ Client for Microsoft WCF/.NET 4.5 Client (Username
Token over SSL)

You can configure an OWSM 12c client to implement username token over SSL for
interoperability with a Microsoft WCF/.NET 4.5 web service.

To configure an OWSM 12c client:

1. Generate an OWSM client using the WSDL of the web service.
For more information, see Developer’s Guide for SOA Suite.

2. Attach the following policy to the client:

oracl e/ wss_usernane_t oken_over_ssl _client_policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

6.5 Implementing a Mutual Authentication with Message Protection (WS-
Security 1.1) for Microsoft WCF/.NET 4.5 Client

You can implement the mutual authentication with message protection that conforms
to the WS-Security 1.1 standards to achieve the interoperability between OWSM 12c
service policy and Microsoft WCE/.NET 4.5 client policy and the interoperability
between Microsoft WCF/.NET 4.5 service policy and OWSM 12c client policy.

The following topics describe how to implement mutual authentication with message
protection in different interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 4.5 Client
(Mutual Authentication with Message Protection)

¢ Configuring a Microsoft WCF/.INET 4.5 Web Service and an OWSM 12c Client
(Mutual Authentication with Message Protection)

Before configuring the web service and client in either of the above scenarios, follow
the instructions in Performing Configuration Prerequisites for Mutual Authentication
with Message Protection.

6.5.1 Performing Configuration Prerequisites for Mutual Authentication with Message

Protection

Before you implement mutual authentication with message protection that conforms
to the WS-Security 1.1 standards for interoperability between OWSM 12c¢ and
Microsoft WCF/.NET 4.5, you must complete a number of high-level tasks.

To configure prerequisites for interoperability:

1. Export the X.509 certificate file from the keystore on the service side to a . cer file
(for example, al i ce. cer) using the following command:

keytool -export -alias alice -file C\alice.cer -keystore defaul t-keystore.jks

For more information, see "keytool - Key and Certificate Management Tool" at
http://docs. oracl e. conlj avase/ 6/ docs/t echnot es/ t ool s/ wi ndows/
keyt ool . htn .

2. Import the certificate file (exported previously) to the keystore on the client server
using Microsoft Management Console (mmc). See step 1 in "Configuring Microsoft
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WCF/.NET 4.5 Client (Username Token with Message Protection)" for specific
instructions.

For more information, "How to: View Certificates with the MMC Snap-in" at
http://nmedn. m crosoft.com en-us/library/ ns788967. aspx.

6.5.2 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 4.5 Client
(Mutual Authentication with Message Protection)

You can implement mutual authentication with message protection that conform to
the WS-Security 1.1 standards using an OWSM 12c web service and a Microsoft
WCEF/.NET 4.5 client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/ .NET 4.5 client to implement mutual authentication with message
protection.

* Configuring OWSM 12c Web Service for Microsoft WCE/.NET 4.5 Client (Mutual
Authentication with Message Protection)

¢ Configuring Microsoft WCF/.NET 4.5 Client (Mutual Authentication with Message
Protection)

6.5.2.1 Configuring OWSM 12¢ Web Service for Microsoft WCF/.NET 4.5 Client
(Mutual Authentication with Message Protection)

You can configure an OWSM 12c web service to implement mutual authentication
with message protection for interoperability with a Microsoft WCF/.NET 4.5 client.

To configure the OWSM 12¢ web service:
1. Create a SOAP 1.2 compliant SOA composite and deploy it.

2. Using Fusion Middleware Control, attach the following policy to the web service:

oracl e/
wssll x509 token_with _nessage protection_service policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

3. Export
wss1ll x509 token_with _nessage protection_service policy net.
Change encrypt ed="true" to"fal se", and import it back.

<or asp: x509-t oken
orasp: enc- key-ref - nech="t hunbprint"
orasp:is-encrypted="fal se"
orasp:is-signed="fal se"
orasp: si gn-key-ref-nech="direct"/>

For more information, see the following links:

* "Exporting Web Service Policies" in Securing Web Services and Managing Policies
with Oracle Web Services Manager.

e "Importing Web Service Policies" in Securing Web Services and Managing Policies
with Oracle Web Services Manager.

4.  Attach the policy to the web service.
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For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

5. Attach the following policy:

oracl e/ wsaddr _policy

6.5.2.2 Configuring Microsoft WCF/.NET 4.5 Client (Mutual Authentication with
Message Protection)

You can configure a Microsoft WCF/ NET 4.5 client to implement mutual
authentication with message protection for interoperability with an OWSM 12c web
service.

To configure the Microsoft WCF/.NET 4.5 client:

1. Use the Microsoft SvcUtil utility to create a client proxy (see "Client Program")
and configuration file from the deployed web service.

See the following Client Program sample:

nanespace | O NET10 cli ent

{
cl ass Program
{
static void Main(string[] args)
{
BPELProcess1C ient client = new BPELProcess1Cient();
client.CientCredentials.ClientCertificate.SetCertificate(
St oreLocati on. Current User,
St or eNane. My,
X509Fi ndType. Fi ndBySubj ect Namre, "WSMCert 3");
client.CientCredentials.ServiceCertificate. SetDefaul tCertificate(
St oreLocati on. Current User,
St oreNane. My,
X509Fi ndType. Fi ndBySubj ect Namre, "Alice");
process proc = new process();
proc.input = "Test wssll x509_t oken_with_nessage _protection_policy -
Consol e. Wi teLine(proc.input);
processResponse response = client. process(proc);
Consol e. Wi teLine(response.result.ToString());
Consol e. WiteLine("Press <ENTER> to terminate Client.");
Consol e. ReadLi ne();
}
}
}

For more information, see ht t p: // msdn. m cr osoft. com en-us/|ibrary/
aa347733%28v=vs. 110929. aspx.

2. Create a app. confi g configuration file, as shown in the following sample.

<?xm version="1.0" encodi ng="utf-8"?>
<configuration>
<syst em servi ceMbdel >
<behavi or s>
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<endpoi nt Behavi or s>
<behavi or nane="secur eBehavi our">
<clientCredential s>
<serviceCertificate>
<defaul tCertificate findVal ue="<certificate_cn>"
storelLocation="Current User"
st or eName=" MW"
x509Fi ndType="Fi ndBySubj ect Name"/ >
</serviceCertificate>
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
<bi ndi ngs>
<ws2007Ht t pBi ndi ng>
<bi ndi ng nane="wss_username_over_ssl _client">
<security node="TransportWthMessageCredential ">
<transport clientCredential Type="None" />
<nessage clientCredential Type="User Nang"
negoti at eServi ceCredential ="fal se"
establishSecurityContext="fal se" />
</security>
</ bi ndi ng>
</ws2007Ht t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt address="http://<server>: <port>// MWebServi celSoapHtt pPort"
bi ndi ng="ws2007Ht t pBi ndi ng"
contract ="M/WehServi cel"
nane="M/WebSer vi celSoapHtt pPort"
behavi or Confi gurati on="secur eBehavi our" >
<identity>
<dns val ue="<certificate_cn>"/>
<lidentity>
</ endpoi nt >
</client>
</ system servi cehbdel >
</configuration>

3. Compile the project.
4. Open a command prompt and navigate to the project's Debug folder.
5. Enter <cli ent _proj ect _nanme>. exe and press Enter.

6.5.3 Configuring a Microsoft WCF/.NET 4.5 Web Service and an OWSM 12c¢ Client
(Mutual Authentication with Message Protection)

You can implement mutual authentication with message protection that conform to
the WS-Security 1.1 standards using Microsoft WCF/.NET 4.5 web service and an
OWSM 12c client.

To configure a Microsoft WCF/.NET 4.5 web service and an OWSM 12c client:
1. Create a .NET web service.

For more information, see How to: Define a Windows Communication Foundation
Service Contract" atht t p: // msdn. mi cr osoft. com en-us/ i brary/
nms731835%28v=vs. 90%29. aspx.
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2. Create a custom binding for the web service using the
SymmetricSecurityBindingElement.

The following is a sample of the SymmetricSecurityBindingElement object:

Symet ri cSecuri tyBi ndi ngEl ement sm =

(SymmetricSecurityBindi ngEl enent) Securit yBi ndi ngEl enent . Creat eMut ual Certificate
Bi ndi ngEl ement () ;

sm Defaul t Al gorithnBuite =

Syst em Servi ceModel . Security. SecurityAl gorithnBuite. Basic128; sm Set KeyDeri vati
on(fal se);

sm SecurityHeader Layout = SecurityHeader Layout. Lax; sm I ncl udeTi mestanmp =

true;

sm KeyEnt ropyMde = SecurityKeyEnt r opyMde. Conbi nedEnt r opy;

sm MessageProtectionOrder =

MessagePr ot ecti onOrder. Si gnBef or eEncrypt; sm MessageSecurityVersion =
MessageSecuri t yVersi on. WeSecur i t y11WSTr ust Febr uar y2005\WsSecur eConver sat i on
Febr uary2005WsSecuri t yPol i cy11Basi cSecurityProfil el0;

sm Requi reSi gnat ureConfirmtion =

true;

For more information, see "How to: Create a Custom Binding Using the
SecurityBindingElement" at ht t p: // msdn. i crosoft. com en-us/ i brary/
ns730305%28v=vs. 90929. aspx.

3. Deploy the application.

4. To configure OWSM 12c¢ Client, using JDeveloper, create a SOA composite that
consumes the .NET web service.

For more information, see Developer’s Guide for SOA Suite.

5. InJDeveloper, create a partner link using the WSDL of the .NET service and add
the import as follows:

<wsdl ;i nport nanmespace="<nanespace>" |ocation="<WSDL | ocation>"/>
6. In Fusion Middleware Control, attach the following policy to the web service client:

oracl e/wssl1ll x509 token with _nessage protection_client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

7. Provide configurations for the keyst ore. reci pi ent. al i as.

You can specify this information when attaching the policy, by overriding the
policy configuration.

Ensure that you configure the keyst or e. r eci pi ent . al i as as the alias of the
certificate imported in step 4 (wsnter t 3).

For more information, see "Overriding Policy Configuration Properties" in Securing
Web Services and Managing Policies with Oracle Web Services Manager.

8. Invoke the web service method from the client.

Interoperability with Microsoft WCF/.NET 4.5 Security Environments 6-27


http://msdn.microsoft.com/en-us/library/ms730305%28v=vs.90%29.aspx
http://msdn.microsoft.com/en-us/library/ms730305%28v=vs.90%29.aspx

Implementing a Kerberos with Message Protection for Microsoft WCF/.NET 4.5 Client

6.6 Implementing a Kerberos with Message Protection for Microsoft
WCF/.NET 4.5 Client

You can implement the Kerberos with Message Protection to achieve the
interoperability between OWSM 12c¢ service policy and Microsoft WCF/ .NET 4.5
client policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 4.5 client to implement Kerberos with message protection:

¢ Performing Prerequisite Tasks for Kerberos with Message Protection
Interoperability

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/.NET 4.5 Client
(Kerberos with Message Protection)

6.6.1 Performing Prerequisite Tasks for Kerberos with Message Protection
Interoperability

Before you implement Kerberos with message protection for interoperability between
OWSM 12¢ web service and Microsoft WCE/.NET 4.5 client, you must complete a
number of high-level tasks.

To configure prerequisites for interoperability:
1. Configure the Key Distribution Center (KDC) and Active Directory (AD).

For more information, see "To Configure Windows Active Directory and Domain
Controller" (the domain controller can serve as KDC) atht t p: //

downl oad. or acl e. coni docs/ cd/ E19316- 01/ 820- 3746/ gi sdn/

i ndex. htnm .

2. Set up the Kerberos configuration file kr b5. conf in c: \ Wi nnt as shown in the
following Kerberos configuration file sample.

[ 0ggi ng]

default = c:\log\krb5libs.|og

kdc = c:\log\krb5kdc. | og

adnmi n_server = c:\log\ kadm nd. | og

[1ibdefaul ts]

defaul t _real m = MYCOVPANY. LOCAL

dns_| ookup_real m = fal se

dns_| ookup_kdc = fal se

defaul t _tkt_enctypes = rc4-hnmac

default _tgs_enctypes = rc4-hmac

permtted_enctypes = rc4-hmac

kdc = host nane

[real ns]

MYCOMPANY. LOCAL =

{ kdc = host:port admin_server = host:port
defaul t _domai n = <domai nnane>

}

[domai n_real m

. <domai nnane>

<donai nname>

[ appdef aul ts]

pam =

{ debug = false ticket_lifetime = 36000 renew|ifetine = 36000 forwardable =

true krb4_convert = false }

MYCOVPANY. LOCAL
MYCOVPANY. LOCAL
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6.6.2 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 4.5 Client
(Kerberos with Message Protection)

You can implement Kerberos with message protection using an OWSM 12c web
service and a Microsoft WCF/.NET 4.5 client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 4.5 client to implement Kerberos with message protection:

¢ Configuring OWSM 12c Web Service for Microsoft WCF/.NET 4.5 Client (Kerberos
with Message Protection)

¢ Configuring Microsoft WCF/.NET 4.5 Client (Kerberos with Message Protection)

6.6.2.1 Configuring OWSM 12c Web Service for Microsoft WCF/.NET 4.5 Client
(Kerberos with Message Protection)

You can configure an OWSM 12c web service to implement Kerberos with message
protection for interoperability with a Microsoft WCF/.NET 4.5 client.

To configure an OWSM 12¢ web service:

1. Create and deploy a web service application.

For more information, see "Deploying Web Service Applications" in Administering
Web Services.

2. Clone the following policy: or acl e/
wss1ll kerberos_token_wi th_nessage protection_service_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

3. Edit the policy settings to set Algorithm Suite to Basi c128Rsalb5.

4. Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

6.6.2.2 Configuring Microsoft WCF/.NET 4.5 Client (Kerberos with Message
Protection)

You can configure a Microsoft WCF/.NET 4.5 client to implement Kerberos with
message protection for interoperability with an OWSM 12¢ web service.

To configure the Microsoft WCF/.NET 4.5 client:

1. Create a user in AD to represent the host where the web service is hosted. By
default the user account is created with RC4-HMAC encryption. For example,
foobar with user name is HTTP/ f oobar .

2. Use the following ktpass command to create a keytab file on the Windows AD
machine where the KDC is running:

kt pass -princ HTTP/ f oobar @WWCOVPANY. LOCAL - pass Oracl el23 -
mapuser foobar -out foobar. keytab -ptype KRB5_NT_PRI NCl PAL -
kvno 4

where HTTP/ f oobar is the SPN, mapped to a user "foobar". Do not set "/desonly
or cyrpto as "des-cbc-crc”". MYCOMPANY.LOCAL is the default Realm for the
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KDC and is available in the kr b5. i ni file. The pass password must match the
password created during the user creation.

Use FTP binary mode to move the generated keytab file to the machine where the
SOA Composite web service is hosted.

3. setSpn -L foobar
set Spn - A HTTP/ f oobar @AVCOVPANY. LOCAL f oobar

Only one SPN must be mapped to the user. If there are multiple SPNs mapped to
the user, remove them using the command set Spn - D <spname>
<user nanme>.

Use the following set Spn command to map the service principal to the user:
set Spn - A HTTP/ f oobar @AVCOVPANY. LOCAL f oobar
set Spn -L foobar

Only one SPN must be mapped to the user. If there are multiple SPNs mapped to
the user, remove them using the command set Spn - D <spnane>
<user nanme>.

4.  Use the Microsoft SvcUtil utility to create a client proxy and configuration file
from the deployed web service.

Add the files gener at edPr oxy. ¢s and app. conf i g by right clicking the
application (in the Windows Explorer) and selecting Add Existing Item.

In the endpoint element of the app. confi g, add an "identity" element with
service principal name as "HTTP /foobar@MYCOMPANY.LOCAL" (the same
value used for creating keytab).

<client>
<endpoi nt address="http://host:port/HelloServicePort"
bi ndi ng="cust onBi ndi ng"
bi ndi ngConf i gurati on="NewHel | 0Soap12H: t pPor t Bi ndi ng"
contract ="NewHel | 0" nanme="Hel | oServi cePort">
<identity>
<servi cePrinci pal Nane val ue ="HTTP/f oobar @WCOWPANY. LOCAL" / >
</identity>
</ endpoi nt >

</client>

See the following Custom Binding sample:

<cust omBi ndi ng>
<bi ndi ng nanme="NewHel | 0Soap12Ht t pPort Bi ndi ng" >
<!--Added by User: Begin-->
<security defaul t Al gorithnBuite="Basi c128"
aut henti cati onMbde="Ker ber os"
requireDerivedKeys="fal se" securityHeaderLayout ="Lax"
i ncl udeTi mest anp="t rue"
keyEnt r opyMde="Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt "
messageSecuri t yVersi on="WSSecuri t y11WSTr ust Febr uar y2005
WESecur eConver sat i onFebr uar y2005\W8Secur i t yPol i cy11Basi cSecurity
Profilel0"
requi reSi gnat ureConfirmation="true">
<l ocal dientSettings cacheCooki es="true" detectRepl ays="true"
repl ayCacheSi ze="900000" maxC ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"
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repl ayW ndow="00: 05: 00"
sessi onKeyRenewal | nt erval ="10: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
timestanpVal i dityDuration="00: 05: 00"
cooki eRenewal Thr eshol dPer cent age="60" />
<l ocal Servi ceSettings detectReplays="true"
i ssuedCooki eLi f et i me="10: 00: 00"
maxSt at ef ul Negot i ations="128" repl ayCacheSi ze="900000"
maxCl ockSkew="00: 05: 00"
negoti ationTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nacti vityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
maxPendi ngSessi ons="128"
maxCachedCooki es="1000"
timestanpValidityDuration="00:05: 00" />
<secur eConversationBootstrap />
</security>
<!--Added by User: End-->
<t ext MessageEncodi ng maxReadPool Si ze="64"
maxW it ePool Si ze="16"
messageVer si on="Soap12" writeEncodi ng="utf-8">
<reader Quot as maxDept h="32" maxStringCont ent Lengt h="8192"
maxArrayLengt h="16384"
maxByt esPer Read="4096" nmaxNaneTabl eChar Count ="16384" />
</t ext MessageEncodi ng>
<!--Added by User: Begin-->
<httpTransport manual Addressing="fal se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut hent i cat i onSchene="Anonynous"
bypassProxyOnLocal ="fal se"
host NaneConpar i sonMbde="StrongW | dcar d"
keepAl i veEnabl ed="true" maxBufferSi ze="65536"
pr oxyAut henti cati onSchene="Anonynous"
real m="" transferMde="Buf f ered"
unsaf eConnect i onNt | mAut hent i cati on="f al se"
useDef aul t WebPr oxy="true" />
<!--Added by User: End-->
</ bi ndi ng>
</ cust onBi ndi ng>

For more information, see htt p: // msdn. mi cr osoft. com en-us/ i brary/
aa347733%28v=vs. 1109%29. aspx.

5.  Run the client program.

6.7 Implementing a Kerberos with Message Protection Using Derived
Keys for Microsoft WCF/.NET 4.5 Client

You can implement the Kerberos with Message Protection Using Derived Keys to
achieve the interoperability between OWSM 12c service policy and Microsoft
WCEF/.NET 4.5 client policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 4.5 client to implement Kerberos with message protection using
derived keys:
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¢ Performing Configuration Prerequisites Task for Kerberos with Message Protection
Using Derived Keys

¢ Configuring an OWSM 12c Web Service and a Microsoft WCF/ .NET 4.5 Client
(Kerberos Message with Derived Keys)

6.7.1 Performing Configuration Prerequisites Task for Kerberos with Message
Protection Using Derived Keys

Before you implement Kerberos with message protection using derived keys for
interoperability between OWSM 12¢ web service and a Microsoft WCF/.NET 4.5
client, you must complete a number of high-level tasks.

To configure prerequisites for interoperability:

1. Configure the Key Distribution Center (KDC) and Active Directory (AD).
For more information, see the following topics:

¢ "To Configure Windows Active Directory and Domain Controller" (the domain
controller can serve as KDC) at ht t p: / / downl oad. or acl e. com docs/ cd/
E19316- 01/ 820- 3746/ gi sdn/ i ndex. ht m

¢ "Configuring Kerberos Tokens" in Securing Web Services and Managing Policies
with Oracle Web Services Manager

2. Set up the Kerberos configuration file kr b5. conf inc:\ wi nnt as shown in the
following Kerberos Configuration File sample:

[ oggi ng]

default = c:\log\krb5libs.|og

kdc = c:\1og\ krhb5kdc. | og

adm n_server = c:\log\kadm nd. | og

[1'i bdefaul ts]

defaul t _real m = MYCOVPANY. LOCAL

dns_| ookup_realm = fal se

dns_| ookup_kdc = fal se

default _tkt _enctypes = rc4-hnmac

default _tgs_enctypes = rc4-hnmac

permtted_enctypes = rc4-hmac

kdc = host nane

[real ns]

MYCOMPANY. LOCAL =

{ kdc = host:port adm n_server = host:port
def aul t _domai n = <domai nnanme>

}

[domai n_real n

. <domai nnanme> = MYCOVPANY. LOCAL
<donai nname> = MYCOWPANY. LOCAL

[ appdef aul ts]

pam =

{ debug = false ticket_lifetime = 36000 renew|ifetinme = 36000 forwardable =

true krb4_convert = false }
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6.7.2 Configuring an OWSM 12¢ Web Service and a Microsoft WCF/.NET 4.5 Client
(Kerberos Message with Derived Keys)

You can implement Kerberos with message protection using derived keys using an
OWSM 12c web service and a Microsoft WCF/.NET 4.5 client.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 4.5 client to implement Kerberos with message protection using
derived keys:

¢ Configuring OWSM 12c Web Service for Microsoft WCF/.NET 4.5 Client (Kerberos
with Message Protection Using Derived Keys)

¢ Configuring Microsoft WCF/.NET 4.5 Client (Kerberos with Message Protection
Using Derived Keys)

6.7.2.1 Configuring OWSM 12c Web Service for Microsoft WCF/.NET 4.5 Client
(Kerberos with Message Protection Using Derived Keys)

You can configure an OWSM 12c web service to implement Kerberos with message
protection using derived keys for interoperability with a Microsoft WCF/.NET 4.5
client.

To configure an OWSM 12¢ web service:

1. Create and deploy a web service application.

For more information, see "Deploying Web Service Applications" in Administering
Web Services.

2. Clone the following policy:
wss1ll kerberos_token_wi th_nessage_protection_basicl28 servic
e_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

3. Edit the policy settings to enable the Derived Keys option.

4. Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

6.7.2.2 Configuring Microsoft WCF/.NET 4.5 Client (Kerberos with Message Protection
Using Derived Keys)

You can configure a Microsoft WCF/.NET 4.5 client to implement Kerberos with
message protection using derived keys for interoperability with an OWSM 12¢ web
service.

To configure the Microsoft WCF/.NET 4.5 client:

1. Create a user in AD to represent the host where the web service is hosted. By
default the user account is created with RC4-HMAC encryption. For example,
foobar with user name as "HTTP /foobar".

2. Use the following ktpass command to create a keytab file on the Windows AD
machine where the KDC is running:
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kt pass -princ HTTP/ f oobar @AYCOVPANY. LOCAL - pass O acl el123 -
mapuser foobar -out foobar.keytab -ptype KRB5_NT_PRI NCl PAL -
kvno 4

where HTTP /foobar is the SPN, mapped to a user "foobar". Do not set "/desonly
or cyrpto as "des-cbc-crc”". MYCOMPANY.LOCAL is the default Realm for the
KDC and is available in the kr b5. i ni file. The pass password must match the
password created during the user creation.

Use FTP binary mode to move the generated keytab file to the machine where the
SOA Composite web service is hosted.

3. Use the following set Spn command to map the service principal to the user:
set Spn - A HTTP/ f oobar @AVCOVPANY. LOCAL f oobar
set Spn -L foobar

Only one SPN must be mapped to the user. If there are multiple SPNs mapped to
the user, remove them using the command set Spn - D <spnane>
<user nanme>.

4.  Use the Microsoft SvcUtil utility to create a client proxy and configuration file
from the deployed web service.

Add the files gener at edPr oxy. ¢s and app. conf i g by right clicking the
application (in the Windows Explorer) and selecting Add Existing Item.

In the endpoint element of the app. confi g, add an "identity" element with
service principal name as "HTTP /foobar@MYCOMPANY.LOCAL" (the same
value used for creating keytab).

<client>
<endpoi nt address="http://host:port/HelloServicePort"
bi ndi ng="cust onBi ndi ng"
bi ndi ngConf i gurati on="NewHel | 0Soap12H: t pPor t Bi ndi ng"
contract ="NewHel | 0" nanme="Hel | oServi cePort">
<identity>
<servi cePrinci pal Nane val ue ="HTTP/f oobar @WCOWPANY. LOCAL" / >
</identity>
</ endpoi nt >
</client>

See the following Custom Binding sample:

<cust omBi ndi ng>
<bi ndi ng nanme="NewHel | 0Soap12Ht t pPort Bi ndi ng" >
<!--Added by User: Begin-->
<security defaul t Al gorithnfBuite="Basic128"
aut henti cati onMbde="Ker ber 0s"
requi reDerivedKeys="true" securityHeaderLayout ="Lax"
i ncl udeTi mest anp="tr ue"
keyEnt r opyMbde="Conbi nedEnt r opy"
messagePr ot ecti onOr der =" Si gnBef or eEncrypt "
messageSecuri t yVer si on="WsSecuri t y11\WSTr ust Febr uar y2005
WsSecur eConver sat i onFebr uar y2005\W8Secur i t yPol i cy11Basi cSecurity
Profilel0"
requi reSi gnat ureConfirmation="true">
<l ocal OientSettings cacheCooki es="true" detectReplays="true"
repl ayCacheSi ze="900000" nmaxC ockSkew="00: 05: 00"
maxCooki eCachi ngTi me="Infinite"
repl ayW ndow="00: 05: 00"
sessi onKeyRenewal | nt erval ="10: 00: 00"

6-34 Interoperability Solutions Guide for Oracle Web Services Manager



Implementing a Kerberos with SPNEGO Negotiation for Microsoft WCF/.NET 4.5 Client

sessi onKeyRol | over I nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
timestanmpVal i di tyDuration="00: 05: 00"
cooki eRenewal Thr eshol dPer cent age="60" />

<l ocal ServiceSettings detectReplays="true"
i ssuedCooki eLi f eti me="10: 00: 00"
maxSt at ef ul Negot i ations="128" repl ayCacheSi ze="900000"
maxC ockSkew="00: 05: 00"
negoti ationTi meout ="00: 01: 00" repl ayW ndow="00: 05: 00"
i nactivityTi meout ="00: 02: 00"
sessi onKeyRenewal | nt erval =" 15: 00: 00"
sessi onKeyRol | over | nt erval ="00: 05: 00"
reconnect Transport OnFai | ure="true"
maxPendi ngSessi ons="128"
maxCachedCooki es="1000"
timestanmpVal i di tyDuration="00:05: 00" />

<secur eConversati onBootstrap />

</security>
<!--Added by User: End-->

<t ext MessageEncodi ng maxReadPool Si ze=" 64"
maxW i t ePool Si ze="16"
messageVer si on="Soap12" writeEncodi ng="utf-8">

<reader Quot as nmaxDept h="32" maxStringCont ent Lengt h="8192"
maxArraylLengt h="16384"
maxByt esPer Read="4096" nmaxNaneTabl eChar Count ="16384" />
</t ext MessageEncodi ng>
<!--Added by User: Begin-->

<httpTransport manual Addressing="fal se"
maxBuf f er Pool Si ze="524288"
maxRecei vedMessageSi ze="65536" al | owCooki es="f al se"
aut henti cati onSchene="Anonynous"
bypassProxyOnLocal ="f al se"
host NaneConpar i sonMbde="St r ongW | dcar d"
keepAl i veEnabl ed="t rue" maxBuffer Si ze="65536"
proxyAut henti cat i onSchenme="Anonynous"
real m="" transferMde="Buffered"
unsaf eConnect i onNt | mAut hent i cati on="f al se"
useDef aul t VebProxy="true" />

<!--Added by User: End-->

</ bi ndi ng>
</ cust onBi ndi ng>

5. Run the client program.

6.8 Implementing a Kerberos with SPNEGO Negotiation for Microsoft
WCF/.NET 4.5 Client

You can implement the Kerberos with SPNEGO Negotiation to achieve the
interoperability between OWSM 12c Service Policy and Microsoft WCE/.NET 4.5
Client Policy.

The following topics describe how to configure an OWSM 12c web service and a
Microsoft WCE/.NET 4.5 Client to implement Kerberos with SPNEGO negotiation:

¢ Configuring OWSM 12c Web Service for Microsoft WCF/ .NET 4.5 Client (Kerberos
with SPNEGO Negotiation)

¢ Configuring Microsoft WCF/.NET 4.5 Client (Kerberos with SPNEGO Negotiation)
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6.8.1 Configuring OWSM 12c Web Service for Microsoft WCF/.NET 4.5 Client (Kerberos
with SPNEGO Negotiation)

You can configure an OWSM 12c web service to implement Kerberos with SPNEGO
negotiation for interoperability with a Microsoft WCF/.NET 4.5 client.

To configure the OWSM 12c web service:

1. Create and deploy a web service application.

For more information, see "Deploying Web Service Applications" in Administering
Web Services.

2. Create a policy that uses the ht t p_spnego_t oken_servi ce_t enpl at e
assertion template.

For more information, see "Configuring Kerberos With SPNEGO Negotiation" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

3. Attach the policy to the web service.

6.8.2 Configuring Microsoft WCF/.NET 4.5 Client (Kerberos with SPNEGO Negotiation)

You can configure a Microsoft WCF/.NET 4.5 client to implement Kerberos with
SPNEGO negotiation for interoperability with an OWSM 12c¢ web service.

To configure the Microsoft WCF/.NET 4.5 client:

1. Use the Microsoft SvcUtil utility to create a client proxy and configuration file
from the deployed web service.

For more information, see ht t p: / / msdn. m cr osoft. com en-us/|ibrary/
aa347733%28v=vs. 110929. aspx.

2. Add the files generatedProxy.cs and app.config by right clicking the application
(in the Windows Explorer) and selecting Add Existing Item.

3. Edit the app. confi g file as shown in the following sample:

<configuration>
<syst em servi ceMbdel >
<bi ndi ngs>
<basi cHt t pBi ndi ng>
<bi ndi ng name="BPELPr ocessBi ndi ng" >
<security nmode= "TransportCredential Only">
<transport clientCredential Type="W ndows"/>
</security>
</ bi ndi ng>
</ basi cHt t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt
address="http://host:port/soa-infralservices/ defaul t/ SCAProxy/ bpel pro
cess_client _ep"
bi ndi ng="basi cHt t pBi ndi ng"
bi ndi ngConf i gurati on="BPELPr ocessBi ndi ng"
contract ="BPELProcess" name="BPELProcess_pt"
<identity>
<servi cePrinci pal Name val ue ="HTTP/ host: port @IYCOVPANY. LOCAL" />
</identity>
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4.

5.

</ endpoi nt >
</client>
</ system servi cehbdel >
</configuration>

In this listing, note that the values of the contract and name attributes of the
endpoint element are obtained from the gener at edPr oxy. cs file.

Compile the client.

After attaching the OWSM policy to the deployed web service, run the client.

6.9 Implementing a Kerberos with SPNEGO Negotiation and Credential
Delegation for Microsoft WCF/.NET 4.5 Client

You can implement the Kerberos with SPNEGO Negotiation and Credential
Delegation to achieve the interoperability between OWSM 12c service policy and
Microsoft WCF/.NET 4.5 client policy.

To configure the OWSM 12c web service:

1.

Create and deploy a web service application.

For more information, see "Deploying Web Service Applications" in Administering
Web Services.

Create a policy that uses the ht t p_spnego_t oken_servi ce_t enpl at e
assertion template.

Attach the policy to the web service.
Set the value of the cr edent i al . del egat i on configuration setting to t r ue.

You can specify this information when attaching the policy, by overriding the
policy configuration.

For more information, see "Overriding Policy Configuration Properties" in Securing
Web Services and Managing Policies with Oracle Web Services Manager.

To configure Microsoft WCF/.NET 4.5 client, use the Microsoft SvcUTtil utility to
create a client proxy and configuration file from the deployed web service.

For more information, see ht t p: // nsdn. m crosoft. conf en-us/|ibrary/
aa347733%28v=vs. 110%29. aspx.

Add the files gener at edPr oxy. cs and app. conf i g by right clicking the
application (in the Windows Explorer) and selecting Add Existing Item.

Edit the app. conf i g file as shown in the following example.

<configuration>
<syst em servi ceMbdel >
<bi ndi ngs>
<basi cHt t pBi ndi ng>
<bi ndi ng name="BPELPr ocess1Bi ndi ng" >
<security mode= "TransportCredential Only">
<transport clientCredential Type="W ndows"/>
</security>
</ bi ndi ng>
</ basi cHt t pBi ndi ng>
</ bi ndi ngs>
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<client>
<endpoi nt
address="http://host: port/soa-infral services/defaul t/ SOAProxy/ bpel pro
cessl client_ep"
bi ndi ng="basi cHt t pBi ndi ng"
bi ndi ngConf i gur ati on="BPELProcess1Bi ndi ng"
contract ="BPELProcess1" name="BPELProcessl_pt"
behavi or Confi gurati on="Credenti al Del egati on">
<identity>
<servi cePrinci pal Nane val ue ="HTTP/ host: port @AW COVPANY. LOCAL" />
</identity>
</ endpoi nt >
</client>
<behavi or s>
<endpoi nt Behavi or s>
<behavi or nanme="Credenti al Del egation">
<clientCredential s>
<wi ndows al | owedl nper sonat i onLevel =" Del egati on"
al l owNt I m="f al se"/ >
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
</ system servi cehbdel >
</configuration>

In the example, note that the values of the contract and name attributes of the
endpoint element are obtained from the gener at edPr oxy. cs file.

8. Compile the client.

9. After attaching the OWSM policy to the deployed web service, run the client.

6.10 WCF/.NET 4.5 Client with Microsoft Active Directory Federation
Services 2.0 (ADFS 2.0) STS

You can secure a WCF/.NET 4.5 client with Microsoft Active Directory Federation
Services 2.0 (ADEFS 2.0) secure token service (STS), using securities policies.

The following policies are used to secure a WCF/.NET 4.5 client with ADFS 2.0:

e oracle/
wss_sts_issued_sam _bearer_t oken_over_ssl _service_policy

e oracle/wss_sam token_bearer_over_ssl_service policy

e oracle/
wssl1ll sam _or_usernanme_token_wi t h_nessage_protection_service_
policy

Note:

The SAML sender vouches token is not supported in this use case.

The procedure described in this section are based on an ADFS 2.0 installation on
Windows Server 2008 or Windows Server 2008 R2.

The following topics describe how to install and configure ADFS 2.0:
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Installing and Configuring Active Directory Federation Services (ADFS) 2.0
Configuring OWSM to Trust SAML Assertions Issued by an ADFS 2.0 STS
Configuring Users in Oracle Internet Directory

Attaching the Policy to the Web Service

Registering the Web Service as a Relying Party in ADFS 2.0

Securing WCF/.NET 4.5 Client with ADFS 2.0

6.10.1 Installing and Configuring Active Directory Federation Services (ADFS) 2.0

You can install and configure ADFS 2.0 on a Windows Server 2008 or Windows Server
2008 R2 system.

To install and configure Active Directory Federation Services (ADEFS) 2.0:

1.

2.

Set up the system in STS role.

Create and configure a self-signed server authentication certificate in Internet
Information Services (IIS) and bind it to the default Web site using the IIS Manager
console. When done, enable SSL server authentication.

Note:

The ADFS 2.0 Setup Wizard automatically installs the web server (IIS) server
role on the system.

Configure ADFS 2.0 as a stand-alone federation server.
Export the ADFS 2.0 token-signing certificate.

For a self-signed certificate, select DER encoded binary X.509 (. cer).

If the signing certificate is not self-signed, select Cryptographic Message Syntax
Standard — PKCS 7 certificates (.p7b) and specify that all certificates in the
certification path should be included.

Create users and include an e-mail address. You later enable the STS to send the e-
mail address as the subject name id in the outgoing SAML assertions for the
service.

For more information, see the following:

"Windows Server 2008 R2 and Windows Server 2008" at ht t p: / /
technet. m crosoft.com en-us/!|ibrary/dd349801%28v=ws.
10929. aspx.

"Active Directory Services" athtt p: //t echnet . mi crosoft. conf en- us/
library/dd578336%28v=ws. 10%29. aspx.

"Active Directory Federation Services" atht t p: / / t echnet . mi crosoft. com
[ibrary/cc772128%28W5. 109%29. aspx.

"AD FS Step-by-Step Guide" athtt p: / / t echnet . mi crosof t. conf en- us/
library/cc7314439%R28v=ws. 10%29. aspx.

Interoperability with Microsoft WCF/.NET 4.5 Security Environments 6-39


http://technet.microsoft.com/en-us/library/dd349801%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/dd349801%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/dd349801%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/dd578336%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/dd578336%28v=ws.10%29.aspx
http://technet.microsoft.com/library/cc772128%28WS.10%29.aspx
http://technet.microsoft.com/library/cc772128%28WS.10%29.aspx
http://technet.microsoft.com/en-us/library/cc731443%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc731443%28v=ws.10%29.aspx

WCF/.NET 4.5 Client with Microsoft Active Directory Federation Services 2.0 (ADFS 2.0) STS

¢ "ADFS 2.0 Deployment Guide" athtt p: //t echnet . mi crosoft. conl en- us/
['ibrary/dd8070929%28v=ws. 10%29. aspx.

6.10.2 Configuring OWSM to Trust SAML Assertions Issued by an ADFS 2.0 STS

You can add the STS signing certificates in the trusted STS servers to ensure ADFS 2.0
STS as a trusted SAML token issuer.

To configure OWSM to trust the SAML assertions issued by an ADFS 2.0 STS:

1. Get the STS signing certificates you exported in "Install and Configure Active
Directory Federation Services (ADFS) 2.0".

For a. p7b file for a certificate chain, open the file in IE and copy each certificate in
the chainina. cer file.

2. Import the certificates into the location of the default keystore using keytool.

keytool —inportcert —file <sts-signing-certs-file> —
trustcacerts —alias <alias> —keystore default-keystore.jks

For more information, see "keytool - Key and Certificate Management Tool" at
http://docs. oracl e. conl j avase/ 6/ docs/t echnot es/ t ool s/ wi ndows/
keyt ool . htnl .

3. Add http://domai n- nane/ adf s/ servi ces/trust asaSAML trusted issuer.

4. Add the Subject DN (as defined in RFC 2253) of the STS certificate in the Trusted
STS Servers section. Use a string that conforms to RFC 2253, such as CN=abc. You
can use the mechanism of your choice, such as keytool, to view the certificate and
determine the Subject DN.

For more information, refer to the following topics:

¢ "Configuring SAML Trusted Issuers and DN Lists" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

* '"keytool - Key and Certificate Management Tool" at ht t p: //
docs. oracl e. com j avase/ 6/ docs/ t echnot es/ t ool s/ wi ndows/
keyt ool . htmi .

6.10.3 Configuring Users in Oracle Internet Directory

For each user, configure the mail attribute to match the user e-mail address set in
ADFS.

For information on configuring users in Oracle Internet Directory, see “Managing
Directory Entries for Creating a User” in Administrator’s Guide for Oracle Internet
Directory.

6.10.4 Attaching the Policy to the Web Service

OWSM supports a number of security policies that can be attached directly to a web
service.

Attach any of the following OWSM policies to the web service:

e oracl e/
wss_sts_issued sanl bearer _token over _ssl_service_policy
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e oracle/wss_sam _token_bearer_over_ssl_service_policy

e oracl e/
wssll saml _or_usernane_token wi th _nessage protection_service_
policy

For more information, see:

e "Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager

* "Predefined Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager

6.10.5 Registering the Web Service as a Relying Party in ADFS 2.0

You can configure ADFS 2.0 to issue the SAML assertion to the web service with the e-
mail address or the name ID (SAM-Account-Name) as the subject name ID.

To configure ADEFS 2.0 as a relying party:

1. Add the web service as a relying party.

For more information, see Create a Relying Party Trust Manually" at ht t p: //
technet. m crosoft.confen-us/library/dd807108. aspx.

2. Configure the claim rules for the service.

Enable the STS to send the e-mail address or the name ID as the subj ect nane
i d in the outgoing SAML assertions for the service, create a chain of two claim
rules with different templates.

To enable the STS to send the e-mail address or the name ID as the subj ect nane
i d in the outgoing SAML assertions for the service, use the steps in this section to
create a chain of two claim rules with different templates.

For more information, see the following topics:

¢ "Checklist: Creating Claim Rules for a Relying Party Trust" at htt p: //
technet. m crosoft.con en-us/library/ ee913578%28v=ws.
10929. aspx.

e "Create a Rule to Send LDAP Attributes as Claims" athtt p: //
technet. m crosoft.conm en-us/library/dd807115%28v=ws.
10929. aspx.

6.10.6 Securing WCF/.NET 4.5 Client with ADFS 2.0

You can implement multiple security and authentication mechanisms to secure the
WCEF/.NET 4.5 client.

To secure the WCFEF/.NET 4.5 client with ADFS 2.0:

1. Import the SSL server certificates for STS and the service into Windows.

If the SSL server certificate for STS or the service is not issued from a trusted CA, or
self-signed, then it needs to be imported with MMC tool, as described in step 1 in
"Configuring Microsoft WCF/.NET 4.5 Client (Username Token with Message
Protection)".
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For more information, see "How to: View Certificates with the MMC Snap-in" at
http://nmsdn. m crosoft.conm en-us/library/ ns788967. aspx.

2. Create and configure the WCF./NET client, as described in steps 3 and 4, below.

ADFS 2.0 STS supports multiple security and authentication mechanisms for token
insurance. Each is exposed as a separate endpoint. For username/password
authentication, two endpoints are provided:

e http://<adfs.domai n>/ adf s/ servi ces/trust/ 13/ username — This
endpoint is for username token with message protection.

e https://<adfs.domai n>/ adf s/ servi ces/trust/ 13/ user nameni xed
— This endpoint is for username token with transport protection (SSL).

The WCEF client uses the ht t ps: / / <adf s. donai n>/ adf s/ servi ces/
trust/ 13/ user namem xed endpoint for username token on SSL to obtain the
SAML bearer token for the service.

3. Generate the WCF Client with the service WSDL.

For more information, see "How to: Create a Windows Communication Foundation
Client" athtt p: // nsdn. m crosoft. conf en-us/library/ ns733133(v=vs.
110) . aspx.

4. Configure the client with ws2007Feder at i onHt t pBi ndi ng, and edit the
app. confi g file, as follows.

Example 6-16 shows a sample app. conf i g for use with a web service using the
following policies:

e oracl e/
wss_sts_issued sanml bearer_token over_ssl _service_policy

e oracle/wss_sam _token_bearer_over_ssl _service_policy

e oracl e/
wssll sanml _or _usernanme_token_w th nessage protection_servic
e _policy

For more information, see "WS 2007 Federation HTTP Binding" at ht t p: //
nmsdn. m crosoft.confen-us/library/ bb472490. aspx

5. Edit the pr ogr am cs file to make the service call.

If not already present, create a . cs file in the project and name it pr ogr am cs (or
any name of your choice.) Edit it to match the code in Example 6-17.

In this example:

j oe is the username and €0j is the password used by the client to authenticate to
the STS.

Syst em Net . Servi cePoi nt Manager . Server CertificateValidationCal
| back = ((sender, certificate, chain, sslPolicyErrors) =>
true); hasbeen added to validate the server side self-signed certificate. This is
not required if the server certificate is issued by a trusted CA. If using a self-signed
certificate for testing, add this method to validate the certificate on the client side.

See the following app.config File to Implement Varieties of SAML-Based Authentication
sample:
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<?xm version="1.0" encoding="utf-8"?>
<configuration>
<syst em servi ceMbdel >
<behavi or s>
<endpoi nt Behavi or s>
<behavi or name="secur eBehavi our">
<clientCredential s>
<serviceCertificate>
<defaul t Certificate findVal ue="webl ogic"
storeLocati on="Local Machi ne"
st or eName="M"
x509Fi ndType="Fi ndBySubj ect Narre"/ >
</ serviceCertificate>
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
<bi ndi ngs>
<ws2007Feder ati onHt t pBi ndi ng>
<bi ndi ng nanme="JaxWWss11Sam O User nanmeOr Sam Bear er Over SSLSoapHt t p" >
<security node="TransportWthMessageCredential ">
<message negoti ateServi ceCredential ="fal se"
al gori t hnSui t e="Basi c128"
i ssuedTokenType ="http://docs. oasi s-open. or g/ wss/ oasi s-wss-sant -
token-profile-1. 1#SAM.VL. 1"
i ssuedKeyType="Bear er Key" >
<issuer address ="https://domai n-nane/ adf s/ services/trust/13/
user nanem xed"
bi ndi ng ="ws2007Ht t pBi ndi ng"

bi ndi ngConf i gurati on="ADFSUser naneM xed"/ >
</ message>
</security>
</ bi ndi ng>
</ ws2007Feder ati onHt t pBi ndi ng>
<ws2007Ht t pBi ndi ng>
<bi ndi ng name="ADFSUser naneM xed" >
<security node="TransportWthMessageCredential ">
<message clientCredential Type="User Nang"
establishSecurityContext="fal se" />
</security>
</ bi ndi ng>
</ ws2007H t pBi ndi ng>
</ bi ndi ngs>
<client>
<endpoi nt address="https://host: 8002/
JaxV$\Wss11Sant Or User nameOr San Bear er Over SSL/
JaxV$\Wss11San Or User naneOr San Bear er Over SSLSer vi ce"
bi ndi ng="ws2007Feder at i onHt t pBi ndi ng"

bi ndi ngConf i gurati on="JaxW\Ws11Sam O User nameOr Sanl Bear er Over SSLSoapHt t p"
contract ="JaxWWss11Sam Or User nanmeOr Saml Bear er Over SSL"
nane="JaxWWs11Sam Or User naneQr Sam Bear er Over SSLPort ">

<identity>
<dns val ue="webl ogi ¢" />
</identity>
</ endpoi nt >
</client>
</ system servi cehbdel >
</configuration>
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See the following pregram.cs File sample:

using System

using System Col | ections. Generi c;
using System Ling;

using System Text;

using System Servi ceMbdel ;

nanespace Cient

{

class Program
{
static void Main(string[] args)
{
JaxVeWss11San Or User naneOr Saml Bearer Over SSLClient client =
New JaxV$Wss11Sam Or User naneOr Sanl Bear er Over SSLC i ent () ;

client.CientCredentials.UserNane. User Nane

"joe";
client.CientCredentials. UserNane. Passwor d i

"eoj "

System Net . Servi cePoi nt Manager . Server CertificateValidationCal |l back =
((sender, certificate, chain, sslPolicyErrors) => true);

Consol e. Wi teLine(client.echo("Hello"));
Consol e. Read() ;
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Interoperability with Oracle Service Bus 10g
Security Environments

This chapter describes interoperability of Oracle Web Services Manager (OWSM) with
Oracle Service Bus 10g security environments.

This chapter includes the following sections:

* Understanding the Interoperability of Oracle Service Bus 10g Security
Environments

¢ Implementing a Username Token with Message Protection (WS-Security 1.0) for
Oracle Service Bus 10g Client

¢ Implementing a SAML Sender Vouches Token with WS-Security 1.0 Message
Protection for Oracle Service Bus 10g Client

¢ Implementing a SAML or Username Token Over SSL for Oracle Service Bus 10g
Client

¢ Implementing a Mutual Authentication with WS-Security 1.0 Message Protection
for Oracle Service Bus 10g Client

7.1 Understanding the Interoperability of Oracle Service Bus 10g Security
Environments

In Oracle Service Bus 10g, you attach policies to configure your security environment
for inbound and outbound requests. Oracle Service Bus uses the underlying WebLogic
security framework as building blocks for its security services.

For information about configuring and attaching policies, see "Using WS-Policy in
Oracle Service Bus Proxy and Business Services" in Oracle Service Bus Security Guide at
htt p://downl oad. oracl e. com docs/ cd/ E13159 01/ osb/ docs10gr 3/
security/ws_policy.htm.

Note:

Ensure that you have downloaded and applied the TYBN and U37Z patches
released for Oracle Service Bus 10.3 using the patch tool.

OWSM policies and Oracle Service Bus 10g interoperability scenarios are described in
the following sections:

e OWSM Policies and Assertions

* Interoperability Scenarios for Oracle Service Bus 10g
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7.1.1 OWSM Policies and Assertions

With OWSM 12¢, you attach policies to web service endpoints. Each policy consists of
one or more assertions, defined at the domain-level, that define the security
requirements. A set of predefined policies and assertions are provided out-of-the-box.

For more information about:

¢ OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

¢ Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

¢ Configuring and attaching Oracle Service Bus 10g policies, see "Using WS-Policy in
Oracle Service Bus Proxy and Business Services" in Oracle Service Bus Security Guide
athttp://downl oad. oracl e. com docs/ cd/ E13159 01/ osb/ docs10gr 3/
security/ws_policy.htm.

7.1.2 Interoperability Scenarios for Oracle Service Bus 10g

You can review the different scenarios for interoperability between OWSM 12c and
Oracle Service Bus 10g.

The Oracle Service Bus 10g interoperability scenarios are based on the following
security requirements: authentication, message protection, and transport.

Note:

In the following scenarios, ensure that you are using a keystore with v3
certificates. By default, the JDK 1.5 keytool generates keystores with v1
certificates.

In addition, ensure that the keys use the proper extensions, including
DigitalSignature, Non_repudiation, Key_Encipherment, and
Data_Encipherment.

The following table describes the OWSM 12¢ service policy and Oracle Service Bus 10g
client policy interoperability scenarios:

Table 7-1 OWSM 12c Service Policy and Oracle Service Bus 10g Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

Username 1.0 Yes No oracl e/ Encrypt. xm

wss10_username_t gjgn. xmi
oken_wi t h_nessag
e_protection_ser
vice_policy
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Table 7-1 (Cont.) OWSM 12c Service Policy and Oracle Service Bus 10g Client Policy Interoperability
. ______________________________________________________________________________________|

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version

SAML 1.0 Yes No oracl e/ Encrypt. xm

wss10_sam _token gjgn. xm
_With_nessage_pr
ot ection_service

_policy
SAML or 1.0and 1.1 No Yes oracl e/ Aut h. xm
Username wss_sam _or _user

nane_t oken_over _
ssl _service_pol i

cy
Mutual 1.0 Yes No oracl e/ Encrypt. xm
Authentication wss10_x509_t oken g; gn. xn

_W th_nessage_pr
ot ection_service
_policy

The following table describes the Oracle Service Bus 10g service policy and OWSM 12¢
client policy interoperability scenarios:

Table 7-2 Oracle Service Bus 10g Service Policy and OWSM 12c Client Policy Interoperability
. _____________________________________________________________________________________|

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Username 1.0 Yes No Encrypt. xm oracl e/
Si gn. xm wss10_usernane_t o

ken_wi t h_nessage_
protection_client

_policy
SAML 10 Yes Encrypt . xm oracl e/
Si gn. xm wss10_sam _t oken_

wi t h_nmessage_pr ot
ection_client_pol

icy
Mutual 1.0 Yes No Encrypt . xm oracl e/
Authentication Si gn. xm wss10_x509_t oken_

wi t h_nessage_pr ot
ection_client_pol
icy

7.2 Implementing a Username Token with Message Protection (WS-
Security 1.0) for Oracle Service Bus 10g Client

You can implement a username token with WS-Security 1.0 message protection to
achieve the interoperability of OWSM 12c web service with Oracle Service Bus 10g
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client and the interoperability of Oracle Service Bus 10g web service with OWSM 12¢
client.

The following interoperability scenarios are supported:
¢ OWSM 12c web service with Oracle Service Bus 10g client

® Oracle Service Bus 10g web service with OWSM 12¢ client

For either scenario, you must perform prerequisite tasks for the WebLogic Server on
which Oracle Service Bus is running. See Configuring Prerequisites for Interoperability
(Username token with WS-Security 1.0 Message Protection).

After completing the prerequisite tasks, see the detailed instructions for your
supported scenario:

* Configuring an OWSM 12c Web Service and an Oracle Service Bus 10g Client
(Username Token with Message Protection)

¢ Configuring an Oracle Service Bus 10g Web Service and an OWSM 12c¢ Client
(Username Token with Message Protection)

7.2.1 Configuring Prerequisites for Interoperability (Username token with WS-Security
1.0 Message Protection)

Before you implement a username token with WS-Security 1.0 message protection for
interoperability between OWSM 12c and Oracle Service Bus 10g, you must complete a
number of high-level tasks.

To configure prerequisites for interoperability:

1. Copythedefaul t-keystore.jksandtrust.jks files to your domain
directory.

The def aul t - keyst or e. j ks is used to store public and private keys for SOAP
messages within the WebLogic Domain. The tr ust . j ks is used to store private
keys, digital certificates, and trusted certificate authority certificates that are used
to establish and verify identity and trust in the WebLogic Server environment.

2. Invoke the WebLogic Administration Console.

3. Configure the Custom Identity and Custom Trust keystores.

4. Configure SSL.

5. Specify the private key alias, as required. For example: or at est .

6. Configure a credential mapping provider.

Create a PKICredentialMapper and configure it as follows (leave all other values
set to the defaults):

a. Keystore Provider: N/A

b. Keystore Type: jks

c. Keystore File Name: default_keystore.jks
d. Keystore Pass Phrase: <password>

e. Confirm Keystore Pass Phrase: <password>
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7.

8.

10.

Restart Oracle WebLogic Server.

Invoke the OSB Console. For example:
http://<host name>:<port nunber>/servicebus
Create a ServiceKeyProvider.

Specify Encryption Key and Digital Signature Key, as required.

You must use different keys on the OWSM and Oracle Service Bus servers. You
can use the same key for encryption and signing, if desired.

7.2.2 Configuring an OWSM 12¢ Web Service and an Oracle Service Bus 10g Client
(Username Token with Message Protection)

You can implement a username token with message protection (WS-Security 1.0)
using an OWSM 12¢ web service and an Oracle Service Bus 10g client.

The following topics describe how to configure the OWSM 12c web service and then
the Oracle Service Bus 10g client:

Configuring OWSM 12¢c Web Service for Oracle Service Bus 10g Client (Username
Token with WS-Security 1.0 Message Protection)

Configuring Oracle Service Bus 10g Client (Username Token with Message
Protection)

7.2.2.1 Configuring OWSM 12¢ Web Service for Oracle Service Bus 10g Client
(Username Token with WS-Security 1.0 Message Protection)

You can configure an OWSM 12c web service to implement username token with WS-
Security 1.0 message protection for interoperability with an Oracle Service Bus 10g
client.

To configure the OWSM 12¢ web service:

1.

Clone the following policy:
wss10 username_t oken with _nmessage _protection_service_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

Edit the policy settings, as follows:
a. Set Encryption Key Reference Mechanism to i ssuer seri al .

b. Set Algorithm Suite to Basic128Rsal5 to match the algorithm suite used for
Oracle Service Bus.

c. Enable the Include Timestamp configuration setting.
d. SetIs Encrypted to false for the Username token element only.

Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.
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7.2.2.2 Configuring Oracle Service Bus 10g Client (Username Token with Message
Protection)

You can configure an Oracle Service Bus 10g client to implement username token with
WS-Security 1.0 message protection for interoperability with an OWSM 12¢ web
service.

To configure the Oracle Service Bus 10g client:

1. Clone the Encrypt . xml and Si gn. xm policy files.

For example, copy the files to nyEncrypt . xm and nySi gn. xni . It is not
recommended to edit the predefined policy files directly.

2. Edit the encryption algorithm in myEncr ypt . xni file to prevent encryption
compliance failure, as follows:

<wssp: Tar get >
<wssp: Encrypti onAl gorithm
URI ="htt p: // wwv. w3. or g/ 2001/ 04/ xm enc#aes128- chc"/ >
<wssp: MessageParts
Di al ect="http://schemas. xm soap. or g/ 2002/ 12/ wsse#part ">
wsp: Body()
</ wssp: MessagePart s>
</ wssp: Tar get >

3. Edit the nySi gn. xm policy file attached to the Oracle Service Bus business service
request only to sign the Username token by including the following target:

<wssp: Tar get >
<wssp: Di gest Al gorithm URI =
"http://ww. w3. org/ 2000/ 09/ xn dsi g#shal" />
<wssp: MessageParts Dial ect =
"http://ww. bea. comf W s90/ security/ policy/ wsee#part">
w s: Securi t yHeader (wsse: User naneToken)
</wssp: MessagePart s>
</ wssp: Tar get >

4. Edit the mySi gn. xnl policy file attached to the Oracle Service Bus business service
response only to specify that the security token is unsigned:

<wssp: I ntegrity SignToken="fal se">

Also, for SOA clients only, comment out the target for system headers, as shown:

<l-- wssp: Target>
<wssp: Di gest Al gorithm
URI ="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessagePart s
Di al ect="http://ww. bea. coml W s90/ security/ policy/wsee#part">
w s: Syst emHeader s()
</ wssp: MessagePart s>
</wssp: Target -->

5. Invoke the web service method from the client.

Additional Information

"Cloning a Web Service Policy" in Securing Web Services and Managing Policies with
Oracle Web Services Manager
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"Using WS-Policy in Oracle Service Bus Proxy and Business Services" in Oracle Service
Bus Security Guide at ht t p: / / downl oad. or acl e. conf docs/ cd/
E13159 01/ osb/ docs10gr 3/ security/ws_policy. htm

7.2.3 Configuring an Oracle Service Bus 10g Web Service and an OWSM 12¢ Client
(Username Token with Message Protection)

You can implement a username token with WS-Security 1.0 message protection using
Oracle Service Bus 10g web service and an OWSM 12c¢ client.

The following topics describe how to configure the Oracle Service Bus 10g web service
and then the OWSM 12c client:

¢ Configuring Oracle Service Bus 10g Web Service (Username Token with Message
Protection)

¢ Configuring OWSM 12¢ Client for Oracle Service Bus 10g (Username Token with
WS-Security 1.0 Message Protection)

7.2.3.1 Configuring Oracle Service Bus 10g Web Service (Username Token with
Message Protection)

You can configure an Oracle Service Bus 10g web service to implement username
token with message protection for interoperability with an OWSM 12c client.

To configure the Oracle Service Bus 10g web service:

1. Clone the Encrypt. xm and Si gn. xm policy files.

For example, copy the files to myEncrypt . xm and nySi gn. xmi . It is not
recommended to edit the predefined policy files directly.

2. Edit the encryption algorithm in the myEncrypt . xnl file to prevent encryption
compliance failure, as follows:

<wssp: Tar get >
<wssp: Encrypti onAl gorithm
URI ="htt p: // wwv. w3. or g/ 2001/ 04/ xm enc#aes128- chc"/ >
<wssp: MessagePart s
Di al ect ="http://schemas. xn soap. or g/ 2002/ 12/ wsse#part " >
wsp: Body()
</ wssp: MessagePart s>
</ wssp: Tar get >

For more information, see "Using WS-Policy in Oracle Service Bus Proxy and
Business Services" in Oracle Service Bus Security Guide at ht t p: / /

downl oad. or acl e. coni docs/ cd/ E13159 01/ osh/ docs10gr 3/
security/ws_policy. htm.

3. Editthe nySi gn. xm policy file attached to the proxy service request only to
specify that the security token is unsigned:

<wssp: Integrity SignToken="fal se">

Also, for SOA clients only, comment out the target for system headers, as shown:

<l-- wssp: Target >
<wssp: Di gest Al gorithm
URI ="http: // ww. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessagePart s
Di al ect="http://ww:. bea. com w s90/ security/policy/ wsee#part">
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w s: Syst enHeader s()
</ wssp: MessagePart s>
</wssp: Target -->

4. Create a web service application that invokes the Oracle Service Bus routing
service.

7.2.3.2 Configuring OWSM 12¢ Client for Oracle Service Bus 10g (Username Token
with WS-Security 1.0 Message Protection)

You can configure an OWSM 12c client to implement username token with WS-
Security 1.0 message protection for interoperability with an Oracle Service Bus 10g
web service.

To configure the OWSM 12¢ client:

1. Clone the following policy:
wss10 _usernanme_t oken_wi th _nessage protection_client policy.

Edit the policy settings, as follows:
a. Set Encryption Key Reference Mechanism to issuerserial.
b. Set Recipient Encryption Key Reference Mechanism to issuerserial.

c. Set Algorithm Suite to Basic128Rsal5 to match the algorithm suite used for
Oracle Service Bus.

d. Disable the Include Timestamp configuration setting.
e. Setls Encrypted to false.

f.  Leave the default configuration set for message signing and encryption.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

2. Attach the policy to the web service client.

3. Invoke the web service from the client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

7.3 Implementing a SAML Sender Vouches Token with WS-Security 1.0
Message Protection for Oracle Service Bus 10g Client

You can implement SAML sender vouches with WS-Security 1.0 message protection to
achieve the interoperability of OWSM 12c web service with Oracle Service Bus 10g
client and the interoperability of Oracle Service Bus 10g web service with OWSM 12c
client.

The following interoperability scenarios are supported:
e OWSM 12¢ web service with Oracle Service Bus 10g client

® Oracle Service Bus 10g web service with OWSM 12¢ client

For either scenario, you must complete prerequisite tasks for the WebLogic Server on
which Oracle Service Bus is running. For more information on the prerequisites, see
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Configuring Prerequisites for Interoperability (SAML Sender Vouches Token). After
completing the prerequisite tasks, complete one of the following tasks depending
upon your specific deployment:

* Configuring an OWSM 12c Web Service and an Oracle Service Bus 10g Client

(SAML Sender Vouches Token)

¢ Configuring an Oracle Service Bus 10g Web Service and an OWSM 12¢ Client

(SAML Sender Vouches Token)

7.3.1 Configuring Prerequisites for Interoperability (SAML Sender Vouches Token)

Before you implement SAML sender vouches token with WS-Security 1.0 message
protection for interoperability between OWSM 12c and Oracle Service Bus 10g, you
must complete a number of high-level tasks.

To configure prerequisites for interoperability:

1.

Copy the def aul t - keystore. j ks andtrust.jks files to your domain
directory.

The def aul t - keyst or e. j ks is used to store public and private keys for SOAP
messages within the WebLogic Domain. The t r ust . j ks is used to store private
keys, digital certificates, and trusted certificate authority certificates that are used
to establish and verify identity and trust in the WebLogic Server environment. For
more information, see "Configuring Keystores for Message Protection” in Securing
Web Services and Managing Policies with Oracle Web Services Manager.

Invoke the WebLogic Administration Console.

For more information, see "Accessing Oracle WebLogic Administration Console"
in Administering Web Services.

Create a SAMLIdentity AsserterV2 authentication provider.

For more information, see "Configuring Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help.

Restart WebLogic Server to add the new provider to the Administration Server's
Runtime MBean server.

Select the authentication provider created in step 3.

Create and configure a SAML asserting party.

Configure the SAML asserting party as follows (leave other values set to the
defaults):

e Profile: WSS/Sender-Vouches
¢ Target URL: <OSB Proxy Service Endpoint URI>

e Issuer URI: www.oracle.com

Select the Enabled checkbox and click Save.

Create a SamlCredentialMapperV2 credential mapping provider.

Select SamlCredentialMapperV2 from the drop-down list and name the credential
mapper, for example, UC2_SamlCredentialMapperV2.For more information, see
"SAML Identity Asserter V2: Create an Asserting Party" and "SAML Identity
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Asserter V2: Asserting Party: Configuration” in Oracle WebLogic Server
Administration Console Online Help.

8. Restart WebLogic Server.
9. Configure the credential mapper as follows (leave other values set to the defaults):

e Issuer URIL: www.oracle.com

Note:

This value is specified in the policy file.

¢ Name Qualifier: oracle.com

For more information, see "Configure Credential Mapping Providers" in Oracle
WebLogic Server Administration Console Online Help.

10. Create and configure a SAML relying party.

Configure the SAML relying party as follows (leave other values set to the
defaults):

e Profile: WSS/Sender-Vouches
e Target URL: <OWSM 12c Web Service>

* Description: <your_description>

Select the Enabled checkbox and click Save. For more information, see "SAML
Credential Mapping Provider V2: Create a Relying Party" and "SAML Credential
Mapping Provider V2: Relying Party: Configuration" in Oracle WebLogic Server
Administration Console Online Help.

11. Restart WebLogic Server.

7.3.2 Configuring an OWSM 12¢ Web Service and an Oracle Service Bus 10g Client
(SAML Sender Vouches Token)

You can configure implement SAML sender vouches with WS-Security 1.0 message
protection using OWSM 12¢ web service and an Oracle Service Bus 10g client.

The following topics describe how to configure the OWSM 12c web service and then
the Oracle Service Bus 10g client:

¢ Configuring OWSM 12¢c Web Service for Oracle Service Bus 10g Client (SAML
Sender Vouches Token)

* Configuring Oracle Service Bus 10g Client (SAML Sender Vouches Token)

7.3.2.1 Configuring OWSM 12¢ Web Service for Oracle Service Bus 10g Client (SAML
Sender Vouches Token)

You can configure an OWSM 12c web service to implement SAML sender vouches
token for interoperability with an Oracle Service Bus 10g client.

To configure the OWSM 12¢ web service:
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Clone the following policy: or acl e/
wss10 _sanl _token_w th_nessage protection_service_policy.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

a. Set Encryption Key Reference Mechanism to issuerserial.

b. Set Algorithm Suite to Basic128Rsa15 to match the algorithm suite used for
Oracle Service Bus.

c. Setls Encrypted to false for the Username token element only.
d. Leave the default configuration set for message signing and encryption.

Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

7.3.2.2 Configuring Oracle Service Bus 10g Client (SAML Sender Vouches Token)

You can configure an Oracle Service Bus 10g client to implement SAML sender
vouches token for interoperability with an OWSM 12c web service.

To configure the Oracle Service Bus 10g client:

1.

Clone the Encrypt . xm and Si gn. xml policy files.

For example, to myEncrypt . xm and nySi gn. xm . It is not recommended to
edit the predefined policy files directly.

Edit the encryption algorithm in the nyEncr ypt . xm file to prevent encryption
compliance failure, as follows:

<wssp: Tar get >
<wssp: Encrypti onAl gorithm
URI ="ht t p: // ww. w3. or g/ 2001/ 04/ xm enc#aes128- chc"/ >
<wssp: MessagePart s
Di al ect ="http://schenmas. xn soap. or g/ 2002/ 12/ wsse#part " >
wsp: Body()
</wssp: MessagePart s>
</ wssp: Tar get >

For more information, see "Using WS-Policy in Oracle Service Bus Proxy and
Business Services" in Oracle Service Bus Security Guide at ht t p: / /

downl oad. or acl e. coni docs/ cd/ E13159 01/ osh/ docs10gr 3/
security/ws_policy. htmnl.

Edit the mySi gn. xm file attached to the Oracle Service Bus business service
request only to sign the SAML assertion by including the following target:

<wssp: Tar get >
<wssp: Di gest Al gorithm URI ="http://wwmv. w3. or g/ 2000/ 09/ xn dsi g#shal" />
<wssp: MessageParts Dial ect =
“http://ww. bea. comf wl s90/ security/ policy/ wsee#part">
wl s: SecurityHeader (wsse: Assertion)
</ wssp: MessagePart s>
</ wssp: Tar get >

Edit the mySi gn. xm file attached to the Oracle Service Bus business service
response only to specify that the security token is unsigned, as follows:
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<wssp: Integrity SignToken="fal se">

Also, for SOA clients only, comment out the target for system headers, as shown:

<lI'-- wssp: Target >
<wssp: Di gest Al gorithm
URI ="http:// ww. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessageParts
Di al ect="http://ww. bea. com’ w s90/ security/policy/wsee#part">
w s: Syst enHeader s()
</ wssp: MessagePart s>
</wssp: Target -->

5. Use the custom SAML policy file shown in the following Custom SAML Policy
sample:

<?xm version="1.0"?>
<wsp: Policy

xm ns:wsp="http://schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"

xm ns:wssp="http:// ww. bea. conf w s90/ security/ policy"

xnl ns: wsu="
http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-
utility-1.0.xsd"

xm ns: W s="http://ww:. bea. com wl s90/ security/policy/ wsee#part"

wsu: | d="cust om sam ">

<wssp: I dentity xm ns:wssp="http://ww.bea.com’w s90/ security/policy">

<wssp: Support edTokens>
<wssp: Securi tyToken
TokenType=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 2004- 01- sam - t oken-
profile-1. 0O#SAMLAssertionl D'>
<wssp: O ai ns>
<wssp: Confirmati onMet hod>
sender - vouches
</ wssp: Confirmati onMet hod>
</wssp: d ai ms>
</wssp: SecurityToken>
</ wssp: Suppor t edTokens>
</wssp: | dentity>
</ wsp: Pol i cy>

6. Invoke the web service from the client.

7.3.3 Configuring an Oracle Service Bus 10g Web Service and an OWSM 12¢ Client
(SAML Sender Vouches Token)

You can implement SAMLsender vouches with WS-Security 1.0 message protection
using an Oracle Service Bus 10g web service and an OWSM 12c client.

The following topics describe how to configure the Oracle Service Bus 10g web service
and then the OWSM 12c client:

¢ Configuring Oracle Service Bus 10g Web Service (SAML Sender Vouches Token)

¢ Configuring OWSM 12c¢ Client for Oracle Service Bus 10g (SAML Sender Vouches
Token)
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7.3.3.1 Configuring Oracle Service Bus 10g Web Service (SAML Sender Vouches
Token)

You can configure an Oracle Service Bus 10g web service to implement SAML sender
vouches token for interoperability with an OWSM 12c client.

To configure the Oracle Service Bus 10g web service:

1.

Clone the Encrypt . xm and Si gn. xml policy files.

For example, to myEncrypt . xm and nySi gn. xm . It is not recommended to
edit the predefined policy files directly.

Edit the encryption algorithm in the myEncr ypt . xm policy file to prevent
encryption compliance failure, as follows:

<wssp: Tar get >
<wssp: Encrypti onAl gorithm
URI ="ht t p: // ww. w3. or g/ 2001/ 04/ xm enc#aes128- chc"/ >
<wssp: MessagePart s
Di al ect ="http://schemas. xn soap. or g/ 2002/ 12/ wsse#part " >
wsp: Body()
</wssp: MessagePart s>
</ wssp: Tar get >

For more information, see "Using WS-Policy in Oracle Service Bus Proxy and
Business Services" in Oracle Service Bus Security Guide at ht t p: / /

downl oad. or acl e. coni docs/ cd/ E13159_01/ osh/ docs10gr 3/
security/ws_policy. htmnl.

Edit the nySi gn. xml policy file attached to the proxy service request only to
specify that the security token is unsigned:

<wssp: Integrity SignToken="fal se">

Also, for SOA clients only, comment out the target for system headers, as shown:

<l-- wssp: Target >
<wssp: Di gest Al gorithm
URI ="http:// ww. w3. or g/ 2000/ 09/ xml dsi g#shal" />
<wssp: MessagePart s
Di al ect="http://ww:. bea. com w s90/ security/policy/ wsee#part">
w s: Syst enHeader s()
</ wssp: MessagePart s>
</wssp: Target -->

Use the custom SAML policy file shown in the following Custom SAML Policy
sample:

<?xm version="1.0"?>
<wsp: Pol i cy
xm ns:wsp="http://schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns:wssp="http:// ww. bea. comf wl s90/ security/ policy"
xnl ns: wsu="
http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-
utility-1.0.xsd"
xmns: W s="http://ww. bea. com w s90/ security/policy/ wsee#part"
wsu: | d="cust om sam ">
<wssp: ldentity xm ns:wssp="http://ww. bea. coml W s90/ security/ policy">
<wssp: Support edTokens>
<wssp: SecurityToken
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TokenType=
"http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 2004- 01- sam - t oken-
profile-1. 0O#SAM.Assertionl D'>
<wssp: O ai ns>
<wssp: Confirmati onMet hod>
sender - vouches
</ wssp: ConfirmationMet hod>
</wssp: d ai ms>
</wssp: SecurityToken>
</ wssp: Suppor t edTokens>
</wssp: | dentity>
</ wsp: Pol i cy>

7.3.3.2 Configuring OWSM 12¢ Client for Oracle Service Bus 10g (SAML Sender
Vouches Token)

You can configure an OWSM 12c client to implement SAML sender vouches token for
interoperability with an Oracle Service Bus 10g web service.

To configure the OWSM 12c client:

1. Clone the following policy:
wss1l0_sanl _token with_nessage protection_client _policy.

Edit the policy settings, as follows:
a. Set Encryption Key Reference Mechanism to issuerserial.
b. Set Recipient Encryption Key Reference Mechanism to issuerserial.

c. Set Algorithm Suite to Basic128Rsal5 to match the algorithm suite used for
Oracle Service Bus.

d. Disable the Include Timestamp configuration setting.

e. Leave the default configuration set for message signing and encryption.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

2. Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

3. Invoke the web service from the client.

7.4 Implementing a SAML or Username Token Over SSL for Oracle
Service Bus 10g Client

You can implement the SAML or username token over SSL policy to achieve the
interoperability between OWSM 12c¢ web service and Oracle Service Bus 10g client.

Note:

The interoperability scenario described in this section also applies to the
SAML Token Over SSL and Username Token Over SSL policies.
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For this scenario, you must first perform prerequisite tasks for the WebLogic Server on
which Oracle Service Bus is running, as described in the following sections:

Configure the username token.
Configure the SAML token.

For SAML, perform the prerequisite steps for the WebLogic Server on which Oracle
Service Bus is running as described in Configuring SAML prerequisites for
Interoperability.

For configuration instructions of the supported scenario, see Configuring an OWSM
12c Web Service and an Oracle Service Bus 10g Client (SAML or Username Token over
SSL).

7.4.1 Configuring SAML prerequisites for Interoperability

Before you implement SAML or Username Token Over SSL for interoperability
between OWSM 12¢ web service and Oracle Service Bus 10g client, you must complete
a number of high-level tasks.

To configure SAML prerequisites for interoperability:

1.

Create a SamlCredentialMapperV2 credential mapping provider.

Select SamlCredentialMapperV2 from the drop-down list and name the credential
mapper; for example, UC2_SamlCredentialMapperV2.For more information, see
"Configure Credential Mapping Providers" in Oracle WebLogic Server
Administration Console Online Help.

Restart WebLogic Server.
Configure the credential mapper as follows (leave other values set to the defaults):

e Issuer URIL: www.oracle.com

Note:

This value is specified in the policy file.

e Name Qualifier: oracle.com

Create and configure a SAML relying party.

Configure the SAML relying party as follows (leave other values set to the
defaults):

e Profile: WSS/Sender-Vouches
e Target URL: <OWSM 12c Web Service>

* Description: <your_description>
Select the Enabled checkbox and click Save.

For more information, see "SAML Credential Mapping Provider V2: Create a
Relying Party" and "SAML Credential Mapping Provider V2: Relying Party:
Configuration" in Oracle WebLogic Server Administration Console Online Help.

Restart WebLogic Server.
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7.4.2 Configuring an OWSM 12¢ Web Service and an Oracle Service Bus 10g Client
(SAML or Username Token over SSL)

You can implement the SAML or username token over SSL policy using an OWSM 12¢
web service and an Oracle Service Bus 10g client. Both the SAML token client and the
username token client are supported.

The following topics describe how to configure the OWSM 12c web service and then
the Oracle Service Bus 10g client:

¢ Configuring OWSM 12c Web Service for Oracle Service Bus 10g Client (SAML or
Username Token over SSL)

¢ Configuring Oracle Service Bus 10g Client (SAML or Username Token Over SSL)

7.4.2.1 Configuring OWSM 12c Web Service for Oracle Service Bus 10g Client (SAML
or Username Token over SSL)

You can configure an OWSM 12¢ web service to implement SAML or username token
over SSL for interoperability with an Oracle Service Bus 10g client.

To configure the OWSM 12c web service:
1. Configure the server for two-way SSL.

e If the service policy is Username Token Over SSL, set Two Way Client Cert
Behavior to "Client Certs Requested and Not Enforced."

¢ If the service policy is SAML Token Over SSL, set Two Way Client Cert
Behavior to "Client Certs Requested and Enforced."

For more information, see "Configuring SSL on WebLogic Server (Two-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Clone the following policy:
wss_sanl _or_username_t oken_over _ssl _service_policy.

e Forwss_usernane_t oken_over_ssl _servi ce_pol i cy, disable the
Create Element and Nonce configuration settings.

e Forwss_saml token_over _ssl _service_policy, disable the Include
Timestamp configuration setting.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

3. Use JDeveloper to create a simple SOA composite.

4.  Attach the copy of the
wss_sant _or _user nanme_t oken_over _ssl _servi ce_pol i cy policy to the
composite and deploy it.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.
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7.4.2.2 Configuring Oracle Service Bus 10g Client (SAML or Username Token Over

SsL)

You can configure an Oracle Service Bus 10g client to implement SAML or username
token over SSL for interoperability with an OWSM 12c web service.

To configure the Oracle Service Bus 10g client:

1. Configure the server for two-way SSL:

If the client policy is the equivalent of Username Token Over SSL, then set Two
Way Client Cert Behavior to "Client Certs Requested and Not Enforced."

If the client policy is the equivalent of SAML Token Over SSL, then set Two
Way Client Cert Behavior to "Client Certs Requested and Enforced."

For more information, see "Configuring SSL on WebLogic Server (Two-Way)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. In the Oracle Service Bus console, import the WSDL for the relying party. Make
sure that there is no policy attached. (Policy assertions are not allowed on this
service.)

3. For SAML token, create a business service.

a.

b.

Attach the policy to the request.

Use the custom SAML policy file shown in the following Custom SAML Policy
sample:

<?xm version="1.0"?>
<wsp: Pol i cy

xm ns: wsp="http://schemas. xnl soap. or g/ ws/ 2004/ 09/ pol i cy"

xm ns: wssp="http:// ww. bea. coml wl s90/ security/policy"

xm ns: wsu="
http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecuri ty-
utility-1.0.xsd"

xm ns: w s="http://ww. bea. coml W s90/ security/ policy/wsee#part"

wsu: | d="cust om san ">

<wssp: I dentity xm ns:wssp="http://ww. bea. com w s90/ security/policy">

<wssp: Support edTokens>
<wssp: Securi tyToken
TokenType=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 2004- 01- sani - t oken-
profile-1. 0#SAM.Assertionl D'>
<wssp: O ai s>
<wssp: ConfirmationMet hod>
sender - vouches
</ wssp: Confi rmati onMet hod>
</wssp:  ai ns>
</ wssp: SecurityToken>
</ wssp: Support edTokens>
</wssp: | dentity>
</wsp: Pol i cy>

Change the WSDL from HTTP to HTTPS.

4. For username token, create a business service.

a.

Attach the aut h. xml policy to the request.
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b. Change the WSDL from HTTP to HTTPS.

5. Create a proxy service, and create a route to the business service.
In HTTP Transport Configuration, set Authentication to "basic."

On the Security page, associate the Service key provider. This is needed for Oracle
Service Bus to send the client cert to SOA.

6. Run the proxy service from the Oracle Service Bus console with the username and
password.

7.5 Implementing a Mutual Authentication with WS-Security 1.0 Message
Protection for Oracle Service Bus 10g Client

You can implement mutual authentication with WS-Security 1.0 message protection to
achieve the interoperability of OWSM 12¢ web service with Oracle Service Bus 10g
client and the interoperability of Oracle Service Bus 10g web service with OWSM 12¢
client.

The following scenarios are supported:
e OWSM 12c web service with Oracle Service Bus 10g client

® Oracle Service Bus 10g web service with OWSM 12¢ client

For either scenario, you must first perform prerequisite tasks:
¢ Configuring Prerequisites for Oracle WebLogic Server

¢ Configuring prerequisites for OWSM
After completing the prerequisite tasks, complete one of the following tasks
depending upon your specific deployment:

¢ Configuring an OWSM 12¢ Web Service and an Oracle Service Bus 10g Client
(Mutual Authentication with WS-Security 1.0 Message Protection)

* Configuring an Oracle Service Bus 10g Web Service and an OWSM 12¢ Client
(Mutual Authentication With WS-Security 1.0 Message Protection)

7.5.1 Configuring Prerequisites for Oracle WebLogic Server

Before you implement mutual authentication with WS-Security 1.0 message protection
for interoperability between OWSM 12¢ and Oracle Service Bus 10g, you must
complete a number of high-level tasks for the Oracle WebLogic Server.

To configure prerequisites for the Oracle WebLogic Server:

1. Copy the default-keystore.jks and trust.jks files to your domain directory.

The def aul t - keyst or e. j ks is used to store public and private keys for SOAP
messages within the WebLogic Domain. The t r ust . j ks is used to store private
keys, digital certificates, and trusted certificate authority certificates that are used
to establish and verify identity and trust in the Oracle WebLogic Server
environment.

For more information, see "Configuring Keystores for Message Protection” in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Invoke the WebLogic Administration Console.
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For more information, see "Accessing Oracle WebLogic Administration Console"
in Administering Web Services.

3. Configure the Custom Identity and Custom Trust keystores.

For more information, see "Configure keystores" in Oracle WebLogic Server
Administration Console Online Help.

4. Configure SSL.
Specify the private key alias, as required. For example: or at est .

For more information, see "Set up SSL" in Oracle WebLogic Server Administration
Console Online Help.

5. Configure a credential mapping provider.

6. Create a PKICredentialMapper and configure it as follows (leave all other values
set to the defaults):

* Keystore Provider: N/A

* Keystore Type: jks

¢ Keystore File Name: default_keystore.jks
¢ Keystore Pass Phrase: <password>

¢ Confirm Keystore Pass Phrase: <password>

For more information, see "Configure Credential Mapping Providers" in Oracle
WebLogic Server Administration Console Online Help.

7. Select the Authentication tab and configure as follows:
¢ C(lick DefaultIdentityAsserter and add X.509 to Chosen active types
* Click Provider Specific and configure the following:
— Default User Name Mapper Attribute Type: CN
- Active Types: X.509

— Use Default User Name Mapper: True

For more information, see "Configure Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help.

8. Configure a token handler to specify that a client invoking a message-secured web
service uses an X.509 certificate to establish their identity. In WebLogic
Administration Console, navigate to the Web Service Security page of the domain
and configure the inbound and outbound messages as follows:

Note:

Only username token with message protection or mutual authentication with
message protection is available at any given time. Once you enable mutual
authentication with message protection, username authentication will fail.
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e (Click SERVICE_BUS INBOUND_WEB_SERVICE_SECURITY_MBEAN _ and
select the Token Handler tab.

* Click X.509 token handler and configure the following:
— Name: UseX509Forldentity
— Value: True

¢ Perform the same steps for the outbound Oracle Service Bus MBean:
_SERVICE_BUS_OUTBOUND_WEB_SERVICE_SECURITY_MBEAN_

9. If the users are not added, add the Common Name (CN) user specified in the
certificate.

For more information, see "Create users" in Oracle WebLogic Server Administration
Console Online Help.

10. Restart Oracle WebLogic Server.

7.5.2 Configuring prerequisites for OWSM

Before you implement mutual authentication with WS-Security 1.0 message protection
for interoperability between OWSM 12c and Oracle Service Bus 10g, you must
complete a number of high-level tasks.

To configure prerequisites for OWSM:
1. Configure authentication.
Select the Authentication tab and configure as follows:
¢ (lick DefaultIdentityAsserter and add X.509 to Chosen active types
¢ Click Provider Specific and configure the following:
— Default User Name Mapper Attribute Type: CN
— Active Types: X.509

— Use Default User Name Mapper: True

For more information, see "Configure Authentication and Identity Assertion
providers" in Oracle WebLogic Server Administration Console Online Help.

2. If the users are not added, add the Common Name (CN) user specified in the
certificate.

3. Restart Oracle WebLogic Server.

For more information, see "Create users" in Oracle WebLogic Server Administration
Console Online Help.

7.5.3 Configuring an OWSM 12¢ Web Service and an Oracle Service Bus 10g Client
(Mutual Authentication with WS-Security 1.0 Message Protection)

You can implement mutual authentication with WS-Security 1.0 message protection
using an OWSM 12c web service and Oracle Service Bus 10g client. Configure the web
service, then configure the client.

To configure the OWSM 12c web service:
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10.

11.

12.

13.

Create and deploy a SOA composite.

Clone the following policy:
wss10 x509 token_w th_nessage protection_service_policy.

Edit the policy settings, as follows:
a. Set Encryption Key Reference Mechanism to issuerserial.

b. Set Algorithm Suite to Basic128Rsa15 to match the algorithm suite used for
Oracle Service Bus.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

Attach the policy to the web service.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

To configure Oracle Service Bus 10g Client, create an Oracle Service Bus business
service.

Clone the Encrypt . xm and Si gn. xm policy files.

For example, copy the files to myEncrypt . xm and nySi gn. xmi . It is not
recommended to edit the predefined policy files directly.

Attach the X.509 policy shown in sample at the end of this procedure, to the
Oracle Service Bus business service request.

Attach the Si gn. xm policy file to the Oracle Service Bus business service
request.

Edit the myEncrypt . xm policy, as shown in sample at the end of this procedure,
and attach it to the Oracle Service Bus business service request.

For more information, see "Using WS-Policy in Oracle Service Bus Proxy and
Business Services" in Oracle Service Bus Security Guide at ht t p: / /

downl oad. or acl e. coni docs/ cd/ E13159_01/ osh/ docs10gr 3/
security/ws_policy. htm.

Edit the nySi gn. xm policy file attached to the Oracle Service Bus business
service response to specify that the security token is unsigned:

<wssp: Integrity SignToken="fal se">

Also, for SOA clients only, comment out the target for system headers, as shown
in sample at the end of this procedure.

Attach the nyEncr ypt . xml policy file from Step 6 to the Oracle Service Bus
business service response.

Create a ServiceKeyProvider.

Specify Encryption Key and Digital Signature Key, as required.

You must use different keys on the OWSM and Oracle Service Bus servers. You
can use the same key for encryption and signing, if desired.

Create a proxy service, and create a route to the business service.

Interoperability with Oracle Service Bus 10g Security Environments 7-21


http://download.oracle.com/docs/cd/E13159_01/osb/docs10gr3/security/ws_policy.html
http://download.oracle.com/docs/cd/E13159_01/osb/docs10gr3/security/ws_policy.html
http://download.oracle.com/docs/cd/E13159_01/osb/docs10gr3/security/ws_policy.html

Implementing a Mutual Authentication with WS-Security 1.0 Message Protection for Oracle Service Bus 10g Client

On the Security page, associate the Service key provider. This is needed for Oracle
Service Bus to send the client certificate to SOA.

14. Run the proxy service from the Oracle Service Bus console.
See the following X.509 Policy sample:

<wsp: Pol i cy
xm ns: wsp="ht t p: // schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns: wssp="http: // www. bea. conf wl s90/ security/ policy"
xm ns: s0="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri t y-
utility-1.0.xsd"
s0: | d="X509Aut h" >
<wssp: ldentity xnl ns:wssp="http://ww. bea.com w s90/security/policy">
<wssp: Suppor t edTokens>
<wssp: SecurityToken TokenType="http://docs. oasi s- open. or g/ wss/
2004/ 01/ oasi s- 200401- wss- x509- t oken- prof i | e- 1. 0#X509v3"/ >
</ wssp: Suppor t edTokens>
</wssp: |l dentity>
</ wsp: Pol i cy>

See the following myEncrypt.xml Policy sample:

<?xm version="1.0"?>
<wsp: Pol i cy
xm ns: wsp="http: //schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns: wssp="ht t p: // www. bea. conf wl s90/ securi ty/ policy"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecuri ty-
utility-1.0.xsd"
xm ns:w s="http://ww. bea. comf wl s90/ security/ policy/wsee#part"
wsu: | d="X509Encrypt ">
<wssp: Confidentiality>
<wssp: KeyW appi ngAl gori thm URI ="http: //www. w3. or g/ 2001/ 04/ xnl enc#rsa-1_5"/ >
<wssp: Tar get >
<wssp: EncryptionAl gorithm URI ="http://ww. w3. or g/ 2001/ 04/ xnl enc#aes128-
che"/>
<wssp: MessageParts Dial ect ="http://schemas. xm soap. or g/ 2002/ 12/
wsse#part " >wsp: Body() </ wssp: MessagePart s>
</ wssp: Tar get >
<wssp: Keyl nf o/ >
</wssp: Confidentiality>
</ wsp: Pol i cy>

See the following mySign Policy sample:

<?xm version="1.0"?>

<wsp: Pol i cy
xm ns: wsp="ht t p: // schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns:wssp="http: // www. bea. conf wl s90/ security/ policy"

xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-
utility-1.0.xsd"
xm ns:wl s="http://ww. bea. coml wl s90/ security/ policy/wsee#part"
wsu: | d="X509Si gn" >
<wssp: I ntegrity SignToken="fal se">
<wssp: Si gnat ureAl gorithm URI ="http: //wwm. w3. or g/ 2000/ 09/ xnl dsi g#r sa- shal"/ >
<wssp: Canoni cal i zati onAl gorithm
URI ="htt p: / / www. w3. or g/ 2001/ 10/ xni - exc- c14n#"/ >
<l--wssp: Tar get >
<wssp: Di gest Al gorithm URI ="http://wwmv. w3. or g/ 2000/ 09/ xml dsi g#shal" />
<wssp: MessagePart s
Di al ect="http://ww. bea. conf wl s90/ security/ policy/ wsee#part">
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w s: Syst enHeader s()
</ wssp: MessagePart s>
</wssp: Target-->
<wssp: Tar get >
<wssp: Di gest Al gorithm URI ="http://wwmw. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessagePart s
Di al ect="http://ww. bea. coml W s90/ security/policy/wsee#part">
w s: Securit yHeader (wsu: Ti nest anp)
</ wssp: MessagePart s>
</ wssp: Tar get >
<wssp: Tar get >
<wssp: Di gest Al gorithm URI ="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessagePart s
Di al ect ="http://schenas. xn soap. or g/ 2002/ 12/ wsse#part" >
wsp: Body()
</ wssp: MessagePart s>
</ wssp: Tar get >
</wssp: Integrity>
<wssp: MessageAge/ >
</ wsp: Pol i cy>

7.5.4 Configuring an Oracle Service Bus 10g Web Service and an OWSM 12¢ Client
(Mutual Authentication With WS-Security 1.0 Message Protection)

You can implement mutual authentication with WS-Security 1.0 message protection
using Oracle Service Bus 10¢ web service and an OWSM 12c¢ client.

The following topics describe how to configure the Oracle Service Bus 10g web service
and then the OWSM 12c client:

¢ Configuring Oracle Service Bus 10g Web Service (Mutual Authentication with WS-
Security 1.0 Message Protection)

* Configuring OWSM 12¢ Client for Oracle Service Bus 10g (Mutual Authentication
with WS-Security 1.0 Message Protection)

7.5.4.1 Configuring Oracle Service Bus 10g Web Service (Mutual Authentication with
WS-Security 1.0 Message Protection)

You can configure an Oracle Service Bus 10g web service to implement mutual
authentication with message protection for interoperability with an OWSM 12c client.

To configure the Oracle Service Bus 10g web service:
1. Create a Oracle Service Bus proxy service.

2. Clone the Encrypt. xm and Si gn. xm policy files.

For example, to myEncrypt . xm and nySi gn. xn . It is not recommended to
edit the predefined policy files directly.

3. Attach the X.509 policy to the proxy service request.

4. Edit the mySi gn. xm policy file attached to the proxy service request and
comment out the target for system headers and timestamp, as shown in the
sample at the end of this procedure.

For more information, see "Using WS-Policy in Oracle Service Bus Proxy and
Business Services" in Oracle Service Bus Security Guide at ht t p: / /
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downl oad. or acl e. conf docs/ cd/ E13159 01/ osb/ docs10gr 3/
security/ws_policy. htn.

5. Edit the encryption algorithm in the myEncr ypt . xnl file attached to the proxy
service request as shown in the sample at the end of this procedure.

6. AttachmySi gn. xm and nmyEncrypt. xm policy files from the previous steps to
the proxy service response.

7. Create a Service Key Provider.
mySign.xml Policy sample:

<?xm version="1.0"?>
<wsp: Pol i cy
xm ns:wsp="http://schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns:wssp="http:// ww. bea. coml wl s90/ securi ty/policy"
xm ns: s0="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
utility-1.0.xsd"
s0: 1 d="X509Si gnRequest ">
<wssp:Integrity
xm ns:w s="http://ww. bea. coml W s90/ security/ policy/ wsee#part"
xm ns: wssp="http:// ww. bea. coml wl s90/ security/policy"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
utility-1.0.xsd">
<wssp: Si gnat ureAl gorithm URI ="http:// ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal" />
<wssp: Canoni cal i zationAl gorithm URI ="http://wm. w3. org/ 2001/ 10/ xm - exc- c14n#"
/>
<lI'-- wssp: Target >
<wssp: Di gest Al gorithm UR ="http://www w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessageParts Dial ect="http://ww. bea. comw s90/ security/policy/
wsee#fpart">w s: Syst enHeader s
() </ wssp: MessagePart s>
</wssp: Target -->
<l'-- wssp: Target >
<wssp: Di gest Al gorithm URI ="http://www. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessagePart s
Di al ect="http://ww. bea. comi W s90/ security/ policy/ wsee#part">W s: SecurityHeader
(wsu: Ti mest anp) </ wssp: MessagePart s>
</wssp: Target -->
<wssp: Tar get >
<wssp: Di gest Al gorithm URI ="http://www. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<wssp: MessageParts Dial ect="http://schemas. xm soap. or g/ 2002/ 12/
wsse#part " >wsp: Body() </ wssp: MessagePart s>
</ wssp: Tar get >
</ wsp: Pol i cy>

myEncrypt.xml sample:

<?xm version="1.0"?>
<wsp: Pol i cy
xm ns: wsp="http://schemas. xn soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns: wssp="http:// ww. bea. coml wl s90/ securi ty/ policy"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
utility-1.0.xsd"
xm ns:w s="http://ww. bea. coml W s90/ security/ policy/ wsee#part"
wsu: | d="X509Encr ypt " >
<wssp: Confidentiality>
<wssp: KeyW appi ngAl gorithm UR ="http://ww. w3. or g/ 2001/ 04/ xm enc#rsa-1_5"/>
<wssp: Tar get >
<wssp: EncryptionAl gorithm URI ="http://www. w3. or g/ 2001/ 04/ xm enc#aes128-
che"/>
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<wssp: MessageParts Dial ect="http://schemas. xnl soap. or g/ 2002/ 12/
wssefpart " >wsp: Body() </ wssp: MessagePart s>
</ wssp: Tar get >
<wssp: Keyl nf ol >
</wssp: Confidentiality>

</ wsp: Pol i cy>

7.5.4.2 Configuring OWSM 12¢ Client for Oracle Service Bus 10g (Mutual
Authentication with WS-Security 1.0 Message Protection)

You can configure an OWSM 12c client to implement mutual authentication with WS-
Security 1.0 message protection for interoperability with an Oracle Service Bus 10g
web service.

To configure the OWSM 12c client:

1.

Clone the following policy:
wss10 x509 token with _nessage protection_client _policy.

In Fusion Middleware Control, edit the policy settings, as follows:
a. Set Encryption Key Reference Mechanism to issuerserial.
b. Set Recipient Encryption Key Reference Mechanism to issuerserial.

c. Set Algorithm Suite to Basic128Rsal5 to match the algorithm suite used for
Oracle Service Bus.

d. Disable the Include Timestamp configuration setting.

For more information, see "Cloning a Web Service Policy" in Securing Web Services
and Managing Policies with Oracle Web Services Manager.

In Fusion Middleware Control, specify keystore.recipient.alias in the client
configuration. Ensure that the keystore.recipient.alias keys specified for the client
exist as trusted certificate entry in the trust store configured for the web service.

Attach the policy to the web service client.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Invoke the web service from the client.
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Interoperability with Axis 1.4 and WSS4J
1.5.8 Security Environments

This chapter describes interoperability of Oracle Web Services Manager (OWSM) with
Axis 1.4 and WS54]J 1.5.8 security environments.

This chapter includes the following sections:

¢ Understanding the Interoperability of Axis 1.4 and WSS4] 1.5.8 Security
Environments

* Creating Required Files for Interoperability With Axis and WSS54]

¢ Implementing a Username Token with Message Protection (WS-Security 1.0) for
Axis and WSS4] Client

¢ Implementing a SAML Token with Message Protection (WS-Security 1.0) for Axis
and WSS54] Client

¢ Implementing a Username Token over SSL for Axis and WSS4] Client

¢ Implementing a SAML Token (Sender Vouches) over SSL for Axis and WSS4]
Client

8.1 Understanding the Interoperability of Axis 1.4 and WSS4J 1.5.8
Security Environments

In Axis 1.4 and WSS4] 1.5.8, you configure your security environment for inbound and
outbound requests using handlers and deployment descriptors.

More details on OWSM policies and interoperability scenarios are described in the
following sections:

e OWSM Policies for Axis and WSS4]

* Interoperability Scenarios for Axis and WSS4] Service Policy

For more information, see the Axis Deployment Tutorial at htt p: / / ws. apache. or g/
wss4j /axis.htm.

8.1.1 OWSM Policies for Axis and WSS4J

With OWSM 12¢, you attach policies to web service endpoints. Each policy consists of
one or more assertions, defined at the domain-level, that define the security
requirements. A set of predefined policies and assertions are provided out-of-the-box.

For more information about:

* OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.
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¢ Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

¢ Configuring and attaching policies on Axis and WS54], see the Axis Deployment
Tutorial athtt p: / / ws. apache. org/ wss4j /axi s. htnl .

8.1.2 Interoperability Scenarios for Axis and WSS4J Service Policy

You can review the different scenarios for interoperability between OWSM 12¢c and
Axis/WS54].

The following table describes the OWSM 12c¢ service policy and Axis/WSS4] client
policy interoperability scenarios:

Table 8-1 OWSM 12c Service Policy and Axis WSS4J Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Username 1.0 Yes No oracl e/ User naneToken
wss10 _username_t Ti nestanp
oken_wi th_nessag Signature Encrypt
e_protection_ser
vice_policy
SAML 1.0 Yes No oracl e/ SAM_TokenUnsi gned
wss10_sanl _token Ti nestanp
_With_nessage_pr Signature Encrypt
otection_service
_policy
Username 1.0and 1.1 No Yes oracl e/ User nameToken
wss_usernanme_t ok Ti nestanp
en_over_ssl _serv
ice_policy
SAML 10and1.1  No Yes oracl e/ SAMLTokenUnsigned
wss_sam _token_o Timestamp

ver_ssl _service_
policy

The following table describes the Axis/WSS54] service policy and OWSM 12c¢ client
policy interoperability scenarios:

Table 8-2 Axis WSS4J Service Policy and OWSM 12c Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
Username 1.0 Yes No User naneToken oracl e/
Ti mest anp wss10_usernane_to
Si gnature ken_wi t h_nessage_
Encrypt protection_client

_policy
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Table 8-2 (Cont.) Axis WSS4J Service Policy and OWSM 12c Client Policy Interoperability
. ________________________________________________________________________________|

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
SAML 1.0 Yes No SAM_.TokenUnsi gne oracl e/
d Ti mestanp wss10_sam _token_
Si gnature wi t h_nmessage_pr ot
Encrypt ection_client_pol
icy
Username 1.0and 1.1 No Yes Ti mest anp oracl e/
User nameToken wss_user nanme_t oke
n_over_ssl _client
_policy
SAML 1.0and 1.1 No Yes Ti nest anp oracl e/
SAMLTokenUnsi gne wss_samnl _t oken_ov
d er_ssl _client_pol
icy

8.2 Creating Required Files for Interoperability With Axis and WSS4J

The handler and property files are required in each of the Axis and WS54]
interoperability scenarios.

To create the handler and property files:

1. Create and compile a password callback class, PWCal | back. j ava, that can

resolve passwords required by username and keystore aliases.

The deployment descriptors defined in the following sections, contain username
information, but not password information. As a best practice, you should not store
sensitive information such as passwords in clear text within the deployment
descriptor. To obtain the password, the Axis handler calls the password callback
class. This mechanism is similar to JAAS. For more information, see the WSS4]
documentation at htt p: / / ws. apache. or g/ wss4j .

. Create the keystore properties file, cr ypt 0. properti es, as shown below.

Include this file in the classes directory.

org. apache. ws. security. crypto. provi der=org. apache. ws. security. conponents. crypto. Me
rlin

org.apache.ws. security.crypto.nerlin. keystore.typesj ks

org. apache. ws. security.crypto.nerlin. keystore. password=wel conel
org.apache.ws.security.crypto.merlin.file=default-keystore.jks

. Create the sani . properti es file, required for SAML interoperability scenarios

only, as shown below.

org. apache.ws. security.sam .issuerC ass=org. apache. ws. security.sant . SAM.I ssuer | npl

org. apache.ws. security.sam .issuer.cryptoProp.file=crypto.properties
org. apache.ws. security.sanm .issuer.key. name=or akey

org. apache.ws. security.san .issuer.key. passwor d=or akey

org. apache. ws. security. sam .issuer=ww. oracl e.com

org. apache. ws. security.san . subj ect Namel d. nanme=webl ogi c

org. apache.ws. security. sam . aut henti cati onMet hod=passwor d

org. apache. ws. security. sam . confirmationMet hod=sender Vouches
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8.3 Implementing a Username Token with Message Protection (WS-
Security 1.0) for Axis and WSS4J Client

You can implement the username token with message protection that conforms to the
WS-Security 1.0 standard to achieve the interoperability of an OWSM 12¢ web service
with an Axis and WSS54J client and the interoperability of an Axis and WS54] web
service with an OWSM 12c¢ client.

The following topics describe how to implement username token with message
protection in different interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and an Axis and WSS4] Client (Username
Token with Message Protection)

¢ Configuring an Axis and WSS54] Web Service and an OWSM 12c¢ Client (Username
Token with Message Protection)

8.3.1 Configuring an OWSM 12¢ Web Service and an Axis and WSS4J Client (Username
Token with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.0 standard using OWSM 12c web service and an Axis and WSS4] client.

The following topics describe how to configure an OWSM 12¢ web service and an Axis
and WSS54J client to implement username token with message protection:

* Configuring OWSM 12c Web Service for Axis and WS54] (Username Token with
Message Protection)

¢ Configuring Axis and WSS4] Client (Username Token with Message Protection)

8.3.1.1 Configuring OWSM 12¢ Web Service for Axis and WSS4J (Username Token
with Message Protection)

You can configure an OWSM 12¢ web service to implement username token with
message protection for interoperability with an Axis and WSS4] client.

To configure the OWSM 12c web service:

1. Attach the following policy to the web service: or acl e/
wss10_usernanme_t oken_wi t h_nessage protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

2. Deploy the web service.

8.3.1.2 Configuring Axis and WSS4J Client (Username Token with Message
Protection)

You can configure an Axis and WSS4] client to implement username token with
message protection for interoperability with an OWSM 12¢ web service.

To configure an Axis and WSS4] client:
1. Build your web service client proxy.

2. Create the password callback class, P\Cal | back. j ava, and keystore properties
file, crypt o. properti es.
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For more information, see Creating Required Files for Interoperability With Axis
and WSS54J.

Include the keystore file (for example, def aul t - keyst or e. j ks) and
crypto. properti es file directly under the classes folder.

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

Edit the deployment descriptor, cl i ent _depl oy. wsdd, similar to the following
client_deploy.wsdd deployment descriptor sample:

<depl oyment xm ns="http://xn . apache. org/ axi s/ wsdd/ "
xm ns:java="http://xm . apache. org/ axi s/ wsdd/ provi ders/java">
<transport name="http"

pi vot ="j ava: or g. apache. axi s. transport. http. HTTPSender"/ >
<gl obal Configuration >

<!I-- wss10_usernanme_t oken_wi th_nessage_protection -->

<request Fl ow>

<handl er type="java: org. apache. ws. axi s. security. WsDoAl | Sender" >
<par anet er name="passwor dCal | backd ass"

val ue="com oracl e. xm ns. Confi gOverri de_jws. CO_SOA. BPELProcessl1. PWCal | back"/>
<par anet er nane="passwor dType" val ue="Passwor dText"/>
<paraneter nane="user" val ue="webl ogi c"/>
<paraneter nanme="action" val ue="UsernameToken Ti nestanp Signature
Encrypt"/>
<paranet er nanme="encryptionKeyTransportAl gorithnt
val ue="http:// ww. w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p"/ >
<paraneter nanme="encryptionKeyldentifier" val ue="DirectReference" />
<paraneter nanme="encryptionPropFile" val ue="crypto.properties" />
<paraneter nanme="encryptionUser" val ue="orakey" />
<paraneter name="encryptionParts" val ue=
"{El ement}{http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-secext-1.0.xsd}
User naneToken; { Content }{ htt p: // schemas. xm soap. or g/ soap/ envel ope/ } Body" />
<paranet er nanme="si gnatureUser" val ue="orakey" />
<par anet er nanme="si gnat urePropFi|e" val ue="crypto. properties" />
<paraneter name="si gnat ureKeyldentifier" value="DirectReference" />
<paraneter nane="signatureParts" val ue=
"{El ement}{http://docs. oasis-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-secext-1.0.xsd}
User nameToken; { El ement }{ http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-

1. 0. xsd}
Ti mest anp; {El enent } {htt p: //schemas. xn soap. or g/ soap/ envel ope/ } Body" />
</ handl er >

</ request Fl ow>
<responseFl ow>
<handl er type="java:org.apache.ws. axi s. security. WSDoAl | Recei ver">
<par anet er name="passwor dCal | backd ass"
val ue="com oracl e. xm ns. Confi gOverri de_jws. CO
_SOA. BPELProcess1. PWCal | back"/>
<paraneter nanme="action" val ue="Ti mestanp Signature Encrypt" />
<par anet er nanme="si gnat urePropFi | e" val ue="crypto. properties" />
<paranet er nanme="decryptionPropFile" value="crypto.properties" />
<paranet er nane="enabl eSi gnat ureConfirmation" value="false" />
</ handl er >
</ responseF| ow>
</ gl obal Configuration >
</ depl oyment >
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In the example, the receiver decrypts, verifies, and validates the username token;
the sender inserts a username token, timestamp, signs the body, username token,
and timestamp, and encrypts the body and username token. As shown in the
example, the encryption key transport is overridden to match the OWSM default
requirements

5. Set the following property within the client code to use the deployment descriptor
defined in the previous step.

System set Property("axis.ClientConfigFile", "client_deploy.wsdd");

6. Deploy the web service client.

8.3.2 Configuring an Axis and WSS4J Web Service and an OWSM 12¢ Client (Username
Token with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.0 standard using an Axis and WS54] web service and an OWSM 12¢ client.

The following topics describe how to configure an Axis and WSS4] web service and an
OWSM 12¢ client service to implement username token with message protection:

¢ Configuring Axis and WS54] Web Service (Username Token with Message
Protection)

¢ Configuring OWSM 12c¢ Client for Axis and WSS4] (Username Token with Message
Protection)

8.3.2.1 Configuring Axis and WSS4J Web Service (Username Token with Message
Protection)

You can configure an Axis and WS54] web service to implement username token with
message protection for interoperability with an OWSM 12c client.

To configure an Axis and WS54] web service
1. Build your web service.

2. Create the password callback class, PWCal | back. j ava, and keystore properties
file, crypt 0. properti es, as described in “Creating Required Files for
Interoperability With Axis and WS54]”.

3. Include the keystore file (for example, def aul t - keyst or e. j ks) and
crypto. properti es file directly under the classes folder.

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

4. Edit the deployment descriptor, ser ver _depl oy. wsdd, as shown in the
following sample:

<nsl:service name="Hel | oWrld" provider="java: RPC' style="w apped" use="literal ">
<!I'-- wss10_usernanme_t oken_with_nessage_protection -->
<request Fl ow>
<handl er type="java: org. apache. ws. axi s. security. WsDoAl | Recei ver" >

<par anet er name="passwor dCal | backC ass" val ue="PWCal | back1"/ >

<paraneter name="user" val ue="wss4j"/>

<paraneter name="action" val ue="Signature UsernaneToken Ti mestanp
Encrypt"/>

<par anet er name="si gnat urePropFile" val ue="crypto. properties" />

<par anet er name="decryptionPropFile" value="crypto.properties" />
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5.

</ handl er >
</request Fl ow>
<responseFl ow>
<handl er type="java: org. apache.ws. axi s. security. WSDoAl | Sender" >
<paranet er nane="passwor dCal | backd ass" val ue="PWCal | back1"/>
<paraneter nane="user" val ue="orakey"/>
<paraneter nanme="action" val ue="Ti mestanp Signature Encrypt"/>
<paranet er nanme="encryptionKeyTransportAl gorithnt
val ue="http:// wwmv. w3. or g/ 2001/ 04/ xn enc#r sa- oaep- ngyf 1p"/ >
<par anet er nanme="si gnat urePropFi|e" val ue="crypto. properties" />
<paraneter nanme="si gnatureKeyldentifier" value="DirectReference" />
<paranet er name="si gnatureParts"
val ue="{El ement }{http://schemas. xm soap. or g/ soap/ envel ope/ } Body; { El ement }
{http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
utility-1.0.xsd}Tinestanp" />
<paraneter nanme="encryptionKeyldentifier" val ue="DirectReference" />
</ handl er >
</ responseFl ow>
</nsl:service>

In the example, the receiver decrypts, verifies, and validates the username token;
the sender inserts a username token, timestamp, signs the body, username token,
and timestamp, and encrypts the body and username token. As shown in the
example, the encryption key transport is overridden to match the OWSM default
requirements.

Note:

WSS4] enforces an order to the elements in the header. Ensure action ordering
is updated in ser ver _depl oy. wsdd as shown in the sample.

Deploy the web service.

8.3.2.2 Configuring OWSM 12c Client for Axis and WSS4J (Username Token with
Message Protection)

You can configure an OWSM 12c client to implement username token with message
protection for interoperability with an Axis and WS54] web service.

To configure an OWSM 12c client:

1.

Attach the following policy to the web service: or acl e/
wss10_user nane_t oken_wi t h_nessage_protection_client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

For Java SE clients only, configure the web service client properties, as follows:

Note:

This step is not required for Java EE clients.

myPort . set Property(dientConstants. WS_KEYSTORE_TYPE, "JKS") ;
myPort . set Property(dientConstants. W6S_KEYSTORE_LOCATI ON,
"/ keystore-path/ defaul t-keystore.jks");
myPort . set Property(dientConstants. W6S_KEYSTORE_PASSWORD, “wel conel");
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myPort . set Property(dientConstants. W6S_RECI Pl ENT_KEY_ALI AS, "or akey");

Where set Property is defined as follows:

public void setProperty(String name, String value) {
((Stub) _port). _setProperty(nane, value);
}

3. Deploy the web service client.

8.4 Implementing a SAML Token with Message Protection (WS-Security
1.0) for Axis and WSS4J Client

You can implement the SAML token with message protection that conforms to the
WS-Security 1.0 standard to achieve the interoperability of an OWSM 12c web service
with an Axis and WSS54J client and the interoperability of an Axis and WS54] web
service with an OWSM 12c¢ client.

The following topics describe how to implement SAML token with message protection
in different interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and an Axis an WS54] Client (SAML
Token with Message Protection)

¢ Configuring an Axis and WS54] Web Service and an OWSM 12¢ Client (SAML
Token with Message Protection)

8.4.1 Configuring an OWSM 12¢ Web Service and an Axis an WSS4J Client (SAML
Token with Message Protection)

You can implement SAML token with message protection that conforms to the WS-
Security 1.0 standard using OWSM 12c web service and an Axis and WSS4] client.

The following topics describes how to configure OWSM 12c web service and an Axis
and WSS54J client to implement SAML token with message protection:

* Configuring OWSM 12c Web Service for Axis and WSS4] (SAML Token)
¢ Configuring Axis and WSS4] Client (SAML Token)
8.4.1.1 Configuring OWSM 12c Web Service for Axis and WSS4J (SAML Token)

You can configure an OWSM 12c web service to implement SAML token for
interoperability with an Axis and WS54] client.

To configure the OWSM 12¢ web service:

1. Attach the following policy to the web service: or acl e/
wss10_sanl _token_w th_nessage _protection_service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

2. Deploy the web service.
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8.4.1.2 Configuring Axis and WSS4J Client (SAML Token)

You can configure an Axis and WSS4] client to implement SAML token for
interoperability with an OWSM 12c web service.

To configure an Axis and WSS54J client:
1. Build your web service client proxy.

2. Create the password callback class, PWCal | back. j ava, keystore properties file,
crypto. properti es file,and saml . properti es file, as described in Creating
Required Files for Interoperability With Axis and WSS4].

3. Include the keystore file (for example, def aul t - keyst or e. j ks) and
crypto. properti es file directly under the classes folder.

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

4. Edit the deployment descriptor, cl i ent _depl oy. wsdd, similar to the sample at
the end of this procedure.

In the example, the receiver decrypts, verifies, and validates the SAML token; the
sender inserts a SAML token, timestamp, signs the body, SAML token, and
timestamp, and encrypts the body. As shown in the example, the encryption key
transport is overridden to match the OWSM default requirements.

5. Set the following property within the client code to use the deployment descriptor
defined in the previous step.

System set Property("axis.ClientConfigFile", "client_deploy.wsdd");

6. Deploy the web service client.
See the following client_deploy.wsdd deployment descriptor sample:

<depl oynent xm ns="http://xn . apache. org/ axi s/ wsdd/ "
xm ns:java="http://xm . apache. org/ axi s/ wsdd/ provi ders/java">
<transport name="http"
pi vot ="j ava: org. apache. axi s.transport. http. HTTPSender"/ >
<gl obal Configuration >
<I-- wssl10_sanl _token_wi th_nessage protection -->
<request Fl ow>
<handl er type="java: org. apache.ws. axi s. security. WsDoAl | Sender" >
<par anet er name="passwor dCal | backd ass"
val ue="com oracl e. xm ns. Confi gOverride_jws. CO_SOA. BPELProcess1. PWCal | back"/ >
<par anet er nanme="passwor dType" val ue="PasswordText"/>
<paraneter nane="user" val ue="webl ogi c"/>
<paraneter name="action" val ue="Ti mestanp Signature SAM.TokenSi gned Encrypt"/>
<par aneter name="sanl PropFile" val ue="san .properties"/>
<paraneter name="encryptionKeyTransportAl gorithnt
val ue="http:// wwmv. w3. or g/ 2001/ 04/ xm enc#r sa- oaep- myf 1p"/ >
<paraneter nane="encryptionKeyldentifier" val ue="DirectReference" />
<paraneter name="encryptionPropFile" val ue="crypto.properties" />
<paraneter nanme="encryptionUser" val ue="orakey" />
<paramet er name="encryptionParts"
val ue="{Content }{http://schemas. xnl soap. or g/ soap/ envel ope/ } Body" />
<paraneter name="signatureUser" val ue="orakey" />
<paraneter name="si gnaturePropFile" value="crypto.properties" />
<paraneter nanme="si gnatureKeyldentifier" value="DirectReference" />
<paraneter name="signatureParts" val ue="{El enent}
{http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd}
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Ti mest anp; { El enent }
{http://schemas. xn soap. or g/ soap/ envel ope/ } Body" />
</ handl er >
</ request Fl ow>
<responseFl ow>
<handl er type="java: org. apache. ws. axi s. security. WSDoAl | Recei ver">
<par anet er nane="passwor dCal | backC ass"
val ue="com oracl e. xm ns. Confi gOverri de_jws. CO_SOA. BPELProcess1. PWCal | back" />
<paraneter name="action" val ue="Ti mestanp Signature Encrypt" />
<par aneter name="si gnaturePropFile" val ue="crypto.properties" />
<par aneter name="decryptionPropFile" value="crypto.properties" />
<par anet er nane="enabl eSi gnat ureConfirmation" val ue="fal se" />
</ handl er >
</ responseF| ow>
</ gl obal Configuration >
</ depl oyment >

8.4.2 Configuring an Axis and WSS4J Web Service and an OWSM 12¢ Client (SAML
Token with Message Protection)

You can implement SAML token with message protection that conforms to the WS-
Security 1.0 standard using an Axis and WS54] web service and an OWSM 12¢ client.

The following topics describe how to configure an Axis and WSS4] web service and an
OWSM 12¢ client to implement SAML token with message protection:

¢ Configuring Axis and WS54] Web Service (SAML Token)
¢ Configuring OWSM 12c¢ Client for Axis and WSS4] (SAML Token)

8.4.2.1 Configuring Axis and WSS4J Web Service (SAML Token)

You can configure an Axis and WSS4] web service to implement SAML token with
message protection for interoperability with an OWSM 12c client.

To configure Axis and WS54] web service:
1. Build your web service.

2. Create the password callback class, PWCal | back. j ava, keystore properties file,
crypto. properti es file,and sam . properti es file as described in Creating
Required Files for Interoperability With Axis and WSS4J.

3. Include the keystore file (for example, def aul t - keyst or e. j ks) and
crypto. properti es file directly under the classes folder.

Ensure that you are using keystore with v3 certificates. By default, the JDK 1.5
keytool generates keystores with v1 certificates.

4. Edit the deployment descriptor, ser ver _depl oy. wsdd, as shown in the
following sample:

<nsl:service name="Hel | oWorl d" provider="java: RPC' style="wapped" use="literal">
<!-- wss10_username_token_with_nessage protection -->
<request Fl ow>
<handl er type="java: org. apache. ws. axi s. security. WsDoAl | Recei ver">
<par anet er nanme="passwor dCal | backC ass" val ue="PWCal | back1"/ >
<paraneter name="user" val ue="wss4j"/>
<paraneter name="action" val ue="Si gnature SAM.TokenUnsi gned Ti nmest anp
Encrypt"/>
<paranet er nanme="si gnat urePropFi | e" val ue="crypto. properties" />
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5.

<paranet er nane="decryptionPropFile" value="crypto.properties" />
</ handl er >
</ request Fl ow>
<responseFl ow>
<handl er type="java: org. apache.ws. axi s. security. WSDoAl | Sender" >
<paranet er nane="passwordCal | backd ass" val ue="PWCal | back1"/>
<paraneter nanme="user" val ue="orakey"/>
<paraneter nanme="action" val ue="Ti mestanp Signature Encrypt"/>
<paranet er nanme="encryptionKeyTransportAl gorithnt
val ue="http:// wwmv. w3. or g/ 2001/ 04/ xn enc#r sa- oaep- ngyf 1p"/ >
<par anet er nanme="si gnat urePropFile" val ue="crypto. properties" />
<paraneter nanme="si gnat ureKeyldentifier" value="DirectReference" />
<paranet er name="si gnatureParts"
val ue="{El ement }{http://schemas. xm soap. or g/ soap/ envel ope/ } Body; { El ement }
{http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
utility-1.0.xsd}Tinestanp" />
<paraneter nanme="encryptionKeyldentifier" val ue="DirectReference" />
</ handl er >
</ responseFl ow>
</nsl:service>

In the example, the receiver decrypts, verifies, and validates the SAML token; the
sender inserts a SAML token, timestamp, signs the body, SAML token, and
timestamp, and encrypts the body. As shown in the example, the encryption key
transport is overridden to match the OWSM default requirements.

Note:

WSS4] enforces an order to the elements in the header. Ensure action ordering
is updated in ser ver _depl oy. wsdd as shown in the sample.

Deploy the web service.

8.4.2.2 Configuring OWSM 12c Client for Axis and WSS4J (SAML Token)

You can configure an OWSM 12c client to implement SAML token SSL for
interoperability with an Axis and WSS4] web service.

To configure an OWSM 12c¢ client:

1.

Attach the following policy to the web service: or acl e/
wss10 sanml token_w th_message protection_client _policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

For JSE clients only, configure the web service client properties, as follows:

Note:

This step is not required for Java EE clients.

myPort . set Property(d ientConstants. WS_KEYSTORE_TYPE, "JKS");
myPort . set Property(d ientConstants. WeS_KEYSTORE_LOCATI ON,
"/ keystore-path/defaul t-keystore.jks");
myPort . set Property(dientConstants. W6S_KEYSTORE_PASSWORD, "wel conel");
myPort . set Property(dientConstants. W6S_RECI Pl ENT_KEY _ALI AS, "or akey");
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Where set Property is defined as follows:

public void setProperty(String name, String value) {
((Stub) _port). _setProperty(nane, value);
}

3. Deploy the web service client.

8.5 Implementing a Username Token over SSL for Axis and WSS4J Client

You can implement the username token over SSL to achieve the interoperability of an
OWSM 12¢ web service with an Axis and WSS4] client and the interoperability of an
Axis and WSS4] web service with an OWSM 12¢ client.

The following topics describe how to implement username token over SSL in different
interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and an Axis and WSS4] Client (Username
Token Over SSL)

¢ Configuring an Axis and WS54] Web Service and an OWSM 12c¢ Client (Username
Token Over SSL)

8.5.1 Configuring an OWSM 12¢ Web Service and an Axis and WSS4J Client (Username
Token Over SSL)

You can implement username token over SSL using OWSM 12¢ web service and an
Axis and WSS4J client.

The following topics describe how to configure OWSM 12¢ web service and an Axis
and WSS4J client:

¢ Configuring OWSM 12c Web Service for Axis and WS54] (Username Token Over
SSL)

¢ Configuring Axis and WSS4] Client (Username Token Over SSL)

8.5.1.1 Configuring OWSM 12¢ Web Service for Axis and WSS4J (Username Token
Over SSL)

You can configure an OWSM 12¢ web service to implement username token over SSL
for interoperability with an Axis and WSS4J client.

To configure OWSM 12¢ web service:

1. Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (S5SL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Attach the following policy to the web service: or acl e/
wss_user nane_t oken_over _ssl _service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

3. Deploy the web service.
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8.5.1.2 Configuring Axis and WSS4J Client (Username Token Over SSL)

You can configure an Axis and WSS4] client to implement username token over SSL
for interoperability with an OWSM 12¢ web service.

To configure an Axis and WSS54J client:
1. Build your web service client proxy.

2. Create the password callback class, PWCal | back. j ava, and keystore properties
file, crypt o. properti es, as described in Creating Required Files for
Interoperability With Axis and WSS4].

3. Edit the deployment descriptor, cl i ent _depl oy. wsdd, similar the example
below. In the example, the receiver validates the username token and timestamp;
the sender inserts a timestamp.

<depl oynent xm ns="http://xn . apache. org/ axi s/ wsdd/ "
xm ns:java="http://xm . apache. org/ axi s/ wsdd/ provi ders/java">
<transport name="http"
pi vot ="j ava: org. apache. axi s. transport. http. HTTPSender"/ >

<gl obal Configuration >

<l-- wss_usernane_token -->

<request Fl ow >

<handl er type="java: org.apache.ws. axi s.security.WsDoAl | Sender" >

<paraneter nanme="action" val ue="User naneToken Ti nestanp"/>
<paraneter nanme="user" val ue="webl ogi c"/>
<par anet er name="passwor dCal | backd ass"

val ue="com oracl e. xm ns. Confi gOverri de_jws. CO_SOA. BPELProcessl1. PWCal | back"/>
<par anet er nanme="passwor dType" val ue="Passwor dText"/>
</ handl er >
</request Fl ow >
</ gl obal Configuration >
</ depl oyment >

4.  Set the following property within the client code to use the deployment descriptor
defined in the previous step.

System set Property("axis.ClientConfigFile", "client_deploy.wsdd");
5. Deploy the web service client.

8.5.2 Configuring an Axis and WSS4J Web Service and an OWSM 12¢ Client (Username
Token Over SSL)

You can implement username token over SSL using an Axis and WS54] web service
and an OWSM 12c client.

The following topics describe how to configure Axis and WSS4] web service and an
OWSM 12c client:

¢ Configuring Axis and WS54] Web Service (Username Token Over SSL)

* Configuring OWSM 12c¢ Client for Axis and WSS4] (Username Token Over SSL)
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8.5.2.1 Configuring Axis and WSS4J Web Service (Username Token Over SSL)

You can configure an Axis and WSS4] web service to implement username token over
SSL for interoperability with an OWSM 12c client.

To configure the Axis and WSS4] web service:
1. Configure the server for SSL.
2. Build your web service.

3. Create the password callback class, PWCal | back. j ava, and
crypto. properti es file, as described in Creating Required Files for
Interoperability With Axis and WSS4J.

4. Edit the deployment descriptor, ser ver _depl oy. wsdd, similar to the example
below. In the example, the receiver validates the username token and the
timestamp; the sender inserts a timestamp.

<nsl:service name="Hel | oWorl d" provider="java: RPC' style="w apped"
use="literal">
<l-- wss_usernane_t oken_over_ssl -->
<request Fl ow>
<handl er type="java: org.apache.ws. axi s. security. WsDoAl | Recei ver">
<par anet er nanme="passwor dCal | backC ass" val ue="PWCal | back1"/ >
<paraneter nanme="action" val ue="Ti mestanp UsernaneToken"/>
</ handl er >
</ request Fl ow>
<responseF| ow>
<handl er type="java: org. apache. ws. axi s. security. WsDoAl | Sender" >
<paraneter nanme="action" val ue="Ti mestanp"/>
</ handl er >
</ responseF| ow>
</nsl:service>

5. Deploy the web service.

8.5.2.2 Configuring OWSM 12¢ Client for Axis and WSS4J (Username Token Over
SSL)

You can configure an OWSM 12c client to implement username token over SSL for
interoperability with an Axis and WS54] web service.

To configure an OWSM 12c client:

1. Attach the following policy to the web service client:
wss_usernane_t oken_over _ssl _client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

2. For JSE clients only, configure the web service client properties, as shown below.
The username and password must be set by the client for generating the username
token.

Note:

This step is not required for Java EE clients.
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myPort . set User nane( " wss4j ") ;
myPort . set Passwor d("security"););

3. Deploy the web service client.

When running the client, include the following client system property, where
default-keystore.jks specifies the keystore that contains the certificate corresponding
to the server certificate.

-Dj avax. net. ssl . trust St ore=defaul t - keystore. ks

8.6 Implementing a SAML Token (Sender Vouches) over SSL for Axis and
WSS4dJ Client

You can implement SAML Token (Sender Vouches) over SSL to achieve the
interoperability of an OWSM 12¢ web service with an Axis and WSS4] client and the
interoperability of an Axis and WSS54] web service with an OWSM 12c client.

The following topics describe how to implement SAML token (sender vouches) over
SSL in different interoperability scenarios:

¢ Configuring an OWSM 12c Web Service and an Axis and WSS54] Client (SAML
Token Sender Vouches Over SSL)

e Configuring an Axis and WS54] Web Service and an OWSM 12¢ Client (SAML
Token Sender Vouches over SSL)

8.6.1 Configuring an OWSM 12¢ Web Service and an Axis and WSS4J Client (SAML
Token Sender Vouches Over SSL)

You can implement SAML token (sender vouches) over SSL using OWSM 12¢ web
service and an Axis and WSS4] client.

The following instructions describe how to configure an OWSM 12c web service and
an Axis and WSS54J client to implement SAML token (sender vouches) over SSL:

* Configuring OWSM 12c Web Service for Axis and WSS54] Client (SAML Token
Sender Vouches Over SSL)

¢ Configuring Axis and WSS4] Client (SAML Token Sender Vouches Over SSL)
8.6.1.1 Configuring OWSM 12c Web Service for Axis and WSS4J Client (SAML Token
Sender Vouches Over SSL)

You can configure an OWSM 12¢ web service to implement SAML token sender
vouches over SSL for interoperability with an Axis and WSS4J client.

To configure the OWSM 12c web service:

1. Configure the server for SSL.

For more information, see "Configuring Transport-Level Security (S5SL)" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

2. Attach the following policy to the web service:
wss_sam _t oken_over _ssl _service_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

3. Deploy the web service.
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8.6.1.2 Configuring Axis and WSS4J Client (SAML Token Sender Vouches Over SSL)

You can configure an Axis and WSS4]J client to implement SAML token sender
vouches over SSL for interoperability with an OWSM 12c web service.

To configure an Axis and WSS54J client:

1.

2.

Build your web service client proxy.

Create the password callback class, PWCal | back. j ava; keystore properties file,
crypto. properties; and SAML properties file, sani . properti es, as
described in Creating Required Files for Interoperability With Axis and WS54J.

Edit the deployment descriptor, cl i ent _depl oy. wsdd, similar the example
below. In the example, the receiver validates the SAML token and timestamp; the
sender inserts a timestamp.

<depl oynent xm ns="http://xn . apache. org/ axi s/ wsdd/ "
xnm ns:java="http://xm . apache. org/ axi s/ wsdd/ provi ders/java">
<transport name="http"
pi vot ="j ava: org. apache. axi s.transport. http. HTTPSender"/ >
<gl obal Configuration >
<I-- wss_sanl _token -->
<request Fl ow >
<handl er type="java: org. apache.ws. axi s. security. WSDoAl | Sender" >
<paranet er name="action" val ue="SAM.TokenSi gned Ti nest anmp"/>
<paranet er nanme="sanl PropFi | e" val ue="sanl.properties"/>
<paraneter name="user" val ue="webl ogi c"/>
<par anet er name="passwor dCal | backd ass"
val ue="com oracl e. xm ns. Confi gOverride_jws. CO_SOA. BPELProcess1. PWCal | back"/ >
<par anet er nanme="passwor dType" val ue="Passwor dText"/>
<paranet er nanme="si gnatureUser" val ue="orakey" />
<paranet er nanme="si gnat ureKeyl dentifier" value="DirectReference" />
<paranet er nanme="si gnat urePropFi | e" val ue="crypto. properties" />
</ handl er >

</request Fl ow >

</ gl obal Configuration >

</ depl oyment >

Set the following property within the client code to use the deployment descriptor
defined in the previous step.

System set Property("axis.ClientConfigFile", "client_deploy.wsdd");

Deploy the web service client.

8.6.2 Configuring an Axis and WSS4J Web Service and an OWSM 12¢ Client (SAML
Token Sender Vouches over SSL)

You can implement SAML token (sender vouches) over SSL using an Axis and WS54]
web service and an OWSM 12¢ client.

The following topics describe how to configure an Axis and WSS4] web service and an
OWSM 12¢ client to implement SAML token (sender vouches) over SSL:

Configuring Axis and WS54] Web Service (SAML Token Sender Vouches Over
SSL)

Configuring OWSM 12¢ Client for Axis and WSS4] (SAML Token Sender Vouches
Over SSL)
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8.6.2.1 Configuring Axis and WSS4J Web Service (SAML Token Sender Vouches Over
SSL)

You can configure an Axis and WSS4] web service to implement SAML token sender
vouches over SSL for interoperability with an OWSM 12c client.

To configure the Axis and WSS4] web service:

1.

2.

5.

Configure the server for SSL.
Build your web service.

Create the password callback class, PWCallback.java, and crypto.properties file, as
described in Creating Required Files for Interoperability With Axis and WSS4J.

Edit the deployment descriptor, server_deploy.wsdd, similar to the example
below.

In the example, the receiver validates the SAML token and the timestamp; the
sender inserts a timestamp.

<nsl:service name="Hel | oWorl d" provider="java: RPC' style="w apped"
use="literal">
<l-- wss_sam _token over _ssl -->
<request Fl ow>
<handl er type="java: org.apache. ws. axi s. security. WsDoAl | Recei ver" >
<par anet er name="passwor dCal | backC ass" val ue="PWCal | back1"/>
<paranet er name="action" val ue="Ti mestanp SAM.TokenUnsi gned"/>
</ handl er >
</request Fl ow>
<responseFl ow>
<handl er type="java: org.apache.ws. axi s. security.WsDoAl | Sender" >
<par anet er name="action" val ue="Ti mestanp"/>
</ handl er >
</ responseFl ow>
</nsl:service>

Deploy the web service.

8.6.2.2 Configuring OWSM 12c¢ Client for Axis and WSS4J (SAML Token Sender
Vouches Over SSL)

You can configure an OWSM 12c client to implement SAML token sender vouches
over SSL for interoperability with an Axis and WSS4] web service.

To configure the OWSM 12c client:

1.

Attach the following policy to the web service client:
wss_saml _t oken_over_ssl _client_policy.

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

For JSE clients, configure the web service client properties, as shown below. The
username must be set by the client for generating the SAML assertion.

myPort . set User name("wss4j");
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Note:

This step is not required for Java EE clients.

3. Deploy the web service client.

When running the client, include the following client system property, where
default-keystore.jks specifies the keystore that contains the certificate corresponding
to the server certificate.

-Dj avax. net.ssl.trust St ore=defaul t - keystore. ks
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Interoperability with Oracle GlassFish
Server Release 3.0.1

This chapter describes interoperability of Oracle Web Services Manager (OWSM) with
Oracle Glassfish Server Release 3.0.1.

This chapter includes the following sections:

¢ Understanding the Interoperability of Oracle GlassFish Security Environments

¢ Implementing a Username Token with Message Protection (WS-Security 1.1) for
GlassFish Client

¢ Implementing a SAML Token (Sender Vouches) with Message Protection for
GlassFish Client (WS-Security 1.1)

9.1 Understanding the Interoperability of Oracle GlassFish Security
Environments

Oracle GlassFish Server Release 3.0.1 is an open source application server for the Java

EE platform. Metro is an open-source web service stack that is a part of Oracle
GlassFish Server.

More information on OWSM policies and interoperability scenarios are described in
the following topics:

e OWSM Policies for Oracle GlassFish

¢ Interoperability Scenarios for GlassFish Service Policy

9.1.1 OWSM Policies for Oracle GlassFish

With OWSM 12, you attach policies to web service endpoints. Each policy consists of
one or more assertions, defined at the domain-level, that define the security
requirements. A set of predefined policies and assertions are provided out-of-the-box.

For more information about:

¢ OWSM predefined policies, see "Predefined Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

* Configuring and attaching OWSM 12c policies, see "Securing Web Services" and
"Attaching Policies" in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

¢ Configuring Oracle GlassFish, see ht t p: / / downl oad. or acl e. conf docs/ cd/
E18930_01/i ndex. htm .

* Configuring Metro web services, see ht t p: / / met r o. j ava. net/ gui de/ .
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9.1.2 Interoperability Scenarios for GlassFish Service Policy

You can review the different scenarios for interoperability between OWSM 11¢ and
GlassFish server.

The following table describes the OWSM 11g service policy and GlassFish client policy
interoperability scenarios:

Table 9-1 OWSM 11g Service Policy and GlassFish Client Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
SAML 1.1 Yes No oracl e/ Configuring an OWSM

wss1ll_sanl _token 12c Web Service and a
_W th_nessage_pr GlassFish Client
ot ection_service

_policy

The following table describes the GlassFish service policy with OWSM 11g client
policy interoperability scenarios:

Table 9-2 GlassFish Service and OWSM 11g Client Policy Interoperability

Identity Token WS- Message Transport Service Policy Client Policy
Security Protection  Security
Version
SAML 1.1 Yes No Configuring a oracl e/
GlassFish Web Service wss1l saml _t oken
and an OWSM 12¢ _wi th_nessage_pr
Client otection_client_
policy

9.2 Implementing a Username Token with Message Protection (WS-
Security 1.1) for GlassFish Client

You can implement the username token with message protection that conforms to the
WS-Security 1.1 standard to achieve the interoperability of an OWSM 12¢ web service
with a GlassFish client and the interoperability of a GlassFish web service with an
OWSM 12¢ client.

The following topics describes how to implement username token with message
protection that conforms to the WS-Security 1.1 standard in different interoperability
scenarios:

* Configuring an OWSM 12c Web Service and a GlassFish Client (Username Token
with Message Protection)

¢ Configuring a GlassFish Web Service and an OWSM 12¢ Client (Username Token
with Message Protection)
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9.2.1 Configuring an OWSM 12¢ Web Service and a GlassFish Client (Username Token
with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.1 standard using an OWSM 12c web service and a GlassFish client.

To configure prerequisites for interoperability:

1.

Create a def aul t - keyst or e. j ks file with the following command:

$JAVA HOVE/ bi n/ keyt ool -genkeypair -alias orakey -keypass wel come -keyal g RSA
-dnane "CN=orakey, O=oracle C=us" -keystore default-keystore.jks -storepass
wel cone

Copy def aul t - keyst or e. j ks to the domain's f maconf i g directory.

Create a file user in GlassFish with the following command:

$<GLASSFI SHV3_HOVE>/ gl assfi sh/ bin/asadm n create-file-user

For more information, see

http://downl oad. oracl e. conf docs/ cd/ E18930_01/ ht m / 821- 2433/
create-file-user-1.htnl.

Import or akey from def aul t - keyst or e. j ks into GlassFish keystore and
truststore. These are located in the directory <domai n-di r >/ config

$JAVA HOVE/ bi n/ keyt ool -inportkeystore -srckeystore
<pat h-t o>/ def aul t - keyst ore. j ks -destkeystore
<pat h-t o- gf - domai n>/ confi g/ cacerts.jks -srcalias orakey -destalias orakey
-srckeypass wel cone -destkeypass changei t

Copy j ps-confi g. xnl and def aul t - keyst or e. j ks from the domain's
f mreconf i g directory into a local folder.

To configure OWSM 12¢ web service:

1.

2.

Create a web service.

Attach the following policy to the web service: or acl e/
wssll username_token with _nmessage protection_service_policy.

For more information, see “Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

To configure GlassFish/Metro client:

1.

Using NetBeans, create a Metro client by selecting New Project > Java > Java
Application. Provide a project name and location and select Finish.

Right-click on the project. Select New > Web service Client. Follow the wizard
and provide WSDL URL for service deployed in WebLogic.

Select Edit Web Services Attributes.
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4. Check Use Development Defaults to include Metro libraries into the project.
5.  Uncheck Use Development Defaults. Provide username subject and password.
6. For a Metro SE client:

a. Edit the truststore configuration. Select the same def aul t - keystore. j ks
created in Step 5.

b. Drag and drop the web service operation into main class, main method.
c. Right click on the project and choose run to execute the project.

7. For a Metro Java EE client:
a. Drag and drop the web service operation into EJB or Servlet to invoke.

b. Deploy the application into GlassFish and invoke the web service.

9.2.2 Configuring a GlassFish Web Service and an OWSM 12c¢ Client (Username Token
with Message Protection)

You can implement username token with message protection that conforms to the WS-
Security 1.1 standard using a GlassFish web service and an OWSM 12c¢ client.

To configure prerequisites for interoperability:

1. Createadefaul t - keystore. j ks file with the following command:

$JAVA_HOVE/ bi n/ keyt ool -genkeypair -alias orakey -keypass wel come -keyal g RSA
-dnanme "CN=orakey, O-oracle C=us" -keystore default-keystore.jks -storepass
wel come

2. Copydefaul t-keystore. ks to the domain's f wconf i g directory.

3. Save the credentials in credential store using WLST commands. For example:

$<ORACLE_HOME>/ common/ bi n/ wl st . sh

> connect ()

> createCred(map="oracl e.wsmsecurity", key="keystore-csf-key",
user="keystore", password="wel cone")

> createCred(map="oracl e.wsm security", key="sign-csf-key", user="orakey",
passwor d="wel cone")

> createCred(map="oracl e.wsm security", key="enc-csf-key", user="orakey",
passwor d="wel cone")

>creat eCred(map="oracl e. wsm security", key="glassfish.credentials" ,
user="w sUser" , password="wel conel" , description="G assfish user
credential s");

A file cwal | et . sso is created in the directory DOMAI N_HOVE/ conf i g/
fmvconfig

4. Create a file user in GlassFish with the following command:

$<CLASSFI SHV3_HOVE>/ gl assfi sh/ bin/ asadmin create-file-user

For more information, see htt p: / / downl oad. or acl e. com docs/ cd/
E18930_01/ htm /821-2433/create-fil e-user-1. htnl.

5. Import or akey from def aul t - keyst or e. j ks into GlassFish keystore and
truststore. These are located in the directory <domai n-di r >/ confi g.
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$JAVA HOVE/ bi n/ keyt ool -inportkeystore -srckeystore
<pat h-t o>/ def aul t - keyst ore. j ks -destkeystore
<pat h-t o- gf - domai n>/ confi g/ keystore.jks -srcalias orakey -destalias orakey
-srckeypass wel cone -destkeypass changei t

6. Copycwal |l et.sso,jps-config.xm anddefaul t-keystore.jks from the
domain's f maconf i g directory into a local folder.

To configure the GlassFish/Metro web service:

1. Create a Metro web service. For more information, see htt p: //
nmetro.java. net/ gui de/ ch02. ht M #usi ng_net r o-
devel opi ng_wi t h_nb.

2. Configure the appropriate security mechanism. for more information, see
http://nmetro.java. net/ gui de/ chl2. ht nl #ahi cu.

To configure an OWSM 11g client:

1. Using JDeveloper, create a web service proxy for the GlassFish service. Select the
policy or acl e/
wssll usernane_t oken_wi th_nessage_protection_client_policyin
the wizard.

2. Set the csf - key to gl assfi sh. credenti al s in the Override Properties option
for the web service proxy.

3. In the web service proxy main class, set the system property of
oracle.security.jps.configtojps-config.xm from Step 6.

Note:

If you are using:

* Oracle Service Bus business service, set the property overrides to
gl assfish. credenti al s in the Security page. For more information,
see "Policy Overrides" in Developing Services with Oracle Service Bus at
http://docs. oracl e. coml docs/ htm / E15866_01/ owsm ht m

* SOA Web service reference, set the property overrides to
gl assfish. credenti al s in the Security page. For more information,
see Section 46.2.2 "How to Override Policy Configuration Property Values"
in Developer’s Guide for SOA Suite at ht t p: / / docs. or acl e. com
m ddl ewar e/ 1213/ soasui t e/ devel op- soa/ soa-security-
pol i ci es-j dev. ht mM#SOASE85427.

9.3 Implementing a SAML Token (Sender Vouches) with Message
Protection for GlassFish Client (WS-Security 1.1)

You can implement SAML token (sender vouches) with message protection that
conforms to the WS-Security 1.1 standard to achieve the interoperability of OWSM 12c
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web service with GlassFish client and the interoperability of GlassFish web service
with OWSM 12¢ client.

The following topics describe how to implement SAML token (sender vouches) with
message protection in different interoperability scenarios:

Configuring an OWSM 12¢ Web Service and a GlassFish Client (SAML Token with
Message Protection)

Configuring a GlassFish Web Service and an OWSM 12¢ Client (SAML Token with
Message Protection)

9.3.1 Configuring an OWSM 12¢ Web Service and a GlassFish Client (SAML Token with
Message Protection)

You can implement SAML token (sender vouches) with message protection that
conforms to the WS-Security 1.1 standard using OWSM 12¢ web service and a
GlassFish client.

The following topics describe how to configure an OWSM 12¢ web service and a
GlassFish client to implement SAML token (sender vouches) with message protection:

¢ Configuring Prerequisites for Interoperability for GlassFish Client
¢ Configuring OWSM 11¢ Web Service (SAML Token with Message Protection)

* Configuring GlassFish/Metro Client (SAML Token with Message Protection)

9.3.1.1 Configuring Prerequisites for Interoperability for GlassFish Client

Before you implement SAML token (sender vouches) with message protection for
interoperability between an OWSM 12¢ web service and a GlassFish client, you must
complete a number of high-level tasks.

To configure prerequisites for interoperability:

1. Create adefaul t - keystore. j ks file with the following command:

$JAVA _HOVE/ bi n/ keyt ool -genkeypair -alias orakey -keypass wel cone -keyal g RSA
-dnane "CN=orakey, O=oracle C=us" -keystore default-keystore.jks -storepass
wel come

2. Copydefaul t-keystore.jks tothe domain's f mmconf i g directory.

3. Create a file user in GlassFish with the following command:

$<GLASSFI SHV3_HOVE>/ gl assfi sh/ bin/ asadmin create-file-user

For more information, see ht t p: / / downl oad. or acl e. com docs/ cd/
E18930 01/ htm /821-2433/create-file-user-1. htnl.

4. Add the user. For more information, see "Create users" in Oracle WebLogic Server
Administration Console Online Help.

5. Import or akey from def aul t - keyst or e. j ks into GlassFish keystore and
truststore. These are located in the directory <domai n-di r >/ confi g.

$JAVA _HOVE/ bi n/ keyt ool -i mportkeystore -srckeystore
<pat h-t o>/ def aul t - keyst ore. j ks -destkeystore
<pat h-t o- gf - domai n>/ confi g/ cacerts.jks -srcalias orakey -destalias orakey
-srckeypass wel cone -destkeypass changei t
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6. Copyjps-config.xm anddefault-keystore.jks from the domain's
f mrconfi g directory into a local folder.

9.3.1.2 Configuring OWSM 11g Web Service (SAML Token with Message Protection)

You can create an OWSM 11g web service and attach the SAML token with message
protection service policy to achieve interoperability with a GlassFish client.

To configure an OWSM 11g web service:
1. Create a web service.

2. Attach the following policy to the web service:

oracl e/
wssll sanl _token wi th_nessage protection_service_policy

For more information, see "Attaching Policies" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

9.3.1.3 Configuring GlassFish/Metro Client (SAML Token with Message Protection)

You can configure a GlassFish client to implement SAML token with message
protection for interoperability with an OWSM 11g web service.

To configure a GlassFish/Metro client:

1. Using NetBeans, create a Metro client by selecting New Project > Java > Java
Application. Provide a project name and location. Select the server to deploy and
select Finish.

2. Right-click the project. Select New > Web Service Client. Follow the wizard and
provide WSDL URL for service deployed in WebLogic.

3. Create a SAML CallbackHandler that can be used with WSIT SAML Security
Mechanisms supported by NetBeans.

a. Place the file in the source folder of the project.

b. Ensure issuer variable value is the same as in the j ps- confi g. xn file
created in Step 5 of Configuring Prerequisites for Interoperability for
GlassFish Client.

c. Set the urn reference to ur n: oasi s: nanmes: tc: SAM.: 1. 1: nanei d-
format: unspeci fi ed.

d. Set the user created in Step 3 and Step 4 of Configuring Prerequisites for
Interoperability for GlassFish Client. For example, to set the user to wlsuser,
modify the file as follows: CN=wl suser, QU=SU, O=wl suser, L=Los
Angel es, ST=CA, C=US.

4. To configure the JVM, log on to the GlassFish Administration Console.
a. In the left pane, expand Configuration and click JVM Setting.
b. In the right pane, click JVM Option tab.

c. Click Add JVM Option. A new text field is displayed. Enter - DWSI T_HOVE=$
{com sun. aas.instal | Root}.

d. Click Enterprise Server in left pane.
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e. Click Restart in the right pane to restart the server.

For more information, see Oracle GlassFish Server 3.1 Administration Guide at:
http://downl oad. oracl e. conf docs/ cd/ E18930_ 01/ htm / 821- 2416/
gepzd. htm .

5. Expand Web Services Reference node. Using NetBeans, right click Service
Reference and select Edit Web Services Attributes.

6. For SAML Callback Handler option, click Browse and select the file from Step 3.
7. Set the alias in Keystore and Truststore.

8. Openi ndex. j sp file. Right click and select Web Service Client Reference. Select
Operation in Select Operation to Invoke dialog box and click ok.

9. Run the project.

9.3.2 Configuring a GlassFish Web Service and an OWSM 12¢ Client (SAML Token with
Message Protection)

You can implement SAML token (sender vouches) with message protection that
conforms to the WS-Security 1.1 standard by using a GlassFish web service and a
OWSM 12¢ client.

The following topics describe how to configure a GlassFish web service and a OWSM
12¢ client to implement SAML token (sender vouches) with message protection:

¢ Configuring Prerequisites for Interoperability for GlassFish Web Service
¢ Configuring GlassFish/Metro Web Service
* Configuring OWSM 11g Client

9.3.2.1 Configuring Prerequisites for Interoperability for GlassFish Web Service

Before you implement SAML token (sender vouches) with message protection for
interoperability between a GlassFish web service and an OWSM 12c client, you must
complete a number of high-level tasks.

To configure prerequisites for interoperability:

1. Create adefaul t - keystore. j ks file with the following command:

$JAVA _HOVE/ bi n/ keyt ool -genkeypair -alias orakey -keypass wel cone -keyal g RSA
-dnane "CN=orakey, O=oracle C=us" -keystore default-keystore.jks -storepass
wel come

2. Copydefaul t-keystore.jks tothe domain's f mmconf i g directory.

3. Save the credentials in credential store using WLST commands.

For example:

$<ORACLE_HOMVE>/ common/ bi n/ wl st . sh

> connect ()

> createCred(map="oracl e.wsm security", key="keystore-csf-key",
user="keystore", password="wel cone")

> createCred(map="oracl e.wsm security", key="sign-csf-key", user="orakey",
passwor d="wel cone")

> createCred(map="oracl e.wsm security", key="enc-csf-key", user="orakey",
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passwor d="wel cone")

>creat eCred(map="oracl e.wsm security", key="glassfish.credentials" ,
user="wl sUser" , password="wel conel" , description="d assfish user
credential s");

A cwal | et. sso file is created in the directory DOMAI N_HOME/ confi g/
f maconfi g.

Create a file user in GlassFish with the following command:

$<GLASSFI SHV3_HOVE>/ gl assfi sh/ bin/asadm n create-file-user

For more information, see htt p: / / downl oad. or acl e. com docs/ cd/
E18930 01/ htm /821-2433/create-fil e-user-1.htnl.

Import or akey from def aul t - keyst or e. j ks into GlassFish keystore and
truststore. These are located in the directory <domai n-di r >/ confi g.

$JAVA HOMVE/ bi n/ keyt ool -inportkeystore -srckeystore
<pat h-t o>/ def aul t - keyst ore. j ks -destkeystore
<pat h-t o- gf - domai n>/ confi g/ keystore.jks -srcalias orakey -destalias orakey
-srckeypass wel cone -destkeypass changei t

Copy cwal | et . sso,j ps-config. xm and def aul t - keyst ore. j ks from the
domain's f maconf i g directory into a local folder.

9.3.2.2 Configuring GlassFish/Metro Web Service

You can create a GlassFish web service and attach the SAML token with message
protection service policy to achieve interoperability with an OWSM 11g client.

To configure a GlassFish/Metro web service:

1.

Create a Metro web service.

For more information, see ht t p: / / netro. j ava. net/ gui de/
ch02. ht m #usi ng_net r o- devel opi ng_wi t h_nb.

Configure the appropriate security mechanism. For more information, see
http://netro.java. net/ gui de/ chl2. ht nl #ahi cu.

9.3.2.3 Configuring OWSM 11g Client

You can configure an OWSM 11g client to implement SAML token (sender vouches)
with message protection for interoperability with a GlassFish web service.

To configure the OWSM 11g client:

1.

Using JDeveloper, create a web service proxy for the GlassFish service. Select the
policy or acl e/

wssll sanl _token_w th_message protection_client_policyinthe
wizard.

For more information, see “Developing and Securing Web Services” in Developing
Applications with Oracle [Developer.

Set the path toj ps- confi g. xm created in Step 6 of “Configuring Prerequisites
for Interoperability for GlassFish Web Service”.

Set the USERNAME_PROPERTY as follows: ( ( Bi ndi ngPr ovi der)
sAM_TokenEchoSer vi ce) . get Request Cont ext () . put ( Bi ndi ngPr ovi de
r. USERNAVE _PROPERTY, "w sUser");
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4. Invoke the web service.
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