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Policy Set 1: domainExternal

Constraint: HTTPHeader(“VIRTUAL_HOST_TYPE" "External’)

Scope: Domain(**")

Policy Reference: oracle/wss11_sami_or_usemame_token_
with_message_protection_service_policy

Policy Set

: domaininternal
Constraint: IHTTPHeader(“VIRTUAL_HOST_TYPE""Extemal’)

Scope: Domain(

Policy Referenc
service_policy

raclelwss_saml_or_username_token_

Policy Set 3: domainLog
Constraint: (None)
Scope: Domain(**")
Policy Reference: oracle/log_policy

Effective Policy Calculation

Effective Set of Policies for External Requests.

= oraclefwss11_sam|_or_usemame_token_with_
message_protection_service_policy

= oracleflog_policy

Effective Set of Policies for Non-External Requests and
Requests with No Constraints

= oraclelwss_sam|_or_username_token_service_policy

= oracleflog_policy
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Enter GeneralInformation Enter Resource Scope. Enter Constraint Add Polcy References  Summary

Edit Policy Set : Enter Constraint Vaidate | _Back |Step3ofs Next | Cancel

‘Optonaly, enter constraint to be applied to plicy set and cick Update Constraint. For exampl, to apply a consiraint to requests containing the HITP Header named
VIRTUAL_HOST_TYPE with a value of Externa, enter VIRTUAL_HOST_TYPE as the HTP Header Name and Externa as the HTTP Header Vale. If the consiraint s enabled,
‘2 HITP hader name s required. If the 'I(NOT) Operator'is selected, e consiraint expression s invrted.

Name gpa_ws_endpaint
Type of Resources SOAP Web Service

Constraint

‘Constraint Expression HTTPHeader (VIRTUAL_HOST_TYPE' External)

Constraint Expression Details

1+ (10 Operator 1]

Constraint Name HiTPHeader
* HITP Header Name [VIRTUAL_HOST_TYPE
HITP Header Vaue [Extemal
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Wss10 SAML V2.0 Token With Message Protection Service Policy Valdate
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Name Ws-Secuity 1.0 SAML 2.0 with certicates
Category. security/authenficatin, security/msg-protection
Type. wss10-sanl-ith-certicates.
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Version 2.0 Is Encrypted [
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