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15 Managing Oracle Secure Enterprise Search in WebCenter Portal

This chapter describes how to configure Oracle Secure Enterprise Search (SES) 11.2.2.2 to index and search most objects in WebCenter Portal. 


This chapter includes the following topics: 

	About Search with Oracle SES


	Configuration Roadmap for Oracle SES in WebCenter Portal


	Prerequisites for using Oracle SES


	Setting Up Oracle SES Connections


	Configuring Oracle SES to Search WebCenter Portal


	Managing Search in WebCenter Portal Administration




Permissions
To perform the tasks in this chapter, you must be granted the WebLogic Server Admin role through the Oracle WebLogic Server Administration Console and the Administrator role granted through WebCenter Portal Administration.

For more information about roles and permissions, see Understanding Administrative Operations, Roles, and Tools.





15.1 About Search with Oracle SES

Oracle SES provides the following benefits and features:

	Oracle SES provides unified ranking results, with the most relevant items appearing first. 


	Oracle SES provides a thorough search. For example, when searching lists in WebCenter Portal, Oracle SES searches list column names and column contents.


	Oracle SES allows search of other repositories outside of WebCenter Portal. 


	Oracle SES supports the search REST APIs and data controls for customizing your search interface.


	You can customize search in the administration settings for the application. Oracle SES 11.2.2.2 supports faceted search, filtered search in the search box, and document thumbnails. All customization with Oracle SES 11.2.2.2 is done on the Tools and Services - Search administration page, even though task flow parameters may display. For more information about configuring search in WebCenter Portal Administration, see Managing Search in WebCenter Portal Administration.

Note:
This task is performed by an administrator. Working with search at the portal level is an application specialist or portal manager task, as described in Adding Search to a Portal in Building Portals with Oracle
WebCenter Portal.




	You can configure Oracle SES to search the following resources:

	Documents, including wikis and blogs


	Announcements and discussions


	Portals, lists, page metadata, and people




Note:
When Oracle SES is configured to search WebCenter Portal, other non-crawled resources (for example, notes and events) are not returned in search results. 



Results from all sources are listed together, with the most relevant items appearing first. For example, when you run a search for a user name, most likely, you are looking for that person's contact information (that is, the exact user name in People Connections), not necessarily documents that the user wrote. 


	You can use three types of Oracle SES crawlers to index WebCenter Portal resources:

	Documents Crawler: This uses the Oracle SES Content Server source type to crawl documents, including wikis and blogs. 


	Discussions Crawler: This uses the Oracle SES Database source type to crawl discussions and announcements. 


	Spaces Crawler: This uses the Oracle SES Oracle WebCenter source type to crawl certain objects, such as lists, page metadata, portals, and profiles. 




Note:
Oracle SES crawlers collect data through connectors to back-end repositories. Each connector is configured in Oracle SES as a "crawl source." Each crawl source has a type that identifies the type of repository that holds the data, such as a relational database or a Content Server repository.



When you configure Oracle SES, all available Oracle SES crawlers should be enabled. It is not recommended to enable one Oracle SES crawler and not another. For example, when you configure Oracle SES you should not have it crawl documents but not discussions.








15.2 Configuration Roadmap for Oracle SES in WebCenter Portal

Use the roadmap in this section to guide you through the configuration process: 

	Roadmap - Configuring Oracle SES 

Use Figure 15-1 (or Table 15-1) provide an overview of the prerequisites and tasks required to get Oracle SES working. 

Figure 15-1 Configuring Oracle SES 
[image: Description of Figure 15-1 follows]




Table 15-1 Configuring Oracle SES

	Actor	Task
	Administrator

	1. Oracle SES – Installation


	Administrator

	2. Configure Oracle SES with an identity management system


	Administrator

	3. Set up a Document Manager in Oracle SES


	Administrator

	4. Create a Federation Trusted Entity using one of the following tools:

	Oracle SES Admin Tool


	WLST





	Administrator

	5. Create a crawl user


	Administrator

	6. Create three crawl sources: documents crawler, discussions crawler, and spaces crawler using one of the following tools:

	Oracle SES Admin Tool


	WLST





	Administrator

	7. Create a source group for the crawl sources using one of the following tools:

	Oracle SES Admin Tool


	WLST





	Administrator

	8. Create facets and sorting attributes


	Administrator

	9. Configure a connection between WebCenter Portal and Oracle SES using one of the following tools:

	Oracle SES Admin Tool


	WLST




Note: This step must include running the setSESVersion WLST command to enable the Tools and Services - Search administration page.


	Administrator

	10. (Optional) Secure the connection to Oracle SES with SSL


	Administrator

	11. Configure additional search parameters using one of the following tools:

	Fusion Middleware Control 


	Oracle SES Admin Tool


	WLST





	Application Specialist

	12. (Optional) Add a search task flow to a portal















15.3 Prerequisites for using Oracle SES

This section includes the following topics:

	Oracle SES – Installation


	Oracle SES – Configuration


	Oracle SES – Security






15.3.1 Oracle SES – Installation

The sections in this chapter assume that you are running Oracle SES 11.2.2.2 and Oracle WebCenter Content Server 12.2.1. These are the only versions supported with WebCenter Portal 12.2.1.

For information about Oracle SES Installation, see Back-End Requirements for Search in Installing and Configuring Oracle
WebCenter Portal.

See Also:
It is important to verify that you have installed all required patches for Oracle SES. For the latest information on required patches, check the Release Notes.










15.3.2 Oracle SES – Configuration

	Oracle SES must be configured with an identity management system to validate and authenticate users. This is necessary for secure searches, so searches return only results that the user is allowed to view based on access privileges. 

Because WebCenter Portal uses identity propagation when communicating with Oracle SES, WebCenter Portal's user base must match that in Oracle SES. One way this can happen is by configuring WebCenter Portal and Oracle SES to the same identity management system, such as Oracle Internet Directory. 

Note:
For information on all supported identity management systems, see Default Identity and Policy Stores.

Only one identity plug-in can be set up for each Oracle SES instance. All repositories (Oracle WebCenter Content Server, Oracle WebCenter Portal Discussions Server, and Oracle WebCenter Portal) must share the same user base as Oracle SES.

Oracle SES includes numerous identity plug-ins for identity management systems including Oracle Internet Directory, Oracle WebCenter Content Server, and Microsoft Active Directory. For information, see the Oracle SES documentation included with the product. (This is listed on the WebCenter Portal product area on the Oracle Fusion Middleware documentation library.) 

If you are using Oracle Unified Directory (OUD) as an identity store, use the plug-in "Sun Java System Directory Server" to configure the OUD identity store.



The following example sets up the identity plug-in for Oracle Internet Directory:

	In the Oracle SES administration tool, navigate to the Global Settings - Identity Management Setup page, select Oracle Internet Directory from the available identity plug-ins, and click Activate. 


	Provide the following values:

Host name: The host name of the computer where Oracle Internet Directory is running

Port: The Oracle Internet Directory port number

Use SSL: true or false

Realm: The Oracle Internet Directory realm (for example, dc=us,dc=oracle,dc=com)

User name: The Oracle Internet Directory admin user name (for example, cn=orcladmin)

Password: Admin user password


	Click Submit.





	Each Oracle SES instance must have a trusted entity for allowing WebCenter Portal end users to be securely propagated at search time. (A trusted entity allows the WebCenter Portal to authenticate itself to Oracle SES and assert its users when making queries on Oracle SES.) This trusted entity can be any user that either exists on the identity management server behind Oracle SES or is created internally in Oracle SES. 

You can do this either in WLST or in Oracle SES. 

Note:
This trusted entity name and password is required later as the appUser and appPassword properties on the WLST command createSESConnection. 



To do this with WLST, use the createFederationTrustedEntity command. 

Example: createFederationTrustedEntity Command

createFederationTrustedEntity(
appName='webcenter', 
sesUrl='http://mySEShost.com:7777/search/api/admin/AdminService', 
sesPassword='mySESAdminPassword', entityName='myTrustedEntityUser',  
entityPassword='myTrustedEntityUserPassword', desc='Trusted entity for WebCenter
Portal', sesSchema='eqsys')


For command syntax and examples, see createFederationTrustedEntity in WebCenter WLST Command Reference.

To do this in Oracle SES, follow these steps.

	In the Oracle SES administration tool, navigate to the Global Settings - Federation Trusted Entities page. 


	Enter a name for a trusted entity. This is the name that WebCenter Portal uses to authenticate itself to Oracle SES at search time (before it propagates the end user identity to Oracle SES).

To allow the entity to be authenticated through the active identity plug-in:

- Make sure that the entity name is the name of a user that exists in the identity management system. 

- Leave the password field blank. 

- Select the Use Identity Plug-in for authentication checkbox. 

- Enter the authentication attribute value corresponding to the Authentication Attribute in your active identity plug-in.

To allow the entity to be authenticated through Oracle SES: 

- Enter any user name (for example, wcsearch) and password (for example, myPassword1). 

- Do not select the Use Identity Plug-in for authentication checkbox.

For more information, see the online help for the Federation Trusted Entities page in Oracle SES. 







Note:
For reference, the following sample user names are used in this chapter:

	wcsearch: User of the Oracle SES Federation Trusted Entity


	mycrawladmin: Crawl admin user in WebCenter Portal and in the identity management system to crawl certain objects, such as lists, page metadata, portals, and profiles


	sescrawer (or admin user): Crawl admin user in Oracle WebCenter Content Server with sescrawlerrole (or admin) role













15.3.3 Oracle SES – Security

Most enterprise deployments require that their HTTP connections be secure. SSL (secure socket layer) is an encryption protocol for securely transmitting private content on the internet. Oracle strongly recommends that you use an SSL-protected channel to transmit password and other secure data over networks.

For instructions, see Securing the Connection to Oracle SES with SSL.










15.4 Setting Up Oracle SES Connections

This section includes the following topics:

	Testing the Connection to Oracle SES


	Registering Oracle Secure Enterprise Search Servers


	Choosing the Active Oracle SES Connection


	Modifying Oracle SES Connection Details


	Deleting Oracle SES Connections






15.4.1 Testing the Connection to Oracle SES

Confirm the connection to Oracle SES by entering in a browser the URL for Oracle SES Web Services operations:

http://host:port/search/query/


If the URL address does not render in the browser, then either the host or port for the Oracle SES server is incorrect, or Oracle SES has not been started. 








15.4.2 Registering Oracle Secure Enterprise Search Servers

You can register multiple Oracle SES connections with a WebCenter Portal application but only one of them is active at a time. You can register connections using either Fusion Middleware Control or WLST.

This section includes the following topics:

	Registering Oracle SES Connections Using Fusion Middleware Control


	Registering Oracle SES Connections Using WLST






15.4.2.1 Registering Oracle SES Connections Using Fusion Middleware Control

To register an Oracle SES instance:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal. 
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Service Configuration page, select Search.
	To connect to a new Oracle SES instance, click Add (Figure 15-2).Figure 15-2 Configuring Oracle Secure Search
[image: Description of Figure 15-2 follows]





	On the Add Secure Enterprise Search Connection page, enter a unique name for this connection, and indicate whether this connection is the active (or default) connection for the application (Figure 15-3).Figure 15-3 Add Secure Enterprise Search Connection
[image: Adding Secure Enterprise Search Connection]


Table 15-2


Table 15-2 Oracle SES Connection - Name

	Field	Description
	Connection Name

	Enter a unique name for the connection. The name must be unique (across all connection types) within the WebCenter Portal application. 


	Active Connection

	Select to use the Oracle SES instance defined on this connection as your search platform for WebCenter Portal.

While you can register multiple Oracle SES connections for an application, only one connection is used (i.e., the default (or active) connection).










	Enter connection details for the Oracle SES instance (Table 15-3).
Table 15-3 Oracle SES – Connection Details

	Field	Description
	SOAP URL

	Enter the Web Services URL that Oracle SES exposes to enable search requests.

Use the format:

http://host:port/search/query/OracleSearch

For example: 

http://myHost:7777/search/query/OracleSearch


	Federation Trusted Entity Name

	Enter the user name of the Oracle SES Federation Trusted Entity created in Oracle SES – Configuration.

Tip: This user is configured in the Oracle SES administration tool, on the Global Settings - Federation Trusted Entities page.

The WebCenter Portal application must authenticate itself as a trusted application to Oracle SES to perform searches on behalf of WebCenter Portal users.

Examples in this chapter use wcsearch for this value.


	Federation Trusted Entity Password

	Enter the password for the Federation Trusted Entity. 










	Click OK to save this connection.


Note:
To start using the new (active) connection you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.










15.4.2.2 Registering Oracle SES Connections Using WLST

	Use the WLST command createSESConnection to create a connection to Oracle SES. For example:createSESConnection(appName='webcenter',
                   name='mySesConnection',
                   url='http://myhost.com:7777/search/query/OracleSearch',
                   appUser='wcsearch',
                   appPassword='myPassword1',
                   default=true)


where appUser is the user name of the Oracle SES Federation Trusted Entity created in Oracle SES – Configuration.





For command syntax and examples, see createSESConnection in WebCenter WLST Command Reference.

To configure search to actively use a new Oracle SES connection, set default=true. For more information, see Setting the Active Oracle SES Connection Using WLST.

See Also:
Modifying Oracle SES Connection Details Using WLST



For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

Note:
To start using the new (active) connection or settings, you must restart the managed server on which the application is deployed (by default, WC_Portal). See Starting and Stopping Managed Servers Using Scripts in Administering Oracle Fusion
Middleware.












15.4.3 Choosing the Active Oracle SES Connection

You can register multiple Oracle SES connections with a WebCenter Portal application, but only one connection is active at a time. 

Note:
The steps in this section are not required if you selected the active connection in Registering Oracle Secure Enterprise Search Servers.



This section includes the following topics:

	Choosing the Active Oracle SES Connection Using Fusion Middleware Control


	Setting the Active Oracle SES Connection Using WLST






15.4.3.1 Choosing the Active Oracle SES Connection Using Fusion Middleware Control

To change the active connection:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal. 
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Services Configuration page, select Search.The Manage Secure Enterprise Search Connections table indicates the current active connection (if any).



	Select the connection you want to make the active (or default) connection, and then click Edit (Figure 15-4).Figure 15-4 Edit Icon
[image: Edit icon]




	Select the Active Connection check box (Figure 15-5).Figure 15-5 Active Connection Check box
[image: Active Connection Check box]




	Click OK to update the connection.


Note:
To start using the new (active) connection you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.










15.4.3.2 Setting the Active Oracle SES Connection Using WLST

Use the WLST command setSESConnection with default=true to activate an existing Oracle SES connection. For example:

setSESConnection(appName='app1', 
                name='SESConn1', 
                url='http://myhost.com:7777/search/query/OracleSearch',          
                appUser='wpadmin', 
                appPassword='password',
                default=1)


For full command syntax and examples, see setSESConnection in WebCenter WLST Command Reference.

To subsequently disable an Oracle SES connection, run the same WLST command with default=false. Connection details are retained but the connection is no longer named as an active connection.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

Note:
To start using the active connection you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers Using WLST in Administering Oracle Fusion
Middleware.












15.4.4 Modifying Oracle SES Connection Details

You can modify Oracle SES connection details at any time.

To start using the updated (active) connection you must restart the managed server on which the WebCenter Portal application is deployed.

Note:
The steps in this section are required only to modify the details configured in Registering Oracle Secure Enterprise Search Servers.



This section includes the following topics:

	Modifying Oracle SES Connection Details Using Fusion Middleware Control


	Modifying Oracle SES Connection Details Using WLST






15.4.4.1 Modifying Oracle SES Connection Details Using Fusion Middleware Control

To update connection details for an Oracle SES instance:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Service Configuration page, select Search.
	Select the connection name, and click Edit.
	Edit connection details, as required. For detailed parameter information, see Table 15-3.
	Click OK to save your changes.


Note:
To start using the updated (active) connection you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.










15.4.4.2 Modifying  Oracle SES Connection Details Using WLST

Use the WLST command setSESConnection to alter an existing Oracle SES connection. For command syntax and examples, see setSESConnection in WebCenter WLST Command Reference.

Note:
To start using the updated (active) connection you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers Using WLST in Administering Oracle Fusion
Middleware.












15.4.5 Deleting  Oracle SES Connections

You can delete Oracle SES connections at any time but take care when deleting the active connection. If you delete the active connection, users are not able to search content on external repositories.

This section includes the following topics:

	Deleting Oracle SES Connections Using Fusion Middleware Control


	Deleting Oracle SES Connections Using WLST






15.4.5.1 Deleting Oracle SES Connections Using Fusion Middleware Control

To delete an  Oracle SES server connection:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	From the WebCenter Portal menu, select Settings > Service Configuration.
	From the Service Connection drop-down, select Search.
	Select the connection name, and click Delete.Figure 15-6 Delete Connection Icon
[image: Delete icon]






Note:
To effect this change you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.










15.4.5.2 Deleting Oracle SES Connections Using WLST

Use the WLST command deleteConnection to remove an Oracle SES connection. For command syntax and examples, see deleteConnection in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands. 

Note:
To effect this change you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers Using WLST in Administering Oracle Fusion
Middleware.














15.5 Configuring Oracle SES to Search WebCenter Portal

This section describes the steps necessary to set up Oracle SES for WebCenter Portal. It includes the following topics:

	Setting Up WebCenter Portal for Oracle SES


	Setting Up Oracle WebCenter Content Server for Oracle SES


	Setting Up Oracle WebCenter Portal Discussion Server for Oracle SES


	Setting Up Oracle SES to Search WebCenter Portal


	Configuring Oracle SES Version Using WLST


	Configuring Search Crawlers Using WLST




Note:
For an overview of the tasks that must be performed to enable Oracle SES as the search engine, see Configuration Roadmap for Oracle SES in WebCenter Portal. There may be various acceptable ways and orders to perform the required tasks. 



See Also:
About Search with Oracle SES





15.5.1 Setting Up WebCenter Portal for Oracle SES

This section describes how to configure WebCenter Portal to work with Oracle SES. 

	Create and configure the connection between WebCenter Portal and Oracle SES, and optionally specifying a source group.

See Also:
Registering Oracle SES Connections Using WLST and Modifying Oracle SES Connection Details Using WLST




	To use Oracle SES to search portals, lists, or page metadata, you must first create a crawl admin user in WebCenter Portal and in your back-end identity management server (for example, mycrawladmin). You must only create a crawl admin user once. 

Note:
See your identity management system documentation for information on creating users. 



The following example uses Oracle Directory Services Manager to create the mycrawladmin user. 

	On the Data Browser tab, navigate to the target cn and click Create. This example navigates to "dc=com,dc=oracle,dc=us,cn=Users". In the Add Object Class dialog, select the appropriate object class, and click OK. (Figure 15-7).

Figure 15-7 Oracle Directory Services Manager - Add Object Class
[image: Description of Figure 15-7 follows]




	Find the distinguished name (DN) path, and click Select (Figure 15-8). This example selects "dc=com,dc=oracle,dc=us,cn=Users".

Figure 15-8 Oracle Directory Services Manager - Select DN Path
[image: Description of Figure 15-8 follows]




	In the Create New Entry dialog, enter properties, and click Next (Figure 15-9).

Figure 15-9 Oracle Directory Services Manager - Create New Entry
[image: Description of Figure 15-9 follows]




	When you see that the new entry was created successfully, click Finish. (Figure 15-10)

Figure 15-10 Oracle Directory Services Manager - Status
[image: Description of Figure 15-10 follows]







	Grant the crawl application role to the crawl admin user created in Oracle SES – Configuration. For example:

grantAppRole(appStripe="webcenter",
             appRoleName="webcenter#-#defaultcrawl",
             principalClass="weblogic.security.principal.WLSUserImpl",
             principalName="mycrawladmin");


For command syntax and examples, see WebCenter WLST Command Reference.

Note:
To effect WLST changes, you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers Using Scripts in Administering Oracle Fusion
Middleware.




	Enable the Oracle SES crawlers in WebCenter Portal.

With the same WLST command, you can set crawler properties (that is, enable/disable the crawlers) and specify an interval between full crawls for the spaces crawler. By default, full crawls for the spaces crawler occur every seven days, but you can specify a different frequency. (Incremental crawls are initiated by the schedule set in Oracle SES.) 

For example: 

setSpacesCrawlProperties(appName='webcenter', 
                         fullCrawlIntervalInHours=168, 
                         spacesCrawlEnabled = true, 
                         documentCrawlEnabled=true,          
                         discussionsCrawlEnabled=true)

Note:
The spacesCrawlEnabled, documentCrawlEnabled and discussionsCrawlEnabled parameters all must be set to true to enable Oracle SES. 

A clustered instance additionally requires the server parameter; for example, server="WC_Portal1".



The following example specifies that WebCenter Portal runs a full crawl every 8 days.

setSpacesCrawlProperties(appName='webcenter',fullCrawlIntervalInHours=192)

You also can use WLST to return the current crawl settings for WebCenter Portal, such as the number of hours between full crawls (spaces crawler). For example, the following command returns the current crawl settings.

getSpacesCrawlProperties(appName='webcenter')

WebCenter Crawl Properties:
-----------------
fullCrawlIntervalInHours: 124
spacesCrawlEnabled:       true
documentCrawlEnabled:     true
discussionsCrawlEnabled:  true



	Use Fusion Middleware Control or the listDocumentsSpacesProperties command to determine the unique name that the back-end Content Server is using to identify this WebCenter Portal application and the connection name for the primary Content Server that WebCenter Portal is using to store documents. 

For example:

listDocumentsSpacesProperties(appName='webcenter')


The response should looks something like the following:

The Documents Spaces container is "/WebCenter1221"
The Documents repository administrator is "sysadmin"
The Documents application name is "WC1221"
The Documents primary connection is "stxxl18-ucm12g"

Note:
Record the application name and the primary connection returned. These values are required later (in Setting Up Oracle SES to Search Documents) to set up Oracle SES to crawl documents.



Note:
To effect WLST changes, you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers Using Scripts in Administering Oracle Fusion
Middleware.











15.5.1.1 Configuring Search Parameters Using WLST

Use the WLST command setSearchConfig to modify search parameters.

The following example shows how to specify a data group (also known as source group) under which you search Oracle SES. 

Example: Set a Source Group

setSearchSESConfig(appName='webcenter',
                   dataGroup='mySources')


where dataGroup is the source group you create in Additional Oracle SES Configuration.

The following example shows how to increase the number of search results displayed. Five is the default setting for the number of search results displayed in Oracle SES results, but result sets generally are larger than five. 

Example: Increase Number of Search Results Displayed

setSearchConfig(appName='webcenter',
                numResultsMain=10)


The following example shows how to configure the maximum time that a service is allowed to execute a search (in ms). When a service times out largely depends on the system load. If you consistently get time out errors, adjust this parameter. 

Example: Configure Maximum Time WebCenter Portal Waits for Search Results

setSearchConfig(appName='webcenter',
                executionTimeout=10000)


For command syntax and examples, see setSearchConfig in WebCenter WLST Command Reference.








15.5.1.2 Configuring Search Parameters and Crawlers Using Fusion Middleware Control

You can enable or disable Oracle SES and configure search settings using Fusion Middleware Control. 




	Log in to Fusion Middleware Control and navigate to the home page for your WebCenter Portal application. For more information, see Navigating to the Home Page for WebCenter Portal.
	From the WebCenter Portal menu, select Settings > Application Configuration.
	In the Search Crawlers section (Figure 15-11), optionally, specify how often WebCenter Portal content is crawled, then click Apply.By default, full crawls for the spaces crawler occur every seven days, but you can specify a different frequency. (Incremental crawls, for all three crawlers, are initiated by the schedule set in Oracle SES.) 

	Figure 15-11 Application Settings for WebCenter Portal Search
[image: Description of Figure 15-11 follows]








	On the same page, configure Search Settings parameters as required, and then click Apply.	Oracle Secure Enterprise Search Data Group: Specify the Oracle SES source group in which to search. If no value is provided, then everything in the Oracle SES instance is searched.


	Execution Timeout: Enter the maximum time that a service is allowed to execute a search (in ms).


	Executor Preparation Timeout: Enter the maximum time that a service is allowed to initialize a search (in ms).


	Results per Service - Saved Search Task Flows: Enter the number of search results displayed, per service, in a Saved Search task flow.


	Results per Service - Search Page: Enter the number of search results displayed, per service, for searches submitted from the main search page. Users can click Show All if they want to see all the results.




You do not need to restart the managed server on which the WebCenter Portal application is deployed.











15.5.2 Setting Up Oracle WebCenter Content Server for Oracle SES

This section describes how to configure Oracle WebCenter Content Server to be crawlable by Oracle SES (in particular, the Content Server that WebCenter Portal uses for storing documents).

The following steps must be done from within the Content Server. 

See Also:
Content Server online help for information on administering roles and users in Content Server



	Create a crawl user.

If you want users with the admin role to crawl, then use an admin user account as the crawl user.

If you want non-admin users to crawl, then follow these steps:

	Create the role sescrawlerrole. 


	Create the user sescrawler, and assign it the sescrawlerrole role. This user creates the Content Server source in Oracle SES.


	Add sceCrawlerRole=sescrawlerrole to config.cfg (located in MW_HOME/user_projects/domains/yourdomain/ucm/cs/config).

Alternatively, you can append the sceCrawlerRole=sescrawlerrole line in the WebCenter Content Server user interface (Administration - General Configuration - Additional Configuration Variables).





	Restart the Content Server. 


	In the Content Server console, install the SESCrawlerExport component on the content server, if not done: 

	Log on to the Content Server as a system administrator. For example: http://host:port/cs.


	From the Administration dropdown menu, select Admin Server (Figure 15-12).



Figure 15-12 Content Server Administration
[image: Description of Figure 15-12 follows]




	Click the button with the instance name.


	Click Component Manager from the menu list on the left pane (Figure 15-13). 



Figure 15-13 Content Server Component Manager
[image: Description of Figure 15-13 follows]




	Select SESCrawlerExport under Integration and click Update.


	Enter configuration parameters. (You can change configuration parameters after installation.) 

Disable security on authentication and authorization APIs provided by the SESCrawlerExport; that is, set Disable Secure APIs to false. This lets security provided by the SESCrawlerExport be done internally instead of by the content server.

Additionally, in clustered environments only, the feedLoc parameter must specify a location on the shared disk accessed by the nodes of the Content Server, and they each must reference it the same way; for example, sharedDrive/dir1/dir2. Note that this is not the default location (relative path) provided. 


	Restart the Content Server.





	Take a snapshot of the Content Server repository. 

	Log on to the Content Server as a system administrator. For example: http://host:port/cs.


	From the Administration dropdown menu, select SESCrawlerExport.


	Select All sources, and click Take Snapshot (Figure 15-14). 



Figure 15-14 Content Server Snapshot
[image: Description of Figure 15-14 follows]



It is important to take a snapshot before the first crawl or any subsequent full crawl of the source. 

The snapshot generates configFile.xml at the location specified during component installation, and feeds are created at the subdirectory with the source name under feedLoc.





	If your Content Server is configured to use web rendition, then you must configure the Content Server metatdata list to include the dFormat value, so that required MIME types are exported to Oracle SES. This is necessary to be able to narrow searches by MIME type. 

If the Content Server is configured for web rendition, then items in the Content Server are rendered in PDF format. The content item's native MIME type rendition is overwritten. For example, the MIME type of a Microsoft Office Word document is 'application/msword', but when the Content Server uses web rendition the MIME type becomes 'application/pdf'. A search query with the Mimetype parameter set to 'application/msword' does not return Word documents.

	Back on the SESCrawlerExport Administration page, click Configure SESCrawlerExport (Figure 15-15).



Figure 15-15 Content Server Snapshot
[image: Configure SESCrawlExport button highlighted]



	By default, the Metadata List field is blank (Figure 15-16). Optionally, add to this field any custom metadata values you require (beginning with x). For example, the following entry for Metadata List includes custom attributes:

xCollectionID,xWCTags, xRegionDefinition



Figure 15-16 Content Server Metadata List
[image: Description of Figure 15-16 follows]







	Configure Thumbnail Options for faceted search. 

	On the Administration tab, select Configure Thumbnail Options to enable document thumbnails in search results. 


	Leave the default settings as is, and click Update (Figure 15-17). 






Figure 15-17 Configure Thumbnail Options
[image: Description of Figure 15-17 follows]






See Also:
The Deployment Guide.pdf included with the product for detailed information on Content Server configuration










15.5.3 Setting Up Oracle WebCenter Portal Discussion Server for Oracle SES

This section describes how to configure the discussions server to be crawlable by Oracle SES (in particular, the discussions server that WebCenter Portal uses for storing discussions and announcements).

Note:
These steps are not required if you have a new installation of WebCenter Portal (with an Oracle database) and Oracle WebCenter Portal's Discussion Server. It is only required if you are using upgraded (patched) instances. 

You can find database schema details for the corresponding data sources from your Oracle WebLogic Server console.



To configure the discussions server:




	Run the Repository Creation Utility (RCU) to confirm that the discussions crawler WebCenter Portal component has been installed on the system. 
	For Oracle and Microsoft SQL Server databases, verify that the Oracle WebCenter Portal's Discussion Server back end has been configured properly by noting that the MyPrefix_DISCUSSIONS user is installed in RCU. Then verify that the discussions crawler has been configured properly by noting that the MyPrefix_DISCUSSIONS_CRAWLER user is installed in RCU. 
	If the discussions crawler component is not installed, then you must install it using RCU, selecting the same prefix that was used for the Oracle WebCenter Portal's Discussion Server component. Also, during the tablespace specification step in RCU, select Prefix_IAS_DISCUSSIONS as the default tablespace. This installs the user for Oracle SES. 






15.5.4 Setting Up Oracle SES to Search WebCenter Portal

The steps in this section must be performed in the Oracle SES administration tool. 

The following steps are required:




	Logging on to the Oracle SES Administration Tool
	Setting Up Oracle SES to Search Documents
	Setting Up Oracle SES to Search Discussions and Announcements
	Setting Up Oracle SES to Search Portals, Lists, People, and Page Metadata
	Configuring Oracle SES Facets and Sorting Attributes
	Additional Oracle SES Configuration


See Also:
Confirm that you have installed all required patches for Oracle SES. For the latest information on required patches, see Back-End Requirements for Search in Installing and Configuring Oracle
WebCenter Portal and the Release Notes.

For detailed information about Oracle SES configuration, see the Oracle SES documentation included with the product. (This is listed in the WebCenter Portal product area on the Oracle Fusion Middleware documentation library.) 








15.5.4.1 Logging on to the Oracle SES Administration Tool

Open the Oracle SES administration tool:




	Open a browser and enter the URL provided after the Oracle SES installation. (This has the form http://host:port/search/admin/index.jsp.) 
	Log on with the Oracle SES admin user name and the password specified during installation. 






15.5.4.2 Setting Up Oracle SES to Search Documents

To search WebCenter Portal documents using Oracle SES, you must first set up a Document Service Manager (with a Document Service Instance and a Document Service Pipeline), and then create a Content Server source. 

	Configure the Document Service Manager (one time for each Oracle SES instance). 

Note:
Document services are plug-ins involved in the processing of a document when it is being crawled. A document service allows WebCenter Portal to add indexable attributes for documents used in a WebCenter Portal application. 

Search attribute names must be unique; two attributes cannot have the same name. For example, if an attribute exists with a String data type, and another attribute is discovered by the crawler with the same name but a different data type, then the crawler ignores the second attribute. Before creating new attributes, make sure to check the list of Oracle SES attribute names and types in the Oracle SES documentation.



	On the Global Settings - Document Services page, click Create. 


	Select Create New Manager, click Next, and enter the following parameters (Figure 15-18):

	Manager Class Name: oracle.webcenter.search.crawl.ucm.ses.WcUcmDsManager


	Manager Jar File Name: search-crawl-ucm.jar 






Note:
The webcenter_doc_pipeline_plugin.zip file installs Oracle_Home/search/lib/plugins/doc/search-crawl-ucm.jar. 





Figure 15-18 Creating a Document Service Manager in Oracle SES
[image: Description of Figure 15-18 follows]




	Click Next, and then click Finish.


	Create the Document Service Instance. 

	On the Global Settings - Document Services page, click Create.


	Select Select From Available Managers with Secure Enterprise Search WebCenter UCM Plugin, and click Next (Figure 15-19)



Figure 15-19 Create Document Service
[image: Description of Figure 15-19 follows]




	Enter the following parameters:


	Option	Description
	Instance Name	Enter any name here to be used while creating the document pipeline.
	WebCenter Application Name	The unique name being used to identify this WebCenter Portal application in the back-end Content Server.
	Connection Name	The name of the primary Content Server connection that WebCenter Portal is using to store documents.
	WebCenter URL Prefix	The host and port where the WebCenter Portal application is deployed; for example: http://myhost:8888






Note:
Use Fusion Middleware Control or the listDocumentsSpacesProperties command to determine the application name and connection name, as described in Setting Up WebCenter Portal for Oracle SES.









	Create the Document Service Pipeline. This invokes the document service instance. 

	On the Global Settings - Document Services page, under the Document Services Pipelines section, click Create (Figure 15-20).








Figure 15-20 Creating the Document Service Pipeline
[image: Description of Figure 15-20 follows]




	On the Create Document Service Pipeline page, enter any custom name for this pipeline. 

The document service instance you created in the previous step should be listed under Available Services. Select that document service instance, and use the arrow button to move it under Used in pipeline.





	Create the Content Server source for documents.

See Also:
Configuring Search Crawlers Using WLST for an alternate way to create the Content Server source



	Go to Home > Sources. 


	From the Source Type dropdown list, select Oracle Content Server, and click Create (Figure 15-21).

Figure 15-21 Create Content Server Source
[image: Description of Figure 15-21 follows]




	Enter the following parameters:  (Figure 15-22).



Figure 15-22 Oracle WebCenter Content Server Source Parameters
[image: Description of Figure 15-22 follows]




	Parameter	Description
	Source Name	unique_name
	Configuration URL	Content_Server_SES_Crawler_Export_endpoint; for example, http://host:port/cs/idcplg?IdcService=SES_CRAWLER_DOWNLOAD_CONFIG&source=defaultNote: The source=default parameter denotes the name of the source created in the configuration of the SES Crawler Export. The default one is created automatically and called "default."


	Authentication Type		If authentication is by SSO, then enter NATIVE


	If the Content Server is protected by Oracle SSO, then enter ORASSO





	User ID	The user to crawl the Content Server must have the sceCrawlerRole role defined. The sceCrawlerRole is a configuration parameter in SESCrawlerExport. Typically, administrators create a special role, assign it no privileges to view content, then create a user account that has this role. 

If you do not set up a specific sceCrawlerRole, then admin credentials are required to crawl. The sysadmin user ID works by default.

If Authentication Type is ORASSO, then enter a user ID (and password) of a user in the identity management server fronted by Oracle SSO. This user must have been granted the same permissions as sysadmin. If it is not possible to grant those permissions, then delete the "remote" user corresponding to this user in the Content Server, and create a "local" version of the user (same name) in the Content Server.


	Password	Password for this Content Server user
	Realm		If Authentication Type is NATIVE, then enter Idc Security /cs/idcplg, where /cs/ is the context root you provided when you installing the Content Server.


	If Authentication Type is ORASSO, then leave this parameter blank.





	Oracle SSO Login URL		If Authentication Type is ORASSO, then specify a value for Oracle SSO. For example: https://login.oracle.com/mysso/signon.jsp?site2pstoretoken=


	If Authentication Type is NATIVE, then leave this field blank.





	Oracle SSO Action URL		If Authentication Type is ORASSO, then specify a value for Oracle SSO. For example: https://login.oracle.com/sso/auth


	If Authentication Type is NATIVE, then leave this field blank.





	Scratch Directory	Optional. Specify a directory on the system under which the Oracle SES instance resides. 









	Click Next.


	On the Create User-Defined Source: Step 2: Authorization page, enter the following parameters in the Authorization Manager section, if not entered by default:


	Parameter	Description
	Plug-in Class Name	oracle.search.plugin.security.auth.stellent.StellentAuthManager
	Jar File Name	oracleapplications/StellentCrawler.jar
	HTTP endpoint for authorization	 For example, http://host:port/cs/idcplg
	Display URL Prefix	For example, http://host:port/cs
	Authentication Type	NATIVE or ORASSO
	Administrator User	 The user to crawl the Content Server must have the sceCrawlerRole role defined. The sceCrawlerRole is a configuration parameter in SESCrawlerExport. Typically, administrators create a special role, assign it no privileges to view content, then create a user account that has this role.If you do not set up a specific sceCrawlerRole, then admin credentials are required to crawl. The sysadmin user ID works by default.If Authentication Type is ORASSO, then enter a user ID (and password) of a user in the identity management server fronted by Oracle SSO. This user must have been granted the same permissions as sysadmin. If it is not possible to grant those permissions, then delete the "remote" user corresponding to this user in the Content Server, and create a "local" version of the user (same name) in the Content Server.


	Administrator Password	 Password for crawl admin user
	Authorization User ID Format	Authentication attribute used in the active identity plug-in. To find this value, go to the Global Settings - Identity Management Setup page in Oracle SES. Enter the value of the Authentication Attribute under the Active Plug-in (for example, nickname or username or something else). If you are using the Oracle E-Business Suite R12 identity plug-in, then leave this parameter blank. 
	Realm		If Authentication Type is NATIVE, then enter Idc Security /cs/idcplg, where /cs/ is the context root you provided when you installing the Content Server.


	If Authentication Type is ORASSO, then leave this field blank.












	Click Create & Customize (or edit a created source) to see other source parameters. 


	On the Crawling Parameters tab, enter the following crawling parameter: Document Service Pipeline.


	Click Enable and select the pipeline you created.














15.5.4.3 Setting Up Oracle SES to Search Discussions and Announcements

To search WebCenter Portal discussions and announcements using Oracle SES, you must first set up several Oracle SES Database sources: three for discussions and one for announcements. The three discussions sources are for forums, topics in forums, and replies in forums. These separate sources enable users to see search results for forums without also seeing results for all the messages and replies in it.

For example, the discussions sources could have the following:




	source name GS_Forums and View of FORUMCRAWLER_VW


	source name of GS_Topics and View of THREADCRAWLER_VW


	source name of GS_Replies and View of MESSAGECRAWLER_VW




The announcements source could have the source name GS_Announcements and a View of ANNOUNCEMENTS_VW.

Note:
There are slightly different steps for Oracle and Microsoft SQL Server databases. 



	Configure the JDBC driver:

	To crawl a Microsoft SQL Server database, download the appropriate JDBC driver jar files into the ORACLE_HOME/search/lib/plugins/oracleapplications directory in Oracle SES. 

Note:
For Microsoft SQL Server, copy the Microsoft JDBC driver files sqljdbc.jar and sqljdbc4.jar.



If the JDBC drivers for JRE 1.5 and JRE 1.6 are different, (for example: sqljdbc.jar works for JRE 1.5 and sqljdbc4.jar works for JRE 1.6), then perform the following:

- Download both the driver jars into the ORACLE_HOME/search/lib/plugins/oracleapplications directory in Oracle SES.

- Add an entry for the JRE 1.6 version (sqljdbc4.jar for SQLServer) of the driver jar to the CLASSPATH element of ORACLE_HOME/search/config/searchctl.conf.

- Restart the middle tier.


	Update the drivers.properties file with the following information: DatabaseName:DriverClassName.


	Add the JRE 1.5 JDBC driver jar file name to the classpath in META-INF/MANIFEST.MF of appsjdbc.jar and DBCrawler.jar. 

For example, change:

Class-Path:  sqljdbc.jar rsscrawler.jar  ../../pluginmessages.jar


to

Class-Path:  sqljdbc.jar rsscrawler.jar  ../../pluginmessages.jar


and change:

Class-Path: appsjdbc.jar


to

Class-Path: appsjdbc.jar





For a key attribute that is not named KEY, change the JDBC driver information in the drivers.properties file to specify the key attribute name: database_name: driver_class_name, key_attribute_name

For example, for a key attribute named ID:

oracle : oracle.jdbc.driver.OracleDriver, ID


In the crawling query, use key_attribute_name as the alias for the key value column name. In this example, ID is the alias for KEYVAL:

SELECT keyval id, content, url, lastmodifieddate, lang FROM sales_only


Oracle and SQL Server databases: The following default drivers are used if none is specified in drivers.properties:

	Oracle: oracle.jdbc.driver.OracleDriver


	SQL Server: com.microsoft.sqlserver.jdbc.SQLServerDriver





	Create the discussions sources or the announcements source.

See Also:
Configuring Search Crawlers Using WLST for an alternative way to create these sources



	In Oracle SES, go to Home > Sources. 


	From the Source Type dropdown list, select Database, and click Create (Figure 15-23). 



Figure 15-23 Create Database Source
[image: Description of Figure 15-23 follows]




	Enter the following parameters:


	Parameter	Description
	Source Name	unique_name; for example, GS_Forums to crawl discussion forums (or GS_Announcements to crawl announcements)
	Database Connection String	Enter one of the following:

	 Oracle database:

 Enter one of the following:	jdbc:oracle:thin:@host:port:sid


	jdbc:oracle:thin@host:port/serviceId





	Microsoft SQL Server database: Enter jdbc:sqlserver://host_or_IP_address:port;database_name





	User ID	Enter one of the following:

	Oracle database: The user MyPrefix_DISCUSSIONS_CRAWLER created during Oracle WebCenter Portal's Discussions Server installation 


	Microsoft SQL Server database: The user MyPrefix_DISCUSSIONS_CRAWLER created during Oracle WebCenter Portal's Discussions Server installation





	Password	Password for this user
	Query	Enter one of the following queries: 

SELECT * FROM FORUMCRAWLER_VW
SELECT * FROM THREADCRAWLER_VW
SELECT * FROM MESSAGECRAWLER_VW
SELECT * FROM ANNOUNCECRAWLER_VW




	Use FORUMCRAWLER_VW for the source crawling discussion forums.


	Use THREADCRAWLER_VW for the source crawling topics in discussion forums.


	Use MESSAGECRAWLER_VW for the source crawling replies in discussion forums.


	Use ANNOUNCECRAWLER_VW for the source crawling announcements.





	URL Prefix	The URL prefix for the WebCenter Portal application, including host, port, and application name. For example, http://host:port/webcenter
	Grant Security Attributes	WCSECATTRNote: Previous releases of Content Server used FORUMID for Grant Security Attributes.









	Click Next.


	On the Create User-Defined Source : Step 2 : Authorization page, enter the following parameters (if not prepopulated) in the Authorization Manager section:


	Parameter	Description
	Plug-in Class Name	oracle.search.plugin.security.auth.db.DBAuthManager 
	Jar File Name	oracleapplications/DBCrawler.jar
	Authorization Database Connection String	Enter one of the following:

	Oracle database: Enter one of the following:

	jdbc:oracle:thin:@host:port:sid


	jdbc:oracle:thin@host:port/serviceId





	Microsoft SQL Server database: Enter jdbc:sqlserver://host_or_IP_address:port;database_name





	User ID	Enter one of the following:

	Oracle database: Enter the user MyPrefix_DISCUSSIONS_CRAWLER


	 Microsoft SQL Server database: Enter the user MyPrefix_DISCUSSIONS_CRAWLER





	Password	Password for this user
	Single Record Query	false
	Authorization Query	Enter the following (on one line):

SELECT DISTINCT forumID as WCSECATTR 
FROM AUTHCRAWLER_FORUM_VW 
WHERE username = LOWER(?) UNION SELECT DISTINCT -1 as WCSECATTR
FROM AUTHCRAWLER_FORUM_VW



SELECT DISTINCT forumID as WCSECATTR  FROM AUTHCRAWLER_FORUM_VW  WHERE username = LOWER(?) UNION SELECT DISTINCT -1 as WCSECATTR FROM AUTHCRAWLER_FORUM_VWNote: Previous releases of Content Server used the following authorization query:

SELECT forumID 
FROM AUTHCRAWLER_FORUM_VW 
WHERE (username = ? or userID=-1) 
UNION SELECT f.forumID 
FROM jiveForum f, AUTHCRAWLER_CATEGORY_VW c 
WHERE f.categoryID = c.categoryID AND (c.username =  ? or userID=-1) 


	Authorization User ID Format	Authentication attribute used in the active identity plug-in. To find this value, go to the Global Settings - Identity Management Setup page in Oracle SES. Enter the value of the Authentication Attribute under the Active Plug-in (for example, nickname or username or something else). 

If you are using the Oracle E-Business Suite R12 identity plug-in, then leave the this parameter blank. 









	Click Create to complete the source creation.














15.5.4.4 Setting Up Oracle SES to Search Portals, Lists, People, and Page Metadata

This section describes how to create the Oracle WebCenter source. 

See Also:
Configuring Search Crawlers Using WLST for an alternative way to create the Oracle WebCenter source






	Go to the Home > Sources page.
	From the Source Type dropdown list, select the Oracle WebCenter source type, and click Create (Figure 15-24).

Figure 15-24 Create Oracle WebCenter Source
[image: Description of Figure 15-24 follows]





	Enter the following source parameters  (Figure 15-25):Note:
If WebCenter Portal is fronted with an Oracle HTTP Server, then the Configuration URL used in this step requires the following in mod_wl_ohs.conf file. 

In a non-clustered environment:

<Location /rsscrawl>
SetHandler weblogic-handler
WebLogicHost host_name
WeblogicPort port
</Location>
 
<Location /sesUserAuth>
SetHandler weblogic-handler
WebLogicHost host_name
WeblogicPort port
</Location>


In a clustered environment:

<Location /rsscrawl>
WebLogicCluster host_name1:port,host_name2:port
SetHandler weblogic-handler
</Location>
 
<Location /sesUserAuth>
WebLogicCluster host_name1:port,host_name2:port
SetHandler weblogic-handler
</Location>


where host_name1 and host_name2 are the cluster nodes, and port is the listening port number of the managed server on which the WebCenter Portal application is deployed.



See Also:
Installing and Configuring OAM 11g for detailed information about using WebCenter Portal with Oracle Access Manager



Source Name: unique_name

Configuration URL: host:port_of_WebCenterPortal/rsscrawl; for example, http://myhost:8888/rsscrawl

Authentication Type: BASIC

User ID: Crawl admin user you registered in Oracle SES – Configuration; for example, mycrawladmin

Password: Password for the crawl admin user

Realm: jazn.com

Oracle SSO Login URL: Leave this field blank.

Oracle SSO Action URL: Leave this field blank.

Scratch Directory: Optional. Specify a directory on the system under which the Oracle SES instance resides.

Maximum Number of connection attempts: Maximum number of connection attempts to access data feed or upload status feed.

Figure 15-25 Oracle WebCenter Source Parameters
[image: Description of Figure 15-25 follows]





	Click Next. 
	On the Create User-Defined Source: Step 2: Authorization page, the Plug-in Class Name and Authorization Endpoint are prepopulated on the page. The Plug-in Class name should be oracle.webcenter.search.auth.plugin.WebCenterAuthManager.Enter the following plug-in parameters:

Jar File Name: webcenter/search-auth-plugin.jar (Note: This must be changed from the default value.)

Realm: jazn.com

User ID: Crawl admin user you registered Oracle SES – Configuration; for example, mycrawladmin

Password: Password for the crawl admin user

Authorization User ID Format: Authentication attribute used in the active identity plug-in. To find this value, go to the Global Settings - Identity Management Setup page in Oracle SES. Enter the value of the Authentication Attribute under the Active Plug-in (for example, nickname or username or something else). If you are using the Oracle E-Business Suite R12 identity plug-in, then leave this parameter blank. 



	Click Create to complete the source creation.






15.5.4.5 Excluding Components from the Spaces Crawler

The spaces crawler collects data for searching the following components:




	oracle.webcenter.peopleconnections.profile (people)


	oracle.webcenter.community (portals)


	oracle.webcenter.page (page metadata)


	oracle.webcenter.list (lists)




Use the URL parameter ?excludedServiceIds to disable search for any of these components. That is, in the Oracle SES administration tool, on the Home - Sources page for the Oracle WebCenter source, the ?excludedServiceIds in the Configuration URL parameter should equal to the comma-delimited list of service IDs to exclude.

Example: Disable Crawling of People Connections Profiles

http://host:port/rsscrawl?excludedServiceIds=oracle.webcenter.peopleconnections.profile


Example: Disable Crawling of Page Metadata

http://host:port/rsscrawl?excludedServiceIds=oracle.webcenter.page


Example: Disable Crawling of Profiles and Page Metadata

http://host:port/rsscrawl?excludedServiceIds=oracle.webcenter.peopleconnections.profile,oracle.webcenter.page








15.5.4.6 Additional Oracle SES Configuration

This section describes the required steps in the Oracle SES administration tool.

	Create a source group that includes the names of the Content Server, Discussions, Announcements, and WebCenter Portal sources you created. 

	Go to the Search - Source Groups page, and click Create. 


	Enter the same source group name entered in Setting Up WebCenter Portal for Oracle SES. 


	From the Select Source Type dropdown list, select each source type (Database, Oracle WebCenter Content Server, Oracle WebCenter), and then from the Available Sources listed for each source type, move the source you created for that source type into the Assigned Sources list.


	Click Finish. 





	Optionally configure the security filter lifespan. This refreshes the authorization policies for users in the system. It is best to have a short lifespan when user policies change frequently. (This chapter uses Oracle Internet Directory identity plug-in as the example.) 

For example, on the Global Settings - Query Configuration page, under Secure Search Configuration, enter 0 for Security Filter Lifespan (minutes). 

Valid values for the security filter lifespan are between 0 minutes (no cache) and 526500 minutes (cache for one year). 


	To index everything, you must force a full crawl for each source; that is, you must change the existing incremental crawl schedule for each source to first process ALL documents. 

This step is very important, in that searching does not work unless the content is first indexed completely.

Note:
You can set the schedule for the spaces crawler with the fullCrawlIntervalInHours parameter in WLST or the Full Crawl Interval parameter in Fusion Middleware Control. 



Go to the Home - Schedules page, select the source schedule, and click Edit to force a full crawl. 

After each source has been crawled, go back to the same page and change the crawl policy back to incremental (index documents that have changed since the previous crawl). Also, in the Frequency section of the page, select a non-manual type for running incremental crawl (for example, weekly or daily).

Note:
Before the first crawl of the Content Server, remember to go to the Content Server Administration page, select SES Crawler Export, and take a snapshot. For more information, see Setting Up Oracle WebCenter Content Server for Oracle SES.













15.5.4.7 Configuring Oracle SES Facets and Sorting Attributes

Facets are Oracle SES objects that let users refine searches by navigating indexed data without running a new search. You must first define facets (using the provided files) in Oracle SES. Facets defined in Oracle SES are picked up in WebCenter Portal though the Tools and Services - Search administration page.

WebCenter Portal provides the following input files to the Oracle SES Admin API command line interface:




	facet.xml: This configures facets in Oracle SES.


	searchAttrSortable.xml: This defines attributes for absolute sort.




Locate these files in oracle.webcenter.framework/ses/webcenter_portal_ses_admin.zip. Unzip this file, and follow the instructions in the readme.txt file. 

Running these two files from Oracle SES creates the following facets: 

	Author


	Last Modified Date


	Mimetype


	Tags


	Scope GUID (This appears as the Portal facet. This value is converted to the portal display name in the search results page.)


	Service ID (This facet does not appear in the user interface. All enabled tools and services display in the search results page.)




Note:
The facet.xml and searchAttrSortable.xml scripts are mandatory. Creating facets in Oracle SES alone is not sufficient for search in WebCenter Portal. 

Additionally, the Scope GUID and the Service ID facets are mandatory. Facet names are case-sensitive. You must have these exact facet names. 



After you run these files, you can view facets in the Oracle SES administration tool on the Global Settings - Facets page (Figure 15-26). 

Figure 15-26 Oracle SES Facets
[image: Description of Figure 15-26 follows]



	To create a new facet, on the Global Settings - Facets page, click Create.


	 Enter a name for the facet and the search attribute from which the facet value should be generated.

For String facet types, you must also enter the path delimiter. This is a single character used for demarcation for displaying the facet tree hierarchy for the selected facet tree node on the query page, for example, "tools/power tool/drills", where "/" is the path delimiter. You can set it to blank if the facet tree is one-level deep; that is, its nodes do not have child nodes.


	Click Create and Customize to create a facet and configure its nodes on the Edit Facet page. 

You can configure facet nodes for a facet of Date type or Number type. For example, for the Last Modified Date facet, you can create nodes like Last Year, Last Month, Today, Between two specific days, and so on. The Node Configuration tab displays a facet hierarchy in tree format as well as in XML format, where you can add, edit, and delete child nodes for the selected facet node. Note:
Do not modify or delete the Scope GUID or Service ID facets.






	After editing the facet nodes, click Apply to save the changes. 




Changes you make in Oracle SES are picked up in WebCenter Portal when the Portal Manager goes to the Tools and Services - Search administration page. WebCenter Portal does not detect changes to facets until this Search administration page is opened. WebCenter Portal remembers the facets selected for use by each portal. 










15.5.5 Configuring Oracle SES Version Using WLST

You must run the setSESVersion WLST command to obtain and store version information for the Oracle SES instance associated with your default connection. This command enables faceted search and the Tools and Services - Search administration page, which is necessary for customizing search settings with Oracle SES 11.2.2.2. To confirm that the Oracle SES version is set correctly, run the listSESVersion WLST command.

Example 15-1 shows these commands. For full command syntax and examples, see setSESVersion and listSESVersion in WLST Command Reference for WebLogic Server.




Example 15-1 Enable Facet Query and the Tools and Services Search Admin Page
setSESVersion(appName='webcenter',
 sesUrl='http://myhost.com:5720/search/api/admin/AdminService',
 sesSchema='searchsys', sesPassword='password'
 listSESVersion(appName='webcenter',
 sesUrl='http://myhost.com:5720/search/api/admin/AdminService')








15.5.6 Configuring Search Crawlers Using WLST

You can use WLST commands to create crawlers and to start, stop and delete crawler schedules. These commands let you crawl new data in Oracle SES or delete old crawlers if the configuration data changes. 

The following examples show some of these commands. For more information, see createSpacesCrawler in WebCenter WLST Command Reference.



Example: Create a Spaces Crawler in WLST

createSpacesCrawler(  
appName='webcenter', host='myWebcenterHost', port='myWebcenterPort', 
sesUrl='http://mySEShost.com:7777/search/api/admin/AdminService', 
sesPassword='mySESAdminPassword', crawlUser='webcenter-crawl-user',
crawlPassword='webcenter-crawl-user-pw', scratchDir='/tmp',
authUserIdFormat='authentication-id-format', crawlingMode='ACCEPT_ALL', 
recrawlPolicy='PROCESS_ALL', freqType='MANUAL', startHour=1, 
hoursBetweenLaunches=1, startDayOfWeek='MONDAY', startDayOfMonth=1,
daysBetweenLaunches=1, weeksBetweenLaunches=1, monthsBetweenLaunches=1, 
sesSchema='eqsys')


Example: Create a Documents Crawler in WLST

createDocumentsCrawler(   
appName='webcenter', host='myWebcenterHost', port='myWebcenterPort', 
sesUrl='http://mySEShost.com:7777/search/api/admin/AdminService',
sesPassword='mySESAdminPassword',
configUrl='http://myContentServerHost:myContentServerPort/cs/idcplg?IdcService=SES_CRAWLER_DOWNLOAD_CONFIG&source=default',
user='ContentServer_crawl_user', password='ContentServerCrawlPassword',
scratchDir='/tmp', httpEndpoint='http://myContentServerHost:myContentServerPort/cs/idcplg',
displayUrl='http://myContentServerHost:myContentServerPort/cs', realm='Idc Security /cs/idcplg',
authUserIdFormat='authentication-id-format', pipelineName='Document-pipeline', 
crawlingMode='ACCEPT_ALL', recrawlPolicy='PROCESS_CHANGED', freqType='MANUAL',
startHour=1, hoursBetweenLaunches=1, startDayOfWeek='MONDAY', startDayOfMonth=1,
daysBetweenLaunches=1, weeksBetweenLaunches=1, monthsBetweenLaunches=1,  
sesSchema='eqsys')


Example: Create a Discussions Crawler in WLST

createDiscussionsCrawler( 
appName='webcenter', host='myWebcenterHost', port='myWebcenterPort', 
sesUrl='http://mySEShost.com:7777/search/api/admin/AdminService',
sesPassword='mySESAdminPassword',  
dbConnString='jdbc:oracle:thin:@database-host:database-port:database-sid', 
user='Jive-crawler-schema', password='Jive-crawler-schema-pw',
authUserIdFormat='authentication-id-format', crawlingMode='ACCEPT_ALL',
recrawlPolicy='PROCESS_ALL', freqType='MANUAL', startHour=1,
hoursBetweenLaunches=1, startDayOfWeek='MONDAY', startDayOfMonth=1,
daysBetweenLaunches=1, weeksBetweenLaunches=1, monthsBetweenLaunches=1, 
sesSchema='eqsys')

Note:


	For authentication-id-format, use 'nickname' if the Identity Management plug-in on Oracle SES is set to Oracle Internet Directory; otherwise, use the value of the Authentication Attribute parameter on the Identity Management plug-in on Oracle SES.


	For database-host, use Oracle WebCenter Portal's Discussion Server database host name


	For Jive-crawler-schema, use the Discussions server crawler schema name. Determine the prefix from RCU, and use rcu-prefix_DISCUSSION_CRAWLER.


	For sesSchema, the default value is searchsys, which is the default admin user name for Oracle SES 11.2.2.2; however, a different name may have been specified during installation. 


	To effect WLST changes, you must restart the managed server on which the application is deployed (by default, WC_Portal). For more information, see Starting and Stopping Managed Servers Using Scripts in Administering Oracle Fusion
Middleware.















15.6 Managing Search in WebCenter Portal Administration



System administrators can use the WebCenter Portal Administration Search page to configure search for the Home portal or all portals. Portal managers can reset the search settings for the portals that they manage.


	Open WebCenter Portal Administration pages (see Accessing the Settings Pages in WebCenter Portal Administration).
	Click Tools and Services, and then select Search.The Search settings page opens (Figure 15-27).Figure 15-27 WebCenter Portal Administration: Search Configuration

[image: Administration search settings screen]





	Make sure that Use new search task flow with facet support (selected by default) is selected to use Oracle Secure Enterprise Search 11.2.2 with facet support.If you deselect this check box, you are using the Search - Non-Faceted Search task flow (which uses refiners instead of facets). If you do this, then the next time this page is accessed, the remaining settings on this page are grayed-out, and you must configure search settings with Search - Non-Faceted Search task flow parameters. 

Note:
Portal managers can set up faceted or non-faceted search for their portals, irrespective of the setting configured at the application-level.

For best performance and scalability, as well as facet support and easier configuration, configure the application to use Oracle SES release 11.2.2.2 or later with the new Search - Faceted Search task flow. However, upgraded instances may choose to remain with the old Search - Non-Faceted Search task flow to retain certain functionality. 

Oracle SES 11.1.2 is available, but no longer supported in this current release.



See Also:
If you have upgraded from earlier WebCenter Portal/Oracle SES instances and you select to use the new search task flow with facet support, then previous search user preferences are overridden by the settings on the Search administration page. To retain your previous customizations, you must reset those customizations on the Search administration page.  





	Select the types of results to display to users by selecting the Enable filtering dropdown checkbox.If the Enable filtering dropdown checkbox is selected, users can search for the specific services selected in the Included column instead of searching for Everything. For more information about configuring filtering, see Configuring the Filtering Dropdown In Faceted Search in Building Portals with Oracle
WebCenter Portal.Note:
Portal managers can configure the filtering dropdown differently for the portals that they manage. 



	Set the Search scope to include search results for the Home portal only or all portals, including the Home portal. 
	Select which facets to display with search results (see Configuring Facets in Building Portals with Oracle
WebCenter Portal).You must first configure facets (including the required Scope GUID and ServiceID facets) in Oracle SES. The system administrator creates, modifies, and removes facets in Oracle SES. (WebCenter Portal does not detect changes to facets until this Search administration page is opened.). For more information, see Setting Up Oracle SES to Search Portals, Lists, People, and Page Metadata.Note:
The search results page shows facet names following the translation specified on the Global Settings - Translate Facet Names page in the Oracle SES administration tool. The facet name is the translated name in the user locale. However, the WebCenter Portal Search administration page shows the base facet names (that is, the non-translated names). An exception is the Portal facet name, which follows the translation specified in WebCenter Portal instead of Oracle SES.







	In the Custom Attributes section, select which custom search attributes should appear in search results and the order in which they appear by moving the attributes to the Included section.For more information about configuring custom (as opposed to standard) attributes, see Enriching Search Results Using Custom Attributes in Building Portals with Oracle
WebCenter Portal.

	Click Apply to save your settings.







Part II Getting Started 

This part of Administering Oracle WebCenter
Portal provides checklists to help you get started with Oracle WebCenter Portal administration.

	Getting Started Administering WebCenter Portal


	Starting Enterprise Manager Fusion Middleware Control


	Starting and Stopping Managed Servers and Applications for Oracle WebCenter Portal







Part IV Monitoring 

This part of Administering Oracle WebCenter
Portal provides information about monitoring WebCenter Portal and Portal Framework applications using Oracle Enterprise Manager Fusion Middleware Console.

	Monitoring Oracle WebCenter Portal Performance


	Managing Oracle WebCenter Portal Logs


	Managing Oracle WebCenter Portal Audit Logs







38 Exploring the Portals Page in WebCenter Portal Administration

This chapter describes how to manage portals on the Portals page in WebCenter Portal Administration.


This chapter includes the following topics:

	About the Portals Page in WebCenter Portal Administration


	Accessing the Portals Page in WebCenter Portal Administration


	Sorting the Portals Listing


	Creating a Portal


	Exporting and Importing a Portal


	Viewing Information About Any Portal


	Sharing the Link to a Portal


	Closing Any Portal


	Reactivating Any Portal


	Taking Any Portal Offline


	Bringing Any Portal Back Online


	Deleting a Portal




Permissions
To perform the tasks in this chapter on any portal, you must have the WebCenter Portal Administrator role or a custom role that grants the following permission:

	Portals: Manage Security and Configuration




If you are a portal manager (or have the Administration: Manage Security and Configuration or Administration: Manage Configuration permission in a portal), you can perform these tasks on that portal alone, as described in Administering a Portal in Building Portals with Oracle
WebCenter Portal.

For more information about permissions, see About Application Roles and Permissions.





38.1 About the Portals Page in WebCenter Portal Administration 

The Portals page in WebCenter Portal Administration (Figure 38-1) provides access to editing and administering all portals in WebCenter Portal, including exporting and importing portals.

If granted appropriate permissions, users can use this page to edit or administer portals. However, this chapter is addressed to a system administrator, who can perform administrative actions on all portals. Managing individuals portals that you create or have permissions to manage is covered in Administering a Portal in Building Portals with Oracle
WebCenter Portal.

Figure 38-1 WebCenter Portal Administration - Portals Page
[image: Description of Figure 38-1 follows]







38.2 Accessing the Portals Page in WebCenter Portal Administration

To manage all portals in WebCenter Portal:




	Open the Portals page in WebCenter Portal Administration in either of the following ways:	From the Portals menu, select Administration, then click Portals.


	In the portal browser, click the Administration tile (Figure 38-2), then click Portals.

Figure 38-2 WebCenter Portal Administration Access
[image: Description of Figure 38-2 follows]




	Enter the following URL in your browser to navigate directly to the Portals page:

http://host:port/webcenter/portal/admin/portals

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.






The Portals page displays (Figure 38-3).

Figure 38-3 WebCenter Portal Administration - Portals Page
[image: Description of Figure 38-3 follows]





	On the Portals administration page, in the left pane, select:	All Portals to show all portals that are available to you, both public and private. 

Note:
Hidden portals can be seen on this page by users with the Portal Server: Manage Configuration or Portals: Manage Security and Configurationpermission, such as a system administrator. While these users can manage the portal (change settings and membership), they cannot see the portal pages and content unless they are a portal member.


	Managed to display portals for which you have portal manager privileges. 


	Joined to display portals of which you are a member.


	Public to display portals accessible by anyone with the portal URL.


	Discoverable to display portals that can be found in search results.












38.3 Sorting the Portals Listing

To sort the list of portals on the Portals page:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), click the Sort By selection list (Figure 38-4). Note:
When All Portals is selected in the left selection pane, you can sort by only Display Name and Last Accessed.



Figure 38-4 Sorting the Portals Listing
[image: Description of Figure 38-4 follows]





	Choose a display order for the portals on the page:	 Created Date to order from most to least recently created.


	Display Name to order alphabetically by external display name, as specified by its Title value in the portal administration.


	Last Accessed to order from most to least recently viewed, whether or not it was updated.


	Last Updated to order from most to least recently updated.


	Member Count to order by greatest to least number of portal members.


	Portal Name to order alphabetically by internal name of the portal, as specified by its Name value in the portal administration. The internal name is not visible on the Portals page.












38.4 Creating a Portal

To create a new portal:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), click Create Portal in the left pane (Figure 38-5). Figure 38-5 Creating a New Portal
[image: Description of Figure 38-5 follows]



The Select a Portal Template page appears. 

For information about creating a portal, see Creating and Building a New Portal in Building Portals with Oracle
WebCenter Portal.









38.5 Exporting and Importing a Portal

With Portals: Manage Security and Configuration permission, you can export and importportals. For more information, see:




	Exporting Online Portals to an Archive Using WebCenter Portal Administration


	Importing a Portal from an Archive Using WebCenter Portal Administration




See also Troubleshooting Individual Portal and Portal Template Import and Export.








38.6 Viewing Information About Any Portal

On the Portals administration page, you can quickly see whether portals are active, online, offline, how recently a portal was accessed, and membership counts. 

To view information about a portal:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select a portal by highlighting its row in the table. 
	From the Actions menu, select About Portal (Figure 38-6).Figure 38-6 Viewing Information About a Portal
[image: Description of Figure 38-6 follows]





	Explore the information in the About Portal dialog (Figure 38-7):Figure 38-7 About Portal Dialog
[image: Description of Figure 38-7 follows]



	Name: Internal name of the portal displayed in the portal URL.


	Display Name: Display name of the portal. This name displays at the top of the portal and other places where portals are available for selection, such as the Portals page.


	Internal ID: ID of the portal, which other applications may use to reference this portal.


	Description: A description of the portal, specified when creating the portal or in the portal administration settings.


	Created By: User name of the portal creator.


	Date Created: Date and time that the portal was created.


	Direct URL: URL that provides direct access to the portal. 












38.7 Sharing the Link to a Portal

If you want to share a portal with others, you can publish a link to the portal that will appear in activity streams of other users. With appropriate permissions, users can directly access a portal by clicking the link that specifies the portal display name. 

To publish the direct link to a portal:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select the required portal by highlighting its row in the table. 
	From the Actions menu, select Share Link (Figure 38-8).Figure 38-8 Sharing a Link to a Portal
[image: Description of Figure 38-8 follows]





	In the Share dialog (Figure 38-9), optionally enter a comment to appear with the link.Figure 38-9 Share Dialog for a Portal
[image: Description of Figure 38-9 follows]





	In the Share with list, select who you want to share the link with:	Everyone to share the link with all members of the current portal in their activity streams. This is useful to notify members of updates to the portal.


	Portals to open the Select a Portal dialog, where you can select a portal to share the link in the activity streams of all members of the selected portal. This is useful for sharing information with members of other portals who may be interested in your portal.






	Click Publish.






38.8 Closing Any Portal

By default, a portal is active. You can close a portal that is no longer being actively used. Closing a portal archives its content. When you close a portal, it is removed from everyone's Portals menu and displays on the Portals page in the Home portal only when a user selects Closed from the Show list. The content of a closed portal remains accessible and searchable to those who still want to reference it and portal members can continue working in the portal either by displaying closed portals, or by pretty URL (http://host:port/webcenter/portal/portalName).

When a portal is closed, any activities performed in the portal are no longer reflected in the Activity Stream in the Home portal. Only the Home page of the closed portal shows activity in the portal. 

If you want to close down a portal temporarily, take the portal offline instead. See Taking Any Portal Offline.

To close a portal:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select the required portal by highlighting the row in the table.Press Ctrl+click to select more than one portal.



	From the Actions menu, select Close (Figure 38-10).Figure 38-10 Closing a Portal
[image: Description of Figure 38-10 follows]





	Confirm the action by clicking OK.Notice that the Active status changes to Closed (see Figure 38-11).

Figure 38-11 Closed Portal Status
[image: Description of Figure 38-11 follows]











38.9 Reactivating Any Portal

You may close a portal if it is no longer being used (see Closing Any Portal). If you want to reopen a portal, you can reactivate it.

To reactivate a portal:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select the required portal by highlighting the row in the table. Press Ctrl+click to select more than one portal.



	From the Actions menu, select Activate (Figure 38-12).Figure 38-12 Activating a Portal
[image: Description of Figure 38-12 follows]





	Confirm the action by clicking OK.Notice that the Closed status changes to Active.









38.10 Taking Any Portal Offline

By default, a portal is online. You can take a portal temporarily offline for maintenance. For example, if you notice inappropriate content, you can take a portal offline to modify its content, then bring it back online. With Portals: Manage Security and Configuration permission, you can access a portal that is offline, or bring it back online. Without this permission, users see the Portal Unavailable page (see Customizing System Pages).

To permanently close down a portal that is not being used any more, see Closing Any Portal.

To take a portal offline:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select the portal you require by highlighting the row in the table.Press Ctrl+click to select more than one portal.



	From the Actions menu, select Take Offline (Figure 38-13). Figure 38-13 Taking a Portal Offline
[image: Description of Figure 38-13 follows]





	Confirm the action by clicking OK.Notice that the Online status changes to Offline (see Figure 38-14).

Figure 38-14 Offline Portal Status
[image: Description of Figure 38-14 follows]











38.11 Bringing Any Portal Back Online

To bring any portal back online:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select the required portal by highlighting the row in the table.Press Ctrl+click to select more than one portal.



	From the Actions menu, select Bring Online (Figure 38-15).Figure 38-15 Bringing a Portal Online
[image: Description of Figure 38-15 follows]





	Confirm the action by clicking OK.Notice that the Offline status changes back to Online.









38.12 Deleting a Portal

When a portal has been closed or inactive for some time, you may want to remove it permanently from WebCenter Portal. Deleting a portal is permanent; it cannot be restored after it is deleted.

When you delete a portal:




	All pages associated with the portal are deleted.


	Links, lists, notes, tags, and events associated with the portal are deleted.


	Portal roles and membership details are deleted.


	Content managed by discussions and announcements is deleted, when it is stored in the default forum or category created by the portal. Content managed by nondefault forums or categories is not deleted (for details, see Modifying Discussion Forum Settings for a Portal in Building Portals with Oracle
WebCenter Portal).


	The portal mail distribution list that is automatically created by the Oracle WebCenter Portal is deleted. However, distribution lists that are customized by the portal manager are not deleted (for details, see Configuring the Mail Distribution List for a Portal in Building Portals with Oracle
WebCenter Portal.


	Content managed by external services, such as content repositories and mail, is removed.




You cannot delete a portal while the portal manager is editing portal settings, but there are no other restrictions.

To delete a portal:




	On the Portals administration page (see Accessing the Portals Page in WebCenter Portal Administration), select the portal to delete by highlighting the row in the table.Press Ctrl+click to select more than one portal.



	From the Actions menu, select Delete (Figure 38-16).Figure 38-16 Deleting a Portal
[image: Description of Figure 38-16 follows]





	Click Delete to confirm that you want to delete the portal(s).


If the delete process fails for any reason, the portal is not removed from the Portals page; this sometimes happens when a back-end server cannot be contacted. If you click Delete again, the portal is removed.









A Oracle WebCenter Portal Configuration

This chapter describes the two main configuration files for WebCenter Portal, adf-config.xml and connections.xml. This appendix describes both these files, how to locate them, and also when to configure these files and which tools to use.


Other configuration files, such as web.xml and webcenter-config.xml are described here too. See also Oracle WebCenter Portal Configuration Considerations.

This appendix includes the following topics:

	Configuration Files


	Cluster Configuration


	Configuration Tools


	Modifying the File Upload Size in Content Manager




See Troubleshooting Oracle WebCenter Portal Configuration Issues.



A.1 Configuration Files

adf-config.xml, connections.xml, and web.xml are used to configure WebCenter Portal and its back-end services. The webcenter-config.xml configuration file, which is specific to the out-of-the-box application WebCenter Portal, is used to configure application-wide settings. 

This section describes how applications use each file and the location of these files post deployment. This section includes the following subsections:

	adf-config.xml and connections.xml


	web.xml


	webcenter-config.xml






A.1.1 adf-config.xml and connections.xml

adf-config.xml and connections.xml both store design time configuration information, such as the discussions server, mail server, or content server that is used by the application in the development environment: 

	adf-config.xml - Stores application-level settings, such as which discussions server or mail server the application is currently using. 


	connections.xml - Stores connection details for WebCenter Portal services.

See Developing Fusion Web Applications
with Oracle Application Development Framework. 




After you deploy WebCenter Portal to a production environment, Oracle recommends that you use Fusion Middleware
Control or WebLogic Scripting Tool (WLST) commands to reconfigure properties in these files. For example, you may want to modify connection details to point to production server instances. See Configuration Tools.

The main advantage of using Fusion Middleware
Control and WLST commands is that any configuration changes that you make, post deployment, are stored as customizations in the application's Oracle Metadata Services (MDS) repository. MDS uses the original deployed versions of adf-config.xml and connections.xml as base documents and stores all subsequent customizations separately into MDS using a single customization layer. If the application is redeployed in the future, all previous configuration changes are retained.

When WebCenter Portal starts up, application customizations stored in MDS are applied to the appropriate base documents and the application uses the merged documents (base documents with customizations) as the final set of configuration properties. 

This section includes the following subsections:

	Reviewing Post Deployment Customizations in MDS


	Exporting Configuration Files with MDS Customizations


	Handling Configuration Conflicts


	Deleting MDS Customizations for adf-config.xml or connections.xml




For more information on MDS customizations, see Understanding the MDS Repository in Administering Oracle Fusion
Middleware.






A.1.1.1 Reviewing Post Deployment Customizations in MDS

Post deployment, always use Fusion Middleware
Control or WLST commands to review the latest configuration or make configuration changes. In Fusion Middleware
Control you will mostly use WebCenter Portal-specific configuration screens but a useful Systems MBean Browser is also available for reviewing configuration settings. These tools always show you the current configuration so, typically, there is no need for you to examine or change the content of base documents or MDS customization data for files such as adf-config.xml and connections.xml.

At times it might be useful to 'see' the information in MDS. If for any reason you must extract or examine configuration file customizations that are stored in MDS, use the WLST command exportMetadata. 

Note:
For detailed syntax and examples,  see exportMetadata in WLST Command Reference for Infrastructure
Components.



For example, to determine MDS customizations for connections.xml in WebCenter Portal, which has the application name webcenter and is deployed to the WC_Portal managed server, the file name and location is always /META-INF/mdssys/cust/adfshare/adfshare/connections.xml.xml, you might specify: 

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/connections.xml.xml')


And similarly, to determine MDS customizations for adf-config.xml: 

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/adf-config.xml.xml')


You choose where to save file customizations by specifying toLocation. If, for example, toLocation is set to /tmp/mydata, then the requested file is saved to /tmp/mydata/META-INF/mdssys/cust/adfshare/adfshare.

If no customizations exist for the requested file, then nothing is saved to the specified location—previously extracted customizations at the same location are not overwritten.








A.1.1.2 Exporting Configuration Files with MDS Customizations

You can use the System MBean Browser to obtain "current versions" of configuration files such as adf-config.xml or connections.xml, that is, a version of the file that includes the base document merged with MDS customizations.

To export adf-config.xml or connections.xml with MDS customizations from the System MBean Browser:




	Log on to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	From the WebCenter Portal menu, select System MBean Browser. 
	Expand Application Defined MBeans.
	Navigate to the MBean associated with the file you want to export. For example, navigate to MBeans for adf-config.xml or connections.xml as follows:

	adf-config.xml - oracle.adf.share.config > Server: WC_Portal> Application: webcenter> ADFConfig> ADFConfig 


	connections.xml - Click oracle.adf.share.connections > Server: WC_Portal> Application: webcenter> ADFConnections> ADFConnections 






	Click the Operations tab.
	Click Export.Alternatively, click ExportToDisk and then specify a sever location for the XML file.



	Click Invoke.If you selected the Export operation, the content of the XML file displays on the screen (Figure A-1).

Figure A-1 Exporting Configuration Files with MDS Customizations
[image: Description of Figure A-1 follows]











A.1.1.3 Handling Configuration Conflicts

MDS customizations use references to elements in the base document to call out which elements must be inserted/deleted/replaced, and at what location. If an element is inadvertently removed from a future redeployment and MDS contains a reference to that element, then the WebCenter Portal application's configuration appears corrupt.

You are unlikely to face this problem but should a previously deployed application appear corrupt after making changes to adf-config.xml or connections.xml you have the following options:




	Remove the MDS customization causing conflict manually:

	Extract MDS customization information for adf-config.xml or connections.xml.

For example, for WebCenter Portal specify:

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/adf-config.xml.xml')

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/connections.xml.xml')



	Remove the customization instruction that is causing conflict from the document.


	Import the modified document back in to MDS.

For example, for WebCenter Portal specify:

importMetadata(application='webcenter', server='WC_Portal',
 fromLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/connections.xml.xml')

importMetadata(application='webcenter', server='WC_Portal',
 fromLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/adf-config.xml.xml')



	Restart the managed server.





	Delete MDS customizations for adf-config.xml or connections.xml, deploy the new EAR file, and reconfigure your application from scratch using Fusion Middleware
Control or WLST.

For detailed steps, see "Deleting MDS Customizations for adf-config.xml or connections.xml.


	Redeploy the EAR file on a new partition or a partition where older customizations are deleted. In either case, all data previously stored in MDS for the application is lost, including any application customizations for adf-config.xml or connections.xml, and all user customizations. You must reconfigure your application from scratch too, using Fusion Middleware
Control or WLST.

See  exportMetadata and importMetadata in WLST Command Reference for Infrastructure
Components.











A.1.1.4 Deleting MDS Customizations for adf-config.xml or connections.xml

This section describes how to remove all post-deployment configuration for connections.xml or adf-config.xml. This operation cannot be reversed; customizations are permanently removed.

If you do want to delete MDS customizations, Oracle recommends that you use the exportMetadata command to save a copy of the existing files before completing the steps below. For detailed syntax and examples,  see exportMetadata in WLST Command Reference for Infrastructure
Components.




	Use the exportMetadata command to backup connections.xml and adf-config.xml. For example, for WebCenter Portal specify:

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/connections.xml.xml')

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/adf-config.xml.xml')




	Delete customizations for connections.xml, using WLST. For example, for WebCenter Portal specify:

deleteMetadata(application='webcenter', server='WC_Portal',
 docs='/META-INF/mdssys/cust/adfshare/adfshare/connections.xml.xml')




	Delete customizations for adf-config.xml, using WLST. For example, for WebCenter Portal specify:

deleteMetadata (application='webcenter', server='WC_Portal', docs='/META-INF/mdssys/cust/adfshare/adfshare/adf-config.xml.xml')



	Restart the application.
	Reconfigure your application from scratch using Fusion Middleware Control or WLST.








A.1.2 web.xml

web.xml is a standard J2EE application deployment descriptor file and it is located in the /META-INF directory for your application. Typical run-time settings in web.xml include initialization parameters, custom tag library locations, and security settings.

Most web.xml properties are static so they are specified for the application at design time before generating and deploying the application's .par file. If you need to modify some properties in a deployed environment, you can edit some properties through the "Configure Web Modules" screen on the "Deployment Settings" page. 

Unlike connections.xml and adf-config.xml, web.xml does not store post deployment customizations in MDS and you cannot use Fusion Middleware Control or WLST commands to modify web.xml in an existing deployment, such as WebCenter Portal.

Note:
Do not edit the web.xml file for WebCenter Portal post deployment. Oracle does not recommend that you explode application .par files and risk corrupting your installation.



There are very few instances where you might want to modify web.xml, for example, in some circumstances you may want to change:

	Content repository upload parameters: UPLOAD_MAX_MEMORY, UPLOAD_MAX_DISK_SPACE, and UPLOAD_TEMP_DIR. 

For WebCenter Portal, use the uploadedFileMaxDiskSpace parameter in webcenter-config.xml to configure a maximum upload size for files. For details, see webcenter-config.xml.


	Time after which HTTP sessions expire.

See Specifying Session Timeout Settings.


	JSP page timeout value.


	Browser compatibility notifications for Internet Explorer. Set the oracle.adf.view.rich.HIDE_UNSUPPORTED_BROWSER_ALERTS parameter:

    <!-- Suppress Browser Compatibility popup messages -->
    <context-param>
      <param-name>
          oracle.adf.view.rich.HIDE_UNSUPPORTED_BROWSER_ALERTS
      </param-name>
      <param-value>IECompatibilityModes</param-value>
    </context-param>


Note: Alternatively, Internet Explorer users can turn off Compatibility Mode before trying to access WebCenter Portal. In Internet Explorer, select the Tools menu, and the Compatibility View Settings. In the Compatibility View Settings dialog, deselect all the options, and click Close. 











A.1.3 webcenter-config.xml

webcenter-config.xml is a configuration file for the out-of-the-box application WebCenter Portal. This file contains application-level settings, such as the application name and logo. Most of the properties in this file are managed through WebCenter Portal administration screens so there is no need to edit webcenter-config.xml directly. For more information, see Exploring the Settings Pages in WebCenter Portal Administration and Configuring Global Defaults Across Portals.

There are very few instances where you might be required to manually modify settings in webcenter-config.xml; for example, if you want to change the following:




	Maximum file upload size (uploadedFileMaxDiskSpace) - the default setting is 2 GB. This setting is applicable when specifying the maximum upload size for files uploaded from features such wiki, blog, or activity stream.Note:
For information about specifying the maximum upload size for files uploaded using Content Manager, see Modifying the File Upload Size in Content Manager.






If you want to modify this setting, you must export the latest version of webcenter-config.xml from MDS and modify the uploadedFileMaxDiskSpace value as follows:




	Export the latest webcenter-config.xml from MDS.For example:

exportMetadata(application='webcenter', server='WC_Portal',
 toLocation='/tmp/mydata',
docs='/oracle/webcenter/webcenterapp/metadata/mdssys/cust/site/webcenter/webcen
ter-config.xml.xml')

Note:
webcenter-config.xml is created in MDS the first time you configure global defaults on the General page in WebCenter Portal Administration. If the file does not yet exist in MDS you can edit webcenter-config.xml directly. The file is located at: /oracle/webcenter/webcenterapp/metadata/webcenter-config.xml





	Open webcenter-config.xml.xml exported from MDS in a text editor and add the following snippet, changing the uploadedFileMaxDiskSpace value as required:<mds:replace
node="webcenter(xmlns(webcenter=http://xmlns.oracle.com/webcenter/webcenterapp)
)/webcenter:uploadedFileMaxDiskSpace"/>
<mds:insert
after="webcenter(xmlns(webcenter=http://xmlns.oracle.com/webcenter/webcenterapp
))/webcenter:custom-attributes" parent="webcenter">
<uploadedFileMaxDiskSpace
xmlns="http://xmlns.oracle.com/webcenter/webcenterapp">2147483648</uploadedFileMaxDiskSpace>
</mds:insert>




	Save and close webcenter-config.xml.xml.
	Import the updated webcenter-config.xml.xml file to MDS.For example:

importMetadata(application='webcenter', server='WC_Portal',
 fromLocation='/tmp/mydata',
docs='/oracle/webcenter/webcenterapp/metadata/mdssys/cust/site/webcenter/webcen
ter-config.xml.xml')











A.2 Cluster Configuration

All post deployment configuration through Fusion Middleware
Control, WLST, or the Systems MBean Browser is stored as customizations in the MDS repository. In a cluster environment, since the MDS repository is shared across all nodes, all WebCenter Portal configuration changes done on one node are visible to all nodes in the cluster. To effect configuration changes that are not dynamic, all nodes in the cluster must be restarted. See Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.

In WebCenter Portal, most configuration changes that you make through Fusion Middleware Control or using WLST, are not dynamic. For example, when you add or modify connection details for various tools and services (analytics, announcements, discussions, documents, events, mail, instant messaging and presence, search, worklists, and so on) you must restart the application's managed server.There are two exceptions; portlet producer and external application registration is dynamic. Any new portlet producers and external applications that you register are immediately available in your application and any changes that you make to existing connections take effect immediately too.

If you edit configuration files in a cluster environment, then you must ensure that identical changes are made in each cluster member so that the overall cluster configuration remains synchronized.





A.3 Configuration Tools

Oracle offers a range of tools for configuring WebCenter Portal deployments. This section outline which tools are available. 

Note:
Most WebCenter Portal configuration parameters are immutable and cannot be changed at run time unless otherwise specified.



Post deployment, always use Fusion Middleware
Control or WebLogic Scripting Tool (WLST) commands to review the latest configuration or make configuration changes. In Fusion Middleware
Control you will mostly use WebCenter Portal-specific configuration screens but a useful Systems MBean Browser is also available for reviewing and modifying configuration settings. 

For more information about these tools, read:

	Oracle Enterprise Manager Fusion Middleware Control Console


	Oracle WebLogic Scripting Tool (WLST)


	System MBean Browser




These tools always show you the current configuration so, typically, there is no need for you to examine or manually change the content of configuration files or MDS customization data for files such as adf-config.xml or connections.xml. If you use the same MDS details when you redeploy the application, all configuration performed using these tools is preserved.

What Configuration Tool to Use

You can use any tool for post-deployment configuration. However, if you intend to repeat the configuration steps multiple times, for example, when provisioning newer instances or for automation, screen-based configuration using tools such as Fusion Middleware Control becomes less efficient. In such cases, Oracle highly recommends that you write WLST scripts to perform the required configuration. 

All configuration operations possible through Fusion Middleware Control are available using Oracle WebCenter Portal's WLST commands. You can also use WLST scripts to configure other components, for example, to deploy applications, create managed servers, set MDS properties for an application, configure data sources, and so on. 

If you want help to automate domain configuration, you can record configuration actions in the WebLogic Server Administration Console as a series of WLST commands and then use WLST to replay the commands. For more details on this topic, see Recording WLST Scripts in Understanding Oracle WebLogic
Server.

Tip:
Where Oracle documentation describes steps in the WebLogic Server Administration Console, consider automating the process using the "Record" option.



Another way to configure deployment specific properties is through the WebCenter Portal application's deployment plan. Typical properties changed on deployment include:

	Host/port properties for connections


	Standard J2EE artifacts in web.xml




Note:
While reconfiguration is possible this way, any metadata repository and ADF connection configuration changes that you make are not saved as part of the deployment plan, that is, they are saved in the archive that is deployed. Therefore, your configuration changes must be repeated on subsequent redeployments.

If you redeploy your application multiple times, Oracle recommends that you use Fusion Middleware Control or WLST commands to perform your post-deployment configuration. This way, configurations changes are saved in MDS and remain intact on redeployment.










A.4 Modifying the File Upload Size in Content Manager

You can configure the maximum size for files uploaded through Content Manager. The default upload size is 50 MB.

Note:
For information about specifying the maximum upload size for files uploaded from features such wiki, blog, or activity stream, see webcenter-config.xml.






To specify the maximum upload size allowed for files in Content Manager by using System MBean Browser:


	Log on to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the WebCenter Portal Home Page.
	From the WebCenter Portal menu, select System MBean Browser. 
	Under Application Defined MBeans, under the adf-config MBean, navigate to the WccAdfConfiguration attribute:oracle.adf.share.config > Server: WC_Portal > Application: webcenter > ADFConfig > ADFConfig >ADFConfig > WccAdfConfiguration

	In the MaximumUploadedFileSize attribute, specify the required file size in bytes.Figure A-2 Modifying the MaximumUploadedFileSize Attribute
[image: Description of Figure A-2 follows]





	For a High Availability environment, you need to update the Temporary Directory attribute to specify the temporary location where files are stored. The Temporary Directory attribute must be set to a directory so that the uploaded files stored under that directory can be accessed by both node1 and node2. 
	Navigate to the adf-config MBean to invoke the save operation.Click oracle.adf.share.config > Server: WC_Portal > Application: webcenter > ADFConfig > ADFConfig

	Click the Operations tab. 
	Click the save operation link.Figure A-3 Saving the MBean Changes
[image: Description of Figure A-3 follows]





	On the Operation:save page, click Invoke to commit all the MBean changes made since the last save operation. 
	Restart WC_Portal, the WebCenter Portal managed server. 







Part I  Introduction to Oracle WebCenter Portal 

This part of Administering Oracle WebCenter
Portal provides introduction about the Oracle WebCenter Portal and its administration tools.

	Introduction to Administration for Oracle WebCenter Portal









11 Managing Instant Messaging and Presence

This chapter describes how to configure and manage instant messaging and presence (IMP) for WebCenter Portal.


Always use Fusion Middleware Control or WLST command-line tool to review and configure back-end tools and services for WebCenter Portal. Any changes that you make to these applications, postdeployment, are stored in MDS metatdata store as customizations. See Oracle WebCenter Portal Configuration Considerations.

Note:
Configuration changes for instant messaging and presence, through Fusion Middleware Control or using WLST, are not dynamic, so you must restart the managed server on which WebCenter Portal is deployed for changes to take effect. See Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.



This chapter includes the following topics:

	About Instant Messaging and Presence Connections


	Instant Messaging and Presence Server Prerequisites


	Registering Instant Messaging and Presence Servers


	Choosing the Active Connection for Instant Messaging and Presence


	Modifying Instant Messaging and Presence Connection Details


	Deleting Instant Messaging and Presence Connections


	Setting Up Instant Messaging and Presence Defaults


	Testing Instant Messaging and Presence Connections




Permissions
To perform the tasks in this chapter, you must be granted the WebLogic Server Admin role through the Oracle WebLogic Server Administration Console and the Administrator role granted through WebCenter Portal Administration.

For more information about roles and permissions, see Understanding Administrative Operations, Roles, and Tools.





11.1 About Instant Messaging and Presence Connections

Instant Messaging and Presence (IMP) lets you see the presence status of other authenticated application users (online, offline, busy, or away), and it provides quick access to interaction options, such as instant messages (IM) and mail. 

A single connection to a back-end presence server is required. WebCenter Portal is certified with Microsoft Lync 2010. 

Note:
Oracle Beehive Server connections are not supported in this release.



You can register the presence server connection for your application through the Fusion Middleware
Control Console or using WLST. You must mark a connection as active for IMP to work. You can register additional presence server connections, but only one connection is active at a time.





11.2  Instant Messaging and Presence Server Prerequisites

This section describes the Microsoft Lync 2010 prerequisites as the presence server for instant messaging and presence.

This section includes the following subsections:

	Microsoft Lync - Installation


	Microsoft Lync - Configuration


	Microsoft Lync - Security Considerations






11.2.1 Microsoft Lync - Installation

Refer to the Microsoft Lync 2010 documentation for installation information.








11.2.2 Microsoft Lync - Configuration

This section includes the following subsections:




	Simple Deployment


	Remote Deployment


	Building Application Provisioner


	Provisioning WebCenter Portal's Proxy Application on Lync Server


	Adding AllowedDomains Using WBemTest


	Migrating Trusted Service Entries Using Topology Builder or PowerShell Cmdlets


	IIS Server Configuration


	Installing UCMA v2.0


	Installing WebCenter Portal's Proxy Application




To use Microsoft Lync 2010 as the presence server for IMP, you must deploy WebCenter Portal's Proxy application for Microsoft Lync 2010 in one of two topologies:

	Simple Deployment – All components reside on the same box


	Remote Deployment – The proxy application and Microsoft Lync reside on separate boxes









11.2.2.1 Simple Deployment

In this topology, WebCenter Portal's Proxy application is deployed in the Internet Information Services (IIS) server hosted on the Lync box. 




	Install Microsoft Unified Communications Managed API (UCMA) 2.0 on the Lync box. For detailed information, see Installing UCMA v2.0.



	Deploy WebCenter Portal's Proxy application on the IIS server.This proxy application provides web services for interacting with the Lync server, and for sending and receiving information. WebCenter Portal talks to these web services and presents the data. For detailed information, see Installing WebCenter Portal's Proxy Application.









11.2.2.2 Remote Deployment

In this topology, WebCenter Portal's Proxy application is deployed on an IIS server remote to the Lync box. That is, the IIS server and the Lync server are hosted on separate machines.

Because this proxy application is hosted on a remote box, you must set up a trust between the application and the Lync server. This is known as provisioning an application. Provisioning is done through the Application Provisioner utility shipped with Microsoft UCMA v2.0. 

See Also:
http://msdn.microsoft.com/en-us/library/dd253360%28office.13%29.aspx



Figure 11-1 provides an overview of the steps (including installing UCMA v2.0) to be performed on different deployment entities.

Figure 11-1 Microsoft Lync Configuration - Remote Deployment
[image: Description of Figure 11-1 follows]



The details of these steps are described in the following sections.






11.2.2.2.1 Building Application Provisioner

This section lists the steps Microsoft provides for provisioning other IIS servers to access Lync.




	Install Visual Studio 2008 on any developer box (not necessarily IIS/Lync). 
	Install UCMA version 2.0 on the same box following the steps in Installing UCMA v2.0. The Application Provisioner application comes with the UCMA SDK.



	Go to the directory Sample Applications\Collaboration\ApplicationProvisioner under the location where you installed UCMA Core (for example, C:\Program Files\Microsoft Lync 2010 R2\UCMA SDK 2.0\UCMACore\Sample Applications\Collaboration\ApplicationProvisioner).
	Open the application in Visual Studio 2008 and edit the Application.cs file as per http://msdn.microsoft.com/en-us/library/gg448038.aspx.
	Build the application using Visual Studio 2008.This generates the ApplicationProvisioner.exe file.



	Copy the executable file to the Lync box.
	See the next step Provisioning WebCenter Portal's Proxy Application on Lync Server.






11.2.2.2.2 Provisioning WebCenter Portal's Proxy Application on Lync Server






	Run the OCSWMIBC.msi file that comes with the Lync setup package.When a UCMA 2.0 application is deployed directly against Lync Server 2010, the SIP domains used in the Lync Server 2010 environment must be added to the Office Communications Server 2007 R2 SIP domain list before you run the Merge-CsLegacyTopology cmdlet. The application is deployed as if it were being deployed against OCS 2007 R2, then migrated to run against Lync Server 2010. To add the domains, see Adding AllowedDomains Using WBemTest.



	Run the ApplicationProvisioner.exe file, generated in the previous section. The Application Provisioner dialog appears.



	In the Application Provisioner dialog, enter WebCenterProxyApplication as the name of your application for the Application name, and then click Find or Create.
	In the Create Application Pool dialog, select the pool for your application in the Lync Pool Fqdn list.	For Listening port, enter the listening port for your application (for example, 6001). 


	For Application server Fqdn, enter the fully qualified domain name (FQDN) of the computer on which the application is deployed. (This is the IIS box.)


	If the application is deployed on two or more computers, then select the Load balanced application checkbox, and for Load balancer Fqdn, enter the FQDN of the load balancer.




The application pool now appears in the Application Provisioner dialog.



	Double-click the server entry.The View Server dialog appears. Note the information shown there; that is, Server FQDN, port, and GRUU.



	Migrate the newly-created trusted entry to Lync Server 2010.See Migrating Trusted Service Entries Using Topology Builder or PowerShell Cmdlets.



	Create a certificate on the Lync server with the subject name as the Server FQDN noted in the previous step using the Lync Certificate Wizard.This certificate is used to authorize the requests coming from the IIS server.



	After the certificate is created, view the certificate.
	On the Details tab click Copy to File.The Certificate Export Wizard appears.



	Export the certificate with the private key to a file.A .pfx (Personal Information Exchange) file with the certificate name is created.



	See the next step Adding AllowedDomains Using WBemTest.






11.2.2.2.3 Adding AllowedDomains Using WBemTest






	To start WBemTest.exe, type WBemTest in a command prompt window and press Enter.
	In the Windows Management Instrumentation Tester dialog, click Connect.
	In the Connect dialog, click Connect.
	In the Windows Management Instrumentation Tester dialog, click Enum Classes.
	In the Superclass Info dialog, click OK.
	In the Query Result dialog, scroll down to MSFT_SIPDomainData(), and double-click this entry.
	In the Object editor for MSFT_SIPDomainData dialog, click Instances.The Query Result dialog appears, displaying the InstanceIDs for any instances of the MSFT_SIPDomainData WMI class. These entries are the AllowedDomain entries.



	To add AllowedDomain entries, click Add.
	In the Instance of MSFT_SIPDomainData dialog, in the Properties listbox, double-click Address.
	In the Property Editor dialog, select the Not NULL radio button.
	In the Value text input pane, enter the Lync server domain; for example, contoso.com, and click Save Property.
	In the Instance of MSFT_SIPDomainData dialog, in the Properties listbox, double-click Authoritative, make sure that the Authoritative property is not Null and is set to False, and then click Save Property.
	In the Instance of MSFT_SIPDomainData dialog, in the Properties listbox, double-click Default Domain, make sure that the Default Domain property is not Null and is set to True, then click Save Property.
	In the Instance of MSFT_SIPDomainData dialog, click Save Object.
	Go to the next step Migrating Trusted Service Entries Using Topology Builder or PowerShell Cmdlets.






11.2.2.2.4 Migrating Trusted Service Entries Using Topology Builder or PowerShell Cmdlets



To migrate trusted service entries using Microsoft Lync Server 2010 Topology Builder:

	Launch Microsoft Lync Server 2010, Topology Builder.


	After the existing topology is loaded, under Action, select Merge 2007 or 2007 R2 Topology.


	Go through the resulting wizard, keeping the default options.


	Select Publish Topology and complete the wizard, as in the previous step.


	After the wizard has finished, check that it completed successfully. 

There should be no errors in the user interface.




To migrate trusted service entries using Microsoft Lync Server 2010 PowerShell Cmdlets:




	From the Start menu, in the Microsoft Lync Server 2010 program group, open Lync Server Management Shell.
	Run the following PowerShell cmdlet:Merge-CsLegacyTopology -TopologyXmlFileName D:\output.xml




	Run the following PowerShell cmdlet:Publish-CsTopology -FileName D:\output.xml





See IIS Server Configuration.








11.2.2.2.5 IIS Server Configuration

Because the IIS server hosts WebCenter Portal's Proxy application in the remote deployment scenario, use the information from the previous section to make it a trusted authority.




	Install the certificate issued by the Lync server with the private key: Copy the .pfx file generated in step 7 in Provisioning WebCenter Portal's Proxy Application on Lync Server to the IIS box, and double-click it.The Certificate Import wizard appears.



	Import the certificate in Personal Folder under LOCAL_MACHINE
	Make an entry in C:/WINDOWS/system32/drivers/etc/hosts for the pool name of the Lync server as follows:<ip-address-of-lync-box> <poolname-of-lync-box>


For example:

10.177.252.146 pool01.example.com




	Because the IIS server hosts WebCenter Portal's Proxy application, install Microsoft UCMA v2.0 on it. For detailed information, see Installing UCMA v2.0. 



	After UCMA is installed, deploy this proxy application on the IIS server. WebCenter Portal's Proxy application provides web services for interacting with Lync, and for sending and receiving information. WebCenter Portal talks to these web services and presents the data. For detailed information, see Installing WebCenter Portal's Proxy Application.



	Go to the location where WebCenter Portal's Proxy application was extracted, and open Web.config and edit the appSettings XML node to add the values noted in Step 7 in the previous section (Section 12.2.2.2.5, "IIS Server Configuration"). Make sure to set the value for RemoteDeployment to true. For example, the appsettings XML node should look somewhat like this.

<appSettings>
  <add key="ApplicationName" value="WebCenterProxyApplication"/>
  <add key="RemoteDeployment" value="true"/>
  <add key="ApplicationFQDN" value="iis.server.com"/>
  <add key="ApplicationGRUU" value="sip:iis.server.com@EXAMPLE.COM;gruu;opaque=srvr:WebCenterProxyApplication:7mhSo94PlUK-5Q2bKPLyMAAA"/>
  <add key="ApplicationPort" value="6001"/>
</appSettings> 





Note:
If you see the following exception in the log file:

ErrorCode = -2146893039
FailureReason = NoAuthenticatingAuthority
e.Message = "Unable to perform authentication of credentials."
base {Microsoft.Rtc.Signaling.FailureResponseException} = {"Unable to perform authentication of credentials."}
InnerException = {"NegotiateSecurityAssociation failed, error: \-2146893039"}


then add the following entry to Web.config:

<identity impersonate="true" userName="Administrator" password="MyPassword*"/>


where username is the administrator's user name, and password is the administrator's password.



The trust is established, and WebCenter Portal's Proxy application can talk to the Lync server.








11.2.2.2.6 Installing UCMA v2.0

Microsoft Unified Communications Managed API v2.0 (UCMA) is an endpoint API that allows advanced developers to build server applications that can interact with the Lync environment. 

In a simple deployment, the UCMA is installed on the same box as Lync. In a remote deployment, the Lync core libraries are installed on the Lync box, and the UCMA is installed on the IIS (proxy) box.




	Download UCMA v2.0 installation from the following location: http://www.microsoft.com/en-us/download/details.aspx?id=9781
	Download and run the UcmaSDKWebDownload.msi file.Setup files are extracted to the folder C:\Microsoft Unified Communications Managed API 2.0 SDK Installer package\amd64



	Go to the directory (where the files from the previous step were extracted) and run vcredist_x86.exe.Run-time components of Visual C++ Libraries, required for UCMA APIs, are installed.



	Go to the directory called Setup and run UcmaRedist.msi.UCMA 2.0 assemblies in the GAC are installed.









11.2.2.2.7 Installing WebCenter Portal's Proxy Application






	Extract owc_ocs2007.zip. The zip file is available in WebCenter Companion Adapters, which you can download from OTN. Navigate to the Downloads page of WebCenter Portal, and download WebCenter Companion Adapters from under the Prerequisites and Recommended Install Process section. A directory named OCSWebServices is created.



	Open the Internet Information Services (IIS) Manager.
	Expand the server node and then Sites in the IIS Manager.
	Right-click Lync Internal Web Site, and then select Add Application. 
	In the Add Application wizard, enter an alias for the virtual directory in the Alias field, for example RTC.
	Enter the path to the directory extracted from the owc_ocs2007.zip file, and then click OK.For example, if you extracted the zip file in C:\, then enter C:\OCSWebServices. Alternatively, use the Browse button to navigate to that directory. Click OK.



	Right-click the newly created application and select Edit Permissions to open the Properties dialog.
	In the Security tab, edit permissions to grant user Everyone read permission.
	Test the Web service by accessing the website using the following URL format: http://localhost/lync_internal_web_site/OCSWebService.asmx.where lync_internal_web_site is the virtual directory you created for the Oracle RTC Web service.

For example:

http://localhost/RTC/OCSWebService.asmx













11.2.3 Microsoft Lync - Security Considerations

You must configure an external application for Microsoft Lync connections so that users can supply credentials to authenticate themselves on the Lync server. 

With a secured application, users get presence status. With Lync, if security is required, then Lync should be on a private trusted network. 

Lync provides an option for changing external credentials, which works as an alternative to using an external application. A logged-in user can click any Presence tag and select Change Credentials from the menu. 

For more information, see Registering Instant Messaging and Presence Servers Using Fusion Middleware Control.







11.3 Registering Instant Messaging and Presence Servers

You can register multiple presence server connections with WebCenter Portal, but only one of them is active at a time.

To start using the new (active) presence server you must restart the managed server on which WebCenter Portal is deployed.

This section includes the following subsections:




	Registering Instant Messaging and Presence Servers Using Fusion Middleware Control


	Registering Instant Messaging and Presence Servers Using WLST









11.3.1 Registering Instant Messaging and Presence Servers Using Fusion Middleware Control

To register a presence server connection:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Service Configuration page, select Instant Messaging and Presence.
	To connect to a new presence server, click Add (Figure 11-2).Figure 11-2 Configuring Instant Messaging and Presence
[image: Description of Figure 11-2 follows]





	Enter a unique name for this connection, specify the presence server type, and indicate whether this connection is the active (or default) connection for the application (Table 11-1).
Table 11-1 Instant Messaging and Presence Connection - Name

	Field	Description
	Connection Name

	Enter a unique name for the connection. The name must be unique (across all connection types) within WebCenter Portal.


	Connection Type

	Specify the type of presence server:

Note: Microsoft Lync connections use the Microsoft Office Communications Server 2010 connection type. (Oracle Beehive Server connections are not supported in this release.)


	Active Connection

	Select to use this connection in WebCenter Portal for instant messaging and presence.

While you can register multiple presence server connections for an application, only one connection is used by IMP—the default (or active) connection.










	Enter connection details for the server hosting instant messaging and presence (Table 11-2).
Table 11-2 Instant Messaging and Presence Connection - Connection Details

	Field	Description
	Server URL

	Enter the URL of the server hosting instant messaging and presence.

For example: http://mylynchost.com:8888


	User Domain

	Enter the name of the Active Directory domain (on the Microsoft Office Communications Server) that is associated with this connection. The user domain is mandatory for Lync connections.

Refer to Microsoft documentation for details on the user domain.


	Pool Name

	Enter the name of the pool that is associated with this connection. The pool name is mandatory.

Refer to Microsoft documentation for details on the pool name.


	Associated External Application

	Associate the instant messaging and presence server with an external application. External application credential information is used to authenticate users against the instant messaging and presence server.

An external application is mandatory.

You can select an existing external application from the list, or click Create New to configure a new external application.

The external application you configure for instant messaging and presence must use the POST authentication method, and specify an additional field named Account (Name property) that is configured to Display to User (checked). For more information, see Managing External Applications.










	Enter a timeout in the Advanced Configuration field (Table 11-4).
Table 11-3 Instant Messaging and Presence Connection - Advanced Configuration

	Field	Description
	Connection Timeout (seconds)

	Specify a suitable timeout for the connection.

This is the length of time (in seconds) WebCenter Portal waits for a response from the presence server before issuing a connection timeout message.

The default is -1 which means that the default is used. The default is 10 seconds.










	Sometimes, additional parameters are required to connect to the presence server.If additional parameters are required to connect to the presence server, expand Additional Properties and enter details as required (Table 11-4).


Table 11-4 Instant Messaging and Presence Connection - Additional Properties

	Field	Description
	Add

	Click Add to specify an additional connection parameter:

	Property Name -Enter the name of the connection property.


	Property Value - Enter the default value for the property.


	Is Property Secured - Indicate whether encryption is required. When selected, the property value is stored securely using encryption. 

For example, select this option to secure the admin.password property where the value is the actual password.





	Delete

	Click Delete to remove a selected property.

Select the correct row before clicking Delete.

Note: Deleted rows appear disabled until you click OK.










	Click OK to save this connection.
	To start using the new (active) connection you must restart the managed server on which WebCenter Portal is deployed.For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.









11.3.2 Registering Instant Messaging and Presence Servers Using WLST

Use the WLST command createIMPConnection to create a presence server connection. For command syntax and examples, see createIMPConnection in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

To configure instant messaging and presence to actively use a new IMP connection, set default=true. For more information, see Choosing the Active Connection for Instant Messaging and Presence Using WLST.

Note:
To start using the new (active) connection you must restart the managed server on which WebCenter Portal is deployed. For more information, see Starting and Stopping Managed Servers Using the Command Line in Administering Oracle Fusion
Middleware.












11.4 Choosing the Active Connection for Instant Messaging and Presence

You can register multiple instant messaging and presence server connections with WebCenter Portal, but only one connection is active at a time. The active connection becomes the back-end presence server for WebCenter Portal.

This section includes the following subsections:




	Choosing the Active Connection for Instant Messaging and Presence Using Fusion Middleware Control


	Choosing the Active Connection for Instant Messaging and Presence Using WLST









11.4.1 Choosing the Active Connection for Instant Messaging and Presence Using Fusion Middleware Control

To change the active connection:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal. 
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Services Configuration page, select Instant Messaging and Presence.The Manage Instant Messaging and Presence Connections table indicates the current active connection, if any.



	Select the connection you want to make the active (or default) connection, and then click Edit.
	Select the Active Connection check box.
	Click OK to update the connection.
	To start using the new (active) connection you must restart the managed server on which WebCenter Portal is deployed.See Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.









11.4.2 Choosing the Active Connection for Instant Messaging and Presence Using WLST

Use the WLST command setIMPConnection with default=true to activate an existing presence server connection. For command syntax and examples, see setIMPConnection in WebCenter WLST Command Reference.

To disable a presence server connection, either delete it, make another connection the 'active connection,' or use the removeIMPServiceProperty command:

removeIMPServiceProperty('appName='webcenter', property='selected.connection')


Using this command, connection details are retained but the connection is no longer named as an active connection. For more information, see removeIMPServiceProperty in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

Note:
To start using this active connection you must restart the managed server on which WebCenter Portal is deployed. For more information, see Starting and Stopping Managed Servers Using the Command Line in Administering Oracle Fusion
Middleware.












11.5 Modifying Instant Messaging and Presence Connection Details

You can modify instant messaging and presence server connection details at any time.

To start using an updated (active) connection you must restart the managed server on which WebCenter Portal is deployed.

This section includes the following subsections:




	Modifying Instant Messaging and Presence Connections Details Using Fusion Middleware Control


	Modifying Instant Messaging and Presence Connections Details Using WLST









11.5.1 Modifying Instant Messaging and Presence Connections Details Using Fusion Middleware Control

To update connection details for an instant messaging and presence server:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Service Configuration page, select Instant Messaging and Presence.
	Select the connection name, and click Edit.
	Edit connection details, as required.For detailed parameter information, see Table 11-2.



	Click OK to save your changes.
	To start using the updated (active) connection you must restart the managed server on which WebCenter Portal is deployed.For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.









11.5.2 Modifying Instant Messaging and Presence Connections Details Using WLST

Use the WLST command setIMPConnection to edit presence server connection details. For command syntax and examples, see setIMPConnection in WebCenter WLST Command Reference.

If additional parameters are required to connect to your presence server, then use the setIMPConnectionProperty command. For more information, see setIMPConnectionProperty in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

Note:
To start using the updated (active) connection you must restart the managed server on which WebCenter Portal is deployed. For more information, see Starting and Stopping Managed Servers in Administering Oracle Fusion
Middleware.












11.6 Deleting Instant Messaging and Presence Connections

You can delete instant messaging and presence connections at any time, but use caution when deleting the active connection. When you delete the active connection, user presence options are not available, as these require a back-end instant messaging and presence server.

When you delete a connection, consider deleting the external application associated with instant messaging and presence if the application's sole purpose was to support it. For more information, see Deleting External Application Connections.

This section includes the following subsections:




	Deleting Instant Messaging and Presence Connections Using Fusion Middleware Control


	Deleting Instant Messaging and Presence Connections Using WLST









11.6.1 Deleting Instant Messaging and Presence Connections Using Fusion Middleware Control

To delete an instant messaging and presence server connection:




	Log in to Fusion Middleware Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal. 
	From the WebCenter Portal menu, select Settings > Service Configuration.
	On the WebCenter Portal Service Configuration page, select Instant Messaging and Presence.
	Select the connection name, and click Delete.
	To make this change you must restart the managed server on which WebCenter Portal is deployed.For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.

Note:
Before restarting the managed server, mark another connection as active; otherwise, Instant Messaging and Presence is disabled. 











11.6.2 Deleting Instant Messaging and Presence Connections Using WLST

Use the WLST command deleteConnection to remove a presence server connection. For command syntax and examples, see deleteConnection in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.










11.7 Setting Up Instant Messaging and Presence Defaults

Use the WLST command setIMPServiceProperty to set defaults for IMP:

	selected.connection: Connection used by instant messaging and presence.


	rtc.cache.time: Cache timeout for instant messaging and presence data.


	resolve.display.name.from.user.profile: Determines what to display if user display names are missing. When set to 0, and display name information is unavailable, only the user name displays in the application. When set to 1, and display name information is unavailable, display names are read from user profile data. Setting this option to 1 impacts performance. The default setting is 0.

Display names are not mandatory in presence data. If the application does not always provide display names by default and you consider this information important, set resolve.display.name.from.user.profile to 1 so that display names always display.


	im.address.resolver.class: Resolver implementation used to map user names to IM addresses and IM addresses to user names. The default setting is oracle.webcenter.collab.rtc.IMPAddressResolverImpl. This implementation looks for IM addresses in the following places and order:

	User Preferences


	User Credentials


	User Profiles





	im.address.profile.attribute: User profile attribute used to determine a user's IM address. The default setting is BUSINESS_EMAIL. Users can change this default with im.address.profile.attribute.




For command syntax and detailed examples, see setIMPServiceProperty in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.








11.8 Testing Instant Messaging and Presence Connections

Oracle RTC web services expose a set of web methods that you can invoke to test validity. To verify a connection, try accessing the web service endpoints. The following examples assume the application context path is /RTC:

	protocol://host/RTC/ApplicationConfigurationService.asmx


	protocol://host/RTC/RTCService.asmx


	protocol://host/RTC/OCSWebService.asmx
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33 Understanding WebCenter Portal Life Cycle

This chapter discusses tasks, tools, and techniques for managing WebCenter Portal throughout its life cycle.


This chapter includes the following topics:

	What Is the WebCenter Portal Life Cycle?


	What Are the Major WebCenter Portal Life Cycle Tasks?


	Permissions Required to Perform WebCenter Portal Life Cycle Operations


	Managing Security Through the WebCenter Portal Life Cycle




Permissions
To perform the tasks in this chapter, you must be granted the following roles:

	WebLogic Server: Admin role granted through the Oracle WebLogic Server Administration Console. 


	WebCenter Portal: Administrator role granted through WebCenter Portal Administration. 




See also, Understanding Administrative Operations, Roles, and Tools.





33.1 What Is the WebCenter Portal Life Cycle?

The portal life cycle describes the process of creating a portal using WebCenter Portal through deployment to a production instance. Many actors participate in the life cycle including software developers, content modelers, content contributors, IT administrators, and portal site administrators. The phases of the life cycle typically include development, testing, staging, and production. Each phase requires certain tasks to be performed. Some tasks are performed only once, like setting up a content repository. Others are performed more frequently, like creating backups and performing nightly builds. The phases of the portal life cycle are described in Table 33-1.


Table 33-1 WebCenter Portal Life Cycle Phases

	Life Cycle Phase	Primary Actors/Roles	Description
	Development

		Portal Developers


	Web Developers


	Content Modelers


	Content Contributors


	Application Specialists




	Developers can use WebCenter Portal's browser-based tooling for developing new portals.

For advanced requirements, developers can use JDeveloper to further develop and deploy portal assets and shared libraries (containing custom portal components).

The development portal typically employs test data and content. Some of the features that are developed in this phase of the life cycle include:

	Portals


	Portal assets such as skins, page templates, and Content Presenter display templates


	Visualization and custom visualization templates


	shared libraries


	data transfer and interportlet communication


	initial security


	Portlets





	Testing

		Developers


	QA Engineers


	System Administrators




	The development portal is deployed to an independent testing environment. The test environment typically includes its own Metadata Service (MDS) and policy store that are database-based, and has a dedicated Oracle WebCenter Content instance.

The testing environment may contain test data and test content that will not become part of the production portal.

Components such as application data sources and portlet producers may be shared between the test and development environments. 


	Staging

		Application Specialists


	System Administrators


	Content Contributors




	The staging environment provides a stable environment where final configuration and testing takes place before the portal is moved to production. Content contributors add content and refine the portal structure. 

Typically, the staging environment includes a dedicated Oracle WebCenter Content server, as well as a dedicated portlet producer server (WC_Portlet),and a collaboration server for discussions and announcements (WC_Collaboration). Also, an external LDAP-based identity store, such as Oracle Internet Directory, must be set up for the staging environment. The staging server is often maintained as a mirror of the production site.

Occasional updates from development to portlets, task flows, and portal assets will need to be deployed to the stage environment. WebCenter Portal administration enables you to import portal asset updates from development to stage. If you want to update portlets and task flows on the staging environment then you redeploy them in the usual way.


	Production

		Application Specialists


	System Administrators


	Content Contributors


	Knowledge Workers




	A production portal is live and available to end users.

Individual users with proper authorization can also customize their view. 

You can use WebCenter Portal administration to move portals and content to the production environment. Some back-end data must be moved manually. You can also use WLST commands for moving portals and content.

Administrators can propagate portal changes in staging to production provided that the two environments are kept "in sync", that is, by always making changes in stage first and then pushing the changes to production using deployment or propagation.  A portal in production can be modified whilst online in WebCenter Portal. However, changes made directly on the production server must be minimal. 












33.2 What Are the Major WebCenter Portal Life Cycle Tasks?

Each phase of the life cycle requires actors (developers, administrators, content contributors, and others) to perform certain tasks. This section provides an overview of the kinds of tasks that are performed during the portal life cycle. 

	One-Time Setup Tasks


	Understanding WebCenter Portal Staging and Production Environments


	Lifecycle Tasks






33.2.1 One-Time Setup Tasks

You must perform certain preparatory steps to set up development, test, stage, and production environments for WebCenter Portal. Table 33-2 provides a general list of these preliminary setup tasks and the environments to which they apply. 


Table 33-2 Typical One-Time Setup Tasks

	Setup Task	Development in JDeveloper  (Assets and Shared Libraries only)	Development/Test in WebCenter Portal	Stage	Production
	Install Oracle JDeveloper and WebCenter Portal extension for JDeveloper

	Yes

	No

	No

	No


	Install Oracle WebCenter Portal

	No

	Yes

	Yes

	Yes


	Install Oracle WebLogic Server; create a domain and managed servers

	No

	Yes

	Yes

	Yes


	Create required database schemas using RCU

	No

	Yes

	Yes

	Yes


	Install and configure Oracle WebCenter Content

	Yes

	Yes

	Yes

	Yes


	Install identity management components, such as Oracle Access Manager

	No

	Yes

	Yes

	Yes


	Create the required Oracle Platform Security Services policies in the policy store

	No

	Yes

	Yes

	Yes


	Create required user credentials in the credential store

	No

	Yes

	Yes

	Yes


	Create connections to back end servers

	Yes

	Yes

	Yes

	Yes


	Set up source control and nightly build scripts

	Yes

	No

	No

	No


	Create deploy and configure scripts

	No

	Yes

	Yes

	Yes


	Create backup scripts

	No

	No

	Yes

	Yes












33.2.2 Understanding WebCenter Portal Staging and Production Environments

This section discusses the staging and production phases of portal life cycle. Figure 33-1 illustrates the general flow from staging to production environments. Once the staging environment is fully provisioned and tested, it can be moved to the production environment and made accessible to users. When you copy the staging environment to production for the first time, you migrate the entire stage WebCenter Portal instance to the production environment. This also involves migration of the policy store, MDS data (application integration, REST endpoints, SQL data sources), and all WebCenter Portal data stored on the Content Server repository. 

Subsequently, and once the production environment is live, you can propagate portal changes on production as and when required. Any new portals that are developed on stage can be individually deployed to production. Also, if required, you can redeploy existing portals. 

You can manually move connections separately for all portals from one WebCenter Portal instance to another. 

For information about the various lifecycle tasks that you perform on stage and production environments, see Lifecycle Tasks.

Note:
Figure 33-1 does not depict all possible portal features.



Figure 33-1 Flow from WebCenter Portal Staging to Production Environments
[image: Description of Figure 33-1 follows]







33.2.3 Lifecycle Tasks

Table 33-3 describes the tasks that you may need to perform in the WebCenter Portal life cycle. 
Table 33-3 Lifecycle Tasks

	Lifecycle Task	Description	Tools Used	How To Do?
	Migrate the entire portal instance	Once both staging and production environments are set up and configured, copy  your WebCenter Portal instance on stage to the target for the first time.		Enterprise Manager Fusion Middleware Control Console 


	WLST 




		Migrating Entire WebCenter Portal to Another Target





	Deploy portals	Deploy portals directly to the target or create a portal archive and import it on the target. You can also export individual production portals to an archive and import them back to your staging site.

		WebCenter Portal


	WLST




		Deploying Portals





	Deploy individual assets	You can share assets or migrate assets to other WebCenter Portal instances. You can also download assets and edit and extend them in tools such as Oracle JDeveloper, and then deploy them back to WebCenter Portal. Developers can deploy portal assets/extensions to WebCenter Portal directly from JDeveloper if they have the required permissions.		WebCenter Portal


	WLST




		Deploying Portal Templates


	Deploying Assets, Devices, and Device Groups





	Propagate portal changes

	You can propagate portal changes made in staging to production if your stage and production environments are connected and kept "in sync".In portal propagation, only the incremental changes made to a portal on the source are pushed to the target server.

		WebCenter Portal


	WLST




		Propagating and Redeploying Portals in Production





	Redeploy portals	After initial deployment of a portal, you can choose to redeploy the portal to the target. When you redeploy a portal, it is deleted and re-created as a new portal.		WebCenter Portal


	WLST




		Redeploying a Portal Using WebCenter Portal





	Migrate connections	When you deploy a portal, its connection are also deployed. You can move connections for all portals separately from one WebCenter Portal instance to another. 		WLST




		Moving Connections Details from Staging to Production





	Backup 	To recover data from disasters, such as the loss of database hardware, inadvertent removal of data from file or database, it is important to back up individual portals as well as the entire WebCenter Portal instance on a frequent basis.		WebCenter Portal


	WLST




		Backing Up Individual Portals


	Backing Up an Entire WebCenter Portal Installation





	Recover	You can completely restore one or more portals or your entire WebCenter Portal installation from a backup archive. 		WebCenter Portal


	WLST




		Restoring Portals from a Backup


	Restoring an Entire WebCenter Portal Installation


	Restoring WebCenter Portal from Backups Using Scripts



















33.3 Permissions Required to Perform WebCenter Portal Life Cycle Operations

Table 33-4 describes which WebLogic Server roles and WebCenter Portal permissions are required to perform lifecycle operations.


Table 33-4 WebCenter Portal and WebLogic Server Permission Requirements for Life Cycle Operations

	WebCenter Portal Object	Tool	WebLogic  Server Role	WebCenter Portal Permission
	WebCenter Portal (application level)

	

	

	


	Import or export archive

	Fusion Middleware Control

	Monitor  (or higher)

	Application: Manage


	Import or export archive

	WLST

	Monitor  (or higher)

	Application: Manage


	Portal — Direct deployment/Archive import	 	 	 
	Directly deploy a portal or import a portal archive	WebCenter Portal	 	Portal Server – Deploy (source)Portals: Manage Configuration (source)

Portals - Create Portals (target)


	Directly deploy a portal or import a portal archive

	WLST

	Monitor  (or higher)

	Portal Server – Deploy (source)Portals: Manage Configuration (source)

Portals - Create Portals (target)


	Redeploy or propagate a portal or re-import a portal archive	WebCenter Portal	 	Portal Server – Deploy (source)Portals: Manage Configuration (source)

Portals: Manage Security and Configuration (target)

Portals - Create Portals (target)




	Redeploy or propagate a portal or re-import a portal archive

	WLST

	Monitor  (or higher)

	Portal Server – Deploy (source)Portals: Manage Configuration (source)

Portals: Manage Security and Configuration (target)

Portals - Create Portals (target)


	Portal — Export an Archive	 	 	 
	Export a portal archive

	WebCenter Portal

	-

	Portals: Manage Security and Configuration


	Export a portal archive

	WLST

	Monitor  (or higher)

	Portals: Manage Security and Configuration


	Portal Template

	

	

	


	Export or import a portal template archive

	WebCenter Portal

	-

	Portal Templates: Manage All


	Export or import a portal template archive

	WLST

	Monitor  (or higher)

	Portal Templates: Manage All


	Portal Asset

	

	

	


	Export or import an asset archive

	WebCenter Portal/REST API

	-

	Portal: Manage Configuration

And either:

	Create, Edit, Delete Assets


	Create, Edit, Delete <Portal_Asset_Type>





	Export or import an asset archive

	WLST

	Monitor  (or higher)

	Either:

	Create, Edit, Delete Assets


	Create, Edit, Delete <Portal_Asset_Type>





	Shared Library

	

	

	


	Deploy portal extension directly from JDeveloper

	JDeveloper

	Monitor  (or higher)

	Portals: Manage All


	WebCenter Portal Connections

	

	

	


	Export or import all WebCenter Portal connections

	WLST

	Operator  (or higher)

	-


	Shared Asset

	

	

	


	Import or export asset archive	WebCenter Portal

	-

	Application: Manage Configuration

Create, Edit, Delete <Shared_Asset_Type>


	Import or export asset archive

	WLST

	Monitor  (or higher)

	Create, Edit, Delete <Shared_Asset_Type>












33.4 Managing Security Through the WebCenter Portal Life Cycle

This section discusses techniques for migrating portal security policies and credentials from one WebCenter Portal environment to another. 

Security Policy for a Single Portal

Each portal has its own security policy. When you deploy a portal on a WebCenter Portal instance for the first time you must include the portal's security policy. On redeployment, the security policy is optional. For example, if you redeploying a portal from staging to production, often it is important not to overwrite policy changes made on the production system. See also, Deploying Portals.

Security Policy for an Entire WebCenter Portal Application (all portals, including the Home portal) 

When you back up (or export) an entire WebCenter Portal application, security policies for the Home portal and individual portals are included in the archive so you can move/restore the security information on one instance to another. For details, see Migrating Entire WebCenter Portal to Another Target.

Back-end Identity Store and Credential Store for WebCenter Portal

When you migrate to another instance, you must migrate the back-end components for security, such as Identity Store, Credential Store, Policy Store. For details, see Backing Up and Restoring Policy Stores (LDAP and Database) and Backing Up and Restoring Credential Stores (LDAP and Database).









16 Managing Subscriptions and Notifications

This chapter describes how to administer subscriptions and notifications. As an administrator, you can create and, potentially, enforce application-wide defaults for application-level subscriptions; specify a connection type that identifies the server that will handle notification delivery; and set and get Notifications messaging configuration details using WLST commands.


This chapter includes the following topics:

	About Subscriptions and Notifications


	Setting Up Default Subscription Preferences


	Setting Up Notifications


	Creating and Applying Custom Notification Templates


	Testing the Notifications Connection




Permissions
To perform the tasks in this chapter, you must be granted the WebLogic Server Admin role through the Oracle WebLogic Server Administration Console and the Administrator role in the deployed application. In WebCenter Portal, the Administrator role is granted through WebCenter Portal Administration.

For more information about roles and permissions, see Understanding Administrative Operations, Roles, and Tools.





16.1 About Subscriptions and Notifications

In WebCenter Portal, subscriptions and notifications provide users with a way to subscribe to the types of services and application objects that interest them. Consequently, users receive timely notice over their selected messaging channels of changes that affect their subscribed services and objects.

See Also:
For information about adding notifications functionality to a portal, see Adding Notifications to a Portal in Building Portals with Oracle
WebCenter Portal.



Always use the Fusion Middleware
Control or WLST command-line tool to review and configure back-end services for WebCenter Portal. Any changes you make to WebCenter Portal, post deployment, are stored in the MDS metadata store as customizations. See Oracle WebCenter Portal Configuration Considerations.

Note:
Most changes you make to WebCenter Portal tools and services configuration through Fusion Middleware
Control or using WLST are not dynamic. For your changes to take effect, you must restart the managed server in which the application is deployed. See Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.







16.2 Setting Up Default Subscription Preferences

WebCenter Portal users set their personal Subscriptions preferences through the WebCenter Portal Preferences dialog. Before this happens, the WebCenter Portal administrator can set default values that determine the application-level subscription options that are available to all users and whether those defaults can be changed.

This section provides an overview of Subscription defaults and steps you through the process of setting default values.

This section includes the following subsections:

	About Subscription Defaults


	Setting Subscription Defaults


	Setting Subscriptions Preferences in WebCenter Portal






16.2.1 About Subscription Defaults

Administrator-level Subscription preferences are set in a custom XML file that you create and then use to supersede the file that is provided for this purpose out of the box (notification-service-settings.xml). The settings in the custom XML file are analogous to the application-level subscriptions settings available to users through Subscription Preferences in WebCenter Portal (for more information, see Subscribing to the Application, to Portals, and to Objects in Using Oracle WebCenter Portal.)

Each setting provides three attributes:

	id—for specifying the service ID:

	oracle.webcenter.peopleconnections.connections, the Connections feature of the People Connections service


	oracle.webcenter.peopleconnections.wall, the Message Board feature of the People Connections service


	oracle.webcenter.peopleconnections.kudos, the Feedback feature of the People Connections service


	oracle.connections. community, portal membership management





	subscription-enabled—for specifying the initial state of the preference option: true (enabled) or false(not enabled)

Tip:
Rather than enabling or disabling the entire subscription capability, the subscription-enabled attribute merely sets the initial state of the preference option. For example, if subscription-enabled="true", then the associated subscription option is selected by default in the WebCenter Portal's Preferences dialog. If subscription-enabled="false", then the associated subscription option is deselected by default in the dialog.




	end-user-configurable—for enabling users to change the established default or preventing users from doing so: true or false




These attributes work together to determine the initial state of the General Subscriptions tab on the Subscriptions page in Preferences (Figure 16-1).

Figure 16-1 Preferences - Subscriptions: General Subscriptions Page
[image: Description of Figure 16-1 follows]



Table 16-1 illustrates the effect of custom administrator-level subscriptions settings on the appearance of the General Subscriptions tab.





Table 16-1 Effect of Administrator Defaults on Subscriptions Preferences

	subscription-enabled(1)	end-user-configurable	Option in Preferences
	True

	True

	Rendered normally, check box is selected


	True

	False

	Grayed out, check box is selected


	False

	True

	Rendered normally, check box is deselected


	False

	False

	Hidden, check box is hidden








Tip:
In Table 16-1, the most typical scenario for most notifications is false/true (row 3).



Table 16-2 lists the types of actions that can trigger an application-level notification and associates them with their related service ID.





Table 16-2 Application-Level Activities that Can Trigger Notifications

	Activity	Related Service ID
	A user sends you an invitation to connect

	oracle.webcenter.peopleconnections.connections


	Your portal role changes, for example, from Portal Manager to another custom role

	oracle.webcenter.community


	You are added as a member of a portal

	oracle.webcenter.community


	Your portal membership is removed

	oracle.webcenter.community


	A user posts a message to your Message Board

	oracle.webcenter.peopleconnections.wall


	A user likes your post on another user's Message Board

	oracle.webcenter.peopleconnections.wall


	A user comments on your post on another user's Message Board

	oracle.webcenter.peopleconnections.wall


	A user posts feedback for you

	oracle.webcenter.peopleconnections.kudos












16.2.2 Setting Subscription Defaults

To set defaults for application-level Subscription preferences:




	Navigate to a directory with a path that contains /oracle/webcenter/notification, and create the folder custom.Tip:
The directory structure can start or end with any directory or directories, as long as it has /oracle/webcenter/notification/custom in the path.





	In the custom folder, or in any subdirectory under /oracle/webcenter/notification/custom/, create the file notification-service-settings.xml.
	In the XML file, enter values for all application-level subscription options.The following example provides sample content for an application-wide subscription preferences setting file and an example of each required option.

<notification-service_settings xmlns="http://xmlns.oracle.com/webcenter/notification">
 <subscription-settings>
  <service id="oracle.webcenter.peopleconnections.connections" subscription-enabled="true"
   end-user-configurable="false"/>
  <service id="oracle.webcenter.peopleconnections.wall" subscription-enabled="false"
   end-user-configurable="true"/>
  <service id="oracle.webcenter.peopleconnections.kudos" subscription-enabled="false"
   end-user-configurable="true"/>
  <service id="oracle.webcenter.community" subscription-enabled="true"
   end-user-configurable="true"/>
 </subscription-settings>
</notification-service_settings>


Note:
If an option is not provided, the default values false/false are assigned for the service.





	Run the WLST command importMetadata(), and import the directory content into your metadata store.See Also:
For information about running WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.



For example:

wls: /wc_domain/serverConfig> importMetadata(application='webcenter',
 server='serverName', fromLocation='directoryPath', docs='/**')


Where:

	application is the name that identifies your WebCenter Portal deployment


	serverName is the name of the server where WebCenter Portal is running


	directoryPath is the directory path under which oracle/webcenter/notification/custom/<any_sub_dir_after_this>/notification-service-settings.xml is located.

For example, if the directory path to notification-service-settings.xml is /scratch/mydir/oracle/webcenter/notification/custom, enter /scratch/mydir for directoryPath.


	docs identifies the content to be imported, in this example, the path and files that fall under directoryPath.




For information about the importMetadata WLST command, see importMetadata in WLST Command Reference for Infrastructure
Components.





Table 16-3 describes the effect of various combinations of settings for the service ID oracle.webcenter.peopleconnections.connections.


Table 16-3 Effects of Subscription Configurations for Connections

	subscription-enabled	end-user-configurable	Effect
	true

	true

		The subscribing user receives a notification message when another user sends the user an invitation to connect.


	The user can change this default.





	true

	false

		The subscribing user receives a notification message when another user sends the user an invitation to connect.


	The user cannot change this default.2





	false

	true

		The subscribing user does not receive a notification message when another user sends the user an invitation to connect.


	The user can change this default.





	false

	false

		The subscribing user does not receive a notification message when another user sends the user an invitation to connect.


	The option for changing this default is hidden.











Table 16-4 describes the effect of various combinations of settings for the service ID oracle.webcenter.peopleconnections.wall.


Table 16-4 Effects of Subscription Configurations for Message Board

	subscription-enabled	end-user-configurable	Effect
	true

	true

		The subscribing user receives a notification message when another user posts a message on the user's Message Board, likes the user's Message Board post, or comments on the user's Message Board post.


	The user can change this default.





	true

	false

		The subscribing user receives a notification message when another user posts a message on the user's Message Board, likes the user's Message Board post, or comments on the user's Message Board post.


	The user cannot change this default.





	false

	true

		The subscribing user does not receive a notification message when another user posts a message on the user's Message Board, likes the user's Message Board post, or comments on the user's Message Board post.


	The user can change this default.





	false

	false

		The subscribing user does not receive a notification message when another user posts a message on the user's Message Board, likes the user's Message Board post, or comments on the user's Message Board post.


	The option for changing this default is hidden.











Table 16-5 describes the effect of various combinations of settings for the service ID oracle.webcenter.peopleconnections.kudos.


Table 16-5 Effect of Subscription Configurations for Feedback

	subscription-enabled	end-user-configurable	Effect
	true

	true

		The subscribing user receives a notification message when another user leaves feedback for the user.


	The user can change this default.





	true

	false

		The subscribing user receives a notification message when another user leaves feedback for the user.


	The user cannot change this default.





	false

	true

		The subscribing user does not receive a notification message when another user leaves feedback for the user.


	The user can change this default.





	false

	false

		The subscribing user does not receive a notification message when another user leaves feedback for the user.


	The option for changing this default is hidden.











Table 16-6 describes the effect of various combinations of settings for the service ID oracle.webcenter.community.


Table 16-6 Effect of Subscription Configurations for Portal Management

	subscription-enabled	end-user-configurable	Effect
	true

	true

		The subscribing user receives a notification message when the user's portal membership role changes, the user is added as a member of a portal, or the user is removed as a member of a portal.


	The user can change this default.





	true

	false

		The subscribing user receives a notification message when the user's portal membership role changes, the user is added as a member of a portal, or the user is removed as a member of a portal.


	The user cannot change this default.





	false

	true

		The subscribing user does not receive a notification message when the user's portal membership role changes, the user is added as a member of a portal, or the user is removed as a member of a portal.


	The user can change this default.





	false

	false

		The subscribing user does not receive a notification message when the user's portal membership role changes, the user is added as a member of a portal, or the user is removed as a member of a portal.


	The option for changing this default is hidden.


















16.2.3 Setting Subscriptions Preferences in WebCenter Portal

Individual users set their own subscription preferences in WebCenter Portal's Preferences. Two Preferences pages are provided for this purpose:




	Subscriptions, where users subscribe to be notified about actions occurring with their portal memberships and the People Connections service (Connections, Message Board, and Feedback) and view and remove their application- and object-level subscriptions

For more information, see Subscribing to the Application, to Portals, and to Objects in Using Oracle WebCenter Portal.


	Messaging, where users access controls for configuring their preferred messaging channels and filters (BPEL connection types only)

For more information, see Establishing and Managing Your Messaging Channels and Filters in Using Oracle WebCenter Portal.













16.3 Setting Up Notifications

This section provides an overview of messaging connection types, describes prerequisites that must be in place before you can define a notification channel, and steps you through the process of setting up a notification channel for Notifications. It includes the following subsections:

	About Connection Channels


	Notification Prerequisites


	Configuration Roadmap for Notifications


	Specifying the Notifications Channel Using Fusion Middleware Control


	Specifying the Notifications Channel Using WLST


	Example - Setting Up Mail Notifications for WebCenter Portal Using WLST






16.3.1 About Connection Channels

The Notifications connection type determines the messaging channels that are available to users when they configure their own messaging preferences for Notifications in WebCenter Portal.

Use one of two possible connection types:

	BPEL Server provides two messaging channel options to users: mail and texting (SMS).


	Mail Server delivers notification messages exclusively through a mail server that is configured for WebCenter Portal.




BPEL Server Connection Type

Selection of a BPEL server presupposes that you have established a connection to a BPEL server with the User Messaging Service (UMS) is available. For information about connecting to a BPEL server, see Managing the SOA Connection for WebCenter Portal Membership Workflows.

When WebCenter Portal has setSpacesWorkFlowConnectionName set up, the Manage Configuration button becomes available on the Messaging panel in WebCenter Portal's Preferences.

Tip:
You should use the same connection for Notifications that you use for setSpacesWorkFlowConnectionName, provided you use the BPEL Server for notifications.



Mail Server Connection Type

Selection of a mail server presupposes that you have established a connection to a mail server. Additionally, the external application associated with the mail server connection must contain shared credentials. For information about connecting to a mail server, see Managing Mail.

When Mail Server is the selected connection type, the Manage Configuration button on the Messaging panel in WebCenter Portal's Preferences might or might not be grayed-out. This depends on whether you have set up spacesWorkFlowConnection. Regardless, when Mail Server is the selected connection type, and you click the Manage Configuration button for Messaging preferences to open User Messaging Preferences, any changes you make are ignored.

See Also:
Establishing and Managing Your Messaging Channels and Filters in Using Oracle WebCenter Portal







16.3.2 Notification Prerequisites

Before you can define a connection type for Notifications, you must take the steps and consider the information provided in the following subsections:

	Installation


	Configuration


	Security


	Limitations






16.3.2.1 Installation

Installation requirements associated with Notifications change according to the type of connection you select for Notifications messaging.

If you will use the User Messaging Service (UMS) through your BPEL connection for Notifications messaging, you should know that only the mail driver is installed by default. To make use of SMS messaging channels, you must install drivers for these as well.

If you will use the Mail service for Notifications messaging, no Notifications-specific installation is required, but the Mail service must be configured as described in Managing Mail.








16.3.2.2 Configuration

Configuration prerequisites for Notifications also depend on the connection type you select for Notifications messaging.

BPEL Server Configuration

If you want users to have messaging channel options—mail and texting (SMS)—a connection to a BPEL server must be in place. Notifications uses the SOA installation for supporting multichannel notifications through the User Messaging Service (UMS). UMS is installed as a part of the SOA domain. Out of the box, only the mail driver is configured. The SMS driver is available, but must be deployed. 

For more information see Managing the SOA Connection for WebCenter Portal Membership Workflows in Administering Oracle SOA Suite
and Oracle Business Process Management Suite.

Mail Server Configuration

If you want users to always and only be notified through their mail, a connection to a mail server must be in place. Additionally, the external application associated with the mail server connection must contain shared credentials. For more information, see Managing Mail.

Mail notifications are sent in the preferred language specified for each user's profile. If the preferred language is not specified for a user, the server locale setting is used for mail notifications. For example, if the server is running on the Korean locale and the preferred language is not set for a user, the notification mail is in Korean. 

For information about setting the preferred language, see Choosing Your Preferred Display Language in Using Oracle WebCenter Portal.








16.3.2.3 Security

There are no security considerations specifically associated with Notifications.








16.3.2.4 Limitations

Some activities create Notification tasks to be sent in the future. For example, if a user creates an announcement with an active date in the future, a notification task is created on the WebCenter Portal application server, so that a notification will be sent when the announcement becomes active. However, if the Mail service is used for Notifications, future Notification tasks are deleted if the WebCenter Portal application server is restarted.

UMS supports multiple messaging channels, including voice and instant messaging, that are not supported by Notifications. From UMS, Notifications consumes only mail and SMS.

In WebCenter Portal Release 12.2.1.0.0, a new Documents service task flow has been introduced. Integration between the new task flow and subscriptions and notifications is not in place in this release; consequently, no document-related activities trigger notifications. Integration between the new Documents task flow and subscriptions and notifications will be reintroduced in a subsequent release.










16.3.3 Configuration Roadmap for Notifications

Figure 16-2 and Table 16-7 provide an overview of the prerequisites and tasks required to get the Notifications service working in WebCenter Portal.

Figure 16-2 Configuring the Notifications Service 
[image: Description of Figure 16-2 follows]









Table 16-7 Configuring Notifications 

	Actor	Task	Sub-task	Notes
	Administrator

	1. Set up the back-end component for Notifications.

	Set up the BPEL server


	Set up the mail server




	

	


	Administrator

	2. (For mail server only) Configure an external application.

		Create an external application connection for the mail server


	Configure shared credentials for the mail server external application




	


	Administrator

	3. Create or modify a connection between your WebCenter Portal application and your chosen back-end component:

	Create a connection to the BPEL server


	Create a connection to the mail server




	

	


	Administrator

	4. Choose the type of connection to use for Notifications, either BPEL or Mail, using one of the following tools:

	Fusion Middleware Control


	WLST




	

	


	Administrator

	5. Restart the managed server where your application is deployed.

	

	For WebCenter Portal, restart WC_Portal.


	Administrator

	6. Set up default subscription preferences for all users

	

	


	Application Specialist/End User

	7. Configure and test Notifications in your applications

	application specialist


	end user




	

	














16.3.4 Specifying the Notifications Channel Using Fusion Middleware Control

To specify a Notifications message connection type with Fusion Middleware
Control:

	Log in to Oracle Fusion Middleware Control and navigate to the home page for WebCenter Portal.

For more information, see Navigating to the Home Page for WebCenter Portal.


	From the WebCenter Portal menu, select Settings > Application Configuration.


	On the Application Configuration page, scroll down to Notifications (at the bottom of the page), and select a connection type to use for outbound notifications: either BPEL Server or Mail Server.


	The next step depends on the selected connection type:

If you select BPEL Server:

	From the Connection Name list, select the name you provided for the BPEL server when you set up that connection.


	In the Sender Mail Address field, enter a mail address from which all Notifications messages are sent. The sender mail address must match at least one driver that is configured to send messages from a corresponding domain.


	In the Sender SMS Address field, enter the four- to six-digit number that is used by the User Messaging Server (UMS) as the driver from which all Notifications messages are sent. The sender SMS address must match at least one driver that is configured to send messages from a corresponding domain.




If you select Mail Server, select a mail connection from the Connection Name list.


	Save your changes.


	To make your changes take effect, restart the managed server where WebCenter Portal is deployed.











16.3.5 Specifying the Notifications Channel Using WLST

Use the WLST command setNotificationsConfig to configure the connection type used for notifications. For command syntax and examples, see setNotificationsConfig in WebCenter WLST Command Reference. See also getNotificationsConfig in the same guide.

See Also:
For information about how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.



Note:
Updates to this configuration are stored in the MDS repository. For configuration changes to take effect, you must restart the managed server where the application is deployed. For more information, see Starting and Stopping Managed Servers Using WLST in Administering Oracle Fusion
Middleware.










16.3.6 Example - Setting Up Mail Notifications for WebCenter Portal Using WLST

This section provides an example of using WLST to set up Mail Notifications for WebCenter Portal using WLST commands.

First, the example shows you how to create an external application that is configured with shared credentials, and create a mail server connection that uses the external application. Next, the example shows you how to configure WebCenter Portal to send notifications on that mail connection, and finally how to set subscription options through user preferences.




	At the WLST command prompt, connect to the Administration Server for WebCenter Portal.connect('admin_user','mypassword','<servername>:7001')




	Create an external application connection:createExtAppConnection(appName='webcenter', name='NotificationSharedApp', displayName= 'NotificationSharedApp')


This command creates the connection named NotificationSharedApp.

For more information, see createExtAppConnection in WebCenter WLST Command Reference.



	Configure shared credentials for the external application, NotificationSharedApp:addExtAppCredential(appName='webcenter', name='NotificationSharedApp', 
type='SHARED', username='john.doe@example.com', password='sharedpassword')


Where username refers to the mail account from which mail notifications will be sent. This must be in the format <user>@<domain of the mail server>.

Optionally, you may add the following fields to use while sending out the mail notification. 

addExtAppField(appName='webcenter',name='NotificationSharedApp',fieldName='Email Address',fieldValue='sender's_email_address',displayToUser=false)
addExtAppField(appName='webcenter',name='NotificationSharedApp',fieldName='Your Name',fieldValue='sender's_display_name',displayToUser=false)


For more information, see addExtAppField in WebCenter WLST Command Reference.



	Create a Mail connection:createMailConnection(appName='webcenter',name='NotificationSharedConn',
         imapHost='<mailserver>',imapPort=143,
         smtpHost='<mailserver>',smtpPort=25,
         imapSecured=false,smtpSecured=false,
         appId='NotificationSharedApp',default=1)


This creates a mail connection named NotificationSharedConn.

For more information, see createMailConnection in WebCenter WLST Command Reference.



	Set Mail as the notifications channel:   setNotificationsConfig(appName='webcenter', type='MAIL',
                          name='NotificationSharedConn')


This sets NotificationSharedConn as the mail connection to use when sending notifications.

For more information, see setNotificationsConfig in WebCenter WLST Command Reference.



	For the changes to take effect, restart the managed server where WebCenter Portal is deployed (WC_Portal by default). 
	Log in to WebCenter Portal, navigate to the About tab of the Profile page, and verify that your e-mail address is set in the Email field. This is to ensure that notifications are sent to the required e-mail address.If the e-mail address is not set, click Edit, then in the Email field, specify your e-mail address, and click Save. 



	Subscribe to the activities for which to receive notifications. For example, navigate to the Preferences page, click Subscriptions, and then select Portal Management to get notified about any membership or role changes.
	Test your configuration by performing a subscribed activity. For example, change your role from Portal Manager to another custom role to trigger a notification.









16.4 Creating and Applying Custom Notification Templates

The notification messages that users receive through mail have a default format for content and content presentation. As the application administrator, you can instead create and apply custom templates to provide your own formats for notification messages.

This section provides information about creating a custom template for notifications messages. It includes the following subsections:

	About Overwriting Default Notification Templates


	Overwriting a Default Notifications Template






16.4.1 About Overwriting Default Notification Templates

You can go through MDS using WLST commands to customize the layout and content of subscription-based notification messages by overwriting the files defaultTemplate.xml (or defaultTemplate_rtl.xml—when right-to-left language support is required).

See Also:
For information about running WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.



You can create your own version of these xml files, editing the CSS styles for tables (label, value, background) and footers (note). You can move such tags as <payload> and <group-space-footer> to change the layout. To modify the content of these tags, you can edit the CDATA section within <html-format>.

Note that the tag <text-format/> should always be present and empty. You can use the tag <custom> to add additional content, where the enclosed <html-format> with CDATA contains the new HTML content and <text-format/> remains empty.

The following example illustrates the default content of notification message template files. You can use this to formulate your custom files.

Note:
Differences may appear between custom files particularly under the <style> tag, where alignment—either right or left—is specified.



Example

<?xml version="1.0"?>
<notification-template xmlns="http://xmlns.oracle.com/webcenter/notification">
   <!-- The CSS Style of the Notification -->
      <style>
         <text-format/>
         <html-format>
            <![CDATA[
               <style type="text/css">
                  .title  {font-size:1.2em; font-weight:bold;
                     white-space:nowrap;}
                  .label  {text-align:right; margin-left:30px;
                     padding-right:10px; white-space:nowrap;}
                  .value  {text-align:left; margin-right:20px;
                     padding-left:10px; white-space:nowrap;
                     width:100%;}
                  .note   {font-size:0.8em; color:#999999}
                  .background {background-color:#fcfcfc}
               </style>
            ]]>
         </html-format>
      </style>


   <!-- The Subject line of the Notification -->
   <subject>
      <message-key>NOTIFICATION_SUBJECT</message-key>
   </subject>
   <group-space-subject>
      <message-key>GROUP_SPACE_SUBJECT_SUFFIX</message-key>
   </group-space-subject>
   <!-- Actual srvc-specific data. Provided/Overridden by srvc template -->
   <payload>
      <text-format/>
      <html-format/>
   </payload>


   <!-- Any generic/common footer to appear after service-specific payload -->
   <!-- Group Space footer - if applicable -->
   <group-space-footer>
      <text-format/>
      <html-format>
         <![CDATA[
            <p>
               <a href="<token>groupSpaceUrl</token>" target="_blank">
                  <message-key>GO_TO_SPACE</message-key>&nbsp;<token>
                     groupSpaceName</token>
               </a>
            </p>
         ]]>
      </html-format>
   </group-space-footer>


   <!-- Unsubscribe footers -->
   <unsubscribe-footer>
      <text-format/>
      <html-format>
         <![CDATA[
            <hr/>
            <p class="note">
               <token>unsubscribeMessage</token>
            </p>
         ]]>
      </html-format>
   </unsubscribe-footer>
</notification-template>





<?xml version="1.0"?>
<notification-template xmlns="http://xmlns.oracle.com/webcenter/notification">
   <!-- The CSS Style of the Notification -->
      <style>
         <text-format/>
         <html-format>
            <![CDATA[
               <style type="text/css">
                  .title  {font-size:1.2em; font-weight:bold;
                     white-space:nowrap;}
                  .label  {text-align:left; margin-right:30px;
                     padding-left:10px; white-space:nowrap;}
                  .value  {text-align:right; margin-left:20px;
                     padding-right:10px; white-space:nowrap;
                     width:100%;}
                  .note   {font-size:0.8em; color:#999999}
                  .background {background-color:#fcfcfc}
               </style>
            ]]>
         </html-format>
      </style>


   <!-- The Subject line of the Notification -->
   <subject>
      <message-key>NOTIFICATION_SUBJECT</message-key>
   </subject>
   <group-space-subject>
      <message-key>GROUP_SPACE_SUBJECT_SUFFIX</message-key>
   </group-space-subject>
   <!-- Actual srvc-specific data. Provided/Overridden by srvc template -->
   <payload>
      <text-format/>
      <html-format/>
   </payload>


   <!-- Any generic/common footer to appear after service-specific payload -->
   <!-- Group Space footer - if applicable -->
   <group-space-footer>
      <text-format/>
      <html-format>
         <![CDATA[
            <p>
               <a href="<token>groupSpaceUrl</token>" target="_blank">
                  <message-key>GO_TO_SPACE</message-key>&nbsp;<token>
                     groupSpaceName</token>
               </a>
            </p>
         ]]>
      </html-format>
   </group-space-footer>


   <!-- Unsubscribe footers -->
   <unsubscribe-footer>
      <text-format/>
      <html-format>
         <![CDATA[
            <hr/>
            <p class="note">
               <token>unsubscribeMessage</token>
            </p>
         ]]>
      </html-format>
   </unsubscribe-footer>
</notification-template>









16.4.2 Overwriting a Default Notifications Template

To overwrite a default notifications template (an xml file) to customize notification message formats:




	Create a directory in the format of: /tmp/repository/oracle/webcenter/notification/custom/template This will later be used to import the files into the MDS and override the original application file.



	Inside the directory you created, create a custom XML file with the name defaultTemplate.xml (or defaultTemplate_rtl.xml, for a right-to-left language template).
	Populate the custom file with your revised version of one of these default files.
	Upload the custom file into WebCenter Portal's MDS repository using the importMetadata() WLST command. Overwrite the original file, placing the custom file where the absolute path to the file contains the namespace oracle/webcenter/notification/custom.For example:

importMetadata(application='webcenter', server='WC_Portal', fromLocation='template-file-location', docs='/oracle/webcenter/notification/custom/template/defaultTemplate.xml')

Note:
For information about the importMetada WLST command, see importMetadata in WLST Command Reference for Infrastructure
Components.



The template-file-location points to the directory under which the fully qualified custom file is located. The fully qualified custom file is typically placed under the directory structure equivalent to its namespace, inside the MDS repository. For example, for a file created under the following namespace: 

/tmp/repository/oracle/webcenter/notification/custom/template/defaultTemplate.xml



	Upload the custom file into WebCenter Portal's MDS repository by running the importMetadata() WLST command.For example:

importMetadata(application='webcenter', server='WC_Portal',
   fromLocation='template-file-location',
   docs='/oracle/webcenter/notification/custom/template/defaultTemplate.xml')


The template-file-location points to the directory under which the fully qualified custom file is located. The fully qualified custom file is typically placed under the directory structure equivalent to its namespace. 

For example, for a file that is created under the following namespace:

/tmp/repository/oracle/webcenter/notification/custom/template/defaultTemplate.xml


The fromLocation is /tmp/repository since the remaining sub-directory consists of the namespace for the XML file. The namespace must have at least the path /oracle/webcenter/notification/custom.



	Restart WebCenter Portal.








16.5 Testing the Notifications Connection

In general, Notifications is dependent on the underlying Mail or BPEL connection being valid when the administrator sets it. If these connections prove to be valid, then, by extension, the Notifications connections requirements are met.

Tip:
For information about testing Mail connections, see Testing Mail Server Connections.










1  Rather than enabling or disabling the entire subscription capability, the subscription-enabled attribute merely sets the initial state of the preference option. For example, if subscription-enabled="true", then the associated subscription option is selected by default in WebCenter Portal's Preferences. If subscription-enabled="false", then the associated subscription option is deselected by default.
2  This is the out-of-the-box default



7 Managing Analytics

This chapter describes how to configure and manage Analytics for WebCenter Portal. Analytics enables you to display usage and performance metrics for a portal. 


Always use Fusion Middleware
Control or the WLST command-line tool to review and configure back-end services for WebCenter Portal. Any configuration changes that you make post-deployment are stored in the MDS metadata store as customizations. See Oracle WebCenter Portal Configuration Considerations. Any changes that you make to Analytics Collector configuration are stored in the Analytics database.

Note:
Changes that you make to Analytics configuration through Fusion Middleware
Control or using WLST are not dynamic so you must restart the managed server on which the Analytics Collector or portal application is deployed for your changes to take effect. See Starting and Stopping Managed Servers for WebCenter Portal Application Deployments. 



This chapter includes the following topics: 

	About Analytics in WebCenter Portal


	Configuration Roadmap for Analytics


	Analytics Prerequisites


	Configuring Analytics Collector Settings


	Registering an Analytics Collector for Your Application


	Validating Analytic Event Collection


	Viewing the Current WebCenter Portal's Analytic Event List


	Purging Analytics Data


	Partitioning Analytics Data




Permissions
To perform the tasks in this chapter, you must be granted the WebLogic Server Admin role through the Oracle WebLogic Server Administration Console and the Administrator role granted through WebCenter Portal Administration.

For more information about roles and permissions, see Understanding Administrative Operations, Roles, and Tools.





7.1 About Analytics in WebCenter Portal

Analytics allows WebCenter Portal administrators and business users to track and analyze portal usage. Analytics provides the following basic functionality: 

	Usage Tracking Metrics: Analytics collects and reports metrics for common portal functions, including community, page, and portlet visits.


	Behavior Tracking: Users can analyze portal metrics to determine usage patterns, such as portal visit duration and usage over time. 


	User Profile Correlation: Users can correlate metric information with user profile information. Usage tracking reports can be viewed and filtered by user profile data such as country, company, or state. For more information, see Query Options in Building Portals with Oracle
WebCenter Portal. 




An overview of Analytics components and ready-to-use task flows are described in the following sections:

	Analytics Components


	Analytics Task Flows






7.1.1 Analytics Components

Figure 7-1 illustrates components for Analytics in WebCenter Portal:

	WC_Portal – The managed server on which Oracle WebCenter Portal and the Analytics Collector is deployed are deployed.


	Event Data – Analytics tracks and collects a defined set of events. A comprehensive set of the most common events are provided out-of-the-box.


	Open Usage API  – The OpenUsage API sends metrics to the Analytics Collector using UDP (User Datagram Protocol).


	Analytics Collector – The Analytics Collector component gathers event data.

Analytics Collectors can be clustered to provide increased scalability and reliability. 


	Analytics Database – The Analytics database (ACTIVITIES) stores metrics gathered from portal and non-portal events.


	Analytics Task Flows – Analytics provides a series of task flows to report metrics for common portal functions. 


	MDS – The Metadata Service (MDS) repository that stores task flow customizations.




Figure 7-1 Analytics Components
[image: Analytics Components]









7.1.2 Analytics Task Flows

Table 7-1 lists the Analytics task flows available with WebCenter Portal. For detailed information about these task flows and how to use them, see About Analytics in Building Portals with Oracle
WebCenter Portal. 





Table 7-1 Analytics Task Flows in WebCenter Portal

	Analytics Task Flows	Description
	WebCenter Portal Traffic

	A summarized view for common events within the portal.


	Page Traffic

	Displays the number of page visits and the number of unique users that visited any page within the portal.


	Login Metrics

	Reports portal logins.


	Portlet Traffic

	Displays usage data for a portlet.


	Portlet Response Time

	Displays performance data for a portlet.


	Portlet Instance Traffic

	Displays usage data for a portlet instance. 

When the same portlet displays on several different pages, each placement is considered as a portlet instance.


	Portlet Instance Response Time

	Displays performance data for a portlet instance.


	Search Metrics

	Tracks portal searches.


	Wiki Metrics

	Tracks most popular/least popular wikis.


	Blog Metrics

	Tracks most popular/least popular blogs.


	Discussion Metrics

	Tracks most popular/least popular discussions.


	Portal Traffic

	Displays usage data for a portal.


	Portal Response Time

	Displays page performance data for a portal.














7.2 Configuration Roadmap for Analytics

The flow chart in Figure 7-2 and tasks in Table 7-2 provide an overview of the prerequisites and tasks required to get Analytics working in WebCenter Portal.

Figure 7-2 Configuring Analytics for Use in WebCenter Portal
[image: Configuring the Analytics Service for Spaces]



Table 7-2 Configuring Analytics for Use in WebCenter Portal

	Actor	Task	Subtask
	Administrator

	1. Install Oracle WebCenter Portal and the back-end components for Analytics.

	


	Administrator

	2. (Optional) Configure the Analytics Collector Settings using either of the following tools:

	System MBean Browser


	WLST




	


	Administrator

	3. Configure a connection between the Oracle WebCenter Portal and the Analytics Collector using either of the following tools:

	Fusion Middleware Control


	WLST




	


	WebCenter Portal Administrator

	4. Test that analytics data is available in WebCenter Portal

	4.a Log in to WebCenter Portal with administrator privileges

4.b Open the main Analytics business role page to see live data:

http://host:port/webcenter/portal/system/Analytics












7.3 Analytics Prerequisites

This section includes the following topics:

	Analytics – Installation


	Analytics – Configuration


	Analytics – Security Considerations


	Analytics – Limitations






7.3.1 Analytics – Installation

The Analytics Collector is an optional installation option for Oracle WebCenter Portal. To install this product, select Oracle WebCenter Portal Analytics Collector in the Fusion Middleware Configuration Wizard. For detailed installation instructions, see Installing and Configuring Oracle
WebCenter Portal.

The Analytics schema (ACTIVITIES) and the WebCenter Portal schema (WEBCENTER) can be installed on the same database or on separate databases.





7.3.2 Analytics – Configuration

The Analytics Collector is configured to receive events out-of-the-box, using installation defaults. If the default values are not suitable for your installation or you have a cluster, you may configure different values using WLST or MBeans Browser. For more information, seeConfiguring Analytics Collector Settings.

Out-of-the-box, WebCenter Portal is not configured to send events to the Analytics Collector. If you want to collect usage and performance metrics for WebCenter Portal you must register the Analytics Collector and enable event collection. For more information, see Registering an Analytics Collector for Your Application. Once connected, analytics data is collected and displays in your application (through Analytics task flows) without further configuration.





7.3.3 Analytics – Security Considerations

In WebCenter Portal, resource catalogs display Analytics task flows only to users with appropriate permissions:

	Administrators – Users with the Administrator role have access to all Analytics task flows


	Portal Managers – Within a particular portal, members with the Portal Manager role have access to Analytics task flows that display usage data for that portal only




Analytics usage data is valuable for portal analysis but might be regarded as private or sensitive to portal users. To protect security and privacy interests associated with usage metrics WebCenter Portal administrators and individual portal managers must manage page security such that only appropriate, specified users have access to pages that expose analytics data. See About Analytics in Building Portals with Oracle
WebCenter Portal.





7.3.4 Analytics – Limitations

Analytics task flows do not display custom event information. 







7.4 Configuring Analytics Collector Settings

During installation, the Analytics Collector is configured to receive events using the following default values:

	Collector Host Name - localhost


	Default Port - 31314


	Maximum Port Number - 31314


	Broadcast Type - Unicast


	Clustering - The clustering settings do not apply. Clustering is not supported in this version.




Note:
If the database used by WebCenter Portal uses a National Character Set set to something other than AL16UTF16, the Analytics startup listener may fail to start. The National Character Set option is configure through the Database Configuration Assistant when the database is created. Oracle recommends that you keep the National Character Set set to its default value of AL16UTF16 to avoid potential issues.



If these default values are not suitable for your installation or you have a cluster, you can configure suitable values using WLST or the MBeans Browser in Fusion Middleware
Control:

	Setting Analytics Collector Properties Using WLST


	Setting Analytics Collector Properties Using Fusion Middleware Control




These Analytics Collector configuration settings are stored in the Analytics database (ACTIVITIES).



7.4.1 Setting Analytics Collector Properties Using WLST

Use the WLST command setAnalyticsCollectorConfig to set event collection properties for the Analytics Collector. For command syntax and examples, see setAnalyticsCollectorConfig in WebCenter WLST Command Reference. 

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

Note:
To start using the property values you must restart the managed server on which the Analytics Collector application is deployed (WC_Portal). For more information, see Starting and Stopping Managed Servers Using WLST  in Administering Oracle Fusion
Middleware. 










7.4.2 Setting Analytics Collector Properties Using Fusion Middleware Control

Use the Systems MBeans Browser in Fusion Middleware
Control to set event collection properties for the Analytics Collector:

To configure the Analytics Collector (deployed on the WC_Portal managed server):




	Log in to Fusion Middleware
Control and navigate to the home page for WebCenter Portal. For more information, see: 	Navigating to the Home Page for WebCenter Portal






	Open the System MBean Browser. From the WebCenter Portal menu, select System MBean Browser.
	Navigate to:  Application Defined MBeans >oracle.webcenter.analytics >Server: WC_Portal >Application: analytics-collector >CollectorConfiguration >ConfigurationAlternatively, search for CollectorConfiguration or filter the System MBean Browser tree using the MBean pattern: oracle.webcenter.analytics:*

Figure 7-3 System MBeans Browser - Analytics Collector Properties
[image: Analytics Collector - MBeans Browser]




	Modify configuration properties for the Analytics Collector. For more information, see Table 7-3.
Table 7-3 Analytics Collector - Configuration Properties

	Field	Description
	BroadcastType

	Specify the network channel on which the Analytics Collector broadcasts a 'heartbeat' to advertise its location to event producers. Valid values are Broadcast and Multicast:

Broadcast - use the standard network broadcast channel.

Multicast - use a special fixed multicast address.


	ClusterEnabled

	The clustering settings do not apply. Clustering is not supported in this version.


	ClusterName

	The clustering settings do not apply. Clustering is not supported in this version.


	CollectorHeartbeatFrequency

	The clustering settings do not apply. Clustering is not supported in this version.


	CollectorDefaultPort

	Enter the default port number on which the Analytics Collector listens. The default value is 31314.


	CollectorHostName

	Enter the name of the host on which the Analytics Collector is running.

The default setting is localhost.


	CollectorMaximumPort

	Enter the highest port number that an Analytics Collector can use when allocating a listener.

This property is mostly used in a clustered environment where multiple collectors run in the same box. Each collector listens for incoming UDP messages on a free port within a given port range. The range is from the default port number to the maxPort number.










	To start using the new settings you must restart the managed server on which the Analytics Collector application is deployed (WC_Portal). For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.








7.5 Registering an Analytics Collector for Your Application

Events raised in WebCenter Portal using OpenUsage APIs can be sent to an Analytics Collector for use by Analytics. If you intend to use any of the features or task flows provided by these tools you must connect WebCenter Portal to an Analytics Collector.

While you can register multiple Analytics Collector connections for WebCenter Portal, only one Analytics Collector is used (i.e., the default (or active) connection).

To start using a new configuration you must restart the managed server on which WebCenter Portal is deployed.

This section includes the following subsections:

	Registering an Analytics Collector Using Fusion Middleware Control


	Registering an Analytics Collector Using WLST


	Disabling WebCenter Portal Event Collection






7.5.1 Registering an Analytics Collector Using Fusion Middleware Control

To register an Analytics Collector for WebCenter Portal:




	Log in to Fusion Middleware
Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	Open the Service Configuration page. From the WebCenter Portal menu, select Settings > Service Configuration.
	From the list of services on the WebCenter Portal Service Configuration page, select Analytics.

	To connect to an Analytics Collector, click Add (Figure 7-4).Figure 7-4 Configuring Analytics Collector Connections
[image: Configuring Analytics Collector Connections]




	Enter a unique name for this connection.The name must be unique (across all connection types) within WebCenter Portal.

Figure 7-5 Add Analytics Collector Connection
[image: Adding Analytics Collector Connection]




	Select Active Connection to use this connection for Analytics.While you can register multiple Analytics Collector connections for WebCenter Portal, only one connection is used—the default (or active) connection.



	Select Enable WebCenter Portal Event Collection to send analytics events raised using OpenUsage APIs to the Analytics Collector.Deselect this option if you do not want to collect analytics data.



	Enter connection details for the Analytics Collector. For details, see Table 7-4.
Table 7-4 Analytics Collector Connection - Connection Details

	Field	Description
	Messaging Mode

	This property specifies whether to send events to a clustered Analytics Collector in multicast mode or a single Analytics Collector using unicast communication. Clustering the Analytics Collector is not supported in the current release, so the only valid value for this release is Unicast.


	Collector Host Name

	If the messaging mode is set to Unicast, enter the host name where the Analytics Collector is running. 

The default setting is localhost.


	Collector Port

	Enter the port on which the Analytics Collector listens for events. The default value is 31314.










	Click OK to save. 
	To start using the new (active) connection you must restart the managed server on which WebCenter Portal is deployed. For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.






7.5.2 Registering an Analytics Collector Using WLST

Use the WLST command createAnalyticsCollectorConnection to create an Analytics Collector connection for WebCenter Portal. To update an existing connection, use setAnalyticsCollectorConnection. For command syntax and examples, see createAnalyticsCollectorConnection and setAnalyticsCollectorConnection in WLST Command Reference for WebLogic  Server.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.

Note:
To start using the new connection, ensure that isEnabled=1 and default=1, and then restart the managed server on which WebCenter Portal is deployed. See Starting and Stopping Managed Servers Using WLST in WLST Command Reference for WebLogic  Server.










7.5.3 Disabling WebCenter Portal Event Collection

If you do not want to collect events raised using OpenUsage APIs, you can stop event transmission temporarily or permanently.

This section includes the following subsections:

	Disabling WebCenter Portal Event Collection Using Fusion Middleware Control


	Disabling WebCenter Portal Event Collection Using WLST






7.5.3.1 Disabling WebCenter Portal Event Collection Using Fusion Middleware Control 

To disable event collection for WebCenter Portal:




	Log in to Fusion Middleware
Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	Open the Service Configuration page. From the WebCenter Portal menu, select Settings > Service Configuration.
	From the list of services on the WebCenter Portal Service Configuration page, select Analytics.
	Select the connection in the table, and then click Edit.
	Deselect Enable WebCenter Portal Event Collection (Figure 7-6).Figure 7-6 Disabling Analytics Event Collection
[image: Disabling Analytics Event Collection]




	To effect this change you must restart the managed server on which WebCenter Portal is deployed. For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.






7.5.3.2 Disabling WebCenter Portal Event Collection Using WLST

To disable event collection using WLST, run the setAnalyticsCollectorConnection command with the isEnabled argument set to 0 (false). For command syntax and examples, see setAnalyticsCollectorConnection in WebCenter WLST Command Reference.

For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.












7.6 Validating Analytic Event Collection

You can check whether events reach the Analytics Collector by checking the trace log at:

<base_domain_name>/servers/WC_Portal/logs/analytics-collector/collector.trc

Event messages are similar to the following:

[2015-09-16T07:13:56.906-07:00] [WC_Utilities] [TRACE] []
[SRC_METHOD: OnMessageReceived] Event = [[
EVENT_TYPE: {http://www.myorg.com/videoapp}VIDEOVIEWS
VERSION: 3.0.XXXX
AS_DIMENSION_USER.USERID: testuser01
VIDEO.RESOURCEID: video8736
VIDEO.TITLE: Project Kick Off
VIDEO.LOOP: false
QUALITY: 720
PROPERTY_VERSION: 3.0.XXXX


To display analytics collector configuration information, enter the following URL:

http://hostname:WC_Portal_port/collector


This page lists the following:

	Collector Default Port


	Collector Max Port


	Collector Server Name


	Broadcast Type


	Cluster Enabled


	Cluster Name


	Partitioning Enabled


	Time Dimension for This Year


	Space Dimension Exists (for WebCenter Portal)








7.7 Viewing the Current WebCenter Portal's Analytic Event List

Use the Systems MBeans Browser in Fusion Middleware
Control to see which events an Analytics Collector is configured to collect.

To display the current list of analytics events:




	Log in to Fusion Middleware
Control and navigate to the home page for WebCenter Portal. For more information, see Navigating to the Home Page for WebCenter Portal.
	Open the System MBean Browser. From the WebCenter Portal menu, select System MBean Browser.
	Navigate to:  Application Defined MBeans> oracle.webcenter.analytics > Server: WC_Portal> Application: analytics-collector> CollectorServices> ServicesAlternatively, search for CollectorServices or filter the System MBean Browser tree using the MBean pattern: oracle.webcenter.analytics:*



	Select the Operations tab.Figure 7-7 System MBeans Browser - Register Analytics Events
[image: System MBeans Browser: Registering Analytics Events]




	Click listRegisteredEventTypes.
	Click Invoke.


Alternatively, use the WLST command listAnalyticsEventTypes. For command syntax and examples, see listAnalyticsEventTypes in WebCenter WLST Command Reference. 








7.8 Purging Analytics Data

For information about purging analytics data, see Purging Oracle WebCenter Portal's Analytics Data in Administering Oracle Fusion
Middleware. 








7.9 Partitioning Analytics Data

For information about partitioning analytics data, see Partitioning Oracle WebCenter Portal's Analytics Data in Administering Oracle Fusion
Middleware.









F Troubleshooting Oracle WebCenter Portal

This appendix presents troubleshooting information for Oracle WebCenter Portal.


This appendix includes the following topics:

	Using My Oracle Support for Additional Troubleshooting Information


	Troubleshooting Oracle WebCenter Portal Configuration Issues


	Troubleshooting Oracle WebCenter Portal WLST Command Issues


	Troubleshooting Oracle WebCenter Portal Performance Issues


	Troubleshooting WebCenter Portal Workflows


	Troubleshooting WebCenter Portal Import and Export


	Troubleshooting Individual Portal and Portal Template Import and Export


	Troubleshooting Issues with Mail


	Troubleshooting Issues with Announcements and Discussions


	Troubleshooting Issues with Events


	Troubleshooting Issues with Users and Roles


	Troubleshooting Issues with Content Repositories


	Troubleshooting Issues with Analytics


	Troubleshooting Issues with Oracle SES


	Troubleshooting Issues with Notifications


	Troubleshooting External Application Issues


	Troubleshooting Security Configuration Issues






F.1 Using My Oracle Support for Additional Troubleshooting Information

You can use My Oracle Support (formerly MetaLink) to help resolve Oracle WebCenter Portal problems. My Oracle Support contains several useful troubleshooting resources, such as:

	Knowledge base articles


	Community forums and discussions


	Patches and upgrades


	Certification information




Note:
You can also use My Oracle Support to log a service request.



You can access My Oracle Support at https://support.oracle.com.








F.2 Troubleshooting Oracle WebCenter Portal Configuration Issues

This section includes the following subsections:

	Configuration Options Unavailable


	Logs Indicate Too Many Open Files






F.2.1 Configuration Options Unavailable

Problem

When you try to configure WebCenter Portal through Fusion Middleware
Control, the following message displays:

Configuration options currently unavailable. The application application_name might be down, did not start-up properly, or is incorrectly packaged.
Check the log files for further details.


For example, you try to change options available through the Application Settings screen or configure connections through the WebCenter Portal Service Configuration screen in Fusion Middleware Control. 

Solution

Check the application's diagnostic logs. For WebCenter Portal, the log file is available in the DOMAIN_HOME/servers/ServerName/logs directory. The log file follows the naming convention of ServerName-diagnostic.log. See also, Viewing and Configuring WebCenter Portal Logs.

Analyze messages for the modules oracle.adf.mbean.share.connection and oracle.adf.mbean.share.config, and determine what must be done.








F.2.2 Logs Indicate Too Many Open Files

Problem

WebCenter Portal is inaccessible or displaying error messages and the diagnostic log files indicates that there is an issue with 'too many open files'.

Solution

Do the following:

	Check the number of file handles configured on each of the back-end servers, primarily the database, and increase appropriately.


	If the problem persists after increasing the file handles, check the value of fs.file-max in the /etc/sysctl.conf file and increase the value appropriately.













F.3 Troubleshooting Oracle WebCenter Portal WLST Command Issues

This section includes the following topics:

	No Oracle WebCenter Portal WLST Commands Work


	WLST Commands Do Not Work for a Particular Tool or Service


	Connection Name Specified Already Exists


	WLST Shell is Not Connected to the WebLogic Server


	More Than One Application with the Same Name Exists in the Domain


	More Than One Application with the Same Name Exists on a Managed Server


	Already in Domain Runtime Tree Message Displays




See also, Running Oracle WebLogic Scripting Tool (WLST) Commands.



F.3.1 No Oracle WebCenter Portal WLST Commands Work

Problem

You are unable to run any WLST commands.

Solution

Ensure the following:

	Always run Oracle WebCenter Portal WLST commands from Oracle home directory (ORACLE_HOME/common/bin).

If you attempt to run Oracle WebCenter Portal WLST commands from the wrong directory you will see a NameError. 


	No files other than Python are stored in the WLST source directory: WCP_ORACLE_HOME/common/bin/wlst. This directory must contain files with the .py extension only. 

The default set of files in this location contain legal Python files from Oracle. It is possible that a user copied some non-python script to this directory, for example, a backup file or a test python file with syntax errors.


	webcenter-wlst.jar is located at WCP_ORACLE_HOME/common/bin/wlst/lib. 




See also, Running Oracle WebLogic Scripting Tool (WLST) Commands.








F.3.2 WLST Commands Do Not Work for a Particular Tool or Service

Problem

You are unable to run WLST commands for a particular tool or service, and therefore, you cannot configure that tool/service.

Solution

First, run generic non-Oracle WebCenter Portal commands, for example, run listApplications or displayMetricTableNames to verify whether these commands work. If generic commands do not work, then apply the solution described in No Oracle WebCenter Portal WLST Commands Work. 

If generic commands work, then run test commands to check Oracle WebCenter Portal-specific commands for syntax errors. Run the appropriate WSLT check command (see Table F-1).







Table F-1 File Names and WLST Commands for Oracle WebCenter Portal Tools and Service

	Service Name	File Name	WLST Command
	Activity Stream

	ActivityStream.py

	asCheck()


	Analytics

	Analytics.py

OpenUsage.py

	analyticsCheck()

openusageCheck()


	Discussions and Announcements

	Forum.pyJiveAdmin.py

	fcpCheck()


	Documents

	Doclib.py

	doclibCheck()


	External Applications

	ExtApp.py

	extCheck()


	Portal Events

	Community.py

	ceCheck()


	Instant Messaging and Presence

	Imp.py 

	rtcCheck() 


	Mail

	Mail.py 

	mailCheck()


	Notifications

	Notification.py

	notificationCheck()


	Personal Events

	Personal.py

	peCheck()


	Producers

	

	


	PDK-Java Producers

	Pdk.py

	pdkCheck()


	WSRP Producers

	Wsrp.py 

	wsrpCheck() 


	Pagelet Producers

	Ensemble.py

	ensembleCheck()


	Producer Helper

	Producer.py

	producerHelperCheck()


	RSS News Feed

	RSS.py

	rssCheck() 


	Search

	Ses.py

	sesCheck()


	Worklist

	Bpel.py

	bpelCheck()


	Export/Import - WebCenter Portal applications

	Lifecycle.py

	lifecycleCheck()


	Export/Import - Portals and Template

	ExtImp.py 

	expimpCheck() 


	Synchronize Users

	SynchronizeUser.py 

	userRenameCheck() 


	Rename Users

	UserRename.py 

	userRenameCheck()


	WebCenter Portal - General

	

	


	Service Framework

	WcServiceFwk.py

	serviceFwkCheck() 


	General Settings

	WebCenterGeneralSettings.py

	generalSettingsCheck() 


	WebCenter Portal and SOA

	WebCenterSpacesSOA.py

	spaceCheck() 










See also, Running Oracle WebLogic Scripting Tool (WLST) Commands.

For more information about Oracle WebCenter Portal's WLST commands, see WebCenter Portal Custom WLST Commands in WebCenter WLST Command Reference.








F.3.3 Connection Name Specified Already Exists

Problem

You are unable to create a connection with the name Connection_Name. The following message displays:

A connection with name Connection_Name already exists.

For example, you try to create an external application connection using the WLST command createExtAppConnection or connect to a mail server using createMailConnection.

Solution

Connection names must be unique (across all connection types) within WebCenter Portal. This error occurs when you try to create a connection with a name that is in use. Ensure that you use a unique name for your connection.








F.3.4 WLST Shell is Not Connected to the WebLogic Server

Problem

You must connect to the Administration Server for Oracle WebCenter Portal before running WLST commands. Oracle WebCenter Portal WLST commands do not work without a connection. 

Solution

Run the following command to connect the WLST shell to the managed server:

connect(username, password , serverhost:serverport)

See also, No Oracle WebCenter Portal WLST Commands Work and Running Oracle WebLogic Scripting Tool (WLST) Commands.








F.3.5 More Than One Application with the Same Name Exists in the Domain

Problem

You attempt to perform an operation on WebCenter Portal, such as create a connection for a service or register a portlet producer, and the following message displays:

Another application named "YourApplicationName" exists. Specify the Server on which your application is deployed. Use: server="YourServerName".


This message displays if there are multiple applications with the same name in the domain. This usually happens in a cluster environment, where the same application is deployed to multiple managed servers.

For example, you tried to register a portlet producer for WebCenter Portal using the following WLST command:

registerWSRPProducer(appName='webcenter', name='MyWSRPSamples', url='http://myhost.com:9999/ portletapp/portlets/wsrp2?WSDL')


Solution

Specify on which managed server you want to run the WLST command, that is, include the server argument. For example:

registerWSRPProducer(appName='webcenter', name='MyWSRPSamples', url='http://myhost.com:9999/portletapp/portlets/wsrp2?WSDL', server=WC_CustomPortal2)


See also, Running Oracle WebLogic Scripting Tool (WLST) Commands.








F.3.6 More Than One Application with the Same Name Exists on a Managed Server

Problem

You attempt to perform an operation on WebCenter Portal such as create a connection for a service or register a portlet producer, and the following message displays:

Another application named application_name" exists on the server managedServerName.

This message indicates that there are multiple applications with the same name on specified managed server. This usually happens when applications are assigned different versions.

For example, you tried to register a portlet producer for an application named "MyApp" using the following WLST command:

registerWSRPProducer(appName='myApp', name='MyWSRPSamples', url='http://myhost.com:9999/portletapp/portlets/wsrp2?WSDL')


Solution

Specify on which application version you want to run the WLST command, that is, include the server and applicationVersion arguments. For example:

registerWSRPProducer(appName='myApp', name='MyWSRPSamples', url='http://myhost.com:9999/portletapp/portlets/wsrp2?WSDL', server=WC_CustomPortal1, applicationVersion=2)


See also, Running Oracle WebLogic Scripting Tool (WLST) Commands.








F.3.7 Already in Domain Runtime Tree Message Displays

Problem

While running a WLST command, the following message displays:

Already in Domain Runtime Tree


Solution

None required. This is for information only.










F.4 Troubleshooting Oracle WebCenter Portal Performance Issues

Use the information in this section to help diagnose performance-related issues for Oracle WebCenter Portal.

This section contains the following sub sections:

	About Performance Monitoring and Troubleshooting Tools


	How to Identify Slow Pages


	How to Identify Slow Page Components


	How to Troubleshoot Slow Page Requests


	How to Troubleshooting Requests using JRockit Flight Recordings






F.4.1 About Performance Monitoring and Troubleshooting Tools

Various tools are available for monitoring and troubleshooting performance issues with your Oracle WebCenter Portal environment.





Table F-2 Performance Monitoring and Troubleshooting Tools

	Tool	Use to...	See
	Enterprise Manager

	

	


	Fusion Middleware Control

	Monitor WebCenter Portal metrics and log files in real-time mode for a single Oracle Fusion Middleware Farm.

Check service configuration, including MDS and partitions for WebCenter Portal deployments.

	Starting Enterprise Manager Fusion Middleware Control


	Grid Control

	Monitor WebCenter Portal metrics in real time and from a historical perspective for trend analysis, as well as monitor the underlying host and operating system, databases, and more. 

Oracle Enterprise Manager 11g Grid Control must be installed separately as it is not a part of the Oracle Fusion Middleware 11g installation. With Grid Control, you can centrally manage multiple Oracle Fusion Middleware Farms and WebLogic Domains.

	Oracle Enterprise Manager Cloud Control


	WebCenter Portal Page Performance Analyzer

	Analyze the performance of portal pages in WebCenter Portal. This tool dynamically measures and presents the performance of individual page components when you display pages in WebCenter Portal.

	How to Identify Slow Page Components


	JConsole

	Graphically monitor Java applications and Java virtual machines (JVM).

	How to Use JConsole to Monitor JVM




	JRockit Mission Control

	Capture and present live data about memory, CPU usage, and other runtime metrics.

	Troubleshooting Slow Requests Using JFR Recordings


	Eclipse Memory Analyzer

	Find memory leaks and reduce memory consumption.

	Troubleshooting Memory Leaks and Heap Usage Problems


	Threadlogic

	Analyze thread dumps.

	Generating Thread Dumps to Diagnose Extremely Slow Page Performance, High Thread Counts, and System Hangs

















F.4.2 How to Identify Slow Pages

Use Fusion Middleware Control to determine the slowest pages in WebCenter Portal. If a poorly performing page is also very popular (the Invocation metric is high) then it makes sense for you to focus efforts to improve performance on those pages.

To find the slowest pages:




	Log in to Fusion Middleware
Control and navigate to the home page for WebCenter Portal, as described in Navigating to the Home Page for WebCenter Portal. 
	From the WebCenter Portal menu, select Monitoring > Recent Page Metrics. Page requests that respond slower than the pageResponseTime threshold display "red" in the chart at the top of the page.



	Click the Sort Descending arrow in the Time (ms) column to sort the page requests by response times.Page response times that exceed the threshold display "orange" in the table. 



	Identify the slowest pages and make a note of the portal in which the page displays.
	For more detailed metrics, including how frequently the slowest pages are requested, From the WebCenter Portal menu, select Monitoring > Overall Page Metrics.Note: Requests for pages in the Home portal are excluded from the "Overall Page Metrics" page.





See also, Understanding Page Request Metrics and Customizing Key Performance Metric Thresholds and Collection.








F.4.3 How to Identify Slow Page Components

Use WebCenter Portal's page performance analyzer to quickly see how long individual components take to display on a portal page, as well as the overall time taken to display a page. When enabled, this tool dynamically measures and presents the performance of individual page components whenever you display a portal page.

The portal page performance analyzer is useful to developers who are performing first level performance analysis, customers who build their own pages, and any user who customizes pages in WebCenter Portal.

This section includes the following subsections:

	About the Portal Page Performance Analyzer


	Enabling and Disabling Portal Page Performance Analysis


	Displaying and Hiding Page Timing Information for Your Current Session


	Using the Page Performance Analyzer to Troubleshoot Performance Issues






F.4.3.1 About the Portal Page Performance Analyzer

The portal page analyzer offers a simple way to diagnose slow pages and requires minimal set up or configuration. When this feature is on, the time spent on "high level" page components is calculated and displayed so you can see at a glance which components are slowing down your page. The overall time spent on the page also displays at the top left of the page (see Figure F-1).

Figure F-1 Portal Page Displays Timing Information
[image: Description of Figure F-1 follows]



About Page Component Timings

In WebCenter Portal, "high level" page components are wrapped in a ShowDetailFrame so they can be moved, hidden or shown on the page, and edited by Oracle Composer and it is the overall timing for each ShowDetailFrame that displays. 

About Overall Page Time

The overall page time is the sum of the individual page component timings, plus some additional processing time for page-level operations such as session replication, save and restore page state, page level security checks, and so on. For more consistent results, refresh the pages by clicking through the testing pages before enabling Page Performance Analysis.

Color Coding

Performance timings display in various colors to help alert you to problem areas. Refer to the following table:







	Color	Time to Display
	Green

	< 100 ms


	Green/Yellow

	100 - 500 ms


	Yellow

	500 ms - 1 second


	Orange

	1 - 3 seconds


	Red

	> 3 seconds














F.4.3.2 Enabling and Disabling Portal Page Performance Analysis

The portal page performance analyzer is disabled out-of-the-box. To make use of this feature, an administrator must specifically enable its use; while the impact on page performance to run this tool is minimal some additional page processing is required.

In a production environment, Oracle recommends that the analyzer is generally disabled to avoid the additional performance data collection and processing and then dynamically enabled when someone reports performance issues for a particular page. 

If you do not want end users to see performance data in a production environment, this is another reason to disable the analyzer most of the time.

To enable or disable the portal page analyzer for a WebCenter Portal instance:




	Use the WLST command exportMetadata to export the base webcenter-config.xml file from MDS.For example:

exportMetadata(application='webcenter', server='WC_Portal', toLocation='/tmp/mydata', docs='/oracle/webcenter/webcenterapp/metadata/webcenter-config.xml')




	Open webcenter-config.xml exported from MDS in a text editor and set the perfdebug-enabled attribute to true to enable or false to disable this feature.For example:

<webcenter:perfdebug-enabled>true</webcenter:perfdebug-enabled>




	Save and close webcenter-config.xml.
	Import the updated webcenter-config.xml file to MDS.For example:

importMetadata(application='webcenter', server='WC_Portal', fromLocation='/tmp/mydata', docs='/oracle/webcenter/webcenterapp/metadata/webcenter-config.xml')






There is no need to restart WebCenter Portal to effect this change.

Page performance information does not automatically display after you enable this feature. Anyone who wants to see timing information on portal pages must specifically request that the information displays. For details, see Displaying and Hiding Page Timing Information for Your Current Session.








F.4.3.3 Displaying and Hiding Page Timing Information for Your Current Session

When an administrator enables the page performance analyzer in an WebCenter Portal instance, anyone with access to that WebCenter Portal instance can elect to display or hide page timing information, for their current user session, by appending the perfDebug parameter to the page URL as follows:




	To...	Add a perfDebug parameter to the page URL
	Display timing information on portal pages

	&perfDebug=on


	Stop displaying page performance information

	&perfDebug=off










To display timing information on portal pages:

	Verify that your administrator enabled the page performance analyzer in your WebCenter Portal instance.

See also Enabling and Disabling Portal Page Performance Analysis.


	Log in to WebCenter Portal and navigate to the portal page that you want to investigate. 

You do not need to log in if the page is a public page.


	Add &perfDebug=on to the end of the page URL (Figure F-2). 

For example:

http://mycompany.com/webcenter/portal/MySalesPortal?_adf.ctrl-state=mji8314i6_4&_afrLoop=474789135539036&perfDebug=on



	Click "Go" or press Enter to redisplay the page with timing information (as shown in Figure F-1).

All subsequent pages that you display show timing information as well.




Figure F-2 Appending the perfDebug Parameter to Page URLs
[image: Description of Figure F-2 follows]



To stop displaying page timing information:




	In your browser, add &perfDebug=on to the end of any page URL (Figure F-2). For example:

http://mycompany.com/webcenter/portal/MySalesPortal?_adf.ctrl-state=mji8314i6_4&_afrLoop=474789135539036&perfDebug=off




	Click "Go" or press Enter to display the page again without timing information. 






F.4.3.4 Using the Page Performance Analyzer to Troubleshoot Performance Issues

The steps in this section describe how to troubleshoot slow pages using WebCenter Portal tools:




	If a user reports performance issues with a particular page, navigate to the slow pages and confirm that the slow performance consistently reproduces.Alternatively, use Fusion Middleware Control to proactively identify the slowest pages in your application. See How to Identify Slow Pages.



	Append &perfDebug=on to the page URL to display timing information for the page. See also, Displaying and Hiding Page Timing Information for Your Current Session.

Note:
If page timing information does not display, ask your administrator to enable the page performance analyzer. For details, see Enabling and Disabling Portal Page Performance Analysis.





	Identify the slowest page components, and troubleshoot the issue further:For example, if the slow component contains:

	Document, wiki, or content presenter, check the performance of the back-end Content Server and the database that Content Server is using.


	Activity stream, use AWR reports to check database performance and to see if you can tune the database table used by activity stream.


	Collaboration features, check the performance of the associated back-end server. For example, for announcements or discussions, monitor the performance of the discussions server.


	Portlets, use Fusion Middleware Control to monitor portlet request timing information, errors, portlet producer performance, and so on






	If necessary, add the slow page component to a separate "blank" page and then do further profiling. For example, use JRockit flight recording to pinpoint the bottleneck.











F.4.4 How to Troubleshoot Slow Page Requests

Use the information in this section to diagnose issues relating to poor page performance:




	Troubleshooting Live Requests


	Troubleshooting Stuck Threads


	Troubleshooting Slow Requests Using JFR Recordings


	Troubleshooting Memory Leaks and Heap Usage Problems


	Troubleshooting Slow Requests for Content









F.4.4.1 Troubleshooting Live Requests

To troubleshoot slow page requests that are still running, extract and view a JRockit Flight Recorder (JFR) recording against the server on which the user session is running. See also, How to Troubleshooting Requests using JRockit Flight Recordings.

If you compare the thread dumps, you might see threads that spent a long time on certain method calls as the call stacks are the same in several consecutive thread dumps. For example, you might see a method call to a database, Oracle WebCenter Content Server, collaboration server, portlet producer, LDAP server, and so on, in which case you can investigate the associated backend server to diagnose the issue further.








F.4.4.2 Troubleshooting Stuck Threads

Stuck threads can occur for several reasons:

	Server is nearly out of memory. If the server is close to out of memory, all requests slow down. To resolve out-of-memory issues, see Troubleshooting Slow Requests Using JFR Recordings.


	Deadlock threads. Take thread dumps and search for deadlock threads. This normally exposes an issue with the product code.


	Extremely slow page requests. Take several evenly spaced thread dumps and find out which method is taking a long time to execute.

If a request is taking longer than 10 minutes, the stuck thread is reported to Oracle WebLogic Server server_name.out in the following directories:

(UNIX) DOMAIN_HOME/servers/server_name/logs
(Windows) DOMAIN_HOME\servers\server_name\logs


For example:

<Mar 4, 2012 7:44:08 AM PST> <Error> <WebLogicServer> <BEA-000337> 
<[STUCK] ExecuteThread: '19' for queue: 'weblogic.kernel.Default (self-tuning)'
 has been busy for "600" seconds working on the request
 "weblogic.servlet.internal.ServletRequestImpl@18986012[

GET
 /server_name/faces/PimDashboardUiShellPage?_afrLoop=1398820150000&_afrWindowMod
e=0&_adf.ctrl-state=a44e7uxcc_13 HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
 application/x-shockwave-flash, application/x-ms-application,
 application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml,
 application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword,
 */*
Accept-Language: fr
UA-CPU: x86
...
]", which is more than the configured time (StuckThreadMaxTime) of "600"
 seconds
. Stack trace:
Thread-164 "[STUCK] ExecuteThread: '19' for queue: 'weblogic.kernel.Default
 (self-tuning)'" <alive, in native, suspended, priority=1, DAEMON> {
    jrockit.net.SocketNativeIO.readBytesPinned(SocketNativeIO.java:???)
    jrockit.net.SocketNativeIO.socketRead(SocketNativeIO.java:24)
    java.net.SocketInputStream.socketRead0(SocketInputStream.java:???)
    java.net.SocketInputStream.read(SocketInputStream.java:107)
...





Diagnosing a Stuck Thread

If the stack shows the thread is waiting for a response from another server, check the status of the other server and see it has performance problems before proceeding with the steps below.

To determine what the stuck thread was doing prior to becoming stuck, perform the following steps:

	Look at the next few log messages in server_name.out for a message indicating an incident has been created. For example: 

<Mar 4, 2012 7:44:10 AM PST> <Alert> <Diagnostics> <BEA-320016>  <Creating diagnostic image in DOMAIN_HOME/servers /server_name/adr/diag/ofm/MyDomain/ server_name_1/incident/incdir_394 with a lockout minute  period of 1.>


The above message may not always appear after each stuck thread reported. It is printed at most four times an hour. If the message does not appear, manually look for the incident directory by checking the readme file in the subdirectories under the following directories:

(UNIX) DOMAIN_HOME/servers/server_name/adr/diag/ofm/domain_name/server_name/incident
(Windows) DOMAIN_HOME\servers\server_name\adr\diag\ofm\domain_name\server_name\incident


The incident directory contains a WLDF diagnostic image which contains the JFR recording, and a file containing the thread dump.

For more information about diagnosing incidents, see Diagnosing Problems in the Administering Oracle Fusion
Middleware. 


	Review the thread dump to find the call stack of the thread. If the thread is blocked waiting for a lock, check what the thread holding the lock is doing.


	If the call stack shows that JDBC calls are taking a long time, generate an AWR report on the database to find the query and which table to look and tune.


	Review the JRockit flight recording file JRockitFlightRecorder.jfr for more details. You will also need the ECID of the request which is recorded in the readme.txt file of the incident directory, and also the Oracle WebLogic Server log.

See also, How to Troubleshooting Requests using JRockit Flight Recordings.




The ECID of the request that caused the stuck thread is recorded in the error message.








F.4.4.3 Troubleshooting Slow Requests Using JFR Recordings

See How to Troubleshooting Requests using JRockit Flight Recordings.








F.4.4.4 Troubleshooting Memory Leaks and Heap Usage Problems

If WebCenter Portal performance degrades over time, heap usage and garbage collection activity is increasing, and you see OutOfMemoryErrors, there could be memory leaks in the application causing the amount of free memory in the JVM to continuously decrease.

Figure F-3 shows a typical memory leak trend displayed in JConsole.

Figure F-3 Typical Memory Leak Trend in JConsole
[image: Description of Figure F-3 follows]



To solve this problem:




	Determine the cause of OutOfMemoryErrors errors:	Review the server_name.out file for OutOfMemoryErrors errors.

The server_name.out file is located at: 

(UNIX) DOMAIN_HOME/servers/server_name/logs
(Windows) DOMAIN_HOME\servers\server_name\logs



	Take a memory dump when OutOfMemoryErrors errors occur. 

For example:

On Sun HotSpot: jmap -dump:live,format=b,file=<path>/heap.hprof <pid>

On JRockit: jrcmd <pid> hprofdump filename=<path>/heap.hprof

You can configure JRockit to automatically generate a heap dump in HPROF binary format (.hprof file) each time an OutOfMemoryErrors occurs, by setting the JRockit JVM option, -XX:+HeapDumpOnOutOfMemoryError. For details, refer to the .






	Restart the managed server. If the problem persists, proceed to Step 3.



	Open the heap.hprof file with a heap-dump analysis tool that can handle binary HPROF format, such as Eclipse Memory Analyzer. 
	Determine which objects and classes are retaining the most memory.
	If necessary, take several heap dumps to determine which objects or classes are consuming and increasing the amount of memory. Take at least two memory dumps:

	Take the first dump when the system is warmed up and stabilized.


	Take the second dump, when the system is about to run out of memory, that is, full garbage collection gets less than 300MB from the maximum heap size.




Instructions on how to take a heap dump using Sun HotSpot (jmap) or JRockit (jcrcmd) is described in step 1.

See the "Running Diagnostic Commands" chapter in the Oracle JRockit JDK Tools Guide. Many heap dump analysis tools, such as Eclipse Memory Analyzer, enable you to compare two heap dumps to identify memory growth areas.

Heap dumps provide information on why memory is retained (Retained Heap). Sometimes it is necessary to know how memory is allocated to further resolve the issue. For these cases, proceed to Step 6.



	Use the JRockit Memory Leak Detector tool that is part of JRockit Mission Control Client to understand how memory is allocated. For more information, see the JRockit Mission Control online help.









F.4.4.5 Troubleshooting Slow Requests for Content

If slow page performance is due to content/document-related components, for example, Documents service task flows, Content Presenter task flows, wikis or blogs, Oracle recommends that you review performance metrics for the backend Oracle WebCenter Content Server (System Audit Information page). For details, see Viewing System Audit Information in Administering Oracle WebCenter
Content.

Ensure that the systemdatabase tracing option is selected so you can see performance information for each query that is sent to the database. For details, see Server-Wide Tracing in Administering Oracle WebCenter
Content.







F.4.5 How to Troubleshooting Requests using JRockit Flight Recordings

JRockit Flight Recorder (JFR) files contain a record of various events that consume time. If requests are slow, you can analyze the JRockit Flight Recorder (JFR) file to find out why request are taking time.

To create a JFR file:

	Extract a JFR file from theOracle WebLogic Server server by running the following command:

UNIX) JROCKIT_HOME/bin/jrcmd jrockit_pid dump_flightrecording recording=1 copy_to_file=path compress_copy=true

(Windows) JROCKIT_HOME\bin\jrcmd.exe jrockit_pid dump_flightrecording recording=1 copy_to_file=path compress_copy=true


For more information about the jrcmd command-line tool, see Running Diagnostic Commands in Oracle JRockit JDK Tools Guide.


	To view the file, start the JRockit Mission Control Client from the following directories:

(UNIX) JAVA_HOME/bin/bin/jrmc

(Windows) JAVA_HOME\bin\jrmc.exe



	Select File > Open File to select the JFR file.


	Locate the slowest requests or investigate a specific request:




	To locate the slowest requests:	To investigate a specific request:
		In the JRockitFlightRecorder.jfr page, click the Events icon.


	Click the Log tab at the bottom of the page.


	In the Event Type navigation pane on the left, locate Dynamic Monitoring System and then HttpRequest. 


	Click HTTP request; de-select all the other event types.


	In the Log tab, in the Event Log section, click the Duration column to sort the duration in descending order.

Each row corresponds to a HTTP Request and the duration column shows the response time for that request.


	Click the row in the table to view the attributes of the requests.


	In the Event Attributes sections, note the start time and the thread that serviced the request.




		Find the Execution Context Identifier (ECID) of that request. 

If the request is related to an incident triggered by a STUCK thread, the incident readme.txt file will contain the ECID.

Alternatively, you can search the Oracle WebLogic Server HTTP access.log for requests from specific users. See Viewing and Searching Log Files in the Administering Oracle Fusion
Middleware.


	In the JRockit Mission Control Client, in the JRockitFlightRecorder.jfr page, select the WebLogic icon.

Note: If the Weblogic icon is not available, select Help > Install Plugins to download the Oracle WebLogic Server plug-in.


	Click the ECIDs tab at the bottom of the page.


	In the ECIDs section, from Filter Column list, select ECID.


	Enter the ECID in the search box and select <Enter>.


	In the results table, highlight the row with the matching ECID and right-click to bring up the menu. 


	Select Operative Set > Clear, and then Operative Set > Add matching ECID > ECID to add the ECID to the operative set. 

This enables users to view only events associated with the operative set.


	Click the Events icon.


	In the Event Type navigation pane on the left, locate Dynamic Monitoring System and then HttpRequest. 


	Click HTTP request; de-select all the other event types. ** In the Event Log section, click Show Only Operative Set. 

Each row corresponds to the request with the matching ECID.


	Click the row in the table to view the attributes of the requests.


	Note the start time and the thread that serviced the request.














	Once you have identified the start time and the thread that serviced the request, navigate to the Logs tab, and drag the time selector at the top of the screen to include only the time window for the duration of the request.


	In the Event Log section, perform the following search:

	Deselect Show Only Operative Set. 


	Enter the thread name in the search box. 


	From the Filter Column list, select Thread.


	Select <Enter>.





	In the Event Type navigation pane on the left, click the events of interest. Typically, these events are located under nodes Dynamic Monitoring System, Java Application, and WebLogic > JDBC.

The selected events appear in the table in the Event Log section.


	Click the Start Time column to sort the time when these events occur, or click the Duration column to view the events that took longest.

The JDBC Statement Execute events corresponds to SQL execution. If there are slow SQL statements, the event details give the SQL text. These events do not have callstacks. 


	To check the call stacks for slow SQL statements, view the Socket Read event that happens immediately after the JDBC Statement Execute event.

This event corresponds to Oracle WebLogic Server waiting for the SQL results to return, and it has callstack in the event details.


	Review the call stacks for long Java Blocked and Java Wait events to see if you can identify what is causing slow performance.

See Analyzing Flight Recorder Data in JRockit Mission Control in Configuring and Using the Diagnostics
Framework for Oracle WebLogic Server. 


	If you need more detail than the information captured in the default recording, and you can reproduce the slow requests, you can start an explicit recording. 

See Starting an Explicit Recording in Oracle JRockit Flight Recorder Run Time Guide. 













F.5 Troubleshooting WebCenter Portal Workflows

If you experience issues with WebCenter Portal workflows, review the following sections:

	Validating the WebCenter Portal Workflow Configuration


	Troubleshooting Issues with WebCenter Portal Workflows


	Email Notifications Not Working






F.5.1 Email Notifications Not Working

Problem

Notifications for workflows are not being sent by email to BPM Worklist, as described in Configuring WebCenter Portal Workflow Notifications to be Sent by Email.

Note:
To identify causes of failures, examine log files on the managed SOA server, hosting BPM Worklist processes, you have configured.



Solution

Check the error logs on the WebCenter and SOA servers for errors at the time when the invite process is instigated. If there appears to be an issue with the email configuration, then validate that you can use the exact same LDAP settings and user accounts to send and receive emails using a different email client.

Note:
To identify causes of failures, examine log files for any SOA BPEL servers you have configured.










F.5.2 Validating the WebCenter Portal Workflow Configuration

The Installing and Configuring Oracle
WebCenter Portal describes how to install and configure WebCenter Portal workflows. For details, see Back-End Requirements for WebCenter Portal Workflows . You can validate the workflow configuration as follows:




	Log in to WebCenter Portal.
	Create a portal and then navigate to the Members tab (click the Administration link, then Security, then Members).
	Invite a new member with any role (say User2).
	Log out, and then log in to BPM Worklists as User2.You will be able to view the notification in your worklist items that you have been added to the portal in the specified role. 

	Open the invite notification and click the Acknowledge button.


If the WebCenter Portal workflows are working properly, the newly created portal ia available to User2. If the portal is not available or listed, there is some issue with the configuration.








F.5.3 Troubleshooting Issues with WebCenter Portal Workflows

If WebCenter Portal workflows are not working properly, follow these steps to help troubleshoot the issue:

	Check that WebCenter Portal workflows are deployed on the Oracle SOA server:

	Log in to Fusion Middleware
Control.


	Check that WebCenterWorklistDetailApp.ear is deployed.


	Verify that sca_CommunityWorkflows.jar is deployed.




For details, see Oracle SOA Server - Extending the Domain in Installing and Configuring Oracle
WebCenter Portal.


	Ensure the Web Service connection between the Oracle SOA server and the WebCenter Portal application is secure:

	Check the alias in the keystore file on the Oracle SOA server.

For example, use the following command to list the content of the keystore file on the Oracle SOA server: 

keytool -list -v -keystore bpel.jks -storepass <password>

There should be an entry with:

Alias name: webcenter_portals_ws


	Verify that the credential stores for both WebCenter Portal and Oracle SOA server are configured correctly.


	Check that keystores exist at both ends of the connection, for example:

- webcenter.jks (copied to WebCenter Portal server end)

- bpel.jks (copied to Oracle SOA server end)

For example, the following commands generate webcenter.jks and bpel.jks:

keytool -genkeypair -keyalg RSA -dname "cn=webcenter,dc=us,dc=oracle,dc=com" -alias webcenter -keypass mypassword -keystore webcenter.jks -storepass mypassword -validity 360
keytool -exportcert -v -alias webcenter -keystore webcenter.jks -storepass mypassword -rfc -file webcenter.cer
keytool -importcert -alias webcenter_spaces_ws  -file webcenter.cer -keystore bpel.jks -storepass mypassword
keytool -genkeypair -keyalg RSA -dname "cn=bpel,dc=us,dc=oracle,dc=com" -alias bpel -keypass mypassword -keystore bpel.jks -storepass mypassword -validity 360
keytool -exportcert -v -alias bpel -keystore bpel.jks -storepass mypassword -rfc -file bpel.cer
keytool -importcert -alias bpel -file bpel.cer -keystore webcenter.jks -storepass mypassword


See Creating the SOA Domain Keystore.


	Configure role members for the BPMWorkflowAdmin application role in Oracle SOA server (soa-infra).

When associating the domain with an identity store that does not contain the user weblogic, you must assign some other valid user to the application role BPMWorkflowAdmin. Use WLST commands to do this from the SOA Oracle home, for example, to assign a user named "monty" that exists in LDAP:

cd $SOA_ORACLE_HOME/common/bin/
wlst.sh
 
connect('<admin username>','<admin password>', 'mysoahost.example.com:7001')
revokeAppRole(appStripe="soa-infra", appRoleName="BPMWorkflowAdmin", principalClass="oracle.security.jps.service.policystore.ApplicationRole", principalName="SOAAdmin")
grantAppRole(appStripe="soa-infra", appRoleName="BPMWorkflowAdmin", principalClass="weblogic.security.principal.WLSUserImpl", principalName="monty")

See Overview of Oracle WebCenter Portal WLST Command Categories in WebCenter WLST Command Reference. 
















F.6 Troubleshooting WebCenter Portal Import and Export

This section contains the following subsections:

	ResourceLimitException Issue


	LockRefreshTask Issue


	Portals and Portal Templates Not Available After Import


	Unable to Migrate Portals or Documents If the Source and Target Applications Share the Same Content Server






F.6.1 ResourceLimitException Issue

Problem

The ResourceLimitException error displays when you try to export all portals or the entire WebCenter Portal instance:

Weblogic.common.resourcepool.ResourceLimitException


Solution

Increase the maximum capacity in the JDBC connection pool. To reconfigure the connection pool, log in to the WLS Administration Console. From Services, select Data Sources, WebCenterDS, and then the Connection Pool tab.








F.6.2 LockRefreshTask Issue

Problem

A LockRefreshTask warning displays similar to that below when you try to import or export an entire WebCenter Portal instance or a portal:

[WARNING] [][oracle.webcenter.lifecycle.operation.LockRefreshTask]


If you try the import or export operation again, an error similar to that shown here displays:

Starting WebCenter Portal application import...
WebCenter Portal application import started.

Error occurred while performing import
None
Check the WebCenter Portal log files for additional details.
Unable to contact MBeanServer for
oracle.webcenter.lifecycle:ApplicationName=webcenter,Location=WC_Portal,name=Lifec
ycleManager,type=LifecycleManager,Application=webcenter,ApplicationVersion=11.1.1.
4.0
Error occurred while destroying MBean
The lock hasnt been released from the previous failed import.


Solution

Use the deleteMetadata WLST command to delete unwanted locks in MDS that may be created and not destroyed due to an unexpected and unusual import or export operation failure. Depending on the operation that failed, run one of the following commands:

For WebCenter Portal application import failure, run:

deleteMetadata(application='webcenter', server='WC_Portal', docs='/oracle/webcenter/lock/applicationImport/applicationImport.xml')


For WebCenter Portal application export failure, run:

deleteMetadata(application='webcenter', server='WC_Portal', docs='/oracle/webcenter/lock/applicationExport/applicationExport.xml')


For portal import failure, run:

deleteMetadata(application='webcenter', server='WC_Portal', docs='/oracle/webcenter/lock/scopeImport/**')


For portal export failure, run:

deleteMetadata(application='webcenter', server='WC_Portal', docs='/oracle/webcenter/lock/gsExportImport/**') 








F.6.3 Portals and Portal Templates Not Available After Import

Problem

When you first log in to WebCenter Portal after the import operation, the portals and portal templates that you migrated are not available as expected. This can sometimes occur if the portal or portal template cache fails to refresh properly. 

Solution

Refresh the portal or portal template cache manually using the refreshGroupSpaceCache and refreshSpaceTemplateCache WLST commands.

To completely clear the cache (all portals):

refreshGroupSpaceCache(appName='webcenter', spaceNames='', syncMode=1,updateType='all', cleanCache=1)

To completely clear the cache (all portal templates):

refreshSpaceTemplateCache(appName='webcenter', spaceTemplateNames='',syncMode=1, updateType='all', cleanCache=1) 


For information on how to run WLST commands, see Running Oracle WebLogic Scripting Tool (WLST) Commands.








F.6.4 Unable to Migrate Portals or Documents If the Source and Target Applications Share the Same Content Server

You cannot migrate portals or portal templates between two different WebCenter Portal instances that share the same Content Server. 








F.6.5 Target Portal Server Shown As Unavailable When Creating a Connection

While creating a Portal Server connection to a target server, you can test the connection by clicking the Test button. After clicking Test, if you view the state of the target Portal Server in its administration console, it is shown as unavailable even if the server is up and running. This happens when the name of the target domain or server is same as the source domain or server. This does not lead to any functionality loss. 










F.7 Troubleshooting Individual Portal and Portal Template Import and Export

This section contains the following subsections:

	Portal Blocked After Unsuccessful Export or Import


	Page or Portal Not Found Message After Import


	Portal Import Archive Exceeds Maximum Upload File Size


	Maximum Number of Portals Exceeded on Export


	Lists Not Imported Properly


	Exporting and Importing Portals with Tools and Services Configured


	Tools and Services Disabled After Import


	Importing from the Subportals Page


	Unable to Import a Portal If the Source and Target Applications Share the Same Content Server


	Shared Library Changes Not Available after Portal Deployment


	Members Not Listed in an Imported Portal


	Deployment Messages Not Displayed in the Browser Locale






F.7.1 Portal Blocked After Unsuccessful Export or Import

If an error occurs during a portal export/import operation, some portals may appear blocked. To unblock a portal, bring the portal back online temporarily, and then take the portal offline again to complete the export/import operation. Switching between the online and offline modes will unblock the portal. For more information, see Taking Any Portal Offline and Bringing Any Portal Back Online. See also, the WLST command setSpaceState in WebCenter WLST Command Reference.








F.7.2 Page or Portal Not Found Message After Import

When users first log in to WebCenter Portal after an import operation, they may see a "Page not found" or "Portal not found" message if the page or portal they last visited no longer exists. Last accessed page information is retained during import operations which is why these messages display sometimes.








F.7.3 Portal Import Archive Exceeds Maximum Upload File Size

Problem

There is a file size limitation uploading content to WebCenter Portal. If your export archive exceeds the maximum upload size, the import operation through WebCenter Portal Administration will fail. 

Solution

Import the portal archive using WLST. For details, see Importing a Portal from an Archive Using WLST.

Alternatively, modify the maximum upload size in webcenter-config.xml. The default maximum upload size is 2 GB. See Changing the Maximum File Upload Size. 








F.7.4 Maximum Number of Portals Exceeded on Export

Problem

The maximum number of portals that you can export must be less than or equal to 80% of the connection pool size specified for the MDS Data Source. If you try to export too many portals you might see a ResourceLimitException error:

Weblogic.common.resourcepool.ResourceLimitException


Solution

Export fewer portals. Alternatively, modify the connection pool setting. For details, see the Tuning Performance.








F.7.5 Lists Not Imported Properly

Problem

Lists are not importing properly due to list definition differences in the source and target systems.

Solution

Consider exporting and importing list data. This ensures that list data is consistent with the list definitions being imported.

If you choose to import without data, the list data in the target system is migrated to be consistent with the imported list definitions. If a list column data type is changed, the column values are converted from the target data type to the imported data type, if possible, otherwise the value is deleted. If a list column is removed during import, the column values are deleted.








F.7.6 Exporting and Importing Portals with Tools and Services Configured

Problem

The following error message displays when you try to export a portal with tools and services configured, and try to import the same portal from an instance where some or all of those tools or services are not configured.

The following services are not configured: <list of tools and services>. Please configure these services and try again.


Solution

You can work around this problem by either adding the tools and services to the target, or removing the service-related info from the data.xml file of the archive as described below.

To remove service-related info:




	Extract the archive. The archive contains two files: policy-store.xml and transport.mar.



	Expand the transport.mar into a directory. The data.xml file is located in the oracle\webcenter\lifecycle\importexport directory.



	Remove the service tags for all the tools and services that are not present in the target as listed in the error message.For the example error message above, we would need to remove the following:

      <service id="oracle.webcenter.collab.forum" version="11.1.1.0">
         <metadataUsages>
            <metadataUsage includeBaseDocuments="YES" includeSystemCustomizations="YES">
               <paths>
                  <include path="/oracle/webcenter/collab/forum/scopedMD/s516227ec_dde1_4991_9e18_28d487cb3bce/**"/>
               </paths>
            </metadataUsage>
         </metadataUsages>
      </service>
 
   <service id="oracle.webcenter.collab.rtc" version="11.1.1.0"/>




	Repack the transport.mar file by zipping the top-level directories Oracle and pagedefs into a file named transport.mar.
	Repack the export archive by zipping the newly created transport.mar and the policy-store.xml file into an archive.
	Import the new archive.






F.7.7 Tools and Services Disabled After Import

Problem

When you navigate directly to the Tools and Services tab in portal administration after importing a portal, all the tools and services are disabled even though they were enabled in the source portal. 

Solution

Select the Enable check box for tools and services, as required.

Alternatively, open the portal after you import instead of navigating to portal administration. When you access the portal for the first time, tools and services enable automatically.








F.7.8 Importing from the Subportals Page

Problem

When you import a portal from the Portals page, the imported portal does not automatically become a subportal of the current portal. The newly imported portal displays in the Portals switcher menu, Portals Browser task flow, or the Portals page, which display all the portals that are available to you.

Solution

You can import a portal as a subportal by selecting the parent portal on the Portals page before you import the archive. 








F.7.9 Unable to Import a Portal If the Source and Target Applications Share the Same Content Server

You cannot export/import portals or portal templates between two different WebCenter Portal applications that share the same Content Server. 

Similarly, you cannot use the Document Migration Utility to migrate portal documents between two different WebCenter Portal applications that share the same Content Server.








F.7.10 Shared Library Changes Not Available after Portal Deployment

Problem 

Changes made to the shared library are not showing up in the newly deployed portal.

Solution

Shared library deployment might have failed. To find out about the deployment status of the shared library, go to the WebLogic Server Admin console on the target instance and check the state of the latest version of the shared library that you deployed. The newly deployed library must be in "active" state on the target.If the shared library deployment failed, and the state of the last deployed version on the target is shown as failed, delete the failed version and either redeploy the portal or propagate the portal to include shared library changes. 

If the shared library deployment failed, and the shared library on the target is not shown in the failed state but some other intermediate state (such as Distribute running/Deploy running/New), try restarting the servers and then click on Activate Changes in the console (if it is enabled). If the shared library state is still not shown as active, delete the shared library version from the target server and redeploy or propagate the portal. If you get an error message that this version of the library cannot be deleted as it is being referenced by one or more applications, stop the WebCenter Portal managed server (WC_Portal), delete the library, and then start the managed server again. After restart, it will start using the last active version of the shared library.








F.7.11 Members Not Listed in an Imported Portal

Problem

After you have imported a portal from a portal archive (PAR file) containing members under various roles, like Viewer or Portal Manager, member names are not displayed on the Portal's members page. 

Solution

Users on both the source and target instances must be identical. If a shared identity store is not used, your system administrator must synchronize users in WebCenter Portal by using the synchronizeUserInformation WLST command. For information about this command, contact Oracle Support. 








F.7.12 Deployment Messages Not Displayed in the Browser Locale

When you deploy a portal, the deployment progress messages coming from the target server might be displayed in the source server’s environment locale instead of the browser locale. This happens when your source server's environment locale is different than the browser locale set in WebCenter Portal. 










F.8 Troubleshooting Issues with Mail

This section includes the following subsections:

	Mail is Not Accessible in Secure Mode


	Mail is Not Accessible in Non-Secure Mode


	Unable to Create Distribution Lists in the Non-Secure Mode


	Unable to Create Distribution Lists in the Secure Mode


	Provisioning of Mail Fails in a Portal (Default Distribution List not Created)


	Unable to Configure the Number of Mail Messages Downloaded


	Unable to Publish and Archive WebCenter Portal Mail


	Changing Passwords on Microsoft Exchange






F.8.1 Mail is Not Accessible in Secure Mode

Problem

You configured mail to function in secure mode, but it is not accessible.

Solution

Ensure the following: 

	IMAP and SMTP ports are specified correctly. See Registering Mail Servers.


	Properties are set to true in your mail server.

	mail.imap.secured = true


	mail.smtp.secured = true














F.8.2 Mail is Not Accessible in Non-Secure Mode

Problem

You configured mail to function in non-secure mode, but it is not accessible.

Solution

Ensure the following: 

	IMAP and SMTP ports are specified correctly. See, Registering Mail Servers.


	Properties are set to false in your mail server.

	mail.imap.secured = false


	mail.smtp.secured = false














F.8.3 Unable to Create Distribution Lists in the Non-Secure Mode

Problem

You are unable to create portal distribution lists in non-secure mode; that is, SSL is not configured on the LDAP server.

Solution

Check if the mail server has been reinstalled or the user has been deleted. Also ensure that the following parameters are configured accurately in non-secure mode, in the LDAP server:

	ldapHost


	defaultUser


	ldapAdminPassword


	ldapBaseDN


	ldapPort




See Registering Mail Servers.








F.8.4 Unable to Create Distribution Lists in the Secure Mode

Problem

You are unable to create WebCenter Portal distribution lists in secure mode, that is, SSL is configured on the LDAP server.

Solution

Check if the mail server has been reinstalled or the user has been deleted. Also ensure that the following parameters are configured accurately in secure mode, in the LDAP server:

	ldapHost


	defaultUser


	ldapAdminPassword


	ldapBaseDN


	ldapPort


	ldap.connection.secure, 'true'




See Also:
Registering Mail Servers










F.8.5 Provisioning of Mail Fails in a Portal (Default Distribution List not Created)

Problem

In WebCenter Portal, when accessing a portal's Tools and Services Mail page, the following error message appears "Provisioning of Mail service for this portal has failed" and the Distribution List field is blank.

Solution

Make sure that the portal name is unique. If the portal name is not unique, a distribution list already exists. You can select the existing distribution list or select another distribution list.








F.8.6 Unable to Configure the Number of Mail Messages Downloaded

Problem

You cannot configure how many mail messages are downloaded to each user's Inbox.

Solution

Use the setMailServiceProperty WLST command. For example, to download 100 mail messages from the mail client, specify the mail.messages.fetch.size parameter as 100, as shown in the following example:

setMailServiceProperty(appName='webcenter',  property='mail.messages.fetch.size', value='100')


For command syntax and examples, see the setMailServiceProperty in WebCenter WLST Command Reference.








F.8.7 Unable to Publish and Archive WebCenter Portal Mail

Problem

You are unable to archive WebCenter Portal mail.

Solution

If the archiving fails, check the following:

	In WebCenter Portal, navigate to Administration > Tools and Services > Discussions. Check whether the required configuration is accurate. For details, see Publishing Portal Mail in a Discussion Forum in Building Portals with Oracle
WebCenter Portal. 


	Check whether the user account configured here is a member of the distribution list.


	For a particular portal, check whether the forum configured is available in the discussions server. For details, see Publishing Portal Mail in a Discussion Forum in Building Portals with Oracle
WebCenter Portal. 


	Check whether the user who sends mail to the distribution list is available in the discussions server and the mail address is the same.











F.8.8 Changing Passwords on Microsoft Exchange

Problem

If multiple users log on to Microsoft Exchange with the same user name and password, and then one user changes the password, the original password remains valid until all users log off.

For example, say the current password of the user monty is mypassword. Two users, A and B, log on from different clients using WebCenter Portal or Microsoft Exchange. Both log on as monty/mypassword, and both are able to see the mail messages. Now user A changes the password in Microsoft Exchange to oracle1. Because there currently are clients using the passwords oracle1 and mypassword, both are valid passwords; that is, new users can log on as monty/mypassword and still see the mail messages.

Solution

After all existing users with the original password log off, the new password takes effect. Until then, users can use both passwords to log on.










F.9 Troubleshooting Issues with Announcements and Discussions

This troubleshooting section includes the following subsections:

	Authentication Failed


	Discussions Cannot Be Enabled in WebCenter Portal


	Login Failed


	Login Does Not Function Properly After Configuring Oracle Access Manager


	Category Not Found Exceptions


	Watched Topics and Recent Topics Not Displaying Topics From Multiple Discussion Forums


	Discussion and Announcement Updates Not Displayed


	Announcements Page Displays "User Is Not Authorized"


	Discussions Page Displays "User Is Not Authorized"






F.9.1 Authentication Failed

Problem

WS-Security does not appear to be set properly for the connection between WebCenter Portal and the back-end discussions server. You may see the following error:

failure to authenticate the user WebLogic, due to: Authentication Failed


Solution

This error may be caused due to various reasons. Check the following:

	Ensure that the OWSM SAML policy setting is appropriately defined between the discussions connection and the discussions server.


	Review WC_Portal-diagnostic.log for errors and exceptions relating to discussion services in WebCenter Portal. If the log does not provide enough information to correct errors, then turn on debugging for the oracle.webcenter.collab.share and oracle.webcenter.collab.forum packages. 


	For the discussions server, review WC_Collaboration-diagnostics.log and jive.error.log inside your domain's DOMAIN_HOME/config/fmwconfig/servers/SERVER_NAME/owc_discussions/logs directory. If the logs do not provide enough information to correct errors, then turn debugging on for the discussions server. To turn on debug logs, log on to the discussions server admin console, go to page logs, the Debug tab, and enable. Restart the WC_Collaboration managed server to change the logging setting.


	Make sure that time settings on WebCenter Portal and the back-end discussions server are in sync. This is important with OWSM WS-Security.











F.9.2 Discussions Cannot Be Enabled in WebCenter Portal

Problem

Discussions cannot be enabled in any portal in your WebCenter Portal installation.

Solution

This error may be caused due to various reasons. Check the following:

	The back-end discussions server is up and running and accessible. See Testing Discussions Server Connections.


	Administrator User Name (adminUser) property configured for the active connection has administrative privileges on the application root category (the category configured for WebCenter Portal). See Registering Discussions Servers.

It is not necessary for this user to be a super admin. However, the user must have administrative privileges on the application root category configured for WebCenter Portal, that is, the category (on the discussions server) under which all WebCenter Portal discussions and announcement are stored.


	Application root category, where all WebCenter Portal discussions and announcements are stored, exists on the back-end discussions server. 

You can check the application root category ID configured for WebCenter Portal by navigating to WebCenter Portal Administration, then selecting Tools and Services, and then Discussions. See Specifying Where Discussions and Announcements are Stored on the Discussions Server.











F.9.3 Login Failed

Problem

You may see the following login exception:

caught exception running task oracle.webcenter.collab.share.LoginFailedException: failure to authenticate the user monty, due to: Failed to read user monty from database.
at oracle.webcenter.collab.forum.internal.jive.JiveAuthenticator.login(JiveAuthenticator.java:213)


This occurs when an incorrect admin user name is specified.

Solution

Follow these steps:

	Confirm that the admin user specified while creating the discussion forum connection has access to the Discussions Administration console at http://host:port/owc_discussions/admin.

If the user does not have admin privileges, then use the WLST command addDiscussionsServerAdmin to provision the user. For more information, see Granting the Discussions Server Administrator Role using WLST.


	Confirm that you have configured the discussion server with the appropriate DISCUSSIONS schema. If not, then create or extend the domain using config.sh or was_config.sh.











F.9.4 Login Does Not Function Properly After Configuring Oracle Access Manager

Problem

When you log in to WebCenter Portal's Discussion Server after configuring Oracle Access Manager single sign-on, a 500 - Internal Server Error occurs.

Solution

	If one does not exist, add a user as super admin on WebCenter Portal's Discussion Server using the WLST command addDiscussionsServerAdmin. For command syntax and examples, see addDiscussionsServerAdmin in WebCenter WLST Command Reference.


	Log on to the Discussions Admin Console with the super admin account, and navigate to System - System Properties.

See Accessing the Discussions Server Admin Console.


	Create or edit the property owc_discussions.sso.mode, and set its value to true. 

For more information, see Configuring the Discussions Server for SSO.


	Restart WebCenter Portal's Discussion Server.











F.9.5 Category Not Found Exceptions

Problem

If you change the connection to use a different discussions server, and if you change WebCenter Portal's root category ID from Administration - Tools and Services - Discussions, then you could see exceptions like, "Category Not Found."

Solution

Restart the managed server on which WebCenter Portal is deployed.








F.9.6 Watched Topics and Recent Topics Not Displaying Topics From Multiple Discussion Forums

Problem

Portals created from the Discussion Site template include Recent Topics and Watched Topics task flows on the Home page. By default, both these task flows are configured to display information for a single forum. If your portal is configured to support multiple forums, topics from the other forums do not display in these task flows.

Solution

Edit the Watched Topics and Recent Topics task flows to remove the task flow parameters from the Forum ID field. In this instance, the Forum ID will be set to ${sessionContext['oracle.webcenter.collab.forum'].groupInfo[portalContext.currentPortalName].forumId}. Delete this value and save the page.








F.9.7 Discussion and Announcement Updates Not Displayed

Problem

If clustered caching is enabled in your environment, content updates to discussions and announcements may not refresh immediately.

Solution

Click the Refresh icon to force a manual refresh at any time.








F.9.8 Announcements Page Displays "User Is Not Authorized"

Problem

A user creates an announcement, then changes their user name. When they try to log in with the new user name to access the page, a message indicating that the user is not authorized to view the announcement is displayed even if the two user names were synced.

Solution

This can occur if the same Identity Store is not used by WebCenter Portal and the Discussions server; the user must exist in both stores if the store is not shared. 








F.9.9 Discussions Page Displays "User Is Not Authorized"

Problem

A user creates a discussion topic, then changes their user name. When they try to log in with the new user name to access the page, a message indicating that the user is not authorized to view the discussion page is displayed even if the two user names were synced..

Solution

This can occur if the same Identity Store is not used by WebCenter Portal and the Discussions server; the user must exist in both stores if the store is not shared. 










F.10 Troubleshooting Issues with Events

If users cannot see their personal events, verify the following:

	Is the Microsoft Exchange Server/IIS server accessible from the managed server on which WebCenter Portal is deployed? Can they ping each other?


	Is the configuration correct on the Microsoft Exchange Server? For more information, see Events Prerequisites for Personal Events.


	Is the events server connection correct in the managed server? For more information, see Registering Events Servers.


	Did the user enter the correct user name and password for the account on the Microsoft Exchange Server? The user name is usually an email address.











F.11 Troubleshooting Issues with Users and Roles

For Oracle WebCenter Portal to properly maintain enterprise group-to-role mappings, the back-end discussions server and content server must support enterprise groups. The WebCenter Portal's Discussion Server and WebCenter Content's Content Server versions provided with Oracle WebCenter Portal 11.1.1.2.0 and later both support enterprise groups, but previous versions may not. If a back-end server does not support enterprise groups, an error message similar to the following displays when you try to add a group.

Warning: Group [name] not found in Identity Store

Also, an error is logged containing more detailed information as shown here:

[2011-03-28T01:03:07.143-07:00] [WC_Spaces] [NOTIFICATION] [WCS-07855] 
oracle.webcenter.doclib.internal.spaces.AbstractDoclibRoleMapper] [tid: pool-1-daemon-thread-1] [userId: monty] 
[ecid: a4789a41d7e6bc9f:36de4556:12efb72d049:-8000-00000000000002c0,0:5] 
[APP: webcenter#11.1.1.4.0] Adding groups [oracle.webcenter.security.common.WCGroup@18b96a3] to documents service roles [Administration, Delete Documents, Create and Edit Documents, View Documents] for
 scope Scope[name=rbgs25mar01, guid=sbf125dd4_cd43_41cc_9d3d_467d06e84100][2011-03-28T01:03:09.122-07:00] [WC_Spaces] [ERROR] [WCS-44002] [oracle.webcenter.security.rolemapping.RoleManager] 
[tid: [ACTIVE].ExecuteThread: '3' for queue: 'weblogic.kernel.Default (self-tuning)'] [userId: monty] 
[ecid: a4789a41d7e6bc9f:36de4556:12efb72d049:-8000-00000000000002c0,0] 
[APP: webcenter#11.1.1.4.0] The Role Mapping provider encountered an exception while performing security role mapping for service oracle.webcenter.doclib.
[[oracle.webcenter.security.rolemapping.spi.RoleMappingSPIException: Cannot add role null and permissions, 15, to the account for the folder, rbgs25mar01 for the user/group Admin.        at
oracle.webcenter.doclib.internal.spaces.UCMSpacesUtils$2.newException(UCMSpacesUtils.java:2595)

Note:
In previous releases, if a back-end server did not support enterprise groups, users belonging to enterprise groups were individually added to WebCenter Portal roles; this behavior has changed.










F.12 Troubleshooting Issues with Content Repositories

This section includes the following subsections:

	Documents Tools Unavailable in WebCenter Portal






F.12.1 Documents Tools Unavailable in WebCenter Portal

If document tools are not available in WebCenter Portal, that is, the Documents tab is not available in your Home portal or other portals, there may be a connection issue to the backend WebCenter Content Server, or the WebCenter Content Server does not contain some required WebCenter Portal data.

To diagnose the problem, follow these steps:

	Check that the WebCenter Content Server is up and running. Ensure the server has the Server Port (intradoc) configured and the Server IP Filter allows WebCenter Portal to connect:

	Log in to the Content Server.


	Click Administration.


	Click Configuration for instance name.


	Click the Server Configurations link under System Configuration.


	Ensure that Server Port is listed and that Server IP Filter allows access from WebCenter Portal.





	Check the connection between WebCenter Portal and the WebCenter Content Server that is being used as the backend document store:

	Login to Fusion Middleware Control, and navigate to Content Repository Connection settings. For details, see Creating a Connection to Oracle WebCenter Content Server Using Fusion Middleware Control.


	Select and edit the required connection.


	Ensure the Active Connection check box is selected.


	Ensure that Content Administrator, Portal Server Identifier and Security Group are specified correctly: 

	Content Administrator - the Content Administrator must have administration rights on the Content Server. This user will be used to create and maintain folders for portal content, security groups and roles, and manage content access rights.


	Portal Server Identifier and Security Group - both must be unique and not used by any other WebCenter Portal instance using the same WebCenter Content Server. If you change these values, ensure that both values are changed and not just one of them.


	Security Group - must be 14 characters or less as it is used as a prefix for items created in WebCenter Content Server, which have a limit on the length of the item name.





	If you make changes, click Test to verify that the connection works.


	Click OK to save the connection.


	If you made changes, you must restart WC_Portal, the managed server on which WebCenter Portal is deployed.


	Log in to WebCenter Portal to see if the documents tools are available after your connection updates.





	If the Document service is still not available, check log messages around WebCenter Portal start-up for any errors connecting to the WebCenter Content Server or saving data on the WebCenter Content Server.

For details, see Viewing and Configuring WebCenter Portal Logs.


	If the log does not show any useful log information, increase the logging level for the WebCenter Content Server, and then restart WebCenter Portal to investigate the messages in more detail: 

		Use Fusion Middleware Control (or edit the logging.xml file) to increase logging for oracle.webcenter.doclib.internal.model and oracle.webcenter.doclib.internal.spaces.

See also, Viewing and Configuring WebCenter Portal Logs.


	Restart WebCenter Portal.


	View the logs again:



















F.13 Troubleshooting Issues with Analytics

Problem

If users cannot see analytics in WebCenter Portal, verify the following:




Solution

	Check that the Analytics Collector configuration is correct and in particular that both Enable WebCenter Event Collection and Active Connection are both set (Figure F-4). See Registering an Analytics Collector for Your Application..

Figure F-4 Enabling the Connection and Analytics Collection
[image: Enabling the Connection and Analytics Collection]


If you make changes to the connection you must restart the managed server on which WebCenter Portal is deployed. For more information, see Starting and Stopping Managed Servers for WebCenter Portal Application Deployments.


	If WebCenter Portal was recently upgraded, verify that the domain startup script does not contain legacy Analytics Collector settings as these values override any connection details that you specify through Fusion Middleware
Control or using WLST.


		Shut down the managed server on which WebCenter Portal is deployed (WC_Portal).


	Edit the domain startup script setDomainEnv located at:

UNIX: DOMAIN_HOME/bin/setDomainEnv.sh

Windows: DOMAIN_HOME\bin\setDomainEnv.cmd


	Remove Analytics Collector settings.


	Restart the managed server.










Problem

Analytics Collector deployment fails when configured with the Pluggable Database (PDB), if the number of cursors in the database exceeds the maximum limit.

Solution

Try to increase the number of open_cursors in the Pluggable Database (PDB), for example 3000. The allowed value for the open_cursors is from 0 to 65535.

where, open_cursors specifies the maximum number of open cursors allowed per session.








F.14 Troubleshooting Issues with Oracle SES

This section provides troubleshooting tips on administering Oracle SES. It includes the following topics:

	No Search Results Found


	Search Failure Errors


	Cannot Grant View Permissions to WebCenter Portal


	Restricting Oracle SES Results by Source Group or Source Type


	Search Results Do Not Include Secured Resources


	Search Results Do Not Include Documents


	Search Results Do Not Include Discussions and Announcements


	Search Results Do Not Include Recently Added Resources


	Search Results Do Not Reflect Authorization Changes


	Search Results Do Not Include Resources Available to Wide Audience






F.14.1 No Search Results Found

Problem

No search results are found.

Solution

Check the following:

	Oracle SES Connection


	Documents and Discussions Connections


	WebCenter Portal Crawl Configuration


	Oracle SES Configuration


	User Authentication


	Oracle SES Crawling


	Oracle SES Authorization









F.14.1.1 Oracle SES Connection

Confirm that you can access the Oracle SES SOAP URL and that connection properties to Oracle SES are correct. 

For more information, see Testing the Connection to Oracle SES.








F.14.1.2 Documents and Discussions Connections

Confirm that connections exist in WebCenter Portal to the Content Server and the discussions server.

The Oracle SES log shows if a WebCenter Portal component is excluded from the search. Locate the search log file on the Oracle SES instance and check the log file for totalSearchTime. 

When nothing is excluded (that is, Oracle SES is enabled for all WebCenter Portal components), the line looks similar to the following: 

req=Search userName=vicki totalSearchTime=1150ms userQuery=0712>


When Oracle SES is not enabled for Documents, Discussions, and Announcements, the lines look similar to the following:

req=Search userName=vicki totalSearchTime=1133ms userQuery=0712
-wc_serviceId:oracle.webcenter.doclib
-wc_serviceId:oracle.webcenter.collab.forum
-wc_serviceId:oracle.webcenter.collab.announcement>








F.14.1.3 WebCenter Portal Crawl Configuration

Use Fusion Middleware Control or WLST to confirm that Oracle SES is enabled in WebCenter Portal, as described in Setting Up WebCenter Portal for Oracle SES. 








F.14.1.4 Oracle SES Configuration

	Confirm that you have installed all required patches for Oracle SES. For the latest information on required patches, see Back-End Requirements for Search in Installing and Configuring Oracle
WebCenter Portal and the Release Notes.


	Confirm that Oracle SES is configured with an identity management system to validate and authenticate users. Also confirm that WebCenter Portal and Oracle SES use the same identity management system, such as Oracle Internet Directory. All repositories you are using (such as WebCenter Portal, WebCenter Content Server, and Oracle WebCenter Portal's Discussion Server) must share the same user base as Oracle SES. 

Additionally, each Oracle SES instance must have a trusted entity for allowing WebCenter Portal end users to be securely propagated at search time. For more information, see Oracle SES – Configuration.

To test the Oracle SES is connection with a federated trusted entity user, see Testing the Connection to Oracle SES.











F.14.1.5 User Authentication

Confirm that the user exists (that is, confirm that the user can log on) in WebCenter Portal identity plug-ins, Oracle SES, and all configured data repositories, such as the Content Server and the discussions server. 

An Oracle SES proxy login error in the WebCenter Portal diagnostic log looks similar to the following:

Received status "failed" during proxy login with application entity "weblogic" to
Oracle SES at [http://host:port/search/query/OracleSearch], as search user
"vicki". Defaulting to public.








F.14.1.6 Oracle SES Crawling

Confirm that Oracle SES crawled successfully in all sources. 

	In the Oracle SES administration tool, go to the Home - Schedules tab. Click the Log File icon to display the log file for the source. To obtain the location of the full log, click the Status link. The Crawler Progress Summary and Log Files by Source section displays the full path to the log file. 


	If Oracle SES fails to log in to the Content Server crawl endpoint due to an authentication error, then the following errors are logged:

EQP-60303: Exiting saxthread due to errors

EQP-80330: Unrecognized QName <http://schemas.xmlsoap.org/soap/envelope/>:Envelope oracle.search.sdk.crawler.PluginException       



	For the Oracle WebCenter source, verify if the rsscrawl servlet is unavailable. For example:

FATAL      main            EQP-80309: Exception while opening a stream to the URI: https://example.com:port/rsscrawl?command=GetControl



	For the Content Server source, verify if the password is invalid. For example: 

-1 Admin credentials passed in were not valid - Rejecting request.



	Monitor the crawl process in the Oracle SES administration tool with a combination of the following:

	Check the crawler progress and status on the Home - Schedules page. (Click Refresh Status.) From the Status page, you can view statistics of the crawl.


	Monitor your crawler statistics on the Home - Schedules - Crawler Progress Summary page and the Home - Statistics page.


	Monitor your search statistics on the Home - General page and the Home - Statistics page.




See Oracle Secure Enterprise Search Administrator's Guide for tips to tune crawl performance.


	Additionally, examine snapshots and data feeds on the Content Server instance, and examine the Oracle WebCenter Portal's Discussions Server database.











F.14.1.7 Oracle SES Authorization

	In the Oracle SES administration tool, go to the Home - Sources tab. 
	Click the Edit icon for each source to see source configuration tabs. 
	Click the Authorization tab to confirm the authorization connection string, user name, password, and authorization user ID format.
	Examine the Oracle SES log file (described in a previous step). Look for phrases including a URL value. For example, the URIHandler initialized for the URI: http://host:8888/sesUserAuth?userId=someone 






For detailed information on the Oracle SES administration tool, see the Oracle SES documentation included with the product. (This is listed in the WebCenter Portal product area on the Oracle Fusion Middleware documentation library.) 

See Also:


	Setting Up Oracle SES to Search Documents


	Setting Up Oracle SES to Search Discussions and Announcements


	Setting Up Oracle SES to Search Portals, Lists, People, and Page Metadata















F.14.2 Search Failure Errors

Problem

Search failure messages may appear inconsistently after a search. For example, when connecting to database jdbc:oracle:thin:@host:1521/sid, user: PREFIX_DISCUSSIONS_CRAWLER:

Search failure: time out error
Search failure: problem preparing search executor
Search failure: problem with execution


Solution

Wait a moment, and try the search again. These messages appear when the service times out, which largely depends on the system load. If the time out error persists, adjust the executionTimeout parameter in the setSearchConfig command.

For command syntax and examples, see setSearchConfig in WLST Command Reference for WebLogic Server.








F.14.3 Cannot Grant View Permissions to WebCenter Portal

Problem

You get the following error when granting "view" permissions, as described in Setting Up WebCenter Portal for Oracle SES.

Command FAILED, Reason: javax.naming.directory.AttributeInUseException: [LDAP: e
rror code 20 - uniquemember attribute has duplicate value.]; remaining name 'orc
lguid=F0CC506017B711DFBFFED9EA6A94EAEC,cn=Permissions,cn=JAAS Policy,cn=webcente
r,cn=wc_domain,cn=JPSContext,cn=jpsroot_webcenter_dadvmc0057'


Solution

This error appears if the permission is granted. Ignore the error.








F.14.4 Restricting Oracle SES Results by Source Group or Source Type

Problem

You want to restrict search results by source group or source type.

Solution

In the Oracle SES administration tool, navigate to the Home - Sources - Customize Federated Source - Search Restrictions page to set search restrictions.Alternatively, use filters, where each filter is a restriction on search result.

For detailed information about using Oracle SES, see the Oracle SES documentation on the Oracle Fusion Middleware documentation library (in the WebCenter Portal product area).








F.14.5 Search Results Do Not Include Secured Resources

Problem

Search results do not include secured resources. One cause is that the proxy login of WebCenter Portal users failed in Oracle SES. An Oracle SES proxy login error in the WebCenter Portal diagnostic log looks similar to the following:

Received status "failed" during proxy login with application entity "weblogic" to 
Oracle SES at http://host:port/search/query/OracleSearch, as search user "vicki".
Defaulting to public.


Solution

Confirm that Oracle SES is configured with an identity management system to validate and authenticate users.

Also confirm that WebCenter Portal and Oracle SES use the same identity management system, such as Oracle Internet Directory. All repositories (such as WebCenter Portal, WebCenter Content Server, and Oracle WebCenter Portal Discussions Server) must share the same user base as Oracle SES.

Additionally, each Oracle SES instance must have a trusted entity for allowing WebCenter Portal end users to be securely propagated at search time.

Problem

Search results do not include secured resources. Another cause is that authorization endpoints are not configured correctly. Locate the search log file on the Oracle SES instance. Look for phrases including the URL value. For example:

EQP-80309: Exception while opening a stream to the URI:
http://<host>:<port>/sesUserAuth?userId=<end-user-name>

QueryFilterPlugin returned null or empty array value for security attribute
"WCSECATTR". Values required for all security attributes.


Solution

	In the Oracle SES administration tool, go to the Home - Sources tab.


	Click the Edit icon for the source to see source configuration tabs.


	Click the Authorization tab to confirm the authorization connection string, user name, password, and authorization user ID format.




Problem

Search results do not include secured resources. Yet another cause is that authorization endpoints are not returning authorization data.

Locate the search log file on the Oracle SES instance. Look for phrases including a URL value. For example, the URIHandler initialized for the URI: 

http://host:8888/sesUserAuth?userId=someone 


Solution

Reduce the number of crawl sources.








F.14.6 Search Results Do Not Include Documents

Problem

Search results do not include documents. Crawling of Content Server documents fails.

Solution




	In the Oracle SES administration tool, go to the Home - Schedules tab.
	Click the Log File icon to display the log file for the source. To obtain the location of the full log, click the Status link.
	The Crawler Progress Summary and Log Files by Source section display the full path to the log file. If Oracle SES fails to log in to the Content Server crawl endpoint due to an authentication error, then the following errors are logged: EQP-60303: Exiting saxthread due to errors, 
EQP-80330: Unrecognized QName 
<http://schemas.xmlsoap.org/soap/envelope/>:Envelope 
oracle.search.sdk.crawler.PluginException




	Update the configuration parameters of the Content Server crawl source.






F.14.7 Search Results Do Not Include Discussions and Announcements

Problem

In the crawl source, the Single Record Query parameter is set to true on the Authorization tab.

Solution

Set the Single Record Query parameter to false.

Problem

The identity management system uses mixed case user names, but Oracle WebCenter Portal's discussions server (Jive) database uses all lowercase user names. The authorization query for the crawl source must apply the LOWER() function to user name parameters.

Solution

Confirm that the authorization query looks like the following statement:

SELECT forumID as WCSECATTR FROM AUTHCRAWLER_FORUM_VW WHERE (username) = LOWER(?) 
UNION SELECT DISTINCT -1 as WCSECATTR FROM AUTHCRAWLER_FORUM_VW

Note:
It is not recommended to convert the actual user name column to lowercase in the query; for example, WHERE LOWER(username) = LOWER(?). Adding a function to a possibly indexed column could affect performance.










F.14.8 Search Results Do Not Include Recently Added Resources

Problem

A new resource was created recently, but search results do not include the new resource.

Solution

New resources must be crawled and indexed before they can be returned in search results. Crawl schedules are run periodically to index new content. If new resources are created often, then increase the frequency of the crawl schedule. If new resources need to be crawled immediately, then start that crawl schedule manually.








F.14.9 Search Results Do Not Reflect Authorization Changes

Problem

Some resources are accessible to more users due to authorization changes in WebCenter Portal. For example, resources in a portal are now accessible to all authenticated users. The affected users cannot search for those resources.

Solution

Authorization data is cached in Oracle SES. The cache is invalidated according to the Security Filter Lifespan global setting in Oracle SES. The default value is 1 day or 1440 minutes. Adjust the value according to the general frequency of changes to authorization data.








F.14.10 Search Results Do Not Include Resources Available to Wide Audience

Problem

A portal is publicly accessible, but unauthenticated users cannot see portal resources in search results.

Solution

By default, view access of resources is granted to portal members only, even if the portal is accessible to the public. View access of resources must be granted to non-members explicitly. Go to the portal settings page, select the Role tab and the intended role, and check view access to resources.










F.15 Troubleshooting Issues with Notifications

Problem

No notifications are received.

Solution

	If the log indicates that the Notification Sender is not configured, then it means the service is unable to find the connection to use.


	Ensure that Notifications is configured to use either a valid BPEL or MAIL connection. This can be verified through the getNotificationsConfig() WLST command (see Specifying the Notifications Channel Using WLST) or through the Fusion Middleware
Control user interface (see Specifying the Notifications Channel Using Fusion Middleware Control).




Problem

Notifications is configured (BPEL or MAIL) correctly, but still no notifications.

Solution

Notifications relies on a valid BPEL or MAIL connection. Run the respective connection validations and troubleshooting scenarios as described in Managing Mail or Managing the SOA Connection for WebCenter Portal Membership Workflows.

Problem

MAIL or BPEL connections are set up appropriately, but still do not receive notifications.

Solution

Notifications are generated based on user subscriptions. Apart from notification for invitations to connect, which is configured out of the box, other notifications are generated only when a user has specifically subscribed. Ensure that the user has created subscriptions through his or her personal Preferences or through application- or object-level subscriptions. For more information, see Subscribing to the Application, to Portals, and to Objects in Using Oracle WebCenter Portal.

Problem

Users have set up their subscriptions, but still receive no notifications.

Solution

	Depending on how it is configured, Notifications delegates the delivery of notifications to BPEL/UMS or the Mail service. For the Mail service, ensure that the user's email address is configured. For UMS, look in Fusion Middleware
Control under the Message Status section of User Messaging Service, where you see the status of each outgoing message from UMS. For more information, see Monitoring Oracle User Messaging Service in Administering Oracle SOA Suite
and Oracle Business Process Management Suite.


	For UMS, this problem could also mean that the configuration of the sender on the WebCenter Portal side does not match or find a corresponding driver on the UMS side. Ensure that the sender address (domain) allows UMS to match at least one driver for outbound messages.


	For the Mail service, ensure that the mail connection points to a shared connection as described in About Connection Channels.




Problem

For UMS configurations, users receive notifications on some channels but not on others.

Solution

This is most likely due to the way the user's messaging channels and filters are configured. For more information, see Establishing and Managing Your Messaging Channels and Filters in Using Oracle WebCenter Portal.








F.16 Troubleshooting External Application Issues

This section contains common issues and workarounds related to external applications. 

This section contains the following topic:

	Users Experience Password Lockout






F.16.1 Users Experience Password Lockout

Problem

Using an external application to store or retrieve credentials for collaboration connections when your identity store uses a password change policy that causes the password to be changed in the identity store directly, may lead users to experience a password lockout.

Solution

The external applications cannot know that a password has been changed directly in the identity store and consequently cannot react to it. A partial solution is to define one external application for all your collaboration connections.










F.17 Troubleshooting Security Configuration Issues

This section includes the following subsections:

	WebCenter Portal Application Does Not Find Users in LDAP Provider


	Portal Created with Errors When Logged in as OID User


	Users Cannot Self-Register when WebCenter Portal Configured with Active Directory


	User Made Administrator Does Not Have Administrator Privileges


	OmniPortlet Producer Authorization Exception in SSO Environment


	Deploying the SAML SSO-specific Discussions EAR file Produces an Exception


	Configuring SAML Single Sign-on Produces 403 Error


	Impersonation Session Produces Error with OAM 11.1.2.2.0






F.17.1 WebCenter Portal Application Does Not Find Users in LDAP Provider

Problem

Weblogic Server was configured with an external LDAP provider. Users in the external LDAP can log in to WebCenter Portal, but when you try to assign the administrator role in WebCenter Portal to a user from the external LDAP, no users are found. 

Solution

Change the Control Flag for the DefaultAuthenticator Authentication Provider to Sufficient as described in Configuring the Identity Store. Restart the Administration Server and Managed Servers for the domain.








F.17.2 Portal Created with Errors When Logged in as OID User

Problem

When logged in to WebCenter Portal as an OID user (for example, orcladmin), and you try to create a portal, the portal gets created but with errors. The error message appears as "No matching users were found with search string <login user>".

Solution

The following property is missing in the jps-config.xml file:

<property name="jps.user.principal.class.name" value="weblogic.security.principal.WLSUserImpl"/> 


To fix this:




	Edit DOMAIN_HOME/config/fmwconfig/jps-config.xml.
	Add this line in the general properties:<property name="jps.user.principal.class.name" value="weblogic.security.principal.WLSUserImpl"/>



	Restart the WC_Portal server.






F.17.3 Users Cannot Self-Register when WebCenter Portal Configured with Active Directory

Problem

Users cannot self-register with Active Directory after configuring WebCenter Portal to use AD authenticator. When a user tries to self-register, the following error message appears:

"User not created. Either the user name or the password does not adhere to the registration policy or the identity store is unavailable. Specify the required user credentials or contact your administrator for assistance."

Solution

To fix the problem:




	Set the user name attribute to sAMAccountName while configuring Active Directory in the WebLogic Administration Console.
	Use the HTTPS port of the LDAP and enable the SSL checkbox while configuring Active Directory in the WebLogic Administration Console.






F.17.4 User Made Administrator Does Not Have Administrator Privileges

Problem

After logging in as orcladmin and making a user an administrator, after logging out and logging in as that user, the Administrator link is still not available.

Solution

The problem is due to duplicate cn entries in the identity store. Since cn is mapped to the username attribute, it must be unique. Remove the duplicate from the identity store and the user should have the appropriate privileges.cn.








F.17.5 OmniPortlet Producer Authorization Exception in SSO Environment

Problem

OmniPortlet producer receives an authorization exception when it tries to store connection information in the Credential Store Framework (CSF) wallet when WebCenter Portal is configured with SSO.

Solution

Grant the required permissions to ssofilter.jar by connecting to the Oracle WebCenter Portal Administration Server using WLST (for more information, see Running Oracle WebLogic Scripting Tool (WLST) Commands) and running the following grant commands:

grantPermission(codeBaseURL="file:${oracle.home}/modules/oracle.ssofilter_11.1.1/ssofilter.jar",
permClass="oracle.security.jps.service.credstore.CredentialAccessPermission",
permTarget="context=SYSTEM,mapName=omniportlet_user,keyName=*",
permActions="*")


grantPermission(codeBaseURL="file:${oracle.home}/modules/oracle.ssofilter_11.1.1/ssofilter.jar",
permClass="oracle.security.jps.service.credstore.CredentialAccessPermission",
permTarget="context=SYSTEM,mapName=omniportlet_default,keyName=*",
permActions="*")
grantPermission(codeBaseURL="file:${oracle.home}/modules/oracle.ssofilter_11.1
.1/ssofilter.jar",
permClass="oracle.security.jps.service.credstore.CredentialAccessPermission",
permTarget="context=SYSTEM,mapName=omniportlet_user,keyName=*",
permActions="*")








F.17.6 Deploying the SAML SSO-specific Discussions EAR file Produces an Exception

Problem

Undeploying the discussions EAR file and deploying the SAML SSO-specific discussions EAR file and then starting the application in the WLS Administration Console produces the following exception:

java.lang.ClassCastException:
org.apache.xerces.parsers.XIncludeAwareParserConfiguration


Solution

Restart the WC_Collaboration server. This should fix the issue and the discussions application will be in an active state.








F.17.7 Configuring SAML Single Sign-on Produces 403 Error

Problem

While testing a SAML SSO configuration you encounter 403 errors, and after turning on debug logging, as described in Checking Your Configuration, you see the following kind of error logs in the destination server:

####<Oct 11, 2010 10:20:31 PM PDT> <Debug> <SecuritySAMLLib> <adc2170966>
<soa_server1> <[ACTIVE] ExecuteThread: '1' for queue:
'weblogic.kernel.Default (self-tuning)'> <<WLS Kernel>> <>
<efaf471a17d5a745:-5ba0524a:12b9b0b7849:-8000-0000000000015385>
<1286860831335> <BEA-000000> <SAMLSignedObject.verify(): validating
signature>
####<Oct 11, 2010 10:20:31 PM PDT> <Debug> <SecuritySAMLService> <adc2170966>
<soa_server1> <[ACTIVE] ExecuteThread: '1' for queue:
'weblogic.kernel.Default (self-tuning)'> <<WLS Kernel>> <>
<efaf471a17d5a745:-5ba0524a:12b9b0b7849:-8000-0000000000015385>
<1286860831336> <BEA-000000> <SAMLDestinationSiteHelper: Signature
verification failed with exception: org.opensaml.InvalidCryptoException:
SAMLSignedObject.verify() failed to validate signature value>
####<Oct 11, 2010 10:20:31 PM PDT> <Debug> <SecuritySAMLService> <adc2170966>
<soa_server1> <[ACTIVE] ExecuteThread: '1' for queue:
'weblogic.kernel.Default (self-tuning)'> <<WLS Kernel>> <>
<efaf471a17d5a745:-5ba0524a:12b9b0b7849:-8000-0000000000015385>
<1286860831336> <BEA-000000> <SAMLDestinationSiteHelper: Unable to validate
response -- returning SC_FORBIDDEN>
####<Oct 11, 2010 10:20:31 PM PDT> <Debug> <SecuritySAMLService> <adc2170966>
<soa_server1> <[ACTIVE] ExecuteThread: '1' for queue:
'weblogic.kernel.Default (self-tuning)'> <<WLS Kernel>> <>
<efaf471a17d5a745:-5ba0524a:12b9b0b7849:-8000-0000000000015385>
<1286860831336> <BEA-000000> <SAMLSingleSignOnService.doACSGet: Failed to get
SAML credentials -- returning>


Solution

Chances are that something went wrong with your certificate setup due to which SAML assertions are not being validated. This is likely because the certificate registered in the SAML Identity asserter is incorrect. Export the certificate used for SAML SSO setup in the WebCenter Portal domain specified by certAlias and certPassword and copy it to a accessible location in the destination domain.

	Update the relevant config section in the wcsamlsso.properties file in the WebCenter Portal domain (for example, if the certificate was invalid for the SOA configuration, update the certPath in the soa_config section).


	Open the WebLogic Server Admin Console, and from the WC_Portal domain go to Security Realm > Providers > Credential Mapping > wcsamlcm > Management > Relying Parties and delete the relying parties relevant to the domain (for example, for SOA, it would be Worklist Detail.)


	Go to Destination Domain > Security Realm > Providers > Authentication >wcsamlia > Management > Asserting Parties and delete the corresponding asserting parties.


	Open the Certificates tab and delete the certificate as well.


	Go back to the WebCenter Portal domain and re-run the scripts for creating asserting-relying parties pairs. For SOA, for example, you would need to re-run:

WCP_ORACLE_HOME/webcenter/scripts/samlsso/configureWorklistDetail.py



	Test your configuration again. If all works well, you can disable SAML logging.











F.17.8  Impersonation Session Produces Error with OAM 11.1.2.2.0

Problem

An internal error is produced when switching between users in an impersonation session with OAM 11.1.2.2.0.

Solution

Check that:

	The EnableImpersonation flag in oam-config.xml is set to true


	The new OID identity store you created in the OAM 11.1.2.2 console does not contain spaces (for example, Oracle Identity Store rather than OracleIdentityStore)


	 The UserPassword attribute for the new identity store is userPassword














B Oracle HTTP Server Configuration for WebCenter Portal

This appendix describes the Oracle HTTP Server configuration required for WebCenter Portal.




B.1 Oracle HTTP Server Configuration

This section includes the following topics:

	Scenarios for Using Oracle HTTP Server


	Sample mod_wl_ohs.conf


	Configuring OHS






B.1.1 Scenarios for Using Oracle HTTP Server

When Oracle WebCenter Portal components are running on Oracle WebLogic Server, you can set Oracle HTTP Server (OHS) as the frontend to Oracle WebLogic Server. Some scenarios that require OHS as the frontend are:

	For OSSO to function properly between Site Studio and Oracle Content Server. This is achieved through mod_osso of OHS.


	The adequate distribution of load across the Oracle WebLogic Server cluster nodes. This is achieved through mod_wl of OHS.


	OHS is required for OAM's WebGate component.


	OHS is used as a reverse proxy.




In these cases, you must configure the mod_wl_ohs module to allow requests to be proxied from an OHS to Oracle WebLogic Server. 








B.1.2 Sample mod_wl_ohs.conf

The default location of the mod_wl_ohs.conf file is: OHS_HOME/Oracle_WT1/instances/instance1/config/OHS/ohs1/mod_wl_ohs.conf. After you have configured the mod_wl_ohs module using the Fusion Middleware Control, the file mod_wl_ohs.conf file looks similar to the following sample code: 

# WebCenter Portal Application
  <Location /webcenter>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8888
  </Location>
  <Location /webcenterhelp>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8888
  </Location>
  <Location /rss>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8888
  </Location>
  <Location /rest>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8888
  </Location>
# Discussions
  <Location /owc_discussions>
    SetHandler weblogic-handler
    WeblogicHost discuss.example.com
    WeblogicPort 8890
  </Location>
# SES Search
  <Location /rsscrawl>
    SetHandler weblogic-handler
    WeblogicHost ses.example.com
    WeblogicPort 7777
  </Location>
  <Location /sesUserAuth>
    SetHandler weblogic-handler
    WeblogicHost ses.example.com
    WeblogicPort 7777
  </Location>
# Portlets
  <Location /portalTools>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8889
  </Location>
  <Location /wsrp-tools>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8889
  </Location>
  <Location /pagelets>
     SetHandler weblogic-handler
     WeblogicHost webcenter.example.com
     WeblogicPort 8889
   </Location>
# UCM
#  Web server context root for Oracle WebCenter Content Server
   <Location /cs>
     SetHandler weblogic-handler
     WeblogicHost ucm.example.com
     WeblogicPort 16200
  </Location>
#  Enables Oracle WebCenter Content Server authentication
   <Location /adfAuthentication>
     SetHandler weblogic-handler
     WeblogicHost ucm.example.com  # Same as /cs entry
     WeblogicPort 16200            # Same as /cs entry
  </Location>
#  SAML SSO
   <Location /samlacs/acs>
     SetHandler weblogic-handler
     WeblogicHost ucm.example.com
     WeblogicPort 16200
  </Location>
# BPEL Server
  <Location /workflow>
    SetHandler weblogic-handler
    WeblogicHost soa.example.com
    WeblogicPort 8001
  </Location>








B.1.3 Configuring OHS

SSL Directives

If you have configured SSL, then the following additional directives are required:

	WLProxySSL ON


	WLProxySSLPassThrough ON 




For example, mod_wl_ohs.conf entries with SSL directives looks like the following:

# WebCenter Portal Application
  <Location /webcenter>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8888
       WLProxySSL ON     
       WLProxySSLPassThrough ON 
  </Location>
  <Location /webcenterhelp>
    SetHandler weblogic-handler
    WeblogicHost webcenter.example.com
    WeblogicPort 8888
       WLProxySSL ON     
       WLProxySSLPassThrough ON 
  </Location>
...


Frontend Listening Host and Frontend Listening Port 

If the Oracle HTTP Server (OHS) frontend is also the site entry point, use the Oracle WebLogic Server Administration Console to set the FrontEnd Host and FrontEnd HTTP Port for each server that uses the OHS frontend.

Configuring an Error Page for a Cluster

Include the ErrorPage parameter in mod_wl_ohs.conf as follows:

 <Location /webcenter>
  WebLogicCluster
  app1.mycompany.com:8888,app2.mycompany.com:8888,app3.company.com:8888
  
  SetHandler weblogic-handler
  ErrorPage http://mycompany.com/error.html
  </Location>


Users are redirected to http://company.com/error.html if all the WC_Portal managed servers are down. When any managed server comes back online, users access WebCenter Portal as normal.

See also, Configuring mod_wl_ohs in Administrator's Guide for Oracle
HTTP Server.











44 Managing Personal Pages

This chapter describes how to administer personal pages in WebCenter Portal. 
While individuals are primarily responsible for managing the content of their personal pages, WebCenter Portal system administrators also have access to all personal pages by default. System administrators may be required to clean up or manage personal data when owners experience difficulties with their personal pages or leave the organization.

This chapter includes the following topics:

	About Personal Page Administration


	Setting Application-Level Page Creation Defaults for Personal Pages


	Preventing Users from Creating Personal Pages


	Providing Navigation to Personal Pages


	Changing Access Permissions on a Personal Page


	Editing a Personal Page


	Editing the Source of a Personal Page


	Copying a Personal Page


	Removing All User Customizations from a Personal Page


	Deleting a Personal Page




Permissions
To perform the tasks in this chapter, you must have the WebCenter Portal Administrator role or a custom role that grants the following permissions:

	Portal Server: Manage All or Portal Server: Manage Configuration


	Pages: Create, Edit, and Delete Pages




For more information about permissions, see About Application Roles and Permissions.





44.1 About Personal Page Administration

Personal pages are the pages users create in their personal views of the Home portal. As the WebCenter Portal system administrator, you have full access to all personal pages created by other users. Full access means you can edit, copy, rename, set access, delete, and perform other like actions on any user's personal pages.

System administrators can access everyone's personal pages from the Personal Pages page in WebCenter Portal Administration. An Actions menu is associated with each listed page, providing access to options for editing in the page editor, removing user customizations, copying, renaming, securing, editing the source, deleting, and making the personal page public (Figure 44-1).

Figure 44-1 Page Actions Menu on a Personal Page
[image: Description of Figure 44-1 follows]



Additional options include sending a mail message containing a link to the page and viewing information about the page.





44.2 Setting Application-Level Page Creation Defaults for Personal Pages

In addition to the page creation defaults authorized users can set for themselves (see Setting Page Creation Defaults for Personal Pages in Using Oracle WebCenter Portal), system administrators can set application-level page creation defaults for personal pages. After page creation defaults are configured, application-level page creation defaults affect the creation of all personal pages. This control (Set Page Defaults) is available on the Business Role Pages in WebCenter Portal Administration (for more information, see Setting Page Creation Defaults for Business Role Pages).

Note:
The page creation defaults that authorized users set for themselves through the Personalize Pages page in the Home portal override the application-level settings described in this chapter. 







44.3 Preventing Users from Creating Personal Pages

The application-level Pages: Create Pages permission allows users to create personal pages in the Home portal. You can revoke this permission from individual users to prevent them from creating personal pages. For more information, see 

To assign permissions to users, you assign them a role than includes the permissions they need. To assign a user a role that includes or excludes the Pages: Create Pages permission, see Assigning Users (and Groups) to Application Roles.





44.4 Providing Navigation to Personal Pages

If you want to add a link to a personal page in a portal's navigation, see Creating and Managing Personal Pages in Using Oracle WebCenter Portal. For detailed information about working with portal navigation, see Working with Navigation Task Flow Propertiesin Building Portals with Oracle
WebCenter Portal.





44.5 Changing Access Permissions on a Personal Page

As the system administrator, you are authorized to view and manage all personal pages. Page owners normally determine who can see their pages; however, as the system administrator, you have default access to all personal pages that other users create.

To change access permissions for a personal page:

	On the Settings tab (see Accessing the Settings Pages in  WebCenter Portal Administration), click Personal Pages.

You can also enter the following URL in your browser to navigate directly to the Personal Pages page:

http://host:port/webcenter/portal/admin/settings/personalpages

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.




	Click the Actions icon for the page you want to secure, and select Set Page Access (see Figure 44-1).

The Set Page Access dialog opens (Figure 44-2).

Figure 44-2 Set Page Access Dialog
[image: Description of Figure 44-2 follows]




	To set access for authenticated users, click Add Authenticated Access.

The role authenticated-role is added under Role or User (Figure 44-3). Use this to set access permissions for all users who are logged in to WebCenter Portal.

Figure 44-3 Authenticated Role Access
[image: Description of Figure 44-3 follows]



Notice that the newly added role has only View access. Set other permissions for the user role appropriately.


	To set access for public users, click Add Public Access.

The role anonymous-role is added under Role or User (Figure 44-4). Use this to set access permissions for all users who are not logged in to WebCenter Portal.

Figure 44-4 Anonymous Role Access
[image: Description of Figure 44-4 follows]



Notice that the newly added role has only View access. Set other permissions for the user role appropriately. You might want to leave the anonymous role with View access only.


	To grant access to other users and roles, click Add Access to open the Add Access dialog (Figure 44-5).

Figure 44-5 Add Access Dialog
[image: Description of Figure 44-5 follows]




	Identify the users who can access this page.

Choose from all available users, groups, and application roles. Use the Search feature to search your identity store:

	In the Search field, enter two or more characters and click the Search icon. For tips on searching the identity store, see Searching for a User or Group in the Identity Store in Building Portals with Oracle
WebCenter Portal.

Tip:
This search is not case sensitive. 



Users, groups, and roles matching your search criteria appear in the Add Access dialog.


	Select one or more names from the list.

Press Ctrl+click to select multiple users.


	Click Select.

The selected users and groups appear in the Set Page Access dialog. By default, users have the View Page permission on the page. Set other permissions appropriately.





	To modify the permissions assigned to a current user or role, select one or more check boxes to grant page privileges:

	View Page—The selected user or role can access the page for viewing, but cannot perform any actions on the page.


	Edit Page—The selected user or role can edit the page. This includes adding, rearranging, and deleting content.


	Delete Page—The selected user or role can delete the page.


	Perform All Page Actions—The selected user or role has full access rights to the page. The user can edit the page, revise the page layout, set additional access privileges for other users, and all other page permissions.


	Personalize Page—The selected user or role can personalize the page. Personalizations are changes made to a page in view mode. Such changes do not affect another user's view of the page.

Tip:
You can revoke privileges by taking the same steps and deselecting one or more privileges for a listed user or role.







	To revoke access to the page, select the role or user, and click Delete Access.


	Click OK.











44.6 Editing a Personal Page

As the system administrator, you are authorized to view and modify any personal pages that users have created in their view of the Home portal. Individuals are primarily responsible for editing content on their personal pages, but, occasionally, you may be required to edit such content. See also Editing the Source of a Personal Page.

To edit a personal page:




	On the Settings page (see Accessing the Settings Pages in WebCenter Portal Administration), click Personal Pages.You can also enter the following URL in your browser to navigate directly to the Personal Pages page:

http://host:port/webcenter/portal/admin/settings/personalpages

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.





	Click the Actions icon for the page you want to edit, and select Edit Page (see Figure 44-1) to open the page in the page editor.See Also:
For information about editing a page, see Editing a Page in Building Portals with Oracle
WebCenter Portal.





	Update the page, and click Save and then Close when you have finished.






44.7 Editing the Source of a Personal Page

You can edit the source of a personal page without opening the page in the page editor.

To edit the source of a personal page:




	On the Settings page (see Accessing the Settings Pages in WebCenter Portal Administration), click Personal Pages.You can also enter the following URL in your browser to navigate directly to the Personal Pages page:

http://host:port/webcenter/portal/admin/settings/personalpages

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.





	Click the Actions icon for the page whose source you want to edit, and select Edit Source  (Figure 44-1) to open the Edit Source dialog (Figure 44-7).Figure 44-6 Edit Source Dialog
[image: Description of Figure 44-6 follows]





	Edit the page source, as desired.
	Click OK.






44.8 Copying a Personal Page

As the system administrator, you are authorized to copy any page in the Oracle WebCenter Portal. This includes copying the personal pages created by other users. When you copy a personal page as an administrator, you can save it as a business role page to be pushed to other users or as a personal page in your own view of the Home portal.

Tip:
If you create another business role page, you must set access on the new page because access permissions from the original page are not copied. For more information, see Specifying the Target Audience for a Business Role Page.



To copy a personal page:




	On the Settings page (see Accessing the Settings Pages in WebCenter Portal Administration), click Personal Pages.You can also enter the following URL in your browser to navigate directly to the Personal Pages page:

http://host:port/webcenter/portal/admin/settings/personalpages

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.





	Click the Actions icon for the page you want to copy, and select Copy Page (Figure 44-1) to open the Copy Page dialog (Figure 44-7).Figure 44-7 Copy Page Dialog
[image: Description of Figure 44-7 follows]





	Enter a name for the new page.
	Next to Copy as, specify whether the copy is one of your personal pages or a business role page:	Select Business Role Page if you intend to make the page available to a group of people with the same job function or who are in the same enterprise group.


	Select Personal Page if you intend to expose the copy only in your own view.




To learn more about copying a page, see Copying a Page in Building Portals with Oracle
WebCenter Portal.



	Click OK.







44.9 Removing All User Customizations from a Personal Page

A control is available for removing all user customizations from a selected personal page. Using this control removes such personal changes as rearrangement, resizing, or collapsing of task flows. The changes affect each user's personal view of the page.

To remove all user customizations from all views of a personal page:




	On the Settings page (see Accessing the Settings Pages in WebCenter Portal Administration), click Personal Pages.You can also enter the following URL in your browser to navigate directly to the Personal Pages page:

http://host:port/webcenter/portal/admin/settings/personalpages

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.





	Click the Actions icon for the target page, and select Delete Personalization (Figure 44-1).
	In the resulting dialog, click OK.All user customizations added by users to their own views of the page are removed; that is, task flows are returned to their original positions and sizes, collapsed task flows are expanded, and so on.









44.10 Deleting a Personal Page

In addition to having full access to the personal pages created by other users, a WebCenter Portal system administrator can also delete them, if required.

Note:
After a personal page is deleted, it cannot be recovered. 



To delete a personal page:




	On the Settings page (see Accessing the Settings Pages in WebCenter Portal Administration), click Personal Pages.You can also enter the following URL in your browser to navigate directly to the Personal Pages page:

http://host:port/webcenter/portal/admin/settings/personalpages

See Also:
WebCenter Portal Pretty URLs in Building Portals with Oracle
WebCenter Portal.





	Click the Actions icon for the page you want to delete, and select Delete Page (Figure 44-1).
	In the confirmation dialog, click Delete.







