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deploying applications and stand-alone modules.
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describes a Web-based graphical user interface for managing and monitoring
WebLogic domains.

Oracle Fusion Middleware Creating WebLogic Domains Using the Configuration Wizard
describes using a graphical user interface to create a WebLogic domain or extend
an existing one.

Oracle Fusion Middleware Creating Templates and Domains Using the Pack and Unpack
Commands describes commands that recreate existing WebLogic domains quickly
and easily.

Oracle Fusion Middleware Developing Custom Management Ultilities Using JMX for
Oracle WebLogic Server describes using Java Management Extensions (JMX) APlIs to
monitor and modify WebLogic Server resources.

Oracle Fusion Middleware Monitoring Oracle WebLogic Server with SNMP describes
using Simple Network Management Protocol (SNMP) to monitor WebLogic
domains.
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with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.
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What's New Iin This Guide

The following topics introduce the new and changed features of the custom WLST
commands for Oracle Fusion Middleware Infrastructure components.

* New and Changed Features 12.2.1.2

* New and Changed Features for 12c (12.2.1)

New and Changed Features 12.2.1.2

The following topics introduce new and changed features for 12.2.1.2:

¢ The Oracle Health Checker Utility has been updated. As a result, the
checkWSMStatus command now supports new components and attributes.

New and Changed Features for 12c (12.2.1)

The following topics introduce new and changed features for 12.2.1:
¢ The following summarize the changes to the Web services WLST commands.

— Redesigned Web services WLST framework to provide consistency across all
Web service stacks. As a result, there are a number of new and deprecated
WLST commands for Oracle Infrastructure Web services. Deprecated
commands are identified throughout this document. For a complete list of
deprecated commands and thel2c equivalents, see "Deprecated Commands for
Oracle Infrastructure Web Services" in Oracle Fusion Middleware Release Notes for
Oracle Fusion Middleware Infrastructure.

— New Web service WLST command categories, including;:
0 Session commands for managing a session.

1 Policy Subject commands for viewing and managing Web service and client
policy subjects.

0 Configuration commands for viewing and managing OWSM domain
configuration.

For more information, see "Web Services WLST Command Categories".

— Command syntax used to identify a policy subject has changed. For more
information, see "Specifying Application, Composite, and Service Names" and
"Identifying the Policy Subject".
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— New OWSM repository WLST commands are provided for exporting
application metadata, migrating policy attachments and roles, and upgrading
the OWSM repository. For more information, see "OWSM Repository
Management Commands".

— New WLST commands for managing Web service token issuer trust documents
are provided, as described in "Token Issuer Trust Configuration Commands".

WLST commands for Oracle HTTP Server are now located in "Oracle HTTP Server
WLST Custom Commands" in the Oracle Fusion Middleware Administering Oracle
HTTP Server.

New custom WLST commands for DMS parameter-scoped metric rules. For more
information, see "DMS Parameter-Scoped Metrics Rules Commands".

Globally attached policies are now supported with Java EE web services. As a
result, a number of notes have been removed that said that globally attached
policies were not supported with Java EE web services. In addition, a number of
sections under "Policy Subject Commands" have been updated to reflect this new
support.

New custom WLST commands for creating, listing, and deleting Web Services
connections for ADF Applications. For more information, see
"createWebServiceConnection".
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Introduction and Roadmap to the

Infrastructure WLST Commands

Use Infrastructure WLST commands to deploy ADF applications, manage log files and
diagnostic data, and manage MDS repositories.

Topics:

* Document Scope and Audience

Related Documents

Invoking the WebLogic Scripting Tool (WLST)

1.1 Document Scope and Audience

Use the WLST Infrastructure commands to manage Oracle Fusion Middleware
Infrastructure components and services.

Those components and services include:

Dynamic Monitoring Service (DMS)

Logging

Oracle Application Development Framework (ADF)
Oracle Fusion Middleware Diagnostic Framework
Oracle JRF

Oracle infrastructure web services

Oracle Metadata Services (MDS)

Oracle User Messaging Service

Note:

Custom WLST commands for a given Oracle Fusion Middleware component

are available for use only if the component is installed.

This document is written for Oracle Fusion Middleware administrators who deploy
Java EE applications using the Java Platform, Enterprise Edition (Java EE) from Oracle.

It is assumed that readers are familiar with Web technologies and the operating

system and platform where WebLogic Server and Fusion Middleware products are
installed.
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1.2 Related Documents

Several guides provide related documentation about WLST.

For information about how to use the WebLogic Scripting Tool, refer to Oracle Fusion
Middleware Understanding the WebLogic Scripting Tool.

For information about the other WLST commands and other WebLogic Server
management interfaces, see:

Oracle Fusion Middleware WLST Command Reference for WebLogic Server describes the
WLST commands for WebLogic Server.

Oracle Fusion Middleware WLST Command Reference for Infrastructure Security
describes the WLST commands that are available for Oracle Fusion Middleware
Infrastructure Security components, including Auditing, SSL, Oracle Identity
Federation, Directory Integration Platform, Oracle Access Management (OAM),
Oracle Security Token Service, and Oracle Keystore Service.

Oracle Fusion Middleware WLST Command Reference for SOA Suite describes the
WLST commands that are available for Oracle SOA Suite and Oracle Business
Process Management (BPM).

Oracle Fusion Middleware WebCenter WLST Command Reference describes the WLST
commands that are available for WebCenter components, including WebCenter
Portal, WebCenter Content, WebCenter Information Rights Management (IRM),
and WebCenter Imaging Process Management (IPM).

Oracle HTTP Server WLST Custom Commands in the Oracle Fusion Middleware
Administering Oracle HTTP Server.

Oracle Fusion Middleware WebLogic Scripting Tool Command Reference for Oracle Traffic
Director describes the WLST commands that are available for Oracle Traffic
Director.

Using Ant Tasks to Configure and Use a WebLogic Server Domain, in Oracle Fusion
Middleware Developing Applications for Oracle WebLogic Server, describes using
WebLogic Ant tasks for starting and stopping WebLogic Server instances and
configuring WebLogic domains.

Deployment Tools in Oracle Fusion Middleware Deploying Applications to Oracle
WebLogic Server describes several tools that WebLogic Server provides for
deploying applications and stand-alone modules.

Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help
describes a Web-based graphical user interface for managing and monitoring
WebLogic domains.

Oracle Fusion Middleware Creating WebLogic Domains Using the Configuration Wizard
describes using a graphical user interface to create a WebLogic domain or extend
an existing one.

Oracle Fusion Middleware Creating Templates and Domains Using the Pack and Unpack
Commands describes commands that recreate existing WebLogic domains quickly
and easily.
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® Oracle Fusion Middleware Developing Custom Management Utilities Using [MX for
Oracle WebLogic Server describes using Java Management Extensions (JMX) APIs to
monitor and modify WebLogic Server resources.

*  Oracle Fusion Middleware Monitoring Oracle WebLogic Server with SNMP describes
using Simple Network Management Protocol (SNMP) to monitor WebLogic
domains.

1.3 Invoking the WebLogic Scripting Tool (WLST)

WLST is located in a subdirectory of the Oracle home.
You invoke WLST from the following location:

(UNI X) ORACLE_HOWE or acl e_conmon/ conmon/ bi n/w st . sh
(W ndows) ORACLE_HOWE\ or acl e_common\ conmon\ bi n\wl st. cnd
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Oracle JRF Custom WLST Commands

Oracle JRF (Java Required Files) consists of those components not included in the
WebLogic Server installation that provide common functionality for Oracle business
applications and application frameworks.

This chapter provides detailed descriptions of custom WLST commands for Oracle
JRF, including command syntax, arguments and command examples.

Oracle JRF consists of a number of independently developed libraries and applications
that are deployed into a common location. The following components are considered
part of Oracle JRF: Oracle Application Development Framework, Oracle Fusion
Middleware Audit Framework, Dynamic Monitoring Service, Fabric Common, HTTP
Client, Infrastructure Security, Java Object Cache, JMX Framework, JPS, logging, MDS,
OJSP.Next, Oracle Web Services, Oracle Web Services Manager, Oracle TopLink, UCP,
XDK.

2.1 Oracle JRF Commands

2.1.1 applyJRF

The WLST JRF commands let you configure a Managed Server or cluster with Oracle
JRF applications and services or to copy the applications and services from one
Managed Server or cluster and apply them to another Managed Server or cluster.

Use the commands in Table 2-1 to configure Managed Servers with Oracle JRF
application. In the Use with WLST column, online means the command can only be
used when connected to a running server. Offline means the command can only be
used when not connected to a running server. Online or offline means the command
can be used in both situations.

Table 2-1 JRF Commands
- - - -

Use this command... To... Use with
WLST...
applyJRF Configures a Managed Server or cluster with Online or
Oracle JRF applications and services. Offline
cloneDeployments Copies the applications and services from Online or

Managed Server or cluster and applies themto ~ Offline
another Managed Server or cluster.

Use with WLST: Online or Offline
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Description

Configures a Managed Server or cluster with Oracle JRF. Managed Servers that are
added by product templates during the template extension process do not need to be
explicitly configured with JRF using this command.

Use the apply]RF command when additional Managed Servers or clusters are added
to a domain after it is initially extended with a product template. The apply]RF
command is required any time you add a Managed Server to a JRF-only domain, or if
you add a Managed Server that has been configured for JRF to a domain that contains
other Oracle products.

Syntax
appl yJRF(target, [domainDir], [shoul dUpdateDonain])

Argument Definition

The name of the Managed Server or cluster to be configured with JRF

target applications and services.
A value of an asterisk (*) for the target indicates that all clusters and
standalone Managed Servers should be configured with JRF.
N The absolute path of the WebLogic Server domain.
domai nDi r

An optional boolean flag that controls how domain updates are
carried out. When you set it to true (the default), the function
implicitly invokes the following offline commands: readDomain()
and updateDomain(), or the online commands: edit(), startEdit(),
save(), and activate().

shoul dUpdat eDonai n

When you set it to false, you must call WLST commands to update
the domain.

Example
The following example configures the Managed Server serverl with JRF:

ws:/of fline> appl yJRF('serverl', '/my_path/user_tenplates/domains/my_domain')

2.1.2 cloneDeployments
Use with WLST: Online or Offline

Description

Replicates all deployments targeted to a particular Managed Server or cluster on a
second Managed Server or cluster. This command is provided as a convenience to
configure a new Managed Server or cluster so that it has the same deployments as a
pre-existing Managed Server or cluster.

The cloneDeployments command does not create new Managed Servers, and it does
not copy properties other than deployment information to the target Managed Server.

Syntax

cl oneDepl oynent s(domai n, source, target, [shoul dUpdateDomain])
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Argument Definition
. The absolute path of the WebLogic Server domain. Ignored if the
domai n . . . .
domain has been read, or if connected in online mode.
The name of the Managed Server or cluster from which you want to
source clone deployments. This must be the name of a valid Managed
Server or cluster.
target The target Managed Server or cluster that will receive the source

server's applications and services. The target Managed Server must
already exist.

shoul dUpdat eDomai n

An optional boolean flag that controls how domain updates are
carried out. When you set it to true (the default), the function
implicitly invokes the following offline commands: readDomain()
and updateDomain(), or online commands: edit(), startEdit(), save(),
and activate(). When you set it to false, you must call WLST
commands to update the domain.

Example

The following example replicates the deployments from sourceServer to

destinationServer:

ws:/of fline> cloneDepl oynents( '/ny_path/user_tenpl ates/ donai ns/ my_donain',
'sourceServer','destinationServer', 'false')
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Web Services Custom WLST Commands

This chapter describes the WebLogic Scripting Tool (WLST) commands for Oracle
Infrastructure web services (which includes SOA composites, ADF Business
Components,and WebCenter services) Java EE web services, and RESTful web
services. You can use these commands to manage web services from the command
line.

Note:

Only a subset of the custom WLST commands described in this chapter are
supported for Java EE web services.

A subset of WLST commands have been deprecated for Oracle Infrastructure
web services and clients. For a complete list of deprecated commands, see
"Deprecated Commands for Oracle Infrastructure Web Services" in Oracle
Fusion Middleware Release Notes for Oracle Fusion Middleware Infrastructure.

For additional details about using these WLST commands for web services, see the
following documents:

* Oracle Fusion Middleware Administering Web Services.

e Oracle Fusion Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager

Note:

To use the Web Services custom WLST commands, you must invoke WLST
from the Oracle Common home directory. See "Using Custom WLST
Commands" in the Oracle Fusion Middleware Administering Oracle Fusion
Middleware.

To display the help for the web service and client management and Java EE
web service policy management commands, connect to a running instance of
the server and enter hel p(' WebSer vi ces').

To display the help for the remaining commands, connect to a running
instance of the server and enter hel p(' wsnmvanage') .

This chapter contains the following topics:
e Overview of Web Services WLST Commands
e Session Commands

¢ Policy Subject Commands
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* Configuration Commands

¢ Diagnostic Commands

* Web Service and Client Management Commands

¢ Policy Management Commands

* Policy Set Management Commands

* OWSM Repository Management Commands

* Token Issuer Trust Configuration Commands

¢ Secure Conversation Session Management Commands

¢ JKS Keystore Configuration Commands

3.1 Overview of Web Services WLST Commands

You can use the web services WLST commands, in online mode, to:

¢ Perform web service configuration and OWSM policy management tasks.
* Manage the OWSM repository.

¢ Check the status of OWSM components.

* View and define trusted issuers and DN lists for SAML signing certificates.

Note:

Ensure that the user is mapped to the appropriate OWSM logical roles, based
on the WLST operations you wish to perform. For more information, see
"Modifying the User's Group or Role" in Oracle Fusion Middleware Securing Web
Services and Managing Policies with Oracle Web Services Manager.

The web services WLST configuration and policy management commands perform
many of the same management functions that you can complete using Fusion

Middleware Control, such as managing deployed, active, and running web services
applications. They can be executed everywhere in WLST online mode, for example:

w s: / domai n/ server Confi g
wl s: / domai n/ donai nRunt i me

The following sections provide more information about using the WLST commands:
e "Specifying Application, Composite, and Service Names"
¢ '"Identifying the Policy Subject"

e "Web Services WLST Command Categories"

3.1.1 Specifying Application, Composite, and Service Names

The web service WLST commands configure a web service for a specific application.
Therefore, the application path name has to uniquely identify the application and the
server instance to which it is deployed.
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The following sections describe how to specify the application and service names to
uniquely identify the web service.

* "Specifying a Web Service Application Name"

* '"Specifying a Service Name"

Specifying a Web Service Application Name
To specify a web service application in a WLST command, use the following format:

[/ domai n/ server/]application[#version_nunber]

Parameters shown in brackets [ | are optional. The following examples show the
sample format for a web service application name:

/ base_donmai n/ Admi nServer/ Hel | oWr | d#1_0
/ base_donai n/ server 1/ Hel | oWor | d#1_0

If there is only one deployed instance of an application in a domain, you may omit the
domai n/ ser ver parameter, as shown in the following example:

Hel | oWor | d#1_0

In all other instances, the domai n/ ser ver parameter is required. If it is not specified
and WLST finds more than one deployment of the same application on different
servers in the domain, you are prompted to specify the domain and the server names.

Web service and web service client applications are deployed directly to WebLogic
Server server instances. Each application is managed separately. For example, if the
application nyapp is deployed to both the Adm nSer ver and ser ver 1 instances in
the domain nydomai n, then you need to issue configuration commands to each of the
servers using the appropriate application path name:

[ mydomai n/ Adm nSer ver/ nyapp#1_0
[ mydomai n/ server 1/ nyapp#1_0

Specifying a Service Name

When there are multiple versions (namespaces) of a web service name for Web Service
and Web Service clients, you must specify the namespace and the service name using
the following format:

{http://namespace/ }servi ceNane
Note the following:

* For web service and client management commands, and policy management
commands, you do not need to enter the namespace if there is only one service
name qualified. If there are multiple versions of the service and you do not specify
the namespace with the service name, an exception is thrown.

¢ The namespace ({ ht t p: / / namespace/ }) should not be included for a SOA
composite.

* For policy set management commands, both the namespace and service name are
required for Web Service and Web Service Client (ws-service and ws-client)
resource types.
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For more information, see "Determining the Namespace for a Web Service" in Oracle
Fusion Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

3.1.2 Identifying the Policy Subject

You can navigate to a policy subject in WLST, without having to refer to Fusion
Middleware Control or the WSM-Console. By using the selectWSMPolicySubject
command, together with an understanding of the navigation model, you can discover
the application, assembly, and subject names by moving down the hierarchy tree. An
assembly uniquely identifies a module within an application, for example a .war file.

Selecting the Application

You can select a specific application for modification if an application name is
provided.

If you know only a part of the application name, the argument can be a pattern
containing wildcard characters. In this case, all of the applications matching that
pattern will be listed. You can then select that application to proceed further. If no
argument is provided then all application names will be listed.

When the application name is known

If you know the name of the application, enter it as the argument to
sel ect WBMPol i cySubj ect command. WLST responds with the names of the
assemblies contained in the application.

In the following example, j axwsej b30ws is entered as the name of the application.
WLST responds with #j axwsej b, the name of the assembly contained in the
application.

wl s: / base_donmi n/ server Confi g> sel ect WMPol i cySubj ect (' j axwsej b30ws' )
#j axwsej b
Sel ect any of the assenmbly name to proceed.

When only a part of the application name is known

If you know only a part of the application name, you can enter a pattern with wildcard
characters. In the following example, j ax* is entered as the name of the application in
the sel ect WeMPol i cySubj ect command. WLST responds with a list of
applications that match the string.

w s: / base_donai n/ server Confi g> sel ect WsMPol i cySubj ect (' j ax*")

j axws_provi der
j axwsej b30ws

Sel ect any of the application nane to proceed.
wis:/jrfServer_domain/serverConfig> sel ect WMPol i cySubj ect (' j axwsej b30ws' )

#j axws3j b
Sel ect any of the assembly nanme to proceed

When the application name is not known

If you do not know the name of the application, enter the
sel ect WBMPol i cySubj ect command with no arguments. WLST responds with the
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names of all applications known to the system. In the following example, the
sel ect WBMPol i cySubj ect command is entered with no arguments. WLST
responds with the names of all applications known to the system.

wl s: / base_donai n/ server Confi g> sel ect WBMPol i cySubj ect ()

Si npl eRest App
j axws_provi der

j axwsej b30ws
wsnm pm

Sel ect any of the application nane to proceed.

wls:/jrfServer_domain/serverConfig> sel ect WMPol i cySubj ect (' j axwsej b30ws')
#j axws3j b
Sel ect any of the assembly nane to proceed

Selecting the Assembly

You can select a specific assembly for modification if an application name and
assembly name is provided.

If you know only a part of the assembly name, the argument can be a pattern
containing wildcard characters. In this case, all of the assemblies matching that pattern
will be listed. You can then select an assembly to proceed further. If no argument is
provided then all assembly names will be listed.

Note:

For ws-connection type policy subjects, use an empty string' ' for the
assembly name.

When the assembly name is known

If you know the name of the assembly, enter it with the application name as
arguments to the sel ect WsMPol i cySubj ect command. WLST responds with the
names of the subjects contained in the assembly. In the following example,

j axwsej b30ws is entered as the name of the application and #j axwsej b is entered
as the name of the assembly. WLST responds with a list of all of the subjects contained
in the assembly.

wl s: / base_donmi n/ server Confi g> sel ect WBMPol i cySubj ect ('] axwsej b30ws', ' #j axwsej b')
V8- SERVI CE({ ht t p: // myconpany. con t ar get Namespace} EchoEJBSer vi ce#EchoEJBSer vi cePort)
WS- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s/

concr et e} Wdl Concr et eSer vi ce#Wdl Concret ePort)

WS- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s} Cal cul at or Servi ce#Cal cul at orPort)

WS- SERVI CE({ ht t p: / / soapi nt er op. or g/
Docl i t Wapper WIJ} Docl i t Wapper W Ser vi ce#Docl i t W apper WIJPor t)

WB- SERVI CE({http://
j2ee.tests.ejb.inpl/}JaxwsW t hHandl er Chai nBeanSer vi ce#JaxwsW t hHandl er Chai nBeanPort)

Sel ect any of the subject nane to proceed.

When only a part of the assembly name is known
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If you know only a part of the assembly name, you can enter a pattern with wildcard
characters. In the following example, #] axws* is entered as the partial name of the
assembly and j axwsej b30ws is entered as the name of the application in the

sel ect WBMPol i cySubj ect command. WLST responds with #j axwsej b, the name
of the assembly contained in the application.

wl s: / base_donmi n/ server Confi g> sel ect WBMPol i cySubj ect (' j axwsej b30ws' , ' #j axws*")

#j axwsej b
Sel ect any of the assenmbly name to proceed.

wl s: / base_donmi n/ server Confi g> sel ect WBMPol i cySubj ect ('] axwsej b30ws' , ' #j axwsej b')

V8- SERVI CE({ htt p: / / myconpany. con t ar get Namespace} EchoEJBSer vi ce#EchoEJBSer vi cePort)
WS- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s/

concr et e} Wedl Concr et eSer vi ce#\Wsdl Concr et ePort)

V8- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s} Cal cul at or Servi ce#Cal cul at orPort)

WS- SERVI CE({ ht t p: / / soapi nt er op. or g/
Docl i t Wapper WIJ} Docl i t Wapper W Ser vi ce#Docl i t W apper WIJPor t)

WB- SERVI CE({http://
j2ee.tests.ejb.inpl/}JaxwsW t hHandl er Chai nBeanSer vi ce#JaxwsW t hHandl er Chai nBeanPort)

Sel ect any of the subject nane to proceed.

When the assembly name is not known

If you do not know the name of the assembly, enter the name of the application only
as an argument to sel ect WBMPol i cySubj ect . WLST responds with the names of
all assemblies known to the system. In the following example, j axwsej b30ws is
entered as the name of the application as an argument in

sel ect WBMPol i cySubj ect command. WLST responds with the names of all
assemblies known to the system.

wl s: / base_donmi n/ server Confi g> sel ect WMPol i cySubj ect (' j axwsej b30ws' )
#j axwsej b

Sel ect any of the assenmbly nanme to proceed.

Selecting the Subject

You can select a specific policy subject for modification if an application name,
assembly name, and policy subject name is provided.

If you know only a part of the policy subject name, the argument can be a pattern
containing wildcard characters. In this case, all of the policy subjects matching that
pattern will be listed. You can then select a policy subject to proceed further. If no
argument is provided then all policy subject names will be listed.

When the policy subject name is known

If you know the name of the policy subject, enter it with the application name and the
assembly name as arguments to the sel ect W6MPol i cySubj ect command. WLST
selects the specified policy subject. In the following example, j axwsej b30ws is
entered as the name of the application, #j axwsej b is entered as the name of the
assembly, and W5- SERVI CE({ ht t p: / / myconpany. conl j axws/ t est s/

concr et e} Wsdl Concr et eSer vi ce#Wsdl Concr et ePort) is entered as the name
of the policy subject. WLST responds that the policy subject has been selected for
modification.
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wl s: / base_donai n/ server Confi g> sel ect WMPol i cySubj ect
("jaxwsej b30ws', ' #j axwsej b', ' WS- SERVI CE({ ht t p: // myconpany. conl j axws/t est s/
concr et e} W6dl Concr et eSer vi ce#\Wsdl Concret ePort) ")

The policy subject is selected for modification.

When only a part of the policy subject name is known

If you know only a part of the policy subject name, you can enter a pattern with
wildcard characters. In the following example, j axwsej b30ws is entered as the name
of the application, #] axwsej b is entered as the name of the assembly, and ws-

servi ce(*) is entered as the name of the policy subject in the

sel ect WBMPol i cySubj ect command. WLST responds with the name of the policy
subjects contained in the assembly.

wl s: / base_donmi n/ server Config> sel ect WBMPol i cySubj ect ('] axwsej b30ws',"' #j axwsej b',
"ws-service(*)")

WS- SERVI CE({ ht t p: / / myconpany. con t ar get Namespace} EchoEJBSer vi ce#EchoEJBSer vi cePort)
WS- SERVI CE({ htt p: / / myconpany. con j axws/ t est s/

concr et e} Wedl Concr et eSer vi ce#\Wsdl Concr et ePort)

V8- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s} Cal cul at or Servi ce#Cal cul at orPort)

WS- SERVI CE({ ht t p: / / soapi nt er op. or g/
Docl i t Wapper WIJ} Docl i t Wapper W Ser vi ce#Docl i t W apper WTJPor t)

WB- SERVI CE({http://
j2ee.tests.ejb.inpl/}JaxwsW t hHandl er Chai nBeanSer vi ce#JaxwsW t hHandl er Chai nBeanPort)

Sel ect any of the subject nane to proceed.

When the policy subject name is not known

If you do not know the name of the policy subject, enter the name of the application,
the name of the assembly as arguments to the sel ect W6MPol i cy Subj ect
command. WLST responds with the names of all policy subjects contained in the
assembly. In the following example, j axwsej b30ws is entered as the name of the
application, #] axwsej b as the name of the assembly, and None as the policy subject
argument in sel ect WBMPol i cySubj ect command. WLST responds with the names
of all policy subjects contained in the assembly.

wl s: / base_donmi n/ server Confi g> sel ect WBMPol i cySubj ect ('] axwsej b30ws', ' #j axwsej b')
WS- SERVI CE({ htt p: / / myconpany. con t ar get Namespace} EchoEJBSer vi ce#EchoEJBSer vi cePort)
WS- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s/

concr et e} Wdl Concr et eSer vi ce#Wdl Concret ePort)

WS- SERVI CE({ ht t p: / / myconpany. con j axws/ t est s} Cal cul at or Servi ce#Cal cul at orPort)

V8- SERVI CE({ ht t p: / / soapi nt er op. or g/
Docl i t Wapper WIJ} Docl i t Wapper W Ser vi ce#Docl i t W apper WTJPor t)

WB- SERVI CE({http://
j2ee.tests.ejb.inpl/}JaxwsW t hHandl er Chai nBeanSer vi ce#JaxwsW t hHandl er Chai nBeanPort)

Sel ect any of the subject nane to proceed.

3.1.3 Web Services WLST Command Categories

Web services WLST commands are divided into the categories described in Table 3-1.
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Table 3-1 Web Services WLST Command Categories
- - - |

Command Category

Definition

Session Commands

Manage a session, which is required by some web service
WLST commands, such as those that modify repository
documents and policy subject commands, need to be executed
in the context of a session.

Policy Subject Commands

View and manage web service and web service client policy
subjects.

Configuration Commands

View and manage OWSM domain configuration information.

Diagnostic Commands

Check the status of the WSM components that are required for
proper functioning of the product.

Web Service and Client
Management Commands

View and manage web services for the service and client.

Policy Management

View and manage policy attachment for the service and client.

Commands These commands manage both direct policy attachments and
global policy attachments in policy sets.

Policy Set Management View and manage globally available policy sets within sessions.

Commands

OWSM Repository Manage the OWSM repository with new predefined policies

Management Commands

provided in the latest installation of the software, as well as
import and export documents into and from the repository.

Token Issuer Trust
Configuration Commands

View and define trusted issuers, trusted distinguished name
(DN) lists, and token attribute rule filters for SAML signing
certificates.

JKS Keystore Configuration

Commands

View and manage JKS keystore credentials and certificates.

3.2 Session Commands

Some web service WLST commands, such as those that modify repository documents
and policy subject commands, need to be executed in the context of a session. Use the
WLST commands listed in Table 3-2 to manage a session.

Table 3-2 Session Management WLST Commands
- |

Use this command... To... Use with
WLST...

abortWSMSession Abort the current modification session, Online
discarding any changes that were made
during the session.

beginWSMSession Begin a session to modify a policy subject or ~ Online
the OWSM repository documents.

commitWSMSession Write the contents of the current session to Online

the OWSM repository.
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Table 3-2 (Cont.) Session Management WLST Commands
____________________________________________________________________________|

Use this command... To... Use with
WLST...
describeWSMSession Describe the contents of the current session.  Online

This will indicate either that the session is
empty or list the name of the document that
is being updated, along with the type of
update (create, modify, or delete).

3.2.1 abortWSMSession

Command Category: Session

Use with WLST: Online

Description

Aborts the current modification session, discarding any changes that were made
during the session. Messages are displayed that describe what was aborted.An error
will be displayed if there is no current session.

Syntax
abor t WsMSessi on()

Examples
The following example aborts the current OWSM session.

w s:/w s-domai n/ server Conf i g>abor t WsMSessi on()

3.2.2 beginWSMSession

Command Category: Session

Use with WLST: Online

Description

Begins a session to modify a policy subject, such as a policy set or a Fusion
Middleware web service endpoint. A session can act on a single policy subject only. If
a session is already in progress, an error is displayed.

Syntax
begi nWMsessi on()

Example
The following example begins an OWSM session.
w s:/w s-domai n/ server Confi g>begi nWWsMSessi on()

3.2.3 commitWSMSession

Command Category: Session
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Use with WLST: Online

Description

Persists the modifications made within the current session. Messages are displayed
that describe what was committed. An error will be displayed if there is no current
session.

Syntax

comni t WSMSessi on()

Example
The following example commits the current repository modification session.

w s:/w s-domai n/ server Confi g>conmi t WSMSessi on()

3.2.4 describeWSMSession

Command Category: Session

Use with WLST: Online

Description

Describes the current session. For repository operations, it will either indicate that no
actions have been performed in the session, or it will list the name of the document
that is being updated, along with the type of update, such as create, modify, or delete.
For policy subject operations, it will list the subject identifier.

If there is no current session, the following error is displayed:

No actions in session.

Syntax
descri beWs\MSessi on()

Examples
The following example describes the current session.

w s:/w s-domai n/ server Confi g>descri beWsMsessi on()

3.3 Policy Subject Commands

Use the WLST commands listed in Table 3-3 to view and manage web service and web
service client policy subjects. For more information about policy subjects, see
"Understanding Policy Subjects” in Oracle Fusion Middleware Understanding Oracle Web
Services Manager.

Note:

For Java EE web services, no information is displayed. For information about
viewing and modifying Java EE web service policy attachments, see Table 3-7.
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Table 3-3 Policy Subject WLST Commands
- - - |

Use this command...

To...

Use with
WLST...

displayWSMEffectivePolicySet

Display the configuration of effective
policy set corresponding to a policy
subject.

Online

listWSMPolicySubjects

List the policy subjects that match the
specified application, assembly, and
subject patterns.

Online

previewWSMEffectivePolicySet

Displays the configuration of an effective
policy set corresponding to a policy

subject. The display will also include any
changes made within the current session
when it generates the effective policy set.

Online

listWSMResources

List the resources that have been
registered in the repository.

Online

registerWSMResource

Register or create a new resource instance
that describes a physical resource within a
session.

Online

selectWSMPolicySubject

Select the subject uniquely identified by
application, assembly and subject for
modification.

Online

selectWSMResource

Select the subject uniquely identified by
resource, assembly and subject for
modification in a third-party application
environment.

Online

3.3.1 displayWSMEffectivePolicySet

Command Category: Policy Subject

Use with WLST: Online

Note:

This command is valid for Oracle Infrastructure web service and clients only.
For Java EE web services, no information is displayed. For information about
viewing and modifying Java EE web service policy attachments, see Table 3-7.

Description

Displays the configuration of the actual runtime policy set and global policy
attachment information used at the time of policy enforcement. This policy set and

global policy attachment information is stored within the policy subject.

You must start a session and select the policy subject (using
sel ect WBMPol i cySubj ect ) before initiating the command. If there is no current
session and no policy subject selected, an error is displayed.
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Compare this command with the "displayWSMPolicySet" command, which displays
only the selected global policy set or the selected local policy set, or with the
"previewWSMEffectivePolicySet", which displays the effective policy set, including
changes made to the actual runtime policy set, within the current session.

Syntax
di spl ayWSMEf f ect i vePol i cySet ()

Examples

The following example for an Oracle Infrastructure web service lists that the policies,
oracl e/ wss_usernane_t oken_service_policyandoracl e/l og_policy,are
in effect at the time of enforcement.

wls:/jrfServer_domain/ serverConfig> sel ect WMPol i cySubj ect (' / webl ogi ¢/
jrfServer_domain/jaxws-sut','# axws-sut-service',' Ws- SERVI CE({http://
servi ce.j axws. wsm or acl e/ } Test Servi ce#Test Port) ")

The policy subject is selected for nmodification.
w s:/jrfServer_domain/server Config> di spl ayWsMVEf f ecti vePol i cySet ()

URI ="oracl e/ http_basi c_auth_over_ssl _service_policy", category=security,
pol i cy-status=enabl ed; source=local policy set; reference-status=enabl ed;
effective=true

The policy subject is secure in this context.

3.3.2 listWSMPolicySubjects

Command Category: Policy Subject
Use with WLST: Online

Description

Lists the policy subjects that match the specified application, assembly, and subject
patterns. You can use the optional det ai | argument to include effective policy set
information in the output. The command does not require starting a session.

For more information about the pattern used to identify a subject, see Identifying the
Policy Subject.

Syntax

I'i st WBMPol i cySubj ect s([ appl i cation=None], [ assenbl y=None], [ subj ect =None] ,
[detail="false'])

Argument Definition

application Optional. Pattern identifying applications.
assenbly Optional. Pattern identifying assemblies.
subj ect Optional. Pattern identifying subjects.
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Argument Definition

detai | Optional. Specifies whether to include effective policy set information
in the output. The default valueis f al se.

For each directly attached policy, the

I ocal . policy. reference. sour ce configuration property is
provided identifying the source of the attachment. For more
information, see "Determining the Source of Policy Attachments" in
Oracle Fusion Middleware Securing Web Services and Managing Policies
with Oracle Web Services Manager.

To simplify searching for a particular subject, the appl i cati on, assenbl y, or
subj ect argument can specify a pattern containing the wildcard character (*). In this
case, all the subjects matching that pattern will be listed.

Examples

The following invocation of the | i st W6MPol i cySubj ect s command with
det ai | =" true' returns the application, assembly, and subject information for all
subjects being managed in the entire domain

Note that the | ocal . pol i cy. ref er ence. sour ce configuration property is
provided for the directly attached policy identifying its source as
LOCAL_ATTACHMENT, indicating that it was attached using either Fusion Middleware
Control or WLST. For more information about the

| ocal . policy.reference. sour ce configuration property and a list of valid
values, see "Determining the Source of Policy Attachments" in Oracle Fusion
Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

w s: / base_donai n/ server Confi g> |i st WsMPol i cySubj ect s(detail =" true')
Application: /webl ogic/base_domai n/jaxwsej b30ws
Assenbly: # axwsej b
Subj ect: WS- SERVI CE({http://myconpany. con
t ar get Nanespace} EchoEJBSer vi ce#EchoEJBSer vi cePort)

Context : no constraint
URl ="or acl e/ wss_user nane_t oken_servi ce_policy", category=security,
pol i cy-stat us=enabl ed; source=gl obal policy set "username", scope="DOMAIN('*')"
ref erence-status=enabl ed; effective=true
URI ="oracl e/ mex_r equest _processi ng_servi ce_pol i cy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabl ed
effective=true
Property name="local . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ nt om encode_faul t_service_policy", category=wsconfig, policy-
stat us=enabl ed; source=local policy set; reference-status=enabl ed; effective=true
Property name="local . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ max_request _si ze_pol i cy", category=wsconfig, policy-
stat us=enabl ed; source=local policy set; reference-status=enabl ed; effective=true
Property name="local . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
Property name="nax.request.size", value="-1"
URI ="or acl e/ request _processi ng_service_policy", category=wsconfig, policy-
stat us=enabl ed; source=local policy set; reference-status=enabl ed; effective=true
Property name="local . policy.reference. source"
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val ue="1 MPLI ED_FEATURE"

URI ="oracl e/ soap_request _processi ng_servi ce_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabl ed
effective=true

Property nanme="|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"

URI ="oracl e/ ws_| oggi ng_l evel _policy", category=wsconfig, policy-
stat us=enabl ed; source=local policy set; reference-status=enabled; effective=true

Property name="|oggi ng. | evel ", val ue=""
Property nane="|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"

URI ="oracl e/ t est _page_processi ng_service_policy", category=wsconfig, policy-

stat us=enabl ed; source=local policy set; reference-status=enabled; effective=true
Property nanme="|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"

URI ="oracl e/ wsdl _request _processi ng_service_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabl ed
effective=true

Property nane="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"

The policy subject is secure in this context.

Invoking the | i st WBMPol i cySubj ect s command with (' j ax*' ) as the argument
returns all subjects in applications that begin with j ax; in our example, all subjects
belonging to the j axwsej b30ws application:

wl s: / base_donmi n/ server Config> |istWMPol i cySubj ects('jax*")
Application: /weblogi c/base_domai n/j axwsej b30ws
Assenbly: #j axwsejb
Subj ect: WS- SERVI CE({http://nyconpany. conf
t ar get Nanespace} EchoEJBSer vi ce#EchoEJBSer vi cePort)

Subj ect: WS- SERVI CE({http://nyconpany. contjaxws/tests/
concr et e} Wadl Concr et eSer vi ce#Wdl Concret ePort)

Subj ect: WS- SERVI CE({http://nyconpany. conl j axws/
test s} Cal cul at or Servi ce#Cal cul at or Port)

The following command returns all RESTful resource subjects in all applications. If
there are no RESTful resources in an application, the following message is returned:
Subj ect: No matching subject found for "REST*"

w s: / base_donai n/ server Confi g> | i st WsMPol i cySubj ect s(subj ect =" REST*")
Application: /weblogic/base_domain/jaxrs_packl
Assenbly: #] axrs_packl. war

Subj ect: REST- Resour ce(Jersey)

Application: /weblogi c/base_domai n/j axwsej b30ws
Assenbly: #j axwsejb

Subj ect: No matching subject found for "REST*".
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Application: /weblogic/base_domain/soa-infra

Assenbly: #integration/services/RuntimeConfigService

Subj ect: REST- Resour ce(oracl e. bpm rest . webapp. BPMAppl i cat i on)

3.3.3 listWSMResources

Command Category: Repository
Use with WLST: Online

Description

Lists the resources that have been registered in the repository. This command also
displays the resource that is being created, modified, or deleted within the current
session. You can list all the resources or limit the display using the optional

arguments.

Syntax

I'i st WBMResour ces( [ resour ceType=None] , [ r esour ceName=None] , [ pl at For niType=None] ,

[ domai nNamre=None] )

Argument

Definition

resour ceType

resour ceNane

pl at f or niType

domai nNane

Optional. Specifies the type of resource. If no value is specified, then
all the resource instances stored in the repository will be listed.

Optional. Name of the resource. The value can be omitted to list all the
resources or it can also use wildcards to limit resource matching.

Optional. The type of platform the resource resides in. The value can
be one of the following to limit resource matching, or it can be omitted
to list resources residing in all platform types:

¢ was - WebSphere platform
* j boss -JBOSS platform

Optional. Name of the management domain (that is, the cell in the
WebSphere platform) that the resource resides in. The value can be
omitted to list all the resources or it can use wildcards to limit resource
matching.

Any of the values listed in the preceding table can contain following wildcard
characters to allow for multiple matches.

Character

Description

%

The percent character can be used in a value to match any number of
characters.

The underscore character can be used in a value to match a single
character.
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Character Description
\ The back-slash character can be used in a value to escape a wildcard
character.

Following are examples of the listWSMResources command that use wildcards:

|'i st WeBMResour ces(' application',' %pp%,' was',"' myDomain')
I'i st WBMResources(' platform, ' my_%)
I'i st WBMResour ces()

Examples

The following example will return the application resources that contain the string
App that are on a WebSphere application server in the domain nmy Domai n.

I'i st WBMResour ces(" application',' %pp%,"' was', ' myDomain')

3.3.4 previewWSMEffectivePolicySet

Command Category: Policy Subject
Use with WLST: Online

Description

Displays the configuration of the effective policy set corresponding to the policy
subject. The display will also include any changes made within current session when it
generates the effective policy set.

You must start a session and select the policy subject (using
sel ect WBMPol i cySubj ect ) before initiating the command. An error will display if
no policy subject is selected.

See also "displayWSMEffectivePolicySet", which displays the actual policy set used at
the time of enforcement, but does not display any changes made to the policy set
during the current session.

Syntax
previ eWwNSVES f ect i vePol i cySet ()

Examples

w s: /w s-domai n/ server Confi g>previ ewMBMEF f ect i vePol i cySet ()

3.3.5 registerWSMResource
Command Category: Repository
Use with WLST: Online

Description

Within a session, registers or creates a new resource instance that describes a physical
resource, such as an application server, or register a sub-resource within the created
resource instance. The resource instance will be used to store information describing
the logical structure of the resource. The sub-resource will hold information about the
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client and service ports of a resource instance. Issuing this command outside of a
session will result in an error.

Syntax

regi st er WoMResour ce(resource, [assenbl y=None], [subject=None])

Argument Description

resource Name of existing resource instance. This is a combination of platform
name, domain name, and logical name, separated by a forward slash.

assembly Name of assembly used to identify a sub-resource within a resource
instance. This is the combination of module type and module name,
separated by a hash character.

subject Name of the subject identifying the sub-resource. This is a
combination of sub-resource type; that is, either "server" or "client" and
service, or reference name and port name, separated by a hash
character.

Examples

The following example registers the IBM WebSphere platform application WAS/
base cel I/ nyApplication.

wls:/jrfServer_domain/ serverConfig> registerWMResource (‘WAS/ base_cel |/
myAppl i cation')

The following example registers the IBM WebSphere platform domain WAS/
base cel .

w s:/jrfServer_domain/serverConfig> registerWMesource (' WAS/ base_cel ")
The following example registers the StockQuoteServicePort endpoint that resides on
the IBM WebSphere platform in the application / WAS/ base_cel | / myAppl i cati on.

wis:/jrfServer_donain/serverConfig> register WsMResource (‘/WAS/ base_cel |/
myApplication', ‘web# nyMdul e', ‘service(StockQuoteService# StockQuoteServicePort)')

3.3.6 selectWSMPolicySubject

Command Category: Policy Subject
Use with WLST: Online

Description

Within a session, selects a policy subject for modification. You uniquely specify a
policy subject by the application, assembly, and policy subject name. Once selected,
the policy management commands can be used to modify the directly attached policy
set for the policy subject.

You must start a session (begi nV\BM5essi on) before performing any policy
management edits or policy set transactions. You must also select the policy subject
that you want to modify before issuing policy management commands. If there is no
current session or there is already an existing modification process, an error is

displayed.
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For more information on using this command, see "Identifying the Policy Subject" and
"Identifying and Selecting the Policy Subject Using WLST" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Syntax
sel ect WsMPol i cySubj ect ([ appl i cation=None], [ assenbl y=None], [ subj ect =None] )

Argument Description
application Name of the application.
assembly Name of the assembly. Uniquely identifies the module within an
application.
subject Name of the policy subject.
Note:

Any of the three arguments can specify a pattern containing wildcard
character "*". In this case, all the names matching that pattern will be listed.
You need to select the name uniquely identifying the subject. The pattern can
be specified only for the last unknown entity.

Examples

The following example selects the Test Ser vi ce#Test Por t port in the j axws- sut -
ser vi ce module (assembly) that belongs to the j axws- sut application.

w s:/jrfServer_donain/server Config> sel ect WSMPol i cySubj ect (' / webl ogi ¢/
jrfServer_domain/jaxws-sut','#j axws-sut-service',' Ws- SERVI CE({http://
servi ce.j axws. wsm or acl e/ } Test Servi ce#Test Port) ")

The policy subject is selected for nodification.

The following example selects the j er sey RESTful resource in the #r est servi ce
module (assembly) that belongs to the hel | owor | d application.

ws:/jrfServer_domain/ server Config>
sel ect WBMPol i cySubj ect (' hel | owor I d', ' #rest service', ' REST- Resour ce(Jersey) ')

The policy subject is selected for nodification.
See "Identifying the Policy Subject" for additional examples.
3.3.7 selectWSMResource

Command Category: Repository
Use with WLST: Online

Description

Within a session, selects a resource instance that describes a physical resource, such as
a third-party application server, for modification. The command can also be used to
select a particular sub-resource contained within the resource instance for
modification. Once a resource instance is selected, then sub-resources within it can be
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added, removed or modified. Issuing this command outside of a session will result in
an error.

You must start a session (begi nV\BMSessi on) before performing any policy
management edits or policy set transactions. You must also select the resource subject
that you want to modify before issuing policy management commands.

Syntax

sel ect WsMResour ce([ resour ce=None], [assenbl y=None], [subject=None])

Arguments Description

resource Name of existing resource instance. This is a combination of platform
name, domain name, and logical name of the resource instance,
separated by a forward slash.

assembly Name of assembly used to identify a sub-resource within a resource
instance. This is the combination of module type and module name,
separated by a hash character.

subject Name of the subject identifying the sub-resource. This is a
combination of a sub-resource type. For example, either "server" or
"client" and service, or reference name and port name, separated by a
hash character.

Note:

Any of the three arguments can specify a pattern containing a wildcard
character "*". In this case, all the names matching that pattern will be listed.
Therefore, you need to select the name uniquely identifying the subject. The
pattern can be specified only for the last unknown entity.

Examples

The following example uses the * wildcard to select all applications in the
base_donai n on the IBM WebSphere application server.

ws:/jrfServer_donain/serverConfig> sel ect WMResour ce(' / WAS/ base_cel | / *Appl i cation')

The following example uses the * wildcard to specify all sub-modules of the WEB
module that reside on the IBM WebSphere platform in the application / WAS/
base cel |/ nyApplication.

w s:/jrfServer_domain/serverConfig> sel ect WBMResour ce(' / WAS/ base_cel | /
myAppl i cation', ' VEB#*Mbd')

The following example uses * wildcards to specify all service ports connected to the
VEB/ my Mod sub-resource that resides on the IBM WebSphere platform in the
application / WAS/ base_cel | / myAppl i cati on.

w s:/jrfServer_donmain/serverConfig> sel ect WBMResour ce(' / WAS/ base_cel | /
myApplication',' VEB#nyMd', 'service(*Service#*Port)")
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The following example selects the StockQuoteServicePort endpoint connected to the
VEB/ ny Mbd sub-resource the resides on the IBM WebSphere platform in the
application / WAS/ base_cel | / myAppl i cati on.

wis:/jrfServer_domain/ serverConfig> sel ect WMResour ce (‘/WAS/ base_cel |/
myApplication', ‘\WEB#nyMdul e', ‘service(StockQuoteService# StockQuoteServicePort)')

3.4 Configuration Commands

Use the WLST commands listed in Table 3-4 to view and configure the OWSM
domain.

Note:

The set Conf i gur at i on command has been deprecated. It is recommended
that you use the set WBMConf i gur at i on command described in
"setWSMConfiguration".

Table 3-4 OWSM Environment WLST Commands
|

Use this command... To... Use with
WLST...
configureWSMKeystore Set the keystore configuration properties. Online

displayWSMConfiguratio  Display the full configuration properties and  Online

n their values and groups for the specified
product.

setWSMConfiguration Set the configuration properties of the Online
specified product.

setWSMResourceField Set the value for the fields of a resource or its  Online

structural components.

3.4.1 configureWSMKeystore
Command Category: Configuration

Use with WLST: Online

Description
Sets the configuration properties for the OWSM keystore.

For more information, see "Configuring the OWSM Keystore Using WLST" in Oracle
Fusion Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Note:

Changes to the keystore configuration at the domain level require that you
restart the server.
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Syntax

confi gur eWsMKeyst ore(cont ext, keystoreType, |ocation, keystorePassword, signAlias,
signAliasPassword, cryptAlias, cryptAliasPassword)

Arguments Description

cont ext Optional. The context of the configuration document in which
the modifications will be done.

keyst oreType Optional. The keystore type category of the property. Valid
keystore types are JKS, KSS, PKCS11, and LUNA.

| ocation Optional. For JKS, it is the absolute location of the keystore or
location relative to the f maconf i g directory. For KSS, the
format of location should be kss: // st ri peName/
keyst or eNanme The default is kss: // owsm keyst or e.

keyst or ePasswor d Optional. The keystore password of the keystore configured. It
is required for JKS and PKCS11.

signAli as Optional. The Alias of the sign key. It is required for JKS and
PKCS11.
si gnAl i asPassword Optional. Password of the Al i as of the sign key. It is required

for JKS and PKCS11.

cryptAlias Optional. The Al i as of the Encryption key. It is required for
JKS and PKCS11.

crypt Al i asPasswor d Optional. Password of the Al i as of the Encryption key. It is
required for JKS and PKCS11.

Examples

The following example configures the JKS keystore def aul t - keyst or e. j ks in the
domain nmyDomai n. It provides the keystore password or at est 123, the sign alias
or aAl i as, the sign alias password or a234, the encryption alias or aCr ypt Al i as,
the encryption alias password or al23.

wls:/jrfServer_domain/ serverConfig> configureWsMeystore ('/WS/ nyDonain','JKS', './
defaul t-keystore.jks', oratest123', 'oraAlias','ora234','oraCryptAlias', 'oral23')

The following example configures the KSS keystore at kss: / / owsni keyst or e in the
domain nmyDomai n. It provides the sign alias or aAl i as, and the encryption alias
oraCrypt Ali as.

wls:/jrfServer_donain/serverConfig> configureWsMKeystore ('/WS/
myDomai n' , keyst oreType=' KSS', |ocation="kss://owsnf keystore', signAias='oraAlias',
cryptAlias="encAlias')

3.4.2 displayWSMConfiguration

Command Category: Configuration

Use with WLST: Online
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Description

Displays the full set of configuration properties, and their values and groups, for the
product specified in the context. If a property is not defined in the configuration
document associated with the context, then the default value defined for the product is
displayed. If a context is not specified, then the set of properties matching the current
context is displayed.

For more information, see "Managing OWSM Domain Configuration Using WLST" in
Oracle Fusion Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager.

Syntax
di spl ayWsMConf i gur ati on( [ cont ext =None] )

Arguments Description

cont ext Optional. The context of the configuration document from which
property values are displayed. If a cont ext is not specified, then the
set of properties matching the current context is displayed.

To display the default set of properties along with their values, use "/"
as the context value."

Examples

The following example displays the configuration contained in the configuration
document in the repository.

wls:/jrfServer_donain/serverConfig> di spl ayWsMConf i gurati on()

The following example displays the configuration for the base_domai n domain.

wls:/jrfServer_donain/serverConfig> di spl ayWsMConfi guration('/WS/ base_donain')

3.4.3 setWSMConfiguration

Command Category: Configuration

Use with WLST: Online

Description

Sets the configuration properties of a domain. The properties are stored in a
configuration document for the domain. If a configuration document does not exist, a
new one is created.

A new property with values and/or groups of values can be added inside the
configuration document. The set of acceptable properties is determined from the
default set of properties supported by the product. Specific property values or groups
of values can be removed from the configuration document. The configuration
document itself is removed if no properties exist in it.

For more information, see "Managing OWSM Domain Configuration Using WLST" in
Oracle Fusion Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager.
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Syntax

set WBMConf i guration(context, category, name, [group=None], [val ues=None])

Arguments Description

cont ext Optional. The context of the configuration document to be modified. If
a context is not provided or is set to None, then the configuration
document associated with the currently connected domain is used. For
example / W.S/ base_dormai n.

cat egory The category of the property. This is verified against the default set of
properties to ensure it is acceptable for the context.

Use the displayWSMConfiguration command to see the category
name associated with each property.

name The name of the property. This is verified against the default set of
properties to ensure it is acceptable for the context.

group Optional. A group containing the set of values to add in a
configuration document. If the group exists, and this value is set to
None, the group is removed.

val ues Optional. The array of values to set for a property or group inside the
configuration document.

Examples

The following example resets the entire configuration for the domain myDomai n to its
default values.

w s:/jrfServer_domain/serverConfig> set WoMConf i guration('/W.S/ nyDonain')

The following command resets the value of the cl ock. skewproperty in myDonai n
to 500.

w s:/jrfServer_domain/serverConfig> set WoMConfi guration('/WS/
myDomai n', " Agent', ' cl ock. skew , None, ['500'])

The following command resets the value of the cl ock. skewproperty in myDonai n
to its default value.

w s:/jrfServer_domain/serverConfig> set WoMConfi guration('/WS/

myDomai n', " Agent', ' cl ock. skew , None, None)

3.4.4 setWSMResourceField

Command Category: Resource

Use with WLST: Online

Description

Specifies the value for the fields of a resource or its structural components. This
command can be used to either set the requested field on the resource or remove the
value of the existing field. Issuing this command outside of a session containing a
resource that is being created or modified will result in an error.
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Syntax
set WBMResour ceFi el d(fi el dNane, [fiel dVal ue=None])

Argument Definition
fieldName The name of the field to set. You can set the value for these fields for
modification:

* server —Server name or names. This field can only be set on an
application resource.

e wsdl —WSDL location. This field can only be set on a client port
resource.

fieldValue Optional. The value(s) to set for the field, or omit the value to remove
the field.

Examples

The following example sets the wsdl field location on a client port to
St ockSer vi ce?wsdl .

w s: /w s-domai n/ server Confi g> set WeMResour ceFi el d('wsdl ', ["http://l ocal host/
St ockServi ce?wsdl ' ])

The following example sets the ser ver field on an application resource to ser ver 1
and server 2.

w s:/w s-domai n/ server Confi g> set WMResour ceFi el d(' server',['serverl','server2'])

3.5 Diagnostic Commands

Use the WLST command in this section to check the status of the WSM components
that are required for proper functioning of the product.

3.5.1 checkWSMStatus
Command Category: Diagnostic

Use with WLST: Online

Description

Checks the status of the OWSM components that are required for proper functioning
of the product. The status of the components can be checked together or individually.
The OWSM components that are checked are:

* Policy Manager (wsm pm)

e Agent (agent)

* Credential store and keystore configuration (cr edst or e)
¢ Qauth2 configuration (oaut h2)

* Policy Manager history (prHi st ory)
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Syntax

checkWsMBt at us( [ conponent =None] , [ addr ess=None], [ ver bose=t r ue] , [ days=None],
[target=None], [outfile=None])

Arguments

Description

component

addr ess

ver bose

days

t ar get

outfile

Optional. All checks will be performed if no value is specified. Valid
options are:

e credst or e—Credential Store. Checks whether the credentials are
configured for the keystore password, signing, and encryption
certificates in the keystore.

e wsm pm—Policy Manager. Checks the configuration state of the
policy manager component.

¢ agent —Enforcement Agent. Checks status of end-to-end service-
side enforcement through the ws magent component. The
enforcement check is specific only to the environment from which
the command is run.

e prHi st or y—Policy Manager Connection failure history. Display
information on past failures in PM communication.

* oaut h2—Scans for oauth2 configuration on DOMAIN scope
GPAs for different client types like RESTful client, SOAP client,
SOA SOAP client and SOA REST client and validates the same. It
also checks for the oauth2 client policy enforcement.

Optional. The HTTP URL of the host running the wsm pmapplication.
This value checks enforcement through an agent component, for
example,

checkWsMst at us(' agent', 'http://local host:7001")

The address is not required in the WebLogic Server domain where
auto-discovery is present.

Optional. Set the value to t r ue to view detailed messages (including
stack trace, if any). Default value is f al se.

Optional. This attribute is used with the pnHi st or y component. Set
value to the number of days for which past policy manager
communication failure records must be displayed. Default value is 5.

Optional. Target server name for which check needs to be run. Set this
value if check needs to be run for a specific server. If no value is
provided, checks are run for all available servers.

Optional. If not None, output will also be re-directed to file identified
byoutfile.

Examples

In the following example, the checkWEMBt at us command is run without arguments.
The status of the credential store, policy manager, and enforcement agent is returned.

w s: / base_donai n/ server Confi g> check\WSMSt at us()
Heal th check status on server EXAMPLESERVERL i s PASSED.

Heal th check status on server EXAMPLESERVER2 is PASSED.
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Heal th check status for systemis PASSED.

In the following example, the checkWSMBt at us command is running with verbose,
so detailed output is printed. The status of the credential store, policy manager, and
enforcement agent is returned.

w s: / base_donai n/ server Confi g> checkWsMSt at us(ver bose="true'")
Heal th check for server "EXAVPLESERVER':

Credential Store Configuration:

PASSED.
Message(s):
keystore. pass.csf.key : Property is configured and its value is
"keyst ore- csf-key".

Description: The "keystore. pass. csf.key" property points to the CSF
alias that is mapped to the username and password of the keystore. Only the password
is used; usernane is redundant in the case of the keystore.

keystore-csf-key : Credentials configured.
keystore.sig.csf.key : Property is configured and its value is "sign-
csf-key".

Description: The "keystore.sig.csf.key" property points to the CSF
alias that is mapped to the username and password of the private key that is used

for signing.
sign-csf-key : Credentials configured.
Sign Key : Key configured.
Alias - orakey
Sign Certificate : Certificate configured.
Alias - CNewebl ogic, OU=Orakey Test Encryption Purposes Only,
O=Cracle, C=US
Expiry - June 28, 2020 11:17:12 AM PDT
keystore.enc.csf.key : Property is configured and its value is "enc-csf-
key".

Description: The "keystore.enc.csf.key" property points to the CSF
alias that is mapped to the username and password of the private key that is used
for decryption.

enc-csf-key : Credentials configured.
Encrypt Key : Key configured.
Alias - orakey
Encrypt Certificate : Certificate configured.

Alias - CNewebl ogic, OU=Orakey Test Encryption Purposes Only,
O=Cracle, C=US

Expiry - June 28, 2020 11:17:12 AM PDT

Pol i cy Manager:

PASSED.
Message(s):
OMSM Pol i cy Manager connection state is OK
OMBM Pol i cy Manager connection URL is "host.exanpl e. com 1234".

Enf orcenent Agent:
PASSED.
Message(s):

Enforcenent is successful.
Service URL: http://host:port/Diagnostic/DiagnosticService?wsdl
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Heal th check status on server EXAMPLESERVER is PASSED.

Heal th check status for systemis PASSED.

In the following example, the checkWSMBt at us command checks to validate wsm-
pm configuration on single server in the domain. Setting the ver bose value to true
send a detailed output to the file defined by the out fi | e attribute.

w s: / base_domai n/ server Conf i g>checkWBMBt at us( ' wsm pni ,
target = EXAMPLESERVER , verbose="true',outfile="exanple.txt")

Heal th check for server "EXAVMPLESERVER':
Pol i cy Manager:

PASSED.
Message(s):
ONSM Pol i cy Manager connection URL is "t3://slc05njx: 8741".
OASM Pol i cy Manager connection state is OK

Heal th check status on server EXAMPLESERVER i s PASSED.

Heal th check status for systemis PASSED.

In the following example, the credential store key keyst or e- csf - key is not
configured and the checkWSMSt at us command is rerun for the credential store
credst or e. The status check fails because the csf-key keyst or e- csf - key is not
present in the credential store.

W s: / base_domai n/ server Confi g>
checkWBMSt at us(' credstore', target =" EXAMPLESERVER )

Heal th check for server "EXAMPLESERVER':
Credential Store Configuration:

FAI LED.
Message(s):
keystore. pass.csf.key : Property is configured and its value is
"keyst ore- csf - key".

Description: The "keystore. pass.csf.key" property points to the CSF
alias that is mapped to the username and password of the keystore. Only the password
i s used; usernane is redundant in the case of the keystore.

keystore-csf-key : Credentials configured.
keystore.sig.csf.key : Property is configured and its value is "sign-
csf-key".

Description: The "keystore.sig.csf.key" property points to the CSF
alias that is mapped to the username and password of the private key that is used
for signing.

sign-csf-key : Credentials configured.
Sign Key : Key not configured.
oracl e.wsm security. SecurityExcepti on: WSM 00111 : Keystore i s not
properly configured. Check your keystore configurations.
Credential Store Diagnostic Messages:
Message(s):
The alias orakey is either not present in the keystore or is configured
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incorrectly. Check the contents of the keystore and the password for the alias
"orakey". The password of the alias "orakey" should be the sane as the password
stored in the csf key=sign-csf-key

NOTE: - All the above conmands are based on the Domain |evel configurations. The
actual alias may have been overridden at runtine due to configuration override.

Heal th check status on server EXAMPLESERVER is FAI LED.

Health check status for systemis FAILED.

In the following example, the csf-key keyst or e- csf - key is configured and the
checkWsMst at us command is rerun. The configuration check passes.

w s: / base_donmi n/ server Confi g> createCred(map="oracl e.wsmsecurity", key="keystore-
csf-key", user="keystore-csf-key", password="wel comel", desc="Keystore Password CSF
Key")

Already in Domain Runtime Tree

W s: / base_domai n/ server Confi g>
checkWSMSt at us(' credstore', target =" EXAMPLESERVER )

Heal th check status on server EXAMPLESERVER is PASSED.

Heal th check status for systemis PASSED.

The following example checks the enforcement status of the agent component on all
servers in domain.

w s:/test_domainl/serverConfig> checkWsMBt at us(' agent')

Heal th check status on server EXAMPLESERVERL is PASSED.

Heal th check status on server EXAMPLESERVER2 is PASSED.

Heal th check status for systemis PASSED.

In the following example, checks are run for agent with invalid address on all servers
in the domain. The health check fails and detailed output with diagnosis is logged
automatically.

w s:/test_domai nl/ server Confi g>check\WSMSt at us( conponent =" agent ',
address="inval i dAddr ess")

Heal th check for server "EXAMPLESERVERL":

Note: Enforcement might succeed if OASM Policy Manager is down due to policy
caching. For such scenarios wsmpmtest nust be run prior to this test.

FAI LED.
Message(s):
The protocol used in the URL "invalidAddress/wsm pm di agnostic/
Di agnosti cService?wsdl " is not supported.
Enf orcenent Agent Diagnostic Messages:
Message(s):
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Service URL: invalidAddress/wsm pm di agnosti ¢/ Di agnosti cServi ce?wsdl
Make sure that the URL of the host running wsm pm application is
specified and valid. The only supported protocol is "http".

Heal th check status on server EXAMPLESERVERL is FAI LED.

Heal th check for server "EXAMPLESERVER2":

Note: Enforcenment might succeed if OWSM Policy Manager is down due to policy
caching. For such scenarios wsmpmtest nust be run prior to this test.

FAI LED.
Message(s):
The protocol used in the URL "invalidAddress/wsm pm di agnostic/
Di agnosti cService?wsdl " is not supported.
Enforcenent Agent Diagnostic Messages:
Message(s):
Service URL: invalidAddress/wsm pm di agnostic/ Di agnosti cServi ce?wsdl
Make sure that the URL of the host running wsm pm application is
specified and valid. The only supported protocol is "http".

Heal th check status on server EXAMPLESERVER2 is FAI LED.

Health check status for systemis FAILED.

In the following example, the checkWSMSt at us command checks to get pm
communication failure history for last 200 days on server EXAMPLESERVER with
output also redirected to hi st ory. t xt.

w s:/test_donainl/ server Confi g>checkWSMSt at us( conponent =" pnHi story', days='200
days', target='EXAMPLESERVER , outfile="history.txt"')

Heal th check for server "EXAVPLESERVER':
Pol i cy Manager Connection Failure History:

Message(s):

[Tracking Id:
42c2e21la- 9744- 4071- 920f - 00099560a8b9- 000003c2, 0#1459247224547] [Failure Ti mest anp:
2016- 03-29T03: 27: 04. 598-07: 00] [Recovery Timestanp: 2016-03-29T03: 34: 15. 970-07: 00]
[ Di agnosi s: wsm pm PASSED; agent : FAI LED: [ Unabl e to proceed with the test as host url
is not specified or is invalid.];credstore: PASSED; |

[Tracking 1d: 42c2e2la- 9744-4071-920f - 00099560a8b9- 0000032a,
0#1459160635500] [Failure Timestanp: 2016-03-28T03: 23: 55. 500- 07: 00] [ Recovery
Ti mestanp: 2016- 03- 28T03: 24: 55. 627-07: 00] [ Di agnosi s: wsm pm PASSED; agent : FAI LED:
[Enforcement has failed., Service URL: http://slc05njx.us.oracle.com 12164/ wsm pm
di agnosti c/ Di agnosti cServi ce?WsDL, Coul d not determ ne wsdl ports. WSDLExcepti on:
faul t Code=OTHER ERROR: Failed to read WSDL from http://sl c05njx. us. oracl e. com 12164/
wsm pm-di agnosti ¢/ Di agnost i cServi ce?WsDL: HTTP connection error code is
503] ; credst or e: PASSED; |

[Tracking Id:
42c2e2la- 9744- 4071- 920f - 00099560a8b9- 00000226, 0#1459073942154] [Failure Ti mest anp:
2016-03-27T03: 19: 02. 154-07: 00] [Recovery Tinmestanp: 2016-03-27T03: 22: 05. 444-07: 00]
[ Di agnosi s: wsm pm FAI LED: [ OASM Pol i cy Manager connection URL is "t3://slc05njx:
12164"., oracl e.wsm pol i cymanager . Pol i cyManager Exception: WSM 02054 : Failure in
| ooki ng up EJB conponent. The EJB JNDI nane is
"Docunent Manager #or acl e. wsm pol i cymanager . bean. ej b. | Renot eDocunent Manager”, the
provider URL is "t3://slc05njx:12164"., Policy Manager Ul Configuration:,
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j ava. sgl . SQLNonTr ansi ent Connect i onException: Insufficient data while reading from
the network - expected a mininmumof 6 bytes and received only 0 bytes. The
connection has been termnated., Policy Manager User Configuration:, PMuser -
"Oracl eSystenmUser" configurations are valid.];agent: FAI LED: [ Unable to proceed with
the test as host url is not specified or is invalid.];credstore: PASSED; |

[Tracking Id:
42c2e21a-9744- 4071- 920f - 00099560a8h9- 00000291, 0#1458987480506] [Failure Ti mestanp:
2016-03-26T03: 18: 00. 506-07: 00] [Recovery Tinmestanp: 2016-03-26T03: 19: 00. 879-07: 00]
[ Di agnosi s: wsm pm PASSED; agent : FAI LED: [ Enf orcement has failed., Service URL: http://
sl c05nj x. us. oracl e. com 12164/ wsm pm di agnosti ¢/ Di agnosti cServi ce?WsDL, Coul d not
determne wsdl ports. WSDLException: faultCode=OTHER ERROR Failed to read WSDL from
http://slc05njx. us. oracl e. com 12164/ wsm pm di agnost i ¢/ Di agnosti cServi ce?WsDL: HTTP
connection error code is 503];credstore: PASSED; |

Heal th check status on server EXAMPLESERVER is PASSED.

Heal th check status for systemis PASSED.

In the following example, no OAuth2 global policy sets are configured.
w s:/test_domai n1/server Confi g>checkWBMSt at us( ' oaut h2")

QAuth2 Cient Configuration Status:

Message(s):

No QAuth2 client policy (oauth2_config_client_policy or
oauth token policy) attached in the domain for client type(s): REST_CLIENT,
WS_CLI ENT, SCA REST REFERENCE, SCA REFERENCE

Heal th check for server "jrfServer_admn":

Heal th check status on server jrfServer_adnmin is FALED
Heal th check status for systemis FAILED.

In the following example, the OAuth2 global policy set is Configured for ws-client
(SOAP client) subject type. Since the command checks for the OAuth?2 related
configuration in the GPA attached at the domain level, the steps to create GPA for is
also listed.

begi nWBMsessi on() ;

creat eWsMPol i cySet (' oaut hTest Pol i cySet','ws-client',' Domain("jrfServer_domain")');
attachWsMPol i cy(' oracl e/ http_oauth2_token_client _policy');

attachWsMPol i cy(' oracl e/ oauth2_config client_policy');

set WBMPol i cyOverri de(' oracl e/ oauth2_config client_policy', 'token.uri', " http://

sl c07ehc. us. oracl e. com 14100/ ms_oaut h/ oaut h2/ endpoi nt s/ oaut hservi ce/ t okens');

set WBMPol i cyOverri de(' oracl e/
http_oauth2_token_client_policy','oauth2.client.csf.key', basic.client.credentials');
val i dat eWsMPol i cySet ();

commi t WSMSessi on()

ws:/test_domainl/
server Confi g>checkWsVst at us(' oaut h2')

QAuth2 Cient Configuration Status:

Message(s):
QAuth2 Client Configuration Checks for type SOAP Cient: PASSED
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Successful QAuth Configurations for Client Type(s): WS_CLIENT
Heal th check status on server jrfServer_adnin i s PASSED.
Heal th check status for systemis PASSED.

In the following example, the OAuth2 global policy set is configured for ws-client
(SOAP client) subject type and verbose flag t r ue. Since the command checks for the
OAuth2 related configuration in the GPA attached at the domain level, the steps to
create GPA for is also listed.

begi nWBMsessi on() ;

creat eWsMPol i cySet (' oaut hTest Pol i cySet', ' ws-client',' Domain("jrfServer_domain")");
attachWsMPol i cy(' oracl e/ http_oaut h2_token_client _policy');

attachWsMPol i cy(' oracl e/ oauth2_config_client_policy');

set WBMPol i cyOverri de(' oracl e/ oauth2_config _client_policy', 'token.uri', " http://

sl c07ehc. us. oracl e. com 14100/ ms_oaut h/ oaut h2/ endpoi nt s/ oaut hservi ce/ t okens');

set WsMPol i cyQverri de(" oracl e/
http_oauth2_token_client_policy','oauth2.client.csf.key', basic.client.credentials');
val i dat eWsMPol i cySet ();

comni t WSMSessi on()

w s: /test_donmai nl/ server Confi g>checkWSMSt at us(' oaut h2', verbose="true')
QAuth2 Cient Configuration Status:

Message(s):
QAuth2 Cient Configuration Checks for type SOAP Cient: PASSED

QAut h2 Server hostnane slc07ehc.us.oracle.comis valid

QAut h2 Server token URL http://slcO07ehc. us. oracl e.com 14100/
ms_oaut h/ oaut h2/ endpoi nt s/ oaut hservi ce/t okens is valid

QAuth2 Cient CSF key basic.client.credentials which stores
the QAuth Cient Credentials is configured.

Client ID OMMJientld

Cient credentials configured as 'oauth2.client.csf.key'
config override property in oauth2 client policies are also registered with OAuth2
server

QAut h2 user tenant name configured as 'user.tenant.nane'
config override property in oauth2 client policies is valid

keystore. pass.csf.key : Property is configured and its val ue
is "keystore-csf-key".

Description: The "keystore. pass. csf.key" property
points to the CSF alias that is mapped to the username and password of the keystore.
Only the password is used; username is redundant in the case of the keystore.

keystore-csf-key : Credentials configured.
keystore.sig.csf.key : Property is configured and its val ue
is "sign-csf-key".

Description: The "keystore.sig.csf.key" property
points to the CSF alias that is napped to the username and password of the private
key that is used for signing.

sign-csf-key : Credentials configured.
Sign Key : Key configured.

Alias - orakey
Sign Certificate : Certificate configured.

Alias - CNewebl ogic, OU=Orakey Test Encryption
Purposes Only, O=Oracle, C=US

Expiry - June 28, 2020 11:17:12 AM PDT

Successful QAuth Configurations for Client Type(s): WS_CLIENT
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Health check for server "jrfServer_admn":
Heal th check status on server jrfServer_adnin is PASSED.
Heal th check status for systemis PASSED.

In the following example, invalid t oken. uri is configured in the OAuth2 GPA. Since
the command checks for the OAuth?2 related configuration in the GPA attached at the
domain level, the steps to create GPA for is also listed.

begi nWBMsessi on() ;

creat eWsMPol i cySet (' oaut hTest Pol i cySet', ' ws-client',' Domain("jrfServer_domain")");
attachWsMPol i cy(' oracl e/ http_oaut h2_token_client_policy');

attachWsMPol i cy(' oracl e/ oauth2_config_client_policy');

set WBMPol i cyOverri de(' oracl e/ oauth2_config _client_policy', 'token.uri', " http://

sl c07ehc. us. oracl e. com 14100/ t est/ t okens');

set WsMPol i cyQverri de(" oracl e/
http_oauth2_token_client_policy','oauth2.client.csf.key', basic.client.credentials');
val i dat eWsMPol i cySet ();

commi t WSMSessi on()

w s:/test_domainl/
server Confi g>checkWSMSt at us(' oaut h2")

QAuth2 Cient Configuration Status:

Message(s):
QAuth2 Cient Configuration Checks for type SOAP Client: FAILED

Message(s):
Di agnosi s messages for client type SOAP Client :

Make sure that QAuth2 token endpoint configured as 'token.uri' config
override in 'oracle/oauth2_config_client_policy' is valid

QAuth2 client policies (oraclel/oauth2_config_client_policy and oauth2
token policy) can also be configured for client type(s): REST_CLIENT,
SCA_REST_REFERENCE, SCA REFERENCE
Health check for server "jrfServer_admn":

Heal th check status on server jrfServer_adnin is FAILED

In the following example, no Oauth2 config policy is configured in the OAuth2 GPA.
Since the command checks for the OAuth2 related configuration in the GPA attached
at the domain level, the steps to create GPA for is also listed.

begi nWBMsessi on() ;

creat eWSMPol i cySet (' oaut hTest Pol i cySet','ws-client'," Domain("jrfServer_domain")");
attachWsMPol i cy(' oracl e/ http_oauth2_token_client _policy');

set WsMPol i cyQOverri de(" oracl e/
http_oauth2_token_client_policy','oauth2.client.csf.key', basic.client.credentials');
val i dat eWsMPol i cySet ();

comni t WSMSessi on()

ws:/test_domainl/
server Confi g>checkWSMSt at us(' oaut h2")
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QAuth2 Cient Configuration Status:

Message(s):
QAuth2 Cient Configuration Checks for type SOAP Client: FAILED
Policy Attachment Check Messages:
oracl e/ oauth2_config client_policy is not present in any
policy set configured for domain

Message(s):

QAuth2 client policies (oracle/oauth2_config_client_policy and oauth2
token policy) can also be configured for client type(s): REST_CLIENT,
SCA _REST_REFERENCE, SCA REFERENCE
Health check for server "jrfServer_admn":

Heal th check status on server jrfServer_adnin is FAILED
Heal th check status for systemis FAILED.
Health check status for systemis FAILED.

In the following example, no Oauth?2 client policy is configured in the OAuth2 GPA.
Since the command checks for the OAuth2 related configuration in the GPA attached
at the domain level, the steps to create GPA for is also listed.

begi nWBMsessi on() ;

creat eWsMPol i cySet (' oaut hTest Pol i cySet', ' ws-client',' Domain("jrfServer_domain")");
attachWsMPol i cy(' oracl e/ oauth2_config_client_policy');

set WBMPol i cyOverri de(' oracl e/ oauth2_config _client_policy', 'token.uri', " http://

sl c07ehc. us. oracl e. com 14100/ ms_oaut h/ oaut h2/ endpoi nt s/ oaut hservi ce/ t okens');

val i dat eWsMPol i cySet ();

commi t WeMSessi on()

w s:/test_domainl/
server Confi g>checkWSMSt at us(' oaut h2")

QAuth2 Cient Configuration Status:

Message(s):
QAuth2 Cient Configuration Checks for type SOAP Client: FAILED
Policy Attachment Check Messages:
QAuth2 Cient Policy (For Ex: oracle/
http_oauth2_token_client_policy) is not present in any policy set configured for
domai n

Message(s):

QAuth2 client policies (oraclel/oauth2_config_client_policy and oauth2
token policy) can also be configured for client type(s): REST_CLIENT,
SCA REST_REFERENCE, SCA REFERENCE
Health check for server "jrfServer_admn":

Heal th check status on server jrfServer_adnin is FAILED
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Health check status for systemis FAILED.

In the following example, the keyst or e. si g. csf . key is invalid in the Oauth2
GPA. Since the command checks for the OAuth2 related configuration in the GPA
attached at the domain level, the steps to create GPA for is also listed.

begi nWBMsessi on() ;

creat eWsMPol i cySet (' oaut hTest Pol i cySet','rest-client',' Domain("jrfServer_domain")");
attachWsMPol i cy(' oracl e/ oauth2_config_client_policy');

set WBMPol i cyQOverri de(" oracl e/

oaut h2_config_client_policy', ' oauth2.client.csf.key', 'basic.client.credentials');
attachWsMPol i cy(' oracl e/ http_oaut h2_token_client _policy');

set WsMPol i cyOverri de(" oracl e/

http_oauth2_token_client _policy','keystore.sig.csf.key','customsign-csf-key');
set WBMPol i cyOverri de(' oracl e/ oauth2_config _client_policy', 'token.uri', " http://

sl c07ehc. us. oracl e. com 14100/ ms_oaut h/ oaut h2/ endpoi nt s/ oaut hservi ce/ t okens');

val i dat eWsMPol i cySet ();

comni t WSMSessi on()

wls:/test_domainl/
server Confi g>checkWSMSt at us(' oaut h2")

QAuth2 Cient Configuration Status:

Message(s):
QAuth2 Cient Configuration Checks for type REST Client: FAILED

Message(s):
Di agnosi s nmessages for client type REST Client :

Make sure the property keystore.sig.csf.key configured in the QAuth2
client policies keystore-csf-key is also present in the credential store.
Pl ease followthe steps to add a credential to the Credential
Store:
1. connect ()
2. createCred(map="oracle.wsmsecurity", key="custom sign-csf-key",
user="<si gn- key-al i as>", password="<si gn-key- password>", desc="Sign CSF Key")

QAuth2 client policies (oraclel/oauth2_config_client_policy and oauth2
token policy) can also be configured for client type(s): WS_CLIENT,
SCA REST_REFERENCE, SCA REFERENCE
Health check for server "jrfServer_admn":
Heal th check status on server jrfServer_adnin is FAILED

Heal th check status for systemis FAILED.

3.6 Web Service and Client Management Commands

Use the WLST commands listed in Table 3-5 to view and manage web services for
deployed, active, and running web service applications.
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Note:

The commands listed in Table 3-5 have an appl i cat i on argument.

In an multi-tenant environment, if you intend to target a specific application
instance within a tenant's partition, then you must include the partition name
as part of the application as follows:

[ domai n/ server/ application#version$partition

However, if you are targeting a domain-scoped application, then you do not
have to include the partition name. You can use the appl i cat i on argument

as follows:

[ domai n/ server/ appl i cati on#version

Table 3-5 Web Service and Client Management WLST Commands

Use this command... To... Use with
WLST...
listWebServiceClientPorts List web service client ports Online
information for an application or
SOA composite.
listWebServiceClients List web service client information for Online
an application, SOA composite, or
domain.
listWebServiceClientStubPropertie ~ List web service client port stub Online
s properties for an application or SOA
composite.
listWebServicePorts List the web service ports for a web Online
service application or SOA composite.
listWebServices List the web service information for Online
an application, composite, or domain.
setWebServiceClientStubPropertie ~ Configure the set of stub properties of Online
s a web service client port for an
application or SOA composite.
setWebServiceClientStubProperty  Set, change, or delete a single stub Online

property of a web service client port
for an application or SOA composite.

3.6.1 listWebServiceClientPorts

Command Category: Web Service and Client Management

Use with WLST: Online

Description

Lists the web service port names and the endpoint URLs for web service clients in an

application or SOA composite.
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The output will display the name of the web service client/reference port. For
example:

AppModul eSer vi ceSoapH t pPort

Syntax
I'i st\WebServi ced ientPorts(application, modul eO ConpNare, nodul eType, ser vi ceRef Nare)

Argument Definition

application Name and path of the application for which you want to list the
web services port information. For example, / dormai n/ server/
appl i cati on#ver si on_nunber

To list the client port information for an application, this argument
is required.

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to list the web service client
port information.
To list the client port information for a SOA composite, the
composite name is required (for example, def aul t /
Hel | oWor | d[ 1. 0] ), and the nodul eType argument must be set
to soa.

nodul eType Module type. Valid options are:
* s0a—SOA composite.
¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).
¢ w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

servi ceRef Nanme Service reference name of the application or SOA composite for
which you want to list the web service client port information.

When the client is an asynchronous web service callback client, the
servi ceRef Nane argument must be set to cal | back.

Examples

The following example lists the client ports for the WssUser naneCl i ent Web
module in the / base_domai n/ server 1/ jwscl i ent _1#1. 1. 0 application. Note
that the nodul eType is set to wsconn, and the ser vi ceRef Nan® is set to
WssUser naned i ent.

wl s: / base_donai n/ server Config> |istWbServicedientPorts
(' /base_domai n/ serverl/jwsclient 1#1.1.0',' WssUsernamed ient', ' wsconn',
"WsUsernaneClient')

The following example lists the client ports in the def aul t/ Hel | owor | d[ 1. 0] SOA
composite. Note that the modul eType is set to soa, and the ser vi ceRef Nane is set
toclient.

wl s:/ base_donai n/ server Config> |ist\WbServiceCientPorts(None, 'default/
Hel loWorld[1.0]", 'soa', 'client")
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3.6.2 listWebServiceClients

Command Category: Web Service and Client Management

Use with WLST: Online

Description

Lists web service clients information for an application, SOA composite, or domain. If
neither an application nor a composite is specified, the command lists information
about all Web service clients in all applications and composites for every server
instance in the domain. If an application is not specified, the command lists
information about all web service clients in all applications for every server instance in
the domain.

You can specify the amount of information to be displayed in the output using the
det ai | argument. When specified, the output provides endpoint (port) and policy
details for clients in the domain, the secure status of the endpoints, any configuration
overrides and constraints, and if the endpoints have a valid configuration. A subject is
considered secure if the policies attached to it (either directly or globally) enforce
authentication, authorization, or message protection behaviors. Because you can
specify the priority of a global or directly attached policy (using the

ref erence. priority configuration override), the ef f ect i ve field indicates if the
directly attached policies are in effect for the endpoint.

Thel ocal . policy. reference. sour ce configuration property is provided for
each directly attached policy identifying the source of the attachment. For more
information about the | ocal . pol i cy. r ef er ence. sour ce configuration property
and a list of valid values, see "Determining the Source of Policy Attachments" in Oracle
Fusion Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Note that to simplify endpoint management, all directly attached policies are shown in
the output regardless of whether they are in effect. In contrast, only globally attached
policies that are in effect for the endpoint are displayed. For more information, see
"How the Effective Set of Policies is Calculated" in Oracle Fusion Middleware Securing
Web Services and Managing Policies with Oracle Web Services Manager.

The output is listed by each application deployed as shown in the following examples:
This example shows the output of an unsecured endpoint:

wls:/jrfServer_domain/serverConfig> |ist\WbhServicedients(detail=true)

[jrfServer_domain/jrfServer_adm n/ ADFDCDecoupl i ng_Pr oj ect 1_ADFDCDecoupl i ng :
modul eNane=t est adf bc, nodul eType=wsconn, servi ceRef Name=AppMbdul eServi ce
AppModul eSer vi ceSoapH t pPort

The policy subject is not secure in this context.

/ soa_domai n/ soa_serverl/soa-infra : conposi t eName=def aul t/
Basic_SOA Client[1.0], modul eType=soa, serviceRef Nane=Servicel

Basi c_soa_servi ce_pt servi ceWSDLURI =ht t p: / / host . exanpl e. com 1234/
soa-i nfral/services/ defaul t/Basi c_SOA service/Basi c_soa_servi ce. wsdl

oracl e. webservi ces. cont ent Tr ansf er Encodi ng=base64

oracl e. webser vi ces. char set Encodi ng=UTF- 8

oracl e. webser vi ces. operati onSt yl eProperty=docunent

wsat . f| owOpt i on=WEDLDr i ven

oracl e. webservi ces. soapVer si on=soapl. 1

oracl e. webservi ces. chunkSi ze=4096
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oracl e. webser vi ces. sessi on. mai nt ai n=f al se

oracl e. webser vi ces. preenpt i veBasi cAut h=f al se

oracl e. webser vi ces. encodi ngStyl eProperty=http://schenas. xn soap. or g/
soap/ encodi ng/

oracl e. webservi ces. donot Chunk=t r ue

No attached policies found; endpoint is not secure.

This example shows the output for a secured endpoint. Note that the

[ ocal . policy.reference. sour ce configuration property is provided for the
directly attached policy identifying its source as LOCAL_ ATTACHVENT, indicating that
it was attached using either Fusion Middleware Control or WLST. For more
information about the | ocal . pol i cy. r ef er ence. sour ce configuration property
and a list of valid values, see "Determining the Source of Policy Attachments" in Oracle
Fusion Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

ws:/jrfServer_domain/serverConfig> |ist\WbServicedients(detail=true)

[jrfServer_domain/jrfServer_adm n/ ADFDCDecoupl i ng_Pr oj ect 1_ADFDCDecoupl i ng :
modul eNanme=t est adf bc, modul eType=wsconn, servi ceRef Nane=AppMbdul eServi ce

AppModul eSer vi ceSoapHt t pPort servi ceWSDLURI =ht t p: // host . exanpl e. com
1234/ ADFBCDecoupl i ng- ADFBCDecoupl i ng- cont ext - r oot / AppModul eSer vi ce?wsdl

URI ="oracl e/ wss10_sam _token_wi th_message_protection_client_policy",
category=security, policy-status=enabled; source=local policy set; reference-
status=enabl ed; effective=true

Property nanme="|ocal . policy.reference. source",

val ue="LOCAL_ATTACHVENT"

The policy subject is secure in this context.

Syntax

I'i st\WebServiced ients(application,conposite,[detail])

Argument Definition

application Name and path of the application for which you want to list the
web service clients. For example, / domai n/ server/
appl i cati on#ver si on_nunber

If specified, all web services clients in the application are listed.

conposite Name of the SOA composite for which you want to list the Web
service clients. For example, def aul t/ Hel | oWor | d[ 1. 0]

If specified, all Web service clients in the composite are listed.
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Argument Definition

detai | Optional. Specifies whether to list port and policy details for the
web service clients.

For each directly attached policy, the

I ocal . policy. reference. sour ce configuration property is
provided identifying the source of the attachment. For more
information, see "Determining the Source of Policy Attachments"
in Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Valid values are:

¢ true—Output includes details about the clients, ports, policies,
and whether the endpoint is secure or not.
e fal se—Output lists only the clients. The default is false.

Examples
The following example lists information for all web service clients in the domain.

wl s:/w s-domai n/ server Confi g>l i st WebServiced ients()

The following example lists the web service clients for the application
jwsclient _1#1. 10 for the server ser ver 1 in the domain base_domai n.

w s:/w s-domai n/ server Confi g>l i st WebServi ced i ent s(' base_donai n/ server 1/
jwsclient_1#1.10")

The following example lists the Web service clients for the SOA composite def aul t/
Hel | oWorl d[ 1. 0] .

wl s:/w s-domai n/ server Confi g>l i st WebServiceC ients(None, ' default/HelloWrld[1.0]")

The following example lists details for all of the web service clients in the domain.

w s:/w s-domai n/ server Confi g>l i st WebServi ced i ent s(None, None, true)

3.6.3 listWebServiceClientStubProperties

Note:

This command applies to Oracle Infrastructure web service clients only.

Command Category: Web Service and Client Management

Use with WLST: Online

Description

Lists web service client port stub properties for an application or SOA composite.
Syntax

|'i st\WebServiced ientStubProperties(application, nmodul eCr ConpNane, nodul eType,
servi ceRef Name, port | nf oNane)
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Argument Definition

appl i cation Name and path of the application for which you want to list the
web services client port stub properties. For example, / donmai n/
server/applicati on#versi on_nunber
To list the client port stub properties information for an
application, this argument is required.

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to list the web services client
port stub properties.

To list the client port stub properties information for a SOA
composite, the composite name is required (for example,

defaul t/ Hel | oWor | d[ 1. 0] ), and the nodul eType argument
must be set to soa.

nodul eType Module type. Valid options are:

¢ s0a—SOA composite.

* web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e wsconn—~Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

servi ceRef Nane Service reference name of the application or SOA composite for
which you want to list the web service client port stub properties.

port | nf oName The name of the client port for which you want to list the stub
properties.

Example

The following example lists the client port stub properties for the

JRFWssUser namePor t port of the WssUser named i ent Web module in the /
base_domai n/ server 1/jwsclient_1#1. 1. 0 application. Note that the
nodul eType is set to wsconn, and the ser vi ceRef Nane is set to

WssUser nameC i ent .

w s: / base_domai n/ server Confi g>l i st WebSer vi ceCl i ent St ubProperties
(' /base_domai n/serverl/jwsclient _1#1.1.0',' WssUsernamed ient', ' wsconn',
"WsUsernanmed ient', ' JRFWsUser nanePort")

3.6.4 listWebServicePorts

Command Category: Web Service and Client Management

Use with WLST: Online

Description

Lists the web service port names and the endpoint URLs for a web service application
or SOA composite.

The output will display the port name and endpoint URL of the web service port. For
example:
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JRFWsUser nanePor t http://local host: 7001/ ) 2wbasi cPol i cy/ WsUser nanme

Syntax

|'i st \WebServi cePort s(application, nodul eO ConpNane, nodul eType, servi ceName)

Argument Definition

application Name and path of the application for which you want to list the
web services port information. For example, / dormai n/ server/
appl i cati on#ver si on_nunber

To list the port information for an application, this argument is
required.

nodul eOr ConmpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to list the web services port
information.

To list the port information for a SOA composite, the composite
name is required (for example, def aul t/ Hel | owor | d[ 1. 0]),
and the nodul eType argument must be set to soa.

nodul eType Module type. Valid options are:
* s0a—SOA composite.

* web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).
e w s—Java EE web services.

servi ceNane Name of the web service in the application or SOA composite for
which you want to list the port information. For example,
{http:// namespace/ } servi ceNanme. Note that the namespace
({http://nanespace/ }) should not be included for a SOA
composite.

Example

The following example lists the web service ports and endpoint URLs for the Oracle
Infrastructure web service j 2wbasi cPol i cy service in the base_domai n/

Admi nServer/ Hel | oWor | d#1_0 application. Note that the WssUser naneSer vi ce
module name is specified, and the nodul eType is set to web.

w s: / base_donai n/ server Config> |ist\WbServicePorts
( '/ base_domai n/ Admi nServer/ Hel | oWor| d#1_0",
"WsUser naneService', ' web', ' {http://namespace/}j 2wbasi cPolicy")

JRFWsUser nanePor t http://1ocal host: 7001/ 2wbasi cPol i cy/ VésUser nanme

The following example lists the web service ports and endpoint URLs for the Java EE
web service hel | oWor | dJaxws in the W s- domai n/ Admi nSer ver/
hel | oWor | dJaxws application. Note that the modul eType issettow s.

w s:/w s- domai n/ server Config> | istWbServicePorts ('/w s-donmai n/ Adm nServer/
hel | oWor | dJaxws', ' hel | oWor | dJaxws#1! hel | oWor | dJaxws',
"wWs', " hell oWorl dlaxws')

hel | oWr | dJaxws SoapHt t pPort
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3.6.5 listWebServices

Command Category: Web Service and Client Management

Use with WLST: Online

Description

Lists the web service information for an application, SOA composite, or domain. If you
do not specify a web service application or a SOA composite, the command lists all
services in all applications and composites for every server instance in the domain.

You can specify the amount of information to be displayed in the output using the
det ai | argument. When enabled, the output provides endpoint (port) and policy
details for all applications and composites in the domain, the secure status of the
endpoints, any configuration overrides and constraints, and if the endpoints have a
valid configuration. In addition, the | ocal . pol i cy. r ef er ence. source
configuration property is provided for each directly attached policy identifying the
source of the attachment, as described in "Determining the Source of Policy
Attachments" in Oracle Fusion Middleware Securing Web Services and Managing Policies
with Oracle Web Services Manager.

A subject is considered secure if the policies attached to it (either directly or globally)
enforce authentication, authorization, or message protection behaviors. Because you
can specify the priority of a global or directly attached policy (using the

ref erence. priority configuration override), the ef f ect i ve field indicates if the
directly attached policies are in effect for the endpoint.

Note that to simplify endpoint management, all directly attached policies are shown in
the output regardless of whether they are in effect. In contrast, only globally attached
policies that are in effect for the endpoint are displayed. For more information, see
"How the Effective Set of Policies is Calculated" in Oracle Fusion Middleware Securing
Web Services and Managing Policies with Oracle Web Services Manager.

The output is listed by each application deployed as shown in the following example:

/ domai n/ server/ appl i cati on#versi on_nunber:
modul eNane=hel | oMbdul e, nodul eType=web, serviceName={http://nanmespace/}service

/ base_donai n/ Admi nServer/soa-infra:

conposi t eName=def aul t/ Hel | oWor | d[ 1. 0], nodul eType=soa, servi ceName=service

Note:

The | i st WebSer vi ces command output does not include details on SOA
components, including policy attachments.

For applications assembled prior to 11g Release 1, (11.1.1.6), the namespace is
not displayed with the ser vi ceNane in the output.

Syntax

|'i st\WebServices (application,conposite,[detail])
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Argument Definition

appl i cation Name and path of the application for which you want to list the web
services. For example, / donai n/ ser ver/
appl i cati on#ver si on_nunber

If specified, all web services in the application are listed.

conposite Name of the SOA composite for which you want to list the Web
services. For example, def aul t / Hel | oWor | d[ 1. 0]

If specified, all Web services in the composite are listed.

det ai | Optional. Specifies whether to list port and policy details for the web
service.

For each directly attached policy, the

I ocal . policy. reference. sour ce configuration property is
provided identifying the source of the attachment. For more
information, see "Determining the Source of Policy Attachments" in
Oracle Fusion Middleware Securing Web Services and Managing Policies
with Oracle Web Services Manager.

Valid values are:

e true—Output includes details about the service, the port, and the
policies.
¢ fal se—Output lists only the services. The defaultis f al se.

Examples

The following example for an Oracle Infrastructure web service lists all the web
services in all applications and composites in the domain. Sample output is shown in
this example.

wl s: / base_donmi n/ server Config> |ist\WhbServices()
/ base_donai n/ Admi nServer/soa-infra :
conposi t eNane=def aul t/ Hel | oWor | d[ 1. 0], nodul eType=soa, serviceName=service

conposi t eNane=def aul t/ Proj ect 1{ 1. 0], nodul eType=soa,
servi ceNane=hpel processl client_ep

/ base_donai n/ Admi nServer/j axwsej b30ws :
modul eNanme=j axwsej b, modul eType=web,

servi ceNane=JaxwsW t hHand| er Chai nBeanSer vi ce
modul eNanme=j axwsej b, modul eType=web, servi ceNanme=W\éd| Concr et eServi ce
modul eNanme=j axwsej b, modul eType=web, servi ceNane=EchoEJBServi ce
modul eNanme=j axwsej b, modul eType=web, servi ceNane=Cal cul at or Servi ce
modul eNanme=j axwsej b, modul eType=web, servi ceName=Docl it W apper WJServi ce

The following example for an Oracle Infrastructure web service sets the det ai |
argument to t r ue. Sample output is shown in this example. Security policies are
shown in bold text.

Note that the reference priority of the globally attached policy is set to 10 and the
directly attached policy is not in effect for the endpoint Cal cul at or Por t in the
application j axwsej b30ws.
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Also, note that the | ocal . pol i cy. ref erence. sour ce configuration property is
provided for each directly attached policy identifying the source of the attachment.
For more information about the | ocal . pol i cy. r ef er ence. sour ce configuration
property and a list of valid values, see "Determining the Source of Policy Attachments
in Oracle Fusion Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager.

"

wl s: / base_donai n/ server Config> |istWbServices(detail="true')

/ base_donai n/ Admi nServer/j axwsej b30ws :
modul eNanme=j axwsej b, modul eType=web, servi ceNane=Cal cul at or Servi ce
Cal cul atorPort http://host.exanpl e.com 1234/ j axwsej b/ Cal cul at or
URI ="oracl e/ wss10_sam 20_t oken_wi t h_nessage_prot ection_service_policy"
category=security, policy-status=enabled; source=global policy set "
M/Pol i cySet 1", scope="DOVAIN('*')"; reference-status=enabl ed; effective=true
Property name="reference.priority", value="10"
URI ="oracl e/ mex_request _processi ng_service_policy"
category=wsconfig, policy-status=enabl ed; source=local policy set
ref erence- st at us=enabl ed; effective=true
Property nanme="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ nt om encode_faul t _service_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property nanme="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ max_request _si ze_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property nane="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
Property nane="nmax.request.size", value="-1"
URI ="oracl e/ request _processi ng_service_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property nanme="|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ soap_request _processi ng_servi ce_pol i cy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property nanme="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ ws_| oggi ng_l evel _policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property name="|ogging.|evel ", val ue=""
Property nanme="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/t est _page_processi ng_servi ce_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property nanme="|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URl ="oracl e/ wsdl _request _processi ng_servi ce_policy", category=wsconfig
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
effective=true
Property nanme="1|ocal . policy.reference. source"
val ue="1 MPLI ED_FEATURE"
URI ="oracl e/ http_san 20_t oken_bearer_servi ce_policy", category=security
pol i cy-status=enabl ed; source=local policy set; reference-status=enabled
ref erence- st at us=enabl ed; effective=fal se
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Property nanme="|ocal . policy.reference. source",
val ue=" ANNCTATI ON'

The policy subject is secure in this context.

The following example for a Java EE web service sets the det ai | argument totrue.
Sample output is shown in this example. The output lists all the web services in all
applications and composites in the domain.

/ base_domai n/ Admi nServer/ Si npl eJAXWS :
modul eName=Si npl eJAXWS#1! Si npl eEj bSer vi ce, modul eType=wi s,

servi ceNane=Si npl eEj bServi ce

Si npl ePor t

URI ="oracl e/ http_basi c_auth_over_ssl _service_policy", category=security,
pol i cy-status=enabl ed; source=local policy set; reference-status=enabl ed;
effective=true

Property nanme="|ocal . policy.reference.source", val ue="LOCAL_ATTACHVENT"

The policy subject is secure in this context.

modul eNanme=Si nmpl eJAXWS#1! Si npl el npl Servi ce, nmodul eType=w s,
servi ceNane=Si npl el npl Servi ce
Si mpl ePort
has Operation |evel ws-policy
Attached policy or policies are valid; endpoint is not secure.

3.6.6 setWebServiceClientStubProperties

Note:

This command applies to Oracle Infrastructure web service clients only.

Command Category: Web Service and Client Management

Use with WLST: Online

Description

Configures the set of stub properties of a web service client port for an application or
SOA composite.

This command configures or resets all of the stub properties for the OWSM client
security policy attached to the client. Each property that you list in the command is set
to the value you specify. If a property that was previously set is not explicitly specified
in this command, it is reset to the default for the property. If no default exists, the
property is removed.

Syntax

set WebServi ced i ent St ubProperties(application, nodul eO ConpNane, nodul eType,
servi ceRef Name, portlnfoNane, properties)
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Argument

Definition

application

nmodul eOr ConpNane

nmodul eType

servi ceRef Nanme

port | nf oNare

Name and path of the application for which you want to reset the
web services client port stub properties. For example, / donmai n/
server/applicati on#versi on_nunber

To configure or reset the client port stub properties for an
application, this argument is required.

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to reset the web services
client port stub properties.

To configure or reset client port stub properties for a SOA
composite, the composite name is required (for example,

defaul t/ Hel  oWor | d[ 1. 0] ), and the nodul eType argument
must be set to soa.

Module type. Valid options are:

¢ s0a—SOA composite.

* web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e wsconn—~Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Service reference name of the application or SOA composite for
which you want to reset the web service client port stub
properties.

The name of the client port for which you want to reset the stub
properties.
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Argument Definition

properties The list of properties to be set or changed. Properties must be
specified using the following format:
("property","val ue")
For example:
[("keystore.recipient.alias","oracle"), ("csf-
key","oracle")]
To remove a property or clear the value assigned to it, specify a
blank " " value. For example:

[("cst-key","")]

To remove all the properties of the client port, set this argument to
None.

Sample client port stub properties are as follows:
e oracl e. webservices. aut h. user nare
e oracl e. webservices. aut h. password

e keystore.recipient.alias

e csf-key

e sanl.issuer. name

e javax.xnl .ws.session. maintain

e wsat. Ver si on —SOA references only

e wsat. f| owOpt i on—SOA references only

Example

The following example resets the client port stub properties ROLE and
keystore.recipient.aliastoADM Nand or akey, respectively. Any other
properties that were previously set for this client port are either reset to the default or
removed. The client port is JRFWssUser nanePor t of the WssUser naneCl i ent
Web module in the / base_domai n/ server 1/ jwscl i ent _1#1. 1. 0 application.
Note that the modul eType is set to wsconn, and the ser vi ceRef Nane is set to
WssUser naned i ent .

wl s: / base_donai n/ server Confi g>set WebSer vi ceC i ent St ubProperties('/base_domai n/
serverl/jwsclient_1#1.1.0',

"WssUsernaneCient', ' wsconn',' WsUsernaneCient',' JRFWssUser namePort',
[("ROLE","ADM N'), ("keystore.recipient.alias","orakey")] )

3.6.7 setWebServiceClientStubProperty
Command Category: Web Service and Client Management

Use with WLST: Online

Description

Sets, changes, or deletes a single stub property of a web service client port for an
application or SOA composite.

Syntax

set WebServi ced i ent St ubProperty(application, nodul eOr ConpName, nodul eType,
servi ceRef Nare, port | nf oNarre, pr opNane, [ propVal ue])
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Argument

Definition

application

nmodul eOr ConpNane

nmodul eType

servi ceRef Nanme

port | nf oNane

Name and path of the application for which you want to set the
web services client port stub property. For example, / domai n/
server/applicati on#versi on_nunber

To set a client port stub property for an application, this argument
is required.

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to set the web services client
port stub property.

To set a client port stub property for a SOA composite, the
composite name is required (for example, def aul t /

Hel | oWor | d[ 1. 0] ), and the npdul eType argument must be set
tosoa.

Module type. Valid options are:

¢ s0a—SOA composite.

* web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Service reference name of the application or SOA composite for
which you want to set the web service client port stub property.

The name of the client port for which you want to set the stub
property.

pr opNane Stub property name that you want to set, change, or delete. For
example, ' keystore.recipient.alias'.
propVal ue Optional. The stub property value, for example, ' or akey' .
To remove the property, specify a blank " " value.
Example

The following example sets the client port stub property

keystore. recipient. alias tothe value or akey for the client port
JRFWsUser namePor t . The port is a client port of the WssUser named i ent Web
module in the / base_domai n/ server 1/ j wscl i ent _1#1. 1. 0 application. Note
that the nodul eType is set to wsconn, and the ser vi ceRef Nane is set to

WssUser namedC i ent.

wl s: / base_donmai n/ server Confi g>set WebSer vi ceC i ent St ubPr operty
(' /base_domai n/serverl/jwsclient _1#1.1.0',' WssUsernamed ient', ' wsconn',
"WsUsernaneClient',' JRFWésUsernanmePort', ' keystore.recipient.alias','orakey')
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3.7 Policy Management Commands

Note:

The policy management commands for Java EE Web Services (or clients) listed
in Table 3-7 have been deprecated in this release for Oracle Infrastructure Web
Services.

For Oracle Infrastructure web services, to manage OWSM directly attached
policies in release 12, it is recommended that you use the new WLST
commands listed in Table 3-6. For a complete list of deprecated commands,
see "Deprecated Commands for Oracle Infrastructure Web Services" in Oracle
Fusion Middleware Release Notes for Oracle Fusion Middleware Infrastructure.

Use the WLST commands listed in Table 3-6 to manage Oracle Infrastructure and
RESTful Web Services direct and global policy attachments.

Table 3-6 Oracle Infrastructure and RESTful Web Services and Clients - WLST

Commands for Direct Policy Attachments
- - - |

Use this command... To... Use with
WLST...
attachWSMPolicy Attach a policy to the selected policy subject ~ Online
or policy set document within a session.
attachWSMPolicies Attach multiple policies to the selected Online
policy subject or policy set document within
a session.
detachWSMPolicy Detach a policy from the selected policy Online
subject or policy set document within a
session.
detachWSMPolicies Detach multiple policies from the selected Online
policy subject or policy set document within
a session.
enableWSMPolicies Enable or disable multiple policies that are Online

attached to the selected policy subject or
policy set document within a session.

enableWSMPolicy Enable or disable a policy that is attached to ~ Online
the selected policy subject or policy set
document within a session.

listAvailableWebServicePolicies  Display a list of all the available OWSM Online
policies by category or subject type.

listWebServiceClientPolicies List web service client port policies Online
information for an application or SOA
composite.

listWebServicePolicies List web service port policy information for =~ Online
a web service in an application or SOA
composite.
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Table 3-6 (Cont.) Oracle Infrastructure and RESTful Web Services and Clients -

WLST Commands for Direct Policy Attachments
- |

Use this command... To... Use with
WLST...
setWSMPolicyOverride Configure override properties for a policy Online

that is attached to the selected policy subject
or policy set document within a session.

Use the WLST commands listed in Table 3-7 to manage Java EE Web Services (or
clients) directly attached policies.

Note:
The commands listed in Table 3-7 have an appl i cat i on argument.

In an multi-tenant environment, if you intend to target a specific application
instance within a tenant's partition, then you must include the partition name
as part of the application as follows:

/ domai n/ server/application#version$partition

However, if you are targeting a domain-scoped application, then you do not
have to include the partition name. You can use the appl i cat i on argument
as follows:

[ domai n/ server/ appl i cati on#version

Table 3-7 Java EE Web Services (or Clients) - WLST Commands for Direct Policy

Attachments
I
Use this command... To... Use with
WLST...
attachWebServiceClientPolicies ~ Attach multiple policies to a web service Online
client port of an application or SOA
composite.
attachWebServiceClientPolicy Attach an OWSM policy to a web service Online
client port of an application or SOA
composite.
attachWebServicePolicies Attach multiple policies to a web service Online
port of an application or SOA composite.
attachWebServicePolicy Attach a policy to a web service port of an Online

application or SOA composite.

detachWebServiceClientPolicies  Detach multiple policies from a web service =~ Online
client port of an application or SOA
composite.

detachWebServiceClientPolicy Detach a policy from a web service client Online
port of an application or SOA composite.
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Table 3-7 (Cont.) Java EE Web Services (or Clients) - WLST Commands for Direct

Policy Attachments
- ____________________________________________________________|

Use this command... To... Use with
WLST...
detachWebServicePolicies Detach multiple OWSM policies from a web ~ Online
service port of an application or SOA
composite
detachWebServicePolicy Detach an OWSM policy from a web service ~ Online

port of an application or SOA composite.

enableWebServiceClientPolicies ~ Enable or disable multiple policies of a web ~ Online
service client port of an application or SOA
composite.

enableWebServiceClientPolicy Enable or disable a policy of a web service Online
client port of an application or SOA
composite.

enableWebServicePolicies Enable or disable multiple policies attached =~ Online
to a port of a web service application or SOA
composite.

enableWebServicePolicy Enable or disable a policy attached to a port ~ Online
of a web service application or SOA
composite.

listAvailableWebServicePolicies  Display a list of all the available OWSM Online
policies by category or subject type.

listWebServiceClientPolicies List web service client port policies Online
information for an application or SOA
composite.

listWebServicePolicies List web service port policy information for =~ Online
a web service in an application or SOA
composite.
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3.7.1 attachWebServiceClientPolicies

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure web services.

For Oracle Infrastructure Web Services, this command has been deprecated. It
is recommended that you use the at t achWSMPol i ci es command, as
described in "attachWSMPolicies". The following examples show how to
migrate to use the at t achWsMPol i ci es command.

11g Release:

w s: /w s-domai n/ server Confi g>at t achWebServi ceC i ent Pol i ci es

(' /base_domai n/serverl/jwsclient _1#1.1.0',' WsUsernameQd ient', ' wsconn',
"WesUsernaneCient',' JRFWsUser nanePort', ["oracl e/

wss_user name_t oken_client_policy","oracle/log_policy"])

12¢ Release:

w s: /w s-domai n/ server Confi g>at t achWsMPol i ci es(["oracl e/
wss_user name_t oken_client_policy","oracle/log_policy"])

Command Category: Policy Management

Use with WLST: Online

Description

Attaches multiple policies to a web service client port of an application or SOA
composite.

The pol i cyURI s are validated through the OWSM Policy Manager APlIs if the wsm
pmapplication is installed on WebLogic Server and is available.

For Java EE (W s) module types only: If the policies that you specify in this command
are already attached or exist, then this command enables the policies that are already
attached (if they are disabled), and attaches the others.

If the wsm pmapplication is not installed or is not available, this command is not
executed.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

attachWebServi ceC i entPolicies(application, nodul eO ConpNane, modul eType,
servi ceRef Name, port I nf oName, pol i cyURI's, [ subj ect Type=None] )
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Argument

Definition

application

nmodul eOr ConpNane

nmodul eType

servi ceRef Name

port | nf oName

pol i cyURI

subj ect Type

Name and path of the application for which you want to attach
OWSM client policies to the web service client port. For example, /
dommi n/ server/ appl i cati on#ver si on_nunber

To attach policies to a client port of a web service application, this
argument is required.

Name of the Web module or SOA composite (for example,
Hel | oWor | d[ 1. 0] ) for which you want to attach the policies to
the client port.

To attach policies to a client port of a SOA composite, the
composite name is required (for example, def aul t /

Hel | oWor | d[ 1. 0] ), and the npdul eType argument must be set
tosoa.

Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Note: The web and wsconn module types are deprecated for this
release.

The service reference name of the application or composite.

The client port to which you want to attach the OWSM client
policy.
The OWSM policy name URIs, for example, [ " or acl e/

I og_policy", "oracl e/
wss_user nane_t oken_client _policy"]

If the policies that you specify in this command are already
attached or exist, then this command enables the policies that are
already attached (if they are disabled), and attaches the others.

Optional. Policy subject type. Valid options are:
e P—Port. The default is P.
* O—Not supported in this release.

Examples

The following example attaches the policy or acl e/ | og_pol i cy to the client port
Hel | oWor | d_pt in the SOA composite def aul t/ Hel | oWor 1 d[ 1. 0] .

w s: /w s-domai n/ server Confi g>att achWebServi ced i ent Pol i ci es
(None, 'default/HelloWrld[1.0]"', 'soa","client',"HelloWrld pt',["oracle/

wss_user name_t oken_client_policy","oracle/log_policy"])
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The following example attaches the policies or acl e/

wss10_sam 20 _t oken_client _policyandoracl e/
wssll_message_protection_client_policy tothe client port
Upper Casel npl Port in the Java EE Web module

owsm nbean. resouce_pattern.web. C i ent JW5/ sei 2.

w s: /w s-domai n/ server Confi g>at t achWebServi ced i ent Pol i ci es
(" /W s-domai n/ Adm nServer/

CientJWs ,' owsm nbean. resouce_pattern. web. Cient JWS/
sei2','ws', " owsm mbean. resouce_pattern.web. dient JWS/
sei 2', "' Upper Casel npl Port' , ["oracl e/

wss10 sam 20 _token_client _policy", "oracl e/
wssll nessage protection_client policy"])

3.7.2 attachWebhServiceClientPolicy

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
at t achWsMPol i cy command, as described in "attachWSMPolicy". The
following examples show how to migrate to use the at t achWSMPol i cy
command.

11¢ Release:

w s:/w s-domai n/ server Confi g>at t achWebSer vi ced i ent Pol i cy

(' /base_domain/serverl/jwsclient _1#1.1.0',' WssUsernamed ient', ' wsconn',
"WssUser nameCl ient', ' JRFWssUser namePort ', "oracl e/

wss_user name_t oken_client _policy")

12c:

w s:/w s-domai n/ server Confi g>at t achWsMPol i cy(" or acl e/
wss_user name_t oken_client _policy")

Command Category: Policy Management

Use with WLST: Online

Description

Attaches an OWSM policy to a web service client port of an application or SOA
composite.

The policyURI is validated through the OWSM Policy Manager APIs if the wsm pm
application is installed on WebLogic Server and is available.

For Java EE (W s) module types only: If the PolicyURI that you specify in this
command already is attached or exists, then this command enables the policy if it is
disabled.

If the wsm pmapplication is not installed or is not available, this command is not
executed.
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Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

attachWebServi ceC i entPol i cy(application, modul eOr CorpNane, nodul eType,
servi ceRef Nane, portlnfoNanme, policyURl, [subjectType=None] )

Argument

Definition

application

nmodul eOr ConpNane

nmodul eType

servi ceRef Nane

port | nf oName

pol i cyURl

subj ect Type

Name and path of the application for which you want to attach a
policy to the web service client port. For example, / domai n/
server/ applicati on#versi on_nunber.

To attach a policy to a client port of a web service application, this
argument is required.

Name of the Web module or SOA composite (for example,
Hel | oWor | d[ 1. 0] ) for which you want to attach the policy to the
client port.

To attach a policy to a client port of a SOA composite, the
composite name is required (for example, def aul t /

Hel | oWor | d[ 1. 0] ), and the npdul eType argument must be set
to soa.

Module type. Valid options are:

* so0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Note: The web and wsconn module types are deprecated for this
release.

The service reference name of the application or composite.

The client port to which you want to attach the OWSM client
policy.

The OWSM policy name URI, for example, or acl e/
wss_user nane_t oken_client_policy"

If the policy that you specify is already attached or exists, then this
command enables the policy if it is disabled.

Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.
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Examples

The following example attaches the client policy or acl e/ | og_pol i cy to the client
port Hel | oWor | d_pt in the SOA composite def aul t/ Hel | oWor 1 d[ 1. 0] .

w s: /w s-domai n/ server Confi g>at t achWebServi ced i ent Pol i cy
(None, 'default/HelloWrld[1.0]"', soa',"client',"HelloWrld pt', oracle/log_policy")

The following example attaches the or acl e/

wss_user name_t oken_cl i ent _pol i cy client policy to the Java EE web service
client port Upper Casel npl Port of the Web module

owsm nbean. resouce_pattern. web. G i ent JW5/ sei 2. The web service is part
of the application Cl i ent JW5.

w s:/w s-donai n/ server Confi g> attachWbServi ceC ientPolicy ('/w s-domain/

Adm nServer/dientJWS' ,' owsm nbean. resouce_pattern.web. Client JWs sei 2',
"wWs',' owsm nbean. resouce_pattern.web. ClientJWs/ sei2', ' Upper Casel npl Port",
"oracl e/ wss_username_t oken_client_policy")

3.7.3 attachWebServicePolicies

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
at t achWsMPol i ci es command, as described in "attachWSMPolicies". The
following examples show how to migrate to use the at t achWsMPol i ci es
command.

11g Release:

w s:/w s-domai n/ server Confi g> attachWbServi cePol i ci es

(' /base_domai n/ server 1/ Hel | oWor | d#1_0',"j 2wbasi cPolicy',"' web',
"{http://namespace/ } WsUser nameServi ce', ' JRFWssUser namePort ',
["oracle/log_policy", "oracle/wss_usernane_t oken_service_policy"])

12¢ Release:

wl s:/w s-domai n/ server Config> attachWsMPol i ci es["oracl e/l og_policy", "oracle/
wss_user nanme_t oken_service_policy"])

Command Category: Policy Management

Use with WLST: Online

Description
Attaches multiple policies to a web service port of an application or SOA composite.

The pol i cyURI s are validated through the OWSM Policy Manager APIs if the wsm
pmapplication is installed on WebLogic Server and is available.

For Java EE (WM s) module types only: if any of the policies that you specify in this
command are already attached or exist, then this command enables the policies that
are already attached (if they are disabled), and attaches the others.
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If the wsm pmapplication is not installed or is not available, this command is not

executed.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

attach\WebServi cePol i ci es(appl i cation, modul eOr ConpNane, nodul eType, serviceNane,
subj ect Nang, pol i cyURI s, [ subj ect Type=None])

Argument

Definition

application

nodul eOr ConpNane

nmodul eType

servi ceNane

subj ect Nane

policyURl s

subj ect Type

Name and path of the application to which you want to attach the
web service policies. For example, / donai n/ ser ver/

appl i cati on#ver si on_nunber

To attach the policies to a port of a web service application, this
argument is required.

Name of the Web module or SOA composite (for example,
Hel | oWor | d[ 1. 0] ) to which you want to attach web service
policies.

To attach the policies to a port of a SOA composite, the composite
name is required (for example, def aul t/ Hel | oWor | d[ 1. 0] ),
and the nodul eType argument must be set to soa.

Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

Note: The web module type is deprecated for this release.

Name of the web service in the application or SOA composite. For
example, {http:/ /namespace/}serviceName. Note that the
namespace ({ ht t p: / / namespace/ } ) should not be included for
a SOA composite.

Name of the policy subject, port, or operation.

List of OWSM policy name URIs, for example, [ " or acl e/

| og_policy", "oracl e/

wss_user nane_t oken_servi ce_policy"]

If any of the policies that you specify are already attached or exist,
then this command enables the policies that are already attached (if
they are disabled), and attaches the others.

Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.
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Example

The following example attaches the policies ' or acl e/

bi ndi ng_aut hori zati on_denyal | _policy', 'oracle/

wss_user name_t oken_servi ce_policy' tothe port

hel | oWor | dJaxwsSoapHt t pPort of the Web module hel | oWor | dJaxws. The
Java EE web service is part of the application hel | oWor | dJaxws for the server
Admi nSer ver in the domain W s- domnai n.

w s: w s-domai n/ Server Conf i g>at t achWebSer vi cePolicies ('/w s-donain/
Adni nServer/ hel | oWor | dJaxws', ' hel | oWor | dJaxws#1! hel | oWor | dJaxws',
‘W', helloWrldlaxws', 'helloWrldJaxwsSoapHttpPort, ['oracle/
bi ndi ng_aut hori zation_denyal | _policy', 'oracle/
wss_user name_t oken_service_policy'])

3.7.4 attachWebServicePolicy

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
at t achWsMPol i cy command, as described in "attachWSMPolicy". The
following examples show how to migrate to use the at t achWsMPol i cy
command.

11g Release:

w s:/w s-domai n/ server Config> attachWhServi cePol i cy

(' /base_domai n/ server 1/ Hel | oWor | d#1_0',"j 2wbasi cPolicy',"' web',
"{http://namespace/ } WesUser nameServi ce', ' JRFWssUsernamePort', ' oracl e/
wss_user name_t oken_service_policy')

12¢ Release:

w s:/w s-domai n/ server Confi g> attachWsMPol i cy(' oracl e/
wss_user name_t oken_service_policy')

Command Category: Policy Management

Use with WLST: Online

Description
Attaches a policy to a web service port of an application or SOA composite.

The policyURI is validated through the OWSM Policy Manager APIs if the wsm pm
application is installed on WebLogic Server and is available.

For Java EE (W s) module types only: If the PolicyURI that you specify in this
command already is attached or exists, then this command enables the policy if it is
disabled.

If the wsm pmapplication is not installed or is not available, this command is not
executed.
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Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

attachWebServi cePol i cy(application, nodul eO ConpNane, nodul eType, serviceNang,
subj ect Name, policyURI, [subjectType=None])

Argument Definition

application Name and path of the application to which you want to attach a
web service policy. For example, / domai n/ server/
appl i cati on#ver si on_nunber
To attach a policy to a port of a web service application, this
argument is required.

nmodul eOr ConpNane Name of the Web module or SOA composite (for example,
Hel | oWor | d[ 1. 0] ) to which you want to attach a web service
policy.
To attach a policy to a port of a SOA composite, the composite
name is required (for example, def aul t / Hel | oWor | d[ 1. 0] ),
and the modul eType argument must be set to soa.

nodul eType Module type. Valid options are:
* so0a—SOA composite.
¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).
e w s—Java EE web services.
Note: The web module type is deprecated for this release.

servi ceNane Name of the web service in the application or SOA composite. For
example, { ht t p: / / namespace/ } ser vi ceNane. Note that the
namespace ({http:/ /namespace/}) should not be included for a

SOA composite.
subj ect Nane Name of the policy subject, port, or operation.
pol i cyURl OWSM policy name URI, for example, ' or acl e/ | og_pol i cy'
subj ect Type Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.

Examples

The following example attaches the policy or acl e/ | og_pol i cy to the port

Hel | oWor | d_pt of the service Hel | 0Ser vi ce in the SOA composite def aul t/

Hel [ oWor | d[ 1. 0] . Note that the namespace ({ ht t p: / / nanespace/ } ) should not
be included for a SOA composite.

w s:/w s-domai n/ server Confi g>att achWebSer vi cePol i cy(None, 'defaul t/
Hel loWorld[1.0]", " 'soa'," HelloService',' HelloWrld_pt', " oracle/log_policy")
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The following example attaches the policy or acl e/
wss_user name_t oken_ser vi ce_pol i cy to the port
hel | oWor | dJaxwsSoapHt t pPor t of the Java EE web service hel | oWbr | dJaxws.

w s: w s-domai n/ server Confi g> attachWebServi cePolicy ('/w s-domai n/ Adm nServer/
hel I oWor | dJaxws', ' hel | oWor | dJaxws#1! hel | oWor | dJaxws' ,

‘W', helloWrldlaxws', 'helloWrldJaxwsSoapHttpPort', 'oracle/

wss_user name_t oken_service_policy")

A web service cannot contain both a WebLogic web service policy and an Oracle web
service policy. If you have a web service with a WebLogic web service policy, you
must first detach it before attaching the Oracle web service policy. The following
example detaches the WebLogic web service policy Wspl. 2- 2007- Sani 2. 0-
Sender Vouches-Wss1. 1. xm from the port Si npl ePort in the Java EE web
service Si mpl eEj bSer vi ce and then attaches the Oracle web service policy

oracl e/ wss_usernane_t oken_service_policy.

w s: w s-domai n/ server Conf i g>det achWebSer vi cePol i cy(' /w s- donai n/ Admi nSer ver/
Si npl eJAXWS' | ' Si npl eJAXWS#1! Si npl eEj bService', "ws'," Sinpl eE bService',
"SimplePort', " policy:Wspl.2-2007- San 2. 0- Sender Vouches-Wss1. 1. xn ")

w s: w s- domi n/ server Conf i g>at t achWebSer vi cePol i cy(' /w s- domai n/ Admi nSer ver/
Si npl eJAXWS' | ' Si npl eJAXWS#1! Si npl eEj bService', "ws'," Sinpl eE bService',
"SinmplePort', 'oracle/wss _usernane_t oken_service policy')

Note:

The det achWebSer vi cePol i cy WLST command allows you to detach
WebLogic web service policies from a web service. However, you cannot use
the at t achWebSer vi cePol i cy WLST command to attach WebLogic web
service policies. To attach WebLogic web service policies to a web service, you
must use the WebLogic Administration Console.

3.7.5 attachWSMPolicies

Note:

This command applies to Oracle Infrastructure and RESTful web services. It
does not apply to Java EE web services in this release.

Command Category: Policy Management

Use with WLST: Online

Description

Within a session, attaches multiple policies, identified by specified the URIs, to the
selected policy subject.

You must start a session and select the policy set (sel ect WeMPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. However, if
att achWSMPol i ci es is issued when creating or cloning a policy set, there is no need
to select the policy set because it is already selected. If there is no current session and
no policy subject selected, an error is displayed.
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Syntax
attachWsMPol i ci es(uris)

Element Description

uris List of OWSM policy name URIs, for example, [ " or acl e/
| og_policy", "oracl e/
wss_user nanme_t oken_servi ce_policy"]

Examples

The following example attaches the policies or acl e/ | og_pol i cy and or acl e/
wss_user name_t oken_ser vi ce_pol i cy. It assumes that you have already
selected a policy subject.

w s:/w s-domai n/ server Confi g>att achWsMPol i ci es(["oracl e/l og_policy", "oraclel
wss_user nanme_t oken_service_policy"])

3.7.6 attachWSMPolicy

Note:

This command applies to Oracle Infrastructure and RESTful web services. It
does not apply to Java EE web services in this release.

Command Category: Policy Management

Use with WLST: Online

Description
Within a session, attaches a policy, identified by the specified URI, to the selected
policy subject or policy set.

You must start a session and select the policy set (sel ect W6MPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. However, if

at t achWsMPol i cy is issued when creating or cloning a policy set, there is no need to
select the policy set because it is already selected. If there is no current session and no
policy subject is selected, an error is displayed.

Syntax
attachWsMPol i cy(uri)

Argument Definition
uri OWSM policy name URI, for example, ' or acl e/ | og_pol i cy'
Examples

The following example attaches the policy or acl e/
wss_user name_t oken_ser vi ce_pol i cy. It assumes that you have already
selected a web service port, a web service client port, or a current policy set.
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wl s: /w s-domai n/ server Confi g>attachWsMPol i cy(" or acl e/
wss_user name_t oken_service_policy')

3.7.7 detachWebServiceClientPolicies

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
det achWBMPol i ci es command, as described in "detachWSMPolicies". The
following examples show how to migrate to use the det achWsMPol i ci es
command.

11g Release:

wl s: /w s-domai n/ server Confi g>det achWebServi ceC i ent Pol i ci es

(' /base_domai n/serverl/jwsclient _1#1.1.0',' WssUsernameQdient', ' wsconn',
"WsUsernaneCient', ' JRFVésUser nanePort",

["oraclel/log_policy","oracl e/ wss_username_token_client_policy"])

12¢ Release:

wl s: /w s-domai n/ server Confi g>det achWsMPol i ci es(["oracl e/l og_policy", "oracl e/
wss_user name_t oken_client_policy"])

Command Category: Policy Management

Use with WLST: Online

Description

Detaches multiple policies from a web service client port of an application or SOA
composite.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

det achWehServi ceC i ent Pol i ci es(application, nodul eOr ConpNane, modul eType,
servi ceRef Narre, port I nf oName, pol i cyURI's, [ subj ect Type=None] )

Argument Definition

application Name and path of the application for which you want to detach
multiple policies from a web service client port. For example, /
domai n/ server/ appl i cati on#ver si on_nunber

To detach multiple policies from a client port of a web service
application, this argument is required.
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Argument

Definition

nmodul eOr ConpNane

nmodul eType

servi ceRef Nanme

port | nf oName

pol i cyURl

subj ect Type

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to detach multiple policies
from a client port.

To detach multiple policies from a client port for a SOA composite,
the composite name is required (for example, def aul t/

Hel | oWor | d[ 1. 0] ), and the npdul eType argument must be set
to soa.

Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Note: The web and wsconn module types are deprecated for this
release.

The service reference name of the application or composite.

The client port from which you want to detach the OWSM client
policy.

The OWSM policy name URI, for example, or acl e/
wss_usernane_t oken_cl i ent _policy"

If the policy specified is not attached, an error message is displayed
and/or an exception is thrown.

Optional. Policy subject type. Valid options are:
® P—Port. The default is P.
* O—Not supported in this release.

Example

The following example detaches the client policies or acl e/

wss10_sam 20 _t oken_client _policy andoracl e/
wss1l_message_protection_client_policy of the port Upper Casel npl Port
of the Java EE web service module

owsm nbean. resouce_pattern.web. G i ent JW5/ sei 2.

w s: /w s- donai n/ ser ver Conf i g>det achWebSer vi ceC i ent Pol i ci es(' /W s-donai n/
Admi nServer/dient JWS ,' owsm nbean. resouce_pattern. web. i ent JWS/
sei2','ws'," owsm mbean. resouce_pattern.web. dient JWS/

sei 2'," Upper Casel npl Port',["oracl e/

non

wss10_sam 20_token_client _policy", "oracl e/
wssll nessage_protection_client_policy"])
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3.7.8 detachWebServiceClientPolicy

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
det achWsMPol i cy command, as described in "detachWSMPolicy". The
following examples show how to migrate to use the det achWsMPol i cy
command.

11g Release:

w s: /w s-domai n/ server Confi g>det achWebServi ced i ent Pol i cy

(' /base_domai n/serverl/jwsclient _1#1.1.0',' WsUsernameQd ient', ' wsconn',
"WsUsernaneCient',' JRFVésUser nanePort', "' oracl e/

wss_user name_t oken_client_policy')

12¢ Release:

wl s: /w s-domai n/ server Confi g>det achWsMPol i cy("' oracl e/
wss_user name_t oken_client_policy')

Command Category: Policy Management

Use with WLST: Online

Description

Detaches a policy from a web service client port of an application or SOA composite.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

det achWebServi ceC i ent Pol i cy(application, modul eOr ConpName, nodul eType,
servi ceRef Name, portlnfoNane, policyURl, [subjectType=None] )

Argument Definition

application Name and path of the application for which you want to detach a
policy from a web service client port. For example, / domai n/
server/ appl i cati on#versi on_nunber

To detach a policy from a client port of a web service application,
this argument is required.
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Argument Definition

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to detach the policy from a
client port.
To detach a policy from a client port of a SOA composite, the
composite name is required (for example, def aul t/
Hel | oWor I d[ 1. 0] ), and the nodul eType argument must be set
to soa.

nodul eType Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Note: The web and wsconn module types are deprecated for this

release.
servi ceRef Nanme The service reference name of the application or composite.
port | nf oNare The client port from which you want to detach the OWSM client
policy.
pol i cyURI The OWSM policy name URI, for example, or acl e/

wss_user nane_t oken_cl i ent _policy"

If the policy specified is not attached, an error message is displayed
and/or an exception is thrown.

subj ect Type Optional. Policy subject type. Valid options are:
® P—Port. The default is P.
e O—Not supported in this release.

Examples

The following example detaches the client policy or acl e/ | og_pol i cy from the
client port Hel | oWbr | d_pt in the SOA composite def aul t/ Hel | oWor | d[ 1. 0] .

wl s:/w s-domai n/ server Confi g>det achWebSer vi ceCl i ent Pol i cy( None,
"defaul t/Hel loWorld[1.0]"',"soa"," 'client"'," HelloWorld_pt', " oracle/log_policy' )

The following command detaches the client policy or acl e/
wss_user name_t oken_cl i ent _pol i cy from the client port
Upper Casel npl Port in the Java EE client module

wsm nbean. resouce_pattern. web. d i ent JWE/ sei 2.

W s:/w s-domai n/ serverConfig> detachWbServiceC ientPolicy('/w s-domain/Adni nServer/
CientJWS', 'owsmnbean.resouce_pattern.web. dientJWs/ sei2', 'ws',

"owsm nbean. resouce_pattern. web. CientJWs/ sei2', 'UpperCasel npl Port', "oracle/
wss_user name_t oken_client_policy")
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3.7.9 detachWebServicePolicies

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
det achWBMPol i ci es command, as described in "detachWSMPolicies". The
following examples show how to migrate to use the det achWsMPol i ci es
command.

11g Release:

wl s: /w s-domai n/ server Confi g>det achWebSer vi cePol i ci es

(' /base_domai n/ server 1/ Hel | oWor | d#1_0',"j 2wbasi cPolicy',"' web',
"{http://namespace/ } WsUser nameServi ce', ' JRFWssUser namePort ',
["oracl e/l og_policy","oracl e/ wss_username_t oken_service_policy"])

12¢ Release:

wl s:/w s-domai n/ server Confi g>det achWsMPol i ci es(["oracl e/l og_policy", "oracl e/
wss_user nanme_t oken_service_policy"])

Command Category: Policy Management

Use with WLST: Online

Description

Detaches multiple OWSM policies from a web service port of an application or SOA
composite.

If the wsm pmapplication is not installed or is not available, this command is not
executed.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

det achWebSer vi cePol i ci es(appl i cation, modul eOr ConpNane, nodul eType, serviceNane,
subj ect Nane, policyURls, [ subj ect Type=None])

Argument Definition

application Name and path of the application from which you want to detach
the web service policies. For example, / domai n/ server/
appl i cati on#ver si on_numnber

To detach policies from a port of a web service application, this
argument is required.
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Argument

Definition

nmodul eOr ConpNane

nmodul eType

servi ceNane

subj ect Nane

policyURl s

subj ect Type

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) from which you want to detach the web service
policies.

To detach policies from a port of a SOA composite, the composite
name is required (for example, def aul t/ Hel | oWor | d[ 1. 0] ),
and the nodul eType argument must be set to soa.

Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

Note: The web module type is deprecated for this release.

Name of the web service in the application or SOA composite. For
example, {http://namespace/}serviceName. Note that the
namespace ({http://namespace/}) should not be included for a
SOA composite.

Name of the policy subject, port, or operation.

List of OWSM policy name URIs, for example, [ " or acl e/
| og_policy", "oracl e/
wss_user nane_t oken_servi ce_policy"]

If a policyURI specified is not attached, an error message is
displayed and/or an exception is thrown.

Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.

Example

The following example detaches the policies " or acl e/

bi ndi ng_aut hori zati on_denyal | _policy", "oracle/

wss_user name_t oken_servi ce_pol i cy" from the port

hel | oWor | dJaxwsSoapHt t pPort of the Java EE Web module hel | oWbr | dJaxws.
The web service is part of the application hel | oWr | dJaxws for the server

Adm nSer ver in the domain W s- donai n.

w s:/w s- domai n/ server Conf i g>det achWebSer vi cePol i cies ('/w s-domai n/
Adnmi nServer/ hel | oWor |l dJaxws' , ' hel | oWor | dJaxws#1! hel | oWor | dJaxws',
"ws', " hell oWorldlaxws', 'helloWrldJaxwsSoapHttpPort', ["oracle/
bi ndi ng_aut hori zation_denyal | _policy", "oracle/

wss_user name_t oken_service_policy"])
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3.7.10 detachWebServicePolicy

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
det achWsMPol i cy command, as described in "detachWSMPolicy". The
following examples show how to migrate to use the det achWsMPol i cy
command.

11g Release:

w s:/w s-domai n/ server Confi g>det achWebSer vi cePol i cy(' / base_domai n/ server 1/
Hel | oWor | d#1_0', "' j 2wbasi cPolicy', ' web', ' {http://
nanespace/ } 6sUser naneServi ce' , ' JRFWssUser nanePort ', ' oracl e/

wss_user name_t oken_service_policy')

12¢ Release:

wl s: /w s-domai n/ server Confi g>det achWsMPol i cy("' oracl e/
wss_user name_t oken_service_policy')

Command Category: Policy Management

Use with WLST: Online

Description

Detaches an OWSM policy from a web service port of an application or SOA
composite.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

det achWebSer vi cePol i cy(application, nodul eOr ConpNarme, nodul eType, serviceNang,
subj ect Nane, policyURl, [subjectType=None])

Argument Definition

application Name and path of the application from which you want to detach a
web service policy. For example, / domai n/ server/
appl i cati on#ver si on_numnber

To detach a policy from a port of a web service application, this
argument is required.
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Argument Definition

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) from which you want to detach a web service
policy.
To detach a policy from a port of a SOA composite, the composite
name is required (for example, def aul t/ Hel | oWor | d[ 1. 0] ),
and the nodul eType argument must be set to soa.

nodul eType Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

Note: The web module type is deprecated for this release.

servi ceNane Name of the web service in the application or SOA composite. For
example, {http://namespace/}serviceName. Note that the
namespace ({http://namespace/}) should not be included for a

SOA composite.
subj ect Nane Name of the policy subject, port, or operation.
pol i cyURI OWSM policy name URI, for example, ' or acl e/ | og_pol i cy"

If the policy specified is not attached, an error message is displayed
and/or an exception is thrown.

subj ect Type Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.

Examples

The following example detaches the policy or acl e/ | og_pol i cy from the port

Hel | oWor | d_pt of the service Hel | 0Ser vi ce in the SOA composite def aul t/

Hel [ oWor | d[ 1. 0] . Note that the namespace ({ ht t p: / / nanespace/ } ) should not
be included for a SOA composite.

wl s:/w s-domai n/ server Confi g>det achWebSer vi cePol i cy(None, 'defaul t/HelloWrld[1.0]",
"soa', ' HelloService',  HelloWrld_pt', oracle/log_policy")

The following example detaches the policy or acl e/

wss_user name_t oken_servi ce_pol i cy from the port

hel | oWor | dJaxwsSoapHt t pPort of the service hel | oWbr | dJaxws in the Java EE
web service W s- domai n/ Admi nServer/ hel | oWor | dJaxws.

wl s:/w s- domai n/ server Confi g>det achWebSer vi cePol i cy

(" /w s-domai n/ Admi nServer/ hel | oWr | dJaxws', " hel | oWor | dJaxws#1! hel | oWor | dJaxws',
"wWs'," hell oWrldlaxws', 'helloWrldJaxwsSoapHttpPort', 'oracle/

wss_user name_t oken_service_policy')
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3.7.11 detachWSMPolicies

Note:

This command applies to Oracle Infrastructure and RESTful web services. It
does not apply to Java EE web services in this release.

Command Category: Policy Management

Use with WLST: Online

Description

Within a session, detaches multiple policies, identified by an array of URIs or index
values, from the selected policy subject.

You must start a session and select the policy set (sel ect WBMPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. If there is no
current session and no policy subject selected, an error is displayed.

Syntax
det achWsMPol i ci es(uri s)

Argument Definition

uris Array of URIs or index values specifying the policies to detach
from a policy subject. For example, [ " or acl e/
| og_policy", "oracl e/
wss_user nanme_t oken_servi ce_policy"]

If the specified policy URIs are not attached, an error message is
displayed and/or an exception is thrown.

Examples

The following example detaches the OWSM logging policy and username token
service policy from the current policy subject:

wl s:/w s-domai n/ server Confi g>det achWsMPol i ci es(["oracl e/l og_policy", "oracl e/
wss_user nanme_t oken_service_policy"])

The following example uses the index values of the OWSM logging policy and
username token service URIs to detach them from the current policy subject

w s: /w s-domai n/ server Confi g>det achWsMPol i cies('1','3")

3.7.12 detachWSMPolicy

Note:

This command applies to Oracle Infrastructure and RESTful web services. It
does not apply to Java EE web services in this release.
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Command Category: Policy Management

Use with WLST: Online

Description

Within a session, detaches a policy, identified by the specified URI or index value,
from the selected policy subject.

You must start a session and select the policy set (sel ect WBMPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. If there is no
current session and no policy subject selected, an error is displayed

Issuing this command outside of a session containing a policy subject that is being
created or modified will result in an error.

Syntax
det achWSMPol i cy(uri)

Argument Definition

uri URI or index value specifying the policy to detach from a policy
subject. For example, * or acl e/ | og_policy'.
If the specified policy URI is not attached, an error message is
displayed and/or an exception is thrown.

Examples

The following example detaches the OWSM logging policy from the current policy
subject.

w s:/w s-domai n/ server Confi g>det achWsMPol i cy("' oracl e/l og_policy')

The following example uses the index value of the OWSM logging policy's URI to
detach it from the current policy subject.

wl s:/w s-domai n/ server Confi g>det achWsMPol i cy(' 1')
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3.7.13 enableWebServiceClientPolicies

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
enabl eWBMPol i ci es command, as described in "enableWSMPolicies". The
following examples show how to migrate to use the enabl eWsMPol i ci es
command.

11g Release:

w s: /w s-domai n/ server Confi g>enabl eWebServi ceC i ent Pol i ci es

(' /base_domai n/serverl/jwsclient _1#1.1.0',' WsUsernameQd ient', ' wsconn',
"WsUsernaneClient',' JRFVésUser nanePort",

["oracle/log_policy", "oracle/wss_usernane_token_client_policy"], true)

12¢ Release:

w s: /w s-domai n/ server Confi g>enabl eWsMPol i ci es(["oracl e/l og_policy", "oraclel
wss_user name_t oken_client_policy"], true)

Command Category: Policy Management

Use with WLST: Online

Description

Enables or disables multiple policies of a web service client port of an application or
SOA composite.

Note:

Policy changes made using this WLST command are only effective after you
restart your application

Syntax

enabl eWebServi ceC i ent Pol i ci es(application, nodul eOr ConpNane, modul eType,
servi ceRef Nare, port I nf oName, pol i cyURI s, [ enabl e], [ subj ect Type=None] )

Argument Definition

application Name and path of the application for which you want to enable or
disable multiple policies of a web service client port. For
example, / domai n/ server/ appl i cati on#ver si on_nunber

To enable or disable multiple policies of a client port of a web
service application, this argument is required.
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Argument

Definition

nmodul eOr ConpNane

nmodul eType

servi ceRef Nanme

port | nf oName

policyURl s

enabl e

subj ect Type

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to enable or disable multiple
policies of a client port.

To enable or disable multiple policies of a client port for a SOA
composite, the composite name is required (for example,

defaul t/ Hel | oWor 1 d[ 1. 0] ), and the nodul eType argument
must be set to soa.

Module type. Valid options are:

¢ s0a—SOA composite.

e web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e W s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Note: The web and wsconn module types are deprecated for this
release.

The service reference name of the application or composite.

The name of the client port to which you want to attach the OWSM
client policies.

The list of OWSM policy name URIs, for example, [ " or acl e/
| og_policy", "oracl e/
wss_user nanme_t oken_client_policy"].

Optional. Specifies whether to enable or disable the policies. Valid
options are:

¢ true—Enables the policy. The defaultist r ue.

¢ fal se—Disables the policy.

If you omit this argument, the policies are enabled.

Optional. Policy subject type. Valid options are:
e P—Port. The default is P.
* O—Not supported in this release.

Example

The following example enables the client policies or acl e/

wss10_sam 20 _t oken_client _policy andoracl e/
wss1l_message_protection_client_policy of the port Upper Casel npl Port
of the Java EE web service module

owsm nbean. resouce_pattern. web. G i ent JW5/ sei 2.

w s: /w s- donai n/ ser ver Conf i g>enabl eWebSer vi ceC i ent Pol i cies(' /W s-domai n/
Adm nServer/dientJWS ,' owsm nbean. resouce_pattern. web. O i ent JWs/
sei2','ws'," owsm mbean. resouce_pattern.web. dient JWS/

sei 2", "' Upper Casel npl Port' , ["oracl e/
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wss10 sam 20 _token_client _policy", "oracl e/
wssll nessage protection_client policy"], true)

3.7.14 enableWebhServiceClientPolicy

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
enabl eWsMPol i cy command, as described in "enableWSMPolicy". The
following examples show how to migrate to use the enabl eWsMPol i cy
command.

11g Release:

w s:/w s-domai n/ server Confi g>enabl eWebSer vi ced i ent Pol i cy

(' /base_domai n/serverl/jwsclient _1#1.1.0',' WssUsernamed ient', ' wsconn',
"WesUsernanmeClient',' JRFWssUsernamePort', "oracl e/

wss_user name_t oken_client_policy",true)

12¢ Release:

w s: /w s-domai n/ server Confi g>enabl eWsMPol i cy(" or acl e/
wss_user name_t oken_client_policy",true)

Command Category: Policy Management

Use with WLST: Online

Description

Enables or disables a policy of a web service client port of an application or SOA
composite.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

enabl eWebServi ceC i ent Pol i cy(appl i cation, modul eOr ConpName, nodul eType,
servi ceRef Name, port | nf oName, pol i cyURI, [ enabl e], [ subj ect Type=None] )

Argument Definition

application Name and path of the application for which you want to enable or
disable a policy of a web service client port. For example, /
donmai n/ server/ appl i cati on#ver si on_nunber

To enable or disable a policy of a client port of a web service
application, this argument is required.
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Argument

Definition

nmodul eOr ConpNane

nmodul eType

servi ceRef Nanme

port | nf oName

pol i cyURl

enabl e

subj ect Type

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to enable or disable a policy
of a client port.

To enable or disable a policy of a client port for a SOA composite,
the composite name is required (for example, def aul t /

Hel | oWor I d[ 1. 0] ), and the nodul eType argument must be set
to soa.

Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e W s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.

Note: The web and wsconn module types are deprecated for this
release.

The service reference name of the application or composite.

The name of the client port to which you want to attach the OWSM
client policy.

The OWSM policy name URI, for example, or acl e/
wss_user nane_t oken_cl i ent _policy"

Optional. Specifies whether to enable or disable the policy. Valid
options are:

¢ true—Enables the policy. The defaultist r ue.

e fal se—Disables the policy.

If you omit this argument, the policy is enabled.

Optional. Policy subject type. Valid options are:
e P—Port. The default is P.
* O—Not supported in this release.

Examples

The following example enables the client policy or acl e/ | og_pol i cy of the client
port Hel | oWor | d_pt in the SOA composite def aul t/ Hel | oWor 1 d[ 1. 0] .

w s: /w s-domai n/ server Confi g>enabl e\WebSer vi ceCl i ent Pol i cy( None,
"defaul t/Hel loWrld[1.0]',"soa"," 'client',  HelloWrld_pt', " oraclel/log_policy")

The following example disables the client policy or acl e/ | og_pol i cy of the client
port Hel | oWor | d_pt in the SOA composite def aul t/ Hel | oWbr 1 d[ 1. 0] .

w s: /w s-domai n/ server Confi g>enabl e\WebSer vi ceCl i ent Pol i cy( None,
"defaul t/Hel loWorld[1.0]"',"soa", ' client', " HelloWrld_pt','oracle/log_policy', false)
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The following example disables the client policy or acl e/

wss_user name_t oken_cl i ent _pol i cy on the client port Upper Casel npl Port
in the Java EE Web module owsm nbean. r esouce_pattern. web. d i ent JW&/
sei 2.

w s: /w s- donmi n/ ser ver Conf i g>enabl eWebSer vi ceC i ent Pol i cy(' /w s- donai n/
Adm nServer/dientJWS' , 'owsm nbean.resouce pattern.web. dient JWS sei 2",
"w's', 'owsmnbean.resouce pattern.web.dientJWS sei2',

" Upper Casel npl Port', "oracl e/wss_usernane_token_client_policy", false)

3.7.15 enableWebServicePolicies

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
enabl eWsMPol i ci es command, as described in "enableWSMPolicies". The
following examples show how to migrate to use the enabl eWSMPol i ci es
command.

11g Release:

w s:/w s-domai n/ server Confi g> enabl eWebServi cePol i ci es

(' /base_domai n/ server 1/ Hel | oWor | d#1_0',"j2wbasi cPolicy',"' web',
"{http://namespace/ } WsUser nameServi ce', ' JRFWssUsernamePort ', [ "oracl e/
log_policy", "oracl e/ wss_username_token_service_policy"],true)

12¢ Release:

wl s: /w s-domai n/ server Confi g> enabl eWSMPol i ci es(["oracl e/l og_policy","oracle/
wss_user nane_t oken_servi ce_policy"], true)

Command Category: Policy Management

Use with WLST: Online

Description

Enables or disables multiple policies attached to a port of a web service application or
SOA composite.

If the pol i cyURI s that you specify in this command are not attached to the port, an
error message is displayed and/or an exception is thrown.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

enabl eWebSer vi cePol i ci es(appl i cation, modul eOr ConpNane, nodul eType, serviceNane,
subj ect Nane, policyURl's, [enabl €], [ subject Type=None] ))

3-76 WLST Command Reference for Infrastructure Components



Policy Management Commands

Argument Definition

appl i cation Name and path of the application for which you want to enable the
web service policies. For example, / donai n/ ser ver/
appl i cati on#ver si on_nunber

To enable policies that are attached to a port of a web service
application, this argument is required.

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to enable web service
policies.
To enable policies that are attached to a port of a SOA composite,
the composite name is required (for example, def aul t/
Hel | oWor | d[ 1. 0] ), and the npdul eType argument must be set
to soa.

nodul eType Module type. Valid options are:

* s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

Note: The web module type is deprecated for this release.

servi ceNane Name of the web service in the application or SOA composite.For
example, (htt p: / / nanespace/ } ser vi ceNare. Note that the
namespace ({http://namespace/}) should not be included for a

SOA composite.
subj ect Nane Name of the policy subject, port, or operation.
pol i cyURl' s List of OWSM policy name URIs, for example, [ " or acl e/

| og_policy", "oracl e/
wss_user nane_t oken_servi ce_policy"]

If the pol i cyURI s that you specify are not attached, an error
message is displayed and/or an exception is thrown.

enabl e Optional. Specifies whether to enable or disable the policies. Valid
options are:
¢ true—Enables the policies. The defaultist r ue.
e fal se—Disables the policies.
If you omit this argument, the policies are enabled.

subj ect Type Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.

Example

The following example disables the policies [ " or acl e/

bi ndi ng_aut hori zati on_denyal | _policy", "oracl e/

wss_user name_t oken_servi ce_pol i cy"] attached to the port

hel | oWor I dJaxwsSoapHt t pPort of the Web module hel | oWor | dJaxws#1!
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hel I oWr | dJaxws. The web service is part of the application hel | oWr | dJaxws
for the server Admi nSer ver in the domainw s- domai n.

w s:/w s- donai n/ server Conf i g>enabl eWebSer vi cePol icies ('/w s-domain/
Adni nServer/ hel | oWor | dJaxws', ' hel | oWor | dJaxws#1! hel | oWor | dJaxws',
‘W', helloWrldlaxws', 'helloWrldJaxwsSoapHttpPort', ["oracle/
bi ndi ng_aut hori zation_denyal | _policy", "oracle/

wss_user nane_t oken_service_policy"], false)

3.7.16 enableWebServicePolicy

Note:

Use this command for Java EE Web Services (or clients) only. It has been
deprecated for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, it is recommended that you use the
enabl eWSMPol i cy command, as described in "enableWSMPolicy". The
following examples show how to migrate to use the enabl eWsMPol i cy
command.

11g Release:

w s: /w s-domai n/ server Confi g>enabl e\WehSer vi cePol i cy

(' /base_domai n/ server 1/ Hel | oWor | d#1_0',"j 2wbasi cPolicy',"' web',
"{http://namespace/ } WssUser nanmeServi ce', ' JRFWssUsernamePort', "oracl e/
WsS_user nane_t oken_servi ce_policy", true)

12¢ Release:

w s: /w s-domai n/ server Confi g>enabl eWWsMPol i cy(" or acl e/
wss_user name_t oken_service_policy",true)

Command Category: Policy Management

Use with WLST: Online

Description

Enables or disables a policy attached to a port of a web service application or SOA
composite.

If the policy that you specify in this command is not attached to the port, an error
message is displayed and/or an exception is thrown.

Note:

Policy changes made using this WLST command are only effective after you
restart your application.

Syntax

enabl eWebSer vi cePol i cy(application, nodul eOr ConpNarme, nodul eType, serviceNang,
subj ect Nane, policyURl, [enable], [subjectType=None] ))
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Argument

Definition

application

nmodul eOr ConpNane

nmodul eType

servi ceNane

subj ect Nane

pol i cyURI

enabl e

subj ect Type

Name and path of the application for which you want to enable a
web service policy. For example, / donai n/ ser ver/
appl i cati on#ver si on_nunber

To enable a policy that is attached to a port of a web service
application, this argument is required.

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to enable a web service
policy.

To enable a policy that is attached to a port of a SOA composite,
the composite name is required (for example, def aul t /

Hel | oWor | d[ 1. 0] ), and the npodul eType argument must be set
to soa.

Module type. Valid options are:

* s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

Note: The web module type is deprecated for this release.

Name of the web service in the application or SOA composite. For
example, (htt p: / / nanespace/ } ser vi ceNare. Note that the
namespace ({http://namespace/}) should not be included for a
SOA composite.

Name of the policy subject, port, or operation.

OWSM policy name URI, for example, ' or acl e/ | og_pol i cy"

If the policy that you specify is not attached, an error message is
displayed and/or an exception is thrown.

Optional. Specifies whether to enable or disable the policy. Valid
options are:

* true—Enables the policy. The defaultis t r ue.

e fal se—Disables the policy.

If you omit this argument, the policy is enabled.

Optional. Policy subject type. Valid options are:

e P—Port. The default is P.
* O—Not supported in this release.

Examples

The following example enables the policy or acl e/ | og_pol i cy attached to the port
Hel | oWbr | d_pt for the service Hel | 0Ser vi ce in the SOA composite def aul t /
Hel | oWor | d[ 1. O] . Note that the namespace ({ ht t p: / / nanespace/ } ) should not
be included for a SOA composite.

w s:/w s-domai n/ server Confi g>enabl eWebSer vi cePol i cy(None, 'defaul t/HelloWrld[1.0]",
"soa', ' HelloService',  Hellowrld_pt', oraclel/log_policy")
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The following example disables the policy or acl e/ | og_pol i cy attached to the port
Hel [ oWor | d_pt for the service Hel | oSer vi ce in the SOA composite def aul t/
Hel [ owor I d[ 1. O] . Note that the namespace ({ ht t p: / / nanespace/ } ) should not
be included for a SOA composite.

w s:/w s-domai n/ server Confi g>enabl eWebSer vi cePol i cy(None, 'default/HelloWrld[1.0]",
"soa', ' HelloService',"' Hel loWrld_pt',"oracle/log_policy',false)

The following example disables the policy or acl e/

wss_user name_t oken_ser vi ce_pol i cy attached to the port

hel | oWor | dJaxwsSoapHt t pPort for the service hel | oWor | dJaxws in the Java EE
web service W s- donmai n/ Adm nSer ver/ hel | oWor | dJaxws

w s:/w s- donai n/ domai nRunt i me> enabl eWebSer vi cePolicy ('/w s-domain/
Adni nServer/ hel | oWor | dJaxws', ' hel | oWor | dJaxws#1! hel | oWor | dJaxws',
‘W', helloWrldlaxws', 'helloWrldJaxwsSoapHttpPort', 'oracle/
wss_user nane_t oken_servi ce_policy', false)

3.7.17 enableWSMPolicies

Note:

This command applies to Oracle Infrastructure and RESTful web services. It
does not apply to Java EE web services in this release.

Command Category: Policy Management

Use with WLST: Online

Description

Within a session, enables or disables multiple policy attachments, identified by the
specified URIs, that are attached to a policy subject.

You must start a session and select the policy set (sel ect WeMPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. However, if
enabl eWSMPol i ci es is issued when creating or cloning a policy set, there is no need
to select the policy set because it is already selected.

If the optional enabl e argument is not specified, this command enables the policy
attachment by default. If the policy URIs that you specify in this command are not
attached to the port, an error message is displayed and/or an exception is thrown.

Syntax

enabl eWsMPol i ci es(uris, [enabl e=true]))

Argument Definition

uris List of OWSM policy name URIs, for example, [ " or acl e/
| og_policy", "oracl e/
wss_user nane_t oken_servi ce_policy"]

If the pol i cyURI s that you specify are not attached, an error
message is displayed and/or an exception is thrown.
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Argument Definition

enabl e Optional. Specifies whether to enable or disable the policy
attachments. Valid options are:

* true—Enables the specified policy attachments. The default is
true.

e fal se—Disables the specified policy attachments.

If you omit this argument, the policies are enabled.

Examples

The following example enables the policies [ " or acl e/ | og_pol i cy", "oracl e/
wss_user name_t oken_servi ce_pol i cy"] attached to the port

JRFWsUser nanePor t of the Web module WssUser naneSer vi ce. The web service
is part of the application Hel | oWor | d#1_0 for the server ser ver 1 in the domain
base donai n.

wl s:/w s-domai n/ server Confi g>enabl eWsMPol i ci es(["oracl e/l og_policy","oracle/
wss_user name_t oken_service_policy"],true)

3.7.18 enableWSMPolicy

Note:

This command applies to Oracle Infrastructure and RESTful web services. It
does not apply to Java EE web services in this release.

Command Category: Policy Management

Use with WLST: Online

Description

Within a session, enables or disables a policy attachment, identified by a specified URI,
that is attached to a policy subject.

You must start a session and select the policy set (sel ect W6MPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. However, if
enabl eWSMPol i cy is issued when creating or cloning a policy set, there is no need to
select the policy set because it is already selected.

If the optional enabl e argument is not specified, this command enables the policy
attachment by default. If the policyURIs that you specify in this command are not
attached to the port, an error message is displayed and/or an exception is thrown.

Syntax
enabl eWsMPol i cy(uri, [ enabl e=true])

Argument Definition

uri URI specifying the policy attachment within the policy set.
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Argument Definition

enabl e Optional. Specifies whether to enable or disable the policy attachment
specified by the URI in the policy set. Valid options are:

* true—Enables the specified policy attachment in the policy set.
The defaultist r ue.

e fal se—Disables specified policy attachment in the policy set.

If you omit this argument, the policy set attachment is enabled.

Examples

The following example enables the policy or acl e/

wss_user name_t oken_ser vi ce_pol i cy attached to the port

JRFWsUser namePor t of the Web module WsUser naneSer vi ce. The web service
is part of the application Hel | oWor | d#1_0 for the server ser ver 1 in the domain
base donai n.

wl s:/w s-domai n/ server Confi g>enabl eWsMPol i cy(" or acl e/
wss_user name_t oken_service_policy",true)

The following example enables the policy or acl e/ | og_pol i cy attached to the port
Hel | oWbr | d_pt for the service Hel | 0Ser vi ce in the SOA composite def aul t/
Hel | owor i d[ 1. 0] .

w s: /w s-domai n/ server Confi g>enabl eWsMPol i cy(' oracl e/l og_policy')

The following example disables the policy or acl e/ | og_pol i cy attached to the port
Hel | oWor | d_pt for the service Hel | 0Ser vi ce in the SOA composite def aul t/
Hel | owor i d[ 1. 0] .

w s: /w s- domai n/ server Confi g>enabl eWsMPol i cy(' oracl e/l og_policy',fal se)

3.7.19 listAvailableWebServicePolicies

Command Category: Policy Management

Use with WLST: Online

Description

Displays a list of all the available OWSM policies by category or subject type.

Syntax

I'i st Avai | abl eWebSer vi cePol i ci es([ category], [ subject])

Argument Definition
cat egory Optional. The policy category, for example,: ' security’,
' managenent ' .
subj ect Optional. The policy subject type, for example,:' server' or'client'.
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Example

The following example lists all the available OWSM server security policies in the
domain.

w s:/w s-domai n/ server Confi g>l i st Avai | abl eWebServi cePol i ci es(' security','server')

3.7.20 listWebServiceClientPolicies

Command Category: Policy Management

Use with WLST: Online

Description
Lists web service client port policies information for an application or SOA composite.

The output will display the web service client/reference port name, the OWSM
policies it has attached to it and details about each attachment such as the policy
category, status, the source of the policy attachment, any policy override properties (if
applicable), and if the policy is in effect for the subject. It also displays if the policy
subject is secure. For example:

test-port:

URl =or acl e/ wss_user name_t oken_client_policy, category=security, policy-status=enabled
source=local policy set; reference-status=enabl ed; effective=true

The policy subject is secure in this context.

Syntax

I'i st\WebServiceC ientPolicies(application, nmodul eO CompNane, nodul eType,
servi ceRef Name, port | nf oName)

Argument Definition

application Name and path of the application for which you want to list the
web service client port policy information. For example, / domai n/
server/ applicati on#versi on_nunber
To list the client port policy information for a web services
application, this argument is required.

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to list the web services port
policy information.

To list the client port policy information for a SOA composite, the
composite name is required (for example, def aul t /

Hel | oWor I d[ 1. 0] ), and the nodul eType argument must be set
to soa.

nodul eType Module type. Valid options are:
* s0a—SOA composite.
* web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).
¢ w s—Java EE web services.

e wsconn—Use with a connection-based web service client such
as an ADF DC web service client, ADF JAX-WS Indirection
Proxy, or WebCenter client.
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Argument Definition
servi ceRef Nane The service reference name of the application or composite.
por t | nf oNane The client port name.

Example

The following example lists the web service client port policy information for the
application j wscl i ent _1#1. 1. O for the server ser ver 1 in the domain
base_donai n. In this example, the Web module name is WssUser nameC i ent, the
module type is wsconn, the service reference name is WsUser nanmed i ent, and the
client port name is JRFWsUser nanmePor t .

W s:/w s-domai n/ server Confi g>l i st WebServiced ientPolicies
(' /base_domai n/serverl/jwsclient _1#1.1.0',' WssUsernamed ient', ' wsconn',
"WsUsernaned ient', ' JRFWssUser nanePort")

3.7.21 listWebServicePolicies

Command Category: Policy Management

Use with WLST: Online

Description

Lists web service policy information for a web service port in an application or SOA
composite.

The output will display the web service port name, the OWSM policies it has attached
to it and details about each attachment such as the policy category, status, the source
of the policy attachment, any policy override properties (if applicable), and if the
policy is in effect for the subject. It also displays if the policy subject is secure. For
example:

Cal cul atorPort:

URI ="oracl e/ wss_user name_t oken_servi ce_pol i cy", category=security, policy-
st at us=enabl ed;

source=local policy set; reference-status=enabl ed; effective=true

The policy subject is secure in this context.

Syntax
|'i st WebServi cePol i ci es(application, modul eOr ConpNane, nodul eType, servi ceName, subj ect Nam
e)
Argument Definition
application Name and path of the application for which you want to list the

web services port policy information. For example, / domai n/
server/ applicati on#versi on_nunber

To list the port policy information for a web service application,
this argument is required.
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Argument Definition

nodul eOr ConpNane Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to list the web services port
policy information.
To list the port policy information for a SOA composite, the
composite name is required (for example, def aul t/
Hel | oWor I d[ 1. 0] ), and the npodul eType argument must be set
to soa.

nodul eType Module type. Valid options are:

¢ s0a—SOA composite.

¢ web—Oracle Infrastructure web services packaged as a Web
module (including an EJB).

e w s—Java EE web services.

servi ceNane Name of the web service in the application or SOA composite for
which you want to list the port policy information. For example,
{http:// nanespace/ } ser vi ceName. Note that the namespace
(fhttp:/ /namespace/}) should not be included for a SOA
composite.

subj ect Nane Policy subject, port, or operation name.

Examples

The following example lists the web service policy information for the port
Cal cul at or Por t in the application j axwsej b30ws. In this example, the Web
module name is j axwsej b, and the service name is Cal cul at or Ser vi ce.

w s:/w s-domai n/ server Confi g>l i st WebSer vi cePol i cies ('/base_domai n/ Adni nServer/
jaxwsej b30ws' , " jaxwsejb', " web', '{http://namespace/}Cal cul ator Service',
"CalculatorPort')

The following example lists the port policy information for the SOA composite

def aul t/ Hel | oWor | d[ 1. 0] . Note that the nodul eType is set to SOA, the service
name is Hel | oSer vi ce, and the subject is a port named Hel | oWor | d_pt . Note that
the namespace ({ ht t p: / / namespace/ } ) should not be included for a SOA
composite.

w s:/w s-domai n/ server Confi g>l i st WebSer vi cePol i ci es (None, 'default/
Hel loWrld[1.0]', 'soa', 'HelloService', 'HelloWwrld_pt')
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3.7.22 setWebServicePolicyOverride

Note:

This command has been deprecated for Oracle Infrastructure Web Services. It
is recommended that you use the set WMPol i cyOver ri de command, as
described in "setWSMPolicyOverride".

This command does not apply to Java EE web services.

The following examples show how to migrate to use the
set WBMPol i cyOverri de command.

11g Release:

wls:/jrfServer_domain/ serverConfig> set WebServi cePol i cyQverride ('/
base_domai n/ server 1/ Hel | oWor | d#1_0',"j 2wbasi cPolicy', "web', '{http://
namespace/ } WssUser nameSer vi ce' , ' JRFWssUser namePort', 'oracl e/

wss_user name_t oken_service_policy', 'reference.priority', '10")

12c¢ Release (for repository and policy subject operations):

wls:/jrfServer_domain/ serverConfig> set WsMPol i cyQverride (' oracl e/
wss_user name_t oken_service_policy', 'reference.priority', '10")

Command Category: Policy Management

Use with WLST: Online

Description

Configures the web service port policy override properties of an application or SOA
composite.

Syntax

set WebSer vi cePol i cyOverride(application, nodul eOr ConpName, nodul eType, servi ceNang,
port Nane, pol i cyURI, properti es)

Argument Definition

appl i cation Name and path of the application for which you want to override
the web service port policy. For example, / domai n/ ser ver/
appl i cati on#ver si on_nunber

To override properties on a policy attached to a port of a web
service application, this argument is required.
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Argument

Definition

nmodul eOr ConpNane

nmodul eType

servi ceNane

subj ect Nane

pol i cyURl

properties

Name of the Web module or SOA composite (for example,
HelloWorld[1.0]) for which you want to override a web service
port policy.

To override properties on a policy attached to a SOA composite,
the composite name is required (for example, def aul t /

Hel | oWor I d[ 1. 0] ), and the nodul eType argument must be set
to soa.

Module type. The valid option is web—Oracle Infrastructure web
services packaged as a Web module (including an EJB).

Note: The module type W s is not supported.

Name of the web service in the application or SOA composite. For
example, {htt p: / / nanespace/ } ser vi ceNare. Note that the
namespace ({http://namespace/}) should not be included for a
SOA composite.

Name of the policy subject, port, or operation.

OWSM policy name URI, for example, * or acl e/ | og_pol i cy' to
which the override properties will be applied.

If the policy specified is not attached, an error message is displayed
and/or an exception is thrown.

Policy override properties. Properties must be specified using the
following format:

[ ("nane", "val ue")]
For example: [ (" myprop", "myval ") ]

If this argument is set to None, then all policy overrides are
removed.

Examples

The following example configures the override properties for the policy or acl e/
wss10_nessage_pr ot ecti on_servi ce_pol i cy for the port

JRFWsUser namePor t of the Web module V6sUser naneSer vi ce. The web service
is part of the application Hel | oWor | d#1_0 for the server ser ver 1 in the domain

base_domai n.

w s:/w s-domai n/ server Confi g>set WebSer vi cePol i cyOverride ('/base_domain/server1/
Hel | oWorl d#1_0',"'j 2wbasi cPolicy', '"web', '{http://

nanespace/ } WesUser naneServi ce', ' JRFWssUsernanePort', "oracl e/

wss10_message_prot ection_service_policy", [("keystore.sig.csf.key","sigkey")])
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3.7.23 setWSMPolicyOverride

Note:

For direct policy attachments, this command applies to Oracle Infrastructure
and RESTful web services only. For configuration overrides on policy
references within a policy set, this command also applies to Java EE web
services. For more information about configuration overrides in policy sets,
see "Overriding Configuration Properties for Globally Attached Policies Using
WLST" in Oracle Fusion Middleware Securing Web Services and Managing Policies
with Oracle Web Services Manager.

The | ocal . policy.reference. sour ce property is for informational
purposes only, to identify the source of the direct policy attachment, and
should not be overridden. For more information, see "Determining the Source
of Policy Attachments" in Oracle Fusion Middleware Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Command Category: Policy Management

Use with WLST: Online

Description

Within a session, adds a configuration override, described by a nane-val ue pair, to a
policy identified by the specified URI and attached to the policy set document or
policy subject. The val ue argument is optional. If the val ue argument is omitted, the
property specified by the name argument is removed from the policy subject. If the
property specified by the name argument already exists and a val ue argument is
provided, the current value is overwritten by the new value.

You must start a session and select the policy set (sel ect WBMPol i cySet ) or policy
subject (sel ect WBMPol i cySubj ect ) before initiating the command. If there is no
current session and no policy subject selected, an error is displayed.

Syntax

set WBMPol i cyOverride(uri, name, val ue)

Argument Description

uri String representing the policy URIL. For example, ' or acl e/
wss10_sanl _t oken_service_policy', to which the override
properties will be applied.

name String representing the name of the override property. For example:
["reference.priority']

val ue Optional. String representing the value of the property. If this
argument is not specified, the property specified by the nane
argument, if it exists, is removed.
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Examples

The following example specifies a configuration override for the
ref erence. priority property for the or acl e/
wss10_sam _token_service_policy toavalueof 1.

w s:/w s-domai n/ server Confi g> set WMPol i cyOverri de(' oracl e/
wss10_sanl _token_service_policy', 'reference.priority','1")

The following example removes the property r ef er ence. pri ori ty from the
oracl e/ wss10_sam _t oken_servi ce_pol i cy in the policy set.

w s: /w s-domai n/ server Config> set WMPol i cyOverri de(' oracl e/
wss10_sanl _token_service_policy', 'reference.priority')

3.8 Policy Set Management Commands

Policy sets enhance the security and manageability of an enterprise by providing a
mechanism to globally attach one or more policies to a subject type. Using policy sets,
an administrator can specify a default set of policies to be enforced even if none are
directly attached. For detailed information about determining the type and scope of
resources a policy set can be attached to, see "Defining the Type and Scope of
Resources for Globally Attached Policies" in the Oracle Fusion Middleware Securing Web
Services and Managing Policies with Oracle Web Services Manager.

All policy set creation, modification, or deletion commands must be performed in the
context of a session. A session can only act on a single policy set.

Note:

To view the help for the WLST commands described in this section, connect to
a running instance of the server and enter hel p(' wsmivanage' ) .

The policy set management commands listed in Table 3-9 have been
deprecated in this release for Oracle Infrastructure Web Services.

For Oracle Infrastructure Web Services, Oracle recommends that you use the
new WLST commands listed in Table 3-8 to manage OWSM policy sets in
release 12c. These commands must be executed within the context of a session
using the session commands described in Session Commands.

For a complete list of deprecated commands, see "Deprecated Commands for
Oracle Infrastructure Web Services" in Oracle Fusion Middleware Release Notes
for Oracle Fusion Middleware Infrastructure.

Use the WLST commands listed in Table 3-6 to manage globally available policy sets.

Table 3-8 Web Services Global Policy Set Management WLST Commands
|

Use this command... To... Use with
WLST...
cloneWSMPolicySet Within a session, clone a new policy set from Online

an existing policy set.

createWSMPolicySet Create a new, empty policy set within a Online
session.
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Table 3-8 (Cont.) Web Services Global Policy Set Management WLST Commands
____________________________________________________________________________|

Use this command... To... Use with
WLST...

deleteWSMAIIPolicySets Delete all or selected policy sets from within =~ Online
the OWSM repository.

deleteWSMPolicySet Delete a specified policy set within a session. Online

displayWSMPolicySet Display the configuration of a specified Online
policy set.

enableWSMPolicySet Enable or disable the current policy set Online
within a session.

listWSMPolicySets Lists the policy sets in the repository. This Online
command will also display a policy set that
is being created, modified, or deleted within
the current session.

selectWSMPolicySet Specify a policy set for modification withina Online
session.

setWSMPolicySetConstraint Specify a run-time constraint value for a Online
policy set selected within a session.

setWSMPolicySetOverride Configure override properties to a policy set. Online

setWSMPolicySetDescription Specify a description for a policy set selected ~Online
within a session.

setWSMPolicySetScope Set an expression that attaches a policy set to  Online
the specified resource scope.

unregisterWSMResource Unregister or remove the resource instance ~ Online
that describes a registered physical resource
within a session.

validateWSMPolicySet Validate an existing policy set. Online

Table 3-9 list the WLST commands that are deprecated in this release for managing
Oracle Infrastructure web service global policy sets.

Table 3-9 Deprecated WLST Commands for Global Policy Set Management

Use this command... To... Use with
WLST...
abortRepositorySession Abort the current OWSM repository Online
modification session, discarding any
changes that were made to the repository
during the session.
attachPolicySet Attach a policy set to the specified resource ~ Online
scope.
attachPolicySetPolicy Attach a policy to a policy set using the Online

policy's URL
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Table 3-9 (Cont.) Deprecated WLST Commands for Global Policy Set Management
___________________________________________________________________________|

Use this command... To... Use with
WLST...

beginRepositorySession Begin a session to modify the OWSM Online
repository.

clonePolicySet Clone a new policy set from an existing Online
policy set.

commitRepositorySession Write the contents of the current session to Online
the OWSM repository.

createPolicySet Create a new, empty policy set. Online

deleteAllPolicySets Delete all or selected policy sets from within =~ Online
the OWSM repository.

deletePolicySet Delete a specified policy set. Online

describeRepositorySession Describe the contents of the current session.  Online

detachPolicySetPolicy Detach a policy from a policy set using the Online
policy's URL

displayPolicySet Display the configuration of a specified Online
policy set.

enablePolicySet Enable or disable a policy set. Online

enablePolicySetPolicy Enable or disable a policy attachment for a Online
policy set using the policy's URL

listPolicySets List the policy sets in the repository. Online

migrateAttachments Migrate direct policy attachments to global ~ Online
policy attachments if they are identical.

modifyPolicySet Specify an existing policy set for Online
modification in the current session.

setPolicySetConstraint Specify a run-time constraint value for a Online
policy set selected within a session.

setPolicySetDescription Specify a description for the policy set Online
selected within a session.

setPolicySetPolicyOverride Add a configuration override to a policy Online
reference in the current policy set.

validatePolicySet Validate an existing policy set in the Online

repository or in a session.
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3.8.1 abortRepositorySession

Note:

This command has been deprecated. It is recommended that you use the
abor t WBMSessi on command, as described in "abortWSMSession".

The following examples show how to migrate to use the abor t WsMSessi on
command.

11g Release (for Repository operations):

w s:/jrfServer_domain/serverConfig> abort RepositorySession()

12¢ Release (for both Repository and PolicySubject operations):

w s:/jrfServer_domain/serverConfig> abort WSMsessi on()

Command Category: Policy Set Management
Use with WLST: Online

Description

Aborts the current modification session, discarding any changes that were made to the
repository during the session.

Syntax
abort Reposi t orySessi on()

Example
The following example aborts the current OWSM session.

w s:/w s-domai n/ server Conf i g>abort Reposi t or ySessi on()
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3.8.2 attachPolicySet

Note:

This command has been deprecated. It is recommended that you use the
set WBMPol i cySet Scope command, as described in
"setWSMPolicySetScope".

The following examples show how to migrate to use the
set WBMPol i cySet Scope command.

11g Release:

w s:/jrfServer_domain/serverConfig> attachPolicySet ('Donain("base_domain")")

12¢ Release:

wls:/jrfServer_donain/serverConfig> set WsMPol i cySet Scope
(" Domai n("base_domain")")

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, sets an expression that attaches a policy set to the specified resource
scope. The expression must define a valid resource scope in a supported format.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.

Syntax

attachPol i cySet (expression)

Argument Definition

expr essi on Expression that attaches the policy set to the specified resource scope.

For details about specifying the resource scope expression, see
"Defining the Resource Scope" in Oracle Fusion Middleware Securing
Web Services and Managing Policies with Oracle Web Services Manager.

Example
The following example attaches a policy set to the specified base_domai n resource.

w s:/w s-domai n/ server Confi g>attachPol i cySet (' Donai n("base_domain")")

This example attaches a policy set to the specified base_domai n and
nmanaged_ser ver resources.

w s: /w s-domai n/ server Confi g>attachPol i cySet (' Donai n("base_domai n") and
Server ("nmanaged_server")")
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3.8.3 attachPolicySetPolicy

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
at t achWsMPol i cy command, as described in "attachWSMPolicy". The
following examples show how to migrate to use the at t achWSMPol i cy
command.

11g Release (for both Repository and PolicySubject operation on policy set):

wls:/jrfServer_domain/serverConfig> attachPolicySetPolicy ('oraclel
wss_user name_t oken_service_policy')

12¢ Release:

wls:/jrfServer_donain/serverConfig> attachWsMPol i cy(' oracl e/
wss_user name_t oken_service_policy')

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, attaches a policy, identified by the specified URI, to the current
policy set.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.

Syntax
attachPol i cySet Pol i cy(uri)

Argument Definition

uri URI specifying the policy to attach to the current policy set. For
example, ' oracl e/l og_policy'.

Example
The following example attaches the OWSM logging policy to the current policy set.

w s: /w s-domai n/ server Confi g>attachPol i cySet Policy("' oracle/log_policy")
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3.8.4 beginRepositorySession

Note:

This command has been deprecated. It is recommended that you use the
begi nWsMSessi on command, as described in "beginWSMSession'".

The following examples show how to migrate to use the begi nWsMSessi on
command.
11g Release (for Repository operations):

w s:/jrfServer_domain/serverConfig> begi nRepositorySession()

12¢ Release (for both Repository and PolicySubject operations):

w s:/jrfServer_domain/serverConfig> begi nWSMSessi on()

Command Category: Policy Set Management
Use with WLST: Online

Description

Begins a session to modify the OWSM Repository. A session can only act on a single
policy subject, such as a policy set or a Fusion Middleware web service endpoint. An
error will be displayed if there is already a current session.

Syntax
begi nReposi t or ySessi on()

Example
The following example begins an OWSM Repository modification session.

w s: /w s-domai n/ server Confi g>begi nReposi t or ySessi on()
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3.8.5 clonePolicySet

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
cl oneWsMPol i cySet command, as described in "cloneWSMPolicySet". The
following examples show how to migrate to use the cl oneWSMPol i cy Set
command.

11g Release:

wls:/jrfServer_donain/serverConfig> clonePolicySet ('myNewPolicySet',
"myPolicySet')

12¢ Release:

wls:/jrfServer_domain/serverConfig> cl oneWsMPol i cySet (' nyNewPol i cySet',
"myPolicySet")

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, clones a new policy set from an existing policy set. When cloning an
existing policy set, all values and attachments in the source policy set are copied into
the new policy set, although you can supply a different expression identifying the
resource scope. The expression must define a valid resource scope in a supported
format.

Issuing this command outside of a session will result in an error.

Syntax

cl onePol i cySet (name, source,[attachTo=None],[description=None],[enable="true'])

Argument Definition

name Name of the new policy set clone.

source Name of the source policy set that will be cloned.
attachTo=None Optional. Expression that attaches the policy set to the specified

resource scope. For details about specifying the resource scope
expression, see "Defining the Resource Scope" in Oracle Fusion
Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager.

If this argument is set to None, then the expression used in the source
policy set to identify the scope of resources is retained.

descri pti on=Non Optional. Description for the new policy set.

e If this argument is set to None, then the description used in the source

policy set is retained.
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Argument Definition

enabl e='true' Optional. Specifies whether to enable or disable the policy set. Valid
options are:
* true—Enables the policy set. The defaultis tr ue.
e fal se—Disables the policy set.
If you omit this argument, the policy set is enabled.

Example

The first example creates a policy set by cloning the existing myPol i cySet policy set
to create a new mynewPol i cySet . The second example also creates a policy set, but
narrows the resource scope to policy subjects in the specified j axwsej b30ws
application in the domain.

w s: /w s-domai n/ server Confi g>cl onePol i cySet (' myNewPol i cySet"', ' nmyPol i cySet"')
w s:/w s-domai n/

server Confi g>cl onePol i cySet (' myNewPol i cySet', ' myPolicySet',' Application("jaxwsejb30ws
"))

3.8.6 cloneWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, clones a new policy set from an existing policy set. When cloning an
existing policy set, all values and attachments in the source policy set are copied into
the new policy set, although you can supply a different expression identifying the
resource scope. The expression must define a valid resource scope in a supported
format.

Issuing this command outside of a session will result in an error.

Syntax

cl oneWsMPol i cySet (nane, sour ce, [ scope=None], [ descri pti on=None], [enabl e="true'])

Argument Definition

name Name of the new policy set clone.

source Name of the source policy set that will be cloned.

scope=None Optional. Expression that attaches the policy set to the specified

resource scope. For details about specifying the resource scope
expression, see "Defining the Resource Scope" in Oracle Fusion
Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager.

If this argument is not specified, then the expression used in the
source policy set to identify the scope of resources is retained.
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Argument Definition

description=Non Optional. Description for the new policy set.

€ If this argument is not specified, then the description used in the

source policy set is retained.

enabl e='"t rue' Optional. Specifies whether to enable or disable the policy set. If you
omit this argument, the policy set is enabled.Valid options are:
* true—Enables the policy set. The defaultistr ue.
¢ fal se—Disables the policy set.
If you omit this argument, the policy set is enabled.

Examples

The first example creates a policy set by cloning the existing myPol i cySet policy set
to create a new mynewPol i cySet . The second example also creates a policy set, but
narrows the resource scope to policy subjects in the specified j axwsej b30ws
application in the domain.

w s: /w s-domai n/ server Confi g>cl oneWsMPol i cySet (' myNewPol i cySet', ' myPol i cySet ')
w s:/w s-domai n/

server Confi g>cl oneWSMPol i cySet (' myNewPol i cySet ', ' nyPolicySet'," Application("jaxwsejb3
0us") ")

3.8.7 commitRepositorySession

Note:

This command has been deprecated. It is recommended that you use the
conm t WBMBessi on command, as described in "commitWSMSession".

The following examples show how to migrate to use the conmi t WeMSessi on
command.

11g Release (for Repository operations):

w s:/jrfServer_domain/serverConfig> comm t RepositorySession()

12¢ Release (for both Repository and PolicySubject operations):

w s:/jrfServer_domain/ server Config> comm t WBMSessi on()

Command Category: Policy Set Management
Use with WLST: Online

Description

Writes the contents of the current session to the OWSM Repository. Messages are
displayed that describe what was committed. An error will be displayed if there is no
current session.

Syntax

conmi t Reposi t or ySessi on()
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Example
The following example commits the current repository modification session.

w s:/w s-domai n/ server Confi g>conmi t Reposi t orySessi on()

3.8.8 createPolicySet

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
cr eat eWSMPol i cySet command, as described in "createWSMPolicySet".
The following examples show how to migrate to use the

cr eat eWsMPol i cySet command.

11g Release:

wls:/jrfServer_donain/serverConfig> createPolicySet (' myPolicySet', 'ws-
service', 'Domain("base_donain")")

12¢ Release:

wls:/jrfServer_donain/serverConfig> createWsMPol i cySet (' myPolicySet', 'ws-
service', 'Domain("base_donain")")

Command Category: Policy Set Management
Use with WLST: Online

Description

Creates a new, empty policy set within a session. When creating a new policy set, you
must specify the type of policy subject that the policy set will apply to, and a
supported expression that defines a valid resource scope in a supported format.

Issuing this command outside of a session will result in an error.

Syntax

createPol i cySet (name, t ype, att achTo, [descri ption=None], [enabl e="true'])

Argument Definition
name Name of the new, empty policy set.
type The type of policy subject to which the new policy set applies. The

type of policy subject must be one of the policy subjects described in
"Understanding Policy Subjects" in Oracle Fusion Middleware
Understanding Oracle Web Services Manager.

attachTo Expression that attaches the policy set to the specified resource scope.
For details about specifying the resource scope expression, see
"Defining the Resource Scope" in Oracle Fusion Middleware Securing
Web Services and Managing Policies with Oracle Web Services Manager.
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Argument Definition

description Optional. Description of the new policy set. If no description is
specified, then the description for a new policy set will be "Global
policy attachments for <t ype>", where <t ype> is the subject type.

enabl e Optional. Specifies whether to enable or disable the new policy set.
Valid options are:
* true—Enables the new policy set. The defaultist r ue.
¢ fal se—Disables the new policy set.

If you omit this argument, the policy set is enabled.

Example

The first example creates a new policy set and specifies the resource scope to only ws-
servi ce types (Web Service Endpoint) in the base_domai n domain. The second
example creates a new policy set, but also narrows the resource scope to only sca-
service types (SOA Service) in the soa_serverl server in the domain.

w s: /w s-domai n/ server Confi g>creat ePol i cySet (' nyPolicySet', " ws-
service', ' Domai n("base_domain")")

w s:/w s-domai n/ server Confi g>creat ePol i cySet (' nyPolicySet', "' sca-
service',' Server("soa_serverl")','M policySet')

3.8.9 createWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, creates a new, empty policy set. When creating a new policy set, you
must specify the type of policy subject that the policy set will apply to, and provide a
supported expression that defines a valid resource scope in a supported format.

Issuing this command outside of a session will result in an error.

Syntax

creat eWs\MPol i cySet (nane, t ype, scope, [descri pti on=None], [enabl e="true'])

Argument Definition
name Name of the new, empty policy set.
type The type of policy subject that the new policy set applies to. The type

of policy subject must be one of the policy subjects described in
"Understanding Policy Subjects" in Oracle Fusion Middleware
Understanding Oracle Web Services Manager.
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Argument Definition

scope Optional. Expression that attaches the policy set to the specified
resource scope. For details about specifying the resource scope
expression, see "Defining the Resource Scope" in Oracle Fusion
Middleware Securing Web Services and Managing Policies with Oracle Web
Services Manager.

If this argument is not specified, then the expression used in the
source policy set to identify the scope of resources is retained.

descri ption=Non Optional. Description of the new policy set. If no description is
e specified, then the description for a new policy set will be "Global
policy attachments for <t ype>", where <t ype> is the subject type.

enabl e=' t r ue' Optional. Specifies whether to enable or disable the new policy set.
Valid options are:
* true—Enables the new policy set. The defaultist r ue.
e fal se—Disables the new policy set.

If you omit this argument, the policy set is enabled.

Examples

The following example creates a new policy set and specifies the resource scope to
only ws- ser vi ce types (Web Service Endpoint) in the base_donmai n domain.

w s: /w s-domai n/ server Confi g>creat eWsMPol i cySet (' myPol i cySet', " ws-
service', ' Domai n("base_domain")")

The following example creates a new policy set, but also narrows the resource scope to
only sca- servi ce types (SOA Service) in the soa_ser ver 1 server in the domain.

w s: /w s-domai n/ server Confi g>creat eWsMPol i cySet (' myPol i cySet', ' sca-
service',' Server("soa_serverl")','M policySet')

The following example creates a new policy set, narrowing the resource scope to only
sca-rest - ref er ence types (SOA RESTful references) in the base_domai n
domain.

w s:/w s-domai n/ server Confi g>creat eWsMPol i cySet (' myPol i cySet', ' sca-rest-
reference', ' Domai n("base_domain")'," My policySet")

The following example creates a new policy set, narrowing the resource scope to only
sca-rest - ref er ence types (OSB RESTful business services) in the base_donai n
domain.

wl s: /w s-domai n/ server Confi g>creat eWsMPol i cySet (' myPol i cySet', ' bi z-rest-
service', ' Domai n("base_domain")',' My policySet')
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3.8.10 deleteAllPolicySets

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
del et eWSMAI | Pol i cySet s command, as described in
"deleteWSMAIIPolicySets". The following examples show how to migrate to
use the del et eWBMAI | Pol i cySet s command.

11g Release:

wls:/jrfServer_donain/serverConfig> del eteA | PolicySets()

12¢ Release:

wls:/jrfServer_donain/serverConfig> del et eWSMAI | Pol i cySet s()

Command Category: Policy Set Management
Use with WLST: Online

Description

Deletes all or selected policy sets from within the OWSM repository. You can specify
whether to force deletion of all the policy sets, or prompt to select individual policy
sets for deletion. If deletion of any policy set fails then this operation throws an
exception and no policy sets are deleted.

Syntax
del et eAl | Pol i cySet s([ mode] )

Argument Definition

node Optional. The action to be taken for performing policy set deletion.

Valid options are:

e for ce—Automatically delete all policy sets without prompting.

e pronmpt —Request user confirmation for each policy set deletion.
Available options are yes, no, and cancel . If you select cancel
for any property set deletion, the operation is canceled and no
policy sets are deleted.

If no mode is specified, this argument defaults to pr onpt mode.

Examples

The following example automatically deletes all policy sets from the respository
without prompting.

ws:/jrfServer_donain/serverConfig> del eteAl | PolicySets("force")

Starting Operation deleteAllPolicySets ...

Al policy sets were deleted successfully fromrepository.
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del et eAl | Pol i cySets Qperation Conpl et ed.

The following examples delete selected policy sets from the repository.

wls:/jrfServer_donain/serverConfig> del eteA | PolicySets()

or

ws:/jrfServer_domain/serverConfig> del eteAl | PolicySets('pronpt')
Starting Operation deleteAllPolicySets ...

Policy Set Name: create_policyset_6

Sel ect "create_policyset 6" for deletion (yes/no/cancel)? no
Policy Set Name: create_policyset_8

Sel ect "create_policyset 8" for deletion (yes/nol/cancel)? yes
Policy Set Nanme: create_policyset 21

Sel ect "create_policyset 21" for deletion (yes/no/cancel)? no
Policy Set Nanme: create_policyset 10

Sel ect "create_policyset 10" for deletion (yes/no/cancel)? yes

Al the selected policy sets were del eted successfully fromrepository.

del et eAl | Pol i cySets Operation Conpl et ed.

3.8.11 deleteWSMAIIPolicySets

Command Category: Policy Set Management
Use with WLST: Online

Description

Deletes all or selected policy sets within a session. You can specify whether to force
deletion of all the policy sets, or prompt to select individual policy sets for deletion. If
deletion of any policy set fails then this operation throws an exception and no policy
sets are deleted.

Syntax
del et eWSMAl | Pol i cySet s([ node] )

Argument Definition

node Optional. The action to be taken for performing policy set deletion.
Valid options are:
¢ for ce—Automatically delete all policy sets without prompting.
* pronpt —Request user confirmation for each policy set deletion.
Available options are yes, no, and cancel . If you select cancel
for any property set deletion, the operation is canceled and no
policy sets are deleted.

If no mode is specified, this argument defaults to pr onpt mode.

Examples

The following example automatically deletes all policy sets from the respository
without prompting.
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wls:/jrfServer_domain/serverConfig> del et eWSMAl | Pol i cySets("force")
Starting Operation del et eWSMAI | Pol i cySets ...

Al'l policy sets were deleted successfully fromrepository.

del et eWSMAI | Pol i cySet's Operation Conpl et ed.

The following examples delete selected policy sets from the repository.

wls:/jrfServer_donain/serverConfig> del et eWSMAI | Pol i cySet s()

or

wls:/jrfServer_domain/ serverConfig> del et eWSMAI | Pol i cySets(' pronpt")
Starting Operation del et eWSMAI | Pol i cySets ...

Policy Set Name: create_policyset_6

Sel ect "create_policyset 6" for deletion (yes/no/cancel)? no
Policy Set Name: create_policyset_8

Sel ect "create_policyset 8" for deletion (yes/nol/cancel)? yes
Policy Set Nanme: create_policyset 21

Sel ect "create_policyset 21" for deletion (yes/no/cancel)? no
Policy Set Nane: create_policyset_ 10

Sel ect "create_policyset 10" for deletion (yes/no/cancel)? yes

Al the selected policy sets were del eted successfully fromrepository.

del et eWSMAI | Pol i cySet's Operation Conpl et ed.

3.8.12 deletePolicySet

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
del et eWSMPol i cySet command, as described in "deleteWSMPolicySet".
The following examples show how to migrate to use the

del et eWsMPol i cySet command.

11g Release:

wls:/jrfServer_domain/ serverConfig> del etePolicySet (' myPolicySet")

12¢ Release:

wls:/jrfServer_domain/ serverConfig> del et eWsMPol i cySet (' myPolicySet')

Command Category: Policy Set Management
Use with WLST: Online

Description

Deletes a specified policy set within a session. If the session already contains a
different policy set, an error will display. If the session already contains the named
policy set, then a creation will be undone or a modification will be converted into a
deletion.
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Issuing this command outside of a session will result in an error.

Syntax

del et ePol i cySet ( nane)

Argument Definition
namne Name of the policy set to be deleted.
Example

The following example deletes a specified myPol i cySet policy set.
wl s:/w s-domai n/ server Confi g>del et ePol i cySet (' myPol i cySet ")

3.8.13 deleteWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, deletes a specified policy set. If the session already contains a
different policy set, an error will display. If the session already contains the named
policy set, then a creation will be undone or a modification will be converted into a
deletion.

Issuing this command outside of a session will result in an error.

Syntax
del et eWsMPol i cySet (name)

Argument Definition
nane Name of the policy set to be deleted.
Examples

The following example deletes a specified myPol i cySet policy set.
w s:/w s-domai n/ server Confi g>del et eWsMPol i cySet (' myPol i cySet ")
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3.8.14 describeRepositorySession

Note:

This command has been deprecated. It is recommended that you use the
descri beWBMSessi on command, as described in "describeWSMSession".
The following examples show how to migrate to use the

descri beWsMsessi on command.

11g Release (for Repository operations):

w s:/jrfServer_domain/serverConfig> describeRepositorySession()

12c¢ Release (for both Repository and Policy Subject operations):

w s:/jrfServer_domain/serverConfig> descri beWsMsessi on()

Command Category: Policy Set Management
Use with WLST: Online

Description

Describes the contents of the current session. This will either indicate that the session
is empty or list the name of the policy subject that is being updated, along with the
type of update (create, modify, or delete). An error will be displayed if there is no
current session.

Syntax

descri beReposi t orySessi on()

Example

The following example describes the current repository modification session.

w s: /w s-domai n/ server Confi g>descri beReposi t or ySessi on()
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3.8.15 detachPolicySetPolicy

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
det achWsMPol i cy command, as described in "detachWSMPolicy". The
following examples show how to migrate to use the det achWSMPol i cy
command.

11g Release (for both Repository and Policy Subject operations on policy set):

wls:/jrfServer_domain/serverConfig> detachPolicySetPolicy ('oraclel
wss_user name_t oken_service_policy')

12¢ Release:

wls:/jrfServer_donain/serverConfig> detachWsMPol i cy(' oracl e/
wss_user name_t oken_service_policy')

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, detaches a policy, identified by a specified URI, from the current
policy set.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.

Syntax
detachPol i cySet Pol i cy(uri)

Argument Definition

uri URI specifying the policy to detach to the current policy set. For
example, or acl e/ | og_policy'.

Example
The following example detaches the OWSM logging policy from the current policy set.

wl s:/w s-domai n/ server Confi g> detachPol i cySet Pol i cy(' oracle/log_policy")
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3.8.16 displayPolicySet

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
di spl ayWsMPol i cySet command, as described in "displayWSMPolicySet".
The following examples show how to migrate to use the

di spl ayWsMPol i cySet command.

11g Release:
wls:/jrfServer_domain/ serverConfig> di splayPolicySet (' myPolicySet"')

12¢ Release:

wls:/jrfServer_domain/ serverConfig> di spl ayWsMPol i cySet (' myPolicySet")

Command Category: Policy Set Management
Use with WLST: Online

Description

Displays the configuration of a specified policy set. If the policy set is being modified
in the current session, then that version will be displayed; otherwise, the latest version
in the repository will be displayed. An error will display if the policy set does not
exist.

This command can be issued outside of a session.

Syntax
di spl ayPol i cySet ([ nane])

Argument Definition

nane Optional. Name of the policy set to be displayed.

If a name is not specified, the configuration of the policy set, if any, in
the current session is displayed or an error message is displayed.

Example
The following example displays the configuration of the myPol i cySet policy set.
w s:/w s-domai n/ server Confi g>di spl ayPol i cySet (' nyPol i cySet")

3.8.17 displayWSMResource

Note:

This command applies to Oracle Infrastructure and RESTful Web services. It
does not apply to Java EE Web services in this release.
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Command Category: Respository
Use with WLST: Online

Description

Displays the configuration of a registered resource instance. If the resource instance is
being modified in the current session, then that version will be displayed; otherwise,
the latest version in the repository will be displayed. An error will display if the
resource instance does not exist. This command can be issued outside of a session.

di spl ayWsMResour ce(resour ceName=None), (resourceName=Type)

Argument Definition

resour ceNanme The name of an existing resource instance. This is a combination of
platform name, domain name, and logical name of resource, separated
by a forward slash. If null, then the currently selected resource will be
displayed.

resour ceType Specifies the type of resource. The value must be one of the following:
NO@ppUPPAIR T AN application resource.
NOdoSEPRORKERagement domain resource.
NO3efUPPORI&Her resource.

If the r esour ceType is omitted, than it will default to the
appl i cati on value.

Examples

The following example displays the configuration of the application named
nmyAppl i cati on in the base_cel | domain on the IBM WebSphere application
server.

w s:/w s-domai n/ server Confi g> di spl ayWsMResour ce(' / WAS/ base_cel | / myAppl i cation')

The following example displays the configuration of the base_cel | domain on the
IBM WebSphere application server.

w s:/w s-domai n/ server Confi g> di spl ayWsMResour ce(' / WAS/ base_cel | ', ' domai n')

Since the r esour ceType argument is omitted, the following example displays...

di spl ayWsMResour ce()

3.8.18 displayWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online

Description

Displays the configuration of a specified policy set. If the policy set is being modified
in the current session, then that version will be displayed; otherwise, the latest version
in the repository will be displayed. An error will display if the policy set does not
exist.
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This command can be issued outside of a session.

Syntax
di spl ayWsMPol i cySet ([ nane] )

Argument Definition

name Optional. Name of the policy set to be displayed.

If a name is not specified, the configuration of the policy set, if any, in
the current session is displayed or an error message is displayed.

Examples
The following example displays the configuration of the myPol i cySet policy set.
w s:/w s-domai n/ server Confi g>di spl ayWsMPol i cySet (' myPol i cySet")

3.8.19 enablePolicySet

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
enabl eWsMPol i cySet command, as described in "enableWSMPolicySet".
The following examples show how to migrate to use the

enabl eWsMPol i cySet command.

11g Release:

wls:/jrfServer_donain/serverConfig> enabl ePol i cySet (true)

12¢ Release:

wls:/jrfServer_donain/ serverConfig> enabl eWsMPol i cySet (true)

Command Category: Policy Set Management
Use with WLST: Online

Description

Enables or disables the current policy set within a session. If not specified, this
command enables the policy set.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.

Syntax

enabl ePol i cySet ([ enabl e=True])
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Argument Definition

enabl e Optional. Specifies whether to enable or disable the policy set. Valid
options are:
* true—Enables the policy set. The defaultis tr ue.
e fal se—Disables the policy set.
If you omit this argument, the policy set is enabled.

Example
The following example enables the current policy set.

wl s:/w s-domai n/ server Confi g>enabl ePol i cySet (true)

3.8.20 enablePolicySetPolicy

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
enabl eWsMPol i cySet command, as described in "enable WSMPolicySet".
The following examples show how to migrate to use the

enabl eWsMPol i cySet command.

11g Release:

w s: /w s-domai n/ server Confi g>enabl ePol i cySet Pol i cy('/oracle/
| og_policy',false)

12¢ Release:

wl s:/w s-domai n/ server Confi g>enabl eWsMPol i cy(' /oracl e/l og_policy',false)

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, enables or disables the policy attachment, which is identified by the
provided URI in the current policy set. If not specified, this command enables the
policy set. An error displays if the identified policy is not currently attached to the
policy set.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.
Syntax

enabl ePol i cySet Pol i cy(uri,[enabl e=true])

Argument Definition

uri URI specifying the policy attachment within the policy set.
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Argument Definition

enabl e Optional. Specifies whether to enable or disable the policy attachment
specified by the URI in the policy set. Valid options are:

* true—Enables the specified policy attachment in the policy set.
The defaultist r ue.

e fal se—Disables specified policy attachment in the policy set.
If you omit this argument, the policy set attachment is enabled.

Example

The following example disables the specified logging policy attachment within the
current policy set.

w s:/w s-domai n/ server Confi g>enabl ePol i cySet Pol i cy('/oracle/log_policy',false)

3.8.21 enableWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, enables or disables the current policy set. If the optional enabl e
argument is not specified, this command enables the policy set by default.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.
Syntax

enabl eWsMPol i cySet ([ enabl e=True])

Argument Definition

enabl e Optional. Specifies whether to enable or disable the policy set. Valid
options are:
* true—Enables the policy set. The defaultistr ue.
¢ fal se—Disables the policy set.

If you omit this argument, the policy set is enabled.

Examples
The following example enables the current policy set.

w s: /w s- domai n/ server Confi g>enabl eWWsMPol i cySet (true)
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3.8.22 listPolicySets

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
['i st WBMPol i cySet s command, as described in "listWSMPolicySets". The
following examples show how to migrate to use the | i st W6MPol i cySet s
command.

11g Release:

w s: /w s-domai n/ server Config>listPolicySets('ws-service')

12¢ Release:

w s: /w s-domai n/ server Config>li st WMPol i cySet s(' ws-service')

Command Category: Policy Set Management
Use with WLST: Online

Description

Lists the policy sets in the repository. This command will also display a policy set that
is being created, modified, or deleted within the current session. You can list all the
policy sets or limit the display to include only those that apply to specific policy
subject resource types.

Syntax
I'istPolicySets([type=None])

Argument Definition

t ype=None Optional. Specifies the type of policy subject for which the associated
policy sets will be displayed. The type of policy subject must be one of
the policy subjects described in "Understanding Policy Subjects” in
Oracle Fusion Middleware Understanding Oracle Web Services Manager

If this argument is set to None, then all the policy sets stored in the
repository will be listed.

Example

The first two examples list policy sets by either the ws- ser vi ce orws- cl i ent
resource types. The third example lists all the policy sets stored in the repository.

w s: /w s-domai n/ server Confi g>listPolicySets('ws-service')
w s: /w s-domai n/ server Config>listPolicySets('ws-client')
w s:/w s-domai n/ server Config>listPolicySets()

3.8.23 listWSMPolicySets

Command Category: Policy Set Management
Use with WLST: Online
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Description

Lists the policy sets in the repository. This command will also display a policy set that
is being created, modified, or deleted within the current session. You can list all the
policy sets or use the t ype argument to limit the display to include only those sets
that apply to specific policy subject resource types.

Syntax
|'i st \WBMPol i cySet s([type=None])

Argument Definition

t ype=None Optional. Specifies the type of policy subject for which the associated
policy sets will be displayed. The type of policy subject must be one of
the policy subjects described in "Understanding Policy Subjects” in
Oracle Fusion Middleware Understanding Oracle Web Services Manager.

If this argument is set to None, then all the policy sets stored in the
repository will be listed.

Examples

The first two examples list policy sets by either the ws- ser vi ce or ws- cl i ent
resource types. Whereas, the third example lists all the policy sets stored in the
repository.

w s:/w s-domai n/ server Config>li st WSMPol i cySet s(' ws-service')

w s:/w s-domai n/ server Config>list WMol i cySets(' ws-client')
w s:/w s-domai n/ server Confi g>li st WeMPol i cySet s()

3.8.24 migrateAttachments

Note:

This command has been deprecated. It is recommended that you use the

nm gr at eWsMAL t achnment s command, as described in
"migrateWSMAttachments". The following examples show how to migrate to
use the m gr at eWSMAt t achnent s command.

11g Release:

ws:/jrfServer_donain/serverConfig> migrateAttachments()

12¢ Release:

wls:/jrfServer_donain/serverConfig> migrat eWsMAt t achnent s()

Command Category: Policy Set Management
Use with WLST: Online

Description

Migrates direct (local) policy attachments that are identical to the external global
policy attachments that would otherwise be attached to each policy subject in the
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current domain. You can specify whether to force the migration, prompt for
confirmation before each migration, or simply list the migrations that would occur. A
direct policy attachment is identical if its URI is the same as one provided by a global
policy attachment, and if it does not have any scoped configuration overrides.

Note:

A direct attachment with an unscoped override will be migrated but an
attachment with a scoped override will not. This is because after running the
m gr at eAt t achnent s() command, the enforcement of the policies on all
subjects remains the same, even though some policies are globally attached.

Whether forced or prompted, the command lists each direct policy attachment that is
migrated. This output will identify the policy subject that was modified, the URI of the

identical policy reference, and the name of the global policy attachment document that
duplicated the direct attachment.

Syntax

m grat eAtt achment s([ node])

Argument Definition

node The action to be taken for each policy attachment that can be migrated.
Valid options are:

e for ce—Automatically migrate all identical policy attachments
without prompting.

e previ ew—List all policy attachments that can be migrated, but
does not perform any migration.

* pronpt —Request user confirmation before migrating each policy
attachment.

If no mode is specified, this argument defaults to pr onpt mode.

Example

The following examples describe how to use the repository attachment migration
modes.

w s:/w s-domai n/ server Confi g>ni grat eAttachnent s

)

(
w s:/w s-domai n/ server Confi g>mi grat eAttachments(' force')
w s:/w s-domai n/ server Confi g>mi grat eAt tachnment s(' preview )
w s: /w s-domai n/ server Confi g>m grat eAttachment s(' pronpt")
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3.8.25 modifyPolicySet

Note:

For Oracle Infrastructure Web Services, it is recommended that you use the
sel ect WBMPol i cySet command, as described in "selectWSMPolicySet". The
following examples show how to migrate to use the sel ect WsMPol i cy Set
command.

11g Release:
wls:/jrfServer_domain/ serverConfig> modi fyPolicySet (' myPolicySet")

12¢ Release:

ws:/jrfServer_domain/ serverConfig> sel ect WMPol i cySet (' myPolicySet')

Command Category: Policy Set Management
Use with WLST: Online

Description

Specifies a policy set for modification in the current session. The latest version of the
named policy set will be loaded into the current session. If the session already contains
a different policy set, then an error will be displayed; if the session already contains
the named policy set, then no action will be taken. Subsequent attempts to modify the
named policy set will show the current version in the session.

Issuing this command outside of a session will result in an error.

Syntax
modi f yPol i cySet (nane)

Argument Definition
nane Name of the policy set to be modified in the current session.
Example

The following example opens the myPol i cySet policy set for modification in the
current session.

w s:/w s-domai n/ server Confi g>nodi f yPol i cySet (' myPol i cySet")

3.8.26 selectWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online
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Description

Within a session, specifies a policy set for modification. The latest version of the
named policy set is loaded into the current session. If the session already contains a
different policy set, then an error will be displayed; if the session already contains the
named policy set, then no action will be taken. Subsequent attempts to modify the
named policy set will show the current version in the session.

Issuing this command outside of a session will result in an error.

Syntax
sel ect WsMPol i cySet (name)

Argument Description
namne Name of the policy set to be modified in the current session.
Examples

The following example selects a policy set in the current session named
nmyPol i cySet .

wl s:/w s-domai n/ server Confi g> sel ect WoMPol i cySet (' myPol i cySet")

3.8.27 setPolicySetConstraint

Note:

This command has been deprecated. It is recommended that you use the

set WBMPol i cySet Const r ai nt command, as described in
"setWSMPolicySetConstraint". The following examples show how to migrate
to use the set WBMPol i cySet Const r ai nt command.

11g Release:

wls:/jrfServer_domain/ serverConfig> setPolicySet Constraint
(" HTTPHeader (" VI RTUAL_HOST_TYPE", "external ")")

12¢ Release:

wls:/jrfServer_domain/ serverConfig> set WsMPol i cySet Const rai nt
(" HTTPHeader (" VI RTUAL_HOST_TYPE", "external ")")

Command Category: Policy Set Management
Use with WLST: Online

Description

Specifies a run-time constraint value for a policy set selected within a session. Issuing
this command outside of a session containing a policy set that is being created or
modified will result in an error.
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For more information, see "Specifying Run-time Constraints in Policy Sets" in Oracle
Fusion Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Syntax

set Pol i cySet Const rai nt (constraint)

Argument Definition

constraint Expression that specifies the run-time context to which the policy set
applies. If not specified, the policy set applies to all run-time contexts.

Example

The following example specifies that the policy set apply only to requests from
external clients.

W s:/w s-domai n/ server Confi g>
set Pol i cySet Const rai nt (' HTTPHeader (" VI RTUAL_HOST_TYPE", "external ")")

The following example specifies that the policy set apply only to requests from non-
external clients.

w s: /w s-domai n/ server Confi g> set Pol i cySet Constraint("!
HTTPHeader (" VI RTUAL_HOST_TYPE", "external ")")

3.8.28 setPolicySetDescription

Note:

This command has been deprecated. It is recommended that you use the

set WBMPol i cySet Descri pt i on command, as described in
"setWSMPolicySetDescription". The following examples show how to migrate
to use the set W6MPol i cySet Descri pti on command.

11g Release:

wls:/jrfServer_domain/serverConfig> setPolicySetDescription ('@ obal policy
set for web service endpoint.")

12¢ Release:

w s:/jrfServer_domain/serverConfig> set WsMPol i cySet Description ('@ obal
policy set for web service endpoint.")

Command Category: Policy Set Management
Use with WLST: Online

Description
Specifies a description for a policy set selected within a session.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.
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Syntax
set Pol i cySet Descri ption(description)

Argument Definition
description Describes a policy set.
Example

The following example creates a description for a policy set.

w s:/w s-domai n/ server Confi g>set Pol i cySet Descri ption(' PolicySetDescription')

3.8.29 setPolicySetPolicyOverride

Note:

This command has been deprecated. It is recommended that you use the
set WBMPol i cyOver ri de command, as described in
"setWSMPolicyOverride". The following examples show how to migrate to
use the set WBMPol i cyOverri de command.

11g Release:

wls:/jrfServer_donain/serverConfig> setPolicySetPolicyOverride ('oracle/
wss_user name_t oken_service_policy', 'reference.priority', '10")

12¢ Release:

w s:/jrfServer_domain/serverConfig> set WsMPol i cyQverride (' oracle/
wss_user name_t oken_service_policy', 'reference.priority', '10")

Command Category: Policy Set Management
Use with WLST: Online

Description

Adds a configuration override, described by a nane, val ue pair, to an attached policy
reference in the current policy set. The val ue argument is optional. If the val ue
argument is omitted, the property specified by the name argument is removed from
the policy reference in the policy set. If the property specified by the nane argument
already exists and a val ue argument is provided, the current value is overwritten by
the new value specified with the val ue argument.

Issuing this command outside of a session containing a policy set that is being created
or modified results in an error.

Syntax

set Pol i cySet Pol i cyQverride(uri, name, [ val ue=None] )
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Argument Definition

URI String representing the OWSM policy URI, for example, ' or acl e/
wss10_sanl _t oken_servi ce_policy' towhich the override
properties will be applied.

name String representing the name of the override property.

For example: [ ' ref erence. priority']

val ue Optional. String representing the value of the property. If this
argument is not specified, the property specified by the name
argument, if it exists, is removed.

Example

The following example specifies a configuration override for the
ref erence. priority property for the or acl e/
wss10_sanml _token_service_policy toavalueofl.

w s: /w s-domai n/ server Confi g> set Pol i cySet Pol i cyOverride(' oracl e/

wss10_sanl _token_service_policy', 'reference.priority','1")

The following example removes the property r ef er ence. pri ori ty from the
oracl e/ wss10_sam _t oken_servi ce_pol i cy in the policy set.

w s: /w s-domai n/ server Confi g> set Pol i cySet Pol i cyOverride(' oracl e/
wss10_sanl _token_service_policy', 'reference.priority')

3.8.30 setWSMPolicySetConstraint

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, specifies a constraint value for a policy set selected within a session.
Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.

For more information, see "Specifying Run-time Constraints in Policy Sets" in Oracle
Fusion Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Syntax

set WBMPol i cySet Constrai nt (constraint)

Argument Definition

constraint Expression that specifies the run-time context to which the policy set
applies. If not specified, the policy set applies to all run-time contexts.
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Examples

The following example specifies that the policy set applies only to requests from
external clients.

W s:/w s-domai n/ server Confi g>
set WBMPol i cySet Constrai nt (' HTTPHeader (" VI RTUAL_HOST_TYPE", "external ")")

The following example specifies that the policy set applies only to requests from non-
external clients.

w s: /w s-domai n/ server Confi g> set WoMPol i cySet Constraint("!
HTTPHeader (" VI RTUAL_HOST_TYPE", "external ")")

3.8.31 setWSMPolicySetDescription

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, specifies a description for a policy set. Issuing this command outside
of a session containing a policy set that is being created or modified will result in an
error.

Syntax
set WBMPol i cySet Descri ption(descri ption)

Argument Definition
description Describes a policy set.
Examples

The following example creates a description for a policy set.

wl s:/w s-domai n/ server Confi g>set WoWPol i cySet Descri ption(' PolicySetDescription')

3.8.32 setWSMPolicySetOverride

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, adds a configuration override, described by a nane-val ue pair, to
the currently selected policy set. The override is unscoped to any specific policy
reference. The val ue argument is optional. If the val ue argument is omitted, a null is
assumed for val ue, and the property specified by the name argument is removed
from the policy set. If the property specified by the nane argument already exists and
aval ue argument is provided, the current value is overwritten by the new value.

You must start a session and select the policy set (using the sel ect WBMPol i cy Set
command), before initiating the command. Issuing this command outside of a session
containing a policy subject that is being created or modified results in an error.
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Syntax
set WBMPol i cySet Qverri de( nane, [ val ue=None])

Argument Description

nane String representing the name of the override property. For example:
["on. behal f.of"]

val ue Optional. String representing the value of the property. If this
argument is not specified, a null is assumed and the property specified
by the narme argument is removed, if one exists with the same name.

Examples

The following example specifies a configuration override for the on. behal f . of
property for the policy set selected in the session to a value of t r ue.

w s: /w s-domai n/ server Config> set WMPol i cySet Overri de(' on. behal f.of","true")

The following example removes the property on. behal f . of from the policy set.

w s:/w s-domai n/ server Confi g> set WoMPol i cySet Overri de(' on. behal f. of ")

3.8.33 setWSMPolicySetScope

Command Category: Policy Set Management
Use with WLST: Online

Description

Within a session, sets an expression that attaches a policy set to the specified resource
scope. The expression must define a valid resource scope in a supported format.

Issuing this command outside of a session containing a policy set that is being created
or modified will result in an error.

Syntax
set WSMPol i cySet Scope( expr essi on)

Argument Definition

expression Expression that attaches the policy set to the specified resource scope.

For details about specifying the resource scope expression, see
"Defining the Resource Scope" in Oracle Fusion Middleware Securing
Web Services and Managing Policies with Oracle Web Services Manager.

Examples
The following example attaches a policy set to the specified base_domai n resource.

wl s: /w s-domai n/ server Confi g>set WeMPol i cySet Scope(' Domai n( " base_domai n")")

This example attaches a policy set to the specified base_domai n and
nmanaged_ser ver resources.
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wl s: /w s-domai n/ server Confi g>set WBMPol i cySet Scope(' Donai n( " base_donai n") and
Server ("managed_server")")

3.8.34 unregisterWSMResource
Command Category: Repository
Use with WLST: Online

Description

Within a session, unregisters or removes the resource instance that describes a
physical resource, such as an application server, or unregister a sub-resource existing
within a resource instance. The sub-resource holds the information about the client
and service ports of a resource. Issuing this command outside of a session will result
in an error.

Syntax

unregi st er WMResour ce(resour ce, [assenbl y=None], [subject=None])

Arguments Description

resource Name of existing resource instance. This is a combination of platform
name, domain name, and logical name, separated by a forward slash.

assembly Name of assembly used to identify a sub-resource within a resource
instance. This is the combination of module type and module name,
separated by a hash character.

subject Name of the subject identifying the sub-resource. This is a
combination of sub-resource type; that is, either "server" or "client" and
service, or reference name and port name, separated by a hash
character.

Examples

The following example unregisters the my Appl i cat i on in the base_domai n on the
IBM WebSphere application server.

wls:/jrfServer_donain/serverConfig> unregisterWMResource ('/WAS/ base_cel |/
myApplication')

The following example registers the IBM WebSphere platform domain WAS/
base cel I .

w s:/jrfServer_domain/serverConfig> registerWsMResource (' WAS/ base_cel ")
The following example unregisters the base_domai n on the IBM WebSphere
application server.

wls:/jrfServer_donain/serverConfig> unregisterWMesource (‘/WAS/ base_cell")

The following example unregisters the StockQuoteServicePort endpoint that resides
on the IBM WebSphere platform in the application / WAS/ base_cel | /

nmyAppl i cati on.

wls:/jrfServer_donain/serverConfig> unregisterWMResource ('/WAS/ base_cel |/
myApplication', ‘web# nyMdul e', ‘service(StockQuoteService# StockQuoteServicePort)')
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3.8.35 validatePolicySet

Note:

This command has been deprecated. It is recommended that you use the

val i dat eWsMPol i cySet command, as described in
"validateWSMPolicySet". The following examples show how to migrate to use
the val i dat eWsMPol i cySet command.

11g Release:

wis:/jrfServer_domain/serverConfig> validatePolicySet ('myPolicySet')

12¢ Release:

wls:/jrfServer_domain/ serverConfig> validateWsMPol i cySet (' nyPolicySet")

Command Category: Policy Set Management
Use with WLST: Online

Description

Validates an existing policy set. If a policy set name is provided, the command will
validate the specified policy set. If no policy set name is specified, the command will
validate the policy set in the current session.

An error message displays if the policy set does not exist, or a name is not provided
and the session is not active, or if the OWSM repository does not contain a suitable
policy set.

Syntax

val i dat ePol i cySet ([ nane=None] )

Argument Definition

nane Optional. Name of the policy set to validate. If a name is not provided
then the command will validate the policy set being created or
modified in the current session.

Example

The first example validates the policy set in the current session. The second example
validates the specified myPol i cySet policy set.

w s:/w s-domai n/ server Confi g>val i dat ePol i cySet ()
wl s: /w s-domai n/ server Confi g>val i dat ePol i cySet (' myPol i cySet"')

3.8.36 validateWSMPolicySet

Command Category: Policy Set Management
Use with WLST: Online
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Description

Within a session, validates an existing policy set. If a policy set name is provided, the
specified policy set is validated. If no policy set name is specified, the policy set in the
current session is validated.

If the policy set does not exist, if a name is not provided and the session is not active,
or if the repository does not contain a suitable policy set, an error message is
displayed.

Syntax
val i dat eWsMPol i cySet ([ name=None] )

Argument Definition

name Optional. Name of the policy set to validate. If a name is not provided
then the command will validate the policy set being created or
modified in the current session.

Examples

The first example validates the policy set in the current session. The second example
validates the specified myPol i cySet policy set.

wl s:/w s-domai n/ server Confi g> val i dat eWsMPol i cySet ()
w s:/w s-domai n/ server Confi g> val i dat eWsMPol i cySet (' myPol i cySet ")

3.9 OWSM Repository Management Commands

Use the commands listed in Table 3-10 to manage the Oracle Infrastructure Web
Services documents stored in the OWSM repository. For additional information about
upgrading or migrating documents in an OWSM repository, see "Upgrading the
OWSM Repository" in the Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Note:

The repository management commands listed in Table 3-11 have been
deprecated in this release.

To manage the OWSM repository in release 12c, it is recommended that you
use the new WLST commands listed in Table 3-10. For a complete list of
deprecated commands, see "Deprecated Commands for Oracle Infrastructure
Web Services" in Oracle Fusion Middleware Release Notes for Oracle Fusion
Middleware Infrastructure.

Additional MDS WLST commands are described in Metadata Services (MDS) Custom
WLST Commands.
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Table 3-10 Oracle Infrastructure Web Services - WLST Commands for Repository

Management

Use this command...

To...

Use with
WLST...

exportWSMAppMetadata

Export a set of applications metadata from
the repository into a supported ZIP
archive.

Note: This command is supported for
Oracle Infrastructure and RESTful web
services only. This command is not
supported for ADF DC web service clients
and Java EE web services.

Online

exportWSMRepository

Export a set of documents from the
repository into a supported ZIP archive.

Online

importWSMArchive

Import a set of documents from a
supported ZIP archive into the repository.

Online

migrateWSMPMRoles

Migrate the custom roles and policies from
the Pl an. xm file to the wsm pm ear
policy store.

Online

migrateWSMAttachments

Migrates direct (local) policy attachments
that are identical to the external global
policy attachments that would otherwise
be attached to each policy subject in the
current domain.

Online

resetWSMRepository

Delete the existing policies stored in the
repository and refresh it with the latest set
of predefined policies that are provided in
the new installation of the Oracle Fusion
Middleware software.

Online

upgradeWSMRepository

Upgrade the OWSM predefined policies
stored in the repository with any new
predefined policies that are provided in the
latest installation of the Oracle Fusion
Middleware software.

Online

Table 3-11 list the WLST commands for managing the OWSM repository that have

been deprecated in this release.

Table 3-11 Deprecated WLST Commands for Repository Management
|

Use this command... To... Use with
WLST...
exportRepository Export a set of documents from the Online

repository into a supported ZIP archive. If
the specified archive already exists, you
can choose whether to overwrite the
archive or merge the documents into the
existing archive.
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Table 3-11 (Cont.) Deprecated WLST Commands for Repository Management

Use this command... To... Use with
WLST...
importRepository Import a set of documents from a Online

supported ZIP archive into the repository.
You can provide the location of a file that
describes how to map a physical
information from the source environment
to the target environment.

resetWSMPolicyRepository Delete the existing policies stored in the Online
repository and refresh it with the latest set
of predefined policies that are provided in
the new installation of the Oracle Fusion
Middleware software.

upgradeWSMPolicyRepository Upgrade the OWSM predefined policies Online
stored in the repository with any new
predefined policies that are provided in the
latest installation of the Oracle Fusion
Middleware software.

3.9.1 exportRepository

Note:

This command has been deprecated. It is recommended that you use the
expor t WMReposi t or y command, as described in "exportWSMRepository".
The following examples show how to migrate to use the

expor t WsMReposi t or y command.

11g Release:

w s:/jrfServer_domain/serverConfig> exportRepository ("/tnp/repo.zip")

12¢ Release:

ws:/jrfServer_domain/ server Config> exportWsMRepository ("/tnp/repo.zip")

Command Category: OWSM Repository Management
Use with WLST: Online

Description

Exports a set of documents from the OWSM repository into a supported ZIP archive. If
the specified archive already exists, the following options are presented:

The specified archive already exists. Update existing archive?
Enter "yes" to nerge docunents into existing archive, "no" to overwite,
or "cancel" to cancel the operation.

You can also specify a list of the documents to be exported, or use a search expression
to find specific documents in the repository.
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Read only documents, such as predefined policies and assertion templates, will not be
included in the export.

Syntax

export Reposi t ory(ar chi ve, [ docunent s=None] , [ i ncl udeShared="fal se'])

Argument Definition

archive Name of the archive file. If the specified archive already exists, you
can choose whether to overwrite the archive or merge the documents
into the existing archive.

During override, the original archive is backed up and a message
describes the location of the backup archive.

docunent s=None Optional. The documents to be exported to the archive. If no
documents are specified, then all assertion templates, intents, policies,
and policy sets will be exported. You can specify a list of the
documents to be exported, or use a search expression to find specific
documents in the repository.

i ncl udeShared="  Optional. Specifies whether the policy references should be expanded
fal se' during export.
Example

The following examples describe repository export sessions. The first example exports
all OWSM documents to the pol i ci es. zi p file.

w s:/w s-domai n/ server Confi g>export Reposi tory("/tnp/ policies.zip")

This example exports only the MyPol i cySet 1, MyPol i cySet 2, and MyPol i cySet 3
policy sets to the pol i ci es. j ar file, and also expands all the policy references
output during the export process.

wl s:/w s- domai n/ server Confi g>export Repository("/tnp/policies.jar",
["/policysets/MPolicySet1","/policysets/ MyPolicySet2","/policysets/ MPolicySet3"],
true)

This example exports policy sets using wildcards to the
some_gl obal _wi t h_nor ef erence_2 file.

wl s:/w s-domai n/ server Confi g>export Repository('./export/
sonme_gl obal _with_noreference_2', ['policysets:global/web_%,'policysets:global/
web_ref%, 'policysets:global/web _call%], false)

3.9.2 exportWSMAppMetadata

Note:

This command is supported for Oracle Infrastructure and RESTful web
services only. This command is not supported for ADF DC web service clients
and Java EE web services.

Command Category: OWSM Repository Management
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Use with WLST: Online

Description

Exports a set of application metadata from the repository into a supported ZIP
archive. If the specified archive already exists, you are presented with a set of options:
merge the documents into the existing archive, overwrite the archive, or cancel the
operation. By default, all metadata for applications in the current domain is exported
to the archive, or you can use a search expression to export specific metadata for
applications in the repository.

Note:

Read only documents, such as predefined policies and assertion templates,
will not be included in the export.

Syntax
expor t WSMAppMet adat a( ar chi ve, [ appl i cati ons=None], [i ncl udeShared='fal se'])

Argument Description

archive Name of the archive file. If the specified archive already exists, you
can choose whether to overwrite the archive or merge the documents
into the existing archive. During override, the original archive is
backed up and a message describes the location of the backup archive.

appl i cati ons=No Optional. The metadata of applications to be exported to the archive. If
ne no application names are specified, then all metadata for applications
in the current domain will be exported. You can specify a list of search
expressions to find specific application metadata in the repository,
using this syntax: /{PLATFORM_NAME}/ {DOVAI N_NANE}/
{APPLI CATI ON_NANE]}.

i ncl udeShared="  Optional. Specifies whether the shared documents (those that are

fal se' specified as policy references within wsm-assembly documents)
should be included during export. Because read-only documents can
not be exported, only custom or cloned shared policies will be
included in the export.

Examples

The first example exports the application metadata in the repository into the
appl i cations. zi p file and saves it in the t np directory.

The second example exports the metadata of the applications whose names begin with
Sal esApp and Tr adeApp into the appl i cat i ons. zi p file and saves it in the t np
directory.

The third example exports the metadata of the applications whose names begin with
Sal esApp and Tr adeApp into the appl i cat i ons. zi p file and saves it in the t np
directory. Additionally, shared resources are included in this export.

w s:/w s-domai n/ server Confi g> export \WSMAppMet adat a( "/t np/ appl i cati ons. zi p")

wl s:/w s-domai n/ server Confi g> export WSMAppMet adat a( "/t mp/ appl i cations. zi p", ["/ WS/
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base_domai n/ Sal esApp% , "W.S/ base_domai n/ Tr adeApp%' ] )

wl s:/w s-domai n/ server Confi g> export WSMAppMet adat a( "/t mp/ appl i cations. zi p", ["/ WS/
base_domai n/ Sal esApp% , "W.S/ base_donai n/ TradeApp% ], true)

Note:

Use integer values O (f al se) or 1 (t r ue) to pass Boolean types on wsadni n
and oj bst because the Python version used by these scripting tools may not
support Boolean types.

3.9.3 exportWSMRepository
Command Category: OWSM Repository Management
Use with WLST: Online

Description

Exports a set of documents from the OWSM repository into a supported ZIP archive. If
the specified archive already exists, the following options are presented:

The specified archive already exists. Update existing archive?
Enter "yes" to nmerge docunents into existing archive, "no" to overwite,
or "cancel" to cancel the operation.

You can also specify a list of the documents to be exported, or use a search expression
to find specific documents in the repository.

Note:

Read only documents, such as predefined policies and assertion templates,
will not be included in the export.

Syntax

expor t WBMReposi t ory(ar chi ve, [ document s=None] , [ i ncl udeShared="'fal se'])

Argument Definition

archive Name of the archive file. If the specified archive already exists, you
can choose whether to overwrite the archive or merge the documents
into the existing archive.

During override, the original archive is backed up and a message
describes the location of the backup archive.

docurment s=None  Optional. The documents to be exported to the archive. If no
documents are specified, then only shared documents that include
policies and policy sets will be exported. If this argument is specified
as an empty string [ ' ' ], then all shared documents that include
policies and policy sets, application metadata and configuration
documents will be exported. You can specify a list of documents to be
exported, or use a search expression to find specific documents in the
repository.
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Argument Definition
i ncl udeShared=" Optional. Specifies whether the shared documents (those that are
fal se’ specified as policy references within policy sets and wsm-assembly

documents) should be included during export. Because read-only
documents can not be exported, only custom or cloned shared policies
will be included in the export.

Examples

The following examples describe repository export sessions. The first example exports
all OWSM documents to the pol i ci es. zi p archive.

w s:/w s-domai n/ server Conf i g>expor t WSMReposi tory("/tnp/ pol i cies. zip")

This example exports only the MyPol i cySet 1, MyPol i cySet 2, and MyPol i cySet 3
policy sets to the pol i ci es. j ar archive, and also expands all the policy references
output during the export process.

wl s:/w s-domai n/ server Confi g>export WSMReposi tory("/tnp/ policies.jar",
["/policysets/ MyPolicySetl","/policysets/ MPolicySet2","/policysets/ MPolicySet3"],
true)

This example exports policy sets using wildcards to the
sonme_gl obal _wit h_noref erence_2 archive.

wl s:/w s-domai n/ server Confi g>export WSMReposi tory('./export/

sone_gl obal _with_noreference 2",

["policysets:global/web_%,' policysets:global/web ref%, 'policysets:global/web_call
%], false)

3.9.4 importRepository

Note:

This command has been deprecated. It is recommended that you use the

i mpor t WBMAr chi ve command, as described in "importWSMArchive". The
following examples show how to migrate to use the i mpor t WSMAr chi ve
command.

11g Release (for repository documents):

w s:/jrfServer_donmain/serverConfig> inportRepository ("/tnp/repo.zip")

12c¢ Release (for repository documents):

w s:/jrfServer_donain/serverConfig> i nportWsMArchive ("/tnp/repo.zip")

Command Category: OWSM Repository Management
Use with WLST: Online
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Description

Imports a set of documents from a supported ZIP archive into the OWSM repository.
You can use the map argument to provide the location of a file that describes how to
map physical information from the source environment to the target environment. For
example, you can use the map file to ensure that the attachment expression in a policy
set document is updated to match the target environment, such as

Domai n("f 00") =Domai n("bar").

Read only documents, such as predefined policies and assertion templates, will not be
included in the import.

Syntax

i nport Reposi tory(ar chi ve, [ map=None], [ gener at eMapFi | e='fal se'])

Argument Definition

archive Path to the archive file that contains the list of documents to be
imported. If a document being imported is a duplicate of the current
version that already exists in the repository, then it will not be
imported and a new version of the document is not created

map=None Optional. Location of a sample map file that describes how to map
physical information from the source environment to the target
environment. You can generate a new map file by setting the
gener at eMapFi | e argument to t r ue.

If you specify a map file without setting the gener at eMapFi | e
argument to t r ue, and the file does not exist, the operation fails and
an error is displayed.

gener at eMapFi | e  Optional. Specify whether to create a sample map file at the location
=fal se specified by the map argument. No documents are imported when
this argument is set to t r ue. The default is f al se.

After the map file is created you can edit it using any text editor. The
map file contains the document names given in the archive file and
their corresponding at t achTo values. The at t achTo value can be
updated to correspond to the new environment. If a mapping update
is not required for a document name, that entry may be either deleted
or commented out using the # character.

Note: When importing documents into the repository, OWSM
validates the at t achTo values only. If a value is invalid, then the
policy set is disabled. Other text in the map file is not validated.

Example
The following examples describe repository import sessions.
The first example imports the contents of the pol i ci es. zi p file into the repository.

w s: /w s-domai n/ server Confi g>i nport Reposi tory("/tnp/ policies.zip")

This example uses the gener at eMapFi | e argument to generate a map file.

w s:/w s- donmi n/ server Conf i g>i nport Repository("./export/
some_gl obal _with_noreference_2', map="./export/
some_gl obal _with_noreference 2 map', generateMpFile=true)
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Here is an example of a generated map file:

This is an auto generated override file containing the document nanes given in
the archive file and their corresponding attachTo val ues. The attachTo val ue can
be updated according to the new environnment details. If there is no update
required for any document name,that entry may be either deleted or commented
using the character ("#")

[ Resource Scope Mappi ngs
]

sca_conponent _add_1=Conposi te("*Async*")
sca_reference_add_1=Conposite("*Basic_SOA Client*")
sca_reference_no=Server("*")

sca_servi ce_add_1=Conposite("*Basi c_SOA service")

web_cal | back_add_1=Appl i cation("*")

web_client_add_1=Modul e("*")

web_reference_add_1=Domai n("*")

web_servi ce_add_1=Domai n("*domai n*") and Server("*soa*") and Application("*ADF*")
ws_servi ce_no_1=Server ("*Admi n*")

This example illustrates how to import documents using a generated map file: /
some_gl obal _with_noreference_2 map.

w s:/w s- donai n/ server Confi g>i nport Repository('../export/export_all",
"export_all _map')

3.9.5 importWSMArchive

Command Category: OWSM Repository Management
Use with WLST: Online

Description

Imports a set of documents from a supported ZIP archive into the OWSM repository.
You can use the map argument to provide the location of a file that describes how to
map physical information from the source environment to the target environment. For
example, you can use the map file to ensure that the attachment expression in a policy
set document is updated to match the target environment, such as

Domai n("f o00")=Domai n("bar").

Read only documents, such as predefined policies and assertion templates, will not be
included in the import.

Syntax

i npor t WBMAr chi ve(ar chi ve, [ map=None], [ gener at eMapFi | e=' fal se'])

Argument Definition

ar chi ve Name of the archive file.
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Argument Definition

nmap=None Optional. Location of a sample map file that describes how to map
physical information from the source environment to the target
environment. You can generate a new map file by setting the
gener at eMapFi | e argument to t r ue.

If you specify a map file without setting the gener at eMapFi | e
argument to t r ue, and the file does not exist, the operation fails and
an error is displayed.

gener at eMapFi | e  Optional. Specify whether to create a sample map file at the location
=fal se specified by the map argument. No documents are imported when
this argument is set to t r ue. The default is f al se.

After the file is created you can edit it using any text editor. The

at t achTo values can be updated to correspond to the new
environment. If a mapping update is not required for a document
name, that entry may be either deleted or commented out using the #
character.

Note: When importing documents into the repository, OWSM
validates the at t achTo values only. If a value is invalid, then the
policy set is disabled. Other text in the map file is not validated.

Examples
The following examples describe repository import sessions.
The first example imports the contents of the pol i ci es. zi p file into the repository.

w s:/w s-domai n/ server Confi g>i nport WSMAr chi ve( "/t np/ pol i ci es. zi p")

This example uses the gener at eMapFi | e argument to generate a map file.

w s:/w s- domai n/ server Conf i g>i npor t WEMAr chi ve(". / export/
some_gl obal _with_noreference 2', map="./export/
some_gl obal _with_noreference 2 map', generateMpFile=true)

Here is an example of a generated map file:

This is an auto generated override file containing the docunent nanes given in
the archive file and their corresponding attachTo val ues. The attachTo val ue can
be updated according to the new environnent details. If there is no update
required for any document nane,that entry may be either deleted or commented
using the character ("#")

[ Resource Scope Mappi ngs
]

sca_conponent _add_1=Conposi te("*Async*")
sca_reference_add_1=Conposite("*Basic_SOA Client*")
sca_reference_no=Server("*")

sca_servi ce_add_1=Conposit e("*Basi c_SOA service")

web_cal | back_add_1=Appl i cation("*")
web_cl i ent_add_1=Modul e("*")
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web_ref erence_add_1=Domai n("*")
web_servi ce_add_1=Domai n("*domai n*") and Server("*soa*") and Application("*ADF*")
ws_servi ce_no_1=Server ("*Admi n*")

This example illustrates how to import documents using a generated map file: /

some_gl obal _with_noreference_2 map.

w s:/w s- donai n/ server Conf i g>i nport WeMAr chi ve('../export/export _all"',
"export_all _map')

3.9.6 migrateWSMPMRoles

Command Category: OWSM Repository Management
Use with WLST: Online

Description

Migrates the custom roles and policies from the Pl an. xn file to the wsm pm ear
policy store. If the Pl an. xm file is not used to override default security, then this
command will not migrate the wsm pm ear policy store.

Syntax
m gr at eWSMPMRol es( donai n)

Arguments Description
domain Absolute path to the domain home where the wsm pmapplication is
configured.
Example

In the following example, custom roles and policies are migrated from the Pl an. xm
file to the wsm pm ear policy store that resides in' / W.S/ my Dommai n.

w s:/w s-domai n/ server Confi g> i grat eWsSMPMRol es(' / W.S/ myDorai n' )

3.9.7 migrateWSMAttachments

Command Category: OWSM Repository Management
Use with WLST: Online

Description

Migrates direct (local) policy attachments that are identical to the external global
policy attachments that would otherwise be attached to each policy subject in the
current domain. You can specify whether to force the migration, prompt for
confirmation before each migration, or simply list the migrations that would occur. A
direct policy attachment is identical if its URI is the same as one provided by a global
policy attachment, and if it does not have any scoped configuration overrides.

Web Services Custom WLST Commands 3-135



OWSM Repository Management Commands

Note:

A direct attachment with an unscoped override will be migrated but an
attachment with a scoped override will not. This is because after running the
m gr at eAt t achnment s() command, the enforcement of the policies on all
subjects remains the same, even though some policies are globally attached.

Whether forced or prompted, the command lists each direct policy attachment that is
migrated. This output will identify the policy subject that was modified, the URI of the

identical policy reference, and the name of the global policy attachment document that
duplicated the direct attachment.

Syntax

m grat eWSMAt t achnent s( [ node=" pronpt ' ])

Argument Definition

node The action to be taken for each policy attachment that can be migrated.
Valid options are:

¢ for ce—Automatically migrate all identical policy attachments
without prompting.

e previ ew—List all policy attachments that can be migrated, but
does not perform any migration.

e pronpt —Request user confirmation before migrating each policy
attachment.

If no mode is specified, this argument defaults to pr onpt mode.

Examples

The following examples describe how to use the repository attachment migration
modes.

w s: /w s-domai n/ server Confi g>ni grat eWsMAt t achment s()
w s:/w s-domai n/ server Confi g>ni grat eWsMAt t achment s(' force')
w s: /w s-domai n/ server Confi g>ni grat eWSMAt t achment s(' previ ew )
w s: /w s-domai n/ server Confi g>ni grat eWSMAt t achment s(' pronpt ")
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3.9.8 resetWSMPolicyRepository

Note:

This command has been deprecated. It is recommended that you use the
reset WbMReposi t or y command, as described in "resetWSMRepository".
The following examples show how to migrate to use the

reset WBMReposi t or y command.

11g Release:

w s:/jrfServer_domain/serverConfig> reset WMPol i cyReposi tory()

12¢ Release:

w s:/jrfServer_domain/serverConfig> reset WoMReposi tory()

Command Category: OWSM Repository Management
Use with WLST: Online

Description

Deletes the existing policies stored in the OWSM repository and refresh it with the
latest set of predefined policies that are provided in the new installation of the Oracle
Fusion Middleware software. You can use the cl ear St or e argument to specify
whether to delete all policies, including custom user policies, from the OWSM
repository before loading the new predefined policies.

Syntax
reset WeBMPol i cyRepository([clearStore='false'])

Argument Definition

clearStore='fal se' DPolicies to be deleted. Valid values are:
e true—All policies in the repository, including custom user
policies, are deleted.
e fal se—Only the predefined policies supplied by Oracle are
deleted. The defaultis f al se.

Example

The following example deletes all the policies in the repository, including user
policies, and adds the predefined policies provided in the current product installation:

w s:/w s-domai n/ server Confi g>r eset WMPol i cyReposi tory(true)

Note:

Use integer values O (f al se) or 1 (t r ue) to pass Boolean types on wsadmi n
and oj bst because the Python version used by these scripting tools may not
support Boolean types.
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3.9.9 resetWSMRepository
Command Category: OWSM Repository Management
Use with WLST: Online

Description

Deletes the existing policies stored in the repository and refresh it with the current set
of predefined policies that are provided in the latest installation of the Oracle Fusion
Middleware software. You can use the cl ear St or e argument to specify whether to
delete all policies, including custom user policies, from the repository before loading
the new predefined policies.

Note: These command also updates the version number of the predefined
policies and assertion templates.

Syntax

reset WeMReposi tory([cl earStore="fal se'])

Argument Definition

clearStore='fal se' DPolicies to be deleted. Valid values are:

¢ true—All policies in the repository, including custom user
policies, are deleted. The repository is then recreated with the
new set of predefined documents.

¢ fal se—Only the predefined policies supplied by Oracle are
deleted. Custom documents are not deleted when this option is
used. The repository is then re-created with the new set of
predefined documents. The defaultis f al se.

Examples

The following example deletes all the policies in the repository, including user
policies, and adds the predefined policies provided in the current product installation:

w s:/w s-domai n/ server Confi g>r eset WMReposi t ory(true)

3-138 WLST Command Reference for Infrastructure Components



OWSM Repository Management Commands

3.9.10 upgradeWSMPolicyRepository

Note:

This command has been deprecated. It is recommended that you use the
upgr adeWsMReposi t or y command, as described in
"upgradeWSMRepository". The following examples show how to migrate to
use the upgr adeWsMReposi t or y command.

11g Release:
w s:/jrfServer_domain/server Config> upgradeWsMPol i cyRepository()

12¢ Release:

w s:/jrfServer_domain/serverConfig> upgradeWsMReposi t ory()

Command Category: OWSM Repository Management
Use with WLST: Online

Description

Upgrades the OWSM predefined policies stored in the OWSM repository with any
new predefined policies that are provided in the latest installation of the Oracle Fusion
Middleware software. If the repository is empty, all of the predefined policies
included in the installation are loaded into the repository.

This command does not remove any existing predefined and user-defined custom
policies in the repository. If a predefined policy has been modified or discontinued in
a subsequent release, one of the following occurs:

¢ For policies that have been discontinued, a message is displayed listing the
discontinued policies. In this case, Oracle recommends that you no longer reference
the policies and remove them using Oracle Enterprise Manager.

¢ For policies that have changed in the subsequent release, a message is displayed
listing the changed policies. Oracle recommends that you import the latest version
of the policies using Oracle Enterprise Manager.

Syntax
upgr adeWWSMPol i cyRepository()

Example

The following example upgrades the existing installation with policies provided in the
latest release:

w s: /w s-domai n/ server Conf i g>upgr adeWsMPol i cyReposi t ory()

3.9.11 upgradeWSMRepository
Command Category: OWSM Repository Management
Use with WLST: Online
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Description

Upgrades the OWSM predefined policies stored in the repository with any new
predefined policies that are provided in the latest installation of the Oracle Fusion
Middleware software. If the repository is empty, all of the predefined policies
included in the installation are loaded into the repository.

This command does not remove any existing predefined and user-defined custom
policies in the repository. If a predefined policy has been modified or discontinued in
a subsequent release, one of the following occurs:

¢ For policies that have been discontinued, a message is displayed listing the
discontinued policies. In this case, Oracle recommends that you no longer reference
the policies and remove them using Oracle Enterprise Manager.

¢ For policies that have changed in the subsequent release, a message is displayed
listing the changed policies. Oracle recommends that you import the latest version
of the policies using Oracle Enterprise Manager.

Syntax
upgr adeWSMReposi t or y()

Examples

The following example upgrades the existing installation with policies provided in the
latest release:

w s: /w s-domai n/ server Conf i g>upgr adeWsMReposi t ory()

3.10 Token Issuer Trust Configuration Commands

Use the WLST commands listed in Table 3-12 to view and define trusted issuers,
trusted distinguished name (DN) lists, and token attribute rules for trusted DNs.

When using WLST to create, modify, and delete token issuer trust documents, you
must execute the commands in the context of a session. Each session applies to a single
trust document only.

For additional information about using these commands, see "Configuring SAML
Trusted Issuers, DN Lists, and Token Attribute Rules Using WLST" in Oracle Fusion
Middleware Securing Web Services and Managing Policies with Oracle Web Services
Manager.

Note:

The commands in this section apply to Oracle Infrastructure Web Services
only.

To view the help for the WLST commands described in this section, connect to
a running instance of the server and enter hel p(' wsnivanage' ) .

The hel p(' wsmvanage' ) now displays JWT trusted issuers as a supported
token type.
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Table 3-12 Web Services Token Issuer Trust Commands
- - - - - - - -

Use this command...

To...

Use with
WLST...

createWSMTokenlIssuerTrustDocument

Create a new token issuer trust
document using the name
provided.

Online

deleteWSMTokenlssuerTrust

Delete the entry for the issuer,
including the DN list in it.

Online

deleteWSMTokenlIssuerTrustAttributeRule

Delete a token attribute rule
associated with a trusted DN.

Online

deleteWSMTokenIssuerTrustDocument

Delete the token issuer trust
document, specified by the name
argument, from the repository.

Online

displayWSMTokenlIssuerTrust

Display the names of the DN lists
associated with a specified issuer.

Online

exportWSMTokenlIssuerTrustMetadata

Export trusted issuers, associated
DNis, and token attribute rules.

Online

importWSMTokenlIssuerTrustMetadata

Import trusted issuers, associated
DNis, and token attribute rules.

Online

listWSMTokenlIssuerTrustDocuments

List the token issuer trust
documents in the repository.

Online

revokeWSMTokenIssuerTrust

Remove trusted issuers,
associated DN, and token
attribute rules.

Online

selectWSMTokenlIssuerTrustDocument

Select the token issuer trust
document, identified by the name
argument, to be modified in the
session.

Online

setWSMTokenlIssuerTrust

Specify a trusted token issuer
with a DN list.

Online

setWSMTokenlIssuerTrustAttributeFilter

Add, delete, or update token
attribute rules for a given token
signing certificate DN.

Online

setWSMTokenlIssuerTrustAttributeMappin
8

Set the mapping to map value of
an attribute for a trusted DN to
local user attribute value and the
mapped user attribute.

Online

setWSMTokenlIssuerTrustDisplayName

Set or reset the display name of
the Token Issuer Trust document
currently selected in the session.

Online
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3.10.1 createWSMTokenlssuerTrustDocument

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description
Within a session, creates a new token issuer trust document using the name provided.

You must start a session (begi nWWBMSessi on) before creating or modifying any token
issuer trust documents. If there is no current session or there is already an existing
modification process, an error is displayed.

For more information on using this command, see "Configuring SAML Trusted
Issuers, DN Lists, and Token Attribute Rules Using WLST" in Securing Web Services and
Managing Policies with Oracle Web Services Manager.

Syntax

creat eWsMrokenl ssuer Trust Document (nane, di spl ayNane)

Arguments Definition

nane Name of the document to be created. An error is thrown if a name is
not provided.

di spl ayNane Optional. Display name for the document.

Examples

In the following example, the trust document named

t okeni ssuertrust W.Sbase_donmai n is created, with a display name of
W s_domai n Trust Docunent. In the second example, no display name is
provided.

w s:/w s-domai n/ server Confi g>

creat eWSMrokenl ssuer Trust Docurent ("t okeni ssuertrust W.Shase_donai n", "W s_donai n Trust
Docunent ")

W s:/w s-domai n/ server Confi g>

creat eWSMTokenl ssuer Tr ust Docunent ("t okeni ssuert rust W.Shase_domai n")

3.10.2 deleteWSMTokenlssuerTrust

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration
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Use with WLST: Online

Description

Within a session, deletes the list of all the trusted key identifiers matching the type
(such as dns. hok, dns. sv, or dns. j wt ) for the issuer specified. This issuer must
exist in the token issuer trust document selected in the session for modification. If no
trusted key identifiers exist, then the issuer itself is deleted.

To delete a specified list of trusted key identifiers for an issuer, use
selectWSMTokenlIssuerTrustDocument.

You must start a session (begi NV\BMBessi on) and select a token issuer trust
document for modification before executing this command. If there is no current
session or there is already an existing modification process, an error is displayed.

You cannot modify the default token issuer trust document.

Syntax

del et eWSMTokenl ssuer Trust (type, issuer)

Arguments Definition
type Type of issuer to be deleted, such as dns. hok, dns. sv,ordns. j wt .
i ssuer Name of the issuer whose trusted DN list will be deleted.
Examples

In the following example, the issuer www. your Conpany. comand the DN list in the
dns. sv trusted SAML sender vouches client list for the issuer are deleted:

W s:/w s-domai n/ server Confi g> del et eWsMrokenl ssuer Trust (' dns. sv',
" www. your Conpany. cont )

3.10.3 deleteWSMTokenlssuerTrustAttributeRule

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Delete a token attribute rule associated with a trusted DN from the token issuer trust
document.

To delete only the list of filter values for an attribute, use the
setWSMTokenlssuerTrustAttributeFilter command.

You must start a session (begi nWsMSessi on) and select a token issuer trust
document for modification before executing this command. If there is no current
session or there is already an existing modification process, an error is displayed.
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Syntax
del et eWSMTokenl ssuer Trust At t ri but eRul e(dn)

Arguments Description
dn The DN of the token signing certificate that identifies the rule to be
deleted.
Examples

In the following example, the token attribute rule associated with the
' CN=webl ogi ¢, OU=0Orakey Test Encryption Purposes Only, O=Oracl e,
C=US trusted DN is deleted.

w s:/w s-domai n/ server Confi g> del et eWSMTIokenl ssuer Trust At tri but eRul e(" CN=webl ogi c,
OE=Qrakey Test Encryption Purposes Only, O=Oracle, C=US')

3.10.4 deleteWSMTokenlssuerTrustDocument

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Deletes the token issuer trust document, specified by the name argument, from the
repository. The default token issuer trust document cannot be deleted.

Syntax

del et eWSMTokenl ssuer Tr ust Document ( nane)

Arguments Definition
nane Name of the token issuer trust document to be deleted.
Examples

In the following example, the token issuer trust document
t okeni ssuertrust W.Sbase_domai n trust document is deleted:

w s:/w s- domai n/ server Confi g>
del et eWSMTokenl ssuer Tr ust Docunent (' t okeni ssuert rust W.Shase_domai n')

3.10.5 displayWSMTokenlssuerTrust

Note:

This command applies to Oracle Infrastructure web services only.
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Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Displays the list of all the trusted key identifiers matching the type specified, such as
dns. hok,dns. sv,ordns. j W, and the i ssuer name.

You must start a session (begi NV\BMBSessi on) and select a token issuer trust
document for modification before executing this command. If there is no current
session or there is already an existing modification process, an error is displayed.

Syntax
di spl ayWsMrokenl ssuer Trust (type, issuer=None)

Arguments Definition

type Type of the trusted key identifiers list to be displayed for the issuer.
For example, dns. hok, dns. sv,ordns. j wt.

i ssuer Optional. Name of the trusted issuer for which the trusted key
identifiers list is to be displayed. If you do not specify an issuer name,
all of the trusted issuers for the given type are listed.

Examples

In the following example, the DN lists for the www. exanpl e. comtrusted issuer are
displayed:

W s:/w s-domai n/ server Config> di spl ayWsMrokenl ssuer Trust (' dns. sv', ' www. exanpl e. coni)

3.10.6 exportWSMTokenlssuerTrustMetadata

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Export the trust configuration (issuers, DNs, and token attribute rules) for all trusted
issuers. The configuration will be exported to an XML file identified by the specified
location. The configuration for the issuers specified in the exclude list will not be
exported. If no argument is passed, trust configuration for all trusted issuers will be
exported.

Syntax

export WsMTIokenl ssuer Trust Met adat a(t rust Fi | e, excl udel ssuer s=None)
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Arguments Definition

trustFile Location of the file where the exported metadata will be stored.

excl udel ssu  Optional. The list of issuers for which trust metadata should not be
ers exported.

Examples
The following examples show the exportWSMTokenlssuerTrustMetadata command.

export WsMTokenl ssuer Trust Met adat a(trustFile="/tnp/trustData. xm ",
excl udel ssuers=[" wwv. exanpl e. cont, " www. nyi ssuer. coni])

export WsMTlokenl ssuer Trust Met adat a(' /tmp/ trust Data. xm ', [ wwv. exanpl e. com )

export WsMTIokenl ssuer Trust Met adat a(trustFile="/tnp/trustData. xm ")

3.10.7 importWSMTokenlssuerTrustMetadata

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Import the trust configuration (issuers, DNs, and token attribute rules) for all trusted
issuers. The configuration will be imported from the specified XML file.

Syntax

i mpor t WeMTokenl ssuer Trust Met adat a(trust Fil e)

Argument Definition
trustFile Location of the file from where the configuration will be imported.
Examples

The following examples show the importWSMTokenlssuerTrustMetadata command.

i mpor t WeMTokenl ssuer Trust Met adata(trustFile="/tnp/trustData. xm ")

i mpor t WeMTokenl ssuer Trust Metadata(' /tnp/trustData. xm ')
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3.10.8 listWSMTokenlssuerTrustDocuments

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

When used without any arguments, this command lists all the token issuer trust
documents in the repository. If the detail argument is set to t r ue, the display name
and the status of the document are also displayed.

You can use the wildcard character (*) in combination with other characters. If no
wildcard character is specified in the name argument, the document that matches the
name argument exactly is displayed. If the det ai | argumentis set to t r ue, the
contents of the document are listed.

This command can be executed inside and outside of a session.

Syntax

|'i st WeMlokenl ssuer Tr ust Docunent s( nane=None, detail="fal se')

Arguments Definition

nane Optional. Name of the token issuer trust document. You can use
wildcards with this argument.

det ai | Optional. List the details for the requested document. The default is
fal se.

Examples

In the following example, the token issuer trust document
t okeni ssuertrust W.Sbase_donai n trust document is deleted:

w s:/w s-domai n/ server Config> | i st WSMIokenl ssuer Trust Docunent s(detai | =" true')

3.10.9 revokeWSMTokenlssuerTrust

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration
Use with WLST: Online
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Description

Remove trusted issuers, associated DNs, and token attribute rules. The issuers
specified in the exclude list will not be removed. If no argument is passed, then all
trusted issuers and associated configuration will be removed.

Syntax

revokeWsMTokenl ssuer Trust ( excl udel ssuer s=None)

Argument Definition

excl udel ssuers Optional list of issuers for which the trust configuration should not be
removed.

Examples
The following examples show the revokeWSMTokenlssuerTrust command.

revokeWsMTokenl ssuer Trust (excl udel ssuers=["' www. exanpl e. coml , " www. i ssuer. coni ])
revokeWsMTokenl ssuer Trust ([ ' www. exanpl e. comt, ' ww. i ssuer. com])

r evokeWsMTokenl ssuer Trust ()

3.10.10 selectWSMTokenlssuerTrustDocument

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Selects the token issuer trust document, identified by the name argument, to be
modified in the session. The name must match the value of the name attribute in the
document.

You must start a session (begi nV\BMSessi on) before executing this command. If
there is no current session or there is already an existing modification process, an error
is displayed.

You cannot modify the default token issuer trust document.

Syntax

sel ect WSMTokenl ssuer Tr ust Document ( nane)

Argument Definition

nane Name of the document to modified in the session. An error is thrown
if a name is not provided.
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Examples

In the following example, the t okeni ssuert rust W.Sbase_domai n document is
selected for modification:

w s:/w s-domai n/ server Confi g>
sel ect WoMTokenl ssuer Tr ust Docunent (' t okeni ssuertrust W.Shase_domai n')

3.10.11 setWSMTokenlssuerTrust

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Specify a trusted token issuer with a DN list. This command behaves as follows:

o [f the trusted issuer already exists for the type specified, and you provide a list of
DN or aliases for the t r ust edKeys argument, the previous list is replaced with
the new list. If you enter an empty set ([ ] ) for the t r ust edDNs argument, then the
list of DN values are deleted for the issuer.

¢ If the trusted issuer does not exist for the type specified and you specify a value for
the t r ust edKeys argument, the issuer is created with the associated DN list. If
you do not set the t r ust edKeys argument, a new issuer is created with an empty
DN list.

You must start a session (begi nWWMSessi on) and select a token issuer trust
document for modification before executing this command. If there is no current
session or there is already an existing modification process, an error is displayed.

You cannot modify the default token issuer trust document.

Syntax
set WMTokenl ssuer Trust (type, issuer, [trustedKeys]=None)
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Argument Definition

type The type of the tokens issued by the issuer and how the issuer signing
the certificates is identified with trusted keys. The following types are
supported:

* dns. sv—The token type from the issuer is SAML SV and the
trusted key identifier type is X509 Certificate DN.

e dns. hok—The token type from the issuer is SAML HOK or
Bearer, and the trusted key identifier type is X509 Certificate DN.

e dns. j wt —The token type from the issuer is JWT, and the trusted
key identifier type is X509 Certificate DN.

* dns. al i as. sv—The token type from the issuer is SAML SV and
the X509 Certificate alias of the issuer signing certificates in the key
store is used for trusted key identifier type.

e dns. al i as. hok—The token type from the issuer is SAML HOK
or Bearer and the X509 Certificate alias of the issuer signing
certificates in the key store is used for trusted key identifier type.

i ssuer The name of the trusted issuer, for example www. exanpl e. com
trust edKeys Optional. List of trusted key identifiers values to set for the specified
issuer.
Examples

In the following example, Www. your conpany. comis set as a trusted issuer and a DN
list is not specified:

wl s:/w s-domai n/ server Confi g> set WMrokenl ssuer Trust (' dns. sv',
" www, your conpany. comt, [])

In the following example, the name ' CN=or cl adm n, OU=Doc, O=Oracl e,
C=US' in added to the dns. sv DN list for the www. exanpl e. comtrusted issuer.

wl s:/w s-domai n/ server Confi g> set WsMIokenl ssuer Trust (' dns. sv', ' ww. exanpl e. coni,
[[' CN=webl ogi c, OU=Crakey Test Encryption Purposes Only, O=Oracle, C=US,
" CNeorcl adnin, QU=Doc, O=Oracle, C=US'])

In the following example, the list of DN values in the dns. sv DN list is removed from
the ww. exanpl e. comtrusted issuer:

w s:/w s-domai n/ server Confi g> set WsMIokenl ssuer Trust (' dns. sv', 'www. exanpl e.com, [])

In the following example, the alias or akey is specified as the X509 certificate alias for
the SAML SV token type for the wwv. exanpl e. comtrusted issuer:

w s:/w s-domai n/ server Confi g> set WMokenl ssuer Trust (' dn. al i as. sv',
"www. exanpl e. comt, ['orakey'])

3.10.12 setWSMTokenlssuerTrustAttributeFilter

Note:

This command applies to Oracle Infrastructure web services only.

3-150 WLST Command Reference for Infrastructure Components



Token Issuer Trust Configuration Commands

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Adds, deletes, or updates token attribute rules for a given token signing certificate
DN.

Each rule has two parts: a name ID and an attributes part for user attributes that a DN
for a signing certificate can assert. The name ID and the attribute can contain a filter
with multiple value patterns.

This command behaves as follows:

e If the attribute specified by the at t r - name argument already exists with a list of
filter values and you provide a new list of values for the fi | t er s argument, the
previous list is replaced with the new list. If you enter an empty set ([ ] ) for the
filters argument, then the existing list of filter values is deleted.

¢ If the attribute specified by the at t r - nane argument does not exist and you
specify a list of values for the f i | t er s argument, the attribute is created and
added to the document with the specified filter values. If you do not provide a
value for the filters argument, an error is thrown.

You must start a session (begi nWWBMSessi on) and select a token issuer trust
document for modification before executing this command. If there is no current
session or there is already an existing modification process, an error is displayed.

Note:

You must first use the set WBMIokenl ssuer Tr ust command to configure a
list of trusted DN names for an issuer.

Syntax

set WoMrokenl ssuer Trust AttributeFilter(dn, attr-nanme, filters)

Argument Definition

dn The DN of the token signing certificate.

attr-nane The name of the attribute to assert. The value can be as
follows:

* name- i d—assert a subject name ID.
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Argument Definition
filters Optional. List of filters for the attribute. The list has the
format ['val uel’, 'val ue2', 'val ue3, . . . . Each value can

be an exact name or a name pattern with a wildcard
character "*".

When narre- i d is selected for the at t r - name argument,
then the value of the subject name ID in the incoming SAML
assertion must match one of the specified values to go
through. If no values are specified, then any value for the
subject name ID will go through.

If user. t enent . nane is selected for the at t r - nanme
argument, then the value of the user tenant name in the
request message or from system environment is validated
against the value asserted.

Examples

In the following example, the name ID your Tr ust edUser is set as a trusted user for
the webl ogi ¢ trusted DN:

wl s:/w s-domai n/ server Confi g> set WsMTIokenl ssuer Trust Attri but eFi | ter (' CN=webl ogi c,
OUE=Qrakey Test Encryption Purposes Only, O=Oracle, C=US','nane-id',
["yourTrustedUser'])

In the following example, the name IDs j doe is added to the list of trusted users for
the webl ogi ¢ trusted DN:

w s:/w s-domai n/ server Confi g> set WsMTIokenl ssuer Trust Attri but eFi | ter (' CN=webl ogi c,
OUE=Qrakey Test Encryption Purposes Only, O=Oracle, C=US','nane-id',
["yourTrustedUser', 'jdoe'])

In the following example, the list of trusted users for the webl ogi ¢ trusted DN is
removed:

w s:/w s-domai n/ server Confi g> set WsMTIokenl ssuer Trust Attri but eFi | ter (' CN=webl ogi c,
OE=Qrakey Test Encryption Purposes Only, O=Cracle, C=US', 'nane-id', [])

3.10.13 setWSMTokenlssuerTrustAttributeMapping

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

For any DN in the trusted DN list of a trusted token issuer, this command sets the
mapping for the attribute (for example, nanme- i d) as specified by the at t r Nane
argument. The user attribute argument is optional, and it indicates the local user
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attribute it corresponds to. The user mapping attribute is also optional and indicates
the user attribute to be used in the system to authenticate the users.
Syntax

set WoMTrokenl ssuer Trust At t ri but eMappi ng(dn, attrNane, user Attri but e=None,
user Mappi ngAtt ri but e=None)

Arguments Definition

dn DN as the identifier of the token attribute rule where modifications
would be done.

attr Name Name of the user attribute for which the mapping will be applied.

userAttribute Optional name of the local user attribute the value of the attribute
corresponds to.

user Mappi ngAttri bu Optional name of the local user attribute to map to.
te

Examples

The following examples show the setWSMTokenlIssuerTrustAttributeMapping
command.

set WBMTrokenl ssuer Trust At t ri but eMappi ng(' CN=webl ogi ¢, OQU=Crakey, O=Oracle, C=US',
"name-id', 'mail', 'uid)

set WBMTrokenl ssuer Trust At t ri but eMappi ng(' CN=webl ogi ¢, OU=Crakey, O=Cracle,
C=US', ' name-id")

3.10.14 setWSMTokenlssuerTrustDisplayName

Note:

This command applies to Oracle Infrastructure web services only.

Command Category: Token Issuer Trust Configuration

Use with WLST: Online

Description

Sets or resets the display name of the Token Issuer Trust document currently selected
in the session.

You must start a session (begi nV\BMBessi on) before creating or modifying any token
issuer trust documents. If there is no current session or there is already an existing
modification process, an error is displayed.

Syntax
set WBMTrokenl ssuer Tr ust Di spl ayNane(" di spl ayNane")
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Arguments Definition

di spl ayNane Name to be set as a display name for the document currently selected
for modification in the session.

Examples

In the following example, the display name for the trust document being modified is
set to Test Docunent.

w s:/w s-domai n/ server Confi g> set WMIokenl ssuer Tr ust Di spl ayNane(" Test Docunent")

3.11 Secure Conversation Session Management Commands

As described in "WS-SecureConversation Architecture", OWSM maintains the client
and server secure conversation session information based on a computed Session ID.
OWSM (via an internal session mechanism) computes the Session ID at runtime for
each message, and associates one or more requests to a session.

Session management commands provide a way for you to release resources on the
server when you know that a given client no longer requires the session.

A session is re-used for all requests coming from the same client. In the event a session
has been removed manually, a new session is created. If a session is not released
manually, it is released the next time that the server hosting the JVM is restarted.

Use the WLST commands listed in Table 3-13 to administer sessions.

For additional information about using these commands, see "Managing Secure
Conversation Sessions" in Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Table 3-13 Secure Conversation Session Management Commands
. _____________________________________________________________________________|

Use this command... To... Use with
WLST...
getWebServiceSessionInfo Display details about the specified active Online
session.
listWebServiceSessionNames List sessions that are currently active for the  Online

Session Manager.

listWebServiceSessionNamesFor  List sessions that are active for the Session Online
Key Manager for a specified key-value pair.
removeWebServiceSession Remove an active session to clear the Online

sessions in a store.

3.11.1 getWebServiceSessioninfo
Command Category: Secure Conversation Session Management

Use with WLST: Online
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Description

Gets the specified Session object. sessi onNare is returned by
i stWebServi ceSessi onNanes() .

The returned session names are appropriate for use as the name parameter in
subsequent calls to get VebSer vi ceSessi onl nf o( Stri ng) and
renoveWebSer vi ceSessi on(Stri ng) commands.

All of the WebLogic Server instances within a domain must be running in order for
this command to succeed. The scope of the session is the current Persistence provider.

For additional information about using these commands, see "Managing Secure
Conversation Sessions" in Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Syntax

get WebSer vi ceSessi onl nfo ("sessi onNane")

Arguments Definition

sessi onNane Name of the active session for which information is displayed.
sessi onNane is returned by | i st WebSer vi ceSessi onNames() .

Examples

In the following example, information about the session named
215d0d4a5ebbc3f ec662f 46adedc5bc74ecbc87b is returned.

w s: / base_domai n/ server Confi g>

get VebSer vi ceSessi onl nf o(' 215d0d4a5ebbc3f ec662f 46adedc5bc74echc87h')
Name: 215d0d4a5ebbc3f ec662f 46adedc5hc74echc87b

Creation time: Mn Nov 04 17:47:39 PST 2013

Last update time: Mon Nov 04 17:47:42 PST 2013

Expiration time: Mn Nov 04 18:17:41 PST 2013

Key info: [oracle.wsmsecurity.secconv.util.property.SCT,
0x0000014225F1A1260AE4F30351FD1544DC10ED14201988C8CFEDFDBESEOE4BO9]

3.11.2 listWebServiceSessionNames
Command Category: Secure Conversation Session Management

Use with WLST: Online

Description

Lists the names of all active sessions visible within the domain for the current
Persistence provider. The returned list is a snapshot of the visible session instances
and is subject to change.

The returned names are appropriate for use as the name parameter in subsequent calls
to get WebSer vi ceSessi onl nf o() and r enmoveWebSer vi ceSessi on()
commands.

All of the WebLogic Server instances within a domain must be running in order for
this command to succeed. The scope of the session is the current Persistence provider.
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For additional information about using these commands, see "Managing Secure
Conversation Sessions" in Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Syntax

I'i st \WebSer vi ceSessi onNanes()

Examples
In the following example, there is one active session.

w s: / base_donai n/ server Confi g> | i st WebSer vi ceSessi onNanes()
215d0d4a5ebbc3f ec662f 46adedc5bc74echc87b

3.11.3 listWebServiceSessionNamesForKey
Command Category: Secure Conversation Session Management

Use with WLST: Online

Description

Lists the names of all sessions that have the name keyNane and the value keyVal ue.
keyNane and keyVal ue are returned by get WebSer vi ceSessi onl nfo() .

The returned session names are appropriate for use as the name parameter in
subsequent calls to get WVebSer vi ceSessi onl nf o( St ri ng) and
renoveWebSer vi ceSessi on(Stri ng) commands.

All of the WebLogic Server instances within a domain must be running in order for
this command to succeed. The scope of the session is the current Persistence provider.

For additional information about using these commands, see "Managing Secure
Conversation Sessions" in Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Syntax
I'i st \ebServi ceSessi onNanesFor Key ("keyNane", "keyVal ue")

Arguments Definition

keyNare A string that specifies the key name for which to list the session
names. keyNare is returned by get WebSer vi ceSessi onl nf o() .

keyVal ue A string that specifies the key value for which to list the session
names. keyVal ue is returned by get WebSer vi ceSessi onl nf o() .

Examples

In the following example, there is one active session for the key name

oracl e.wsm security.secconv. util.property. SCT that has a value of
0x0000014225F1A1260AE4F30351FD1544DC10ED14201988 C8CFEDFDBESEOE4AB
09.

W s: / base_domai n/ server Confi g>
| i st WebServi ceSessi onNanmesFor Key(' oracl e.wsm security.secconv. util.property.
SCT',
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' 0x0000014225F1A1260AE4F30351FD1544DC10ED14201988C3CFEDFDBESEOE4B0Y' )
215d0d4a5ebbc3f ec662f 46adedc5bc74echc87b

3.11.4 removeWebServiceSession
Command Category: Secure Conversation Session Management

Use with WLST: Online

Description

Remove a Session object by giving its name. sessi onNane is returned by
i stWebServi ceSessi onNanes() .

All of the WebLogic Server instances within a domain must be running in order for
this command to succeed. The scope of the session is the current Persistence provider.

For additional information about using these commands, see "Managing Secure
Conversation Sessions" in Oracle Fusion Middleware Securing Web Services and Managing
Policies with Oracle Web Services Manager.

Syntax

removeVebSer vi ceSessi on ("sessi onNanme")

Arguments Definition

sessi onNane Name of the active session to remove. sessi onNane is returned by
| i st WebSer vi ceSessi onNanes() .

Examples

In the following example, the session named
215d0d4a5ebbc3f ec662f 46adedc5bc74ecbc87b is removed.

W s: / base_domai n/ server Confi g>
renmoveWebSer vi ceSessi on(' 215d0d4a5ebbc3f ec662f 46adedc5hc74echc87b' )

3.12 JKS Keystore Configuration Commands

Use the WLST commands listed in Table 3-14 to view and manage JKS keystore
credentials and certificates.

Note:

The commands in this section apply to Oracle Infrastructure Web Services
only.

To view the help for the WLST commands described in this section, connect to
a running instance of the server and enter hel p(' wsmivanage' ) .

You must use the OPSS keystore commands if the keystore is KSS. You can
view the relevant commands using following command syntax:

svc = get OpssServi ce(name=" KeySt oreService')

svc. hel p()
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Table 3-14 JKS Keystore Configuration Commands
- - -]

Use this command... To... Use with
WLST...
deleteWSMKeyStoreEntry Delete a single Online

KeyStore. TrustedCertificateEntry
entry from the keystore.

deleteWSMKeyStoreEntries Delete all Online
KeyStore. TrustedCertificateEntry
entries from the keystore except those
identified by the aliases in the exclusion list.

displayWSMClertificate Displays the string representing the contents  Online
of a user's certificate if the alias specifies a
KeyStore. TrustedCertificateEntry.
Displays the certificates in the chain if the
alias points to a certificate chain specified by
the KeySt ore. Pri vat eKeyEnt ry.

exportWSMClertificate Export a trusted certificate or a certificate Online
chain associated with a private key,
indicated by a specified alias, to a specified
location.

importWSMCertificate Import a trusted certificate or a certificate Online
chain associated with a private key,
indicated by the specified alias. The Base64
encoded certificate will be imported from
the specified location.

listWSMKeystoreAliases List all the aliases in the keystore. Online

3.12.1 deleteWSMKeyStoreEntry

Note:

This command applies to Oracle Infrastructure Web services only.

Command Category: JKS Keystore Management
Use with WLST: Online

Description

Delete a single Key St or e. Trust edCerti fi cat eEnt ry entry from the keystore.
You cannot delete the keySt or e. Pri vat eKeyEntry.

Syntax
del et eWWS\MKey St or eEntry(al i as)
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Arguments Description
alias Alias of the certificate to be deleted.
Examples

In this example, the alias for a key store entry, t est al i asl, is deleted from the
keystore.

wl s: / base_donmi n/ server Confi g> del et eWBMKeyStoreEntry('testalias')

Starting Operation del et eWWSMKeyStoreEntry ...
Certificate for alias "testalias" successfully deleted.

3.12.2 deleteWSMKeyStoreEntries

Note:

This command applies to Oracle Infrastructure Web services only.

Command Category: JKS Keystore Management
Use with WLST: Online

Description

Delete all KeySt or e. Trust edCertifi cat eEnt ry entries from the keystore except
those identified by the aliases in the exclusion list. If no argument is passed then all the
KeySt ore. TrustedCerti fi cat eEnt ry entries will be deleted.

Syntax
del et eWSMKey St or eEnt ri es( excl usi onLi st =None)

Arguments Description
excl usi onLi st Optional. List of aliases for the certificate that should not be deleted.
Examples

In this example, all key store entries are deleted from the keystore, except for the
testal i as and t est al i as2 aliases, which are specified on the exclusion list:

w s: / base_donai n/ server Confi g> del et eWsMKeySt oreEntries(['testalias', 'testalias2'])

Starting Operation del et eWWsSMKeyStoreEntries ...
Certificate(s) deleted successfully.

In this example, all key store entries are deleted from the keystore:

w s: / base_domai n/ server Confi g> del et eWBMKeySt or eEntri es()
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3.12.3 displayWSMCertificate

Displays the string representing the contents of a user's certificate if the alias specifies
aKeyStore. TrustedCertificateEntry. Displays the certificates in the chain if
the alias points to a certificate chain specified by a Key St or e. Pri vat eKeyEntry.

Note:

This command applies to Oracle Infrastructure Web services only.

Command Category: JKS Keystore Management
Use with WLST: Online

Description

Syntax
di spl ayWsMCerti ficate(alias)

Arguments Description
alias Alias of the certificate/certificate chain to be displayed.
Examples

In this example, the contents of the or akey trusted certificate is displayed.

wl s: / base_donai n/ server Confi g>di spl ayWsMCer ti fi cate(' orakey')

Starting Operation displayWsMCertificate ...

[
Version: V3
Subj ect: CN=OWBM QA, OU=Fusion M ddl eware, O=Oracle, L=Redwood City, ST=CA, C=US
Signature Algorithm SHAIwi thRSA, O D = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 1024 hits
modul us:
101336654071087305620295721341875459581727184852017960998615641847764412775989
046768838406911494435712364431883104460420101263455337490958825568587912620074
497379158835791101805994438262634259467352941329678718608662643461089403600239
418798937444529854556507844518713085827283731161032187719240566731105687269
public exponent: 65537
Validity: [From Tue Apr 07 15:04:45 PDT 2009,

To: Thu Feb 14 14:04:45 PST 2019]
| ssuer: CN=OASM QA, OU=Fusion M ddl eware, O=Oracle, L=Redwood City, ST=CA C=US

Serial Nurmber: [ 49dbcdf d]

]
Al gorithm [SHALw t hRSA]
Si gnat ure:
0000: 69 29 71 5D 97 1C 28 07 F1 5E 6A AA 49 A7 F7 31 i)q]..(.."j.1..1
0010: F2 B6 91 91 AL TED3 F9 1A C6 58 38 8500BA49 .......... x8...1
0020: 21 69 EO 06 8D 9F BF 7B C4 8C 83 95 69 4A 49 EB !i.......... iJl.
0030: 70 DB 7E A9 75 0D8C C5 7C9B 14 AB93 76 A9 35 p...U........ v.5
0040: 56 21 71 77 8D 2A AB 1C CA 81 EO 15 36 4E 81 OA Vigw.*...... 6N. .

0050: 55 8F D4 5E 1C DO BF 12 A3 44 8E 65 18 D9 4CE6 U. . . .... D.e..L.
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0060: 4C 5E 14 4A 7F DF CD 51 59 43 02 41 67 BO EA 3E L*.J...QYC Ag..>
0070: 58 F4 38 50 3B 2D A3 81 08 8A 84 4C 4B E0 8B 3E X.8P,-..... LK. .>

3.12.4 exportWSMCertificate

Note:

This command applies to Oracle Infrastructure Web services only.

Command Category: JKS Keystore Management
Use with WLST: Online

Description

Export a trusted certificate or a certificate chain associated with a private key indicated
by the specified alias. The certificate will be exported to the specified location.

e Ifthetype argumentis Certifi cate:

— Iftheal i as is pointing to KeySt or e. Trust edCerti fi cat eEntry, it will
return the trusted certificate associated with the entry.

- Iftheal i as is pointing to Key St or e. Pri vat eKeyEnt ry, it will return the
first certificate in the certificate chain.

- Iftheal i as does not point to either KeySt ore. Trust edCertificateEntry
or KeySt or e. Pri vat eKeyEnt ry, it will return an error message.

e If thet ype argument is PKCS7:

— Iftheal i as is pointing to a Key St or e. Pri vat eKeyEnt ry, it will return the
certificate chain associated with the entry in PKCS7 format.

- Iftheal i as does not point to Key St or e. Pri vat eKeyEnt ry, it will return an
error message.

e If thet ype argument is set to an invalid value, an error message is returned.

Syntax

export WoMCertificate(alias, certFile, type)

Arguments Description

alias Alias of the certificate to be exported.

certFile Location of the file where the exported certificate will be stored.
type Type of keystore entry to be exported. Valid values are:

e Certificat e for exporting
KeyStore. TrustedCertificateEntry.

* PKCS7 for exporting a certificate chain corresponding to a
keySt or eKeySt or e. Pri vat eKeyEnt ry specified by the al i as
in PKCS7 format.
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Examples

In this example, the trusted certificate t est al i as is identified by type as
Certificate and is exported to the specified certi fi cat e. cer file:

wl s: / base_donmi n/ server Confi g> export WMCertificate('testalias','/tnp/
certificate.cer',' Certificate')

Starting Operation exportWSMCertificate ...
Certificate for alias "testalias" successfully exported.

In this example, the certificate chain t est al i as2 is identified by type as PKCS7 and
is exported to the specified certi fi cat echai n. p7b file:

wl s: / base_donmi n/ server Confi g> export WsMCertificate('testalias2','/tnp/
certificatechain. p7b',"' PKCS7")

3.12.5 importWSMCertificate

Note:

This command applies to Oracle Infrastructure Web services only.

Command Category: JKS Keystore Management
Use with WLST: Online

Description

Import a trusted certificate or a certificate chain associated with a private key

indicated by the specified alias. The Base64 encoded certificate will be imported from
the specified location.

Syntax

importWsMCertificate(alias, certFile, type, password=None)

Arguments Description

alias Alias of the certificate to be imported.

certFile Location of the file from which the Base64 encoded certificate will be
imported.

type Type of keystore entry to be imported. Valid values are:

e Certificate forimporting
KeyStore. TrustedCertificateEntry.

e PKCS7 for importing a certificate chain corresponding to a
keySt or eKeySt or e. Pri vat eKeyEnt ry specified by the al i as
in PKCS7 format.

passwor d Optional. Password associated with the private key.
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Examples

In this example, the trusted certificate t est al i as is identified by type as
Certificate and is imported from the specifiedcerti fi cat e. cer file:

wl s: / base_donmi n/ server Config> i mport WsMCertificate('testalias','/tnp/
certificate.cer',' Certificate')

Starting Operation inportWMCertificate ...
Certificate for alias "testalias" successfully inported.

In this example, the password-protected certificate chain t est al i as is identified by
type as PKCS7 and is imported from the specified certi fi cat echai n. p7b file:

wl s: / base_donmi n/ server Confi g> i mport WsMCertificate('testalias','/tnp/
certificatechain. p7b',' PKCS7', passwor d="privat ekeypassword')

In this example, the certificate chain t est al i as is identified by type as PKCS7 and is
imported from the specified certi fi cat echai n. p7b file:

wl s: / base_donmi n/ server Confi g> i mport WsMCertificate('testalias','/tnp/
certificatechain. p7b',"' PKCS7")

3.12.6 listWSMKeystoreAliases

Note:

This command applies to Oracle Infrastructure Web services only.

Command Category: JKS Keystore Management
Use with WLST: Online

Description

List all the aliases in the keystore.

Syntax
|'i st WeMKeyst or eAl i ases()

Examples

In this example, all the aliases in the keystore are listed.
w s:/ base_donai n/ server Confi g>l i st WsMKeyst or eAl i ases()
Starting Operation |istWMeystoreAliases ...

testalias

or akey
testalias2
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Metadata Services (MDS) Custom WLST
Commands

With WLST commands for Oracle Metadata Services (MDS), you can manage the
repository and applications that use the repository.

This chapter describes the command syntax and arguments and provides examples of
the commands.

For additional details about creating and managing an MDS repository, see Managing
the Oracle Metadata Repository in Oracle Fusion Middleware Administering Oracle Fusion
Middleware. For information about the roles needed to perform each operation, see
Understanding MDS Operations in Oracle Fusion Middleware Administering Oracle
Fusion Middleware.

Use the Oracle Metadata Services (MDS) commands in the categories listed in
Table 4-1 to manage MDS.

Table 4-1 MDS Command Categories

Command category Description

Repository Management Manage the MDS repository.

Commands

Application Metadata Manage the application metadata in the MDS repository.

Management Commands

Sandbox Metadata Management Manage the metadata in a sandbox in the MDS
Commands repository.

Application Label Management Manage the labels for the application.

Commands

Application Deployment Manage the application deployment.
Management Commands

Multitenancy Management Manage tenants.

Commands

4.1 Common Name Pattern Format

Many commands contain arguments that use name patterns. For example, the
restrictCustTo argument use name patterns. The rules for the name patterns are the
same for these arguments.

The pattern can contain the following special characters:

® The percent (%) character, which matches any number of characters.
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® The underscore (_) character, which matches exactly one arbitrary character.

¢ The backslash character ('\"), which can be used to escape the percent, the
underscore, and the backslash (itself) characters, so they match only %, _, or \.

For example:

restrictCust To="user[scott]"
restrictCust To="site[sitel],user[scott]"
restrictCustTo="site[sitel, %2],user[scott, n4"

4.2 Repository Management Commands

The WLST repository management commands let you create and delete a MDS
repository and register and deregister the repository.

Use the MDS commands listed in Table 4-2 to manage your repositories. In the Use
with WLST column, online means the command can only be used when connected to a
running Administration Server. Offline means the command can only be used when
not connected to a running server. Online or offline means the command can be used
in both situations.

Table 4-2 Repository Management Commands

Use this command... To... Use with
WLST...
createMetadataPartition Create a metadata repository partition. Online
deleteMetadataPartition Delete a metadata repository partition. Online
deregisterMetadataDBRepository  Deregister a database-based MDS Online
repository.

registerMetadataDBRepository Register a database-based MDS repository. ~ Online

Note:

Note the following if you invoke the following WLST commands or
comparable MBeans in a script:

* registerMetadataDBRepository

* deregisterMetadataDBRepository

In this release and previous releases, the commands or MBeans, have the
following behavior:

1. Starts an Oracle WebLogic Server editing session.
2. Registers or deregisters the repository.

3. Activates the changes.

However, you can start an editing session explicitly. If you do, the automatic
activation of the changes are deprecated.
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4.2.1 createMetadataPartition
Command Category: Repository Management

Use with WLST: Online

Description

A metadata repository is used as a common repository for managing metadata of
different applications. Many applications use the MDS repository to manage their
metadata. Each deployed application uses a logical partition in metadata repository.
This logical partition also helps in maintaining the metadata lifecycle. Before
deploying a application, you create a partition for it in MDS repository. This command
creates a partition with the given name in the specified repository.

Syntax

createMet adat aPartition(repository, partition)

Argument Definition
, The name of the repository where the partition will be created.
repository
L The name of the partition to create in the repository.
partition
Example

The following example creates the metadata partition parti ti onl in the repository
nds- nyr epos:

w s: /webl ogi ¢/ server Confi g> creat eMet adat aPartition(repository="nds-nmyrepos',
partition="partitionl")

Executing operation: createMetadataPartition

Metadata partition created: partitionl

"partitionl"

4.2.2 deleteMetadataPartition

Command Category: Repository Management

Use with WLST: Online

Description

Deletes a metadata partition in the specified repository. When you delete a repository
partition, all of the metadata in that partition is lost.

Syntax

del et eMet adat aPartition(repository, partition)
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Argument Definition
, The name of the repository that contains the partition.
repository
o The name of the partition to delete in the repository.
partition
Example

The following example deletes the metadata partition parti ti onl from the
repository nds- myr epos:

wl s: /webl ogi ¢/ server Confi g> del et eMet adat aPartition(repository=" nds-nyrepos',
partition="partitionl")

Executing operation: del eteMetadataPartition

Met adata partition deleted: partitionl

4.2.3 deregisterMetadataDBRepository

Command Category: Repository Management

Use with WLST: Online

Description

Removes the database metadata repository registration as a System JDBC data source
in the domain. After this command completes successfully, applications can no longer
use this repository.

Syntax
der egi st er Met adat aDBReposi t or y( name)

Argument Definition
The name of the repository to deregister.
nane
Example

The following example deregisters the metadata repository nds- nyr epos:

wl s: /webl ogi ¢/ server Confi g> deregi st er Met adat aDBReposi t ory(' nds- nyrepos')
Executing operation: deregisterMtadataDBRepository.
Met adata DB repository "nds-nyrepos" was deregistered successfully.

4.2.4 registerMetadataDBRepository
Command Category: Repository Management

Use with WLST: Online
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Description

A database metadata repository must be registered with WebLogic Server instances
before the application can use it. This command registers a System JDBC data source
with the domain for use as database-based metadata repository.

Syntax

regi st er Met adat aDBReposi t ory(name, dbVendor, host, port, dbName, user, password [,
target Servers])

Argument Definition

The name of the repository to register. If the name you supply does not

name begin with mds-, the commands adds the prefix mds-.
dbvend The database vendor. The acceptable values are ORACLE, MSSQL,
endor IBMDB2, and MYSQL.
host The host name or the IP address of the database.
port The port number used by the database.
The service name of the database. For example, orcl.hostname.com
dbNane
The database user name.
user
The password for the database user.
password

Optional. The WebLogic Server instances to which this repository will be
registered. If this argument is not specified, then the repository will be
registered only to the Administration Server. To specify multiple servers,
separate the names with a comma.

target Servers

To target the repository to a cluster, specify the cluster name, not the
server name.

Register the repository with all Managed Servers to which the application
will be deployed.

Examples

The following example registers the metadata repository nyr epos to two servers, and
specifies the database parameters:

w s: /webl ogi ¢/ server Confi g> regi st er Met adat aDBReposi tory(' myrepos', ' ORACLE',
"test.oracle.com,'1521',"'mds', 'userl','password','serverl, server2')

Executing operation: registerMetadat aDBRepository.

Met adata DB repository "nus-nyrepos” was registered successfully.

" mds- nyr epos'

The following example registers the metadata repository nyr epos_cl ust toa
cluster, soa_cl ust er, and specifies the database parameters:
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w s: /webl ogi ¢/ server Confi g> regi st er Met adat aDBReposi tory(' myrepos', ' ORACLE',
"test.oracle.cont,'1521',"'mds', 'userl','password','soa_cluster')

Executing operation: registerMetadat aDBRepository.

Met adata DB repository "nds-nyrepos_clust" was registered successfully.

" mds- nyr epos’

4.3 Application Metadata Management Commands

The WLST application metadata management let you manage application metadata,
such as importing or exporting metadata or deleting metadata.

Use the commands in Table 4-3 to manage application metadata. In the Use with
WLST column, online means the command can only be used when connected to a
running Administration Server. Offline means the command can only be used when
not connected to a running server. Online or offline means the command can be used
in both situations.

Table 4-3 Application Metadata Commands

Use this command... To... Use with
WLST...
deleteMetadata Deletes the metadata in the application repository. Online
exportMetadata Exports metadata for an application. Online
importMetadata Imports metadata for an application. Online
purgeMetadata Purge metadata. Online

4.3.1 deleteMetadata
Command Category: Application Metadata
Use with WLST: Online

Description

Deletes the selected documents from the application repository. When this command
is run against repositories that support versioning (that is, database-based
repositories), delete is logical and marks the tip version (the latest version) of the
selected documents as "deleted" in the MDS repository partition.

You may want to delete metadata when the metadata is moved from one repository to
another. In such a case, after you have exported the metadata, you can delete the
metadata in the original repository.

Syntax

del et eMet adat a( appl i cation, server, docs [, restrictCustTo] [, excludeAl | Cust]
[, excludeBaseDocs] [, excludeExtendedMetadata] [, cancel OnException] [,
applicationVersion] [, tenantNane])

Argument Definition

The name of the application for which the metadata is to be

application deleted.
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Argument Definition
server The target server on which this application is deployed.
docs A list of comma-separated, fully qualified document names or

document name patterns, or both. The patterns can have the
following wildcard characters: * and **.

The asterisk (*) represents all documents under the current
namespace. The double asterisk (**) represents all documents
under the current namespace and also recursively includes all
documents in subnamespaces.

For example, "/oracle/*" will include all documents under "/
oracle/" but not include documents under "/oracle/mds/".

11

As another example, "/oracle/**" will include all documents
under "/oracle/" and also under "/oracle/mds/" and any other

documents further in the namespace chain.

restrictCustTo

Optional. Valid values are percent (%) or a list of comma-
separated customization layer names used to restrict the delete
operation to delete only customization documents that match the
specified customization layers. Each customization layer name
can contain, within a pair of brackets, optional customization
layer values and value patterns separated by commas.

See Common Name Pattern Format for information about the
patterns that you can use with this argument.

For example:

restrictCust To="user[scott]"
restrictCustTo="site[sitel],user[scott]"
restrictCustTo="site[sitel, %2],user[scott, nt4"

If you do not specify this argument, only customization classes
declared in the cust-config element of adf-config.xml are deleted.
If there is no cust-config element declared in adf-config.xml, all
customization classes are deleted.

If you specify percent (%) as the value of this argument, all
customizations are deleted, whether or not they are declared in
the cust-config element of adf-config.xml.

Use this option to delete all customizations or a subset of
declared customizations. You can also use this option to delete
customizations from customization classes that are not declared
in the cust-config element of adf-config.xml.

excl udeAl | Cust

Optional. A Boolean value (true or false) that specifies whether or
not to delete all customization documents.

This argument defaults to false. It overrides the restrictCustTo
option.

excl udeBaseDocs

Optional. A Boolean value (true or false) that specifies whether or
not to delete base documents. This argument defaults to false.
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Argument Definition

Optional. A Boolean value (true or false) that specifies whether or
not to delete the Extended Metadata documents. This argument
defaults to false.

excl udeExt endedMet adat a

Optional. A Boolean value (true or false) that specifies whether or
not to abort the delete operation when an exception is
encountered. On abort, the delete is rolled back if that is
supported by the target store. This argument defaults to true.

cancel OnExcepti on

Optional. The application version, if multiple versions of the

appl i cationversi on same application are deployed.

A unique name identifying the tenant to use for this operation.

tenant Nae This argument is required for a multitenant application and is
not applicable for a non-multitenant application. For a non-
multitenant application, any specified value will be ignored.
Examples

The following example deletes metadata files under the package nypackage from
nmds App deployed in the server ser ver 1:

wl s: /webl ogi ¢/ server Confi g> del et eMet adat a(appl i cati on=' ndsapp',
server="serverl', docs='/nypackage/*")

Executing operation: del eteMetadat a.

"del et eMet adata" operation conpleted. Summary of "del et eMet adata" operation is:

List of docunents successfully del eted:

[ mypackage/ j obs. xni

[ mypackage/ mo. xm

[ mypackage/ mdssys/ cust/site/sitel/jobs.xm . xn

[ mypackage/ mdssys/ cust/sitel/sitel/ mo. xm . xm

4 docunents successfully del eted.

The following example deletes metadata files under the package nypackage from
nmds App deployed in the server ser ver 1 and excludes extended metadata and all
customizations:

wl s: /webl ogi ¢/ server Confi g> del et eMet adat a(appl i cation=" ndsapp',
server="serverl', docs='/nypackage/*', cancel OnException='false',
excl udeExt endedMet adat a="true',
excludeAl | Cust="true")
Executing operation: del eteMetadata.
"del et eMet adata" operation conpleted. Summary of "del et eMet adata" operation is:
List of docunents successfully del eted:
[ mypackage/ j obs. xni
[ mypackage/ mo. xm
2 docunents successfully del eted.

The following example deletes metadata files belonging to tenant t enant 1 under the
package mypackage from the application appl deployed in the server ser ver 1:

wl s: /webl ogi ¢/ server Confi g> del et eMet adat a(appl i cation="appl', server='serverl',
docs='/nypackage/ **', tenantName='tenant1')

Executing operation: del eteMetadat a.

del et eMet adat 2" operation conpl eted. Summary of "del eteMetadata” operation is:

List of docunents successfully del eted:
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[ mypackage/ j obs. xni

[ mypackage/ mdssys/ cust/site/sitel/jobs. xm . xn
[ mypackage/ mdssys/ cust/sitelsite2/ m. xm . xm

[ mypackage/ mdssys/ cust/user/user 1/ mo. xm . xm

4.3.2 exportMetadata
Command Category: Application Metadata
Use with WLST: Online

Description

Exports application metadata. Use this command and the importMetadata command
to transfer application metadata from one server location (for example, testing) to
another server location (for example, production).

This command exports application metadata including customizations. However, by
default, only those customizations from customization classes that are defined in the
cust-config element of adf.config.xml are exported. To export customizations from
customization classes not declared, use the restrictCustTo option.

Note that if you are using the exportMetadata command in an NFS share, there may
be a latency period on appearance of files written on the file system, depending on the
NFS mount option. For more information, see: http://man7.org/linux/man-pages/

manb/nfs.5.html.
Syntax
export Met adat a(appl i cation, server, tolLocation [, docs]
[, restrictCustTo] [, excludeCustFor] [, excludeAllCust] [, excludeBaseDocs]
[, excludeExtendedMetadata] [, excludeSeededDocs]
[, fronLabel ][, toLabel] [, applicationVersion] [, remote] [, tenantName])
Argument Definition

The name of the application from which the metadata is to be

application exported.

server The target server on which this application is deployed.
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Argument Definition

The target directory or archive file (jar, JAR, .zip or .ZIP) to
which documents selected from the source partition will be
transferred. If you export to a directory, the directory must be a
local or network directory or file where the application is
physically deployed. If you export to an archive, the archive can
be located on a local or network directory or file where the
application is physically deployed, or on the system on which
you are executing the command.

toLocation

If the location does not exist in the file system, a directory is
created, except that when the names ends with jar, JAR, .zip

or .ZIP. In that case, an archive file is created. If the archive file
already exists, the exportMetadata operation overwrites the file.

This argument can be used as temporary file system for
transferring metadata from one server to another. For more
information, see Moving Metadata from a Test System to a
Production System in Oracle Fusion Middleware Administering
Oracle Fusion Middleware.

Optional. A list of comma-separated, fully qualified document
docs
names or document name patterns, or both. The patterns can

have the following wildcard characters: * and **.

This argument defaults to "/**", which exports all the metadata
in the repository.

The asterisk (*) represents all documents under the current
namespace. The double asterisk (**) represents all documents
under the current namespace and also recursively includes all
documents in subnamespaces.

For example, "/oracle/*" includes all documents under "/
oracle/" but not include documents under "/oracle/mds/".

"/oracle/**" includes all documents under "/oracle/" and also
under "/oracle/mds/" and any other documents further in the
namespace chain.
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Argument

Definition

restrictCustTo

Optional. Valid values are percent (%) or a list of comma-
separated customization layer names used to restrict the export
operation to export only customization documents that match
the specified customization layers. Each customization layer
name can contain, within a pair of brackets, optional
customization layer values and value patterns separated by
commas.

See Common Name Pattern Format for information about the
patterns that you can use with this argument.

For example:

restrictCust To="user[scott]"
restrictCustTo="site[sitel],user[scott]"
restrictCustTo="site[sitel, %2],user[scott, n¥g"

If you do not specify this argument, only customization classes
declared in the cust-config element of adf-config.xml are
exported. If there is no cust-config element declared in adf-
config.xml, all customization classes are exported.

If you specify percent (%) as the value of this argument, all
customizations are exported, whether they are declared in the
cust-config element of adf-config.xml.

Use this option to export all customizations or a subset of
declared customizations. You can also use this option to export
customizations from customization classes that are not declared
in the cust-config element of adf-config.xml.

This argument is ignored if the excludeAllCust argument is also
specified.

excl udeCust For

Optional. A list of comma-separated customization layer names
used to restrict the export operation to exclude customization
documents that match the specified customization layers from
being exported.

This argument is ignored if the excludeAllCust argument is also
specified.

excl udeAl | Cust

Optional. A Boolean value (true or false) that specifies whether
to export all customization documents. This argument defaults to
false. This argument overrides the restrictCustTo and
excludeCustFor arguments.

excl udeBaseDocs

Optional. A Boolean value (true or false) that specifies whether
to export base documents. This argument defaults to false.

excl udeExt endedMet adat a

Optional. A Boolean value (true or false) that specifies whether
to export the Extended Metadata documents. This argument
defaults to false.
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Argument Definition

Optional. A Boolean value (true or false) that specifies whether
all documents or only non-seeded documents are exported.
Seeded documents are those documents that are packaged in a
MAR.

To exclude seeded documents, specify true.
The default is false.

excl udeSeededDocs

Optional. Transfers the documents from the source partition that

frontabel is associated with this label.

Optional. Works with the fromLabel argument to transfer the

toLabel delta between fromLabel to toLabel from the source partition.

Optional. The application version, if multiple versions of the

appl i cati onVersi on same application are deployed.

Optional. A Boolean value (true or false) that specifies whether
renote . . . . . . .
the archive file is written to a location where the application is

deployed (false) or to the system on which you are executing the

command (true).

The default is false.

A unique name identifying the tenant to use for this operation.
This argument is required for a multitenant application and is
not applicable for a non-multitenant application. For a non-
multitenant application, any specified value is ignored.

t enant Name

Examples

The following example exports all metadata files from the application ndsapp
deployed in the server ser ver 1.

wl s: / webl ogi ¢/ server Confi g> export Met adat a(appl i cati on=' ndsapp',
server="serverl',tolLocation="/tnp/nyrepos', docs="/**")

Location changed to domai nRuntine tree. This is a read-only tree with Domai nMBean as

the root.

For more hel p, use hel p(domai nRunti ne)

Executing operation: exportMetadata.

"exportMetadata" operation conpleted. Summary of "exportMetadata" operation is:

List of docunments successfully transferred:

[ mypackage/ write. xm

[ mypackage/ writel. xm

/ sanpl el. ] spx

The following example exports only the customization documents under the layer
user without any base documents from label | abel 1 to label | abel 2:

wl s: /webl ogi ¢/ server Confi g> export Met adat a(appl i cati on=" ndsapp',
server="serverl',tolLocation="/tnp/nyrepos',
restrictCust To=" user',
excl udeBaseDocs="true'",
fromLabel =' | abel 1',
toLabel =' | abel 2',
applicationVersion="11.1.1")
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List of docunents successfully transferred:

[ mypackage/ mdssys/ cust/user/user1/witel. xn . xn
[ mypackage/ mdssys/ cust/user/user2/wite2. xm . xn
2 docunents successfully transferred.

4.3.3 importMetadata
Command Category: Application Metadata
Use with WLST: Online

Description

Imports application metadata. Use the exportMetadata command and this command
to transfer application metadata from one server location (for example, testing) to
another server location (for example, production).

Note that if you are using the importMetadata command in an NFS share, there may
be a latency period on appearance of files written on the file system, depending on the
NFS mount option. For more information, see: http://man7.org/linux/man-pages/
man5/nfs.5.html.

Syntax

i mport Met adat a(application, server, fromLocation [, docs]
[, restrictCustTo] [, excludeAllCust] [, excludeBaseDocs]
[, excludeExtendedMetadata] [, excludeUnmodifiedDocs]
[, cancel OnException] [, applicationVersion] [, renote] [, tenantNane])

Argument Definition

. . The name of the application for which the metadata is to be
application .
imported.

server The target server on which this application is deployed.

The source directory or archive file from which documents will
be selected for transfer. If the documents are in a directory, the
directory must be a local or network directory or it must be file
where the application is physically deployed. If the documents
are in an archive, the archive can be located on a local or
network directory or in a file where the application is physically
deployed, or on the system on which you are executing the
command.

fronLocation

This argument can be used as a temporary file system location
for transferring metadata from one server to another. For more
information, see Moving Metadata from a Test System to a
Production System in Oracle Fusion Middleware Administering
Oracle Fusion Middleware.

Metadata Services (MDS) Custom WLST Commands 4-13


http://man7.org/linux/man-pages/man5/nfs.5.html
http://man7.org/linux/man-pages/man5/nfs.5.html

Application Metadata Management Commands

Argument

Definition

docs

Optional. A list of comma-separated, fully qualified document
names or document name patterns, or both. The patterns can
have the following wildcard characters: * and **.

This argument defaults to "/**", which imports all of the
documents in the repository.

The asterisk (*) represents all documents under the current
namespace. The double asterisk (**) represents all documents
under the current namespace and also recursively includes all
documents in subnamespaces.

For example, "/oracle/*" includes all documents under "/
oracle/" but not include documents under "/oracle/mds/".

"/oracle/**" includes all documents under "/oracle/" and also
under "/oracle/mds/" and any other documents further in the
namespace chain.

restrictCustTo

Optional. Valid values are percent (%) or a list of comma-
separated customization layer names used to restrict the import
operation to import only customization documents that match
the specified customization layers, including customization
classes that are not declared in the cust-config element of adf-
config.xml. Each customization layer name can contain, within a
pair of brackets, optional customization layer values and value
patterns separated by commas.

See Common Name Pattern Format for information about the
patterns that you can use with this argument.

For example:

restrictCust To="user[scott]"
restrictCustTo="site[sitel],user[scott]"
restrictCustTo="site[sitel, %2],user[scott, n¥4"

If you do not specify this argument, only customization classes
declared in the cust-config element of adf-config.xml are
imported. If there is no cust-config element declared in adf-
config.xml, all customization classes are imported.

If you specify percent (%) as the value of this argument, all
customizations are imported, whether they are declared in the
cust-config element of adf-config.xml.

Use this option to import all customizations or a subset of
declared customizations. You can also use this option to export
customizations from customization classes that are not declared
in the cust-config element of adf-config.xml.

This argument is ignored if the excludeAllCust argument is also
specified.

excl udeAl | Cust

Optional. A Boolean value (true or false) that specifies whether
to import all customization documents. This argument defaults
to false. This argument overrides the restrictCustTo argument.
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Argument

Definition

excl udeBaseDocs

Optional. A Boolean value (true or false) that specifies whether
to import base documents. This argument defaults to false.

excl udeExt endedMet adat a

Optional. A Boolean value (true or false) that specifies whether
to import the Extended Metadata documents. This argument
defaults to false.

excl udeUnnodi fi edDocs

Optional. A Boolean value (true or false) that specifies whether
only changed documents are imported.

If you specify true, only changed documents are imported.
The default is false.

cancel OnExcepti on

Optional. A Boolean value (true or false) that specifies whether
to abort the import operation when an exception is encountered.

The default is true.

appl i cati onVersion

Optional. The application version, if multiple versions of the
same application are deployed.

renote

Optional. A Boolean value (true or false) that specifies whether
the archive file is in a location where the application is deployed
(false) or on the system on which you are executing the
command (true).

The default is false.

t enant Nane

A unique name identifying the tenant to use for this operation.
This argument is required for a multitenant application and is
not applicable for a non-multitenant application. For a non-
multitenant application, any specified value is ignored.

Example

The following example imports all metadata available in /tmp/myrepos to the
application mdsapp deployed in the server ser ver 1:

wl s: /webl ogi ¢/ server Confi g> i nport Met adat a(appl i cation='ndsapp', server='serverl',

fromLocation="/tnp/ nyrepos', docs="/**")

Executing operation: inportMetadata.
"inportMetadata" operation conpleted. Summary of "inportMetadata" operation is:
List of documents successfully transferred:

[ appl/j obs. xm
[ appl/ mo. xm

2 docunents successfully transferred.

4.3.4 purgeMetadata

Command Category: Application Metadata

Use with WLST: Online
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Description

Purges the older (non-tip) versions of unlabeled documents from the application's
repository. All unlabeled documents will be purged if they are expired, based on
Time-To-Live (the olderThan argument). This command is applicable only for
repositories that support versioning, that is, database-based repositories.

Syntax

pur geMet adat a(appl i cation, server, olderThan [, applicationVersion])

Argument Definition
. . The name of the application, used to identify the partition in the
application . . . .
repository on which the purge operation will be run.
server The target server on which this application is deployed.
Document versions that are older than this value (in seconds) will be
ol der Than

purged. The maximum value is 2147483647 seconds.

Optional. The application version, if multiple versions of the same

appl i cati onVersi on application are deployed.

Example

The following example purges the document version history for the application
nmdsapp deployed in the server ser ver 1, if the version is older than 10 seconds:

w s: /webl ogi ¢/ server Confi g> purgeMet adat a(' mdsapp', 'serverl', 10)
Executing operation: purgeMetadata.

Met adata purged: Total number of versions: 10.

Nunber of versions purged: 0.

4.4 Sandbox Metadata Management Commands

The WLST sandbox metadata management commands let you manage metadata in a
sandbox. A sandbox is a temporary location for testing changes before moving them
to a production system. Sandboxes are not visible to most users until they are applied.

Use the commands in Table 4-4 to manage metadata in a sandbox. In the Use with
WLST column, online means the command can only be used when connected to a
running Administration Server. Offline means the command can only be used when
not connected to a running server. Online or offline means the command can be used
in both situations.

Table 4-4 Sandbox Metadata Management Commands

Use this command... To... Use with
WLST...
destroyMDSSandbox Destroys an MDS sandbox. Online
exportSandboxMetadata Exports the metadata from a sandbox. Online
importSandboxMetadata Imports metadata into a sandbox. Online
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Table 4-4 (Cont.) Sandbox Metadata Management Commands
_______________________________________________________________________________|

Use this command... To... Use with
WLST...
listMDSSandboxes Lists sandboxes. Online

4.4.1 destroyMDSSandbox

Command Category: Sandbox Metadata Management
Use with WLST: Online

Description
Destroys the sandbox and its contents.

You can only use this command with a database-based MDS repository.

Syntax

dest royMDSSandbox(appl i cation, server, sandboxNane [, applicationVersion])

Argument Definition
S The name of the application.
application
server The target server on which this application is deployed.
sandboxNane The name of the sandbox to destroy.

S . Optional. The application version, if multiple versions of the
appl i cationVersion .
same application are deployed.

Example

The following example destroys the sandbox sandbox1 from the MDS repository for
the application myapp:

w s: /webl ogi ¢/ server Confi g>dest r oyMdSSandbox (' nyapp', 'serverl',
" sandbox1')
Executing operation: destroyMdSSandhox.

Sandbox "sandbox1" successful |y destroyed.

4.4.2 exportSandboxMetadata

Command Category: Sandbox Metadata Management
Use with WLST: Online

Description

Exports the changes to the metadata from a sandbox on a test system.
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You can only use this command with a database-based MDS repository.

Syntax
export SandboxMet adat a(appl i cation, server, toArchive, sandboxName
[, restrictCustTo] [, applicationVersion] [, rempte] [, tenantNane])
Argument Definition
R The name of the application from which the metadata is to be
application
exported.
server The target server on which this application is deployed.
{ oAv chi The target archive file (jar, .JAR, .zip or .ZIP) to which the
oArehtve sandbox contents will be transferred. The archive can be located
on a local or network directory where the application is
physically deployed. If you specify the -remote argument, the
archive can be located on the system on which you are executing
the command.
The name of the sandbox to export.
sandboxNane

restrictCustTo

Optional. Valid values are percent (%) or a list of comma-
separated customization layer names used to restrict the export
operation to export only customization documents that match
the specified customization layers. Each customization layer
name can contain, within a pair of brackets, optional
customization layer values and value patterns separated by
commas.

See Common Name Pattern Format for information about the
patterns that you can use with this argument.

For example:

restrictCust To="user[scott]"
restrictCustTo="site[sitel],user[scott]"
restrictCustTo="site[sitel, %2],user[scott, n¥g"

If you do not specify this argument or if you specify percent (%)
as the value of this argument, all customizations are exported,
whether or not they are declared in the cust-config element of
adf-config.xml.

Use this option to export all customizations or a subset of
declared customizations. You can also use this option to export
customizations from customization classes that are not declared
in the cust-config element of adf-config.xml.

This argument is ignored if the excludeAllCust argument is also
specified.

appl i cati onVersion

Optional. The application version, if multiple versions of the
same application are deployed.
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Argument Definition

Optional. A Boolean value (true or false) that specifies whether
the archive file will be written to a location where the application
is deployed (false) or to the system on which you are executing
the command (true).

renote

The default is false.
A unique name identifying the tenant to use for this operation.
t enant Nane . . . . .. .
This argument is required for a multitenant application and is
not applicable for a non-multitenant application. For a non-
multitenant application, any specified value will be ignored.
Example

The following example exports sandbox sandbox1 from the MDS repository partition
for the application myapp to /tmp/sandbox1 jar:

wl s: / webl ogi ¢/ server Confi g>export SandboxMet adat a(' nyapp', 'serverl',
"/ tnp/ sandboxl.jar', 'sandboxl')

4.4.3 importSandboxMetadata
Command Category: Sandbox Metadata Management
Use with WLST: Online

Description

Imports the contents of a sandbox archive to another sandbox in the MDS repository
partition of the specified application. It can also update the contents of a given archive
to a sandbox in the MDS repository partition of a given application. All customizations
are imported, whether or not they are declared in the cust-config element of adf-
config.xml.

You can only use this command with a database-based MDS repository.

Syntax

i mpor t SandboxMet adat a(application, server, fromArchive [, forceSBCreation]
[, useExistingSandbox] [, sandboxName] [, applicationVersion]
[, remote] [, tenantName])

Argument Definition
. The name of the application for which the metadata is to be
application .
imported.
server The target server on which this application is deployed.
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Argument

Definition

fromaArchive

The source archive file from which documents will be selected
for transfer. The archive can be located on a local or network
directory where the application is physically deployed. If you
specify the - r endt e argument, the archive can be located on
the system on which you are executing the command.

forceSBCreation

Optional. A Boolean value (true or false) that specifies whether
the operation will overwrite an existing sandbox with the same
name. When the argument is set to t r ue, if the fromArchive
argument specifies a sandbox with the same name as one that
already exists in the application's partition, the original sandbox
is deleted and a new sandbox is created. When the argument is
set to f al se, if a sandbox with the same name exists, an
exception is thrown.

The defaultis f al se.

useExi sti ngSandbox

Optional. When set to true, the contents of the archive are
imported to the sandbox specified with the sandboxName
argument. This argument is ignored if there is no value specified
for sandboxNane.

The defaultis f al se.

sandboxNane

Optional. The name of the sandbox to update. This argument is
ignored if useExi sti ngSandbox is f al se.

appl i cati onVersi on

Optional. The application version, if multiple versions of the
same application are deployed.

renote

Optional. A Boolean value (true or false) that specifies whether
the archive file is in a location where the application is deployed
(false) or on the system on which you are executing the
command (true).

The defaultis f al se.

t enant Nane

A unique name identifying the tenant to use for this operation.
This argument is required for a multitenant application and is
not applicable for a non-multitenant application. For a non-
multitenant application, any specified value will be ignored.

Examples

The following example imports the contents of sandbox1.jar and creates a sandbox in
the MDS repository partition for the application myapp:

wl s: /webl ogi ¢/ server Confi g> i nport SandboxMet adat a( appl i cati on="nyapp', 'serverl'',

" Itnp/ sandboxl.jar")

The following example updates the existing sandbox sandbox1 in the MDS repository
partition for the application myapp with the contents of sandbox1 jar:

w s: /webl ogi ¢/ server Confi g>i nport SandboxMet adat a(' nyapp', 'serverl', '/tnp/
sandboxl.jar', useExistingSandbox="true', sandboxName='sandboxl')
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4.4.4 listMDSSandboxes

Command Category: Sandbox Metadata Management
Use with WLST: Online

Description
Lists sandboxes matching the specified criteria.

You can only use this command with a database-based MDS repository.

Syntax
| i st MDSSandboxes(application, server [, sbhNamePattern] [, applicationVersion])
Argument Definition
L The name of the application whose sandboxes will be listed.
application
server The target server on which this application is deployed.

Optional. A pattern that matches the names of one or more
sandboxes. When you do not specify this argument, all
sandboxes associated with the application's metadata repository
partition are listed.

sbNanePattern

See Common Name Pattern Format for information about the
patterns that you can use with this argument.

Optional. The application version, if multiple versions of the

appl i cati onVersi on same application are deployed.

Example

The following example lists all sandboxes for the application myapp and that begin
with the characters FlexField:

w s: /webl ogi ¢/ server Confi g>l i st MDSSandboxes(' nyapp', 'serverl',
"Fl exFiel d%)
Executing operation: |istMSSandboxes.

Fol | owi ng Sandboxes match the selection criteria:
Fl exfi el dAut oSandbox_1347601004722
Fl exfi el dAut oSandbox_1347653193237
Fl exfi el dAut oSandbox_1347691996491

4.5 Application Label Management Commands

The WLST application label management commands let you create, delete, and
manage labels for applications.

Use the commands in Table 4-5 to manage labels for applications. In the Use with
WLST column, online means the command can only be used when connected to a
running Administration Server. Offline means the command can only be used when
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not connected to a running server. Online or offline means the command can be used

in both situations.

Table 4-5 Application Label Management Commands

Use this command... To... Use with
WLST...
createMetadataLabel Creates a metadata label. Online
deleteMetadataLabel Deletes a metadata label from the repository Online
partition.
listMetadataLabels Lists metadata labels in the repository partition. Online
promoteMetadataLabel = Promotes the metadata associated with a label to tip. ~ Online
purgeMetadataLabels Deletes the labels matching the specified criteria. Online

4.5.1 createMetadatalLabel

Command Category: Application Label Management
Use with WLST: Online

Description

Creates a new label for the documents in the application's repository partition. This
command is applicable only for repositories that support versioning.

Syntax

creat eMet adat aLabel (application, server, name [, applicationVersion] [, tenantNane])

Argument Definition
S The name of the application for which a label will be created in the

application .\ . . .
partition configured for this application.
The target server on which this application is deployed. If the

Server application is deployed to multiple Managed Servers in a cluster,
you can use the name of any of the server names. You cannot specify
multiple server names.

name The name of the label to create in the repository partition.

appl i cati onVersion

Optional. The application version, if multiple versions of the same
application are deployed.

t enant Namre

A unique name identifying the tenant to use for this operation. This
argument is required for a multitenant application and is not
applicable for a non-multitenant application. For a non-multitenant
application, any specified value will be ignored.
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Example

The following example creates the label | abel 1 for the application ndsapp deployed
in the server ser ver 1:

w s: /webl ogi ¢/ server Confi g> creat eMet adat aLabel (' mdsapp', ' serverl','label 1')
Executing operation: createMetadatalabel.
Created netadata |abel "label1".

4.5.2 deleteMetadataLabel

Command Category: Application Label Management
Use with WLST: Online

Description

Deletes a label for the documents in the application's repository partition. This
command is applicable only for repositories that support versioning.

Syntax
del et eMet adat aLabel (application, server, name [, applicationVersion] [, tenantNane])
Argument Definition
licati The name of the application from whose associated partition the
appiication label is to be deleted.
The target server on which this application is deployed. If the
Server application is deployed to multiple Managed Servers in a cluster,
you can use the name of any of the server names. You cannot specify
multiple server names.
name The name of the label to delete in the repository partition.

Optional. The application version, if multiple versions of the same

appl i cati onVersi on application are deployed.

A unique name identifying the tenant to use for this operation. This

t enant Name . . . s :
argument is required for a multitenant application and is not
applicable for a non-multitenant application. For a non-multitenant
application, any specified value will be ignored.
Example

The following example deletes the metadata label | abel 1 from the application
nmdsapp deployed in the server ser ver 1:

wl s: /webl ogi ¢/ server Confi g> del et eMet adat aLabel (' ndsapp', ' server1','label 1')
Executing operation: del eteMetadatalabel.
Del eted netadata | abel "label1".

4.5.3 listMetadataLabels

Command Category:
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Use with WLST: Online

Description

Lists all of the metadata labels in the application's repository partition. This command
is applicable only for repositories that support versioning.

Syntax

|'i st Met adat aLabel s(application, server [, applicationVersion] [, tenantName])

Argument Definition

The name of the application for which all of the labels in the

appl ication repository partition should be listed.

The target server on which this application is deployed. If the
application is deployed to multiple Managed Servers in a cluster,
you can use the name of any of the server names. You cannot specify
multiple server names.

server

Optional. The application version, if multiple versions of the same

appl i cati onversi on application are deployed.

A unique name identifying the tenant to use for this operation. This

tenant Narre argument is required for a multitenant application and is not
applicable for a non-multitenant application. For a non-multitenant
application, any specified value will be ignored.
Example

The following example lists the metadata labels available for the application ndsapp
deployed in the server ser ver 1:

w s: /webl ogi ¢/ server Confi g> |istMtadatalLabel s(' ndsapp', 'serverl')
Executing operation: |istMetadatalabels.

Dat abase Repository partition contains the follow ng |abels:

| abel 2

| abel 3

4.5.4 promoteMetadataLabel
Command Category: Application Label Management
Use with WLST: Online

Description

Promotes documents associated with a label to the tip version in the repository. This
command is useful to achieve rollback capability. This command is applicable only for
repositories that support versioning.

Syntax

pronot eMet adat aLabel (application, server, name [, applicationVersion] [, tenantNane])
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Argument Definition
aool i cati on The name of the application in whose associated repository the
PP metadata is to be promoted to tip.

server The target server on which this application is deployed. If the
application is deployed to multiple Managed Servers in a cluster,
you can use the name of any of the server names. You cannot specify
multiple server names.

name The name of the label to promote in the repository partition.

appl i cati onVersion

Optional. The application version, if multiple versions of the same
application are deployed.

A unique name identifying the tenant to use for this operation. This

tenant Narre argument is required for a multitenant application and is not
applicable for a non-multitenant application. For a non-multitenant
application, any specified value will be ignored.
Example

The following example promotes the metadata label | abel 1 to tip in the application
mdsapp deployed in the server ser ver 1:

wl s: /webl ogi ¢/ server Confi g> pronot eMet adat aLabel (' mdsapp', 'serverl','labell")
Executing operation: pronoteMetadatalabel .
Promot ed metadata | abel "label 1" to tip.

4.5.5 purgeMetadatalabels

Command Category: Application Label Management
Use with WLST: Online

Description

Purges or lists the metadata labels that match the given pattern or age, but does not
delete the metadata documents that were part of the label. You can delete the
documents by executing the purgeMetadata command.

Syntax

pur geMet adat aLabel s(repository, partition [, namePattern] [, ol der Thanl nM n]
[, infoOnly] [, tenantNane])

Argument Definition

it The name of the MDS repository that contains the partition whose
repository metadata labels will be purged or listed.
partition The name of the partition whose metadata labels will be purged or

listed.
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Argument Definition

Optional. A pattern that matches the names of labels. If you do not

namepat t er n specify this argument, all labels in the partition are purged.

See Common Name Pattern Format for information about the
patterns that you can use with this argument.

Optional. The age of the labels, in minutes. The default is 525600 (one

ol der Thanl nM n
year).

Optional. Valid values are true or false. If you set it to t r ue, it does
not purge the labels, but lists the labels that match the specified
pattern.

i nfoOnly

The defaultis f al se.

A unique name identifying the tenant to use for this operation. This
argument is required for a multitenant application and is not
applicable for a non-multitenant application. For a non-multitenant
application, any specified value will be ignored.

t enant Name

Examples

The following example lists the labels that match the specified namePattern, but does
not delete them:

wl s: /webl ogi ¢/ server Confi g> purgeMet adat aLabel s(repository="nds-nyRepos',
partition='partitionl', namePattern='nylabel*', infoOnly="true' )

The following example purges the labels that match the specified namePattern and
that are older than a year:

wl s: /webl ogi ¢/ server Confi g> purgeMet adat aLabel s(repository="nds- nyRepos',
partition="partitionl', namePattern='nylabel*")

The following example deletes labels that match the specified namePattern and that
are older than 30 minutes:

wl s: /webl ogi ¢/ server Confi g> purgeMet adat aLabel s(repository="nds- nyRepos',
partition='partitionl",
nanePat t er n="nyl abel *', ol der Thanl nM n="30")

4.6 Application Deployment Management Commands
The WLST MDS application deployment management commands let you import a
MAR file.

Use the commands in Table 4-6 to manage deployment. In the Use with WLST
column, online means the command can only be used when connected to a running
Administration Server. Offline means the command can only be used when not
connected to a running server. Online or offline means the command can be used in
both situations.
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Table 4-6 Application Deployment Management Commands

Use this command... To... Use with
WLST...

getMDSArchiveConfig ~ Returns an MDSArchiveConfig object. Offline

importMAR Imports an MAR. Online

4.6.1 getMDSArchiveConfig

Command Category: Application Management Deployment
Use with WLST: Offline

Description

Returns a handle to the MDSArchiveConfig object for the specified archive. The
returned MDSArchiveConfig object's methods can be used to change application and
shared repository configuration in an archive.

The MDSArchiveConfig object provides the following methods:

¢ setAppMetadataRepository—This method sets the connection details for the
application metadata repository.

If the archive's existing adf-config.xml file does not contain any configuration for
the application's metadata repository, then you must provide all necessary
arguments to define the target repository. To define a database-based repository,
provide the repository, partition, type, and jndi arguments. For a file-based
repository, provide the path argument instead of jndi.

If the adf-config.xml file already contains some configuration for the application's
metadata repository, you can provide only a subset of arguments that you want to
change. You do not need to provide all arguments in such a case. However, if the
store type is changed, then the corresponding jndi or path argument is required.

¢ setAppSharedMetadataRepository—This method sets the connection details for
the shared repository in the application archive that is mapped to specified
namespace.

If the archive's existing adf-config.xml file does not contain any configuration for a
shared metadata repository mapped to the specified namespace, you must provide
all required arguments (in this case, repository, partition, type, and jndi or path).
For a database-based repository, provide the jndi argument. For a file-based
repository, path is a required argument.

If the adf-config.xml file already contains some configuration for a shared metadata
repository mapped to the specified namespace and you want to change some
specific arguments, you can provide only a subset of those arguments; all others
are not needed.

¢ save—If you specify the toLocation argument, then the changes will be stored in
the target archive file and the original file will remain unchanged. Otherwise, the
changes will be saved in the original file itself.

Syntax
ar chi veConfi gQbj ect = get MDSAr chi veConfi g(fronLocati on)
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Argument

Definition

fronLocation

The name of the ear file, including its complete path.

The syntax for setAppMetadataRepository is:

archi veConfi gloj ect . set AppMet adat aReposi tory([repository] [, partition]
[. type] [, jndi] [, path])

Definition

Optional. The name of the application's repository.

Optional. The name of the partition for the application's metadata.

Optional. The type of connection, file or database, to the repository.
Valid values are 'File' or 'DB' (case insensitive).

Optional. The JNDI location for the database connection. This argument
is required if the type is set to DB. This argument is not considered if the
type is set to File.

Argument
repository
partition
type
j ndi
path

Optional. The directory for the metadata files. This argument is required
if the type is set to File. This argument is not considered if the type is set
to DB.

The syntax for setAppSharedMetadataRepository is:

ar chi veConfi gloj ect . set AppShar edMet adat aReposi t or y( nanespace [, repository]
[, partition] [, type] [, jndi] [, path])

Argument

Definition

nanmespace

The namespace used for looking up the shared repository to set
connection details.

repository

Optional. The name of the application's shared repository.

partition

Optional. The name of the partition for the application's shared
metadata.

type

Optional. The type of connection, file or database, to the repository.
Valid values are 'File' or 'DB' (case insensitive).

j ndi

Optional. The JNDI location for the database connection. This argument
is required if the type is set to DB. This argument will not be considered
if the type is set to File.
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Argument Definition

Optional. The location of the file metadata store. This argument is
required if the type is set to File. This argument will not be considered if
the type is set to DB.

path

The syntax for save is:

ar chi veConfi gQbj ect . save([toLocation])

Argument Definition

Optional. The file name, including the absolute path to store the
changes. If this option is not provided, the changes are written to the
archive represented by this configuration object.

toLocation

Examples

In the following example, if the adf-config.xml file in the archive does not have the
application and shared metadata repositories defined, then you should provide the
complete connection information.

ws:/of fline> archive = get MDSArchi veConfi g(fronLocation="/tnp/testArchive.ear")

ws:/of fline> archive. set AppMet adat aReposi t ory(repository="AppReposl',
partition='partitionl', type='DB, jndi="nds-jndil")

ws:/of fline> archive. set AppShar edMet adat aReposi t or y( namespace="/a',
reposi tory='SharedReposl', partition='partition2', type="File',
path="/tenmp/dir")

ws:/of fline> archive.save()

In the following example, if the adf-config.xml file in the archive already has the
application and shared metadata repositories defined, all arguments are optional. You
can set only the arguments you want to change.

ws:/offline> archive = get MDSArchi veConfi g(fronLocation="/tnp/testArchive.ear")
ws:/of fline> archive. set AppMet adat aReposi tory(partition="MS-partition2")
wls:/of fline> archive. set AppShar edMet adat aReposi t or y( nanespace="/a',

reposi t ory="SharedRepos2')
ws:/of fline> archive.save(toLocation="/tnp/targetArchive.ear")

4.6.2 importMAR
Command Category: Application Management Deployment
Use with WLST: Online

Description

Imports the metadata from the MAR that is packaged with the application's EAR file.
If the MAR had already been imported into the partition, the command deletes the
previous version and imports the new version.

Syntax

i mport MAR(appl i cation, server [, force] [, applicationVersion] )
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Argument Definition
) ) The name of the application for which the metadata is to be
application .
imported.
server The target server on which this application is deployed.
force Optional. A Boolean value (true or false) that specifies

whether only changed documents and MARs are imported.

For a database-based repository, if you set this argument to
false, only new or changed documents from changed MARs
are imported. The command creates a label for each MAR for
which documents are imported. The label has the following
format:

post Depl oy_appl i cati on_name_MAR_name_MAR_checksum

For a file-based repository, if you set this argument to false,
only changed MARs are imported. The command does not
compare individual documents The command creates a file in
the repository for each imported MAR.

The default is true.

Optional. The application version, if multiple versions of the

appl i cati onVersi on same application are deployed.

Example
The following example imports metadata from the MAR to the application ndsapp:

w s: /webl ogi ¢/ server Confi g> i nport MAR(' ndsapp' , ' serverl')

Executing operation: inportMAR

"inport MAR' operation conpleted. Sunmary of "inportMAR' operation is:
[ appl/j obs. xm

[appl/ mo. xm

2 docunents successfully transferred.

4.7 Multitenancy Management Commands

The WLST MDS multitenancy commands let you list tenants and deprovision tenants.

Use the commands in Table 4-7 to manage tenants. In the Use with WLST column,
online means the command can only be used when connected to a running
Administration Server. Offline means the command can only be used when not
connected to a running server. Online or offline means the command can be used in
both situations.

Table 4-7 Multitenancy Management Commands
- |

Use this command... To... Use with
WLST...

deprovisionTenant Deprovisions a tenant from the metadata store. Online

listTenants Lists the tenants. Online
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4.7.1 deprovisionTenant

Deprovisions a tenant from the metadata store. All metadata associated with the
tenant will be removed from the store

Syntax

deprovi si onTenant (repository, partition, tenantNane)

Argument Definition
, The name of the repository that contains the tenant.
repository
. The name of the partition that contains the tenant.
partition
A unique name identifying the tenant to use for this operation.

t enant Name E ying P
Example

The following example deprovisions the tenant with tenantName t enant 1:

w s: /webl ogi ¢/ server Confi g> deprovi si onTenant (" nds- nyrepos", "partl", "tenantl1")
Executing operation: deprovisionTenant.
Tenant "tenant1" has been deprovisioned.

4.7.2 listTenants

Lists all tenants in an MDS Repository partition.

Syntax

|'i st Tenants(repository, partition)

Argument Definition
, The name of the repository that contains the tenants.
repository
o The name of the partition that contains the tenants.
partition
Example

The following example lists all tenants in the specified repository and partition:

w s: /webl ogi ¢/ server Config> |istTenants("mds-nyrepos", "partl")
Executing operation: |istTenants.

0 GLOBAL

1 tenantl

2 tenant?2

3 tenant3
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Application Development Framework (ADF)
Custom WLST Commands

The following sections describe the WLST custom commands and variables for Oracle
ADF in detail. Topics include:

* Overview of ADF WLST Command Categories
* ADF-Specific WLST Commands

e Using ADF-Specific WLST Commands with Maven

5.1 Overview of ADF WLST Command Categories

Use the ADF-based URL Connections WLST commands to navigate the hierarchy of
configuration or runtime beans and control the prompt display. Use the
get ADFMAr chi veConf i g command to manage the ADFMAr chi veConf i g object.

Note:

ADF-specific WLST commands can be used with WLST either online, offline,
or both. Offline WLST commands are not supported from Maven.

5.2 ADF-Specific WLST Commands

Use the commands in Table 5-1 to manage URL-based connections.

Table 5-1 Browse Commands for WLST Configuration

Use this command... To... Use with
WLST...
adf_createFileUrlConnection Create a new ADF File connection. Online
adf_deleteURLConnection Delete an ADF URL connection. Online
adf_createHttpUrlConnection Create a new ADF URL connection. Online

adf_setURLConnectionAttribut  Set or edit the attributes of a newly created or  Online

es existing ADF connection.

adf_listUrlConnection List a new URL connection. Online

getADFMATrchiveConfig Returns a handle to the Online or
ADFMAr chi veConf i g object for the Offline

specified archive.
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Table 5-1 (Cont.) Browse Commands for WLST Configuration

Use this command... To... Use with
WLST...

export]JarVersions Export CSV format of JARs versions from Offline
current ORACLE_HOMVE at a specified location.

exportApplication]arVersions Export CSV format of runtime JARs versions ~ Online
of a specified application at a specified
location.

exportApplicationSelectedJarVe Export CSV format of JARs versions of Online

rsions selected jars at a specified location in
coordination with the Ver si ons. xmi file.

createWebServiceConnection Create a Web service connection foran ADF ~ Online
application.

listWebServiceConnection List Web service connection for an ADF Online
application.

deleteWebServiceConnection Delete a Web service connection for an ADF  Online
application.

listUpgradeHandlers List all upgrade handlers of an application. Online

upgradeADFMetadataApp Upgrade registered ADF Metadata of an Online
application.

upgradeADFMetadataAppHan  Upgrade selected registered ADF Metadata of Online

dlers an application.

upgradeADFMetadata Upgrade all registered ADF Metadata of all Online
the applications.

upgradeADFMetadataHandlers Upgrade selected registered ADF Metadata of Online

all the applications.

5.2.1 adf createFileUrIConnection

Use with WLST: Online.

Description

Use this command to create a new connection based on the
oracl e. adf . nodel . connection. url . Fi |l eURLConnect i on connection class.

Syntax

adf _creat eFi | eURLConnecti on(appName, nane, URL)

Argument Definition
appNane Application name for which the connection that will be created.
name The name of the new connection.
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Argument Definition
URL The URL associated with this connection.
Example

adf _creat eFi | eURLConnection(' nyapp', ' tenpDir','/scratch/tnp')

5.2.2 adf deleteURLConnection
Use with WLST: Online.

Description

Use this command to delete an ADF URL connection.

Syntax

adf _del et eURLConnect i on( appName, nane)

Argument Definition
appNane Application name for which the connection will be deleted.
name The name of the connection to be deleted.

Example 5-1 Example

adf _del et eURLConnection(' myApp', 'nyconpany')

5.2.3 adf_createHttpUriIConnection
Use with WLST: Online.

Description

Use this command to create a new connection based on the
oracl e. adf . nodel . connection. url. Htt pURLConnect i on connection type

class.
Syntax

adf . creat eHt t pURLConnection (appNane, nane, [URL], [authenticationType], [realn,
[user], [password]

Argument Definition

appNane Application name for which the connection is to be created.
nane The name of the new connection.

url (Optional) The URL associated with this connection.

aut henti cati onType (Optional) The default is basic.
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Argument Definition

realm (Optional) If this connection deals with authentication, then
this should be set. The default is basic.

user (Optional)
password (Optional)
Example

adf _creat eHtt pURLConnecti on(' nyapp', ' cnn', " http://wwv. cnn. com)

5.2.4 adf setURLConnectionAttributes
Use with WLST: Online.

Description

Use this command to set or edit the attributes of a newly created or existing ADF
connection.

Syntax

adf _set URLConnecti onAttri but es(appnane, connectionnane, attributes)

Argument Definition

appnane Application name for which the connection that will be created.

connecti onnane The name of the new connection.

attributes The array containing attributes to set in key/value pairs.
Example

adf _set URLConnectionAttributes (' myapp','cnn',' Chal | engeAut henticationType: di gest',
" Aut henti cati onReal m XM_Real m

5.2.5 adf listUrIConnection
Use with WLST: Online.

Description

Use this command to list the connections of the application.

Syntax

adf _|'i st URLConnecti on(appnane)

Argument Definition

appnane Application name
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Example

adf _|'i st URLConnection (' nyapp')

5.2.6 getADFMArchiveConfig
Use with WLST: Online or Offline.

Description

Returns a handle to the ADFMAr chi veConf i g object for the specified archive. The
returned ADFMAr chi veConf i g object's methods can be used to change application
configuration in an archive.

The ADFMAr chi veConf i g object provides the following methods:

e set Dat abaseJboSQLBui | der ([ val ue] ) —Sets the Database
j bo. SQLBui | der attribute.

e get Dat abaseJboSQLBuI | der () —Returns the current value of the
j bo. SQLBuI | der attribute.

e set Dat abaseJboSQLBui | der C ass( [ val ue] ) —Sets the Database
j bo. SQLBui | der O ass attribute. Value is the full name of the custom builder
class.

e get Dat abaseJboSQLBuI | der O ass() —Returns the current value of the
j bo. SQLBuUI | der C ass attribute.

e setDefaul t RowLi mt ([ val ue] ) —Sets the defaults r owLi i t attribute. Value
is a long specifying the row limit (Default -1).

e get Def aul t RowLi mi t () —Returns the current value of the r owLi mi t attribute.

e save([toLocation])—If you specify the t oLocat i on, then the changes will be
stored in the target archive file and the original file will remain unchanged.
Otherwise, the changes will be saved in the original file itself.

Syntax
ar chi veConfi gtoj ect = ADFMAdm n. get ADFMAr chi veConfi g(fronlLocation)

Argument Definition

Thy f th file, including it lete path.
fromLocati on e name of the ear file, including its complete pa

The syntax for set Dat abaseJboSQLBui | der ([ val ue]) is:
ar chi veConfi gtoj ect . set Dat abaseJboSQLBui | der ([ val ue])

Argument Definition

The value of the j bo. SQLBuUI | der attribute. Valid values are:
'Oracle’ (Default), 'OLite', 'DB2', 'SQL92', 'SQLServer', or 'Custom. If
'Custom' is specified, then the j bo. SQLBui | der Cl ass attribute
should also be set.

val ue
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The syntax for get Dat abaseJboSQLBui | der () is:
ar chi veConfi gloj ect . get Dat abaseJboSQLBuI | der ()

The syntax for set Dat abaseJboSQLBui | der Cl ass( [ val ue]) is:
ar chi veConfi gtoj ect . set Dat abaseJboSQLBuIi | der O ass([ val ue])

Argument Definition

val ue The value of the j bo. SQLBui | der Cl ass attribute.

The syntax for get Dat abaseJboSQLBui | der d ass) is:
ar chi veConfi gloj ect . get Dat abaseJboSQLBuI | der Ol ass()

The syntax for set Def aul t RowLi i t ([ val ue]) is:
ar chi veConfi gloj ect . set Def aul t RowLi ni t ([ val ue])

Argument Definition

The value of ther owLi m t attribute.
val ue

The syntax for get Def aul t RowLi mi t () is:
ar chi veConfi gloj ect . get Def aul t RowLi ni t ([ val ue])

The syntax for save([t oLocati on]) is:

archi veConf i glbj ect . save([toLocation])

Argument Definition
. The file name along with the absolute path to store the changes.
toLocation
Example

In the following example. the j bo. SQLBuUi | der attribute is set to 'DB2".

w s:/offline> archive =

ADFMAdmi n. get ADFMAr chi veConf i g(fronlLocati on="/tnp/testArchive.ear")
w s:/of fline> archive. set Dat abaseJboSQLBui | der (val ue=" DB2")
w s:/of fline> archive. save()

In the following example, the j bo. SQLBuUI | der attribute is removed so that
application default is used.

w s:/offline> archive =

ADFMAdm n. get ADFMAr chi veConfi g(fronLocation="/tnp/testArchive.ear')
w s:/of fline> archive. set Dat abaseJboSQLBui | der ()
w s:/of fline> archive.save(tolLocation="/tnp/targetArchive.ear")

In the following example, the j bo. SQLBuUi | der attribute is set to 'Custom’, and the
j bo. SQLBuI | der Cl ass attribute is set to the class 'com.example.CustomBuilder'.
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ws:/of fline> archive =

ADFMAdni n. get ADFMAr chi veConfi g(fronlLocation="/tnp/testArchive.ear')
w s:/of fline> archive. set Dat abaseJboSQLBui | der (' Cust on)
w s:/of fline> archive. set Dat abaseJboSQLBui | der O ass(' com exanpl e. Cust onBui | der")
w s:/of fline> archive.save(tolLocation="/tnp/targetArchive.ear")

In the following example, the r owLi mi t attribute is set to 100.

w s:/offline> archive = get ADFMAr chi veConfi g(fronLocation="/tnp/testArchive.ear')
ws:/of fline> archive. set Def aul t RowLi m t (100)
w s:/of fline> archive.save(tolLocation="/tnp/targetArchive.ear")

5.2.7 exportJarVersions

Use with WLST: Offline.

Description

Use to export CSV format of jars versions from current ORACLE_HOVE at a specified
location. Exported jars versions information can be opened in Oracle OpenOffice or
MS Excel.

Syntax

export Jar Ver si ons( pat h)

Argument Definition
Location to extract jars versions.
path
Example

This example shows how jars versions are exported to / t mp/ expor t - MyApp-
Ver si ons. csv. R Wprivileges for the CSV file need to be verified.

wl s:/of fline>exportJarVersions('/tnp/export-MApp-Versions.csv')

5.2.8 exportApplicationJarVersions
Use with WLST: Online.

Description

Used to export CSV format of runtime jars versions of a specified application at a
specified location.

Syntax

export Appl i cati onJar Versi ons(appl i cati onName, path)

Argument Definition

S Application name to export jars versions
appl i cati onNane
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Argument Definition

pat h Location to export jars versions.

Example

This example shows how MyApp runtime jars versions are exported to / t np/
export - MyApp- Ver si ons. csv. R/ Wprivileges for the CSV file need to be verified.

wl s: / Def aul t Donai n/ ser ver Conf i g>export Appl i cati onJar Ver si ons(' MyApp',
"It np/ expor t - MyApp- Ver si ons. csv')

5.2.9 exportApplicationSelectedJarVersions
Use with WLST: Online.

Description

Used to export CSV format of jars versions of selected jars at a specified location.

Syntax

export Appl i cationSel ect edJar Versi ons(applicationName, path, jarsLocation)

Argument Definition

. . Application name to export JARs versions.
appl i cati onNane PP port]

Location to extract jars versions.
path

Optional list of selected JARs. If not specified, default JARs runtime
version list from 9%\ SDOMAI N%4 conf i g/ f mmconfi g/
Versions.xm w |l be exported.

jarsLocation

If the sel ect edJar s property in Ver si ons. xm is empty, version
information of adf m j ar, adf -ri chclient-inpl-11.jar, adf -
controller.jar,adf-pagefl owinpl.jar,adf-share-
support.jar and midsrt.jar will be exported.

Example

This example shows how JARs versions are exported to / t np/ expor t - My App-

Ver si ons. csv using the sel ect edJar s property of the Ver si ons. xni file. In this
case, since the j ar sLocat i on parameter is not specified, the libraries listed in the

sel ect edJar s property of the Ver si ons. xnl file will be exported. R/ Wprivileges
for the CSV file need to be verified.

wl s:/of fline>exportApplicationSel ectedJarVersions(' MyApp',
"/t np/ export - MyApp- Ver si ons. csv')

Ver si ons. xn
<Di agnostics xm ns="xm ns. oracl e. conf adf / di agnosti cs">
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<Versions xm ns="xnl ns. oracl e. conf adf / di agnost i cs/ versi ons"

export Versi onsOnAppl i cationStartup="true"

sel ect edJar s="$ORACLE_HOVE$/ nodul es/ or acl e. adf . nodel _11.1. 1/adf mjar;
$ORACLE_HOVES$/ nodul es/ or acl e. adf . vi ew_11. 1. 1/ adf-richclient-inpl-11.jar;
$ORACLE_HOVES$/ nodul es/ or acl e. adf . control er_11.1.1/adf-control ler.jar;
$ORACLE_HOVES$/ nodul es/ or acl e. adf . pagef | ow_11. 1. 1/ adf - pagef | ow-i npl . j ar;
$ORACLE_HOVES$/ nodul es/ or acl e. adf . share_11. 1. 1/ adf - shar e- support.jar;
$ORACLE_HOME$/ nodul es/ oracl e. mds_11.1. 1/ mdsrt.jar" />

</ Di agnosti cs>

This example shows how JARs versions are exported to / t np/ expor t - My App-

Ver si ons. csv using the j ar sLocat i on parameter. In this case, the libraries passed
explicitly in the j ar sLocat i on parameter will be exported. R/ Wprivileges for the
CSYV file need to be verified.

w s: /of fline>exportApplicationSel ectedJar Versions(' MApp',
"/t np/ export - MyApp- Ver si ons. csv',
" $ORACLE_HOMES$/ nodul es/ or acl e. adf . model _11. 1. 1/ adf m j ar; $ORACLE_HOVES$/ nodul es/
oracle. adf.view 11.1. 1/adf -richclient-inpl-11.jar")
5.2.10 createWebServiceConnection

Use with WLST: Online.

Description
Used to create a Web Service connection for an ADF application.

Returns a set of service name and port names in the format {ser vi ceName: List of
port Name}.

For example: {' Pol i cyRef er enceEchoBeanSer vi ce' :
array(java.lang. String,[' PolicyReferenceEchoBeanPort'])}
Syntax

creat eVebServi ceConnect i on( appNane, wsConnNane, wsdl Url Str, readerProps)

Argument Definition

a0DNaE Name of the ADF application for which you want to create a Web
PP service connection.

Name of the new Web service connection.
ws ConnNarme

N f th ice WSDL URL string.
wsdl Ul Str ame of the service WSDL URL string

The optional WSDL read ties.
r eader Pr ops e optiona reader properties

For example:

"["wsdl . reader. proxy. host =proxy. ny. conf',
"wsdl . reader. proxy. port=80"]"
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Example

This example shows how to create a Web service connection for an ADF application
nmyapp, with a Web service connection mywsconn, and a WSDL URL string of
http://nyserver/nmyservi ce?WsDL.

creat e\ebhServi ceConnection(' nyapp', ' nywsconn', ' http://myserver/nyservi ce?WsDL")

5.2.11 listWebServiceConnection
Use with WLST: Online.

Description

Used to list the Web service connections associated with an ADF application.

Syntax
|'i st WebSer vi ceConnect i on( appNane)

Argument Definition
Na Name of the ADF application for which you want to list its Web
apphame service connections.
Example

This example shows how list the Web service connections for the application nyapp.

I'i st WebSer vi ceConnecti on("' myapp')

5.2.12 deleteWebServiceConnection
Use with WLST: Online.

Description

Used to delete a Web service connection associated with an ADF application.

Syntax
|'i st WebServi ceConnect i on( appNane, weConnNane)

Argument Definition

Na Name of the ADF application for which you want to delete a Web
apphane service connection.

Name of the Web service connection you want to delete.
ws ConnName
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Example

This example shows how delete the Web service connection mywsconn from the
application myapp.
del et eWebSer vi ceConnecti on(' nyapp', ' nywsconn')

5.2.13 listUpgradeHandlers
Use with WLST: Online.

Description

Used to list all upgrade handlers of an application.

Syntax
l'i st Upgr adeHandl ers(appl i cati onNane)

Argument Definition

appl i cat i onhane Application name to list upgrade handlers.

Example
In the following example, My App upgrade handlers are listed.
wl s: / Def aul t Domai n/ server Confi g>l i st Upgr adeHandl ers(' MyApp" )

5.2.14 upgradeADFMetadataApp
Use with WLST: Online.

Description

Used to upgrade all registered ADF Metadata of an application.

Syntax
upgr adeADFMet adat aApp( appl i cati onNare, si t eCC)

Argument Definition

appl i cat i onNare Application name to upgrade handlers.

. Site Customization Class name.
siteCC

Example

In the following example, all registered ADF Metadata of the application are
upgraded.
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wl s: / Def aul t Domai n/
server Confi g>upgr adeADFMet adat aApp(' MyApp', ' oracl e. apps. f nd. appl cor e. cust omi zati on. Si
teCC)

5.2.15 upgradeADFMetadataAppHandlers
Use with WLST: Online.

Description

Used to upgrade selected registered ADF Metadata of an application.

Syntax
upgr adeADFMet adat aAppHandl er s(appl i cati onNane, sit ecc, handl ers)

Argument Definition

appl i cat i onNare Application name to upgrade handlers.

) Site Customization Class name.
siteCC

handl ers Registered handlers to be updated.

Example

In the following example, selected registered ADF Metadata of the application are
upgraded.

w s: / Def aul t Domai n/
server Confi g>upgr adeADFMet adat aAppHandl er s(' MyApp' , ' oracl e. apps. f nd. appl core. cust oni z
ation.SiteCC,'http://xmns.oracl e. com adf/ met adat aUpgr ade/ bc4j / properti esUpgrade')

5.2.16 upgradeADFMetadata
Use with WLST: Online.

Description

Used to upgrade all registered ADF Metadata of all the applications.

Syntax
upgr adeADFMet adat a( si t eCQ)

Argument Definition

. Site Customization Class name.
siteCC
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Example

In the following example, all registered ADF Metadata of all the applications are
upgraded.

wl s: / Def aul t Domai n/

server Confi g>upgr adeADFMet adat a( ' or acl e. apps. f nd. appl core. cust oni zation. SiteCC)
5.2.17 upgradeADFMetadataHandlers

Use with WLST: Online.

Description
Used to upgrade selected registered ADF Metadata of all the applications.

Syntax
upgr adeADFMet adat aHandl er s(si t ecc, handl ers)

Argument Definition
. Site Customization Class name.
siteCC
handl er s Registered handlers to be updated.
Example
In the following example, selected registered ADF Metadata of all the applications are
upgraded.

w s: / Def aul t Domai n/
server Confi g>upgr adeADFMet adat aHandl er s(' or acl e. apps. f nd. appl core. cust oni zation. SiteC
C,'http://xm ns. oracl e. con adf / met adat aUpgr ade/ bc4j / properti esUpgr ade' )

5.3 Using ADF-Specific WLST Commands with Maven

The ADF-specific WLST commands can be used with Maven.

To load a set of custom ADF-specific WLST commands, the com or acl e. adf
grouplD and the adf - Wl st - dependenci es artifactld must be specified in the
POM's <build> section for the weblogic-maven-plugin as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<project xsi:schemalLocation="http://maven. apache.org/POM4.0.0 http://
maven. apache. or g/ xsd/ maven- 4. 0. 0. xsd" xm ns="http:// maven. apache. or g/ POM 4. 0. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<model Ver si on>4. 0. 0</ nodel Ver si on>
<groupl d>com t est </ gr oupl d>
<artifactld>w st-test</artifactld>
<ver si on>1. 0- SNAPSHOT</ ver si on>
<bui | d>
<pl ugi ns>
<pl ugi n>
<groupl d>com or acl e. webl ogi c</ gr oupl d>
<artifact!d>webl ogi c- maven- pl ugi n</artifact!d>
<version>12. 1. 4- 0- 0</ ver si on>
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<executions>
<execution>
<phase>conpi | e</ phase>
<goal s>
<goal >wl st-client </ goal >
</ goal s>
<configuration>
<fileName>${project.basedir}/msc/test.py</fileNane>
</ confi guration>
</ executi on>
</ executi ons>
<dependenci es>
<dependency>
<groupl d>com oracl e. adf </ gr oupl d>
<artifact|d>adf-w st-dependenci es</artifactld>
<version>12. 1. 4-0- 0</ ver si on>
</ dependency>
</ dependenci es>
</ pl ugi n>
</ pl ugi ns>
</ buil d>

</ project>
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DMS Custom WLST Commands

Use custom WLST commands for the Dynamic Monitoring Service (DMS), to view
performance metrics and to configure Event Tracing.

This chapter describes the command syntax and arguments and provides examples of
the commands.

Use the DMS commands in the categories in Table 6-1 to view performance metrics
and to configure Event Tracing.

Table 6-1 DMS Command Categories

Command category Description

DMS Configuration Commands Set and view the DMS system configuration parameters.
DMS Metric Commands View information about performance metrics.

DMS Parameter-Scoped Metrics Create a metric, specifying a constraint and rules that
Rules Commands associate sets of noun-types with sets of parameter name
DMS Event Tracing Commands Configure Event Tracing

6.1 DMS Configuration Commands

The WLST DMS configuration commands let you display information about DMW
configuration parameters and set the value of a parameter.

Use the commands in Table 6-2 to configure system properties and to display system
properties. In the Use with WLST column, online means the command can only be
used when connected to a running Administration Server. Offline means the
command can only be used when not connected to a running server. Online or offline
means the command can be used in both situations.

Table 6-2 DMS Configuration Commands

Use this command... To... Use with
WLST...

listDMSConfigurationPara Display information about one or more DMS Online

meters configuration parameters.

setDMSConfigurationPara  Set the value of a DMS configuration parameter. Online

meter

6.1.1 listDMSConfigurationParameters

Use online.
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Description

Displays information about one or more DMS system configuration parameters.

Syntax

|'i st DMSConf i gur ati onPar amet ers([ name] [, server])

Argument Definition
The name of the parameter.
nane
The name of the server.
server
Examples

The following example displays information about all DMS system configuration
parameters:

|'i st DMSConf i gur at i onPar anet ers()
Server: AdninServer

Parameter Config Value Runtine Val ue
DVBO ockType DEFAULT DEFAULT

Sensor Acti vati onLevel NORVAL NORMAL
DVBO ockUnits M CROSECONDS M CROSECONDS

The following example displays information about the DMS system configuration
parameter DMSClockUnits:

|'i st DMSConf i gur at i onPar anet er s( name="DMSC ockUni t s")
Server: Admi nServer

Parameter Config Value Runtine Val ue
DVBO ockUnits M CROSECONDS M CROSECONDS

6.1.2 setDMSConfigurationParameter

Use online.

Description

Sets the value of the specified DMS system configuration parameter. This command
replaces the existing DMS System Properties, which are now deprecated.

Syntax

set DMSConfi gur ati onPar anet er (nane, val ue, server)

Argument Definition

The name of the parameter.
name
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Argument Definition

The value of the parameter.
val ue

The name of the server.
server

The following table lists the supported configuration parameters, together with their
corresponding system property. These system properties are now deprecated.

Configuration Values Default Deprecated System

Parameter Property

DMSClockType default | highres default oracle.dms.clock

DMSClockUnits milliseconds | microseconds oracle.dms.clock.uni
microseconds | ts
nanoseconds

SensorActivationLevel none | normal | normal oracle.dms.sensors
heavy | all

DMSPublisherClass Any string null (The oracle.dms.publisher

configuration default) .classes

DMSHTTPPort Any numeric port 0 (The configuration  oracle.dms.httpd.por

number default) t.start
Examples

The following example shows the DMSClockType set to HIGHRES:
set DMSConf i gPar amet er (nanme= ' DMSO ockType', val ue=' H GHRES', server='nynmanaged')

6.2 DMS Metric Commands

The WLST DMS metric commands let you view performance metrics.

Use the commands in Table 6-3 to view information about a specific performance
metric, a set of performance metrics, or all performance metrics for a particular server
or component. In the Use with WLST column, online means the command can only be
used when connected to a running Administration Server. Offline means the
command can only be used when not connected to a running server. Online or offline
means the command can be used in both situations.

For additional details about metrics, see the chapter Monitoring Oracle Fusion
Middleware in Oracle Fusion Middleware Administering Oracle Fusion Middleware and
the chapter Using the Oracle Dynamic Monitoring Service in Oracle Fusion Middleware
Tuning Performance.
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Table 6-3 DMS Metric Commands
- - - - - -

Use this command... To... Use with
WLST...
displayMetricTableNames Display the names of the available DMS metric Online
tables.
displayMetricTables Display the content of the DMS metric tables. Online
dumpMetrics Display available metrics. Online
reloadMetricRules Reload the metric rules. Online

6.2.1 displayMetricTableNames
Command Category: DMS Metrics
Use with WLST: Online

Description

Displays the names of the available DMS metric tables. The returned value is a list of
metric table names.

Syntax
di spl ayMet ri cTabl eNames( [ servers])

Argument Definition

Optional. Specifies the servers from which to retrieve metrics. Valid
values are a list of WebLogic Server instance names and system
component names.

Servers

To specify one server, use the following syntax:

servers=' servername'

To specify multiple servers, use one of the following syntax options:

servers=['servernamel', 'servernane2', ...]
servers=('servernamel', 'servername2', ...)

If this argument is not specified, the command returns the list of metric
table names for all WebLogic servers and system components.

For system components, such as Oracle HTTP Server, use the following
format:

servers=[' conponent _nane], servertype='conponent_type')

Examples

The following example displays metric table names for all WebLogic servers and
system components:

di spl ayMet ri cTabl eNames()
ADF
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ADFC

ADFc_Met adat a_Servi ce
ADFc_Regi on

ADFc_Taskf | ow

ADFc_Vi ewpor t

BAM comon_connect i onpool

BAM common_connect i onpool _mai n
BAM common_nessagi ng

BAM conmon_nessagi ng_consuner s

The following example displays metric table names for the WebLogic Managed Server
wls_serverl:

di spl ayMet ri cTabl eNames(servers="w s_server1')
ADF

JW

JVM O assLoader
JWM Conpi | er
JUM GC

JVM Menory

JVM Menor yPool
JVM Menory Set
JUM CS

JVM Runt i me

The following example displays metric table names for two WebLogic Managed
Servers:

di spl ayMetri cTabl eNames(servers=['wW s_serverl', 'bamserverl'])
ADF

ADFC

ADFc_Met adat a_Servi ce
ADFc_Regi on

ADFc_Taskf | ow

ADFc_Vi ewpor t

BAM common_connect i onpool

BAM common_connect i onpool _mai n
BAM common_nessagi ng

BAM conmon_nessagi ng_consuner s

The following example displays the metric table names for the Oracle HTTP Server
instance ohs_1:

di spl ayMetri cTabl eNames(servers='ohs_1', servertype='CHS')

6.2.2 displayMetricTables

Command Category: DMS Metrics
Use with WLST: Online
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Description
Displays the content of the DMS metric tables.

The returned value is list of DMS metric tables, with the following information about
each table:

e The metric table name.
e The metric table schema information.

e The metric table Rows.

The metric table schema information contains the following:

e The name of the column.

The type of the column value.

The unit of the column.

The description of the column.

Syntax

di splayMetricTabl es([metricTable_1] [, nmetricTable_2], [...] [, servers]
[, variables])

Argument Definition

. Optional. Specifies a list of metric tables. By default, this argument

metricTabl e_n . . . . . .
displays all available metrics. The metric table name can contain special

characters for simple pattern matching. The character '?' matches any

*

single character. The character *' matches zero or more characters.

You specify the metric table name. You can specify multiple metric table
names in a comma-separated list.

These are the same names output by the WLST command
displayMetricTableNames.

Optional. Specifies the servers from which to retrieve metrics. Valid values
are a list of WebLogic Server instance names and system component
names.

Servers

To specify one server, use the following syntax:

servers='servernang'

To specify multiple servers, use one of the following syntax options:

servers=['servernanel', 'servername2', ...]
servers=('servernanel', 'servername2', ...)

If this argument is not specified, the command returns the list of metric
tables for all WebLogic servers and system components.

For system components, such as Oracle HTTP Server, use the following
format:

servers=[' conponent _nane], servertype='conponent _type')
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Argument Definition
i abl Optional. Defines the metric aggregation parameters. Valid values are a
varrabies set of name-value pairs. It uses the following syntax:
vari abl es={nanel: val uel, nane2:value2, ...}
The specific name-value pairs depend on the aggregated metric tables.
Each aggregated metric table has its specific set of variable names.
Examples

The following example displays the data from the JVM and the
weblogic. management.runtime. WebAppComponentRuntimeMBean metric tables, and
limits it to data retrieved from wls_serverl and wls_server2:

di spl ayMetricTabl es(' JVM, ' webl ogi c. management . runti me. WebAppConponent Runt i meMBean' ,
servers=['w s_serverl','w sserver2'])

JW

Host:  host. exanpl e. com

Nare: JW

Parent: /

Process: w s_server_2:7004

Server Narme: W s_server_2

activeThreadG oups. maxVal ue: 8.0 groups
activeThreadG oups. m nVal ue: 7.0 groups
activeThreadG oups. val ue: 8 groups
activeThreads. maxVal ue: 58.0 t hr eads
activeThreads. minVal ue: 39.0 t hr eads
activeThreads. val ue: 57 t hr eads
freeMenory. maxVal ue: 174577.0 kbyt es
freeMenory. mnVal ue: 12983.0 kbytes
freeMenory. val ue: 98562  kbytes

start Ti me. val ue: 1368467917680  nsecs

The following example displays the aggregated metric tables with the specified metric
aggregation parameters:

di spl ayMetricTabl es('j2ee_applicati on: webservices_port_rol lup',
servers=['w s_serverl','ls_serverl'],
vari abl es={" host':"' hostnane', 'servletNanme':'dns'})

Faults: 0

Request s: 0

Request s. aver ageTi ne: 0.0
Requests. total Ti ne: 0.0
Server Narme: W s_serverl
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modul eNarre: Runt i meConfi gService

modul eType: V\EBs

port Nane: Runt i meConf i gSer vi cePort SAML
processRequest. active: 0

servi ce. t hroughput: 0.0

service.time: 0.0

startTi me: 1238182359291

webservi ceNane: Runti neConfi gService

Faults: 0

Requests: 0

Requests. averageTime: 0.0
Requests.total Ti ne: 0.0

Ser ver Narre: w s_serverl

modul eNarre: TaskMet adat aSer vi ce
modul eType: V\EBs

por t Nane: TaskMet adat aSer vi cePor t
processRequest.active: 0

servi ce. t hroughput: 0.0
service.tine: 0.0

start Ti me: 1238182358096

webservi ceName: TaskMet adat aSer vi ce

The following example displays the metric tables which names match the specified
patterns:

di splayMetricTabl es('J??', "JUM*")

Host : host nanme. com
JWM JWM

Nare: t hreads
Parent: /JVM MBeans

Process: Admi nServer: 7001
Ser ver Name: Admi nSer ver
contention. val ue: enabled in JWM
daenon. val ue: 85 t hreads
deadl ock.val ue: 0 t hreads
|'ive.val ue: 89 t hreads
peak. val ue: 95 t hr eads
started.value: 836 t hreads

6.2.3 dumpMetrics

Command Category: DMS Metrics
Use with WLST: Online
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Description

Displays available metrics in the internal format or in XML. The returned value is a

text document.

Syntax

dunpMetrics([servers] [, formt])

Argument

Definition

Servers

Optional. Specifies the servers from which to retrieve metrics. Valid values are
a list of WebLogic Server instance names and system component names.

To specify one server, use the following syntax:

servers='servernang'

To specify multiple servers, use one of the following syntax options:

servers=['servernanel', 'servername2', ...]
servers=('servernanel', 'servername2', ...)

If this argument is not specified, the command returns the list of metric tables
for all WebLogic servers and system components.

For system components, such as Oracle HTTP Server, use the following
format:

servers=[' conponent _nane], servertype='conmponent _type')

f or mat

Optional. Specifies the command output format. Valid values are 'raw’ (the
default), 'xml, and 'pdml'. For example:

format =" raw
format =" xm"
format="pdn"’

DMS raw format is a simple metric display format; it displays one metric per
line.

Examples

The following example outputs all available metrics, including native WebLogic
Server metrics and internal DMS metrics, in the XML format:

dunpMetrics(formt="xm")

<tabl e nane=' webl ogi c_j 2eeserver:jvm keys=' ServerNane server Narme'
conponent | d="w s_server1' cacheabl e='fal se' >

<row cacheabl e='fal se' >

<col um nane='server Nane' ><! [ CDATA[ W s_server 2] ] ></ col urm>

<col um name=' nurserySi ze. val ue' type=' DOUBLE' >0. 0</ col um>

<col um nane='j dkVersi on. val ue' ><! [ CDATA[ 1. 6. 0_05] ] ></ col um>

<col um nane='j dkVendor . val ue' ><! [ CDATA] BEA Systens, Inc.]]></col um>

<col um nane=' daenmonThr eads. active' type='LONG >68</col um>

<col um nane=' cpuUsage. per cent age' type=' DOUBLE' >100. 0</ col um>

<col um nane='t hreads. active' type='LONG >71</col um>

<col um nane=" Server Nane' ><! [ CDATA[ W s_server 2] ] ></ col urm>

<col um nane=' heapUsed. val ue' type=' DOUBLE' >0. 0</ col um>

</ row>
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The following example outputs metrics from Server-0 in the default raw format:

dunpMetrics(servers="Server-0")

/ JVM MkBeans/ t hr eads/ Thr ead- 44 [type=JVM

_Thread]
ECI D. val ue: nul |
RI D. val ue: null
bl ocked. val ue: 0 msec
bl ockedCount . val ue: 1 tines
cpu. val ue: 40 nmsecs
| ockNane. val ue: nul |
| ockOaner | D. val ue: nul |
| ockOaner Nane. val ue: nul |
nane. val ue: LDAPConnThr ead-0 | dap://host: 7001
state. val ue: RUNNABLE
wai t ed. val ue: 0 msec
wai t edCount . val ue: 0 tines
[ JVM MkBeans/ t hr eads/ Thr ead- 45 [t ype=JVM Thr ead]
ECI D. val ue: nul |
RI D. val ue: null
bl ocked. val ue: 0 msec

The following example outputs metrics from wls_serverl and wls_server2 in XML
format:

dunpMetrics(servers=['w s_serverl, 'ws_server2'], format="xm")

<tabl e nanme=' oracl e_soai nfra: hi gh_| atency_sync_conposites' keys='ServerNanme
soai nfra_conposite soai nfra_conposite_revision soainfra_domain'
conponent | d="w s_server2' cacheabl e='fal se' >

</tabl e>

<tabl e nane=' webl ogi c_j 2eeserver:ejb_transaction' keys='ServerName appName
ej bModul eNanme name server Nane' conponent | d="w s_server2' cacheabl e='fal se' >

<row cacheabl e='fal se' >

<col um nane='server Nane' ><! [ CDATA[ W s_server 2] ] ></ col urm>

<col um nane=' name' ><! [ CDATA[ Messagi ngCl i ent Par | ayX] | ></ col um>

<col um nane='¢j bTransacti onConni t. percent age' type='" DOUBLE' >0. 0</ col um>

<col um nane='¢j bTransacti onRol | back. conpl eted' type=' LONG >0</ col um>

<col um nane='¢j bTransacti onTi meout . t hr oughput' type="' DOUBLE' >0. 0</ col um>

<col um nane='ej bTransacti onConmi t. conpl eted' type=' LONG >0</ col um>

<col um nane='¢j bTransacti onTi neout . conpl eted' type=' LONG >0</ col um>

<col um nane="appNane' ><! [ CDATA[ user nessagi ngserver]]></ col um>

<col um nane='¢j bTransacti onRol | back. t hroughput' type=' DOUBLE' >0. 0</ col urm>

<col um nane=" Server Nane' ><! [ CDATA[ W s_server 2] ] ></ col urm>

<col um nane='¢j bTransacti onComnmi t. t hroughput' type='" DOUBLE' >0. 0</ col um>

<col um nane='ej bModul eName' ><! [ CDATA[ sdprmessagi ngcl i ent - ej b-parl ayx. jar]]></col um>

</row>

6.2.4 reloadMetricRules

Command Category: DMS Metrics
Use with WLST: Online
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Description

Reloads the metric rules. You must run this command after you deploy system
components or after you modify metric rules. Generally, Oracle does not recommend
that you modify metric rules.

Syntax
rel oadMet ri cRul es()

Example
The following example reloads metric rules for all servers running in the domain:

rel oadMet ri cRul es()

Location changed to domainRuntime tree. This is a read-only tree with Domai nMBean
as the root.

For nore help, use hel p(domai nRunti ne)

| oaded ' server-nds-11. 0. xm '

| oaded ' server-webl ogic_j 2ee_application_webservices-11. 0. xn"'

| oaded ' server-webl ogi c_j 2eeserver _adf-11.0.xn"'

| oaded ' server-webl ogi c_soa_conposite-11.0.xn"

| oaded ' server-webl ogi c_j 2eeserver _webservi ces-11. 0. xn "

| oaded ' server-oracl e_sdpnmessagi ng-11. 0. xni '

| oaded ' server-webl ogi c_j 2ee_application_webcenter-11.0.xn"

| oaded ' server-webl ogi c_j 2eeserver-11. 0. xn"'

rel oaded metric rules for server 'ws_server_1'

6.3 DMS Parameter-Scoped Metrics Rules Commands

The WLST DMS parameter-scoped metrics commands enable you to create a metric,
specifying a constraint and rules that associate sets of noun-types with sets of
parameter names.

Use the parameter-scoped metrics commands in Table 6-4 to manage parameter-
scoped metrics.

Table 6-4 DMS Parameter-Scoped Metrics Rules Commands

Use this command... To... Use with

WLST...
createDMSScopedMetrics ~ Create a parameter constraint that can be usedin ~ Online
ParameterConstraint the setParameterScopedMetricsRule command.
deleteDMSParameterScop  Delete the specified parameter-scoped metric Online
edMetricsRules rules.

dumpParameterScopedMe Display the parameter-scoped metric data for the ~ Online

trics specified rule id.

listDMSContextParameter — List the set of execution context parameters Online
s known to DMS.

listDMSParameterScoped  Display the current parameter-scoped metrics Online
MetricsRules configuration.
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Table 6-4 (Cont.) DMS Parameter-Scoped Metrics Rules Commands
_____________________________________________________________________________|

Use this command... To... Use with
WLST...

resetDMSParameterScope  Reset the parameter-scoped metric data associated ~Online
dMetrics with the given rule identifiers.

sampleDMSContextParam Collect a sample of the set of values for the named Online
eterValues context parameter.

setDMSParameterScoped ~ Create or update a parameter-scoped metric rule. ~ Online
MetricsRule

6.3.1 createDMSScopedMetricsParameterConstraint
Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Creates a constraint that can be used with the setParameterScopedMetricsRule
command.

Syntax

creat eDVMSScopedMet ri csPar anet er Constrai nt (nane [, val ues] [, maxnunofval ues])

Argument Definition
name The name of the parameter to which the constraint refers.
val ues Optional. A list of specific values to be applied by the constraint.

Optional. The maximum number of values that the constraint will use.
If omitted, and relevant, a value of 10 is assumed. This value is ignored
if the values option is provided.

maxmunof val ues

Example

The following example creates the parameter constraint name URL It applies the
values MyApp/advSearch.jspx and MyApp /basicSearch.jspx.

creat eDMSScopedMet ri csParamet er Constraint (- name="UR", val ues=["MyApp/
advSearch.jspx", "MApp/basicSearch.jspx"])

6.3.2 deleteDMSParameterScopedMetricsRules
Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online
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Description

Deletes the specified parameter-scoped metric rule and its accumulated data.

Syntax

del et eDVSPar anet er ScopedMet ri csRul es([server,] ids)

Argument Definition

Optional. Specifies the server from which to delete the parameter-scoped
server . . . . .
metrics. Valid values are a list of WebLogic Server instance names and system

component names.

To specify the server, use the following syntax:

server =" server nang'

If this argument is not specified, the command returns the list of metric tables
for all WebLogic servers and system components.

You must be connected to the Administration Server to use this argument.
For system components, such as Oracle HTTP Server, use the following

format:

servers=[' conponent _nane], servertype='conmponent _type')

The list of identifiers of the rules to be deleted. To specify more than one
identifier, surround the ids with brackets and separate them with commas.
For example:

ids=["idl", "id2"

Example

The following example deletes the parameter-scoped metric rules for the Managed
Server wls_serverl and with the id of rulel:

del et eDVSPar anet er ScopedMet ri csRul es(server="w s_serverl', rulel)

6.3.3 dumpParameterScopedMetrics
Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Displays the parameter-scoped metric data for the specified rule id.

Syntax

dunpPar anet er ScopedMet ri cs([server,] rul eid)
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Argument Definition

Optional. Specifies the server for which to dump the parameter-scoped
metric data. Valid values are a list of WebLogic Server instance names
and system component names.

server

To specify the server, use the following syntax:

server='server nane'

If this argument is not specified, the command returns the list of metric
tables for all WebLogic servers and system components.

You must be connected to the Administration Server to use this
argument.

For system components, such as Oracle HTTP Server, use the following
format:

servers=[' conponent _nane], servertype='conmponent _type')

The id of the parameter-scoped metric rule for which data is to be

ruleid displayed

Example

The following example displays data for the parameter-scoped metric rule regionRule
for the Managed Server wls_serverl:

dunpPar anet er ScopedMet ri cs(server="w s_server1", rul ei d="regi onRul e")

6.3.4 listDMSContextParameters

Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Lists the set of execution context parameters known to DMS.

Syntax

| i st DMSCont ext Par amet ers([server][, paraneternanmes] [, verbose])
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Argument Definition

Optional. Specifies the server for which to display the execution context
parameters. Valid values are a list of WebLogic Server instance names
and system component names.

server

To specify the server, use the following syntax:

server='server nane'

If this argument is not specified, the command returns the list of metric
tables for all WebLogic servers and system components.

You must be connected to the Administration Server to use this
argument.

For system components, such as Oracle HTTP Server, use the following
format:

servers=[' conponent _nane], servertype='conmponent _type')

Optional. A list of names of execution context parameters of interest.
Any parameter name not found on the server will be ignored (no error
will be reported). If this argument is not used, all execution context
parameters will be listed.

par anet er names

Optional. If t r ue, then for each execution context parameter the output

verbose will include, where available, the description of the execution context

parameter along with its set of possible values and their descriptions.

Example

The following example shows the parameter-scoped metric rules for the Managed
Server wls_serverl:

| i st DMSCont ext Par amet er s(server="w s_serverl')
Server: ManagedServer 1

Modul e
Flow d
Action
RCID

6.3.5 listDMSParameterScopedMetricsRules

Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Displays the current parameter-scoped metric configuration.

Syntax
|'i st DMSPar anet er ScopedMet ri csRul es([ server])
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Argument Definition

Optional. Specifies the server for which to display the parameter-scoped
metric configuration. Valid values are a list of WebLogic Server instance
names and system component names.

server

To specify the server, use the following syntax:

server='server nane'

If this argument is not specified, the command returns the list of metric tables
for all WebLogic servers and system components.

You must be connected to the Administration Server to use this argument.
For system components, such as Oracle HTTP Server, use the following

format:

servers=[' conponent _nane], servertype='conmponent _type')

Example

The following example shows the parameter-scoped metric rules for the Managed
Server wls_serverl:

|'i st DVMSPar anet er ScopedMet ri csRul es(server="ws_server1')
Rul e: rul eA
Noun types:
JDBC_Connecti on
Context Paraneter Constraints:
Paraneter: URl
Constrai ni ng val ues:

MyApp/ advSear ch. j spx
MyApp/ basi cSear ch. j spx

6.3.6 resetDMSParameterScopedMetrics
Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Resets the parameter-scoped metric data associated with the given rule identifiers. The
operation is not guaranteed to be atomic, that is, metric data will continue to be
gathered while the reset operation is in progress.

Syntax

r eset DVSPar anet er ScopedMet ri cs([ server,] ids)
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Argument Definition

Optional. Specifies the server for which to reset the parameter-
scoped metrics. Valid values are a list of WebLogic Server instance
names and system component names.

server

To specify the server, use the following syntax:

server='server name'

If this argument is not specified, the command returns the list of
metric tables for all WebLogic servers and system components.

You must be connected to the Administration Server to use this
argument.

For system components, such as Oracle HTTP Server, use the
following format:

servers=[' conponent _nane], servertype='conponent _type')

The list of identifiers of the rules to be reset. To specify more than
one identifier, surround the ids with brackets and separate them
with commas. For example:

ids=["idl", "id2"

Example

The following example resets the rule with the id ruleA for the managed server
wls_serverl:

reset DVSPar anet er ScopedMet ri cs(server="w s_server1", ids="rul eA")

6.3.7 sampleDMSContextParameterValues
Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Collects a sample of the set of values for the named context parameter.

Syntax
sanpl eDMSCont ext Par amet er Val ues( [ paramet ernane] [, naxmuofval eus] [, action])
Argument Definition

Optional. The name of the context parameter to be sampled. This

ar anet er nane . o . .
P argument must be used in combination with the argument act i on.
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Argument Definition

Optional. The maximum number of distinct values to include in the
sample. If omitted, a value of 10 is applied. A value of 0 will cause all
distinct values to be sampled. Depending on the context parameter, this
could mean sampling a set of unbounded size. Only relevant when
specifying the action="start".

mannunof val ues

Optional. The action to be sampled. This argument must be used in

action combination with the argument par arret er narre.
The valid values are:
e start: Start sampling values
* stop: Stop sampling values and show the values
¢ show: Display the histogram of sampled values.
Examples

The following example starts sampling the values for the parameter
bespoke.ServiceLevel:

sanpl eDVBCont ext Par anet er Val ues( par anet er nane="hespoke. Servi ceLevel ",
maxnunof val ues=5, action="start")
Val ues of the paraneter bespoke. Servicelevel are now being sanpl ed.
Li st of paraneters currently being sanpl ed:

bespoke. Servi ceLevel has been sanpled for 0 seconds.

The following example stops the sampling and displays the histogram of the values:

sanpl eDVBCont ext Par amet er Val ues()

Li st of paraneters currently being sanpl ed: bespoke. Servi ceLevel has been
sanpl ed for 87 seconds.
sanpl eDVBCont ext Par amet er Val ues( par anet er nane="hespoke. Servi ceLevel ", acti on="stop")
H st ogram of val ues for paraneter bespoke. Servicelevel.
Gold 21
Silver 5
Bronze 37
Val ues of the paraneter bespoke. ServicelLevel will no |onger be sanpl ed.

6.3.8 setDMSParameterScopedMetricsRule

Command Category: DMS Parameter-Scoped Metrics
Use with WLST: Online

Description

Creates or updates a parameter-scoped metric rule. Only one rule at a time can
manage the collection of metrics for a particular noun type and parameter
combination. For example, you cannot have two separate rules to attempt to collect
parameter-scoped metrics based on the context parameter URI and the noun type
JDBC_Connection.

Syntax

set DMSPar anet er ScopedMetri csRul e([server,] id, nountypes [, ctxparanconstraints][,
actparanconstraints] [,replace={true|false}])
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Argument Definition

server Optional. Specifies the server for which to set the parameter-scoped
metric rule. Valid values are a list of WebLogic Server instance
names and system component names.
To specify the server, use the following syntax:
server='servername'
If this argument is not specified, the command returns the list of
metric tables for all WebLogic servers and system components.
You must be connected to the Administration Server to use this
argument.
For system components, such as Oracle HTTP Server, use the
following format:
servers=[' conponent _nane], servertype='conponent _type')

i d The identifier of the rule.
The list of noun types to which the rule applies.

nount ypes

ct xparanconstraints

Optional. The list of context parameter constraints to be used by this
rule. You must specify at least one of this argument or
actparamconstraints.

See createDMSScopedMetricsParameterConstraint.

act paranconstraints

Optional. The list of activation parameter constraints to be used by
the rule. You must specify at least one of this argument or
ctxparamconstraints.

See createDMSScopedMetricsParameterConstraint.

repl ace

Optional. If t r ue, the new rule replaces an existing rule of the same
id. If f al se or if left unset, and a rule with the id already exists an
error is raised.

Example

The following example creates the rule with the id ruleA, the nountype
JDBC_Connection and the context parameter constraint ctxP1:

set DVSPar anet er ScopedMet ri csRul e(i d="rul eA", nountypes=["JDBC Connection"],
ct xpar anconst rai nt s=[ ct xP1] )

6.4 DMS Event Tracing Commands

Event Tracing configures live tracing with no restarts. DMS metrics that were updated
using Oracle Fusion Middleware products may be traced using DMS Event Tracing.

Use the commands in Table 6-5 to configure Event Tracing.

For information about using DMS Event Tracing, see DMS Tracing and Events in
Oracle Fusion Middleware Tuning Performance.
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Table 6-5 DMS Tracing Commands

Use this command... To... Use with
WLST...

addDMSEventDestination Add a new destination to the Event Tracing Online
configuration.

addDMSEventFilter Add a filter to the Event Tracing configuration. =~ Online

addDMSEventRoute Add the specified event route to the Event Online
Tracing configuration

enableDMSEventTrace Enable an event trace and create a filter witha ~ Online
specified condition and destination and an
enabled event-route.

listDMSEventConfiguration Display an overview of the event tracing Online
configuration.

listDMSEventDestination Display the full configuration for a destination =~ Online
or a list of all destinations.

listDMSEventFilter Display the configuration of a filter or a list of Online
all filters.

listDMSEventRoutes Display event routes and their status (enabled ~ Online
or disabled).

removeDMSEventDestination Remove the specified destination. Online

removeDMSEventFilter Remove the specified filter. Online

removeDMSEventRoute Remove the specified event route. Online

updateDMSEventDestination ~ Update configuration of an event destination. Online

updateDMSEventFilter Update the configuration of an event filter. Online

updateDMSEventRoute Update the configuration of an event route. Online

6.4.1 addDMSEventDestination

Command Category: DMS Event Tracing

Use with WLST: Online

Description

Adds a new destination to the Event Tracing configuration. If a destination with the
same ID already exists, the command reports this and does not add the destination.
You must be connected to the Administration Server to add a destination. If you are

not, an error is returned.

Syntax

addDVSEvent Destination(id [, nane] ,class
[, props= {'nane': 'value'...}] [,server])
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Argument Definition
i The unique identifier for the specified destination.
Optional. A name for the destination.
nane
ol ass The full class name of the destination.
See Table 6-6 for a list of available destination classes.
Optional. The name/value properties to use for the destination. Some
Props destinations require properties, as described in Table 6-6.
server Optional. The server on which to perform this operation. The default is the

server to which you are connected.

Table 6-6 shows the built-in destinations, with the full runtime class name.

Table 6-6 Built-In Destinations
|

Runtime Destination Class Name

Description

oracle.dms.trace2.runtime.LoggerDestination

Uses ODL to send the log messages to a file.

See Table 6-7 for the list of properties for this
destination.

oracle.dms.event HTTPRequestTrackerDestin
ation

Dumps the set of active HTTP requests,
allowing an administrator to get a snapshot
of activity.

See Table 6-8 for the list of properties for this
destination.

oracle.dms.jrockit.jfr.JEFRDestination

Passes events to the JRockit Flight Recorder
so that they can be viewed in the context of
other data coming from the JRockit JVM and
WLDF using JRockit Mission Control.

See Table 6-9 for the list of properties for this
destination.

oracle.dms.jmx.MetricMBeanFactory

Exposes Nouns as MBeans. This destination
has no properties.

oracle.dms.util.StackTraceCollatorDestination

Collates the stack traces that are in play
whenever the events of interest occur. This is
primarily a debugging tool.

The collated data is written out on
shutdown, and also when an event being
handled has not been reported for a certain
period of time (defaults to one minute).

See Table 6-10 for the list of properties for
this destination.
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Table 6-7 shows the properties for the oracle.dms.trace2.runtime.LoggerDestination
destination.

Table 6-7 Properties for oracle.dms.trace2.runtime.LoggerDestination
_____________________________________________________________________________|

Property Description Valid Values

LoggerName Required. The name of the A valid logger name.
logger.

writeDataAsMessageAttribu  Optional. If set to true, the true and false

tes event data is logged as

supplemental attributes rather
than as a colon separated string
in the log message. By logging
the event data as supplemental
attributes, you can exploit the
query features of ODL that use
supplemental attributes.

See Searching Log Files Using
WLST in Oracle Fusion
Middleware Administering Oracle
Fusion Middleware for an
example.

Table 6-8 shows the properties for the
oracle.dms.event. HTTPRequestTrackerDestination destination.

Table 6-8 Properties for oracle.dms.event.HTTPRequestTrackerDestination
|

Property Description Valid Values
excludeHeaderName Optional. Prevents the destination from A comma-separated list
s reporting the specified HTTP request of header names to
headers if there is a chance that such exclude.
headers may contain security sensitive
information.
requestThresholdSeco Optional. The number of seconds after A positive numeric
nds which a request is considered slow. If the value, in seconds.

gener at el nci dent M nut es setting is
not defined, an incident will be created
immediately on detection of a slow
request.
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Table 6-8 (Cont.) Properties for oracle.dms.event.HTTPRequestTrackerDestination
|

Property Description Valid Values

requestFilters Optional. The filters for specific URISs, or A comma-separated list
URI+Clicks, to monitor. Each filter hasits  of request filters
own threshold. Each filter is defined as
follows:

t hreshol dl nSeconds! 'uri!!clickld

t hr eshol dl nSeconds defines the time
beyond which a request is considered
slow. uri is the URI to be matched, and
can be written as a regular expression.

cl i ckl d is optional and defines the click
Id to be matched. It can be written as a
regular expression.

Each filter can be separated using %86 For
example:

I Si mpl eWebApp- Vi ewCont rol | er - cont ext -
root/.!!ch. 984 HOM

App/ . !'1" pt1: AP1:r3:0: AT1. _ATp:resldl:
[0-9]+:cl1

Any requestThresholdSeconds setting will
be ignored if r equest Fi | ter s is

specified.
generateIncidentMin  Optional. The frequency to check if any A positive numeric
utes slow requests have occurred, before value, in seconds.

generating an incident. Use this setting in
conjunction with the
request Thr eshol dSeconds setting.

incidentSkipCount Optional. If slow-request detection is A positive numeric
enabled (with the value, in seconds.
r equest Thr eshol dSeconds setting,
you can use this setting to prevent the
creation of the first n incidents that would
have been created. This is useful for cold
servers where there will be additional
overhead processing the first few requests.

maxRequestsReport ~ Optional. The maximum number of A positive numeric
requests to report when generating a value, in seconds.
delayed incident. Use this setting in
conjunction with the
gener at el nci dent M nut es setting. If
not defined, all requests will be reported.
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Table 6-8 (Cont.) Properties for oracle.dms.event.HTTPRequestTrackerDestination
|

Property Description Valid Values
incidentDumps Optional. The list of diagnostic dumps to A comma-separated list
execute on detection of a slow request. If of diagnostic dump

this setting is not defined, the default set of names.
diagnostic rules and dumps will be
evaluated when creating incidents.

dumplntervalMinute = Optional. The interval for executing A positive numeric
s dumps upon detection of the first slow value, in seconds.

request. This is controlled by this setting in

conjunction with the existing

i nci dent Dunps setting. This allows you

to collect diagnostics more frequently than

incident creation. For example, you can

create an incident every 30 minutes but

have dumps collected every 10 minutes.

The following explains how it works in
more detail:

1. On detection of the first slow request,
the HTTPRequestTracker destination
executes the named dumps and then
schedules further dumps at the
specified frequency.

2. At the next dump frequency interval,
if there have been new slow requests
the dumps will be executed again. If
not, no dumps will be executed at this
interval.

3. At the end of the review period, as
specified by the
gener at el nci dent M nut es
setting, further dumps will be
executed if there have been slow
requests since the last dump
frequency interval and an incident
will be created which will include all
of the dump files created.

The incident readme.txt will detail when
each dump was taken,
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Table 6-8 (Cont.) Properties for oracle.dms.event.HTTPRequestTrackerDestination
|

Property Description Valid Values
enablePerformanceM  Optional. After a URI, or URI+Click true or false. The
etrics combination, has been identified as slow, default is false.

enables additional diagnostics for
subsequent requests (in the review period)
that match the same URI+Click. The
additional diagnostics provide an
overview of where time has been spent
(for example, JDBC, MDS, ADF) in the
request. The data is included in the
slowrequests.txt file.

Table 6-9 shows the properties for the oracle.dms.jrockit.jfr.JFRDestination destination.

Table 6-9 Properties for oracle.dms.jrockit.jfr.JFRDestination
|

Property

Description Valid Values

maxRecordingSize

Mandatory. The size of the An integer followed by K
DMS recording (beyond which  (kilobytes), M (megabytes)
the flight recorder will drop old  or G (gigabytes)

data)

Table 6-10 shows the properties for the oracle.dms.util.StackTraceCollatorDestination

destination.

Table 6-10 Properties for oracle.dms.util.StackTraceCollatorDestination
|

Property Description Valid Values

printStream Optional. A string that stderr or stdout. The
identifies to which output the default is stderr.
print stream will be written

loggerName Optional. The name of alogger A valid logger name.

to which output will be written.
The destination will check the
logger and if no INFO messages
will be recorded, the
destination will revert to using
stderr.

clearTracesWhenDumped Optional. Whether or not the true or false. The default is

destination should reset the set  false.
of known stacks and the count

of their occurrences once the

current data are written out. If

false, the set of stacks and

counts will accumulate in

memory for the lifetime of the
destination.
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Table 6-10 (Cont.) Properties for oracle.dms.util.StackTraceCollatorDestination
|

Property Description Valid Values

minDumplntervallnMinutes ~ Optional. The minimum period A positive numeric value,
of time between writing out in minutes.
data collated for a particular
type of event.

eventTypesOfinterest Mandatory. A string describing A valid event type. For
the event types for which stack ~ example, SENSOR.
traces are to be collated.

Examples

The following example adds a destination with the ID destination1, the name File-
system, the class oracle.dms.trace2.runtime.LoggerDestination. Because the
LoggerDestination requires the property loggerName, it sets the value to trace2-
logger:

addDVBEvent Desti nation(i d="destinationl', name='File-systen,
class="oracle. dns.trace2. runtine. Logger Destination',
props={"'l oggerNane': 'trace2-logger'})

Destination "destinationl" added.

The following example attempts to add a destination with an ID that already exists:

addDVBEvent Desti nation(i d="destinationl', name='File-systen,
class="oracle. dns.trace2. runtine. Logger Destination',
props={'loggerNane': 'trace2-logger'})

Destination "destinationl" already exists. Unable to add this.

6.4.2 addDMSEventFilter

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Adds a filter to the Event Tracing configuration. If a filter with the same ID already
exists, the command returns an error and does not add the filter.

You must be connected to the Administration Server to add an event filter. If you are
not, an error message is reported.

Syntax
addDVSEvent Filter(id [, nanme] [, etypes,]

props= {'prop-name': 'value'...} [, server])
Argument Definition

id The unique identifier for specified filter.
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Argument Definition
Optional. The name of the filter.
name
Optional. A string containing a comma-separated list of event/action pairs.
et ypes . . . .
This argument allows you to create a filter with a broader granularity when
used with a condition. It also allows you to create a filter with a broader range
of metrics. For example, all nouns or all nouns with the action create.
prop-name: The name of the filter property. <condi t i on> is the only valid
props property, and only one condition may be specified.
val ue: The value of the property of the filter.
server Optional. The server on which to perform this operation. The default is the

server to which you are connected.

The following shows the syntax for et ypes:

<etypes>: ==
<type>:[<action>]

The following lists the valid etypes:

NOUN: CREATE| DELETE| TYPE_CHANGE

SENSCR

EVENT_SENSOR CREATE| DELETE| METRI C_SELECTI ON_CHANGED,

PHASE_SENSOR: CREATE| DELETE| METRI C_SELECTI ON_CHANGED| START| STOP| ABORT
STATE_SENSOR CREATE| DELETE| METRI C_SELECTI ON_CHANGED| UPDATE
ROLLUP_SENSOR CREATE| DELETE| METRI C_SELECTI ON_CHANGED

EXECUTI ON_CONTEXT: START| STOP| SUSPEND

HTTP_REQUEST: START| STOP| CONTEXT_CHANGED

Note the following:

* SENSOR has no associated actions and is expanded to include all related SENSORS
and associated actions.

* A type specified with no associated action, will default to all actions for that type.
For example, HTTP_REQUEST would default to

HTTP_REQUEST:START, HTTP_REQUEST:STOP,
HTTP_REQUEST:CONTEXT_CHANGED

The following shows an etype with two event/action pairs, separated by a comma:

et ypes=" NOUN: DELETE, STATE SENSCR: DELETE

The following shows the syntax for the <condi t i on> property of the argument
pr ops. The arguments are described in the tables following the syntax:

<condition>::=
<type> [<operator> <condition>]

<type>::=
<nountype> | <context>
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<nountype>:: =
NOUNTYPE <nount ype- oper at or > val ue

<nount ype-operator>:: =
"equal s" | "starts_with" | "contains" | "not_equals"

<context>::=
CONTEXT <nane> <cont ext - operator> [<val ue>] [| GNORECASE=t rue|fal se]
[ DATATYPE="st ri ng| | ong| doubl e"

]

<cont ext-operator>::=
"equal s" | "starts_with" | "contains" | "not_equals" | "is_null" | "gt" | "le" | "ge"

<operator>::=
AND | OR

The following table describes the arguments for <type>:

Value Description

Each Sensor, with its associated metric, is organized in a hierarchy
according to Nouns. A Noun type is a name that reflects the set of
metrics being collected. For example, JDBC could be a Noun type. For
information about Sensors and Nouns, see Understanding Common
DMS Terms and Concepts in Oracle Fusion Middleware Tuning
Performance.

<nount ype>

An Execution Context is an association of the Execution Context ID
(ECID), Relationship ID (RID), and Maps of Values. This argument
allows the data stored in the map of values to be inspected and used
by the filter. For example, if the map contains the key "user”, you can
create a filter that returns requests with "user" equal to "bruce".

<cont ext >

The following table describes the arguments for <nountype>:

Value Description

A keyword.
NOUNTYPE eywor

The following are valid operators:
<nount ype- oper at or >

e equals: Filters only if the Noun type name equals the value.

¢ starts_with: Filters only if the Noun type name starts with the
value.

¢ contains: Filters only if the Noun type name equals the value.

* not_equals: Filters only if the Noun type name does not equal the
value.

The name of the Noun type on which to operate. The name can be

val ue . .
any object for which you want to measure performance.

The following table describes <context>
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Value Description

EXT A keyword.

The name of the context to filter.
namnme

val ue The name of the context on which to operate.

The following are valid operators:
<cont ext - oper at or >

® equals: Filters only if the context name equals the value.
e starts_with: Filters only if the context name starts with the value.
e contains: Filters only if the context name equals the value.

* not_equals: Filters only if the context name does not equal the
value.

e is_null: Filters only if the context name is null.

e lt: Filters only if the context name is less than the value.

e gt: Filters only if the context name is greater than the value.

¢ le: Filters only if the context name is less than or equal to the value.

e ge: Filters only if the context name is greater than or equal to the
value.

Optional. If specified, the case of a string data type is ignored. The
default is that the case of a context is used.

The IGNORECASE AND DATATYPE are not dependent on their
position in the command.

| GNORECASE

Optional. The valid values are string, long, or double. The default is
string.

The IGNORECASE AND DATATYPE are not dependent on their
position in the command.

DATATYPE

Examples

The following example adds a filter with the name MyFilter, specifying a Noun type
and context:

addDVSEvent Fi l ter (id="nmdsl', name='MyFilter',
props={"' condition': 'NOUNTYPE equal s MDS_Connections AND CONTEXT user equal s
bruce | GNORECASE' })

Filter "mds1" added.

The following example attempts to add a filter with the same id. The command
returns an error:

addDVSEvent Fi l ter (id="mdsl', name='MyFilter',
props={'condition': 'NOUNTYPE equal s MDS_Connections AND CONTEXT user equal s
bruce'})
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Unable to add filter "mdsl" as a filter with that ID already exists for server
" Admi nServer".

The following example adds a filter with two event/action pairs:

addDVSEvent Fi l ter (id="nds2', name=' MyFilter',
et ypes=' NOUN: CREATE, HTTP_REQUEST: START",
props={'condition': ' NOUNTYPE equal s MDS_Connecti ons
AND CONTEXT user equals bruce | GNORECASE=true'})
Filter "nuds2" added.

6.4.3 addDMSEventRoute

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Adds the specified event route to the Event Tracing configuration. If an event route
with the same ID already exists, the command returns an error and does not add the
event route.

You must be connected to the Administration Server to add an event route. If you are
not, an error is returned.

Syntax

addDVSEvent Route([filterid,] destinationid [,enable=true|false] [,server])

Argument Definition

filterid Optional. The unique identifier for the filter.

The unique identifier for the specific destination. The destination must exist.

destinationi
d
b Optional. Enables the filter. Valid values are t r ue and f al se. The default is
enabt e true.
Optional. The server on which to perform this operation. The default is the
server server to which you are connected.
Examples

The following example adds an event route with the filter id of mds1 and the
destination id of destination1:

addDVBEvent Route(filterid="mdsl', destinationid="destinationl', enable="false")
Event-route for filter "ndsl", destination "destinationl" added for server
"Adm nServer".

The following example attempts to add an event route that already exists:

addDVBEvent Route(filterid="mdsl', destinationid="destinationl', enable="false")
Unable to add event route as a mapping with filter "ndsl" and destination
"destinationl" already exists for server "Admi nServer".
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6.4.4 enableDMSEventTrace

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Enables an event trace and creates a filter with a specified condition and destination
and an enabled event-route. This is a simple way to start filtering, without having to
explicitly create a filter, destination and event-route, but with less configuration
options. The specified destination must exist.

You must be connected to the Administration Server to enable a DMS event trace. If
you are not, an error is returned.

If you require a more complex configuration, use the addDMSEventDestination,
addDMSEventFilter, and addDMSEventRoute.

Syntax
enabl eDVMSEvent Trace(destinationid [, etypes] [, condition] [, server])
Argument Definition

The unique identifier for the specific destination. Any existing destination is

destinationid valid.

Optional. A string containing a comma-separated list of event/action pairs.

etypes See addDMSEventFilter for a list of available etypes.
condition Optional. A condition on which to filter. See addDMSEventFilter for the
syntax for a condition.
If no condition is specified, all DMS events will be passed
ver Optional. The server on which to perform this operation. The default is the
serve server to which you are connected.
Example

The following example enables an event trace with a specified condition:

enabl eDVMBEvent Trace(dest i nationi d=" destinationl', condition="CONTEXT usernane EQUALS
Joe AND CONTEXT ip EQUALS 192.168.1.5")

Filter "auto0215443800" using Destination "destinationl" added, and event-route
enabl ed for server "Adm nServer".

6.4.5 listDMSEventConfiguration

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Displays an overview of the Event Tracing configuration.
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Syntax
|'i st DMSEvent Confi guration([server])

Argument Definition

Optional. The server on which to perform this operation. The default is the

server .
server to which you are connected.

Example

The following example lists the configuration for the Managed Server to which you
are connected:

| i st DMSEvent Confi guration()
Server: Adm nServer

Event routes:

Filter . aut 0215443800
Destination : destinationl
Enabl ed . true

6.4.6 listDMSEventDestination

Command Category: DMS Event Tracing
Use with WLST: Online

Description

For a specific destination, display the full configuration. If no destination ID is
specified, list the destination ID and name for all the destinations in the Event Tracing
configuration.

Syntax
|i st DVSEvent Destination([id] [, server])

Argument Definition
i d Optional. The unique identifier for the specific destination.
server Optional. The server on which to perform this operation. The default is the
server to which you are connected.
Examples

The following example displays information about the destinations for the Managed
Server to which you are connected:

|'i st DMSEvent Dest i nation()
Server: Adm nServer

| d . HTTPRequest Tracker Desti nati on
Nanme . HTTP Request Tracker Destination
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| d . nmbeanCreationDesti nation
Nane . MBean Creation Destination

The following example displays information about the destinations for the Managed
Server, wls_server_1:

|i st DMSEvent Destination(server="w s_server_1")
Server: ws_server_1

Id . HTTPRequest Tracker Desti nati on
Name . HTTP Request Tracker Destination
| d . nbeanCreationDestination

Nane . MBean Creation Destination

The following example displays information about the destination destination1:

|'i st DMSEvent Desti nation(i d='destinationl")
Server: Adm nServer

| d . destinationl
Name . File-system
C ass . oracle.dnms.trace2. runtine. Logger Destination
Cass Info : Logs incoming events to the logger configured for the Destination.
Properties
Name Val ue
| ogger Narme trace2-1 ogger

6.4.7 listDMSEventFilter

Command Category: DMS Event Tracing
Use with WLST: Online

Description

For a specific filter, displays the full configuration. If you do not specify a filter ID, the
command displays the filter ID and name for all the filters in the Event Tracing
configuration.

Syntax
|istDVMSEventFilter([id] [, server])

Argument Definition
id Optional. The unique identifier for specified filter.
server Optional. The server on which to perform this operation. The default is the

server to which you are connected.
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Example

The following example displays the list of all the filters in the Event Tracing
configuration:

|'i st DMBEvent Filter()

I d Nane

aut 0215443800 auto generated using enabl eEvent Trace
JFRFi | ter JFRFi | ter

traceFilter

mis2 M/Filter

mis1 M/Filter

The following example displays the configuration of the filter mds1:

|'i st DMBEvent Fil ter(id="ndsl")
Server: Adm nServer

Id : misl
Nane . MFilter
Properties

Condi tion :

NOUNTYPE equal s MDS_Connections AND CONTEXT user equal s bruce | GNORECASE

6.4.8 listDMSEventRoutes

Command Category: DMS Event Tracing
Use with WLST: Online

Description

List the events routes and their status (enabled or disabled) that are associated with
the specified filter or destination. If you do not specify a filterid or destinationid, this
command lists all the event routes in the Event Tracing configuration.

Syntax

|'i st DMSEvent Routes([filterid] [, destinationid][, server])

Argument Definition
filterid Optional. The unique identifier for the filter.
[ i
... Optional. The unique identifier for the specific destination. The destination
destinati oni .
d must exist.
server Optional. The server on which to perform this operation. The default is the
server to which you are connected.
Examples

The following example lists all event routes:

| i st DMSEvent Rout es()
Server: Adm nServer
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Filter aut 0215443800

Destination destinationl

Enabl ed true

Filter None

Destination HTTPRequest Tr acker Desti nati on
Enabl ed true

The following example lists the event routes with the filter id of filter1:

|i st DMSEvent Routes(filterid="nisl')

Server: Adm nServer

Filter o misl
Destination : destinationl
Enabl ed . false

The following example lists the event routes with the destination id of destination1:

| i st DMSEvent Rout es(destinati oni d=' destinationl')

Server: Adm nServer

Filter . aut 0215443800
Destination : destinationl
Enabl ed . true
Filter o mis2
Destination : destinationl
Enabl ed . false
Filter © misl
Destination : destinationl
Enabl ed . false

6.4.9 removeDMSEventDestination
Command Category: DMS Event Tracing
Use with WLST: Online

Description

Removes an existing destination from the Event Tracing configuration. You can

remove a destination only if no event route depends on the destination. If an event
route that depends on the destination exists, a warning is returned.

You must be connected to the Administration Server to remove a destination. If you
are not, an error is returned.

Syntax

renoveDMSEvent Destination(id [, server])

Argument Definition
i The unique identifier for the destination to be removed.
server Optional. The server on which to perform this operation. The default is the

server to which you are connected.
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Examples
The following example removes the destination jfr:

removeDMVBEvent Destination(id="jfr")
Destination "jfr" renoved.

The following example attempts to remove the destination styx.inpass.dbl. However,
because an event route exists for the destination, the command returns an error.

removeDVBEvent Dest i nation(i d="styx.inpass. dbl")

An event-route for destination 'styx.inpass.dbl' exists. Unable to renove this
destination for server "Adm nServer".

6.4.10 removeDMSEventFilter

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Removes an existing filter from the Event Tracing configuration. You can remove a
filter only if no event route depends on the filter. If an event route that depends on the
filter exists, a warning is returned.

You must be connected to the Administration Server to remove an event filter. If you
are not, an error is returned.

Syntax

renoveDMBEvent Filter(id [, server])

Argument Definition
i d The unique identifier for the filter to be removed.
server Optional. The server on which to perform this operation. The default is the
server to which you are connected.
Example

The following example removes the filter mds1:

renoveDMBEvent Fi | ter (id="nisl")
Filter "mds1" removed for server "Adm nServer".

The following example attempts to remove a filter for which and event-route currently
exists:

renoveDMSEvent Fi | ter (id="allaccounts')

Filter "allaccounts" cannot be renoved. An event-route currently exists for that
filter. Remove the event-route first using the command renmoveDVSEvent Route().
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6.4.11 removeDMSEventRoute
Command Category: DMS Event Tracing
Use with WLST: Online

Description

Removes the specified event route. You must be connected to the Administration
Server to add an event route. If you are not, an error is returned.

Syntax
renoveDMSEvent Route([filterid] [, destinationid]
[, server])
Argument Definition
filterid Optional. The unique identifier for the filter.
... Optional. The unique identifier for the specific destination. The destination
destinati oni .
d must exist.
server Optional. The server on which to perform this operation. The default is the
server to which you are connected.
Example

The following example removes the event route with the filterid mds1 and the
destination jfr:

renoveDMBEvent Rout e(filterid="mdsl', destinationid="jfr")
Event-route for filter "misl", destination "jfr" removed for server "Adm nServer".

The following example removes the event route with the destination destination1:

r enoveDMBEvent Rout e( desti nati oni d=" desti nationl")
Event-route for filter "None", destination "destinationl" renmoved for server
" Adm nServer".

6.4.12 updateDMSEventDestination

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Updates an existing destination, allowing a specified argument to be updated. You
must be connected to the Administration Server to update a destination. If you are not,
an error is returned.
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Syntax

updat eDMSEvent Destination(id [, name,] class
[,props= {'name': 'value'...}] [, server])

Argument Definition
i The unique identifier for the destination to be updated.
Optional. A name for the destination.
nane
ol ass The full classname of the destination.
See Table 6-6 for a list of available destinations.
 oDs Optional. The name/value properties to use for the destination. You can add
prop a new property, or update or remove an existing one. If you update
properties, you must specify all properties. If you omit a property, it is
removed. For example, if a destination contains the properties LoggerName
and severity, and you omit severity, it will be removed from the destination.
See addDMSEventFilter for information about the syntax and allowed values.
server Optional. The server on which to perform this operation. The default is the
server to which you are connected.
Examples

The following example updates the name of the destination jfr:
updat eDMBEvent Desti nation(id="jfr', name="Alternative Flight-Recorder")

Destination "jfr" updated for server "AdnminServer".

The following example attempts to update a destination that does not exist. The
command returns an error:

updat eDMBEvent Dest i nati on(i d=' destinationl',
props={"' | ogger Nanme': ' MyNewTr ace2- | ogger'})

Destination "destinationl" does not exist for server "Adm nServer".

6.4.13 updateDMSEventFilter

Command Category: DMS Event Tracing
Use with WLST: Online

Description
Updates an existing filter in the Event Tracing configuration.

You must be connected to the Administration Server to update an event filter. If you
are not, an error is returned.
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Syntax

updat eDMSEvent Filter(id [, nanme] [,etypes],
props= {'prop-nane': 'value'...} [,server])

Argument Definition

i The unique identifier for the filter to be updated.

Optional. The name of the filter to be updated.

nane
i Optional. A string containing a comma-separated list of event/action pairs.
etypes See addDMSEventFilter for a list of valid values.
prop-name: The name of the filter property. <condi t i on> is the only valid
Props property, and only one condition may be specified. See addDMSEventFilter
for information on the syntax of prop-name.
value: The value of the property of the filter.
Optional. The server on which to perform this operation. The default is the
Server server to which you are connected.
Examples

The following example updates the filter properties for the filter with the id mds1:

updat eDMBEvent Fi | ter (i d=' mds1',
props={"' condition': 'NOUNTYPE equal s XYZ_Total _Connections AND CONTEXT user equal s
bruce'})

Filter "mdsl" updated for server "AdnminServer"..

The following example attempts to update a filter that does not exist:

updat eDMBEvent Fil ter(id="Filter2")

Filter "Filter2" does not exist for server "Adm nServer".

6.4.14 updateDMSEventRoute

Command Category: DMS Event Tracing
Use with WLST: Online

Description

Enables or disables the specified event route. You must be connected to the
Administration Server to update an event route. If you are not, an error is returned.

Syntax

updat eDMSEvent Route([filterid] [, destinationid]
[, enable=true|false] [, server])
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Argument

Definition

filterid

Optional. The unique identifier for the filter.

destinationi
d

Optional. The unique identifier for the specific destination. The destination
must exist.

enabl e

Optional. Enables the filter. Valid values are t r ue and f al se.

server

Optional. The server on which to perform this operation. The default is the
server to which you are connected.

Example

The following example disables the event route with the filterid mdsl and the
destinationid jfr:

updat eDMSEvent Rout e(filterid="rmdsl', destinationid="jfr', enable="false")
Event-route for filter "nmisl", destination "destinationl" updated for server

"Adm nServer".
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Logging Custom WLST Commands

Use the custom WLST logging commands to configure settings for log files and to
view and search log files.

This chapter describes the command syntax and arguments and provides examples of
the commands.

For additional details about configuring and searching log files, see Managing Log
Files and Diagnostic Data in Oracle Fusion Middleware Administering Oracle Fusion
Middleware.

Table 7-1 describes the different categories of logging commands.

Table 7-1 Logging Command Categories

Command category Description

Log Configuration Configure settings for log files, such as the level of information
Commands written to the file or the maximum file size.

Search and Display View Oracle Fusion Middleware log files and search log files
Commands for particular messages.

Selective Tracing Configure and use selective tracing, which specifies that
Commands messages are traced for specific server, loggers, or users.

7.1 Log Configuration Commands

The WLST log configuration commands let you configure settings for log files, such as
the level of information written to the file or the maximum file size.

Use the commands in Table 7-2 to configure settings for log files. In the Use with
WLST column, online means the command can only be used when connected to a
running server. Offline means the command can only be used when not connected to a
running server. Online or offline means the command can be used in both situations.

Table 7-2 Logging Configuration Commands

Use this command... To... Use with
WLST...
configureLogHandler Configure an existing log handler, add a new Online

handler, or remove existing handlers.

getLogLevel Get the level for a given logger. Online
listLoggers Get the list of loggers and the level of each logger. Online
listLogHandlers List the configuration of one of more log handlers. Online
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Table 7-2 (Cont.) Logging Configuration Commands

Use this command... To... Use with
WLST...
setLogLevel Set the level for a given logger. Online

7.1.1 configureLogHandler
Command Category: Log Configuration

Use with WLST: Online

Description

Configures an existing Java logging handler, adds a new handler, or removes an
existing handler. It returns a java.util.List with one entry for each handler. Each entry
is a javax.management.openmbean.CompositeData object describing the handler.

With this command, you can change the location of the log files, the frequency of the
rotation of log files, and other log file properties.

Syntax

configureLogHandl er([target,] name [, maxFileSize] [, mxLogSize] [,
rotati onFrequency]

[, baseRotationTime] [, retentionPeriod] [, format] [, encoding] [, path]

[, handl erType] [, propertyNanme] [, propertyValue] [, addProperty]

[, removeProperty] [, addHandler] [, removeHandler] [, level] [, addToLogger]
[, removeFromiogger] [, useParentHandlers] )

Argument Definition

Optional. The name of a WebLogic Server instance, or a string
describing a system component. For system components, refer to the
component's documentation for details.

target

The default value is the server to which WLST is connected.

Required. The name of a log handler.
name

Optional. The value of the maximum file size for an ODL handler. The
value is a string representing a numeric value, optionally followed by a
suffix indicating a size unit (k for kilobytes, mfor megabytes, g for
gigabytes).

If you do not specify a suffix, the value is returned in bytes.

maxFi | eSi ze

Note that this option does not apply to the QuickTrace handler.

Optional. The value of the maximum size of the log files for an ODL
handler. The value is a string representing a numeric value, optionally
followed by a suffix indicating a size unit (k for kilobytes, mfor
megabytes, g for gigabytes).

maxLogSi ze

Note that this option does not apply to the QuickTrace handler.
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Argument

Definition

rotati onFrequency

Optional. The value of the rotation frequency for an ODL handler. The
value is a string representing a numeric value, optionally followed by a
suffix indicating a time unit (mfor minutes, h for hours, d for days). The
default unit is minutes. The following special values are also accepted
and are converted to a numeric value in minutes: HOUR, HOURLY,
DAY, DAILY, WEEK, WEEKLY, MONTH, MONTHLY.

Note that this options does not apply to the QuickTrace handler.

baseRot ati onTi me

Optional. The base rotation time, to be used with the rotationFrequency
option. The value must be a string representing a date/time value. It
can be a full date/time in ISO 8601 date/time format, or a short form
including only hours and minutes. The default baseRotationTime is
00:00.

Note that this option does not apply to the QuickTrace handler.

retentionPeriod

Optional. The amount of time that the log file is retained. The value
must be a string representing a numeric value, optionally followed by a
suffix indicating a time unit (mfor minutes, h for hours, d for days). The
default unit is minutes. The following special values are also accepted
and are converted to a numeric value in minutes: HOUR, HOURLY,
DAY, DAILY, WEEK, WEEKLY, MONTH, MONTHLY.

Note that this option does not apply to the QuickTrace handler.

Optional. The format for the ODL handler. Valid values are one of the

format following strings: "ODL-Text" or "ODL-XML". The default format is
ODL-Text.
) Optional. The character encoding for the log file.
encodi ng
pat h Optional. The log file path.

Note that this option does not apply to the QuickTrace handler.

handl er Type

Optional. The name of the Java class that provides the handler
implementation. It must be an instance of java.util.logging.Handler or
oracle.core.ojdl.logging. HandlerFactory.

propertyNane

Optional. The name of an advanced handler property to be added or
updated. The property value is specified with the propertyValue
option. See the documentation for the handler for valid properties.

propertyVal ue

Optional. The new value for the handler property defined by the
propertyName option.

addProperty

Optional. A Jython boolean value. Used in conjunction with the
propertyName and propertyValue options to define that a new
property is to be added to the handler.

removeProperty

Optional. A list of one or more handler properties to be removed.
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Argument Definition

Optional. A boolean value. If the value is true, then the named handler

addHandl er will be added.

Optional. A boolean value. If the value is true, then the named handler

r enoveHand| er .
is removed.

Optional. A Java or ODL level value. The handler level will be set to the

I evel .
given level.
addToLogger Optional. A list of logger names. The handler is added to the given
logger names.
Optional. A list of logger names. The handler is removed from the
r enoveFr onLogger

given loggers.

Optional. A boolean value. Sets the useParentHandlers flag on the

useParent Hand er s loggers defined by the addToLogger or removeFromLogger options.

The following table lists the properties for the quicktrace-handler. This handler allows
you to trace messages from specific loggers and store the messages in memory. For
more information, see Configuring QuickTrace in Oracle Fusion Middleware
Administering Oracle Fusion Middleware.

QuickTrace Property Description

bufferSize The approximate size of the circular QuickTrace buffer, in
which log records are stored in memory. Note that actual
memory consumption may be less than, but not more than this
value.

enableDMSMetrics If specified as true, DMS metrics are enabled for the quicktrace-
handler. The default is true.

enableUserBuffer If specified as true, the handler maintains an individual buffer
for each user specified in the reserveBufferUserID property. If
the user is not defined in the reserveBufferUserID property, the
messages are cached in the COMMON buffer.

If specified as false, the handler maintains only one buffer,
COMMON.

The default is false.

flushOnDump If specified as true, the buffer is flushed when you execute the
executeDump command. The default is true.

includeMessageArguments If specified as true, message arguments are included with the
formatted log messages that have a message ID. The default is
false.
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QuickTrace Property

Description

maxFieldLength

The maximum length, in bytes, for each field in a message. The
fields can include the message text, supplemental attributes,
thread name, source class name, source method name, and
message arguments.

The default is 240 bytes.
A small number can restrict the amount of information returned

for a message. An excessively number can reduce the amount of
log records in the buffer because each message uses more bytes.

reserveBufferUserID

A list of user IDs, separated by a comma. If enableUserBuffer is
specified as true, any log messages related to the user are
written to a separate buffer.

supplemental Attributes

A list of supplemental attribute names. The attributes are listed
in the logging.xml file.

Setting supplemental attributes requires additional memory or
CPU time.

useDefaultAttributes

If specified as true, default attribute values are added to each
log message. The default attributes are HOST_ID,
HOST_NWADDR, and USER_ID.

useLoggingContext

If specified as true, the log message includes DMS logging
context attributes. The default is false.

If you enable this option, the trace requires additional CPU
time.

useRealThreadID

If specified as true, the handler attempts to use the real thread
ID instead of the thread ID that is provided by the
jave.utillogging.logRecord. The default is false.

If you enable this option, the trace requires additional CPU
time.

useThreadName

If specified as true, the log message includes the thread name
instead of the thread ID. The default is false.

Examples

The following example specifies the maximum file size for the odl-handler:

confi gureLogHandl er (nane="odl - handl er", naxFileSi ze="5M")

The following example specifies the rotation frequency for the odl-handler:

confi gureLogHandl er (nane="odl - handl er", rotationFrequency="daily")

The following example specifies the rotation frequency and the retention period for
the odl-handler. It also removes the properties maxFileSize:

confi gureLogHandl er (nane="odl - handl er", rotationFrequency="daily",
retentionPeriod="week", removeProperty="nmaxFileSize'])
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The following example configures the quicktrace-handler, adding the logger
oracle.adf.faces, and enabling user buffers for userl and user2:

confi gureLogHand! er (nane="qui cktrace-handl er", addToLogger="oracl e. adf. faces",
propertyNane="enabl eUser Buf fer", propertyVal ue="true",
propertyNane="reserveBuf fer User| D', propertyVal ue="userl, user2")

The oracle.adf logger is associated with the handlers odl-handler, wls-domain, and
console-handler. When you set the level of the logger, these handlers will use the same
level (TRACE:1) for the logger oracle.adf. As a result, much information will be
written to the log files, consuming resources. To avoid consuming resources, set the
level of the handlers to a lower level, such as WARNING or INFORMATION. For
example:

confi gureLogHandl er (nane="odl - handl er", |evel ="WARNING 1")
confi gureLogHandl er (nanme="w s-domai n", | evel ="WARNI NG 1")
confi gureLogHandl er (nane="consol e- handl er", |evel ="WARNI NG 1")

7.1.2 getLogLevel
Command Category: Log Configuration

Use with WLST: Online

Description
Returns the level of a given Java logger.

The returned value is a string with the logger's level, or None if the logger does not
exist. An empty string indicates that the logger level is null.

Syntax

get LogLevel ( [target,] logger [, runtime] )

Argument Definition

Optional. The name of a WebLogic Server instance, or a string describing a

target system component. For system components, refer to the component's
documentation for details.
The default value is the server to which WLST is connected.

| ogger A logger name. An empty string denotes the root logger.
This option is required and has no default.

(i Optional. A Jython boolean value (0 or 1) that determines if the operation is to
runtime list runtime loggers or config loggers. The default value is 1 (runtime).
Examples

The following example returns the level for the logger oracle:

get LogLevel (1 ogger="oracle')
NOTI FI CATI ON: 1

The following example returns the level for the logger oracle, specifying only config
loggers, not runtime loggers:
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get LogLevel (1 ogger="oracle', runtime=0)
NOTI FI CATI ON: 1

The following example returns the level for the logger oracle on the Oracle WebLogic
Server server2:

get LogLevel (1 ogger='oracle', target="server2')
NOTI FI CATI ON: 1

7.1.3 listLoggers
Command Category: Log Configuration

Use with WLST: Online

Description

Lists Java loggers and their levels. The command returns a PyDictionary object where
the keys are logger names and the associated values are the logger levels. An empty
level is used to indicate that the logger does not have the level set.

Syntax
|istLoggers([target] [, pattern] [,runtine])
Argument Definition
tar get Optional. The name of a WebLogic Server instance, or a string describing a
g system component. For system components, refer to the component's
documentation for details.
The default value is the server to which WLST is connected.
attern Optional. The name of a WebLogic Server instance, or a string describing a
P system component. For system components, refer to the component's
documentation for details.
. Optional. A Jython boolean value (0 or 1) that determines if the operation is to
runtine . . . . .
list runtime loggers or config loggers. The default value is 1 (runtime).
Examples

The following example lists all of the loggers:
I'i stLoggers()

The following example lists all of the loggers that start with the name oracle.*.

|istLoggers(pattern="oracle.*")

The following example list all config loggers:

I'i st Loggers(runtime=0)

The following example list all loggers for the WebLogic Server serverl:

|'istLoggers(target="serverl")
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7.1.4 listLogHandlers

Command Category: Log Configuration

Use with WLST: Online

Description

Lists Java log handlers configuration. This command returns a java.util.List with one
entry for each handler. Each entry is a javax.management.openmbean.CompositeData
object describing the handler.

Syntax

|'istLogHandl ers([target] [, name])

Argument Definition

Optional. The name of a WebLogic Server instance, or a string describing a

target system component. For system components, refer to the component's
documentation for details.
The default value is the server to which WLST is connected.
Optional. The name of a log handler. If the name is not provided, then all
name .
handlers are listed.
Examples

The following example lists all log handlers:

|'i st LogHandl ers()

The following example lists all log handlers named odl-handler:

|'i st LogHandl er s( name="odl - handl er")

The following example lists all log handlers for the WebLogic Server serverl:

|'i st LogHandl ers(target="serverl")

7.1.5 setLogLevel

Command Category: Log Configuration

Use with WLST: Online

Description

Sets the level of information written by a given Java logger to a log file.

Syntax

set LogLevel ([target,] logger [, addlogger] , level [, runtine] [, persist] )
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Argument

Definition

target

| ogger

addLogger

| evel

runtime

per si st

Optional. The name of a WebLogic Server instance, or a string describing a
system component. For system components, refer to the component's
documentation for details.

The default value is the server to which WLST is connected.

A logger name. An empty string denotes the root logger.

This option is required and has no default. The command throws an
exception if the logger does not exist, unless the addLogger option is also
used.

Optional. A Jython boolean value (0 or 1) that determines if the logger should
be created if it does not exist. This option is deprecated for runtime mode.
Adding a runtime logger may have no effect because the logger may be
garbage collected. If you need to set the level for a logger that has not yet
been created, use the persist mode.

The level name. It can be either a Java level or an ODL level. Some valid Java
levels are: SEVERE, WARNING, INFO, CONFIG, FINE, FINER, OR FINEST.
Valid ODL levels include a message type followed by a colon and a message
level. The valid ODL message types are: INCIDENT_ERROR, ERROR,
WARNING, NOTIFICATION, TRACE, and UNKNOWN. The message level
is represented by an integer value that qualifies the message type. Possible
values are from 1 (highest severity) through 32 (lowest severity).

An empty string can be used to set the level to null (inherited from parent).

This option is required; there is no default value.

Optional. A Jython boolean value (0 or 1) that determines if the operation is to
list runtime loggers or config loggers. The default value is 1 (runtime). If the
target is a system component that does not support changing runtime loggers,
this option is ignored.

Note: Because runtime loggers may be garbage collected, you should change
the level of the runtime logger only if you know that the logger exists and
that there is a strong reference to the logger. If the logger is garbage collected,
any changes made to the logger level in runtime mode that are not persisted
may be lost.

Optional. A Jython boolean value (0 or 1) that determines if the level should
be saved to the configuration file. A value of 0 specifies that the level will be
saved; a value of 1 that it will not. The default value is 1.

Examples

The following example sets the log level to NOTIFICATION:1 for the logger
oracle.my.logger:

set LogLevel (1 ogger="oracl e. ny. | ogger", |evel ="NOTI FI CATI ON: 1")

The following example sets the log level to TRACE:1 for the logger oracle.my.logger
and specifies that the level should be saved to the configuration file:

set LogLevel (1 ogger="oracl e. ny. | ogger", |evel ="TRACE: 1", persi st=0)
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The following example sets the log level to WARNING for the config logger
oracle.my.logger on the WebLogic Server serverl:

set LogLevel (target ="server1", logger="oracle.ny.logger", |evel ="WARNING', runtime=0)

7.2 Search and Display Commands

The WLST logging commands let you search log files and view information in log
files.

Use the commands in Table 7-3 to view Oracle Fusion Middleware log files and to
search log files for particular messages.

Table 7-3 Search and Display Commands

Use this command... To... Use with
WLST...

displayLogs List the logs for one or more components. Online or
Offline

listLogs Search and display the contents of log files. Online or
Offline

7.2.1 displayLogs
Command Category: Search and Display
Use with WLST: Online or Offline

Description

Search and display the contents of diagnostic log files. The command returns a value
only when the returnData option is set to true. By default it will not return any data.
The return value depends on the option used.

Syntax

di spl ayLogs([searchString,][target] [, oraclelnstance] [, log] [, last] [, tail]

[, pattern] [, ecid] [, component] [, nodule] [, type] [, app] [, query] [, groupBy]
[, orderBy [, returnData] [, format] [, exportFile] [, follow)

Argument Definition

An optional search string. Only messages that contain the given

rchStrin . . o .
searchString string (case-insensitive) will be returned.

Note that the displayLogs command can read logs in multiple
formats and it converts the messages to ODL format. The search
will be performed in the native format, if possible. Otherwise, it
may be performed in the message contents, and it may exclude
mark-up. Therefore you should avoid using mark-up characters
in the search string.
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Argument

Definition

target

Optional. The name of a WebLogic Server instance, or a system
component.

For a system component, the syntax for the target is:

sc: conponent - nanme

In connected mode, the default target is the WebLogic domain.
In disconnected mode, there is no default; the target option is
required.

oracl el nstance

Optional. Defines the path to the ORACLE_INSTANCE or
WebLogic domain home. The command is executed in
disconnected mode when you use this parameter.

| og

Optional. A log file path. The command will read messages from
the given log file. If the log file path is not given, the command
will read all logs associated with the given target.

| ast

Optional. An integer value. Restricts the search to messages
logged within the last minutes. The value can have a suffix s
(second), m(minute), h (hour), or d (day) to specify a different
time unit. (For example, last="2h' will be interpreted as the last 2
hours).

tail

Optional. An integer value. Restrict the search to the last n
messages from each log file and limits the number of messages
displayed to n.

pattern

Optional. A regular expression pattern. Only messages that
contain the given pattern are returned. Using the pattern option
is similar to using the searchString argument, except that you
can use a regular expression.

The regular expression pattern search is case sensitive (unless
you explicitly turn on case-insensitive flags in the pattern). The
pattern must follow java.util.regex syntax.

ecid

Optional. A string or string sequence containing one or more
Execution Context ID (ECID) values to be used as a filter for log
messages.

conponent

Optional. A string or string sequence containing one or more
component ID values to be used as a filter for log messages.

modul e

Optional. A string or string sequence containing one or more
module ID values to be used as a filter for log messages.

type

Optional. A string or string sequence containing one or more
message type values to be used as a filter for log messages.

app

Optional. A string or string sequence containing one or more
application values to be used as a filter for log messages.
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Argument

Definition

query

Optional. A string that specifies an expression used to filter the
contents of log messages.

A simple expression has the form:

fiel d-nane operator val ue

where field-name is a log record field name and operator is an
appropriate operator for the field type (for example, you can
specify equals, startsWith, contains or matches for string fields).

A field name is either one of the standard ODL attribute names
(such as COMPONENT_ID, MSG_TYPE, MSG_TEXT, and
SUPPL_DETAIL), or the name of a supplemental attribute
(application specific), prefixed by SUPPL_ATTR. (For example,
SUPPL_ATTR.myAttribute).

A few common supplemental attributes can be used without the
prefix. For example, you can use APP to filter by application
name.

You can combine multiple simple expressions using the boolean
operators and, or and not to create complex expressions, and
you can use parenthesis for grouping expressions.

See Searching Log Files Using WLST in Oracle Fusion Middleware
Administering Oracle Fusion Middlewarefor a detailed description
of the query syntax.

groupBy

Optional. A string list. When the groupBy option is used, the
output is a count of log messages, grouped by the attributes
defined in the string list.

or der By

Optional. A string list that defines the sort order for the result.
The values are log message attribute names. The name may be
extended with an optional suffix : asc or : desc to specify
ascending or descending sorting. The default sort order is
ascending.

By default, the result is sorted by time.

returnData

Optional. A Jython boolean value (0 or 1). If the value is true the
command will return data (for example, to be used in a script).
The default value is false, which means that the command only
displays the data but does not return any data.

f or mat

Optional. A string defined the output format. Valid values are
ODL-Text, ODL-XML, ODL-complete and simple. The default
format is ODL-Text.

exportFile

Optional. The name of a file to where the command output is
written. By default, the output is written to standard output.
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7.2.2 listLogs

Argument Definition

Optional. Puts the command in "follow" mode so that it

fol Tow (f) continues to read the logs and display messages as new
messages are added to the logs (similar to the UNIXtai |l -f
command). The command will not return when the f option is
used. This option is currently not supported with system
components.
Examples

The following example displays the last 100 messages from all log files in the domain:.

di spl ayLogs(tai | =100)

The following example displays all messages logged in the last 15 minutes:

di spl ayLogs(l ast="15n1)

The following example displays log messages that contain a given string;:

di spl ayLogs("' Exception')

The following example displays log messages that contain a given ECID:

di spl ayLogs(eci d=' 0000H 9TwKUCs| T6uBi 8UH18| k\W000002' )

The following example displays log messages of type ERROR or INCIDENT_ERROR:
di spl ayLogs(type=[' ERROR ,' | NCI DENT_ERROR' ])

The following example displays log messages for a given Java EE application:
di spl ayLogs(app="nyApplication")

The following example displays messages for a system component, ohs1:

di spl ayLogs(target="sc: ohs1")

The following example displays a message summary by component and type:
di spl ayLogs(groupBy=["' COVPONENT_I D', ' MSG TYPE'])

The following example displays messages for a particular time interval:

di spl ayLogs(query="TIME from 11:15 and TIME to 11:20")

The following example shows an advanced query:

di spl ayLogs(query="TIME from 11:15 and TIME to 11:20 and ( MSG_TEXT contains
exception or SUPPL_DETAIL contains exception )")

A similar query could be written as:

di spl ayLogs("exception", query="TIME from 11:15 and TIME to 11:20")

Command Category: Search and Display
Use with WLST: Online or Offline
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Description

Lists log files for Oracle Fusion Middleware components. This command returns a
PyArray with one element for each log. The elements of the array are
javax.management.openmbean.CompositeData objects describing each log.

Syntax
listLogs([target] [, oraclelnstance] [, unit] [, fullTineg]
Argument Definition
target Optional. The name of a WebLogic Server instance, or an Oracle Fusion

Middleware system component.

For a system component, the syntax for the target is:

sc: conponent - name

In connected mode, the default target is the WebLogic domain.

In disconnected mode, there is no default; the target option is required.

Optional. Defines the path to the ORACLE_INSTANCE or WebLogic
domain home. The command is executed in disconnected mode when
you use this parameter.

oracl el nstance

Optional. Defines the unit to use for reporting file size. Valid values are

uni't B (bytes), K (kilobytes), M(megabytes), G(gigabytes), or H(display size in
a human-readable form, similar to the UNIX | s - h option). The default
value is H.
fulLTi Optional. A Jython Boolean value. If true, reports the full time for the log
wbime file last modified time. Otherwise, it displays a short version of the time.
The default value is false.
Examples

The following example lists all of the log files for the WebLogic domain:
I'istLogs()

The following example lists the log files for the WebLogic Server serverl:

|istLogs(target="serverl")
The following example lists the log files for the Oracle HTTP Server ohs1:

IistLogs(target="sc:ohsl")

The following example, used in disconnected mode, lists the log files for the WebLogic
Server serverl:

I'i stLogs(oracl el nstance="/scratch/ Oracl e/ domai ns/ base_domai n",
target="server1")
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7.3 Selective Tracing Commands

Selective tracing provides fine-grained logging for specified users or other properties
of a request. The WLST selective tracing commands let you configure and use selective
tracing.

Use the commands in Table 7-4 to configure and use selective tracing. In the Use with
WLST column, online means the command can only be used when connected to a
running server.

Table 7-4 Tracing Commands

Use this command... To... Use with
WLST...
configureTraceProvider Configure a trace provider. Online
configureTracinglLoggers  Configure one or more loggers for selective Online
tracing.

listActiveTraces List the active traces. Online
listTraceProviders List the tracing providers.

listTracingLoggers List the loggers that support selective tracing. Online
startTracing Start a selective tracing sessions. Online
stopTracing Stop one or more selective tracing sessions. Online

7.3.1 configureTraceProvider
Command Category: Tracing

Use with WLST: Online

Description

Configures a trace provider. Currently, the only available option is to enable or disable
the provider.

Syntax

configureTraceProvider([target,] nane, action)

Argument Definition

Optional. The name of a WebLogic Server instance, or an array of strings
containing one or more target names. By default, the targets are all running
server instances in the domain that are JRF-enabled.

target

Required. The trace provider name.
name

Enables or disables tracing for the provider. Valid values are enabl e and

action . . L . .
di sabl e. This option is required; there is no default value.
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Examples

The following example disables the DMS trace provider on all running servers in the
domain:

confi gureTraceProvi der (name=' DMS', acti on="di sable")

The following example enables the DMS trace provider for the server wls_serverl:

configureTraceProvider(target="w s_serverl', name='DMS', action='enable')

7.3.2 configureTracingLoggers
Command Category: Tracing

Use with WLST: Online

Description

Configures one or more loggers for selective tracing. This command also enables or
disables a logger for selective tracing.

Syntax
configureTraci ngLoggers([target] [, pattern,] action)
Argument Definition
tar get Optional. The name of a WebLogic Server instance, or an array of strings
g containing one or more target names. By default, loggers on all running server
instances in the domain that are JRF-enabled will be configured for tracing.
Optional. A regular expression pattern that is used to filter logger names. The
pattern .
default value matches all tracing logger names.
action Required. Enables or disables all loggers for tracing. Valid values are enabl e
! and di sabl e. There is no default value.
Examples

The following example configures selective tracing for all loggers beginning with
oracl e.security:

confi gureTraci ngLoggers(pattern='oracle.security.*", action="enable")
Configured 80 |oggers

The following example disables selective tracing for all loggers:

confi gureTraci ngLogger s(acti on="di sabl e")
Configured 969 |oggers

7.3.3 listActiveTraces
Command Category: Tracing

Use with WLST: Online
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Description

Lists the active traces.

Syntax

listActiveTraces([target])

Argument Definition
tar get Optional. The name of a WebLogic Server instance, or an array of strings
g containing one or more target names. By default, loggers on all running server
instances in the domain that are JRF-enabled are listed.
Example

The following example lists the active traces:

|istActiveTraces()

B e Fommeaeeas [T Feeanns Fem e eeeeeaaas e
Trace ID | Attr. Nane| Attr. Value| Level| Start Time | Exp.
Time

B e Fommeaeeas [T Feeanns Fem e eeeeeaaas e
bf 13025b- b8f 8- 480d- 8d92- 14200a669b3e |USER ID  |userl | FINE| 5/28/13 12:28 PM |
a04b47f 7- 2830- 4d80- 92ee- bal60cdacf 6b | USER_ID  |user2 | FINE| 5/28/13 12:30 PM |

7.3.4 listTraceProviders
Command Category: Tracing

Use with WLST: Online

Description

Lists the name, status, description and supported parameters for the available trace
providers. The status of a provider can be either enabl ed meaning that the provider
is enabled on all targets, di sabl ed meaning that the provider is disabled on all
targets, or m xed meaning that the provider is enabled on some targets.

Syntax

|istTraceProviders([target,] [nane])

Argument Definition
tar get Optional. The name of a WebLogic Server instance, or an array of strings
arge containing one or more target names. By default, providers on all running
server instances in the domain that are JRF-enabled will be listed.
name Optional. A trace provider name. If you specify this parameter, only this
provider is listed.
Example

The following example lists all trace providers for all running servers in the domain:

|'istTraceProviders()
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7.3.5 listTracingLoggers
Command Category: Tracing

Use with WLST: Online or Offline

Description

Lists the loggers that support selective tracing. This command displays a table of
logger names and their tracing status. The status enabl ed means that the logger is
enabled for tracing on all servers. The status di sabl ed means that the logger is
disabled for tracing on all servers. The status i xed means that the logger is enabled
for tracing on some servers, but disabled on others.

Syntax
|'istTracinglLoggers([target] [, pattern])
Argument Definition
tar get Optional. The name of a WebLogic Server instance, or an array of strings
g containing one or more target names. By default, loggers on all running server
instances in the domain that are JRF-enabled are listed.
i Optional. A regular expression pattern that is used to filter logger names. The
pattern default value matches all tracing logger names.
Example

The following example lists all tracing loggers beginning with or acl e. security:

|'i st Traci nglLoggers(pattern="oracle.security.*")

__________________________________________________________________ o me -
Logger | Status
__________________________________________________________________ o me -
oracle.security | enabled
oracle.security.audit.|ogger | enabled
oracle.security.audit.config | enabled

7.3.6 startTracing
Command Category: Tracing

Use with WLST: Online

Description

Starts a new selective tracing session for a specified user or DMS context attribute at a
specified level of tracing.

Syntax

startTracing([target,] [ traceld,] [attrName, attrValue,] [user,] level [, desc])
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Argument Definition
¢ ¢ Optional. The name of a WebLogic Server instance, or an array of strings
arge containing one or more target names. By default, loggers on all running server
instances in the domain that are JRF-enabled are included in the trace.
i I Optional. An identifier for the tracing session. If a traceld is not provided, the
race command generates a unique traceld.
ttrha Optional, unless the user argument is not specified. Valid values are USER
attriam _ID, APP, CLIENT_HOST, CLIENT_ADDR, composite_name,
WEBSERVICE.name, WEBSERVICE_PORT.name.
Required if attrName is specified. The value of the attribute.
attrval ue
The user name. Messages associated with the user are returned. This is
user equivalent to passing the USER_ID with the attrName and AttrValue options.
| | Required. The tracing level. The level must be a valid Java or ODL level. See
eve the table Mapping of Log Levels Among ODL, Oracle WebLogic Server, and
Java in Oracle Fusion Middleware Administering Oracle Fusion Middleware.
desc Optional. A description of the tracing session.
Example

The following example starts a trace for messages associated with userl and sets the
level of information to FINE:

start Traci ng(user="user1", | evel ="FI NE")

Started tracing with ID: 885649f 7- 8ef d- 4a7a- 9898- acchf cObbba3
7.3.7 stopTracing

Command Category: Tracing

Use with WLST: Online

Description

Stops one or more selective tracing sessions.

Syntax

stopTracing([target,] {stopAll] | traceld | attrName, attrValue | user} [,
createl nci dent)

Argument Definition

Optional. The name of a WebLogic Server instance, or an array of strings
containing one or more target names. By default, loggers on all running
server instances in the domain that are JRF-enabled are included in the
operation.

tar get
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Argument Definition
oAl | A Jython boolean value (0 or 1) that determines if all of the active traces are
Stop stopped. Required if the traceld, user, or attrName and attrValue arguments
are not specified. The default value is 0 (false).
An identifier for the tracing session to be stopped. Required if the stopAll,
traceld -
user, or attrName and attrValue arguments are not specified.
ftrNa Valid values are USER _ID, APP, CLIENT_HOST, CLIENT_ADDR,
attriane composite_name, WEBSERVICE.name, WEBSERVICE_PORT .name.
Required if the traceld, user, stopAll arguments are not specified.
Required if attrName is specified. The value of the attribute.
attrval ue
user The user name. All tracing sessions associated with the user are stopped.

Required if the stopAll, traceld, or attrName and attrValue arguments are
not specified.

Optional. A Jython boolean value (0 or 1). If true, an incident will be created

createlnci den for each trace that is stopped. The default value is O (false).

t

Examples
The following example stops a tracing session with a specified traceld:

stopTraci ng(tracel d="a04b47f 7- 2830- 4d80- 92ee- bal60cdacf 6b")
Stopped 1 traces

The following example stops all tracing sessions:

stopTraci ng( st opAl | =1)
Stopped 1 traces
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Diagnostic Framework Custom WLST
Commands

The Diagnostic Framework aids in capturing relevant and timely diagnostics for
critical errors. The diagnostics can be sent to Oracle Support for further analysis. Use
the Diagnostic Framework commands to generate incidents, query existing incidents
and execute individual diagnostics dumps to gather specific diagnostics data. This
chapter provides detailed descriptions of WLST commands for the Diagnostic
Framework, including command syntax, arguments and command examples.

For additional information about using the Diagnostic Framework, see Diagnosing
Problems in Oracle Fusion Middleware Administering Oracle Fusion Middleware.

Table 8-1 lists the different categories of Diagnostic Framework commands.

Table 8-1 Diagnostic Command Categories

Command Category Description

Incident Commands View problems and incidents and create
incidents.

Diagnostic Dump Commands Display information about dumps and

execute dumps.

Dump Sampling Commands Capture samples of diagnostic dumps at
specified intervals.s

8.1 Incident Commands

An incident is a single occurrence of a problem. When a problem (critical error) occurs
multiple times, an incident is created for each occurrence. The WLST Diagnostic
Framework incident commands let you view problems and incidents and create
incidents.

Use the commands in Table 8-2 to view problems and incidents and to create
incidents.

Table 8-2 Incident Commands

Use this command... To... Use with
WLST...
createAggregatedIncident ~ Create an aggregated incident, containing zip Online

files that contain copies of incidents that match
the specified criteria.

createlncident Create a diagnostic incident. Online
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Table 8-2 (Cont.) Incident Commands
_____________________________________________________________________________|

Use this command... To... Use with
WLST...
getIncidentFile Retrieve the contents of the specified incident Online
file.
listADRHomes List the set of ADR Home paths. Online
listIncidents List a set of diagnostic incidents. Online
listProblems List a set of diagnostic problems. Online
querylIncidents List the incidents that meet the specified criteria. Online
reloadCustomRules Reload all custom diagnostic rules or the Online,
specified rule. Offline
showlIncident Show the details of a specified incident. Online

8.1.1 createAggregatedincident
Use with WLST: Online

Description

Creates an aggregated incident, containing zip files that contain copies of incidents
that match the specified criteria.

Syntax

creat eAggr egat edl nci dent (query [, servers])
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Argument Definition

An expression composed of simple expressions, which can be
connected by Boolean operators. An expression contains an incident
attribute, an operator, and a string, in the following format:

query

attribute operator "string"

Simple expressions can be connected by the Boolean operators AND or
OR, grouped by parentheses ()

The following incident attributes are supported:

e TIMESTAMP: Incident creation time. You can use the f romand t o
operators to specify a time range. The date format is YYYY- Mt DD
HH: MM

e ECID: Execution Context ID

¢ PROBLEM_KEY: Problem Key

e MSG_FACILITY: The error message facility, such as ORA or OHS.

¢ MSG_NUMBER: The error message ID, such as 600.

Custom incident attributes are also supported. For example, TRACEID,

APP, URI, AND DSID are supported.

The following operators are supported:

* equals

* notEqual

e startsWith

¢ endsWith

® contains

e isNull

e notNull

The name of one or more servers to query. This argument is optional. If
you do not specify it, the command operates on all servers in the
domain.

Servers

This option is only valid when you are connected to the Administration
Server.

Examples

The following example creates an aggregated incident for al incidents that contain the
ODL_TRACE_ID of 123456 on the server wls_serverl:

creat eAggr egat edl nci dent (quer y="ORDL_TRACE_| D equal s 123456", servers="w s_server1l")
Incident 55 created, containing the follow ng incidents:

Server w s_serverl

Incident Id Probl em Key I nci dent Time

15 TRACE [123456] [ MANUAL] Mon Apr 15 11:22:12 EDT 2013

The following example creates an aggregated incident for al incidents that contain the
ODL_TRACE_ID of 123456 on all servers in the domain:

creat eAggr egat edl nci dent (quer y="ORDL_TRACE_| D equal s 123456", servers="w s_server1l")
Incident 55 created, containing the follow ng incidents:

Server W s_serverl, ws_server2

Incident Id Probl em Key I nci dent Tinme

15 TRACE [123456] [ MANUAL] Mon Apr 15 11:22:12 EDT 2013
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8.1.2 createlncident

Use with WLST: Online

Description

Creates a diagnostic incident, using the specified information to determine the set of
diagnostic rules and actions to execute.

Syntax

createlncident([adrHome] [,incidentTime] [,messageld] [,ecid] [,appNane]
[,description] [,server])

Argument

Definition

adr Home

The path for the ADR Home in which to create the incident. The ADR
Home must exist. If this argument is not specified, the default ADR
Home is used.

The default ADR Home is the following location:

ADR_BASE/ di ag/ OFM domai n_nane/ server _nane

i nci dent Ti me

The timestamp at which the incident occurred. If this not specified, the
current time is used. You can specify the following:

¢ The time of the current day, in the format HH:MM. For example:
19:45

e The date and time, in the format MM/DD/YYYY HH:MM

messagel d

The ID of the error message. For example, MDS-50400.

ecid

The Execution Context ID for the error message.

appNnane

The name of the deployed application for which the diagnostics are
being gathered.

For example, if you have multiple ADF applications deployed, each
may register a dump called adf.dump. To execute this command for a
specific application, you must specify the application name.

description

Descriptive text to associate with the incident. This is useful when
reviewing the incident at a later time.

server

The name of the Managed Server from which to collect information.
This argument is valid only when you are connected to the
Administration Server.

Example

The following example creates an incident that is related to messages with the ID

MDS-50400:
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creat el nci dent (nmessagel d="MDS-50400", description="sanpl e incident")
Incident Id: 3
ProblemId: 2
Probl em Key: MDS-50400 [ MANUAL]
I nci dent Tine: Tue May 28 11:52:45 PDT 2013
Error Message |d: MDS-50400
Execution Context:null
Fl ood Controlled: false
Dunp Files :
jvmthreads25_i3.txt
dms_netrics26_i 3. txt
df w_sanpl i ngAr chi ve28_i 3. readne. t xt
odl 1 ogs29_i 3. txt

8.1.3 getincidentFile

Use with WLST: Online

Description

Retrieves the contents of the specified incident file.

Syntax

getIncidentFile(id, name [,outputFile] [,adrHonme] [,server])

Argument Definition
i d The ID of the incident that you want to retrieve.
The name of the file to retrieve. To find the name of the file, use the
nane .
showIncident command.
i The name of the file to which to write the output.
outputFile
dr Ho The path for the ADR Home from which to retrieve the information. If
adrrone this argument is not specified, the default ADR Home will be queried.
The default ADR Home is the following location:
ADR_BASE/ di ag/ OFM domai n_nane/ server _nane
The name of the Managed Server from which to collect information. This
Server argument is valid only when you are connected to the Administration
Server.
Example

The following example writes the contents of the incident dms_metrics3_il.dmp to the

specified output file:

getincidentFile(id="1", name="dns_metrics3_il.dnp', outputFile="/tnp/

incidentl dns.txt")

The content of 'dns_metrics3_il.dmp'is witten to /tnp/incidentl_dns.txt
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8.1.4 listADRHomes
Use with WLST: Online

Description
Lists the paths of all of the ADR Homes for the server.

Syntax
|'i st ADRHomes( [ server])

Argument Definition
The name of the Managed Server from which to collect information.
server . . .
This argument is valid only when you are connected to the
Administration Server.
Example

The following example lists the paths of the ADR homes:

|'i st ADRHomres()
di ag/ of m base_domai n/ Admi nSer ver
di ag/ of ml EMGC_DOMAI N EMOVS

8.1.5 listincidents
Use with WLST: Online

Description

Lists the set of diagnostic incidents for the given problem ID, if specified, or all
available incidents.

Syntax

listincidents([id] [, adrHone] [, server])

Argument Definition

The ID of the problem for which you want to list the set of diagnostic

i ..
d incidents.

The path for the ADR Home from which to query incidents. If this

adr Hone argument is not specified, the default ADR Home will be queried.
The default ADR Home is the following location:
ADR_BASE/ di ag/ OFM domai n_nane/ server _nane

server The name of the Managed Server from which to collect information.

This argument is valid only when you are connected to the
Administration Server.
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Example
The following example lists the incidents associated with the problem with the ID 1:
I'istlncidents(id="1")

Incident Id I nci dent Tine Probl em Key
2 Tue May 28 11:05:59 PDT 2013 MDS- 50500 [ MANUAL]
1 Tue May 28 11:02:22 PDT 2013 MDS- 50500 [ MANUAL]

8.1.6 listProblems
Use with WLST: Online

Description

Lists the set of diagnostic problems associated with the specified ADR Home.

Syntax

I'i st Probl ens([adrHone] [, server])

Argument Definition
dr Ho The path for the ADR Home from which to query problems. If this
adrrore argument is not specified, the default ADR Home will be queried.
The default ADR Home is the following location:
ADR_BASE/ di ag/ OFM domai n_nane/ server _nane
The name of the Managed Server from which to collect information.
server This argument is valid only when you are connected to the
Administration Server.
Example

The following example lists the diagnostic problems in the default ADR home:

I'i st Probl ens()

Problem I d Probl em Key
1 MDS- 50500 [ MANUAL]
2 JOC- 38922 [ Adni nServer] [oracl e.cache. network]
8.1.7 queryincidents

Use with WLST: Online

Description

Lists the incidents that meet the specified criteria. You can query for the value of
particular attributes across one or more servers, or all servers in a domain.

Syntax

queryl nci dents(query [, servers])
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Argument

Definition

query

An expression composed of simple expressions, which can be
connected by Boolean operators. An expression contains an incident
attribute, an operator, and a string, in the following format:

attribute operator "string"

Simple expressions can be connected by the Boolean operators AND or
OR, grouped by parentheses ()

The following incident attributes are supported:

e TIMESTAMP: Incident creation time. You can use the f romand t o
operators to specify a time range. The date format is YYYY- Mt DD
HH: MM

e ECID: Execution Context ID

e PROBLEM_KEY: Problem Key

e MSG_FACILITY: The error message facility, such as ORA or OHS.

¢ MSG_NUMBER: The error message ID, such as 600

Custom incident attributes are also supported. For example, TRACEID,
APP, URI, AND DSID are supported. In addition, the context values, as
shown in the incident readme.txt file, are supported. For example,
DFW_APP_NAME and DFW_USER_NAME are supported.

The following operators are supported:

* equals

* notEqual
e startsWith
e endsWith
* contains

e isNull

e notNull

Servers

The name of one or more servers to query. This argument is optional. If
you do not specify it, the command operates on all servers in the
domain.

This option is only valid when you are connected to the Administration
Server.

Examples

The following example queries all incidents in the domain for the ECID

f19wAgIN000001:

queryl nci dent s(query="ECI D equal s f19wAgN000001")

The following example queries all incidents that occurred between April 1, 2013 and
April 15, 2013, for the server wls_serverl:

queryl nci dent s(query="TI MESTAMP from ' 2013-04-01 00: 00" AND TI MESTAMP to ' 2013-04-15
00: 00'", servers=["w s_serverl"])

8.1.8 reloadCustomRules

Use with WLST: Online, Offline
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Description

Reloads all custom diagnostic rules or the specified custom diagnostic rule.

Syntax
rel oadCust onRul es([name] [, server])
Argument Definition
name The name of a custom diagnostic rule. This argument is optional. If you
specify it, only the named rule is reloaded. If you do not specify this
argument, all custom diagnostic rules are reloaded.
The file containing the custom diagnostic rule must be located in one of
the following directories:
DOVAI N_HOMVE/ confi g/ f mconfi g/ df w
DOVAI N_HOVE/ confi g/ f mwconfi g/ servers/ server _name/ df w
The name of the server to which to reload the rules. This argument is
server optional. If you do not specify it, the rules are reloaded to all servers.
This option is only valid when you are connected to the Administration
Server.
Example

The following example reloads the custom diagnostic rule myCustomRules.xml:

rel oadCust onRul es( nane=" nyCust onRul es. xm ")

8.1.9 showlncident

Use with WLST: Online

Description

Shows the details of the specified incident.

Syntax

showl nci dent (id, [adrHone][, server])

Argument

Definition

id

The ID of the incident that you want to view.

adr Hore

The path for the ADR Home from which to query the incident. If this
argument is not specified, the default ADR Home will be queried.

The default ADR Home is the following location:

ADR_BASE/ di ag/ OFM domai n_nane/ server _nanme
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Argument Definition
The name of the Managed Server from which to collect information.
server . . .
This argument is valid only when you are connected to the
Administration Server.
Example

The following example displays information about the incident with the ID 10:

show nci dent (i d="10")
Incident Id: 10
ProblemId: 10
Probl em Key: MDS-50500 [ MANUAL]
I ncident Tine:Tue May 28 11:02:22 PDT 2013
Error Message Id: MDS-50500
Execution Context:
Fl ood Controlled: false
Dunp Files :
readne. t xt
jvmthreads10 i 1.txt
dnms_metricsll il txt
df w_sanpl i ngAr chi vel3_i 1. JVMTrhr eadDunp. t xt
df w_sanpl i ngArchivel3_ i 1.readne. t xt
odl logsld il.txt
dns_metrics20_il. txt

8.2 Diagnostic Dump Commands

A diagnostic dump captures and dumps specific diagnostic information when an
incident is created (automatic) or on the request of an administrator (manual). The
WLST diagnostic dump commands let you view and execute dumps.

Use the commands in Table 8-3 to display information about dumps and to execute
dumps.

Table 8-3 Diagnostic Dump Commands

Use this command... To... Use with
WLST...
describeDump Display a description of the specified diagnostic Online
dump.
executeDump Execute the specified diagnostic dump. Online
listDumps Display the set of diagnostic dumps that can be Online
executed.

8.2.1 describeDump
Use with WLST: Online

Description

Displays a description of the specified diagnostic dump.
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Syntax
descri beDunp(nane [, appName] [.server])

Argument Definition
name The name of the dump for which to display information.
The name of the deployed application for which information is
appNane
gathered.
For example, if you have multiple ADF applications deployed, each may
register a dump called adf.dump. To execute this command for a
specific application, you must specify the application name.
server The name of the Managed Server from which to collect information. This
Y argument is valid only when you are connected to the Administration
Server.
Example

The following example displays information about the dump with the name odl.logs.
You use the listDumps command to retrieve the list of available dumps.

descri beDunp(name="odl . | ogs")

Nane: odl .| ogs

Description: Dunp contents of diagnostic |ogs
Run Mbde: asynchronous

Mandat ory Argunents:

Optional Argunents:

Nane Type Description
mat ch_al | BOOLEAN Whether to match both ECID and tinme range or any one of
them
timestanp LONG Log message timestanp in mlliseconds
ecid STRING Log nmessage execution context 1D (ecid)
excl ude_access_| ogs BOOLEAN Excl udes access |ogs from dunp.
timerange LONG Time range in mnutes
8.2.2 executeDump

Use with WLST: Online

Description

Executes the specified diagnostic dump.

Syntax

executeDunp(nane [,args] [,outputFile] [,id] [,adrHone] [, server])

Argument Definition

name The name of the diagnostic dump to execute.
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Argument Definition
args Mandatory or optional arguments to pass to the dump.
' The name of the file to which to write the dump. If you do not specify
outputFile . . .
this argument, the output is written to the console.
. The ID of the incident to which to associate the dump. By default, the
id o . - . .
specified dump will not be associated with an incident.
dr o The ADR home that contains the incident. If you do not specify this
adrone argument, the default ADR home is used.
The default ADR Home is the following location:
ADR_BASE/ di ag/ OFM domai n_nane/ server _nane
server The name of the Managed Server from which to collect information. This

argument is valid only when you are connected to the Administration
Server.

Arguments that are either required or are optional can be specified using the "args"
keyword. For example:

execut eDunp("j ava. sysprops", args={"prop" : "0s.nane"})

Examples

The following example executes the dump with the name jvm.threads and writes it to
the file dumpout.txt:

execut eDunp(nanme="j vm t hreads", outputFile="/tnp/dunpout.txt")
Di agnostic dunp jvmthreads output witten to /tnp/dunpoutput.txt

The following example executes the dump with the name jvm.threads and the Incident
ID for 33 and writes it to the file dumpout.txt:

execut eDunp(name="j vm t hreads", outputFile="/tnp/dunmpout.txt", id="33")
Di agnostic dunp jvmthreads output associated with incident 33 in ADR Home diag/ of nf
base_domai n/ Adm nSer ver

The following example executes a dump with the argument pr op set to the value
0S. namne:

execut eDunp(nanme="j ava. sysprops", args={"prop" : "o0s.nane"})

8.2.3 listDumps
Use with WLST: Online

Description

Displays the set of diagnostic dumps that can be executed.
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Syntax
|'i st Dunps([appNane] [, server])

Argument Definition

The name of a deployed application for which diagnostics are being

appNare gathered.

For example, if you have multiple ADF applications deployed, each may
register a dump called adf.dump. To execute this command for a specific
application, you must specify the application name.

If you specify this argument, the command returns the dumps for the
specified application. If you do not specify this argument, the command
returns the system dumps.

The name of the Managed Server from which to collect information. This
server . . . .
argument is valid only when you are connected to the Administration

Server.

Example
The following example lists all of the available dumps.

|'i stDunps()

adf . Di agnosti csJar sVersi onDunp
df w. sanpl i ngAr chi ve

dms. configuration

dms. eci dct x

dms. netrics

http.requests

j vm cl asshi st ogram
jvmthreads

mds. MDSI nst ancesDunp

odl . activeLogConfig

odl . 1 ogs

odl . qui cktrace

opss. di agTest

opss. i dentityStoreUserRol eApi Config
opss. securityCont ext

w s.imge

Use the conmand descri beDunp( name=<dunpNane>) for help on a specific dunp.

8.3 Dump Sampling Commands

Diagnostic dump sampling captures the output of diagnostic dumps at specified
intervals. The WLST dump sampling commands lets you manage dump samplings.

Use the commands in Table 8-4 to capture samples of diagnostic dumps at specified
intervals.

Table 8-4 Dump Sampling Commands
- - |

Use this command... To... Use with
WLST...
addDumpSample Create samplings for Diagnostic Framework Online
dumps.
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Table 8-4 (Cont.) Dump Sampling Commands
. __________________________________________|

Use this command... To... Use with
WLST...

enableDumpSampling Enable or disables all dump samplings. Online

getSamplingArchives Collect all dump samplings in a zip file containing  Online

the individual sampling files and a readme file.

isDumpSamplingEnabled List whether dump sampling is enabled or Online
disabled.
listDumpSamples List all dump samplings, a specified dump Online

sampling, or all dump samplings associated with a
specified server.

removeDumpSample Remove the specified dump sampling. Online

updateDumpSample Update the specified dump sampling, modifying Online
the settings of the sampling.

8.3.1 addDumpSample
Use with WLST: Online

Description

Creates dump samplings for Diagnostic Framework dumps.

Syntax

addDunpSanpl e(sanmpl eNane, di agnosti cDunpName [, appNane], sanplinglnterval,
rotati onCount [, dunpedinplicitly] [, toAppend] [, args] [, server])

Argument Definition

The name of the sampling.
sanpl eNanme

. . The name of the diagnostic dump to be sampled.
di agnost i cDunpName

Optional. The name of the application associated with the specified
diagnostic dump. If you do not specify appName, the diagnostic
dump has a scope of system.

appNanme

The sampling interval in seconds. If you specify zero or a negative

sanplinglnterval value, sampling is suspended.

The maximum number of diagnostic dump samples to be keptin a

rotationCount rotation list. When this limit is reached, the oldest sample is deleted.
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Argument

Definition

dunpedinplicitly

Optional. A Boolean value that specifies whether the diagnostic
dump archive will be included in the dfw.samplingArchive. Valid
values are t r ue and f al se. The default is true.

If the value is false, and you want to include the dump archive in the
dfw.samplingArchive, you must pass the sampling name to the
executeDump command using the args parameter.

t oAppend

Optional. A Boolean value that specifies whether the diagnostic
dump samples are appended to its predecessor, resulting in a single
archive when you execute dfw.samplingArchive. Valid values are
true and f al se. The default is true. If the value is true, the sample
is appended to its predecessor. If the value is false,
dfw.sampleArchive returns a zip file containing individual sample
files. Specify false if the dump samples contain binary data.

args

Optional. Diagnostic dump arguments to be used by the diagnostic
dump at each sampling time. The arguments are expressed as name/
value pairs.

server

Optional. The name of the server from which to collect the
information. If you do not specify this parameter, this command
associates the dump sampling with the Administration Server.

Example

The following example adds a sampling for the dump dms.metrics:

addDunpSanpl e(sanmpl eNane=" dns_netrics', diagnosti cDunpNane="dns. netrics',
sanpl i ngl nterval =300, rotationCount =10)

dns_netrics is added

8.3.2 enableDumpSampling

Use with WLST: Online

Description

Enables or disables all dump samplings. This command affects all configured dump

samplings.

Syntax

enabl eDunpSanpl i ng(enabl e [, server])

Argument

Definition

enabl e

A Boolean value that specifies whether to enable or disable dump
samplings. Valid values aret r ue and f al se.
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Argument Definition

Optional. The name of the server for which to enable or disable dump
sampling. If you do not specify this parameter, this command enables or
disables the dump sampling for the Administration Server.

server

Example
The following example disables all dump samplings:

enabl eDunpSanpl i ng( enabl e=f al se)
Dunp sanpling disabled

8.3.3 getSamplingArchives
Use with WLST: Online

Description

Collects all dump samplings in a zip file containing the individual sampling files and a
readme file. This method is particularly useful in dealing with binary format dumps.

Syntax
get Sanpl i ngAr chi ves([ sanpl eNare, ] outputFile [, server])

Argument Definition
Optional. The name of a particular dump sampling that you want to
nane . . .
retrieve. If you do not specify this argument, the command returns all
dump samplings.
DUt Fi | The absolute path of the file to which the dump samplings will be
outputrte written.
o ver Optional. The name of the server from which to collect the information.
Serv If you do not specify this parameter, this command collects the dump
samples for the Administration Server.
Example

The following example retrieves the dump sampling for the dump JVMThreadDump:

get Sanpl i ngAr chi ves(sanpl eNanme="JVMrhr eadDunp”, output File="/tnp/jvm dunp. zi p")
wote 63518 bytes to /tnp/jvmdunp. zip

The following shows the contents of the zip file:

unzip -1 jvmdunp.zip
Archive: jvmdunp.zip
Length Date Tine Name
508780 05-21-13 07:25  df w_sanplingArchivel065570966467923683. JVMrhr eadDunp. dnp
840 05-21-13 07:25  df w_sanplingArchive7749640004639161119. r eadne. t xt
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509620 2 files

8.3.4 isDumpSamplingEnabled
Use with WLST: Online

Description

Lists whether dump sampling is enabled or disabled.

Syntax
i sbunpSanpl i ngEnabl ed( [ server])

Argument Definition

Optional. The name of the server to determine if dump sampling is
enabled or disabled. This argument is only valid when you are
connected to the Administration Server.

server

Example

The following example lists the whether dump sampling is enabled or disabled for the
server wls_server_1:

i sbunpSanpl i ngEnabl ed( server="w s_server_1")

true

8.3.5 listDumpSamples
Use with WLST: Online

Description

Lists all dump samplings, a specified dump sampling, or all dump samplings
associated with a specified server.

Syntax

|'i st DunpSanpl es([ sanpl eNarme] [, server])

Argument Definition
sanpl eName Optional. The name of the sampling.
Optional. The name of the server for which to list the dump samplings. If
server . . . .
you do not specify this parameter, this command lists the dump
samplings for the Administration Server.
Example

The following example lists all dump samplings associated with the server
wls_server_1:
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|'i st DunpSanpl es(server="w s_server_1")
Name . JVWMrhr eadDunp
Dunp Nane : jvmthreads
Application Name

Sampling Interval : 30

Rotati on Count .20

Dunp Inplicitly : true

Append Sanpl es . true

Dunp Arguments . context=true, timng=true, progressive=true, depth=20,

t hreshol d=30000

Nane . Javad assHi st ogram
Dunp Nane . jvmclasshi st ogram
Application Name

Sampling Interval : 1800

Rotati on Count .5
Dunp Inplicitly : false
Append Sanpl es . true
Dunp Argunents

8.3.6 removeDumpSample
Use with WLST: Online

Description

Removes the dump sampling.

Syntax
renoveDunpSanpl e( sanpl eName [, server])

Argument Definition
The name of the sampling to be removed.
sanpl eNane
Optional. The name of the server from which to remove the sampling. If
Server you do not specify this parameter, the dump sampling is removed from
the Administration Server.
Example

The following example removes the dump sampling named HTTPSampling,
associated with the server wls_server_1:

r enoveDunpSanpl e( sanpl eName="HTTPSanpl i ng", server="ws_server_1")

Renmoved HTTPSanpl i ng

8.3.7 updateDumpSample
Use with WLST: Online
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Description

Updates the specified dump sampling, modifying the settings of the sampling. You
cannot change the name of the sampling. Modifications take affect at the next

sampling interval.

Syntax

updat eDunpSanpl e( sanpl eNanme [, appNane], sanplinglnterval,
rotationCount [,dunpedinplicitly] [, toAppend] [, arg,]

[, server])
Argument Definition
sampl eNane The name of the dump sampling.
Optional. The name of the application associated with the specified
appNanme

diagnostic dump. If you do not specify appName, the diagnostic dump
has a scope of system.

sanpl i ngl nterval

Optional. The sampling interval in seconds. If you specify zero or a
negative value, sampling is suspended.

rot ati onCount

Optional. The maximum number of diagnostic dump samplings to be
kept in a rotation list. When this limit is reached, the oldest sampling is
deleted

dunpedinplicitly

Optional. A Boolean value that specifies whether the diagnostic dump
archive will be included in the dfw.samplingArchive. Valid values are
true and f al se. The default is true.

If the value is false, and you want to include the dump archive in the
dfw.samplingArchive, you must pass the sampling name to the
executeDump command using the args parameter.

t oAppend

Optional. A Boolean value that specifies whether the diagnostic dump
samples are appended to its predecessor, resulting in a single archive
when you execute dfw.samplingArchive. Valid values are t r ue and

f al se. The default is true. If the value is true, the sample is appended to
its predecessor. If the value is false, dfw.sampleArchive returns a zip file
containing individual sampling files. Specify false if the dump samplings
contain binary data.

args

Optional. Diagnostic dump arguments to be used by the diagnostic
dump at each sampling time. The arguments are expressed as name/
value pairs.

server

Optional. The name of the server from which to collect the information.
If you do not specify this parameter, the dump sampling is updated for
the Administration Server.

Example

The following example updates the dump sampling HTTPSampling, modifying the
sampling interval, rotation count, and server.
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updat eDunpSanpl e( sanpl eName="HTTPSanpl i ng", sanplingl nterval =200,
rotationCount=5, server="ws_serverl")

HTTPSanpl i ng i s updated
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User Messaging Service (UMS) Custom
WLST Commands

Oracle User Messaging Service provides a common service responsible for sending out
messages from applications to devices. It also routes incoming messages from devices
to applications.

This chapter describes the WLST commands that you can use with Oracle User
Messaging Service (UMS).

9.1 UMS WLST Command Group

The UMS WLST commands are listed under the command group "ums".

Note:

To use these commands, you must invoke WLST from the Oracle home in
which the component has been installed. See "Using Custom WLST
Commands" in the Oracle Fusion Middleware Administering Oracle Fusion
Middleware.

9.1.1 configUserMessagingDriver
Command Category: ums

Use with WLST: Online

Description
confi gUser Messagi ngDri ver is used to configure messaging drivers.

Specify a base driver type (apns, smpp, email, xmpp, etc.) and a short name for the
new driver configuration. The string "usermessagingdriver-" will be prepended to the
specified application name.

Syntax

confi gUser Messagi ngDri ver (baseDriver, appNane, driverProperties,
cl ust er Nane=None, ser ver Name=None, enabl ed=t r ue)

The use of propertyGroups are deprecated since 12.2.1. Deprecated syntax:

confi gUser Messagi ngDri ver (baseDriver, appNane, driverProperties,
cl ust er Name=None
server Name=None, propertyG oups=None, enabl ed=true)
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Argument Definition

baseDri ver Specifies the base messaging driver type.

Must be a known driver type, such as 'apns’, 'email’, 'extension’,
'smpp', 'twitter', or xmpp'.

appNane A short descriptive name for the deployment. The specified value
will be prepended with the string usermessagingdriver-

driverProperties An objectwith the driver properties. It can be an object of the
following classes:

CommonDriverProperties, ApnsDriverProperties,
EmailDriverProperties, SmppDriverProperties,
ExtensionDriverProperties, TwitterDriverProperties, or
XmppDriverProperties.

To see all available driver properties for a driver, print the di ct field
in the class. For example:

print CommonDriverProperties().__dict__

print Email DriverProperties().__dict__

server Nane Optional. The name of the managed server for which this
configuration shall be valid. One of the cl ust er Name or
Ser ver Nane should be specified, both are not allowed. If both are
None, the configuration becomes managed server level configuration
on all managed servers.

cl ust er Nane Optional. The name of the cluster for which this configuration shall
be valid.One of cl ust er Nane or ser ver Nane should be specified,
both are not allowed.If both are None, the configuration becomes
managed server level configuration on all managed servers.

enabl ed Optional. Specifies if the configuration shall be enabled or disabled.

If not set, default valueist r ue.

Examples

Example 9-1 To configure a XMPP driver with name 'xmpp'

driverProperties = XnppDriverProperties()

driverProperties. Sender Addresses = 'IMal i ce@xanpl e. cont

driverProperties.|MerverHost = 'exanple.com

driverProperties.|MerverUsernane = "alice'

driverProperties.|MerverPassword = 'secret’

confi gUser Messagi ngDri ver (baseDriver="xnpp', appName='xnpp',
driverProperties=driverProperties, clusterName="ny_cluster")

Example 9-2 To configure a Extension driver with name 'extension’

driverProperties = ExtensionDriverProperties()

ext ensi onDri ver Properties. Endpoi nt URL = 'http://domai n. exanpl e. cont ext ensi on
ext ensi onDri ver Properties. MappedDomai n = ' exanpl e. com

ext ensi onDri ver Properties. Protocol = 'popup'
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confi gUser Messagi ngDri ver (baseDri ver='extension', appName='extension',
driverProperties=driverProperties)

9.1.2 configUserMessagingServer

Command Category: ums

Use with WLST: Online

Description

confi gUser Messagi ngSer ver is used to configure the messaging server.

Syntax

confi gUser Messagi ngSer ver (serverProperties, clusterNane=None), serverNanme=None)

Argument

Definition

server Properties

cl ust er Nane

An object with the server properties. It must be an object of the class
ServerProperties.

To see all available properties, print the di ct field in the class. For
example:

print serverProperties().__dict__

Optional. The name of the managed server for which this
configuration shall be valid. One of the cl ust er Name or

Ser ver Nanme should be specified, both are not allowed. If both are
None, the configuration becomes managed server level configuration
on all managed servers.

serverName Optional. The name of the cluster for which this configuration shall
be valid.One of cl ust er Nanme or ser ver Nane should be specified,
both are not allowed.If both are None, the configuration becomes
managed server level configuration on all managed servers.
Examples

Example 9-3 To configure the JPS Context name for the UMS server(s) in the
cluster named 'my_cluster

serverProperties = ServerProperties()
serverProperties.JpsContext = 'ny_jps_context'

confi gUser Messagi ngSer ver (server Properti es=serverProperties,
cl usterNanme="ny_cluster")

Example 9-4 To configure the security principal for the UMS server(s) in the

domain

serverProperties = ServerProperties()
serverProperties. SecurityPrincipal ="'MUser'
confi gUser Messagi ngSer ver (server Properti es=server Properties)

9.1.3 manageUserCommunicationPrefs

Command Category: ums
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Use with WLST: Offline

Description

manageUser Communi cat i onPr ef s is used to download the user messaging
preferences from a backend database to the specified XML file, or to upload the user
messaging preferences from an XML file into the backend database, or to delete the
user preferences from the backend database and backup the preferences to the

specified XML file.
Syntax
manageUser Communi cationPrefs (operation={'downl oad' | 'upload' | 'delete'},
filename='file_name', url="jndi_url', usernane='usernane', password="password'
[, encoding='character_encoding'] [, guid='guidl,guid2, ..." ] [,
merge={'create_new | 'overwite' | 'append}] )
Argument Definition
operation specifies the upload, delete, or download operation to be performed.
filenanme For download, a unique file name (path) to download the user
preferences to. For example, /tmp/download.xml (Linux) or C:\
\temp\ \download.xml (Windows).
For upload, the file name (path) to upload the user preferences.
For delete, the filename (path) is used to store the removed user
preferences.
url The JNDI URL to access the User Messaging Server. For example:
t 3:// <host name>: <port >
user nane The user name with login permission to access the User Messaging
Server.
passwor d The password of the username.
encodi ng (Optional) Character encoding to use to download the user
preferences.
guid (Optional) The globally unique identifier (guid) of a list of users to
use to download their preferences. If no guid is specified, the
preferences for all users are downloaded. For delete, the guid
specifies the user whose preferences will be removed by this
operation.
ner ge (Optional) This argument is for upload only. Valid values are:

cr eat e_new (default): Create new user device, device addresses
and/or ruleset entities. An exception will be thrown if an entity with
the same primary key already exists and processing will terminate.

over w i t e: Remove all existing entities of a user and then create
new entities.

append: Only upload entities that do not already exist.
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Examples

Note:

In the URLs below, port 7001 represents the Managed Server port where UMS
is deployed.

To download the user messaging preferences of all users to the specified file.

w s: of fI i ne> manageUser Conmuni cat i onPr ef s( oper ati on=" downl oad',
fil ename=' downl oad. xm ', url="t3://local host:7001', username="webl ogic',
passwor d=' <passwor d>')

To download the user messaging preferences of all users to the specified file using
UTF-8 character encoding.

w s: of fI i ne> manageUser Conmuni cat i onPr ef s( oper ati on=" downl oad',
fil ename=" downl oad. xm ', url="t3://local host:7001', username="webl ogic',
passwor d=' <password>', encodi ng=" UTF-8")

To download the user messaging preferences of the user with guid ‘john.doe' to the
specified file.

w s: of fI i ne> manageUser Conmuni cat i onPr ef s( oper ati on=" downl oad',
fil ename=" downl oad. xm ', url="t3://local host:7001', username="webl ogic',
passwor d=' <password>', gui d="j ohn. doe')

To download the user messaging preferences of the users with guid ‘john.doe' and
jane.doe' to the specified file using UTE-8 character encoding.

w s: of fI i ne> manageUser Communi cat i onPr ef s(oper ati on=" downl oad',
fil ename=' downl oad. xm ', url="t3://local host:7001', username="webl ogic',
passwor d=" <password>', gui d="john. doe, jane.doe', encodi ng=" UTF-8")

To upload the user messaging preferences from the specified file to the backend
database.

wl s: of fI i ne> manageUser Communi cat i onPr ef s(operati on="upl oad', filename="upload.xm",
url="t3://1ocal host:7001', username="webl ogic', password='<password>")

To upload the user messaging preferences from the specified file to the backend
database and overwrite existing preferences.

wl s: of fI i ne> manageUser Communi cat i onPr ef s(operation="upl oad', filename="upload.xm",
url="t3://1ocal host:8001', usernanme="webl ogic', password="<password>',
merge='overwite')

To delete the user preferences of the user with guid ‘john.doe' and backup the
preferences to the specified file.

wl s: of fI i ne> manageUser Communi cat i onPref s(operation="del ete', filename='backup.xm"',
url="t3://1ocal host:7001', usernanme='webl ogic', password="<password>',
gui d="j ohn. doe")

To delete the user preferences of the users with guid ‘john.doe' and 'jane.doe' and
backup the preferences to the specified file using UTF-8 character encoding.

wl s: of fI i ne> manageUser Communi cat i onPref s(operation="del ete', filename='backup.xm"',
url="t3://1ocal host:7001', usernanme="webl ogic', password="<password>',
gui d="j ohn. doe, j ane. doe', encodi ng=" UTF-8")
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