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Preface

Welcome to Installing Oracle Mobile Application Framework.

Audience

This manual is intended for developers who want to install the Oracle Mobile
Application Framework for use with Oracle JDeveloper to create mobile applications
that run natively on devices.

Related Documents

For more information, see Developing Mobile Applications with Oracle Mobile Application
Framework.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements (for example,
menus and menu items, buttons, tabs, dialog controls), including
options that you select.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates language and syntax elements, directory
and file names, URLs, text that appears on the screen, or text that you
enter.







What's New in This Guide for Release 2.2.1

Section

Security Changes in Release 2.2.1 of MAF

Maintaining Separate Environments for MAF
2.2.1and MAF 2.2.0

Migrating MAF Applications that Use
Customer URL Schemes to Invoke Other
Applications

Change

Added to describe how you disable App
Transport Security (ATS) in MAF
applications that you deploy to iOS. MAF
applications that you migrate to this release
enable ATS by default. iOS 9 requires
applications use ATS.

Section added to describe how you can
maintain a separate development
environment for MAF 2.2.1 (using Xcode 7.x)
on the same machine where you have a
development environment for a previous
release of MAF that uses Xcode 6.x

Section added to describe how you add any
custom URL schemes that your MAF
application uses to invoke other applications
to the Allowed Schemes list in the Security
page of the maf - appl i cati on. xnl file’s
overview editor. This change addresses i0OS
9’s requirement that applications declare any
URL schemes they use to invoke other
applications.
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Installing Mobile Application Framework
with JDeveloper

This chapter describes how to install JDeveloper and the Mobile Application
Framework (MAF) extension for application development.

This chapter includes the following sections:
¢ Introduction to Installing the MAF Extension with JDeveloper

¢ Installation Requirements for MAF Applications to be Deployed to the iOS
Platform

* Installation Requirements for MAF Applications to be Deployed to the Android
Platform

* Setting Up JDeveloper

¢ Installing the MAF Extension in JDeveloper

1.1 Introduction to Installing the MAF Extension with JDeveloper

The first step in starting with MAF application development is to install Oracle
JDeveloper and the MAF extension.

In the current release, you must install JDeveloper using JDK 1.7, and then install the
MATF extension in JDeveloper specifying JDK 1.8 in the dialog that appears after
JDeveloper restarts after installation of the extension. This allows MAF applications to
compile with JDK 1.8.

Following installation of the MAF extension in JDeveloper, configure additional
development tools for the platforms where you intend to deploy your MAF
application. For more information, see Setting Up the Development Environment .

Before you can create a MAF application using the MAF extension in JDeveloper,
ensure that you have any third-party software required to develop applications for the
platform on which you intend to deploy your MAF application.

Note:

You can deploy the same MAF application to all supported platforms without
changing your application's code. You need the third-party software to test,
debug, and deploy the MAF application on the target platform.
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Installation Requirements for MAF Applications to be Deployed to the iOS Platform

1.2 Installation Requirements for MAF Applications to be Deployed to the
iOS Platform

Before you start creating a MAF application that you are planning to deploy to the iOS
platform, ensure that you have the following available:

* A computer running Apple Mac OS X Version 10.9.5 or later.
® Oracle JDeveloper (see Setting Up JDeveloper).

¢ Oracle JDeveloper extension for MAF (see Installing the MAF Extension in
JDeveloper).

e Xcode and iOS SDK (see How to Install Xcode and iOS SDK).
e The most recent version of JDK1.8.

¢ The most recent version of JDK1.7.

Before you start deploying your application to a development environment (see the
"Getting Started with Mobile Application Development" chapter in Developing Mobile
Applications with Oracle Mobile Application Framework), decide whether you would like
to use a mobile device or its simulator: if you are to use a simulator, see How to Set Up
an iPhone or iPad Simulator; if your goal is to deploy to a mobile device, ensure that,
in addition to the components included in the preceding list, you have the following
available:

¢ Various login credentials. For more information, see the "Deploying Mobile
Applications" chapter in Developing Mobile Applications with Oracle Mobile
Application Framework.

¢ iOS-powered device. For more information, see How to Set Up an iPhone or iPad.

1.3 Installation Requirements for MAF Applications to be Deployed to the
Android Platform

Before you start creating a MAF application that you are planning to deploy to the
Android, ensure that you have the following available:

* A computer running one of the following operating systems:
— Microsoft Windows Vista
— Microsoft Windows 7
- MacOSX

¢ The most recent version of JDK1.8

e The most recent version of JDK1.7

¢ Android SDK Manager (see Setting Up Development Tools for the Android
Platform)

¢ Oracle JDeveloper (see Setting Up JDeveloper)
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Setting Up JDeveloper

¢ Oracle JDeveloper extension for MAF (see Installing the MAF Extension in
JDeveloper)

Before you start deploying your application to a development environment (see the
"Getting Started with Mobile Application Development" chapter in Developing Mobile
Applications with Oracle Mobile Application Framework), decide whether you would like
to use a mobile device or its emulator: if you are to use an emulator, see Setting Up
Development Tools for the iOS Platform; if your goal is to deploy to a mobile device,
ensure that, in addition to the components included in the preceding list, you have the
following available:

¢ Various login credentials. For more information, see the "Deploying Mobile
Applications" chapter in Developing Mobile Applications with Oracle Mobile
Application Framework.

¢ Android-powered device. For more information, see Setting Up Development
Tools for the Android Platform.

1.4 Setting Up JDeveloper

Oracle JDeveloper and its MAF extension are essential tools used in developing MAF
applications.

Before you begin:

e Download and install the latest version of JDK 1.7.
This version of ]DK is required by JDeveloper.

¢ Download and install the latest version of JDK 1.8.

This version of JDK is required by the MAF extension.

* Download the 12.1.3.0.0 release of JDeveloper (Studio Edition) available at
http://ww. oracl e. com t echnet wor k/ devel oper -t ool s/j dev/
downl oads/ i ndex. htm .

To install JDeveloper on a computer running the Windows platform:

1. Inyour file system, navigate to the directory that contains the JDeveloper
executable file, then right-click that folder and select CMD Prompt Here As
Administrator.

2. Run the following command to explicitly install JDeveloper using the required
JDK 1.7:

<fully qualified path to JDK7>\bin\java -jar
<JDEV_12.1.3 jar>

For more information, see Installing Oracle JDeveloper.

To install JDeveloper on a computer running the Mac OS X platform:
1. Open a Terminal window.

2. Set the JAVA_HOME to Java 1.7 by running the following command:
export JAVA HOMVE=$(/usr/libexec/java_honme -v1.7)

3. Verify that Java 1.7 is used by running the following command:

java -version
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Installing the MAF Extension in JDeveloper

4. Using the same Terminal window, install JDeveloper by executing the following:
java -jar <JDEV_12.1.3 jar>

For more information, see the section about using Oracle JDeveloper on the Mac OS X
platform in Installing Oracle [Developer.

To verify the installation of JDeveloper:

1. Check the <JDEV_HOVE>\ j dev\ bi n\j dev. conf file and confirm that the
Set JavaHone property points to JDK 1.7.

2. Start JDeveloper and select the Studio Developer (All Features) role when
prompted.

3. From the main menu, select Help > About > Version and ensure that the Java
platform 1.7 is used, as Figure 1-1 shows.

Figure 1-1 Verifying JDK Version

£y About Oracle IDeveloper 12¢
Export =
About  Version Properties Extensions
Q
Component Version -
Java(TM) Flatform 1.7.0_25
Oracle IDE 12,1.3.0.41. 140521, 1003
QK

1.5 Installing the MAF Extension in JDeveloper

You download the MAF extension using the Check for Updates menu in JDeveloper.

Once you have installed the MAF extension, you need to configure additional
development tools for the platforms where you intend to deploy your MAF
application. For more information, see Setting Up the Development Environment .

To download and install the MAF extension:

1. InJDeveloper, choose Help > Check for Updates.
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Installing the MAF Extension in JDeveloper

Note:

You might need to configure proxy settings on your development computer:
on Windows, select Tools > Preferences from the main menu, and then Web
Browser and Proxy from the tree on the left of the Preferences dialog; on Mac
OS X, this option is accessed from JDeveloper > Preferences.

2. In the Select update source page that Figure 1-2 shows, select Official Oracle
Extensions and Updates under the Search Update Centers, and then click Next.

Figure 1-2 Checking for Updates in JDeveloper

3 Check for Updates - Step 1 of 4

i

Select update source

: Search for updates published to Update Centers, or install an update from
] Source
i [ ] Automatically check for updates at startup
)TK UEEIEItES
() Search Update Centers:

! [ ] oracle Fusion Middleware Products
http: ffwwww. orade. comjfocom/groups fpublic/@otn/documents fwe
Official Oracle Extensions and Updates
http:/fapex.orade. com/plsfapex/f?p=updatecenter:uc
|:| Open Source and Partners Extensions
http: ffwww, orade.. comocom/groups fpublic/@otn/documents fwe
[ ] Internal Automatic Updates {12.1.3+)
http: ffide.us.orade. com/center 3. xml

() Install From Local File

Help Mext =

Alternatively, if network access is not available, you can select the Install From
Local File option. In this case, you need to point to the MAF extension file that you
already downloaded to a directory on your development computer.
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Installing the MAF Extension in JDeveloper

3. In the Select updates to install dialog, select the Mobile Application Framework

update.

4. Inthe License Agreements page, shown in Figure 1-3, review The Oracle Technology
Network License Terms for Oracle Mobile.

Note:

You must comply with all of the license terms and conditions with respect to
the Oracle Mobile Application Framework Program available at ht t p: / /
www. or acl e. con? t echnet wor k/ i ndexes/ downl oads/ i ndex. htm .

5. Click I Agree.

Figure 1-3 Licensing Agreements for Mobile Application Framework Program

£y Check for Updates - Step 2 of 3

License Agreements

Source
s
e License Agreements
|

Help

Before installing these updates, you must read and agree to the terms of their licen
the license text and dick the I Agree button to indicate that you accept the terms.

License for Mobile Application Framewaork 2,1.0.0.41.141118.0913:

Oracle Technology NetworkDeveloper License Terms

Export Controls

Export laws and regulations of the United States and any other relevant localexport |
Programs. ou agree that such export controllaws govern your use of the Programs (i
anyservices deliverables provided under this agreement, and you agree to complywi
regulations {including "deemed export™and "deemed re-export™ regulations). You ag
program and/or materials resulting from services (or direct product thereofiwill be ex|
viclation of these laws, or willbe used for any purpose prohibited by these laws incluc
chemical, or biclogical weapons proliferation, or development ofmissile technology

Accordingly, you confirm:

-¥ou will not download, provide, make available or otherwise export ome-export the F
countries prohibited byapplicable laws and regulatiocns nor to citizens, naticnals or n
-¥'ou are not listed on the United States Department of Treasury lists ofSpecially Des
Persons, Specially Designated Temorists, and Specially Designated Marcotic Traffick
United States Department of Commerce Table of Denial Crders.

- %ou will not download or otherwise export or re-export the Programs, directlyor indis
menticned lists.

- %ou will not use the Programs for, and will not allow the Programs to be used for, ai
applicable law, including, without limitation, for thedevelopment, design, manufact
chemical or biclogicalweapons of mass destruction.

Cracle Employees: Under no circumstances are OracleEmployees authc
for the purpose of distributing it tocustomers. Oracle products are availakb
) ) ith ;

< Back

6. Click Next, and then click Finish.
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Installing the MAF Extension in JDeveloper

7. Restart JDeveloper.

8. Use the Create JDK 8 Profile dialog that Figure 1-4 shows to specify the path to the
directory on your computer that contains JDK 1.8.

Figure 1-4 Creating JDK 8 Profile

Create JDK 8 Profile x|

The Mobile Application Framewaork (MAF) requires JOK 8. The JDeveloper MAF extension will not function until
a 10K & location has been supplied.

Specify the path to a 10K 8 home (e.q. C:\Program Files\Javaljdk1.8).

|| Browse...

Cancel

Note:

If you specify an invalid directory or directory that does not contain JDK 1.8,
an error dialog is displayed.

You do not have to complete the Create JDK 8 Profile dialog the next time you use
JDeveloper, unless you reinstall the MAF extension and choose not to preserve
JDeveloper's system preferences.

9. Check whether or not MAF has been successfully added to JDeveloper:

* Select File > New > From Gallery from the main menu to open the New
Gallery dialog.

¢ In the Categories tree on the left, expand the Client Tier node and make sure it
contains Mobile Application Framework (see Figure 1-5).
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Figure 1-5 Verifying MAF Installation

£y New Gallery

Q
Categories: Items: [ ] Show £
G-General MAF AMX Page
&-Business Ti
* L.JSJHESS = Launches the Create MAF AMX Page dialog, in which you create a new M
B"'C!'E”tﬂer Application Framework AMX Page {.amx) file. To enable thiz option, you |
&--ADF Desktop Integration project or a file within a project in the Application Navigator.
‘Extension Development
¥vobile Application Framewaork @ MAF AMX Page Fragment
- Swing [AWT &5 MAF Feature
[#-Database Tier :
&-Web Tier ‘& MAF Task Flow
----- All Ttems
Help | 0K,

In addition, verify that you installed the correct version of MAF. To do so, select
Help > About from the main menu, then select the Extensions tab on the About
Oracle JDeveloper dialog, and then examine the extension list entries by searching
for Mobile Application Framework, as Figure 1-6 shows.
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Figure 1-6 Verifying MAF Version

£y About Oracle IDeveloper 12¢

About  Version  Properties = Extensions
1, mobile application ®

Mame Identifier Version

2.1.0.0.41. 141118

oracle.maf

Mobile Application Framewaork
Mabile Application Framework Help orace.maf.doc 2.1.0.0,41,141118.0913
Mobile Application Framework Page Flow Design Time  oracle.adf.pageflow.mobile.dt 2. 1.0.0.41. 141118.0913

In addition to the preceding steps, your development environment must be configured
for target platforms and form factors. For more information, see Setting Up the
Development Environment .
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2

Setting Up the Development Environment

This chapter provides information on setting up and configuring the MAF
environment for application development and deployment.

This chapter includes the following sections:

¢ Introduction to the MAF Development Environment

* Configuring the Development Environment for Target Platforms
¢ Configuring the Development Environment for Form Factors

* Setting Up Development Tools for the iOS Platform

¢ Setting Up Development Tools for the Android Platform

¢ Testing the Environment Setup

2.1 Introduction to the MAF Development Environment

After you install JDeveloper and the MAF extension, as described in Installing Mobile
Application Framework with JDeveloper , you may need to configure the
development environment for the platforms to which you intend to deploy your MAF
application. In addition, you may need to configure form factors if you intend to test
or deploy on a particular mobile device. You may also need to install and configure
third-party tools that allow you to package and deploy your MAF application on
supported platforms.

For complete list of supported versions of development and runtime tools, see Oracle
Mobile Application Framework Certification Matrix by following the Certification
Information link on the MAF documentation page at ht t p: / / www. or acl e. conl

t echnet wor k/ devel oper -t ool s/ maf / docunent ati on/.

2.2 Configuring the Development Environment for Target Platforms

For successful packaging and deployment of your application to platforms supported
by MAF, JDeveloper must be provided with such information as the name of the
platform and directories on your development computer that are to house the
platform-specific tools and data. For convenience, MAF prepopulates JDeveloper
Preferences with these settings. Depending on several factors related to the application
signing, you may need to edit some of the fields.

Before you begin:

Download and install JDeveloper and the MAF extension, as described in Installing
Mobile Application Framework with JDeveloper .
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Configuring the Development Environment for Target Platforms

Depending on your target platform, download and configure either the Android SDK
(see How to Install the Android SDK) or iOS SDK and Xcode (see How to Install
Xcode and iOS SDK).

To configure your environment for target platforms:
1. Select Tools > Preferences from JDeveloper's main menu to open Preferences.

2. In the Preferences dialog, select either Mobile Application Framework > Android
Platform or Mobile Application Framework > iOS Platform from the tree to open
a page that contains the path and configuration parameters for the supported
platforms, as Figure 2-1 and Figure 2-2 show.

Each platform-specific page hosts the preferences for the platform SDK (Android or
i0S), collecting any necessary information such as the path that MAF needs to
compile and deploy either Android or iOS projects:

* For the Android platform, specify the following;:
— The Android SDK location on your computer.
— The local directory of your target Android platform.
— The Android build tools location on your computer.

— Information on the signing credentials.
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Figure 2-1 Configuring Platform Preferences for Android

£y Preferences

Q Search

----- File Templates

----- File Types

----- Global Ignore List

[#- Http Analyzer

----- Issues

----- JavaScript Editor

[#- ISP and HTML Visual Editor
[ Maven

[=+ Mobile Application Framewc

Android Platform

Containerization
L 103 Platform

[ Run

----- Shortcut Keys
[# Swing GUI Builder
----- Task Tags

Help

Mobile Application Framework: Android Platform

Android SDK, Location:
Z:\Program Files\Android\adt-bundle-windows-x86_64'sdk

Example: C:\Program Files\Androidiadt-bundle-windows-x86_64\sdk
Android Platform Location:
C:\Program Files\androidiadt-bundle-windows-x86_s4'\sdk'\platforms'an

Example: C:\Program Files\Androidiadt-bundle-windows-x86_sHsdk'\pla
Android Build Tools Location:
C:\Program Files\Android\adt-bundle-windows-x86_&64\sdk\build-toolsiA

Example: C:\Program Files\Androidiadt-bundle-windows-x86_64\sdk\buil

Signing Credentials

Debug — Release

Specfy a password for the debug key used to sign the application whe
mode.

Key and Keystore Password:  |sssseses

¢ For the iOS platform, specify the following:

— Location of the iTunes media files, including the mobile applications that are
synchronized to the iOS-powered device.

— The iOS-powered device signing information (see the "Setting the Device
Signing Options" section in Developing Mobile Applications with Oracle Mobile
Application Framework).
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Figure 2-2 Configuring Platform Preferences for iOS

-

D) Preferences

[+ Debugger

[ Deployment
[+ Diagrams

----- External Editor
----- File Templates

Desvice Signing

Provisioning Profile: | v|

Q Search Mobile Application Framework: i0S Platform
----- 255 Editar "Autornatically Add to iTunes" Directory:

[+ Database |'|,Llsers'l,M':.f_LIser_Name'l,Musin:'l,iTunes'l,iTunes MedialAutomatically Add to iTunes
""" Data Contrals Panel Examnple: [UsersMy_User_MameMusicliTunes/iTunes Media/autornatizally add

These fields are required if deploying to, or packaging for, an actual i05 device,

..... File Types Signing Identity: |

----- Global Ignore List

[ Hebp Analyzer

----- Issues

----- Jawvascripk Editor

[+ J5P and HTML Wisual Editor
[+~ Maven

..... Merge

[=- Mobile Application Framewc
Android PlatForm

----- Zantainerizakion

015 PlatForm

Ik

2.3 Configuring the Development Environment for Form Factors

A form factor is a specific device configuration. Each form factor is identified by a
name that you specify for it and contains information on the specified resolution
denoted by pixel width and pixel height.

Since form factors defined in preferences are used in the MAF AMX page Preview tab
(see the "Using the Preview" section in Developing Mobile Applications with Oracle Mobile
Application Framework), you may choose to perform this configuration if you are
planning to include a MAF AMX application feature as part of your MAF application
and you do not want to accept the default settings. During development, you can
select or switch between various form factors to see how a MAF AMX page is
rendered. You can also see multiple form factors applied to the same page using the
split screen view.

For more information, see the "About the maf-config.xml File" section in Developing
Mobile Applications with Oracle Mobile Application Framework.

Before you begin:

Download and install JDeveloper and the MAF extension, as described in Installing
Mobile Application Framework with JDeveloper .
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To configure the form factors:

1.

Open Preferences by selecting Tools > Preferences from the main menu in
JDeveloper.

In the Preferences dialog that Figure 2-3 shows, select Mobile Application
Framework from the tree on the left.

Figure 2-3 Defining Form Factors

3 Preferences

Q Search Mobile Application Framework
3 Diagrams Available Form Factors
----- External Edito
.x ratEdior Default Mame™ Platform® @ Model = Default Qrie
----- File Templates : .
_____ Fle Types Android Extra Large  Android
..... Global Ignore List o Android High Android Portrait
[ Http Analyzer 0] Android Low Android Portrait
----- Issues ® Android Medium Android Portrait
""" JavaScript Editor ® iPad Mon-Retina i0s iPad Landscape
G- 5P and HTML Visual Editor & iPad Retina i0s iPad  Landscape
- Maven () Phone Retina (3.5 inch) i05 Phone  Portrait
..... M -
Sres () iPhone Retina (4.0 inch) i05 Phone  Portrait
® Mobile Application Framewaork: -
[ ] iPhone Retina (4.7 inch) i0S iPhone  Portrait
----- Mouseover Popups -
_____ Mews O iPhone Retina (5.5 inch) iQ5 iPhone  Portrait
----- Crade Cloud
----- Prafiler

----- Resource Bundle
[#- Run

----- Shortcut Keys
[#-- Swing GUI Builder
----- Task Tags

[#- TopLink

[ LIML

----- Usage Reporting
[+ Yersioning

Help

The Mobile Application Framework page is populated with available form factors
and the default is set to Android Low.

This preference page allows you to create and manage a set of named form factors
that combine a screen resolution size and platform.

To create a new form factor, click the green plus sign (New), and then set the
following;:

¢ Name: a meaningful string that is used to identify the form factor.
¢ Platform: the platform of the mobile device.

* Model: the type of the mobile device.
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¢ Default Orientation: the default device orientation used in the MAF AMX page
Preview tab. It might be Portrait or Landscape. Select this setting from the drop-
down list of values. The default value is Portrait and it is prepopulated during
creation of the new form factor.

¢ Width: width, in pixels. This value must be a positive integer, and its input is
validated.

* Height: height, in pixels. This value must be a positive integer, and its input is
validated.

® Scale Factor: the display scale factor. This value must be either one of 1.0, 2.0, or
3.0.

Note:

If you do not set the name and resolution for your form, MAF will display an
error message.

4. If you need to revert to default settings, click More Actions > Restore Defaults.

5. Click OK to finalize your settings.

2.4 Setting Up Development Tools for the iOS Platform

In addition to general-purpose tools listed in Introduction to Installing the MAF
Extension with JDeveloper, you might want to set up an iPhone or iPad when getting
ready for development of a MAF application for the iOS platform (see How to Set Up
an iPhone or iPad).

Since iPhone and iPad simulators are included in the iOS SDK installation, which, in
turn, is included in Xcode installation, you do not need to separately install them. For
more information, see How to Set Up an iPhone or iPad Simulator.

2.4.1 How to Install Xcode and iOS SDK

You download Xcode from ht t p: // devel oper. appl e. com xcode/ . This
download includes the iOS SDK.

After installing Xcode, you have to run it at least once and complete the Apple
licensing and setup dialogs. If these steps are not performed, any build and deploy
cycle from JDeveloper to Xcode or device simulator will fail with a "Return code 69"
error.

Note:

Since older versions of Xcode and iOS SDK are not available from the Mac
App Store, in order to download them you must obtain an Apple ID from
http://appl ei d. appl e. com and then register this Apple ID with the
Apple Developer Program to gain access to the Apple developer site at
http://devel oper. appl e. com
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2.4.2 How to Set Up an iPhone or iPad

In your MAF application development and deployment, you can use either the
iPhone, iPad, or their simulators (see How to Set Up an iPhone or iPad Simulator). If
you are planning to use an actual iPhone or iPad, which is preferable for testing (see
the "Testing MAF Applications" section in Developing Mobile Applications with Oracle
Mobile Application Framework), you need to connect it to your computer to establish a
link between the two devices.

To deploy to an iOS-powered device, you need to have an iOS-powered device with a
valid license, certificates, and distribution profiles. For more information, see the
"Deploying Mobile Applications” chapter in Developing Mobile Applications with Oracle
Mobile Application Framework.

Note:

Since Apple's licensing terms and conditions may change, ensure that you
understand them, comply with them, and stay up to date with any changes.

2.4.3 How to Set Up an iPhone or iPad Simulator

In your MAF application development and deployment, you can use either the iOS-
powered device itself (see How to Set Up an iPhone or iPad) or its simulator.
Deploying to a simulator is usually much faster than deploying to a device, and it also
means that you do not have to sign the application first.

A simulator can be invoked automatically, without any additional setup.

Note:

Before attempting to deploy your application from JDeveloper to a device
simulator, you must first run the simulator.

If you are planning to use web services in your application and you are behind a
corporate firewall, you might need to configure the external network access. You do so
by modifying the network settings in the System Preferences on your development
computer. For more information, see the "Configuring the Browser Proxy Information"
section in Developing Mobile Applications with Oracle Mobile Application Framework.

2.5 Setting Up Development Tools for the Android Platform

In addition to the general-purpose tools listed in Introduction to Installing the MAF
Extension with JDeveloper, you might want to set up an Android-powered device
when getting ready for development of a MAF application for the Android platform
(see How to Set Up an Android-Powered Device).

Since emulators are included in the Android SDK installation, you do not need to
separately install them. However, you cannot use an emulator until you create its
configuration (see How to Set Up an Android Emulator).

To develop for the Android platform, you can use any operating system that is
supported by both JDeveloper and Android.
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For more information, see the "Developer Tools" section of the Android Developers
website at ht t p: // devel oper. androi d. conft ool s/ i ndex. htmi .

2.5.1 How to Install the Android SDK

Android SDK includes development tools that you need to build applications for
Android-powered devices. Since the Android SDK is modular, it allows you to
download components separately depending on your target Android platform and
your application requirements.

When choosing the platform, keep in mind that MAF supports Android 4.0.3 or later.
Before you begin:

Ensure that your environment meets the operating system, JDK version, and hardware
requirements listed in the "Get the Android SDK" section of the Android Developers
website at ht t p: / / devel oper. androi d. conf sdk/ i ndex. ht n .

Note:

Ant and Linux requirements are not applicable to the MAF development
environment; Eclipse might be applicable depending on your IDE of choice.

To install the Android SDK:

1. Download the Android SDK starter package from htt p: //
devel oper. androi d. coni sdk/ i ndex. htni .

2. Complete the installation by following the instructions provided in the "Setting Up
an Existing IDE" section of the Android Developers website at ht t p: //
devel oper. androi d. coni sdk/installing. htm.

Note:

If you are not planning to use Eclipse, skip step 3 in the Android SDK
installation instructions.

2.5.2 How to Set Up an Android-Powered Device

In your MAF application development and deployment, you can use either the
Android device itself, which is preferable for testing (see the "Testing MAF
Applications" section in Developing Mobile Applications with Oracle Mobile Application
Framework), or an emulator (see How to Set Up an Android Emulator.).

For information on how to set up the Android-powered device, follow the instructions
from the "Using Hardware Devices" section of the Android Developers website at
http://devel oper. androi d. com t ool s/ device. htm .

Note:

You might experience issues when using USB connectivity for the device-
based debugging. For more information, see the "Testing and Debugging MAF
Applications" chapter in Developing Mobile Applications with Oracle Mobile
Application Framework.
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Your target Android-powered device might not be listed in the USB device
driver's. i nf file, resulting in the failure to install the Android Debug Bridge (ADB).
You can eliminate this issue as follows:

1. Find the correct values for your device.

2. Update the [ Googl e. NXx86] and [ Googl e. NTand64] sections of the
androi d_wi nusb. i nf file.

For more information, see the "Google USB Driver" section of the Android Developers
website at ht t p: / / devel oper. androi d. com sdk/w n-usb. htni .

2.5.3 How to Set Up an Android Emulator

In your MAF application development and deployment, you can use either the
Android device itself (see How to Set Up an Android-Powered Device) or its emulator.
Deploying to an emulator is usually much faster than deploying to a device, and it
also means that you do not have to sign the application first.

For information on how to create an emulator configuration called Android Virtual
Device (AVD), follow the instructions from the "Managing Virtual Devices" section of
the Android Developers website at ht t p: / / devel oper. andr oi d. coni t ool s/
devi ces/ i ndex. ht M . When creating an AVD through the Create New Android
Virtual Device dialog (see "Managing AVDs with AVD Manager" at htt p: //

devel oper. andr oi d. coni t ool s/ devi ces/ managi ng- avds. ht m ), review all
the settings to ensure that configuration matches what you are planning to emulate. In
particular, you should verify the following:

* The Target field should define the desired Android platform level for proper
emulation.

e The CPU/ABI field should reflect the ARM or Intel Atom system image (see
Configuring AVD for Intel HAXM).

¢ The SD card field should be defined based on whether the application uploads files
or files install themselves to the SD card.

® Default settings for the Hardware field (see the "Hardware Options" table at
http://devel oper. androi d. com t ool s/ devi ces/ nanagi ng-
avds. ht m #har dwar eopt s) should be acceptable for a typical MAF application.
For additional hardware capabilities you may want to use in your application, such
as cameras or geolocation services, create new properties.

You need to create an AVD for each Android platform on which you are planning to
test your application.

For information on how to use the emulator, see the "Using the Android Emulator"
section in the Android Developers website at ht t p: / / devel oper . andr oi d. com
t ool s/ devi ces/ enul ator. htm .

2.5.3.1 Configuring the Android Emulator

After the basic Android emulator setup is complete, you may choose to perform the
following configurations:

® Save the emulator state (see Saving the Emulator State)

* Create, save, and reuse the SD card (see Creating_ Saving_ and Reusing the SD
Card)
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* Configure the network (see Configuring the Network)

¢ Configure the network proxy (see Configuring the Network Proxy)

2.5.3.1.1 Saving the Emulator State

You can reduce the emulator's load time by saving the emulator state or reusing the
saved state. To do so, you manipulate the avd files or folders that are located in the C:
\ User s\ user nare\ . andr oi d\ avd directory (on a Windows computer). Each avd
folder contains several files, such as user dat a. i ng, user dat a. gemnu. i ng, and
cache. i ng. You can copy the cache. i ng file to another emulator's avd folder to use
that state with another emulator.

Alternatively, you can use the command line to run relevant commands, such as, for
example, - snapshot - | i st, - no- snapst or age, and so on. You can access these
commands through enul at or - hel p command.

Caution:

When using this utility, keep in mind that in the process of loading, all
contents of the system, including the user data and SD card images, will be
overwritten with the contents they held when the snapshot was made. Unless
saved in a different snapshot, any changes will be lost.

2.5.3.1.2 Creating, Saving, and Reusing the SD Card

The "SD Card Emulation" section of the Android Developers website at ht t p: //
devel oper. androi d. coni t ool s/ devi ces/ ermul at or . ht m #sdcar d lists
reasons for creating, saving, and reusing the SD card. You can perform these
operations by executing the following commands:

e To create an SD card:

C:\android sdk directory\tool s>nksdcard -1 SD500M 500M C: \ Andr oi d\ sd500m i ng

¢ To list existing AVDs:

C:\android sdk directory\tool s>android |ist avd

This produces a listing similar to the following;:

Nane: Andr oi dEnul ator 1

Device: Nexus S (Google)

Pat h: C:\ User s\ user nane\. andr oi d\ avd\ Andr oi dEnul at or 1. avd
Target: Android 4.2.2 (APl level 17)

Tag/ ABI . defaul t/x86

Ski n: 480x800

Nane: Andr oi dEnul at or 2

Device: Nexus S (Google)

Pat h: C:.\ User s\ user nane\. andr oi d\ avd\ Andr oi dEnul at or 2. avd
Target: Android 4.2.2 (APl level 17)

Tag/ ABI . defaul t/arneabi-v7a

Ski n: 480x800

Sdcard: 500M

e To start the AndroidEmulator2 with the SD card that has just been created:

C:\ Androi d\ androi d sdk directory\tool s>enul ator -avd Androi dEmul ator2 -sdcard C
\ Andr oi d\ sd500m i ng
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¢ To list the running Android emulator instances:

C:\ Androi d\androi d sdk directory\platformtool s>adb devices

¢ To copy a test image to the SD card (this requires the emulator to restart):

C:\ Andr oi d\ sdk\ pl at f or m t ool s>adb push test.png sdcard/ Pictures
85 KB/'s (1494 bytes in 0.017s)

For more information, see the Android Tools Help at ht t p: //
devel oper. androi d. coni t ool s/ hel p/index. htm .

2.5.3.1.3 Configuring the Network

From the Android emulator, you can access your host computer through the 10.0.2.2
IP. To connect to the emulator from the host computer, you have to execute the adb
command from a command line on your development computer or from a script to set
up the port forwarding.

To forward socket connections, execute
adb forward | ocal renote

using the following forward specifications:

e tcp:port

| ocal abstract: uni x donmai n socket nane

e | ocal reserved: uni x donmi n socket name

| ocal fil esystem uni x donai n socket nane

dev: char acter devi ce nane
e jdwp: process pid (remote only)

For example, an arbitrary client can request connection to a server running on the
emulator at port 55000 as follows:

adb -e forward tcp: 8555 tcp: 55000

In this example, from the host computer, the client would connect to | ocal host :
8555 and communicate through that socket.

For more information, see the "Android Debug Bridge" section in the Android
Developers website at ht t p: / / devel oper. andr oi d. coni t ool s/ hel p/
adb. htm .

2.5.3.1.4 Configuring the Network Proxy

If your development computer is behind a corporate firewall, you might need to
configure a proxy by using one of the following techniques:

1. Execute this command to start the emulator and initiate its connection with the
browser:

emul ator -avd nyavd -http-proxy nyproxy
2. Start the emulator and then use its Settings utility as follows:
a. Select Wireless & Networks

b. Select Mobile Networks > Access Point Names
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c. Select the appropriate internet option

d. Set the proxy, port, username, and password using the Edit access point list

2.5.3.2 Speeding Up the Android Emulator

The Intel Hardware Accelerated Execution Manager (Intel HAXM) is designed to
accelerate the Android-powered device emulator by making use of Intel drivers.

The Intel HAXM is available for computers running Microsoft Windows, Mac OS X,
and a separate kernel-based virtual machine option (KRM) for Linux. See ht t p: //
software.intel.conlen-us/android/articles/intel-hardware-

accel er at ed- execut i on- manager to access installation guides and detailed
descriptions of system requirements for each operating system.

Regardless of which operating system your development computer is running on, it
must have the following:

e Version 17 or later of the Android SDK installed (see How to Install the Android
SDK).

Note:

Currently, the recommended version for MAF development is 21.

¢ Intel processor with support for Intel VT-x, EM64T and Execute Disable (XD) Bit
functionality at the BIOS level.

e Atleast 1 GB of available RAM.

To download the Intel HAXM, either use the Android SDK Manager (see Speeding Up
the Android Emulator on Intel Architecture) or use the following Intel locations:

e Download for Microsoft Windows
e Download for Mac OS X

e Download for Linux

To install the Intel HAXM, follow the steps described in the "Speeding Up the Android
Emulator on Intel Architecture" article available atht t p: //
software.intel.confen-us/android/articl es/speedi ng-up-the-

andr oi d-enul at or-on-i ntel -archi tect ure. Itis particularly important to
configure AVD (see Configuring AVD for Intel HAXM).

If your development computer is running either Microsoft Windows 8.1 or later, or
Mac OS X 10.9.n or later, you have to apply a Hotfix provided by Intel before using the
emulator with the Intel HAXM.

Note:

If you do not apply the Hotfix, your computer will freeze and you will lose
your work.

To download the Hotfix, use the following locations:

e Download for Microsoft Windows
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e Download for Mac OS X

For more information, see the following:

¢ Installation Guide and System Requirements - Windows

o Installation Guide and System Requirements - Mac OS X

¢ Installation Guide and System Requirements - Linux

2.5.3.2.1 Configuring AVD for Intel HAXM

When enabling the Intel HAXM, ensure that you download the Intel system image for
the Android API level using the Android SDK Manager (see Figure 2-4). The following
steps described in Speeding Up the Android Emulator on Intel Architecture guide you
through the configuration process:

e After you have installed the Android SDK, open the SDK Manager and then find
the Intel HAXM in the extras section.

* Select Intel x86 Emulator Accelerator (HAXM) and click Install packages.

Once you have installed the package, the status changes to Installed, which is not
accurate: the SDK only copies the Intel HAXM executable on your computer; you
have to manually install the executable.

Figure 2-4 Downloading Intel System Image in Android SDK Manager

Android SDK Manager

SDK Path: /Volumes/Disk02/Oraclefadt-bundle-mac-x86_64-20130219/sdk
Packages
i: Narﬂ?mmm [ Rev. Status
__|Extras
8 Android Support Repository 4 & Not installed
v &8 Android Support Library 12§ Update available:
(8 Google AdMob Ads SDK 11 ¥ Not installed
8 Google Analytics App Tracking SDK 3 + Not installed
(8 [Deprecated] Google Cloud Messaging for An 3 Shinstalled
8 Google Play services for Froyo 12 ¥ Not installed
(8 Google Play services 14 & Not installed
[ Google Repository 5 + Not installed
8 Coogle Play APK Expansion Library 3 + Not installed
Bl Coogle Play Billing Library 5 + Not installed
8 Coogle Play Licensing Library 2 + Not installed
i Google USB Driver 8 ¥ Not compatible w
E Google Web Driver ry « Not installed |
] Elntel x86 Emulator Accelerator (HAXM) 3 ~hinstalled |
show: [V Updates/New [V Installed | Obsolete Select New or Updates Install 11
Sort by: (*) APl level (") Repository Deselect All Delete 3 |

Done loading packages.
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* To install the Intel HAXM executable, depending on your development platform
search your hard drive for one of the following:

— On Windows, search for | nt el Haxm exe

— On Mac OS X, search for | nt el Haxm dng

If you accepted default settings, the executable should be located at C: \ Pr ogr am
Fi | es\ Andr oi d\ andr oi d- sdk\ extras\ | ntel

\ Har dwar e_Accel er at ed_Executi on_Manager\ | nt el Haxm exe on
Windows.

The Intel HAXM only functions in combination with one of the Intel Atom processor
x86 system images, which are available for Android 2.3.3 (API 10), 4.0.3 (API 15), 4.1.2
(API16),4.2.2 (AP117), 4.4 (AP119), 4.4W (API 20), 5.0 (API 21). These system images
can be installed exactly like the ARM-based images through the Android SDK
Manager.

Figure 2-5 Installing Intel Atom System Image
Android SDK Manager

SDK Path: /Volumes/Disk02/Oraclefadt-bundle-mac-x86_64-20130219/sdk

Packages
B Mame APl Rewv.  Status
¥ Intel x86 Atom System Image 19 1 + Not installed
& Google APIs 19 2 + Not installed
E) Sources for Android SDK 19 2 « Not installed
F 2l Android 4.3 (API 18)
¥ [zl Android 4.2.2 (APl 17)
% SDK Platform 17 2 Sinstalled
& Samples for SDK 17 1 ¥ Not installed
» ARM EABI v7a System Image 17 2___ghinstalled
54 w Intel x86 Atom System Image 17 1 & Not installed
» M.Fmi'srem Image 17 1 + Not installed
&L Google APls 17 3 + Not installed
[E) Sources for Android SDK 17 1 + Not installed
k2] Android 4.1.2 (AP 16)
k[ z) Android 4.0.3 (APl 15)
k2 Android 4.0 (APl 14)
show: [v Updates/New (v Installed | Obsolete Select New or Updates Install 5 packages...
Sort by: (=) APl level () Repository Dasalact Al Delete 3 packages...

Done loading packages.
To complete the process, use the AVD Manager to create a new virtual device that has

hardware-accelerated emulation by selecting Intel Atom (x86) as the CPU/ABI, (see
Figure 2-6).
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Note:

This option appears in the list only if you have the Intel x86 system image
installed.

Figure 2-6 Creating Accelerated AVD

t Android Virtual Device

=

AVD Name: IntelAVD
Device: Mexus 5 (4.0, 480 x 800: hdpi) :
Targer: Android 4.2.2 = APl Level 17 :
CPU/SAEBI: Intel Atom (x86) :
Keyboard: v Hardware keyboard present
Skin: v Display a skin with hardware controls
Front Camera: Mone :
Back Camera: Mone .
Memory Options: RAM: 343 VM Heap: 32
Internal Storage: 200 MiB :
5D Card:

* | Size: MiB H

) File: Browse
Emulation Options: Snapshot Use Host GPU

-~

Crverride the existing AVD with the same name

Cancel QK

2.6 Testing the Environment Setup

You can test your environment setup as follows:

1. InJDeveloper, open the HelloWorld sample application by selecting the
Hel | oWbr | d. j ws file (see the "Mobile Application Framework Sample
Applications" appendix in Developing Mobile Applications with Oracle Mobile
Application Framework).
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2. Select Application > Deploy from the main menu.

For more information, see the "Deploying Mobile Applications" chapter in
Developing Mobile Applications with Oracle Mobile Application Framework.

3. From the drop-down menu, select the deployment profile for the platform to which
you wish to deploy the application.

4. Since using an iOS-powered device simulator or Android-powered device
emulator to test the environment setup is preferable because it does not require
signing of the application, you should select one of the following deployment
actions using the Deploy dialog:

e For iOS, select Deploy application to simulator, as Figure 2-7 shows.

Figure 2-7 Selecting Deployment Action for iOS

Deployment Action

};-\ Deployment Action | Select a deployment action from the list below,
T

|
i SUMmary Deploy application to simulator
Deploy to distribution package

Deploy to Tunes for synchronization to device

Deploy the mobile application to an i05 simulator,

Help Mext = Einish Cance

* For Android, select Deploy application to emulator, as Figure 2-8 shows.
Ensure that the emulator is running before you start the deployment.
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Figure 2-8 Selecting Deployment Action for Android

£y Deploy ANDROID MOBILE_MATIVE archivel

Deployment Action

};-\ Deployment Action | Select a deployment action from the list below,
T

|
i SUMmary Deploy application to device
Deploy application to emulator
Deploy application to package

Deploy the mobile application to an Android device connected to the developmer

Help Mext = Finish

5. Click Next on the Deploy dialog to verify the Summary page, and then click Finish.

For more information, see one of the following sections in Developing Mobile
Applications with Oracle Mobile Application Framework:

* "How to Deploy an iOS Application to an iOS Simulator"

¢ "How to Deploy an Android Application to an Android Emulator”
For more information on deployment, see the "Deploying Mobile Applications"
chapter in Developing Mobile Applications with Oracle Mobile Application Framework

After a successful deployment (which might take a few minutes), your iOS-powered
device simulator or Android-powered device emulator will display the HelloWorld
application icon that you have to activate to launch the application.
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Migrating Your Application to MAF 2.2.1

This chapter provides information that you may need to know if you migrate an
application created using an earlier release of MAF to MAF 2.2.1.

This chapter includes the following sections:

* Migrating an Application to MAF 2.2.1

® Security Changes in Release 2.2.1 of MAF

¢ Maintaining Separate Environments for MAF 2.2.1 and MAF 2.2.0

e Migrating MAF Applications that Use Customer URL Schemes to Invoke Other
Applications

e Migrating to JDK 8 in MAF 2.2.1

* Migrating Cordova Plugins from Earlier Releases to MAF 2.2.1

e Migrating ADF Mobile Applications

¢ Configuring your Migrated MAF Application to Use the Full Screen on iOS Devices

¢ Retaining Legacy Behavior When Navigating a MAF Application Using Android’s
Back Button

* Migrating to New cacerts File for SSL in MAF 2.2.1

3.1 Migrating an Application to MAF 2.2.1

MATF enables App Transport Security (ATS) by default for applications that you
migrate to this release. For more information, see Security Changes in Release 2.2.1 of
MAF. If your migrated application uses URL schemes to invoke other applications,
configure the migrated application as described in Migrating MAF Applications that
Use Customer URL Schemes to Invoke Other Applications.

The MAF 2.1.0 release introduced significant changes described in this chapter. Use
the information in this chapter if you migrate an application created in a pre-MAF
2.1.0 release to MAF 2.2.1.

MAF 2.1.0 used newer versions of Apache Cordova and Java. It also changed the way
that JDeveloper registered plugins in your MAF application. For SSL, it delivered a
cacer t s file that contains new CA root certificates.

If you migrate an application to MAF 2.2.1 that was created in MAF 2.1.0 or previously
migrated to MAF 2.1.0, MAF will have made already made the changes required by
migration to JDK 8, management of Cordova plugins, and a new cacer t s file.

Read the subsequent sections in this chapter that describe how these changes impact
the migration of your MAF application to MAF 2.1.0 or later.
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Finally, MAF 2.1.0 delivered an updated SQLite database and JDBC driver. Review,
and migrate as necessary, any code in your migrated MAF application that connects to
the SQLite database. For more information about how to connect to the SQLite
database, see the "Using the Local SQLite Database" section in the Developing Mobile
Applications with Oracle Mobile Application Framework.

After you migrate your application to this release, invoke JDeveloper’s Clean All
command. This cleans your application of build artifacts from builds prior to
migrating to this release. To do this, click Build > Clean All from JDeveloper's main
menu.

3.2 Security Changes in Release 2.2.1 of MAF

Starting with MAF 2.2.1, use of HTTPS with TLS 1.2 for all connections to the server
from MAF applications on iOS is required. Any MAF application that uses non-
HTTPS connections and an SSL version lower than TLS1.2 will fail to run on iOS. MAF
enforces this behavior to meet Apple iOS 9’s requirement to use App Transport
Security (ATS) that requires use of HTTPS with TLS 1.2. You can disable use of ATS, as
described below.

MATF applications also adhere to the default behavior enforced by Java 8’s JVM to use
the latest SSL version and cipher suites. While we encourage you to upgrade your
servers to use these later versions, you can configure your MAF application to work
around SSL errors you may encounter by using servers with older SSL versions, as
described below.

Disabling App Transport Security for MAF Applications on iOS Devices

MATF applications that you migrate to this release of MAF enable ATS by default. You
can disable ATS in your MAF application as follows:

1. InJDeveloper, choose Application > Application Properties > Deployment.
2. In the Deployment page, double-click the iOS deployment profile.
3. Choose iOS Options.

4. Select Disable Application Transport Security and click OK.
SSL Configuration Changes

Customers who use SSL versions lower than TLS 1.2, deprecated cipher suites or
deprecated encryption algorithms will see SSL errors like "i nval i d ci pher
suite”, "cl ose notify","TLS error", and so on. Java 8 enforces use of the latest
SSL version and cipher suites. It disables use of insecure SSL versions by default. We
encourage you to update your servers to use the later SSL version. If this is not
possible, you can use the following configuration to work around the SSL errors just

described:

1. Update maf . properti es file with the version of SSL that you want to use. For
example, add the following entry to the maf . properti es file to use TLS 1:

j ava. commandl i ne. ar gunent =- Dht t ps. pr ot ocol s=TLSv1

2. Update maf . properti es file with the full list of cipher suites required by the
application. For the list of cipher suites that Java supports, see the Cipher Suites
section on this page.

For example, to enable SSL_RSA W TH_RCA4_128_MD5, add the following:
j ava. commandl i ne. argunent =-D SSL_RSA W TH RC4 128 MD5
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3. Update thej ava. securi ty file to enable deprecated algorithms. Existing MAF
applications will not have this file so create a new empty MAF application and
copy the j ava. securi ty file created in the new MAF application’s /
resour ces/ security to the same directory in the existing application.

For example, the RC4 algorithm is disabled by default per the following entry in
thej ava. securi ty file:

jdk.tls.disabl edAl gorithns=SSLv3, RC4, DH keySi ze < 768

If you use a cipher suite that requires the RC4 algorithm, such as

SSL_RSA W TH_RCA4_128_MD5, an error is thrown at runtime while establishing
the SSL connection. To work around this, change the j ava. securi ty entry as
follows to enable the RC4 algorithm:

jdk.tls.disabl edAl gorithns=SSLv3, DH keySi ze < 768

3.3 Maintaining Separate Environments for MAF 2.2.1 and MAF 2.2.0

You can create two MAF development environments where you install two different
versions of Xcode and two instances of JDeveloper on the same machine. Post
installation, you manually activate the version of Xcode you want to use. JDeveloper
uses the currently-active instance of Xcode.

MAF 2.2.1 requires Xcode 7.x. If you want to maintain one development environment
only (for MAF 2.2.1), install or upgrade to Xcode 7.x, as described in How to Install
Xcode and iOS SDK. Once you install or upgrade to Xcode 7.x, make sure to start it so
that you accept the license agreements. Failure to do this may cause deployment errors
when JDeveloper attempts to deploy a MAF 2.2.1 application to iOS. With this
installation, Xcode 7.x replaces Xcode 6.x. No other changes are required, since
JDeveloper will now use the active Xcode installation.

If you want to maintain separate development environments for MAF 2.2.1 (using
Xcode 7.x) and MAF 2.2 (using Xcode 6.x), you can install both Xcode 6.x and Xcode
7.x on the same machine where you install separate JDeveloper environments for MAF
2.2 and MAF 2.2.1. See the following procedures for information about how you can
accomplish this task.

For a complete list of supported versions of development and runtime tools, see
Oracle Mobile Application Framework Certification Matrix by following the
Certification Information link on the MAF documentation page at http://
www.oracle.com/technetwork/developer-tools/maf/documentation/.

How To Maintain Separate JDeveloper Environments for MAF 2.2.1 and 2.2.0

To maintain separate JDeveloper environments for MAF 2.2.0 and 2.2.1:

1. Install a new instance of JDeveloper for MAF 2.2.1, so that you have one instance of
JDeveloper for each version of MAF. That is, your preexisting JDeveloper
installation for MAF 2.2.0 and a new installation of JDeveloper for MAF 2.2.1, as
shown in the following example:

[usrdir/Oracl e/ M ddl ewar e/ Oracl e_Hone/ maf 221/ j devel oper

In the Installation Complete screen of the Installation wizard, select the Finish
Installation without Starting JDeveloper radio button under the Next Steps field.
You need to configure the j dev. conf file before you start JDeveloper, as
described in the next step.
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2. Before you start the JDeveloper instance for MAF 2.2.1 after installation, review its
j dev. conf file to make sure that the system folder for the new installation points
to a different location to that used for the preexisting JDeveloper installation for
MAF 2.2.0. Also verify that the Set JavaHone variable in the j dev. conf file
references JDK 7. This release of MAF requires JDK 8 to compile, but you install
JDeveloper using JDK 7, as described in Introduction to Installing the MAF
Extension with JDeveloper.

The j dev. conf fileisin the/usrdir/ Oracl e/ M ddl ewar e/ O acl e_Hone/
maf 221/ j devel oper/ j dev/ bi n directory

The following example shows entries for a JDeveloper installation used for MAF
2.2.1 development. Review the j dev. conf file in the JDeveloper installation that
you use for MAF 2.2.0 development to make sure that you use a different value for
the system folder in the MAF 2.2.1 installation.

# Point -Dide.systemdir variable to the fol der where JDevel oper extracts its
system fol der.

AddVMOpt i on - Di de. system dir=/usrdir/ O acl e/ M ddl ewar e/ O acl e_Hone/ maf 221/

j devel oper

# SetJavaHome variabl e nust point to the JDK 1.7 Hone
Set JavaHome /Li brary/ Java/ JavaVi rtual Machi nes/j dk1. 7. 0_79. j dk/ Cont ent s/ Hone

These entries make sure that the system folders of both JDeveloper installations are
in different locations and, as a result, you do not inadvertently overwrite content in
one environment while using another.

How To Maintain Separate Xcode 7.x and Xcode 6.x Installations
To maintain separate Xcode 7.x and Xcode 6.x installations:

1. Rename the preexisting Xcode.app installation for Xcode 6.x (For example,
Xcode6. app.)

2. Install Xcode 7.x from the Apple App Store, as described in How to Install Xcode
and iOS SDK. Make sure that you install, not update, Xcode from the Apple App
Store.

3. Once you install Xcode 7.x, make sure to start it so that you accept the license
agreements.

After installation, verify that you have the following Xcode installations in your
Applications location:

Xcode 7.x installation:
[ Appl i cations/ Xcode. app

Xcode 6.x installation:
[ Appl i cations/ Xcode6. app

4. Once the two versions of Xcode have been installed, you must manually control
which Xcode installation is active at any given time. Use the xcode- sel ect
command in a terminal window to perform this procedure, as shown in the
following examples:

/1 To make Xcode 7.x active:
sudo xcode-select -s /Applications/ Xcode. app

/1 To nmake Xcode 6 active:
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sudo xcode-select -s /Applications/ Xcode6. app

[/ To determine which instance of Xcode is currently active:
xcode-sel ect --print-path

3.4 Migrating MAF Applications that Use Customer URL Schemes to
Invoke Other Applications

If the application you migrate to MAF 2.2.1 uses a custom URL scheme to invoke
another application, add the scheme(s) to the Allowed Scheme list in the Security
page of the maf - appl i cati on. xm file’s overview editor.

This change addresses iOS 9’s requirement that applications declare any URL schemes
they use to invoke other applications. Click the Add icon in the Allow Schemes section
of the Security page to add the custom URL scheme, as shown in Figure 3-1.

Figure 3-1 Registering a Custom URL Scheme that a MAF Applications Use to
Invoke Another Application

r S Allowed Schemes Insert Allowed Scheme

List the URL schemes that al bs this list.

Allowed Scheme:

appl

3.5 Migrating to JDK 8 in MAF 2.2.1

MATF applications that you create in MAF 2.1.0 and later use JDK 8. You specify the
location of your JDK 8 installation the first time you start JDeveloper after installing
the MAF extension, as described in Installing the MAF Extension in JDeveloper.

If you migrate a MAF application that compiled with an earlier version of Java, note
that MAF 2.1.0 and later requires JDK 8 and compiles applications using the Java SE
Embedded 8 compact2 profile. When you open an application that you migrated from
a pre-MAF 2.1.0 release in MAF 2.2.1 for the first time, JDeveloper makes the following
changes:

* Renames the configuration file that specifies the startup parameters of the JVM
from cvm properties tomaf . properti es. For more information about the
maf . properti es file, see the "How to Enable Debugging of Java Code and
JavaScript" section in Developing Mobile Applications with Oracle Mobile Application
Framework.

* Replaces instances (if any) of the following import statement in the application's
Java source files:

comsun. util.logging
With:
java.util.logging

* Replaces the following entries in the application's | 0oggi ng. pr operti es file

. handl ers=com sun. util .| oggi ng. Consol eHandl er
.formatter=com sun. util.loggi ng. Si npl eFor matter

With:
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. handl ers=j ava. util .l oggi ng. Consol eHandl er
.formatter=java. util.logging. Sinpl eFormatter

For more information about the | oggi ng. properti es file, see the "How to
Configure Logging Using the Properties File" section in Developing Mobile
Applications with Oracle Mobile Application Framework.

3.6 Migrating Cordova Plugins from Earlier Releases to MAF 2.2.1

MATF applications developed using earlier releases of MAF (prior to MAF 2.1.0)
registered plugins in the maf - appl i cat i on file. Release MAF 2.1.0 and later
registers plugins in the maf - pl ugi ns. xm file. J]Developer makes the following
changes to an application from an earlier release that uses plugins when you migrate
the application:

¢ Comments out entries in the maf - appl i cati on. xml file that referenced plugins.
For example, JDeveloper comments out entries such as the following:

<!'--<adf nf: cordovaPl ugi ns>
<adf nf: plugin fullyQualifiedName="BarcodeScanner"
i mpl ement ati onCl ass="com phonegap. pl ugi ns.
bar codescanner. Bar codeScanner” pl at f or m=" Andr oi d"
name="Bar codeScanner ">

</ adf nf: cordovaPl ugi ns>-->

* Registers the plugin in the maf - pl ugi ns. xm file, as shown in the following
example:

<cor dova- pl ugi ns>

<cordova-plugin id="c3" pluginld="org.apache. cordova. bar codeScanner" >
<platformid="p3" name="ios" enabl ed="true"/>
<platformid="p4" name="android" enabl ed="fal se"/>
</ cordova- pl ugi n>
</ cordova- pl ugi ns>

To complete the migration and make sure that your migrated MAF application can use
the plugins it used previously, verify that the:

¢ Version of the plugin is supported by MAF.
MAF applications in 2.2.1 use Cordova 3.7.2 on Android and Cordova 3.8.0 on iOS.

Obtain a newer version of the plugin if the plugin was created using an earlier
release of Cordova than that used by the current release of MAF.

* Set the relative path to the plugin so that the MAF application's maf -
pl ugi ns. xm file correctly references the plugin. For more information, see the
"Registering Additional Plugins in Your MAF Application" section in Developing
Mobile Applications with Oracle Mobile Application Framework.

If the maf - pl ugi ns. xn1 file does not correctly reference a plugin using a relative
path, the overview editor for the maf - appl i cati on. xni file's Path* field which
requires a value is empty and the maf - pl ugi ns. xm displays a validation failure,
as shown in Figure 3-2.
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Figure 3-2 MAF Application that Does Not Specify Path to Plugin

maf-application. xml

Application
- Core Plugins
Plugins

Feature References = Additional Plugins

Register any additional plugins required by your application. Adding a plugin will register it in maf-plugins. xml.

Preferences
Security
Flugins:
Plugin Id
BarcodeScanner

Mame

org.apache.cordova. barcodeScanner

Indicate which platforms to enable the plugin for;

[] Android
05

ﬂ rmaf-plugins.xml - Editor
maf-plugins. xml
Q- Find %

<?xml wversion="1.0" encoding="UTF-
E<maf-plugins xmlns:xsi="http:// W
= <cordova-plugins>
= <cordova-plugin id="c2" plugir
<platform id="pl" name="and:

bl

</cordova-plugin
= <cordova-plugin id="c3" plugir
<platform id="p3" name="ios"
<platform id="pd4" name="and:i
</cordova-plugin
</cordova-plugins:
</maf-plugins>
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<core-cordova-plugin id="cl" g ':E’

<platform id="p2" name="ics" @

[ s Ry

<cordova-plugins>

__} Required attribute "path’ missing
®  Add Attribute 'path’
Suppress "Required Attribute Missing" By JDeveloper Mame (Suppress Proc
@ Could not find the plugina<ml file for the Cordova plugin. Please sy

suppress "Invalid Flugin Path" By JDeveloper Mame (Suppress Processing I

<core-cordova-plugin id="cl™ pluginld="crg.apache.cc

<cordova-plugin id="c

5w

2" pluginld="BarcodeScanner">

<platform id="pl"™ name="android"” ensbled="true"/>

<platform id="p

5w
L

name="ig3" enabled="Ifalse" />

MAF automatically migrates the configuration of applications written in Versions
11.1.2.3.0 and 11.1.2.4.0 of ADF Mobile. After you open the workspace (. j ws) file of an
ADF Mobile application, MAF alerts you that the application is not the current version
by presenting the Open Warning dialog (illustrated in Figure 3-3), that prompts you to
continue with the migration, or dismiss the dialog and close the file.
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Figure 3-3 Open Warning Dialog

Open Warning
You are about to migrate the application C:UDeveloperimyworkmaobileApp 1'mobileApp 1.jws to IDeveloper version
! 12.1.3.0.0 file format. This operation will also migrate all projects contained in the application.
Once the application and its contents are migrated, you will not be able to open the application or its projects using ;
release, You may want to badk up the application contents before proceeding,
Do you want to migrate these files?
Help Yes

MATF writes the status of the migration to the Log window, as illustrated by Figure 3-4.
The migration process also logs the following warning if it detects that the application
to migrate uses the old configuration service APL

The MAF 2.0 Configuration Service APl is not backwards conpatible with previous
versions and cannot be migrated automatically. Refer to Section 9.3 "Mgrating
the Configuration Service API" in Oracle Fusion M ddl eware Devel opi ng Mbile
Applications with Oracle Mbile Application Framework 2.0. for information on
mgrating to the new API.

For more information, see the "Migrating the Configuration Service" section in
Developing Mobile Applications with Oracle Mobile Application Framework.

Figure 3-4 Migration Log
0

Mezzages - Log

Mar 1Z, 2014 12:50:25 PM oracle.security.jps.util. JpsUtil disableludit

INFD: JpsUtil: isAuditDisabled set to true

[12-50:41 PM] Migration started.

Mar 12, 2014 12:50:42 PM oracle_adfdtinternal model  adapter webservice.utils WSMPolicyUti

migrateWSConnections

INFO: W5MPolicyUtil: No Webkservice connection to migrate.

Mar 12, 2014 12:50:4Z2 PM oracle.adfmf.framework.dt . migration.2pplicationMigrator migrate

INFO: Mobile application migration: granted all Device Acoccess permissions in adfmf-applic

revoke permissions not required by your application.

Mar 12, 2014 12:50:43 PM cracle.adfmf.framework.dt . migration.fpplicationMigrator migrate

INFO: Mobile application migration: migrated credentials for

C:%JDeveloper'mywork\mobkilelfppl \ViewController\ sreWMETA-THF adfmf-feature _xml -

Mar 1Z, 2014 12:50:43 PM oracle_adfmf framework._dt _ migration_ipplicationMigrator

_addiuthenticationModeInConnections

INFO: Mobkile application migration: migrated connections_xml to add authenticationMode wk

Mar 12, 2014 12:50:43 PM coracle.adfmf.framework.dt . migration.2pplicationMigrator migrate

INFO: Mobile application migration: added sync-config.xml to the application.

Migration successfully completed for the following file(s):
C:h\JDevelopermywork'\mobilefppl\mobilefppl . jws
C:hvJDeveloper'mywork'\mobilelppl\ApplicationControllerhApplicationController . jpr
C-hvJDevelopermywork'\mobkilelppl \ViewController\WiewController  jpr

[12-50:44 PM] Migration fimished.
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3.7.1 What Happens When You Migrate an ADF Mobile Application

Table 3-1 describes how migration affects ADF Mobile artifacts.

Table 3-1 Migration of ADF Mobile Artifacts and Configuration

File Name Change

adf nf - f eature. xm The migration makes the following changes:

e Renames the file as maf - f eat ure. xm .

* Replaces the credent i al s attribute with
securityEnabl ed=true.

e Transcribes the cr edent i al s attribute definition (defined
as either | ocal orrenot e) as a hybrid connection
definition (<aut hent i cat i onMbde
val ue="hybri d"/>)in the connecti ons. xm file.

adf nf - The migration renames the file as maf - appl i cati on. xml .
application.xn

connections. xn The migration removes the secure SOAP web service
connections defined by the <pol i cy-r ef er ences> element
from the connecti ons. xm file. These definitions are
populated to the wsm assenbl y. xni file. The migration
creates stub connecti ons. xmM and wsm assenbl y. xml files
if the ADF Mobile application does not include a
connections. xm file. If the ADF Mobile application
includes a connecti ons. xnl that has no web services policy
definitions, then the migration creates a stub wsm assenbl y
file.

adf nf - confi g. xm The migration renames the file as maf - confi g. xm . It also
adds the default skin version for the skin family if the skin
family is the default skin family and the skin version is not
specified. For example, the maf - conf i g. xnml may be modified
to include the following values:

<ski n-fam | y>nobi | eAl t a</skin-fam|y> <skin-
versi on>vl. 1</ ski n-ver si on>

adf nf - ski ns. xn The migration renames the file as maf - ski ns. xm .

The application migrates from the ADF Mobile Framework technology to use the
Mobile Application Framework technology as a project feature. Figure 3-5 shows the
Features page for an application controller project that uses the Mobile Application
Framework technology. Choose Project Properties > Features to view this dialog.
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Figure 3-5 Mobile Application Framework Project Feature

P

Q, Search

[ Project Source Paths

[ ADF Model

----- ADF Task Flows
----- ADF View

[ Ant

[+ Compiler

----- Dependencies
----- Deployment

----- EJB Module

[ Javadoc
----- Java EE Application

----- JSP Tag Libraries
----- JSP Visual Editor

Help

[+ ADF Business Components

ﬂ' Project Properties - ChJDevelopermyworkmobilefppl\ApplicationContrellerApplicationControllerpr

Features
() Use Custom Settings
() Use Project Settings

This project is configured to use these features. Click Recondle to synchronize this list w
project's contents and libraries.

Project Features: EF Re
network-wide distributed environments.
JavaScript

JavaScript is a client-side scripting language implemented as part of web browsers.
Combining elements of procedural and object-oriented languages, JavaScript supports
enhanced user interfaces and dynamic websites.

Mobile Application Framework

Mobile Application Framework (MAF) adds support for the development of an MAF
application.

REST Web Services

REST services are distributed hypertext documents upon which a set of operations ce
be performed.

SOAP Web Services

Web services are application services used in a distributed environment to receive an
process requests, and to return responses based on those requests.

WSDL

0K C

MATF does not override the icon, splash screen, or navigation bar images created for
the ADF Mobile application; the image files within the application controller's

r esour ces file are retained. Likewise, any images used for application features are
also retained.

3.7.1.1 About Migrating Web Service Policy Definitions

MAF stores web service policy definitions in the wsm assenbl y. xm file. ADF
Mobile applications store this information in the connect i ons. xm file. Example 3-1
illustrates or acl e/ wss_user name_t oken_cl i ent _pol i cy by the <pol i cy-

r ef er ences> element in the connecti ons. xm file.
Example 3-2 illustrates the policy defined in the wsm assenbl y. xmi file.
Example 3-1 The connections.xml File

<policy-references xm ns="http://oracle.con adf ">policy-reference category="security"
uri="oracl e/ wss_usernanme_t oken_client_policy"
enabl ed="true"
i d="oracl e/ wss_username_t oken_client_policy" xmns=""/>

</ policy-references>
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Example 3-2 The wsm-assembly.xml File

<wsp: Pol i cyRef erence xm ns: wsp="http://ww. w3. or g/ ns/ ws- pol i cy"
Di gest Al gori thne"htt p: // ww. w3. or g/ ns/ ws- pol i cy/ ShalExc"
URI ="oracl e/ wss_username_t oken_cl i ent _policy"
orawsp: st at us="enabl ed"
orawsp:id="2"/>

3.7.2 What You May Need to Know About FARs in Migrated Applications

MAF does not migrate the adf nf - f eat ure. xnl file packaged within a Feature
Archive (FAR) file. You replace the ADF Mobile FARs used by a migrated application
to make sure that the cr edent i al s attribute has been replaced by

securit yEnabl ed=t r ue in the FAR's maf - f eat ur e. xn file.

After you migrate the application:

1. Choose Application Properties > Libraries and Classpath.
2. Select the FAR and click Remove.

3. Import the FAR containing the migrated view controller.

4. Migrate the ADF Mobile application that contains the view controller project that
was packaged as a FAR.

Note:

A FAR cannot include both an adf nf - f eat ur e. xnl file and a naf -
feature. xm file.

a. Deploy the view controller project as a FAR.

b. Import the FAR into the migrated application.

For more information about how to import a FAR into an application, see the "How to
Use FAR Content in a MAF Application" section of Developing Mobile Applications with
Oracle Mobile Application Framework.

3.8 Configuring your Migrated MAF Application to Use the Full Screen on

iOS Devices

MAF applications that you create using the MAF 2.2.0 release and later use the full
screen by default on devices running iOS 7 or later.

This means that the iOS device’s status bar appears on top of the content rendered by
the MAF application. Content from the MAF application appears overlaid by the
status icons of the status bar, as shown in Figure 3-6. This happens because the iOS
device’s status bar’s background is transparent. In Figure 3-6, a MAF application’s
yellow panel header component appears overlaid by the status bar’s information
about network, time, and battery.

The status bar that renders in an iOS device supports two styles: light and dark. MAF
provides APIs to get and set the status bar style on the iOS device so that it renders
appropriately when the MAF application renders in the background. Apply the light
style to the status bar when the status bar renders on a MAF application with a dark
background. Apply the dark style to the status bar when the status bar renders on a
light background.
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MATF provides the following JavaScript methods to get and set the style of your MAF
application on an iOS device:

adf . nf. api.getStatusBarStyle
adf . nf. api.setStatusBarStyle

function(call back)
function(style, callback)

For more information about these methods, see JSDoc Reference for Oracle Mobile
Application Framework.

MATF also provides the following Java methods in

oracl e. adf nf . f ramewor k. api . Adf nf ContainerUtilities that youcan use
to set the status bar style from a managed bean or lifecycle listener in your MAF
application.

get Stat usBar Styl e()
set Stat usBar Styl e( Adf nf Cont ai ner Uti |l ities. STATUS_BAR STYLE col or)

For more information about these methods, see Java API Reference for Oracle Mobile
Application Framework.

The MAF application ignores these methods on non-iOS devices. For more
information about using Java and JavaScript APIs in your MAF application, see the
"Local HTML and Application Container APIs" appendix in Developing Mobile
Applications with Oracle Mobile Application Framework.

Figure 3-6 MAF Application Using the Full Screen on an iOS Device
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MAF applications migrated to MAF 2.2.1 do not exhibit the just-described behavior.
Instead, the iOS device’s status bar appears above the MAF application. You can
configure a MAF application that you migrate to MAF 2.2.1 to use the full screen on
devices running iOS 7 or later.

3.8.1 How to Configure your Migrated MAF Application to Use an iOS Device’s Full

Screen

You configure a MAF application that you migrate to MAF 2.2.0 to use the full screen
on a device running iOS 7 or later by setting the <f ul | scr eenLayout > element in
the maf - confi g. xm file.

To configure a migrated MAF application to use the full screen on an iOS device:

1. In the Applications window, expand the Application Resources panel.

2. In the Application Resources panel, expand Descriptors and then ADF META-
INF.

3. Double-click the maf-config.xml file

4. In the Structure window, right-click the adfmf-config node and choose Go to
Properties.
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5. In the Properties window, choose f ul | scr een from the fullscreenLayout
dropdown menu.

3.8.2 What Happens When You Configure your Migrated MAF Application to Use an iOS
Device’s Full Screen

JDeveloper writes the entry shown in the following example to the maf - conf i g. xm
file of your migrated MAF application.

Example 3-3 Configuration in maf-config.xml to Render a Migrated MAF
Application on the Full Screen of an iOS Device

<?xm version="1.0" encodi ng="UTF-8" ?>
<adfnf-config xm ns="http://xn ns. oracl e. conf adf / nf/ confi g">

<ful | screenLayout >f ul | screen</ful | screenLayout >
</ adf nf - confi g>

3.9 Retaining Legacy Behavior When Navigating a MAF Application Using
Android’s Back Button

MAF 2.2.0 introduces a change in the way that MAF applications created using this
release respond to usage of the Android system’s Back button. A MAF application that
you created in a previous release and migrate to MAF 2.2.0 or later uses the new
behavior.

Figure 3-7 shows a navigation flow on a MAF application where an end user has
navigated between three application features (Customer, Sales, and Billing) to the
Billing Page 3 page of the Billing application feature.

Figure 3-7 Navigation Flow Between Application Features and Pages in a MAF Application

Prior to Release MAF 2.2.0, the default MAF application behavior in response to an
end user tapping Android’s system Back button on:

* Billing Page 3 was to navigate to the Sales application feature
¢ Sales application feature was to navigate to the Customers application feature

* Customer application feature was to close the MAF application
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In MAF 2.2.0 and later, the default MAF application behavior in response to an end
user tapping Android’s system Back button on:

¢ Billing Page 3 is to navigate to Billing Page 2
¢ Billing Page 2 is to navigate to Billing Page 1

¢ Billing Page 1 is to hibernate the MAF application

You can customize how your MAF application responds to an end user’s tap of the
Android system’s Back button, as described in the “Navigating a MAF Application
Using Android’s Back Button” section of the Developing Mobile Applications with Oracle
Mobile Application Framework.

You can also configure your MAF application to exhibit the pre-MAF 2.2.0 application
behavior (navigate between application features) by setting a property in the maf -
confi g. xm , as described in How to Retain Pre-MAF 2.2.0 Application Behavior in
Response to Usage of Android’s Back Button.

3.9.1 How to Retain Pre-MAF 2.2.0 Application Behavior in Response to Usage of
Android’s Back Button

You configure the | egacyBack element in the maf - confi g. xml file to make your
MAF application exhibit pre-MAF 2.2.0 behavior when an end user taps Android’s
Back button.

To Retain Pre-MAF 2.2.0 Application Behavior in Response to Usage of Android’s
Back Button:

1. In the Applications window, double-click the maf-config.xml file.

By default, this is in the Application Resources pane under the Descriptors and
ADF META-INF nodes.

2. Inthe maf - confi g. xm file, set the value of the | egacyBack elementtot r ue, as
shown in Example 3-4.

Example 3-4 legacyBack element to Retain Pre-MAF 2.2.0 Application Behavior for Usage of Android
Back Button

<?xm version="1.0" encodi ng="UTF-8" ?>
<adfnf-config xm ns="http://xn ns. oracl e. conf adf/nf/config">

<l egacyBack>t rue</ | egacyBack>
</ adf nf - confi g>

3.10 Migrating to New cacerts File for SSL in MAF 2.2.1

MAF 2.1.0 delivered a new cacert s file for use in MAF applications. Make sure that
the cacer t s file packaged in the MAF application that you publish for your end users
to install contains the same CA root certificates as the HTTPS server that end users
connect to when they use your MAF application.

You may need to import new certificates to your MAF application's cacer t s file if
the HTTPS server contains certificates not present in your MAF application's cacert s
file. Similarly, system administrators for the HTTPS servers that your MAF application
connects to may need to import new certificates if your MAF application uses a
certificate not present on the HTTPS server.
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Use JDK 8's keyt ool utility to view and manage the certificates in your MAF
application's cacer t s file. The following example demonstrates how you might use
JDK 8's keyt ool utility to display the list of certificates in a cacert s file:

JDK8i nstal I / bi n/ keytool -list -v -keystoredirPathToCacertsFil e/
cacerts —storepass changeit | grep "lssuer:"

For more information about using the JDK 8's keyt ool utility to manage certificates,
see http://docs. oracl e. coni j avase/ 8/ docs/t echnot es/ t ool s/

#securi ty. For example, to use the keyt ool utility on Windows, see ht t p: / /
docs. oracl e. com j avase/ 8/ docs/ t echnot es/ t ool s/ wi ndows/

keyt ool . ht m . For UNIX-based operating systems, see ht t p: / /

docs. oracl e. com j avase/ 8/ docs/ t echnot es/ t ool s/ uni x/ keyt ool . htm .

For more information about the cacer t s file and using SSL to secure your MAF
application, see the "Supporting SSL" section in Developing Mobile Applications with
Oracle Mobile Application Framework.

Example 3-5 lists the issuers of CA root certificates included in MAF 2.1.0's cacerts
file. Use DK 8's keyt ool utility, as previously described, to manage the certificates in
this file to meet the requirements of the environment where your MAF application will
be used.

Example 3-5 CA Root Certificate Issuers in MAF 2.1.0 cacerts File

I ssuer: ON=DigiCert Assured |ID Root CA, OU=www. digicert.com O=DigiCert Inc, C=US

I ssuer: ONETC TrustCenter Cass 2 CAIl, OUKTC TrustCenter Cass 2 CA, OTC TrustCenter GrbH, C=DE
| ssuer: EMAI LADDRESS=preni um server @hawt e. com CN=Thawte Premnium Server CA, OU=Certification
Services Division, OThawte Consulting cc, L=Cape Town, ST=Western Cape, C=ZA

| ssuer: CON=SwissSign PlatinumCA - @, O=SwissSign AG C=CH

I'ssuer: CON=SwissSign Silver CA- &, O=SwissSign AG C=CH

| ssuer: EMAI LADDRESS=server-certs@hawte.com CN=Thawte Server CA, OU=Certification Services
Division, O=Thawte Consulting cc, L=Cape Town, ST=Wéstern Cape, C=ZA

I ssuer: CON=Equifax Secure eBusiness CA-1, O=Equifax Secure Inc., C=US

I ssuer: CON=SecureTrust CA, O=SecureTrust Corporation, C=US

I ssuer: ON=UTN-USERFirst-Cient Authentication and Email, OU=shttp://www. usertrust.com O=The
USERTRUST Network, L=Salt Lake City, ST=UT, C=US

| ssuer: EMAI LADDRESS=personal - freemai | @hawt e. com CN=Thawte Personal Freemail CA, OU=Certification
Services Division, OThawte Consulting, L=Cape Town, ST=Western Cape, C=ZA

I ssuer: ONEAffirnmlrust Networking, O=Affirnmlrust, C=US

I ssuer: CN=Entrust Root Certification Authority, OU"(c) 2006 Entrust, Inc.", OU=ww. entrust.net/CPS
is incorporated by reference, O="Entrust, Inc.", C=US

I ssuer: ON=UTN- USERFi rst-Hardware, OU=http://www. usertrust.com O=The USERTRUST Network, L=Salt Lake
Gty, ST=UT, C=US

I ssuer: ON=Certum CA, O=Unizeto Sp. z o0.0., C=PL

I ssuer: CONFAddTrust Class 1 CA Root, OU=AddTrust TTP Network, O=AddTrust AB, C=SE

I ssuer: CON=Entrust Root Certification Authority - &, OUK"(c) 2009 Entrust, Inc. - for authorized use
only", OU=See wwv. entrust.net/legal -terns, O="Entrust, Inc.", C=US

I ssuer: OU=Equifax Secure Certificate Authority, O=Equifax, C=US

I ssuer: CN=QuoVadis Root CA 3, O=QuoVadis Limted, C=BM

I ssuer: CN=QuoVadis Root CA 2, O=QuoVadis Limted, C=BM

I ssuer: ON=Digi Cert High Assurance EV Root CA, OU=www. digicert.com O=DigiCert Inc, C=US

| ssuer: EMAI LADDRESS=i nfo@alicert.com CN=http://ww. valicert.com, OU=ValiCert Cass 1 Policy
Validation Authority, O="ValiCert, Inc.", L=ValiCert Validation Network

I ssuer: ON=Equifax Secure G obal eBusiness CA-1, O=Equifax Secure Inc., C=US

I ssuer: CON=GeoTrust Universal CA, O=CGeoTrust Inc., C=US

Issuer: OU=Class 3 Public Primary Certification Authority, O="VeriSign, Inc.", C=US

Issuer: CNethawte Primary Root CA - G3, OU="(c) 2008 thawte, Inc. - For authorized use only",
OUCertification Services Division, C="thawte, Inc.", C=US

Issuer: CNethawte Primary Root CA - &, OU"(c) 2007 thawte, Inc. - For authorized use only",
O="thawte, Inc.", C=US

I ssuer: CON=Deutsche Tel ekom Root CA 2, OU=T-Tel eSec Trust Center, O=Deutsche Tel ekom AG C-=DE
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I ssuer: CN=Buypass Class 3 Root CA, O=Buypass AS-983163327, C=NO

I ssuer: ON=UTN- USERFi rst-(bject, OUshttp://www. usertrust.com O=The USERTRUST Network, L=Salt Lake
Gty, ST=UT, C=US

I ssuer: ON=GeoTrust Primary Certification Authority, O=GeoTrust Inc., C=US

I ssuer: CN=Buypass Class 2 Root CA, O=Buypass AS-983163327, C=NO

I ssuer: CN=Baltinore CyberTrust Code Signing Root, OU=CyberTrust, O=Baltinore, C=IE

Issuer: OU=Class 1 Public Primary Certification Authority, O="VeriSign, Inc.", C=US

I'ssuer: CN=Baltinore CyberTrust Root, OU=CyberTrust, O=Baltinore, C=IE

Issuer: OU=Starfield Class 2 Certification Authority, O="Starfield Technologies, Inc.", C=US

I ssuer: CN=Chambers of Commerce Root, OU=http://wwmv. chanbersign.org, O=AC Canerfirma SA CIF
AB82743287, C=EU

I ssuer: CON=T-Tel eSec G obal Root Cass 3, OUT-Systens Trust Center, O=T-Systens Enterprise Services
GmbH, C=DE

I ssuer: ON=VeriSign Class 3 Public Primary Certification Authority - G5, OU="(c) 2006 VeriSign, Inc.
- For authorized use only", OU=VeriSign Trust Network, O="VeriSign, Inc.", C=US

I ssuer: CON=T-Tel eSec G obal Root Cass 2, OUT-Systens Trust Center, O=T-Systens Enterprise Services
GmbH, C=DE

I ssuer: CON=TC TrustCenter Universal CA |, OU=TC TrustCenter Universal CA, O=TC TrustCenter GmbH, C=DE
I ssuer: ON=VeriSign Class 3 Public Primary Certification Authority - G4, OU="(c) 2007 VeriSign, Inc.
- For authorized use only", OU=VeriSign Trust Network, O="VeriSign, Inc.", C=US

I ssuer: ON=VeriSign Class 3 Public Primary Certification Authority - G, OU="(c) 1999 VeriSign, Inc.
- For authorized use only", OU=VeriSign Trust Network, O="VeriSign, Inc.", C=US

I ssuer: CON=XRanp G obal Certification Authority, O=XRanp Security Services Inc,

OU=www. Xr anpsecurity. com C=US

Issuer: ON=Class 3P Primary CA, O=Certplus, C=FR

I ssuer: ON=Certum Trusted Network CA, OU=Certum Certification Authority, O=Unizeto Technol ogies S. A,
C=PL

Issuer: OU=VeriSign Trust Network, OU="(c) 1998 VeriSign, Inc. - For authorized use only", OJkCass 3
Public Primary Certification Authority - &, O="VeriSign, Inc.", C=US

I ssuer: ON=d obal Si gn, O=@d obal Sign, O&d obal Sign Root CA - R3

I'ssuer: CN=UTN - DATACorp SGC, Ou=http://www. usertrust.com O=The USERTRUST Network, L=Salt Lake
Gty, ST=UT, C=US

I ssuer: OU=Security Communication Root CA2, O="SECOM Trust Systens CO.,LTD.", C=JP

I ssuer: CN=GTE Cyber Trust @ obal Root, OU="GTE CyberTrust Solutions, Inc.", O=GTE Corporation, C=US
I ssuer: OU=Security Communication Root CAl, O=SECOM Trust.net, C=JP

I ssuer: ON=Affirnfrust Commercial, O=Affirnfrust, C=US

I ssuer: ON=TC TrustCenter Class 4 CAll, OKLTC TrustCenter CGass 4 CA, O=TC TrustCenter GrbH, C=DE
I ssuer: ON=Veri Sign Universal Root Certification Authority, OU="(c) 2008 VeriSign, Inc. - For

aut hori zed use only", OU=VeriSign Trust Network, O="VeriSign, Inc.", C=US

I ssuer: ON=d obal Sign, O=@ obal Sign, OkEd obal Sign Root CA - R2

Issuer: CN=Class 2 Primary CA, O=Certplus, C=FR

Issuer: ON=DigiCert G obal Root CA OU=www. digicert.com O=DigiCert Inc, C=US

I ssuer: ON=G obal Sign Root CA, OU=Root CA, O=G obal Sign nv-sa, C=BE

Issuer: CNethawte Primary Root CA, OU="(c) 2006 thawte, Inc. - For authorized use only",
OUCertification Services Division, C="thawte, Inc.", C=US

Issuer: CN=Starfield Root Certificate Authority - &, O="Starfield Technologies, Inc.", L=Scottsdale,
ST=Ari zona, C=US

| ssuer: ON=GeoTrust G obal CA, O=GeoTrust Inc., C=US

I ssuer: CN=Sonera C ass2 CA O=Sonera, C=Fl

I ssuer: CNEThawte Timestanping CA, OU=Thawte Certification, O=Thawte, L=Durbanville, ST=Véstern Cape,
CZA

I ssuer: CN=Sonera Cassl CA O=Sonera, C=Fl

I ssuer: CN=QuoVadis Root Certification Authority, OU=Root Certification Authority, O=QuoVadis
Limted, C=BM

I ssuer: CON=Affirnfrust Prem um ECC, O=Affirmfrust, C=US

I'ssuer: ONStarfield Services Root Certificate Authority - &, O="Starfield Technol ogies, Inc.",
L=Scottsdal e, ST=Arizona, C=US

| ssuer: EMAI LADDRESS=i nfo@alicert.com CNehttp://www. valicert.com, OU=ValiCert Cass 2 Policy
Validation Authority, O="ValiCert, Inc.", L=ValiCert Validation Network

I ssuer: ON=AAA Certificate Services, O=Conodo CA Linited, L=Salford, ST=G eater Manchester, C=GB
Issuer: CN=Anerica Online Root Certification Authority 2, O=America Online Inc., C=US
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I ssuer: CN=AddTrust Qualified CA Root, OU=AddTrust TTP Network, O=AddTrust AB, C=SE

I ssuer: CN=KEYNECTI S ROOT CA, OU=ROOT, O=KEYNECTIS, C=FR

I'ssuer: CN=Anerica Online Root Certification Authority 1, O=America Online Inc., C=US

I ssuer: ON=VeriSign Class 2 Public Primary Certification Authority - G, OU="(c) 1999 VeriSign, Inc.
- For authorized use only", OU=VeriSign Trust Network, O="VeriSign, Inc.", C=US

I ssuer: CON=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=SE

I ssuer: OU=VeriSign Trust Network, OU="(c) 1998 VeriSign, Inc. - For authorized use only", OU=Cl ass 2
Public Primary Certification Authority - &, O="VeriSign, Inc.", C=US

I ssuer: ON=GeoTrust Primary Certification Authority - G3, OU=(c) 2008 GeoTrust Inc. - For authorized
use only, O=GeoTrust Inc., C=US

I ssuer: ON=GeoTrust Primary Certification Authority - &, OU=(c) 2007 GeoTrust Inc. - For authorized
use only, O=GeoTrust Inc., C=US

I ssuer: ON=SwissSign Gold CA - @, O=SwissSign AG C=CH

Issuer: CN=Entrust.net Certification Authority (2048), OU=(c) 1999 Entrust.net Limted,

OU=www. entrust . net/ CPS_2048 incorp. by ref. (linmts liab.), O=Entrust.net

I ssuer: OU=ePKlI Root Certification Authority, O="Chunghwa Tel ecom Co., Ltd.", C=TW

I ssuer: CN=Q obal Chanbersign Root - 2008, O=AC Canerfirma S. A, SERI ALNUMBER=A82743287, L=Madrid
(see current address at www. canmerfirma. confaddress), C-EU

| ssuer: CON=Chanbers of Commerce Root - 2008, O=AC Canerfirma S.A, SERI ALNUVBER=A82743287, L=Madrid
(see current address at www. canmerfirma. confaddress), C-EU

I ssuer: OU=Co Daddy Class 2 Certification Authority, O="The Go Daddy Goup, Inc.", C=US

I'ssuer: ON=Affirnfrust Premium O=Affirmfrust, C=US

I ssuer: ON=VeriSign Class 1 Public Primary Certification Authority - G, OU="(c) 1999 VeriSign, Inc.
- For authorized use only", OU=VeriSign Trust Network, O="VeriSign, Inc.", C=US

I ssuer: OU=Security Communication EV Root CAl, O="SECOM Trust Systems CO,LTD.", C=JP

I ssuer: OU=VeriSign Trust Network, OU="(c) 1998 VeriSign, Inc. - For authorized use only", OJkCass 1
Public Primary Certification Authority - &, O="VeriSign, Inc.", C=US

I ssuer: CN=Go Daddy Root Certificate Authority - &, O="GoDaddy.com Inc.", L=Scottsdale, ST=Arizona,
Cc=Us
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