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Disclaimer

This document in any form, software or printed matter, contains proprietary information that is the exclusive property
of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle
software license and service agreement, which has been executed and with which you agree to comply. This
document and information contained herein may not be disclosed, copied, reproduced or distributed to anyone
outside Oracle without prior written consent of Oracle. This document is not part of your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the
implementation and upgrade of the product features described. It is not a commitment to deliver any material, code,
or functionality, and should not be relied upon in making purchasing decisions. The development, release, and timing
of any features or functionality described in this document remains at the sole discretion of Oracle. Due to the nature
of the product architecture, it may not be possible to safely include all features described in this document without
risking significant destabilization of the code.

Revision History
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Terminology

This disaster recovery guide uses the following terms, acronyms, and abbreviations.

ADW - Oracle Autonomous Data Warehouse

CIDR - classless inter-domain routing

DBCS - Oracle Database Cloud Service

DR - disaster recovery

IAM - Oracle Identity and Access Management

IDCS - Oracle Identity Cloud Service

OAC - Oracle Analytics Cloud

Primary OAC instance - An OAC instance created and used for production purposes. In this example, the
OAC production instance was created in the OCl home region.

Disaster recovery OAC instance - An OAC instance created as a backup for the production OAC instance. In
this example, the OAC backup instance was created in the OCI DR region.

Source and Target OAC instance for the Data Migration utility
o Source - The OAC instance where you take a backup of the data files is the source OAC instance.
o Target - The OAC instance where you restore the data files is the target OAC instance.

Examples in this document use the OAC instance in the OCl home region (Ashburn) as the primary or source
OAC instance. The OAC instance in the OCI DR region (Phoenix) is used as DR or target OAC instance.

OCI - Oracle Cloud Infrastructure

OCl regions — Regions and Availability Domains

OCl data regions — Public Cloud Regions, OCI Data Regions

OCI home region - When you sign up for OCI, Oracle creates a tenancy for you in one region. This is

your home region. Your home region is where your |AM resources are defined. When you subscribe to
another region, your IAM resources are available in the new region; however, the master definitions reside in
your home region and can only be changed there.

OClI disaster recovery region - When you subscribe to another region other than the home region for the
same cloud services, create an OAC instance as a standby and use it when a disaster occurs.

OCID - Oracle Cloud Identifier

PAC - private access channel

RDG - remote Data Gateway

RPO - recovery point objective

RTO - recovery time objective

VCN - virtual cloud network

VPN - virtual private network

WAF - Web application firewall

For more information, refer to the Oracle Cloud Infrastructure Glossary.
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Introduction

This document provides guidance and best practices for OAC administrators, OCl administrators, IDCS/IAM
administrators, and database administrators who are responsible for disaster recovery of OAC services. The
information in this guide will help administrators develop and maintain a robust disaster recovery plan that ensures
business continuity and minimizes the impact of any disruptions.

Overview

Ensuring business continuity and disaster recovery is essential for OAC to withstand unforeseen disasters and natural
calamities. One approach is to establish an active-passive model by creating a standby region geographically
disparate from the production region.

The standby region, which may have fewer or equivalent services and resources to the production region, periodically
receives replicated data such as application content (snapshot), system settings configuration, data source
connections, and security data (users and groups). The standby region remains inactive until manually activated after
a disruption in the production region.

This document details the process for configuring disaster recovery using essential manual and automated tasks and
outlines the associated limitations.

High-Level Steps

1. Subscribe to OCI Console Announcements.

Subscribe to a secondary region in OCI.

Set up IDCS or IAM identity domain for DR.

Configure the same users and groups in both the primary and DR OAC instances.
Configure the same external identity providers for single sign-on.

Create OAC instances in two different OCl regions.

N o v A WN

To ensure proper network connectivity and prevent routing conflicts, configure your VCN with a non-overlapping
CIDR range for both OCl regions.

8. To make DR easier to manage, configure PAC or RDG with the exact connection string for your on-premises or
Oracle Cloud data sources on both the primary and DR OAC instances.

9. Set up a standby ADW or DBCS using Data Guard to replicate the data sources across the primary and DR regions.
10. Create object storage buckets in both OCl regions.

11. Use snapshots to replicate the content between the primary and DR OAC instances.

12. Configure the same SMTP server and system settings in both OAC instances.

13. Create the same vanity URL for both OAC instances.

14. Map the vanity URL DNS name to the active OAC instance IP address.

15. Configure the public OCl load balancer to access the private endpoint OAC instance and map the load balancer IP
address to the DNS name.

16. Fallback from the DR OAC instance to the primary OAC instance using the snapshot and the Data Migration
utility.
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Architecture

Oracle Analytics Cloud Disaster Recovery Architecture Across Different Oracle Cloud Infrastructure Regions
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Subscribe to a Secondary Oracle Cloud Infrastructure Region

For example, if Ashburn in North America is your OCl home region, subscribe to another region in North America
suitable as a DR for the home region such as Phoenix. Always select the home and DR regions in the same Oracle
Cloud region to ensure compliance with regional data regulations. See Oracle Cloud Regions Worldwide.

Follow the table in the Disaster Recovery Region Pairings in the OCl commercial realm and select the respective region
for DR.

Manage Regions Infrastructure Regions

For a complete list of services available by region, see Data Regions for Platform and Infrastructure Services.

Infrastructure Regions

Region Subscription Status
Platform Services Regions

US East (Ashburn) - Home Region Subscribed

Region Identifier: us-ashburn-1

us West (?hoen|x) . Subscribed

Region Identifier: us-phoenix-1

Australia East (Sydne

Region Identifier: ap-sydney-1

This example shows an OCI tenancy subscribed to Ashburn and Phoenix.
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Set Up Identity Cloud Service or IAM Identity Domain for Disaster Recovery

Tenancies with Oracle Identity Cloud Service

For disaster recovery of IDCS, it seems logical to create two IDCS stripes each in a different region, for example,
Ashburn and Phoenix. However, we strongly discourage creating IDCS stripes in other OCl data regions.

For information about creating multiple IDCS stripes in different data regions, see About Multiple Instances.

Before creating the secondary IDCS stripe, consider the following:
The Cloud Account Administrator must grant Identity Instance Creation Role to the user creating the IDCS stripe.

You can create multiple IDCS stripes of the required license type in the home region. For example, Ashburn (North
America data region).

You must always create secondary IDCS stripes in the OCl home region. You can’t create secondary IDCS stripesin a
different OCl region, even if they're located within the same OCI data region, such as North America.

You must extend the subscription to another OCI data region and then create a secondary IDCS stripe. See, Extending
Your Subscription to Another Data Region.

You can configure a secondary IDCS stripe if you agree to have the secondary IDCS stripe in another OCI data region,
such as Latin America, EMEA, and so on, which may violate the data existence region.

Tenancies with IAM Identity Domains

For disaster recovery of the IAM identity domain, it seems logical to create two domains each in a different region, for
example, Ashburn and Phoenix. However, we strongly discourage creating domains in different OCI data regions.

Here are the steps to create multiple IAM Identity Domains in different regions.
Create IAM Domain on the OCl Home Region (Ashburn)
Follow these steps to create an IAM identity domain for identity management.

1. Signinto the tenancy’s OCI Console as the default domain user and select the home region. For example,
Ashburn.

2. Create a domain from the available Domain types (Free, Oracle Apps, Oracle Apps Premium, Premium, and
External User). For more information on domain types, see IAM Identity Domain Types.
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Create domain

Display name
AshiDMDomain

The

Description

1AM Identity Domain on Ashburn

Domain type
Free Oracle Apps Premium
Authentication and Access Management for Oracle Cloud (1aaS and PaaS sor- Authentication and Access Management for all of your Oracle apps.

vices) with limits on usage and functionality. * Unlimited support for Oracle Apps including hybrid 1AM
 Limit of 2000 users. « Limit of 6 non-Oracle apps.

* Limited feature support, + Unlimited external Identity Providers,

- Limit of 2 non-Oracle apps.

+ Limit of 3 external Identity Providers.

External User

Identity storage, Access Management, and AP security for consumer and non-
employee use-cases.

« Provides social logon, self-service, and consent management.

 Limited enterprise and hybrid IAM features.

+ Excludes App Catalog provisioning connectors.

Domain administrator
Create an administrative user for this domain

Administrator's first name

Administrator’s last name
Administrator's usemame/email

Uss the email adcress as the username

Compartment

oaseceal? (root)

-

Premium

Enterprise Identity & Access Management for employee workforce scenarios.
+ Incudes all features.

+ Broad support for hybrid IAM use-cases.

+ Unlimited support for Oracle and non-Oracle Apps.

+ Unlimited external Identity Providers.

The home region of the IAM domain that you create will be the same as the current region of the OCI Console, for

example US East (Ashburn).

Overview in AshIDMDomain Domain

Edit domain Move resource Add tags Reset all passwords More actions v

Domain information Tags

OCID: ..xnhimq Show Copy

Domain type: Free

Description: ...ntity Domain on Ashburn  Show Copy

Domain replication: -

Home region: US East (Ashburn)

Create IAM Domain on the OCI Disaster Recovery Region (Phoenix)

Follow these steps to create an IAM identity domain for identity management.

1. Signin to the tenancy’s OCl Console as the default domain user and select the DR region. For example, Phoenix.

2. Create a domain from the available Domain types (Free, Oracle Apps, Oracle Apps Premium, Premium, and
External User). For more information on domain types, see IAM Identity Domain Types.

Note: In this example, we select the Free domain type. There are certain limitations to using Free Tier identity

domains so ensure that you choose the appropriate domain type for your requirements.
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Create domain

Display name

PhxIDMDomain

Description

1AM Identity Domain on Phoenix

Domain type

Oracle Apps Premium

Authentication and Access Management for all of your Oracle apps.
* Unlimited support for Oracle Apps including hybrid IAM.

Free

Authentication and Access Management for Oracle Cloud (laaS and PaasS ser-
vices) with imits on usage and functionality.

+U 2000 users.

 Limited feature support.

« Limit of 2 non-Oracle apps.

+ Limit of 3 external Identity Providers

+ Unlimited external Identity Providers.

External User

Management, and API security for consumer and non-

anagement

Excludes App Catalog ¢

Domain administrator
Create an administrative user for this domain

Administrator's first name

Administrator's last name.

Premium

nt for employee workforce scenarios.

pport for hy s
+ Unlimited support for Or on-Oracle Apps.

+ Unlimited external Identi

Use the email address as the username

Compartment

oaseceal2 (root)

The home region for the IAM domain used for DR will be the same as the current region of the OCI Console, for

example US West (Phoenix).

Overview in PhxIDMDomain Domain

Edit domain Move resource Add tags Reset all passwords More actions v

Domain information Tags

OCID: ...uj6ria Show Copy

Domain type: Free

Description: ...ntity Domain on Phoenix Show Copy

Domain replication: -

Home region: US West (Phoenix)

For more details on IAM identity domain types, feature availability for identity domain types, and IAM Object Limits,

see Managing IAM.

Reasons to Discourage IDCS Stripes or IAM Domains on Different Data

Regions

IDCS and IAM identity domains already have a DR mechanism. An outage on the IDCS or IAM identity domain home
region, automatically triggers replication to the DR region. After this process completes, the IDCS or IAM identity

domain services become operational.

During the replication time, users may be unable to access their services, and some limitations may exist when the

services are available from the DR region.
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Replication can take a few hours. Currently, there are no published RTO and RPO numbers from IDCS. See Disaster
Recovery and Identity Domains and Disaster Recovery Region Pairings.

Since IDCS and IAM identity domains have a DR mechanism, we don’t recommend you create IDCS stripes in other
data regions or IAM identity domains in other OCl regions.

To enhance the resilience and availability of identity management for OAC services using IDCS, you can create IDCS
stripes in different data regions and associate them with the OCI Console as a Federation Identity Provider.
Furthermore, you can create an OAC instance in the OCl Console by signing in to the OCl Console as the IDCS stripe
user and configuring the IDCS stripe as the identity management for the OAC instance. By leveraging this feature, you
can effectively prepare your services for potential disruptions, ensuring that your services remain accessible and
operational.

Since IDCS stripes are limited only to the home region, it’s better to consider the DR feature provided by IDCS.

If you plan to have different IDCS stripes, we suggest using IDCS Foundation License for Secondary Stripes. See
Oracle Identity Cloud Service (IDCS) Pricing Models.

Note: In the future, all the tenancies that use IDCS for identity management will be upgraded to use IAM
identity domains.

To enhance the resilience and availability of identity management for OAC services using identity domains, you can
create IAM domains in different OCl regions. Furthermore, you can create an OAC instance in the OCI Console by
signing in to the OCI Console as the IAM domain user and configuring the IAM domain as the identity management
for the OAC instance. By leveraging this feature, you can effectively prepare your services for potential disruptions,
ensuring that your services remain accessible and operational.

Using an IAM identity domain other than the Free type can incur extra costs depending on the domain type.

Due to the additional costs involved in having both home and DR regions for an IAM identity domain, users have two
options. They can either set up a second IAM identity domain in the DR region or use the same IAM identity domain
for both the primary and DR regions and rely on the default disaster recovery mechanism provided by the IAM
identity domain.

Synchronize Users and Groups Between IDCS Stripes or IAM Domains

There are multiple ways to onboard users and groups into IDCS and IAM identity domains. The onboarding process is
the same for IDCS and IAM identity domains.

Refer to the section Multiple ways to onboard users and groups into the Oracle Identity Cloud Service (IDCS) in
the blog Single Sign-On Solutions for Oracle Analytics Server on On-Premises and on Oracle Cloud. This information
also applies to IAM identity domains.

Use the approaches discussed in the above blog to onboard the users and groups into the home region and DR region
IDCS stripes or IAM identity domains. See also, Managing IDCS Users and Managing IAM Users.

After successfully onboarding users and groups to the home region (primary) IDCS stripe or IAM identity domain, you
must synchronize them with the DR region (secondary) IDCS stripe or IAM identity domain. You can do this using the
GenericSCIM - Client Credentials template. See Synchronize Users and Groups Between Oracle Identity Cloud Service
Instances.
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Configure External Identity Providers with Single Sign-On

If an external identity provider is configured for single sign-on (SSO) in the home region IDCS stripe or IAM identity
domain, configure the same identity provider for the DR region IDCS stripe or IAM identity domain.

Apply the same IDP policies, sign-on policies, network perimeter, and MFA if applicable.

Site-to-Site VPN and FastConnect

Site-to-Site VPN or FastConnect is required to connect on-premises networks to Oracle Cloud so that your OAC
instances can connect to on-premises data sources using a private access channel (PAC).

For more information on Site-to-Site VPN, see Site-to-Site VPN.

For more information on FastConnect, see FastConnect Overview.

You can connect your OAC instance to remote on-premises data sources over a PAC or use Data Gateway. Usually, a
PAC is better than using Data Gateway because it provides direct and secure connectivity without installing agents in
between.

While a PAC offers you ongoing simplicity and better performance, it requires a VPN or some other direct network
connectivity between Oracle Cloud and your data center, which is not required for Data Gateway.

Before you choose your preferred approach, use OAC's supported data source matrix to check whether you can use a
PAC or Data Gateway to connect to your on-premises data sources. See Supported Data Sources.

Create an Oracle Analytics Cloud Instance in Each Region

For details, see Create Services with Oracle Analvtics Cloud.

On the Oracle Cloud Infrastructure Console Home Region (Ashburn)

e (Create a compartment
e (Create a VCN for an OAC instance with a private endpoint
e  Configure access control
e Define route rules
e (Create an OAC instance in the public or private subnet of the VCN
Create a Compartment
1. Signin to the OCI Console as an administrator on the home region. For example, Ashburn.
2. Navigate to Identity & Security > Compartments > Create Compartment. For example, oacdr.
3. Manage the policies for the new compartment as per your security requirements.
Tenancies that have IDCS for identity management:

https://docs.oracle.com/en-us/iaas/Content/ldentity/Concepts/policies.htm

Tenancies that have IAM Identity Domains for identity management:

https://docs.oracle.com/en-us/iaas/Content/Identity /policieshow/how-policies-work.htm
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Create a VCN for the OAC with a Private Endpoint

1. Signin to the OCI Console as an administrator on the home region. For example, Ashburn.

2. Navigate to Networking - Virtual Cloud Networks - Select the Compartment (for example, oacdr) > Start

VCN Wizard - Create VCN with Internet Connectivity.

Subnets in oacdr Compartment

Create Subnet

Name state 1Pus CIDR Block.
Bublic Subnet-oacven ® Avaiable 1000024
Erivate Subnet-oacven ® Avaiable 1001024

Subnet Access

Public (Regional)

Private (Regional)

Created

Tue, Mar 15, 2022, 10:18:02 UTC

Tue, Mar 15, 2022, 10:18:02 UTC

Create a VCN with Internet Connectivity

@ configuration Configuration

€ Review and Create
Resoure avalaitychcked

Close

Basic Information

VCN Name @&

oacven

Compartment ()

oacdr

Configure VCN and Subnets

VCN CIDR Block ()
10.0.0.0/16

Public Subnet CIDR Block (O
10.0.0.024

The subnel CIDR BK

Private Subnet CIDR Block (5)

10.0.1.024

he =u

DNS Resolution

Use DNS hostnames in this VCN

25 Show Tagging_ Optiond

g f you plan to use VCN DNS or 3 third party DNS. This choice car

Configure Access Control for OAC with a Private Endpoint

Add an ingress rule to access port 443 from a public subnet where the load balancer will be set up.

Networking » Virual Cloud Networks » oacven » Secisiy List Detas

Security List for Private Subnet-oacven

Securty ListInformation  Tags.

AVAILABLE OCID: . bebpaq Show Cosy

Created: Tus, Mar 15,2022, 10:18.02 UTC.

Compartment: cacdr

Resources Ingress Rules

Ingress Rules (5)

Egrea i Stateless ¥ Source 1P Protocol ‘Source Port Range. Destination Port Range Type and Code
No 1000016 Tep Il 2
No 00000 iowp 34
No 1000016 toup a
No 1000024 Ter ~ s
No 1000028 Tep ~ 0502

0Selacted

Allows. Description

TCP afic for pots: 22 SSH Remote Login Protacol

1CUP i fo: 3 Dostinaton Unraachatie.

TGP affc for pots: 443 HTTPS Ingross from LB Pub SN
TGP waftc for pots: 9502

Showing tems

Note: Security rules are required on private subnets if you create the OAC instance with a private endpoint.
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Add Route Rules for OAC with a Private Endpoint

Add a route rule for a private subnet for NAT Gateway and Service Gateway (exists if you create the VCN using the
wizard).

Networking » Virtual Cloud Networks » oacven » Route Table Details

Route Table for Private Subnet-oacvcn

e | s

Route Table Information Tags

OCID: .. fiweaa Show Copy Compartment: oacdr

Created: Tue, Mar 15, 2022, 10:18:02 UTC

AVAILABLE

Resources Route Rules

Traffic within the VCN is handled by the VCN's local routing by default. Intra-VCN routing allows you more control over routing between subnets. Learn more

Add Route Rules

Destination ~ | Target Type Target Route Type Description

Route Rules (2)

0.0.0.000 NAT Gateway NAT Gateway-oacven Static

AllIAD Services In Oracle Services Network Service Gateway Service Gateway-oacven Static

0 Selected Showing 2 Items 1of1

Create an OAC Instance in the Public or Private Subnet of the VCN

Tenancies with IDCS

Follow instructions in the blog to create an OAC instance with the respective IDCS stripe for identity management: How
to create OAC instances on OCI Native using multiple stripes or instances of IDCS.

1. Signin to the OCI Console.
2. Select the required IDCS stripe.

3. Enter a Username and Password for the IDCS stripe. The user must have the policies required to create an OAC
instance.

4. Navigate to Analytics & Al = Analytics Cloud - Create Instance.

Tenancies with IAM Identity Domain

In the previous section, we created an |IAM identity domain on the OCl home region, for example Ashburn.
1. Signin to the OCI Console.

2. Select the required identity domain.

3. Enter a Username and Password for the identity domain. The user must have the policies required to create an
OAC instance.

4. Navigate to Analytics & Al > Analytics Cloud > Create Instance.
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Create Analytics Instance

Name
OACASH
Must be unique, start with a efter and contain only alphanumeric characters.
Description Optional
OAC in Ashburn Region
Create in Compartment
oacdr

caseceal (root)ioacdr

Capacity

Capacity Type

OCPU

Number of OCPUs you want to deploy for your service

OCPU Count
1 (Non-production)

Scalability: Not scalable. Sutable only for trial or test purposes.

License and Edition
License

License Included

Subscribe to a new Analytics Cloud software license and the Analytics Cloud service.

Edition

Enterprise Edition

Deploy an instance with enterprise modeling, reporting, and data visualization. Leam More

[E=_Hidk advanced options

Network Access

Access Type
© Public
Access your insiance from anywhere
Private

Access your instance from a Virtual Cloud Network only

Configure Access Control

Data Encryption

Users

Number of users expected to use this service.

Bring Your Own License (BYOL)

Bring my organization's middleware software license to the Analytics Cloud service. Learn More

Professional Edition

Deploy an instance with data visualization. Learn More

This example creates a public OAC instance. You can also create an OAC instance with a private endpoint.

On the Oracle Cloud Infrastructure Console Disaster Recovery Region (Phoenix)

e Use the existing compartment in the home region

e (Create a VCN for an OAC instance with a private endpoint

e Configure access control

e Define route rules

e (Create an OAC instance in the public or private subnet of the VCN

Create a Compartment

Use the existing compartment, for example oacdr, created in the Ashburn region.

1. Signinto the OCI Console as an administrator on the home region. For example, Ashburn.

2. Change the region to the DR region. For example, Phoenix.

3. Navigate to Identity & Security > Compartments - Select already created Compartment. For example,

oacdr.

4. Manage the policies for the compartment as per your security requirements.

Tenancies that have IDCS for identity management:
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Tenancies that have IAM Identity Domains for Identity Management:

https://docs.oracle.com/en-us/iaas/Content/ldentity /policieshow/how-policies-work.htm

Create a VCN for the OAC Instance with a Private Endpoint

1. Signin to the OCI Console as an administrator on the home region. For example, Ashburn.
2. Change the region to the DR region. For example, Phoenix.

3. Navigate to Networking - Virtual Cloud Networks - Select the Compartment (for example, oacdr) > Start
VCN Wizard > Create VCN with Internet Connectivity.

Create a VCN with Internet Connectivity

@ configuration Configuration
) Review and Create
Resource availability checked successfully. Close
Basic Information
VCN Name (D
oacven

Compartment @)
oacdr ~

oaseceal (root)oacds

Configure VCN and Subnets

VCN CIDR Block
172.0.0.0/16
If you plan to peer this VCN with another VCN, the VCNs must not have overlapping CIDRs. Leam more
Public Subnet CIDR Block (&
172.0.0.0/24
The subnet CIDR blocks must not overlap.
Private Subnet CIDR Block (®
172.0.1.0/24
The subnet GIDR blocks must not overlap
DNS Resolution

Use DNS hostnames in this VCN

Required for instance hostname assignment if you plan to use VCN DNS or a third-party DNS. This choice cannot be changed after the VCN is created. Leam more

25 Show Tagging Options

Note: When you create a VCN for a private OAC instance, ensure that the CIDR of the VCN doesn’'t match the
VCN on the home region.

Subnets in oacdr Compartment
Name State IPv4 CIDR Block IPv6 Prefixes Subnet Access Created
Private Subnet-oacven @ Available 172.0.1.0/24 - Private (Regional) S, Wi O EIF. WSS UTC
Public Subnet-oacven ® Available 172.0.0.0/24 - Public (Regional) > wow B0, B0l rale4s UTC
Showing 2 Itams
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Configure Access Control for OAC with a Private Endpoint

Add an ingress rule to access port 443 from a public subnet where the load balancer will be set up.

Networking » Virual Cloud Networks » oacven » Security List Details
Security List for Private Subnet-oacven

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

Movs escurcs | | o
Security List Information | Tags

AVAILABLE OCID: ... Jpy Show Copy,

Compartment: oacdr

Created: Tue, Mar 15, 2022, 10:18:02 UTC

Resources Ingress Rules
Ingress Rules (5) Add Ingress Rules Edi Remove
E¢ Rul 1
CEDRLDE Destination Port
Stateless ¥ | Source IP Protocol Source Port Range Range Type and Code Allows Description
No 172.0.0.0116 Tcp Al 2 TCP traffic for ports: 22 SSH Remote L.
ogin Protocol
ICMP traffic for: 3, 4 Destination Unreac
No 0.0.0.0/0 ICMP 3.4 hable: Fragmentation Needed and Don't
Fragment was Set
No 172.0.0.0116 IoMP 3 Ib(‘):AP(raMc for: 3 Destination Unreacha
No 172.0.0.0/24 TCP Al 443 TCP traffic for ports: 443 HTTPS Ingress from LB Pub SN
0 Selected Showing ¥ ltems < 10of1 >

Note: Security rules are required on a private subnet if you create the OAC instance with a private endpoint.

Add Route Rules for OAC with a Private Endpoint

Add a route rule for a private subnet for NAT Gateway and Service Gateway (exists if you create the VCN using the
wizard).

Networking » Virtual Cloud Networks » oacven » Route Table Details

Route Table for Private Subnet-oacvcn

e

Route Table Information Tags

OCID: .. fiweaa Show Copy Compartment: oacdr

Created: Tue, Mar 15, 2022, 10:18:02 UTC

AVAILABLE

Resources Route Rules

Traffic within the VCN is handled by the VCN's local routing by default. Intra-VCN routing allows you more control over routing between subnets. Learn more

Add Route Rules dit | | Remove

Route Rules (2)

Destination a | Target Type Target Route Type Description
000000 NAT Gateway NAT Gateway-oacven Static
AllIAD Services In Oracle Services Network Service Gateway Service Gateway-oacven Static

0 Selected Showing 2 ltems < 10f 1 >

Create an OAC Instance in the Public or Private Subnet of the VCN
Tenancies with IDCS

Follow instructions in the blog to create an OAC instance with the respective IDCS stripe for identity management:
How to create OAC instances on OCI Native using multiple stripes or instances of IDCS.

1. Signin to the OCI Console.

2. Select the required IDCS stripe.
ORACLE
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3. Enter a Username and Password for the IDCS stripe. The user must have the policies required to create an OAC

instance.

4. Navigate to Analytics & Al > Analytics Cloud > Create Instance.

Tenancies with IAM Identity Domain

In the previous section, we created an IAM identity domain on the OCI DR region, for example Phoenix.

1.
2.

Sign in to the OCI Console.

Select the required identity domain.

Enter a Username and Password for the identity domain. The user must have the policies required to create an

OAC instance.

Navigate to Analytics & Al > Analytics Cloud > Create Instance.

Create Analytics Instance

Name

OACPHX

ontain only alp

Description Optional

OAC in Phoenix Region

Create in Compartment
oacdr

eceal (root)loacdr

Capacity
Capacity Type
OCPU

Number of OCPUs you want to deploy for your service.

Users

v Number of users expected to use this service.

OCPU Count
1 (Non-production)

Scalabilty: Not scalable. Suitable only for tral or test purposes.

License and Edition

License

License Included

Subscribe to a new Analytics Cloud software license and the Analytics Cloud service.

Bring Your Own License (BYOL)

Edition

Enterprise Edition

Deploy an instance with enterprise modeling, reporting, and data visualization. Leam More

Professional Edition

Deploy an instance with data visualization. Learn More

Network Access
Access Type
© Public
Access your instance from anywhere
Private
Access your nstance from a Vitual Cloud Network rly

Configure Access Control

Data Encryption

Cance

Bring my organization's middleware software license to the Analytics Cloud service. Learn More

US West (Phoenix) v

This example creates a public OAC instance. You can also create an OAC instance with a private endpoint.
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Network Configuration

Earlier, we provided an example of how to create security rules within a private subnet when creating the VCN and its
associated subnets.

Additional security rules may be required to access on-premises resources, servers, or data sources that are
configured on the VCN or subnets of both regions.

Ensure that you create identical security rules on both the home region (Ashburn VCN’s subnets) and DR region
(Phoenix VCN’s subnets) environments. This ensures that OAC instances across both regions can access identical
resources, servers, and data sources on Oracle Cloud, on premises, or on the Internet.

Note: This document doesn’t provide detailed instructions for configuring security rules.

Maximizing Data Source Consistency and Availability

Use the same data sources for the OAC instances in the home region and the DR region.

On-Premises Data Source

You can connect OAC to on-premises data sources using a PAC or Data Gatway.

Ensure the primary and DR OAC instances are configured to the same on-premises data sources.

Ensure the OAC instances in the home region and DR region can connect to the on-premises data source with the

same connection string using Site-to-Site VPN or FastConnect.

Oracle Autonomous Data Warehouse as a Data Source

Create an Oracle ADW instance in the home region and configure automatic failover with a remote standby database
using Autonomous Data Guard.

The home region ADW should failover to the DR region’s standby ADW.
Refer to the documentation and blogs below for more information.
Documentation

Autonomous Data Guard with Cross-Region Standby

Using Standby Databases with Autonomous Database for Disaster Recovery

Shared: Using Standby Databases with Autonomous Database for Disaster Recovery

Blogs

Announcing Autonomous Data Guard

Cross-Region Autonomous Data Guard - Your complete Autonomous Database disaster recovery solution

Your OAC instance uses an ADW wallet to connect to ADW. You can either use the instance wallet or the region wallet.
e Before 15" November 2022, the wallet file consists of the primary and standby ADW connection.

*  From 15" November 2022, the wallet from the respective ADW instance has the respective connection
details with the respective hostname. Hence, you must download the wallet from the primary and standby
ADW instances.
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Oracle Autonomous Database on Shared Exadata Infrastructure

ALERT: Update to connection strings for databases with Autonomous Data Guard enabled.

Hello, I/}

You are receiving this email regarding an upcoming change that affects your Oracle Autonomous Database ADW19C in tenancy
mmm=nrml, region ashburn.

As you have enabled Cross-Region Autonomous Data Guard on one or more of your Autonomous Database instances, please note
that after 15th Nov 2022 the database connection string provided in your database (in the downloadable wallet or retrieved from the
database console or API) will no longer contain the host names of both the Primary and remote Standby databases. The Primary
database connection string will contain only the Primary database hostname; similarly the remote Standby database connection string
will contain only the remote database hostname.

This change does not affect databases with Autonomous Data Guard disabled.

How will this affect my service?

After 15th Nov 2022, the wallet and connection string of your database, with cross-region Autonomous Data Guard enabled, will only
contain the hostname of the current database from which the wallet or connection string was downloaded. Using this single-hostname
connection string will no longer automatically attempt to connect to a second database hostname (since there isn't one), if the database
with the first hostname is unavailable.

If your application currently uses a single wallet or connection string to connect to the Primary and remote Standby databases, Oracle
recommends connecting to the database from your application running in the Primary region with the wallet or connection string
downloaded from the Pnmary (source) database. Similarly, connect from your application running in the remote region with a wallet or
connection string downloaded from the remate Standby database_ If your application tier only runs in a single region, we recommend
using the Pnmary database’s wallet or connection when connecting to the Primary region database, and swapping in the wallet or
connection string out with that from the remote database when connecting to the remote region database.

Post this update, if your connecting application requires a single connection string containing both the Primary and remote Standby
database hostnames, you may construct this manually. You may also confinue to use your downloaded database wallet or connection
string retrieved before 15th Nov 2022 which contains the hostname of both the Primary and Standby database.

Example connection strings for databases with Cross-Region Autonomous Data Guard enabled

Note: You may view your database connection strings on the database console by clicking the "DB Connection” button or by viewing
the tnsnames ora file in your downloaded wallet.

Current behavior before 15th Nov 2022

Mutual TLS connection string retrieved via the Primary database console contains both Primary and remote Standby database
hostnames:

"(description_list= (failover=on) (load_balance=off) (description=
(retry_count=15)(retry_delay=3)(address=(protocol=tcps)(port=1522)

(host=adb.us-ashbum-1.oraclecloud.com))

(connect_data=(service_name=example1_adwfinance_high...oraclecloud com))(security=(ssl_server_cert_dn="CN=adwc.uscom-
east-1.oraclecloud.com, OU=0racle BMCS US, O=Q0racle Corporation, L=Redwood City, ST=California, C=US3")))

(description= (retry_count=15)(retry_delay=3)(address=(protocol=tcps)(port=1522)

(host=adb.us-phoenix-1.oraclecloud.com))
(connect_data=(service_name=example2_adwfinance_high....oraclecloud.com))(secunty=(ssl_server_cert_dn="CN=adwc.uscom-
east-1.oraclecloud.com, OU=0racle BMCS US, O=0racle Corporation, L=Redwood City, ST=California, C=US3"))) )"

New behavior after 15th Nov 2022

Mutual TLS connection string retrieved via the Primary database console contains only Primary database hostname:

"(description_list= (failover=on) (load_balance=off) (description=
(retry_count=15)(retry_delay=3)(address=(protocol=tcps)(port=1522)

(host=adb.us-ashbum-1.oraclecloud.com))

(connect_data=(service_name=example1_adwfinance_high...oraclecloud com))(security=(ssl_server_cert_dn="CN=adwc.uscom-
east-1.oraclecloud.com, OU=0racle BMCS US, O=0racle Corporation, L=Redwood City, ST=California, C=US"))))"

Mutual TLS connection string retrieved via the remote database console contains only remote Standby database hostname:

"(description_list= (failover=on) (load_balance=off) (description=
(retry_count=15)(retry_delay=3)(address=(protocol=tcps)(port=1522)
(host=adb.us-phoenix-1.oraclecloud.com))
(connect _data=(service_name=example2_adwfinance_high _oraclecloud com))(security=(ssl_server_cert_dn="CN=adwc uscom-
east-1 oraclecloud com, OU=0racle BMCS US, O=0racle Corporation, | =Redwood City, ST=California, C=US5"))))"

How can | contact Oracle with further questions regarding this announcement?

If you have general questions about preparing for this change, please contact us through the Autonomous Database customer forum or
create a Service Request (SR) an My Oracle Support
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Due to the alert shown above, it's necessary to upload the standby ADW wallet to all Oracle ADW Database
connections when the OAC DR instance points to the standby ADW instance.

Test Environment

Region Ashburn Phoenix
Autonomous Database (ADW) - Sales db

ADW-19c ADW-19c_Remote
ADW database service

adw_low (from wallet) adw_low (from wallet)

Create a Connection to ADW in OAC Using a Wallet

1. In OAC, upload the wallet, enter the Username and Password, select System connection, and click Save.

o adw19c_low

. Save Close
Connection
General (5
Access
Oracle Autonomous Data Warehouse
* Connection Name | adw19c_low ‘
Description ‘
* Client Credentials | Drop zip file here H Select... |
* Username | reporting ‘
* Password ‘ ‘
* _ i D i - -
Service Name dnvdftfeQckGath_adwl19c_low adb.oraclecloud.com

System connection

Object ID 'syst... ‘ Copy ‘

2. Click Copy to copy an Object ID that you can paste into your RPD.

3. In Model Administration Tool, for ADW connection pools, check the Use Data Connection option and paste the
Object ID that you just copied.
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Konnection Pool - ADW13c O] x|

General ICunnectiun Scripts | XML | Write Back | Miscellaneous |

Mame: I Pemissions. .

Call interface: IDefauH {Oracle Call Interface {OCI)) j

Maximum connections: I 'H]E:

¥ Require fully qualfied table names

Data source name: Iadw'IHc_InW
¥ Shared logon

ser name: Irepurting Pazsword: I TTY YT Y

¥ Enable connection pooling

Timeout: |5 |{|T|ir||_rtes} ﬂ
¥ Use multithreaded connections
¥ Parameters supported

lzalation level: I Default ;I
¥ Use Data Connection [T Use Console Connection

Object 1D: I's'_.rstern'.'adec_Iuw'

Description:

=]

ok | cCancel | Hep |

See Connect to a Data Source Using a Data Connection.
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After the ADW switchover completes, update the wallet with the Phoenix ADW wallet and save the connection.

adw19c_low
- Save Close
Connection
General (-3
Access
Oracle Autonomous Data Warehouse
* Connection Name | adwl9c_low |
Description | |
* Client Credentials ¥ |Drop.z."p file here || Select... ‘

* Username | reporting |

* Password | |

Service Name dnvdftfe@ck@ath_adwl19c_low.adb.oraclecloud.com
System connection

Object ID 'syst... ‘ Copy |

When you fallback to the OAC Ashburn instance, upload the wallet with the Ashburn ADW wallet (at the Client
Credentials section for all the ADW connections), and save the connections on the Ashburn OAC instance.

Upload or replace the respective ADW wallets using the Console = Connections page in OAC. The wallet you upload
here is used by semantic models (Data Modeler and RPD connection pools). Click either Upload Wallet to upload a
wallet for the first time or Replace Wallet to update an existing one.

Click Browse and select the wallet file (cwallet. sso) from the unzipped ADW wallet folder.

“— & Connections @

‘ Create Connection ‘ (@ ‘ : ‘

Type Name < Description ConnectAs  pload Wallet

&

No Connections To Display
Get Public Key
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ADW Wallet-less TLS Connection

For more details, see Securely Connecting to Autonomous DB Without a Wallet (Using TLS).

After restoring the primary OAC instance snapshot to the DR OAC instance, you need to modify the ADW wallet-less
(TLS) connection string with the Phoenix ADW wallet-less (TLS) connection string.

ADW_WL_S

Connection

General
&

Access

Save Close i

Oracle Autonomous Data Warehouse 1

*

ADW_WL_S ‘

Connection Name

Description ‘ ‘

Encryption Type | TLS v

* Connection String | (description= (retry_count=15)(retry_delay=3)(address=

(protocol=tcps)(port=1522)(host=y pimges=! adb.us-ashburn-
1.oraclecloud.com)){connect_data=
[service_name=y - 2_adwash_low.adb.oraclecloud.com))

(security=(ssl_server_dn_match=no)))

* Username

admin ‘

* Password ‘ ‘

System connection

Object ID 'syst... | Copy |

Similarly, change the connection string after fallback from the DR OAC instance to the primary OAC instance.

Oracle Database Cloud Service as a Data Source

Create a primary Oracle Database on the Oracle Cloud home region while configuring Data Guard to the database.
Create a Peer DB System as a standby database in the DR region.

Using the Data Guard, replicate the primary database to the standby database and manage the failover too.
Refer to the following documentation and blogs for more information.

Use Oracle Data Guard on a DB System

Enable Oracle Data Guard on a DB System

https://docs.oracle.com/en-us/iaas/releasenotes/changes/83bafOae-4352-41db-94eb-d0cb4d0058c5
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Oracle DBCS Already Configured with Different Hostnames and Service Names

While configuring the primary Oracle Database in the home region and the standby Oracle Database in the DR region,
the hostnames and service names may differ. In such cases, the same connection string can’t be used, which may
require updating the connection string in the RPD or semantic model and the self-service data connections after
restoring the snapshot and data files between the primary OAC instance and the DR OAC instance.

Example:

Primary Oracle Database Connection Details

® Hostname: oadb.sub12345678.0avcn.oracleven.com

e Port: 1521

e Servicename: PDB1.sub12345678.0avcn.oracleven.com

e Connection String: oadb.sub12345678.0avcn.oracleven.com:1521/PDB1.sub12345678.0avcn.oracleven.com
Standby Oracle Database Connection Details

® Hostname: oadbdr.sub87654321.dbvcn.oracleven.com

e Port: 1521

e Servicename: PDB1.sub87654321.dbvcn.oraclevcn.com

e Connection String: oadbdr.sub87654321.dbvcn.oracleven.com:1521/PDB1.sub87654321.dbvcn.oracleven.com
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Test Environment

Region Ashburn Phoenix

Hostname testdb-ash.oci.ash.oraclevcn.com testdb-phx.oci.phx.oraclevcn.com

SCAN testdb-ash- testdb-phx-scan.oci.phx.oraclevcn.com
scan.oci.ash.oraclevcn.com

Peer Databases — db_unique_name: testdb_iad db_unique_name: testdb_phxTnx

DBCS (HR db) instances: testdb1,testdb2 instances: testdb1,testdb2

DBCS database pdb1.mydomain.com pdb1.mydomain.com

service

We recommend that you use a custom domain, such as mydomain.com, that is different from the DB_DOMAIN
defined in the database so that the SERVICE_NAME is the same in both regions. If the domain is not specified in the
srvctl command, the DB_DOMAIN is added automatically.

On the Primary DBCS Server:
srvctl add service -db testdb_iad -service "pdbl.mydomain.com" \
-preferred “testdbl,testdb2” -pdb testpdb -notification TRUE \

-drain_timeout 300 -stopoption IMMEDIATE -role PRIMARY

On the Standby DBCS Server:
srvctl add service -db testdb_phxlnx -service "pdbl.mydomain.com" \
-preferred “testdbl,testdb2” -pdb testpdb -notification TRUE \

-drain_timeout 300 -stopoption IMMEDIATE -role PRIMARY

Use the Recommended DBCS Connection String for OAC to Enable Failover
JDBC URL Format Recommended for Connecting to DataGuard (Doc ID 2303116.1)

Application Checklist for Continuous Availability

(DESCRIPTION=(CONNECT_TIMEOUT=90) (RETRY_COUNT=3) (RETRY_DELAY=3) (TRANSPORT_CONNECT_TIMEOUT=3) (ADD
RESS_LIST=(LOAD_BALANCE=on) (ADDRESS=(PROTOCOL=tcp) (HOST=primary-scan)

(PORT=1521))) (ADDRESS_LIST=(LOAD_BALANCE=0n) (ADDRESS=(protocol=tcp) (host=secondary-scan)
(PORT=1521))) (CONNECT_DATA=(SERVICE_NAME = pdbl.mydomain.com)))

Test Using SQL*Plus:

sqlplus

username/password@" (DESCRIPTION=(CONNECT_TIMEOUT=90) (RETRY_COUNT=3) (RETRY_DELAY=3) (TRANSPORT_CON
NECT_TIMEOUT=3)(ADDRESS_LIST=(LOAD BALANCE=on)(ADDRESS=(PROTOCOL=tcp) (HOST=primary-scan)
(PORT=1521))) (ADDRESS_LIST=(LOAD_BALANCE=0n) (ADDRESS=(protocol=tcp) (host=secondary-

scan) (PORT=1521))) (CONNECT_DATA=(SERVICE_NAME = pdbl.mydomain.com)))"
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Provide the DBCS Connection String in the RPD DSN

Connection Pool - HR(testdh) Ol x|

General lCnnnection Scripts ] AML ] Write Back | Miscellaneous ]

Mame: HRtestdb) Pemissions...

Call inteface: |Defauh (Cracle Call Interface (OCI)) j

Maximum connections: | 1 DEl:

[+ Require fully qualified table names
Data source name: |[DESCHIF‘TIDN =({CONNECT_TIMEQUT= SOMRETRY_C

[+ Shared logon

User name: |repu:urting Password: (essssssssss
[+ Enable connection pooling
Timeout: |5 | [minutes) j

[+ Use multithreaded connections

[+ Parameters supported

lsalation level: |Defauh j
[ Use Data Connection [ Use Console Connection

Description:

B

=
o< |
QK Cancel | Help L

The above connection string uses a common Service Name as we configured a custom domain but still uses a
different SCAN address.

Alternatively, create a private zone in DNS. Creating a private zone in DNS simplifies the connection string to a single
scan name. DNS will resolve the private zone scan name to the DBCS scan name based on the region. Be sure to add
the private zone and DBCS scan to the PAC.

Networking - DNS Management - Zones (choose private tab) = Create Zone (for example ceal.com)

Add CNAME for testdb-scan.ceal.com and map to the real scan name (note this will be different for each region based
on the original scan name).
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Repeat this for both regions.

DNS - ceal.com

o esouce | s oo ([0

Zone Information Tags

Zone Scope: Private Created: Fri, Dec 23, 2022, 16:09:02 UTC @
Zone Type: Primary OCID: _ g7cewq Show Copy
Private View: CEALLG-VCN Compartment: ceallg
Nameservers: vcn-ans.oracleven.com Protected: No @
Records

Add Record Actions «

Domain - T Type RDATA Protected State

ceal com 86400 NS ven-dns oracleven com. Yes Protected
ceal.com 86400 SOA ven-dns. oracleven_com. hostmaster. oracle.com. 2 3600 3600 3600 10 Yes Protected
testdb-scan ceal com 300 CNAME testdb-scan su’ oraclevcn com. No Unmodified

0 Selected showing 3 ltems Page 1

1. Create a private zone (for example, ceal.com) in the VCN Private View for the home region and DR region.
Add an “A-Record” in the private zone for testdb.ceal.com mapped to the primary Oracle Database IP address.

Repeat the same for the DR region (testdb.ceal.com == Secondary Oracle Database IP address).

A wWN

If you have a SCAN address such as testdb-ash-scan.oci.ash.oracleven.com, create a CNAME record and map
the testdb-scan.ceal.com to testdb-ash-scan.oci.ash.oraclevcn.com.

5. Repeat the same for the DR region. For example, if you have a SCAN address such as testdb-phx-
scan.oci.phx.oraclevcn.com, create a CNAME record, and map the testdb-scan.ceal.com to testdb-phx-
scan.oci.phx.oraclevcn.com.

After this workaround, we have the same connection string for the primary and standby Oracle Databases:
e testdb.ceal.com:1521/pdb1.mydomain.com

e testdb-scan.ceal.com:1521/pdb1.mydomain.com

Update the Connection String in the RPD to Reflect the Private Zone Scan Name

(DESCRIPTION=(CONNECT_TIMEOUT=90) (RETRY_COUNT=3) (RETRY_DELAY=3) (TRANSPORT_CONNECT TIMEOUT=3)
(ADDRESS_LIST=(LOAD_BALANCE=0n) (ADDRESS=(PROTOCOL=tcp) (HOST=testdb-scan.ceal.com)
(PORT=1521))) (CONNECT_DATA=(SERVICE_NAME = pdbl.mydomain.com)))
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Add the Private Zone to the PAC

Private Access Channel Details

Networking Information Egress IP Addresses
IP Address: <opy IP Address: Copy
Virtual Cloud Network: CEALLG-VCN IP Address Copy

Subnet: Private Subnet-CEALLG-VCN

Access Control: Not Configured  Edit

E
Private Sources

Edit Private Sources

Source Type Allowed Destination Description
DNS Zone cealigven.oracleven.com

DNS Zone ceal.com

SCAN Host oasdb-scan.su’ oraclevcn.com: 1521 oaspdb
SCAN Host testdb-scan. sub” acleven.com:1521 testd
SCAN Host testdb-phx-scar “hoenixven.oracleven.com:1521 testdb-phx
SCAN Host testdb-scan ceal com: 1521

Showing 6 ltems 10of1

After snapshot migration, this workaround prevents you from needing to modify connection pools or connections in
the RPD and OAC.

Create Oracle DBCS with the Same Hostnames and Service Names

Another option is to create a VCN with the same name in both OCI regions or utilize an existing VCN with the same
name in both OCI regions. Additionally, it's necessary to manually create a subnet with the same DNS label to ensure
consistent service name resolution across the DR environment.

For example, the domain name can be ceal.oasvcn.oracleven.com.

1. Sign in to the OCI Console.

2. Navigate to Networking = Virtual Cloud Networks = Select Compartment (for example, oasmp) > Create
a VCN or use Existing VCN ( for example, oasvcn) = Subnets.

Search resources, services, documentation, and Marketplace US East (Ashburn)

Networking » Virtual Cloud Networks » Virtual Cloud Network Details

oasvcn
e | e

VCN Information Tags
Compartment: oasmp OCID: ..ynyypq Show Copy
Created: Wed, Mar 2, 2022, 19:10:06 UTC DNS Resolver: casven
AARLE IPv4 CIDR Block: 10.0.0.0/16 Default Route Table: Default Route Table for oasven
IPVE Prefix: No Value DNS Domain N.-.me
Resources Subnets in oasmp Compartment

Subnets (3) Create Subnet

CIDR Blocks/Prefixes (1)

Name State IPv4 CIDR Block IPv6 Prefixes Subnet Access Created v
Route Tables (2) @
@ Available - Private (Regional) ‘Wed, Nov 30, 2022, 01:39:19 UTC
Internet Gateways (1) —_—
Public Subnet-oasven @ Available 10.0.0.0/24 - Public (Regional) Wed, Mar 2, 2022, 19:10:09 UTC B
Dynamic Routing Gateways
Attachments (1) Private Subnet-oasven @ Available 10.0.1.0/24 - Private (Regional) Wed, Mar 2, 2022, 19:10:08 UTC
Network Securitv Groups (1) M
3. Create a private subnet. See the sample screenshot.
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Create Subnet

Name

Private Subnet-oasven3

Creato In Compartment
oasmp.

[s——

Subnet Type.

Regional (Recommended)

IPv4 CIDR Block

1Pv4 CIDR Block

‘Speciod P addrosses: 100.30-10.03 255 (256 P adresses)

IPv6 Prefixes

Availability Domain-specific

Instances in the subnet can be created in any availabilty domain in the region. Useful for high availabilty. || Instances in the subnet can only be created in one availabilty domain in the region.

. e o 319 ot or S I rngesfho P8 s it not o, Lo o

Route Table Compartment in oasmp _(Change Comparlment)

Route Table for Private Subnet-oasven

Subnet Accoss

Private Subnet Public Subnet

DN Resolion
Use DNS hostnames in this SUBNET @

Allows assignmentof DNS hosinams when launching an nstance

DNS Label

umibers, taring witha tter. 16 charactrs max

DNS Domain Name Read-Only

<dnslabel>.oasven. oracleven.com

Dhep Oplions Compertment in oasmp ~(Change Compartment)

Default DHCP Options for oasven

Security Lists
You can associate up to 5 network security lists with the subnet
‘Security List Compartment in oasmp _(Change Compartment)

‘Security List for Private Subnet-oasven

Pronibit public IP addresses for Instances in this Subnet || Allow public IP addresses for Instances in this Subnet

4. Similarly, in the DR region in the same compartment, create the same VCN (for example, oasvcn) and create a
private subnet with the same DNS Label (for example, ceal).

Cloud Classic > Search resources, servi

, and Marketplace

US East (Ashburn) v

Networking » Virtual Cloud Networks » oasvcn » Subnet Details

Private Subnet-oasvcn?2 ‘

Edit Move resource Add Tags

Subnet Information Tags

OCID: ...cjtydqg Show Copy.

IPv4 CIDR Block;|

AVAILABLE

IPv6 Prefix: No Value

Virtual Router Mac Address: 00:00:17:2D:DD:EA

Subnet Type:

Compartment:

Subnet Access:|Private Subnet

DHCP Options: Default DHCP Options for oasven

Route Table: Route Table for Private Subnet-oasven
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€ Cloud Cloud Classic > Search resources, services, documentation, and Marketplace US West (Phoenix) v/ oo 6 0

Networking » Virtual Cloud Networks » oasven » Subnet Details

Private Subnet-oasvcn2

Edit Move resource Add Tags

Subnet Information Tags

OCID: ...bxszyq Show Copy Compartment:

IPv4 CIDR Block: DNS Domain Name: Copy
AVAILABLE IPv6 Prefix: No Value Subnet Access:

Virtual Router Mac Address: 00:00:17:0B:46:11 DHCP Options: Default DHCP Options for oasven

Subnet Type: Route Table: Route Table for Private Subnet-oasven

(@]

Create the primary Oracle Database on this VCN and the private subnet.

When configuring the Data Guard, we recommend that you create the standby Oracle Database with the same VCN
name and private subnet as the primary Oracle Database.

Connection strings for this example:
oadb.ceal.oasvcn.oraclevcn.com:1521/PDBl.ceal.oasvcn.oraclevcn.com
oadbdr.ceal.oasvcn.oraclevcn.com:1521/PDBl.ceal.oasvcn.oraclevcn.com

Since the hostnames of the primary and standby databases will not match, we recommend using the following
workaround to address this issue:

1. Create a private zone (for example, ceal.oracle.com)inthe VCN private view for the home and DR regions.

2. Add an “A-Record” in the private zone for oadb.ceal.oracle.com mapped to the primary Oracle Database IP
address.

3. Repeat for the DR region.

4. If you have multiple nodes and so have a SCAN address such as oadb-scan.ceal.oasvcn.oracleven.com, create a
CNAME record and map oadb-scan.ceal.oracle.com to oadb-scan.ceal.oasvcn.oracleven.com.

5. Repeat for the DR region.

By applying the workaround, you obtain the same connection string for both the primary and standby Oracle
databases, as shown in this example:

oadb.ceal.oracle.com:1521/PDB1.ceal.oasvcn.oraclevcn.com
oadb.ceal.oracle.com:1521/PDB1l.ceal.oasvcn.oraclevcn.com

After snapshot migration, this workaround prevents you from needing to modify connection pools or connections in
the RPD and OAC.
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PAC and RDG Configuration to Connect to Data Sources

This section outlines how to access the same data sources from the OAC instances in both regions. This document
doesn’t describe how to configure PAC or RDG.

Private Access Channel (PAC)

See Connect to Private Data Sources Through a Private Access Channel.

Allowlist the PAC egress IP addresses at the on-premises firewall for both OAC instances.

Remote Data Gateway (RDG)

See Connect to On-premise Data Sources Using Data Gateway.

Install the Data Gateway agent on the on-premises server and register the agent with the home region, for example
the Ashburn OAC instance.

« | B Remote Data Connectivity ’

Remote Data Gateway

—. Enable Data Gateway | Unassigned Jobs | | Add Agent | Li ]
Agent Host Status Created Date Last Seen Time Action

WindowsCl2 WindowsCl2 Connected =

o Be7

Similarly, install the Data Gateway agent on the on-premises server and register the agent with the DR region, for
example the Phoenix OAC instance.

+ B Remote Data Connectivity °

Remaote Data Gateway

| —. Enable Data Gateway

‘_ Unassigned Jobs | ‘ Add Agent | (i)

Agent Host Status Created Date Last Seen Time Action

WindowsphxCl
. Indowspnx| X WindowsphxCl
71 a9

When you restore the snapshot of the primary OAC instance on the DR OAC instance, the Data Gateway agents of
both the primary and DR instances will appear on the remote data connectivity page of the DR OAC instance.

The DR OAC instance displays the status of its Data Gateway agent as ‘Connected’ and the status of the primary
instance’s data gateway agent as ‘Not Authenticated)
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+ B Remote Data Connectivity -

Remote Data Gateway

feo

—. Enable Data Gateway ‘ Unassigned Jobs ‘ | Add Agent ‘ (i)
Agent Host Status Created Date Last Seen Time Action

g:ndowsphx(ﬁ\ o1 WindowsphxCl

WindowsCl2 B WindewsCl2

If needed, the OAC administrator can delete any unnecessary Data Gateway agents. Having both Data Gateway
agents in an OAC instance is not an issue, as only the region-specific Data Gateway agent is connected at any given

time.

Create Object Storage Buckets in Each OCI Region

See Set Up an Oracle Cloud Storage Bucket for Snapshots.

Create Policies in the Compartment to Access the Buckets

Since the compartment is not regional, create policies for the compartment in the tenancy.

1. Create a compartment or use an existing compartment.
2. Create policies for the compartment.
a. Logintothe OCl Console.

Navigate to Identity & Security > Policies > Select the Compartment > Create Policy.
Add the policies shown:

Allow group Administrators to manage objects in compartment oacdr
Allow group Administrators to manage buckets in compartment oacdr
Allow service objectstorage-us-ashburn-1to manage object-family in compartment oacdr

Allow service objectstorage-us-phoenix-1to manage object-family in compartment oacdr

36 Disaster Recovery Configuration for Oracle Analytics Cloud / version 1.0 oRrACLE
Copyright © 2024, Oracle and/or its affiliates / Public



https://docs.oracle.com/en/cloud/paas/analytics-cloud/acabi/export-and-import-snapshots.html#GUID-AC762C06-9230-42E9-A051-3FEC79A0BC93

W e L T TER

Create Policy

Name
AllowBucketAccess

Mo spaces. Only letters, numerals, hyphens, periods, or underscores

Description

Allow Bucket Access Policies

Compartment
oacdr

oaseceal (root)/oacdr

Policy Builder  Show manual editor (D

Allow group Administrators to manage objects in compartment cacdr
Allow group Administrators to manage buckets in compartment oacdr
Allow service objectstorage-us-ashburn-1 to manage object-family in compartment oacdr
Allow service objectstorage-us-phoenix-1 to manage object-family in compartment cacdr

Create a Bucket in the Compartment Where the Policies are Set Up
On the OCI Home Region (Ashburn)

Create a bucket in the home region (for example Ashburn), and enable the Replication of the Bucket to the
Destination Region as the DR region (for example, Phoenix).

1. Create an object storage bucket in the home region to store snapshots from the home region OAC instance.

Q Search Storage

Block Storage Object Storage & Archive

Block Volumes Storage

i Block Volume Backups m
Block Volume Replicas

Home

Networking Volume Groups
2. Create a bucket with a name such as SnapshotsPrimary.
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= ORACLE Cloud | Cloud Classic Search resources, jocumentation, and Marketplace US East (Ashbum) v

Create Bucket Help

Bucket Name

I SnapshotsPrimary

Default Storage Tier
OsStandard  +——
Archive

The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Leam more about storage tiers

" | Enable Auto-Tiering
Automatically move infrequently accessed objects from the Standard ter to less expensive storage. Leam more.

Enable Object Versioning
Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leam more:

~ Emit Object Events
Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup
Create a lifecycle rule multipart uploads older than 7 days. Learn more

Encryption
© Encrypt using Oracle managed keys =

Leaves all encryption-related matters to Oracle.

Encrypt using customer-managed keys

Requires a valid key from a vault that you have access to. Leamn more

Tags

Add tags to organize your resources. What can | do with tagging?

Tag namespace Tag key Tag value
None (add a free-form tag) ol

| Cancel

3. Create another bucket in the home region for the backup of the DR region. For example, a bucket with a name
such as SnapshotsDR-Backup.

= ORACLE Cloud | Cloud Classic > s o ocumentation, and Marketplace US East (Ashbum) v

Create Bucket
y.

Bucket Name

[ ‘SnapshotsDR-Backup [

Default Storage Tier
O Standard +——

) Archive

The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Leam more about storage

| Enable Auto-Tiering
Automatically move infrequently accessed objects from the Standard tier o less expensive storage. Leam more

| Enable Object Versioning
Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Learn more

| Emit Object Events
Create automation based on object state changes using the Events Service

| Uncommitted Multipart Uploads Cleanup
Create a lfecycle rule to delete multipart uploads older than 7 days. Learn more

Enoryption
© Encrypt using Oracle managed keys +——
Leaves all encryption-related matters to Oracle.

_ Encrypt using customer-managed keys
Requires a valid key from a vauit that you have access to. Leam more

Tags
‘Add tags to organize your resources. What can | do with tagging?

Tag namespace Tag key Tag value

None (add a free-form tag) z X

Add tag -

=]

This is required if you need to create a snapshot at the DR OAC instance and restore it at the primary OAC instance
during fallback.

‘ Cancel

On the OCI Disaster Recovery Region (Phoenix)

Create another bucket in the DR region (for example, Phoenix), and enable the Replication of the Bucket to the
Destination Region as the home region (for example, Ashburn).
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‘Q Search ‘ Storage

Home Block Storage Object Storage & Archive
Block Volumes Storage
s [ Buctes |
ompre Block Volume Backups @

Block Volume Replicas

Networking Volume Groups

2. Create a bucket with a name such as SnapshotsDR.

= ORACLE Cloud ‘CfoudClass|c> Search resources, services, documentation, and Marketplace US West (Phoenix) v/ 06 0
Create Bucket Help

Bucket Name

‘ SnapshotsDR

Default Storage Tier
O Standard +——
Archive

The defaut storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Lean more about storage
tiers

|| Enable Auto-Tiering

Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Learn more

| Enable Object Versioning

Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leam more

| Emit Object Events

Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup
Create a lfecycle rule to automatically delete uncommitted multipart uploads older than 7 days. Leam more

Encryption

© Encrypt using Oracle managed keys ————
Leaves all encryption-related matters to Oracle.

Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Leam more

Tags
Add tags to organize your resources. What can | do with tagging?
Tag namespace Tag key Tag value

None (add a free-form tag) S ‘ ‘

PO

3. Create another bucket in the DR region for the backup of the home region bucket. For example, a bucket with
a name such as SnapshotsPrimary-Backup.
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= ORACLE Clo

Cloud Classic Search resources, services, documentation, and Marketplace

Create Bucket

Bucket Name

SnapshotsPrimary-Backup

Default Storage Tier
O Standard +——
() Archive

tiers

| Enable Auto-Tiering
" | Enable Obiject Versioning

| Emit Object Events
Create automation based on object state changes using the Events Service.

| Uncommitted Multipart Uploads Cleanup
Create a lifecycle rule to automatically delete uncommitted multipart uploads older than 7 days. Learn more

Encryption
© Encrypt using Oracle managed keys +———
Leaves all encryption-related matters to Oracle.

Enorypt using customer-managed keys
Requires a valid key from a vault that you have access to. Leam more

Tags

Add tags to organize your resources. What can | do with tagging?

Tag namespace Tag key

Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Learn more

Tag value

US West (Phoenix) v/

Greate an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Learn more

The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Learn more about storage.

None (add a free-form tag) < ‘ ‘

Cancel

Enable Replication

On the OCI Home Region (Ashburn)
1. Create the replication policy for the bucket created in the home region.

Object Storage » Bucket Details » Replcation Policy

| SnapshotsPrimary |

Edit Visibilty || Move Resource | | Re-encrypt | Addtags

Bucket Information } Tags

General Features
Default Storage Tier: Standard
Visibility: Private

Namespace: idseylbmvOmm
Compartment: oacdr

Created: Mon, Mar 20, 2023, 21:01:29 UTC Encryption Key: Oracle managed key Assign

Auto-Tiering: @ Disabled Edit (2)
Emit Object Events: ® Disabled Edit ()

ETag: db88aghb-d2f4-4801-869a-b7bade 145595

OCID: ._Imtrfwyq Show Copy
Object Versioni

Disabled Edit ()
Usage

Approximate Object Count: 0 objects (&)

Approximate Size: 0 bytes (©)

Multipart Upload Count: 0 uploads (2)

size: 0 bytes (D)

Multipart Uploads

Resources Replication Policy

Objects

Metrics

Name Destination Region Destination Bucket Replication Status Created

Pre-Authenticated Requests
No items found.

Work Requests

Lifecycle Policy Rules

Retention Rules

Uncommitted Multipart Uploads

Logs

Last Replicated (i)

2. Select the destination region as the DR region and the destination bucket as “SnapshotsPrimary-Backup®”.
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ORACLE Cloud | Cloud Classic Search resources documentation, and Marketplace US East (Ashbum) v

Create Replication Policy Help

Name

| Replication_2_DR_Region l

Destination Region
US West (Phoenix) &3

Destination Bucket in 0acdr (Change C

SnapshotsPrimary-Backup 8

any objectin pjects o

Cancel

The replication policy is enabled.

documentation, and Marketplace

Object Storage » Bucket Details » Replication Policy

Sh%bshotéP mér&/

| Editvisibiity || Move Resource | Re-encrypt | | Addtags \

Bucket Information Tags

General Features
Namespace: idseylbmyOmm Default Storage Tier: Standard

Compartment: oacdr Visibility: Private

Created: b, ki 0 uTC Encryption Key: Oracle managed key Assign

Auto-Tiering: ® Disabled Edit (2)

Emit Object Events: ® Disabled Edit (2)
Object Versioning: ® Disabled Edit (%)
Usage Replication: @ Enabled (Source)

Approximate Object Count: 0 objects (2)
Approximate Size: 0 bytes (2)
Uncommitted Multipart Uploads Approximate Count: 0 uploads (7)

Multipart Upload: imate Size: 0 bytes (7)

Replication Policy (Source)

| Create Policy

Resources Name ‘ Destination Region ‘ Destination Bucket Replication Status Created Last Replicated @
Replication_2_DR_Region US West (Phoenix) SnapshotsPrimary-Backup @ Active e, b 20, ETY. S3EIT UTC T, bl 71 X0 133138 UTC
Obijects T 5
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On the OCI Disaster Recovery Region (Phoenix)

1.

Create the replication policy for the bucket created in the DR region.

(Phoenix) v/

Object Storage > Bucket Details » Replication Policy

SnapshotsDR

| EditVisibiity || Move Resource

Roanaypt || At oge

Bucket Information Tags
General

Namespace: idseylbmvOmm
Compartment: oacdr

Created: Mon, Mar 20, 2023, 21:15:02 UTC

ETag: 5db1784-8369-420f-bd48-615088fc1840

OCID: ...hjxisefq Show Copy

Usage

Approximate Object Count: 0 objects (2)

Approximate Size: 0 bytes (7)

Uncommitted Multipart Uploads Approximate Count: 0 uploads (7)
Uncommitted Multipart Uploads Approximate Size: 0 bytes (2)

Resources

Replication Policy

Objects

Metrics
Name

Destination Region Destination Bucket

Features

Default Storage Tier: Standard

Visibility: Private

Encryption Key: Oracle managed key Assign
Auto-Tiering: ® Disabled Edit (2)

Emit Object Events: @ Disabled Edit (2)
Object Versioning: ® Disabled Edit (7)

Replication Status Created Last Replicated (7)

Pre-Authenticated Requests

Work Requests

No items found.

Lifecycle Policy Rules.
Retention Rules
Uncommitted Multipart Uploads

Logs

Select the destination region as the home region and the destination bucket as “SnapshotsDR-Backup*“.

tion, and Ma

Create Replication Policy

Name

Replication_2_Home_Region

Destination Region

US West (Phoenix) v o206 0

Help

| US East (Ashburn) [

Destination Bucket in oacdr  (Change Compartment)

SnapshotsDR-Backup

in

repicated

The replication policy is enabled.
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s, services, documentation, and Markelplace

t (Phoenix) v

Object Storage » Bucket Details » Replication Policy

SnapshotsDR

Edit Visibility Move Resource Re-ancrypt Add tags
Bucket Information Tags
General

Namespace: et
Compartment: oacdr

Created: ke, i 3, 2053, 71 W2 UTG

ETag: S| e i e AR

OCID: ...hixisefq Show Copy

Usage
Approximate Object Count: D objects ()
Approximate Size: 0 bytes (i}

Uncommitted Multipart Uploads
Approximate Count:

Uncommitted Multipart Uploads Approximate Size: 0 bytes

Replication Policy (Source)

Features

Default Storage Tier: Standard

Visibility: Private

Encryption Key: Oracle managed key Assign
Auto-Tiering: ® Disabled Edii (7)

EmIt Object Events: @ Disabled Edit (7)
Gbject Versioning: ® Disabled Edi (7
Replication: @ Enabled (Source)

Create Policy
Resources

Name Reglon Bucket Status  Created
Objacts Replication_2_Home_Region US East (Ashbum} SnapshotsDR-Backup @ Active o, L 8 UTC

Last Replicated (7)

Create Retention Rule

To ensure that backup files are held for a specific period, create a retention rule (for example, 30 days). This retention
rule keeps the backup files for 30 days, after which the system automatically deletes them.

On the OCI Home Region (Ashburn)

Create a retention rule that keeps backup files for 30 days, and then archives them using lifecycle policy rules.

1. Log in to the OCI Console.

2. Select the home region. For example, US East (Ashburn).

3. Navigate to Storage = Buckets - Select the Compartment 2> Select the bucket created for OAC home
region snapshots (SnapshotsPrimary).

4. In the Resources Section, click Retention Rules = Create Rule.

5. Create a Time-Bound rule for 30 days.
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= ORACLE Cloud | Cloud Classic d Marketplace US East (Ashbum) v 5] _r:g ® .*E’H 0
Create Retention Rule Help

Name

Retension_30_Days

Retention Rule Type

Time-Bound Indefinite

Object modification is prevented for the retention duration you specify. v || Object modification is prevented until you delete the retention rule.

Retention Duration

The retention duration that you specify is applied to each object individually, and is based on the object's Last Modified timestamp.

Retention Time Amount Retention Time Unit

30 Days 8

| Enable Retention Rule Lock ()

—

On the OCI Disaster Recovery Region (Phoenix)

Create a retention rule that keeps backup files for 30 days.

1. Login to the OCI Console.

2. Select the DR region. For example, US West (Phoenix).

3. Navigate to Storage - Buckets > Select the Compartment = Select the Bucket created for OACDR region
snapshots (SnapshotsDR).

4. In the Resources Section, click Retention Rules - Create Rule.
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5. Create a Time-Bound rule for 30 days.

= ORACLE Cloud | Clou
Create Retention Rule

Name
’ Retension_30_Days

Retention Rule Type.

US West (Phoenix) v [5] /2 (@

Time-Bound

Object modification is prevented for the retention duration you specify.

v

Indefinite

Object modification is prevented until you delete the retention rule.

Retention Duration

Retention Time Amount

__| Enable Retention Rule Lock (D)

The retention duration that you specify is applied to each object individually, and is based on the object's Last Modified timestamp.

Retention Time Unit

(o)

Create [[oEht]

Create a Folder in Each Bucket

After enabling replication and retention policies, create a folder (for example, OAC) in the buckets SnapshotsPrimary

and SnapshotsDR.

Resources ObjeCtS
Objects Upload ‘ More Actions
Metrics | Name
Pre-Authenticated Requests

> Il OAC

Work Requests q
Lifecycle Policy Rules

Create Pre-Authenticated Requests for Each Bucket

Go to the SnapshotsPrimary bucket in the Ashburn region, create a pre-authenticated request for the bucket, and

copy the URL.
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= ORACLE Cloud | Cloud Classic S tion, and Marketplace 1 USEast (Ashbum) v o206 0

Create Pre-Authenticated Request Help

Name

PAR-SnapshotsPrimary | @ |

Pre-Authenticated Request Target

Bucket Object Objects with prefix
Create a pre-authenticated request that applies to Create a pre-authenticated request that applies to Create a pre-authenticated request that applies to
all objects in the bucket. v | aspecific object. all objects with a specific prefix.

Access Type (-]

Permit object reads
Permit object writes

© Permit object reads and writes o

Enable Object Listing
Lt users st the objecs i the bucket

Expiration

Dec31,202303:15UTC | @ E‘

Create Pre-Authenticated Request [ Cancel

Pre-Authenticated Request Details

Name Read-only

‘ PAR-SnapshotsPrimary |

Pre-Authenticated Request URL Read-only

‘ https://objectstorage.us-ashburn-1.oraclecloud.com/p/IK_xv50ea23TIn_1Ceb_nlgiOBV5VXESfGWxwgV171AMNqGUy3< @

Copy this URL for your records. It will not be shown again. ‘

Close

Copy the Pre-Authenticated Request URL and save it for use in automation scripts.

Repeat the same steps for the SnapshotsDR bucket in the Phoenix region and save the URL.

Generate the API Key Pair

In the OCI Console, generate the key pair and add it to the API Keys for the user who will run the migration scripts.
1. Login to the OCI Console

2. Navigate to Identity and Security > Users > Select the required user.

3. Navigate to APl Keys > Click on Add API Key > Generate the API key pair > Download the private and public
keys.

4. Click Add to add the public key to the selected user’s API key list.
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Add API Key

Note: An AP key is an RSA key pair in PEM equests. You
e 2 key pair, you can chooss to upload or paste your publc key fil instead. Learm more

o 18 API Key Pair |~ Choose Public Key File  Pasta Public Key

Yownioad the private key. It will 1t be shown again. After you download it change the file permissions 5o only you can view it

Copyight © 2023

5. Copy the user’s Configuration File Preview and save the content for use with the migration scripts.

Configuration File Preview Help

Note: This configuration file snippet includes the basic authentication information you’ll need to use the SDK, CLI, or other OCI developer tool. Paste the
contents of the text box into your ~/.oci/config file and update the key_file parameter with the file path to your private key. If you already have a Default
profile in your config profile, you'll need to perform some additional steps. Learn more

Select API Key Fingerprint

A
~

B o s s A T T

Configuration File Preview Read-only

[DEFAULT]
user=ocid1.user.oc..a sy e bk iy ekl spleell L Ll T 0a

fingerprint=0i g § Soii-suap s -8 -1 Sy (i 00 e 8 el B0 5F

tenancy=ocid1.tenancy.oc..aa s, el it ok oo Mellaatrsilifvasssibag
region=us-ashburn-1

key_file=<path to your private keyfile> # TODO

Paste the contents of the text box into your ~/.oci/config file.

6. Similarly, generate the key pair for the same user in the DR OCl region, for example Phoenix. Download the
private and public keys, copy the user’s Configuration File Preview and save it for migration scripts.
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= ORACLE Cloud | Cloud Classic > Search resources, services, documentation, and Marketplace 1 US West (Phoenix) v/ IAON:N @)

Configuration File Preview

Note: This configuration file snippet includes the basic authentication information you'll need to use the SDK, CLI, or other OCI
developer tool. Peste the contents of the text box into your ~/.ocilconfig file and update the key._file parameter with the file path to your
private key. If you already have a Default profile in your config profile, you'll need to perform some additional steps. Learn more
Select API Key Fingerprint

P R TR R T

Configuration File Preview Read-only
[DEFAULT]
User=ocid1.user.0c1 . aaa s s st agrin  phiiciry y i ysacpiost bnr deabts (i momnoa
fingerprint=13:m 54 efie 7 o488 B Pl 1 58:26

V= Jedunaag P ;Mg -l paamd i5aq

region=us-phoenix-1
key_file=<path to your private keyfile> # TODO

Paste the contents of the text box into your ~/ ociconiig il

Synchronize Content Across Both Oracle Analytics Cloud Instances

You use a snapshot and the Data Migration utility to migrate content between the OAC instances.

Snapshot Artifacts

Snapshots contains the following artifacts:

e (Catalog and its objects with permissions and properties

¢ Semantic model (RPD)

e Application roles and memberships

e Data files

e Data sets

e  Object storage information

e Data visualization workbooks

e Data visualization projects

e Connections and their permissions, security, and so on.
For more information see:

Migrate Oracle Analytics Cloud Using Snapshots

Export and Import Snapshots

Tutorial on Snapshots
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https://docs.oracle.com/en/cloud/paas/analytics-cloud/acabi/migrate-oracle-analytics-cloud-using-snapshots.html
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Create and Export a Snapshot

Create the snapshot.

20140 snepshots used [ Creato Snapshat || ©
Name % Description & Crested By Size © Created O & Stats
1] Chars2 Includes Catalog Content, Data, File-based Data, C il Setting.. L TT6 KB ARG 41 P
B CharsSnap Inciudes Catalog Content, Data, File-based Data, CONIQUISton and SING... s sl i | s £ 763 KB PSRN 4 P
Export the snapshot.

< [ Ssnapshots @
2 of 40 snapshots used Create Snapshot () :

Name ¢ Description ¢ Created By ¢ Size ¢ CreatedOn ¢ Status
@ Includes Catalog Content, Data, ... R 776 KB BOVE LT, AR .
@ ChartsSnap Includes Catalog Content, Data, ... o eI LT T e 763 KB LBy reind e el Restore
Edit Name

Export the snapshot to your local file system.

[ Snapshots

Export Snapshot

Snapshot  Charts2

Description  Includes Catalog Content, Data, File-based Data, Configuration and
Settings, Jobs, Data Flows, Classic Content, Sequences, Day by Day,
Plug-ins and Extensions, User Folders, Data Replications,
Credentials, Machine Learning, Data Model and Subject Areas,
Shared Folders, Data Sets, Connections, Application Roles

Created By e s myfurerm s comion oy e oo
Created On  Fi BN EILL FAET A

Export Snapshot To

@ Local File System

(O Oracle Cloud Storage

* Snapshot Password [ cecesnne

* Confirm password [ |

Or, export the snapshot to Oracle Cloud storage.
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1apshots

" Bucket Name

* OCl Region

* OCI Tenancy Id

* OCI User Id

" Key Fingerprint

* Private Key

~ — Storage Container Details

Specify a storage bucket for the snapshot, and the keys and OCIDs required to access
the bucket on Oracle Cloud Infrastructure Object Storage. Learn more

oaCSnapshots

us-ashburn-1

ocidltenancy.ocl..apss s W0t ed i Loy "\ﬁi\!

ocidl.user.ocl..amassms sy s TR e Db o Tl b dad plicg

O R o e T S0 T S FT 56

snapshotprivatekey.pem Select...

< — SaveSnapshot As

Storage Container: OACSnapshots

File Name 20221120161854.bar |

Cancel

Click Export on the main Export Snapshot dialog.
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Object Storage » Bucket Details

OACSnapshots

Edit Visibility = Move Resource Add Tags

Bucket Information Tags

Features

Daofault Sterage Tier: Standard

General

Namespace: idsayfbavOmm
ibility: Pré
Compartment: oacd: Visibility: Private
Created; Sum Encryption Key: Oracle managed key Assign

ETag: bbaalla Auto-Tiering: ® Disabled Edii (i)
Emit Object Events: @ Disablad

OCID: ..yeTidpg Show Cogy L
Object Versioning: @ Disabled Ect (1)
Usage

Approximate Object Count: 0 objects (1)

Appreximate Size: 0 bytes (i)

Uncommitted Multipart Uploads Count: 0 uploads (1)

Uncommitted Multipart Uploads Approximate Size: 0 bytes (1)

Resources Objects
Objects More Actions =
Metrics Hame Last Modified Size Storage Tier

Pre-Authenticated Requests
20221120161854 bar Sum, Feow B0, MOQE O VRN ITT T76.22 KiB Standard

Work Requasts.

Lifecycle Policy Rules

Rephcation Policy

During content replication across OCl regions, the snapshot created in the home region OAC instance doesn’t migrate
data files to the DR region OAC instance. For more information, see Migrate File-based Data.

Install JDK 1.8.0_361
The Data Migration utility requires Java 1.8.0+. Download the latest Java 1.8 361 updates from:

https://www.oracle.com/in/java/technologies/javase/javase8u211-later-archive-downloads.html

https://download.oracle.com/otn/java/jdk/8u361-b092/0ae14417abb444ebb02b9815e2103550/jdk-8u361-linux-
x64.tar.gz

Download and Run the Data Migration Utility

Use the Data Migration utility to back up data files from the home region OAC instance and restore them on the DR
region OAC instance.

To obtain the Data Migration utility, go to the OAC home page and navigate to Console > Snapshots > Migrate >
Download Data Migration Utility.

& C @ oacash-idkmllssimn iaanalytics.ocp.oraclecloud com/uifdy/ 7pageid -snapshots & g% O & :

[ e Comie i & W &

Create Snapshot O

2 of 40 snapshots used

Name & Description ¢ CreatdBy ¢ size © Created On % status |mport Snapshot
&) Crans2 Ineludes Catalog Content, Data, File-based Data, Configuration and Setting AR AT AT R 776 KB PN 4118:54 P Shout Restare Histary
Replacs Data Model
@ ChansSnap Includes Catalog Gontent, G, File-based Data, Configuration and Setiing e L 63 KB TR, 4:15:43 P v

oo 81 £ g igaten Uiy ,

Upload snd Restors B1 EE 115 Migrstion Bundie

Downlosd Data Migration Utiity
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https://docs.oracle.com/en/cloud/paas/analytics-cloud/acabi/migrate-oracle-analytics-cloud-using-snapshots.html#GUID-E9EF0094-3AAC-4DF3-9CBF-92039FBFA867
https://www.oracle.com/in/java/technologies/javase/javase8u211-later-archive-downloads.html
https://download.oracle.com/otn/java/jdk/8u361-b09/0ae14417abb444ebb02b9815e2103550/jdk-8u361-linux-x64.tar.gz
https://download.oracle.com/otn/java/jdk/8u361-b09/0ae14417abb444ebb02b9815e2103550/jdk-8u361-linux-x64.tar.gz

e h

& 5 C @& oacasheids +-ia analytics.ocp.oraclecloud.com/ui/dv/?pageid=snapshots 2« DR PFPS* 50 xnO00 H

< [ Snapshots

Bey— o
Name ¢ Description ¢ Created By ¢ Size ¢ CreatedOn ¢ Status

@ Charts2 Includes Catalog Content, Data, File-based Data, .. 5 776 KB INENTE 9:48:54 PM

[ ChartsSnap Includes Catalog Content, Data, File-based Data,... R R R AR 763 KB TWER L 9:45:43 PM

Data Migration Utility

Download the data migration utility if you want to migrate data files
uploaded on one Oracle Analytics environment to another.

Downloading Data Migration Utility...

| cancel | |

You download the migrate-oac-data.zip file to your local file system, and then copy it to a Windows/Linux/Mac OS
machine, where you can unzip it.

/| config.properties
| migrate-oac-data.jar
| README.md

There are two options when you run the Data Migration utility:

e Option 1: Migrate data files stored in your source environment directly to the target in a single step. For this
option, you configure the section [MigrateData] in the config.properties file.

e Option 2: Download data files from your source OAC instance to your local environment and subsequently
upload the data files to the target OAC instance. For this option, you configure
sections [DownloadDataFiles] and [UploadDataFragments] in the config.properties file.

Option 1: Migrate data files directly from the source to the target in a single step
Utilize this option when the OAC instances in the home and DR regions are both active.

Import and restore the snapshot on the DR OAC instance and migrate the data files using the Data Migration utility.

[MigrateDatal

SOURCE_ENVIRONMENT=0AC

SOURCE_URL=https://oacash- -ia.analytics.ocp.oraclecloud.com:443
SOURCE_USERNAME= @oracle.com

BAR_PATH=/tmp/snapshotmigrate/BAR/20221120161854.bar

TARGET_URL=https://oacphx- -px.analytics.ocp.oraclecloud.com:443

TARGET_USERNAME= y@oracle.com

/u@l/app/jdk/bin/java -jar migrate-oac-data.jar -m -config config.properties

Restore the snapshot on the DR OAC instance to complete the migration.

Option 2: Download data files from the source and upload to the target in two steps

Utilize this option when the primary OAC instance in the home region is active and the OAC instance in the DR region
is paused and only made active when needed.

Import and restore the snapshot on the DR OAC instance and migrate the data files using the Data Migration utility.

52 Disaster Recovery Configuration for Oracle Analytics Cloud / version 1.0 oRrACLE
Copyright © 2024, Oracle and/or its affiliates / Public




[DownloadDataFiles]

ENVIRONMENT=0A

Download the Data Files

/u@l/app/jdk/bin/java -jar migrate-oac-data.jar -d -config config.properties

Upload the Data Files

/uel/app/jdk/bin/java -jar migrate-oac-data.jar -u -config config.properties

Restore the snapshot on the DR OAC instance to complete the migration.

1. Signinto your target OAC instance.

2. To expose the data files in OAC, you must restore the snapshot you used to migrate the rest of your content for a
second time. This time, you must select the Custom restore option.

a)
b)
c)
d)

e)

Open the Console and click Snapshots.

Select the snapshot containing your data files and click Restore.
Select the Custom restore option.

Select the option File-based data. Deselect all other options.

Click Restore.

3. Verify that your data files are available.
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Network Perimeters - Impact on the Data Migration Utility

Data file migration fails with the following errors when network perimeters are enabled for IDCS or IAM Domain.

[opcRautodr test]$ /home/opc/jdkl.8.0_361/bin/java -jar /home/opc/migrate-oac-data/migrate-
oac-data.jar -d -config config.properties

May 08, 2023 11:48:37 PM oracle.bi.bar.dr.util.DRUtils getOracleHome

INFO: Oracle Home: /bi/app/fmw

Starting Data Migration Utility...

Log Path: /home/opc/migrate-oac-data/logs/1683589717625/datamigration.log
Set Loglevel INFO

Java Version: 1.8.0_361

Recommended Java Version: 1.8+

Status File Path: /home/opc/migrate-oac-data/logs/1683589717625/status.txt
Operation Selected : DownloadDataFiles

Invoking Data files download ...

Operation failed. Reason: Source pod is not accessible from client. Please check source
OAC URL and credential. https://ocac-xxxxxxxxxxxxx—lia.analytics.ocp.oraclecloud.com
Operation failed. Reason: Source pod is not accessible from client. Please check source
OAC URL and credential. https:// oac-xxXxXxXxXxXxX-la.analytics.ocp.oraclecloud.com

Data Migration Failed. Please check the log.

For example, if the OAC instance and the Data Migration utility instances are in public or private OCl subnets as
shown in the table; you must allowlist the required IP CIDR ranges shown here.

Data Migration Utility OAC in Public or Allowed IP Addresses for Network

Compute in Public or Private | Private Subnet Perimeters

Subnet

Public Public Public IP address of the Data Migration
utility compute

Public Private 240.0.0.0/4

Private Public 240.0.0.0/4

Private Private 240.0.0.0/4

See Public IP Ranges and Gateway IPs for Oracle Analytics Cloud Instances.

Automate Snapshot and Data File Back Up
You can also use REST APIs to manage and migrate snapshots.

e Manage Snapshots Using REST APIs
e REST API for Oracle Analytics Cloud

Prerequisites for Using OAC REST APIs to Automate Snapshots

e OAC BI Service Administrator Username and Password

e Create a confidential applications for source and target OAC instances in IDCS or IAM Domain

e Use a refresh token to generate OAuth token

e Configure an OCl object storage bucket for each source and target OAC instance (described above)
e Configure a pre-authenticated request URL for each bucket (described above)

e Generate an OCI API key pair (described above)
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e |nstall JDK 1.8.0+ latest version (described above)

e OAC Data Migration utility (described above)

e Oracle-provided OAC instance DNS names for the source and target
e |DCS or IAM Domain URL

Create a Confidential Application for the Data Migration Utility

See Creating Confidential Application in IDCS and Creating Confidential Application in IAM Domain.

For the Source OAC Instance

1. Log in as an administrator to the IDCS Console or IAM Domain Administrator to the OCI Console and navigate
to the IAM Domain where the OAC instance exists.

2. Click the left navigation bar, select Applications = Click Add > Select Confidential Application.

Add Application

App Catalog Add an application from the Application Catalog.

SAML Application Create an application that supports SAML for Single Sign On.

Create a mobile/single-page application that uses OAuth 2.0. These applications

Mobile Application : % !
cannot maintain the confidentiality of their client secret.

@ (Create a web-server/server-side application that uses OAuth 2.0. These apps
typically run on a server and can maintain the confidentiality of their client secret.

Confidential Application

Enterprise Application Create a web application that is protected by the App Gateway.

3. Enter Name and Description > click Next.

= ORACLE' (dentity Cloud Service License Type :: Standard 7 @

Add Confidential Application

Cancel o @ 3 5

Details Client eso Web Tier Pol Authorization

App Details

* Name | PrimaryOACDRClient

Description DR Client for Primary OAC

Application Icon ﬁ

Upload

4. Select Configure this application as a client now option = Select Allowed Grant Types.
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= ORACLE Identity Cloud Service License Type :: Standard 7 o
Add Confidential Application
Applications Sibac © (] ® Next >
Details Client Resources
l@ Configure this application as a client nnwk) Skip for later
Authorization
Allowed Grant Types @ Resource Owner B Client Credentials @ JWT Assertion () SAML2 Assertion @ Refresh Token
O Authorization Code ) Implicit @ Device Code
(O TLS Client Authentication
Allow non-HTTPS URLs O
5. OAC supports multiple grant types for REST APIs. Select all the above options as the Allowed Grant Types but
use Refresh Token for this example as the Grant Type. You can also select the required Grant Type only.
6. Add the scope for the confidential application.
7. Select the Oracle Analytics Cloud (source) instance as the scope.

Select Scope

This is a list of Resources for this tenant. Select a resource to add one or more scopes.

O select All
O TR

ANALYTICSINST_OAC585

ANALYTICSINST oacash-idseylomvOmm-ia

ANALYTICSINST_oacphx-idseylbmvOmm-px

ANALYTICSINST_oactechtalk-idseylbmvOmm-ia

ANALYTICSINST_oaxcealfaw02-idseylbmvOmm-ia

Page 1 of 1 (1-37 of 37 items)

8. Copy the Scope URL after adding the source OAC instance (for automation input variable).
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Resources

= Add Scope

Resource Protected Scope

ANALYTICSINST oacash-idseylbmvOmm-ia No

https://atuuhumjkkrbkpsj3léw4nySpvfrykra.analytics.ocp.oraclecloud.comurn:opcresource:consumer::all

Grant the client access to Identity Cloud Service Admin APls

=+ Add

App Roles Protected

No data to display.

9. Don't grant any App Roles for the confidential application.

Grant the client access to Identity Cloud Service Admin APIs

+ Add
App Roles Protected
10. Click Next multiple times to reach finish, then click Finish.

11. The Client ID and Client Secret displays. Copy these values to use later.

Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

Client ID 41 lriniada Vil | abdincsr 79092

Client Secret  aOksHlefe-JHNL-LEA bl - FRAE" B068

Close

Convert the ClientID:ClientSecret to base64 encoded value (for the automation script input variable):
echo -n “ClientIDValue:ClientSecretValue” | base64 -w @

12. Click Close.

13. Click Activate.

For the Target OAC Instance
Repeat steps 1-14 for the target OAC instance.

While creating the confidential application, select the target OAC instance as the scope.
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Resources

= Add Scope

Resource Protected Scope

ANALYTICSINST oacphx-idseylbmvomm-px  No https://ufbkodnygzixvjzoelltsv3te6z4rqfq.analytics.ocp.oraclecloud.comurn:opcresource:consumer:all

3

Grant the client access to Identity Cloud Service Admin APIs

+ Add

Copy the Scope URL after adding the target OAC instance (for automation script input variable).
If you use the same IDCS or IAM Domain for both OAC instances, you must add the DR OAC instance as another

scope to the same confidential application created for the source OAC instance.

Configuration Attributes Required to Run OAC REST APl Commands
To run OAC REST API commands, you must provide the following attributes from the OAuth client:

e (lientld — The OAuth client ID used to access the IDCS identity store.
e (lientSecret — The OAuth Client Secret (password) used to generate access tokens.
e Scope — Scope of the confidential application.
e IDCS URL — The IDCS or IAM Domain URL to get a token.
Sample Configuration Data
Client ID:  €ea4XxXXXXXXXXXXXXXXXXXXXXXXXXXXXXX33db
Client Secret: 6XxxxXxxX6-0xX2-4xX9-axXb-0OXXXXXXXXXXa
Scope: https://<XXOXXXXXXXXXXXXXXXXXX>.analytics.ocp.oraclecloud.comurn:opc:resource:consumer::all

IDCS URL: https://idcs-f5XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX03.identity.oraclecloud.com

Get the Refresh Token

1. Login tothe IDCS Admin Console or OCI Console for IAM Identity Domain.
2. Inthe IDCS Console, navigate to Applications > Confidential Application.

3. Inthe OCI Console for IAM Identity Domain, navigate to Identity & Security > Domains > Required Domain >
Applications > Confidential Application.

4. Navigate to the Details tab and click Generate Access Token.
5. Select Available Scopes and Include Refresh Token.

6. Extract the refresh token value from the downloaded tokens.tok file.
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Generate Token

Generate the token with

@ Available Scopes [: ]

O Customized Scopes

@ Include Refresh Token | €@

S
ngmapEEG1aD

A MO AT 20k W A L MG 35S 0T A ORI A W L Pl T 1 D WA AT 4 gty 8,000 M AP v R0 TR Dby T A0 Dy S TPk =

"refresh_tok

Make a note of the refresh token value.

IDCS REST APl Commands to Generate the Refresh Token

Generate the base64 encoded clientID and clientSecret

echo -n "eeadxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX33db : 6XXXXXXX6-0xX2-4xx9-axxb-0xxxxxxxxxxa" | base64
-w 0

Generate the refresh token

This approach needs the Resource Owner and Refresh Token grant types to be selected in the confidential
application.

curl --request POST " https://idcs-
FEXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXO3 . identity.oraclecloud.com/oauth2/vl/token" --header

"Authorization: Basic <base64 encoded ClientID:clientSecret> --header 'Content-Type:
application/x-www-form-urlencoded' --data-urlencode 'grant_type=password' --data-urlencode
"username=<0AC_BIServiceAdministrator_UserName>" --data-urlencode "password=<User_Password>" --
data-urlencode "scope=
https://<XXXXXXXXXXXXXXXXXXXX>.analytics.ocp.oraclecloud.comurn:opc:resource:consumer::all

offline_access"
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Capture the refresh token value from the output

{"access_token":"eyJANXQjUzI1INiI6IkttM1VBWEttaHpHa®pxeDFnQldrZ1RFOFVIUOVtYk1EdVpIUGdYVVUtb1EiLCJ
4ANXQ1i01J1S0h3cXp6M1c2S3czcWUSNNESUFAXbTRQS3cilCIralWQiOiJTSUdOSUSHXOtFWSISImFsZyI6I1JTMjuU2Ine0.........
jtlreNjab5i5gW1A", "token_type":"Bearer","expires_in":100, "refresh_token":"AgAgNzRjNDQxOWIyZDkwNG
Y4Mz 1kMGE3YzBmMDImZ jk4 ..vy2w_41xmpg="}

Repeat the confidential application creation steps for the DR OAC instance in the DR IDCS stripe or in the DR region
IAM identity domain. Add the scope as the DR OAC instance, and note the scope of the DR OAC instance. Also, get the
refresh token value for the DR OAC instance as the target refresh token.

In the automation script folder, save the source refresh token value in the source_refreshToken.txt file.
Save the target refresh token value in the targetRefreshToken.txt file in the automation script folder.

Saving the refresh token in the text files is a one-time task.

Ensure that the Refresh Token Expiration value exceeds the frequency of the REST API script execution.

For example, if you set the Refresh Token Expiration to 86,400 seconds, this is equivalent to 24 hrs. In this case,
automation scripts must be executed daily with an interval less than 24 hour so that the refresh token is valid for the
subsequent script execution.

The automation process renews the refresh token, uses the new refresh token while running the scripts, and saves
the new refresh token to the source_refreshToken.txt and targetRefreshToken.txt files, respectively, so that the
new token is valid for the next 24 hrs.

= ORACLE' Identity Cloud Service
Oracle Cloud Services 5| ANALYTICSINST_oa. B fa

@ ANALYTICSINST oal - la

Application for ANALYTICSINST oal

Oracle Cloud Services

Details Web Tier Policy  Application Roles  Groups  Users

» General Information

¥ Client Configuration

4 Resources

Configure application APls that need to be OAuth protected

ion 100 v A seconds

5 |

Secondary Audience Protected

htps://oall b anaiytics ocp.oraclecioud.com Yes

es  Add

Scope Protected Description Requires Consent

umn:opciresourceiconsumer:all Yes Al scopes. false

Note: The Access Token Expiration is 100 seconds, which may be sufficient. If a long-running script fails due
to the access token expiry, you can increase the value accordingly.

Even though we use a confidential application and its grant types, the token expiry values are from the OAC
application created in IDCS or IAM identity domain.
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Download Automation Scripts

Ensure that JDK 1.8.0_361 and the Data Migration utility are available on the Linux machine where the automation
scripts will run.

Download the script createSnapshot.sh. This script creates a snapshot and data files backup and stores the backup in
Object Storage as a zip file.

Download the script registerSnapshot.sh. This script downloads the backup zip file, registers the snapshot, and
restores it with the data files at the target OAC instance.

Configure SMTP Mail Servers

For mail server configuration, see Set Up an Email Server to Deliver Reports.

OCI mail server configuration requires that you allowlist the OCl data center IP ranges and Gateway IPs on your
firewall to allow incoming emails from OCI. See Allowlisting IP Range and Gateway IPs.

e Scenario 1: You intend to utilize the same corporate SMTP server for mail server configuration on the
primary and DR OAC instances. In this case, we recommended that you take note of the SMTP mail server
configuration used in your primary OAC instance and use the same configuration information to set up the
mail server on the DR OAC instance.

e Scenario 2: You intend to utilize the same OCI SMTP server for mail server configuration on the primary and
DR OAC instances. In this case, we recommended that you take note of the OCI SMTP mail server
configuration used in your primary OAC instance and use the same configuration information to set up the
mail server on the DR OAC instance.

e Scenario 3: You intend to utilize the respective OCl region’s SMTP server for mail server configuration on the
respective OAC instance in the DR environment. The primary OAC instance on the OCl home region should
use the home region SMTP server for mail server configuration in your primary OAC instance, The DR OAC
instance on the OCI DR region should use the DR region SMTP server for mail server configuration in your DR
OAC instance.

In all three scenarios, the mail server configuration for the DR OAC instance is overwritten with the mail server
configuration of the primary OAC instance when the primary OAC instance snapshot is restored on the DR OAC
instance.

In scenario 3, you must modify the mail server configuration of the DR OAC instance with the DR region’s SMTP
server details after restoring the snapshot.

Similarly, when falling back from the DR OAC instance to the primary OAC instance, you must modify the mail server
configuration of the primary OAC instance with the primary OAC data region’s SMTP server details after restoring the
snapshot from the DR instance to the primary instance.
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| Test |

Configure the mail server.

* SMTP Server

| smitp.email.us-ashburn-1.ocioraclecloud.cor |

* Port

>

587 ~

* Display name of sender “ Ashburn_0AC | ‘

* E-mail address of sender [

Authenticated

* Username ocidl.user.ocl..

Connection Security [ STARTTLS -

TLS Certificate Default Certificate -

|
* Password [ .................... ‘
|
\

In scenarios 1 and 2, both OAC instances are configured with the same SMTP server details. This means that you
don’t need to modify the mail server configuration after restoring a snapshot, as the configuration remains the same,
even after overwriting.

Understand Snapshot Migration Exclusions
Several items aren’t included in a snapshot:

® Virus scanner configuration - Record the virus scanner configuration used in your source environment and
use the same information to configure your virus scanner on the target. See Configure a Virus Scanner.

e Other snapshots saved in the source environment - If required, export them from the source OAC instance
and import them to the DR OAC instance.

e System settings - Record the system settings used in your source environment and use the same information
to configure your system settings on the target.

e Custom skins, CSS styles, and JavaScript - Record the customization used in your source environment and
use the same information to configure your customizations on the target.

Length of Time to Create a Snapshot

Snapshot creation time depends on the amount of content in your OAC instance, that is, the size of your semantic
model (RPD), content catalog, application roles, and so on.

Automating snapshot creation and data file backup using OAC REST APIs and the Data Migration utility eliminates the
dependency on the browser’s download limit. Using this method, the backup zip file is uploaded to Oracle Cloud
storage. When you run the automation script, record how long it takes for the OAC snapshot to be created and
uploaded to the cloud storage.

62 Disaster Recovery Configuration for Oracle Analytics Cloud / version 1.0 oRrACLE
Copyright © 2024, Oracle and/or its affiliates / Public



https://docs.oracle.com/en/cloud/paas/analytics-cloud/acabi/configure-virus-scanner.html

Snapshot Backup Frequency

How often you need to take snapshot backups depends on the length of time it takes to create the snapshot and
upload it to cloud storage. Based on this, you can plan how often you run the automation script and how many
snapshots you retain in storage.

Calculating your snapshot backup frequency is critical as it determines the potential data loss between the primary
OAC instance snapshot creation time and the occurrence of a disaster event. There’s a risk of data loss, if an end-user
creates objects in the OAC instance between snapshot backups and a disaster event.

As the OAC instance used for DR is a production instance, we recommend that users do not develop new content
(such as analyses and data visualization projects) in this production instance. This helps minimize data loss during a
disaster event.

If a user does save any custom or personally developed content in their My Folders, there’s a risk of data loss during
the backup and restoration of a snapshot on the DR OAC instance.

Update Data Source Connection Strings After Snapshot Restore

When you restore a primary OAC instance snapshot onto the DR OAC instance, there might be limitations to the data
source connection strings and wallets used for Oracle Autonomous Data Warehouse (ADW) or Oracle Database Cloud
Service (DBCS) data sources. As a result, you might need to modify the connection strings for semantic models (RPD)
or self-service data connections in the DR OAC instance.

To mitigate these limitations, we suggest you implement any such connection string modifications before you release
the DR OAC instance to business users.

Create the Same Vanity URL for Both Oracle Analytics Cloud Instances.

Set up the same DNS name and SSL/TLS Certificate for the OAC instances on both the primary and DR regions. See
Set Up a Vanity URL for Oracle Analytics Cloud on OCI Gen 2.

Consider the following scenarios:

e Scenario 1: Your OAC instances are in public subnet. Configure the vanity URL and map the DNS name to
the active OAC instance IP address.

e Scenario 2: Your OAC instances are in a private subnet and used within a corporate network (VPN).
Configure the vanity URL and map the DNS name to the active OAC instance IP address.

e Scenario 3: Your OAC instances are in a private subnet and used within a corporate network (VPN) and
on the internet. Create a public OCl load balancer as the front end for the OAC instances. Configure both the
OAC vanity URL and OCl load balancer with the same DNS name and map the IP address of the active OAC
instance load balancer to the DNS name.

Map the Vanity URL’s DNS Name to the Active OAC Instance IP Address (Scenarios 1 and
2)

For Public OAC Access

If you want to provide public access to your OAC instance and your organization has an existing DNS domain, you can
set up a vanity URL for both OAC instances and map the IP address of the active OAC instance to the DNS name in the
domain’s DNS management page. This allows users to always access the active OAC instance using the vanity URL.
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This example uses the domain registrar GoDaddy.
@) GoDaddy | iii Domains @ O O Rk R v

Domains v Buy & Sell v DNS v Settings v Help v

My Domains / Domain Settings

DNS Management

DNS Records

DNS Records define how your domain behaves, like showing your website content and delivering your email

Delete Copy Filter v m

Type ® Name ® Data D TL® Delete Edit
O A @ Parked 600 seconds w 2
O A analytics 137 278 ¥ 145 1/2 Hour w 2
NS @ ns71.domaincontrol.com. 1 Hour Can't delete Can't edit
NS @ ns72.domaincontrol.com. 1 Hour Can't delete Can't edit
[l CNAME www cealoracle.com. 1 Hour oW 2
[ ‘ CNAME _domainconnect _domainconnect.gd.domaincontrol.com. 1 Hour w 2
SOA @ Primary nameserver: ns71.domaincontrol.com. 1 Hour

GoDaddy NameServers page:

Nameservers
Using default nameservers

Nameservers (2)

ns71.domaincontrol.com

ns72 domaincontrol.com

In GoDaddy DNS Management, create an A Record mapping the OAC instance IP address to the required subdomain.
For example, analytics.cealoracle.com.

In a disaster recovery situation, map the DR OAC instance IP address to the DNS name in the domain’s (GoDaddy) DNS
management page.

You can also manage your organization’s domain using delegated zones in OCI. However, Oracle isn't a registrar, so
you must obtain a domain if needed.

Note: You can't create the same public zone in multiple regions of OCI due to its public nature. Therefore, we
recommend that you set up the public zone in the OCI DR region.

Get a Domain

For example, oracleceal.com from GoDaddy.
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@ GoDaddy | i Domains

Domains ~ Buy & Sell ~ DNS ~ Settings v Help v

My Domains / Domain Settings

DNS Management

oracleceal.com

DNS Records

DNS Records define how your domain behaves, like showing your website content and delivering your email

@ v O m= i

Filter ~ Add

Type Name () Data e W 2

A @ Parked 600 seconds
NS @ ns71.domaincontrol.com. 1 Hour Can' delete Can'tedtt
NS @ ns72.domaincontrol.com. 1 Hour Can't delete Can't edit
CNAME www oracleceal.com 1 Hour
CNAME _domainconnect _domainconnect gd.domaincontrol.com 1 Hour
SOA @ Primary nameserver: ns71.domaincontrol.com 1 Hour

GoDaddy uses its own NameServers.

Nameservers

Using default nameservers

Nameservers (2

ns71.domaincontrol.com

ns72.domaincontrol.com

To delegate the domain, create a DNS zone in the OCI for that domain, and use the OCl nameservers at GoDaddy.

Create a Public Zone

In the OCI Console, navigate to Networking - DNS Management - Zones - Create Zone.
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Networking » DNS Management » Zones

DNS Management Zones in oacdr Compartment

Overview
Public Zones Private Zones
Zones L
Traffic Management Steeri
Privale Views Name
HTTP Redirects
TSIG Keys.
0 Selected
List Scope
Compartment
oacdr <

csmenal romFaacie

ADNS zone holds the trusted DNS records that will reside on Oracle Cloud Infrastructure'd

Create Public Zone

E YYou can only view or manage a zone when working in the region where it was created. This zone will not be visibly

Method
© Manual ) Import

Zone Name (@)

| oracleceal.com

Create in Compartment

oacdr

oaseceal (rootyloacdr

Zone Type @

| Primary

25 show Advanced Cptions

Networking » DNS Managemant » Zones » oraclecesl com

DNS - oracleceal.com
palaiosinss JEt LU
Wove Resaurce | | Add Teos | (RN
Zone Information Tags

Zone Scope: Public
Zone Type: Primary

Created: Sat. Mar 19, 2022. 04:04:34 UTC.
OCID: _knygyq Show Copy

0 Selected

CREATING Serial: 1 Compartment: oacd
ns1 p201.dns. 52201 dns ns3.p201 dns. nsd 201 dns
Resources Records
Metrcs
Records
" T T
Filters m L B
oac oraciecesl com 300 A 129153235226
status
& siageo oracleceal com 85400 NS 51,0201, drns oraclecioud net.
5 unstages
oracleceal com 86400 NS 152,p201.dns oraciecioud net.
Protecied
Show all 3 oraciscaal com 86400 NS 53,5201 dns oraciecioud net
Record Type cracleceal com 86400 NS ns4.p201.dns oraciscioud et
Fiter on ¢ 2
Hter on rtypais). 5 T 300 s0A ns1p201 1 1800

Protected

Yes

Yes

Yes

Yes

Yes

State
Created
Protected
Protacted
Protacted
Protacted
Protected

Shawing 6 tems

¢ Page1

Obtain Name Server Hostnames of the OCI Public Zone

Add these Oracle name servers to your domain provider (for example GoDaddy).

Log in to the domain provider portal and change the name servers based on the DNS zone you created in OCI.

oracleceal.com 86400
oracleceal com 86400
oracleceal.com 86400
oracleceal com 86400
oracleceal com 300

NS ns1.p201.dns.oraclecloud.net
NS ns2 p201.dns oraclecloud net.
NS ns3.p201.dns.oraclecloud net.
NS ns4.p201.dns.oraclecloud net.
SOA ns1.p201.dns. oraclecloud.net. hostmaster.oracleceal.com. 1 3600 600 604800 1800

66 Disaster Recovery Configuration for Oracle Analytics Cloud / version 1.0

Copyright © 2024, Oracle and/or its affiliates / Public

ORACLE



@ GoDaddy | i Domains @9 N e .

Domains Buy & Sell v DNS ~ Seffings ~ Help ~

My Domains /| Domain Settings

DNS Management

oracleceal.com

DNS Recards

DNS Records define how your domain behaves, like showing your website content and delivering your email.

- @,
7

We can't display your DNS information because your nameservers aren't managed by us.

Manage your DNS here by changing your nameservers to default nameservers.

Nameservers

Using cusiom nameservers Change

Nameservers (T}

ns1.p201.dns.oraclecloud.net

ns2 p201.dns.oraclecloud.net

ns3.p201.dns.oraclecloud.net

ns4 p201.dns oraclecloud.net

P———
Add Record Actions

Domain a |TIL Type RDATA
oac oracleceal com 300 A T L S
oracleceal com 86400 NS ns1.p201.dns.oraclecloud net
oracleceal com 86400 NS ns2 p201.dns oraclecioud net
oracleceal com 86400 NS ns3 p201.dns.oraclecloud net
oracleceal com 86400 NS nsd p201.dns oraclecloud net
oracleceal com 300 SOA ns1,p201.dns oraclecloud net. hostmaster.oracleceal com. 1 3600 600 604800 1800

Once the domain is delegated to OCl, manage the DNS records from the OCI Console.

In GoDaddy DNS Management, create an A Record mapping the OAC instance IP address to the required sub domain.
For example, oac.oracleceal.com.

In a disaster recovery situation, map the DR OAC instance IP address to the DNS name in the domain (GoDaddy) DNS
management page.

Note: You can’t create the same public zone in multiple regions of OCI due to its public nature. Therefore, we
recommend that you set up the public zone in the OCI DR region.

67 Disaster Recovery Configuration for Oracle Analytics Cloud / version 1.0 oRrACLE
Copyright © 2024, Oracle and/or its affiliates / Public



k) e R 6 ) T L) TERT

For Private OAC Access

After setting up the vanity URL at both OAC instances, map the IP address of the active OAC instance to the DNS
name in the on-premises DNS servers.

You can also create private zones in OCI DNS management. See Private DNS.

e Private DNS zones: Private DNS zones contain DNS data only accessible from within a VCN such as private IP
addresses. A private DNS zone has similar capabilities to an internet DNS zone but responds only to clients
that can reach it through a VCN. Each zone belongs to a single view.

See the blog: OCI Private DNS - Common Scenarios.

On-Premises Location Oracle Cloud Infrastructure
(Region)

' On-premises Network HE 000 R ————
: 10.0.1.0/24 m Virtual Cloud Network
' Fast Connect 0 Zones

Zones Y
O H VCN Subnet Oracleven.com
Onprem.internal = 1 10.0.0.0.0/24 sv01-A-10.002
appa- A-10.01.2 L
app4 - A-10.0.1.3 m
Oracle VCN - od

ocizone.internal

appl -A-10.0.0.2

'
'
'
'

On-premises DNS : 4 5 Private DNS Private DNS : app2-A-10.0.0.3
13;5"12 '5 I 1 Resolver Forwarder Resolver Listener '
! ' 10.0.0.5 10.0.04 i
nnn nnn | VPN Connect : 5
' 1 ooo ooog '
nnn nnn i ‘ ;
i : '
| : '
: '

]
'
Apps App4 : i
'
i '
DNS Policy:Oraclevcn.com: (Forward 10.0.0.4) DNS Policy: '
;(‘:E(Tn;.c?r‘n.lnternal: {Forward 10.0.0.4) ! Onprem.intemal:(Forward 10.0.1.5) '
se: (Resolve locally) - - Else: (Resolve locally)

Test the Vanity URL of the Active OAC instance:

https://oac.cealoracle.com/ui/dv

Create a Public OCI Load Balancer in Both OCI Regions (Scenario 3)

Create a public OCl load balancer and configure the OAC IP address as the backend of the load balancer.
e Use the Status Code 502 while configuring the Backend Set Health Check.

e Use the same certificate and private key generated and signed while configuring the vanity URL.

1. Login to the OCI Console as an administrator.

2. Navigate to Networking = Load Balancers.

Q serch an Networking
Overview DNS management IP management
Home
i Overview Overview
Compute # Virtual cloud networks )
Zones Reserved public IPs
Storage Web Application Acceleration Traffic management steering policies BYOIP
I Networking | | Load balancers Private views Public IP pools
HTTP redirects
Oracle Database Content Delivery .E.‘ia.i,b.a.“an(ers Network Command Center

3. Select the compartment where you need to configure the load balancer.

4. Create a load balancer.
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Cloud Classic > US East (Ashburn)

Load balancers in oacdr Compartment

Load balancers provide automated traffic distribution from one entry point to multiple servers reachable from your virtual cloud network (VCN). They improve resource utilization, facilitate scaling, and help

ensure high availability.

Overview

Virtual cloud networks

Web Application Acceleration
Name Type State IP address Shape Overall health Created

No items found.

Content Delivery Network

BNS management Showing 0 ltems < 1of1 >
Customer connectivity

IP management

Network Command Center

List scope

Cor rtment

(rootyoacar

5. Select the load balancer type as Load Balancer and click Create Load Balancer.

= ORACLE Cloud | Cloud Classic » ‘ Search resources, services, documentation, and Marketplace US East (Ashburn) v/

Select load balancer type

HTTP Listener

Network load balancer
Backend Server

HTTPS Listener
—
Customer Traffic Backend Server
TCP Listener

ensure high availability. You can configure multiple load balancing policies
and application-specific health checks to ensure that the load balancer
directs traffic only to healthy instances.

Includes: advanced proxy features such as layer-7 routing and SSL
termination.

6. Create a public load balancer.

ORACLE
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Search resources, services, documentat and Marketplace

East (Ashbum) v/

Create load balancer

© Add details Add details

Choose backends

Configure listener Aload balancer provides automated traffic distribution from one entry point to multiple servers in a backend set. The load balancer

ensures that your services remain available by directing traffic only to healthy servers in the backend set.
Manage logging

Load balancer name

Choose visibility type

& Public £ Private

You can use the assigned public IP address as a front end
for incoming traffic.

You can use the assigned private IP address as a front end
for internal incoming VCN traffic.

Assign a public IP address

Ephemeral IP address Reserved IP address

You can have an IP address from the pool automatically as-

You can provide either an existing reserved IP address, or
signed to you.

create a new one by assigning a name and source IP pool.

Oracle will generate an IP address for you.

7. Select the Flexible shape.

Bandwidth
Shapes
Pick the type and size of bandwidth shape for your load balancer. Learn more about load balancer shapes
© Flexible shapes
eale a flexible shape size within the minimum and meximum size renge you speciy.
Dynamic shapes

Choose from one of the available predefined shape sizes.

Oracle will retire the ability to create new dynamic shape load halanoers|or| Thu, 11 May 2023 00:00:00 UTC. Oracle
recommends using the cost-efficient flexible Toad balancers

Choose the minimum bandwidth (2

Mbps

10Mbps 8000 Mbps
Choaose the maximum bandwidth Optional (&)

500 Mbps 8000 Mbps

Note: The Dynamic shape will be retired soon.

Shapes

Pick the type and size of bandwidth shape for your load balancer. Learn more about load balancer shapes.
Flexible Shapes

Creale a flexible shape size within the minimum and macimum size range you SDECI['.,'

© Dynamic Shapes
Choose from one of the available predefined shape sizes

Choose Total Bandwidth (&)

Micro Small Medium Large
10 Mibps 100 Mbps 400 Mbps 8000 Mbps

8. Select the network.
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Choose networking
Virtual cloud network in oacdr (Change Compartment)

oacven z

To create a public load balancer, specify a single regional subnet (recommended), or two availability domain-specific subnets in
different availability domains. If backends have public IP addresses, configure a NAT gateway for connecting the public load
balancers to its public IP address-based backends. Learn more about configuring NAT gateway.

Subnet in oacdr (Change Compartment)

Public Subnet-oacven (regional) z

Use network security groups to control traffic @

25 Show advanced options

Cancel

Click Show Advanced Options - Security tab. A Web Application Firewall (WAF) can be configured for securing OAC
on Oracle Cloud. Configure WAF if you need extra protection.

Hide Advanced Options

Security Management Tagging

Use a Web Application Firewall Policy to protect against layer 7 attacks

9. Click Next, and specify the load balancer policy as Weighted Round Robin.

Note: You can use other policies based on the type of configuration required for the usage.

= ORACLE Cloud | Cloud Classic » ‘ Search resources, services, documentation, and Marketplace US East (Ashburn)

Create load balancer

)
Y Add defaile Choose backends
e Choose backends
Aload balancer distributes traffic to backend servers within a backend set. A backend set is a logical entity defined by a load balancing
9 Configure listener = 2 5 5
policy, a health check policy, and a list of backend servers (Compute instances).

Manage loggin
o Sl Specify a load balancing policy

Weighted round robin IP hash Least connections
This policy distributes incoming traffic This policy ensures that requests This policy routes incoming request
sequentially to each server in a back- from a particular client are always di- traffic to the backend server with the
end set list. v/ || rected to the same backend server. fewest active connections

Select backend servers Optional

No backend servers selected. Click Add backends to select resources from a list of available Compute instances. You can choose
instances from one compartment at a time. After you add instances from one compartment, you can choose Add more backends to add
instances from another compartment. You can also add backend servers after you create the load balancer.

[ Add backends

10. Since the OAC instance isn’t listed when you select the backend, you can add the IP address of the OAC instance
later. Also, you can skip the Health Check Policy with default values as this will be configured after the load balancer is
configured.

Click Next.

11. Configure the listener with the listener type as HTTP. You can update the load balancer later, with the listener type
as HTTPS.
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Cloud Classic Search resources, sel documentation, and Marketplace East (Ashburn)
Create load balancer
o) . .
() Add details Configure listener
(@ Choose backends
- " Alistener is a logical entity that checks for incoming traffic on the load balancer's IP address. To handle TCP, HTTP and HTTPS traffic,
Configure listener
you must configure at least one listener per traffic type. You can configure additional listeners after you create your load balancer.
Manage logging .
Listener name
Specify the type of traffic your listener handles
HTTPS HTTPI2 ep
Specify the port your listener monitors for ingress traffic
80
You can configure path route rules and custom header rule sets after you create the load balancer. For more information, see managing
request routing and managing rule sets.
25 show advanced options
Previous Cancel

12. Enable the Error Logs and Access Logs and click Submit.

Get the private OAC instance IP address to configure as the backend for the load balancer.

= ORACLE Cloud ‘ Cloud Classic > Search resources, services, documentation, and Marketplace US East (Ashburn) v

Analytics > Analytics Instances » Instance Details

4 Analytics Home Page Resume Pause Change Capacity More actions v

Instance Details Additional Details Tags
General Information Network Access
OCID: ...mw#iiS& Show Copy

LCLE Compartment: “iwsidian (root) OACSDR Virtual Cloud Network: OACSVCN
Created: Fri, Feb 24, 2023, 21:16:46 UTC Subnet: private subnet-OACSVCN Edit
Capacity: 2 OCPUs Access Control: Not Configured Edit

Edition: Enterprise Edition
License: License Included

Encryption Key: Oracle-managed key Assign

Access Information

URL: https:/oacsash-«## i analytics.ocp.oraclecloud.com/ui/ Copy

| Vanity URL: https://analytics.cealoracle.com/ui/ Copy

‘ Cloud Classic » Search resources, services, documentation, and Marketplace US East (Ashburn) v

Analytics » Analytics Instances » Instance Details

[ Analytics Home Page Resume Pause Change Capacity More actions

Instance Details Additional Details Tags

Networking Information Identity Provider

Access Type: Private @ Type: Oracle Identity Cloud Service (IDCS)

ACTIVE

Hostname: oacsash-swsylis wd=ynia.. Sho Stripe: idcs- St b Cadiflaill BelalWC0... Show Copy

IP Address: 1.56 App: ANALYTICSINST oacsashcigs

Gateway IP Address: "4 "4 1 11 Copy

2
12
8

13. When the load balancer is created, add a certificate.
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Note: Use the well-known public CA signed certificate, private key, and the CA chain certificate that you used
when you created the vanity URL for the private OAC instance.

Resources Certificates
Certificate resource
Metrics
Load balancer managed certificate
Smart check
Backend sets (1) Name
Routi I 0
g poleeet) No items found.
Rule sets (0)
Showing 0
Listeners (1)
Cipher suites (5)
Resources Certificates
Certificate resource
Metrics
Load balancer managed certificate
Smart check
Backend sets (1) Name
Rule sets (0)
Listeners (1)
14. Add a hostname.
Resources Hostnames
Sttt ehieck Name Hostname
Logs (2)
No items found.
Backend sets (1)
Showi
Routing policies (0)
Rule sets (0)
Listeners (1)
Cipher suites (5)
Certificates (0)
Resources Hostnames
Shaftchecc Name 4 Hostname
Logs (2)
Backend sets (1)
Show;
Routing policies (0)
15. Create a new backend set.
Resources Backend sets
SEETES Name a  Cipher suite Traffic distribution policy Number of backends Drained % of backends drained Health
Logs (2)
bs Ib 2023-0403-0446 Weighted round robin 0 0 0% A\ Incomplete
- Showing 1ltem < 1of1 >
Routing policies (0) —
Select Use SSL since the OAC is SSL-enabled.
Use the certificate created in the previous steps.
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US East (Ashburn) v

Create backend set

Specify a set of policies that define how the load balancer routes ingress traffic to your backend servers.

Name

OAC_BackendSet

Traffic distribution policy ®

Weighted round robin

Certificate resource

Load balancer managed certificate

Certificate name Verify peer certificate

) A0
analytics.cealoracle.com S|

Session persistence

To enable cookie-based session persistence, specify whether the cookie is generated by your application server o by the load balancer. Learn more
about session persistence.

© Disable session persistence
" Enable application cookie persistence
~ Enable load balancer cookie persistence

Health check

Define the health check policy the load balancer uses to confirm the health of your backend servers.

Protocol Port Optional

HTTP 443

Ensure your backend sef's health check protocol matches the listener protacol, Ensure your backend sef's health check port number matches the backend's port number.

Interval in milliseconds Optional Timeout in milliseconds Optional

A 3 otherwise the health

Number of retries Optional Status code Optional

URL path (URI) Response body regex Optional

Ipublic/dviping

Resources Backend sets

Metrics Create backend set
Sheifceck Name ~  Cipher suite Traffic distribution policy Number of backends. ‘ Drained ‘ % of backends drained Health
Logs (2)

bs Ib 2023-0403-0446 - Weighted round robin 0 0 0% A\ incomplete
Backend sets (2)

oci-wider-compatible-ssl-

Routing policies (0) prry = Weighted round robin 0 0 0% A\ Incomplete
Rl Showing 2 ltems < 1 of 1
Listeners (1)

16. Add backends to the backend set.
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Search resources, services, documentation, and Marketplace US East (Ashbum) v/ A O ¢ )

Networking » Load balancers » Load balancer details » Backend sets » Backend set details » Backends

OAC_BackendSet

Edit Update health check

Backend set information

Backend set information Overall health

Policy: Weighted round robin A\ Incomplete - No backends
Load balancer: LB 4 OAC Backends health
% of backend set drained: 0% Critical
Warning
Incomplete
)| Pending
oK
Trouble shooting health check failures

Backends drain status

Drained

Resources Backends

chice -
Backends (0
IP address Port Weight offline Backup Drain status Health

No items found.

Actions v

0 Selected Showing 0 ltems 10of1

Note: The load balancer should be able to reach the private OAC instance.
Using the security list, configure the ingress rules to allow the load balancer to reach the OAC instance.

Note: If the load balancer and the private OAC instance are on different VCNs, you must set up local peering
between the two VCNs using the Local Peering Gateway.

Add backends Help

Choose how to add backend servers by selecting Compute instances or by entering IP addresses. If backends have public IP addresses, configure a NAT

Compute instances | @ IP addresses

IP address Port Weight

17. The Health should show OK.

Resources Backends
Metrics Add backends [T g
Backends (1
Eekendsi) IP address ~  Port Weight Offline Backup Drain status Health
10.0.1.56 443 1 False False .
0 Selected Showing 1 ltem < 1 0f 1

18. Overall health and backend set health should show OK.
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ACTIVE

Networking > Load balancers » Load balancer details

Update shape ~ Move resource | | Add tags

Load balancer information Tags

Load balancer information

OcID: _kifwdy Show Copy

Created: Mon, g 1, & k33 UTC

Shape: iy

Virtual cloud network: OACSVCN

Subnet: public subnet-OACSVCN
Web application firewall: Nons
Network security groups: None Edit
Type: Load balancer

Acceleration: None

Overall health

Backend sets health
Critical

Warning

1 | Incompiete

Pending

Backend sets drain status

Drained

Traffic between this load balancer and its backend servers is subject to the governing security

lists and network security groups.
Learn more about lead balancers and security lists.

Logs

Error logs: Enablsd

Access logs: Enabled

Learn more about Ioad balancer logging,

19. After the load balancer is created, edit the listener and add the certificate, hostname, and the backend set.

Resources

Metrics
Smart check

Logs (2)

Backend sets (2)
Routing policies (0)

Rule sets (0)

Listeners (1)

Listeners

Create listener

Name Protocol Port

HTTP 80

Cipher suite

Backend set

bs_Ib_2023-0403-
0639

Routing policy

Path route set

Hostnames Use SSL

- Ng

Showing 1 Item

{=Jp

Delete
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documentation, and Marketplace

rEdit listener

Us East (ashbum) v 5] @ (@ e 0

Name Read-only

Listener1

Protocol

HTTPS <

Port

443

Certificate resource

Load balancer managed certificate
A0
analytics.cealoracle.com 2|

Hostnames Optional
analytics.cealoracle.com X

Certificate name Verify peer certificate

To allow your load balancer to accept ingress traffic, specify the protocol and port for your public IP address.

Backend set

OAC_BackendSet I

Ensure your health check protocol protocol

Idle timeout in seconds Optional

‘The default timeout for HTTPS is 60 seconds. Set the backends’ keep alive value to at least 10
‘seconds greater than this value.

There are no path route sets for this load balancer. Create a path route set.

Routing policy Optional

Select a routing policy

Rule sets

There are no rule sets for this load balancer.Create a rule set.

=
25 Show advanced options

Cancel

20. Delete the old backend set initially created with the load balancer.

Refer to Timeout Settings.

21. Allow internet traffic to the load balancer’s public subnet.

e Add aningress rule to allow access from the internet (0.0.0.0/0) on port 443.

Search for resources, services, and documentation

AVAILABLE

Resources

Ingress Rules (5)

Egress Rules (5)

[Default Security List for oasven l

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

Move Resource | | AddTags | Terminae
Security List Information Tags

OCID: .. 7ymmxq Show Copy Compartment: casmp
Created: Wed, Mar 2, 2022, 19:10:06 UTC

Ingress Rules

Remove

IP Protocol | Source Port Range. Destination Port Range Typeand Code  Allows Description
W . S i - TGP traffic for ports: 22 SSH Remote Lo
gin Protocol
ICMP traffic for 3. 4 Destination Unreach
No 00000 cMP 3.4 ‘able: Fragmentation Needed and Don't
ragment was Set
ICMP traffic for: 3 Destination Unreachab
No 10.00.016 L=t 3 Ie
No 00000 TCP Al 3389 TCP traffic for ports: 3369 ROP
[ No 00000 TcP Al 443 TCP traffic for ports: 443 HTTPS Load Batancer Public Access |

Showng5liems  { 1011 5

22. Add an A Record in the domain provider’'s DNS management screen.
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Load balancers in D#CEDR Compartment

Load balancers provide automated traffic distribution from one entry point to multiple servers reachable from your virtual cloud network (VCN). They improve resource utilization, facilitate scaling, and help
ensure high availability.

Create load balancer
Name Type State IP address Shape Overall health Created v
LB 4 OAC Load balancer @ Active SAT (public) 400Mbps ° OK Mon, g 3, FXIN E1 I uTC

Showing 1 Item 10f1

Map the load balancer’s public IP address to the DNS name in your DNS resolver and domain provider. For example,
https://analytics.cealoracle.com/ui

Secure Oracle Analytics Cloud on Oracle Cloud by Enforcing OCI WAF

OClI's Web Application Firewall (WAF) is a cloud-based, PCl-compliant, global web application firewall service. By
combining threat intelligence with consistent rule enforcement on Oracle Flexible Load Balancer, WAF strengthens
and protects internet-facing web applications, APl endpoints, and load balancers (public or private).

e Ensure that you have the required IAM policies to implement WAF. See Required IAM Service Policy.
¢ (Recommended) Use a separate compartment for your WAF policy to make management easier and more
secure. See Managing Compartments.

Web application firewall policies encompass the overall configuration of your WAF service, including access rules, rate
limiting rules, and protection rules. For information on how to implement access control and protection rules read the
blog Securing Oracle Analytics Server on Oracle Cloud by Enforcing OCI WAF on Flexible Load Balancers.

Test End-to-End Connectivity with Network Path Analyzer

After configuring private access channel (PAC), Data Gateway (RDG), load balancer, and other supported scenarios for
OAC, you can use the Network Path Analyzer to test end-to-end connectivity.

Use the Network Path Analyzer to:
e Troubleshoot routing and security misconfigurations causing connectivity issues.
e Validate that the logical network paths match your intent.
e Verify that the virtual network connectivity setup works as expected before sending traffic.

For more information about Network Path Analyzer, OAC, and OCI networking, read the blog Speed up Network
Troubleshooting with Oracle Cloud Network Path Analyzer for Oracle Analytics Cloud.

ADW Switchover Using Data Guard

When a disaster occurs, switchover must be done in the DR region’s standby ADW instance.

Note: Cross-region switchover from the primary database of an Autonomous Data Guard association isn’t
supported.

Perform the switchover operation on the standby database.

On the DR Region (Phoenix)

1. Login to the OCl Console as an administrator.
2. Navigate to the ADW instance.
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ORACLE Cloud ‘ Cloud Classic Search resources, services, documentation, and Marketplace US West (Phoenix)

Overview » Autonomous Database » Autonomous Databases

Autonomous Database Autonomous Databases in O#COR Compartment
Autonomous Database delivers fast performance and requires no database administration. It performs all routine database maintenance tasks while the system is running, without human intervention
A Autonomous Databases located in the Oracle cloud can run on dedicated or shared infrastructure. Learn more.

Dedicated infrastructure
Display Name State Dedicated Compute Storage Workload type Disaster recovery Created -

Autonomous container database

No 2 118 Data Warehouse Thu, Feb 16, 2023, 15:59:46 UTC

Autonomous Exadata VM cluster
Displaying 1 Autonomous Database < 10f 1 >
Exadata infrastructure

3. Click the Switchover option.

ORACLE Cloud ‘ Cloud Classic > Search resources, services, documentation, and Marketplace US West (Phoenix) v

Overview» Autonomous Database » Autonomous Database details

ADW-ASH_Remote

Database actions |~ Database connection | Performance hub  Manage scaling |~ More actions v

Autonomous Database information Tool configuration Tags

General information

Database name: ADWASH |nfraStrUCtUre

Workload type: Data Warehouse Dedicated infrastructure: No
Compartment: s (root)/OACDR

- s Disaster recovery ®
Created: Thu, Feb "& 1R UTC

OCPU count: 2 Region: Remote

OCPU auto scaling: Enabled (7) T

4. Confirm the switchover.

[
s

Confirm switchover to peer

Do you want to switchover to cross-region disaster recovery peer ADWASH now?
Confirm the switchover to the peer database

ADWASH

Cancel

5. The status of the ADW changes to ROLE CHANGE IN PROGRESS.

ORACLE Cloud ‘ Cloud Classic > Search resources, services, documentation, and Marketplace US West (Phoenix) v

Overview» Autonomous Database » Autonomous Database details

ADW-ASH_Remote

Database actions | Database connection | Performance hub  Manage scaling  More actions v

Autonomous Database information Tool configuration Tags

General information
Database name: ADWASH Infrastructure

ROLE CHANGE IN PROGRESS

Workload type: Data Warehouse Dedicated infrastructure: No

6. The Phoenix ADW is now available, and the Role is Primary.

= ORACLE Cloud Cloud Classic > Search resources, services, documentation, and Marketplace US West (Phoenix) v/

Overview > Autonomous Database » Autonomous Database details

Database ADWASH available in US West (Phoenix) region. You can switch to source US East (Ashbum) region when the database is available. Switchover

ADW-ASH_Remote

Database actions | Database connection ~ Performance hub |~ Manage scaling | More actions v

Autonomous Database information Tool configuration Tags

General information
Database name: ADWASH Infrastructure
Workload type: Data Warehouse Dedicated infrastructure: No
Compartment: s8¢ (root /OACDR

OCID: iresis Show Copy Disaster recovery ®
Created: Thu, Feb 4% 350 | UTC
‘OCPU count: 2

OCPU auto sc:

g: Enabled (7)
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On the Home Region (Ashburn):

1. Login to the OCI Console as an administrator.
2. Navigate to the ADW instance and check the status.

= ORACLE Cloud ‘ Cloud Classic » Search resources, services, documentation, and Marketplace US East (Ashburn) v

Overview » Autonomous Database » Autonomous Databases

Autonomous Database Autonomous Databases in Q&G 0R Compartment

Autonomous Database delivers fast performance and requires no database administration. It performs all routine database maintenance tasks while the system s running, without human intervention
Autonomous Databases located in the Oracle cloud can run on dedicated or shared infrastructure. Learn more.

Create Autonomous Database

Display Name State Dedicated Compute Storage Workload type Disaster recovery Created -

No 2 17B Data Warehouse Standby Thu, Feb 16, 2023, 04:37:13 UTC

Displaying 1 Autonomous Database < 10f1 >

Autonomous Database

Dedicated infrastructure

Autonomous container database

Autonomous Exadata VM cluster

Exadata

3. Fallback to the primary ADW on the home region can be performed using the switchover option followed by
the same process.

ORACLE Cloud | Cloud Classic > ‘ Search resources, services, documentation, and Marketplace US East (Ashbum)

Overview» Autonomous Database » Autonomous Database details

Database ADWASH available in US West (Phoenix) region. You can switch to source US East (Ashbum) region when the database is available. Switchover

ADW-ASH

Database actions | Database connection ~ Performance hub | = Manage scaling | More actions v

us Database information Tool Tags

General information

Database name: ADWASH |nfraStrUCtUre

Workload type: Data Warehouse Dedicated infrastructure: No
‘Compartment: oaseceal2 (root)/OACDR

OCID: ..hp2Sla Show Copy Disaster recovery ®
Created: Thu, Feb 16, 2023, 04:37:13 UTC Role: Standbyf St pdate DR type

OCPU count: 2 Region: Primary [

OCPU auto scaling: Enabled (7)

DBCS Switchover Using Data Guard

When a disaster occurs, a switchover must be done in the DR region’s standby DBCS instance.
Perform the switchover operation on the standby database.

On the DR Region (Phoenix)

1. Login to the OCI Console as an administrator.
2. Navigate to the DBCS instance.

= ORACLE Cloud ‘ Clout ources, services, documentation, and Marketplace US West (Phoenix) v

Overview» Oracle Base Database » DB Systems

Oracle Base Database DB Systems in oasmp Compartment

The DB system includes the hardware, storage software, and networking configuration required to run Oracle Databases in the Oracle cloud. Lear more.

Create DB system

Display name State Availability domain Shape CPU core count Created -

DB Systems

Oracle Exadata Database
Service on Dedicated

Infrastructure @ Available  yBdo:PHX-AD-1 VM.Standard E4.Flex 8 Tue, Dec 6, 2022, 20:29:43 UTC

db19phx ® Available  yBdo:PHX-AD-1 VM.Standard.E4.Flex 4 Thu, Dec 1, 2022, 19:20:12 UTC
Exadata VM clusters

Showing 2 ltems < 10f 1 >
Exadata infrastructure

3. Navigate to Oracle Base Database > DB Systems > DB System Details > Database Detail > Data Guard
Associations.
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= ORACLE Cloud | Cloud Classic » Search resources, services, documentation, and Marketplace US West (Phoenix) v/

Overview » Oracle Base Database » DB Systems » DB System Details » Database Details » Data Guard Associations

DB connection | Performance Hub  Manage encryption key | Rotate Key || More actions ~

Database information Tags
General information Backup
Lifecycle state: Available Automatic backup: Disabled (7)
AVAILABLE OCID: ..44yhsa Show Copy,
Created: Tue, Dec 6, 2022, 20:20:43 UTC Data Guard
Database Role: Disabled Standby Status: Enabled
Database unique name: db19rac_phx1hs
Oracle SID Prefix: None Encryption
Database Architecture: Container Database Encryption Key: Oracle-managed key
Character Set: AL32UTF8
National Character Set: AL16UTF16 Associated Services
Database Management: Not Enabled Enable (7 (7)
Version
Database version: 19.17.0.0.0 View
Database software image: db19_phx
Resources Data Guard Associations
Metrics Enable Data Guard

Backups (0) Peer database | Peer DB system | Peer role Protection Mode Transport type Apply lag Data Guard Type Launched

Data Guard Associations (1)

db19rac

Maximum Performance Async 0 seconds Mounted (Data Guard) ~ Tue, Dec 6, 2022, 21:38:22 UTC EI

Pluggable Databases (1) 7
Showing 1ltem < 10of1 >
Work requests (0)

4. Click Failover.

ORACLE Cloud Search resources, s and Marketp! US West (Phoenix) v

Overview» Oracle Base Database » DB Systems » DB System Details » Database Details » Data Guard Associations

DB connection | Performance Hub |~ Manage encryption key | Rotate Key | More actions v

Database information  Tags
General information Backup
Lifecycle state: Available Automatic backup: Disabled @

RIS OCID: ...44yhsa Show Copy
Created: Tue, Dec 6, 2022, 20:29:43 UTC Data Guard
Database Role: Standby Status: Enabled
Database unique name: db19rac_phxihs.
Oracle SID Prefix: None Encryp‘tion
Database Architecture: Container Database Encryption Key: Oracle-managed key
Character Set: AL32UTF8
National Character Set: AL16UTF16 ASSOCiated Services
Database Management: Not Enabled Enable [7 (2

Version
Database version: 19.17.0.0.0 View
Database software image: db19 phx

Resources Data Guard Associations

Metrics Enable Data Guard

Edit Data Guard Association

BRIy Peer database | Peer DB system | Peer role Protection Mode Transport type Apply lag Data Guard Type
fio Copy Peer Database OCID
Datz Guird Asoociationsit) db19rac Maximum Performance Async 0'seconds. Mounted (Data Guard) Tue.
Pluggable Databases (1) Copy Peer. DB Syelem OCID "
nowing 1 tem <1011
Torms of Use and Privacy _Cookda reterances Copyright © 2023, Oraclsandlo s afliates. Allights resorved:
5. Enter the administrator password.
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Failover Database

Help

Are you sure you want to perform a manual failover of the database? Perform a failover only in the event of a
catastrophic failure of the primary database, when there is no possibility of recovering the primary database efficiently.
A failover might result in data loss depending on the protection mode in effect at the time of the primary database

failure.

Enter the database admin password

Cancel

6. The status of the peer database updates to Standby.

Overview » Oracle Base Database» DB Systems > DB System Details » Database Details » Data Guard Assaciations
3
DB connection = Performance Hub ~ Reslore | Configure sutomatic backups  More actions ~
Database information | Tags
General information Backup
Lifecyele state: Availabla Automatic backup: Disabled {7}
AALARLE OCID: ..44yhsa Show Copy
Created: Tue. Dec 6, 2022, 20.28:43 UTC Data Guard
Database Role: Primary Status: Enabled
Database unigue name: cb19rac_phx1hs
Oracle SID Prefix: None Encryption
Database Architecture: Container Database Eneryption Key: Oracle-managed key
Character Set: AL32UTF&
National Character Set: AL1SUTF 16 Associated Services
Database Management: Not Enabled Enable [7 (i)
Version
Database version: 19.17.0.0.0 ¥iew
Databass softwars image: ¢b19_shx
Resources Data Guard Associations
Metrics Enable Data Guard
Backups (0} 2
Peer database  Peer DB system  Peerrole Protection Mode Transport type Apply lag Data Guard Type Launched
Data Guard Associations (1)
db18rac Maxmum Performance  Asyne 0 seconds Mounted (Data Guard)  Tus, Dec 6, 2022, 21:38:22 UTC
Pluggable Databasas (1)
Showing 1ltem ¢ 1aT1 >
Work requests (2)

On the Home Region (Ashburn)

1. Loginto the OCI Console as an administrator.
2. Navigate to the DBCS instance and check the status.

Cloud Classic services, documentation, and Marketplace

US East (Ashburn) v

Overview» Oracle Base Database » DB Systems

Oracle Base Database DB Systems in oasmp Compartment

DB Systems

Create DB system

Oracle Exadata Database

. 4 Display name State
Service on Dedicated
Infrastructure @lAvailabie)
db19 @ Available
Exadata VM clusters
cadb19 @ Available

Exadata infrastructure

Resource:

Availability domain

yBdo:US-ASHBURN-AD-1

yBdo:US-ASHBURN-AD-3

yBdo:US-ASHBURN-AD-1

The DB system includes the hardware, storage software, and networking configuration required to run Oracle Databases in the Oracle cloud. Leam more.

Shape CPU core count Created -

VM.Standard.E4.Flex 8 Tue, Dec 6, 2022, 17:33:16 UTC
VM.Standard.E4.Flex 4 Wed, Nov 30, 2022, 01:54:24 UTC
VM.Standard.E4.Flex 4 Tue, Sep 27, 2022, 09:05:58 UTC

Showing 3 ltems.

1ot >

3. Navigate to Data Guard Associations.
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Search resources, services, documentation, and Marketplace US East (Ashbum) v/ i

Overview> Oracle Base Database » DB Systems» DB System Details » Database Details » Data Guard Associations

DB connection | Performance Hub  Manage encryption key ~ Rotate Key || More actions ~

Database information Tags

General information Backup

Lifecycle state: Available Automatic backup: Disabled (7)
AVAILABLE OCID: ..5d23hq Show Copy

Created: Tue, Dec 6, 2022, 17:33:16 UTC Data Guard

Database Role: Standby Status: Enabled

Database unique name: db18rac_ceal_ash

Oracle SID Prefix: None Encryption

Database Architecture: Container Database Encryption Key: Oracle-managed key
Character Set: AL32UTF8

National Character Set: AL16UTF16 Associated Services

Database Management: Not Enabled Enable (7 (2)

Version
Database version: 19.17.0.0.0 View
Database software image: None
Resources Data Guard Associations
Metrics Enable Data Guard
R E) Peer database | Peer DB system  Peer role Protection Mode Transport type. Apply lag Data Guard Type Launched
Data Guard Associations (1)
db19rac-dr Maximum Performance  Async 0 seconds Mounted (Data Guard) ~ Tue, Dec 6, 2022, 20:23:43 UTC

Pluggable Databases (1)
Showing 1 ltem ¢ 10f1 >
Work requests (9)

4. Fallback to the primary DBCS on home region can be performed using the Failover option, followed by the
same process.

Fallback and Restore Limitations

In some OAC environments, end users only use the primary and DR OAC instances as consumers so there’s no
significant content development (analysis, dashboards, visualizations) in the production instance. In this case, you
don’t need to be concerned about losing data during a fallback from the DR OAC instance to the primary production
OAC instance.

However, most OAC instances have some content development activity. In this case, you need to consider the loss of
any objects created after a snapshot back up and any data loss resulting from the disaster event after restoring the
OAC primary instance.

Fallback from Disaster Recovery OAC Instance to Primary OAC Instance using
Snapshot Migration

In some disaster recovery situations, there are changes to artifacts (analyses, dashboards, visualization projects,
catalog folder permissions, application roles and memberships, connections, datasets, and on) on the DR OAC
instance. In such cases, we recommend that you create a snapshot and data files backup from the DR OAC instance
and restore them to the primary OAC production instance.

You can use the automation scripts provided earlier in this document to complete this task (createSnapshot.sh and
registerSnapshot.sh).

Subscribe to OCI Console Announcements

Customers can check the status of OCI from the OCI Service Health Dashboard. To ensure that you receive OCI
console announcements that you consider relevant, create an announcement subscription. To subscribe to
announcements, see Subscribing to Announcements.
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From this dashboard, you can get status information about the services in your region. Notifications are delivered
whenever OCI creates or resolves an incident.

For an overview, watch the video: Oracle Cloud Infrastructure Announcements: Overview.

Cost Considerations

Since the DR OAC instance is a backup of the production instance, you might create the OAC instance with higher
OCPUs, which might impact costs.

You can consider pausing the DR OAC instance and then resuming it on an as needed basis. For example, to run a DR
drill and for a DR event.

You can automate pause and resume operations for OAC instances using the OCI CLI utility. See How to Stop and
Start an OAC Instance using OCI Command Line Interface (CLI).

Perform DR Drills

This section describes a DR drill for a typical OAC environment (shown in the diagram).

ll hn II
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; ' : .
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' ¥ ] ' ' '
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v Bor v -
v Load Balancer . o Load Balancer P
' ¥ ] ' ' '
7 ccccoceeeeenssssndbossscccnreeeemassnsossoo | 7 b omecconemmmmssssssood koccsormmmmmmmmmoot |
L] I ] L)
I e e e s ! I e e e 0
i | Private Subnet i ! i Private Subnet | !
' 110.010/24 [,.\ P P 172010724 ; !

» B | s,y |
: @‘ﬁ“&ﬁf: O LEE LD B
] ! [ ' i I
' @ N Data Guard P @ Lo
o DAC Instance  Ayutonomous P i | Autonomous QACInstance -
X Data Warehouse! N , |Data Warehouse -
L B SR P [ L > [ T B
VCN 10.0.0.0/16 ' \—/ ' VCN 172.0.0.0/16 i

@ ________________________ ' Remote Peering gateway e e e e s eee e .- ------ @

84 Disaster Recovery Configuration for Oracle Analytics Cloud / version 1.0 oRrACLE
Copyright © 2024, Oracle and/or its affiliates / Public



https://youtu.be/X_ugwe3us8A
https://blogs.oracle.com/analytics/post/how-to-stop-and-start-an-oac-instance-using-oci-command-line-interface-cli
https://blogs.oracle.com/analytics/post/how-to-stop-and-start-an-oac-instance-using-oci-command-line-interface-cli

A typical DR drill for OAC includes the following key steps:

Define the scope and objectives: Clearly define the scope of the DR drill, including which OAC and OClI
components will be included, what types of disasters or failure scenarios will be simulated, and what
objectives need to be achieved during the drill.

Validate user replication and synchronization: Since you need to synchronize users and groups from the
primary IDCS or IAM domain to the DR IDCS or IAM domain during a DR event, validate that the mechanism
is working as expected and can be used in case of a disaster.

Test back-up and recovery of OAC content: Test the back-up and recovery of snapshots and data files
using the automation scripts provided. If needed, extend the scripts to achieve your additional requirements.

Test failover and switchover of the database: If you're using a DR solution, such as Oracle Active Data
Guard, test the failover and switchover processes to ensure that they can be performed quickly and reliably in
case of a disaster.

Test recovery of the OAC instance in the DR region: Test the backup and recovery processes for your OAC
environment by simulating a failure scenario, such as primary OAC instance unavailability. Ensure that you
recover the dependant services (such as identity management), data sources, system settings, and snapshot
of the DR OAC environment to a consistent state and that all your data is available and accurate.

Document results and lessons learned: Document the results of the DR drill, including any issues, errors, or
successes. Analyze the results and identify lessons learned and best practices to improve your DR strategy
and processes for the future.

Conduct periodic DR drills to test whether the DR environment is consistent and operational if any disaster occurs.
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Disaster Recovery Environment Set Up Checklist

One-Off Tasks

Subscribe to OCI Console Announcements.

Subscribe to a second OCl region to set up the DR environment.

Create an IDCS stripe or IAM domain in the OCI DR region.

Onboard users and groups into IDCS or IAM domain.

Synchronize users and groups between the primary and DR IDCS or IAM domains.
Configure the same external SSO identity providers in both the IDCS or IAM domains.
Ensure the appropriate policies and roles are set up in the DR region.

Create an OAC instance in both regions by logging in as the respective IDCS or IAM domain administrator.
Create ADW or DBCS primary and standby instances using Data Guard.

Set up FastConnect or Site-to-Site VPN if connecting to on-premises data sources.
Establish connectivity to private data sources using PAC or RDG in both OAC instances.

Upload and restore snapshot on both OAC instances.

O o o0oooo0oooogoogoogoo o>

As best practice, ensure end-users create connections and datasets, and grant Full Control access to
BlServiceAdministrator.

Update data source connections with the respective region data source connection string.
Configure SMTP mail server on both OAC instances.

Configure system settings on both OAC instances.

Create the same vanity URL on both OAC instances.

Configure OCl load balancers in both OCl regions for both OAC instances.

Configure WAF for the load balancers in both OCl regions.

Map the load balancer IP address of the active OAC instance to the vanity URL DNS name.
Configure security rules and route tables to allow access within OCl regions.

Allowlist the OCl server IP addresses and required ports at your organization’s firewall.

O 0O oO0Oo0oooooood

Create object storage in both OCI regions to store OAC snapshots.

Recurring Tasks
Use Data Guard to switchover the standby ADW or DBCS as primary in the OCI DR region.

Ensure on-premises data sources are available in the DR OAC instance.

Start RDG for the DR OAC instance in the on-premises network.

Start DR OAC instance in the DR region.

Map the OCl load balancer IP address of the active OAC instance to the vanity URL DNS name.

Run the automation scripts to restore the latest snapshot on the DR OAC instance.

O 0o o oo g

Upload the ADW region-specific wallet in self-service data connections and Console connections.
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O If you haven’t maintained the same DBCS database connection string across the OCl regions, modify the self-
service data connections and RPD connection pool connection string to connect the DR region databases.

O Review and update the ADW wallet-less (TLS) connection strings in the DR OAC instance.

O Recreate datasets created from data flows by rerunning the data flow after migration to the DR OAC instance.
O Enable scheduled agents after restoring the snapshot.

O If the DR OAC mail server isn’t the same as the primary OAC mail server, review and update the mail server

configuration.

O Verify all the systems settings after restoring the snapshot.
O Verify any customization configurations after restoring the snapshot.
O Test the DR OAC instance and release it for business users.

Note: Some recurring tasks can be performed programmatically using OAC REST APlIs.

e Updates to ADW wallet and wallet-less connections. See OAC REST API Documentation - Update a
connection.

e Updates to system settings. See OAC REST API Documentation - Update system settings.

Roles and Responsibilities
OCl Administrator
e Subscribe to a secondary DR region
e Create OACinstances
e Create object storage for snapshots
e C(Create load balancers
e Create and maintain ADW and DBCS data sources instances
e Configure the primary and DR environments
e Configure OCI SMTP mail server
OAC Administrator

e  Take regular backups of snapshots and data files and restore them

IDCS Administrator or IAM Domain Administrator

e Manage users and groups

e Configure identity management
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Use Full Stack Disaster Recovery to Orchestrate OAC Disaster Recovery

Oracle Analytics Cloud doesn't fall under the OCI feature Full Stack Disaster Recovery (FSDR). However, you can still
use FSDR to orchestrate the automation scripts that you need to run to recover from a disaster event.

You use OCI CLI and OAC REST APIs to automate the steps performed during a DR drill and a disaster event. For
details, see the next section, “Automation of the Disaster Recovery Environment set Up and DR Drill.”

You can use these automation scripts, along with the other FSDR capabilities like switchover of ADW, DBCS, and
Compute Instance creation, to manage the disaster recovery for OAC.
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Automate Recovery for Oracle Analytics Cloud Using OCI Full Stack Disaster Recovery

To automate disaster recovery for OAC using OCI FSDR, follow the tutorial Automate Recovery for Oracle Analytics
Cloud Using OCI Full Stack Disaster Recovery.

Note: OCI Full Stack DR must accommodate new scripts (to be provided soon) which use OAC REST APIs to automate
updates to ADW wallet and wallet-less connections, and system settings.
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